Cadastre-se no LE Portal

Acesse o link: https://leportal.microsoft.com/home

B Microsoft | LE Portal

lelcome to the Law Enforcement Request Portal

" This portal is only for the use of autharized law enforcement officials who wish to
‘submit lawful orders seeking the production of evidence in connection with an
\afficial law enforcement investigation. Microsoft will evaluate each request on an
individual, case-by-case basis consistent with applicable law, our customer
cammitments, and corporate policies.

[ | am an authorized law enforcement official or government employee; or have

been granted access permission by Microsoft, and this is an official request.

Warning: This portal may only be used by authorized law enforcement
officials to submit legal production orders related to official investigations
pursuant to Title 18, United States Code, Sections 2703 and 2711
Unauthorized use of this portal may be referred to law enforcemient for
investigation and prosecution. By requesting access, you are acknowledging
that you are a government official making a request in official capacity.

Privacy & cookies Terms of use Trademarks About our ads

Clique em “l am an authorized law enforcement official or government employee, or have been
granted access permission by Microsoft, and this is an official request.”

Aparecera a tela abaixo, clique em “Login”:

E® Microsoft | LE Portal

come to the Law Enforcement Request Portal

is portal is only for the use of authorized law enforcement officials who wish to
ubmit lawful orders seeking the production of evidence in connection with an
‘official law enforcement investigation. Microsoft will evaluate each request on an
individual, case by-case basis consistent with applicable law, our customer
‘commitments, and corporate policies.

Problems logging,in?

Warning: This portal may only be used by authorized law enforcement
officials to submit legal production orders related to official investigations
pursuant to Title 18, United States Code, Sections 2703 and 2711
Unauthorized use of this portal may be referred to law enforcement for
investigation and prosecution. By requesting access, you are acknowledging
that you are a government official making a request in official capaeity.

View Account Registration and Login Training Videa

Privacy & cookies Terms of use Trademarks About our ads © Microsoft 2020

Crie uma conta da Microsoft (“Microsoft Account - MSA”) (DEVE SER uma conta do Outlook ou
Hotmail - pode ser uma conta ficticia) para fazer login clicando em "Crie uma!" (“Create One”).

a. Nao utilize um nimero de telefone para criar sua conta;



b. N&o utilize um endereco de e-mail emitido pelo governo, mesmo que esteja vinculado ao

0365.

=:“ Microsoft

Entrar

B Microsoft

Criar conta

00000

@hotmail.com ~

Usar um ndmero de telefone

Usar seu enderago de email

Proximo

C.

Crie uma senha.

B Microsoft

Crie uma senha

@hotmail.com

Digite a senha que vocé gostaria de usar com sua
conta,

| Desejo obter informagdes, dicas e ofertas de
produtos e servicos da Microsoft

5. Apds criar a conta MSA e entrar no portal, vocé receberd o seguinte aviso:

a.

Selecione Sim (“YES”):

B® Microsoft

-@halma\\ com

Deixar aplic. acessar suas
informacdes?

Ormachs

LE

LEPortal precisa de sua permissdo para:

] Exibir seu perfil basico
LEPortal poderd ver seu perfil bdsico
(nome, imagem, nome de usuario).

ca que vocé permite que este
rme especificado nos termos de
servigo & nas declaregdes de privacidade, O editor ndo forneceu
links de acesso aos seus termos para vocé analisa-los. |

alterar essas permissdes em httpsit/microsoft.com/c
detalhes




6. Associe seu endereco de e-mail emitido pelo governo:

a) Digite o endereco de e-mail emitido pelo governo nas duas caixas; verifique se esse é o
endereco de e-mail emitido pelo governo que foi incluido no seu processo ou vocé nao podera
acessar seus resultados.

b) Um cddigo de validagdo sera enviado para esta conta.

Exemplo abaixo:

New User Account Validation

Now that you've created or entered a Microsoft Account, you will need to link your Agency email address with this Micros:

account.
Enter your Agency email address below. Your Agency email address will receive all email communications notifying you when new packaged data is
available for download, along with other helpful email notifications. Failure to link your Agency email address may result in delayed delivery of packaged

data.

Government Agency Email Address

xoox@yyy.gov.br |

Confirm Government Agency Email Address

oo @yyy.gov.br |

o B

only be used by autherized law enforcement officials to submit legal production arders related to official investigations

Warning: This portal may
pursuant to Title 18, Uni

States Code, Sections 2703 and 2711. Unauthorized use of this portal may be referred to law enforcement for investigation
and prosecution. By requesting access, you are acknowledging that you are a government official making a request in official capacity.

Tradugdo:
Valida¢ao de nova conta de usuario.

Este portal é destinado ao uso de Autoridades autorizadas que desejam enviar ordens legais visando a
producdo de evidéncias em conexdo com uma investigacao criminal oficial. A Microsoft avaliara cada
solicitagdo individualmente, caso a caso, de acordo com a legislagdo aplicavel, nossos compromissos com
o cliente e politicas corporativas.

Agora que vocé criou ou inseriu uma conta da Microsoft, serd necessdrio vincular o endereco de e-mail
funcional a esta conta da Microsoft.

Digite o endereco de e-mail funcional abaixo. O endereco de e-mail de sua Agéncia/Orgdo receberd todas
as comunicac¢des, notificando-os de quando novos pacotes de dados estiverem disponiveis para
download, junto com outras notificacdes Uteis. A ndo vinculacdo do endere¢o de e-mail de sua Agéncia
pode resultar no atraso da entrega dos dados do pacote.

Endereco de e-mail da agéncia governamental

Confirmar endereco de e-mail da agéncia governamental

AVISO: este portal sé pode ser utilizado por autoridades autorizadas para enviar ordens de producdo
legais relacionadas a investigac¢des oficiais de acordo com o Titulo 18, Cédigo dos Estados Unidos, Se¢bes
2703 e 2711. O uso ndo autorizado deste portal pode ser encaminhado as autoridades legais para
investigacdo e acusagdo. Ao solicitar acesso, vocé esta reconhecendo que é um funcionario do governo
que estd fazendo uma solicitacdo em sua capacidade oficial.



7. Insira o cédigo de validagao recebido no seu e-mail:

L

Verify Email

Enter the code we sent td f you didn't get the email,

sccount for 8 new validation email. If your ‘validation email account is & new &

& your junk folder or go back to the previous page to re-enter the validation email
unt make sure that your email box exists prior to completing this step.

Didn't recelve a code?

Warning: This portal may only be used by authorized law enforcement officials to submit legal production orders.
related to official investigations pursuant to Title 18, United States Code, Sections 2703 and 2711. Unauthorized use of
this portal may be referred to law enforcement for investigation and prosecution. By requesting access, you are
acknowledging that you are a government official making a request in official capacity.




Acessando o LE Portal

1. Acesse o link: https://leportal.microsoft.com/home

B Microsoft | LEPortal

Icome to the Law Enforcement Request Portal

" This portal is only for the use of authorized law enforcement officials who wish to
submit lawful orders seeking the production of evidence in connection with an
official law enforcement investigation. Microsoft will evaluate each request on an
individual, case-by-case basis consistent with applicable law, our customer
‘commitments, and corporate policies.

Il ! am an authorized law enforcement official or government employee, or have

been granted access permission by Microsoft, and this is an official request.

Warning: This portal may only be used by authorized law enforcement
officials to submit legal production orders related to official investigations
pursuant to Title 18, United States Code. Sections 2703 and 2711.
Unauthorized use of this portal may be referred to law enforcement for
investigation and prosecution. By requesting access, you are acknowledging
that you are a government official making a request in official capacity.

Privacy & cookies Terms of use Trademarks About our ads © Microsoft

2. Cligue em “l am an authorized law enforcement official or government employee, or have been
granted access permission by Microsoft, and this is an official request.”

3. Aparecerd a tela abaixo, clique em “Login”:

E® Microsoft |  LE Portal

Ic.cfrﬁé to the Law Enforcement Request Portal

This portalis only for the use of authorized law enforcement officials who wish to
submit lawful orders seeking the production of evidence in connection with an
cial law enforcement investigation. Microsoft will evaluate each reguest on an
ividual, case-by-case basis consistent with applicable law, our customer
‘commitments, and corporate policies.

Problems logging in?

Warning: This portal may only be used by authorized law enforcement
officials to submit legal production orders related to official investigations
pursuant to Title 18, United States Code, Sections 2703 and 2711.
Unauthorized use of this portal may be referred to law enforcement for
investigation and prosecution. By requesting access, you are acknowledging
that you are a government official making a request in official capagity.

View Account Registration and Login Tr. ng Videa)

Privacy 8t cookies Terms of use Trademarks About our ads © Microsoft 2020




4. Sevocé ja criou uma conta e é um usuario recorrente; utilize sua conta e senha Microsoft
criadas anteriormente para fazer login.

= Microsoft

Entrar

Nao tem uma conta? Crie uma!

Entrar com o Windows Hello ou uma ch

Obeni oy
Opgoes ada

Qe en

5. Pronto! A tela inicial aparecerd para vocé:

= ' Microsoft | LEPortal rag -@I'.o'.man.-:om -
My Requests

MS Reference Number < LE Reference Number < Request Status < Type = Created

You have no submissions of this type.

R




Como enviar um novo pedido no LE Portal

1. Para submeter um novo pedido, clique em “New Request”:

B® Microsoft | LEPortal o -@hazmail.:cm -
My Reaquests =)

MS Reference Number & LE Reference Number % Request Status = Type = Created

You have no submissions of this type.

2. Para solicitacdes de EMERGENCIA com risco a vida, o pedido deve ser encaminhado diretamente
para o e-mail |ealert@microsoft.com com o oficio em PDF, assinado pela autoridade, detalhando
em inglés do que se trata a ameaca (ex: bomb threat against the Arabian Embassy in Brazil) e qual
é o pedido (ex: IP Logs, dados cadastrais). Caso NAO seja emergéncia clique em “Continue”:

Emergency Request Notice x

f this request pertains to an emergency involving the danger of
serious physical injury or death, do not submit via this portal.

All emergency requests should be submitted directly to
LEALERT@MICROSCFT.COM.

T

3. Selecione o seu Pais (Brazil):

B Microsot | tgportal o - -

Law Enforcement Submitting Request

Argentina
Australia
Austria
Belgium

GrazD 4

Canada




4. Verifique se a sua ordem/oficio esta enderecada para a “Microsoft Corporation, USA” e clique
em “ok”:

Microsoft Corporation, USA

Please note that your legal process must be addressed to Microsoft Corporation, USA.

5. Qual o tipo de pedido — Preservacgdo “Preservation” ou Abertura de dados “Data Disclosure”?
a) Eum pedido de preservacdo? Sim ou N3o;
b) Numero do Oficio;
c) Vocé quer que o LE Portal envie notificagdo para outra autoridade? Sim ou Nao;
d) Natureza do Crime Investigado (Qual o crime?);
e) Anotag¢des importantes para o time Microsoft LENS.

Ao finalizar, clique em “Next”.

New Request - Brazil

Type of Request Reguesting Agent Informatio Type of 5e

Is this a preservation request?

v m

LE Reference Number

.M

1t portal sent to ancther agent?




Atencao: Item c: “Vocé quer que as notificac6es do LE Portal sejam enviadas para outro agente?"
Se selecionar SIM e digitar um endereco de e-mail diferente do seu, todas as notificacdes do LE Portal
irdo para este endereco de e-mail alternativo. Se esse enderec¢o de e-mail alternativo nao tiver uma
conta do LE Portal, devera ser criada uma conta/cadastro para este e-mail, ou ndo serdo capazes de
resgatar os dados.

Do you want notifications from the Law Enforcement portal sent to another agent?
s ’\C

Recipient's Government Email Address

| wocou@yyy.gov.br

6. Quem esta solicitando?

) Nome da Agéncia/Orgdo solicitante (Ex.: Delegacia de Policia Federal de XXX; Delegacia de
Policia Civil de YYY; Ministério Publico Federal/Ministério Publico Estadual; Vara Federal da
Comarca de ZZZ; Vara Criminal da Comarca de XXX etc.);

) Agente solicitante:

- Primeiro nome e ultimo nome;
- Endereco de e-mail e Confirmacgdo de e-mail;
- Ndmero de telefone.

Q

O

Ao finalizar, clique em “Next”.

New Request - Brazil

Requesting Agent Information

Requesting Law Enforcement Agency Name

*8* | Delegacia de Crimes Cib

Requesting Agent

First Name Last Name

ln.

=
&
o

Requesting Agent

Email Address Ceonfirm Email

= | x0000@yyy.gov.br = | oo @yyy.govbr

Requesting Agent Phone Number

2 ¢

B | +55(0900000-0000

z

Previous Cancel




7. Qual o tipo de dados Microsoft vocé esta solicitando:
- Selecione um ou mais servicos Microsoft;
- Qutros servigos Microsoft que ndo estejam listados acima.

/N AVISO: O seu oficio devera especificar quais servigos e tipos de dados Microsoft vocé estd solicitando

abaixo.

Ao finalizar, clique em “Next”.

e

Type of Service

Select One or More Microsoft Services

v Microsoft Services
Account (MSA)

v Email

Other Microsoft Services

© Selecting <Enter> or <Tab> is required after entering a Service in this free form input field

8. Microsoft pode notificar o usudrio sobre a existéncia desse pedido?

/N AVISO: Por favor observe que a Microsoft pode notificar os usuarios e consumidores cujos
dados s3o solicitados pela Autoridade Policial ou Orgio do Governo, exceto se proibido por lei.

/N AVISO: Por favor tenha ciéncia de que o seu pedido deve fazer referéncia a lei ou legislagdo
nacional que proibe notificar ao alvo sobre esta solicitagao.

Ao finalizar, clique em “Next”.

New Request - Brazil

Type of Reques Requesting Agent Information Type of Service Notification

A Please note that Microsoft may give notice to users and customers whose data is sought by a law enforcement agency or other government

entity, except where prohibited by law.

Is Notification to the Targeted User/Customer Permitted for this Request?

A Please be advised that your submission must reference law or national legislation that prohibits notice to the target for this request.




9. Anexe o documento (apenas PDF, DOC, DOCX, XLS, or XLSX files, menor que 25 MB):

/N AVISO: O seu oficio deverd especificar quais servicos e tipos de dados Microsoft vocé esta

solicitando.

Y IMPORTANTE: Por favor ndo submeta mais de um oficio por upload.

Ao finalizar, clique em “Next”.

File Upload

A Your legsl request must specify which Microsolft service and data types you require.

10. Resumo das telas anteriores:

/N AVISO: Sua solicitacdo ndo estara completa até que vocé clique em “Submit”.

& Upload Acknowledge & Submit

Request Submission Review

A Your submission is not complete until you click Submit.

Is target notification permitted?
No

Agency Name
Delegacia de Crimes Cibarnéticos

Agent Name
Jodo Silva

Agent Phone Number
+5500)00000-0000

Country of Origin
Brazil

Uploaded Files
LE Portal.pdf W Click to Download

except where prohibited by law.

Cancel Request m «

Preservation Request?
No

Alternate Recipient
N/A

Nature of the Crime
corruption

Agent Email Address
o0ox@yyy.gov.br

LE Reference Number
MSTER 0001/2020
Selected Service(s)
Microsoft Services Account (MSA)
Email

A Please note that Microsoft may give notice to users and customers whose data is sought by a law enforcement agency or other government entity,




Como resgatar os dados no LE Portal

1. Quando a Microsoft concluir sua solicitacdo, vocé recebera um email indicando que seus dados
estdo prontos para download:

Microsoft Law Enforcement Portal - Delivery Package Creati

B

Mon 11/9/2020 7:53 AM

Do not reply to this mail - this is an unmonitored mailbox. You will NOT receive a response. If you have questions about a particular Microsoft request, send an email to
msndcc@microsoft.com (US agencies) or msnwwee@microsoft com {International agencies).

Data associated with a submitted piece of legal process s available for download.

Please navigate to the Microsoft Law Enforcement Portal and retrieve the data with submission locator 1D GCC BBl A ~it1in the next 12 days to retrieve it. This relates to your
reference numbe

NOTE: After 14 days, the data will be deleted.

First Time Logging Into the Law Enforcement Portal
If this is your first time accessing the Law Enforcement Portal, follow the steps below.

1. Click on the URL provided in this e-mail above.

2. You will be required to login with a valid Microsoft Account. If you do not have a Microsoft Account, you can create a new Microsoft Account during login.

3. Enter your Microsoft Account or select ‘Create one!’ to create a new Microsoft Account.

4. After you've created a Microsoft Account, you will need to link your Agency email address with your newly created Microsoft account.
a. Your Agency email address will receive all email communications notifying you when new packaged data is available for download, along with other helpful email notifications.
b. Failure to link your Agency email address may result in delayed delivery of packaged data.

Enter your Agency email address in the ‘New User Account Validation’ screen.

e

Thank you,

Law Enforcement & National Security
Microsoft Corporation

2. Depois de fazer login no portal, vocé vera esta tela:

My Requests

MS Reference Number LE Reference Number % Request Status = Type = Created

cc-lE B oo o Dovnlosd SystemGenerated  2020-11-05 16144 UTC
IR

3. Cligue em "Acessar dados" (“Access Data”) na primeira caixa. Isso leva vocé para a seguinte tela:

s/ File Downloads

A Download Last
Name Size(MB) Attempts Acraised Created Expires Password Hash Value
reusiisn3) cec- [N 551 5 i 2020/11/09,  2020/11/23, Copy & Click to
1.1zip = SVEC p3evuTe 03:27 UTC [—— Download
rusiisn2) coc- [ i i i 2020/11/09. 2020/11/23, Copy Copy & Click to
1_1zip = S pesiuTe 09:31 UTC [e— Hash Download




4. Pararecuperar os arquivos, clique em "clique para fazer o download" (Click to download”).

Name Date modified Type Size

~ Today (1)

Yl = N 11/9/2020 12:47 PM Arquive ZIP do Wi... 320 KB

5. Apds o download do arquivo, localize a pasta compactada onde vocé o salvou e clique com o
botao direito do mouse na pasta para extrai-lo.

6. Utilize o WinZip ou 7Zip para extrair seus arquivos. NAO utilize a ferramenta Extrair tudo do
Windows ou tente apenas abrir os arquivos sem extrair.

Se vocé estiver usando o 7zip:

¢ Depois que os arquivos forem salvos localmente

¢ Cliqgue com o botdo direito do mouse no arquivo zip e va para 7zip
¢ Escolha a opgdo “Extrair para” no menu 7zip

¢ Digite a senha, copiando e colando na caixa "mostrar senha"

Se vocé estiver usando o WinZip:

¢ Depois que os arquivos forem salvos localmente

¢ Cliqgue com o botdo direito do mouse no arquivo zip e va para WinZip
¢ Escolha a opc¢do “Descompactar para pasta” no menu WinZip

* Digite a senha, copiando e colando na caixa "mostrar senha"

7. Quando a senha for solicitada, clique na caixa azul “Copiar Senha” (“Copy Password”) ao lado do
link para baixar no LE Portal, ao clicar aparecera uma tela verde informando que a senha foi
copiada com sucesso “Copy Success”:

Hash

Expires ! Password e
2020/11/23, Copy Copy # Click to i
03:27 UTC Password Hash Download

— + Copy Success!
2020/11/23, Copy Copy 4 Click to Ctrl+V or right-click and paste to
09:31 UTC Password Hash Download use

8. Copiar asenha - A senha serd copiada automaticamente para a drea de transferéncia e vocé pode
colar a senha imediatamente no prompt.

e Vocé tem apenas 3 tentativas para baixar o seu pacote. Se vocé precisar reenviar os dados,
consulte as instrugdes adicionais “Reativando a entrega de dados via LE Portal” (“Reactivating
Data delivery via LE Portal”).



Reativando a entrega de dados via LE Portal

1. Vocé tem apenas 3 tentativas para baixar o seu pacote.
Apds 3 tentativas, vocé receberd uma mensagem indicando: "Uma ou mais partes do conteudo
entregue expiraram" (“One or more pieces of delivery content have expired").
Vocé terd entdo a opcgao de configurar os dados para reenviar.

Para fazer isso, clique na caixa azul “Reativar conteudo entregue expirado” (“Reactivate Expired
Delivery Content”).

a. Vocé recebera trés tentativas adicionais de download:

@

A One or more pieces of delivery cantent have expired. ISR G AT EL 0 T el 10

MName Size(MB) g:t::k;;d Last Accessed Created Expires Password S:ﬁ:;

(Publish3) GCC-1545870- 031 @ 2020/11/09, 2020/11/09, 2020/11/09, Copy Copy Content has
JATIN3 1 1.zip . 03:57 UTC 03:27 UTC 03:57 UTC Password Hash Expired

b. Se vocé ainda ndo conseguir baixar o pacote apds trés tentativas, receberd a seguinte

mensagem indicando que outras reativa¢des do seu conteudo estardo sujeitas a um processo
de aprovacao.

File Download

" 4

very content fof this Submission

Future requests will be subject 1o an approval process

Download Last Accessed
Name Size Expires (UTC) Password Action
Attempts (UTC)




c. Se vocé clicar na caixa para reativar uma segunda vez, receberd uma mensagem indicando
que sua solicitacdo de reenvio esta em revisao:

File Download

Your delivery content reactivation request is under review.

Global Filter

Name Size Bownioad EastAccasses Expires (UTC) Password Action
Attempts (UTC)
& 5/28/19, 5:41 5/28/19, 6:15 Show Content has
0 3 5/28/19, 6:15 PM
, ' PM M Expired

d. Depois que sua solicitacdo for analisada, vocé receberd um novo link(s) (dependendo do
tamanho do arquivo) para baixar.



