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A Sua Exceléncia a Excelentissima Senhora
Senadora VANESSA GRAZZIOTIN
Presidente da Comissdo Parlamentar de Inquérito da Espionagem

Brasilia-DF, 11 de setembro de 2013.

Excelentissima Senhora Senadora,

Eu, MARCELO BULHOES DOS SANTOS, brasileiro, casado, Advogado, inscrito no
Conselho Seccional da Ordem dos Advogados do Brasil no Distrito Federal (OAB/DF) sob o n°
32.992 e no Cadastro de Pessoas Fisicas do Ministério da Fazenda (CPF/MF) sob o n° 094.117.307-
01, residente e domiciliado 24 QRSW 3 — Bloco B-7, Apt.° 204, sob o CEP 70.675-327, no Setor
Sudoeste Econémico, em Brasilia/DF, venho respeitosamente 2 presenga de Vossa Exceléncia
comunicar graves situagdes que chegaram a meu conhecimento e que reputo ser do interesse dos
membros e técnicos da Comissdo Parlamentar de Inquérito (CPI) que versa sobre as atividades de
espionagem no Senado Federal.

A Lei n° 8.906/94 dita que o Advogado, em seu ministério privado, presta servico piblico e
exerce fungdo social, declarando ainda que sua atuaciio se trata de munus publico. E foi esta exata

nogdo e o senso de responsabilidade civica que me impulsionaram a comunicar Vossa Exceléncia
acerca daquilo de tenho ciéncia.

Ocorre que eu pude ter acesso a documentaciio que demonstra a atuacdo de servicos de
inteligéncia estrangeiros em territério nacional, de modo que ora opto por repassa-los as autoridades
competentes para que possam realizar o necessério cotejo dos dados.

Dentre os documentos 0s quais repasso, em anexo ao presente, estio os seguintes:

* Extratos de dados da lavra da Embaixada Americana em Brasilia, os quais foram tornados
publicos pelo sitio eletrdnico Wikileaks, e que se prestam a demonstrar a intensa atividade de

espionagem desenvolvida em desfavor do governo brasileiro pelos 6rgdos do Department of
State do governo dos Estados Unidos da América;

* Relatorio “Terrorist and Organized Crime Groups in the Tri-Border Area (TBA) of South
America”, produzido pela Divisdo de Pesquisa Federal (Federal Research Division), sob a
coordenagio da Diretoria de Inteligéneia Central (Director of Central Intelligence) do go-
verno dos Esatdos Unidos da América;
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e Documento de vigilanica aparentemente produzido por militar americano participante do
Programa FAO (Foreign Area Officer), o qual foi elaborado sob a égide da Divisdo de Inteli-
géncia do Corpo de Fuzileiros Navais (U.S. Marine Corps) das Forgas Armadas Americanas;

e Dados extraidos a partir do documento “FOREIGN MILITARY TRAINING” — Fiscal Years
2011 and 2012 — JOINT REPORT TO CONGRESS, produzido em conjunto pelo Departa-
ment of Defense e pelo Departamento of State do governo dos Estados Unidos da América;

¢ Documentos de origem de unidades subordinadas ao Ministério das Relagfes Exteriores,
produzidos entre os anos de 1995 € 2011, os quais tiveram o seu grau de sigilo desclassifica-
do e que sugerem que, de fato, existe uma atividade de espionagem norte-americana em des-
favor do governo brasileito, Os documentos foram tornados piiblicos por meio de reporta-
gem de “Folha de S#o Paulo”;

o Texto do Acordo Bilateral intitulado “Mutual Legal Assistance Treaty benween the United
States of American and Brazil”, firmado no ano de 1997, o qual serve de base, em tese, para
diversas atividades que, inclusive, extrapolam o escopo do mencionado Tratado.

Ha ainda fortes indicios de que vérios cidaddos brasileiros de origem drabe e/ou de confisso
islamica tenham sido objetos de investigagio por parte de 6rgéos de inteligéneia nacionais ¢ estran-
geiros, sendo que nem sempre haveria motivo plausivel para tal.

Nesse sentido, houve, inclusive, diversas ocasides em que o ora signatdrio presenciou a in-
terferéncia de servigos estrangeiros na atuagdo de drghos do governo federal, dentre os quais € pos-

sivel destacar o Departamento de Policia Federal, do qual o subscritor € ex-servidor.

Eram estas, em sintese, as informag@es que tinham de ser repassadas a Vossa Exceléncia.

Respeitosamente,
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ARCELO BULHOES DOS SANTOS
Advogado & Consultor Juridico
OAB-DF n° 32.992
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PREFACE

This report assesses the activities of organized crime groups, terrorist groups, and
narcotics traffickers in general in the Tri-Border Area (TBA) of Argentina, Brazil, and Paraguay,
focusing mainly on the period since 1999. Some of the related topics discussed, such as
governmental and police corruption and anti-money-laundering laws, may also apply in part to
the three TBA countries in general in addition to the TBA. This is unavoidable because the TBA
cannot be discussed entirely as an isolated entity,

Based entirely on open sources, this assessment has made extensive use of books, journal
articles, and other reports available in the Library of Congress collections. It is based in part on
the author’s earlier research paper entitled “Narcotics-Funded Terrorist/Extremist Groups in
Latin America” (May 2002). It has also made extensive use of sources available on the Internet,
including Argentine, Brazilian, and Paraguayan newspaper articles. One of the most relevant
Spanish-language sources used for this assessment was Mariano César Bartolomé’s paper
entitted Amenazas a la seguridad de los estados: La triple frontera como ‘drea gris’ en el cono
sur americano [Threats to the Security of States: The Triborder as a “Grey Area’ in the Southern
Cone of South America] (2001). The selective bibliography includes books, journal articles, and
other reports. Newspaper and magazine articles are footnoted. This report also includes an
appendix containing brief profiles of five alleged operatives of Islamic fundamentalist groups in
the TBA and a diagram of drug-trafficking routes in the region.

The information cutoff date used in this report is July 2003. Thus, it lacks any updated
information about the individuals discussed in it. However, the study has been partially edited as
of November 2010 to reflect the fact that Rajkumar Sabnani or Rajkumar Naraindas Sabnani,
whose alleged fund-raising or money laundering on behalf of TBA extremists was reported in the
original edition, has been completely exonerated of any involvement. Sabnani is a prominent and
respected businessman residing in Hong Kong. Moreover, criminal proceedings against
Sabnani’s relatives and employees in Paraguay were officially closed, and all parties were
acquitted and absolved of any guilt or punishment in July 2007. Therefore, the information about

Sabnani and his associates has been removed from this version of the study.
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EXECUTIVE SUMMARY
Islamic Terrorist Groups and Activities in the Tri-Border Area (TBA)

This review of the available open-source information on Islamic terrorist group activities
in Tri-Border Area (TBA) during the 1999 to 2003 period provides substantial evidence for
concluding that various Islamic terrorist groups have used the TBA—where Argentina, Brazil,
and Paraguay meet——as a haven for fund-raising, recruiting, plotting terrorist attacks elsewhere
in the TBA countries or the Americas in general, and other such activities. Islamic terrorist
groups with a presence in the TBA reportedly include Egypt’s Al-Gama’a al-Islamiyya (Islamic
Group) and Al-Jihad (Islamic Jihad), al Qaeda, Hamas, Hizballah, and al-Mugawamah (the
Resistance; also spelled al-Mogawama), which is a pro-Iran wing of the Lebanon-based
Hizballah. Islamic terrorist groups have used the TBA for fund-raising, drug trafficking, money
laundering, plotting, and other activities in support of their organizations. The large Arab
community in the TBA is highly conducive to the establishment of sleeper cells of Islamic
terrorists, including Hizballah and al Qaeda. Nevertheless, as many as 11,000 members of the
Islamic community in the TBA may have moved since late 2001 to other less closely watched
Arab population centers in South America.

Hizballah clearly derives a quite substantial amount of income from its various illicit
activities in the TBA, in addition to financial support from the government of Iran and income
derived from narcotics trafficking in Lebanon’s Al Bega’a Valley. Reports of Iranian intelligence
agents being implicated in Hizballah-linked activities in the TBA since the early 1990s suggest
direct Iranian government support of Hizballah activities in the region. Lebanese government
political support of the sizeable Lebanese community in the TBA extends to Hizballah members
in the region because of Hizballah’s influence in Lebanon’s politics and society.

News media reports in recent years of al Qaeda’s presence in the TBA and of cooperation
between Hizballah and al Qaeda in the region first surfaced in mid-1999, based on reported
identification of al Qaeda operatives in the TBA by Argentine intelligence. The conventional
thinking is that the Sunni-oriented al Qaeda and the Shi’ite-oriented Hizballah would never

cooperate, but it seems more likely that the reported cooperation is emblematic of a larger
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strategic alliance between the two organizations.' News media reports since 1999 of foiled
terrorist plots against U.S. embassies and the arrest of several terrorists linked to al Qaeda—
including Ali Khalil Mehri, El Said Hassan Ali Mohammed Mukhlis, Marwan ‘Adnan al-Qadi
(“Marwan al-Safadi”), and Mohamed Ali Aboul-Ezz Al-Mahdi Ibrahim Scliman (also spelled
Mohamad Ali Abao-Ezz El-Mahdi Ibrahim Suliman)—suggest that al Qaeda has a presence in
the region. Al Qaeda may have begun to establish a network in the TBA when Osama bin Laden
and Khalid Sheikh Mohammed reportedly visited the area in 1995. Al Qaeda’s activities in the
TBA are reportedly linked to trafficking of arms, drugs, and uranium, as well as money
laundering, in association with Chinese and Russian (Chechen) mafias.

If a Cable News Network (CNN) report is correct that an Islamic terrorist summit was
held in the TBA in late 2002 to plan terrorist attacks against U.S. and Israeli diplomatic facilities
in the South American region, then attacking these targets would appear to be a high priority for
al Qaeda, Hizballah, and other Islamic terrorist groups that may have a presence in the TBA.
Plotting by TBA-based terrorists linked to Hizballah and al Qaeda to blow up the U.S. Embassy
in Asuncidn began in 1996, The embassy most likely remains one of the primary U.S. targets of
Islamic terrorist groups in the region. In 2000-01, TBA-based al Qaeda operatives expanded their
targeting to include the U.S. and Israeli embas;ies in Asuncién and the U.S. embassies in
Montevideo and Quito (Israel closed its embassy in Asuncién in early 2002). The pattern of these
foiled plots strongly suggests that TBA-based Hizballah and/or al Qaeda operatives will again
aftempt to carry out simultaneous ferrorist attacks against two or more U.S. embassies or
consulates in South America. Targets could also include hotels, tourism centers, airports, or

multinational companies, especially those of Israeli, German, French, or U.S. origin.

Organized Crime Groups and Activities in the TBA

In addition to Islamic terrorist groups, the TBA provides a haven that is geographically,

socially, econonically, and politically highly conducive for allowing organized crime and the

! Hisham al-Qarawi, “Has Bin-Ladin Made An Alliance With Mughanniyah in Latin America?” 4/-4rab al-
Alamiyah [London-based Libyan daily providing independent coverage of Arab and international issues with a
strong pro-Libyan, Arab nationalist, and anti-United States editorial line], November 14, 2002, 2, as translated from
the Arabic for FBIS, “Article Views Possibility of Al-Qa'ida-Hizballah Alliance in Latin America,” November 14,
2002 (FBIS Document ID: GMP20021114000092).

2 Maria Luisa Mac Kay, Clarin staff, Clarin {Internet version-www), October 18, 2002, as translated by FBIS
Document 1D: LAP20621018000021, “Argentina Put on Heightened Security Alert in View of Potential Terrorist
Attack,” October 18, 2002,
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corrupt officials who accept their bribes or payoffs to operate in a symbiotic relationship that
thrives on drug and arms trafficking, money laundering, and other lucrative criminal activities,
As 0f 2001, money laundering in the TBA, aided by special CC-5 accounts for non-residents and
other mechanisms, reportedly was averaging US$12 billion a year. Ciudad del Este and Foz do
Iguagu are the region’s principal money-laundering centers. Ciudad del Este was generating
US§12 to US$13 billion in cash transactions annually, making it the third city worldwide behind
Hong Kong and Miami. However, that figure may have fallen since then as a result of stricter
Argentine and Brazilian customs systems.

Numerous organized crime groups, including the Lebanese Mafia, are known to use the
TBA for illicit activities such as smuggling, money laundering, and product piracy. Although it
is unclear whether the Lebanese Mafia and Hizballah are basically synonymous or entirely
separate entities, there is probably a close relationship between them. In any case, the Hizballah
organization in the TBA is known to collaborate with various mafias, including the Hong Kong
Mafia,

Indigenous crime groups operating in the TBA include the Argentine, Brazilian, and
Paraguayan mafias. Non-indigenous mafias operating in the TBA reportedly include syndicates
from Chile, China, Colombia, Corsica, Ghana, Libya, Italy, Ivory Coast, Japan, Korea, Lebanon,
Nigeria, Russia, and Taiwan. However, a review of open-source news media found information
indicating activities mainly by the Chinese, Korean, Lebanese, and Taiwanese mafias. The
thriving business of importing counterfeit Compact Disks (CDs) and CD-ROMs from Asia is
linked to organized crime in Korea, Lebanon, Libya, and Taiwan. The Hong Kong Mafia is
particularly active in large-scale trafficking of pirated products from mainland China to Ciudad
del Este and maintains strong ties with Hizballah in the TBA. Unspecified Chinese mafias in the
TBA are reportedly seeking to expand into Argentina in order to establish themselves into the
duty-free zone of San Luis Province. At least two Chinese mafia groups in the TBA—the Sung-I
and Ming families—engage in illegal operations with the Egyptian al-Gama’a al-Islamiyya

(Islamic Group).

Efforts to Counter the Use of the TBA by Organized Crime and Terrorist Groups

Cooperative and individual national efforts of the Argentine, Brazilian, and Paraguayan

security forces to fight illicit activities by organized crime and terrorist groups in the TBA appear
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to have constrained these activities since late 2001, but by no means eliminated them. Their
efforts have been hindered by endemic corruption within the police, criminal justice systems, and
governments of the TBA countries; poor pay; inadequate training, equipment, funding, law-
enforcement techniques, and penal codes; poor organization; human rights abuses; weak anti-
money-laundering laws and enforcement thereof; and secrecy provisions of banking laws (with
the exception of Paraguay, whose problem has more to do with not reporting suspicious financial

activities).

INTRODUCTION

Several free-trade Latin American
areas with large Middle Eastern populations
allow Islamic terrorist groups, organized crime

mafias, and corrupt officials to thrive in a

mutually beneficial, symbiotic relationship.
B0 Wi

f

These areas include Colombia’s Maicao, e Winiitien |

S su;xu
E o . [ .
Venezuela’s Margarita Island, Chile’s Iquique, Map showing the Tri-Border Area in the circle.

and the Tri-Border Area (TBA). This study Source: Nuclear Threat Initiative (NTI), October

.. 2002, http:/f .nti., h/e3_16b.html.
focuses on the largest and most significant of piffvwwnv.nti.orgfe_researchie3_

these areas—the TBA, an enclave adjoining
Argentina, Brazil, and Paraguay.

Estimates of how much organized crime and corrupt officials profit from these duty-free
zones are unavailable, but it is estimated that Islamic fundamentalist groups in the TBA and
similar areas in Latin America are sending between US$300 million and US$500 million a year
in profits from drug trafficking, arms dealing, and other illegal activities, including money
Jaundering, contraband, and product piracy, to radical Islamic groups in the Middle East.®> The
TBA’s Islamic extremist support networks include, in addition to Margarita Island and Iquique,
various other centers of Arab population in the region, such as the Paraguayan city of

Encarnacidn, on the border with Argentina, and the Uruguayan town of Chuy, on the border with

Brazil.

? «1J.S. General: Islamic Rebels Get Cash from Latin America Gangs,” Orlando Sentinei, March 10, 2003, A9,
citing General James T. Hill, commander of the U.S. Southern Command in Miami.
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Hizballah clerics and members of other violent Islamic groups reportedly began planting
agents and recruiting sympathizers among Arab and Muslim immigrants in Latin America in the
mid-1980s, at the height of the Lebanese civil war. Hizballah cells began to form in the TBA as a
result of Hizballah proselytizing in the Lebanese communities. Islamic fundamentalist
organizations such as the Islamic Resistance Movement (Harakat al-Mugawamah al-Islamiyya—
Hamas), Hizballah, and al-Gama’a al-Islamiyya (Islamic Group) actively use the TBA as a
support base, and al Qaeda reportedly has been establishing a presence in the region since at least
the mid-1990s. By mid-2000, an estimated 460 Hizballah operatives were thought to be living
and working in the TBA." Numerous Lebanese and Palestinian extremists arrived in the TBA
from Colombia in October 2000.°

With the help of organized crime and corrupt officials, these Islamic terrorist
organizations use the TBA to raise revenues through illicit activities that include drug- and arms
trafficking, counterfeiting, money laundering, forging travel documents, and even pirating
software and music. In addition, they provide haven and assistance to other terrorists transiting
the region. Al Qaeda reportedly also does considerable fund-raising in Ciudad del Este.®

Suspected Hizballah terrorists have also used the TBA as a base for carrying out two
major terrorist attacks in Buenos Aires in the early 1990s—one against the Israeli Embassy on
March 17, 1992; and the other against a Jewish community center on July 18, 1994. Since the
1994 attack, Islamic terrorists in the TBA have largely confined their activities to criminal fund-
raising and other activities in support of their terrorist organizations, including plotting terrorist
actions to be carried out in other countries.

This study has confirmed the likely close interrelation among Islamic terrorist fund-
raising and money-laundering activities, organized crime, and corruption of public officials in
the TBA. All of the TBA’s terrorist and organized crime activities are facilitated by official

corruption, which, in turn, is fueled by the profits of lucrative criminal activities, which are

* Harris Whitbeck and Ingrid Arneson, “Tervorists Find Haven in South America,” CNN.com, November 8, 2001,
http:/Awww.cnn.com/200 1/ WORLD/americas/1 1/07/inv.terror.south.

3 Their names, as published in the Paraguayan press, included: Abadia Abu Sakran, Ayman Taha, Baha El-Khatis,
Samer Sweileh, Diban Abu Gamous, Asan Hamaida, Mohamed Minirouwi, Hamad Hamad, Ayman Abu Yin, Salah
Tinme, Wael Nasser, Sharif Tahayna, Abbas Ouweiwi, Nasser Saha Ane, Muhammnad Moussa Hassan Gadalah,
Rafat Rahdan Salem Abio, Brahim Un-Karim Bani-Uda, Mahmud Zakar Rages Zatma Adnan, and Mahimud Jabber
Alul. Bartolomé, 11, citing “Antiterroristas remiten las evidencias al fiscal” [Antiterrorists provide the judge with
evidence], Noticias, December 5, 2000.

® Jeffrey Goldberg, “In the Party of God,” The New Yorker 79, no. 32 (October 28, 2002).
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conducted like business enterprises by organized crime and terrorist groups. In effect, a mutually
beneficial nexus exists among these three sectors. The TBA serves as a microcosm for

examining this relationship.

GEOGRAPHY, SOCIETY, AND ECONOMY
Geography

The TBA’s porous borders are defined by
three closely grouped population centers, one in each
of three countries: the Argentine city of Puerto
Iguaz, the Brazilian city of Foz do Iguagu, and the
Paraguayan city of Ciudad del Este (formerly Puerto
Presidente Stroessner). The region’s most famous
landmark is Iguasst Falls (Port., Iguagu Falls), which

straddles the Argentina-Brazil border in Brazil’s

Parané State and Argentina’s Misiones Province.
Iguasst Falls

In the early 1970s, when Brazil and Paraguay Source: BBC Mundo.com, September 3

were seeking to exploit the energy-generating and 2002; photo: Convention and Visitors®
Bureau, Iguazi.

tourist potential of Iguassu Falls and to promote
regional trade, government planners established a free-trade zone in the rapidly growing
boomtown city of Ciudad del Este, thereby allowing Argentines and Brazilians to purchase cheap
electronic products there.” The TBA, with already more than half a million inhabitants, soon

became a lawless jungle corner of Argentina, Brazil, and Paraguay.

Ciudad del Este

Ciudad del Este, located 330 kilometers {o the east of Asuncidn, is the capifal of
Paraguay’s Upper Parana Department and the country’s second-largest city. In 2003 Ciudad del
Este had an estimated population of 239,500.® Strategically located, Ciudad del Este is situated

7 Sebastian Junger, “Terrorism's New Geography,” Fanity Fair, no. 508 (December 2002), 196, citing Brazilian
journalist Jackson Lima,
*Stefan Helders, “Paraguay,” The World Gazetteer, 2003, http:/fwww.world-gazetteer.com/c/c_py.htm#pt 37.
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on the Pan American Highway, which runs from Asuncion, Paraguay, to Curitiba, Brazil, located

near the port of Paranagua.

Foz do Iguacu

The Brazilian city of Foz do Iguagu (formerly spelled Foz do Iguassi), Parand State, has
been recently described in news media as having a population of about 300,000, (According to
the 1996 census, its population was 231,627.”) Many people leave Ciudad del Este at night and
cross the 303-meter-long, concrete bridge, the Friendship International Bridge (Sp., Puente

Internacional de la Amistad; or Port., Ponte Internacional da Amizade), to return to Foz do

lguagn, where the quality of
life is better than in Ciudad
del Este. Nevertheless,
violent crime is a serious
problem in Foz do Iguagu,
where 180 homicides were
reported in 2000, 243 in
2001, and 275 in 2002.'° (By

comparison, the number of

homicides in the top-ranking

U.S. city in 2002, The tr countries can be seen from the landing at Pue
) ) Iguaz(: Argentina to the left, Brazil to the right, and Paraguay in the
Washington, D.C., with background.
about 2 ¥ times the Source: Puerto Iguazi Prefecture. From Military Review, Command
i & General Staff College, March-April 2002.
population, was 262.)
Puerto Iguazu

Argentina's Puerto [guazn, with a population of approximately 29,000, is located at the

confluence of the Parana and Iguaza (Port., Iguassu) rivers in the northwest corner of Misiones

? Demographia: Brasil [Brazil]: Cities (Municipalities) Over 100,000 Population: 1996,
hitp:./Awww.demographia.com/db-brasil-city96.htm.

¥ “Homicide Rate Declines in Foz do Iguagu,” A Gazeta do Iguagu [Foz do Iguagu; independent, fargest-circulation
daily in the TBA; offers balanced reporting and daily editorial comment}, citing data released by the Legal Medical
Institute (IML), as franslated by FBIS Document 1D: LAP20030606000016, June 5, 2003.
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Province. The Atlantic Ocean can be accessed from Puerto Iguazi using small freighters.
Although Puerto Iguaz( is isolated from Ciudad del Este by the Parand, Puerto Iguazi has access
to Brazil’s Foz do Iguagu across the Iguazi at the 489-meter-long Tancredo Neves International
Bridge. The Arab immigrants of Foz do Iguagu and Ciudad del Este generally avoid visiting
Puerto Iguazi because they reportedly do not feel welcome there and are regarded suspiciously

by Argentine security officials.”

Society
The General Population of the TBA

By 2001, the TBA had a highly heterogeneous population of more than 700,000,
including the area outside the three cities.'? Foz do Iguagu’s population includes an estimated 65
different nationalities."

The three main ethnic communities in Ciudad del Este are the Chinese, Lebanese, and
Korean.'! In 2001, the city’s largest ethnic group was the Chinese, with about 30,000 members,
of whom only about 9,000 may be registered legally.”® The Portuguese language predominates.
Guaranf is generally spoken by the city’s poor Paraguayan residents. Arabic is heard as much as,
or perhaps more than, Spanish. Chinese and Korean are also commonly heard.'® Ciudad del
Este’s Chinese residents, mostly from China’s southern Canton region, prefer this city over Foz

do Iguagu.

" Eranco lacoinini, “Fronteira sem lei: A divisa com o Paraguai é a dor de cabega do Mercosul” [Lawless Border:
The Division with Paraguay and Mercosul’s TTeadache], Feja [Sdo Paulo], no. 1541 (April 8, 1998), htip:/iveja.
abril.uol.com.br/080498/p_044.html.

2 Mariano César Bartolomé, Amenzas a la seguridad de los estados: La triple frontera como ‘drea gris’ en el cono
sur americano [Threats to the Security of States: The Triborder Region as a ‘Grey Area’ in the American Southern
Cone]. Buenos Aires, November 29, 2001, http://www.geocities.com/mcbartolome/triplefronteral .htm; reprinted as
Dr. Mariano César Bartolomé, “La triple frontera: Principal foco de inseguridad en el Cono Sur Americano™ [The
triborder: Principal focus of insecurity in the American southern cone], Military Review, July-August 2002 (Spanish
edition), hitp:/www-cgse. army.mil/milrev/spanish/Jul Aug02/indxjasp.asp.

3 Bartolomé, 3, citing a 2001 estimate by Brazil’s Federal Police (Policia Federal—PF).

¥ Ricardo Grinbaum, “In Paraguay, Smugglers' Paradise,” World Press Review, 43, no.1 (January 1996): 25-26
(reprinted from Feja).

5 Bartolomé, 7.

18 Eranco lacomini, “Fronteira sem lei: A divisa com o Paraguai é a dor de cabega do Mercosul” [Lawless Border;
The Division with Paragaay and Mercosul’s Headache], Feja [Sdo Paulo], no. 1541 (April 8, 1998), hitp://veja.abril.
uol.com.br/080498/p_044. html.
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Muslim Population

The TBA has one of the most important Arab communities in South America. Of the
Arab population in Ciudad del Este and Foz do Iguagu, an estimated 90 percent is of Lebanese
origin.'” Estimates of the size of the Arab community of immigrants in the TBA (mainly in
Ciudad del Este and Foz do Iguagu) range from 20,000 to 30,000, with most residing in Foz do
Iguacu.'® Of these general figures, Foz do Iguacu’s Arab population accounts for 10,000 to
21,000 Arabs of Palestinian and Lebanese descent.”’

The Arab community in the TBA is tightly knit, with its own schools and clubs, making
outside penetration very difficult. Most Arab immigrants in Foz do Ignagu live in gated

condominiums.?® The cultural

and social demographics of
Ciudad del Este and Foz do
Iguagu make an ideal operations
base for Arabic-speaking
terrorist or criminal groups. A
few extremists can get together,
form a highly secure cell, carry

out their mission, and return with

alibis backed up by many in the

community. Sympathizers of al A view of a mosque in Foz dOguagu, Brazil

Qacda have allegedly been active Source: Istoé [Sdo Paulo], August 11, 2001,

in the TBA for these reasons.

" Bartolomé, 4.

'8 The New York Times reports that “more than 20,000 Middle Eastern immigrants, most from Lebanon and Syria,
live in the area.” See Larry Rohter, “South America Region Under Waich for Signs of Terrorists,” New York Times,
December 15,2002, 1A, 32, Jane’s notes that the region’s 629,000 population includes 23,000 Arabs of Palestinian
and Lebanese descent. See John Daly, “The Suspects: The Latin American Connection,” Jane’s Terrorism &
Security Monifor, October 1, 2001, The 30,000 figure is cited by Marc Perelman, U.S. Joining Tervorism Probe
Along Lawless Brazil Border: Hezbollah, Al Qaeda Links Sought. The Lebanese Foundation for Peace (LFP),
December 13, 2002, hitp:/Avww.free-lebanon.com/LFPNews/2002/terrorprobe/terrorprobe. html.

¥ 4 Gazeta do Iguagu [Foz do Jguagu], “Mustims Prevail Among Small Religions in Foz,” February 3, 2003, as
translated for FBIS, “Highlights From the Tri-Border Press for the Week 3-7 February,” February 11, 2003 (FBIS
Document ID: LAP20030211000124).

® «Argentina, Paraguay, Brazil Step Up Search for "terrorists” in Triborder Area,” BBC Monitoring Service [UK],
September 15, 2001.
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Argentina’s total Muslim population is known to be approximately three times as large as
its Jewish population. Estimates of the former range from 700,000 to 900,000, with the lower
figure considered by some researchers to be more likely.”’ The number of Jews living in
Argentina is estimated to be about 250,000, of whom about 80 percent live in Buenos Aires.”
Argentina’s Jewish population has been the target of terrorism by Islamic fundamentalists and
neo-Nazis,

Foz do Iguagu reportedly has Brazil’s second-largest Arab community (Sdo Paulo may
have the largest).”® Nevertheless, Foz do Iguagu’s Arab population seems relatively small in
comparison with a reported 1 million Muslims who have Brazilian citizenship and live in Brazil.
Most Brazilian Muslims came from Lebanon, Syria, Palestine, Egypt, and other countries, but
those in Foz do Iguagu are mostly of Lebanese and Palestinian descent. Many members of the
Arab population of Foz do Iguagu and its surrounding hinterlands maintain commercial outlets in

Ciudad del Este.

Economy

Ciudad del Este is an oasis for informants and spies; peddlers of contraband (largely
cheap East Asian goods) and counterfeit products; traffickers in drugs, weapons, and humans
(prostitutes, including women and children forced into prostitution); common criminals; mafia
organizations; and undocumented Islamic terrorists. In Ciudad del Este, street merchants sell not
only cheap trinkets and counterfeit products, but also items such as an AK-47 for US$375.%
Despite its seedy appearance, Cindad del Este is a world-class center of commerce in terms of
cash transactions. Thanks to the presence of organized crime, the city’s retail economy ranked

third worldwide—behind Hong Kong and Miami—in volume of cash transactions, peaking at

2! Pedro Brieger and Enrique Herszkowich, “The Muslim Community of Argentina,”The Mustim World [Hartford],
92, nos. ¥% (Spring 2002): 157-68.

22 Jacob Kovadloff, Crisis In Argentina. American Jewish Community [New York], circa June 2002,
hittp:/iwww.ajc.org/InTheMedia/PublicationsPrint.asp?did=555.

B Gazeta do Iguacu {Foz do Iguagu], “Muslims Prevail Among Small Religions in Foz,” February 3, 2003, as
translated for FBIS, “Highlights From the Tri-Border Press for the Week 3-7 February,” February 11, 2003 (FBIS
Document 1D: LAP20030211000124); and “Palestinian Communify in Brazil,” Jornal do Iguacu [Foz do Iguagu],
September 27, 2002, as translated for FBIS, “Highlights: Brazil - Paragnay Triborder Press 23-27 Sep 02,7
September 30, 2002 (FBIS Document 1D:; LAP20020930000045),

* Jeffrey Goldberg, “In the Party of God,” The New Yorker 79, no. 32 (October 28, 2002).
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US$12 billion in 1994.% In 2001 the estimated annual turnover in Ciudad del Este made the
city’s economy larger than that of the rest of Paraguay.”® The relatively small Arab community
in Ciudad del Este is among Latin America’s most prosperous and influential.

The region’s main economic dynamic is business between Ciudad del Este and Foz do
Iguagu. On normal days, an estimated 30,000 to 40,000 people and 20,000 vehicles cross the
Friendship Bridge between Brazil and Paraguay. Residents and tourists in Ciudad del Este also

regularly cross between

Paraguay and Brazil on foot,
often without documents.
Border checks by authorities
have generally been limited to
simple spot-checks, and less
than 10 percent of personal
baggage or vehicle loads are
checked. The traditional status

of the TBA as a source of

cheap goods has been severely

. B s : ‘b
restricted, however, by new L SR R B
. . An estimated 40,000 people cross the Friendship Bridge (Ponte da
regulations issued by Amizade) daily.

Source: Claudio Rossi, Feja [SHo Paulo}, no. 1541 (April 8, 1998).

Argentina and Brazil. After

Brazil implemented an integrated customs system to combat smuggling, commerce between
Ciudad del Este and Foz do Ignagu reportedly decreased by 90 percent.”” However, according to
Mauro de Brito, head of the Federal Revenue Secretariat office in Foz do Iguagu, it will take

several years for the customs integration between Paraguay and Brazil to yield the expected

BSebastian Rotella, “Tangle Hub for World's Qutlaws,” Los Angeles Times, August 24, 1998, 1; and Ricardo
Grinbaum, “In Paraguay, Smugglers' Paradise,” Horld Press Review, 43, no.1 (Janwvary 1996), 25-26 (reprinted
from Veja).

26 1 arry Rohter, “Terrorists Are Sought in Latin Smugglers' Haven,” New York Times, September 27, 2001, A3,

T «Commerce between Ciudad del Este and Foz do Iguacu Drops by 90 Percent,” Vanguardia fhighest circulation
daily in Ciudad del Este; aligned with the national daily ABC Color, it offers moderate and balanced reporting and
editorial comment, but is occasionally sensationalistic], December 3, 2002, as translated for FBIS, “Brazil-Paraguay
Triborder Press Highlights: November 25-29, 2002,” December 3, 2002 (FBIS Document ID;
LAP20021203000105).

11
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results. Referring to Paraguay’s “bribe culture,” de Brito attributed this delay to differences in
legislation and in “culture” of customs a.gents.28

In an attempt to curb the loss of tax revenues, Argentina imposed limits of US$100 per
month on nondurable merchandise and US$150 per month on durables that can be purchased in
the region. In a similar measure, Brazilian authorities reduced from US$500 to US$150 the
monthly amount that the sacoleiros (small-time Brazilian importers) can spend in the region.”
As a result of these and other measures, such as increased security, commercial activity in
Ciudad del Este has declined considerably.*

Although Argentina’s Puerto Iguazi traditionally has had the least economic activity of
the three TBA cities, the greatly reduced traffic across the Tancredo Neves Bridge during the
1999-2000 period is also indicative of the economic downturn.®” From 3.4 million people
crossing in 1999, the number dropped to 1.4 million in 2000, while total vehicle passages
declined from 350,751 in 1999 to 242,669 in 2000.%* Argentine sources estimated in October

2001 that 120,000 people annually, or 4,000 daily, were crossing the Tancredo Neves Bridge.33

ILLICIT ACTIVITIES BY ISLAMIC TERRORIST GROUPS IN THE TBA

Background

The TBA cities of Ciudad del Este and Foz do Iguacu have served as a base and a haven
for Islamic terrorists for plotting and occasionally succeeding in carrying out terrorist atfacks
elsewhere in the Americas. Among the various Islamic fundamentalist groups reported to have a
presence in the region are extremist cells tied to al Qaeda, Hizballah, Al-Jihad (Egyptian Islamic

Jihad), and al-Mugawamah.

* “Brazil, Paraguay Border Customs Integration Facing Problemns,” Vanguardia, April 11, 2003, as translated by
FBIS, “Highlights: Argentina-Brazil- Paraguay Triborder Media, April 11, 2003 (FBIS Document ID:
LAP20030411000098),

¥ Bartolomé, 2,

¥ Bartolomé, 2.

3! Bartolomé, 4, citing “Em Puerto Iguaz, a seguranga & reforcada” [In Puerto Tguazii, Security Is Reinforced], O
Estado de S&o Paulo, September 17, 2001,

32 Mendel, William W., Foreign Military Studies Office (FMSO). “Paraguay's Ciudad del Este and the New Centers
of Gravity,” Military Review 82, no. 2 (March—April 2002), 51—58.

¥ Bartolomé, 2.
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The bombing of the Israeli Embassy in Buenos Aires on March 17, 1992, followed by the
bombing of a Jewish community center, the Argentine-Israecli Mutual Association (Asociacién
Mutual Israeli-Argentina—AMIA), a Jewish community center, in Buenos Aires on July 18,
1994, focused the attention of the TBA countries, Israel, and the United States on the TBA
because the investigation into both attacks led back to Hizballah operatives in the TBA.** Since
the Isracli Embassy bombing in 1992, Imad
Mughniyah (also spelled Mughanniyah or Mugniyeh;
alias ‘Hajji’), a Lebanese national and the head of the
security service of Al-Jikad (Egyptian Islamic Jihad),
which is linked to the pro-Iranian Party of God, or
Hizballah, has been a fugitive. In May 2003,
Argentine prosecutors linked both Ciudad del Este
and Foz do Iguagu to the AMIA bombing and issued
arrest warrants for two Lebanese citizens, Assad
Ahmad Barakat (see Barakat, Assad Ahmad
Mohamad, Appendix) and Imad Fayed Mugniyah,

who at the time of the bombing were living in Ciudad

35 " + * H * ; .
del Este.” According to the investigators handling the Aftermath of the AMIA bombing in
AMIA case in Buenos Aires, Barakat played a crucial ~ Buenos Aires, July 18, 1994
i ) ) Source: AP, BBC Mundo, December
role in financing the bombing because he reportedly 23, 2000.
had a cell that made arrangements to import all of the
materials related to the attack into the TBA. In the years since then, investigators have identified

Barakat as not only Hizballah’s military operations chief in the TBA, buf also as its chief

.36
Southern Cone fund-raiser.

It is not known what connection, if any, al Qaeda may have had with the AMIA attack, an

action usually associated with Hizballah. Whether the AMIA bombing was collaboration

* Mario Daniel Montoya, “Israel Takes Special Interest in Triple Border Area,” Jane’s Intelligence Review 13, no.
12 (December 2001): 13-14; and Jack Epstein, “Where Tourism Meets Terrorism,” U.S. News & World Report 117,
no. 6 (August 8, 1994): 38.

3 ABC Color [Internet version-www], May 28, 2003, as translated by FBIS Document ID: LAP20030528000104,
“Argentine Prosecutors Link Tri-Border Hizballah Leaders to AMIA Attack,” May 28, 2003.

% «Government Keeps Watchful Eye on Paragtay’s Arab Community,” October 13, 2001, EFE News Services
(FBIS Ree. No. OEF2C4F9D99922F0).
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between Hizballah and another group is unclear. Argentina’s foreign ministry disclosed on
October 18, 2001, that its embassy in Riyadh, Saudi Arabia, had received a telephone call on
October 26, 2000, claiming responsibility for an unspecified “explosion” in Argentina. Argentine
judicial sources believe that the callers to the Riyadh embassy were referring to the July 18,
1994, attack on the AMIA.*” In late January 2003, Argentina’s Secretariat for State Intelligence
(Secretaria de Informacién del Estado—SIDE) presented President Eduardo Duhalde with a 500-
page report on the AMIA bombing that confirms Hizballah’s use of C4 plastic explosive, which
arrived from Ciudad del Este along with the two or three suicide bombers, who came from
Lebanon,*® As of mid-2003, Argentine courts had resumed the investigation of the attacks on the
AMIA and the Isracli Embassy in Buenos Aires and had determined that Assad Ahmad Barakat
made suspicious trips to Teheran, Iran, between 1990 and 1991, and that he had also reportedly
met with high-ranking officials of the Islamic Republic of Iran. On the same occasion, Barakat

also traveled to Lebanon.™

The Islamic Terrorist Presence in the TBA, 1999-June 2003

There appears to be general agreement among U.S. counterterrorism officials that Islamic
terrorist groups have a presence in the TBA, although some may be more skeptical than others
that al Qaeda is included among these groups, much less cooperating with Hizballah in the
region, Francis X. Taylor, the Department of State’s coordinator for counterterrorism, told
Congress on October 10, 2001, that the TBA has “...the longstanding presence of Islamic
extremist organizations, primarily Hizballah, and, to a lesser extent, the Sunni extremist groups,
such as the al-Gama’a al-Islamiyya (Egyptian Islamic Group) and Hamas.”*® Taylor noted that
the activities of these organizations inciude fund-raising and proselytizing among the zone’s

Middle Eastern population, as well as document forging, money laundering, contraband

37 «Al-Qaeda and Argentina,” Jane’s Intelligence Digest, October 26, 2001; Ed Blanche, “Al-Qaeda Link to Buenos
Aires Bombings Emerges; Phone Call to Embassy in Riyadh Opens Can of Worms,” The Daily Star {Beirut; Internet
version-www], October 29, 2001, an transcribed by FBIS Document 1D: GMP2001 1030000033,

“Al-Qa'ida Link to Argentine Bombings Seen; Mughniyah ‘Ordered out of Iran’,” October 29, 2001.

* Raul Kollmann, “Report on Interview with an Unidentified *‘Government Spokesman,”” Pagina/I2 [Buenos Aires;
Intemet version-www], January 19, 2003, as translated for FBIS, “Responsibility for Argentine-Jewish Center
Bombing Attributed to Iran,” January 19, 2003 (FBIS Document ID: LAP20030119000009).

¥ ABC Color [Internet version-wwwi, June 9, 2003, as translated by FBIS Document ID: LAP20030609000051,
“Paraguay: Argentine Courts Link Barakat to Iranian Leaders,” June 9, 2003

““Anthony Faiola, “U.S. Terrorist Search Reaches Paraguay; Black Market Border Hub Called Key Finance Center
for Middle East Extremists,” Washington Post, October 13, 2001, A21.
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smuggling, and weapons and drug trafficking. The U.S. Federal Bureau of Investigation (FBI)
apparently shares that assessment. In the same hearing, a U.S. Congressman pointed out that
“Open-source reporting indicates that the FBI claims that Islamic extremist cells linked with
Hizballah, Islamic Jihad, and al Qaeda are operating in Paraguay, Uruguay, and Ecuador.”*!
Mark Davidson, spokesman for the U.S. Embassy in Asuncion, affirmed on May 22, 2002, that

the TBA is indisputably an area from which Islamic terrorist groups are financed by means of

money derived from illicit activities, but he, like Taylor,
omitted mention of al Qaeda,

Al Qaeda reportedly has had an interest and a
presence in the TBA since at least the mid-1990s. Osama
bin Laden reportedly visited Foz do Iguacgu in 1995 (the
specific month is unclear), according to Veja, a leading
Brazilian newsweekly. Veja, citing an anonymous high
official of the Brazilian Intelligence Agency (Agéncia
Brasileira de Inteligéncia—Abin), reported that a 28-

minute videotape shows bin Laden participating in

meetings at a mosque in the area during his visit.* Al o
Qaeda’s Khalid Sheikh Mohammed is also believed to Osama bin Laden spent three

days in Foz do Iguagu.
have visited the TBA that December.* Mohammed also Source: Reuters, fiom Veja,

reportedly returned to the Foz do Iguacu area in 1998.% March 19, 2003.

There have been indications that terrorist elements with possible al Qaeda connections

have used mosques in the TBA for plotting or recruitment purposes. CNN reported that two

 “prepared Statement of Representative Cass Ballenger, Chairman, Subcommittee on the Western Hemisphere,
U.S. House of Representatives.” Transcript of House Westemn Hemisphere Subcommittee Hearing, October 10,
2001. Center for International Policy, Columbia Project, http://www ciponline.org/colombia/101001 htm.

12 «Bin Laden Reportedly Spent Time in Brazil in '95,” Washington Post, March 18, 2003, A24; “Bin Laden esteve
em Foz do Iguagu e até deu palestra em mesquita [Bin Laden Was in Foz do Iguagu and Even Gave A Lecture in A
Mosquel, O Estado de Sdo Paulo, March 16, 2003, [Estadao.com: hitp://www.estado.estadao.com.br/ediforias/
2003/03/16/int026.html); and Policarpo Junior, “Ele esteve no Brasil” [He Was in Brazil], Veja on-line, no. 1,794
(March 19, 2003), http:/fveja.abril.com.br/190303/p_058.htimk.

 Reuters, “Bin Laden Reportedly Spent Time in Brazil in *95,” Washington Post, March 18, 2003, A24; and O
Estado de Séio Paulo [Internet version-www], March 9, 2003, as translated for FBIS, “Brazil: Terrorist Khalid
Sheikh Mohamed's Passage Through Brazil Reported,” March 9, 2003 (FBIS Document ID: LAP20030308000052);
and A Gazeta do Iguagu, March 10, 2003, 2, as translated for FBIS, “Brazilian Police: Khalid Shaykh Visit to Tri-
border in 1995 Unconfirmed,” March 10, 2003 (FBIS Document 1D: LAP20030311000123).

* Kevin G. Hall, “Accused al-Qaida Terrorist Spent time in Brazil, Police Say,” Knight Ridder Tribune News
Service, March 13, 2003, 1.
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mosques in Foz do [guagu and one in Ciudad del Este are reportedly suspected by international
and regional intelligence sources of involvement in terrorist activity and serving as revolving
doors for Islamic extremists.” Argentine intelligence documents show links between the
mosques and various terror groups, including Hizballah and Egypt's al-Gama’a al-Islamiyya and
Islamic Jihad.*® Argentine security forces have identified Sheik Mounir Fadel, spiritual leader of
Ciudad del Este's main mosque, as a senior Hizballah member.*’

By mid-1999, the SIDE (Secretariat for State Intelligence) was investigating Islamic
extremist groups in the TBA that allegedly were operating under the orders of Osama bin
Laden.*® The SIDE investigation resulted from a shared belief that Iran was no longer the only
concern in regard to terrorist cells operating in Ciudad del Este and Foz do Iguagu. That
conviction was based on information from the SIDE’s own files and from other intelligence
services, which reported that bin Laden’s al Qaeda had gained ground in the TBA as a result of
Iran’s partial withdrawal from the important Arab community in the area, thanks to Iranian
President Mohamed Khatami.*

In 1999 SIDE agents began taping telephone calls made by Islamic extremists in Ciudad
del Este and Foz do Iguagu to the Middle East and secretly filming meetings of the Shi'ite and
minority Sunni groups who were part of the huge Moslem population in the TBA.* As a result
of this surveillance, the SIDE reported that al Qacda agents had been identified in the TBA.>'
Coordinated police operations conducted in the three TBA cities on December 22, 1999,
reportedly thwarted a plot by TBA-based terrorists under the control of Osama bin Laden and
Hizballah leader Imad Mouniagh to stage simultancous attacks on Jewish targets in Ciudad del

Este, Buenos Aires, and Ottawa, Canada, in an attempt to undermine the Middle East peace

* Harris Whitbeck and Ingrid Ameson, “Sources: Terrorists Find Haven in South America,” CNN, November 7,
2001, http:/Awww.enn.com/2001/WORLD/americas/ 1 1/07/inv terror.south/index.himl.

*® Whitbeck and Ameson.

7 Peter Hudson , “There Are No Terrorists Here,” Newsweek, November 19, 2001.

*8 Daniel Santoro, Clarin {Buenos Aires; an Independent, tabloid-format daily; highest-circulation newspaper,
Internet version], July 18, 1999, as translated for FBIS, “Bin Laden's Followers in Triborder Area Probed,” July 19,
1999 (FBIS, WA1907180899).

49 Santoro, Clarin.

**Daniel Santoro, Clarin, September 16, 2001, 8-9, as translated for FBIS, “Argentine Intelligence Services' 1999
Report on Usamah Bin-Ladin's Agents in Triborder Area Viewed,” September 16, 2001 (FBIS
LAP20010916000021).

3! Mario Daniel Montoya, “War on Terrorism Reaches Paraguay’s Triple Border,” Jane's Intelligence Review 13,
no. 12 (December 200G1): 12; and Daniel Santore, Clarin, September 16, 2001, 8-9, as translated for FBIS,
“Argentine Intelligence Services' 1999 Report on Usamah Bin-Ladin's Agents in Triborder Area Viewed,”
September 16, 2001 (FBIS LAP20010916000021),
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process.” Individuals rounded up but later released included operatives of Hamas and Hizballah,
as well as a suspected Iranian intelligence agent. In order fo escape the SIDE investigation, the
top alleged Hizballah and al Qaeda agents involved—Hezballah’s Assad Ahmad Barakat and the
Muslim Brotherhood’s or Al-Gama’a al-Islamiyya’s Mohamed Ali Aboul-Ezz Al-Mahdi Ibrahim
Soliman—reportedly left Ciudad del Este and Foz do Iguagu, but both were later arrested.™

The SIDE also reported a significant shift in the Muslim terrorist groups in the TBA after
1999.** Pro-Iranian Shi’ite terrorist organizations, such as the Islamic Jibad and the Lebanese
Hizballah faction, who had normally worked separately from the orthodox Sunnites and followed
instructions from Iran, had begun to cooperate and maintain contact.” This shift appeared to
follow factional infighting among moderate and radical Hizballah adherents in the TBA and
perhaps suggested that al Qaeda had taken advantage of the tensions to recruit new acolytes.*®
As some of the influence of the Iranians and Hizballah on the various Islamic groups in the TBA
faded, the smaller groups, according to the SIDE, began supporting bin Laden by collecting
funds, indoctrinating others, giving refuge to fugitives, and offering basic military training, such
as how to build homemade bombs.”” The SIDE’s reports reportedly were received with
skepticism by the U.S. Central Intelligence Agency (CIA) and Israel’s Mossad.*®

One of the smaller Shi’ite extremist groups operating in the TBA is Al-Mugawamabh al-
Islamiyah, or Islamic Resistance. The shadowy Al-Muqawamah appears to be a principal pro-

Iran section of Hizballah whose members live normal lives in sleeper cells but become

%2 Special Correspondents Viadimir Jara Vera and Dany Ortiz, ABC Color [Asuncién; Internet version; major daily,
opposed to the Gonzilez Macchi administration; owner Alde Zuccolillo is an influential Oviedo Supporter of former
General Oviedo], December 23, 1999, as transiated for FBIS, “Police Conduct Operation to Intimidate Islamic
Extremists,”,December 23, 1999 (FBIS ID: FTS19991223001521).

53 Jara Vera and Dany Ortiz, ABC Color.

> Tania Monteiro, DPA, EFE, and Agence France Presse, “Triplice fionteira tinha agentes sauditas, diz "Clarin"
{TriBorder has Saudi agents, Cilarin says|, Estadio Web site, September 17, 2001].

>Daniel Santoro, Clarin [Internet version], July 18, 1999, as translated for FBIS, “Bin Laden's Followers in
Triborder Area Probed,” July 19, 1999 (FBIS, WA1907130899).

%% Comp. A. William Samii, “Competition Among South American Hizballah Resumes,” Jran Report [RFE/RL] 3,
no. 27 (July 17, 2000), citing ABC Color, July 12, 2000; Iran Report [RFE/RL], Janvary 10, 2000; and
“Competition Among South American Hizballah,” RFE/RL, February 6, 2002, translating ABC Color, January 5,
2002, http://www.rferl.org/iran-report/2000/01/2- H)0 100.html.

37 Daniel Santoro, Clarin, September 16,2001, 8-9, as translated for FBIS, “Argentine Intelligence Services' 1999
Report on Usamah Bin-Ladin's Agents in Triborder Area Viewed,” September 16, 2001 (FBIS
LAP20010916000021).

* Santoro.
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combatants when mobilized.* In early 2000, Brazilian and Paraguayan experts obtained
photographs of Arab extremists taken at the Al-Mukawama fraining camp (see Fayad, Sobhi
Mahmoud, Appendix), possibly located at a farm outside Foz do Iguacu.® The men in the photos
included several businessmen. They were photographed beside an Iranian flag and a flag from al-
Mugawamah, a shadowy pro-Iran wing of Hizballah. Another photograph is said to show a
Hizballah leader reading a letter from Imad Mounigh, presumably wanted Hizballah activist
Imad Mughniyah.®! Argentine intelligence officials reportedly believe that Hizballah runs
weekend training camps on farms in the remote jungle terrain near Foz do Iguagu, where young

adults are recruited and given weapons training and children are indoctrinated in Hizballah

ideology.®

In late 2000, at least one known TBA-based terrorist
was involved in a plot to attack the U.S, and Israeli embassies
in Asuncion along with 30 other Islamic terrorists, who would

carry out diversionary attacks elsewhere in the city in order to

distract security forces.*> On November 28, 2000, Paragnayan
authorities arrested Salah Abdul Karim Yassine, a Palestinian
and suspected Hamas explosives expert who had entered the

country using false documents and was living in Ciudad del

Este.5! Yassine was being investigated for his suspected

affiliation with an Egyptian terrorist organization.®® It was Salah Abdul Karim Yassine
under arrest in Uruguay

found that he was involved in the plot, and he was sentenced
Source: Cromos [Bogoté],

September 24, 2001

% Sami G. Hajjar, Hizballah: Terrorism, National Liberation, or Menace? Carlisle, Pennsylvania; Strategic Studies
Institute, U.S. Army War College, August 2002, http://216.239.57.100/search?g=cache:11y-v-

VhCq¥Y www.carlisle.army.mil/ssi/pubs/2002/hizbala/hizbala pdfial-Mugawamah&hl=en&ie=UTF-8.

8 4BC Color [Internet version-www], January 16, 2002, as franslated for FBIS, “Paraguay: Court Investigates
Hizballah Base Photos” (FBIS, LAP20020116000091),

%! 1 ondon Burean Roundup of Terrorism Issues/Developments in the Mideast/Islamic World and the Aegean
derived from sources monitored by FBIS, “Latin America: Islamic Fundamentalists in Colombia, Paraguay,”
January 10, 2002 (FBIS GMP20020109000400).

© Jeffrey Goldberg, “In the Party of God,” The New Yorker 79, no. 32 (October 28, 2002).

% Bartolomé, 11, citing “Un presunto jefe de grupo terrorista drabe fue detenido” [A presumed head of an Arab
terrorist group was detained)], Noticias, November 30, 2000.

 Paiterns of Global Terrorism, 2000, Office of the Coordinator for Counterterrorism, April 30, 2001; Nelson Fredy
Padilla, “Los hombres de Osama bin Laden en Colombia” [The Men of OQsama bin Laden in Colombia] Cromos, No.
4, 364, September 24, 2001; and Pedro Doria, “Terrorismo aqui no lado” (Terrorism Here Next Door),
www.No.com.br, November 30, 2000.

% Bartolomé, 11.

18




Library of Congress — Federal Research Division Tri-Border Area (TBA)

to a four-year prison term on charges of possessing false documents and entering the country
illegally.

Despite increased surveillance by security forces in the region, the TBA is probably still
used by Islamic terrorist groups as a fund-raising center and as a base for plotting, coordinating,
or otherwise supporting terrorist attacks against U.S. and Israeli targets in the Americas. Al
Qaeda operatives in the TBA reportedly were connected to a foiled al Qaeda plot to
simultaneously attack the U.S. embassies in Montevideo, Uruguay, and Quito, Ecuador, in April

2001.% On October 10, 2001, a group of ten terrorists identified as belonging to a Lebanese

Hizballah cell was reportedly caught in Mexico
City on its way to assassinate President Vicente
Fox and carry out a terrorist attack in the
Mexican Senate.®” The terrorists reportedly
reached Mexico from the TBA, following a
training session. The description of one of the
instructors resembled Imad Mughniyah, who,
working from his bases in Iran and Hizballah-
controlled areas of Lebanon, reportedly directs

the activities of Islamic terrorists in South

America, including the TBA, in coordination Intelligence sources say this mosque in Ciudad
. 68 del Este is a revolving door for extremists.
with al Qaeda. Source: CNN.com, November 8, 2001

U.S. authorities expressed concern in
late 2001 over the possibility that lax immigration procedures in various Latin American

couniries have allowed terrorist “sleepers” to adopt new identities and to infiltrate into the United

% Jose Meirelles Passos, "The Shadow of Bin Ladin in Latin America,” O Globo [Rio de Janeiro; Internet version-
www], October 29, 2001, as translated for FBIS, “Brazil: Daily Notes 1S Views Triborder as Al-Qa'idah Center for
L.A.” October 29, 2001 (FBIS LAP200110290000386).

&7 DEBKAﬁle Exclusive, “New Direction in Search for Anthrax Culprit” [Jerusalem; DEBK Afile www], November
11, 2001, as transcribed by FBIS, “DEBKA Sources Say Iraqi Nuclear Devices Ready for Arming, View Bin Ladin
Threat,” November 11, 2001 {FBIS Document TD: MP20011111000147).

% Mike Boettcher, “South America’s ‘Tri-border’ Back on Terrorism Radar,” CNN, November 8, 2002, citing
“coalition intelligence sources,” hitp://www.cnn.com/2002/WORLD/americas/1 1/07/terror.triborder/. For
discussions of al Qaeda-Hizbailah links, see Yael Shahar, ICT Researcher, “Al-Qa'tda Links to Iranian Security
Services,” Herzliyya International Policy Institute for Counterterrorism [Tel Aviv; Internet version-www], January
20, 2003; and Lenny Ben-David, “Sunni and Shiite Terrorist Networks: Competition or Collusion?” Jerusalem Issue
Brief, Jerusalem Center for Public Affairs [Jerusalem; Internet version-www], December 18, 2002, as franscribed by
FBIS, “Israeli Expert Says International Terror Breaches Secular-Religious Divide,” December 18, 2002 (FBIS
Document 1D: GMP20021225000066).

et

19 F
C) Lb
&
ap

LLJ r-\ W,

C;‘«\':- w"?\

I’"




Library of Congress — Federal Research Division Tri-Border Area (TBA)

States, especially from Argentina. By 2001, investigators had come to believe that numerous
Islamic terrorist “sleeper cells” had been established in Ciudad del Este and Foz do Iguagu, as
well as Uruguay’s Chuy since the 1990s.%’ Based on an examination of telephone records,
Argentine investigators in 2002 found “evidence of coordination between the TBA and sleeper
cells in Buenos Aires.” Two main centers of activity were cited: the principal mosque in Foz do
Iguacu and a travel agency there,”

Paraguay’s Vice Interior Minister Mario Agustin Sapriza affirmed on May 3, 2001, that
the TBA serves as a base of operations for dormant Islamic extremist cells linked to international
terrorism.”’ Sapriza explained that Hizballah, Hamas, and other terrorist organizations use this
region to plan their actions, to obtain supplies, and to live for a certain period of time before
launching new attacks in other countries.

Argentina and Brazil have been less forthcoming in acknowledging the existence of
sleeper cells in the TBA. Brazil’s Justice Minister José Gregori said in October 2001 that he had
no “conclusive information” on al Qaeda cells in Brazil.”* However, Judge Walter Fanganiello
Maierovitch, a money-laundering expert affiliated with the Giovanni Falconi Brazilian Criminal
Sciences Institute, expressed an opposite viewpoint regarding al Qaeda in making the following
points in a September 2001 O Globo interview:””

% al Qaeda is establishing a base in the Arab community near Ciudad del Este.

% bin Laden is attempting to establish a presence in the TBA because al Qaeda’s
terrorist activities are linked with the trafficking of arms, drugs, and uranium, as well
as money laundering, in association with the Russian and Chinese mafias.

% bin Laden’s goal is to use religious entities as fronts for training terrorists and provide

a hiding place for Islamic fugitives.

¥ Bartolomé, 10, citing “Divergencias nas relagdes Brasilia-Washington” (Differences in relations between Brasilia
and Washington], Zero Hora, September 19, 2001; and La Nacidn [Buenos Aires], October 3, 2001, as translated for
FBIS, “National Border Guard Commander: Tri-Border Area Hotbed of Sleeper Cells,” October 3, 2001 (FBIS
Docoument 1D: LAP26011003000015).

™ Larry Rohter, “South America Region Under Watch for Signs of Terrorists,” New York Times, December 15,
2002, 1A, 32.

' ABC Color [Internet version-www], May 4, 2001, as translated for FBIS, “Paraguay: Vice Interior Minister
Confirms Presence of ‘Dormant Islamic Terrorist Cells™ (FBIS Document ID: LAP20016505000002).

2 José Meirelles Passos, "The Shadow of Bin Ladin in Latin America,” () Globo [Internet version-www], October
29, 2001, as translated for FBIS, “Brazil: Daily Notes US Views Triborder as Al-Qa'idah Center for L.A.,” October
29, 2001 (FBIS Document 1D: LAP20011029000036).

BGermano Oliveira, O Globo, September 19, 2001, as translated for FBIS, “Brazil’s Former Drug Czar: Bin-Ladin
Establishing Al-Qa’idah Cell on Triborder,” September 19, 2001 (FBIS Document 1D: LAP200109119000051).
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% bin Laden is recruiting members of the Hizballah group that bombed the Jewish
community center (AMIA) in Buenos Aires in 1994.
In early 2002, further suggesting al Qaeda’s presence in the TBA, the Paraguayan press

reported that al Qaeda and other Islamic terrorist groups had established training camps and were

talking of holding a sccret terrorist
summit meeting in the TBA.” In
early February, Paraguayan and
foreign security forces as well as
Brazilian, Argentine, Israeli, and U.S. |
agents searched the TBA, especially

Ciudad del Este and Foz do Iguagu,

for five Afghan citizens who

allegedly belong to the Taliban and
are linked to al Qaeda, either as
supporters or members.” Each of the

individuals allegedly was carrying

three or four sets of different identity
documents, Adding to concerns that
Osama bin Laden's operatives were

among those operating in the TBA, a

map of the TBA was recovered from

an al Qacda safehouse in Kabul,

Afghanistan in 2002.7

Mohamad Ali Aboul-Ezz Al-Mahdi Ibrahim Soliman One individual suspected of

being arrested on April 15, 2002, in Foz do Iguagu being linked to Osama bin Laden's al
Source: ABC Color, July 8, 2002. Qaeda is Egyptian citizen Al-Mahdi

Ibrahim Soliman, who was arrested on April 15, 2002, in Foz do Iguagu, where he had been

™ Larry Rohter, “South America Region Under Watch for Signs of Terrorists,” New York Times, December 15,
2002, A, 32

PABC Color Web site, February 5, 2002, as cited by “International Security Forces Search for Five Afghan
Fugitives in Paraguay,” BBC Moniforing Service [UK], February 5, 2002.

7 Larry Rohter, “South America Region Under Watch for Signs of Terrorists,” New York Times, December 15,
2002, 1A, 32

21




Library of Congress — Federal Research Division Tri-Border Area (TBA)

living for seven years.”” He was arrested under charges filed by the Egyptian government that he
is a member of a terrorist faction, namely Al-Gama’a al-Islamiyya, that carried out deadly
attacks in several countries. Soliman earlier had been arrested in Foz do Iguagu in 1999 on
charges of dealing in contraband merchandise.”®

In April 2002, Paraguayan reporters linked Assad Ahmad Barakat to Osama bin Laden by
pointing out that Barakat was the owner of the Mondial (World) Engineering and Construction
company, with offices in Ciudad del Este and Beirut. This company was suspected of having
made contributions to al Qaeda, using money obtained from real estate fraud.”® Barakat was
allegedly using the company to collect funds for al Qaeda by selling apartments in Beirut.* For
example, unidentified intelligence sources cited an authorization by Barakat, dated February 14,
2002, in Foz do Iguagu ordering the transfer of an apartment for US$120,000 in Lebanon.®!
Other unspecified front businesses created by Barakat are reportedly designed to channel funds
to Osama bin Laden, under the pretext of charitable contributions to orphanages. Journalist
Sebastian Junger, citing unidentified Argentine intelligence sources, reported in late 2000 that
Ramzi bin al-Shibh, the al Qaeda leader who was arrested in Pakistan in 2002, “has known,
confirmed contacts with a Lebanese businessman working in Ciudad del Este, Paraguay, and in
Foz do Iguacu, Brazil.”® Whether Ramzi bin al-Sﬁibh, who is in U.S. custody, has identified this
businessman as Assad Ahmad Barakat is not known.

In July 2002, the Paraguayan police arrested a pair of Lebanese men, Ali Nizar Darhoug,
owner of two shops in Ciudad del Este, and his nephew, Muhammad Daoud Yassine, who were
said to be raising funds for al Qaeda. Ali Nizar Darhoug’s name was reportedly found in an

address book belonging to Abu Zubaydah, one of the highest-ranking al Qaeda officials to be

7" Mauri Konig, “Egfpcio preso em Foz do Iguagu” [Egyptian Arrested in Foz do Iguagu), O Estade de Séio Paulo,
April 16, 2002, hitp://www.estado.estadao.com.br/editorias/2002/04/16/int002.htmk; and Miriam Karam, 830 Paulo
Valor [financial daily, published jointly by the Folha and Giobo media conglomerates; Internet version-www], May
20, 2002, as translated for FBIS, “Brazil: Federal Police Denies Presence of Terrorist Cells in Foz do Iguagu,” (FBIS
Document ID: LAP20020520000040).

78 AJB, “Terrorismo: Egipcio & capturado pela PF” [Terrorism: Egyptian Is Captured by PF], Correiro Braziliense
[Brasilia], April 16, 2002, http://www2.correioweb.com br/cw/EDICAO 200204 16/pri_ult 160402 259.htm.

* Bartolomé, 16, citing “Triple frontera: Empresa serfa de Al-Qaeda” [Triborder: Company is linked to al Qaeda],
Ambito Financiero, April 30, 2002, 14.

%0 “Barakat Continues To Collect For Hizballah,” Ultima Hora [Asuncién], May 1, 2002, as transtated by FBIS,
“Highlights: Paraguay Press,” May 1, 2002 (FBIS Document ID: LAP20020501000022).

8 «Barakat Continues To Collect For Hizballah,” Ultima Hora [Asuncién], May I, 2002,

82 Sebastian Junger, “Terrorism's New Geography,” Fanity Fair, no. 508 (December 2002): 196.
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captured by the United States.®® Darhoug was wiring as much as US$80,000 each month to
banks in the United States, the Middle East, and Europe.84

A spike in reports of al Qaeda in the TBA took place in October 2002. Argentina
bolstered security measures in the region after several reports from Israel's intelligence service,
the Mossad, warned of the presence of al Qaeda and Hizballah cells in Ciudad del Este.®® In late
October 2002, Argentine intelligence informed the United States of an al Qaeda-Hizballah
meeting that was held in the TBA. A CNN report of November 8, citing “coalition intelligence

sources,” also disclosed that a “terrorist summit to plan attacks
against U.S. and Israeli targets in the Western hemisphere” had
taken place in Ciudad del Este and the surrounding area, and that
the terrorists attending the meetings were representatives of
Hizballah and organizations sympathetic to the al Qaeda
network. % CNN’s Middle East intelligence sources also
indicated a new terrorist effort aimed at U.S. and Israeli interests
and coordinated by Imad Mughniyah. CNN reported that
Mughniyah, working from his bases in Iran and Hizballah-

Imad Mughniyah, who controlled areas of Lebanon, was directing the activities of
reportedly has undergone o ) . . .
radical plastic surgery. terrorists in South America and planning to hit U.S. and Israehi

Source: FBl and ABC Color, | targets if the United States attacked Iraq, or if Israel was drawn
November 27, 2002,

into the conflict. The Paraguayan government denied the CNN

report.87 Argentine intelligence sources reportedly also rejected the CNN report that the meeting

was held in the TBA, claiming instead that it was held in another Latin American location.®®

® Jeffrey Goldberg, “In the Party of God,” The New Yorker 79, no. 32 (October 28, 2002).

# Goldberg; and Larry Rohter, “South America Region Under Watch for Signs of Terrorists,” New York Times,
December 15,2002, 1A, 32

% Clarin [Buenos Aires; Internet version-www], October 19, 2002, as translated by FBIS, “Argentina: Newspapers
Publish Confradictory Reports On Possible Attacks In Tri-Border Area,” October 19, 2002 (FBIS Document ID:
LAP20021019000022).

8 Mike Boettcher, with Ingrid Amesen, “South America's 'Tri-border' Back on Terrorism Radar,” CNN, November
8, 2002, hitp://www.cnn.com/2002/WORLD/americas/11/07/terror.triborder/,

87 “Cabinet Members Refute TV Report and Deny Existence of Terrorist Activities,” Vanguardia [Ciudad del Este],
November 9, 2002, as translated for FBIS, “Highlights: Brazil - Paraguay Triborder Press 4-15 Nov 02,” November
21,2002 (FBIS Document ID: LAP20021121000006).

88 La Nacion [Buenos Aires], November 8, 2002, 3, as translated by FBIS, “Argentine Intelligence Services Dismiss
Report on Terrorist Powwow as Inaccurate,” November 8, 2002 (FBIS Document ID: LAP2(G021108000033).
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The potential for TBA-based terrorists acquiring powerful explosives was illustrated by
an incident reported on June 4, 2003, when Alto Parané Police recovered all nine boxes of
dynamite stolen from a quarry in Hernandarias, a town neighboring Ciudad del Este, over the
previous weekend, Police observed members of a well-known gang formed by Brazilian and
Paraguayan criminals hanging around the neighborhood where four individuals were arrested.
Given the destructive potential of the material, which was powerful enough to destroy the

Friendship Bridge, police believed that the explosives could have been sold to terrorists.®

Terrorist Fund-Raising in the TBA
Nal;cofics Trafficking

A topic in itself, narcotics trafficking in the TBA, as it relates to the Lebanese Mafia, can
only be briefly summarized here. It is clearly a major activity of the Islamic terrorist groups and
organized crime syndicates operating in the region. With lax border controls and more than 100
hidden airstrips in the region, the TBA has long been popular with contraband smugglers,
gunrunners, and drug traffickers. A large number of small airplanes take off from clandestine
airstrips in Paraguayan territory and enter Brazilian air space. Many of them also cross
Argentina’s Misiones Province. The TBA is reportedly a conduit for the smuggling of some
drugs through Argentina, Brazil, and Paraguay, which serve as transit countries for Andean
cocaine (see Fig. 2, Drug-Trafficking Routes in the Tri-Border Area (TBA), Appendix).”® One
route on the Bolivia-Paraguay-Brazil corridor goes through Ciudad del Este and Foz do Iguagu to
the ports of Paranagué, Santos, and Rio de Janeiro on the Atlantic coast of Brazil.”!

Despite the significant smuggling activity in the region, the TBA’s importance as a drug-
smuggling conduit may have declined in recent years as a result of increased surveillance by

security forces of the three TBA countries. The great majority of the cocaine smuggled out of

Paraguay leaves the country through border towns to the north of the TBA (Pedro Juan Cabailero

8 «police Recover Explosives, Robbers Arrested,” Vanguardia [Ciudad del Este], June 4, 2003, as franslated by
FBIS, Tri-Border Media Highlights, June 4, 2003 (FBIS Document ID: LAP20030604000111).

* U.S. Department of State, Infernational Narcotics Control Strategy Report ~2002. Washington, DC: Bureau for
International Narcotics and Law Enforcement Affairs, March 2003, http://www.state.gov/g/ink/rls/nrerpt/2002/htnl/
17952pfhim. Paraguay is a transit couniry for between 40 and 60 metric tons of Colembian, Bolivian and Peruvian
cocaine that {raverses its territory destined for Argentina, Brazil, the United States, Europe, and Africa, according to
the International Narcotics Control Strategy Report —2002, http:/iwww state.gov/g/inl/rls/nrerpt/2062/himl/

17944 htm.

!t «“Brasil,” http://www.ogd.org/rapport/gb/RP12_4 BRESIL.html.
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and Capitan Bado) and to the south of the TBA (Posadas). Apparently for this reason, drug-
related border arrests at Puerto Iguazi have declined since 2000.” Capitan Bado is a center for
the production of marijuana and distribution of cocaine. The marijuana is transported to Brazil
by land; most of the cocaine is flown in clandestine flights aboard small aircraft.”® Posadas is just
across the Rio Parand from Encarnacién, which has a large Arab population and is known as a
main contraband center.

Despite the TBA’s relatively limited role as a drug-smuggling conduit, there is no
question that narcotics trafficking remains a major activity in the region, and the Hizballah
network and the Lebanese Mafia in general are heavily involved in it. Lebanese citizen AH Assi
was captured at Beirut’s airport with a 10-kilo shipment of cocaine in his two suitcases in May
2002. Assi had recently taken charge of running a coffee shop in the Islamic Welfare Center in
Ciudad del Este.” Assi is the father-in-law of Ali Hassan
Abdallah (also known as Ali Asan Abadia and “Alito™), who
was, together with Assad Barakat, one of the principal

coordinators of a Hizballah financial network in the TBA. Ali
Hassan Abdallah had also been a trade partner in Cindad del Este
of convicted Hizballah figure Sobhi Mahmoud Fayad.”® In May
2002, Ali Hassan Abdallah was considered a fugitive. By early
March 2003, he had been expelled from Angola and was

believed to be ordering electronic funds transfers (EFTs) to house arrest in Foz do Iguagu
Islamic extremist groups in the Middle East through his nephew, | Source: ABC Color, December

20, 2002.
Rayan Hussein Abdallah, in Ciudad del Este.”

% Mendel, citing Gendarmerfa National, Escuadrén 13 'lguazi’: Estadisticas del funcionamiento del escuadrén 13
Iguazi’. Puerto de Iguaz(, Argentina: Gendarmeria National, September 2001,

% Clarinha Glock, “Brazil-Paraguay: A Full Plate for Joumnalists,” Inter American Press Association, July 19, 2001,
http:/www.impunidad.com/atrisk/brasil_paraguay7 19 _01E htmi.

# ABC Color [Internet version-www]|, May 28, 2002, as translated for FBIS, “Paraguay: Daily Reports More
Evidence of Barakat's Contributions to Hizbatlah,” May 28, 2002 (FBIS Document ID: LAP20020528000073).

* Vanguardia [Ciudad del Este; Internet version-www], May 23, 2002, “Paraguay: Triborder Daily Says US Has
Not Shown Evidence Against Alleged Terrorist,” May 23, 2002 (FBIS Document ID: LAP20020523000084); and
“Paraguay: Lebanese Merchant Sought in Paraguay Expelled from Angola,” BBC Monitoring Americas — Political
fLondon}, March 14, 2003, citing ABC Color Website, March 14, 2003,

% ABC Color [Internet version-www], March 14, 2003, citing "high-ranking" local police intelligence sources, in
collaboration with their counterparts in Lebanon and the TBA, as iranslated by FBIS, “Paraguay Press Highlights,”
March 14, 2003 (FBIS Document ID: LAP200303 14000106); and ABC Color, March 13, 2003, as translated by
FBIS, “Angola Ousts Lebanese Fugitive Linked to Hizballah From Paraguay,” March 13, 2003 (FBIS Document ID: 5
LAP20030313000120). i
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Hizballah and the Lebanese Mafia continue to use Foz do Iguagu and Ciudad del Este as
transit points for smuggling Colombian cocaine. The arrest of an alleged Lebanese Mafia
ringleader in Sfo Paulo in January 2003 exposed an operation that was moving between 400 and
1,000 kilos of Colombian cocaine per month via Foz do Iguagu, where it was then shipped to Séo
Paulo.”” A prominent Lebanese businessman, Bassam Naboulsi, who resides in the TBA and is a
cousin of Assad Ahmad Barakat, was arrested on January 29, 2003, in S8o Paulo, Brazil. Bassam
Nabo{ﬂsi was accused of ties with a group of drug traffickers, one of whose members, also
residing in Ciudad del Este, was arrested in Beirut the week before.”® Bassam Naboulsi’s
brother, Hassan Naboulsi, owns Hassan Internacional, located in Ciudad del Este’s Page
shopping gallery. The operation led to the arrest of 14 men belonging to what the PF (Federal
Police) refers to as the “Barakat clan,” among them Akram Farhat, who is the brother-in-law of
well-known Ciudad del Este businessman Samir Jebai. PF authorities believe that this group, led
by Assad Barakat from within the Brasilia prison, could be shipping cocaine to Middle Eastern
and Furopean matkets.

On May 10, 2003, Hassan Abdallah Dayoub, a Lebanese merchant who lives in Ciudad
del Este, was arrested at Asuncion’s Silvio Pettirossi Airport, while in possession of 2.3 kilos of
cocaine hidden in an electric piano. High-ranking police sources connected with the investigation
of Dayoub reportedly believe that his arrest constitutes overwhelming proof that Barakat’s
Hizballah clan has a “wing of narcotraffickers.””” This is because Dayoub is a cousin of Barakat,
Investigators believe that Barakat himself hired Dayoub as a “mule” to market the drug in
Damascus, Syria. Once in the Argentine capital, Dayoub intended to transfer to an Iberia flight to

Madrid, whence he would proceed on to his final destination of Damascus.

Other Fund-Raising Activities

In addition to the estimated US$60 to US$100 million per year that it receives from Iran,

Hizballah reportedly has also relied extensively on funding from the Shi'ite Lebanese Diaspora in

9 Marcelo Godoy, O Estado de Sdo Paulo [Internet Version-www], January 24, 2003, as translated by FBIS,
“Brazil: Lebanese Mafia Members in So Paulo Arrested, Drugs Seized,” January 24, 2003 (¥BIS Document ID:
LAP20030124000070).

% «Brazilian Police Arrest Lebanese Citizen,” ABC Color [Internet version-www], January 30, 2003, as translated
for FBIS, January 30, 2003 (FBIS Document 1D: LAP200303130000673).

% ABC Color [Internet version-www], May 12, 2003, as translated by FBIS, “Paraguayan Police Make Arrest ,
Seize Cocaine Trom Tri-border Hizballah Head's Cousin,” May 12, 2003 (FBIS Document ID:
LAP20030512000065).
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West Africa, the United States, and most importantly the TBA.'® Islamic money laundering in
the TBA is concealed by the common practice of the local Arab community of remitting funds to
relatives in the Middle East. Some of these remittances are suspected of being directed to Arab
terrorist organizations, particularly Hizballah., 19V In late 2002, Argentine officials linked
Lebanese terrorists in the TBA with money laundering, counterfeiting of U.S. dollars, and other
illicit financial activities. As evidence, they cited “thousands of U.S. dollars bearing stamps from
Lebanese currency exchange banks, tens of thousands of dollars in phony bills, and receipts from
wite transfers made between the tri-border area and the Middle East.”'®

Argentina’s Ramoén Mestre, director of the Permanent Work Group (Grupo de Trabajo
Permanente—GTP), founded to establish a coordinated common policy against terrorism in the
countries that make up Mercosur (Common Market of the South), said in eatly December 2001
that the TBA had given “logistical support to terrorist organizations by providing money to
groups that operate in other parts of the world.” He said that activities such as the illegal traffic
of immigrants and drug trafficking in the region “are elements that are in some way linked to
terrorism..,.”®

Brazilian authorities have estimated that more than US$6 billion a year in itlegal funds is
laundered in the TBA. Every evening, a dozen armored trucks loaded with laundered money
leave Ciudad del Este for Foz do Iguacu, the Brazilian town on the opposite side of the border.
Paraguay’s Finance Ministry issued an order in January 2003 to suspend sending of dolars
abroad, but a reporter found that it was apparently not being applied to armored vans or trucks
leaving the TBA. One van known to be was carrying reais and dollars was observed crossing the
Friendship Bridge into Brazil on January 20, 2003.'%

During the 1999-2001 period, [slamic extremist groups, specifically Hizballah and

Hamas, received a total of between US$50 million and US$500 million from Arab residents of

1% Blanca Madani, “Hezbollah's Global Finance Network: The Triple Frontier,” Middle East Intelligence Bulletin [a
monthly publication of the United States Committee for a Free Lebanon] 4, no. 1 (January 2002).

191 Bartolomé, 9.

12 Mike Boettcher, with Ingrid Amesen, “South America's 'Tri-border' Back on Terroristn Radar,” CNN, November
8, 2002, http://www.cnn.com/2002/WORLD/americas/ 1 1/07/terror.triborder/.

19 Bl Pais [Montevideo], December 1, 2001, translated in “Uruguay Press Highlights,” December 3, 2001 (FBIS
Document ID: LAP20011203000074).

1% «paraguay: Lack of Control System on Border with Brazil Allows Currency Flight,” BBC Monitoring Americas
— Political [London], January 23, 2003, 1, citing ABC Color Web site, January 22, 2003,
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Foz do Iguagu through Paraguayan financial institutions.'”® An investigation begun in September
2001 also determined that a group of 42 Arabs in Ciudad del Este remitted abroad, mostly to
Lebanon, approximately US$50 million, apparently during the 1997-2001 period. It is believed
that these funds were derived from arms trafficking and other illicit activities.'®

Argentine police and regional security organizations in general have described the Page
shopping center, located in Ciudad del Este, as the regional command post for Hizballah. They
have also linked Barakat to a Brazilian mosque that the police also described as a central
Hizballah meeting place.'®” On September 12, 2001, a Paraguayan SWAT team raided Assad
Ahmad Barakat’s closet-sized shop, Casa Apollo, in this arcade. Barakat, who was away on
business, escaped arrest. The police confiscated more than 60 hours of videotapes and CD-
ROMSs that show military marches and attacks with explosives in various parts of the world. 108
The confiscated material also included professional training courses for suicide bombers. The
SWAT team also seized boxes containing financial statements totaling US$250,000 in monthly
transfers to the Middle East and descriptions of at least 30 recent attacks in Israel and the Israeli-
occupied territories,'” The four principal individuals involved in the money remittance
operations that were uncovered in September 2001 were Assad Ahmad Barakat and three of his
principal Hizballah lieutenants in the Casa Apollo shop—Sobhi Mahmoud Fayad, Mazen Ali
Saleh, and Salhed Mahmoud Fayad (Sobhi’s brother).m Paraguayan prosecutor Carlos Célcena
noted that Barakat and Saleh sent money to international terrorist bank accounts in various
countries. Specifically, they sent half a million dollars to Canada, Chile, and the United States
(New York), and banks drafts of US$524,000 to Lebanon. Paraguayan Police found a letter from

the Hizballah commander congratulating Barakat for financing activities in the Middle East.'!!

1% Roberto Cosso, “Extremistas receberam US$50 mi de Foz do Iguacu” (Extremists Received US$50 million from
Foz do Tguagu), Folha de S. Paulo, December 3, 2001,

1% Bartolomé, 9, citing “Arabes envian US$50 milliones al exterior” [Arabs Send US$50 Million Abroad], October
3,2001.

19 Jose de Cordoba, “Is Jungle Junction a Terrorist Hideaway?—In Nexus of Latin Nations Is Casbal...and More,
Say the Local Police,” Wall Street Journal, November 28, 2001, A10.

1% José Maschio, “Paraguayan Court Evidence Cited on Hizballah Link at Triborder,” Folha de Sdo Paulo [Internet
version-www], November 26, 2001 (FBIS LAP20011126000074); and Stan Lehman, “Wanted by Paraguay,
Hezbollah Supporter Is Free in Brazilian Town Across the Border,” AP, December 12, 2001,

19 Anthony Faiola, “U.S. Terrorist Search Reaches Paraguay; Black Market Border Hub Called Key Finance Center
for Middle East Extremists,” Washington Post, October 13, 2001, A21.

" Godoy, O Estado de Séio Paulo.

M Ricardo Galhardo Enviado, “Paraguai pede a prisio de libanés no Brasil” [Paragnay Sentences a Lebanese in
Brazil to Prison], O Globo, November 6, 2001,
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Argentine police also claimed that Barakat was involved in distributing US$60 million in
counterfeit U.S. dollars printed in Colombia. '

On October 2, 2001, Mazen Ali Saleh and Salhed Mahmoud Fayad, both in their 20s,
were arrested in Ciudad del Este, in possession of documents indicating regular remittances of

between US$25,000 and US$50,000 to suspected Muslim radicals. Both were linked to Assad
Ahmad Baraka‘[,113 The following day, Paraguayan police raided Casa Apolio for the second

time in three weeks and this time arrested Barakat. Nevertheless, he escaped from prison and fled
to Brazil, where, as a Brazilian citizen, he was not considered to be a security threat, at least until
June 22, 2002, when he was arrested at his home in Foz do Iguagu and imprisoned in Brasilia,
Barakat’s business and Hizballah partner, Salman Reda, who fled jail on the same day in October
2001 as Barakat, was charged in Argentina with transporting explosives used against the Israeli
Embassy in Buenos Aires in 1992 11

Sobhi Mahmoud Fayad was arrested in Ciudad del Este in late October 2001, after the
prosecutor’s office found documents at Barakat’s shop indicating that Fayad had transferred
large sums of money to banks in Lebanon and Canada.'® Brazilian security agencies claimed
that the financial aid offered in 2000 by groups in the TBA to Islamic and Middle Eastern
terrorist organizations, such as Hizballah, Hamas, and the Islamic Jihad, fotaled US$261
miltion,''® Intelligence reports sent by Brazil to Paragnayan authorities between late 1999 and
early 2000 reportedly mention three Hizballah leaders with whom Barakat allegedly met during
trips to Lebanon that were at least annual, '’

In late 2001, the Paraguayan intelligence services, which were collecting information on
the activities of Lebanese citizens living in the TBA, reportedly found more evidence on how

Barakat collected money for Hizballah. According to the evidence, he used blackmail and even

H2 Cordoba, Wall Street Journal.

3 «Government Keeps Watchful Eye on Paraguay’s Arab Community,” October 13, 2001, EFE News Services
(FBIS Rec. No, OEF2C4F9DI9922F D),

" Roberto Godoy, O Estado de Séo Paulo [S3o Paulo; Internet version-www], November 12, 2001, as translated
for FBIS, “Brazil: Foreign Intelligence Agents Spying on Triborder Mosques,” November 12, 2001 (FBIS
Document ID: LAP20011112000016).

5 Kevin G. Hall, “Alleged Fund-Raiser for Hezbollah Arrested in Paraguay,” Night Ridder/Tribune News Service,
November 1, 2002, K7344,

1 Riyadh Alam-al-Din, "Washington Begins the War on Hizballah in the Border Triangle," Al-Watan al-Arabi
[Paris], December 21, 2001, 18-19, as translated for FBIS, “Report Says US Antiterror Campaign To Target
Hizballah Network in 8. America” (FBIS Document 1D; GMP20011221000179).

"7 Roberto Cosso, “Brazil: $50 Miilion Remitted to Terrorist Groups from Triborder Area,” Folha de Séo Paulo
[Internet version-www], December 3, 2001, as translated by FBIS, December 3, 2001 (FBIS Document 1D
LAP200112063000110.
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death threats to force other Lebanese citizens to contribute to the Muslim fundamentalist

group. 18112001 a prosecutor in Ciudad del Este named Basilisa Vazquez Romdn investigated a
US$100 million transfer from two Ciudad del Este bank branches to Lebanon, Vizquez Roman
told Brazilian media that 10 Lebanese citizens who own businesses in Ciudad del Este but live in
Foz do Iguagu sent the money through banks in Miami and New York to Lebanese banks. "

In addition to activities such as money laundering and drug trafficking, Barakat collected
money for Hizballah by selling huge quantities of pirated software smuggled into the TBA from
Hong Kong. At the end of 2001, Paraguayan agents confiscated, in the Chaco (a semi-arid region
of Bolivia and Paraguay), a shipment of 5,000 pirated Nintendo CDs valued at US$160,000. The
seizure uncovered a new route for pirated video games used by Barakat: one part of the shipment
arrived by sea and another by air in the Chilean port city of Iquique, where Barakat has several
businesses. From there, the merchandise was brought by land to the lower Chaco region, and sent
to Barakat’s shop, Casa Apollo, in Ciudad del Este.'®

Another raid on October 31, 2002, in Ciudad del Este, found 4,600 falsified CDs and 80
copying machines capable of cloning up to 20,000 CDs per day in a clandestine lab operated by a
Lebanese citizen known as “Samir.” ! The lab was located in the same building where
Paraguayan aﬁtiwrities arrested Ali Khalil Mehri (see Mehri, Ali Khalil, Appendix) in his
apartment in February 2000. Mehri was charged with piracy of computer programs and CDs and

with selling millions of dollars of counterfeit software and funneling the proceeds to Hizballah.

1% “Barakat Resorted to Blackmail To Get Money,” Ultima Hora [Asuncién, an independent, centrist daily,
occasionally critical of the government, strongly anti-Oviedo], Diecember 6, 2001, as translated for FBIS, “Report:
Media on Efforts to Combat Terrorist Financial Activity in Triborder Area,” December 10, 2001 (FBIS Document
ID: LAP20011210000096).

12 4BC Color, December 5, 2001, as translated for FBIS, “FBIS Report: Media on Efforts to Combat Terrorist
Financial Activity in Triborder Area,” December 10, 2001 (FBIS Document ID; LAP20311210000096).

1% This incident is reported in ABC Color [Internet version-www], May 27, 2002, as translated for FBIS, “Paraguay:
Authorities Uncover New Route Used by Hizballah Leader Bakarat,” May 27, 2002 FBIS Document ID;
LAP20020527000062).

12! The Ciudad del Este Chamber of Commerce [http://www.pamcham.com py/mem-cde.html] lists Samir Ali Jaber
as the owner of Centro de Pioner Import Export, an ¢lectronics business located in the Hijazi Shopping. Center ftel:
(595) 61 512-321 511-085 502-212; Fax: (595) 512321; e-mail: pioneer@newnet.com.py. However, confirmation
that the arrested “Samir” and Samir Ali Taber are one and the same individual is lacking. Also see “Arab Merchant
Sells “Incinerated” CD’s,” Vanguardia [Ciudad del Este], February 6, 2003, as translated for FBIS, “Highlights
From the Tri-Border Press for the Week 3-7 February,” February 11, 2003 (FBIS Document 1D:
LAP20030211000124); and “Allegedly Incinerated CD's Sold in CDE,” Fanguardia {Ciudad del Este], January 31,
2003, as translated for FBIS, “Tri-Border Press for the Week of 23-31 January,” Tri-Border Press Highlights,
February 4, 2003 (FBIS Document 1D: LAP20030204000134).
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Barakat’s fund-raising activities even reportedly included complicated swindling schemes
together with Ali Hussein Abdallah (“Ali Tawil”). The two would use a new modus operandi in
which modest imports of goods from Asia were established over time.'” Once confidence was
gradually gained with the importers, stings were done to the detriment of the wholesale
merchants, who were cheated out of containers of merchandise valued at multimillion dollar

sums,

TBA-Related Violence Against Local Officials

The governments of the three TBA countries and local TBA officials often emphasize
that terrorism is not a problem in the region. For example, during the Third American
Conference Against Terrorism, which met in El Salvador on January 22-24, 2003,
representatives from Argentina and Brazil emphasized that no terrorist activity or dormant cells
had been detected in the TBA.'? TBA-based Islamic terrorist groups are not known to engage in
acts of international terrorism within the TBA, which lacks high-profile targets other than foreign
tourists visiting Iguagu Falls.

However, unidentified groups have been carrying out unclaimed mafia- or Colombian-
style attacks against local officials interfering in their fund-raising activities or against business
people refusing to pay a “war tax,” which is used in financing terrorist operations in various parts
of the world. Many businessmen in the TBA reportedly pay what amounts to a war tax to the
armed Arab groups in the region.'”* Others pay extortion to mafia groups. A number of
businessmen who have refused to pay have been murdered. In one case, Armando Kassen, a
Lebanese citizen who was president of the Paraguayan Arab Chamber of Commerce, fled to
Beirut after being convicted of murdering a Ciudad del Este businessman, Ussein Mohamed
Taiyen, who was president of the Ciudad del Este Chamber of Commerce,’” On November 2,

2001, Hizballah leaders in the TBA, reportedly concerned not only about losing members and

1?2 «Barakat Held in Same Prison as “Beira Mar” Drug Smuggler,” ABC Color, June 24, 2002, as translated by
TBIS, “Paraguay Press Highlights,” June 24, 2002 (FBIS Document 1D: LAP20020624000088).

' Horacio Verbitsky, Pagina/I2 [Buenos Aires; Internet version-www], January 26, 2003, as translated for FBIS,
“Argentine Bill To Empower Military To Fight Domestic, Foreign Terrorism Viewed,” January 26, 2003 (FBIS
Document 1D: LAP20030126000047).

124 «Brazil: Report on Islamic Terrorism in Iguazu Triangle,” al-Watan al-'Arabi [Paris], January 9, 1998, 22-24, as
cited by Estado de Sdo Paulo.

12% “Mastermind of Taiyen's Murder Residing in Beirut,” Vanguardia [Ciudad del Este], November 11, 2002, as
translated for FBIS, “Highlights: Brazil - Paragoay Triborder Press 4-15 Nov 02, November 21, 2002 (FBIS
Document [D: LAP20021121000006).
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influence to al Qaeda, but also about pressure being increasingly applied on them by security
forces in the region, issued a fanwa authorizing the use of physical violence against traitors or
enemies of the jihad.'*

More recently, on October 21, 2002, local mafia organizations involved with smuggling
and piracy activities in the TBA sent a clear message of their power beyond the region to
Urnguayan Customs Director Victor Lissidini. "’ The TBA Mafia made telephone threats to
Lissidini before he was shot at in his car by four armed gunmen on two motorcycles, in reprisal
for the confiscation of a batch of counterfeit merchandise bound for Ciudad del Este.® The
constant seizure of pirate merchandise by authorities in Urnguay apparently provoked the attack.
Prior to the attack on his car, mafia operating out of Ciudad del Este and involved with
smuggling and pirating CDs and possibly financing Islamic terrorist groups made cellular phone
threats to Lissidini and his subordinates. The callers specifically demanded that 2 million
confiscated blank CDs belonging to the Piscis Import-Export Company located in Ciudad del
Este be released.'?® In another example, on February 24, 2003, two men riding a motorcycle in
downtown Foz do Iguagu shot and seriously wounded the president of the Foz do Iguagu City

Council."®® It was unclear whether the perpetrators were linked fo a particular ethnic group.
perp Ve group

Clandestine Terrorist Cemmunications in the TBA

There have been open-source indications that the Islamic terrorist network in the TBA
has maintained telephone communications with operatives worldwide, including in the United
States. The FBI reportedly traced several telephone calls between the United States and at least
one of the TBA cities immediately following the September 11, 2001 terrorist attacks. Whether

126 Utima Hora, November 5, 2001, as translated for FBIS, “FBIS Report: Media on Efforts to Combat Terrorist
Financial Activity in Triborder Area,” December 10, 2001 (FBISDocoument 1D: LAP20011210000096).

127 «Ciudad Del Este Linked To Customs Director Attack,” Uruguay Radio Pargue [Ciudad del Este], November 26,
2002, as translated for FBIS, “Brazil-Paragnay Triborder Press Highlights: November 25-29, 2002, December 3,
2002 (FBIS Document ID: LAP20021203000105).

128 «Jysticia investiga atentado” [Justice Investigates Attack], B/ Pais [Montevideo], November 21, 2002; and
“Atentado a la colombiana contra vehiculo de Lissidini” [Colombian-Style Attack Against the Car of Lissidini], La
Repuiblica en La Red, November 21, 2002, 12.

1% «“Threats to Lissidini Possibly Linked to Terrorism,” La Repiiblica [Montevideo; unofficial newspaper of
Uruguay's largest political party, the leftist Broad Front; Internet version-www), November 21, 2002, as transiated
by FBIS, November 21, 2002 (FBIS Document 1D: LAP20021121000104).

1% «Foz City Council President Shot in Attack,” Itapiru Radio “Segunda Entrega de Noticias” newscast [Ciudad del
Este], February 24, 2003, as translated for FBIS, “Tri-Border Radio Highlights 24 Feb 03,” Radio Parque [Ciudad
del Este], February 24, 2003 (FBIS Document ID: LAP20030226000042).
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Islamic terrorists in the TBA played any role in the September 11 attacks in the United States is
not known. Some al Qaeda operatives in the TBA may have known in advance about the
September 11 attacks and discussed the plot in a mosque in Foz do Iguagu. At least this is the
contention of a Moroccan student, Gueddan Abdel Fatah, 27, who was arrested in early
September 2001 in Brazil. Fatah maintains that he overheard Islamic extremists discussing the
September 11 al Qaeda attacks against New York and Washington at a mosque in Foz do Iguacu
a week before the attacks took place. Brazilian press reports indicate that he contacted an
attorney visiting his prison on September 5, 2001, and asked them to “urgently” deliver a letter to |
Brazilian, U.S., and Israeli authorities to warn them about an impending attack with “two
explosions” that could take place in the United States. ™’

In 2001-02, Islamic terrorist groups reportedly were using the TBA as part of a
clandestine communications network using a system known as PABX, which is designed to
evade eavesdropping on telephone conversations by spy satellites by connecting various
telephone networks. Calls from Saudi Arabia to Brazil, or from Brazil to Pakistan, for example,
could be made without raising suspicions. In 2000 the Brazilian Police reportedly detected at
least six clandestine communication bases near Foz do Iguagu that were being used for making
and receiving telephone calls to and from the Middle East and Afghaﬂistan. 132 Before the
September 11 attacks in the United States, Brazilian investigators were suspicious of what was
thought to be merely illegal schemes to reduce the price of telephone calls. After September 11,
however, suspicions shifted to possible terrorist links because the illegal calls went to countries
like Afghanistan, Pakistan, and Lebanon.

Concerned about what it considered to be the action of Islamic extremist cells in the
TBA, Brazil’s PF began to operate under cover in the region. Within weeks, the PF discovered

various clandestine telephone exchanges suspected of links with Islamic extremism. " In 2002,

! John Daly, “The Suspects: The Latin American connection,” Jane's Terrorism & Security Monitor, October 1,
2001.

132 Mario Daniel Montoya, “War on Terrorism Reaches Paraguay’s Triple Border,” Jane s Intelligence Review 13,
no. 12 (December 2001); 13,

%3 Expedito Filho and Silvio Ferreira, with Patricia Cerqueira, “Rede de clandestinidade” [Clandestine Network],
Onlinefipoca Lditora Globo], No. 179, October 22, 2001; Jodo Naves de Oliveira, “Central telefénica leva trés &
prisdio em MS” (Telephone Exchange Takes Three to Prison in MS), Estado.com.br, October 12, 2001; and “Arabes
teriamn financiado centrais telefonicas piratas no PR {Arabs Had Financed Pirated Telephone Exchanges in PR),
Estadao.com.br, terra.com.br, October 11, 2001.
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the Brazilian police closed a dozen telephone switching operations in Foz do Iguagu and in other
nearby cities that could have been used to evade U.S. satellites monitoring telephone traffic. 134
While living in Foz do Iguagu in 1999-2001, Lebanese businessman Afif Najib Eid
contracted operators of the equipment for clandestine telephone switching operations.'* Eid,
who owns an electronic products store in Ciudad del Este, migrated from Lebanon to Foz do
Iguacu in 1989. Phone records indicate that much of the traffic involved countries such as
Afghanistan, Pakistan, and Saudi Arabia.'®® In late 2001, police in Foz do Iguagu arrested at least
one of the clandestine operators, a Lebanese named Muhamed Hassan Atwi and a Brazilian
named Paulo César Caramori. Atwi was suspected of operating the illegal telephone services in
Parana State and another in Rio de Janeiro. In the apartment used by the two men, police found a

computer and false passports (see Hassan, El Hadi Haha Mohamad).'37

TBA-Linked Islamic Terrorist Activities Elsewhere in the Southern Cone

The TBA’s Islamic extremist and organized crime networks cannot be examined in
isolation because they are linked to wider networks in the Latin American region and the world
in general. Moreover, Islamic extremists who had been based in the TBA have been spreading
out and establishing new support networks, apparently in places also popular with organized
crime groups. In late 2002, unidentified TBA intelligence officials commented about two trends
regarding the movements of Islamic extremists who had been based in the TBA. 138 1t was noted
that these extremists were dispersing to smaller towns within the region. For example, they had
been seen in towns such Uruguaiana, a Brazilian town on the border with Argentina south of
Ciudad del Este; Cascavel in Brazil’s Ceara State; and Pedro Juan Caballero in Paraguay,
renowned for its potent marijuana crops and searcity of police,’” The TBA’s Islamic extremists,
like mafia members and corrupt officials, also are being attracted to the money-laundering

centers along the 1,290-kilometer-long Brazil-Paraguay border. These include, in Brazil, Ponta

134 Larry Rohter, “South America Region Under Watch for Signs of Terrorists,” New FYork Times, December 15,
2002, 1A, 32,

133 Q) terror por aqui’’ {The terror at Home), OnLine Epoca, O Globo.com, No. 179, October 22, 2001,

136 Larry Rohter, “South America Region Under Watch for Signs of Terrorists,” New York Times, December 15,
2002, 1A, 32.

137 Rohter, New York Times.

13% 1 ;arry Rohter, “South America Region Under Watch for Signs of Terrorists,” New York Times, December 15,
2002, 1A, 32.

139 R ohter, New York Times.
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Pord and Coronel Sapucaia in Mato Grosso do Sul State, as well as Cascavel; and, in Paraguay,
Pedro Juan Caballero and Capitan Bado.'*?

Intelligence officials also noted that Islamic extremists were branching out into nearby
countries with established Arab or Muslim communities, such as Iquique, Chile; Guayaquil,
Ecuador; and Maracaibo, Venezuela. There are also indications that Islamic exiremists are also
moving to Sfo Paulo. As a result of increased security measures implemented in the TBA in the
1999-2002 period, a so-called “second tri-border area” was reportedly developing in the region

between Brazil, Bolivia, and Peru.'#

Chuy, Uruguay, and Chui, Brazil

A month after the bomb attack against the AMIA building in Buenos Aires in July 1994,
Brazilian government suspicion began focusing on the city of Chui in the southern part of Brazil,
at the border with Uruguay. Chui is the other half of Chuy, which is on the Uruguayan side. It is
casy to reach Buenos Aires from Chui by sea, thereby avoiding border controls. The city has a
total of about 1,500 Arab residents.

In about 1994, a Hizballah network reportedly was initially detected using the Chui zone
as a point of distribution of military weapons such as M-16 and AR-15, grenades, and rocket
launchers.'* These groups undoubtedly are linked to those in the TBA. More recently, in 2001,

Uruguayan investigations uncovered a cocaine trafficking operation in Chuy that was linked to

0 Clarinha Glock, “Brazil-Paraguay: A Full Plate for Journalists,” July 19, 2001, Inter American Press Association
[http:/Awww.impunidad.com/atrisk/brasil_paraguay7 19 01E.htinl], citing PF (Federal Police) reports; and Pedro
Oviedo, “En la Triple Frontera se lavan doce mil miliones de délares al afio del narcotrafico, segiin un informe
official” [In the Triple Border US$12 billion Is Laundered Per Year From Narcotics Trafficking, According to An
Official Report], www.MisionesOnLine.net, no. 745, July 8, 2001, http://misionesonline.net/paginas/action.lasso?-
database=noticias3&-layout=web&-response=noticia. himl&id=11349&autorizado=si&-search, citing Dr. Guido
Rauber Levado de Dinero: Triple Frontera—Work Paper N° 1, Prevencidn de Adicciones y Control de Drogas
[Subsecretary of Drug Control and Prevention of Addictions], Ministry of Public Health of Misiones Province,
Argentina, updated version of December 31, 2000 (original date, August 2, 1999).

Y1 Marcio Aith, Folha de Séio Paulo [SHo Paulo; Intemet version-www], November 8, 2002, as translated for FBIS,
“Argentine Intelligence Chief Says Terrorism Seeking New 'Tri-border’ Area,” November 8, 2002 (FBIS Document
1D: LAP20021}08000025), citing Miguel Angel Toma, chief of Argentina’s Secretariat for State Intellipence
(Secretaria de Informacién del Estado—SIDE), in response to a telephone interview question.

12 Brazitian Officials Warn Uruguay About Islamic Groups at Border,” September 1, 1994, 16 (JPRS-TOT-94-036-
L).
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the Arab and Lebanese Mafias. A Brazilian Federal Police document reportedly states that, “The
money obtained from the sale of the product would be used to finance international terrorism,”'*

The Chui connection to the TBA came into clearer focus in 2001, when a Lebanese
named Al-Sa'id Ali Hasan Mukhlis (also spelled Mokhles) was identified as having contacts with
Saudi Arabian members of a group of Osama bin Laden militants in the TBA (see Mukhlis, El
Sa’id Hassan Ali Mohamed (al-Gama’a al-Islamiyya), Appendix). The mayor of the Brazilian
border town of Chui, Mohammed Kasim (also spelled Kassem) Jomaa (“Mohamed Yoma”),
allegedly helped al Said Hassan Hussein Mukhlis® family after Mukhlis was arrested in Chui on
February 27, 1999, following a call by the CIA to detain him on charges of having participated in
the Luxor terrorist attack.™ Mayor Jomaa has been described as the presumed chief of the
emerging “Arab Mafia,” an organization involved in arms and drug trafficking, money

laundering, and exploitation of undocumented workers. 145

Iquique, Chile

Islamic terrorist ties are believed to exist between the TBA and Iquique in Chile. ™
Iquique is an attractive location for Islamic money launderers and smugglers operating in the
TBA. The attraction is partly explained by the fact that Chile has become the fastest-growing hub
in South America after Brazil for international narcotics transshipments and money-laundering
enterprises.’*’ In addition, as pressure from security authorities has increased in the TBA, a
number of Islamic militants reportedly have moved to Iquique.

On November 8, 2001, the Chilean government confirmed that it was investigating an
alleged Arab financial network with terrorist links that may be engaging in money laundering in

Iquique, Chile." It involved Assad Ahmad Barakat and his fellow countryman Kalil Saleh, who

13 Sérgo Gobetti, “PF investiga ligagfio de prefeito con Bin Laden” (PF Investigates Mayor’s Links with bin
Laden™), Qestadao.com.br, September 12, 2001.

41 John Daly, “The Suspects: The Latin American connection,” Jane’s Terrorism & Security Monitor, October 1,
2001.

¥ Bnrique Medeot, “El alcalde brasilefio que jura no ser amigo de Bin Laden” (The Brazilian Mayor Who Swears
That He Isn’t A Friend of bin Laden), Clarin.com, September 16, 2001; and New York Times, September 27, 2001
Mepernando Tejeda and Javier Méndez, “Nexo entre la Triple Frontera e Iquique” [Nexus between the Triple
Frontier and Iquique}, Ef Mercurio [Santiago], October 13, 2001, http://www.emol.com/noticias/detaile/

detalle diario.asp?idnoticia=0113102001001A0050001.

17 «New Drug Gangs Spreading in Colombia,” The Global Intelligence Report (Stratfor), April 3, 2002, citing £I
Fiempo.

Y8 Estrategia [a Santiago financial daily, Internet version-www}], November 9, 2001, as translated for FBIS, “Chile
Confirms Alleged Terrorist-Linked Financial Network Under Investigation,” November 9, 2001 (FBIS Document
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established two import and export firms in Iquique in early June 2001. Investigators confirmed
that the money allegedly laundered in Iquique came from Ciudad del Este, and that Barakat’s
businesses were being used as fronts. The amount laundered was estimated to be several mitlion

dollars.

OTHER ORGANIZED CRIME ACTIVITIES IN THE TBA

As suggested in the earlier discussion of TBA-related violence against local officials,
Islamic terrorist group activities in the TBA and organized crime activities in the region often
cannot be distinguished clearly. In the case of Hizballah, for example, the distinction between
Hizballah and the Lebanese Mafia is not at all clear based on fhe limited amount of material
covered in this study. If Hizballah and the Lebanese Mafia are not interconnected, then they
probably at least cooperate closely. In addition to unclaimed acts of occasional violence against
business people and local officials, the Islamic terrorist groups and organized crime groups in the
region engage in illicit activities such as drug and arms trafficking, money laundering, and

product piracy. Instead of always pursuing these

activities separately, however, the Islamic
terrorist groups and organized crime groups in the
TBA may collaborate whenever collaboration
better serves their mutual interests. Examples of

this reported collaboration in the TBA include

Hizballah’s ties with groups such as the Hong

Sa&oien 08 (aé carries) cary éontraband, Kong Mafia and the Argentine “Local
such as cigarettes and fake watches, across
the Friendship International Bridge. Connection,” al Qaeda’s ties with the Chechen

Source: Pdgina/I2.com.ar, October 30, 2001, and Chinese mafias, and the Egyptian al-Gama’a
al-Islamiyya’s ties with the Chinese Mafia.
In addition to Islamic terrorist groups and organized crime groups, a third type of group is

found in the TBA: corrupt government or security force officials. Corruption at all levels of

1D: LAP20011109000089); “Chilean Police Investigate Terrorist Financial Network,” Santiage Times, January 8,
2002; and Héctor Rojas and Pablo Vergara, La Tercera de Ja Hora {Santiago; a conservative, pro-business, top-
circulation daily, Internet version-www], November 8, 2001, as translated for FBIS, “Chilian Police Examine Link
to Alleged Triborder Hizbailah Financial Network,” November 8, 2001 (FBIS Document 1D:
LAP20011108000085).
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government allows the Islamic terrorist and organized crime groups to operate in the TBA and
elsewhere in the TBA countries with considerable impunity (see TBA-Related Governmental

Corruption).

Indigenous Organized Crime Groups

Argentina

Organized crime in Argentina reportedly is in an incipient stage and is regional rather
than international in scope, thriving on the socioeconomic and political conditions prevalent in
the country.'® Furthermore, the only form of organized crime in Argentina that is linked to
international cartels is said to be drug trafficking, although the narcotraffickers also traffic in
children and women; smuggle and market stolen cars; and engage in tax evasion, embezzlement,
fraud, insider trading, and financial swindles."®” The TBA is of particular concern to the
Argentine government in this regard because it serves as a gateway for organized crime to
migrate south into the rest of the country.

The Islamic fundamentalists in the TBA reportedly are closely linked to a growing mafia
in Argentina that provided important assistance in the 1992 bombing of the Israeli Embassy in
Buenos Aires and the 1994 bombing of a Jewish community center (AMIA) in that capital. As
the economic and political crisis in Argentina continued in 2002, a criminal group known as
“Local Connection,” made up of corrupt politicians and former members of the military regime,
was reportedly prospering. 131" As a result of its unique organizational relationship between
common criminals and public figures, the Local Connection, unlike other Argentine gangs, has
enjoyed impunity. It reportedly controls much of what are now major industries in Argentina,
including arms and drug trafficking, kidnappings, and Argentina’s flourishing industry of
dismantling stolen cars for spare parts. The Local Connection is organized like the Italian Mafia
in small units, or families, linked to a boss, generally a corrupt police official or someone who

served in the military regime. Its members are linked to the fundamentalist Islamic movements

9 IMugo Antolin Almiron, “Organized Crime: A Perspective from Argentina.” Chapter 14 in Jay S. Albanese, Dilip
K. Das, and Arvind Verma, eds., Organized Crime: Worid Perspectives (Upper Saddle River, New Jersey: Prentice
Hall, 2003}, 320.

B0 Almiron, 329.

13! This paragraph is based entirely on Carlos Wagner, special envoy in Buenos Aires, Zero Hora [Porto Alegre],
November 10, 2002, as translated by FBIS, “Brazil: Argentine Crime Group “Local Connection” Said To Have Ties
to Terrorists in Tri-Border,” November 19, 2002 (FBIS Document ID: LAP20021111000047).
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that are active in the TBA. The Connection bosses use code names when contacting the
fundamentalists in Foz de Iguagu and Ciudad del Este.

In late 2001, a change of strategy in arms trafficking reportedly took place amid the
political and economic crisis that overtook Argentina.’*® Until then, the Local Connection was
involved only in big arms deals, such as providing military equipment to groups fighting civil
wars, but in late 2001 it began to sell contraband. Since then, Argentina reportedly has been
taking the place of Paraguay in smuggling weapons into Brazil, even arms used exclusively by

the Argentine armed forces.

Paraguay

Families that began smuggling activities in the TBA, particularly the Morel family, have
developed ties with international mafias and have acquired increasing political power and
influence in other regions of Paraguay. The Morel clan began a war with the organization of Luiz
Fernando da Costa (“Fernandinho Beira-Mar”), when he moved into the Paraguayan border
region with Brazil after escaping from prison in March 1997. The two Morel brothers were killed
- in January 2001, and the clan’s patriarch was killed in a Brazilian jail a week later, reportedly at
the orders of Beira Mar.'” The Paraguayan drug families have branched out into lucrative
activities such as arms trafficking, mainly to supply organized crime groups in Brazilian cities.
Elvio Ramén Cantero Aguero, based in Pedro Juan Caballero, heads one criminal organization
operating in the Ciudad del Este area.’

Brazilian and U.S. officials generally consider former General Lino César Oviedo to be
head of the so-called Paraguay Cartel. He reportedly has amassed at least US$1 billion, including
numerous properties in the TBA.'> At the time of his arrest in June 2000, Oviedo was using Foz

do Iguagu and Ciudad del Este as a base of operations for laundering money.

12 Wagner, “Local Connection.”

'3 Mike Ceaser, “Libre comercio de drogas” {Free Trade of Drugs}, Noticiasaliadas.org, November 15, 2002,
hitp://www lapress.org/Sumimn.asp?lanCode=2&couCode=19.

134 «Tyi-Border Press Highlights,” December 2-6, 2002, as translated for FBIS, December 12, 2002 (FBIS Document
1D: LAP20021212000099); Cesar Palacios and Oscar Florentin, Noficias [Asuncidn}, Becember 6, 2002, as
translated for FBIS, “Paraguay: Police Confiscate Arsenal from Gangster's Home,” December 6, 2002 (FBIS
Document ID: LAP20021206000030).

13 This paragraph is based entirely on “El Caso Lino Oviedo y su conexién con la Argentina” {The Lino Oviedo
Case and [ts Connection with Argentina}, Pdginal2 {Buenos Aires), 2001, citing an Argentine Chamber of Deputies
report on money laundering, htip://www.paginai2.com.ar/2001/suple/carrio/cap ! L pdf.
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Non-Indigenous Organized Crime Groups

Crime syndicates from China, Colombia, Corsica, Ghana, Italy, Ivory Coast, Japan,
Korea, Lebanon (see Islamic Terrorist Group Activities in the TBA), Mexico, Nigeria, Russia,
and Taiwan are known to have operated in the TBA. A number of these groups are reportedly
associated with corrupt Paraguayan business executives, politicians, and military officers tied to
the ruling Colorado Party.'*® They even reportedly control some news media directors.">” The
influence in the TBA of non-indigenous organized crime networks reportedly is strengthening.
These groups are active in Paraguay and along the drug-trafficking route from Colombia to the
United States and Europe. Most of these clandestine operations reportedly take place in Ciudad
del Este, which is considered a regional center for drug trafficking and arms smuggling. The
transactions mostly involve bartering drugs for weapons from Colombian armed rebel groups. 158

The Colombian, Ifalian, and Nigerian mafias have been singled out as the main
transnational mafias operating in Brazil, but without headquarters in that country. 19 Brazil’s
Federal Police reported in late 1999 that the Nigerian Mafia operates in various Brazilian cities,
including Foz do Iguagu.'® According to Uruguayan authorities, these and other principal
organized crime groups, including the Japanese yazuka (the Japanese word for gangsters) all
have a presence in Ciudad del Este, where they have an established criminal structure that is

161

linked to international terrorism.™> However, if the Italian and Nigerian mafias are active in the

TBA there does not appear to be much news media reporting on their activities in the region.

The Chinese

The cultural and social demographics of Ciudad del Este make it an ideal city for the

operations of Chinese-speaking criminal groups. In the 1990s, Chinese mafias such as Fuk

156 Jack Sweeney, “DEA Boosts Its Role in Paraguay,” Washington Times, August 21, 2001.

¥7«Dicen que directores de medios est4n vinculados con la mafia” [Some Media Directors Are Said To Be Linked
to the Mafia], ABC Color [Paraguay], April 3, 2002, hitp:/fwww.una.py/sitios/abe.

13 Riyadh Alam-al-Din, "Washington Begins the War on Hizballah in the Border Triangle," Al-Watan al-Arabi
[Paris], December 21, 2001, 1819, as transiated for FBIS, “Report Says US Antiterror Campaign To Target
Hizballah Network in 8. America” (FBIS Document 1D; GMP20011221000179).

132 Ruy Gomes Silva, Effective Measures to Combat Transnational Organized Crime in Criminal Justice Processes,
December 2001, 165.

1 O Estado de Sao Paulo [Internet version], November 23, 1999, as translated by FBIS, “Federal Police Links
Local Companies With Nigerian Mafia,” November 23, 1999 (FBIS Document ID: FTS19991123001608).

161 «Ciudad del Este: Centro internacional de mafias, a una hora de vuelo de Uruguay” [Ciudad del Este:
International Mafia Center, A One-Hour Flight from Uruguay], La Onda Digital, September 25, 2001,
hitp://www.uruguay.com/laonda/LaOnda/Entrevistas/Diputado%20Alberto%20Scavarellihim.,
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Ching, Big Circle Boys, Flying Dragons, and Tai Chen, mostly from mainland China, established
a presence in Ciudad del Este in order to profit from the city’s Asian imports. 162 They are
considered by authorities to be especially dangerous because they are young groups that do not
follow traditional rules, such as staying in their own world and not bothering authorities or
diplomats, '

Some of these Chinese mafias are called Triads; they specialize in providing “protection”
to local Chinese business people and in imposing “taxes” on the containers imported by the
Chinese businesses from Asia. When the mafia directly imports goods from Asia, the Chinese
business community is obligated to purchase that merchandise, or suffer the consequences of not
doing s0.'** As of 2000, at least six Chinese Triads existed in the TBA and were vying for the
7,000 Chinese businesses in Ciudad del Este, from whom they collect up to US$30,000 a month
by exporting “protection” money. 19 These groups reportedly originated in Hong Kong,
Mainland China, and Taiwan, %

These groups can be summarized as follows:

% The members of the "Fuk Ching" (also spelled "Fuchien" or “Fu Chin®) Triad came

from China during the Stroessner regime.'®’ They are headed by A. Sahi o Sain
("Mayo") or Feng Cheng Cui. In 2000 this was the most powerful group and |
consisted of 30 assassins of between 20 and 30 years of age, who also were operating
in Foz do Iguacu.'® Fuk Ching monopolizes the umbrella market in the TBA.'®

% "Pac Lun Fu" dominates electronics contraband and athletic ifems in the TBA. It is

supported by Brazilian and Paraguayan delinquents who specialize in extorting

“protection” money. Anyone who refuses to pay is likely to be murdered.

162 Rotella.

1% Rotella.

164 Bartoloms, 7, citing X1V Seminario de Fronteras: Los Desafios a la Seguridad y Delitos del Siglo XX, Escuela
Superior de Gendarmerfa, Buenos Aires, 1996, 13-16.

1% Tripartitite Command of the Three Borders, Base de Datos SER en el 2000 [Regional Strategic Sercurity
Database in 2000], http://www.ser2000.org/protect/docs-sobresalientes/triplef.htm,

'%Rotella, citing Paraguayan police archives.

¥7 For background, see James O. Finckenauer, “Chinese Transnational Organized Crime: The Fuk Ching,”
(undated) National Institute of Justice Infernational, U.S. Department of Justice, http://warw.ojp.usdoj.gov/nij/
international/ctoc.html, citing Chin, Ko-lin, Chinatown Gangs (Oxford: Oxford University Press, 1996).

1% Tyipartitite Command.

19 «Taiwanese Mafia Boss Arrested,” Vanguardia [Ciudad del Este], November 28, 2002, as translated for FBIS,
“Brazil-Paraguay Triborder Press Highlights: November 25-29, 2002,” December 3, 2002 (FBIS Document 1D:
LAP20021203000105).
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% The "Tai Chen Saninh” Group originated in Hong Kong. It has been fighting to
displace the other Triads in the TBA.'™ A Tai Chen boss in Ciudad del Este was shot
to death in 1998 after attempting to extort US$200,000 from a Taiwanese immigrant
building an industrial park in the city.'”

% The "Continental" Group has been seeking to control the wall-clock market in the
TBA.

% Along with the Chinese Triads and the Japanese yakuza, the Big Circle Boys is one of
the most prominent types of groups involved in Asian-based transnational crime.'”

Big Circle Boys (Dai Huen Jai, or BCB) is a loosely affiliated group of gangs
operating independently and cooperating only when necessary. Although not a Triad,
the BCB’s operations are considered to be nearly as sophisticated as those of the
Triads. BCB members are active in drug trafficking, migrant smuggling and large-
scale credit card forgery and fraud, BCB is believed to be working with a variety of
transnational crime syndicates, including the Russian/Eastern European Mafia, and
outlaw motorcycle gangs. 173
% The Flying Dragons appears to be an affiliate of the same overall organization as New
York’s Flying Dragons, a vicious Chinese street gang, which is the enforcement
sector of the Hip Sing Triad, a Fukienese Triad.'™
Although the Chinese Mafia in the TBA is characterized by internecine rivalries, it is
known to collaborate with the Islamic terrorist groups in the region. At least two organizations-—
the Sung-I and Ming families—have engaged in illegal operations with the Egyptian al-Gama’a

al-Islamiyya.'” The Sung-I family, which is based in the Paraguayan town of Hernandérias,

used three photography and electronic businesses located in Ciudad del Este as fronts for its

'8 Tripartitite Command.

7! Rotelta,

2 Canadian Security Intelligence Service (CSIS), “Transnational Criminal Activity,” November 1998,
hetp:/www. fas.org/irp/threat/back 10etm,

' For additional information, see Criminal Intelligence Service Canada (CSIS), “Asian-Based Organized Crime,”
1998, hitp:/fwww.cisc.gc.ca/AnnualReport1998/Cisc1998en/asian98.htin,

17 Amy O'Neill Richard, “Intemational Trafficking in Women to the United States: A Contemporary Manifestation
of Slavery and Organized Crime,” An Intelligence Monograph of the Director of Central intelligence (DCI)
Exceptional Intelligence Analyst Program, Center for the Study of Intelligence, Central Intelligence Agency, April
2000, U.S. Department of State Web site, hitp://usinfo.state.gov/topical/global/traffic/reporthomepage.
hfin#fcontents, based on interview with INS, New York, May 1999,

17 Bartolomé, 8; and ABC Color, February 24, 2003, as translated by FBIS, “Chinese Mafia Linked to Islamic
Fundamentalists,” in “Paraguay Press Highlights,” February 25, 2003 (FBIS Document 1D: LAP20030225000094).
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activities. In December 2000, Sung-1 sold a shipment of munitions to the islamic Group, sending
it to Egypt by ship as “medical equipment.” The Cameroon-flagged vessel was intercepted in the
Cypriot port of Limasol. The Ming family managed Islamic Group funds from Ciudad del Este in
the financial circuit that includes Guyana and the Cayman Islands.’ " An example of
collaboration between the Chinese Mafia and Islamic terrorist groups in the TBA is the
distribution chain for counterfeit manufacture of mass-market items, such as toys, running from
Hong Kong to Hizballah extremists,!”’

The Chinese community in Ciudad del Este has such a dynamic trade in illicit Asian
contraband that the Taiwanese Chinatrust Bank established its only Latin American branch in the
city.'” The significance of the Chinese Mafia threat in the TBA appeared to be confirmed by the
formal demand made in 2001 by a group of 15 Taiwanese industrialists who are members of
Taiwan’s Ministry of Economic Affairs. The industrialists conditioned their proposal for
establishing their industries in the Eastern Industrial Park of Ciudad del Este on the eradication !
of the Chinese Mafia in the TBA by local authorities.!” |

Reportedly, the Hong Kong Mafia engages in large-scale trafficking in pirated products
from mainland China to Ciudad del Este and maintains strong ties with the pro-Iranian Hizballah
in the TBA."® Ayrton Nascimiento Vicente, who was chief of Brazil’s TBA Command, an
organization created by the governments of Argentina, Brazil, and Paraguay to control the zone,

confirmed that Chinese and Korean mafias have been identified in the TBA, including in Foz do

Iguagu and Ciudad del Este.'®!

1% Bartolomé, 8, citing Roberto Godoy, “Triplice Fronteira é vigiada ha 20 anos,” O Estado de Sdo Paulo,
November 11, 2001,

"7 ABC Color (Internet version-www), November 22, 2002, as translated for FBIS, “Hong Kong Mafia Linked to
Hizballah in Tri-Border Region” (FBIS Document ID: LAP20021122000047).

1% Bartolomé, 7, citing “The Bank in the Future of South Anerica,” Taipei Today 18, no. 2 (March—April 1999).

1" Bartolomé, 8, citing “Empresarios taiwaneses piden erradicacién de la mafia china,” Noticias, November 18,
2001.

¥ 4BC Color [Internet version-www], November 22, 2002, as translated for FBIS, “Paraguay: 'Strong Ties' Seen
Between Hong Kong Mafia, Tri-border Based Hizballah,” November 22, 2002 (FBIS Document ID:
LAP20021122000059).

'*1 Bartoloms, 5, citing “Afirman que es imposible la vigilancia en la Triple Frontera” [Affirmation That Vigilance
in the Triborder Region Is Impossible], La Nacién [Buenos Aires], April 2, 2000; and Aloisio Milani, “Méafia
chinesa extorque e executa em S%o Paulo” [Chinese Mafia Extorts and Executes in S#o Paulo], Jornal-laboratério da
Faculdade de Comunicagfio Social Césper Libero, no. 28 (December 2001), http://biondi.fel.com.br/facasper/
Jornalismo/esquinas/moticia.cfim?secao=4& codigo=87] e
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As a result of the Chinese groups’ ability to bribe Paraguayan judges, they have been able
to operate with impunity, according to the consul general of Taiwan in Ciudad del Este.'® In
2001 the Paraguayan government made an effort to neutralize the activities of the Chinese
mafias, but only minor successes were reported. In July 2001, authorities in Ciudad del Este
arrested Chinese citizen Wu Wen Huan, one of the mafia capos in the TBA. Local Chinese
business people denounced him for his extortion tactics. Between 1997 and 2000, Wu Wen
Huan’s company, Floresta SA, had registered more than 600 untaxed imports. 183 And that
October, Paraguayan police arrested Cheng Tin Tsang, one of the new Chinese Mafia capos in

the TBA, along with two other Asian criminal suspects. The three were residing in Foz do Iguagu

and using North American and European passports to avoid
being detained as Asians. 184

Another alleged chief of Chinese organized crime in the
TBA, a young woman named Chia Hui (“Erica™) Pai, was

arrested in late 2002. According to ABC Color, Chia Hui was

right) handcuffed to
Roberto Shih’s son Victor Shih

Source: ABC Color, December
13.2002. being shot in the head and thrown into the Rio Paran4.'® Lin

accused of being the mastermind in the forture and attempted

murder of Chinese businessman Guillermo Lin, who survived

later pressed charges and testified against his alleged torturers, among them Shih Soung Mou
(“Roberto Shih”).'*® People connected to the Chinese Mafia in Ciudad del Este reportedly paid
US$12,000 to obtain the release of Chia Hui on bail.'®’

Instead of having their operations disrupted by these occasional arrests, the Chinese
Mafia groups appear to be using the TBA as a base for expanding their thriving businesses into
Argentina and Brazil. An investigation by Argentina’s National Gendarmerie (Gendarmeria

Nacional), a paramilitary force, found that members of the Chinese mafias enter Argentine

182 partoloms, 16, citing “Mafia, amparada por la justicia” [Mafia protected by justice], ABC Color, September 28,
2001.
18 Bartolomé, 7-8, citing “Procesaran por evasion a supuesto capomafioso,” 4BC, September 17, 2001; “Trial
Begins for 'Mafia Boss' Chinese Citizen,” 4BC Color, November 29, 2002, as translated for FBIS (FBIS Document
1D; LAP20021129000064); and “Taiwanese Mafia Boss Arrested,” Vanguardia [Ciudad del Este], November 28,
2002, as translated for FBIS, “Brazil-Paraguay Triborder Press Highlights: November 25-29, 2002,” December 3,
2002 (FBIS Document ID: LAP20021203000105).
184 Bartolomé, 8, citing “Detienen a chinos e indagan possible nexo con la mafia,” Noticias, October 26, 2001.
18 «Captured Chinese Mafia Boss To Be Freed,” ABC Color, December 13, 2002, as translated by FBIS,
‘l‘sljt'ghlights: Paraguay Press,” December 13, 2002, (FBJS Document ID: LAP20021213000113).

Ibid.
7 1bid.
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territory with tourist visas issued by the Paraguayan consulates of the TBA’s Puerto Iguazt or
nearby Eldorado (an Argentine town in the department adjacent to Iguazii Department). The
objective of these Chinese criminals is to establish themselves in the duty-free zone of

Argentina’s San Luis Province.'®®

The Colombinns

Although the Colombian drug cartels are known to have been operating in Brazil and
Paraguay for years, information on their activities in the TBA is not readily available in news
media. In the case of Colombia’s principal guerrilla organization, the Revolutionary Armed
Forces of Colombia (Fuerzas Armadas Revolucionarias de Colombia—FARC), there appears to
be a direct connection between the TBA’s function as a drug-trafficking outlet and the FARC.
The FARC derives much of its operating funds from drug-related activities and is known to do
business with the Brazilian, Colombian, and Russian mafias. Little substantive information on
FARC activitics in the TBA has been reported in news media, but links between crime
syndicates in Ciudad del Este and the FARC reportedly date at least from the mid-1990s, when
General Oviedo protected Brazilian drug trafficker Luiz Fernando Da Costa (“Fernandinho Beira
Mar™). Da Costa was captured in southern Colombia in April 2001 in the company of FARC
rebels.'®
The FARC’s guerrilla elite actually has a haven located not far from the TBA. Of three
known FARC havens in Brazil, the biggest of them is located in the small city of Guaira in the
southern part of Brazil’s Parand State at the Paraguay border, only 100 miles (161 kilometers)
north of Foz do Iguagu (see Figure 1, The FARC’s Havens in Brazil). It is located on a 6,000~
hectare ranch belonging to businessman Ahmad Mohamad, a Lebanese naturalized in Paraguay

and arrested by Brazil’s Federal Police in September 2002,

18 Bartolomé, 8, citing “Investigan a la mafia china en Misiones,” La Nacién [Buenos Aires], October 24, 1999.

1% Strafor Global Intelligence Update, “Paraguay Drug Trade and U.S. American Facilities, Personnel at Greater
Risk,” August 14, 2001, http:/fwww.mapinc.org/drugnews/v01/n1499/a06.html.

1% Roberto Godoy, “As Farc usam Brasil para abrigar elite da guerrilha” [FARC uses Brazil to shelter the guerrilla
elite], O Estado de Sdo Paulo [Internet version: Estadao.com.br], March 1, 2003, http://www estado.estadao.com.br/
editorias/2003/03/01/pol024.htni.
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The Russians

OS REFUGIOS DAS FARC
veneoes . 42 ampos

In about 1996, members of the Russian

Mafia reportedly began exploring Paraguay, as

they did Colombia, Argentina, and Brazil.'
Russian Mafia groups reportedly were seeking out

contacts with the mafia of countries belonging to

the Southern Cone Common Market (Mercosur),

principally those operating from the drug-
trafficking zones of Pedro Juan Caballero-Ponta
Pord and Ciudad del Este-Foz do Iguagu on the
Paraguay-Brazil border, The intention of the
Russians reportedly would be to ally themselves

with the capos of the South American mafias in

order to maximize the distribution of cocaine in

Europe. They began by seeking to oust the Figure }. Map showing the locations of three of the
FARC’s Brazilian havens in Miranda, Mato Grosso
do Sul State; the city of Boa Vista, Roraima State;
and the city of Guaira, Parand State,

-Brazilian and Nigerian cartels based in border

towns such as Pedro Juan Caballero.'*? However,

. . . . S : Estadao.com.br, March 1, 3002
if the Russian Mafia has a growing presence in outee: Bsladao.com.or, vare

the region and is working with bin Laden in an attempt fo establish an al Qaeda presence in the
TBA, as claimed by Judge Walter Fanganiello Maierovitch in 2001, this is not evident from the
very limited news media reports on the subject.193

According to political scientist Bruce Michael Bagley, the Russian Mafia presence in
Argentina, specifically Chechen gangs, has been linked primarily to the use of Argentina as a
transit country for Andean cocaine shipments to Europe, arms trafficking to Brazil and
Colombia, and money laundering. Bagley notes that Argentine intelligence sources have detected

contacts between Chechen separatist groups and Islamic ferrorists in the TBA and suspect

Chechen use of these networks for arms-smuggling purposes.

¥ «“Paraguay es uno de los paises explorados por mafia rusa® [Paraguay is one of the countries explored by the

Russian mafia], ABC Color, October 16, 1997,

2 «“Temen que mafia rusa ofrezca armas a cambio de cocaina en la frontera” [Fear that the Russian mafia offers
arms in exchange for cocaine at the border), ABC Color, November 3, 1997; and Guaracy Mingardi, “Money and
the International Drug Trade in Sfio Paulo,” International Social Science Jowrnal, no. 169 (September 2001): 383.
1% Germano Oliveira,
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TBA-Related Governmental Corruption

Argentina

The convergence of interests among corrupt government officials and members of
organized crime and terrorist groups operating in the TBA is illustrated by the revelations in July
2002 made by a witness in the case of the July 1994 bombing of the AMIA in Buenos Aires, The
witness, Abdolghassem Mesbahi, a former Iranian intelligence officer, testified to Argentine
investigators that the Iranian government organized and carried out the attack and then paid then-
president Carlos Satil Menem US$10 million to cover it up.’” The charges against Menem have
never been substantiated, and he vigorously denies them. However, Menem acknowledged that
he has had a bank account in Switzerland since 1986.'%> As president, Menem, whose parents
migrated to Argentina from Syria, appointed a Syrian army colonel to be customs overseer at
Buenos Aires’s Ezeiza International Airport, which has been described as ““a major hub for

smuggling in South America.”'*

Brazil

A 1,198-page report by the Drug Traffic Investigating Commission of Brazil’s Congress
released in November 2000 accuses 827 individuals—including two federal deputies
(congressmen), two former state governors, 15 state deputies, and scores of mayors, judges,
police officers, lawyers, and even officials from the neighboring countries of Bolivia, Paraguay,
and Suriname—of organized crimes ranging from drug trafficking {o arms trafficking to tax
evasion.'”” The report concluded that drug-related corruption is so widespread that it is
impossible to clean up in the short term without calling in the military and restructuring and

rearming the country's police. Another Brazilian congressional report released in mid-2002 on

194 «Slow-Motion Justice in Argentina,” New Fork Times, March 11, 2003, A24; and Larry Rohter, “Iran Blew Up
Jewish Center In Argentina, Defector Says,” New FYork Times, July 22 2002, Al, A6.

195 Larry Rohter, “World Briefing Americas: Menem Acknowledges Swiss Account,” New York Times, July 25,
2002, 9.

196 Martin Edwin Andersen, “Al-Qaeda Across the Americas,” isight on the News 17, no. 44 (November 26, 2001):
20-21.

97 Andrew Downie, “Corruption's Roots Deep and Wide-reaching in Brazil,” Christian Science Monitor, December
14, 2000; “Investigation Shows Pervasive Impact of Drug Trade in Brazil,” America’s Insider 1, no. 9 {(December §,
2000): 6.
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the nationwide surge in highway robberies of truck cargo called for the indictment of 100
politicians, police, and entrepreneurs allegedly involved in the theft of cargo’™® As a money-
laundering center, Foz do Iguagu plays an important role in this widespread corruption (see

Money Laundering, Foz do Iguagu).

Mato Grosso mafia figure Jofo Arcanjo Ribeiro, with US$50 million in Swiss banks and
a hotel in Miami valued at US$50 million, was sought by the PI' and Interpol in more than 100

countries on charges of heading a ring linked
to arms trafficking and diamonds, money
laundering, and a series of assassinations.’*”
He has also been linked to the TBA-based CC-
5 accounts scheme and to money-launderer
Alberto Yussef.??® Arcanjo Ribeiro was

captured in Montevideo, Uruguay, in early

April 2003, and subsequently was secking to

: b i R AR ;
Mato Grosso mafia figure Jod3o Arcanjo Ribeiro avoid extradition to Brazil.

Source: Istoé Onl.ine, no. 1740 (February 5,
2003 —

Paraguay

Corruption, an old tradition in Paxgaguay, has reached all the way up to the presidency.
The former regime of Alfredo Stroessner was reportedly involved in drug trafficking.”" More
recently, President Radl Cubas was forced to resign as a result of a drug-related scandal. It was
widely believed in Paraguay that Cubas had a hand in the assassination of his political rival, Vice
President Luis Maria Argéna, who was gunned down on the streefs of the capital, Asuncidn, on

March 23, 1999, by hired assassins in camouflage gear.”® In October 2000, José Tomas

19 Raymond Colitt, “Brazil Tracks Down the Real Culprits Behind Surge in Highway Robberies,” Financial Times
I‘:London], May 2, 2002, 10.

* Source: fsfoé OnLine, no. 1740 (February 5, 2003).
20 Amaury Ribeiro Jr. e Sonia Filgueiras — Foz do lgnagu (PR), “Ralo da impunidade” [Used-Up Impunity], Isfoé
OnLine, February 2, 2003.
20 Qee, for example, Kai Bird and Max Holland, “Paraguay: the Stroessner Connection,” The Nation 241 (tober 26,
1985), 401.

227im MeGirk, “Assassination!,” Time International 153, no. 13 (April 5, 1999): 34, http://www.time.com/time/
magazine/intl/article/0,9171,1107990405-23175,00.html; “Paraguai: Estava no Brasil: General Oviedo é preso em
Foz do Iguagu” [Paraguay: He was in Brazil: General Qviedo Is Captured in Foz do Iguagn], Veja, no. 1,654 {June
21, 2000), hitp://veja.abril.com.br/210600/p 055a.html; “Paraguay Vice-President's Killers Jailed,” BBC News,
QOctober 25, 2000, http://news.bbe.co.uk/1/hifworld/americas/98940 1 .stm; “Brasil amenaza extraditar a Lino

48




Library of Congress — Federal Research Division Tri-Border Area (TBA)

Centurion was sentenced to seven years in prison for corruption during his tenure as chief of the
counternarcotics secretariat.”®

Governmental, political, and diplomatic corruption in Paraguay and the TBA allows
individuals associated with organized crime and terrorist groups to bribe judges, purchase entry
visas, and engage in any number of other criminal activities that might overlap with legitimate
economic activities. An investigation conducted by Paraguayan authorities found that an average
of 570 foreigners annually enter the country through the Ciudad del Este Airport using irregular
documents, after paying bribes averaging US$$5,000.2%

Reports of this criminal enterprise began surfacing in mid-1998, when Squadron 51 of
Argentina’s National Gendarmerie (Gendarmeria Nacional) detained a Paraguayan woman in
Chaco Province in possession of 13 false passports (seven Lebanese and six South Korean). She
was also carrying an official Paraguayan “This visa was issued by judicial order” seal and visas
applications.”® Argentine and Paraguayan authorities determined that the interim Paraguayan
consul in Salta, Juana Maidana de Villagra, belonged to an illicit group specializing in illegal
documents. In six months, this consul issued more than 500 illegal visas, collecting US$900 for
each.” She received a two-year prison sentence.

In early November 2001, Paraguay’s judge Carlos Céalcena charged that some of
Paraguay’s consulates had been converted into veritable offices for falsifying documents.?®” That
year, the Directorate of Legal Affairs in Paraguay’s Ministry of Foreign Affairs also identified as
“yulnerable” the consulates in Santa Cruz, Bolivia; Saita, Eldorado, and Buenos Aires,

Argentina; Iquique, Chile; and Sio Paulo, Foz do Iguagu, Ponta Pord, and Curitiba, Brazil,**®

Oviedo” [Brazil Threatens to Extradite Lino Oviedo], Clarin [Buenos Aires}, July 16, 2002, hitp://www.clarin.com/
ultimo_momento/notas/2002/07/16/m-4 16641 htin; and “Oviedo Denies Ties To Brazilian Drug Smuggler,” Avance
[Ciudad del Este; Internet version-www], June 26, 2002, as translated for FBIS, “Paraguay Press Highlights,” June
26, 2002 (FBIS Document ID: LAP20020626000113).

203 “Paraguay: Political Rights and Civil Liberties,” Freedom in the Worid, 20012002, Freedom House, 2002,
htip://freedomhouse.org/research/freeworld/2002/countryratings/paraguay2 . htm.

204 Bartolomé, 18, citing “Comando terroristas se refugian en Ja Triple Frontera” [Terrorist commandos seek haven
in theTriborder Area}, El Pais, November 9, 2001.

% Bartolomé, 17, citing “Apresan con pasaportes a una mujer” [ Woman apprehended with passports], La Nacidn
[Buenos Aires], June 24, 1998; and “Investigan si hay una red que framita pasaportes a libaneses™ [Existence of a
network trafficking in Lebanese passports being investigated], La Nacidn, June 25, 1998,

2% Bartolomé, 17, “Ordenan la captura de otros 17 drabes” [Another 17 Arabs ordered captured], Noticias,
September 27, 2001.

27 Bartolomé, 1718, citing “Comandos terroristas se refugian en la Triple Frontera” [ Terrorist commandos find
safehaven in Triborder Area}, E! Pais, November 9, 2001.

% Bartolomé, 18, citing “La frontera es el punio clave” [The border is the key point], Noricias, October 7, 2001.

49




Library of Congress — Federal Research Division Tri-Border Area (TBA)

Post-September 11, 2001 investigations carried out in the TBA found that numerous
Lebanese citizens residing in Ciudad del Este had entered Paraguay with illicit visas. The most
well-known case was that of Assad Ahmad Barakat, who was able to enter Paraguay in 1989
using a visa obtained from the Paraguayan Consulate in Panama, which was not authorized to
issue visas.”® Until he was arrested and recalled on September 26, 2001, the Paraguayan consul
in Miami, Carlos Weiss, had allegedly sold more than 300 passports, visas, and shipping
documents to individuals heading to the TBA since June 1999. His customers for visas or
passports included about 20 Lebanese, three of whom were on the FBI terrorist watch list, but
who had never been in the United States, and terrorist suspects from Egypt and Syria, all of

whom were planning to move to Ciudad del Este.!

Money Laundering

TBA in General

Although the extent of narcotics trafficking in the

TBA is unclear, criminal elements in Ciudad del Este and

Foz do Iguagu specialize in the laundering of drug

money. As of 2000-01, the amount of money being
laundered in the TBA reportedly was averaging US$12

billion per year, but estimates of the amount of money

=
A
=

=

Ciudad del Este as seen from the Rio
considered reliable (see Table 1).*" Foz do Iguagu Parani
Source: CNN, November 8, 2002

laundering in the TBA vary widely and cannot be

appears to be the principal money-laundering center,

followed by Ciudad del Este. In any case, the amounts laundered in the TBA probably are in the
billions of dollars per year. Until about 2000, the most popular financial mechanism for

laundering money in the TBA appeared to be the CC-5 account, which is an account that belongs

2% Bartolomé, 17.

419 Mendel, citing Bill Rogers, “Arabs Accuse Paraguay Police of Extortion,” Voice of America (VOA.com),
hitp://www.voanews.com (accessed October 18, 2001); and Larry Rohter, “Terrorists Are Sought in Latin
Smugglers® Haven,” New York Times, September 27, 2001, http://www.nytimes.com; and Bartolomé, 17, citing
“Fiscala imputa a Weiss por la concesién irregular de visas” [Judge reprimands Weiss for the irregular issuance of
visas], ABC Color, September 27, 2001.

21 Oviedo, citing Dr. Guido Rauber Lavado de Dinero: Triple Frontera —Work Paper N° 1, Prevencién de
Adicciones y Control de Drogas [Subsecretary of Drug Contro} and Prevention of Addictions], Ministry of Public
Health of Misiones Province, Argentina, updated version of December 31, 2000 (original date, August 2, 1999).
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to someone residing outside the country.? It is often opened with false identity documents,
making investigations difficult (sce TBA-Related Governmental Corruption, Brazil). By 2000
the TBA mafiosi—better known as dollar exchangers—reportedly were laundering billions of

dollars through new mechanisms that had superceded the CC-5 accounts,

Table 1. Amounts of Money Reported Laundered in the Tri-Border Area (TBA), 1992—
2001 (in US dollars)

Period Amount TBA Location of Activity
2000-2001 $12 billion per year™" TBA in general

2000 $25 billion*"” TBA in general

2000 $5 billion annual average™° Ciudad del Este

1998-99 $12 billion total®'’ Foz do Iguagu

1996-97 $18 billion total*"® Foz do Iguagu

1992-98 $70 billion total”"” Foz do Iguacu

1992-98 $30 billion total ™" Foz do Iguacu

12 The CC-5 account is a special account created by the Central Bank of Brazil, supposedly for foreigners, in order
to allow Paraguayan money to be more cheaply and quickly converted to dollars and deposited on the same day in
local Brazilian banks.

213 pedro Pablo Pefialoza, “Brasil prepara ‘el mayor juicio del mundo®” [Brazil Prepares the World’s Greatest Trial],
talcualdigital.com, ABC Color, August &, 2001, http://www talcualdigital.com/ediciones/2001/08/08/p22s2 . htm.

214 pedro Oviedo, “En la Triple Frontera se lavan doce mil millones de d6lares al afio del narcotrafico, segim un
informe official” [In the Triple Border US$12 billion Is Laundered Per Year From Narcotics Trafficking, According
to An Official Report], www.MisionesOnLine.net, no. 745, July 8, 2001, http://misionesonline.net/paginas/
action.lasso?-database=noticias3&-layout=webé&-response=noticia.html&id=11349&autorizado=si&-search, citing
Dr. Guido Rauber Lavado de Dinero: Triple Frontera —Work Paper N° 1, Prevencién de Adicciones y Control de
Drogas [Subsecretary of Drug Control and Prevention of Addictions], Ministry of Public Health of Misiones
Province, Argentina, updated version of December 31, 2000 (original date, August 2, 1999).

13 pedro Pablo Pefialoza, “Brasil prepara ‘el mayor juicio del mundo® [Brazil Prepares the World’s Greatest Trial],
talcnaldigital.com, 4BC Color, August 8, 2001, http://www talcualdigital.com/ediciones/2001/08/08/p22s2 . htm.

218 «paraguay: Lack of Control System on Border with Brazil Allows Currency Flight,” BBC Monitoring Americas
- Political [London], January 23, 2003, 1, citing 4BC Color Web site, January 22, 2003.

217 policarpo Junior, “Tem famosos no meio: Policia apura um bilionario esquema de remessa ilegal de dinheiro ao
exterior e ja tem nomes de gente graiida” [ They Have Famous People Among Them: Police Expedite a Billion-Real
Scheme for Remitting Illegal Money Abroad and Already Have the Names of Big-Shots], ¥eja on-line, no. 1,755
(June 12, 2002), http://veja.abril.com.br/120602/p_046.html.

2% Amaury Ribeiro Jr. and Sonia Filgueiras, “Sieve of Impunity,” /stoé [Internet version-www], February 5, 2003,
as translated for FBIS, “Brazil: Federal Police, FBI Unveil $30 Billion Money Laundering Scheme,” February 5,
2003 (FBIS Document 1ID: LAP20030203000075).

21 This paragraph is based entirely on Oviedo, citing Dr. Guido Rauber Lavado de Dinero: Triple Frontera —Work
Paper N° 1, Prevencion de Adicciones y Control de Drogas [Subsecretary of Drug Control and Prevention of
Addictions], Ministry of Public Health of Misiones Province, Argentina, updated version of December 31, 2000
{original date, August 2, 1999).

20 Marcelo Aguiar, with Mauri Konig, “Cascata de Délares” [Cascade of Dollars], Dinheiro na Web [SéoPaulo],
April 6, 2001, http://www terra.com.br/dinheironaweb/[ 89/financas/189_cascata_dolares.htm.

20 «Quadrilha lava R$ 30 bilhdes em dois anos” [Gang Launders 30 Billion Reais in Two Years], Correiro
Braziliense [Brasilia], November 16, 2000, hitp://www2.correioweb.com. br/cw/2000-11-16/mat 17077 him.
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In comparison with Ciudad del Este and Foz do Iguagu, Puerto Iguazi is not known as a
major money-laundering center, Instead, the third most important money-laundering center in the
TBA appears to be the popular tourist destination known as Iguagu Falls, which has many
foreign exchange bureaus. After receiving large deposits from various parts of Brazil, the
exchange shops of Tguagu Falls forward the money to nonresident CC-5 accounts in Paraguay. In
mid-2001, Brazil’s Public Prosecutor's Office, specifically the Organized Crime and Special
Investigation Division of the Federal Police (Policia Federal—PF), was investigating 212 cases

involving capital flight from Iguagu Falls totaling more than US$100 million, !

Ciuduad del Este

In the assessment of the U.S. Department of State, Paraguay is a principal money-

laundering center. Money laundering in the country is facilitated by the fact that the multi-billion

dollar contraband re-export trade is centered in Ciudad del

Este, which is outside the government’s regulatory scopﬁ:.222
There are no controls on the amount of currency that can be

brought into or out of the country, and there are no cross-

border reporting requirements. Little in the way of personal =

. . . Iguacu Falls
background information is required to open a bank account or
Source: Correiro Braziliense,

to make financial transactions in Paraguay; therefore, there isa | Qctober 30, 2002,

high incidence of money-laundering activities, Narcotics

trafficking generates an estimated 40 percent of money laundering in Paraguay.

Carlos Altemburger, chief of Paraguay’s antiterrorist unit, acknowledged in September
2002 that terrorists use the TBA to finance their operations by remitting large amounts of dollars
from Ciudad del Este to the Middle East.?** A minimum of US$5 billion, equivalent to 50
percent of Paraguay’s gross domestic product, is reportedly laundered annually in Paraguay,
practically all of it in Ciudad del Este.”** Money laundering is facilitated in Ciudad del Este by

the existence of more than 20 illegal foreign-exchange shops (Casas de Cambio, which are

21 Clarinha Glock, “Brazil-Paraguay: A Full Plate for Journalists,” Inter Ammerican Press Association, July 19, 2001,

http:/iwww.impunidad.com/atrisk/brasil_paraguay? 19 01E.html.

222 This paragraph is based in part on U.S. Department of State, ISCSR-2002.

22 «Eytrevista: trafico en Ja "triple frontera” {Interview: Traffic in the “Triple Border], BBCMundo.com, September

5”52,42002, http:/mews.bbe.co.uk/hifspanish/specials/2001_- 11 de septiembre 2002/newsid 2234000/2234706.stm.
Oviedo.
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225 At least half of them have no name, other than a

concentrated near the Friendship Bridge).
sign “foreign exchange.” The shops trade only dollars, reais, and guaranies. An estimated 50
percent of all banking transactions registered in Ciudad del Este belong to the category of illicit
transactions, in violation of Law 1025.72° US$3 billion is reportedly laundered annually in
Ciudad del Este from five principal sources: contraband, fraud, assaults, tax evasion, and

trafficking of drugs and weapons.**’

Foz do Iguacu

The exchange-evasion model used by Brazilian money
launderers ih the TBA consists of making deposits in
exchange houses in Foz do [guagu, from where they are
distributed into CC-5-type accounts in exchange houses in
Ciudad del Este.??® Foz do Iguagu reportedly had 13
exchange houses in late 2000, after 20 were closed on March
31, 2000, for operating illegally and engaging in laundering
activities.

A Foz do Iguagu prosecutor affirmed in early June

1999 that a mafia operates in Foz do Iguagu, where 40 percent

Alberto Yussef, one of Brail s

major dealers, laundered money of the local companies are fronts created only to faunder

for “Fernandinho Beira-Mar” money and to send it abroad,?®® Brazil’s PF found that
and was involved in the CC-5
Accounts Scheme. Brazilian industrialist Silvio Roberto Anspach, one of the

Source: Istoé OnLine, no. 1740 | biggest money launderers in Brazil’s history, centered his
(February 5, 2003).

money-laundering activities in Foz do Iguagu.”

The TBA and its CC-5 accounts played a central role in a major money-laundering

scheme uncovered by Brazilian and U.S. investigators in 2000 and involving many Brazilian

223 «“paraguay: Lack of Control System on Border with Brazil Allows Currency Flight,” BBC Monitoring Americas
— Political [London], January 23, 2003, 1, citing 4BC Color Web site, January 22, 2003.

26 Bartoloms, 9.

27 Bartolomé, 9, citing Camarasa and a staterent made in 2000 by the head of Holland>s ABN’s bank branch in
Ciudad del Este.

228 Bartolomé, 9.
% Mario Osava, “Ciudades de América Latina/Brasil: Lavado y fuga de capitales en la frontera con Paraguay”

{Cities of Latin America/Brazil: Laundering and Flight of Capital on the Border with Paraguay], Inter-Press Service,
June 6, 1999, http://ips.org/Spanish/mundial/indices/Correo/cor060605 1.htm.
B0 «Cyuadrilha lava,” Correiro Braziliense.
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government officials. In early 2002, a Brazilian police chief and two experts in Foz do Iguagu
money laundering traveled to the United States to investigate the Banestado bank.?*! At the end
of the investigation, they had uncovered 135 accounts controlled by 12 Brazilian dealers who
between 1996 and 1997 had remitted US$18 billion that were deposited into tax havens by
means of 35,000 accounts. In the operation, known as the CC-5 accounts scheme, the
investigators learned that the same account holders had sent more than US$12 billion to the same
accounts in 1998 and 19992

One can easily use the CC-5 account to launder money by opening an account in Ciudad
del Este in the name of a fictitious person and having the amount transferred back to Brazil.
During the 1996-99 period, the scheme mounted by Banestado helped hundreds of politicians,
traffickers, and smugglers to send, through the Brazilian dollar dealers, US$30 billion to
Switzerland and other tax havens,

The Foz do Iguacu CC-5 accounts scheme had six steps, as follows:**

% The individuals who wanted to send money abroad using irregular methods opened

contact with a group of 12 money exchangers in Foz do Iguagu;

+
X

The 12 money exchangers, all of whom own exchange houses based in Paraguay,

*

opened accounts in five banks in Foz do Iguagu, depositing a total of 12 billion reais.
The accounts were opened using about 2,000 phony names.
< From the five banks in Foz do Iguagu, the money was remitted abroad through CC-5

accounts;

*

< In the Banestado branch in New York, the money was deposited in 137 accounts, all

in the name of companies registered in off-shore havens;

1 Amaury Ribeiro Jr. and Sonia Filgueiras, “Sieve of Impunity,” Istoé [Internet version-www], February 5, 2003,
as translated for FBIS, “Brazil; Federal Police, FBI Unveil $30 Billion Money Laundering Scheme,” February 5,
2003 (FBIS Document 1D); LAP20030203000075).

B2 policarpo Junior, “Tem famosos no meio: Policia apura um bilionério esquema de remessa ilegal de dinheiro ao
exterior e ja tem nomes de gente granda” {They Have Famous People Among Them: Police Expedite a Billion-Real
Scheme for Remitting lilegal Money Abroad and Already Have the Names of Big-Shots}, Veja on-line, no. 1,755
{June 12, 2002), http:/fveja.abril.com.br/120602/p_046.html.

33 policarpo Junior, “Tem famosos no meio: Policia apura um biliondrio esquema de remessa ilegal de dinheiro ao
exterior e ja tem nomes de gente graida” [They Have Famous People Among Them: Police Expedite a Billion-Real
Scheme for Remitting Ilegal Money Abroad and Already Have the Names of Big-Shots}, Feja on-line, no. 1,755
{Tune 12, 2002), http:/fveja.abril.com.br/120602/p_046.htmi.
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% After closing the 137 accounts in New York, the money was remitied to the accounts
of 35,000 final beneficiaries, most of them held by juridical people, also located in
off-shore havens.

In early 2003, approximately 200 police inquiries into CC-5 accounts were frozen
awaiting a decision as to who is competent to continue the investigations.”* Of a total of about
700 police inquiries concerning money laundering, illegal remittances, and tax evasion, 500
cases remained within the jurisdiction of Foz do Iguagu. Although the investigations focus on
who are involved in the scheme, the ultimate objective is to trace some US$15 billion that left
Brazil through CC-5 accounts in Foz do Iguagu. Brazil’s Office of the Attorney General
estimates that more than 3,000 people are involved in the so-called Foz do Iguagu CC-5 accounts

scheme.

Other Organized Crime Activities in the TBA

Automobile Smuggling

Smuggling stolen cars is a booming business. Cars are stolen in Brazil and Argentina and
taken to Paraguay, and then fo Bolivia and beyond. In mid-2001, an Argentine security official
stated that an average of 6,000 automobiles are illegally taken out of Argentina every year, and
for the most part are sent to Bolivia and Paraguay, specifically Ciudad del Este.”* The cars
atrive in Ciudad del Este no more than 15 hours after being stolen in Buenos Aires. The business
in stolen cars, most of which are luxury models, is facilitated not only by lax border controls but
also by Paraguayan legislation. Private contracts are accepted as valid instruments under
Paraguayan law and can be legalized through a letter-writing procedure, without any requirement
for prior documentation. As a result, one can purchase a stolen Mercedes Benz worth US$50,000
for only US$10,000 in Ciudad del Este, or a BMW valued at US$40,000 for only US$7,000.%*

According to Paraguayan authorities, more than half of the 450,000 vehicles registered annually

24 “Investigation on CC-5 Accounts Paralyzed,” Cascavel Hoje [Foz do Tguagu}, February 5, 2003, as translated for
FBIS, “Highlights From the Tri-Border Press for the Week 3-7 February,” February 11, 2003 (FBIS Document 1D:
LAP20030211000124).

25 Bartolomé, 6.

6 Bartoloms, 6
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in Paraguay were acquired illegally. In addition, automobile theft in Brazil is under the
jurisdiction of the State Police, which apparently is not very effective in countering it.2%7

The TBA’s two principal centers of reception of stolen vehicles and smuggled goods are
Iguacu Falls on the Brazilian side and Ciudad del Este. They are also a corridor for trafficking in

drugs and arms, Some of the illicit cargo passes along an illegally opened road crossing the

Paranagua

- i
m;'__,-a LIPS S

" ATLANIIC

Buenos Alres ™ . OCEAN

Figure 2. Tri-Border Area and Key Roads Leading to It from Major Cities

Iguazt National Park, known as Rodavia del Colono.”*® The Asuncién-Paranagua Highway,
which passes near the falls, is also presumably used by smugglers (see Figure 2, Tri-Border Area

and Key Roads Leading to It from Major Cities).

237 s
Silva, 163,
238 Clarinha Glock, “Brazil-Paraguay: A Full Plate for Journalists,” Inter American Press Association, July 19,2001,

http:/fwww.impunidad.convatrisk/brasil paraguay7 19 01E.htnl.
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Counterfeiting and Piracy of Products
Argentina and Brazil

Argentina and Brazil are on the Priority Watch List of the copyright-oriented
International Intellectual Property Alliance (IIPA) as a result of intellectual property (IP)
infringements.”*” Both countries have had repeated problems with copyright protection and
enforcement. Street vendors selling fake products and pirated copies of goods ranging from
designer-label sneakers to auto parts have long been a part of life in Brazil in particular. More
than half of the business software and music CD market in Brazil is pirated, and as much as 40
percent of the cigarettes consumed in Brazil come from the black market. Industry experts also
estimate that one-fifth of the drugs on pharmacy shelves is produced illegally.**® Many of the
products being sold in Brazil are known to come into the country from the porous TBA.*

Brazilian officials have reported that the power behind the black market is organized
crime and international terrorism. The Arab comimunity in the TBA has been tied to the black
market trade in pirated goods, particularly CDs. In a series of probes, Paraguayan prosecutors
have alleged that pirated CDs were a main funding source for Islamic extremist groups, such as

Hizballah and Harmas (see Hizballah Fund-Raising in the TBA, Software Piracy, below).”*

Paraguay

Paraguay, with a thriving industry of pirated products, limited government support for
enforcement, an obstructionist judiciary, and ineffective customs, is considered a nightmare for
copyright and trademark owners. The International Anti-Counterfeiting Coalition (IACC)
identified Paraguay as a priority foreign country in 1998. Since then, imports of counterfeit CDs
and CD-ROMs from Hong Kong, Macau, Thailand, and Malaysia have only increased, making
Ciudad del Este the pre-eminent route into Latin America for counterfeits. In February 2000, the

IIPA identified Paraguay as the Latin American country causing the most serious problems

29 James Nurton, “Goodbye to A Difficult Year: The World's Leading 1P Practices,” Managing Intellectual
Property [London], June 2002, 56-70; IIPA 2002 “Special 301" Recommendations, hitp://www.tetratel.com/
custom/downloads/2002 Febl4 PIRACY%20L.OSSES.pdf.

20 patrice M. Jones, Chicago Tribune, “Pirated Goods Cripple Brazil's Economy, But Solutions Seen as Weak,”
Knight Ridder Tribune News Service, November 4, 2002, 1.

1 Patrice M. Jones.

2 patrice M. Jones.
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relating to intellectual property (IP) infringements.*** It became the only country to rank with
China as an IP violator.?** Paraguay earned this status because it serves as a major trans-
shipment point for pirated visual media products from Asia and also produces pirated products,
with organized crime elements controlling aspects of production and distribution. In 2000-02, the
pirates' strategy changed, with increasing imports of blank recordable CDs and local burners.
The IIPA estimates that 104 million recordable CDs were imported in 2001 alone. Many of these
discs turn up as pirated music in Brazil.

Total losses from product piracy in Paraguay in 2002 amounted fo an estimated
US$223.2 million.?* This figure reflects a nearly twofold increase since 1996, when U.S.
companies lost US$117.1 million in 1996 in piracy of products in Paraguay. Much of this
criminal activity has been linked to organized criminals based in Korea, Lebanon, Libya, and
Taiwan, and the local press has uncovered numerous examples of corruption.

A significant part of the contraband in Ciudad del Este originates in Asia, especially
Hong Kong, Taiwan, and Malaysia. These pirated products carry first-line brand names of U.S.
or Japanese companies. Three levels of falsification are used depending on the hierarchy of the
brand name concerned. For example, the same videocassette recorder can be purchased in
Ciudad del Este under the names Pana;ﬁc, Sony, or Aiwa.**® Most of the contraband
merchandise leaves Ciudad del Este along the same air, ground, or water routes that were used to
enter the city, that is, through Argentine and Brazilian territory. In the case of Brazil, one of the
main smuggling routes is along the illegally opened Rodavia del Colono, which cuts through
Iguazi National Park. Brazilian authorities have noted the existence of about 100 clandestine
airstrips in Paraguay adjacent to the border that are used for contraband and other smuggling to
Argentina and Brazil. An estimated US$1.5 billion worth of goods are moved annually.>*
Contraband transported by boat toward Argentina and Brazil from Ciudad del Este

crosses the Rio Parana and Itaipi Reservoir, which is the 1,350 square-kilometer artificial lake

23 James Nurton, “Goodbye to A Difficult Year: The World's Leading IP Practices.”

M IIPA 2002 “Special 301" Recommendations, hitp://www tetratel.com/custom/downloads/

2002 Febl4 PIRACY%20LOSSES pdf,

5 STR 2002 “Special 3017 Decisions and [IPA Estimated US Trade Losses Due to Copyright Piracy,
http:/Awww.iipa.com/pdf/2002 Julll Americas LOSSES.pdf

%6 Bartolomé, 6, citing Jorge Camarasa, “Declina la capital del contrabando,” La Nacidn [Buenos Aires], April 2,
2000.

7 Bartolomé, 6, citing Global Crime: International and Regional Cooperation Among Governments and Gangs
Alike, Transnational Communities Programme, 1998.
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on the Brazil-Paraguay border created by the Itaipu Dam. The contraband across the Parana
consists of general merchandise, whereas the contraband transported across the lake consists of
stolen automobiles, drugs, and Weapons.248

Many Brazilian tourists visit Ciudad del Este to purchase cheap consumer goods.
Although an estimated 90 percent of the products sold in Ciudad del Este, such as CDs and
videos, are counterfeit, their cheap prices make them popular. Contraband and counterfeiting of
products in the TBA is centered on about a dozen categories, including electronic equipment,
music CDs, videos, computers, athletic shoes, soft drinks, games, jewelry, textiles, perfume, and
cigarettes,”” By 1999, S#o Paulo tobacco companies had lost an estimated US$600 million as a
result of counterfeiting and contraband in Ciudad del Este of Brazilian cigarettes.”

The pirating and commercialization of contraband merchandise in Ciudad del Este is
facilitated by Paraguayan legislation, which permits the patenting in the National Brand Register
of international brand names that are not based in the country,”*! For example, a former minister

of industry and commerce patented “aspirin” under his own name and sued the multinational

Bayer company when it used the word.**

Internet Crime

According to a survey done by the British consulting firm mi2g, a company that serves
large banks and insurance companies by monitoring the actions of hackers on the worldwide
network of computers, in November 2002 Brazil became the world’s largest "exporter” of
Internet crimes, including identity theft, credit card fraud, violations of intellectual property
(piracy), and the invasion of sites for political protests.”>® Foz do Iguacu is regarded by Brazilian

authorities as one of the main centers of Brazilian Internet crime.?**

2% Bartolomg, 6.

9 Bartolomé, 5.

9 Bartolomé, 5, citing “Brasil, inquieto por el contrabando™ [Brazil: Concerned About Contraband), La Nacion
[Buenos Aires], March 4, 2000.

1 Bartolomé, 6, citing Jorge Camarasa, “Declina la capital del contrabando,” La Nacién [Buenos Aires), April 2,
2000.

252 Bartolomé, 6, citing Jorge Camarasa.

23 Marcelos Starobinas, Text Folha de Séio Paulo [Sao Paulo; Internet version-www; a center-left daily, eritical of
government in general; top-circulation newspaper], November 20, 2002, as translated for FBIS, “Study Reveals That
Brazil is World Leader in Internet Crimes,” November 20, 2002 (FBIS Document ID: LAP20021120000057).

24 International Intetlectual Property Alliance, 2003 Special 301 Report: Brazil, 2003, 62, hitp://www.iipa.com/

rbe/2003/2003SPEC301 BRAZIL pdf.
59 0L
;:;:?? QGVJ
ey o




Library of Congress — Federal Research Division Tri-Berder Area (TBA)

COMBATING ORGANIZED CRIME AND TERRORIST GROUPS IN THE TBA

The general security forces of Argentina, Brazil, and Paraguay have all been involved in
efforts to counter the use of the TBA by organized crime and terrorist groups. On May 31, 1996,
the three TBA nations established a “Tripartite Command of the Tri-Border” in an effort to better
control commerce and the large transient international population. The command draws on
members of the Paraguayan National Police, Argentina’s National Gendarmerie or border patrol,
Coast Guard (Prefectura Naval), and Federal Police units, as well as representatives from the
SIDE, the Argentine Consul's Office in Foz do Iguagu, the National Aeronautical Police, and the
Misiones Provincial Police; and the PF (Brazilian Federal Police), Mountain Infantry Battalion
no. 34, the State Intelligence Department, and the Brazilian Consul's Office in Ciudad del Este.
In 1998 the Tripartite Command was augmented with a security agreement among the three
countries to intensify their fight against terrorism, smuggling, money laundering and drug
trafficking, 2>

Despite this joint force, efforts by the TBA governments to counter organized crime and
terrorist groups in the TBA have been hindered by institutional problems of corruption,
inadequate funding and investigative capabilities, poor training, lack of motivation, inadequate
penal codes, and so forth. These factors, which are summarized below, help to explain how

organized crime and terrorist groups have operated so profitably in the TBA.

Security Forces
Argentina

Argentina’s principal law enforcement agency is the Argentine Federal Police, which is
under the jurisdiction of the Ministry of Interior and is involved in countering drugs.”® The

mission of the Argentine National Gendarmerie includes combating drug trafficking, organized

55 Mendel, citing Gendarmeria Nacional, Escuadrén 13 'Iguazil’: Estadisticas del funcionamiento del Escuadyon 13
Teuazy,’ (Puerto de Iguazd, Argentina: Gendarmeria Nacional, September, 2001); and "Argentina, Paraguay and
Brazil Sign Border Agreement," Press Summary, March 27, 1998, International Policy Institute for Counter-
Terrorism, Interdisciplinary Center Herzlia, http://www.ict.org.il; and RLG’s Eureka World Law Index,
http:/feurcka rlg.org/cgi-bin/zgate2.prod.

5 Scott D. Tollefson, “National Security,” Chapter 5 in Rex A. Hudson, ed., Argentina: A Country Study
{Washington, DC: Library of Congress, Federal Research Division, 1999), unpublished.
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crime, and terrorism.”’ The SIDE (Secretariat for State Intelligence) also appears to play a key
role in countering terrorist activities, Traditionally, the fight against organized crime is carried
out by a special operations unit within the security police and the Judicial Police.”*® The latter
operates under the authority of the court prosecutor in each province.?”

As a highly bureaucratic organization within the executive branch of government, with
the exception of the Judicial Police, Argentina’s police system, including the special unit, is
generally inefficient, and its investigative function is relegated to second place, after
maintenance of public order.?®® Lacking, in addition, any special incentives, the police are
ineffective in combating organized crime. Even the relatively autonomous but inadequately
trained Judicial Police have been unsuccessful in the fight against organized crime.

Occasional combined forces operations in the TBA appear to have caused only a
temporary inconvenience for organized crime. For example, in February 2000, Argentina’s
Secretariat of Internal Security sent 1,000 police officers and four boats of the Naval Prefecture
to the TBA to combat contraband.”®' The next month, the Argentine Air Force conducted a
surveillance operation that confirmed, within only three days, af least 15 illegal airstrips in the
northern Argentine provinces of Misiones and Corrientes. In addition, about 30 unidentified
flights mostly coming from Paraguay were detected.’®> Apparently, none were intercepted.

A 28-member Financial Intelligence Unit (Unidad de Informacion Financiera—UIF),
under the Ministry of Justice and Human Rights, began operating in June 2002 as an additional
interagency unit to prevent, control, and fight illegal asset laundering activities related to drug
and arms trafficking.”® The establishment of the UIF and the strengthening of anti-money-
laundering mechanisms befter positioned Argentina to prevent and combat money laundering

more effectively, in the assessment of the U.S. Department of State.”® Despite these measures,

7 The Argentine National Gendarmerie Web sife, http:/www.gendarmeria.gov.ar/ingles/texto/ing2.htm.

2% Antolin Almiron, 320.

% Kozameh, Ernesto Nicolés, Julio O. Trajtenberg, C.P. Nicolas Kozameh Jr., and Ezequiel Trajtenberg. Guide fo
the Argentine Executive, Legislative and Judicial System, July 15, 2001, http://www llrx.com/features/argentina.htin.
?6% This paragraph is based in part on Antolin Almiron, 322-27.

%1 Bartolomé, 7.

2 Bartolomé, 7.

63 <L ey 25246 Creacién de la Unidad de Informacién Financiera” [Law 25246, Creation of the Financial
Information Unit], Boletin Oficial [Buenos Aires], May 10, 2000, http://www.imolin.org/argtlaw2 htm.

24 U.S. Department of State, International Narcotics Control Strategy Report 2002 (INCSR-2002). Washington,
DC: Bureau for International Narcotics and Law Enforcement Affairs, March 2003 (U.S. Department of State,
ISCSR-2002), http:/fwww.state.gov/g/inl/rls/mrerpt/2002/html/ 17952 pf hitm.
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however, the Central Bank reportedly has been totally ineffective in prosecuting money
laundering.265

Corruption is a serious problem at all levels of the Argentine Police.?*® Police are pootly
paid, with a starting salary of around US$400 (400 pesos) a month rising to about US$2,000
(2,000 pesos) a month for a captain. For the past 20 years, the Argentine police reportedly have
been involved in organized crime. For example, the white van used in the AMIA attack was
traced to Police Commissioner Juan José Ribelli, who had long been suspected of using his
position to traffic in stolen automobiles to Paraguay.”®” In 2002, a lawyer at the Center for the
Prevention of Police Repression (Coordinadora Contra la Represidn Policial e Institucional—
Correpi), stated that “in the last decade, there has not been any major illegal business without
police participation, from prostitution to gambling, robbery, or kidnapping.”*®

The inadequacy of Argentina’s penal code for combating organized crime seems
typical of the three TBA countries. Argentina’s Penal Code has not defined organized
crime legally; its penal law is, in fact, “typical,” meaning that criminal behavior must be
exactly defined in the Penal Code.”® Judicial and legal analogy in penal matters is
forbidden. The Penal Code lacks the necessary doctrine of “illicit association,” which
defines organized crime, such as a conspiracy by three or more persons to commit
offenses through an organization. With the exception of laws related to drug matters,

Argentina does not have special laws to fight against organized crime.?”

265 pedro Oviedo, “En la Triple Frontera se lavan doce mil millones de délares al afio del narcotréfico, segin un
informe official” {In the Tripte Border US$12 billion Is Laundered Per Year From Narcotics Trafficking, According
to An Official Report],www.MisionesOnLine.net, no. 745 (July 8, 2001), http:/misionesonline.net/paginas/
action.lasso?-database=noticias3&-layout=web&-response—noticia.html&id=11349&autorizado=si&-search; and
“The Fight Against Money Laundering,” La Nacidn [Buenos Aires; Internet version-www], February 24, 2003, as
translated for FBIS, “Argentina: Daily Calls for Full Support of Agency Created to Fight Money Laundering,”
February 24, 2003 (FBIS Document ID: LAP20030224000052),.

28 This discussion is based in part on U.S. Department of State, “Argentina,” Country Reports on Human Rights
Practices — 2001 (Washington, DC: Bureau of Democracy, Human Rights, and Labor, U.S. Department of State,
March 4, 2002), hitp://www.state.gov/g/drl/rls/hmpt/2001/wha/8278 htm.

%7 Tunger, 199.

6% «Delinquent; Politics in Argentina (Argentina's Crime Wave),” The Economist [London], October 5, 2002.

%6 This paragraph is based in part on Hugo Antolin Almiron, “Organized Crime: A Perspective from Argentina.”
Chapter 14 in Jay S. Albanese, Dilip K. Das, and Arvind Verma, eds., Organized Crime: World Perspectives (Upper
Saddle River, New Jersey: Prentice Hall, 2003), 318-19.

20 Antolin Almiron, 327.
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Brazil

Public security in Brazil is largely the responsibility of state governments. In contrast
with its Argentine counterpart, Brazil’s PF (Federal Police) force is very small and primarily
investigative.”” It plays only a minor role in routine law enforcement. Its purpose is to
investigate criminal offenses of an interstate or international nature; to prevent and suppress
illicit traffic in narcotics and related drugs; to perform the functions of a coast guard
(enforcement only), air police, and border patrol; and to perform the functions of the judicial
police.2” A task force made up of the Civil and Military Police, the PF, the Federal Highway
Police, the Municipal Guard, and, in some cases, the Armed Forces has operated in Foz do
Iguagu since April 2001 2" The frequency of money laundering around the region of Foz de
Iguacu is of concern to the Brazilian government because of the TBA’s high occurrences of
intellectual property violations and illicit commerce, and because the TBA is believed to be a
haven for smuggling and arms trafﬁcking.274

Although some Brazilian police forces are known to be highly professional, a December
2000 Argentine report indicates that a supposed connection has been established between the
Civil Police of Foz do Iguagu and a narcotics network that operates in the Brazilian and
Paraguayan parts of the TBA. The chief of Civil Police of Foz do Iguagu, who has been
suspended, was involved.?” The effectiveness of Brazil’s police forces in fighting organized
crime and terrorist groups in the TBA is hindered by a general lack of respect for human rights
(which makes much of the population fear the police at least as much as most Brazilians fear the
criminals), widespread corruption and involvement in crime, and a general failure of the

Brazilian government to address its serious problems.

1 This discussion is based in part on Scott D. Tollefson, “National Security,” Chapter 5 in Rex A, Hudson, ed.,
Brazil: A Couniry Study (Washington, DC: Library of Congress, Federal Research Division, 1998), 400-402; and
U.S. Department of State, “Brazil,” Couniry Reporis on Human Rights Practices — 2001 (Washington, DC: Bureau
of Democracy, Human Rights, and Labor, U.S. Department of State, March 4, 2002), hitp://www.state.gov/g/drl/ris/
hrpt/2001/wha/8305 htm,

*72 Silva, 169.

23 Miriam Karam, 840 Paulo Valor [financial daily, published jointly by the Folha and Globo media conglomerates;
Internet version-www], May 20, 2002, as transiated for FBIS, “Brazil: Federal Police Denies Presence of Terrorist
Cells in Foz do Iguacu” (FBIS Document I LAP20020520000040).

24138, Department of State, Fufernational Narcotics Control Strategy Report —2002 (Washington, DC: Bureau for
International Narcotics and Law Enforcement Affairs, March 2003), hitp://www state.gov/g/ink/rls/
nrempt/2002/Mtml/17952pf him,

5 Oviedo, citing Dr. Guido Rauber Lavado de Dinero: Triple Frontera—Work Paper N° 1, Prevencién de
Adicciones y Control de Drogas [Subsecretary of Drug Control and Prevention of Addictions], Ministry of Public
Health of Misiones Province, Argentina, updated version of December 31, 2000 (original date, August 2, 1999).
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The Brazilian government’s attitude toward the existence of a terrorist problem in the
TBA is also a factor. The government has insisted that there is no evidence of terrorist financing
in the area, and it has been generally dismissive of reports of terrorists operating in the area.”’
Nevertheless, Article 4 of Decree 3,755, issued on February 19, 2001, blocks all funds from
being sent from Brazil to Osama bin Laden or to companies, associations, or people linked to
him. At least three of the decree’s articles refer to the Arab terrorist threat.%”’

In March 1998, Brazil’s Congress adopted a law authorizing the shooting down of
intercepted airplanes that fail to obey signals of the intercepting pilots who patrol the border with
Paraguay, but the measure has yet to be implemented. In May 2001, in an effort to interdict

contraband, the PF established an air base in Foz do Iguagu, from where its aircraft patrol the Rio

Parand and the Itaipn Reservoir.””® On August 22, 2002, in an effort to strengthen border

controls, the PF began suppressing illegal activities in
the TBA’s Friendship Bridge area, specifically along
the Parana.”” The operation was aimed at preventing
smugglers and traffickers from using the river for their

operations after customs officers increased the traffic

control on the head of the bridge. Joaguim Mesquita,

chief of the Foz do Iguagu PF, reported that the main PF

3

drug enforcement actions in 2002 in the TBA included Special policemen on patrol in Ciudad

del Este
the confiscation of 12.7 tons of marijuana and of 30 Source: New York Times, September
kilograms of cocaine mostly coming from Bolivia and 27, 2001.

178 Bor example, see “Brazil: Minister Denies Existence of Terrorist Cell in Triborder Area,” BBC Monitoring
Americas—Political [London], November 9, 2002, citing text of report by Edson Luiz published by Brazil’s
Agencia Estado, November 9, 2002; Carmen Gentile, UPI, “Brazil Denies Terror Groups in Region,” The
Washington Times, November 11, 2002, http://www.washingtontimes.com; Hala Kilani and Cilina Nasser, “Brazil
Dismisses US-Israeli Terror Claims; Ambassador Says “I'ri-border Area' Is Well Policed,” The Daily Star
IIndependent Beirut paper; Infernet version-www], February 14, 2003, as transcribed for FBIS, “Brazilian
Ambassador to Lebanon Denies Terrorist Activitics in Tri-Border Area,” February 14, 2003 (FBIS Document 1D:
GMP200302140060022).

27 Edson Luiz, “Brasil blogueou bens de Bin Laden antes dos EUA” [Brazil Blocks bin Laden Funds Before the
USA], Qestadao.com, Setembro 24, 2001, hitp://www.estadao.com.br /agestado/noticias/2001/set/24/305 .hitm.

28 Bartoloms, 7.

19 “Brazilian Federal Police (PF) Launches Gigantic Operation—Ciudad del Este,” Vanguardia |Ciudad del Este],
August 26, 2002, as translated for FBIS, “Highlights: Brazil - Paraguay Triborder Press 26-30 Aug 02,” Tri-Border
Press Highlights, September 2, 2002 (FBIS Document ID: LAP20020902000038).
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Colombia.*® Undoubtedly, those seizures constitute only a small fraction of the drug traffic. In
late 2002, Brazilian authorities reinforced security controls in the Friendship Bridge area by
installing two 360-degree panoramic vision surveillance posts (POVs} and by posting 70 agents

to the area.?®!

Paraguay

Information on capabilities of the 200-member Paraguayan police force in Ciudad del
Este is lacking, but it is clearly not an effective force, and it is suspected of corruption.”®* A
general lack of confidence in the local police may be reflected by the fact that the city’s 6,000
shops, 36 banks, and 15 money exchanges all have their private guards. By October 2001, as
authorities in Paraguay increased surveillance of the country's Arab immigrants, there were
charges that police were extorting large sums of money from some merchants in the TBA in
return for not detaining them.

At the national level, the Secretariat for Prevention and Investigation of Terrorism in
Paraguay (Secretaria de Prevencién e Investigacion del Terrorismo de Paraguay—Seprinte) has
been in the forefront of operations and arrests carried out in the Paraguayan sector of the TBA
since the September 11, 2001 attacks in the United States. This relatively small antiterrorist
organization is a department of the police and works with anti-money-laundering agencies,
including the Financial Analysis Unit (Unidad de Andlisis Financiera—UAF).** The
establishment of the UAF under the Attorney General’s office in July 2002 was expected by the
U.S. Department of State to enhance cooperation at the working level and to improve the

Attorney General’s ability to investigate money laundering and terrorist ﬁnancing.285 The UAF,

0 «“Federal Police's Annual Report,” 4 Gazeta do Iguacu [Foz do Iguagu], January 24, 2003, as translated for FBIS,
“Tri-Border Press for the Week of 23-31 January,” Tri-Border Press Highlights, February 4, 2003 (FBIS Document
1D: LAP20030204000134).

1 «Qurveillance System on Friendship Bridge,” A Gazeta do Iguagu, November 6, 2002, as translated for FBIS,
“Highlights: Brazil - Paraguay Triborder Press 4-15 Nov 02,” November 21, 2002 (F2IS Document 1D:
LAP20021121000006).

282 This paragraph is based in information from Ricardo Grinbaum, “In Paraguay, Smugglers' Paradise,” Worid
Press Review 43, no.1 (January 1996): 25-26 (reprinted from Feja).

83 Bill Rogers, “Arabs Accuse Paraguay Police Of Extortion,” Middle East News Online [Durham, North Carolina],
October 4, 2001.

84 Location: Juan E. O’Leary 165, esq Benjamin Constant, Asuncién (Tel.: (+595) 21 452 411/412; Fax: (+595) 21
451 6335; E-Mail: seprelad@conexion.com.py).

255 This paragraph is based in part on U.S. Department of State, ISCSR-2002.

65




Library of Congress — Federal Research Division Tri-Border Area (TBA)

which is recognized by the U.S. government and the Egmont Group as a financial intelligence
unit, has purview only over financial institutions.?*

In addition to establishing the UAF, the Paraguayan government has carried out limited
efforts to combat terrorist financing, Nevertheless, Paraguay has limited resources to investigate
and prosecute money-laundering cases. Investigations are carried out by a small financial crimes
investigative unit, the Unit for Investigating Financial Data (Unidad de Investigacion de Datos
Financieros—UIDF). Because there are only about 200 prosecutors nationwide for a population
of 5.5 million, money-laundering investigations in Paraguay are assigned to a single prosecutor.
Furthermore, government corruption is an ongeing problem related to Paraguay’s money
Jaundering and money-laundering investigations.®’

Other than the draft Antiterrorist Law that was introduced in the Chamber of Deputies in
2002 and remains under consideration, the Paraguayan government currently has no specific
laws criminalizing terrorism or terrorist financing.”®® Paraguay has adopted provisions to cover
conduct that would be considered terrorist acts, but most of these acts do not carry a sentence of
more than five years, nor are they considered predicate offenses for money laundering. Although
some existing legislation allows for counterterrorist police operations, the lack of any legislation
specifically targeting terrorist activities has greatly impeded the efforts of the Paraguayan

Antiterrorist Police. Paraguay also lacks the investigative capabilities to track the terrorists’

financial transactions.

The TBA’s Immigration Control Problem

The TBA is known for its lax immigration controls. It is common knowledge that anyone
in the region can easily obtain a false passport, birth certificate, driver’s license, and other
documents through corrupt officials. Relatively few members of the Asian, Arab, and other
ethnic communities in the TBA are believed to be legally registered. Paraguay’s Vice Interior

Minister Mario Agustin Sapriza pointed out on May 3, 2001, that the Immigrations Department

86 This paragraph is based in part on U.S. Department of State, ISCSR-2002.

7 This paragraph is based in part on U.S. Department of State, ISCSR-2002.

8 “paraguay: US Official Says Tri-border Area Source of Islamic Terrorism Funding,”

BBC Monitoring Americas — Political [London], May 25, 2002, citing ABC Color Web site, May 23, 2002.
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is where most difficulties are found in preventing the TBA from being used by Islamic
extremists.**’

Aurrests in Ciudad del Este in 2001 showed how typical it is for suspected Islamic
extremists in the TBA to be without valid identity documents. One individual arrested in May by
Paraguay’s Federal Police at the Ciudad del Este Airport had 17 fake Lebanese passports in his
possession.?”® On September 21, Paraguayan police carried out two operations in Ciudad del
Este and nearby Encarnacién in which 17 Arabs were arrested, all of whom had false identity
documents and had no entry documents registered by the Department of Immi gration.291 The
FBI identified three of arrested individuals as having close ties to Hamas and the Lebanese Al-
Kaffir group. Reportedly, they collected funds for these terrorist groups to support terrorist plots
against the United States.” Another who escaped the police round-up in Encarnacién is the
Egyptian Khaled Ta Qe El Din, who is an important figure in the Arab community of Foz do
Iguagn and Ciudad del Este and believed to be a bin Laden follower and a member of an
Egyptian terrorist organiza’fiom.293

In early October 2001, high-level sources in Argentina’s Ministry of Interior called
Brazil's immigration control system for the TBA a problem.?®* Argentina places its emphasis on
immigration contmi;mthe border crossings, while Brazil's control operations are located

somewhat deeper inside its territory. In 2002, Brazilian authorities established controls on the

roads several kilometers from Foz do Iguagu.

# ABC Color [Internet version-wwwi, May 4, 2001, as translated for FBIS, “Paraguay: Vice Interior Minister
Confirms Presence of ‘Dormant Islamic Terrorist Cells™ (FBIS Document ID: LAP20010505000002).

2% Mario Danie] Montoya, “War on Terrorism Reaches Paraguay’s Triple Border,” Jane’s Intelligence Review 13,
no. 12 {December 2001): 13; and “Policiais viajain em vdos internos argentinos™ [Police fly on internal Argentine
flights], Oestado.com.br, September 19, 2001, http:/fwww.estadao.com. br/agestado/noticias/2001/set/19/207 hitm.
21 James Mack, Deputy Assistant for International Narcotics and Law Enforcement Affairs, “Providing Support to
Counternarcotics and Other Anti-Crime Efforts,” Testimony Before the House Committee on International Relations
Subeommnittee on the Western Hemisphere, Washington, DC, October 10, 2001, http://www.state.gov/g/inl/rlsirm/
2001/sep_oct/6215.him; and Bartolomé, 14, citing “Tuez confirmd la prision de los 13 drabes” [Judge Confirms
Prison for the 13 Arabs), Noficias, September 25, 2001. According to the list released to the press, the 11 who were
charged included: Mohamed Jassin, Yehya Hamed Kaddoura, Abdel Nasser Waked, Assen Mohammed Waked,
Yazzed Khalil Abu El Hawa, Rateb Ahmad Ayoub, Samir Nazih Jbara, Jehya Fallez Hussein, Hassan Abdalah
Halawi, Kassen Mohamed Fawaz, and Sufidan Asfour Mahamad Asfour.

22 Bartolomé, 15, citing “Paraguay lanza operative contra el terrorismo™ [Paraguay launches operation against
terrorism|, £l Nuevo Herald |Miami], September 23, 2001,

% Bartolomé, 15, citing “Egipcio estd sendo investigado pela PF” [Egyptian is being investigated by PF], O Estado
de Sdo Pawlo, September 24, 2001,

2% La Nacién {Buenos Aires], October 3, 2001, as translated for FBIS, “National Border Guard Commander: Tri-
Border Area Hotbed of Sleeper Cells,” October 3, 2001 (FBIS Document 1D: LAP20011003000015).
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CONCLUDING POINTS
The TBA as a Haven and Base for Islamic Terrorist Groups

This assessment of open sources pertaining to the TBA during the 1999-June 2003 period

concludes that;

“ various Islamic terrorist groups, including the Egyptian Al-Jihad (Islamic Jihad) and
Al-Gama’a al-Islamiyya (Islamic Group), Hamas, Hizballah, and al Qaeda, probably
have a presence in the TBA,;

+ Hizballah and al Qaeda are probably cooperating in the region, but definitive proof of
this collaboration, in the form of a specific document, did not surface in this review;

% Islamic terrorist groups are using the TBA for purposes of safe haven, fund-raising,
money laundering, recruitment, training, plotting, and other terrorist-related activities;

% terrorism within the TBA by Islamic terrorist groups has been limited to selective,
mafia-like assassinations of business or community leaders who may be opposing
their interests;

“ the Islamic fundamentalist groups’ activities in the TBA are in support of their
international organizations and the Islamic jihad agaiﬁst the United States and U.S.
allies;

% Hizballah has reaped hundreds of millions of dollars in profits from narcotics and
arms trafficking, product piracy, and other illicit activities in the TBA;

a substantial number of members of the Islamic terrorist groups in the TBA have

\7
e

probably moved out of the region since late 2001 to other areas of South America,
such as Chile, Uruguay, and Venezuela, where they may be under less pressure by
security forces than in the TBA; and

% if TBA-based Hizballah and al Qaeda operatives are plotting any anti-U.S. terrorist
attacks, their most likely targets would be U.S. embassies and consulates in South

America.

The TBA as a Center for Organized Crime

This assessment also concludes that:
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% the TBA is highly popular with other organized crime groups, which use the region to
launder billions of dollars every year and to earn multi-million-dollar profits by
engaging in narcotics and arms trafficking and other illicit activities;

++ an informal tripartite alliance exists among the Islamic terrorist groups, the organized
crime mafias, and the many corrupt government or police officials in the TBA and
elsewhere in the TBA countries;

% this informal alliance appears to be primarily oriented toward reaping multi-million-
dollar profits from illicit activities;

% various Chinese Mafia groups operate in the TBA and are attempting to expand their
activities into Argentina and elsewhere;

%+ the Chinese and Russian (Chechen) mafias reportedly are collaborating with the
Islamic terrorist groups in the region, especially with al Qaeda;

% the Hong Kong Mafia, which has close relations with the Hizballah network in the
TBA, is particularly active in the product-piracy business; and

% indigenous Argentine, Brazilian, and Paraguayan mafia groups are also actively

involved in the TBA.

Efforts to Counter Organized Crime and Terrorism in the TBA

This assessment also concludes that:

% widespread corruption at all levels of government and police in the three TBA
countries is facilitating the activities of the Islamic terrorist groups and organized
crime in the TBA,;

% the capabilities of the security and investigative forces in the TBA are inadequate for
ridding the region of the Islamic terrorist groups, organized crime mafias, and corrupt
officials who do business with them; and

“ laws for combating terrorist fund-raising, money laundering, organized crime

*

activities in general, and official corruption are also inadequate.
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APPENDIX
Alleged Operatives of Islamic Fundamentalist Groups in the TBA
Barakat, Assad Ahmad Mohamad (Hizballah)

Assad Mohamed Barakat, 37, is generally identified as Hizballah’s military (i.c., terrorist)
operations chief in the TBA, as well as its chief fund-raising officer in the Southern Cone. The

U.S. Department of State has also reportedly identified him as connected to the al-Gama’a al-

295

Islamiyya (Egyptian Islamic Group).”” He is also believed to be heavily involved in Hizballah

funding operations in the region. Following the September 11,
2001, terrorist attacks in the United States, an international
arrest warrant was issued for his arrest, and as a result Barakat
fled the TBA in October 2001. He was indicted in Paraguay on
charges of association for criminal purposes, abetment of
crime, and tax evasion.?®® Brazilian authorities arrested Barakat

m Foz do Iguagu on June 22, 2002, and imprisoned him in

Brasilia, where he has been awaiting a decision from the

AR : Federal Supreme Court on an extradition request from
Assad Barakat awaiting
extradition to Paraguay
Source: ABC Color, June 9, Brazilian Federal Supreme Court ruled to extradite Barakat to

2003 Paraguay.*”®

Paraguay.””’ In mid-December 2002, the plenum of the

295 «Barakat To Be Exiradited: Slippery Barakat Caught by Federal Police Hands,” Ulfima Hora, June 24, 2002, as
translated by FBIS, “Highlights: Paraguay Press,” June 24, 2002, (FBIS Document ID: LAP200620624000088).

26 «Another Serious Charge Pending Against Barakat,” Vanguardia [Ciudad del Este; Internet version-www], June
26, 2002, as tranglated for FBIS, “Paraguay Press Highlights,” June 26, 2002 (FBIS Document 1D
LAP20020626000113); and Héctor Rojas and Pablo Vergara, La Tercera de la Hora [Santiago; a conservative, pro-
business, top-circulation daily, Internet version-www}, November 8, 2001, as translated for FBIS, “Chilean Police
Examine Link to Alleged Triborder Hizballah Finaneial Network,” November 8, 2001 (FBIS Document ID:
LAP20011108000085).

7 Jose Maschio, reporting on telephone interview between Assad Ahmad Barakat and Agencia Folha on November
18, 2002, from his prison cell in Brasilia, Folha de Séo Peardo (Internet version-www), November 19, 2002, as
translated for FBIS, “Brazil: Barakat Denies Involvement in Terrorism; Views '‘Economic Plot' Against Him” (FBIS
Document ID; LAP20021119000039).

28 “Brazilian Federal Supreme Court Rule To Extradite Barakat,” ABC Color [Internet version-www], December
20, 2002, as translated for FBIS, December 20, 2002 (FBIS Document ID: LAP20021220000015).
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A Lebanese by birth, Barakat left civil-war-torn Lebanon at age 17 and emigrated to
Paraguay with his father. After a few years as a street peddler, he opened Apollo Import-Export,
a stall in the Page shopping gallery in Ciudad del Este. Since then, he reportedly has accumulated
numerous companies, including the Mondial (World) Engineering and Constraction company,
with offices in Ciudad del Este and Beirut, as well as numerous

properties. Ahmad is the brother of priest Akraam Ahmad

Barakat, who reportedly is also a high-ranking leader of Iran's
Hizballah.””

Barakat’s Paraguayan passport reportedly indicates that

he was last in the United States in April 2000. His visa was
revoked after his name appeared on the U.S. Department of

State’s list of “suspected terrorists.” Barakat has acknowledged

owning businesses in Chile and the United States (Miami and

New York). 300 Barakat at home in Foz do
Iguagu

Source: Isto August 11, 2001

Fayad, Sobhi Mahmoud (Hizballah)

Sobhi Mahmoud Fayad, who claims to be a Lebanese businessman but is widely reported
to be a key Hizballah operative, was arrested at the Page shopping gallery in Ciudad del Este on
November 8, 2001, on charges of being an alleged member of an organization that remits funds
to the Islamic Middle East armed struggle.*®® Documents found at the Apollo shop owned by
Assad Ahmad Barakat allegedly incriminate Sobhi Fayad. On the basis of the documents, it was
alleged that Sobhi Fayad, who had not paid taxes since 1992, was sending large sums of money
to banks in Lebanon almost daily. He remained under arrest in the Special Operations Police
Force unit in Asuncidn, together with his brother Salhed Fayad, until he was released on bail in

ecarly October 2002. On November 21, 2002, Sobhi Mahmoud Fayad submitted to public trial for

9 Special Correspondents Vladimir Jara Vera and Dany Ortiz, ABC Color [Internet version], December 23, 1999,
as translated for FBIS, “Police Conduct Operation to Intimdate Islamic Extremists,” December 23, 1999 (FBIS
Document ID; FTS19991223001521).

3% g Tercera de la Hora [Internet version-www], November 14, 2001, as translated for FBIS, “Hizbaltah-Linked
Businessman Acknowledges Having Businesses in Chile, US,” November 14, 2001 (¥BIS Document 1D:
LAP20011114000075200).

*M ABC Color [ Web site], November 9, 2001, as cited by “Paraguay: Lebanese Man with Alleged Hezbollah Links
Arrested in Ciudad del Este,” BBC Monitoring, November 9, 2001.
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tax evasion. He was indicted for running a business without accounting books, using falsified
public documents, and tax evasion in 1998 and 1999.%%

Paraguayan authorities reportedly believe that Sobhi Fayad, along with Barakat and
fugitive Ali Hassan Abdallah, are the coordinators of a Hizballah financial network in the TBA.
In addition, Fayad is a brother of an important Hizballah member in Lebanon. Authorities regard
Fayad as one of the main Hizballah chiefs assigned to the TBA.*® Police found in his possession

documents for funds sent to Canada and Lebanon, Fayad’s

influence within the Lebanese community in the TBA was
emphasized by reports that he was seen in the company of the
new Lebanese ambassador in Paraguay, Hicham Hamdam, who
presented his credential in Asuncién in October 2001, on
various occasions when the diplomat attended local activities.
A letter that Fayad received from Lebanon allegedly proves
that in 2000 alone he sent more than US$3.5 million to the
“Martyr” Social Beneficent Organization, which is linked to the
Hizballah and which looks after children whose parents died at
the service of the Hizballah and who are considered martyrs.>**

Investigators confirmed the presence of Fayad at an Al-

Mukawama operations center. According to Interior Ministry

sources, he appears in one of the surveillance photos chatting

Alleged Hizballah leader So
Mahmoud Fayad (right) talks
with Iman Tareb Khasraji at an 2001.3%
Al-Mukawama base in Brazil.

Source: ABC Color [ Asuncidn];
cropped image; January 16,2002. | paragyayan authorities had arrested him in 1998, while he was

with Iman Tareb Khasraji (on left in photo) in early November

Fayad initially became a fugitive in October 1998.%%

*4BC Color [Internet version-www]|, November 22, 2002, as translated for FBIS (FBIS Document ID:
LAP20021122000047).

303 1 ibanés preso no Paraguai ¢ "peso pesado” do Hezbollah, diz policia” (Lebanese Imprisoned in Paraguay Is a
Hizballah Heavyweight, Police Say), estadao.com.br {Website of O Estado de Sdo Pauio], November 9, 2001,

3% Roberto Cosso, “Extremistas receberam US$50 mi de Foz do Iguagu” (Extremists Received US$50 million from
Foz do Iguagu), Folha de S. Paulo, December 3, 2001; and ABC Color [Internet version-www], May 28, 2002, as
transkated for FBIS, “Paraguay: Daily Reports More Evidence of Barakat's Contributions to Hizballah,” May 28,
2002 (FBIS Document 1D: LAP20020528000073).

35 4BC Color [Internet Version-www], Jannary 16, 2002, as translated for FBIS, “Paraguay: Court Investigates
Hizballah Base Photos” (FBIS, LAP200620116000091).

¥ Bartolomsé, 15.
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observing the U,S. Embassy in Asuncion, either before or after requesting an appointment in the
facility. He was later released after cooperating with authorities.”® In October 1999, Fayad was
again arrested in front of the U.S. Embassy in Asuncion, after having requested a visa. On that
occasion, he was questioned on the basis of the suspicions of U.S. officials, but he was later

again released for lack of evidence against him,

Mehri, Ali Khalil (Hizballah)

The relationship between the TBA underworld and Middle East terrorism became clearer
in February 2000, when Paraguayan authorities arrested Ali Khalil Mehri, 32, a newly

naturalized Paraguayan citizen born in Lebanon. Considered one of the principal Hizballah fund-

raisers in the TBA, Mehri was arrested during a

police raid of his apartment at the Panorama I1
building in Ciudad del Este on February 25, 2000.
Shortly thereafter, he escaped and has eluded
Interpol’s attempt to capture him.’®® At the time
that Mehri disappeared, Argentine authorities

were interested in questioning him in connection

with the two unsolved bombings of Israeli targets | Afiermath of the bombing of the Argentine-
. . . Israeli Mutual Association (AMIA), Buenos
in Buenos Aires in the early 1990s—that of the Aires, July 18, 1994

Isracli Embassy on March 17, 1992, and a Jewish Source: www.terra.com. AP

community center (AMIA) on July 18, 1994.>%

Reportedly, Merhi had access codes to restricted Web sites that promote international

terrorism, and when they raided his apartment, police found software that he allegedly was
distributing to raise money for Al-Mugawamah.*'® The software features film footage of terrorist
attacks and inferviews with suicide bombers before they died. It also provides a bank account

number in Lebanon, where money could be sent to support Al-Mugawamah. In a certified

397 ¢ ibanés preso no Paraguai.”

108 4BC Color, November 5, 2001, as translated for FBIS, “Barchini's Calls Under Scrutiny, New Antiterrorist
Officials,” November 5, 2001 (FBIS Document ID: LAP20011105000019).

% Kevin G, Hall, “Officials Link Pirated Goods in Paraguay to Terrorism: Money Sent on to Hezbollah,” San
Diego Union —Tribune, April 15,2001, A19.

0 Hall, San Diego Union —Tribune.
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translation of the CD's Arabic contents, an unidentified radical leader exhorts listeners to strike at
the United States and Israel.*!

Other documents seized during the raid included fund-raising forms for a group in the
Middle East named Al-Shahid, ostensibly dedicated to “the protection of families of martyrs and
prisoners,” as well as documents of money transfers to Canada, Chile, Lebanon, and the United
States of more than US$700,000.>' British intelligence subsequently identified Mehri as a
potential al Qaeda financier.’" Paraguayan authorities charged Mehri with piracy of computer
programs and CDs and with selling millions of dollars of counterfeit software and funneling the
proceeds to Hizballah. Apparently aided by his large campaign contributions to powerful
members of Paraguay’s tuling Colorado Party, Mehri escaped from prison in June 2000 and fled
to Syria.*'* In late September 2001, he was located in Syria, and Paraguay asked Interpol to

arrest him, but he managed to escape.315

Mukhlis, El Said Hassan Ali Mohamed (al-Gama’a al-Islamiyya)

Argentina’s Secretariat for State Intelligence (SIDE) has investigated the Egyptian Al-
Sa'id Ali Hasan Mukhlis (also spelled Mokhles), 31, who has been identified as having contacts
with Saudi Arabian members of a group of Osama bin Laden militants in the TBA. Mukhlis, an
Egyptian who had trained in Afghanistan and lived in Saudi Arabia and was a member of the
Islamic fundamentalist group al-Gama’a al-Islamiyya, was suspected of participating in the
massacre of 62 foreign tourists at Luxor, Egypt, on November 17, 1997. A native of the coastal
city of Port Said, Mukhlis left Egypt in the early 1990s, fearing random arxests of Al-Gama'a

members.

" Hall, San Diego Union —Tribune.

312 «Comandos terroristas se refugian en la triple frontera™ (Terrorist "Commandos" Hide in the Triborder Region),
FEl Pais {Colombia], November 9, 2001.

B Roslyn A. Mazer, “From T-Shirts to Terrorism: That Fake Nike Swoosh May Be Helping to Fund Bin Laden's
Network,” Washington Post, September 30, 2001, B2. The U.S. Embassy cancelled the visa issued to Deputy Angel
Ramén Barchini to enter the United States because of his alleged links with suspicious Arab extremists, including
Mehri, whose escape he allegedly abetted. See ABC Color, November 5, 2001, as translated for FBIS, “Barchini's
Calls Under Scrutiny, New Antiterrorist Officials,” November 5, 2001 (FBIS Document ID: LAP20611105000019).
M Roslyn A. Mazer, “From T-Shirts to Terrorism: That Fake Nike Swoosh May Be Helping to Fund Bin Laden's
Network,” Washington Post, September 30, 2001, B2.

*®Bartolomé, 11, citing “Detectan en Siria presencia de megapirata libanés profugo” [Lebanese megapirate fugitive
detected in Syria], 4BC, September 27, 2001.
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Argentine security suspected that the detonators used in the 1994 AMIA attack were
secured in the TBA and linked Mukhlis to that operation. Argentine security believed that
Mukhlis established terrorist cells in Foz do Iguagu to raise funds, to manufacture counterfeit
documents, and to maintain contact with Hamas and Hizballah sympathizers. After living with
his family in Foz do Tguagn in 1998, Mukhlis was arrested at a border control station in El Chuy,

Utruguay, on the Brazilian-Uruguayan border on January 26, 1999, as he tried to leave Brazil

using a fake Malaysian passport. Contacted by border-
control authorities, the CIA reportedly requested that he
be detained on charges of having participated in the

1997 terrorist attack that killed 62 U.S, and European

tourists in Luxor. At the time of his arrest, Mukhlis was

allegedly en route to Europe for a meeting with another

al Qaeda terrorist. Egypt immediately began a length : v
Q gYP yoee gy El Said Hassan Ali Mohamed Mukhlis

Source: CANAL 10 [Montevideo],
demanded that Uruguay extradite Mukhlis on the Edicién Internet, March 22, 1999.

legal struggle to extradite Mukhlis. In mid-1999 Egypt

accusation in absentia of having participated in the Luxor attack. Uruguay’s Supreme Court
approved the extradition request in early May 2003.

Mukhlis’ wife, Sahar (Sarrah) Mohamed Hassam Abud Hamanra, was arrested along
with her husband in 1999 but immediately released. At the time of her arrest in Uruguay,
Hamanra produced Brazilian documentation that Brazil’s Federal Police (PF), which had already
investigated her for one month, declared false. She is on the list of 100 people that the FBI
wanted to interview after September 11. Just hours after the hijacked planes crashed into the
World Trade Center and the Pentagon, the FBI reportedly requested South American security
services to intensify efforts fo locate Mukhlis® wife. Law enforcement sources were quoted in the
report as saying that Hamanra could be the contact between al Qaeda and the Arab community in
the TBA.*"

According to official sources, citing the SIDE, Mukhlis received military training in
Afghanistan from Al-Jama'at al-Islamiyah in the 1980s. He was later sent to Foz do Iguagu by
bin Laden. In that Brazilian city, Mukhlis allegedly “formed terrorist cells to collect funds for the

*1% Martin Arostegui, “Search for Bin Laden links looks south,” www.autentico.org [UPI via COMTEX], October
12, 2001,
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Middle East and to conduct logistical support activities, such as forging passports or other
documents. That false documentation was meant for activists in the Islamic Jihad.” Furthermore,
officials asserted that “he had a mission to make contact with Hamas and Hizballah
sympathizers” in Ciudad del Este, Foz do Iguagu, and S&o Paulo.

In a ruling made public on October 5, 2001, an Uruguayan appeals court approved the
extradition of Mukhlis, conditioning its approval on commitments from Egypt to not apply the
death penalty, to respect due process, and to not try him on the charge of falsification of
documents, for which he was already convicted in Uruguay. However, an appeal of the ruling to
the Supreme Court was expected to take another 12 months. The appeals court reportedly

indicated that Mukhlis was trained in Afghan camps commanded by Osama bin Laden.>!”

al-Qadi, Marwan ‘Adnan (“Marwan al-Safadi”) (Hizballah)

Marwan ‘Adnan al-Qadi (“Marwan al-Safadi”), 40, participated in the bombing of the
World Trade Center on February 26, 1993. He was arrested in November 1996 in connection
with a plot by Islamic groups in the TBA to blow up the U.S. Embassy in Paraguay that month.
Police who raided his apartment in Ciudad del Este found it filled with explosives, pistols
equipped with silencers, double-barreled rifles, false Canadian and U.S. passports, and a large
amount of cash. Al-Qadi fled to Asuncién, where Paraguayan police detained him. Two days
later, U.S. officials escorted him to the United States.>™

Although extradited to the United States and sentenced to 18 months in prison, al-Qadi
was deported to Canada, where he received a nine-year prison sentence for drug trafficking. Al-
Qadi escaped from Canada’s prisons three times and finally succeeding in escaping from prison
in Montreal, with the help of Hizballah elements in that area, and fleeing to South America with
a false passport. Arrested by Brazilian authorities, he again escaped three times from prison in

Brazil before reaching Ciudad del Este.*"

37 EI Nuevo Herald [Miami], October 6, 2001, from AFP; New York Times, November 27, 2001, citing a report
published on October 5, 2001, in the Uruguayan daily £ Observador.

% Humberto Trezzi, “EUA pressionam Brasil a colaborar” [USA pressures Brazil to collaborate], Zero Hora,
September 19, 2001,

3 Trezzi, Zero Hora.
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OS DADOS APRESENTADOS A SEGUIR FORAM EXTRAIDOS DO
SEGUINTE DOCUMENTO OFICIAL:

“FOREIGN MILITARY TRAINING”
Fiscal Years 2011 and 2012
JOINT REPORT TO CONGRESS

DISPONiVEL EM: < http://www.state.gov/documents/organization/197595.pdf =, CONFORME
ACESSADO AS 12:15 hs, DO DIA 10/09/2013.




As informagdes a seguir foram extraidas do documento anteriormente mencionado (“FOREIGN MILITARY TRAINING” — Fiscal Years 2011 and
2012 ~ JOINT REPORT TO CONGRESS), em sua parte “VOLUME I— SECTION III-VI”, a sua pagina 3, consistindo de tabela, a qual mostra
demonstra a evolucdo (em ddlares americanos) das dotagtes orcamentdrias estadunidenses supostamente destinadas ao treinamento de forgas

militares e de segurangas aliadas ao governo dos Estados Unidos da América:

Volame I Section IIE-VT ~ Wesiern Hemisphere

e e
0 Vit Stiadimts Ceuns Value
CTFP s 11 $302.121 S G S258.160
DHSUSCG 84 14 8000 10 1 S0L00
FMS 107 3% $3.420,727 58 23 $1,101,731
IMET-A 58 107 $885.710 4% &8 5406157
PME 2 z S0.00 o i} S0.00
Repgional Centers 75 1% $216.000 3 s 4,116
Section 1004 98 1T sare2st 13 $ 5449424
Service Academiss 0 2 $9:TI2 2 1 55,460
Totak: £59 195+ $5314.511 157 121 SII26.057

oo gy ot e mot badiel Gomrecty i indivicksl edisies wine reporad. vl saodEle progross,
~  Eshance, strengthen, and inerease participation in priacekesping operations
.  Edhonce Brgilion military persoanc™s professionnl developeawent and i civil-military selntions

Volume I Seetion [H-VT - Western Hemisphere
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As informacdes a seguir foram extraidas do documento anteriormente mencionado (“FOREIGN MILITARY TRAINING” — Fiscal Years 2011 and
2012 — JOINT REPORT TO CONGRESS), em sua parte “VOLUME I - SECTION III-VF’, das paginas 10 a 18. Os dados a seguir parecem ser
meramente descritivos ¢ enumeram as atividades que serviram de base para o calculo do montante final apontado na tabela antes apontada:
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OS DOCUMENTOS A SEGUIR FORAM PRODUZIDOS PELO
MINISTERIO DAS RELACOES EXTERIORES E, POSTRIORMENTE,
TIVERAM O SEU GRAU DE SIGILO DOCUMENTAL
DESCLASSIFICADO.

O SEU TEOR SERVE PARA DEMONSTRAR, DE MODO INEQUIVOCO,
QUE HA ATUACAO DE ORGAOS DE INTELIGENCIA AMERICANOS
EM TERRITORIO PATRIO.

OS EXPEDIENTES FORAM OBTIDOS COM EXCLUSIVIDADE POR
REPORTAGEM DA “FOLHA DE SAO PAULO” E ESTAO DISPONIVEIS
EM: < http://transparencia.folha.com.br/segredos-do-itamaraty >, CONFORME ACESSADO AS

13:15 hs, DO DIA 10/09/2013.
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Brasil-EUA, Terroriama. i v 9 -
Fronteira triplice. Conversa i ]
ne Departamento de Estado. :

'3
L

P T

]
———— e, it i

Nr., 02375

ESUMO=
Em copversaza no D05, alto funciondrio responsivel
pela  area de combate sc terrorismo confirma que cs
EUA nde tém  indicagdes concretas da atuagac de
a

rupcs  terroristas na fronteira triplice, mas estie
preccupados com atividades de Yfund raising” raquela
ares

Retransmissao automitica para Brasemb Buenos Aires,

rE
Brasemk Assuncao, Brasemb Montevidéu e DELBRASUPA.

HE. A meu pedido, fui recebido hoje no Departzmento de
Estads por Steven Monblatt, “Deputy Coordinator far
Cocuncerterrcrism’”,  Acompanhou-me o Secretdrio  Julic
Bitelli,

£. Manifestel a Monblatt a preocupagic com repetidas
dzclaraghea atribuidas pela imprensa a funciondrios de
diverscs Srgdes da Rdministragd@o norte-americana guanto 2
situacac de sequranga na regido da frontelra triplice,
ADESAr  Ga ocportuna nota de desmentido emitida pela
fmbsirada norte-americana, reiterei a posiciao do governo
brasileiro & observei que seria importante: (a) quUE oS
ZUA, CAED haja fatos concretos, nos transmitissem
qu alsqu&s informagdes relevantes e |b] coordenar o que &

ditc scbre o assunte, de modo a evitar discrepincias e
repercussan negativa sobre o Brasil.

3. Depols de agradecer minha visita, Menblatt afirmou gue
declaragdes suas reproduzidas na Folha de SSoc Paulo sobre
o assunto haviam sido “considerably embellished” pelo
jornaiista gue o entrevistou. Disse que o entendimente do
governo doa EUA é basicamente idéntico ao do Brasil, mas
indicou que existe preccupacio quanto a fontes de
firanciamento naquela regido para grupos terroristas,

Distribuldo em : 05/10/2001 22:30:00 Impresso em ; 07/11/2007 15:3%:%¢
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Aoreacentou ge se repetem na triplice fronteira
eloemantas  encontrados em outras regitea do munds ande se
verificam atividades de “fund raising” para aquelas
ﬁrqaniza§$us: amernsa comunidade de expatriados; atuacac
de crganizagdes filantrépicas {“charities”), muitas vezes
legitimas, mas que  tém parte dos fundos desviados; &
grande nomero  de transacoes financeiras fora do Siztema
bancario.

4. Disze nac fer necshuma cutra informacde =obre

alividades ferroristas,
2. Monblatt explicou que os EUA estardo trabalhands com
08 palses amigos para: (a) Eertalecer o controle de

pesscas nas fronteiras (haveris sistemas sofisticados
para tanto, que podem agora ser forpnecidos comercialmenta
por firmas nerte-americanas); e (b} aprimorar a
legislagdo e ¢ moniteramento sobre atividades bancarias.
Estas medidas serdo propastas no ambito do cemitd cantra
& Lerrorisme de DEA., De minha parte, ressaltei a
importincia de agdo internacional em relacds acs paralsos
fiszais, que exigiria uma mudangs na posighc recente de
reticéncia dos EUA. Assinalei, ainda, gue no terreno do
combrate 4 lavagem de dinheire, o Brasil j3 emprega os
mecanismos mais mederncs e eficazes na regido.

6, Sobre a AMmérica Latina, disse Monblatt gque é tida como
"support area” para ©s terroristss, tendo em vista a
vigéncia de controles imigratérios relativamente menos
rigidoz. N3eo apresentou gualquer elermento de informacio
para respaldar sua afirmagdo. Afirmou, a propésito, que
esbora a Al-Caids (sem presenga na regifo) sefa o alvo
pricritario no momento, & hora de conceantrar atenglio no
Hamas e no Hezbollah wai chegar.

7. Ao final do encoentro, meu interlocuter fez guestdo de
ir o reconhecimento do governe norte-americano pela
a manifestagio se sclidariedade recebida de Brasil
ia des atagues terroristas e per nossa iniciativa de
ar o TIAR (“we know who cur true friends ars"),

RUBENS ANTONIO EARBOSA, Embaixador
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Brasil-Fatades Unidos,
Encentro enlre o Sephor
Presidente da Repablica e o
Encarregade de Negéoios
AMErICano,

i 4

ST AT N

Nr., 01¢70 ;

2 Sennor Fresidante da Repibli convooou ontem, 11 de setenbro, ©
Tocarregado de2 Neadcieos dos Estados Unidos em Brasilia, Chris

Jrocoe,. Transcerevo, & saguir, o relato do encontro:
g o I daz Republica afirmou gue havia chamado o Chele da
¥igséd ar-ihe pesscalmente

a condenacho e rewidio do Governe brasileire aos atagues
stas de hede, bem como nossa total solidariedade. bisse aqus

z feitc pouco antes uma declaragdo ao pais nesse MEsmo
sentide, ressaltando a tradigéc brasileira de apego & paz
consaarada em nossa Constituigio. Manifestou compreensao com
an estadeo de iptrangidilicdade gerzl nos Estados Unidos,
feforiu-se = informacoes que lhe haviam sido transmitidas pelo
ietro Lafer e pelo Embaixador em Washington e acrescentou qus o
Govwerno brasileirc entendia perfeitamente a gravidade da situagéc
pars o8 Estados, inclusive do ponto de wista de sequranga. for
igea, o GoVverno prasileiro compreendia plenamente as medidas do
Governo norte-americanc contra o terrorismoe.
Ao agradecar as manifeatagoes do Fresidente, o senhor Orazoo
informou que as autoridades norte-americanas haviam aumentado o
grau de seguranga interno, proximo do estsgio de alerta maximo.

isse gue a Embaixada estava em CONTALo com a8 autoridades
brasileiras da drea militar e de sequranga e aqrqdeceu a
dispasicao de apolo e colaboragae que havia recebido de1§s.
Comentow a declaracdo do Presidente Bush desta manha e disse qgue
as instituigdes do Gaverno estavam funcicnande na madida do

pasivel. i
g Fhoa jo_de Negocios referiu-se acs contatos da Embaixada com
a5 sutocidades competentes no Brasil a respelto da acdo de membros

“istribuido em : 12/09/2001 15:18:00 Impresso em : 23711/2007 15:20:28
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di comunidade de crigem &rabe e palestina. Disse quE, em

COUTAenAgAD COo 8 Poljcia Federsl, foranm tomadas medidas de

Lrecauedo, G Presidente afirmou que nao havia problemas de orden

de seguranca envolvendo essas comunidades e gque o Gaverns naa
SEpEra que ocorra agui nephum atc terrorista, Nossa preocupacac
maier, acrescentou, tem a ver com a repercussio econtmica, tendo
el Yisla que uma crise dessa gravidade tem conseqiiéncias em &mbite
mundial. Dal porque o Presidente incluiv em sua declaragic desta
tarde uma palavra de trangililidade e confianga acs mercados,
explicando a agdo temada pele Banco Central, ks consegiéncias
financeiras podem ser muito sérias. O PR manifestou preocupacio
tambem  com as implicagdes negativas do episddio para as
negociacdes comerciais, em particular no guadro da conferéncia da
OMC em Catar. Mencionou o clima negativo da conferéncia de Durban
sobre o combate 3o racisme, com o choque de posicoes entre
israelenses, arabes, paises africanos, etc. Lembrou Crezes que o
Governg norte-americano havia considerado altamente distorecido o
carater dade 4 conferéncia . Os temas que interessavam & reunido
na verdade nao foram tratados em profundidade.

Respondendo ao Presidente, o Encarregado de NeabSclos antecipou
que, possivelmente no dia 13, j3 estaria reaberto o espago aéreo
norte-americanc., Afirmous que o nimero de vitimas ainda era
impreciso. O Ministro Lafer referiu~se a uma informagiac de gue
poderia ser em torno de 40 mil pesscas, Nos cito anos da Guerra deo
Vigtnam, lembrou Orozee, houve 60 mil mortes. Desta vez,
acrescentou o Presidente, trata-se de civis, pesspas inocentes, o
Jque mostra a gravidade do gue acoentecen, )

¢ Encarregade de Negdcios, ao despedir-se, informou que iria
transmitir as manifestacdes do Presidente a Casa Branca e ao
Cepartamento de Estado. O Fresidente entregou-lhe uma cépia da
mensagem que enviara de manhd ao Presidente Bush e ofereceu 3
Erbzixada todo o apoio do Governo brasileiro, O Ministro pediu que
Grozce o chamasse diretamente em caso de necessidade.”

EXTERTORES

T15:20:20
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Visita do Direior I
a Srastilia, 13-p5-9p,

come  parte de périplo por paizes da  América do

Syl - Chile, Argentina, Celbmbia, Venezuela & Bragil - o
Piretor do Escritério Federal de Investigagdes (FB1) das
EUA, Louis  Freeh, cumpriu agenda de encoentros Cam

sutcridades brasileiras, no dia 13-05-98, em Bracilia.

comigo, com- -0 Direter—da—Policia =Eaderal; —Yicente
Chelassi, com o Chefe da Casa Militar da Presidéncia da
Repiblics, CGeneral Alberto Cardoso, com o Ministro da
Justig¢a, Renan Calheiros, e com parlamentares brasileiros.. coe., =
A autoridade norte-americana concedeu, ainda, entrevista Do

2 A agenda do Sr. Freeh no Brasil incluiu reunides

coletive & imprensa na ACS.
p (4 -"L‘s
; . i
3. Durante a audiéncia pude expressar minha Vaiig
satisfagdo com a cooperaglo bilateral, particularmente com V..
& Departamento d@,quiQiQ}Federﬂl, no combate &os crimes
> ¥

transnacionaie, pdrtiealarmente o trgfico de drogas e de
armas. Enfatizei os esforgos e o sucddkbo da DPF na luta
contra o problema das drogas em um paie continental dotado
de longas  &reas de fronteira com baixa densidade
populacional. Nesse contexto, ressaltei a importdncia de
intensificar o intercambic de informagées sobre mecanismos
de investigagéo mais avangados, como a identificagdo por
DRE. ;

4. O Sr. Freeh elogiou a atuagdo da Policia
Federal e secundou o intereseée brasileiro em aprofundar a
cooperacia com o 6rgdo, Informou gque a abertura do
escritério do FBI em Brasilia est® pendente apenas de
andlise final de liberagdo de recursos por parte de
Comissdo do Congresso de seu pais.

~3/7
—Hinutado em - AutordZo——i
14/05/98 : : ‘{?ﬁ
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5. Perguntei ao 51, Freeh sobre a wveracidade cie

IIﬂIW“kHLE segunda as quaic o Lratico de dragas estaria

sendo deslocado da Coldmbia ¢ da Bolivia para o territeria
brasiieiro, de onde seria L ansportado para os  paises de )
destine  fimal., O Sr. Freeh disse nao poder confirmar a Wi
tendéncia, mas  cenlitmou  gue ol detectado um acmente & i
expressive  de numero de vwios no Norte do Brasil. afirmeu £t
axzpda, que a alividade de 3ni;avktluluxa.tnm sido cada wez
mais Lunrcwtrada pelos cartéis mexicanos,: . ?;.& ) b dae duayeil

e | T~ £

. Bttt s Do 6 La—a—pergantal, éjs:. Freeh  dhese nao
haver evidéncias de atividades terroristas pa regian  da
triplice fronteira. HNa-verdade, — comimmes,— teriam sdido
de;e;;adaazgapgna;_opezagaeﬂ_pﬂra_lnaantamﬁnta de T TECUIBO0E
financeliros,  @sLin—como “atividédes—recreativas. 0O Sr.
Freeh cenfidernciou gue a preorupagao das autoridades de
cpu Pal& ¢ maie preventiva, ou seja, teme-se mEnCEprezar

wma  reglido gque, no futuro, possa e provar uma Area  de

fonento de atividades rELrorlgtas,

Estarei enviando, por expedientes a parte,

-
relate das demais entrevistas mantidas pelo 8r., Louis
Freeh com autoridades brasileiras.

ATERIQRES
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g Eracili- Ebh_ Drogas. Visita do ShAPS
Genperal Barry McChffrey ao - =
Grasil. Conversa no ONDCP.Tiro NUmeEro - Data -
destruicao. ;: s : il " {j’,’f /1 ”.‘ i K‘-E},_j!',

Resptel 1321. .Rfopunra-gerbald, ﬁ%:Emhaixada dos EUA
zolicitouw audiéncias, no dia 23 de agosto, para o Diretor
do ONDCP com & Sr. Presidente da Republica, com o Ministro
d4a Justicga, cvom o Chefe da Caea Militar da PR, com o

e
Diretor-Geral do Departamento de Policia Federal e comigao. Sk
e ey, Casnctbin s Sne Ol B Ol s

ity Clie howe Bodl, Voot st

2. O citado encontro de Vessa Exceléncia com ©
General McCaffrey poderd BEr a ocportunidade para
pormenorizar a agenda dos tapicos a serem tratados no

curso da visita ac Brasil. Em especial cabe sublinbar que

(_L,ud‘q\(z LcAss
o tema da¥‘£s:;13¢55=h:3541¢@16 gobra "tirn de destruigdo”

nao &, no momento, g a. —Em-

r
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3 ne audiéncias do dia 23 d a

oacaei1de para buscar a solucdo dos problemas ccorridos com
o~ DEA. L este respeito, cumpre infcrmar gque o Encarregado
de Negocios da Embaixada norte-americana, Ministro Gerard
M. Gallucci, realizou wvisita de cortesia ao Secretario
Nacional Antidrogas, em 26 de julho, ocasido em gque ficou
acertada a realizaglo de reunibes regulares de coordenagao

entre a Embaixada e a SENAD. Em outros termos,comega a ser

superado o© mal-estar que marcou O relacionamento entre

setas duas instituicgbes. No entanto, para as autoridades

da Casa Militar da Presidéncia da Republica, continua
e SugaNag -.'c- :

zendo um tema candenta

e Satrn Ll s

1
; ey s,
‘nio Brasil os representantes de agéncias comc a

DEA, FBI e CIA.

4. Coma adiantado A parte norte-americana, no correr

da Primeira Reuniso do Mecanismo de Consulta scbre Crime

Organizado e Terrorismo (Washington, 28 de janeiro de

¢ 1869), o interesse do Governo brasileiro & o de prosseguir

£ esforco de colocar a cooperacio bilateral no combate ao

trafico de drogas e demais formas de crime organizado em

novo patamar. Em outrog termoe, mais importante do que uma

adicionalidade de recursos financeiros é a busca de um

salto gqualitativo na cooperacgio bilateral. Tal mudanga de

#
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qualidade no relacionamente bilateral neste campo  seria

alcangado explorando iniciativas como, por exemplo, apoio

5 formagac de guadros na Academia Nacional de Policia,

acess0 mais amplo aos bancos de dados sohre armas, niveig

mais sofisticados de treinamento, o um didloga mais

aprofundado sobre as estratégias antidrogas perseguidas

pelos EUA nos demais paises da América do Sul.

5. Per altimo, acredito que podera revestir-se de
especial utilidde o intercaémbio de informagoes a de
avaliagdes sobre a crise colombiana, Este tema jA& foi
tratado de forma pormenorizada nas duas vigitas
precedentes a Brasilia do General McCaffrey e Vossa
Exceléncia poderd adiantar ao Diretor do ONDCE a posigao
brasileira scbre a matéria, conforme contida  nas
declaragbes do Porta-voz do Itamaraty (vide desptel 1208)

e no "briefing" objeto do desptel 1217,

EXTERIORES
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5 BELBREM, [NGRREM, ONUERMS, SCABREZ

CATEG=MG

EUA, Tarroriamo. Conexdes
latino-americanas. Osama bin
Laden, FARC.

r WSS o

p;) S ; i
: §1
Rr. 02204 = i :
ESUMO= e
Documente tece comentarios sobre sspostas conexdes
de grupos «e terroristas isliamicos com paises sul-
americaness, inclusive o Brasil.

Retransmissdo automitica para Brasemb 8ruxelas, Brasemb
Londres, DELBRASONU ¢ DELBRASGEN. :

MG. Becebi texto, preoduzide por Elie Bekhess, de “Moshe
Dayan Center for Middle Eastern African Studies at Tsl
Aviv University”, em colaboragdc com Meir Hatina,

¥atherine Ellison, sohre dlegadas conexfes sul-americanas
de organizacodes terraristas vinculadas a arunos
erreoristas islidmicos e 3 Osama bin Laden,

. O texto suste perra Ira-lague s
rd passou & dedicar-se a um genuino esforco ne sentido
= SRPOrLtar sua  revoiucic a ises 1 Suddo

Argelia, Tunisia, FEgito e a regiioc da Palestina, Essa
orientagaoc da politica iraniana teria coincidido com &
erupgao da intifada e teria trazide & luz, com destague,
a mnilitdncia 1islamica exercida por intermédioc da Jihad
Izilamica Palestina {JIP) e, ainda com mais veeméncia, do
SHamas”, h deportacdo de Fathil Asquaqui {iider da Jihad
islamica} e de outros, para o Libano, bem cepo g
transferéncia do  quartel-general da  JIP para a Siria,
teriam caonstituido um “turning point” no relacionamento
entre O ira & aguela o6rganizagdo. A parfir desse momento,
teriam sido estabelecidos contatos direlos  eptro oo
patrocinadores iranilancs e a Jihad Islimica Palestina,
com  GLilizacao Oas Embaixadas do fra em Beirute o
Tamasco. A  es5s5e Fespeito, o UOepattaménto de Estado
americanc disporia de evidéncias de financiamento do Ira
ao movimenteo, € de forne_ci.mento C_’E armas & fundos, e

lDist':ibuj_d'p.'em-:-|19/0'9/2001|"’2‘1306;_60 - Impresso em : 07/11/2007 15:83:.0
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bases requlares, aa “Hezbollah®”. As armas |serlam
canaliczadas primcipalmente atraves da Siri%, Ro i 2]
cooperarlia com o processo = S
3.0 "paver” e tela afirms ainda, gue o “Hezhallah®” & &
J1P teriam  uma base na regifc sul-americana cg ;
come 4 fronteirva triplice, Brasil/Argentina/Farsquai. Em
Eus  avaliagdo, as Embaixadas do lrd nesses trés palses
cOCpErariam com os qrupaos terroristas citades na conducdo
de  atentados na América do Bul & no fornecimento die
gocumentos  de  identidade falscs, para viagens, de ida &
volta, acs EUA e outros paises., Na reqido do Chui, sip
Ccitadas informactes sobre reunides entre individuos
suspelitose de liogagées com o terrorisme. [Dentre asses
aparece o neme de EI Sald Hassan All Mohamed Mukhlis,
nascido no  Egito, oque [0l denunciado pelos servicos de
inteligéncia, de varics palses, como terrorista. Esse
individus seria suspeito, pelas sutoridades =qipcias, de
participar do ataque a  turistas ccorrido em Luxor, no
Eq:iiC, em 1997 & na _ tentabiva  de assassinata  do
Presidente Hosni Mubarak, em 1995,

4. Lom base npessa e noutras informacdées, os autores do
trabalho sob  exame consideram que hd uma preocupante e
crescente  presenga de ferroristas  internaciopais na
América Latina, Particularmente as “cidades gémeas” de
Chui, no Brasil, e Chuy, no Urvuguai, e em uma irea de
560 milhas ao norte (onde Brasil, Argentina e Paragual se
encontram) seria detectdvel a formacdo de uma pova linha
frente na batalha contra o terrorismo interracionzl. A

sdc  de  Mukhlis (que teria ligagles com grupo
remista vinculado & bin Laden), em 29 de Jjaneirg
imz, no lade wureguaie, teria =sido um "majar blow’
tra2 ® erganizacdo de Osama bln Laden, pois esse sra um
2 confilanca do terrorista saudita. De acordo com

2
Yk
« [

de investigadores argentines, Mukhlis, que
uma leja de aparelhos elétricos em Ciudad del
Ests, Faragual (provavelmente uma “fachada” para a
producids  de aszapoertes  falsos) terla vivido em Feoz do

lguacy, no Brasil, desde 1993, Também haveria indicacdes
de  suz ligagao com o Afeganistdo, onde teria permanecide
por 18 meses, alesgdamente para  preparacdo religiosa, mas

1do se suspeita, para trelnamento terrorista.

pe conformidade com dados dos serviges de inteligéncia
aMEricancs, a tronteira triplice teria estado sobh sui
DDSEEVACAD atenta, pois al viveriam cerca de 18000
pesscas  de ascendencia Arabe e haveria a conviccio de
que  Yarlas organlzacoes extremlstas isldmicas ali teriam
atuadc por algum Cempo.

£. O texto, preparade por Rekhess e outros, aluede ainda
Ao fechamenta das Missges Diplomaticas americanas no
Equador, Uruguai e Paraguai, zlém do Consulado em
Guaiaguil, por “razdes de seguranga”, em 6 de abril

o
1l
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T
-
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passado., Em relagdo a esse falto, sugere uma vinculaglo
cem a  prisac de cince suspeitos de integrarem um rede
terrorista ligada a bin Laden em Mildo, na Italia, Essa
prisdo  revelou supastas conexdes (para efeito de
fornecimento de apoic logisticel com terroristas mna
Franga, Blemanha, Bélgica e Reino Unido, & levou &
suspeita de que Osama bin laden possa ter um “extensive
network in Latin America”.
. 0 documento lembra, ainda, que a guerrilha colomblana,
a vcarge da (Forgas Armadas Revolucionarias da Coldmbia)
FARBC, teria sofride derrotas importantes por conta da
implementacac, pelos americancs, do “Plan Colombia”. Em
consegiéncia, o pessoal militar americane na Coldmbia
teria sido declarado como “alvos militares legitimos”.
isso remeteria 4 alegada vinculagao dos extremistas
colombiancs com militantes islidmicos ne Brasil, Paraguai
e Argentina. 0 documento conclui gue, se as ameagas a
embaixadas . americanas na hmérica do 3ul provém, de fato,
“Hezbollah” ou da FARRC, ou de ambos, seria de se
esperar um incremento dramdtico do envolvimenlo militar
amaricene na guerra civil da Coldmbia. Cita, também, no
mesmo  contexto, &acéo combinada, desencadeada (com apoio
americane} contra a infra-estrutura da FARC, por forgas
de seguranga da Argentina, Brasil e Paraguai, em 1998, a
gqual teria exposte winculos com a militédncia isiadmica.
Embora reconheca que nao séa poderia dizer,
positivamente, que a FARC e o Hezbollah estejam por
trds das ameacas a MissOes americanas, o texto enfatiza a
suspeita em torne desses grupos e sugere que se, de
fate, os ativistas citadas visam “U.5. diplematic assets
outside Colombia and other South American naticns”,
poderia haver um rapido incremente na profundidade e
abrangéncia do envolvimente militar dos Estados Unidos em
toda a regiac latinc-americana.
2. ¢ “paper”reconhace gue ©3 qovernos da Argentina,
Grasil e FParaguai  tem envidade esforcos contlinuos para
combater atividades criminais de individuos ligados a
JTUpcs  terroristas islamicos, mas, segundo sugere,
“limited resalyren oroys b 5, and corruptio
remained obstacles”. Acrescenta  também que, a despeito
dos  exiteos obtidos, fatpres como a ineficiéncia do
sistema judicial terjam contribuido para facilitar 3 acdo
Criminoas,

3

RUBENE ANTONIO BARBOSA, Embaixadod

VEF
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Informo Vossa Exceléncia de due a

Encarregado de Negécios da Embaixada dos EUA en Brasflia,
[CH 2R
Lacy A. Wright Jr, veto—esiwiter o Chefe do DOIT no_ ultima

dia 21/11, para tratar de temas winculados 20 crine

transnacional organizado, matéria que vem ganhando

crescente projegdo nas Nagdes Unidas, na OEA e em outros

fores inter-governamentais.

2, Na ocasido, o Senhor Wright ofereceuw ao

Governo brasileiro acesso ao Programa de Assisténcia

anti-Terrorista dos EUA (Anti-Terrorism Assistance

Program-ATA). Os cursos a serem ministrados ao ampare do

"ATA"  seriam adegquados as necessidades brasileiras,

Hevendo o Geverno norte-americano apfaveitnr os dados j4d

coletados gobre o assunto por duas missdes Inter-Agéncias

estadunidenses que visitaram o Brasil em passado recente,

para trocar informagdes sobre contra-terrorismo.

3. O proijeto de nbope;a¢ﬂo seria iniciado

—Minutado em-— —T1—Autorizo

23/11/95 _
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mediante a realizagio de Semindrios em Luisiana/Baton

Rouge (janeiro/%6} e em Washington (fevereiro/96). En
Fac-Simile a parte, transmitirei cépla de carta recebida
do Senhor Wright, ma qual sdo relacionadas as providéncias
adotadas pelo Departamento de Estado neste campo.

4. A oferta de coocperagac formulada pela

Embaixada norte-americana estd sendo encaninhada ao

DM/ IMinistério da Justiga,| que se encarregard de coordenar a

eventual participagdo brasileira no programa dos EUA de

combate ao terrorismo .

5. Manterei Vossa Exceléncia a par da

evolugao da matéria,
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O TEXTO DO TRATADO APRESENTADO A SEGUIR TEM SERVIDO DE
BASE PARA A INVESTIGACAO DE CIDADAOS BRASILEIROS, PELOS
ESCALAOS TECNICOS DO DEPARTAMENTO DE POLICIA FEDERAL,
ATENDENDO A SERVICOS DE INTELIGENCIA ESTRANGEIROS E A
REVELIA DA CHEFIA DE ESTADO E DA CHEFIA DE GOVERNO
BRASILEIROS E FOI EXTRAIDO DO SEGUINTE DOCUMENTO:

“MUTUAL LEGAL ASSISTANCE
TREATY BETWEEN THE
UNITED STATES OF AMERICA
AND BRAZIL”

DISPONiVEL EM: < http://www.state.gov/documents/organization/106962.pdf =, CONFORME
ACESSADO AS 13:03 hs, DO DIA 10/09/2013.
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TREATIES AND OTHER INTERNATIONAL ACTS SERIES 12889

MUTUAL LEGAL ASSISTANCE

Treaty Between the
UNITED STATES OF AMERICA
and BRAZIL

Signed at Brasilia October 14, 1997




NOTE BY THE DEPARTMENT OF STATE

Pursuant to Public Law 8%—497, approved July 8, 1966
(80 Stat. 271; 1 U.S.C. 113)—

«,, .the Treaties and Other International Acts Series issued

under the authority of the Secretary of State shall be competent
evidence . . . of the treaties, international agreements other than
treaties, and proclamations by the President of such treaties and

international agreements other than treaties, as the case may be,
therein contained, in all the courts of law and equity and of maritime

jurisdiction, and in all the tribunals and public offices of the

United States, and of the several States, without any further proof
or authentication thereof.”




BRAZIL

Mutual Legal Assistance

Treaty signed at Brasilia October 14, 1997,

Transmitted by the President of the United States of America
to the Senate April 28, 1998 (Treaty Doc. 10542,
105 Congpess, 2d Session);

Reported favorably by the Senate Committee on Foreign Relations
Ovctober 2, 1998 (Senate Execntive Report No. 105-22,
105" Congress, 2d Session);

Advice and consent fo ratification by the Senate
October 21, 1998,

Ratified by the President Jannary 20, 1999;

Ratified by Brazi! December 18, 2000; '

Ratifications exchanged at Brasifia February 21, 2001;

Entered into force Febriary 21, 2001.




TREATY BETWEEN
TRE GOVERNMENT OF THE UNITED STATES OF AMERICA
AND
THE GOVERNMENT OF THE FEDERATIVE REPUBLIC OF BRAZIL
ON
MUTUAL LEGAL ASSISTANCE IN CRIMINAL MATTERS




The Government of the United States of America and the

Governmaent of the Federativa Republic of Brazil,

basiring to improve the effaectiveness of the law enforcement
authorities of both countries in tha invastigation, prosaecution,
and pravention of crime through cecoperation and mutual lagal

asaistance in oriminal matters,

Have agread as follows:




Article 1 3

Scopa of Assistance

i. The Parties shall provide mutual assistance, in
accordance with the'provisions of this Treaty, in connection with
the investigation, prosecution, and prevention of offenses, and in

procaadings related to oriminal mattexs.

2, Assistance shall include:

{a) taking the testimony or statements of persons;

(b) providing documents, recorxds, and items;

{0} ‘locating or identifying persons or items;

(d) serving documants; _

(e} traneferxing persons in ocustody for testimony or
othar purposes; '

(£} executing requests foxr searches and seizuras;

(g) asseisting in procesdings related to immobilization
and forfaituie of assats; restitution; collection
of fines; and

thy any other form of asaistance not prohibited by the
laws of the Requasted State.

3. Assistance shall be providad without ragard to whether
the conduct that is the subjact of the investigation, prosecution,
or proceeding would be punishable under the legislatlion in both
States.

4. Tha Parties recognize the partioular importance of
combating serious criminal aotivities, including money laundering
and t@e illicit trafficking in firearms, ammunition and explosives.
Without limitation to the scope of asslatance established in this
Article, the Parties shall provide each other aséihtance on such

matters in accordance with this Treaty.




5. Thia Treaty is intended solely for mutual legal
assistance between the Parties. The provisions of this Treaty
shall not give rise to a right on the part of any private person to
cbtain, suppress, or axclude any evi&anca, or to impede the
execution of a raquest.

Article 2

Central Authorities

1. Each Party shall designate a Central Authority to make

and receive requests pursuant to this Treaty.

2. For the Unitaed States of Amerioca, the Central Authorxity
shall ba the Attorney General or a parscn designated by the
Attorney General, For the Faderative Republic of Brazil, thae
Central Authority shall be the Ministry of Justice.

3. The Central Authorities shali communicate directly with

ona another for the purposes of this Traaty.

Article 3
Limitations on Asaistance

1. The Central Authority of the Requasted State may dany
asgistance if: '

{a) the request relates to an offense under military
law which would not be an offense undsr ordinary
oriminal law;

{b) the exscution of the raquest would prejudioce the
gecurity or similar essential interests of the
Regquestaed Stata; or

() the raquest is not made in conformity with the
Traaty.

2. Before denying assistance pursuant to this Article, the
Central Authority of thae Rﬂqueéted State shall oconsult with the




Cantral Authority of the Requesting State to congider whether
assistance can be given subject to such conditions as it deema
necesasary. If the Requesting State accapts.assistance subject Eo
thesa conditions, it shall comply with the conditions.

3, If thae Central Authority of the Requested State deniaes
assistance, it shall inform the Central Authority of the Raquesting
State of the reagons for the denial.

Artiocle 4
Form and Contants of Requasts

1. A request for assiatance shall be in writing except that
the Central Authorxity of the Requestad State may accept a request
in another form in uxgent situationa. In any such case, if the
request is not in writing, it shall be cenfirmed in writing within
‘thirty days thereaftar unless the Central Authority of thae
Recquested State:agrees otherwise., The request shall be in the
language of the Réquested State unless otherwise agreed.

2. The requeast shall include the following:

{a) tha nama of the anthority conducting the

investigation, prosacution, or proceeding to which
N the request relatas; }

(b) a description of the subject matter and nature of
the investigation, prosecution, oz proceeding,
ineluding, to the extent known, the specific
c;iminal offenses that relate to the matter;

(o) a.description of the evidence, information, or
other assistance scught; and

(d) a statement of the purpose for which the evidence,

information, or othezr assistance is sought.




3. Te the axtant necessary and pessible, a request shall

_also include:

{a)

(b)

{c)
(d)
(e}

{£)
{g)

(h}

(1)

information on the identity and location of any
person from whom aevidenca is sought;

information on the identity and location of a
person to be sarved, that pexrson's relationship to
the proceedings, and the manner in which sexvica is
to be madae;

information on the identity and whereabouts of a
person to be located;

a precise description of the place or person to ba
searched and of the items to be seized;

a degoription of the manner in which any testimony
or statement is to be taken and recorded;

a list of questions to be asked of a witnass;

a description of any particular procadure to be
foliowed in executing the raquest;

information as to the allowances and expenseas to
which a person asked to appear in the Requesting
State will be entitlad; and

any other information that may be brought to the
attantion of the Raguasted State to facilitate the
exacution of the raguest.

Artiocls 5
Execution of Ragquests

1. The Central Authority of the Requeated State shall

promptly exacute the request or, when appropriate, shall transmit

it to the officials having authority to do so., The compatent

officials of the Regquestaed State shall do aeverything in theixr power

to exacuta the raquast. The Courts of the Requeasted State shall

isaua iubpoanas, gaarch warrants, or other orders nacegsary to

execute the request.




2. Tha Central Authority of tha Requeatad State shall make
all necessary arrangements for and meet the costs of the
reprasentation in the Raguested State of the Requesting State in
any proceadings arising out of a request for assistance pursuant to
this Treaty. ' )

3. Requasts shall be executed in accordance with the laws
of the Raquested State except to the extent that this Treaty
provides otherwise, However, the method of execution specified in
the requast shall ba followed excapt insofar as it is prohibited by
the laws of the Requested State.

4. If the Central Authority of the Requested State
determines that execution of a requast would interfere with an
ongoing criminal investigation, prosecution, or proceading in that
State, it may postpeone execution, or make execution subject to
gonditions determined to be necessary after consultations with the
Central Authority of the Requasting State. If the Requesting State
accepts the asgistance subject to the conditiens, it shall comply
with the conditions.

5. The Requested State shall use its beast efforts to keep
confidential a raquast and its contents if such aonfidentiality is
requested by the Central Authority of the Requesting State. If the
raquest cannot be executed without braaching such confidentiality,
the Central Authority of the Requested State shall so inforxm the
Cantral Authority of the Requesting State, which shall then

determine whethar'the ragquast should nevertheless be executed.

6. The Central Authority of the Requested State shall
respond to reasonable inquiries by the Central Authérity of the
Requaesting State concerning progress toward execution of the

requaeat,




7. The Central Authority Jf the Requested State shall
promptly inform the Central Authority of the Requasting State of
tha cutcome of the execution of the request, If the‘exacution of
the request is denied, delayed, or postponed, the Central Authority
of the Reguasted State shall inform the Central Authority of the
Requesting State of the reasons for the denial, delay, or

postponement.

Article 6
Coats

The Requested State shall pay all costs relating to the
execution of the request, except for the fees of expert witnesses,
tha coats of translation, interpretation, and transecription, and
the allowances and expenses related to travel of parsons pursuant
to Articles 10 and 11, which fees, costs, allowances, and expensas

shall be paid by the Raquesting State.

Aricla 7
Limitations on Usa

1. The Central Autherity of the Requasted State may request '
that the Requesting Statae not use any information or evidaence
cbtained under this Treaty in iny invastigation, prosecution, or
proceading other than that desaribed in the request without the
prior consant of the‘Contkgl Authority of tha Ragquested State. In
such cases, the Regquesting State shall comply with the conditicns.

2. The Central Authority of the Requested State may request
that information or evidence furnished under this Treaty be kept
confidential or be used only subject to terms and conditions it may
‘spgeify, If the Requesting State accepts the information or
evidenca subject to such conditiens, the Requesting State shall
comply with the conditions.




3. Nothing in this Article shall preclude the use or
disclosure of information to the extent that there is an obligation
to do so under the Constitution of the Raquesting State in a
criminal prosecution. The Re&uésting Stﬁte shall notify the

Requested State in advance of any such proposed disclosura.

4. Information or evidenca that has bsen made public in the
Requesting State in a manner consistent with paragraph 1 or 2 may
thexeafter be used for any purpose.

Article 8
Tastimony or Evidence in the Raquested State

1, A person in the Requasted State from whom testimony ox
evidence is requasted puzsuant to this Treaty shall be compelled,
if necessary, to sppear and tastify or produca doouments, racoxrds,

or items.

2. Upon raequest, the Centfﬁl Authority of the Raqguested
State shall furnish information in advance about the date and place
of the taking of the testimony or evidence pursuant to this
Article,

3, The Requested State shall permit the presence of such
persons as specified in the requeat during the execution of the
reguest, and shall allow such persons to present questiona to be

askad of the paerson giving the tastimony or evidence.

4. If the peracn raferred to in paragraph 1 assaerts a claim
of immunity, incapacity, or privilege under the laws of the
Raquaesting State, the testimony ox evidance'shnll nonatheless be
taken and the claim made known to tha Central Authority of the
Ragquesting State ao that the claim may be reaolvad by the
authorities of that State. -




]

5, . Evidence precduced in the Requested State pursuant to
this Axticle or which is the subject of testimony taken under this
Article may be authenticated by an attastation, ingluding, in the
case of business records, authentication in the manner indicated in
Form A appended to this Treaty. Documents authenticated by Form A
shall Se admissible evidenca in the Requesting State.

Article 9

Official Records

1, The Requested State shall provide the Requesting State
with copies of publicly available records, including documents oxr
information in any form, in the possession of authorities in the

Requestaed State.

2. The Regquested State may provide copieu.of any reaords,
including documaents oxr information in any form, that are in the
possession of authorities in that Staﬁa, but that are not publicly
availablae, to the same extent and under the same conditions as such
copies would be available to its own law enforcement or judicial
authoritiea. The Requested State may in its discretion deny a
raquast pursuant to this paragraph eantirely or in part,

3, official racords producaed pursuant to ﬁhis Article may
be authenticated by the official in charga of maintaining them
through the use of Form B appandad to this Treaty. No further
authentication shall ba necessary. Doocumants authenticated under
this paragraph shall beé admissible evidence in the Requesting
Stata.

Article 10
Testimony in the Raequesting State

1. When the Requesting State raquests the appearance of a
parson in that Stata, the Requestad State shall invite tha parson

10




to appear before the appropriatae authority in the Raquesﬁing State.
The Requesting State shall indicate the extent to which tha
axpenses will be paid. The Central Authority of the Requested
State shall promptly inform the Central Authority of the Requesting

State of the response of the perxson.

2. The Central Authority of tha Requesting State may, in
its discretion, determina that a person appearing in the Raquasting
State pursuant to this Article shall not be subject to servicé of
process, or be detainad or subjectad to any reatriction of personal
liberty, by reason of any acts or convictions that pracedad his
departure from the Raquasted State. The Central Authority of the
Requesting State shall promptly inform the Central Authority of the
Requestad State whather such safe conduct shall be extended.

3. Tha safe conduct provided for by this Article shall
cease saven days after the Central Authority of the Requasfing
State has notified the Cuntrai Authority of the Racquested State
that the person's prasence is no longer required; or when tha
person, having left the Requesting State, voluntarily returns. The
Central Authority of the Raquesting State may, in ita discoretion,
extend this period for up to fifteen days.

Artiele 11
Transfar of Parsons in Custody

1. A parson in the custody of the Ragquasted State whose
prasance in the Requesting State is smought for purposaa of
assistance under this Treaty aﬁall ba tranaferred from the
Regquasted State to the Reguesting State for that purpose if the
parsén consants and if the Central Authorities of both States
agrae. '

' 2. A parson in the cuatody of tha Requesting Stata whose
prasence in the Requeated State is sought for purposes of

assistance under this Treaty hay be transfarred from the Requasting

11




State to tha Requested State if the perscn consants and if the
Central Authorities of both States agraee.

3, For puxposes of this Artiole:

{a) the recaiving State shall have the authority and
tﬁa cbligaticn to kesp the person transferred in
custody unless otharwise authorized by the sending
Statse;

{t) tha raeceiving State shall return the person
tranaferred to the custody of the sending Stata as
soon as circumstances permit or as otherwise agreed

Ly both Central Authorities;

{¢) the receiving State shall not require the sending
State to initiate extradition proceedings for the

return of the person transferzed; and

(d}) the person transferred shall recaive aradit for
service of the senteénca imposad in the sending
State for time gerved in the custody of the
racelving State.

Articla 12

Looation or Idantification of Persons ox Items

The Raquestad State shall use its best efforts to ascertain
tha location or identity of pexrsons or items specified in the
raguast,

Article 13

Service of Documents

1. The Raquested State shall use its best efforts to affect

service of any document relating, in whole or in part, to any

12




requast for assistanca made by the Requesting State under the
provisions of this Treaty.

2, The Requesting State shall tranamit any raquaat for tha
sarvice of a document requiring the appearance of a person bafore
an authority in the Requesting State within a reasonable time priox

to the scheduled appearanca.

3, The R@quanted State shall return a proof of service in
the manner specifiad in the zaquest.

Article 14

Search and Seizure

1. The Raquastad State shall execute a request for the
search, seizure, and delivery of any item to the Requesting State
if the requast includea the information juatif&ing such aation
under the laws of the Reguasted State.

Z. VUpen reguest, every official who has custody of a seized
item shall cexrtify, through the use of Form C appended to this
Treaty, the continuity of custedy, the desoription of the item, and
the integrity of its condition, WNo further cextification shall be
raquiraed, Form C shall be admissible evidence in the Reguesting
Stata.

3. The Central Authority of tha Reguested State may require
that the Requaesting State agraea to the terms and conditions deemad
to be nacﬁsnary to protect third party interests in the item to be
tranaferred.

13




Artiole 15
Raturn of Itams

The Central Authority of the Raguested State may require that
the Central Authority of the Reguesting State return, as sﬁon as
posaible, any doouments, reccrds, or items furnishad to it in
execution of a r;qunst undexr this Treaty.

Axticle 16
Aassistance in Forfeiture Procaadings

1, If the Contral Authority of one Party baecomas awara of
procaads or iﬁstrumantnlitius of offenszes that are located in tha
taxritory of the other Party and may ba forfeitable or otherwise
subject to seizure under the laws of that Party, it may so inform
the Central Authority of the other Party.. If that othex Party has
jurigdiction in this regard, it may praesent this information to its
authorities for a determination whether any action is appropriatae.
Thesa authorities shall issue their decision in accordance with the
laws of their aountry; and shall, through theirz Cantral Authority,
report to the other Party on the action taken.

2, The Parties shall aszist sach other to the extent
pormitted by their respactive laws in proceedings relating tco the
forfeitura of the procaeds and instrumentalities of offanses,
rastitution to the victims of orime, and the collastion of fines )
imposad as sentences in ariminal prosecutiona, 8Such assistance may
includa actipn to temporarily immobilize the proceeds or

inatrumentalities pending further procsadings.

3. The Party that has custody over proceeds or
instrumentalities of offensas ahall disposa of tham in accordance
with its laws. Either Party may transfer all or part of such

asgets, or the proceeds of their sale, to the othexr Party, to the

14




extent parmitted by the transférxinq Party's laws and upon such

terms as it deems appropriata.

Article 17
Compatibility with Othexr Treaties

Assistance and procadures aet forth in this Treaty shall not
pravent either Party from granting assiastance to the othex Party
through the provisions of other appliocable international
agreemants, or through the provisions of its national laws. The
Parties may also provide assistance to each other pursuant to any
bilateral arrangement, ag¥aemant, or practice that may he
applicable.

Article 1B
CQnsultatign

The Central Authorities of the Parties shall consult, at
timea mutually agreed to by theﬁ, to promota the most effactive use
of this Treaty. The Central Authorities may also agree on such
practical measures as may be necessary to facilitate the
implementaticon of this Treaty,

Article 19
Application

This Traeaty shall apply to any request prxesented after the
date of its entry into force, even if the acts or omisaions
conatituting the offanse ococurred before that date,

Artiocle 20
Ratification, Entry Into Forcae, and Termination

1. Thisa T:glﬁy shall be subject to xatification, and the
instruments of ratification shall be exchanged as scon as pesasible,

15
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2, Thia Treaty shall enter into force upon the exchangs of
tha instruments of ratification. ‘

3. The Partiea may amend this Treaty by mutual agreemant,
and any such amendmsnt shall anter into foroa upon a writt?n
exchanga of notifications betwasn tha Part@as, through the
diplomatic channel, that all domestic requiraements for its entxy

intoe force have been complaetad.

4. 'Either Party may terminate this Treaty by means of
written notice, through the diplematic channel, to the sther Paxty.
Termination shall take effect aix months following the date of
notification,

IN WITHESS WHEREOF, the undersigned, being duly authozrized by

their respective Governments, have signed this Traaty.

DONE at Brasilia, in duplicate, this \L\‘Z‘:‘_ day of
Octobar, 1997, in the English and Portuguesa languages, both texts

being agqually authentioc.
1

llﬂCX1L1L£~L~.flttvéd’\vJ :Z:ﬂ

FOR THE GOVERMMENT OF THE FOR THE GO T OF THE
UNITED STATES OF AMERICA: FEDERATIVE REPUBLIC OF BRAZIL:

16




FORM A (For Use With Article 8)
CERTIFICATE OF AUTHENTICITY OF
BUSINESS RECORDS

I, . attest on penalty of
{Name)

oriminal punishment for false statement or false attestation that

I am employed by

{(Fama of Business from which documents ares souéht)

and that my official title is

I further state that each of the records attached hereto is
tha original or a duplicate of the original records in the

custody of

(Name of Business From Which doGuments are sought)
I further state that:

A) such records were made, at or near the time of the
occurrence of the matters set forth, by (or from
information transmitted by) a person with knowledga of
those mattersa

B) such records were kept in the course of a regularly
conducted business activity:

) the business activity made such records as a regular
practice; and

.

D) if such record is not the original, such record is a
© duplicate of the original,

Signature Date

8worn to or affirmed before me. '
(Name)

a this
(notary public, judge, judiocial officer, ete.)

day of ‘ _ 19

17




FORM B (For Use With Article 9)

ATTESTATION OF AUTHENTICITY OF FOREIGN PUBLIC DOCUMENTS

I, , attest on penalty of
{(Name)

criminal punishment for false statement or attestation that

ny position with the Government of

{Country)
is , and that in that position I
(C£ficial Title)
am authorized by the law of
{Country)

to attast that the doouments attached and described below are

true and accurate copiés of original official records which

are recorded or filed in
: (Name of‘office or Agency)

vhich is a government office or agency of

{Country)

Dageription of Deocumentsi

{Signature)

(Titia)

(Datea)

18




FORM C (For Use With Article 14)

ATTESTATION WITH RESPECT TO SEIZED ARTICLES

X, ; attest on penalty of
: (Name)

criminal punishment for false statements or attestation that

my position with the Government of

(Country)

is .« I received the articles
(0fficial Title)

ligted below from

(Rame of Person)

on _ ' , at
{Date) (Place)

in the following condition:

Descoription of Article:

changes'in condition while in my custody:

Official Seal

{Signature}

Pitie)

{Date)

19




ACORDO DE ASSISTENCIA JUDIC EM MATERIA PENAL ENTRE O

GOVERNO DOS ESTADOS UNIDOS DA AMERICA E O GOVERNO
DA REPUBLICA FEDERATIVA DO BRASIL

O Governo dos Estados Unidos da América

€

0O Governo da Repiblica Federativa do Brasil,

Desejosos de facilitar a execugio das tarefas das autoridades
responséveis pelo cumprimento da lei de ambos os paises, na investigagfio,
inquérito, agHo penal e prevengfo do crime por meio de cooperagfio ¢
assisténeia judicidria mitua em matéria penal,

Acordam o seguinte:

ARTIGO 1
Algance da Assisténcia
1. As Partes s¢ obrigam a prestar assisténcia métua, nos termos do

presente Acordo, em matéria de investigagfo, inquérito, agfio penal, prevengfio
de crimes e processos relacionados a delitos de natureza criminal.

2. A assisténcia incluiré:
a) tomada de depoimentos ou decfara;:ées dc pessoas; .
b) fornecimento de documentos, registros e bens;

¢) localizag#o ou identificagio de pessoas (fisicas ou juridicas) ou
bens;




d) entrega de documentos;

¢) transferéncia de pessoas sob custédia para prestar depoimento
ou outros fins;

f) execugfio de pedidos de busca ¢ apreensio;

g) assisténcia em procedimentos relacionados a imobilizaglio ¢
confisco de bens, restituigio, cobranga de multas; e

h) qualquer outra forma de assisténcia nfio proibida pelas leis do
Estado Requerido.

3 A assisténcia serd prestada ainda que o fato sujeito a investigagiio,
mquérlto ou a¢o penal nflo seja punivel na legislagiio de ambos os Estados.

4, As Partes reconhecem a especial importincia de combater graves
atividades criminais, incluindo lavagem de dinheiro e trafico ilicito de armas de
fogo, munigdes e explosivos. Sem limitar o alcance da assisténcia prevista
neste Artigo, as Partes devem prestar assisténcia métua sobre essas atividades,
nos termos deste Acordo.

5 O presente Acordo destina-se tdo-somente 3 assisténcia judicidria

mutua entre as Partes, Seus dispositives nfio dardo direito a qualquer individuo

de obter, suprimir ou excluir qualquer prova ou impedir que uma solicitagio
“seja atendida.

ARTIGO II
Autoridades Centrais ~

1. Cada Parte designard uma Autoridade Central para enviar e
receber solicitagBes ein observéncia ao presente Acordo,

2, Para 03 Bstados Unidos da América, a Autoridade Central serd o
Procurador-Geral ou pessoa por ele designada. No caso da Repiblica
Federativa do Brasil, a Autoridade Central serd o Ministério da Justica,




3. As Autoridades Centrais se comunicardo diretamente para as
finalidades estipuladas neste Acordo.

ARTIGO I
Restngbes 4 Asgisténcia

1, A Autoridade Central do Estado Requerido poderd negar
assisténcia se: -

a) a solicitagfio referir-se a delito previsto na legislagfo militar,
sem contudo constituir crime comum;

1) o atendimento & solicitagfo prejudicar a seguranga ou interesses
essenciais semelhantes do Estado Requerido; ou

¢} a solicitagfo ndo for feita de conformidade com o Acordo.

2. Antes de negar a assisténcia com base no disposto neste artigo, a
Autoridade Central do Estado Requerido deverd consultar a Autoridade Central
do Estado Requerente para avaliar se a assisténcia pode ser prestada sob as
condi¢des consideradas necessédrias, Caso o BEstado Requerente aceite essa
assisténeia condicionada, tais condigles deverfo ser respeitadas.

3 Caso a Autforidade Central do Estado Requerido negue a
assisténcia, deverd informar a Autoridade Central do Estado Requerente das
razdes dessa denegagHo.

ARTIGO IV
Forma ¢ Contetido das SolicitagBes

. . A solicitagfio de assisténcia devera ser feita por escrito, a menos
que a Autoridade Cenftral do Estado Requerido acate solicitagfo sob oufra
forma, em situagdes de urgéneia. Nesse caso, se a solicitaglio nfo tiver sido
feita por escrifo, deverd ser 8 mesma confirmada, por escrito, no prazo de tririta
dias, a menos que a Autoridade Central do Estadp Requerido concorde que seja
feita de outra forma. A solicitagho serd redigida no idioma do Estado
Requerido, caso nfio haja disposig#o em contrério.




A solicitaglio deverd conter as seguintes informagdes:

a) o nome da autoridade que conduz a investigag#io, 0 inquérito, a
agHo penal ou o procedimento relacionado com a solicitagio;

b) descﬁgao da matéria e da natureza da investigaglo, do
inquérito, da agfo penal ou do procedimento, incluindo, até
onde for possivel determiné-lo, o delito especifico em questéo;

¢) descriglio da prova, informagdes ou outra assisténcia
pretendida; e

d) declaragfo da finalidade para a qual a prova, as informagfes ou
outra assisténcia s#o necessérias.
Quando necessédrio ¢ possivel, a solicitagio devera também conter:

a) informaglo sobre a identidade e -a localizagfio de qualquer
pessoa (fisica ou jurfdica) de quem se busca uma prova;

b) informagfio sobre a identidade e a localizagfio de uma pessoa
(fisica ou juridica) a ser intimada, o seu envolvimento com o
processo e a forma de intimagfio cabivel;

¢) informag#io sobre a identidade ¢ a localizagfo de uma pessoa
(fisica ou juridica) a ser encontrada;

d) descricfio precisa do local ou pessoa a serem revistados ¢ dos
bens a serem apreendidos;

¢) descri¢gio da forma sob a qual qualquer depoimento ou
declaragfio deva ser tomado e registrado;

f) lista das perguntas a serem feitas A testemunha;

g) descriglio de qualquer procedimento espectal a ser segmdo noe
cumprimento da solicitaglo;




h) informagBes quanto a ajuda de custo e ao ressarcimento de
despesas a que a pessoa tem direito quando convocada a
comparecer perante o Estado Requerente; e

I) qualquer outra informagio que possa ser levada ao
conhecimento do Estado Requerido, para facilitar o
cumprimento da solicitagio.

ARTIGO V
Cumprimento das Solicitag8es

1. A Autoridade Central do Estado Requerido atendera
imediatamente & solicitagfio ou a transmitird, quando oportuno, & autoridade
que tenha jurisdicfo para fazé-lo. As autoridades competentes do Estado
Requerido envidarfo todos os esforgos no sentido de atender & solicitagfio. A
justica do Estado Requerido devera emitir intimag8es, mandados de busca e
apreensto ou outras ordens necessdrias ao cumprimento da solicitagfo.

2 A Autoridade Central do Estado Requerido providenciara tudo o

que for necessério e arcard com as despesas de representagio do Estado
Requerente no Estado Requerido, em quaisquer procedimentos originados de
uma solicitag8o de assisténcia, nos termos deste Acordo.

3. As solicitagBes serfio executadas de acordo. com as leis do Estado
Requerido, a menos que os termos deste Acordo disponham de outra forma. O
método de execughio especificado na solicitagio deverd, contido, ser seguido,
e¥ceto no que tange as proibighes previstas nas leis do Estado Requerido.

4, Caso a Autoridade Central do Estado Requerido conclua que o
atendimento a uma solicitagfo interferitd no curso de uma investigagfio,
inquérito, agio penal ou procedimento em curso naquele Estado, podera
determinar que se adi¢ o atendimento aquela solicitagéio, ou optar por atendé-la
sob as condigBes julgadas necessérins ap6s consultas com a Autoridade
Central do Estado Requerente. Caso o Estado Requerente aceite essa
assisténcia condicionada, dever respeitar as condigles estipuladas.




5. Quando solicitado pela Autoridade Central do Estado Requerente,
o Bstado Requerido se empenhard ao méximo no sentido de manter o cardter
confidencial da solicitagio e de seu conteido. Se a solicitaglio nfo puder ser
atendida sem a quebra dessa confidencialidade, a Autoridade Central do Estado
Requerido disso informard a Autoridade Central do Estado Requerente, que
entéio decidira se ainda assim deve ou n#o ser executada a solicitagfo.

6. A Autoridade Central do Estado Requerido responderd a
indagacfes razodveis efetuadas pela Autoridade Central do Estado Requerente
com relagfio ao andamento de uma assisténcia solicitada.

7. A Auforidade Central do Estado Requerido deverd informar
imediatamente a Autoridade Central do Estado Requerente sobre 0 resultado do
atendimento a solicitaglio. Caso a solicitagio seja negada, retardada ou adiada,

. a Autoridade Central do Estado Requerido informard a Autoridade Central do

Estado Requerente das razdes da denegaglio, do atraso ou do adiamento.

ARTIGO VI
Custos

O Estado Requerido arcard com todos os custos relacionados ao
atendimento da solicitagfio, com excecio dos honorédrios devidos ao perito, as
despesas de tradugfio, interpretagdio e transcrigfio, bem como ajudas de custo ¢
despesas resultantes do transporte de pessoas, de acordo com os Artigos X e
XI, caso em que custos, honordrios, ajudas de custo e despesas caberfio ao
Estado Requerente.

ARTIGO VII
RestrigBes ao Uso

1. A Autoridade Central do Estado Requerido pode solicitar que. o
Estado Requerente deixe de usar qualquer informago ou prova obtida por
forga deste Acordo em investigagHo, inquérito, ago penal ou procedimentos
outros que néio aqueles descritos na solicitagio, sem o prévio consentimento da
Autoridade Central do Estado Requerido. Nesses casos, o Estado Requerente
deverd respeitar as condigBes estabelecidas.




2, A Autoridade Cenftral do Estado Requerido podera requerer que as
informagles ou provas produzidas por forca do presente Acordo sejam
mantidas confidenciais ou usadas apenas sob os termos e condi¢Bes por ela
especificadas. Caso o Estado Requerente aceite as informagles ou provas
sujeitas a essas condigfies, ele deverd respeitar tais condiges.

3. Nenhum dos dispositives contidos neste artigo constituird
impedimento ao uso ou ab fornecimento das informagdes na medida em que
haja obrigagfo constitucional nesse sentido do Estado Requerente, no Ambito
de uma ag%o penal. O Estado Requerente deve notificar previamente o Estado
Requerido de qualquer proposta de fornecimento de tais informagGes.

4. Informagies ou provas que tenham.sido tornadag publicas no

Estado Requerente, nos termos do pardgrafo 1 ou 2, podem, daf por diante, ser
usadas para qualquer fim.

ARTIGO VIIT
Depoimento ou Produgfio de Prova no Estado Requerido

1. Uma pessoa no Estado Requerido intimada a depor ou a
apresentar prova, nos termos deste Acordo, seré obrigada, quando necessdrio, a
apresentar-se e testemunhar ou exibir documentos, registros e bens.

2, Mediante solicitagflo, a Autoridade Central do Estado Requerido
antecipard informagBes sobre data e local da tomada de depoimenio ou
producio de prova, de acordo com o disposto neste artigo.

3. O Estado Requerido permitiré a presenga de pessoas indicadas na
solicitagdio, no decorrer do atendimento & solicitagfio, ¢ permitird que essas
pessoas apresentem perguntas a serem feitas a pessoa que daré o testemunho ou
apresentara prova,

4, Caso a pessoa mencionada no pardgrafo 1 alegue condigfio de
imunidade, incapacidade ou privilégio prevista nas leis do Estado Requerente,
o depoimento ou prova deverd, nfio obstante, ser tomado, ¢ a alegagdio levada
ao conhecimento da Autoridade Central do Estado Requerente, para decistio
das auforidades daquele Estado.




5. As provas produzidas no Estado Requerido conforme o presente
Artigo ou que estejam sujeitas a depoimento tomado de acordo com o presente
Artigo podem ser autenticadas por meio de atestado, incluindo, no caso de
registros comerciais, autenticagfo conforme o Formuldric A anexo a este
Acordo, Os documentos autenticados pelo Formulério A serfio admissiveis
como prova no Estado Requerente,

ARTIGO IX
Registros Oficiais

. O Estado Requerido fornecerd ao Estado Requerente copias dos
registros oficiais disponiveis, incluindo documentos ou informagBes de
qualquer natureza, que se encontrem de posse das autoridades do Estado
Requerido.

2. O Estado Requerido pode fornecer, mesmo que nfo disponiveis ao
plblico, copias de quaisquer registros, incluindo documentos ou informag@es
que estejam sob a guarda de autoridades naquele Estado, na mesma medida e
nas mesmas condigles em que estariam disponiveis as suas proprias
autoridades policiais, judiciais ou do Ministério Piblico, O Estado Requerido
pode, a seu critério, negar, no todo ou em parte, uma solicitacio baseada neste
paréagrafo.

3 Os registros oficiais produzidos por forga deste artipo podem ser
antenticados pelo funciondrio responsével por meio do Formulério B anexo ao
presente Acordo. Niio serd necesséria qualquer outra autenticagfio. Os
documentos autenticados conforme o disposto neste pardgrafo serfio
admissfveis como prova no Estado Requerente.

ARTIGO X
Depoimento no Estado Requerente

1. Quando o Estado Requerente solicita o comparecimento de uma
pessoa naquele Estado, o Estado Requerido deverd convidar essa pessoa para
comparecer perante a autoridade competente no Estado Requerente. O Estado
Requerente determinard o montante das despesas a ser coberto. A’ Autoridade
Central do Estado Requerido informar4 imediatamente a Autoridade Central do
Estado Requergnte da résposta da pessoa. .




2. A Autoridade Central do Estado Requerente podera, a seu critério,
determinar que a pessoa intimada a comparecer perante o Estado Requerente,
de acordo com o estabelecido neste Artigo, ndio estara sujeita a intimagao,
detenciio ou qualquer restrigio de liberdade pessoal, resultante de quaisquer
atos ou condenagbes anteriores 4 sua partida do Estado Requerido. A
Autoridade Central do Estado Requerente informard imediatamente a
Autoridade Central do Estado Requerido se tal salvo-conduto deve ser
estendido.

3. O salvo-conduto fornecido com base neste Artigo perderd a
validade sete dias apds a notificagio, pela Autoridade Central do Estado
Requerente & Autoridade Central do Estado Requerido, de que a presenga da
pessoa n#io ¢ mais necessaria, ou quando a pessoa, ja tendo deixado o Estado
Requerente, a ele retorne voluntariamente. A Autoridade Central do Estado
Requerente podera, a seu critério, prorrogar esse periodo por até quinze dias.

ARTIGO XI
Traslado de Pessoas sob Custbdia

1. Uma pessoa sob custddia do Estado Requerido, cuja presenga no
Estado Requerente seja solicitada para fins de assisténcia, nos termos do
presente Acordo, sera irasladada do Estado Requerido ao Estado Requerente
para aquele fim, caso a pessoa consinta, e se as Autoridades Centrais de ambos
os Estades também concordarem.

2. Uma pessoa sob custédia do Estado Requerente, cuja presenga no
Estado Requerido seja solicitada para fins de assisténcia, nos termos do
presente Acordo, podera ser trasladada do Estado Requerente para o Estado
Requerido, caso a pessoa consinta, e se as Autoridades Centrais de ambos 0s
Estados também concordarem.

3 Para fins deste Artigo:
a) o Estado receptor terd competéncia e obrigagio de manter a

pessoa trasiadada sob custddia, salvo autorizagio em contrario
pelo Estado remetente;

NOTE: Parties agreed by an Exchange of Notes that the word “intimada” in
the second line of paragraph 2. of Article X should be corrected to be
“convidada”.




b) o Estado receptor devolverd a pessoa trasladada & custédia do
Bstado remetente tfo logo as circunsténcias assim o permitam,
ou conforme entendimento confrario acordado enfre as
Autoridades Centrais de ambos ¢s Es{ados;

¢) o Estado receptor nfio requererd ao Estado remetente a abertura
de processo de extradighio para o regresso da pessoa trasladada;
e

d) o tempo em que a pessoa for mantida sob custédia no Estado
receptor serd computado no cumprimento da sentenga a ela
itnposta no Estado remetente,

ARTIGO X1I
Localizagfio ou Identificagfio de Pessoas ou Bens

O Estado Requerido se empenhard go méximo no sentido de
precisar a localizagiio ou a 1dentldade de pessoas (fisicas ou juridicas) ou bens
discriminados na solicitagfo,

ARTIGO XTI
Entrega de Documentos

I. O Bstado Requerido se empenhars a0 méximo para providenciar a
entrega de documentos relativos, no todo ou em parte, a qualquer solicitagdo de
assisténcia pelo Estado Requerente, de conformidade com os dispositivos deste
Acordo,

2. Qualquer documento solicitando o comparecimento de uma pessoa
perante autoridade do Estado Requerente deverd ser emitido com a devida
anteced@neia em relago & data prevista para o comparecimento.

3 O Estado Requerido devera apresentar o comprovante da enfrega
dos documentos na forma especificada na solicitaglo. .
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ARTIGO XIV

Busca e Apreens#o

1. O Estado Requerido executard o mandado de busca, apreensfio e
entrega de qualquer bem ao Bstado Requerente, desde que o pedido contenha
informagfo que justifique tal agfo, segundo as leis do Estado Requerido.

2. Mediante requerimento, qualquer autoridade que tenha sob sua
custodia bens apreendidos autenticara, por meio do Formuldrio C, anexo a este
Acordo, a continuaglio da custédia, a identificaglio dos bens e a integridade
desses. Nenhum ouiro tipo de autenticago serd exigido. O Formulério C serd
admissfvel como prova no Estado Requerente.

3. A’Autoridade Central do Estado Requerido poderd requerer que o
Estado Requerente aceite termos e condigdes julgados necessérios a protecfio
de interesses de terceiros quando da transferéncia de um bem,

ARTIGO XV
Devolugfio de Bens

A Autoridade Central do Estado Requerido pode solicitar a
Autoridade Central do Estado Requerente a devoluglio, com a urgéncia
possivel, de quaisquer documentos, registros ou bens, a ela entregues em
decorréneia do atendimento & solicitag#io objeto deste Acordo,

TIGO XVI
Assisténcia em Processos de Perda de Bens

1. Caso a Autoridade Central de uma das Partes fome conhecimento
da existéncia de produtos ou instrumentos de crime localizados no territério da
oufra Parte e passiveis de confisco ou apreensfio sob as leis daquela Parte,
poderd informar 4 Autoridade Central da outra Parte a respeito dessa
circunstineia. Se esta Parte tiver jurisdigio sobre a matéria, poderd repassar
essa informaghio 4s suas autoridades para que se avalie a providéncia mais
adequada a tomar. Essas autoridades basearfio sua decisflo nas leis de seus
respectivos pafses e incumbirfic sua Autoridade Central de informar a outra
Parte quanto A providéncia tomada.
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2. As Partes prestarfio assisténcia mtua na medida em que seja
permitida pelas respectivas leis que regulam o procedimento para os casos de
apreenséo de produtos e instrumentos de crime, de restituiglio as vitimas do
crime, e de cobranga de multas impostas por sentengas penais, Inclui-se entre
as agles previstas neste parégrafo o congelamento temporério desses produtos
ou instrumentos de crime, enquanto se aguarda julgamento de outro processo.

3. A Parte que tem custédia dos produtos ou instramentos de crime
deles disporé de acordo com sua lei. Qualquer Parte pode transferir egses bens,
total ou parcialmente, ou o produto de sua venda para a outra Parte, de acordo
com a Iei da Parte que transferir e nos termos que julgar adequados.

ARTIGO XVII
Compatibilidade com Outros Acordos

Os termos de assisténcia e demais procedimentos contidos neste
Acordo n#io constituirio impedimento a que uma Parte preste assisténcia a
oufra com base em dispositivos de outros acordos internacionais aplicéveis, ou
de conformidade com suas leis nacionais. As Partes podem também prestar-se
assisténeia nos termos de qualquer acordo, ajuste ou outra prética bilateral
cabivel.

ARTIGQ XVIIL
Consultas

As Autoridades Centrais das Partes realizarfio consultas, a
intervalos de tempo acertados mutuamente, no sentido de promover o uso mais
eficaz deste Acordo. As Autoridades Centrais podem também estabelecer
acordo quanto a medidas préticas que se tornem necessirias com vistas a
facilitar a implementag#io deste Acordo. '

ARTIGO XTX
Aplicagtio

Este Acordo serd aplicado a qualquer solicitaglio apresentada apds
a data de sua entrada em vigor, ainda que os atos ou omissdes que constituam o
delito tenham ocorrido antes daquels data.
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ARTIGO XX
Ratificag#o, Vigéneia e Denincia
1. O presente Acordo estard sujeito a ratificacio ¢ os seus
instrumentos de ratificagfo serfio trocados o mais brevemente possivel.
2, O presente Acorde entrard em vigor na data da troca dos
instrumentos de ratificagfio.
3. As Partes poderfio modificar o presente Acordo.por consenu;mento

mutuo e tais emendas entrarfio em vigor por meio da troca de notas, por escrito,
enfre as Partes, através dos canais diplomdticos, informando que as
formalidades internas para sua entrada em vigor foram completadas..

4, Cada uma das Partes poderd denunciar este Acordo por meio de
notificaglio, por escrito, através dos canais diplométicos, 4 outra Parte. A
denlincia produzira efeito 6 (seis) meses da data da notificago.

Em fé do que, os abaixo-assinados, devidamente autorizados por
seus respectivos Governos, assinaram o presente Acordo.

Feito em Brasilia, em \%{ de outubro de 1997, em dois exemplares
ongmats nos idiomas inglés e portugués, sendo ambos os textos igualmente
auténticos.

_hicm‘\a.. Qb w ‘Z

PELO GOVERNO DOS ESTADOS PELO GOVERN® DA REPUBLICA
UNIDOS DA AMERICA FEDERATIVA DO BRASIL
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FORMULARIO A
(Referente ao Artigo VIIT)

CERTIFICADO DE AUTENTICIDADE DE
REGISTROS COMERCIATS

By, {nome), afesto, sujeito

as penas da Iei por falso testemunho ou falsa pericia, ser empregado da

documentos) no cargo oficial de

copia de documentos originais sob a custodia de

(nome da empresa da qual se requisitam os

Declaro ainda que cada um dos documentos anexos ¢ original ou

(nome da empresa da qual se requisitam os documentos),

Declaro, ainda, que: -~

a) tais registros foram feitos & época ou préximo 4 época em que
ocorreram os fatos descritos por (ou origindrios da informacéo
prestada por) alguém com conhecimento desses fatos;

b} esses registros foram mantidos no curso de uma atividade
comercial regulatmente éxercida;

¢) esses registros Tepresentam uma roting imposta pelo exercicio
da atividade comercial; ¢

d) o registro em cuestfio ¢ original ou uma c¢épia do original.

(nome),

Assinatura . Data

Juramentado ou afirmado perante mim.
(Tabeliflo, Juiz, funciondric do

Poder Judiciério, etc.), aos dias do més de de19_ .
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FORMULARIO B
(referente ao Artigo IX)

CERTIFICADO DE AUTENTICIDADE DE
DOCUMENTOS PUBLICOS ESTRANGEIROS

Eu, (nome), atesto, sob

as penas da lei por falso testemunho ou falsa pericia, que meu cargo no
Governo do (pais) ¢ (titulo oficial) ¢ que,
neste cargo, estou autorizado pela lei do (pals) a atestar

que os documentos anexos ¢ abaixo descritos sfo legitimos e cOpias auténticas
dos ' registros oficiais originals, tramscrites ou arquivados em
(nome do érgfio governamental ou entidade plblica),
que ¢ um 6rgdo governamental ou entidade puiblica do _ {pais).

Discriminag#o dos Documentos:

Assinafura

Titulo

Data
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FORMULARIO C
(Referente ao Artigo XIV)

CERTIFICADO DE APREENSAO DE BENS

Eu, i {nome), atesto, sob
as penas da lei por falso testemunho ou falsa pericia, que o meu cargo no
Governo do ' (pals) ¢
(titulo  oficial). Recebi o3 bens abaixo discriminados de

(nome da pessoa), em (data),
em ‘ (local), nas seguintes condigdes:
Descrigfio do bem:

AlteragBes nas condigBes, enquanto sob minha custédia:

Chancela Qficial

Assinatura

Titulo -

Data
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Reasons 1.4 B and D

q1. {(C) Summary: In November of last year the Government of Brazil
announced that it was backtracking on its effort o introduce
counterterrorism (CT) legislation after a years-long effort by a
working group within the Presidency's Institutional Security Cabinet
{GSI} +to coordinate the drafting of the initiative within the
government. Although they now seek to downplay the importance of
having such legislation, prior te the reversal GOB cfficials claimed
that new anti-terrcorism legislation was necessary to improve its legal
regime--which currently does not treat terrorist activities, terrorism
financing, or support of terrorism as crimes. Some news reports have
suggested that President Lula's powerful chief of staff quashed the
proposed legislation, which had been attacked by some sccial activists
and advocacy groups who feared it could be used against them and
compared it to military era repression. The media and peolitical
silence that greeted the government's reversal has exposed a vacuum on
matters pertaining to terrorism among the elites whose support would
be reguired to overcome GOB resistance. As a result, our efforts to
put this legislation back on Brazil's agenda will be an uphill climb.
End Summary.

§2. {(U) This cable is the second of two that looks at the Brazilian
government's latest actions to counter terrorist activities. The first
touched on Brazil's reform of its intelligence and counterterrorism
structure.

No Crime Without a Law tc Define It

g3, (U} In 2004, the GOB formed a working group within GSI, the
Presidency's office in charge of coordinating intelligence,
counternarcotics and national security, charged with examining
Brazilian laws related to terrorism, as well as the way the government
was structured to deal with the challenges posed by international
terrorists (ref A). Prior to this effort, Brazilian government
officials and outside observers had concluded that Brazilian laws
dealing with terrorism were ambiguous and needed updating to account

for modern realities {(refs B and C). Under Brazilian law, terrorist
acts, their financing, and activities supporting terrorist acts are
not considered crimes. Both the Brazilian constitution and the

National Security Act {Public Law 7.170 of 1983), which defines crimes
against natiomal security, criminalize acts of terrorism in general.
However, because the National Security Act harkens back te the
military regime, FEmbassy contacts have indicated that it is highly




unlikely the government would ever use it to charge someocne with a
crime related to a terrorist activity (Ref B). In addition, because
terrorism under that law is proscribed without being typified, even in
the unlikely case somecne attempted to Lest the prevalling wisdom on
the applicability of a military-era national security law to charge
someone with the crime of attempting to commit an act of terrorism,
they prebably would be unable to do so. The Act specifically
proscribes criminal acts that could be considered acts of terrorism,
such as sabotage and bombings, but only as distinct crimes from
terrorism. Because of this, terrorist activities consisting of defined
crimes under the law could not be charged explicitly as terrorism.

Domestic Politics to Blame

q4. {U) As soon as news reports started surfacing in early 2007 that
GSI was about to wrap up its work, the government started coming under
fire from opponents of the bili. The BRASILIA 00000504 002 OF 004
influential Ordem dos Advogados do Brasil (OAB, the Brazilian bar
asgsociation) criticized the govermment for pushing legislation that
was, according to OAB's president Cezar Britto, in reality a thinly
veiled move to criminalize the actions of sccial movements and those
fighting for equality. Forced on the defensive, several high-ranking
GSI officials publicly suggested that any anti-terrorism legislation
would be rarely used and that judges would have discretion in applying
it. Then in late November 2007, the government unceremoniously
announced that it would not introduce the legislation to Congress.

g5, {C) In a meeting with Poloff, Assistant Secretary Jose Antonio de
Macedo Socares of the Secretariat for Monitoring and Institutional
Studies, at GSI (and Ministry of External Relations representative to
GSI, where he holds the rank of minister} and GSI advisor Janer Tesch
Hosken Alvarenga explained that it was impossible to reach consensus
within the government on how to define terrorism, Asked to confirm a
news item in the daily newspaper Correic Braziliense noting that
Minister Dilma Rousseff (chief of staff to President Lula in the Casa
Civil) had guashed the proposal, Alvarenga equivocated, suggested that
several "clients" had weighed in, including the Ministry of Justice.
In the ead, ke did not deny the news report, stating that the decision
had been a "political" one.

96. (SBU) A Brazilian War College analyst on strategic intelligence
and author of numerous articles on counterterrorism topics, Andre Luis
Soloszyn, went farther, asserting to poloff that the Correlo story
sounded very credible te him, and that the GSI working group was a
smokescreen for the government to demonstrate to the US and the
international community that it was taking the issue of
counterterrorism seriously. Soloszyn noted that there was little
chance that this particular government, stacked with leftist militants
who had been the object of military dictatorship-era laws designed to
repress politicaliy-motivated violence, was going te put forth a bill
that would criminalize the acticns of groups it sympathizes with, such
as the Landless Movement (MST), for "there is no a way to write an
anti-terrorism legislation that excliudes the actions of the MST".




An Idea Whose Time Has Come(and Gone

©7. (C) Asked if there was a possibility the legislation could come
back some time 1in the future, both Soares and Alvarenga were
pessimistic. Commenting on the enormously complex nature of the issue,
Alvarenga noted that discussions of t{errorism within Brazilian society
remain at an jimmature stage, with few experts on the topic and very
few people interested. Soares added that people within and outside the
government find the possibility of a terrorist attack taking place on
Brazilian soil so improbable that they are incapable of giving the
issue much attention.

98, {SBU} Soloszyn echoed these comments, indicating that he is one of
the Ffew individuals to focus on the issue of terrorism outside the
government. Within the government, the story is not much different, he
added, and virtually no one in Congress was focused on the issue. Most
legislators and general public are so in the grip of the "itf can't
happen here" mentality that they lack any 1dea of terrorist tactics,
the concept of support networks, the threat of homegrown terrorism,
and exploitation of soft targets. According to Soloszyn, the issue of
potential pockets of Islamic extremism among segments of Brazil's
large Muslim community is likewise an unstudied subject among
specialists, and unthinkable as a propositicn among the public at
large, The Brarzilian mind even ameng the highest echelons of the
government, he added, can't get past its own cliches about the
multicultural paradise that is Brazil.

q9. {SBU) BAccording to him, the only factor that could change this
indifference is another wave of vicolence like that unleashed by the
First Capital Command {PCC) ir Sao Paulc in 2006 (ref D). Terrorism
perpetrated by Islamic extremists is too remote for Brazilians to
worry about. The only way they are going to move on this, he added, is
when it affects them on a daily basis. ({(Comment: In the immediate
aftermath of the PCC's violence in 2006, President Lula called their
actions terrorism, and made noises about finally getting some anti=-
terrorism legislation on the books. End comment.)

"e have to Stop this Farce"

10, (C}) In his conversation with poloff, Soares dismissed the
importance of the government's reversal, arguing that the success of
any potential terrorist attack against the Israeli Embassy in Brasilia
is not going te be determined by whether there is a law on the books
outlawing terrorism. Brazil, according to him, has excellent working
relationships with other countries, he noted, including with the US
and Israel. Soares added that he hoped to continue cooperating with
the US, despite what he described as the "farcical" elements within
the bilateral CT dialogue: Soares did not miss the opportunity to
repeat the oft-heard complaint by GOB officials aboul comments on the
part of USG officlals suggesting the Triborder Area (TBA) remains a
top concern with regard to potential terrorist activity, which then
prompt the obligatory Brazilian demands for evidence of such activity.
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He called the exercise pointless, since, in his words, "we all know
that your officials based their statements on information we provide
the U3". Soares also criticized Argentine officials for their comments
tinking the TBA to the 1994 AMIA bombing in Buenos Aires, calling
their accusations "silly" and "baseless".

§11, (C) After various Brazilian government officials had warned of
the flawed nature of the Brazilian legal system, it is unfortunate,
though not surprising, to hear GSI officials now argue that there is
no need for the GOB to improve Brazil's legal regime to make it
illegal to commit, finance, plan, or support terrorist acts. Although
we cannot confirm definitively that the Casa Civil quashed the
initiative for political or ideological reasons, it 1is certainly
plausiblie. Outside of some agencies focused on security issues, this
government evinces very little interest in terrorism issues, much less
on legislation its base has no interest in seeing enacted and that
would require significant political capital te push through Congress.
Likewise, with little knowledge or enthusiasm within Congress, there
is no one to take up the mantle there eifther. As a result, the
initiative has Dbecome an orphan of Brazil's current political
realities., For the moment, any effort to suppress terrorism, its
financing, or activities supporting terrorist activities will have to
continue for the foreseeable future to follow the "Al Capone" approach
of taking down terrorists based on customs violations, tax fraud, and
other crimes that unfortunately alsc carry less jail time. While this
approach can werk, it is not a substitute for giving peolice and judges
the additional legal tools that the international community has agreed
are necessary in the fight against terrorism and nor is it a
substitute for institutionalizing counterterrorism within the
Brazilian legal system. Taking Brazil's reform of its CT structure
{ref A) together with its backtracking CT legislation once again shows
a mixed wicture of Brazil's overall CT effort at the policy level.
Furthermore, the low standing CT holds as an issue among Brazil's
elite casts some doubt as to whether the potentially useful reform of
ABIN will actually materialize. Over the next months, Mission will
consult with Washington agencies as we review our strategy for
increasing Brazilian attention to counter-terrorism.

412, (C) Comment, cont: On a separate nole, we found Soares' admission
that Brazil provides the bulk of the intelligence on matters related
te CT to be highly atypical, although it sheds some light on a
question that has long-puzzled the Mission. That 1s, whether policy-
tevel officials, particularly at Itamaraty, where they tend to be most
disinclined to accept the suggestion that there may be terrorist
elements active in their territory, receive the same information from
Brazil's intelligence elements as the U.S. receives. Although we
cannot answer definitively, Scares comments would suggest that to be
the case and that, despite their denials, they recognize the potential
problems Brazil faces. Another possibility is that they have access to
the same information but, either because the information would be
inadmissible in a Brazilian court or because it does not meet a
presumed higher threshold of what constitutes terrorist-related
acrivity, they technically do not consider it evidence of such




activity. This means they are either playing games or they are
defining terrorism out of Brazil., Neither Iinterpretation presents a
flattering picture of the seriousness with which the senior levels of
the Brazilian government treat the issue of terrorism, but both are
consistent with what we have seen over the last several years from a
government that considers CT a low priority. End comment. SOBEL
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Classified By: Charge D'Affaires Lisa Kubiske for reasons 1.4 (b} and
{ d).

A%1. (C) Summary. Brazilian MRE Undersecretary for Pelitical Affairs
Roberto Jaguaribe, recently returned from a diplomatic mission to
Tehran, told Charge D'Affaires on September 16 that additional
dialogue rather than sanctions will be most the most effective means
of pressuring Iran to develop a responsible nuclear program. Jaguaribe
emphasized that Iran's nuclear program enjoys broad internal support
and will not ultimately be stopped, so the goal should ke to push Iran
to follow international nuclear guidelines. He said that top Iranian
officials draw a distinction between IAEA directives, which they are
attempting to follow, and UNSC resolutions, which they view as unfair
and in some cases illegitimate. Jaguaribe said he told the Iranians
they are still not meeting their IAEA responsibilities, but he




believes they are making progress. The Undersecretary did not discount
the possipility of Brazil making a statement on Iran at UNGA but said
any such remarks would be “balanced," referencing Iran's lack of full
compliance along with Brazil's basic skepticism toward sanctions as a
motivating tool. End summary.

Back from Tehran —-—==rm-———————o=-

A92. (C) Upon returning from his September 9-1¢ wvisit to Tehran,
Undersecretary Jaguaribe took great care in his meeting with CDA to
give not only the Brazilian but also the Iranian perspective to the
points made in reftels A, B, and C. tthile in Iran, he met with Foreign
Minister Manouchir MNottaki, HNational BSecurity Council official Said
Jalili, and Parliamentiary Foreign Policy Chair Aladdin Bourojerdi,
among others. He issued joint press statements in Iran with each of
these men to the effect that dialogue, not sanctions, was the key to
solving the dispute at hand. In his meeting with CDA, Jaguaribe's core
message was not substantively different, but he went into greater
detail on areas in which he had pressed Iran, areas where he saw Iran
as non-compliant, and thoughts on how to influence them toward
compliance. The Undersecretary's basic view of post-election Iran had
not changed. He characterized the nation a compromised democracy, but
with a robust civil society that will make them ultimately open to
substantive negotiation.

Brazil's Message to Iran -————--———m--——o=-—o—smms

A493. (C) Jaquaribe was careful to point out that, despite the friendly
press conferences and the desire To schedule an Ahmadinejad visit to
Brasilia in December, he raised specific criticisms with Iranian
officials about their nuclear program. Most notably, he said that he
told Mottaki and others that Iran was still not carrying out all its
IAEA responsibilities, despite the late August decision to allow
inspectors at Natanz and Arak. He also viewed the September 8 proposal
to the P5 1 by the Iranian government, which was forwarded to him by
the Iranians, as far tooc general te be an effective point of departure
for further discussion. Jaguaribe said he had asked the Iranians to be
more specific in their dialeogue, and he told us that he thought the
Tranians could be brought around to the point where they would make
more specific proposals.

AG4, (c) During the meeting, Jaguaribe agreed with the U.S.
interpretation of the main peints of the IAEA report (ref C), i.e.,
that Iran has refused to suspend proliferation-senstive nuclear
activities as required by the UNSC, has refused to implement the
additional protocol, and has only partially cooperated with TAEA
inspection demands. At times he reflected Iranian views without
endorsing them, such as his reference to IAEA guestions about past
weaponization-related activities as "alleged reports." Jaguaribe had
no immediate response to our demarche concerning Amcits detained in
Iran {ref B) but sounded favorably disposed. During his meetings in




Tehran, Iran gave Jaguaribe their own list of complaints/demands
toward the U.S. These included complaints about "three U.S5. Army
personnel detained last month in Kurdistan," extradition of several
Iranians, and disappearance of Iranians in Saudi Arabia and Istanbul.
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Brazilian Engagement Strategy ————————————————————n————

A95. (€) While trying to outline an overall engagement strategy toward
Iran, Jaguaribe emphasized repeatedly that Iran will never give up its
nuclear enrichment program, though it may be pressured into suspending
it for periods of time. He argued that ZIran's nuclear program is
broadly popular across all segments of society, including most
government opponents and members of the exile community. Therefore, he
continued, sanctions should not be used because the pain caused by
them would push Iranians "with alternative views™ toward supporting
the current regime on a rare issue in which they are in general

agreement. (He believed that oil import sanctions would be especially
damaging to Iran's economy =-- and especially effective in rallying
popular Iranian support for its nuclear program.} Jaguaribe believed

that the Iranian government was ultimately persuadable to follow
international protocols, 1if pressured by both the international
community and its civil society. He praised earlier U(.S. efforts to
initiate dialogue on the issue, and said that continued dialogue, even
if not Iimmediately successful, strengthens the hand of the more
liberal elements of Iranian society.

Iranian, Brazilian Views on IAEA, UNSC -—————-————rre——r—rrmmmme e

A96. {C) The Iranians pressed upon Jaguaribe their view that IAEA
safeqguards (and related directives) constitute broadly agreed upon
international technical norms that the Iranians can follow, and wiil
work to adhere to in the future. The Arak and Natanz inspections were
cited as cases in point. Jaguaribe left convinced that the Iranians
fully believe they are following IAEA guidelines -- a point of view
that the Undersecretary characterized to CDA as "delusional." Tehran
drew a distinction between the IAEA and the UNSC, which they view as a
body issuing political decisions that are "not legitimate." Jaguaribe
did not endorse this view but said of the Iran-UNSC relationship,
"there needs to be some movement on both sides.” (Note: Brazil has
long held the position that nuclear matters are best dealt with in the
IAgA, and not in the UNSC., End note.) He added that a UN proposal
related to nuclear disarmament would be helpful to resclve the
impasse. He praised recent U.S. efforts in this regard and hoped more
would be forthcoming.

BExpanding the Chorus: Statement at UNGA -—————————————————r——rrmrmmm

A97. (C) Regarding the request outlined in ref A, Jaguaribe said there
was a possibility that Brazil would consider addressing Iran's nuclear




program in its UNGA statement. He said that any such mention would be
a balanced reference, mnmentioning bhoth Iran's need teo meet IAEA and
UNSC responsibilties while expressing skepticism toward UNSC sanctions
as a metivating tool, He alsc said that Brazil would not shy away from
saying that Iran’'s September 9 response to the P5 1 needs to be more
ropbust o be effective. {(Comment: We believe it is very doubtful that
Brazil will actually reference Iran in its UNGA statement. FEnd
comment: ., )

A98, (C) Having returned from Tehran less than a week earlier,
Jaguaribe focused on the approach he believed would work best in
resolving the disconnect between Iran's confidence that it has given
satisfactory answers about its nuclear program and the sense in the
international community that the Iranians must pe moved toward
compliance. In general, Brazil can be expected to continue a cautious
approach to the issue, keeping in mind its sometimes-competing desires
to increase commercial relations with Iran, to develop Brazilian
nuclear military technology for non-weaponmaking purposes without
drawing international attention, and to gain a permanent UNSC seat -—-
with the last goal being most important. In the shoxt run, the easiest
way for the GOB to massage the wvarious interests is to c¢all for
increased multilateral dialogue and adherence to TIAEA standards in
order to forestall having to take a £firm position in the UN on
sanctions once Brazil assumes 1its temporary seat on the UNSC in
January 2010. Brazil 1is aware, however, that Iranian compliance with
IAEA safeguards would not necessarily egual Iran becoming a
responsible nuclear power —-- as Jaguaribe mused during the meeting. In
light of its traditional hesitance to take firm positions on
contentious country-specific issues, and with visits by Ahmadinejad to
Brazil and top Brazilian officials
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to Iran being planned for the next few months, Brazil will have a soft
voice in the chorus -- but may prove useful nonetheless if senior GOB
officials can be encouraged to whisper into Iran's ear the idea that
negotiation and compliance are its best option. End comment.

KUBISKE
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£91. (C) SUMMARY. The Government of Brazil {GOB) is concerned about
Iran's and Syria's nuclear activities and wants all parties to work
with the International Atemic Energy Agency (IAEA) to answer the
outstanding guestions. The GOB does not see the latesl IAEA reports on
these countries as closing those cases. Still, the GOB is not
supportive of the Iran case being with the UN Security Council or the
idea of the UNSC imposing additional sanctions. The GOB strongly
objects to the use of unilateral military action in the case of Syria




and is very concerned about the possibility of force being used
against Iran. END SUMMARY.

A92. (C) On September 11 Science Counselor and Science Officer met
with Brazil's Ministry of External Relations' (MRE} Acting Director of
the Division for Disarmament and Sensitive Technologies (DDS) Fabio
Simao Alves to discuss the USG's views - per REFTEL A - on the latest
International Atomic Energy Agency (IAEA) reports on Iran and Syria.
Alves was well informed about both matters, and he reiterated the
Government of Brazil's (GOB) cautious approach to both cases. IRAN

A93. (C) Alves stressed that only through discussion can the dispute
with Iran be resolved. The GOB is interested in learning the nature of
the Iranian nuclear program and it does not rule out the possibility
that the program has military aims. Thus, the GOB is supportive of the
IAEA investigating the matter and getting answers. Alves stressed that
the GOB sees the IAEA as the appropriate forum for dealing with Iran
and not the UN Security Council (UNSC). The GOB wants the IAEA to
become more active. Now that Brazil is going back on the UNSC it is
particularly interested in the thinking of the P-5 plus Germany about
Iran. He said that Brazil would not be supportive of the UNSC imposing
additional sanctions, but it will fully comply with measures adopted
by the UNSC.

A94. {(C) Brazil would like Iran to be more cooperative, he said. Then,
he added that the GOB would 1like unnamed "other member states" to
share more information about Fran with the IAEA. Alves appeared to be
suggesting that there was a lack of sharing of information on Iran and
that this was somehow impeding the IBEA's efforts to understand the
iranian nuclear program.

A95. {C} The GOB is "very concerned” about a possible military strike
against Iran by another state, emphasized Alves. Brazil wants a
peaceful solution to the Iran guestion.

A96. {C) Alves said that the GOB could not publicly support a call for
Iran to comply with an Additicnal Protocol. Since Brazil has not
signed up to an Additional Protocol, it will not support calls that
other countries comply with them.

A97. (C) The GOR had heard reports, Alves noted, that Iranians were
saying in Vienna that Iran should not be pressured so hard, but rather
should be treated like Brazil. Brazil has an enrichment program and it
is not being put under a microscope or being compelled to sign/comply
with an Additicnal Protocol. Alves seemed unhappy about these reports
and emphasized that the Iranian and Brazilian situations are guite
different,

A98, (€) The GOB at the IAFA would have a balanced statement about
Iran, according to Alves. SYRIA




A49. (C} The GOB was not plamning to make a stalLement about Syria at
the TAEA, RAlves said. He declared that the GOB strongly condemned the
use of force by a country against Syria; Brazil viewed this as
impairing the work of the IAEA. Nonetheless, he acknowledged that
there were outstanding questions about Syria's activities and these
should be cleared up. He added that the GOB has serious concerns about
the Syrian program and did not consider it a case closed.

A910, {(¢) As with the Iran case, Alves wanted unnamed "other member
states" to share their imagery and other intelligence about Syria with
the IAEA., He indicated that this unwillingness to share hindered the
JAEA's efforts to understand the Syrian activities.

COMMENT

Ag1, {C) Brazil recognizes that there are serious guestions
cutstanding about Iran's and Syria's nuclear activities and does not
see these latest IBEA reports as clesing those cases. The GOB,
however, doesn't seem willing to go much further than calling for
everyone to cooperate more with the IAEA. It strongly opposes
unilateral military action and doesn't like the Iran case being with
the UNSC. The GOB's interest in the proposals and activities of the P-
5 and Germany is more that they want to be well-informed than an
_interest in trying to contribute to crafting new measures to pressure
Iran. We deo see that the GOB's objection to am Additional Protocol for
Brazil is having an impact in the international arena, as the GOB is
unwilling to call Iran on not complying with an Additional Protocol.
END COMMENT.

KUBISKE
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