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CLARION F 00 3

13. Dynamic Reconfiguration 1s supported (Enterprise 10000 SBus only); requires ATF v3.1.2 or higher

14 Cluster with moere than 4 nodes requires VCS palch P2 and VxVYM v3 1 patch Pé

15 GAB disks (membership and service group hearbeat disks) are not supported.

16. Supporled on CX600, CX400. FC4500, FC4700 Only

17 Clusters with more than 4 nodes require VCS patch P2 and VxVM v3.1 palch P4

18. Requires Solaris 8 update 7

1% Su;t)polned with Powerpath 3.x configuration only Nalive names only. no “power devices”. Review the ESN lopoiogy guide section on Oracle DBED/AC case studies for configuralion
restrnchons.

20. Venlas HA clusters are supported with FC-SW only

21, Rewview the ESN Topology Guide section on Oracle DBED/AC Case Studies for configuration restristions

22 If all FC connectivity to the arraty 1s lost (without a server shuldown). then afler connectivity is restored, the user must execule a vxdetl enable command, before the VCS Oracle QiRAG
service group is brought back onfine.

23. Ventas MP1 is required for clusters with more than 2 servers
24, 64~-bit HBAs wilf not fit into the 32-tut slot due to a pityscal abstruction
25 The LPBO0D-EMC HBA has a permanent GBIC. and does not have copper cable support
26, See the EMC price book for HBA vendor ordering isformation. This HBA s riot sold by EMC
27. OPS.RAC. or greaier than 2-node HA are supperted with FC-5W only
28 For new installations, core software minimum requirement with
CX600 J-
Array software - Access Logix 02.04.1.60.5.002 3
Array software ~ Non~Access Logix 02.04.0.60.5.002 Y
CX400 AN >§ )
Array software - Access Logix 02.04.1.40.5.002 . >
Array software ~ Non~Access Logix 02.04.0.40.5.002
FC4700 O-
Array software - Access Logix 08.49.51 -—)
Array software - Non—Access Logix 08.49.01 v

Solaris 9:
Core software minimum reguirements same as new installations (above}
Support for Veritas Volume Manager VxVM 3.2 Patch 03 and Solaris Volume Manager require an RPQ.

Solaris 8:
Supported on CX600, CX400 running release core software, FC4700 running Fiare level 08.46 or later. Requires PowerPath 3.0.2 or later, no ATF support.

Greater than 2~node OP$§, RAC configurations supported on CX600 running 62.02.1.60.5.005, CX40Q running 02.02.1.40,5.006 level core software {or later), FC4700 running
Flare {evel 08.47 or tater.
If using VxVM, requires VxVM 3.2 patch 03. Do not install VxVM patch 112388-01.
Supponed with VCS only.
Supported on CX600, CX400 and FC4700-2 only
o+, Supporled with VCS 3.5 Mamtenance Patch 1
32 Please review Veritas support pages for latest patch informanon.
33. EMC required Sun patches for Solaris $:
112233-06 Sun OS 5.9: kernel patch
112834-02 Sun OS 5.9: patch SCSt
113277-11 Sun OS 5.9: sd and ssd patch
34 Supported only on VxVM 3.2 P03, VxVM 3.5 MP1, and SDS 4.2.1
35. Requires RPQ
36. Supported only on VxV¥M 3.5 MP1 and SVM

Fibre Connectivity: Hub

Please refer to the fibre channel cables and connectors reference file: EPic_FibreCablesConnectors.pdf.Please refer to the Base Connectivity Interoperability
Application for details concerning kernel versions, minimum driver and BIOS / firmware revisions.

FiFmN Y W
HEW HF-UA
| I —[ I —lzunslstorage l
No. Operaling System Host Bus Aday ST ’ Port LunsfHBA | Lunsil.oop
1 |HPQHP-UX: 11.08,11.0 990P5, 11.0  |HPQ: A3404A, A3531B, Adr4uA. UL . 256 256 128 Seen
ACES. 111 v1.0 (HP-UX 11.11)8 AS158A, ABGB4A, ABGESA, AG7A5A FCL1083TW, 4,5
HPO: A3724A/AZ7.
A4839A/AZT |

Zanout reprasents the maximum nitiators (host adapiers) per CLAREON port, Fanin represents the number of CLARIION ports visible o a single initiator (host adapter). In arbitrated loop
anvironments. lhese numbers represent ihe maximum inbiators per loop. In switch environments, these numbers are achieved through Zoning. For further detaits on Fanin/Fanoul. see

CLARION Open Systems Configuration Guide.
Hubs nol supporled for FC4700. CX600. CXA00, CX200.

. wun Per HBA (FC-AL)

CXB0J 256
CX400 256
FCA700 233
FC4600 223
4 FanoulFanmn

CX6004:1i1.4
Cx4004.1i1 4
FC47004 1ri 4
FC45004 11 4

Luns Per Array (FC-AL}

o

CXG00 256
CX400 256
FC4700 223
FCA500 223 ) .

6 For HP-UX systems onfy'L VM Bad block reafiocaton (BBR should be disabled and the LVM mechanism for marking biocks defective when a medium error is returned should be
disabled for ali HP LV logicai voiumes residing on EMC devices. This can be accomphished by utilizing the upper case "N" flag when creating the logical volume or with the Ivchange
command. Examples: ivehange -1 N /devivatlifivoll or lvcreate - N /devivg01. The exception to this rule 1s if the logical volume is host mirored using HP Mirror-UX, then this flag

shauld not be set -
7 HP optical Mubs (HP models A3724A and A4839A} have been qualified, but are nat scld by EMC.
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Tape
Storage
Type

Bridge

Ta,

-

~yitch

26

Zr

5C8125

SLDTT

Exabye wic awos

ADIC. Gateway 30001

23 gAN Gatewa&”- 2 )
SNC 30001920, 21,22, 23 gNC
5000, SNC 5100, SNC 5101:

ATL FC310;

Chaparral 262032;

Crossroads: 4x0028: 28, 4x5030. 31,
8000:

HPQ MDR27;
STK STK 3250

Brocade Silkwurn. 120001, cmuv |, 2ouu .
1. 38001, 39001, 64007;

EMG Connectrix: DS-1681 12, DS~ 16821
3 pg-1pM1, DS-16M27, DS-24M2%.
p&-a2ml, DS-32021. D5-881,
ED-10321, ED-1200087: 38, ED-6am™ 18;

McDATA: ED-50001, ED-60641, 18,
£S-30161, ES-30321, E5-3216",
£5-3232, £S-4500

Operating

HP-UX:
11,03, 111
v1.0
(HP-UX
111314

I1IBM AIX:
433.5.1;

Microsoft
Windows
2000
Advanced

Microsoft
Windows
2000
Server:
Sp215,
SP318:

Microsoft
Windows

Netware
5.10: SP533
34, 5pg;

Novell
Netware
6.0: SP133.
34 gp233,
34, 5P3;

Sun

Solaris:
2617 g17

e to ESN (’onnectivirl%:

e Xm

Caquyis me i S AlT-2, HPQ HP
LTQ [, 1BM 3580 LTO SCSI8, Quantum DLT
7000. Quantum DLT 8000, Quantum SDLT 220

Exabyte Integrated Library Option

Brocade Silkworm: 120001 24001, 28007,
32001, 38001, 38001, 6400%;

EMC Connectrix: DS-168% 12, ps-1682":
13 pg-8sl

HPQ
HP-UX:
11.03, 11
v1.0
(HP-UX
11.11)3 14,

IBM AIX:
4.3.3,5.1;

Microsoft
Windows
2000
Advanced

Microsoft
Windows
2000

Novell
Netware
6.0: SP13%
34 gpy33,
3 spy;

Sun
Solaris:
2617 817

See5 78,16,
26

28

sCsi?8

Generic AIT-2, Generic DTF. HPQ HP LTO 1,
IBM 3580 LTO SCS*°, |BM 3590, Quantum
DLT 7000, Quantum DLT 8000, Quantum
SDLT 220, STK 9840 SCSI. STK 39940 scsl

HPQ C6340F

Brocade Silkworm; 120001, 24007, 2800°,
32001, 38007, 39007, 6400";

EMC Connectrix: DS-1681 12,
ps-1682" 13, DS-16MT, DS-16M2,
DS-24m21, DS-32M", DS-32M21,
Ds-887, ED-10321, ED-12000B" 38,
ED-64M1. 18;

MGDATA; ED-50001, ED~60641. 18,

£S-30161. ES-3032). ES-3216".
ES-32321, ES-4500"

HPQ
HP-UX:
11.03, 110
v1.0
(HP-UX
11.11)3 %4

Seed 7. 8,16,
26
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"M Acronyn T sfinitions

EMC Data Manager (EDM) 5.0.0 wrairix

This table ribes acronyms and abbreviations that appear :n the EDM matrix
'

|Enhanced Journal Filesvstem

I. - B A b e fen At Oliaedes fr frrarbed
LN
NDMP _
RAW
RPQ JRSUSDE U1 1 HLS Ui
STD 'S!andard—ﬂ)eed client
VxFS
VxVii
XFS L LAt ey

777
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Security
Authentication and Accounting Servers
» Support for redundant external authentication servers:
- RADIUS
~ Kerberos/Active Directory authentication
~ Microsoft NT Domain authentication
~ Microsoft NT Domain authentication with Password Expiration (MSCHAPv2)
RSA Security Dynamics (SecurID Ready), including native support for RSA 5 (Load Balancing, Resiliency)
s User authorization through LDAP or RADIUS
» Internal Authentication server for up to 100 users
«  X.509v3 digital certificates (including CRL/LDAP and CRL/HTTP, CRL Caching and Backup CRL Distribution Point
support)
* RADIUS accounting
+ TACACS+ Administrative user authentication
Internet-Based Pa
» Source and destination IP address
« Port and protocol type
« Fr stection
» FTP session filtering
« Site-to-Site Filters and NAT (for overlapping address space)

* By individual user or group
— Filter profiles (defined internally or externally)
— Idle and maximum session timeouts
— Time and day access control
— Tunneling protocol and security authorization profiles
— TP Pool

— Authentication Servers

Certification
« FIPS 140-2 Level 2 (3.6) in process, FIPS 140-1 Level 2 (3.1), VPNC

Ports
» Console port-Asynchronous serial (DB-9)

Cisco Systems, Inc.
All contents are Copyright © 1992-2003 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy ¢
Page 70f 9
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| LSA Import

Click the External LSA Import drop-down menu button and choose whether to bring in LSAs from
neighboring Autonomous Systems. LSAs describe the state of the AS router’s interfaces and routing
paths. Importing those LSAs builds a more complete link-state database, but it requires more processing.

The choices are:
» External = Yes, import LSAs from neighboring ASs (the default).

« No External = No, do not import external LSAs.

Addor A Hly/Cc..zel

Reminder:

To add this OSPF area to the list of configured areas, click Add. Or to apply your changes to this OSPF
area, click Apply. Both actions include your entry in the active configuration. The Manager returns to
the Configuration | System | IP Routing | OSPF Areas screen. Any new entry appears at the bottom of

the OSPF Area list.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard vour entries, click Cancel. The Manager returns to the Configuration | System | IP Routing |
o. "A en, and the OSPF Area list is unchanged.

VPN 3000 Seties Concentrator Reference Volume 1: Configuration
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— Redundancy W

Enter the time interval in seconds betw: . VRRP advertisements to other systems in this group. Only
the Master system sends advertisements; this field is ignored on Backup systems while they remain
Backup. The minimum interval is 1 second. The default interval is 1 second. The maximum is 255
seconds. Since a Backup system can become a Master system, we suggest you accept the default for ali

systems.

Gro ) Shared Addresses

1 (Private)

2 (P Hlic)

3 (Exte 1)

Enter the IP addresses that are treated as configured router addresses by all virtual routers in this group.
The Manager displays fields only for the Ethernet interfaces that have been configured.

On the Master system, these entries are the IP addresses configured on its Ethernet interfaces, and the
Manager supplies them by default.

On a Backup system, the fields are empty by default, and you must enter the same IP addresses as those
on the Master system.

The IP address for the Ethernet 1 . .ivate) in  aces ed by the virtual routers in this group.

The IP address for the Ethernet 2 (Public) interface shared by the virtual routers in this group.

The IP address for the Eth t 3 (External) interface shared by the virtual routers in this group.

\pply / ‘ancel

Reminder:

To apply the settings for VRRP, and to include your settings in the active configuration, click Apply. The
Manager returns to the Configuration | System | IP Routing screen.

To save the active configuration and make it the boot configuration, click the Save Needed icon at the
top of the Manager window.

To discard your entries, click Cancel. The Manager returns to the Configuration | System | IP Routing
screen.

VPN 3000 Series Concentrator Reference Volume 1: (

[ 78-13213-



- W W W W W wy w wr e

s T e Ny e ey wwr w

- e W w w -
- e W W W W W e wr e -

.
»

— Configuration | System | IP
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Cisco — Using ADIUS Servers with VPN 3000 Products

n 1

Using RADIUS Servers with VPN 3000 Products
Intr 1500 1 UORURTRO O OO ST E OSSR USRS EUUSURRRRRTNY
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Setting A1 ' "¢
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+ Table 12, PKI/Certificate Servers
= Table 13, Token Servers

» Table 14, LDAP Servers

« Table 15, User Databases

+ Table 16, Proxy Support

You can find information about new device support at Cisco.com,
http://www.cisco.com.

‘ To ensure full capabilities, the clients you deploy to interoperate with Cisco
Secure ACS Appliance should use the most recent operating systems available.
Nonetheless, Table 2 provides details on the minimum acceptable client operating

system versions.

Table 1 v Browsers’
Frogram Versions Notes
Microsoft Internet txplorer 5.5 for Microsoft Windows - English Tested

Language version
6.0 for Mlcrosc.)ft Windows - English Tested
Language version
7.0 for Microsoft Windows - English Tested
Language version

7.0 on Solaris 2.7- English Language Tested
version

Netscape

1. To use 2 web browser to access the Cisco Secure ACS HTML interface, you must enable both Java and JavaScript
‘ in the vser. Also, the web browser must not be configured to use a proxy server.

Supported and Interoperable Devices and Software Tables for Cisco Secure ACS Appliance version 3.2

[ ot-4349-02



















Table 15  User Databases’ (continued)

545

AD on Windows 2000 — —_—

SAM on Windows NT 4.0 - —

LDAP Generic —
Novell NetWare Directory voIsiui v.u Tested with e[”~ ctory v.8.6 and wovell
Services (NDS) Client 4.83 SPk. ror Windows NT 4.0,

Windows 2000, and Windows XP

TEFAP Pravv RANDIUIS servers — —

ve 716  Proxy Support

Platform |versions R
Cisco Secure ACS [2.4 or later —
Funk Steel Belted Radius 1Enternrice Fdition —

Supported and Interoperable Devices and Software Tables for Cisco Secure ACS Appliance version 3.
I oL-4349-02




i Supported and Interoperable Devices and Software Tables for Cisco Secure ACS Appliance versic= 22
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Restore

fresh

Group

To reset, or start anew, the screen contents, click Reset. The system temporarily resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
is like that of a vehicle’s trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. This icon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last

-

updated.

Choose a group from the me nonitor sessions forthatg _ imly. The default value is --All--, which
displays sessions for all gro |

! I A¢— - istration and Monitoring


























































wicn tion

The data encryption algorithm that the session is using:
+ None = No data encryption.
» DES-40 = Data Encryption Standard algorithm with a 56-bit key, 40 bits of which are private.
+ DES-5¢ DES encryption with a 56-bit key.
+ 3DES-168 = Triple-DES encryption with a 168-bit key.
+ RC4-40 Stateless XSA RC4 encryption with a 40-bit key, and with keys changed on every packet.

» RC4-40 Stateful = RSA RC4 encryption with a 40-bit key, and with keys changed after some number
of packets or whenever a packet is lost.

« RC4-128 Stateless = RSA RC4 encryption with a 128-bit key, and with keys changed on every
packet.

« RC4-128 Stateful = RSA RC4 encryption with a 128-bit key, and with keys changed after some
number of packets or whenever a packet is lost.

s AES-128 = Advanced Encryption Standard (AES) encryption with a 128-bit key.
« AES-192 = AES encryption with a 192-bit key.
+ AES-256 = AES encryption with a 256-bit key.

Lc=in ime
The date and time that this session logged in: MM/DD/YYYY HH:MM:SS. Time is in 24-hour notation.

Total

The total number of bytes transmitted and received by this session. N/A = the session is not passing data,
in other words, it is an administrator session.

VPN 3000 Series Concentrator Reference Volume Il: Administration anc
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onitoring

Group
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~ © "7 Sessions I

The login username for the session.

The user’s group.

IP Addi _ss

» +OtOC(

The IP address of the session user. This is the address assigned to or supplied by a remote user, or the
host address of a networked user. Local identifies the console directly connected to the VPN

Concentrator.

The protocol that the session is using:

Console = Directly connected console; no protocol.
Debug/Console = Debugging via console (for Cisco use only).
Debug/Telnet = Debugging via Telnet (for Cisco use only).

FTP = File Transfer Protocol.

HTTP = Hypertext Transfer Protocol (web browser).

IPSec = Internet Protocol Security tunneling protocol (remote-access user).
IPSec/LAN-to-LAN = [PSec LAN-to-LAN connection.
IPSec/NAT  PSec through NAT (Network Add s Translation).
L2TP = Layer 2 Tunneling Protocol.

L2TP/IPSec = L2TP over IPSec.

Other = Protocol other than those listed here.

PPTP = Point-to-Point Tunneling Protocol.

SNMP = Simple Network Management Protocol.

Telnet = Terminal emulation protocol.

TFTP = Trivial File Transfer Protocol.

VPN 3000 Series Concentrator Reference Volume {I: Administration and Monitoring
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ter1 Product Overview

Solaris Patches

Syst et ||

Table 1-3 lists the required and recommended patches for Solaris 2.6 and 2.7.

Table 1-3 Solaris Patches

Obneratina Svstem

Reauired

Recommended

QUIAILS .U

105181-19 Kernel Update
Patch

105210-27 Libaio, Libc, and
Watchmalloc Patch

105490-07 (or 107733-01)
Linker Patch

105568-16
/usr/lib/libthread.so.1.Patch

105591-06 Shared Library
Patch for C

105633-36 Xsun Patch (Asian
only)

106040-1Z .. _nput and Output
Method Patch (Japanese only)

106409-01 Traditional
Chinese True Type Fonts Patch

108091-03 ISO8859-01
Locales Patch

= 105284-31
Runtime Library
Patch

< 105669-10
LibdtSvc Patch

Solaris 2.7

106327-05 Shared Library
. wtch for C++

106980-10 Libthread Patch

107636-03 X Input and Output
Method Patch

107081-11 Motif 1.2.7 and
2.1.1: Runtime Library Patch

108376-03 (1) Open Windows
3.6.1 Xsun Patch

Instailing VPN Monitor on Windows 2000, Windows NT, and Solaris mm

I 78-13479-01
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 ipported Devices
VPN Monitor supports the following devices:
- Cisco VPN 3000 Concentrators running the 2.5.2f image or later
» Cisco 7100 and 7200 series routers running ..sco .. . release 12.1(5a,_ or

later

» Cisco 1700, 2600, and 3600 series routers running Cisco IOS release
12.2(4)T or later

Installing VPN Monitor on Windows 2000, Windows NT, and Solaris ==

[ 78-13479-01
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This section describes how to customize the VPN Client GUI for the Windows platform. To customize
the GUI for the Mac OS X platform, see Customizing the VPN Client GUI for Mac OS X, page 5-18.

Customizing the \ _ _{ Client occurs when the \ _ .{ Client and installation program see a text file called
oem.ini on your distribution image. The oem.ini file is patterned after Microsoft standard initialization
files. You create the oem.ini file and supply your own text, PNG files, and icon files. When present, the
oem.ini, PNG, and icon files are read when you first start the VPN Client. Since the VPN Client
software reads these files when it first starts, the changes to them take effect only after you restart the
VPN Client application.

This chapter contains the following sections:
¢ Areas Affected by Customizing the VPN Client
+ Creating the oem.ini Filc
+ Installing the VPN Client Without User Interaction
* Customizing the VPN Client Using an MS] Transform

Areas Affected by Customizing the VPN Client

3i

Cust  zing replaces the following screen text, bitmaps, and icons.
« Brand names on dialog boxes
+ Product names on dialog boxes
+ Organization logo on all dialog boxes
+ Graphic at the left end of the title bar
» Icons on the system tray (at the bottom right of the screen) and the desktop (shortcut)

The InstallShield uses a bitmap when installing the VPN Client software: the setup bitmap (setup.bmp).

Figure 5-1 shows the setup bitmap that displays as the first screen during installation via InstallShield.

u VPN Client Administrator Guide
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Updating VPN Client software in an environment with a large number of devices in different locations
can be a formidable task. For this reason, the VPN 3000 Concentrator includes a client update feature
that simplifies the software update process. This feature works differently for VPN software clients and

VPN 3002 Hardware Clients.

VPN Software Clients

VPN 3002 Har

The client update feature lets administrators at a central location automatically notify V. . .1 Client users
when it is time to update the VPN Client software.

When you enable client update, upon connection the central-site VPN Concentrator sends an IKE packet
that contains an encrypted message that notifies VPN Client users about acceptable versions of
executable system software. The message includes a location that contains the new version of software
for the VPN Client to download. The administrator for that VPN Client can then retrieve the new
software version, and update the VPN Client software.

You configure parameters that specify the acceptable versions of software and their locations. Updates
are supported per group. This means that all members of a group can obtain the same updates from the
same server at approximately the same time.

e Clients

The client update feature lets administrators at a central location automatically update software/firmware
for VPN 3002 Hardware Clients deployed in diverse locations.

When you enable client update, upon connection the central-site VPN Concentrator sends an IKE packet
that contains an encrypted message that notifies VPN 3002 hardware clients about acceptable versions
of executable system software and their locations. If the VPN 3002 is not running an acceptable version,
its software is automatically updated via TFTP.

To use client update, you need to have a TFTP server that can handle the volume and frequency of

updates that your network requires. We recommend that you locate this server inside your network. The
client update facility sends notify messages to VPN 3002s in batches of 10 at 5-minutes intervals.

You configure parameters that specify the acceptable versions of software and their locations. Updates
are supported per group. This means that all members of a group can obtain the same updates from the
same server at approximately the same time.

The VPN 3002 logs event messages at the start of the update. When the update completes. the Hardware
Client reboots automatically.

VPN 3000 Series Concentrator Reference Volume I: Confi
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For More Information

nore information about Cisco Secure ACS 3.2, including the user guide and release notes for the Cisco Secure
ACS Version 3.2, visit: http://'www.cisco.com/go/acs.
For information about specific product functions or technical questions, send e-mail to the Cisco Secure ACS product
marketing group at ACS-MKT@cisco.com.
For questions about product ordering, availability, and support contract information, send e-mail to the product

marketing group at ciscoworks@cisco.com.
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* Reliability—Enabling only the services that are required by Cisco Secure ACS allows an increase in overall
reliability and security of the Cisco Secure ACS service.

* TCO—With a turnkey security-hardened solution engine that is easily deployed, Cisco is able to guarantee full
support, maintenance, and serviceability of the ovi.... Cisco Secure ACS system—not just the Cisco Secure ACS
soft : 1ard g »y third-party TS,

* Migration from Cisco Secure ACS UNIX—The Cisco Secure ACS Solution Engine provides a suitable alternative
for Cisco Secure ACS UNIX customers not willing to install or manage Cisco Secure ACS on the Windows OS.

System Requirements

Hardware Requirements
The Cisco Secure ACS Solution Engine is available on Cisco 1111 platforms with the following specifications:
 Pentium IV processor, 2.66 GHz
*+ 1GBRAM
* 40 GB free disk space
e Two built-in 10/100 Ethernet controllers
* 1floj disk drive
e 1 CD-ROM drive
The Cisco Secure ACS remote agent is available in a Windows version that can be installed on a Windows 2000
Server (Windows Domain Controller or Member Server supported).
The computer running Cisco Secure ACS remote agent for Windows must meet the following minimum hardware
requirements:
¢ Pentium III processor, 550 MHz or faster
» 256 MB RAM
» 250 MB free disk space

Ordering Information
TheCi & ACSSolu  Engineis available for purchase through normal Cisco sales and distribution channels
worldwide. The Cisco Secure ACS Solution Engine is shipped with a preinstalled Cisco Secure ACS Software license.

For More Information
For more information about Cisco Secure ACS, visit: http://www.cisco.com/go/acs.
For specific product functions or technical questions, send e-mail to the Cisco Secure ACS product marketing group

at ACS-MKT@cisco.com.
For questions about product ordering, availability, and support contract information, send e-mail to the product

marketing group at ciscoworks@cisco.com.
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fcFeMIB MODULE-IDENTITY
LAST-UPDATED "9702070000Zz"
ORGANIZATION "IETF IPFC Working Group"
CONT: *0 "Kha Sin
) 2 C unicat: Systems,
1901 Guadalupe Parkway,
San Jose, CA 95131
U.S.A
Tel: +1 408 487 8180
Fax: +1 408 487 8190
Email: khasin@Brocade.COM

WG Mailing list:ipfc@standards.gadzoox.com
To Subscribe: ipfc-reguest@standards.gadzoox.com
In Body: subscribe”

DESCRIPTION"The MIB modulefor Fibre Channel E ic Element."
REVISION "9702070000z"
DESCRIPTION"Initial revision, published asRFC 2837."

::={ mib-275 }
fcFeMIBObjects OBJECTIDENTIFIER ::= { fcFeMIB 1 }
-- Note:
-- fcFeMIBConformance OBJECT IDENTIFIER ::={ fcFeMIB 2 )

-- see at the end of the module

-- Groups under fcFeMIBObjects

fcFeConfig OBJECT IDENTIFIER ::= { fcFeMIBObjects 1 }
fcFeStatus OBJECT IDENTIFIER ::= { fcFeMIBObjects 2 }
fcFeErrorxr OBJECT IDENTIFIER ::= { fcreMIBObjects 3 }
fcFeAccounting OBJECT IDENTIFIER ::= { fcFeMIBObjects 4 )}
fcFeCapabilities OBJECT IDENTIFIER ::= { fcFeMIBObjects 5 1}
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STATUS current
DESCRIPTION
"A table that contains, one entry for each FxPort, the
capabilities of the port within the Fabric Element."
::= {fcFeCapabilities 1 }

fcFxPortCapEntry OBJECT-TYPE
SYNTAX FcFxPortCapEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry containing the Cap of a FxPort."

AUGMENTS { fcFxPortEntry 1}

::= {fcFxPortCapTable 1 }

FcFxPortCapkEntry ::=
SEQUENCE {
fcFxPortCapFcphVersionHigh
FcphVersion,
fcFxPortCapFcphversio o w
FcphVer=ion,
fcFxPortCa] CreditMax
FcBbCredit,
fcFxPortCapBbCreditMin
FcBbCredit,
fcFxPortCapRxDataFieldSizeMax
FcRxDataFieldSize,
fcFxPortCapRxDataFieldSizeMin
FcRxDataFieldSize,
fcFxPortCapCos
FcCosCanp,
xPortC Intermix
TruthValue,
fcFxPortCapStackedConnMode
FcStackedConnMode,
fcFxPortCapClass2SeqgDeliv
Truthvalue,
fcFxPortCapClass3SeqgDeliv
TruthValue,
fcFxPortCapHoldTimeMax
MicroSeconds,
fcFxPortCapHoldTimeMin
MicroSeconds

}

fecFxPortCapFcphVersionHigh OBJECT-TYPE
SYNTAX FcphVersion
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The highest or most recent version ofFC-PH that the FxPort
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Organization

As part of its effort to continuously improve and enhance the performance
and capabilities of the EMC product line, EMIC periodically releases new
versions of the EMC Connectrix Departmental Switch DS-32B2 and
Enterprise Director ED-12000B Fabric OS. Therefore, some functions
described in this guide may not be supported by all versions of EMC
Conmnectrix .. .partmental Switch .. o-32B2 and Enterprise Director
ED-12000B Fabric OS currently in use. For the most up to date information
on product features, see your product release notes.

If an EMC Connectrix Departmental Switch DS-32B2 and Enterprise
Director ED-12000B “~~ture does not function properly or does not function
as described in this guuwe, please contact the 7" /IC Customer Support Center
for assistance.

This guide is par* ~* *he EMC Connectr*:* Departmental Switch
DS-32B” “n~ "niwspasse Director ED-12uudB documentation set, and
is intenued 101 use by system administrators during installation and
configuration of the DS-32B2 and ED-12000B switches.

Readers of this guide are expected to be familiar with EMC
Connectrix Departmental Switch DS-32B2 and Enterprise Director
ED-12000B operating environment.

Here is an overview of where information is located in this guide.
Chapter 1, Introducing Web Tools, provides an overview of Web Tools.

Chapter 2, Web Tools Requirements, provides instructions for installing
Web Tools.

Chapter 3, Managing the Fabric, provides information about
configuring and using Web Tools Fabric View.
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Level — ~ wverity level of the event:

¢ 0 — Panic (switch reboots)
e 1 — Critical

e 2 —Error

¢ 3 — Warning

e 4 — Information

* 5—Debug

¢ Message — Description of the event
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3.

Highlight an element in the Member Selection Listt :you want
to include in your zone; or, highlight an elementin!  Zone
Members that you want to delete.

Click Add Member to add a zone member; or, click Remove
Member to remove a zone member.

Deleting an Zone  To delete a zone:

1.

On the Zone Administration windc  for the selected zoning
scheme, select the Zone tab.

From the Name drop-down menu, select the zone you want to
delete.

Click Delete.
The Confirm Deleting Zone dialog opens.
Click OK.

The selected zone is deleted from th  zoning databa:

Renaming aZone  To rename a zone:

1.

On the Zone Administration windo for the selected zoning
scheme, select the Zone tab.

From the Name drop-down menu, select the zone you want to
rename.

Click Rename.
The Rename a Zone dialog box appears.
Enter a new zone name, and click C

The zone is renamed in the zoning database.
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Power

Hi Avail

¢ Red = Critical (more than two faulty readings)

¢ Gray = Unknown or unmonitored

Clicking the Power button opens a window that identif each
power supply and shows its operation: status.

The background color of the button indicates the overal atus of the
power:

¢ Green = Healthy.

¢ Yellow = Marginal (mix of good and faulty readings).
¢ Red = Down (more than two faulty adings).

¢ Gray = Unknown or unmonitored.

Clicking the Hi Avail button and entering aname and y sword
opens an HA Admin window (Figure 4-6).

Refer to High Availability Aministration on page 4-81 for: re
information on using this window.

‘C Connectrix DS-32B2 and ED-120008 Web Tools User Guide












Default vs. Custom

Fabric Watch
Navigation Tree

Figure 4-8

Alarm Notfification
Tab

The Fabric Watch View appears, with the Alarm Notification tab
(described in the following section) selected by default.

Fabric Watch includes default threshold values that you cannot
change. Instead, you can configure cus m values, then configure
Fabric Watch to use those values.

After you configure custom values, you mt  configure Fabric Watch to run
current values, or your settings will not ap;

The Fabric Watch navigation tree displ: 5 the classes of elements that
you can configure with Web Tools. Click a class to see the appropriate
area and element information in the various tabs in the  bric Watch
window. Figure 4-8 shows the Fabric Watch navigation .

:3 Fabric Watch
*°3% Fabric
& Fabric

Ervaronment
SFP
-a FRU
-& Securty
-@ Switch Availability
-4 Ports
; Port
-# E-Pon
¢ =@ F/FL Opticat Port
£ Performance
i@ AL_PA
i@ End-to-End
‘e Filter-Based

Fabric Watch Navigation Tree

Use the Alarm Notifications tab of the | >ric Watch sofi ire to view
the information for all elements of the Fabric, Switch, P« s, or
Performance Monitor classes.

The Alarm Notification tab polls current events from fabric watch
and refreshes the displayed information according to the threshold
configuration.
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Table 4-1

Table 4-1 describes the Alarm Notification fields.

Alarm Notification Field Descriptions

Field

Description

Selected Area

Displays the configurable areas in the drop-down manu, The items listed v hange
depending on the item selected in the Navigation tr

Name

Displays the name of the alarm.

The name of the alarm is a combination of the fabric element whose behavior set off the
alarm:

¢ (Class
e Area
* |Index number

State

Displays the severity of the alarm that governs wha  d of traps Fabric Watch employs a
response to an event. The State of the alarm can be informative, Normal,  ‘aulty.

Reason

Displays the reason that an afarm notification was sent, such as Started, (  nged,
Exceeded, Below, Above, or In between.

Last Value

Displays the value of a counter (behavior variable) prior to the alarm.

Current Value

Displays the value of the counter (behavior variable  at set off the alarms.

Time

- | Displays the time and date the notification was seni  m the switch.

Threshold
Configuration Tab

Use the Threshold Configuration tab to view and confi e Fabric
Watch thresholds for the Fabric Watch class that you se tin the
Fabric Watch navigation tree.

Figure 4-10 shows the Area Configuration tab of the Th shold
Configuration tab.
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Using Fabric Watch To customize Fabric Watch, you must assign custom settings and
configure Fabric Watch to use those se ngs. Fabric Wz  lets you
monitor:

1. If a value changes.

2. If a value exceeds a limit.

3. If avalue exceeds an acceptablera .

To use Fabric Watch, you must:

o Access Fabric Watch.

¢ Choose elements that you want to monitor.

¢ Place limits on the acceptable valu  of those eleme;  and enable
the custom limits (configure threshold boundaries).

This procedure only applies to preced: ;items 2 and 3.

¢ Choose if and how Fabric Watch alerts you to errant values and
enable your choices (configure alarms).

¢ Choose if and how frequently Fabric Watch identifi
unacceptable values (configure threshold traits).

Configuring To configure threshold boundaries anc  larms, perform the following
Boundary and steps:

Alarm Seftings 1. Access Fabric Watch (refer to Accessing Fabric Watch on page 4-11).

2. Inthe Fabric Watch navigation tree, click the class t :you want
configure.

3. Click the Threshold Configuration tab.
4. Click the Area Configuration subtab.

5. From the Select Area pulldown m u, select the area that you
want to configure.

6. [Enter custom values in the trait fields (such as Unit  igh, and
Low) in the Boundary Settings (Default Settings in ~ ‘entheses)
partition.

7. From the Select Boundary Level f |down menu in the
Boundary partition, select Custom.
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Performance Monitor

The Performance Monitor graphically displays througl
(megabytes per second) for each port and for the entire
throughput is the numberof by re sed ata port pl
of bytes transmitted. Switch throughput is the sum of tl
for all the ports. Performance Monitoring also allows tt
traffic based on the Source ID and the Destination ID h
filtering mechanism.

Performance Monitoring features require ¢ ense. For more

it

vitch. Port
the numl
‘hroughput
rraphing of
Iware

yrmation

about the Performance Monitor, see the E}N  Connectrix Departmental
Switch DS-32B2 and Enterprise Director ED-12000B Performance Monitoring

User Guide.

Accessing th
Performance
Monitor

e To access the Performance Monitor:
1. Launch Web Tools, displaying the Switch Explorer.
2. Select the desired switch from the Fabric Tree.
The Switch View of that switch ap] ars.

3. Click the Performance button (Figure 4-12) below t
graphic.

Figure 4-12 Performance Button

switch

The Performance Monitor appears, as shown in Figure 4-13.
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Display Resource
Usage Example

Figure 4-16

Display Resource
Usage Descriptions

An example of the Display Resource Usage window is shown in

Figure 4-14.

This screen requires a Performance M  itor License to

Display Resource Usage Example

The Display Resource Usage Field Des  ptions are list

splay.

n Table 4-7.

Table 4-9 Display Resource Usage
Field Description
Port This column displays all the ports available for monitoring in the switch.
EE 0-7 Displays the number of End to End Monitors are configured for a particufa  rt. Each port
can have a maximum of 8 monitors.
FL24-31 Displays the number of Filter Monitors are configured for a particular port.  ch port can
have a maximum of 8 monitors.
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Using the SNMP Tab

Setting Trap Levels

1C Cc

/

This section describes the functions a1 .able on the Sh

To set trap levels:

1.

Access the Switch Admin Window (refer to Accesst
Administrative Interface on page 4-36).

Enter the admin user name and p: word.
Select the SNMP tab.

Select a Trap level from the drop-down menu. The I
refers to the Event level that will prompt a trap. Ref;
page 4-4.

Click Apply.
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:0 Events on
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Disabling a Port over
R " s

About the Configure
Tab

To optionally disable a port, so that it is disabled over reboots:

1. Access the Switch Admin Window (refer to Accessing the
Administrative Interface on page 4-36).

Enter the admin user name and pa  ~vord.

Select the Port Setting tab.

Select the slot and port you want to disable over ret  ts.
Check the Persistent Disable chec] ox for that port.
Click Apply.

A i

Use the Configure tab of the Administrative Interface tc nfigure
Fabric Parameters, Virtual Channel parameters, Arbitra 1Loop
parameters, and System Services parai  ters. For more detailed
information regarding the fields availe =2in this tab,re  to the
configure command in the Fabric OS Command Reference.

Many parameter fields and checkboxes within the Configure tab can only be
modified if the switch is disabled. If a parameter value is shac  gray, that
value is currently read-only. To modify the value, you must first disable the
switch.
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Before Calling the Customer Support Center

Have the following information avail le before calling the Customer
Support Center or your support representative (if one s been
assigned to you):

Your company name
Your name
Your phone number

For an existing problem, the problem tracking sys 11D, if one
was previously assigned to the p1 lem by a supy ¢
representative

For an MVS problem, the JESLOG, SYSPRINT, all STDOUT DD
members of the server job output d similar outy  for the
client, and the relevant portion of the SYSLOG

EMC Connectrix DS-32B2 and ED-120008 Web Tools User Guide



Documenting the Problem

If the EMC Customer Support Center requests information regarding
the prob.  please document it completely, making sure to include
the follow uy information:

Q

a
Q
Q

Your company na.... and address
Your name
Your telephone number

The importance of the problem, so that it can be assigned a
priority level

To expedite the processing of your support request, you can
photocopy this list and include it with the package.

Documenting the




k _porting a New Problem

For a new problem, please provide the following information:

Iy Iy I I I O 0 O N B

(W

00D D

Release level of the software that you are running
Software installation parameters

Host type on which you are running

Operating system you are running and its release number
Functions of the software that you are running

Whether you can reproduce the problem

Previous occurrences of the problem

Whether the software has ever wi  ted correctly

Time period that the software did work properly
Conditions under which the softv  -e worked pro; ly

Changes to your system between e time the software worked
properly and the problem began

Exact sequence of events that led to the system error

Message numbers and complete text of any messa ; that the
system produced

Log file dated near the time the error occurred
Results from tests that you have run
Other related system output

Other information that may help solve the problem
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Se iing Problem Documentation

Use one of the following methods to send documentation of the
problem to the EMC Customer Support Center:

¢ E-mail
s FIP
¢ U.S. mail to the following address:

EMC Customer Support Center
45 South Street
Hopkinton, MA 01748-9103

If the problem was assigned a number or a specific support

representative, please include that information in the address as
well.

Sending Problem Doct





























































Transceiver

Transmission
Character

Transmission Word

Trap (SNMP)

1_. ieling

U Port

upbp

ULP

ULP_TOV

Unicast

User Account

vC

Device that converts one form of signaling to another for
transmission and reception. In fiber optics, it refers to optical and
electrical.

A 10-bit character encoded according to the rules of the 8b/10b
algorithm.

A group of four transmission characters.

The messag~ ~2nt by an SNMP agent to inform the SNMP
managemelu station of a critical error. See also SNMP.

A technique for enablit _ 'wo networks to « nunicate when the
source and destination hosts are both on the same type of network,
but are connected by a different type of network.

U

Universal port. A switch port that can operate as a G_Port, E_Port,
E_Port, or FL_Port. A port is defined as a U_Port when it is not
connected or has not yet assumed a specific function in the fabric.

User Datagram Protocol. A protocol that runs on top of IP and
provides port multiplexing for upper-level protocols.

Upper-level Protocol. The protocol that runs on top of Fibre Channel.
Typical upper-level protocols are SCSI, IP, HIPP], and IPL.

Upper-level time-out vz'--2. ™~ —~in*~--— time that a SCS] ULP
process waits for SCSI status verore irnuaung ULP recovery.

The transmission of d-*~ ‘rom a single source to a single destination.
See also Broadcast and miulticast.

A login intended for use by the customer to monitor, but not control,
switch operation.

\'

Virtual circuit. A one-way path between N_Ports that allows
fractional bandwidth.
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Well-Known Address

Workstation

WWN

Zone

Zone Alias

Zone Configuration

Zone Member

Zone Schemes

Zone Set

w

As pertaining to Fibre Channel, alogic address defined by the Fibre
Channel standards as assigned to a specific function, and stored on
the switch.

A computer used to access and manage the fabric. May 5o be
referred to as a management station or host.

World Wide Name. An identifier that is unique worldw 2. Each
entity in a fabric has a separate WWN.

Z

A set of devices and hosts attached to the same fabric and configured
as being in the same zone. Devices anc  osts within the me zone
have access permission to others in the zone, but are not visible to
any outside the zone.

A name assigned to a device or group of devicesina zc . Aliases
can greatly simplify the zone administrative process.

A specified set of zones. Enabling a configuration enabl¢ ill zones in
that configuration. See also Defined Zone Configuration.

A port, node, WWN, or alias, whichis  rt of a zone.

The level of zoning granularity selected. For example, z  ing may be
done by switch/port, WWN, or a mixture. See also Zone
Configuration.

See Zone Configuration.
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This chapter provides general information on Management
Information Bases (MIBs).

¢ & & o0
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Enabling MIBs and Traps........ccccoeeieveeiiieiieeineeccenens 1-3
MIB-II File System Organization ..........c.cocoverveininneiinininnicnninnnn, 1-5
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snmpEnableAuthenTraps

L

oIb

sripfion

1.3.6.1.2.1.11.30

Indicates whether the SNMP agent process is permitted to generate
authentication-failure traps. The value of this object overrides any
configuration information; as such, it provides a means whereby all
authentication-failure traps may be disabled. Possible values are:

enabled (1)
disabled (2)

This object is stored in non-volatile memory so that it remains
constant between re-initializations of the switch. This value can be
changed with the agtcfgset Telnet command.

SN,





























































































































































































































































































































































































































































































































































































































































































































































































































































































































































