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The number of ently active sessions.

Total Sessions

The total number of sessions since the VPN Concentrator was last booted or reset.

'rotocol

The protocol that the session is using:

Other = Protocol other than those listed here.

PPTP = Point-to-Point Tunneling Protocol.

L2TP = Layer 2 Tunneling Protocol.

IPSec = Internet Protocol Security tunneling protocol (remote-access users).
HTTP = Hypertext Transfer Protocol (web browser).

FTP = File Transfer Protocol.

Telnet = Terminal emulation protocol.

SNMP = Sir _ : Network Management Protocol.

TFTP = Trivial File Transfer Protocol.

Console = Directly connected console; no protocol.

Debug/Telnet = Debugging via Telnet (for Cisco use only).

Debug/Console = Debugging via console (for Cisco use only).

L2TP/IPSec = L2TP over IPSec.

IPSec/LLAN-to-LAN = IPSec LAN-to-LAN connection.

[PSec/UDP = IPSec through NAT (Network Address Trans® “on) via U 2.
SSH = Secure SHell protocol.

VCA/IPSec = Virtual Cluster Agent via IPSec. (For Cisco use only.)
IPSec/TCP = IPSec through NAT (Network Address Translation) via TCP.
IPSec/NAT-T = IPSec over NAT Traversal.

IPSec/LAN-to-LAN/NAT-T = IPSec LAN-to-LAN connection over NAT Traversal.

L2TP/IPSec/NAT-T = L2TP/IPSec connection over NAT Traversal.
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The login username for the session.

Grou

The user’s group.

IP Address

The IP adi s of the session user. This is the address assigned to or supplied by a remote user, or the
host address of a networked user. Local identifies the console directly connected to the VPN
_ oncentrator.

. rrotocol R

The protocol that the session is using:
= Console = Directly connected console; no protocol.
» Debug/Console = Debugging via console (for Cisco use only).
* Debug/Telnet = Debugging via Telnet (for Cisco use only).
« FTP = File Transfer Protocol.
« HTTP = Hypertext Transfer Protocol (web browser).
» ___ec = Internet Protocol Security tunneling protocol (remote-access user).
» IPSec/LAN-to-LAN = IPSec LAN-to-LAN connection.
e IPSec/NAT = IPSec through NAT (Network Address Translation).
e L2TP = Layer 2 Tunneling Protocol.
+ L2TP/IPSec = L2TP over IPSec.
= Other = Protocol other than those listed here.
« PPTP = Point-to-Point Tunneling Protocol.
‘ » SNMP = Simple Network Management Protocol.
» Telnet = Terminal emulation protocol.

« TFTP = Trivial File Transfer Protocol.
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The data encryption algorithm that the session is using.

oginT

None = no data encryption.

DES-40 = Data Encryption Standard algorithm with a 56-bit key, 40 bits of which : ‘vate.
DES-56 = DES encryption with a 56-bit key.

3DES-168 = Triple-DES encryption with a 168-bit key.

RC4-40 Stateless = RSA RC4 encryption with a 40-bit key, and with keys changed on every packet.

RC4-40 Stateful = RSA RC4 encryption with a 40-bit key, and with keys changed after some number
of packets or whenever a packet is lost.

RC4-128 Stateless = RSA RC4 encryption with a 128-bit key, and with keys changed on every
packet.

RC4-128 Stateful = RSA RC4 encryption with a 128-bit key, and with keys changed after some
number of packets or whenever a packet is lost.

AES-128 = Advanced’Encryption Standard (AES) encryption with a 128-bit key.
AES-192 = AES encryption with a 192-bit key.
AES-256 = AES encryption with a 256-bit key.

The date and time that this session logged in: MM/DD/YYYY HH:MM:SS. Time is in 24-hour notation.

Duratio

-2

The total amount of time that this session has been connected: HH:MM:SS.
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The login username for the session.

The user’s group.

The IP address of the session user. This is the address assigned to or supplied by a remote user, or the
host address of a networked user. Local identifies the console directly connected to the VPN

Concentrator.

The protocol that the session is using:

Console = Directly connected console; no protocol.
Debug/Console = Debugging via console (for Cisco use only).
Debug/Telnet = Debugging via Telnet (for Cisco use only).

FTP = File Transfer Protocol.

HTTP = Hypertext Transfer Protocol (web browser).

IPSec = Internet Protocol Security tunneling protocol (remote-access user).
IPSec/LAN-to-LAN = IPSec LAN-to-LAN connection.
IPSec/NAT = IPSec through NAT (Network Address Translation).
L2TP = Layer 2 Tunneling Protocol.

L2TP/IPSec = L2TP over IPSec.

Othe:  Protocol other than those listed here.

PPTP = Point-to-Point Tunneling Protocol.

SNMP = Simple Network Management Protocol.

Telnet = Terminal emulation protocol.

TFTP = Trivial File Transfer Protocol.
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i, Chapter 17 Statistics
' ' Monitoring | Statistics | Authentication

2~

3

[ alformed Responses Savy

o

The number of malformed authentication response packets received from this server. Malformed packets
include packets with an invalid length. Bad authenticators are not included in this number.

)yad / thenticators

The number of bad authentication response packets received from this server. Bad authenticators contain
invalid authenticators or signature attributes.

“enc gR-quests

The number of authentication request packets destined for this server that have not yet timed out or
received a response.

‘ Timeouts

The number of authentication timeouts to this server. After a timeout the system might retry the same
server, send to a different server, or give up. Retrying the same server is counted as a retransmission as
well as a timeout. Sending to a different server is counted as a request as well as a timeout.

Unknown Type

The number of authentication packets of unknown type received from this server.
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Chapter 17 ©*~istics |

afi > Volume (bytes) SS

The number of bytes of session traffic (as set by the bandwidth management policy).

Throttled

The number of bytes being throttled to maintain the conformed rate.
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o 17 Cansinsin 1

a
sl r=1 Comp
This screen shows statistics for IPSec data cc  sression using the [IPComp n sion protocol.

S

Note  The following IPComp statistics measure the results of compression on all incoming and outgoing data,
including data not intended for compression and data that is not compressible.

Outbound Pre-Compression

The total number of bytes of all outbound data before compression.

Outbound Post-Compression

The total number of bytes of all outbound dat: “:er compression.

‘tio

The ratio of Outbound Pre-Compression to Outbound Post-Compression.

Inbound Pre-Decompression

The total number of bytes of all incoming data before any of it is decompressed.

Inbound Post-Decompression

The total number of bytes of all incoming data after decompression.

Ratio

The ratio of Inbound Post-Decompression to Inbound Pre-Decompression.
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Monitoring | Statistics | Compression ‘

(‘\/

~

Not Compressed Ratio

The ratio of Outbound Pre-Compressed to Outbound Not Compressed.

Inbound | 2-Decompression

The total number of bytes of incoming data intended for decompression. (“A” in Figure 17-10.)

Inbound Post-Decompression

The total number of bytes of incoming data actually decompressed. (“A1” in Figure 17-10.)

Inbound Not Compressed

The total number of uncompressed inbound data bytes of the data. (“A2” in Figure 17-10.)

‘Jmpression Ratio

The ratio of (Inbound Post-Decompression + Inbound Not Compressed) to Inbound Pre-Decompression.

Not Compressed Ratio

The ratio of Inbound Pre-Decompression to Inbound Not Compressed.
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T ation of the current IP address lease, shown as HH:MM:SS.

Time Use

The total length of time that this session has had an active IP address lease, shown as HH:MM:SS.

T ele

The time 1aining until the current IP address lea.  :xpires, shown as MM:SS.
Server Address
' The IP address of the DHCP server that leased this IP address.
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To reset, or start anew, the screen contents, click B :t. The system temporarily resets a counter ?or the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
is like that of a vehicle’s trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. This icon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

Event class denotes the source of the event and refers to a specific hardware or software subsystem
within the VPN Concentrator. For a description of event classes, see VPN 3000 Series Concentrator

Reference Volume 1: Configuration.

vent N nber

Event number is an Cisco-assigned reference number that denotes a specific event within the event class.
For example, CONFIG event number 2 is “Reading configuration file.” This reference number assists
Cisco support personnel if they need to examine event statistics.

( 1tofEvents

=y VPN 3000 Series Concentrator Reference Volume Il: Administration and Monitoring

The number of times that specific event has occurred on the VPN Concentrator since it was last booted
or reset.

78-15415-01 |






' Chapter 17 Statistics - I

3

Monitoring | Statistics | Filtering T
=
\7
Inboun Packets Pre-Filter ‘

The total number of inbound packets received on this interface.

Inbound Packets Filtered

The number of inbound packets that have been filtered and dropped on this interface.

Inbound Packets Post Filter

The number of inbound packets that have been filtered and forwarded on this interface. This number
equals Inbound Packets Pre-Filter minus Inbound Packets Filtered.

1 ou 1F._ckets Pi Filter

The total number of outbound packets received on this interface.

Outbound Packets Filtered

The number of outbound packets that have been filtered and dropped on this interface.

Outboui 1Packets Post Filter

The number of outbound packets that have been filtered and forwarded on this interface. This number
equals Outbound Packets Pre-Filter minus Outbound Packets Filtered.
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resh

Tore  or start anew, the screen contents, click Reset. The system tempc  ly resets a counter for the
chosen statistics without affecting the operation of the device. You can then view statistical information
without affecting the actual current values of the counters or other management sessions. The function
is like that of a vehicle’s trip odometer, versus the regular odometer.

To restore the screen contents to their actual statistical values, click Restore. This icon displays only if you
previously clicked the Reset icon.

To update the screen and its data, click Refresh. The date and time indicate when the screen was last
updated.

IKE (Phase 1) Statistics

Active Tunnels

Total Tu els

‘leceived Bytes

Sent Bytes

This table provides IPSec Phase 1 (IKE: Internet Key Exchange) global statistics. During 1PSec Phase 1
(IKE), the twc | -ers establish control tunnels through which they negotiate Security Associations.

The number of currently active IKE control tunnels, both for LAN-to-LAN connections and remote
access.

The cumulative total of all currently and previously active IKE control tunnels, both for LAN-to-LAN
connections and remote access.

The cumulative total of bytes (octets) received by all currently and previously active IKE tunnels.

The cumulative total of bytes (octets) sent by all currently and previously active IKE tunnels.

Received Packets

The cumulative total of packets received by all currently and previously ac
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Type %‘\\'D | P,

The type of packets for the NAT session. The possible types are:
» 1._..> NAT session
+ UDP NAT session
» FTP session
* TFTP session
* NetBIOS over TCP Proxy
« NetBIOS over UDP Proxy
+ NetBIOS Datagram Service

Translated Bytes/Packets

The total number of translated bytes and packets for the NAT session.
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Link State ) ‘ ”
Either a router ID or an IP address that identifies the piece of the routing domain being described by the
LSA.

Router ID
The identifier of the router in the Autonomous System that originated this LSA.

Sequence
The sequence number of this LSA. Sequence numbers are linear. They are used to detect old and
duplicate LSAs. The larger the number, the more recent the LSA.

‘ The age of the LSA in seconds.
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To run the CiscoWorks VMS components on a Windows 2000 system, the following requirements must be
considered:

* Windows 2000 (Service Pack 2 or later)
* IE 5.5 SP2 or later
* ODBC Driver Manager 3.510 or later
* NTFS File System
* Do not install VMS on a server that is a:
- Primary domain controller
- Backup domain controller

~ Terminal server

Mitigating Threats Cama

Now that we have the basic hardware and software requirements, we must consider how to configure the servers
themselves to be ready for management. As a general security axiom, to secure hosts, pay careful attention to each
of the components within the systems. Keep all systems up to date with the latest patches, fixes, and so forth. In the
particular case of VMS, it is important to have the latest Windows 2000 patches and hot-fixes for security. Following
is a detailed checklist of items to make sure the Windows 2000 server is ready to be used as a management server-

* Install the operating system on its own ; tion
* Use strong passwords

* Avoid creating network shares

* Disable unnecessary accounts

* Secure the Registry

* Apply all hot-fixes and security patches

* Disable unused and unneeded services (at a minimum, Windows requires the followi~~ services to run ~ IS
Client, Event Log, Plug & Play, Protected Storage, and Security Accounts Manager. Lo not install 118))

* Disable all network protocols t et Protocol

* Monitor the security of yowm s Lo

* Limit physical access to your server

* Do not install remote access or administration tools on the server

* Periodically run a virus scanning application on the server

Hardware Considerations for CiscoWorks VMS

Along with the software requirements, be aware of the hardware requirements for the CiscoWorks VMS bundle.
Then the inherent challenge is deciding how best to deploy the different applications in the solution. Since there are
eleven installable software applications, there are numerous combinations in which to deploy them.

Cisco Systems, Inc.
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2. How many devices will each application manage?

If one of the applications being used is approaching its theoretical scale limits, it is a good idea to dedicate a server
to that application. For obvious reasons of resource allocation and task distribution, it is best not to have other
applications using valuable CPU resources when trying to manage a large number of ¢ ces.

For example, if an instance of PIX MC is installed that is managing 800 PIX Firewalls, and the user is also trying to
roll out a hub and spoke VPN deployment across 600 router spokes, it is probably a good idea to break these
applications apart onto dedicated servers.

3. How many ac  nistrators will me using these applications?

In some multi-administrator environments, it makes sense to explore different deployment options for VMS. Because
there are so many applications involved, and they each have a very distinct purpose, it is possible that there will be
different security administrators using different applications. In this case, it is probably better to split these
applications onto dedicated servers. This way, if one application is busy with a resource-intensive task such as
generating configuration files, the second application will not suffer any degradation in performance.

4. What types of cost restrictions exist in terms of server procurement?

_ Jes the organization using CiscoWorks VMS have (or have the ability to get) multiple servers? In some cases, there
. only be enough budget to allocate to one server. If this is the case, then it is always better to shoot for a high-end
server that exceeds the minimum system requirements. This allows room for growth, as well as improved

performance.

N Better

The bottom line is, if at all possible, use multiple servers and split the applications across them as they make sense.
Generally, for better scalability, resource allocation, task distribution, and room for growth, m¢  is bel ong
as it doesn’t become cumbersome and unmanageable. Also keep in mind that if you decide to combine multiple
applications onto a single server, you will need to pay _ cial attention to the hardware requirements of each
application and adjust accordingly.

The following figure and section breaks down some basic deployment options and provides some general guidelines
covering most customer scenarios (Figure 3). Note that these are simply recommendations, and do not necessarily
indicate that CiscoWorks VMS must be deployed in this manner.

Cisco Systems, Inc.
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“ 149 SELULIUSEIVET 1IN TNIS deployment option is dedicated for monitoring. VPN Monitor is used for [Psec MIB
monitoring and Security Monitor is used for consolidated event viewing of Post Office IDS, Host IDS, PIX, and 10§
Syslog messages. The applications for this server are:

* CD-One

* RME

* VPN Monitor

* Common Services

* Security Monitor

" stion 3: 3 Servers: Security Application Function

The third deployment option centers around splitting up the CiscoWorks VMS application according to security
technology (or infrastructure) managed. The first server deals with VPNs generally this covers I0S-based VPN
T .T server contains the applications used to manage the _ ___ Jirewall. Finally, the third server is
dedicated to the Mmanagement and monitoring of IDS—both network-based and host-based IDS.

Server 1: VPN

* CD-One

* RME

* VPN Monitor

* Common Services

* VPN Router MC
Server 2: Firewall

* Common Services

* PIXMC

* AUS

* CSPM
Server 3: IDS

* Common Services

* IDSMC

* Security Monitor

* Cisco Host IDS Console

Option 4: 4 Servers: Granular Management Control

For greater granularity and scalability benefits, further divide the deployment. The main di

is the use of a dedicated server for AUS, since it is placed within a different subnet of the n

difference is the use of a dedicated server for the policy management tool CSPM. This mak

does not have any natural integration with the other products in the bundle and it is also resource intensive. As such,

it is recommended to split it up and have a dedicated system for

Cisco Systems, Inc.
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OpenCaveats W

Open Caveats

Note

Caveats describe unexpected behavior or defects in Cisco software releases. The
following lists are so [ form
specified platform.

If you have an account with CCO, you can vigator 11 to find caveats of
any severity for any release. To reach Bug Navigator 1l on CCO, choose Software
& Support: Online Technical Support: Software Bug Toolkit or navigate to
http://www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl.

oen vaveats for the \rN Client on Window _ em

This section lists open caveats for the VPN Client running on a Windows
platform.

» CSCdt07491

The VPN Client may swap Primary and Secondary WINS received from the
Concentrator. In a few cases, the VPN Client receives a Primary and a
Secondary WINS server from the Concentrator but swaps them when they are
added to the IP Configuration. If this happens, it may cause browsing
problems if the Secondary WINS server is not as populated as the Primary.
Disconnecting and reconnecting may fix the problem.

» CSCdt07673

When the VPN Client is installed on a Windows 2000 PC with the Efficient
Networks NTS EnterNet 300 PPPoE version 1.41, the following message
appears:

“EnterNet could not find the (adapter) for complete pc management NIC
(adapter). But it did locate the (adapter) for complete pc management NIC
(adapter) - Deterministic Network Enhancer Miniport adapter through which
your network server is reachable. Do you want to switch to this adapter?”

Answer Yes every time this question appears. The installation then continues
normally.

gl 78-15450-01
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A similar message appears on Windows NT 4.0. The message is:

“EnterNet could not find the (adapter). But it did locate the (adapter) through
which your network server is reachable. Do you want to switch? Yes No”

Answer Yes to this question. The installation then continues normally.

If the VPN Client is uninstalled, the next time the NTS EnterNet 300 PPPoE
version 1.41 is used the message, “EnterNet could not find the (adapter). But
it did locate the (adapter) through which your network server is reachable. Do
you want to switch? Yes No”

Answer Yes to this question. The installation then continues normally.

» CSCdw07787

Problems have occurred when an ISA legacy NIC card (IBM Etherjet 10MB)
is used in a PC with PnP OS enabled. The WINS servers did not function
correctly when a VPN Ciient connection was made. This could be an issue
with other legacy NIC cards as well.

The end results are that the WINS servers sent from the Secure Gateway
mnot be viewed in the Network configuration, and problems with
browsing/logon over the VPN connection may occur.

Workaround:
Disable PnP OS in the PC's BIOS or statically configure the WINS servers.

» CSCdt13380

When you connect the VPN Client to a VPN 3000 _uncentrator that issues
two DNS servers, both apnear under ipconfig /all, but only one appears under
the Network settings TCF... Properties. DNS server anpears to be missing
under TCP/IP Properties (Advanced button, DN . We do not know
whether this causes any problems.

+ (CSCdt13398

During a split-tunnel VPN Client connection, the first packets that bring up a
new IKE SA may be lost. You may need to reconnect or relaunch network
applications that do not automatically try to reconnect on their own.

+ (CSCdt41308

You may see a problem with FTP file transfers over a long period of time
(hours) while connected with the VPN Client. The symptom is that the FTP
session never starts (no response to the 'open’ command) and the Client Log
Viewer shows the following events:
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Open Caveats M

74 22:31:08.704 02/08/01 Sev=Warning/2 IPSEC/0xE370000C
Failed to acquire a TCP control resource, the queue is empty.

75 22:31:08.704 02/08/01 Sev=Warning/2 IPSEC/0xA370001A
VRS processing failed, discarding packet

Other applications like PING and HTTP should work fine, but for FTP to
work again, you must disconnect and reconnect the VPN Client.

CSCdt42661

When using the VPN Client behind an ESP-aware NAT/Firewall, the port on
the NAT/Firewall device may be closed due to the VPN Client’s keepalive
implementation, called DPD (Dead Peer Detection). When a Client is idle, it
does not send a keepalive until it sends data and gets no response.

See the description of “Allowing the VPN Client to W " Through
ESP-Aware NAT/Firewalls” on page 16 in these Release Notes for more
information. Refer to “Connection Profile Configuration Parameters” in the
VPN Client Administrator Guide for a« 1iled description of creating
profiles.

CSCdt56343

You might see the following problem on systems running Windows NT and
Windows 2000 when you are using the Start Before Logon feature of the VPN
Client with third-party dialer. If the third-party dialer does not get set to the
foreground when launched, add the following parameter to the vpnclient.ini
file in the VPN Client directory (\Program Files\Cisco Systems\VPN
Client\Profiles):

[main]
TopMostDelay=2500

..le value is the time in milliseconds that the V1 Cl .t waits for the third
party dialer to load before attempting to place it in the foreground. The
default time is 1000 milliseconds.

Workaround:
For problem dialers/applications, try 2500 milliseconds or greater.
CSCdu22174

SCEP enrollment might fail to complete successfully after the PKI
administrator has granted your request.

Release Notes for VPN Client, Release 3.6.3.B
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CSCdx54679

When a Cisco VPN Connection is not established, users can't get to servers
on the private network. But the Novell client caches these negative responses
for performance reasons. But when a VPN Connection comes up, Novell
client does not know that it can now reach the private servers, and fails the
attempt to reach the private server (based on its cache). This can take users
up to 5 minutes to reach the private Novell servers.

For Novell client symptoms, see:
http://support.novell.com/cgi-bin/search/searchtid.cgi?/10068795.htm.

To avoid this problem, the Cisco VPN Client notifies the Novell driver after
the VPN Connection comes up. Novell then clears its cache as a result of this
notification. To avoid synchronization issues, we only notify the Novell client
5 seconds after the VPN Tunnel has come up.

CSCdy50212

When PC with VPN Client, Release 3.6 has the outside interface of the
concentrator as its default gateway, the default gateway will be removed out
of the windows routing table when the client disconnects. This has been seen
onlv with non-English versions of Windows 2000 Professional and Windows
98 _.

CSCdy81064

When the adapter address changes, we disconnect the VPN Connection. But
the only message in the log states:

111 13:58:38.601 10/03/02 Sev=Info/4 CM/0x6310001F
Adapter address changed. Terminate secure connections

We should have better log messages to debug this problem. The old message
was removed, and the following two new messages were added.

When the connection is established, we display the log message:

Address watch added for 10.10.10.10. Current addresses are
10.10.10.10,10.10.10.12.

From the above message we know that the address used to establish the
connection was 10.10.10.10. We also know that the system has two IP
Addresses - 10.10.10.10, and 10.10.10.12.

If the address 10.10.10.10 changes, we will disconnect the connection, and
log the following message:

Release Notes for VPN Client, Release 3.6.3.B
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Resolution:

Our normal behavior is to dial the RAS connection and then go to the next
phase, which is IKE negotiations. But to resolve this issue, we will dial the
RAS connection and then wait few seconds (user configured) before starting
the IKE negotiations.

The default behavior of the VPN Client remains unchanged. But if users want
to wait after dialing the RAS connection, they can do that by modifying the
vpnclient.ini file. This file is located in the installation directory (generally
“C:\Program Files\Cisco Systems\VPN Client”). Users will have to add
another parameter under main as follows:

[main]
DialupWait=x

where x is in seconds. The default value is_ 0 seconds. If we do wait, the
following info message is logged to the log viewer:

“Waiting x seconds per user request”

This wait would happen if the VPN Client is used to dial the connection, or
if the VPN GUI is used to configure a third-party dialer for dialing the
connection.

CSCdz61884

When setting up an IPSec tunnel with the VPNClient using the CLI parameter
“notrayicon”, the tunnel established indicator in the Windows 2000 machine's
registry is not cleared after the tunnel has been terminated or timed out.

CSCdz62411

The VPN Client does not show the session as disconnected after the session
is terminated from the VPN 3000 Concentrator.

CSCdz72657

It takes too long to establish the tunnel from a windows machine. Users would
see that VPN connection hang for couple of seconds at “Contacting the
gateway at a.b.c.d”.

This would occur only if XAuth is used for authentication. The Log Viewer
would show a long delay between the following 2 messages:

209 16:15:21.370 01/30/03 Sev=Info/4CM/0x63100015

Launch XAuth application
210 16:16:23.683 01/30/03 Sev=Info/4CM/0x63100017

Il 78-15450-01
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CSCdu57246
A mechanism is needed to allow removal of a pre-defined IncompatibleGina.

Currently, no method exists to remove a GINA from the predefined
IncompatibleGinas list that ships with a \ Client, even though the vendor
has fixed the GINA and the customer now wants to use it in non-FallBack
mode with the Client. No workaround currently exists.

CSCdu61922

If ZoneAlarm is uninstalled on a Windows 98, Windows ME, Windows NT 4
or Windows 2000 PC, then reinstalled, after rebooting the PC and launching
the VPN Client, the following message might appear:

“The VPN subsystem is not available. A connection to the concentrator will
not be possible.”

Click OK,t 1click Connect onti VPN Client; the connectic  continues
normally.

CSCdu80463

Transferring large files fails when using a VPN Client connection over a
DSL/PPPoE connection. For example, if you use FTP to try to PUT a large
file, it stalls and never completes. FTP GETs seem to be OK.

This problem has been seen on Win 2000 using the Verizon DSL softy
(WinPoET) and Windows XP RC1 using the native PPPoE adapter. There
have also been reports that this problem also occurs with NTS EnterNet
PPPoE software.

Workaround:

For WindRiver WinPoET and NTS EnterNet, the following workaround is
available.

~ For systems other than Windows XP, modify the MTU on the PPPoE
adapter by explicitly changing or creating the following registry key:
HKLM/system/currentcontrolset/control/class/<guid>/<adaptern
urber>
adapter {000x) :
Value: MaxFrameSize

Value type: DWORD

Data: 1400 (or less - you may need to experiment)

= For Windows XP, the SetMTU utility does this function automatically.
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This is a Microsoft issue. The messages are as follows:

= On Windows 95 and Windows 98, when you attempt to run

vpnclient_en.exe you see the following message:

“Cannot find the file MSIEXEC (or one of its components). Make sure
the path and filename are correct and that all the required libraries are
available.”

On Windows NT SP3, when you attempt to run vpnclient_en.exe you see
the following message:

“Cannot find the file instmsiw.exe (or one of its components). Make sure
the path and filename are correct and that all the required libraries are
available.”

followed by:

—-nnot find the file MSIEXL _ (or one of its components). Make sure
the path and filename are correct and that all the required libraries are
available.”

On Windows Me, when you attempt to run vpnclient_en.exe you see:

“This installation package cannot be installed by the Windows Installer
service.You must install a Windows service pack that contains the newer
version of the installer service”

CSCdx50376

The following error message occurs if the MSI installation is canceled after
DNE is installed but before the installation has completed:

“Error in Custom Action. The library CSGina.dll is invalid or could not be
found.”

When this message appears, click OK; the rollback continues with no further
errors.

CSCdx58271

After installing the VPN Client using the MSI installer, rebooting, then
launching the installer again, a box appears offering to Repair or Remove. If
Repair is selected, the installer attempts to reinstall the Client. During the
“Repair”, the following message box appears:
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Step1  Click Options->Properties

Step2  Change to the Authentication Tab and uncheck the option near the bottom of the
dialog.

» CSCdx89079

If ZoneAlarm version 2.6.362 is installed on the PC the following Blue
Screen might occur:

Stop: 0000001e (80000003, 80452e64, 00000000, 00000000)

kmode_exception_not_handled

*** Address 80452e64 base at 80400000, ~ testamp 384« 117 -- ntoskrnl.e
- CSCdx89903 '

The VPN Client (using the Windows Installer - MSI) requires that Windows
NT 4.0 users must use Service Pack 6 (SP6). The message that appears when
installing on NT 4.0 SP3 - SP5 does not say that SP6 is required.

¢ CSCdx89962

Probl  have occurred on some Windows NT systems when using AES
encryption. The PC may blue screen after sending data using AES. The
problem is under investigation.

Workaround:

Add the following line into the vpnclient.ini file in the [Main] section and
restart the computer:

ExcludeAESProps=1
The vpnclient.ini file is in the following directory:
c:\Program Files\Cisco Systems\Vpn Client

This line keeps the VPN Client from sending any AES proposals to the Secure
Gateway that keep AES from being negotiated. Keep in mind that the Secure
Gateway must be configured for a different encryption protocol.

. CSCdx92053

The Windows Installer (MSI) version of the v3.6 VPN Client install does not
register IPSECDIALER.EXE in the following registry key as previous
versions of the VPN Client did:
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HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\App
Paths\ipsecdialer.exe

This occurs only when using the Windows Installer (MSI). The InstallShield
version does not exhibit this problem.

CSCdy08772

The VPN Client is adding bogus information into the Backup Server list when
the VPN 3000 Concentrator sends a list of backup servers and is configured
to use the list. If you look in the .PCF file after a connection, you will see
something similar to this:

BackupServer=200.70.50.199,200.70.50.200,200.70.50.250, Version,3.6.int_
76,built,by,yurname,on,Jul,02,2002,19:00:  0.compp

Document: ion Updal s

The following VPN Client documentation has been updated for Release 3.6.
These documents contain information for all platforms on which the VPN Client

runs:

VPN Client Administrator Guide, Release 3.6
VPN Client User Guide for Windows, Release 3.6

The most recent information specifically for the VPN Client for Linux, Solaris,
and Mac OS X is in the following document, which was not updated for Release

Cisco VPN Client User Guide for Linux, Solaris, and M OS X

'elated Documentation

Release Notes for VPN Client, Release 3.6.3.B :

VPN 3000 Series Concentrator Reference Volume 1: Configuration, Release
3.6

VPN 3000 Series Concentrator Reference Volume 11: Administration and
Management, Release 3.6

VPN 3000 Series Concentrator Getting Started, Release 3.6
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Three combination Voice + ATM AIM modules are available on the Cisco 3700 Series. The AIM-ATM provides
asynchronous transfer mode (ATM) services to the WAN. The AIM-VOICE-30 provides digital signal processor
{DSP) services, which can support up to 30 medium-complexity voice channels. The AIM-ATM-VOICE-30 combines
the features from the AIM-ATM and AIM-VOICE-30 modules onto a single AIM module. These AIM modules
supplement the broad portfolio of Cisco voice solutions and allow enterprises and service providers the flexibility
of implementing ATM and voice solutions on the routers. These three Voice and ATM AIM modules provide a
cost-effective option for reducing recurring cost and maximizing the benefits of the advanced bandwidth management

features of the Cisco 10S software.

The AIM-ATM offers ATM adaptation layer 2 (AAL2) and ATM adaptation layer 5 (AAL5) support for . nsity
T1/E1 data and voice connections over ATM networks. It supports the following ATM-IMA capabilities: up to 4
T1/E1 of IMA with a single AIM-ATM, and 8 T1/E1 of IMA with two AIM-ATM’s (maximum 4 T1/E1 IMA bundle).
This AIM module allows service providers and enterprise customers to take advantage of the reliability and quality
of service (QoS) available with ATM connectivity. The AIM-VOICE-30 contains DSPs that can support up to 30 .
medium-complexity voice channels when used with the Voice/WAN (VWIC-MFT) interface card. When the
AIM-VOICE-30 can be used in a Cisco 3700, for voice over [P (VoIP) or voice over Frame Relay (VoFR) connectivity
while freeing up the network module slot for other applications. The AIM-ATM-VOICE-30 combines the ATM
features of AIM-ATM and voice features of AIM-VOICE-30 in a single AIM

The Data Encryption AIM’s available for the Cisco 3700 Series offloads encryption processing from the CPU,
providing over 10 times the performance over software-only encryption. The AIM-VPN/EP on the Cisco 3725
supports a maximum of 800 tunnels. On the Cisco 3745, the AIM-VPN/HP supports a maximum of 1,800 tunnels.
The recently released AIM-VPN/EPII and AIM-VPN/HPII further extends the encryption performance of the Cisco
3700. These modules offers hardware accelerated DES/3DES and the new AES (Advanced Encryption standard)
encryption at speeds up to 90-Mbps on the Cisco 3745 (max based on 1400 byte packet size). In addition the
AIM-VPN/EPII and AIM-VPN/HPII support hardware-assisted layer-3 compression services where bandwidth
conservation may lower network connect  costs “ie ~~ 4-VPN/E™"" an the Cisco 3725 supports a maximum

of 8,000 tunnels, and the Cisco 3745, with the AIM-VPN/HPII supports a maximum of 10,000 tunnels.

Key Applications and Benefits

Th ~ sco 3700 platforms are designed for the Full Service Branch office that are deploying advanced _ ications,
that require higher performance for voice, security, QoS, content acceleration and delivery, and high availability at

the network edge by integrating functions previously addressed by a combination of platforms.

Advanced Security Services and VPN's

The Security and VPN features of the Cisco 3700 offer customers the ability to deploy proven security features such
as secure VPNs, Intrusion Detection Systems (IDS), and firewalls, as well as high-speed Internet access and the ability
to create extranets or demilitarized zones (DMZs). Cisco access routers deliver a rich, integrated package of routing,

firewall, intrusion detection, and VPN functions for multiservice applications.

VPN help companies reap benefits such as dramatically lowered WAN costs, improved global connectivity, and better

reliability, while enabling capabilities such as secure extranet communications. Remote dial. I} fefnét)intranet, and: ?

. . . I T e
extranet access can all be consolidated over a single WAN connection to the Internet The Cis i9ns |

ate a r
IS, N —
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public key infrastructure (PKI)—and advanced features such as stateful VPN failover, certificate auto-enrollment,
stateful firewall, intrusion detection, and service-level validation. The Cisco 3700 Series works with optional Virtual
Private Network Modules (VPN Modules) to optimize the platforms for virtual private networks (VPNs). The Cisco
3700 Series VPN Modules provide up to 10 times the performance over software-only encryption by offloading the
encryption processing from the router central processing unit (CPU). The Cisco 3700 series together with the VPN
module are the perfect IPSec VPN solution for connecting medijum, and large branch offices to other remote locations,

corporate headquarters, central-office intranets, or partner extranets.

As network security becomes increasingly critical to securing business transactions, businesses must integrate security
into the network design and infrastructure. The Cisco 10S Firewall is a security-specific option for Cisco 10S software
which runs on the Cisco 3700 platform. It integrates robust firewall functionality and intrusion detection for every
network perimeter and enriches existing Cisco I0S security capabilities. It adds greater depth and flexibility to
existing Cisco IOS security solutions—such as authentication, encryption, and failover—by delivering state-of-the-art
security features such as stateful, application-based filtering; dynamic per-user authentication and authorization;

defense against network attacks; Java blocking; and real-time alerts.

VPN Security Features and Voice and Video-Enabled .. jec VPN

The Cisco 3700 VPN security features are all voice and video-enabled IPSec VPN ready. The Cisco 3700 offers a VPN
infrastructure capable of transporting converged voice, video, and data traffic across a secure IPSec network. The

Cisco 3700 VPN platforms are able to accommodate the diverse network topologies and traffic types characteristic
of multiservice [PSec VPNs, and ensure that the VPN infra  cture does not break multiservice applications deployed

now or in the future.

The network architecture of the Cisco Voice and Video-Enabled IPSec VPN (V3PN) Solution takes advantage of Cisco
VPN routers with Cisco IOS Software, Cisco CallManager, and IP phones. Furthermore, Cisco provides an overall
deployment model for these products through Cisco AVVID (Architecture for Voice, Video and Integrated Data) for
converged networking and the SAFE Blueprint for VPNs. These deployment models ensure a secure, interoperable,

r 7 nretwork ution with end-to-end product suy  -t.

Content Acceleration and Delivery

Cisco 3700 Series enables key services critical to supporti  he needs of today’s enterprise networks. By enabling
efficient delivery of rich media and web content, content acceleration and delivery services enhance user productivity
while optimizing WAN bandwidth. Cisco 3700 supports the integrated Content Engine Network Module, which
leverages the advanced content acceleration features of the Cisco Content Engine 5xx Series into the industry’s first

router-integrated content delivery system.

As enterprises learn to capitalize on the capabilities of web-based applications, HTTP traffic is assuming a larger
proportion of WAN bandwidth. The Content Engine Network Module effectively accelerates applications by
optimizing the delivery of bandwidth-intensive and frequently accessed content. Caching alone can offi 0-60%
savings in WAN bandwidth usage by a branch site, and the content delivery capabilities of the module enables
enterprise services which maximize the productivity and efficiency of a global enterpri;;r:z, ‘Ir_gt.ggrpitj\g;ﬂwgﬁ-\tbqsp\, %
application layer services of the Content Engine Network Module with intelligent nety

compression and IPSec offer a superior bandwidth optimization solution for the enter

Cisco Systems, Inc.
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Single Platform Solution for Branch Office IP Telephony and Voice Gateway

As the migration to converged voice/data networks accelerates, enterprises need to deploy a platform that has the
ability to immediately or gradually grow to support a wide range of traditional telephony devices in addition to newer
IP telephony solutions. The Cisco 3700 Series delivers on that need by supporting legacy phone systems through a
variety of scalable analog telephony connectivity options starting at two analog ports and scaling to 16, 32, 48 or 64
analog ports. Digital telephony connectivity is just as scalable with options beginning at 12 channels and scaling up
to up to 240 channels. IP telephony solutions are also supported on the Cisco 3700 Series through a powerful set of
features including line powered IP phone connectivity that begins with 16 ports and scales to 36, 52, or 72 ports in a
single platform.

The performance-tuning of the Cisco 3700 Series enables customers to apply quality of service, bandwidth
optimization and fragmentation services, along with other advanced call admission control, call control and queuing
mechanisms, without sacrificing the expected data performance needed for future growth. The Cisco 3700 Series
offers resilient IP telephony services, including Survivable Remote Site Telephony (SRST), H.323, SIP and MGCP, and
redundant power for the system and IP phones.

With the Cisco 3700 Series, enterprises can deploy this scalable platform to support all of their telephony needs
without investing in all connectivity requirements in the initial deployment. The enhanced service density of the Cisco
3700 allows enterprises the opportunity to deploy a base level configuration that will scale to the converged telephony
needs of that branch when necessary. This modular telephony format mitigates future technology lockout.
Deployment of IP Telephony infrastructure solutions are facilitated by the following key Cisco 3700 features:

* Opt 1 modular integration of an inline-powered EtherSwitch NM or HDSM, combined with analog and/or
digital high-density voice gateway modules and flexible WAN connectivity for a modular, single-platform IP
Telephony infrastructure

* Resilient IP Telephony services, including Survivable Remote Site Telephony (SRST), H.323, SIP and MGCP, and
redundant power for system and IP phones

* Complete Cisco CallManager support for both H.323 and MGCP call control protocols makes the Cisco 3700
the ideal voice gateway '

 Performance-tuned to scale both analog, and digital voice solutions and hybrid solutions

* Modular expandability enables the addition of gateway or phone aggregation ports as needed

* Integrated Time Division Multiplexing (TDM) for full Drop&Insert functionality between all WIC. Network
Module and onboard AIM’s

The evolution from traditional TDM voice to IP Telephony has created the requirement that branch offices be
equipped to deploy IP Telephony solutions without the need to replace the branch office access platforms. The Cisco
3700 series fulfills that need by ensuring complete support for the range of voice gateway densities and IP Telephony

features necessary for Enterprises’ evolving branch office infrastructures.

Cisca Systems, Inc.
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Summary

The Cisco 3700 Series Multiservice Access Routers enable flexible and scalable deployment of new e-business
applications in an integrated branch office access platform. The Cisco 3700 Series is ideal for sites and solutions
requiring the highest levels of integration at the edge for Branch Office IP Telephony, voice gateway, and integrated -
flexible routing with low-density switching solutions. In addition, the Cisco 3700 Series provides a consolidated
service infrastructure and high service density in a compact form factor that enables the incremental integration of
branch applications and services.

Service and Support

The award-winning Cisco Service and Support offerings provide g s network audit | ing, design con
network implementation, operational support, and network optimization. By including service and support when
purchasing Cisco 3700 products, customers can confidently deploy a converged network architecture using Cisco

expertise, experience, and resources.

For More Information on Cisco Products, Contact:
U.S. and Canada: 800 553-NETS (6387)

Europe: 32 2 778 4242

Australia: 612 9935 4107

Other: 408 526-7209

Web: www.cisco.com
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|+ Configuring BGP

Step 1

Step 2

Configuring Basic BGP Feature
N

~N

You can verify whether a soft reset is successful by checking information about the routing table and
about BGP neighbors.

Enter the show ip bgp command to display entries in the BGP routing table. The following output shows
that the peer supports the route refresh capability.

Router# show ip bgp

BGP table version is 5, local router ID is 10.0.33.34

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - intermnal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 1.0.0.0 0.0.0.0 0 32768 7
* 2.0.0.0 10.0.33.35 10 0 35 2
*> 0.0.0.0 0 32768 72
= 10.0.0.0 10.0.33.35 10 0 35 2
*> 0.0.0.0 0 32768 2
*> 192.168.0.0/16 10.0.33.35 10 0 35 2

Enter the show ip bgp neighbors command to display information about the BGP and 1 > connections
to neighbors.

Router# show ip bgp neighbors 171.69.232.178
BGP neighbor is 172.16.232.178, remote AS 35, ex ‘nal link
BGP version 4, remote router ID 192.168.3.3
BGP state = Established, up for 1lwld
Last read 00:00:53, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received
Address family IPv4 Multicast: advertised and reived
Received 12519 messages, 0 notifications, 0 in gueue
Sent 12523 messages, 0 notifications, 0 in gueue
Route refresh request: received 0§, sent 0
Minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast

BGP table version 5, neighbor version 5

Index 1, Offset 0, Mask Ox2

Community attribute sent to this neighb

Inbound path policy configured

Outbound path policy configured

Route map for incoming advertisements is uni-in
Route map for outgoing advertisements is uni-out
3 accepted prefixes consume 108 bytes

Prefix advertised 6, suppressed 0, withdrawn 0

For address family: IPv4 Multicast

BGP table version 5, neighbor version 5

Index 1, Offset 0, Mask 0x2

Inbound path policy configured

Outbound path policy configured

Route map for incoming advertisements is mul-in
Route map for outgoing advertisements is mul-out
3 accepted prefixes consume 108 bytes

Prefix advertised 6, suppressed 0, withdrawn 0
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Obtaining, . _______cal Assistance ;")\
< (\

e Priority level 4 (ou need information or assistanc concernir Cisco
product capabilities, product installation, or basic product configuration.

We categorize Cisco TAC inquiries according to urgency:

e Priority level 3 (P3)—Your network performance is degraded. Network
functionality is noticeably impaired, but most business operations continue:

¢ Priority level 2 (P2)—Your production network is severely degraded,
affecting significant aspects of business operations. No workaround is

available.

e Priority level 1 (P1)—Your production netwo * ° down, and a critical impact
to business operations will occur if service is not restored quickly. No
workaround is available.

uISCO 1 v WEbSite

You can use the Cisco TAC website to resolve P3 and P4 issues yourself, saving
both cost and time. The site provides around-the-clock access to online tools,
knowledge bases, and software. .o access the Cisco TAC w: ' site, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract
have complete access to the technical support resources on the Cisco TAC
website. Some services on the Cisco TAC website require a Cisco.com login ™
and password. If you have a valid service contract but do not have a login ID or
password, go to this URL to register:

http://tools.cisco.com/RPF/register/register.do

If you are a Cisco.com registered user, and you cannot resolve your technical
b issues by using the Cisco TAC website, you can open a case online at this URL:
http://www.cisco.com/en/US/support/index.html

If you have Internet access, we recommend that you open P3 and P4 cases through
the Cisco TAC website so that you can describe the situation in your own words

and attach any necessary files.

[ 78-15142-01 t






Obtaimmny Ac ications and Informatiun _/

* iQ Magazine is the Cisco monthly periodical that provides business leaders
and decision makers with the latest information about the networking
industry. You can access iQ Magazine at this URL:

http://business.cisco.com/prod/tree.taf%3fasset_id=44699&public_view=tru
e&kbns=1.html

[ 78-15142-01
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Resource Manager Essentials (RME) 3.5

is the cornerstone application of the
CisocWorks family of network
management solutions. LMS, RWAN and
VMS all build on the intelligent facilities in
RME that provide lifecycle management of
Cisco network devices. Designed to reduce
human error and eliminate many of the
manual tasks associated with maintaining a
network, . [E helps make Cisco networks
the most manageable and available in the

world.

Resource Manager Essentials 3.5

RME 3.5 is a suite of tools for simplifying
the administration of a Cisco network.

These components include:
 Inventory Manager
» Device Configuration Manager
* Software Image Manager
* Change Audit Service
* Availability Manager
» Syslog Analyzer
+ Cisco Management Connection

» Cisco Connection Online (CCO) Service

Tools

RME Features Include

The basic purpose of RME is to simplify
network operations and to dramatically
simplify efficiency. RME can automate
software updates and configuration
changes, reduce human error, and track all

devices and changes in the network.

Features include:

Cisco Systems, Inc.
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Ciscc Norks Resource Manager Essentials 3.5

* Quickly builds a complete network
inventory of Cisco devices

* Monitors and reports on hardware,
configuration, and inventory changes

¢ Manages and deploys configuration
changes and software image updates to
multiple devices

» Simplifies monitoring and
troubleshooting of critical local-area
network (LAN) and wide-area network
(WAN) resources

e Secure communication between the
client browser and the server via Secure

Sockets Layer (SSL) protocol.

* Secure upload/download of device
configurations from server device via
Secure Shell (SSH).

Inventory Manager— Builds and maintains
an up-to-date hardware and software

inventory

Inventory Manager provides an up-to-date
inventory database of  co devices, from
the Cisco 700 series Integrated Services
Digital Network (ISDN) routers to the
high-end CSS 11000, GSR 12400, and ESR
10000 series switches. The inventory
database provides detailed inventory
information on device attributes, such as
chassis type, interfaces, software version,
memory, Flash characteristics, and more.
Inventory Manager provides a wide range
of reporting capabilities from high-level

summary reportstto-detailed device-level

reporting. fo L

I
Inventory Manager provide
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Refer to the documents at the following location for additional information: R \9\

http://www.cisco.com/univercd/cc/td/doc/product/ac:  s/acs_serv/as5350/inc  .htm

Cisco AS5850 Universal Gateway

The Cisco AS5850 Universal Gateway provides the highest concentration of port and Integrated
Services Digital Network (ISDN) terminations available in a single remote access server product. The
Cisco AS5850 is specifically designed to meet the demands of large service providers such as Post,
Telephone, and Telegraphs (PTTs), regional bell operating companies (RBOCs), inter-exchange carriers
(IXCs), and large Internet service providers (ISPs).

Refer to the documents at the following location for additional information:

http://www.cisco.com/univercd/cc/td/doc/product/access/acs_serv/as5850/index.htm

Cisco CVA122 Cable Voice Adapter

The Cisco CVA122 Cable Voice Adapter acts as a cable modem to connect computers and other customer
premises equipment (CPE) devices at a subscriber site to the service provider cable, hybrid fiber-coaxial
(HFC), and IP backbone network. The Cisco CVA122 Cable Voice Adapter is based on the
Data-over-Cable Service Interface Specifications (DOCSIS) and interoperates with bidirectional,
DOCSIS-qualified cable modem termination system (CMTS).

The Cisco CVA 122 Cable Voice Adapter supports both data and Voice over IP (VoIP) traffic via a shared
two-way cable system and IP backbone network. PCs and other CPE devices can connect to the cable
voice adapter either through an Ethernet port or through a Universal Serial Bus (USB) port. Single-line
telephones, fax, or modems can be connected to two RJ-11 analog voice ports of the cable voice adapter.
The cable voice adapter supports DOCSIS-compliant bridging data operations, and it can also function
as an advanced router, providing WAN data and VoIP connectivity in a variety of configurations.

Cisco CV/ 2E Cable Voice Adapter

The Cisco CVA122E Cable Voice Adapter acts as a cable modem to connect computers and other
customer premises equipment (CPE) devices at a subscriber site to the service provider cable, hybrid
fiber-coaxial (HFC), and IP backbone network. The Cisco CVA122E Cable Voice Adapter is based on
the European Data-over-Cable Service Interface Specifications (EuroDOCSIS) and interoperates with
any bidirectional, EuroDOCSIS-qualified cable modem termination system (CMTS).

The Cisco CVA122 Cable Voice Adapter supports both data and Voice over IP (VoIP) traffic via a shared
two-way cable system and IP backbone network. PCs and other CPE devices can connect to the cable
voice adapter either through an Ethernet port or through a Universal Serial Bus (USB) port. Single-line
telephones, fax, or modems can be connected t o two RJ-11 analog voice ports of the cable voice adapter.
The cable voice adapter supports EuroDOCSIS-compliant bridging data operations, and it can also
function as an advanced router, providing W;... data and V onnectivity in a variety ¢
configurations.

Cisco uBR905 Cable Access Router

The Cisco uBR905 Cable Access Router features a single F-connector interface to the cable system, four
RJ-45 (10BASE-T Ethernet) hub ports, and one RJ-45 console port to connect to a laptop
computer/console terminal for local Cisco IOS configuration. The Cisco uBR905 Cable Access Router
also provides an onboard 1PSec hardware accelerator, which provides high-performance encryption that
is substantially faster than software-based encryption.

Cisco uBR925 Cable Access Router —

The Cisco uBR925 cable access router acts as a cable modem to connectzéompufew and othericustomer
premises equipment (CPE) devices at a subscriber site to the service prov_id'e able, }klyl?rlfjﬁbej— coaxial
(HFC), and IP backbone network. The Cisco uBR925 router is based on-thc .-ata-over-Cable Service
Interface Specifications (DOCSIS) and interoperates with any bidirectiona lified able
modem termination system (CMTS). . 777
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Specification

‘omagnetic Emissions tifications

] 47, Part 15) Class A

VCCI

CE Marking

EN 55022

EN 55024

CISPR 22

AS/NZS 3548

NEBS Level 3 (GR-1089-CORE, GR-63-CORE)
ETSI ETS-300386-2

Software

Table 21-84: Software Specifications for Catalyst 6000 Family

Description Specification

Embedded Manageability .

NewFlow data export

TopN ports report

RMON agent

HC RMON (High Capacity, 64-bit counters)
Switched Port Analyzer (SPAN) anc hanced-SPAN
Multiple Concurrent SPAN

Remote SPAN

Filtered SPAN

Syslog support

Telnet/command line interface support

IP TraceRoute

Domain Name Server (DNS) services

Network Time Protocol (NTP)

Cisco Discovery Protocol (CDP) v2

VLAN Trunking Protocol (VTP)

IEEE Generic Attribute Registration Protocol (GARP)
IEEE GARP VLAN Registration Protocol (GVRP)
VLAN Query Prot (VQP)

Simnle Network Management Protocol (SNMP) v1, 3
S 1 support

SNMP MIB Additions and Enhancements
Cisco-Switch-Engine-MIB

Cisco-Memory-Pool-MIB

Entity-MIB

TraceRoute MIB

SNMP Traps

Multiple module software download

Multiple Default IP Gateway

Login banner for console

6 Cisco Product Catalog, October, 2002
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Cisco Catalyst assic 10/100/1000 Voice In: N

Suited for wiring closet applications, Cisco Catalyst Classic 10/100/1000 voice interface modules (Table 5) provide
access to the desktop through standard R}-45 connectors with the following operational advantages:

Forwarding architecture—Centralized CEF forwarding

Forwarding performance—Forward packets up to 15 Mpps per system

Fabric connection—Provide a 32-Gbps shared bus connection

Supervisor engine—Work with Supervisor Engine 1A, Supervisor Engine 2, or Supervisor Engine 720

Distributed forwarding upgrade—None; Classic interface modules cannot be upgraded for distributed forwarding
Slot requirements—Can occupy any slot in any Cisco Catalyst 6500 Series chassis

Maximum Port Density / Chassis— up to 576 ports / Cisco Catalyst 6513; up to 384 ports / Cisco Catalyst 6509

Time Domain Reflectometer (TDR)—Tests cabling by sending signals down the cable to identify faults in each
twisted pair

Transmit queue structure—1p2q2t = 1 strict priority queue, 2 round robin queues, 2 thresholds

Receive queue structure—1q2t = 1 round robin queue, 2 thresholds

Table 5 Classic 10/100/1000 Voicea Interfara Maduilae

I WS-X6148V-GE-TX  48-port; 10/100/ 100 meters; up to 1518 bytes Cisco Inline Power;
1000BASE-TX; RJ-45  Cateaorv 5 cable ninaradable to 802, 3af

Figure 2

Classic 10/100/1000 Voice Interface Modules
WS-X6148V-GE-TX
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" sco Catalyst CEF256 10/100/1000 Voice Interface Modules

Suited for wiring closet applications, Cisco Catalyst CEF256 10/100/1000 voice interface modules provide access to
the desktop through standard RJ-45 connectors and line-rate 10/100/1000 Ethernet forwarding (Table 6) with the
lollowing operational advantages:

Forwarding architecture—Use the central CEF engine located on the supervisor engine

Forwarding performance—Forward packets up to 30 Mpps per system and up to 15 Mpps per slot if upgraded to
support distributed forwarding

Fabric connection—Connect to the switch fabric through one 8-Gbps connection and the 32-Gbps shared bus
Supervisor engine—Work with Supervisor Engine 1A, Supervisor Engine 2, or Supervisor Engine720

Distributed forwarding upgrade—Not Supported. The WS-X6548-GE-TX | WS-X6548V-GE-TX do not support
distributed forwarding or any DFCx.

Slot requirements—Can occupy any slot in any Cisco Catalyst 6500 Series chassis
Maximum Port Density / Chassis—up to 576 ports / Cisco Catalyst 6513; up to 384 ports / Cisco Catalyst 6509

Time Domain Reflectometer (TDR)—Tests cabling by sending signals down the cable to identify faults in each
twisted pair

..ansmit queue structur.  |p2q2t = 1 priority queue, 2 round robin queues, 1 threshold

Receive queue structur g2t = 1 round robin queue, 2 sholds

Tabhla £ ACCACEH AnIannlanAn L1 - . - - -

1000BASE-TX: RJ-45

I 10/ 1IuY/ Category 5 cable upgradable to 802.3a-f_|

Figure 3

CEF256 10/100/1000 Voice Interface Modules
WS-X6548-GE-TX
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Safety Compliar

e UL 1950

* CSA-C22.2 No. 950
» EN 60950

e IEC 950

» AS/NZS 3260

e IEC 825

+ EN 60825

» 21CFR1040

EMC Compliance

e FCC Part 15 (CFR 47) Class A

* VCCI Class A with UTP, Class B with STP

¢ EN55022 Class A with UTP, Class B with STP

* CISPR 22 Class A with UTP, Class B with STP

¢ CE marking

* AS/NZS 3548 Class A with UTP, Class B with STP

h  work Management

¢ ETHERLIKE-MIB (RFC 1643)

» IF-MIB (RFC 1573)

¢ Bridge MIB (RFC 1493)

¢ CISCO-STACK-MIB

e CISCO-VTP-MIB

e CISCO-CDP-MIB

» RMON MIB (RFC 1757)

» CISCO-PAGP-T ™™

* CISCO-STP-Extensions-MIB

» CISCO-VLAN-Bridge-MIB

» CISCO-VLAN-Membership-MIB
» CISCO-UDLDP-MIB

* CISCO-ENTITY-FRU-CONTROL-MIB
+ CISCO-COPS-CLIENT-MIB

» ENTITY-MIB (RFC 2037)

»+ HC-RMON

+ RFC1213-MIB (MIB-1I)

+ SMON-MIB
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Quality of Service

Providing differentiated levels of service to end users is important when generating revenue from content. The Cisc
CSM takes advantage of the robust quality of service (QoS) of the Cisco Catalyst 6500, enabling traffic
differentiation as follows:

» Correctly prioritizes packets based on Layer 7 rules

= Directs users who are paying more for services to faster or less loaded servers

High Avail: lity

The Cisco CSM continually monitors server and appliation availability using health monitoring probes, inband
I~ h monitoring, return code checking, and the Dynamic Feedback Protocol (DFP). When a real server or gatewa
failure occurs, the Cisco CSM redirects traffic to a different location. Servers can be added and removed without

disrupting servic  ystems can easily be scaled up or down.

Connection Redundancy

Optionally, two Cisco CSMs can be configured in a fault-tolerant configuration to share state information about use
sessionsand p d ction re f the active Cisco --..I fails, open connections 1dled by the
standby CSM withoutin  iption X] e hitless failover—an important requirement for e-commerct

sites and sites where encryption is used.

Global Server Load Balai 1 _

The CSM offers multiple options for building a global or geographical load balanced environment. The CSM can act
as an authoritative DNS and perform GSLB among geographically dispersed CSMs for the purposes of disaster
recovery or for small GSLB environments with 2-4 locations. In addition, the CSM can report load information for
it's Virtual IPs into the Global Site Selector (GSS), an appliance designed for advanced GSLB scal _ up to 128 sites.
With the many different GSLB options the CSM offers the ability to scale GSLB capabilities as growth demands.

Configuration Limits

» Total virtual LANs (VLANS) (client and server): 256
» Virtual servers: 4000

* Server farms: 4000
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1000BASE-ZX, 1000BASE-T, and coarse-wave division multiplexing (CWDM) GBICs. The dual GBIC-based
Gigabit Ethernet implementation provides customers with tremendous deployment flexibility—allowing customers
increased availability with the redundant uplinks. In sum, the configuration permits customers to implement one type
of stacking and uplink configuration today, while preserving the option to migrate to another configuration in the
future. High levels of stack resiliency can also be implemented by deploying dual-redundant Gigabit Ethernet uplinks,
a redundant GigaStack GBIC loopback cable, Cisco UplinkFast and CrossStack UplinkFast technologies for
high-speed uplink and stack interconnection failover, and Per-VLAN Spanning Tree Plus (PVST+) for uplink load

balancing.

The Cisco Catalyst 2950T-24 Switch offers small and medium-sized enterprises server connectivity and an easy
migration path to Gigabir by using the existing copper cabling infrastructure. Implementing Gigabit Ethernet over
copper allows network managers to boost network performance and maximize infrastructure investments in
Category S copper cabling.

Maximum power availability for a converged voice and data network is attainable when a Cisco Catalyst 2950 Series
Switch is combined with the Cisco Redundant Power System (RPS) 300 or RPS 675 for protection against internal

power supply failures and an uninterruptable power supply (UPS) system to safeguard against power outages.

( ierC Ca 2950 Swi
Cisco Catalyst 2950 Series with Cisco SI Software
The Cisco Catalyst 29505X-24, 2950-24, and 2950-12 switches are also members of the Cisco Catalyst 2950 Series.

They are standalone, fixed-configuration, and managed 10/100 switches providing basic workgroup connectivity for
small to medium-sized companies. These wire-speed desktop switches come with Cisco SI Software features and offer

Cisco 10S Software functioning for basic data, video, and voice services at the edge of the network.

Ci  Catalyst 2950S sLo  Reach Ethernet Switches

o Cisco (  lyst 2950ST-24-LRE—24 long-reach Ethernet (LRE) ports, 2 fixed 10/100/1000BASE-T g, and
two small form factor pluggable (SFP) ports (2 of the 4 uplinks active at one time)

» Cisco Catalyst 29505T-8-LRE—Fight LRE ports, 2 fixed 10/100/1000BASE-T ports, and two SFP ports {(two of

the four uplinks active at one time)

The Cisco Caralyst 2950 Series LRE switch solution delivers cost-effective, high-performance broadband access over
existing phone wiring in enterprise campus environments and multitenant buildings (hotels, apartment buildings, and
office buildings, for example). Cisco Catalyst 2950 Series LRE switches come with Cisco EI Software features,
enabling enterprise and service provider customers to extend intelligent services over legacy wiring (Category 1, 2,
and 3) to distances up to 5000 feet. Cisco is the only company with technologies that allow customers to deliver
intelligent network services across any combination of wired and wireless infrastructures. Refer to the Cisco Catalyst

2950 Series LRE Data Sheet for more information.
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Netv  san w deve  ments at the network edge:
* Increase in desktop computing power

e Introduction of bandwidth-intensive applications

* Expansion of highly sensitive data on the network

¢ Presence of multiple device types, such as IP phones and wireless LAN (WLAN) access points

These new demands are contending for resources with many existing mission-critical applications. As a result, IT
professionals must view the edge of the network as critical to the effective management of the delivery of information

and applications.

As companies increasingly rely on networks as the strategic business infrastructure, it is more important than ever to
ensure high availability, security, scalability, and control. By adding Cisco intelligent functioning to the wiring closet,
customers can now deploy network-wide intelligent services that address these requirements in a consistent way,

from the desktop to the core and through the WAN.

With Cisco Catalyst switches, Cisco enables companies to fully realize the benefits of adding intelligent services into
their necworks. Making the network infrastructure highly available to accommodate time-critical needs, scalable to
accommodate growth, secure enough to protect confidential information, and capable of differentiating and

controlling traffic flows is critical to further optimizing network operations.

Network Security . .irough Advanced Security Features

Cisco Catalyst 2950 Series switches offer enhanced data security through numerous security features. These fearures
allow customers to enhance LAN security with capabilities to secure network management traffic through the
protection of passwords and configuration information; to provide options for network security based on users,
ports, and Media Access Control (MAC) addresses; and to enable more immediate reactions to intruder and hacker
detection. These security enhancements are available free of charge by downloading the latest software release for
the Cisco Catalyst 3550 and 2950 series switches.

Secure Shell (SSH) and SNMPv3 prc  t information from tampering or eavesdropping by encrypting information
being passed along the network, guarding administrative information. Private VL/ Ei  solate: 1 switch,
ensuring that traffic travels directly from the entry point to the aggregation device through a virtual path and that it
cannot be directed to another port. Local Proxy Address Resolution Protocol {ARP) works in conjunction with

Private VLAN Edge to minimize broadcasts and maximize available bandwidth.

Port-based access control parameters (ACPs) restrict sensitive portions of the network by denying packets based on
source and destination MAC addresses, IP addresses, or Transmission Control Protocol/User Datagram Protocol
(TCP/UDP) ports. ACP lookups are performed in hardware; therefore, forwarding performance is not compromised
when implementing this type of security in the network. In addition, time-based access control lists (ACLs) allow
configuration of differentiated services based on time periods. ACLs can also be applied to filter traffic based on
Differentiated Services Code Point (DSCP) values. Port security provides another means to ensure the appropriate

user is on the network by limiting access based on MAC addresses.

For authentication of users with a Terminal Access Controller Access Control System (TACACS+) or Remote
Authentication Dial-In User Service (RADIUS) server, 802.1x provides port-level security. In conjunction with a

RADIUS scrver, 802.1x allows for dynamic port-based uscr authentication, whic [S%\kbsg“n'fgndtﬁ‘:to c),}ﬁ: mically

A
1S

Cisco Systems, Inc.

Page 3 of 18 Fis. N¢




)
A
AR

assign a virtual LAN (VLAN) based on a specific user, regardless of where they connect on the network. This
inteiligent adaprability allows IT departments to offer greater tlexibility and mobility to their stratified user
populations. By combining access control and user profiles with secure network connectivity, services, and
apphicanons, enterprises can more effectively manage user mobility and drastically reduce the overhead associated

with granting and managing access to network resources.

With multilaver Cisco Catalyst 2950 Series switches, network managers can implement high levels of console
security. Mululevel access security on the switch console and the Web-based management interface prevent
unauthorized users from accessing or altering switch configuration. TACACS+ or RADIUS authentication enables
centralized access control of the switch and restricts unauthorized users from altering the configuration. Deploying
sceurity can be done through Cisco CMS Software security wizards, which ease the deployment of security features

that restrict user access to a server, a portion of the network, or ~ : entire network.

Network Control Through Advanced QoS and Rate Limiting

Cisco Catalyst 2950 Series switches offer superior and highly granular QoS based on Layer 2—4 information to ensure
that ncrwork traffic is classified and prioritized, and that congestion is avoided in the best possible manner.
Configuration of QoS is greatly simplified through auromatic QoS (auto-QoS), a feature that detects Cisco IP phones
and automatically configures switches for the appropriate classification and egress queuing. This optimizes traffic

prioritization and network availability without the challenge of a complex configuration.

Cisco Catalyst 2950 Series switches can classify, reclassify, police (determine if the packet is in or out of
predetermined profiles and affect actions on the packet), and mark or drop the incoming packets before the packet
is placed in the shared buffer. Packet classification allows the network elements to discriminate between v

traffic flows and enforce policies based on Layer 2 and Layer 3 QoS fields.

To implement QoS, these switches first identify traffic flows (or packet groups) and classify or reciassify these groups
using the DSCP field in the IP packet or the 802.1p class of service (CoS) field in the Ethernet packet. Classification
and reclassification can also be based on criteria as specific as the source/destination IP address, source/destination
MAC address, or the Layer 4 TCP/UDP ports. At the ingress (incoming port) level, the Cisco Catalyst switches will

also perform policing and marking of the packet.

After the packet goes through classification, policing, and marking, it is assigned to the appropriate queue before
exiting the switch. Cisco Catalyst 2950 Series switches support four egress (outgoing port) queues per port, which
allows the nerwork administrator to be more discriminating and specific in assigning priorities for the various

app on the LAN. Acthe egres = he switch perf " :duling, which is a process that determines the
order in which the queues are processed. The switches support Weighted Round Robin (WRR) scheduling or strict
priority scheduling. The WRR scheduling algorithm ensures that lower priority packets are not entirely starved for
bandwidth and are serviced without compromising the priority settings administered by the network manager. Strict
priority scheduling ensures that the highest priority packets will always get serviced first, ahead of all other traffic,

and thar the other three queues will be serviced using WRR best effort.

These features allow network administrators to prioritize mission-critical or bandwidth-intensive traffic, such as
enterprise resource planning {ERP) (Oracle, SAP, and so on), voice (IP telephony traffic), and CAD/CAM over less
time-sensitive applications such as File Transfer Protocol (FTP) or e-mail (SMTP). For example, it would be highly

undesirable to have a large file download destined to one port on a wiring closet switchar '' wve quality implications,
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Network-wide Filtering of incoming traffic flows based on Layer 2—4 ACPs prevents unauthorized data flows.

security features ~ The following Layer 2 ACPs (or a combination) can be used for security classification of
incoming packets: source MAC address, destination MAC address, and 16-bit Ethertype.

— The following Layer 3 and Layer 4 fields (or a combination) can be used for security
classification of incoming packets: source IP address, destination IP address, TCP source or
destination port number, UDP source, or destination port number. ACLs can also be applied
to fi based on DSCP values.

— Time-based ACLs allow configuration of differentiated services based on time periods.

A private VLAN edge provides security and isolation between ports on a switch, heiping to

ensure that voice traffic travels directly from its entry point to the aggregation device through

a virtual path and that it cannot be directed to a different port.

Support for the 802.1x standard allows users to be authenticated, regardless of which LAN

port they are accessing, and provides unique benefits to customers who have a large base of

mobile {(wireless) users accessing the network.
. 802.1x with VLAN assignment aliows a dynamic VLAN assignment for a specific user,
regardless of where the user is connected.
. 802.1x with an ACL assignment allows for specific security policies based on a user,
regardless of where the user is connected.
. 802.1x with Voice VLAN gives an IP phone access to the Voice VLAN regardless of the
authorized or unauthorized state of the port.

802.1x with port security enables authenticating the port and managing network access for all

MAC addresses, including that of the client.

SSH and SNMPv3 provides network security by encrypting administrator traffic during Telnet

and SNMP sessions. SSH and the crypto version of SNMPv3 require a special crypto software

image due to U.S. export restrictions.

Port Security secures the access to a port based on the MAC address of a user’s device. The

aging feature removes the MAC address from the switch after a specific timeframe to aliow

another device to connect to the same port.

MAC Address Notification allows administrators to be notified of new users added or

removed from the network.

» Spanning-tree root guard (STRG) | rents edge devices not in t Ca nistrator’s
control from becoming Spanning-Tree Protocol root nodes.

- The Spanning-Tree Protocol PortFast/bridge protocol data unit (BPDU) guard feat es
access ports with Spanning-Tree Protocol PortFast-enabled upon reception of a | d

increases network reliability, manageability, and security.
Multilevel security on console access prevents unauthorized users from altering the switch
configuration.

CACS+ and RADIUS authentication enables centralized control of the switch and restricts
unauthorized users from altering the configuration.
The user-selectable address-learning mode simplifies configuration and enhances security.
Trusted Boundary provides the ability to trust the QoS priority settings if an IP phone is
present and to disable the trust setting in the event that the IP phone is removed, preventing
a rogue user from overriding prioritization policies in the network.
IGMP Filtering provides multicast authentication by filtering out nonsubscribers and fimiting
the number of concurrent multicast streams available per port.
Support for dynamic VLAN assignment through implementation of the VLAN Membership
Policy Server {VMPS) client function provides flexibility in assigning portsto VLANs. Dynamic
VLAN enables fast assignment of IP addresses.
Cisco CMS Software security wizards ease the deployment of security features for restricting
user access to a server, a portion of the network, or the entire network.
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Superior
manageability

An embedded Remote Monitoring (riviun) software agent supports 4 RMiuiv yroups wiistory,
statistics, alarms, and events) for enhanced traffic management, monitoring, and analysis.
The switch supports ail 9 RMON groups through the use of a Cisco SwitchProbe® Analyzer
{Switched Port Analyzer [SPAN]) port, permitting traffic monitoring of a single port, a group of
ports, or the entire switch from a single network analyzer or RMON probe.

A SPAN port monitors traffic of a single port from a single network analyzer or RMON probe.
Remote Switch Port Analyzer {RSPAN) allows network administrators to locally monitor ports in
a Layer 2 switch network from any other switch in the same network.

The Domain Name System {DNS) provides IP address resolution with user-defined device
names.

Trivial File Transfer Protocol {TFTP) reduces the cost of administering software upgrades by
downloading from a centralized location.

Network Timing Protocol (NTP) provides an accurate and consistent timestamp to all switches
within the intranet. .
Layer 2 Traceroute e i troubleshooting by identifying the physical path that a packet takes
from the source device to a destination device.

Crash Information Support enables a switch to generate a crash file for improved
troubleshooting.

Show-interface-capabilities provides information on configuration capabilities of any interface.
The RTTMON Management information Base (MIB} allows users to monitor netwaork
performance between a Cisco Catalyst switch and a remote device.

Multifunction LEDs per port for port status, half-duplex/full-duplex, 1T0BASE-T/100BASE-TX/

1NDOBASE-T ingi~~tin~ ~~ sarall Aan graritah taval ctatiie | ERNe far cvetam rediindant nnmwer crninnly

d bandwidth b
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CISCO-VTP-MIB
ENTITY-MIB
(ANAifType-MI8

IF-MIB (RFC 1573)
OLD-CISCO-CHASSIS-MIB
OLD-CISCO-CPU-MIB
OLD-CISCO-INTERFACES-MIB
OLD-CISCO-IP-MIB
OLD-CISCO-MEMORY-MIB
OLD-CISCO-SYSTEM-MIB
OLD-CISCO-TCP-MIB
OLD-CISCO-TS-MIB
RFC1213-MIB (MIB-I1)
RFC1398-MIB (ETHERNET-MIB)
RMON-MIB (RFC 1757)
RS-232-MIB

+ SNMPv2-MIB
SNMPv2-SMI

SNMPv2-TC

TCP-MIB

UDP-MIB

Standards |EEE 802.1x support
IEEE 802.1w

IEEE 802.1s

IEEE 802.1D Spanning-Tree Protocol
IEEE 802.1p CaS prioritization

IEEE 802.1Q VLAN

IEEE 802.3 10BASE-T specification
IEEE 802.3u 100BASE-TX specification
. 3ab B T specifica
|EEE 802.3ad

IEEE 802.3z 1000BASE-X specification
+ T000BASE-X (GBIC)

1000BASE-T (GBIC)

1000BASE-SX

1000BASE-LX/LH

1000BASE-ZX

+ 1000BASE-CWDM GBIC 1470 nm
1000BASE-CWDM GBIC 1490 nm

+ T1000BASE-CWDM GBIC 1513 nm

« 1000BASE-CWDM GBIC 1530 nm
1000BASE-CWDM GBIC 1550 nm
1000BASE-CWDM GBIC 1570 nm
1000BASE-CWDM GBIC 1590 nm
1000BASE-CWDM GBIC 1610 nm

N

IEEE 802.3x full duplex on 10BASE-T, 100BASE-TX, and 1000BASE-T ports

(132008 . LA
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This chapter provides information about these topics:
» Switch features
* Front- and rear-panel descriptions

+ Management options

The Catalyst 2950 switches are stackable Ethernet switches to which you can
connect workstations and other network devices, such as servers, routers, and
other switches. The switches can be deployed as backbone switches, aggregating
10BASE-T, 100BASE-TX, and Gigabit Ethernet traffic from other network
devices. Refer to the Catalyst 2950 Desktop Switch Software Configuration Guide
for examples showing how you might deploy the switches in your network.

Table -1 lists the switch features, and Figure 1-1 through Figure 1-8 show the
Catalyst 2950 switches.

1 1o-11157-02
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Figure 1-9 LEDs on Catalyst 2950-12, 2950-24, 2950C-24, and 29507-24 Switches
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Figure 1-10 LEDs on Catalyst 2950G-12-El, 2950G-24-El, and 2950G-24-E1-DC Switches
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Figure 1-14 Changing the Port Mode on Catalyst 2950G-48-£] Switches
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I0S command-line interface (CLI)

You can manage switches by using command-line entries. To access the CLI,
connect a PC or terminal directly to the console port on the switch rear panel.
If the switch is attached to your network, you can use a Telnet connection to
manage the switch from a remote location. For more information, refer to the
Catalyst 2950 Desktop Switch Command Reference.

CiscoView application

You can use the CiscoView device-management application to set
configuration narameters and to view switch status and performance

inforr ion. ..is T, wl se ’ 1 be a
standalone application or part of an Simple Network ; t Protocol
(SNMP) network-management platform. For more intormation, refer to the
documentation that came with your CiscoView a] _ icati

SNMP network management

You can manage switches by using an SNMP-compatible management station
running platforms such as HP OpenView and SunNet Manager. The switch
supports a comprehensive set of MIB extensions and MIB II, the

IE__ 802.1D bridge MIB, and four RMON groups. 1 infq t
refer to the documentation that came with your SNMP application.
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| Chapter1 Overview

Front-Panel Description | |

GBIC Mc ile Ports

The GBIC module slots support these modules:

» 1000BASE-SX GBIC module for fiber-optic connections that cannot exceed
1804 feet (550 meters).

* 1000BASE-LX/LH GBIC module for fiber-optic connections that cannot
exceed 32,810 feet (10 kilometers).

« 100 -ZX GBIC module for fiber-optic connections that cannot exceed
328,100 feet (100 kilometers).

» GigaStack GBIC module for creating a 1-Gbps stack configuration of up to
nine supported switches. The GigaStack GBIC supports one full-duplex link
(in a point-to-point configuration) or up to nine half-duplex links (in a stack
configuration) to other Gigabit Ethernet devices. Using the required Cisco
proprietary signaling and cabling, the GigaStack GBIC-to-GigaStack L _.C
connection cannot exceed 3 feet (1 meter).

For more information about these GBICs, refer to your GBIC documentation.

v

You can use the LEDs to monitor switch activity and performance. Figure 1-9,
Figure 1-10, and Figure 1-11 show the location of the LEDs and the Mode button
that you use to select the port mode. Changing the port mode changes the
information provided by each port status LED.

All of the LEDs described in this section except the util” ition meter (UT ™~ are
visible in the Cluster Management Suite (CMS). The Cazalyst 2950 Desktop
Switch Software Configuration Guide « how to use CMS to  inage
individual switches and switch clusters.
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Figure 7-9 LEDs on Catalyst 2950-12, 2950-24, 2950C-24, and 2950T-24 Switches
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Figure 1-70 LEDs on Catalyst 2950G-12-£], 2950G-29. | and 2950G-24-F1-DC Switches
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Figure 1-14 Changing the Port Mode on Catalyst 2950G-48-F1 Switches
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Figure 1-19 Catalyst 2950 Switch Rear Panel
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Figure 1-20 Catalyst 2950G-48-E£1 Switch Rear Panel
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Il Rear-Panel Des.. yiion

Figure 7-21 Catalyst 2950G-24-£1-DC Switch Rear Panel

C
[o}
console .
port . 97ound
Power Connectors

You can provide power to a switch by using the AC internal power supply, the
DC-input power source, or the Cisco RPS.

Internal Power £--ply " mnec

The in AC power supply is an autoranging unit that supports input voltages
between 1uu and 240 VAC. Other than for the Catalyst 2950G-24-EI-DC sw™ 1,
use the supplied AC power cord to connect the AC power connector to an AU
power outlet.

DC Power wunr :tor

The Catalyst 2950G-24-EI-DC switch has an internal DC-power converter. It has
dual feeds (A and B) that are diode-OR-ed into a single power block. For
installation instructions, see the “Connecting to DC Power” sectionon ¢

A

Caution  You must connect the Catalyst 2950G-24-EI-DC switch only to a DC-input
power source that has an input supply voltage from -36 to =72 VDC. If the
supply voltage is not in this range, the switch might not operate properly or
might be damaged.
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+ IOS command-line interface (CLI)

You can manage switches by using command-line entries. To access the CLI,
connect a PC or terminal directly to the console port on the switch rear panel.
If the switch is attached to your network, you can use a Telnet connection to
manage the switch from a remote location. For more information, refer to the
Catalyst 2950 Desktop Switch Commc eren

+ CiscoView application

You can use the CiscoView device-management application to set
configuration parameters and to view switch status and performance
information. This application, which you purchase separately, can be a
standalone application or part of an Simple Network v P1 col
(SNMP) network-management platform. For more information, refer 1o the
documentation that came with your CiscoView application.

+  SNMP network management

You nanage switches by using an SNMP-compatible management station
running platforms such as HP OpenView and SunNet Manager. __e switch
supports a comprehensive set of MIB extensions and MIB 11, the

IEEE 802.1D bridge MIB, and four RMON groups. For more information,
refer to the documentation that came with your SNMP application.
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Installation

This chapter describes how to install your switch, interpret the power-on self-test
(POST), and connect the switch to other devices. Read these topics and perform
the procedures in this order:

Preparing for Installation, page 2-2

Installing the Switch in a Rack, page 2-9

Installing the Switch on a Table, Shelf, or Desk, page 2-20
Installing the GBIC Modules, page 2-20

Powering On the Switch, page 2-22

C iecting to DC Power, page 2-23

Running POST, page 2-32

Connecting to 10/100 and 10/100/1000 Ports, page 2-33
Connecting to 100BASE-FX and 1000BASE-SX Ports, page 2-37
Connecting to GBIC Module Ports, page 2-38

Connecting a PC or a Terminal to the Console Port, page 2-43

Where to Go Next, page 2-45
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Figure 2-1 Attaching Brackets on the Switch in a 19-Inch Rack (Front Panel
Forward)
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Figure 2-2 Attaching Brackets on the Swi.  ina 19-Inch ___ck (Rear Panel
Forward)
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Figure 2-5 Attaching Brackets on the Catalyst 2950G-48-E1 Switch in a 719-Inch Rack (Rear Pane/
Forward)
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Figure 2-6  Attaching Brackets on the Catalyst 2950G-48-£1 Switch in a 19-Inch Telco Rack
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Figure 2-7 Attaching Brackets on the Catalyst 2950G-24-E/-DC Switch in a
23-Inch Telco Rack (F 't Panel Forward)
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Figure 2-8 Attachi, kets on the Catalyst 2¢ __ _ 24-£]-DC Switch in a 23-Inch Jelco Rack
+--—ar Panel Forward)
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Figure 2-12 Attaching Brackets on the Switch in a 24-Inch Telco Rack
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Figure 2-13 Attaching Brackets on the Catalyst 2950G-48-£1 Switch in a 24-Inch

Rack (Front Pane/ Forward)
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Mounting the Switch in a Rack

After attaching the brackets, use the four Phillips machine screws to securely
attach the brackets to the rack, as shown in Figure 2-16.

To prevent the cables from obscuring the switch and other devices in the rack, you
can also attach the cable guide to the rack. See the“Attaching the Optional Cable
Guide” section for instructions.

L. oure 2-16 Mounti  the Switch in a Rack

v
Number-12 L

Phillips machine
screws

45572

After mounting the switch in the rack, start the terminal-emulation software, and
provide power to the switch. See the “Powering On the Switch” section on
page 2-22 for instructions.

Attaching the Optional Cab/ Guide

We recommend attaching the cable guide to prevent the cables from obscuring the
front panels of the switch and other devices installed in the rack. Use the supplied
black Phillips machine screw to attach the cable guide to the left or right bracket,
as shown in Figure 2-17.
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Stepd  Using a Panduit crimping tool, crimp the ground lug to the 6-gauge wire.

Figure 2-22 Crimping the Ground Lug

60529

Step5  Use the two number-10-32 screws to attach the ground lug and wire assembly to
the switch rear panel.

Step6  Using a ratcheting torque screwdriver, torqr 3 ground-lug screw to 15 Ibf-in.
(240 ounce-force inches [ozf-in.]).
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Caution

A

You must connect the Catalyst 2950G-24-EI-DC switch only to a DC-input power

source that has an input supply voltage from —36 to —72 VDC. If the supply
voltage is not in this range, the switch might not operate properly or might be

damaged.

Caution

A

Note

Step 1

The switch must be installed with SA-branch-circuit protection.

This installation must comply with all applicable ¢/ ~

To wire the switch to a DC-input power source, follow these steps:

Locate the terminal block plug (see Figure 2-24).

Fig

2-24

7

nal Block Plug

[EVENIV]
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Step2  Identify the positive and negative feed positions for the terminal block
connection. The wiring sequence is positive to positive and negative to negative
for both the A and the B feed wires. The switch rear panel identifies the positive
and negative positions for both the A and B feed wires.

. .olure 2-25 Positive and Negative Positions on the Switch Rear Pane/

e

[ER7-2-7

Step3  Using an 18-gauge wire-stripping tool, strip each of the four wires coming from
the DC-input power source to 0.27 inch (6.6 mm) 0.02 inch (0.5 mm). Do not strip
more than 0.29 inch (7.4 mm) of insulation from the wire. Stripping more than the
recommended amount of wire can leave exposed wire from the terminal block
plug after installation.

Figure 2-26 Stripping the DC-Input Power Source Wire

0.27 inch (6.6 mm) £ 0.02 inch (0.5 mm) —!—»‘

W

Step4  Insert the exposed wire of one of the four DC-input power source wires into the
terminal block plug, as shown in Figure 2-27. Make sure that you cannot see any
wire lead. Only wire with insulation should extend from the terminal block.

60531
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Figure 2-28 Jorquing the Jerminal-Block Captive Screws

Torque to 4.5 Ibf-in. (72 ozf-in.)
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Figure 2-32 Connecting to a Port on Catalyst 2950G-12-£1, 2950G-24-£1, and
2950G-24-£1-DC Switches
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Step 2

Step 4
Step 5

Figure 2-33 Connecting to a Port on Catalyst 2950G-48-£1 Switches

Insert the other cable end in an RJ-45 connector on the target device.
Observe the port status LED.

__eLl_ turns zen when the switch and the target device have an established
link.

The LED turns amber while Spanning Tree Protocol (STP) discovers the network
topology and searches for loops. This process takes about 30 seconds, and then
the LED turns green.

If the L™~ is off, the target device might not be turned on, the mnight be a cable
problem, or there might be a problem with the adapter installed in the target
device. See Chapter 3, “Troubleshooting,” for solutions to cabling problems.

Reconfigure and restart the target device if necessary.

Repeat Steps 1 through 4 to connect each port.
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[ 0 Series Concentrator

Introduction

The Cisco® VPN Series 3000 Concentrator allow corporations to take full advantage of the
unprecedented cost savings, flexibility, performance, and reliability of remote access VPN
connections. Corporations use VPN to establish secure, end-to-end private network connections
over a public networking infrastructure. VPNs have become the logical solution for remote-access

connectivity for two main reasons:

* Deploying a remote-access VPN enables corporations to reduce communications expenses by

using the local dialup infrastructures of Internet service providers.

» Remote Access VPNs allow mobile workers, telecommuters and day extenders to take advantage

of broadband connectivity.

To fully realize the benefits of high-performance, remote-access VPNs, a corporation must deploy
a robust, highly available VPN solution, and dedicated VPN devices are optimal for this purpose.

The Cisco VPN 3000 Series Concentrator is a best-in-class, remote-access VPN solution for
enterprise-class deployment. A standards-based, asy-to-use VPN client and scalable VPN tunnel
termination devices are included, as well as a management system that enables corporations to
easily install, configure, and monitor their remote access VPNs. Incorporating the most advanced,
high-availability capabilities with a unique purpose-built, remote-access architecture, the Cisco
VPN 3000 Concentrator allows corporations to build high-performance, scalable, and robust VPN

infrastructures to support their mission-critical, rema ¢ applications.

Unique to the industry, it is the only scalable platform to offer components that are field-swappable
and can be upgraded by the customer. These components, called Scalable Encryption Processing

(SEP/SEP-E) modules, enable users to  ~ * add capacity anc hput.

The Cisco VPN 3000 Concentrator supports the widest range of VPN client software
implementations, including the Cisco VPN Client, the Microsoft Windows 2000/XP L2TP/IPsec
Client, the Microsoft L2ZTP/IPSec VPN Client for Windows 98, Windows Millennium (ME),
Windows NT Workstation 4.0, and Microsoft PPTP.
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The Cisco VPN 3000 Concentrator is available in five different models:

Cisco VPN 3005 Concentrator

The Cisco VPN 3005 Concentrator is a VPN platform designed for small- to medium-sized organizations with bandwidth
requirements up to full-duplex TI/E] (4 Mbps maximum performance) and up to 100 simultaneous sessions. Encryption
processing is performed in software. The Cisco VPN 3005 does not have built-in upgrade capability.

Cisco VPN 3015 Concentrator

The Cisco VPN 3015 Concentrator is a VPN platform designed for small- to medium-sized organizations with bandwidth
requirements up to full-duplex TI/E1 (4 Mbps maximum performance) and up to 100 simultaneous sessions. Like the Cisco
VPN 3005. encryption processing is performed in software, but the Cisco VPN 3015 is also field-upgradable to the Cisco VPN
3030 and 3060 models.

Cisco VPN 3030 Concentrator

The Cisco VPN 3030 Concentrator is a VPN platform designed for medium to large organizations with bandwidth
requirements from full T1/E1 through T3/E3(50 Mbps maximum performance) and up to 1500 simultaneous sessions.
Specialized SEP modules perform hardware-based acceleration. The Cisco VPN 3030 is field-upgradeable to the Cisco VPN

3060. Redundant and nonredundant configurations are available.

Cisco VPN 3060 Concentrator

The Cisco VPN 3060 is a VPN platform designed for large organizations demanding the highest level of performance and
reliability, with high-bandwidth requirements from fractional T3 through full T3/E3 or greater (100 Mbps maximum
perf  nce)andup 5000 s ta sessions. Specialized SEP modules pei ardware  ed acceleration.

Redundant and nonredundant configurations are available.

Cisco VPN 3080 Concentrator

The Cisco VPN 3080 Concentrator is optimized to support large enterprise organizations that demand the highest level of
performance combined with support for up to 10,000 simultaneous remote access sessions. Specialized SEP modules perform

hardware-based acceleration. The VPN 3080 is available in a fully redundant configuration only.

Cisco Systems, Inc.
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Models Comparison

Table 1 The Cisco VPN 3000 Series Supports the Entire Range of Enterprise Applications

Simultaneous 100 100 1,500 5,000 10,000
Users'

Maximum 100 100 500 1000 1000
LAN-to-LAN

Sessions

Encryption 4 Mbps 4 Mbps 50 Mbps 100 Mbps 100 Mbps
Throughput

Encryption Software Software Hardware - Hardware Haraware
Method

Available 0 4 3 2 2
Expansion Slots

Encryption (SEP) 0 0 1 2 4

Module

Redundant SEP - - Option Option Yes
System Memory 32/64 MB (fixed) 128 viB 128/256 MB 256/512 MB 256/512 MB
Hardware 1U Fixed 2U Scalable 2U Scalable 2U Fixed 2U
Configuration

Dual Power Single Option Option Option Yes
Supply

Client License Unlimited Unlimited Unlimited Unlimi Unlimited

1. For planning purposes, a simultaneous user is considered to be a remote access VPN user connected in all tunneling mode—this includes one IKE Security
Association and two unidirectional Psec SAs (Security Associations). For environments with rekeying or split tunneling, we recommend using a VPN remote
access load-balancing environment with spare capacity because these particular sessions will use additional system resources that otherwise would be used to
support additional users. The Cisco VPN 3000 Series Concentrator supports the entire range of enterprise applications.

:0 VPN Cli

Simple to deploy and operate, the Cisco VPN Client is used to establish secure, end-to-end encrypted tunnels to the Cisco
VPN 3000 Concentrator. This thin design, IPsec-compliant implementation is provided with the Cisco VPN 3000
Concentrator and is licensed for an unlimited number of users. The client can be pre-configured for mass deployments and
the initial logons require very little user intervention. VPN access policies are created and stored centrally in the Cisco VPN

3000 Concentrator and pushed to the client when a connection is established.
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Features and _ :nefits
Product Highlights

High-Performance, Distributed-Processing Architecture

* Cisco SEP modules provide hardware-based encryption, ensuring consistent performance throughout the rated capacity
(Cisco VPN 3030-3080).

* Large-scale tunneling support provided for IPsec, PPTP and L2TP/IPsec connections.

Scalability (Cisco VPN 3015-3060)

* Modular design (four expansion slots) provides investment protection, redundancy and a simple upgrade path.
* System architecture is designed to supply consistent, high-availability performance.

* All digital design provides the highest reliability and 24-hour continuous operation.

* Robust instrumentation package provides run-time monitoring and alerts.

* Microsoft compatibility offers large-scale client deployment and smooth integration with related systems.

Security

* Full support of current and emerging security standards allows for integration of external authentication systems and
interoperability with third-party products.

= Firewall capabilities through stateless packet filtering and address translation to ensure the required security of a corporate
LAN.

* User and group level management offers maximum flexibility.

High Availability
* Redundant subsystems and multichassis failover capabilities ensure maximum system uptime.

* Extensive instrumentation and monitoring capabilities provide network managers with real-time system status and
early-warning alerts,

Robust Management

* The Cisco VPN 3000 Concentrator can be managed using any standard Web browser (HTTP or HTTPS), as well as by
1 t. F HTT FTP 1 ).

= Configuration and monitoring capability is provided for both the enterprise and the service provider.

* Access levels are configurable by user and groups, allowing easy configuration and maintenance of security policies. For
larger scale deployments, the VPN 3000 Concentrators are supported in several Cisco network management applications.

Those applications include:
— IP Solution Center (ISC)—Provisions site-to-site and remote access VPN services
— VPN Monitor—Monitors and reports on remote access and site-to-site VPN tunnel connections

— Resource Manager Essentials (RME)—Provides operational management features such as software distribution,

syslog reporting, inventory management

— CiscoView—Provides real time system status monitoring
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Technical Specifications
Hardware

Processor

* Motorola PowerPC Processor

Memory
» Redundant system images (Flash)

* Variable memory options (see chart)

Encryption
» Cisco VPN 3005, 30]15—Software encryption
» Cisco VPN 3030-3080—Hardware encryption

Embedded LAN Interfaces
* Cisco VPN 3005—Two autosensing, full-duplex 10/100BASE-TX Fast Ethernet (public/untrusted, private/trusted)

* __jco VPN 3015-3080—Three autosensing, full-duplex 10/100BASE-TX Fast Ethemet (public/untrusted, private/trusted
and DMZ)

Instrumentation

* Cisco VPN 300:  snt panel—Unit status indicator

*  Cisco VPN 3005 Rear panel—Status LEDs for Ethemnet ports

» Cisco VPN 3015-3080 Front panel—Status LEDs for system, expansion modules, power supplies, Ethemet modules, fan
* Cisco VPN 3015-3080 Rear panel—Status LEDs for Ethernet modules, expansion modules, power supplies

» Cisco VPN 3015-3080—Activity monitor displays number of sessions, aggregate throughput, or CPU utilization;
push-button selectable

Software

Client Software Compatibility

* Cisco VPN Client (IPsec) for Windows 98, ME, NT 4.0, 2000, XP, Linux (Intel), Solaris (UltraSparc 32 and 64-bit), and
Mac OS X 10.2 (Jaguar), including centralized split-tunneling control and data compression

*  Microsoft PPTP/MPPE/MPPC, MSCHAPvIi/v2, EAP/ RADIUS pass-through for EAP/TLS and EAP/GTC support

» Microsoft L2TP/IPsec forWindows 2000/XP (including XP DHCP option for route population)

* Microsoft L2TP/IPsec for Windows 98, Windows Millennium (ME), and Windows NT Workstation 4.0

« MovianVPN (Certicom) Handheld VPN Client with ECC

* Netlock (Mac OS 8 & 9) VPN Client

Tunneling Protocols

» 1Psec, PPTP, L2TP, L2TP/IPsec, NAT Transparent IPsec, Ratified IPsec/UDP (with auto-detection and fragmentation
avoidance), 1Psec/TCP

e )

o AT

= Support for Easy VPN (client and network extension mode)
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Encryption/Authentication

* IPsec Encapsulating Security Payload (ESP) using DES/3DES (56/168-bit) or AES (128, 192, 256-bit) with MD5 or SHA,
MPPE using 40/128-bit RC4

Key Management
e Int :tKeyExchange (IKE)
* Diffie-Hellman (DH) Groups 1, 2, 5, 7 (ECDH)

Routing

« RIP, RIP2, OSPF, RRI (Reverse Route Injection), static, automatic endpoint discovery, Network Address Translation
(NAT), Classless Interdomain Routing (CIDR)

* [Psec fragmentation policiy control, including support for Path MTU Discovery (PMTUD)
¢ Interface MTU control

Third-Party Compatibility
+ Certicom, iPass Ready, Funk Steel Belted RADIUS certified, NTS TunnelBuilder VPN Client (Macintosh and Windows),
Microsoft Internet Explorer, Netscape Communicator, Entrust, Baltimore, SA Keon

H™ "1 Availability

= VRRP protocol for multi-chassis redundancy and fail-over

* Remote Access Load Balancing clusters

= Destination pooling for client-based fail-over and connection re-establishment

+ Redundant SEP modules (optional), power supplies, and fans (Cisco VPN 3015-3080)
Management

Configuration
» Embedded management interface is accessible through console port, Telnet, SSHv1, and Secure HTTP (HTTPS)

« Administrator access is configurable for five levels of authorization. Authentication can be performed externally through
TACACS+

= Role-based management policy separates functions for service provider and end-user management

Monitoring

» Event logging and notification through e-mail (SMTP)

* Automatic FTP backup of event logs

*  SNMP MIB-II support

» Configurable SNMP traps

* Syslog output

= System status

» Session data (including client assign IP, encryption type connection duration, client OS, version, etc)

¢ General statistics

it i
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Security

Authentication and Accounting Servers

» Support for redundant external authentication servers:

- RADIUS

Kerberos/Active Directory authentication

Microsoft NT Domain authentication

Microsoft NT Domain authentication with Password Expiration (MSCHAPv2)
RSA Security Dynamics (SecurlD Ready), including native support for RSA 5 (Load Balancing, Resiliency)
e User authorization through LDAP or RADIUS

* Internal Authentication server for up to 100 users

» X.509v3 digital certificates (including CRL/LDAP and CRL/HTTP, CRL Cachiny :kup CRL Distribution Point
support)

« RADIUS accounting
* TACACS+ Administrative user authentication
Internet-Based Packet Filtering
* Source and destination IP address
= Port and protocol type
» Fragment protection
* FTP session filtering
= Site-to-Site Filters and NAT (for overlapping address space)
Policy Management
» By individual user or group
— Filter profiles (defined internally or externally)
- Idle and maximum session timeouts
— Time and day access control
— Tunneling protocol and security authorization profiles
— IP Pool

— Authentication Servers

Certification

» FIPS 140-2 Level 2 (3.6) in process, FIPS 140-1 Level 2 (3.1), VPNC

Ports

» Console port-Asynchronous serial (DB-9)

T el ar
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Table 2 Physical Characteristics

g
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.
o

I Height 1.75" (4.45¢cm) 3.5" (8.89cm) 3.5" (8.89cm) 3.5" (8.89cm) 3.5" (8.89cmy)
1 Width 17.5" (44.45cm) 175" (4.45cm) 17.5" (4.45cm) 175" (4.45cm) 175" (4.45cm)
1 Depth 11.5" (29.21cm) - - - -
Unit without - 15" (38.1cm) 15" (38.1cm) 15" (38.1cm) 15" (38.1cm)
front bezel or
SEPS/PS
Unit with front - 16-3/16" 16-3/16" 16-3/16" 16-3/16"
bezel, no (4112 cm) {4112 cm) (4112 cm) (41.12 cm)
SEPS/PS - -
Unit with front - 16.75" (42.55cm) 16.75" (42.55cm) 16.75" (42.55¢cm) 16.75" (42.55 cm)
bezetl and
SEPS/PS
Weight 8.5 1bs(3.9kg) 27 1bs(12.3kg) 28 Ibs(12.7kg) 33 Ibs(15kg) 33 Ibs(15kg)

Table 3 Power Type and Requirements

=

Nominal 15 watts (51.22BTU/hr) 35 watts (119.50B1U/hr)
Maximum 25 watts (85.36BTU/hr) 50 watts (170.72BTU/hr)
Input Voltage 100-240VAC 100-240VAC

Frequency 50/60 Hz 50/60 Hz

Power Factor Comrection Universal Universal

Environmental

* Temperature: 32 to 131 F (0 to 55 C) operating; -4 to 176 F (-40 to 70 C) nonoperatin

* Humidity: 0 to 95 percent noncondensing

Regulatory Compliance

* CE Marking

Safety
* UL 1950, CSA

EMC

» FCC Part 15 (CFR 47) Class A, EN 55022 Class A, EN50082-1, AS/NZS 3548 Class A, VCCI Class A

All contents are Copyright © 1992-2003 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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Identity networking and the ability to provision the network to user- or device-specific services are now possible with
the Cisco Secure ACS. The Cisca Secure ACS is a highly scalable, high-performance access control server that
operates as a centralized RADIUS server or TACACS+ server. The Cisco Secure ACS extends access security by
combining authentication, user or administrator access, and policy control from a centralized identity networking
solution, thereby allowing for greater flexibility and mobility, increased security, and user productivity gains. The
Cisco Secure ACS greatly reduces the administrative and management burden involved in scaling user and network
administrative access to your network. By using a central database for all user accounts, the Cisco Secure ACS
centralizes the control of all user privileges and distributes them to hundreds or thousands of access points
throughout the network. As an accounting service, the  sco Secure ACS reduces IT operating costs by pro  ng
detailed reporting and monitoring capabilities of network users’ behavior and by keeping a record of every access

connection and device configuration change across the entire network.

The Cisco Secure ACS provides a centralized identity networking solution and simplified user
management experience across all Cisco devices and security-management applications.
The Cisco Secure ACS ensures enforcement of assigned policies by allowing network
administrators to control:

* Who can log in to the network
= What privileges each user has in the network
* What accounting information is recorded in terms of security audits or account billing

* What access and command controls are enabled for each configuration administrator

The Cisco Secure ACS supports a wide array of access connection types, including wired and wireless LAN, dialup,
broar : content, storage, voice ove: (VoIP), firewalls, and VPNs.

The Cisco Secure ACS is a key component of the Cisco Identity-Based Networking Services (IBNS) architecture.
Cisco IBNS is based on port security standards such as 802.1X (IEEE standard for port-based network access
control) and Extensible Authentication Protocol (EAP) to extend security AAA inside the LAN when, historically,
access control was managed at the perimeter of the network. New policy controls (such as per-user quotas and virtual
LANSs [VLANS]) are possible with this new architecture, now that the autl ticator (switch or wireless access point)
becomes a RADIUS client capable of querying an AAA server for these controls. Cisco IBNS offers greater flexibility
and mobility to stratified users by combining access control and user profiles. This combination enhances secure
network connectivity, services, and applications, allowing enterprises to increase user productivity and reduce
operating costs. Cisco IBNS, combined with the Cisco Secure ACS, allows the network administrator to implement
true, identity-based network access control and policy enforcement at the user and port levels. It provides user and
device identification with policies that are centrally created and administered by the Cisco Secure ACS while using

secure and reliable strong authentication technologies (such as one-time-token or smartcard authentication methods).

In addition to offering dynamic, port-based authentication for securing network access based
on an identity, the Cisco IBNS architecture, in conjunction with the Cisco Secure ACS, offers
the following additional per-user or per-device policy assignments:

» Time-of-day and day-of-week restrictions

Network access server |P fiiter that restricts user and switch access based on
network-access-server IP address

Media Access Control (MAC) address filtering that restricts autheni

on their MAC addresses

Per-user VLANs

Per-user ACLs

Cisco Systems, Inc.
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Up to version 3.1, Cisco Secure ACS has been available as software for Windows installations. Version 3.2 introduces
a new, secure, appliance-based offering for Cisco Secure ACS. The Cisco Secure ACS Solution Engine, a 1-rack-unit
(1-RU) security-hardened appliance with a preinstalled Cisco Secure ACS license, provides essentially the same

features and functions as the Cisco Secure ACS for Windows, in a dedicated, application-specific appliance package.

The Cisco Secure ACS Solution Engine provides a zero-touch installation and highly reliable AAA solution with
increased total-cost-of-ownership protection through high availability and simplified day-to-day operation of the
Cisco Secure ACS service. The Cisco Secure ACS Solution Engine also includes additional features specific to its
operation and management. For more information, refer to the Cisco Secure ACS Solution Engine data sheet.

Cisco Secure ACS 3.2 adds new Extensible Authentication Protocol (EAP) enhancements to support Protected EAP
(PEAP) for Microsoft Windows clients. PEAP retains the security benefits of Cisco EAP wireless (LEAP) while
providing more extensibility and support for one-time-token authentication. PI 2 is a draft in the Internet
Engineering Task Force (IETF) Internet Standards group. Cisco Secure ACS Version 3.2 adds port for machine
authentication (using EAP-Transport Layer Security {" ] or PEAP) on secure 802.1X ports, further extending the
Cisco IBNS scope. This capability is crucial for device control access in an 802.1X secure environment where port
access is blocked until a user has successfully been identified behind an 802.1X-provisioned port. Also new to Cisco
Secure ACS 3.2 are EAP-TLS enhancements that provide expanded PKI authentication into
open-database-connectivity (ODBC) databases and improved EAP-TLS domain search capabilities.

Features and Benefits

New Features for Cisco Secure ACS Version 3.2

» PEAP support for Microsoft Windows clients—Cisco Secure ACS 3.2 s support for Microsoft AP
supplicants available today for Windows 98, NT, 2000, and XP. The Microsoft PEAP supplicant supports client
authentication only by MS-CHAPv2, as compared to Cisco PEAP supplicant (available through Cisco Aironet®
wireless adapters), which supports client authentication by logon passwords or one-time passwords. Unlike the
Microsoft PEAP supplicant the Cisco PEAP supplicant provides support for one-time-token authentication and
powerful extensibility of non-MSCHAP end-user databases such as Lightweight Directory Access Protocol
(LDAP), Novell Directory Service (NDS), and ODBC. Cisco Secure ACS 3.2 allows selection of Microsoft PEAP
or Cisco PEAP from its EAP configuration page.

* ~ TAP multithreading—Cisco Secure ACS 3.2 is now capable of processing  ltiple LDAP auth  cation
requestsin parallel, ~  iosed to the sequential processing mechanism employed in pre-3.2 versions. This feature
greatly improves Cisco Secure ACS performance in “task-intensive” configurations such as in wireless
deployments.

e EAP-TLS enhancements—New EAP-TLS enhancements have been added to Cisco Secure ACS 3.2 that further
extend Cisco Secure ACS PKI capabilities. EAP-TLS authentication against ODBC user databases and EAP-TLS
silent-session-resume support are among the new added capabilities. Similar to the PEAP silent session resume,
EAP-TLS silent session resume prevents users from reauthenticating during a RADIUS session timeout. This
feature is particularly advantageous in wireless applications where users are constantly mobile. The duration of

the EAP-TLS silent session timeout is configurable from the Cisco Secure ACS

Cisco Systems, Inc. i
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 Third-party support—Cisco Secure ACS offers token server support for any OTP vendor that provides an
RFC-compliant RADIUS interface (such as RSA, PassGo, Secure Computing, ActiveCard, Vasco, and
CryptoCard).

* Control—Cisco Secure ACS provides dynamic quotas for time-of-day, network usage, number of logged sessions,

and day-of-week access restrictions.

System Requirements

Cisco Secure ACS is available in two options: Cisco Secure ACS Windows and Cisco Secure ACS Solution Engine—a

1-RU security-hardened appliance with a preinstalied Cisco Secure ACS license

Hardware Requirements
For implementation of Cisco Secure ACS Windows, your Windows Server must meet the following minimum
hardware requirements:

* Pentium processor, 550 MHz or faster

* 256 MB RAM

* 250 MB free disk space, more if you are running your database on the same device

* Minimum resolution of 800 x 600 with 256 colors
The Cisco Secure ACS Solution E  ne is available on a Cisco 1111 platform with the followi  specifications:
* Pentium IV processor, 2.66 GHz

* 1 GBRAM

¢ 40 GB free disk space

2 built-in 10/100 Ethernet controllers

+ 1 floppy disk drive

* 1 CD-ROM drive

Device and User Directory Compatibility

Acompl ist of minimum system and software requirements for devices, browsers, and user directories compatible
with. __sco Secure / und in the Supported and Interoperable _ _vices  'Sof; des  Cisco.
ACS v3.2 document published with Cisco Secure ACS v3.2 user guides.

Ordering Information

Cisca Secure ACS is available for purchase through regular Cisco sales and distribution channels worldwide. Cisco
Secure ACS Windows includes all the necessary components needed for an independent installation on a Microsoft
Windows workstation. Cisco Secure ACS Solution Engine is shipped with a preinstalled Cisco Secure ACS software

licenise.

Cisco Systems, Inc.
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. or More Information

For more information about Cisco Secure ACS 3.2, including the user guide and release notes for the Cisco Secure
ACS Version 3.2, visit: http://www.cisco.com/go/acs.
For information about specific product functions or technical questions, send e-mail to the Cisco Secure ACS product

marketing group at ACS-MKT®@cisco.com.

For questions about product ordering, availability, and support contract information, send e-mail to the product

marketing group at ciscoworks@cisco.com.
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* Additional Bitmap — setup.bmp '
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Branding replaces the following screen text, bi  ps, lic
* Brand names on windows and dialog boxes.
¢ Product names on windows and dialog boxes.
» Organization logo on all wizard windows.

= Icons on the user authentication dialog boxes, the system tray (at the bottom right of the screen),
desktop (shortcut), status messages, Set MTU window, Log View windows, and Certificate Manager
windows.

Installa >n bitmaps

! The InstallShield uses two bitmaps when installing the VPN Client software: the setup bitmap
O (setup.bmp), and the wizard bitmap (wizard.bmp).

Figure 4-1 shows the setup bitmap that displays as the first screen duri1  installation.

VPN Client Administrator Guide



















Chapter 4 Rebranding the VPN Client software |}

RCE

..oure 4-14 Log Viewer icon h U
Log Viewer »
main icon ~

Certificate Manager

The Certificate Manager section of the oem.ini file replaces the icon used in the Certificate Manager
application (Figure 4-15). You can also replace the name of the application.

Figure 4-15 Certificate Manager icon

O Certificate W
icon

Certificate Manager,
main icon

Dealit  ith incompatible GINAs

Cisco’s Graphical Identification and Authentication (GINA) program (DLL) is incompatible with some
third party GINAs, such as PAL Gina. When an incompatibility exists, the Cisco GINA does not install.

C The VPN Dialer starts to come up, checks to see if the GINA is compatible, and if not comes up without
the presence of a GINA. If your site is using its own or a third party GINA, you can specify the name of
the GINA in the oem. ini file so that the installation program can identify it when it checks for
incompatible GINAs. To do this, include the IncompatibleGinas parameter in the cem. ini file (see
oem.ini file keywords and values).

Creating the oem.ini file

Your distribution CD must contain the cem. ini file to execute the branding changes. The cem. ini file

contains the locations and names of bitmaps, icons, window titles, an™” ===~~~ ¢~ =~~~d £o- NTN]
branding, all of which need to be in the same directory. When you ins t, the
software checks to see if there is an oem. ini file. If so, the software sc d text.

VPN Client Administrator Guide
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Chapter 4  Rebranding the VPN Client software

FramelIcon = wudiall.ico \\ gx

Frame2Icon = wudial2.ico S
= i

; The [Log viewer) section controls the text and icons for the Log Viewer

; application. AppNameText appears on the application selection menu and
; the title screen. Mainlcon appears on the window title bar and About

; dialog.

[Log viewer]
AppNameText =
MainIcon =

Wonderland LogViewer
log.ico

; The [Certificate Manager] section controls the text and icon for the
; Certificate Manager application. AppNameText appears on the application
; selection menu and the title screen. Mainlcon appears on the window title

O

; bar.

[Certificate ger]

App] t = Wonderland C fica Mana
MainIcon = cm.ico

oem.inif keywords and values
Table 4-1 describes each part of the cem. ini file.
Table 4-1 oem.ini file pararneters
Keyword Description Value
[Main] Optional field to identify a section of the Keep exactly as shown.
OEM.ini file to address special circ  tances
IncompatibleGinas= Lists Graphical Identification and After the keyword and equal sign, enter

O[ Brand]

Authentication dynamic link libraries
(GINA.DLLSs) that are incompatible with
Cisco’s GINA.

the name(s) of the GINAs, separated by
commas. Enclose each GINA within
quotes. For example:

IncompatibleGinas= “PALGina.dll”,
“Ourgina.dll”

that appears on window titles and descriptions
throughout the client application.

Keep exactly as shown, as the first
branding section of the file.

CompanyText= Keyword that identifies the name of your After the keyword and equal sign, enter
organization. If not present, the default is the organization’s name. The name can
“Cisco Systems.” contain spaces and is not case sensitive.

ProductTexts= Keyword that identifies the name of the After the keyword and equal sign, enter
application. If not present, the default is the product ng=—~ T~ mrmn mnm mmmenis
“VPN Client.” spaces and is

(Default] Required field to identify the section that Enter exactly

contains names of default bitmap and icon to
use if values are blank.

VPN Client Administrator Guide
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Supports Lasy VPN Rermote

Introduction

The Cisco® VPN Client is software that enables customers to establish secure, end-to-end
encrypted tunnels to any Cisco Easy VPN server. This thin design, IP Security (IPsec)
compliant implementation is available from Cisco.com for customers with SM. ___"net®
support, and is included free of cha  with the Cisco VPN 3000 Concentrator. The client
can be preconfigured for mass deployments and initial logins require very little user
intervention. VPN access policies and configurations are downloaded from the central
gateway and pushed to the client when a connection is established, allowing simple
deployment and management.

The Cisco VPN Client provides support for Windows 98, ME, NT 4.0, 2000, XP, Linux
(Intel), Solaris (UltraSparc 32 and 64-bit) and Mac OS X 10.2 (Jaguar).
The Cisco VPN Client is compatible with the following Cisco products (Cisco Easy VPN
servers):

» Cisco VPN 3000 Series Concentrator Software Version 3.0 and later

« Cisco I0S® Software Release 12.2(8)T and later

+ Cisco PIX® Firewall Software Version 6.0 and later

Features and Benefits

» Support for Windows 98, ME, NT 4.0, 2000, XP, Linux (Intel), Solaris (UltraSparc 32
and 64-bit) and Mac OS X 10.2 (Jaguar).

e VPN Virtual Interface Adapter present on Windows 2000 and XP

» System coexistence with Microsoft LZTP/IPsec client

« MSI (Windows Installer) package available for NT, 2000, and XP

« Intelligent peer availability detection (DPD)

« Simple Certificate Enrollment Protocol (SCEP)

+ Data compression (LZS)

¢ Command-line options for connecting, disconnecting, and connection status

» Configuration file with option locking

» Support for Microsoft network login (all platforms)

¢ Domain Name System (DNS) including DDNS/T
DNS,
» Windows Internet Name Service (WINS), and I}

" tion, Split

« Load balancing and backup server support

Cisco Systems, Inc.
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Table 2 Remote Access Feature Comparison Chart

AIent rersonal rirewail 3upport

User Controlled (Always On) Y
Cisco Security Agent/Blackice/Sygate/Zone Y
Alarm Enforcement (AYT)

Centralized Protection Policy (CPP) Y
Zone Labs integrity Y

Ordering Inforn ion

Where to Buy Cisco Products

Visit http://www.cisco.com/public/ardering_info.shtml

Product and Part Numbers
Available for customers with SMARTnet” support at

http://www.cisco.com/kobayashi/sw-center/vpn/client.

Part Numbers for the Cisco VPN Client

ripti-art Numb

C o VPN Client CVPN-CLIENT-K9=

Documentation
For part numbers for product specific documentation, visit:

http://www.cisco.com/univercd/cc/td/doc/pcat/swdo__d1.htm

All contents are Copyright © 1992-2003 Cisco Systems, Inc. All rights reserved. Important Notices ¢
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._ble 1 Product Specifications

Authentication Extended Authentication (XAUTH)
Remote Authentication Dial-In User Service (RADIUS) with support for
- State/Reply-Message attributes (token cards),
- Kerberos/Active Directory authentication—new in 4.0
- Security Dynamics (RSA SecurlD Ready)
- Microsoft NT Domain authentication
- MSCHAPv2 - NT Password Expiration
- X.509v3 digital certificates

External user authorization information may be obtained via LD/ or
RADIUS—new in 4.0

(PCFs)

Policy Management ISAKMP Configuration Method (Mode-Config) centrally controlled policies
includi ~ DNS/Split DNS, WINS, IP Address, and Defauit Domain Name.
Ability .. _ave connection password, split tunneling/ local LAN access control/
networks, remote access load balancing, Centralized Protection Policy
(firewall), personal firewall requirement (Are You There?), software update
notification

Table 2 Remote Access Feature Comparison Chart

Version used for Feature Chart 4.0 6.3 12.2(13)T
a VPNC ¢ |t Y Y Y
Certicom/Netlock Ci  atibility Tested Y N N
Basic Client Functionality
DES/SUES, MUS/SHA Y ¥ Y
AES (128, 256 bit) Y Y Y
PreShared Secret (Group) Y - Int & Ext Y ~ Int & Ext Y - Int
DNS, WINS, Default Domain, IP Y Y Y
Split DNS Support Y N N
Dynamic DNS/DHCP (Computer name Y N N
population)
Connection auto-initiation Y Y
Authentication o
RADIUS Y Y ]
RADIUS with State+Reply Tokens Y Y ]

Cisco Systems, Inc.
Ali contents are Copyright € 1992-2003 Cisco Systems, Inc. All rights reserved. Important Notices and Pr
Page 3ot 6







Table 2 Remote Access Feature Comparisor  art

Cisco security agenubiackice/>ygate/zone Y N
L Alarm Enforcement (AYT)

| Centralized Protection Policy (CPP) Y N

Zone Labs Integrity Y N

dering Information

\ Buy C

Visit http://www.cisco.com/public/ordering_info.shtml

Product and Part Numbers
Available for customers with SMARTnet support at

http://www.cisco.com/kobayashi/sw-center/vpn/client.

Part Numbers for the Cisco VPN Client

ption -art Numb

l Cisco VPN Client CVPN-CLIENT-K9= |

Documentation
For part numbers for product specific documentation, visit:

http://www.cisco.com/univercd/cc/td/doc/pcat/swdo__d1.htm

Ci
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Q’A
Q. Didn'’t Cisco also acquire Compatible Systems? How do Altiga and Compatible VPN  itions ¢ »jare? \}%
A. Cisco o acquired Compatible Systems to support service provider-based VPN solutions. \ }

While Alt:  and Compatible both provide VPN products, their technologies and solutions address different applications. Altiga
provides an integrated, scalable VPN solution for remote access, including client, remote access concentrator and management.
Altiga’s solutions are appropriate for both enterprise-managed remote access VPNs and service provider “Managed Customer
pr ¢ " VPN i
Compatible, on the other hand, provides a highly scalable IPsec tunnel engine as required by our service-provider customers

for network-based IPsec architectures.

Q. Does Compatible provide any VPN products for the Enterprise? When would these solutions be considered for enterprise
deployment?

A. The Compatible Intraport Carrier 2 and Carrier 8 VPN appliances are focused primarily on providing large-scale IPsec tunnel
termination in the Internet Service Provider (ISP) environment. Some enterprises may, however, wish to deploy them within their networks.

The Compatible VPN client currently has support for Mac and UNIX desktop environments. The existing Cisco Secure VPN client
and the Al 1 client (to be renamed the Cisco VPN 3000 client) do not have support for Mac or UNIX environments. An enterprise
__ customer that requires support for Mac or UNIX may consider the Compatible Intraport Carrier 2 or Carrier 8 solution for deployment.

. Do these acquisitions have products that will replace some Cisco products?
A. No. The Altiga VPN access concentrators fill in a specialized gap for a dedicated VPN remote-access appliance. Altiga products
will comp  ent  d be used to withCi  [OSrou oSec X firewalls in remote access applications. The
Altiga VPN client shares common technology with the Cisco Secure VPN client, and will serve as the basis for future VPN client

releases (client road map discussed in next section.)

The Compatible Intraport Carrier 2 and Carrier 8 VPN appliances provide highly scalable IPsec tunnel termination for service-provider
network VPN architectures. The Compatible products will be used together with Cisco IOS-based universal access concentrators and
routers to enable VPN services to be deployed at the edge of the service-provider network regardless of access media.

Q. Both Altiga and Compatible address the VPN market. Will there be any overlap between these two companies’ product lines
and/or those of Cisco?
A. The product overlap is minimal and any rationalization shall evolve gradually during the integration process.

In addition to supporting service provider network VPNs, Compatible products have been used for enterprise applications. Over
time, Cisco VPN architectures deployed at the enterprise premises for remote access or for site-to-site VPNs will be based on Altiga
solutions and Cisco IOS VPN routers. :

Cisco strategy for supporting network-based VPN solutions will be based on solutions from Compatible Solutions.

. Will Cisco cor e development of the Cisco I0S-based VPN routers and universal access concentrators, as well as the Cisco
Secure PIX firewalls for VPN applications?
A. Yes. With integrated routing, QoS, service-level validation and security features, Cisco VPN routers are the leading and preferred
platforms for site-to-site VPN applications. Further, Cisco IOS-based universal access concentrators with high-performance IPsec
capabilities enable service providers to deploy VPN services at the edge of their network regardless of access media.

The market-leading Cisco Secure PIX firewall offers complementary security functions for most VPN applications, providing an

excellent platform for customers requiring advanced firewall capabilities.

Q. Why are these two acquisitions good for Cisco customers?
A. The acquisitions of Altiga and Compatible provide Cisco customers with:

* Integrated and scalable solution for remote access VPNs
» Highly scalable, IPsec tunnel capability in a standalone appliance. In most environments, this appliar

service-provider networks with a Cisco 10S router or universal access concentrator.
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A. All Cisco VPN 3000 Concentrators currently ship with Release 2.2. The following is a list of the new features provide}in
Release 2.1 and 2.2.

» Digital Certificates—Support for major digital certificate vendors, such as Baltimore, Entrust, Microsoft, and VeriSign

* Split Tunneling—Allows client users to access other Internet sites while securely tunneled to the Cisco VPN 3000 Concentrator

« SEP Fai rer—Improvesr ~ 1dancy by allowing a SEP to take 0 ‘he ope  ion and users supported by a failed SEP

* Auto Endpoint Discovery— Vastly eases VPN configuration by automatically discovering  nel endpoints thus  ninating the
need for manual tunnel configuration

* SSL. TTPS) Support—Provides the ability to perform encrypted management to the Concentrator

* Windows 2000 Compatibility—Allows the Cisco VPN 3000 Concentrator to establish tunnels with clients using the integrated
Windows 2000 L2TP/IPsec client

* IPsec/UDP support for Extranet Remote-Access VPN—Allows IPsec (Encapsulating Security Payload [ESP]) to t ntly
operate through a device performing NAT (port translation)

Q. What authentication mechanisms/systems does the Cisco VPN 3000 Concentrator Series support?
A. The Cisco VPN 3000 Concentrator currently supports the following authentication mechanisms/systems:

* RADIUS or RADIUS proxy
* NT Domain

* RSA Security SecurlD

« X. zital Certificates

Q. What are the high-availability features of the Cisco VPN 3000 Concentrator Series?
A. One of the major features of the Cisco VPN 3000 Concentrator Series is its high- availability capabilities. The concentrators are
built to provide a 200,000 hour MTRBF, but they also have a host of advanced capabilities to protect against failure within units as

well as among units.

The Cisco VPN 3000 Concentrator Series all support redundancy options, including dual-redundant and hot- swappable power
supplies. Power supply statistics are kept in the unit and are available through various management methods such as HTML and
provide temperature, fan speed and status information. Change in status causes alarms, which in turn allow operators to swap power
supplies without affectii  :ustomer operation.

--.2 Cisco VPN 3000 Concentrators support optional redundant SEPs. In the event of a single SEP failure, a backup SEP will
take over the existing sessions with no effect on the active users. Users remain unaware of the change. In the unlikely event that the

up SEP t fails or that no backup ... exists, the unit reverts to software encryption. Throughput would be limited to the
maxim 1 available in software (4 Mbps), but sessions would remain intact.

In addition, the Concentrators themselves are equipped with a fail-over mechanism using the VRRP that allows for a backup
hot-standby unit to be available in case of system maintenance or failure. Each is designated as the slave to the other and should a
unit fail completely. the other unit will recognize the failure and take over the operation of the sessions. These features are designed

to ensure that the Cisco VPN 3000 Concentrator is never unreachable.

Q. Where would you deploy the Cisco VPN 3000 Concentrator in the network?

A. The Cisco VPN 3000 Concentrators can be deployed in multiple locations within a customer network. Typically, a Cisco VPN
3000 Concentrator will be implemented to support remote-access VPNs. In this application, the Cisco VPN 3000 Concentrator will
be deployed behind a customer’s Internet router and either in parallel to or behind a customer’s firewall (depending upon business

requirements and security policy).

Q. Does the Cisco VPN 3000 Concentrator Series have an integrated firewall? If so, what features are supported?

Public
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A. Yes, the Cisco VPN 3000 Concentrator has an integrated firewall. This firewall provides stateless packet filtering and NAT.
¢ '
featurea nirewall, such as the Cisco Secure PLX Firewall.)

Q. To what countries can Cisco export the Cisco VPN 3000 Concentrator Series?

terrorist activities, and the export of encryption products to these countries is prohibited.

Other countries may also have restrictions on importing encryption products. Each country operates differently and its government
should be consulted prior to import of the Cisco VPN 3000 Concentrator solution.

The official Cisco export policy can be found at http://www.cisco.com/ww 1/export/crypto/tool.

Q. What encryption algorithms are supported in the Cisco VPN 3000 Concentrator Series?
A. The Cisco VPN 3000 Concentrator Series supports DES, 3DES, and RC4 encryption standards. DES and 3DES are typically
used with the __ _ec protocol suite, and F ~ | is used with the PPTP protocol.

Q. Can the Cisco VPN 3000 Concentrator Series terminate tunnels initiated from Windows clients?
K ) the ( VPN 3000 Concentrator Series can terminate PPTP tunnels initiated from Windows 95/98/NT/2000 clients.

For Windov 2000 support, the Cisco VPN 3000 Concentrator Series also supports the native . ec client that ships with
Windows 2000. (Note: To use the Windows 2000 native L2TP over IPsec client, digital certificates must be used for the IKE—phase
L authentication. Windows 2000 Advanced Server ships with a native Certificate Authority (CA), and either the Microsoft native CA
or those from third-party vendors may be used. User-based (phase 1I) authentication can still take place in the usual manner using
NT or RADIUS authentication.)

Q. What WAN support is available in the Cisco VPN 3000 Concentrator Series?
A. Initially, the Cisco VPN 3000 Concentrator Series provides T1 support. E1 support is planned for a future release.

Q. What is the new Cisco VPN 3005 Concentrator model?
A. The Cisco VPN 3005 is a fixed-configuration, lower-priced VPN Concentrator  Jel for customers who do not anticipate the
need to upg le for greater performance. It is ideal for small offices requiring a smaller number of remote-access sessions and for

service providers that wish to of  customer provided equipment (CPE)-based managed services.

Q. How does the \ __. 3005 Concentrator compare to the VPN 3015 Concentrator?
A. The Cisco VPN 3005 generates the same performance and supports the same number of users as the 3015. Also, as in the 3015,
3005 includes unlimited client licenses at no extra cost.

~—T nere are, however, a number of differences between the two models. Notably, the list price of the Cisco VPN 3005 is 40 percent
less than that of the 3015. Both models are rack mountable, but the 3005 chassis is half the size (1U) of the 3015 chassis (2U).
Unlike the 3015, the power supply in the 3005 is not field-replaceable and the 3005 cannot be upgraded to hardware encryption.

Q. Is the new Cisco VPN 3005 Concentrator upgradable?
A. No, the Cisco VPN 3000 Concentrator is offered in a fixed configuration only. The 3005 platform is designed to provide robust
remote-access VPN capabilities at a lower cost and serve the needs of the small/remote office and CPE-based managed services markets.

Q. What is the difference in WAN support between the VPN 3005 Concentrator and the other VPN Concentrator models?
A. If customers require WAN support with the 3005, they must order the unit with a WAN module installed. All other models in
the Cisco VPN 3000 Concentrator Series are field-upgradable, enabling customers to add a WAN module at any time.

Q. Isredundancy available in the VPN 3005 Concentrator?
A. VRRPar ‘edundant fans are included to provide high availability. However, there are no other re 05.
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A. Yes, the Cisco VPN 3000 solution provides a high-level IPsec MIB and L2ZTP/PPTP MIBs. In addition, the 3000 Coficentratdts
support MIBZ and an enterprise MIB providing vital device statistics.

Q. Does the Cisco VPN 3000 solution provide MIBs?
A. Yes, the Cisco VPN 3000 solution provides a high-level IPsec MIB as well as MIB2, and L2TP/PPP MIBs.

Q. What event information is supported in the Cisco VPN 3000 solution?
A. The Cisco VPN 3000 solution provides simple network management protocol (SNMP) traps, syslog, and e-mail notifications.

Q. What is the Cisco VPN 3000 Monitor application?

A. The Cisco VPN 3000 Monitor application is an enterprise-wide monitoring application that allows IT personnel the ability to
monitor the status and health of the Cisco VPN 3000 Concentrators. It provides easy-to-view status information such as device
availability, active sessions, throughput, and central processing unit (CPU) utilization on multiple colocated VPN 3000
Concentrators. The Cisco VPN 3000 Monitor application is easy to navigate and operates on Windows 95, 98, NT and 2000.

Q. What .. .J platforms does the Ci VPN 3000 Monitor application support?

A. 2 Cisco VPN Monitor application will only support the Cisco VPN 3000 Concentrator series and Cisco VPN 3000 client.
Currently, the Cisco VPN 30001 = i it ble with the w30 60 models of t /PN 3000

- Concentrator Series.

Q. How will Cisco manage IPsec VPNs on Cisco IOS routers and Cisco Secure PIX firewalls (in other words, how will Cisco support
site-to-site and firewall-based VPN environments?)
A. Cisco will manage the IPsec VPN configurations between Cisco IOS routers and Cisco Secure PIX firewalls with the Cisco Secure
Policy Manager V2.0. CSPM can enable an administrator to define, distribute, and enforce security and VPN policy ina s site

environment.

Site-to-site VPNSs are an extension of the classic WAN. In this regard, additional VPN management issues should be considered in
a site-to-site VPN, including quality of service and service-level management. These functions are addressed within the CiscoWorks

2000 suite of management solutions.

Q. wdoes Cisco plan to integrate the nt of Cisco VPN client: [ gatey
A. Cisco will migrate the VPN management solutions into a unified management environment by:

1. Providing an embedded, Web-based management solution for all Cisco VPN platforms, including Cisco VPN 3000 Concentrators,
Cisco IOS routers, and Cisco Secure PIX firewalls. Each of these devices will utilize an intuitive management interface with a
common look and feel to ensure ease of use and reduced learning/training time.

2. Delivering a comprehensive multi-device, network-wide VPN management system for remote-access, site-to-site, and
firewall-based VPNs. This system will be based in the CiscoWorks 2000 framework and will provide network-wide
configuration and monitoring of Cisco VPN 3000 Concentrators, Cisco 10S routers, and Cisco Secure PIX firewalls.
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WA
* Microsoft Internet Explorer 5.0
» Netscape Navigator 4.x

Q. Does Cisco Secure Policy Manager use a Web server for its Web-based reports? If so, which one?
A. Yes, CSPM uses a Web server to provide its Web-based reports on security policy and status. The W rvet is embedded
in the policy server is from Apache and does not require a separate installation process.

Q _.nl my existing Microsoft or Netscape Web server to run the reports within Cisco S re Policy Man _ r?
A. No, the Web-based reports within Cisco Secure Policy Manager are currently only supported by the Web server embedded within

the policy management system.

Q. Does Cisco Secure Policy Manager use a database?

A. Yes, CSPM uses a proprietary object-oriented database that has been optimized and secured for use in the policy-based
management system. The object schema employed within this database is consistent with the work being done within the Directory
Enabled Networks (DEN) initiative.

Q. Does Ciscc  cure Policy Manager integrate with any directory services?
A. No, Cisco Secure Policy Manager does not currently integrate with any network directories. However, future product releases
will support network directories to provide enhanced policy management. -

Q. Does Cisco Secure Policy Manager integrate with CiscoSecure access control servers?

A. No, Cisco Secure Policy Manager 2.0 does not integrate with CiscoSecure access control server (/ ™) vever, Security
Manager d s allow a network security administrator to configure managed Cisco devices to interoperate with CiscoSecure ACS.
Through simple command line-based configurations, CSPM can configure selected Cisco routers and firewalls to access CiscoSecure

servers for the appropriate authentication, authorization, and accounting (AAA) services.

Q. Does Cisco Secure Policy Manager integrate with any certificate authority servers?

A. Yes, Cisco Secure Policy Manager 2.0 provides very basic support for CA servers within a VPN network. CA servers can be
added totl etwork topology T devices can identify and communicate with them to acquire a certificate for autl  ication
purposes. ' tificate information such as owner, signing authority, serial number, and supported time frame can be discovered for
each supported device. CSPM provides support for CA servers by Entrust and VeriSign.

Cisco 1700 Router VPN Module

Q. What i e Cisco 1700 series?

A. The Cisco 1700 series, which includes the Cisco 1720 and 1750 models, is a New World service, modular-access router for
small- and medium-sized businesses and small branch offices. It delivers a rich, integrated package of routing, firewall, and VPN
functions for Internet data and voice applications. The Cisco 1700 series, together with the VPN module and Cisco Secure
integrated software (formerly the Cisco I0OS Firewall Feature Set), is the perfect IPsec-VPN solution for connecting small offices to

other remote offices, mobile users, central-office intranets, or partner extranets.

Q. What is the new 1700 VPN module and what does it do?

A. The VPN module for Cisco 1700 series routers optimizes the platform for IPsec VPNs. The module not only accelerates the
3DES and DES encryption algorithms used in IPsec, but also handles a variety of other IPsec-related tasks—hashing, key exchange,
and storage of security associations. By doing so, the module frees the Cisco 1700 main processor and memory to perform other

router, voice, and firewall functions.

Q. What is the performance of the 1700 VPN module?
A. The VPN module accelerates IPsec (3DES) at speeds suitable up to a full-duplex T1/E1 (4 Mbps for 1514-byte packets). The module.
together with the platform, supports as many as 100 encrypted tunnels for concurrent sessions with mobile u.

Q. What are the key features of the 1700 VPN module?
A. The key features of the 1700 VPN module include the ability to:
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= This 500-Mbps performance for the Cisco IDS 4250 is based on the following conditions:

- Running Cisco IDS 4.0 Sensor Software

- 5000 new TCP connections per second

5000 HTTP transactions per second

Average packet size of 445 bytes

Running Cisco IDS 4.1 Sensor Software
¢ This 1000-Mbps performance for the Cisco IDS 4250-XL is based on the following conditions:
- ... DNew onnections per second

5000 HTTP transactions per second

— Average packet size of 595 bytes

Running Cisco IDS 4.0 Sensor Software
C Regulatory Compliance
» EMC—FCC (CFR 47 Part 15) Class A, CISPR 22 Class A, EN 55022 Class A, EN 55024, EN61000-3-2,
EN61000-3-3, VCCI Class A, AS/NZS 3548 Class A, CE marking
= Safety UL 60950, CSA 22.2 No.60950, IEC 60950, EN 60950, AS/NZS 3260, CE marking.

Table 2 Ordering Information for the Cisco IDS 4200 Series Sensor

- Ne4£3D-RY LISCO IUD 4435 Densor (chassis, sonware, d>H, 1U 1UU IUUUBASE-T with KJ-45
connector)
-4250-TX-K9 Cisco IDS 4250 Sensor (chassis, software, SSH, 10/100/1000BASE-T with RJ-45
C connector)
i
: -4250-SX-K9 Cisco IDS 4250 Sensor (chassis, software, SSH, 1000BASE-SX with SC connector)
IDS-4250-X1-K9Y Cisco IDS 4250-XL Sensor (chassis, software, SSH, hardware accelerator, with dual
1000BASE-SX and MTRJ connectors)
IDS-XLINT= Cisco IDS Accelerator Card with dual T000BASE-SX interfaces and MTRJ connectors
IDS-4250-SX-INT= 1000BASE-SX monitoring interface with SC connector
IDS-4FE-INT= Spare 4FE (10/100 BaseTx) sniffing interfaces for 4215, 4235, & 4250
IDS-PWR= Spare power supply for the Cisco IDS 4235 and 4250 sensors
IDS-SCSI= Spare Small Computer Systems Interface (SCSI) hard disk drive for Cisco IDS 4250
Sensor
IDS-RAIL-2= Two post rail kits for the Cisco [DS 4235 and 4250 sensor
IDS-RAIL-4= Four post rail kits for the Cisco IDS 4235 and 4250 sensor

Cisco Systems, Inc.
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Table 2 Ordering information for the Cisco IDS 4200 Series Sensor

CON-SNT-IDS4215XK
CON-SNTE-IDS4215XK
CON-SNTP-IDS4215XK
CON-0OS-IDS4215XK
CON-OSE-IDS4215XK
CON-OSP-IDS4215XK

Cisco SMARTnet support 8 x 5 x NBD (Cisco IDS 4215-K9)

Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4215-K9)

Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4215-K9)

Cisco SMARTRnet Onsite support 8 x 5 x NBD (Cisco IDS 4215-K9)
Cisco SMARTRnet Onsite support 8 x 5 x 4 (Cisco IDS 4215-K9)
Cisco SMARTnet Onsite support 24 x 7 x 4 (Cisco IDS 4215-K9)

CON-SNT-1DS4215-4FEXK
CON-SNTE-IDS4215-4FEXK
CON-SNTP-IDS4215-4FEXK
CON-0OS-IDS4215-4FEXK
CON-OSE-IDS4215-4FEXK
CON-OSP-IDS4215-4FEXK

Cisco SMARTRnet support 8 x 5 x NBD (Cisco IDS 4215-4FE-K9)

Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4215-4FE-K9)

Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4215-4FE-K9)

Cisco SMARTnet Onsite support 8 x 5 x NBD (Cisco IDS 4215-4FE-K9)
Cisco SMARTRnet Onsite support 8 x 5 x 4 (Cisco IDS 4215-4FE-K9)
Cisco SMARTnet Onsite support 24 x 7 x 4 (Cisco IDS 4215-4FE-K9)

CON-SNT-IDS4235K9
CON-SNTE-IDS4235K9
CON-SNTP-IDS4235K9
CON-0OS-IDS4235K9
CON-OSE-IDS4235K9
CON-OSP-IDS4235K9

Cisco SMARTnet support 8 x 5 x NBD (Cisco IDS 4235)

Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4235)

Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4235)

Cisco SMARTnet onsite support 8 x 5 x NBD (Cisco IDS 4235)
Cisco SMARTRet onsite support 8 x 5 x 4 (Cisco IDS 4235)
Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4235)

F s

CON-SNTE-IDS4250TK
CON-SNTP-1DS4250T
CON-0S-IDS4250TK
CON-OSE-IDS4250TK
CON-OSP-IDS4250TK

~.5c0 SM. __._.et support 8 x 5 x | Cisco 4

Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4250-TX)

Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4250-TX)

Cisco SMARTnNet onsite support 8 x 5 x NBD (Cisco IDS 4250-TX)
Cisco SMARTRet onsite support 8 x 5 x 4 Cisco (IDS 4250-TX)
Cisco SMARTnNet onsite support 24 x 7 x 4 (Cisco IDS 4250-TX)

CON-SNT-IDS4250SK
CON-SNTE-IDS4250SK
CON-SNTP-IDS4250SK
CON-0OS-1DS4250SK
CON-OSE-IDS4250SK
CON-OSP-IDS4250SK

Cisco SMARTnet support 8 x 5 x NBD Cisco (IDS 4250-SX)

Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4250-SX)

Cisco SMARTRnet support 24 x 7 x 4 (Cisco IDS 4250-SX)

Cisco SMARTnet onsite support 8 x 5 x NBD (Cisco IDS 4250-SX)
Cisco SMARTnet onsite support 8 x 5 x 4 (Cisco IDS 4250-SX)
Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4250-SX)

CON-SNT-IDS4250XK
CON-SNTE-IDS4250XK
CON-SNTP-IDS4250XK
CON-0OS-IDS4250XK
CON-OSE-IDS4250XK
CON-OSP-IDS4250XK

Cisco SMARTnet support 8 x 5 x NBD Cisco (IDS 4250-XL)

Cisco SMARTRet support 8 x 5 x 4 (Cisco IDS 4250-XL)

Cisco SMARThet support 24 x 7 x 4 (Cisco IDS 4250-XL)

Cisco SMARTRet onsite support 8 x 5 x NBD (Cisco IDS 4250-XL)
Cisco SMARTnet onsite support 8 x 5 x 4 (Cisco IDS 4250-XL)
Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4250-XL)

Cisco Systems, Inc.
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General Concepts

Q. What is the Cisco Secure Intrusion Detection System, formerly known as NetRanger™ ?

A. Network intrusion detection is a process that identifies and responds to misuse or policy violations on a network. By placing Sensor
devices at determined points on the network, network traffic is monitored and compared against patterns or “‘signatures” that represent
suspicious activity, misuse, or actual attacks. The Sensor can send alerts to the Director, a security management system, and, under appropriate
circumstances, send commands directly to network equipment such as routers and firewalls, reconfiguring them to deny access to the attacker.

The system automatically and quickly responds in a user-defined manner to send an alert or take immediate action.

Q. What is the difference between network-based and host-based intrusion detection?

A. Host-based intrusion detection monitors activity on a single system while network-based intrusion detection monitors all activity over a
given network connection or segment. Host-based intrusion detection systems are used to protect critical network servers or other individual
systems containing sensitive information. The implementation of these systems is in the form of small clients or applications. Host-based
systems require the use of a host server’s system resources—disk space, RAM, and CPU time, and it impacts system performance. Intrusions
are detected by analyzing operating system audit trails, application audit trails, and other system activity. Host-based intrusion detection

systems are ideal if a limited number of critical servers must be protected, but they do not scale well if enterprise-wide solutions are needed.

Network-based intrusion detection systems are used to monitor activity on a specific network segment. Whereas a host-based intrusion
detection system resides on a workstation and shares CPU with other user applications, a network-based solution is a dedicated platform.
Network-based intrusion detection systems perform a rule-based or expert system analysis of traffic using parameters set up by the security
manager, and the signatures, which flag suspicious or attack activity. The systems analyze network packet headers to make security decisions
based on source, destination, and packet type. They also analyze packet data to make decisions based on the actual data being transmitted.
These systems scale well for network protection because the number of actual workstations, servers or user systems on the network is not
critical-—the amount of traffic is what matters. In addition, sensors placed around the globe can be configured to report back to a central site,
enabling a small team of security experts to support a large enterprise. The Cisco Secure Intrusion Detection System, a network-based

intrusion detection system provides network administrators with enhanced security technology and capabilities to secure their networks.

Q. How does the Cisco Secure Intrusion Detection System (IDS) fit into the Cisco end-to-end security strategy?

Public
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encrypted segment and will detect all but the packet data or payload-based attacks.

Architecture

Q. What is the Cisco Secure IDS architecture?
A. , lis k1

protect enterprise-wide TCP/IP networks by detecting, responding to, and reporting unauthorized activity. Directors collect incoming Sensor
data, translate it, and present it to security personnel in an intuitive, map-oriented graphical user interface. Directors also allow security
personnel to manage configurations of remote Sensors. Directors can also manage Sensor data by exporting it to third-party relational
databases. The  sors in the base package can perform TCP resets on sessions exhibiting suspicious activity. Cisco offers an optional
software package for each Sensor, called device management, which can dynamically change access control lists (ACLs) on Cisco routers to

block suspicious activity.

Q. What is the rationale behind this architecture?

A. The response times of an intrusion detection system can vary considerably depending on many factors. Since the Cisco Secure IDS uses

inhand communications to the Director, it is subject to normal network lag. Therefore, Cisco’s philosophy has been to place the “intelligence”
_esponse (the Cisco Secure IDS Sensors) in locations where it can respond most effectively. By placing a Sensor physically close to the

routers it is communicating with, and in front of the network it is protecting, the Sensor can quickly perform resets and shuns to protect its

network. Alarm transmissions to the Director and operator, while still important, are a secondary consideration. The Sensor typically responds

in fractions of a second, while an operator can take minutes leaving a window for the attacker to cause problems.

Q. What types of suspicious activities does the Cisco Secure IDS detect?

A. The Cisco Secure Intrusion Detection System engine uses a signature rec  iition methodology, which can be context and content
oriented. Context-oriented attack signatures consist of known network service vulnerabilities that can be detected by inspecting packet
headers. These include SATAN, TCP Hijacking, and IP spoofing attack profiles. Content-oriented signatures require the inspection of the

payload or data fields within a packet to determine if an attack or policy violation has occurred at the application level.

These include e-mail and Web attack profiles for example.

Cisco Secure IDS signatures can be grouped into three categories:

* Name Attacks—those with specific names such as Smurf and PHFE.

* General Category Attacks—attacks with many variations, but based on the same basic exploit, such as out-of-band data (Teardrop) or IP
fragmented packets. This simplifies signature management and provides perpetual protection against new attack variations, which would
otherwise go undetected.

‘traordinary Attacks—extremely complex signatures such as Simplex-Mode TCP hijacking, Loki, or e-mail Spam.

The Cisco Securc __ J also enables customers to create customized character string matching signatures to meet specific operational or

business requirements. For example, XYZ Corporation could easily configure the Cisco Secure IDS to send an alarm on and eliminate any

connection that transmits the phrase “XYZ Confidential” in e-mail or FTP.

Q. Will the Cisco Secure IDS detect attacks if the hacker uses signatures not in the signature database?

A. Ttdepends upon the type of attack, but in most cases they will be detected. Hackers can rarely, if ever, break into systems and use signatures
that will not be recognized by the Cisco Secure IDS. The Cisco Secure IDS is optimized to detect the reconnaissance and probing efforts of
hackers, typically precursors to an actual attack. Most of the General Category signatures are developed for just this purpose—to detect

common variations on a system exploit.

Q. Can’t the user customize the product and add their own signatures as well?

Public
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Q. Is there a mechanism by which users may contact the IDS Product Team at Cisco?

A. Yes. Users may pose questions, requests, and comments to the following e-mail address:
ids-news@cisco.com

In addition, users have the ability to share experiences with other users and also pose questions to the Cisco IDS
Engineering & Product Marketing teams at the IDS Networking Professionals Forum at:

http://forums.cisco.com/eforum/serviet/
NetProf?page=netprof& CommCmd=MB%3FcmdDdisplay_messages26mode3Dnew26location%3D.eebelfc

Q. Does anyone offer a managed IDS service using the Cisco IDS?

A. Yes, numerous managed service providers offer a managed IDS service using the Cisco IDS. These managed
lce «ders include AT&T, Count _ ne, IBM Emergency Response Services, NetSolve, Riptech, RedSiren,

and Ut

Sensors

Q. What are the new features of the Cisco IDS 4.0 Sensor software?
A. The Cisco IDS 4.0 Sensor software delivers a number of new features and enhancements to the network-based
IDS portfolio. These features include:

» Re-architecture of communications protocol to enhance the efficiency of message transactions

» Common code base to allow feature parity between the appliance sensor and the switch sensor

 Delivery of a Layer 2 signature engine to mitigate issues such as man in the middle attacks and ARP spoofing in

switched environments

 Introduction of an SMB engine to efficiently address attacks related to SMB

« Ab i the  __er packet that caused an alarm

» Enhanced shunning capabilities to allow shunning by port address

» Major enhancements to our existing protocol anomaly techniques

 Provision of Analysis Statistics Engine to deliver information of metrics such as bad checksums, bytes processed,

data s Mbps, TCP nodes per sec, and other analysis metrics

« Introduction of a full featured Cisco IOS-like CLI (command-line interface) for unprecedented sensor
management over a secure SSH connection

* Capability of capture and display of the VLAN ID of the malicious traffic that was detected

» Enhancements to IP Fragmentation Reassembly

* Higher levels of granularity for the alarm information that is transmitted to the management console

» Support for ntp

» NAT support

+ Logical signature groupings to allow global changes across the groupings

« Ability to implement exceptions to filter events to be displayed

+ Tunability of IP session logging parameters

Cisco Systems, Inc.
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~ What is the » Network Mo ' ' .‘ 13 ?

A. The Cisco IDS Network Module is a network module that is installed in a Cisco 2600, 3600, or 3700 series
chassis to provide full-featured intrusion protection services within the router. The Cisco 2600, 3600, and 3700 Series
IDS Network Module provides the ability to inspect all traffic traversing the router, to identify unauthorized or
malicious activity such as hacker attacks, worms, or denial-of-service attacks, and to terminate this traffic to suppress

or contain threats.

Q. How does the Cisco IDS Network Module work?

A. The Cisco 2600, 3600, and 3700 Series IDS Network Module receives copies of packets directly from the router’s
backplane in a passive or promiscuous mode. The packets are passed through the internal monitoring interface for
classification and processing. The Cisco 2600, 3600, and 3700 Series IDS Network Module analyzes the captured
packets and compares them against a rule set of typical intrusion activity. If the captured packets match a defined
intrusion pattern in the rule set, the IDS Network Module can take one of two actions. It can send a command to
the router to either shut down the interface or it can send a TCP reset packet to the sender to stop the TCP session

causing the attack.

Q. What is the rated performance of the Cisco 2600, 3600, and 3700 Series IDS Network Module?

A. The Cisco 2600, 3600, and 3700 Series IDS Network Module provides up to 10 Mbps for the 2600XM Series
and up to 45 Mbps for the 3700 Series, depending on the platform in which the network module is inserted.

Q. Can the Cisco Network IDS Sensors monitor trunked traffic?
A. Both IDSM and the appliance sensors can monitior 802.1q traffic and, hence, are VLAN aware.

Q. What type of interfaces are supported on the appliance sensors?

A. Copper interfaces are supported on the IDS 4215 and IDS 4235. Both Copper and Fiber interfaces are supported
on the IDS 4250 Sensor. The 4250-XL supports dual fiber interfaces with MTR] connectors.

Q. Does Cisco IDS provide multi-interface support?
A. Yes. Dual sniffing interfaces are supported on the IDS 4250-XL. Up to 5 interfaces are supported on the IDS 4215,
4235, and 4250 Sensor appliances.

A configurable four Fast Ethernet interface card is provided for other models of the Cisco 4200 Series sensors to
deliver a total of five sniffing interfaces for each sensor—one onboard sniffing interface plus four Fast Ethernet

configurable interfaces.

The Cisco IDSM-2 can be used to monitor traffic from multiple interfaces. The network module for the Cisco access

routers can monitor traffic from any of the router interfaces.

Q. Is the user notified when the sniffing interface of a sensor is disconnected?

A. Sensors are equipped with a monitoring interface for data packet capture and a command and control interface
for transmitting alarms to the management console and receiving configuration information from the management
console. When the sniffing interface is disconnected, an alarm is triggered. This setup provides the user with an alert

mechanism when the interface is tampered with and, hence, assures persistent operation.

€0 Systems, Inc.
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A. Yes. The sensor, IDSM, and network module issue an alarm when their respective performance ratings are

exceeded.

Q. Where can I find more details on the IDS signature algorithms?

A. For more information on the signature algorithms, please refer to a white paper that may be downloaded at:

http://www.cisco.com/warp/public/cc/pd/sqsw/sqidsz/prodlit/idssa_wp.htm

Q.- Does Cisco IDS protect against common IDS evasion techniques?

A. Cisco IDS also includes protection from a number of advanced, anti-IDS evasion techniques including:
» IP fragmentation reassembly

» TCP streams reassembly

e Unicode Web deobfuscation

Q. Can the sensor itself be attacked and compromised?

A. A properly configured and installed sensor cannot be compromised. The monitoring interface (connected to
the production network) cannot be detected, and packets cannot be directed at it. The interface is in promiscuous
mode, and has neither a protocol stack nor an IP address bound to it. It is not susceptible to “antisniff” detection
techniques. The separate management interface does have an IP address, but Cisco recommends that a separate,
isolated management subnet be used to provide connectivity from the management interface on the sensor to the
IDS management console. In addition, only a very limited number of services are available from the management
interface, and access controls can be configured to allow only designated management systems to connect to the

Sensor.

Q. What is Cisco Countermeasures Research Team (C-CRT)?

A. The core of the Cisco IDS solution—the advanced protection capabilities—is developed and maintained by
C-CRT. This team of elite security professionals is dedicated to:

* Advancing countermeasures research

¢ Identifying and responding to new threats

* Distributing proactive signature files and signature micro-engines

* Maintaining our network security database (NSDB)

 Contributing research to the Cisco Security Encyclopedia (CSEC)

» Improving the state of threat mitigation science

et stems, Inc.
All contents are Copyright © 1992-2003 Cisco Systems, Inc. All rights reserved. important Notices and Privacy Statement.
Page 50f 10



The C-CRT is comprised of elite “white hat” personnel. C + esteemed credentials include:

» Heritage and tenure—most joined Cisco through the WheelGroup acquisition.

e Government clearance—greater than 65 percent have held Secret and Top Secret Department of Defense security
clearances.

* Military backgrounds—experience logged from USAF Information Warfare Center, Department of Defense
(DOD), Department of Energy (DOE), National Security Agency (NSA), Central Intelligence Agency (CIA), or
other notable government organizations.

* Security experience—average member of the C-CRT has over six years of computer security experience, allowing
Cisco to deliver the most mature, accurate, and industry-proven intrusion protection solutions.

Q. (I create my own signatures?

A. Because the security objectives for each IDS deployment  : unii ~ ¢ addsg “arity to the way in
which sensors may be tuned to specifically suit the environment in which they are deployed. Using our innovative
TAME (Threat Analysis Micro Engine) policy language, users can create new policies or modify existing policies to
meet their unique security objectives. Since the TAME policies are decoupled from the sensing application, changes

can be made without affecting sensor performance or reliability.

Q. Is it possible to record and replay the IP session of the source IP address that triggered an IDS alarm?

A IP session logging provides extensive logging that is important for system troubleshooting as well as for
reconstructing system events before and after attacks. Cisco IDS augments this capability by converting these logs to
a standard TCP dump format that allows them to be viewed and replayed using public domain utilities, such as

Ethereal and 7 'Replay.

Q. Can the sensor detect attacks if the traffic is encrypted, for example IPsecurity (IPsec) or Secure Sockets

Layer (SSL)?

A. The Cisco IDS Sensor analyzes both packet header information (context data) and packet data information
(content data) to determine if suspicious activity is occurring. Encryption algorithms encrypt the data portion of
the packet for confidentiality. Because it can process only what it can “see,” the Sensor cannot detect attacks that
require inspection of the payload or data fields within a packet. It will, however, still alarm and respond to attacks,
which are detected from the unencrypted packet header information. All network-based IDSs suffer this problem.
Therefore, in networks carrying encrypted traffic, Sensor placement is critical. To take advantage of their full
intrusion-detection capability, the Cisco IDS Sensors should be installed where the traffic has already been decrypted.
Otherwise, the Sensor can be placed on an encrypted segment and will detect all but the packet data or payload-based

attacks.

Q. What techniques does Cisco use for mitigating threats?

A. Several techniques provide comprehensive protection against the latest cyber threats, including simple pattern
matching, stateful pattern matching, protocol anomaly detection, heuristic-based detection, and anomaly detection.

Q. Does Cisco IDS deliver Peer to Peer signatures?
A. Yes. Cisco IDS delivers protection against file-sharing threats with support fc =~ ‘ ' ration

techniques.
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New Features
The Monitoring Center for Security includes support for additional event types. The operator can now monitor

tl [ ! m t
Intrusion Detection System (IDS) software version 4.1. The Management Center for Cisco Security Agents 4.0 will
receive events from agents and then forward these events to the Monitoring Center for Security version 1.2. As a
result, the Monitoring Center for Security provides a broad, unified view of security messages.

Support for IDS 4.1 allows the operator to monitor network 1DS sensors that communicate using the Remote Data
Exchange Protocol (RDEP). With the RDEP protocol the operator can subscribe to specific IDS event types and better
control which events are received.

Enhancements in the event viewer include performance improvements for event deletions and an addition of a new

interface graphing capability. The user can also preserve their preferred column ordering in the event viewer.

Enhancements for reporting include the ability to save generated reports to the database and to a file for more flexible
storage options. Furthermore, new summary information has been added to reports to help with analysis. Cisco has
~ added more reports for firewalls and Cisco Security Agents.

~ —..hancements in the notification system include an increase in the number of active events rules from 5 to 10. Event
rules help identify critical events and automate a response so that the operator does not need to monitor a screen
over long periods. The operator can also import Cisco IDS Sensor configurations from a remote Management Center
for IDS Sensors server to save time.

The Monitoring Center for Security, version 1.1 is now supported on Solaris 8. This software does not have some of
the features that are available in the Monitoring Center for Security version 1.2, which is available only on Windows
2000 currently. Examples of features not supported on the Solaris platform include:

* No support for events from the Management Center for Cisco Security Agents, version 4.0
* No support for events from the Cisco IDS Network Module for routers

* No support for events form IDS version 4.1 (however, IDS 4.0 is supported)

* No additional reports for firewall and Cisco Security Agents

» No support for saving the preferences of column ordering in the event viewer

Features and Benefits

N Comprehensive r--~ "~ - ~*")ns for finding information
C | e Web-b W iing flexible security reports
* On-demand and scheduled reports
* Reports by top incidents, by IP address, by time, by signature, by event, etc.

» Send notifications of reports by email

Web-based event viewer with features to easily locate attacks

* Easily “slice and dice” data by moving event field columns and sifting through thousands of events in seconds.
The Event Viewer can read both real-time and historical events from the database.

Cisco Systems, Inc.
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Cha 7 Tuning Sensor Configurations |

Reassembly Options, Port Mapping, Never Block Addresses, and Filtering are in
the TOC that appears when you select Configure > Settings in IDS MC.
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You can tune sensor configurations by specifying reassembly options for IP
fragments and TCP sessions. Specifying reassembly options prevents false
negatives that are caused because the sensor cannot reconstruct the datagram or
session.

When using IDSM devices supported by IDS MC, you can identify additional
ports that should be considered by a sensor signature. This process is known as
port mapping. Examples of these additional ports are those used by custom TCP
services and those used by well-known services that you have reassigned to
another port. Identifying additional ports is important because some sensor
signatures are based on specific port numbers.

You can tune sensor configurations by identifying hosts and networks that should
be exempt from blocking.

For example, your sensor configuration may include instructions to block sources
of a particular attack whenever that attack is detected; you may also have a trusted
network device whose normal, expected behavior appears to be that attack. (This
situation results in a false positive.) In this situation, you can tune your sensor
configuration to ignore that particular perceived attack when its source is your
trusted network device. In that way, you avoid false positives: You avoid the
generation of alarms from your trusted network device, and your trusted network

o] Using Management Center for IDS Sensors 1.2
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device is not blocked. You still receive alarms if that particular attack is detected
in traffic from other sources. Also, you can still block other, untrusted devices if
your sensor detects that particular attack in traffic from those other, untrusted
devices.

You can tune sensor configurations by filtering audit events. Tuning a sensor by
filtering audit events reduces the number of false positives. You can set the
minimum level of events that will be reported to you. Also, you can enable and
disable alarms from specific hosts and networks.

When using IDSM devices supported by IDS MC, you can define rules that
prevent the sensor from generating alarms and audit event records for suspicious
behavior based on traffic originating from or destined to specific networks and
hosts. You can use the Filters page to define these rules.

_ist for Tuning Sensor Configurations

After configuring your sensors, you need to tune them. You can tune sensor
configurations by using four general methods:

» Specifying reassembly options for IP fragments and TCP sessions.

» Port mapping (that is, by identifying additional ports).

« Identifying hosts and networks that should be exempt from blocking.
« Filtering alarms in accordance with their severity and their source.

You can tune sensor configurations by performing one of the following tasks. For
step-by-step procedures on performing a specific task, refer to the corresponding
section.

» Specifying IP Fragment and TCP Session Reassembly Settings for a Sensor,
page 7-4

» Identifying Additional Ports Used by Specific Signatures Applied to a Sensor,
page 7-5

» Defining Filters for a Sensor, page 7-7

« Specifying Networks and Hosts that Should Never Be Blocked, page 7-13

[ 78-15664-01
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The goal of defining these reassembly settings is to ensure that the sensor does not
allocate all of its resources to datagrams that cannot be completely reconstructed,
either because the sensor missed some frame transmissions or because an attack
is generating random fragmented datagrams.

These settings ensure that valuable system resources are not reserved for sessions
that are no longer active. These settings apply to sensors globally, not to
individual settings such as signatures.

To specify IP fragment reassembly options and TCP session reassembly options,
follow these steps:

Step1  Select Configuration > Settings.
Step2  In the TOC, click the Object Selector handle.

Step3  Inthe Object Selector, select the sensor for which you want to specify reassembly

The Object Selector closes.
Step4  In the TOC, select Reassembly Options.
The Reassembly Options page appears.

When configuring an IDSM or a 4.x sensor appliance, you have the option of TCP
strict reassembly. The 3.x sensor appliance does not have that option.

When configuring a sensor appliance (3.x or 4.x), you have the option of
specifying Maximum Total Fragments. The IDS module does not have that option.

Step5  When configuring a 4.x sensor appliance, specify the operating system in the IP
Reassemble Mode list box.

Step6  To specify that you want the sensor to reassemble IP datagrams, select the
Reassemble Fragments check box under IP Fragment Reassembly.
Reassembling fragments is done by default by all sensors, both appliances and
modules.

Step7  To specify the maximum number of partial datagrams that the sensor can attempt
to reconstruct at one time, enter that value in the Maximum Partial Datagrams
field. Maximum Partial Datagrams is not available for 4.x sensor appliances.

By Using Management Center for IDS Sensors 1.2
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Task List for Tuning Sensor Configurations

1. Begin by defining an exclusive filter. Specify the source address as
10.10.10.0, which is the network that is generating large numbers of false
positives. Specify all signatures so that no alarms are sent to

Security Monitor.

2. Next, define an inclusive filter. Specify the same source address, which is
Network 10.10.10.0. But specify Signatures 994 and 995, which are the ones
that you want to include because they are important to you.

By using these two filters, and in this order, you can filter out a large number of
alarms that would be false positives. But you can selectively let some of them
(Signatures 994 and 995) pass through. This is possible because you defined the
exclusive filter first and the inclusive filter next. Note that if you had defined the
inclusive filter first, then the exclusive filter would have filtered out all the alarms
from Network 10.10.10.0. This is because filters are evaluated in order.

This procedure defines filters for a sensor as described in this example. The
example assumes that you have added Devicell in GroupW to your network.
Devicell is a 4.x appliance sensor in this example.

To define a filter for a sensor as described in the example, follow these steps:

Step 1 Select Configuration > Settings.
Step2  In the TOC, click the Object Selector handle.

Step3  In the Object Selector, select Devicel 1, the sensor for which you want to define a
filter in this example. Devicell is a 4.x sensor.

The Object Selector closes.

Step4d  In the TOC, select Filters.

The Filters page appears. This page shows that no filters have been defined for
Devicell, the sensor that you selected.

By Using Management Center for IDS Sensors 1.2
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Tuning Sensor Configurations

Step 14
Step 15

Step 16

Step 17

Step 18

Step 19

Step 20

Step 21

Task List for Tuning Sensor Configurations I

YRS

Click OK.

The Filter Source Addresses page appears, showing the addition of Network
10.10.10.0 with a subnet mask of 255.25.255.0.

Click OK.

The Enter Filter page appears again.

Click the Destination Addresses link.

-.1e Filter Destination Addresses page appears.

Click Add.

The Enter Filter Address page appears.

Select the radio button corresponding to an address of Any and click OK.
The Filter Destination Addresses page appears, showing the addition of Any.
Click OK.

The Enter Filter page appears again.

Click OK.

The Filters page now appears as shown here. You have just finished defining the
first filter in this example.

78-15664-01
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Tuning Sensor Configurations

Step 7

Step 8
Step 9

Task List for Tuning Sensor Configurations Il

Enter the following information on the Enter Network page:
» IP address
+ Network mask

« Comment

To delete a host or network from the list of those that should never be blocked by
the sensor that you selected, select the check box corresponding to the address of
that host or network, and click Delete.

The host or network that you selected is deleted.
To add, edit, or delete additional hosts or networks, repeat Step 2 through Step 7.

To continue configuring sensors, select Configuration > Settings.

Using Management Center for IDS Sensors 1.2
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» No support for events from the Management Center for Cisco Security Agents, versmn}ﬂé\‘ '/
* No support for events from the Cisco IDS Network Module for routers
» No support for events form IDS version 4.1 (however, IDS 4.0 is supported)

» No additional reports for firewall and Cisco Security Agents
Refer to the Cisco web site for availability of the Monitoring Center for Security, version 1.2, with Solaris support.

Note: these components are not available on Windows NT or HP Unix.

Q. For customers with Cisco Secure Policy Manager (CSPM) or IDS Director, what are the advantages to upgrading
to the next generation software?

A. Cisco has historically sold two Network IDS management products:

* CSPM for IDS (NT)

» IDS Director (HP Unix and Solaris)

To deal with the increasing adoption of IDS, Cisco developed the Management Center for IDS Sensors and the
Monitoring Center for Security. This is an evolution from CSPM and IDS Director.

The aim of the new software is to reduce the effort required for IDS sensor administration. The primary cost for IDS

over a three-year period, is not in the hardware or software, it’s in the administrative costs. This is where the new

features will make the biggest impact. The new software delivers enhancements in several areas to provide lower cost

of ownership for IDS management and security monitoring.

1. Higher scalability, supporting deployments to hundreds of sensors

2. Support for higher event volumes

3. Use of group profiles to configure multiple sensors concurrently

4. Event correlation to identify attacks mounted across sensors, across time, and from different addresses

5. Flexible notification scheme to fine-tune what information is sent with each notification and automated responses
to critical events.

6. Richer reporting and support for multiple event types

7. More powerful signature tuning to reduce false positives and increase the accuracy of detection

8. Easier web based interface

Existing users will have the option to migrate to the new software through discounted upgrade part numbers. Read

the VMS product bulletin for part numbers. Furthermore those customers that have purchased VMS 2.x and a SAS

service contract will receive the new software at no additional cost.

Q. Will the software support SNMP alarms?

A. SNMP alarms are currently not supported however this is planned for a future release. The user may consider
the use of unsupported freeware tools that generate SNMP traps (e.g. TrapGen). The Monitoring Center allows
automated scripts to be executed when a specific threshold is exceeded or event type is received. Using the script, the
freeware tools can be launched to generate a SNMP alarm. This SNMP alarm can then be forwarded to a third party

management console.

Q. Where can I find further information?

A. Refer to the Cisco web site for the latest product and ordering 1nformatronmh{tp-/Amme§co com/go/vms
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« IDS Top Destinations Report—Reports the specified number of destination
IP addresses that have been targeted for attack during a specified time period.
Filterable by Date/Time, Top n, where n is the number of destinations, Source
Direction, Source Address, Signature or Signature Category, Sensor, and
Event Level.

+ IDS Top Alarms Report—Reports the specified number of top alarms, by
signature name, that have been generated during a specified time period.
Filterable by Date/Time, Top n, where n is the number of alarms, Source
Direction, Destination Direction, Source Address, Destination Address,
Signature or Signature Category, Sensor, Event Level, and Signature or
Signature Category.

« IDS Summary Report—Provides a summary of event information for an
organization during a specified time period. Filterable by Date/Time,
Organization, Source Direction, Destination Direction, Signature or
Signature Category, and Event Level.

- IDS Alarms by Sensor Report—Reports logged alarms based on the sensor
(Host ID) that detected the event. Filterable by Date/Time, Source Direction,
>stination Direction, Source Address, Destination Address, Signature or
Signature Category, Sensor, Event Level, and Event Count.

- IDSAL by Hour ¥ _ irt—Reports alarms in one-hour intervals over the
time specified by the user. Filterable by Date/Time, Source Direction,
stinatior ~ ‘rection, S¢ Add s, tination Add s, Signature or

Signature Category, Sensor, Event Level, and Event Count.

« IDS Alarms by Day Report—Reports alarms in one-day intervals over the
time specified by the user. Filterable by Date/Time, Source Direction,
Destination Direction, Source Address, Destination Address, Signature or
Signature Category, Sensor, Event Level, and Event Count.

+ IDS Alarm Source/Destination Pair Report—Reports logged alarms based
on source/destination IP address pairs (that is, connections or sessions).
Filterable by Date/Time, Signature or Signature Category, Sensor, Event
Level, Alarm Count, Source Direction, Destination Direction, Source
Address, and Destination Address.

- IDS Alarm Source Report—Reports alarms based on the source IP address
that generated the alarm. Filterable by Date/Time, Destination Direction,
Destination Address, Signature or Signature Category, Sensor, Event Level,
Alarm Count, Source Direction, and Source Address.

Using Monitoring Center for Security 1.2
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| Chapter 6

Defining and Viewing Reports

Understanding the Types of Reports Il

Sensor Configuration Deployment Report—Reports records related to IDS
sensor configurations deployed to devices using IDS MC. These records
indicate successful deployment or provide error messages where appropriate
for deployment operations. Filterable by Device, Event Severity, and
Date/Time.

Console Notification Report—Reports the console notification records
generated by the notification subsystem. Filterable by Event Severity and
Date/Time.

Audit Log Report—Reports audit records by the server and application.
Unlike the other report templates, this report template provides a broad,
non-task-specific view of audit records in the database. Filterable by Task
Type, Event Severity, Date/Time, Subsystem, and Applications.

P 1tC_AReports

You can generate the following reports for Security Agent MC events in

ty N itor:
CSA Summary Report—TFilterable by Alert Level and Time/Date.
CSA Alerts By Severity—Filterable by Alert Level and Time/Date.
CSA Alerts By Group—TFilterable by Alert Level, Time/Date and Rule.

CSA Administration Event Summary—Filterable by Alert Level and
Time/Date.

About Firewall Reports

You can generate the following . .rewall reports in Security Monitor:

User Activity Summary—Summarizes the activities of all users who have
made service requests through the selected Firewall within the specified time
period. Filterable by Time/Date and Firewall Address.

Network Traffic Summary—Summarizes all activities based on the service
requests made through the selected Firewall within the specified time period.
Filterable by Time/Date and Firewall Address.

[ 78-15663-01
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* Most Active Users—Lists the users who have made the most service requests
through the selected Firewall within the specified time period. This report
provides statistics for up to N (defaults to 20) users. Filterable by Time/Date,
Firewall Address, and Top N.

* Most Accessed Web Sites—Lists the HTTP sites that users who request
services through the selected Firewall have accessed the most within the
specified time period. This report provides statistics for up to N (defaults to
20) sites. Filterable by Time/Date, Firewall Address, and Top N.

T ._‘..-

/4

Understanding the Types of Reports

+ Event Summary Repor summarizes the security, warning, and
informational events that the selected Firewall has experienced within the
specified time period. Filterable by Time/Date and Firewall Address.

» Detailed User Activity—Describes the full activities of all network session
nsact . that a specific user has conducted through the selected Firewall

within the specified time period. It presents the full list of network sessions
that have occurred within the time period. Filterable by Time/Date and
Fi lAdd s.

s Y T
NEIWOorK Service’s sess1ons tnat transpire during a given time interval. For
example, you can generate reports about HTTP on port 80, SSL on port 443,
or DNS on port 53. To generate a detailed service report, you must configure
the Firewall to enable logging of statistical events for the network service.
Filterable by Time/Date, Firewall Address, and Service.

* Denied Message Activity—Lists all syslog messages for denied connections
sent out by the Firewall within the specified time period. You can filter which
types of deny messages appear in the report such as VPN, Attack, and AAA
and ACL. Filterable by Time/Date, Firewall Address, and Denied Events.

* Denied Connection Activity—Lists all TCP, UDP, and ICMP messages for
denied connections sent out by the Firewall for the specified time period.
Filterable by Time/Date and Firewall Address.

* Security Alarm Source Report—Summarizes alarms received on the syslog
port by the source of the events. For example, if Security Monitor receives
alarms from a PIX Firewall, use this report to view the alarm information.
Filterable by Event Level, Source IP Address, and Time/Date.

« Security Alarm Detailed Report—Provides detailed information for each
security alarm received. Filterable by Event Level, Source IP Address, and
Time/Date.

Using Monitoring Center for Security 1.2
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Viewing Reports

Step §

Step 6

Step 7

To export the generated report to an HTML file, select the Export to check box.
Then, specify the exact path to the file that is to contain the generated report. The
path should include the filename and the desired extension; for example,
/<dir>[/<dir>/[...])/<filename>[.<ext>]. No extension is appended to the
filename if you do not specify an extension.
Click the Run Now or Schedule for Later radio button under Schedule Options.
If vou select Run Now, skip to Step 7. If you select Schedule for Later, specify the
ing | i
Specify the date and time that you want the report to run in the Start Time list
boxes. The date is specified by month, , and year. The time is specified in
hours and minutes. The time zone used to determine the time is to the right
of the Start Time list boxes.
To run the report at regular intervals, select an option in the Repeat every list
box. You can schedule the report to run every day, week, weekday, weekend
day, hour, or minute.

To send an e-mail notification to someone when the report runs, select the Email
report to check box and enter an e-mail address in the adjacent field. Use commas

to separate multiple addresses. Then, click Finish.

If you select Run Now, the report runs and you can view the generated report by
selecting Reports > View. If you select Schedule for Later, you can view the
scheduled report template by selecting Reports > Scheduled.

Viewin Reports

Je

After you generate a report, you can view it.

To understand how data is sorted in a report, refer to the numbers that appear in

Tip
the column headings of the generated report. These numbers represent the sort
keys. For example, data is sorted first based on the data in the column with a (1)
in it, followed by the data in the column with a (2) in it, and so on.
B Using Monitoring Center for Security 1.2
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Step4  Change any report parameters that you want to. To save your changes, click
Finish.

The changes you made are saved to the report template.

ing “ch-1uled Report Templates

You can delete unwanted scheduled report templates. Deleting a scheduled report
template also deletes all associated reports that have already been generated.

To delete a scheduled report template, follow these steps:

Step 1 Select Reports > Scheduled.
The Edit Scheduled Reports page appears.

Tip In Security Monitor, you can filter which reports appear on the page. From the
Report Group list, select All to show both alarm and audit reports, Alarms to
show only alarm reports, or Audit to show only audit reports.

Step2  Select the check box corresponding to the title of the report you want to delete.

Tip You can delete more than one report template at a time. To do so, select the check
boxes corresponding to all the report templates that you want to delete.

A check mark appears next to each report you selected.
Step3  To delete the report template, click Delete.

The selected report template and all associated end reports are deleted.

B Using Monitoring Center for Security 1.2
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Core Asset Management Applications

CD-One (CiscoView)

CD-One software provides the Common Management Foundation (CMF) for CiscoWorks. This includes basic
components on the management server such as the web server, common database, polling engine, and so forth. In
many deployments, this is the first CD to be installed from CiscoWorks VMS since it is the prerequisite for other
applications. In addition to the CMF, CD-One provides the web-based CiscoView application. CiscoView provides
graphical browser-based access to real-time devices status and simple network management protocol (SNMP)

configuration capabilities.

_ scoWorks Resource Manager Essentials

CiscoWorks Resource Manager Essentials (RME) provides the basic network management tools for day-to-day
network management, including inventory, configuration, change audit, and syslog. RME also provides additional
VPN management capabilities. Network administrators can now produce device configuration, software image, and

syslog reports specific for VPN environments.

Security Monitoring Applications

CiscoWorks VPN Monitor

CiscoWorks VPN Monitor allows users to monitor the status of their VPN devices and tunnels. This application
collects, stores, and reports statistics for VPN-capable devices, including Cisco VPN routers, and the Cisco VPN
3000 Series Concentrator. The VPN Monitor supports the two major classes of VPN (site-to-site and remote access)
as well as multiple tunneling protocols, including Layer 2 Tunneling _ _otocol, Point-to-Point Tunneling Protocol
(PPTP),andIPse 'ty (@ ).

CiscoWorks Monitoring Center for Security

The CiscoWorks Monitoring Center for Security, or Security Monitor, monitors IDS events from various Cisco
devices. These include network IDS sensor appliances, Cisco Catalyst® 6000 IDS modules, Cisco IOS® Software IDS

syslog messages, Cisco PIX® Firewall syslog messages, and Cisco host IDS events.
Security Configuration Applications

CiscoWorks Common Services Software

CiscoWorks Common Services Software includes basic components of the management server such as the Web server,
common database, polling engine, and so forth. In many deployments, this is the first CD to be installed because it
is the prerequisite for the Management Center tools in the CiscoWorks VMS bundle.

CiscoWorks Management Center for VPN Routers

CiscoWorks Management Center for VPN Routers (Router MC) is a VPN configuration and deployment tool for
Cisco VPN routers with Cisco IOS Software. Router MC is a Web-based application installed on top of

Common Services.

Cisco Systems, Inc.
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i  militarized zone _ ., __rvers is subnet represents a dedicated network segment for publicly
network servers. Generally, this includes e-mail, Web, File Transfer Protocol (FTP) servers, and in our case will

include the Auto Update Server.

Within our reference topologies, we will be focusing on several pieces of the infrastructure that CiscoWorks VMS
manages. That is not to say that the network management applications within VMS cannot manage other pieces
(such as Cisco Catalyst switches), but these are the components that should be the focal point of VMS. These

components include:

Enterprise HQ

This includes the network management servers, internal firewalls, VPN termination points (both hub routers and
VPN concentrators), and IDS sensors. Access to the DMZ portion of the network will be controlled by internal

firewalls and also have publicly accessible servers.

Remote Access Si

The remote access sites in our topology contain the remote Cisco PIX Firewalls, remote IOS VPN routers, and remote
VPN clients. These pieces of the infrastructure are responsible for \ I termination and firewall access policy at the

remote site.

Software Requirements for CiscoWorks VMS

CiscoWorks VMS is composed of a series of tools that reside on a network management server (or servers). This
section covers the prerequisite software needed in order to install and run the components within VMS. Primarily,
this refers to operating system (OS) support. For almost every application in the VMS bundle, the supported OS is

Windows 2000 Professional or Server. This is summarized in Table 2.

Table 2 Supported OS for CiscoWorks VMS Modules

CD-One

Resource Manager Essentials

VPN Monitor

Common Services

Management Center for PIX Firewalls

Auto Update Server

Management Center for VPN routers

Management Center for IDS Sensor

XX X X X| Xi x| x| x

Monitoring Center for Security

o)

Cisco IDS Host Sensor and Console

Cisco Secure Policy Manager X

1. Windows NT 4.0 Server, Enterprise Server (SP4 or later), Windows 2000 Advanced Server A i e A,
RS n® 032005 - o
g

Cisco Systems, Inc. ; s T
All contents are Copyright © 1992-2002 Cisco Systems, tnc. All rights reserved. Important Notices andﬁPriyacy Stat

Page 6 of 34 Fls. N¢

2R

T

Dac:
i -

T R




To 1 the CiscoWorks V'~ :omponents on a Windows 2 3y . the following requirements must be

considered:
= Windows 2000 (Service Pack 2 or later)
* IE 5.5 SP2 or later
» ODBC Driver Manager 3.510 or later
» NTES File System
* Do not install VMS on a server that is a:
- Primary domain controller
- Backup domain controller

—~ Terminal server

Mitigating Threats

Now that we have the basic hardware and software requirements, we must consider how to configure the servers
themselves to be ready for management. As a general security axiom, to secure hosts, pay careful attention to each
of the components within the systems. Keep all systems up to date with the latest patches, fixes, and so forth. In the
particular case of VMS, it is important to have the latest Windows 2000 patches and hot-fixes for security. Following
is a detailed checklist of items to make sure the Windows 2000 server is ready to be used as a management server:

* Install the operating system on its own partition
* Use strong passwords

» Avoid creating network shares

 Disable unnecessary accounts

* Secure the ___gistry

» Apply all hot-fixes and security patches

» Disable unused and unneeded services (at a minimum, Windows requires the following services to run: DNS
Client, Event Log, Plug & Play, Protected Storage, and Security Accounts Manager. Do not install IIS.)

* Disable all network protocols except Internet Protocol (TCP/IP)

* Monitor the security of your system regularly

+ Limit physical access to your server

* Do not install remote access or administration tools on the server

* Periodically run a virus scanning application on the server

Hardware Considerations for CiscoWorks VMS

Along with the software requirements, be aware of the hardware requirements for the CiscoWorks VMS bundle.
Then the inherent challenge is deciding how best to deploy the different applications in the solution. Since there are

eleven installable software applications, there are numerous combinations in which to deploy them.

> stems, Inc. ff F
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Platformr 1d Specs
The following server system requirements are specified in the VMS bundle documentation:
« Pentium IIl 1GHz CPU
» 1 GBRAM
¢ 2 GB virtual memory
¢ 9 GB free hard disk space
These are minimum requirements, and consideration should be given to the difference in recommended system
specifications based upon different sized networks and configurations. For ex:  le, consider three different sized

configurations: small, medium, and large. The first thing to think about is scalability. In other words, how many

devices equate to a small, medium, and large configuration?

Scaling -

Each application within CiscoWorks VMS has a different scalability metric. Table 3 provides the theoretical

maximum for each of the applications.

Table 3 Theoretical Scale Limits for CiscoWorks VMS Applications

IDS MC 300 10S sensors
I Security Monitor T 500 events/sec?
Tpix mc 1000 PIX Firewalls
AUS 1000 PIX Firewalls
Router MC 1000 VPN routers
CSPM 200 devices
RME 5000 devices inventory, 1000 devices availability
VPN Monitor 30 devices on dashboard (hard limit)
Cisco IDS Host Console 300 host agents

1. The theoretical scale limits define what the tools have been tested up to. The numbers are stated as a guideline to guarantee reasonable performance and user
experience. Although possible, it is not recommended to exceed these metrics.

2. If the volume of security events exceeds 500/second for extended periods of time, it is recommended that users consider a monitoring product from a
partner-vendor that can handle higher event volumes.

These are not software-imposed limits, but rather the scale limitations based on testing maximums. For example, if
a user wants to add device number 1001 to Router MC, the software will allow it. However, from a support

standpoint, we do not recommend doing this.

Also note that the specifications for the minimum recommended hardware system for CiscoWorks VMS are based
on testing and performance statistics for ONE (not all) of the applications in the bundle. For example, if you are
using IDS MC to manage 300 sensors (the theoretical maximum), we do NOT recommend using any other

applications on that server. If you plan to heavily use more than one application w1th1nwVMS 1t 1svh1ghly—f =3

recommended to put them on separate servers.

Cisco Systems, Inc. i
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Server 2: Monitoring

The second server in this deployment option is dedicated for monitoring. VPN Monitor is used for IPsec MIB
monitoring and Security Monitor is used for consolidated event viewing of Post Office IDS, Host IDS, PIX, and IOS
Syslog messages. The applications for this server are:

* CD-One

* RME

¢ VPN Monitor

* Common Services

 Security Monitor

Option 3: 3 Servers: Security Application Function
The third deployment option centers around splitting up the CiscoWorks VMS application according to security
technology (or infrastructure) managed. The first server deals with VPNs, and generally this covers IOS-based VPN
routers. The second server contains the applications used to manage the PIX Firewall. Finally, the third server is
dedicated to the management and monitoring of IDS—both network-based and host-based IDS.
Server 1: VPN

¢ CD-One

« RME

* VPN Monitor

» Common Services

¢ VPN Router MC

Server 2: Firewall

» Common Services
« PIXMC

« AUS

« CSPM

Server 3: IDS

* Common Services
- IDSMC

* Security Monitor

» Cisco Host IDS Console

Option 4: 4 Servers: Granular Management Control

For greater granularity and scalability benefits, further divide the deployment. The main difference with this option
is the use of a dedicated server for AUS, since it is placed within a different subnet of the network. The other
difference is the use of a dedicated server for the policy management tool CSPMgvTh*IS“mak’es ense becaﬁéé CSPM

Gy -
does not have any natural integration with the other products in the bundle and i s%lso reso’u ce 1ntenswe As such,

e
it is recommended to split it up and have a dedicated system for policy managerﬂeﬁt a'cross mqixed env1ronrr€ents
. 3 i
L Fis. N —
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Server 1: Configuration

* Common Services

* PIXMC

* VPN Router MC

- IDSMC

» Cisco Host IDS Console

Server 2: Monitoring

* CD-One

e RME

* VPN Monitor

* Common Services

* Security Monitor

Server 3: Remote Management (placed in DMZ)
» Common Services

« AUS

Server 4: Policy
¢ CSPM
Again, keep in mind that these are only recommendations. There are numerous combinations and deployment

options available and each case should be considered on an individual basis. There will likely be many cases where
customers don’t even want to use all of the possible applications within VMS.

CiscoWorks VMS Applied

Now that we have determined how to deploy the components of CiscoWorks VMS from an installation perspective,
we need to take a look at how these applications should be deployed from a functional standpoint. Three basic
questions will be addressed in this section:

1. What is the management function of each application?

2. What devices can I manage?

3. What types of ¢ ces do [ need to enable?

The first question requires a detailed look into the capabilities of each product. This information is used to figure out
what aspects of security management can and should be managed by each of the components within VMS.
Answering the second question will clarify confusion surrounding the variances in device support by the component
applications. Finally, the last question looks at how each application touches the device(s) that it manages. By
examining the communication protocols being used, we can compile a list of requirements that ensures a successful

deployment of VMS. For the sake of clarity, we will examine each of the questions on a product/server basis.

are the pieces we must pay special attention to for security issues.

Note: The components of a Cisco network infrastructure are diverse and varied; however, for this discussion
surrounding security, we will focus on five classes of objects: [OS routers, PIX FIFCWH?VRN frT\'c?rrjﬁ*ﬁﬁjTS?"tIDS
i Vi i \3 (.; - \";_\ _
sensors, and IDS host agents. This does not imply that VMS is not able to manage ,E)?;.h(;l“ ,]Eeme}n:t§ 's\i{r?_l‘p!gfjtf]atf;‘these
Gkl Ll - &*U'g\i<d3u: i
Fla. N°
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A Word About Management Subnets _ it-of-Band Management)

In many networks, it is desirable to design a separate management subnet. This is commonly referred to as
out-of-band management and describes a situation where the management stations reside on an isolated subnet
separate from the network elements they are trying to manage. This is attractive to many network administrators
due to the inherent higher level of security and clear functional division within their network.

As is the case with all network management tools, however, CiscoWorks VMS requires network access to the devices
that it is trying to manage. So when making this decision, consider that, while it might be desirable to have a
completely isolated management subnet, it will do no good unless there is IP connectivity to the rest of the network.
This must be carefully planned out when deploying VMS in such an environment.

CD-One (CiscoView)

What is the management function?

CiscoView provides graphical Web-based device management. Users of CiscoView see a graphical representation on
their computer screen and are able to monitor real-time device status, and in certain cases make configuration
changes to those devices. From a CiscoWorks VMS perspective, CiscoView is positioned as a troubleshooting tool.
If there is a problem within the network, and that problem has been isolated to a single device or interface, then
CiscoView can be used to take a look at thet tics associ with that device and potential configure variable(s)

to solve the ~ blem.

What devices does it manage?

CiscoView provides support for the majority of the Cisco IOS routers, Cisco VPN 3000 Series Concentrators, and
the Cisco PIX Firewall 501 and 506 Series.

Which services do | need to enable? (Application protocol requirements)

CiscoView relies entirely on SNMP get/set operations (UDP port 161) for its functionality. From the CiscoView server

to the device, you need to enable SNMP traffic. Furthermore, the devices that you are managing must be configured

to support SNMP. The Cisco I0S Software devices can support both get and set operations (for both monitoring and

configuration), so both read and write community strings are configured separately to provide this level of
anularity. For the VPN 3000 Concentrators and the PIX Firewalls, only SNMP read operations are supported—so

while you can monitor these devices, configuration using CiscoView is not possible.

Resource Manager Essentials

What is the management function?

Describing the functions of Resource Manager Essentials (RME) would take an entire paper by itself. In general (and
from a security perspective), this application provides basic network management operations and administration.
Basically, this tool provides:

+ Inventory management to keep track of the devices within the infrastructure

 Configuration management to manage configuration of the network devices IR

RTatA 2

—

N i 2 dh - Ui -
n_t‘heﬁnetwork o

o
i

- Change audit control to keep track of any changes (configuration or otherwise) occjzfugr(r .

i ity
* Software image management to facilitate the maintenance of software versions |
i

+ Syslog management to receive and analyze syslog messages sourced from the netwdricgtevipdd
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Based on this matrix, it is necessary to make sure the devices being managed with RME are configured to provide
t s 1 read (and write where applicable) comr  ty st .need to be configured. The
Telnet service, along with a login password, needs to be enabled. Finally, the devices need to be configured to point

their syslog messages at the RME server.

Common Services

What is the management function?

Common Services is a server environment that provides a common set of services and management functions to a
suite of client applications—the Management Centers. These services and functions include the following:

» Data storage and management

* A web infrastructure

 Session management

» User authentication/permission management

« Common environment for multiple client applications

Common Services must be installed on the server before any of the MCs, Security Monitor, or AUS can be installed.

These applications integrate with Common Services and use the services and management functions provided by

Common Services.

Note: To install Common Services and CD-One on the same system, CD-One MUST be installed first! Common
Services can be installed on top of an existing CD-One Edition 5 installation, which allows the user to install and

access applications such as RME and Router MC from a single server.

What devices does it manage?

Common: ices provides the server environment, and does not directly manage any particular network devices.
The management is typically handled by the applications that sit on top of Common Services.

Which services do | need to enable? (Application protocol requirements)

Common Services is responsible for the web infrastructure of the VMS MC applications, so in terms of application
protocols, it is important to maintain the connection from the Web client to the Web server. Typically this will be
HTTP and HTTPS traffic through pre-assigned port numbers:

« TCP 1741
+ TCP 1742
+ TCP 1751

For a comprehensive list of TCP and UDP port numbers used by Common Services, please consult the product

documentation “Installing CiscoWorks Common Services on Windows 2000.”
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Figure 13
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NAT and Router MC (Spoke Side)

There is also a deployment caveat with NAT and VPN spaoke devices. Router MC needs to manage the spoke devices
(VPN peers) with their real IP address. The current version of Router MC does not support the situation where the
spoke is behind a NAT gateway.

Managing a Device with CSPM and a MC

With the number of different applications within the VMS bundle, it is possible to have some functional overlap
between tools. Forex 3, if you want to change a PIX Firewall access rule, you can use either CSPM or PIX MC.
This section describes some caveats and issues that exist when usi  verlapping applications.

CSPM and PIX MC

The first area of functional overlap is between CSPM and PIX MC. Both applications can be used to manage firewall
device settings and access rules. So what happens when somebody tries to use both tools? Will this configuration even
work?

The short answer is that this will NOT work. What will happen is when a configuration change is made using one
of the applications, it will overwrite that change with the other application. This can be avoided by doing a re-import
of the existing configuration before every deployment, but this is not practical. Also, you would need to make sure
that you had an access rule set up to allow SSL traffic to the PIX. The recommendation here is to either use CSPM
or PIXMCtor 1agea( ice butnotl 1.

CSPM and Router MC

The second area of functional overlap involves CSPM and Router MC. Both applications can be used to configure
site-to-site VPNs on IOS VPN routers. CSPM can also be used to configure the firewall features set on those routers.
Here, the consideration when each application would be used and how the two can work together.

As with PIX MC, avoid managing a single router’s VPN settings with multiple applications. Even though Router MC
does not push out a whole configuration file to the device (it sends out individual commands), it is possible that
something will get overwritten in the original configuration. Looking at the reverse, it is definitely a problem if CSPM
tries to configure a router that has already been configured with Router MC. The device will need to be re-imported
into the CSPM database every time, just to make sure your configuration is current. This is also not a very practical
solution. Either use CSPM or Router MC to manage a device, but not both. [ - .
i
i

T
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When To » What

Based on some of the averlap in product functionality, it can be confusing to decide which product should be used
in what situations. CSPM is currently the only product that can help manage a mixed environment, so you need to
use CSPM to set up a VPN tunnel between a PIX device and an 10S device. Otherwise, since they are designed for
better scalability, it is ALWAYS recommended to use the MC applications instead, based on the network environment

and management needs.

Muiltiple Syslog Daemons

Several applications within the VMS bundle can receive syslog messages from multiple sources. Now, with Cisco
modified OS support, all of these applications can also be installed on a single server. In this case, it is necessary to

determine how to make all of these syslog daemons compatible.

First, look at which applications can receive syslog messages, and from which devices (Table 13):

Table 13 Summary of Syslog Server Applications in VMS

e

RME U, FIX, VFNSK
CSPM 108, PIX
Security Monitor 10S, PIX, Host IDS Console

By default, all of these application listen on UDP port 514. This is not a problem if these applications are split across
different servers—simply send syslog messages to multiple sources. However, what happens when all of these
applications are installed on a single system AND the customer wants to try and take advantage of all three syslog

daemons? (Figure 14.)

Figure 14
Syslog Consolidation in VMS

Cisco HIDS Console

10S Router

PiX Firewall

There are two ways that Security Monitor can alleviate this problem. The first is to configure what port number it
should listen for syslog messages. By default it is UDP 514, but it can be changed. Also, Security Monitor can be set
up to forward the syslog messages to another port on that same system. This is important because CSPM can change
the port numbers they listen to for syslog messages. The other important factor is that PIX Firewalls can send sysiog
messages to the same host, but different port numbers. In this situation, here is the mlm—ion"tewmaximi'zgf:cr_l‘llt*‘s?/slog
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Out-of-Band Management

In many networks, it is desirable to design a separate man  ment
subnet. This is commonly referred to as out-of-band management
and describes a situation where the management stations reside on
an isolated subnet separate from the network elements they are
tryingto man . This is attractive to many network administrators
due to the inherent higher level of security and clear functional

division within their network.

As is the case with all network management tools, however,
CiscoWorks VMS requires network access to the devices it is trying
to manage. So when making this decision, consider that, while it
might be nice to have a completely isolated management subnet, it
will do no good unless there is IP connectivity to the rest of the
network. This must be carefully planned out when deploying VMS

in such an environment.

Conclusions

Evolution of VPNs and :curif .

Vé 5 '
In the recent past, we have see{d hugeg‘f”d’\‘{?\t thtgneed for network
security, specifically in two a_pez,lsﬁae%l%t}\ﬁgﬁv&'rk security and
secured transactions over pui;lic i \f@

] uge. Tlfis growth has
made it necessary to evolve ho Q}g}anag ‘ t—’g.g’ileme handles this
environment, which has resul?&l\@@éﬁztion of the
CiscoWorks VPN/Security Management Solution (VMS).

The CiscoWorks VMS provides customers with applications to
assist in the management of their security-specific hardware such as
the Cisco VPN 3000 Concentrator series, Cisco IOS VPN routers,
Cisco PIX Firewalls, and Cisco IDS products. VMS addresses the
challenges of VPN deployment, monitoring, development of
perimeter security policies, and management of intrusion detection.

This paper provides some basic deployment guidelines for VMS by

outlining the different components of the solution, what they do,

and how they can be configured to work together. After reading this
_ document, the user should clearly understand how VMS fits into the

network management scheme and the values it adds.

As with any dynamic environment, the needs and technologies
around network security are constantly evolving. From a network
management perspective, CiscoWorks VMS will continue to evolve
to provide a comprehensive set of tools to manage the unique
aspects of this environment.
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This release contains the following new features:

Buffer Overflow Pattern Exclusion

Use the Wizard from the Event log message in question to exclude a particular
pattern when you are seeing buffer overflow events you believe are harmless.

“ulk Transfer of Hosts

Use the Bulk Transfer feature to easily move or copy all hosts from a group you
select into the group you are currently viewing. This is an « ™~ ient way to move
larg wumbers of hosts between groups.

visco \'rN uiient support

The Cisco Security Agent is a supported configuration for the “Are You There?”
feature of the Cisco VPN Client Release 4.0. For configuration details, please see
the Cisco VPN Client documentation.

CSA Profiler Integrated with CSA MC

Cisco Security Agent Profiler capability is integrated and installed with CSA MC.

CISCO Security Agent Profiler software works with CSA MC and Cisco Security

" servii s a data analysis and policy creation tool for administrators who
loying policies across systems and networks.

Configurable Downloaded Content Application Class

CSA MC ships with a preconfigured application class called <Processes executing
downloaded content>. This class includes any downloaded executable or any
process that is interpreting downloaded content. If necessary, you can edit any of

Release Notes for Management Center for Cisco Security Agents 4.0
[ 78-15603-01 J“




New Features

these downloaded content fields and make any necessary exclusions to change the
global definition of downloaded content. You may want to do this if you are
experiencing false positives due to an application being seen as downloaded

content

Connection Rate Limiting Rule

Use the connection rate limit rule to control the number of network connections
that can be sent or received by systems within a specified time frame. This is
useful in preventing attacks aimed at bringing down system services, for example,
denial of service attacks (server connection rate limiting). This is-also useful in
preventing the propagation of denial of service attacks (client connection rate

limiting).

ita Filter...3—Data Access Control Rule

Use data access control rules on web servers to detect clients making malformed
web server requests where such requests could crash or hang the server. A
malformed request could also be an attempt by an outsic ¢, it to ve
configuration information from the web server or to run exploited code on the

SCrver.

/mamic A plication tagging in Application Control Rule

Creating dynamic application classes from the Application control rule is a bit
different than creating them from other rule types. Because this rule has two

application class fields, you can choose to add the current application to the
' "7 "1e new application * is invoked by the © t
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Product Documentation

\ /S Integration

CSA MC is a component of the CiscoWorks VPN/Security Management Solution
(VMS). You must have CiscoWorks and VMS 2.2 installed on the system on
which you are installing CSA MC.

\"’indows Kernel Protection

Use the Kernel protection rule to detect unauthorized access to the operating
system. In effect, this rule detects and logs drivers dynamically loading after boot
time. Through this rule page, you can also cause the system in question to lose
network connectivity when unauthorized modules are detected. This essentially
quarantines the system from the network until you investigate whether the module
isha ul

_ oduct Documentation

A

Note

We sometimes update the printed and electronic documentation after original
publication. Therefore, you should also review the documentation on Cisco.com
for any updates.

Table 1 describes the product documentation that is available.

[ Release Notes for Management Center for Cisco Security Agents 4.0
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sten Requirements (Agent)

To run Cisco Security Agent on your Windows XP, Windows 2000 or Windows
NT 4.0 servers and desktop systems, the requirements are as follows:

Table 3Agent Requirermnents (Windows)

System Component Requirement
Processor Intel Pentium 200 MHz or higher

Note  Uni-processor, dual processor, and quad
processor systems are supported.

Operating Systems e  Windows XP (Professional English128 bit)
Service Pack O or 1

*  Windows 2000 (Professional, Server or
Advanced Server) with Service Pack 0, 1, 2,

or 3

»  Windows NT (Workstation, Server or
Enterprise Server) with Service Pack 5 or
later

Note Citrix Metaframe and Citrix XP are
supported. Terminal Services are
supported on Windows XP and Windows
2000 (Terminal Services are not
supported on Windows NT.)

Memory 128 MB minimum—all supported Windows
platforms
Hard Drive Space 15 MB or higher
Note  This includes program and data.
Ne:work Ethernet or Dial up
Note Maximum of 64 IP addresses supported
on a system.
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Caution  If you are installing or uninstalling various VMS components, and you have a
Cisco Security Agent protecting the VMS bundle, you should disable the agent
service before you install or uninstall any other VMS component. (You do not
have to do this when installing or uninstalling CSA MC.) To disable the agent
service, from a command prompt type net stop “Cisco Security
Aaent”. (You may receive a prompt asking if you want to stop the agent service.

u should click Yes.) .. enable the service, type net start “Cisco
Sect ty Age 7

If you do not disable the agent service and you attempt to alter a CiscoWorks
system configuration, the agent may disallow the action or it may display multiple
queries to which you must respond.

. .Gatekeeper Remote Access Issue

Remote access to the CiscoWorks RME Gatekeeper daemon is not required for
correct operation of any components in the VMS bundle. Therefore, remote client
access to this daemon is normally disabled through a deny rule in the
“CiscoWorks VMS  dule” policy.

If other products that require the RME Gatekeeper daemon to be accessed
remotely, such as Campus Manager or ACLM, are installed on the same system
as the VMS bundle, the CSAMC “CiscoWorks VMS module” policy protecting
the VMS system should be modified as follows:

Step1  Login to CSAMC and navigate to the “CiscoWorks VMS module” policy. The
policy is accessible from Configuration > Policies in the menu bar.

Step2  After you locate the policy, click the <#>rules link to access the policy rules list.

Step3  Change the Allow rule “CiscoWorks RME Gatekeeper daemon, server for TCP
and UDP services” from Disabled to Enabled. (Select the check box beside the
rule and click Enable in the footer frame of CSAMC. Remember to save your
changes.)

Release Notes for Management Center for Cisco Security Agents 4.0
[ 78-15603-01 .“

~py

| o
]






Table 5

Known Issues in Cisco Security Agent 4.0 (continued])

Platform

Summary

Explanation

Windows

CMEF Self Test Fails for ODBC
Versions

The CMF self test produces an error in the odbc.pl
part of the test. This occurs because the test does
not have knowledge of the MDSE SP3 ODBC
drivers installed by CSA MC. MSDE SP3 drivers
are dated later than those expected by the CMF
self test.

Windows

ActiveX Reports and CSA MC
name resolution

Tood protection and
potential firewall conflict

CSA MC ActiveX report types use the CSA MC
server system name to access the ActiveX control.
Therefore, ActiveX reports will not work if name
< CSA MC :r does not work.

You should only apply S YN flood protection to
servers that are external to your network and not
protected by a firewall. Firewalls generally
provide this protection. Additionally, if you apply
SYN flood protection to a system that is behind a
firewall, some firewalls may interfere with the
CSA SYN flood connectivity algorithm. If the
firewall interferes with the CSA MC algorithm,
the agent will not permit the incoming connection
to be established. In this case, we recommend that
you disable this rule on the agent and ensure that
it is enabled on your firewall.

Windows

Automatic agent software updates
for dial-up users

You should not schedule Automatic software
updates for dial-up users. Because dial-up users
have connections of varying speeds and due to
download bandwidth needs, automatic software
updates may fail or time out. Better to schedule
non-automatic updates and allow dial-up users to
download when they are either in the office or
when they can dedicate bandwidth to the
download.

[ 78-15603-01
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Table 5

Known [ssues in Cisco Security Agent 4.0 (continued)

Platform

Summary Explanation

Windows

Connectivity issues If you encounter problems connecting to systems
running the agent, you can put those agents into
Test mode. Then check for connectivity again and
refer to the Event log. (Also make sure the agents
do not have the Cloak  .de check box selected in
the Network shield rule. It is selected in shipped
default policies. Systems with Cloak mode
enabled do not respond to pings.)

Windows

Configuring Registry sets If you attempt to create your own Registry sets to
include in a rule, you should note that the ability
to restrict Registry access is a powerful tool.
Critical applications may not function as a result
of a misconfigured Registry restriction.
Therefore, Registry values should be as specific
as possible. All rules restricting Registry access
should first be run in Test Mode to ensure that no
unintended restrictions have been configured.

.. .1dows

Event level log limits There are limitations on the number of events for
each event level that the database can contain.
Those default limitations are located in the
sysvars.cf file found in the CSAMC\cfg directory.
An event is logged when these limitations are
imminent. You are advised by CSA MC to purge
events at that time.

UNIX

Data filter installation On Solaris platforms, in order to use Data access
control rules (on Apache or IPlanet servers) you
must install the data filter manually after you
install Cisco Security Agent. Unlil Windows,
the Solaris installation does not detect web server
software and does not install the data filter with
the agent. You must always manually install it.

[ 78-15603-01
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Table 5 Known Issues in Cisco Security Agent 4.0 (continued)

Platform Summary Explanation

UNIX Network rules and IPV6 addresses |Network rules work only with IPV4 addresses.
Note The following exception:Using @local or

explicitly using the address range
0 - 255.255.255.255 will include IPV6
addresses.

UNIX Adding a new Ethernet interface |If you add a new type of Ethernet interface to a
UNIX system running an agent, you must reboot
that system twice for the agent to detect it and
apg n

UN1X Detault mapping for remote T'he aerauit mapping ror a remote superuser

bypass agent policies.

superuser application accessing a machine via NFS is to an
“unknown’ user (and not the local superu ).
Although NFS shares can be configured to
override this default setting, we strongly
recommend that the default setting not be
overridden. Enabling such a mapping would
potentially permit a remote application to
impersonate the local operating system itself and

Release *'-*~~ -~ Management Center for Cisco Security Agents 4.0

Dae

A ey
P et

8560301 | ..

sel
e
















.r—~\,

m G- \A

5\

7
!

[,I
i
\ ¢

\

A
o

N

\

Obtaining Documentation 1

Cisco.com

You can access the most current Cisco documentation on the World Wide Web at
this URL:

http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

International Cisco websites can be accessed from this URL:

http://www.cisco.com/public/countries_languages.shtml

b, M

Cisco documentation and additional literature are available in a Cisco
Documentation ~~ ROM package, which may have ship  with your proc
The Documentation CD-ROM is updated regularly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or
through an annual or quarterly subscription.

Registered Cisco.com users can order a single Documentation CD-ROM (product
number DOC-CONDOCCD-=) through the Cisco Ordering tool:

http://www.cisco.com/en/US/partner/ordering/ordering_place_order_ordering_t
ool_launch.html]

All users can order monthly or quarterly subscriptions through the online
Subscription Store:

http://www.cisco.cc  go/si ption

vrdering vocumentation

You can find instructions for ordering documentation at this URL:

http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
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+ Priority level 2 (P2)—Operation of an existing network is severely degraded,
or significant aspects of your business operations are negatively impacted by
inadequate performance of Cisco products. You and Cisco will commit
full-time resources during normal business hours to resolve the situation.

» Priority level 1 (P1 \n existing network is “down,” or there is a critical
impact to your business operations. You and Cisco will commit all necessary
resources around the clock to resolve the situation.

Cisco TAC Website

The Cisco TAC website provides online documents and tools to help troubleshoot
and resolve technical issues with Cisco products and technologies. To access the
Cisco TAC website, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract
have complete access to the technical support resources on the Cisco TAC
website. Some services on the Cisco TAC website require a Cisco.com login ID
and password. If you have a valid service contract but do not have a login ID or
password, go to this URL to register:

http://tools.cisco.com/RPF/register/register.do

If you are a Cisco.com registered user, and you cannot resolve your technical
issues by using the Cisco TAC website, you can open a case online at this URL:

http://www.cisco.com/tac/caseopen

If you have Internet access, we recommend that you open P3 and P4 cases online
so that you can fully describe the situation and attach any necessary files.

Cisco TAC Escalat _1Center

The Ciscc . __calation Center addresses priority level 1 or priority level 2
issues. These classifications are assigned when severe network degradation
significantly impacts business operations. When you contact the TAC Escalation
Center with a P1 or P2 problem, a Cisco TAC engineer automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country,
go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtmi

78-15603-01 |
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Encylopedia

file:///C:/DOCUME~1/ADMINI~1/LOCALS~1/Temp/Cisco%20Sec

5164-PHPBB R¢  ite SQL Qu: Manipulation
5165-php-nuke arti ~ php sql query
5166-php-nuke moduies.php DoS
€147 shpMyAdmin Cmd Exec 2

mnapstream PVS Directory Traversal Bug

=+ snapStream PVS Plaintext Password Vulnerability

NULL byte in URI
/1-NC-Book book.cgi Cmd Exec

5 ]7’ WinWrapper Admin Server Directory Traversal
5173-Directory Manager Cmd Exec
5174-phpmyexplorer directory traversal
5175-Hassan Shopping Cart Command Exec
3 176 -Exchange Address List Disclosure

78-MS Index Server File/Path Recon
5 179-PHP-Nuke File Upload
5180-sgiMerchant Directory Traversal
5181-MacOS Apache File Disclosure
5181:1-MacOS Apache File Disclosure
5182-WebDiscount's eShop Arbitrary Command Exec
5183-PHP File Inclusion Remote Exec
5184-Apache Authentication Module ByPass
5188-HTTP Tunneling
5191-Active Perl PerlIS.dll Buffer Overflow
5194-Apache Server .ht File Access
5195-AS/400 '/ attack
5196-Red Hat Stronghold Recon attack
5197-Network Query Tool command Exec
5199-W3Mail Command Exec
5200-1IS Data Stream Source Disclosure
"~ PHP-Nuke Cross Site Scripting
>2u2- PHP-Nuke Zopy / Delete
5203- Hosting Controller File Access and Upload
“~~* AspUpload Sample Scripts
22ua-Apache php.exe File Disclosure
5206-Horde IMP Session Hijack
5207-Entrust GetAccess directory traversal
5208-Network Tools shell metacharacters
“~n Agora.cgi Cross Site Scripting

FAQManager.cgi directory traversal

-1 1-zml.cgi File Disclosure
5212-Bugzilla Admin Authorization Bypass
5213-Bugzilla Command Exec
5214-FAQManager.cgi null bytes
77 'astlines.cgt cmd exec/traversal
2210-PHP Rocket  rectory Traversal
€717 Webmin Directory Traversal
J<10-Boozt Buffer Overflow
5219-Lotus Domino database DoS
5220-CSVForm Remote Command Exec
5221-Hosting Controller Directory Traversal
5223-Pi3Web Buffer Overflow
5224-SquirrelMail SquirrelSpell Command Exec
5227- AHG Search Engine Command Exec
5229- DCP Portal Root Path Disclosure
5230- Lotus Domino Authentication Bypass
5231- MRTG Directory Traversal
32-URL with XSS
233-PHP fileupload Buffer Overflow
?4 pforum sql-injection
5236-Xoops sql-injection
5237-HTTP CONNECT Tunnel
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Height 61.24 cm/2411in (14U) 180.4 cm/7101in (36U)
Width 4374 cm/1722in 644 cm/254in

Depth 74.20 cm/f29.20in 109.8 cm/43.3in

Weight 113 kg/2481b One M12 357 kg/784 Ib

{fully populated) Two M12s 470 kg/10321b

Operating environment

Temperature 0°tn AN° C/32°10104° F 10°to 40° C/50°10104°C
Relative humidity 20% to 85% at 40° C/104°F 8% to 80% at 40° C/104° F
Power requirements

Power range 18010 264 VAC, 47 to 63 Hz 200 to 240 VAC, 50-60 Hz
Product numbers

FabricWatch, ISL—Irunkir_)g, Performance Monitoring and space for two 64-port switchesﬁ Yo
FC 2310—M12 Shortwave SFP transceiver
FC 2320—M12 Longwave SFP transceiver
FC 3216—16 Port Switch Blade

Fiber Optic Cables:

FC 5301—M12 Fiber cable, LC/LC, multimode optical, 50.0u, 1 meters

FC 5305—M12 Fiber cable, LC/LC, muitimode optical, 500u, 5 meters

FC 5325—M12 Fiber cable, LC/LC, multimode optical, 50.0u, 25 meters

FC 5371—M12 Fiber LC/SC (male/female) coupling cable, multimode optical, 50.0u, 1 meters
FC 5372—M12 Fiber LC/SC {(maleffemale) coupling cable, multimode optical, 500u, 2 meters

Advanced Fabric Features:

FC 7301—Fabric Manager V3

FC 7602—Remote Switch Activation
FC 7603—Extended Fabric Activation

2109 C36—IBM TotalStorage SAN Cabinet C36, 19-inch rack with 36U space, designed to support
two M12 Switches with two power distribution units, each with three power outlets.
FC 6080—Ruggedized Rack

management options include a browser-based
IBM TotalStorage SAN Switch Specialist, Fabric
Manager V3 and open standards-based inter-

fabric resources, port traffic, switch envi-
ronmental values and operational values
for GigaBit Interface Converters (GBIC)
faces to enterprise SAN managers. and optical transceivers. This information
is accessible from the Switch Specialist.
When used with M12 Switches, the

Specialist provides an easy-to-use inter-

IBM TotalStorage SAN Switch Specialist is
designed to provide a comprehensive set of

management tools that support a Web browser S '
9 PP face to intelligent fabric features such as

interface for flexible, easy-to-use integration into .
end-to-end performance monitoring and

existing enterprise storage management struc- .
9 P 9 9 ue ISL Trunking.

tures. The Switch Specialist supports security

and data integrity by limiting (zoning) host sys- Fabric Manager V3 provides a Java-based

tem attachment to specific storage systems application that can simplify management

and devices. of a complex, multiple switch fabrics.

IBM SAN Switch Specialist and Fabric

Fabric Watch is a standard function on M12, F16,
Manager work together on the same man-

FO8 (Full-Fabric), 516 and S08* Switches. Fabric

agement server which can be attached
Watch threshold monitoring tracks the health of

to any switch in the corefedge fabric. It
switches and SAN fabri~. Fab~ - "Natch monitors .
may also manage up to eight separate fab-

™.
rics. Fabric Manager requires aWindc¢ s

NT/2000 or Sun Solaris 7 server with
a Netscape or Intemet Explorer web
browser.

Enterprise SAN fabric management
Fabric Watch can send alerts to

enterprise SAN fabric management soft-

ware from vendors such as Computer
Associates, Hewlett Packard, Tivoli, ar
VERITAS. Brocade Fabric Access Layer
APl server agents are available on \BM
SAN Switches. Only a single connection
to the fabric is required to access any
switch or fabric-wide resource.

For more information

For more information, contact your IBM
representative or IBM Business P

Or visit ibm.comy/storage/FCSw

[yl
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®

®
o

International Business Machines Corporatior

IBM Corporation
Storage Systems Group
5600 Cottle Road

San Jose, CA95193

Produced in the United States of America
05-02
All Rights Reserved

02

* Models S08 and S 16 shipped after March 23, 2001.

IBM and the IBM logo, Enterprise Storage Server.

@server, Magstar, Netfinity, RS/6000, a
are registered trademarks and iSeries, ¢
TotalStorage, xSeries, and zSeries are tr:
International Business Machines Corporauus.

Windows 2000 and Windows NT are trademarks

of Microsoft Corporation in the United States, other
countries or both. UNIX is a registered trademark

of The Open Group in the United States and o
countries.

Other company, product, and service names may

be trademarks or service marks of others.

References in this publication to IBM products or
services donotimply that IBMintendstomak  am
available in all countries in which IBM operates.

IBM hardware products are manufactured from
new parts, or new and used parts. In some
cases, the hardware product may notbe new
may have been previously installed. Regardless,
IBM warranty terms apply.

(G225-6946-01









IBM TotalStorage ™ SAN Fibre Channel Switch 2109 Model M12

The following terms are trademarks of the International Business Machines Corporation in the
United States, other countries, or both:

AIX iSeries S/390 Parallel Enterprise
AS/400 Micro Channel R —S  Server
DYNIX Multiprise EAE AT
DYNIX/ptx Netfinity RN YN

e (logo) NUMA-Q . R AR
Enterprise Storage Server 08S/390 X

ESCON 0S/400

ES/9000 PTX

FICON pSeries

FlashCopy Redbooks

IBM RS/6000 zIVM
IBM logo S/390

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other
countries, or both.

Java and all Java-based trademarks are trademarks of ‘Sun Microsystems, Inc. in the United’
States, other countries, or both. |

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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Note:
Before using this information and the product it supports, read the general information in “Safety and environmental notices”

on page xi, and “Notices” on page 123.

Fourth Edition (May 2003)

This edition replaces GC26-7457-02,

© Copyrigh 1ternational wusiness Machines Corporation 2002, 2003. All rights reserved.
US ~ wernr,.cnt Users Restricted Rights — Use, duplication or disclosure restricted by GSA /7 ™™ Schedule Cont
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Chapter 4. Operating the 2109 Model M12 .
Turning on and off the 2109 Model M12.
Switch components . .
16-port cards .
Control processor cards
Power supplies .

ac power input connectors and ac power swﬁches (C|rcurt breaker).

Blower assemblies

WWN card and bezel

Cable management items .
Interpreting LED activity

LEDs on the 16-port card .

LEDs on the CP card

LEDs on the power supply

LEDs on the blower assembly
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Interpreting POST .
Maintaining the switch .

Diagnostic tests

Field replaceable units .
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Chapter 5. Installing modems . .

Setting up a remote modem system (optlonal)
Installing the modems on the 2109 Model M12 .
Verifying modem installation . e

Chapter 6. Installing and removing an additional 2109 Model M12

Installation considerations and safety guidelines.
Ordering the lift tool .
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Time required e
Tools required .
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Chapter 7. Servicing the 2109 Model C36 with Model M12.
Safety notices .
Power-on procedure .
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Cabinet safety label checks
Perform the following cabinet safety label checks:

1.

Verify that the Agency Certification label shown in Figure 1 is installed on the
2109 Model C36.

Machines Corporation

Made n U S.A.
Marca Registrada

|BM Canada Lid.
Registered User

®Registered Trademark  TotalStorage Cabinet
of International Business Typg: 2100 MODEL: C36

RATING:

VoL 200-240
A 24/cord
Hz  50/60

14 1

Assembled in the US of US and non-US Components.

This machine is manufactured from new parts or new and used parts.

LR34074C

C€E @~ PG NON-0B

wvicui

P/N 18P5455

$5J000649

Figure 1. Agency Certification label on the 2109 Model C36

2. Verify that the power supply cord caution label shown in Figure 2 is installed on

the 2109 Model C36.

CAUTION:

This unit has more than one power supply cord. To reduce the risk of
electrical shock, di...nnect all power supply cords before servicing.

A cAUTION

This unit has more than one power
supply cord. To reduce the risk of
electrical shock, disconnect ail
power supply cords bafore servicing.

Tl X TN P PPN
iy b iy 0 Ll iy gz AR
Jaad oy oy 080 o) Dlamy piap

A cuibabo
Esta unidade possul mais de um cabo
do alimentacio. Para reduzir o risco
chogua siéirico, desconacis lodos os
cabos anies de fazer a

MNpas pal

Enheden har mers end én natiadning.
Undgh slekirisk stad:

Almontér alle netledninger, far
sarviceeftersyn foretages.

&\ WAARSCHUWING
Deze senheld heeft meer dan één
netsnoer. Om een eleldrische schok
1e voorkomen, dient u olle nefsnoeren
Ios te koppelen voordat U senvice
ultvoert,

A varoitus

Tassd on useita verkko-

A ExE

HBREHLEEHL. HB G,
WER BN QRER.

Axg
AZIH MU EHEBE - AT
CER QAR REH - RBBRAE
GERMH -

N OPREZ

Ova jedinica 1me vide od jednog katla
za dovod struje Radi smanjenja nzika
od alekhiE nog udars, iskiuEite sw
kablove za dovod strue prije
servistanja

A POZOR

Jednotka ma vice neZ jednu napéjeci
3Aaru. Aby se snfZilo riziko Orazu
elekirickym proudem, pied opravou
odpojte vSechny napéjecl 3fury.

johtoja. Irrota ne kaikki, ennen kuin
aloitat hucitotoimet. Muutoin voit
saada sahkalskun,

N\ ATTENTION

Cefte untté possdbde  plusieurs
cordons domentation. Pour éviier
fout rsque élechique, débranchez
fous les cordons d'ameniation avant
dintevent.

N\ ACHTUNG

Diese Einheit verfag! Gber mehr als aln
Netzkabel, Um dia Gatahr eines slekirischen
Schlages zu vermeiden, vor der Durch-
10hrung von Wartungsarbsiten slls Nez-
kabel aus der Natzsteckdose ziehen.

AnPOIOXH

H povaba éxe1 nepoodtepa ard éva
KaAmig pedpares. fa va petdoeTe Toy

mrm D

T TR 7DON 7230 WP O W ATTD [0
72 NI PRI M7NOANAN DT AR NS>
ATA™ Mo 7197 UT¥d ie7 Ynonn 70

a Figyelem!

A KEsz IEk t'b b h-l0zati vezetEkiel
rendelkezik. Az -r am,Es elker iEse
ErdekEben kapcsolja szEt az

“ssz eset szervizelEs elift!

I\ ATTENZIONE

Questa uid ha pit dl un covo
amentazone. Per fdume i dschio dl
Karche  eletiiche,  scollegare
ful 1 covt d csmentazone
prima o effeftuale la manutenzone.

Ank

COERIITNBORE D~

THINTLET, ll‘ﬂ’&ﬁ'ﬁ:‘!‘
Bi=WIz,
TORE—F -
DR ELVTCESL,

B0l

Ol BXitl= BN Olatel 83 B3
TN USULHL MHIA B ARG
Y ZEHA 23 ISH 226N
&Il £330 IS BOMUAS.

& ADVARSEL

Denne enheten har mer enn en
For & unnga & 13 elektrisk

lvBuvo
6Aa Ta KoAGSW pEIATOG TPV TIY
TIPaYUATORGINoN SUWVTTPTENS.

stot ma alle nefikabiene trekkes ut
tor det utfares service.

Figure 2. Power supply cord caution label on the 2109 Model! C36

O osTRZEZENIE

Ta jednostia poslada wigcsj ni jeden
kabef zaskajacy. Aby zmnlejszy¢ ryzyl
porazenia pradem eleidrycznym, nale
odiaczyt wezystiie przewody zasllajy
przed przystapleniem do obslugl

serwisowa).

& ATENGAO!

Esta unidade dispde de mais do que
urm cabo de alimemacao. Para dimanuir
0 risco de chogue eléctrico, desligue
todos os cabos de alimentagao antes
de proceder A reparagao.

& 0CTOPOXHO

K aToMmy 610Ky npucoeanHs
€TCA HEBCKONbKO WHYpPOB NWTI
HuA. Bo nabexanne NOPaxeH:
TOXKOM nepej OGCHYKHBBHHB
OTCOBAMHANTE BCE WHYPL AWTaHn

A VYSTRAHA

Této jednotka mé viac ne2 jeden
napéjacl kibal. Aby nedoSlo k (raz
elektrickym priidom, edpojte vietky
napdjacie kibie pred servisnym
2é&sahom.

& PRECAUCION

Esia unidad tiene mds de un cable
de olmentacion. Para avitar ol fosgo
de descama eléciica, desconecte
todos estos cables ames de efectuar
cuakquier reparacidn.

&\ VARNING

Den har enheten har fler &n en
natkabei. Genom att koppla ioss
alla natkablar innan du reparerar
enheten minskar du risken for
elekiriska stotar.

PN 04N4946 EC F73517

SJ0UUESY

3. Verify that the high leakage danger label shown in Figure 3 on page xiii is
installed on the 2109 Model C36.
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8. Check the internal cables for damage.
9. Check for dirt, water, and any other contamination within the cabinet.

10. Check the voltage label on the back of the system unit to ensure that it
matches the voltage at the outlet.

11. Check the external power cable for damage.
12. Perform the following grounding checks:

a. With the external power cord connected to the system unit, check for 0.1
ohm or less resistance between the ground lug on the external power cord
plug and the rack.

b. Using the appropriate probe, check for 0.1 ochm or less resistance between
the rack and the grounding pin on each of the power outlets on each
power distribution bus.

13. Check for the following conditions for each external device that has an
attached power cord:

* Damage to the power cord.
* The correct grounded power cord.

* With the external power cord connected to the device, check for 0.1 ohm or
less resistance between the ground lug on the external power cord plug and
the rack of the cabinet.

14. Close the rear door of the cabinet.

15. Perform the pow..-on procedure for the PDU that is installed in the cabinet.
See “Power-on procedure” on page 69.

Inspecting the 2109 M~de| M12

Perform the following safety checks to identify unsafe conditions.

Removing ac power
Perform the following steps to remove the alternating current (ac) power:

1. Perform a controlled system shutdown.
2. Set the power switches on the 2109 Model M12 to the off position.
3. Disconnect the power cord from the power source.

External machine checks
Perform the following external machine checks:

1. Verify that all external covers are present and are not damaged.

2. Ensure that all latches and hinges are in correct operating condition.

3. Check the power cord for damage.

4. Check the external signal cable for damage.

5. Check the cover for sharp edges, damage, or alterations that expose the

internal parts of the device.
6. Correct any problems that you find.

Internal machine checks
Perform the following internal machine checks:

1. Check for any non-IBM changes that might have been made to the machine. If
any are present, obtain the “Non-IBM Alteration Attachment Survey” form,
number R0OQ9, from the IBM branch office. Complete the form and return it to
the branch office.

2. Check the condition of the inside of the machine for:
* Metal or other contaminants
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3. Verify that the power supply cover caution label shown in Figure 6 is installed on
the 2109 Model M12 power supply.

CAUTION:
Do not remove cover, do not service, ho serviceable parts.

>240 V~

$J000323

Figure 6. Power supply cover caution label

4. Verify that the fusing caution label shown in Figure 7 is installed on the 2109
Model M12 power supply.

CAUTION:
Double Poie/Neutral Fusing.

AN

=1L
Pz ——— N
§J000621

PN 18P4037

Figure 7. Fusing caution label

5. Verify that the heavy load label shown in Figure 8 is installed on the back of the

X

2109 Model M12.

>98 kg (215 Ib)

PN 18P5002

$J000625

Figure 8. Heavy load label
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Checking ac grounding

DANGER

An electrical outlet that is not correctly wired could place a hazardous
voltage on the metal parts of the system or the products that attach to the
system. It is the customer’s responsibility to ensure that the outlet is
correctly wired and grounded to prevent an electrical shock. (1)

Check the voltage label on the bottom of the device to ensure that it matches the

voltage at the power source.

1. Check the voltage level at *~~ power source.

Always use ana ~  meter, never a digital n to| form il
ground check ¢ he customer’s outlet. A digital meter can give the wrong
reading if ground current is present.

Check for proper grounding.

3. With the power cord connected to the 2109 Model M12, verify that there is
0.1 ohm or less resistance between the ground lug on the power cord plug and
the rack.

4. If the 2109 Model M12 passes the ac grounding check (step 1 - step 3),
connect the power cord to the power source.

Inspecting the bridge tool

xviii

Note: The bridge tool (PN 18P5855) is only shipped with a replacement 2109
Model M12 and is not part of the normal ship group. Inspect the bridge tool
and ensure that the two adjustable supports are securely fastened and are
rotated 90° from the base plate.

Perform the following safety label checks for the bridge tool:

1. Verify that the bridge tool alignment label shown in Figure 11 on page xix is
installed on the load plate.
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2. Verify that the tilt warning label shown in Figure 12 is installed on the load plate.

PN 18P5850-C

<113.4 kg (250 Ib)

Figure 12. Tilt warning label

3. Verify that the genie tool and load plate label shown in Figure 13 is installed on

the load plate.

$J000750

THIS BRIDGE SHOULD BE USED
WITH GENIE TOOL (P/N 09P2481)
AND LOAD PLATE (P/N 11P4369)

c CE PONT DOIT ETRE UTILISE
ET LA PLAQUE DE CHARGEMENT
(P/N 11P4369)

DIESE BRUCKE MUSS MIT DEM AN-
HEBE-WERKZEUG (TN 09P2481) UND
DER LADE-PLATTE (TN 11P4369)
BENUTZT WERDEN

UTILIZZARE QUESTO PONTE
INSIEME ALLO STRUMENTO GENIE
(P/N 09P2481)E ALLA PIASTRA
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Figure 13. Genie tool and load plate label
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CAUTION:

A lithium battery can cause fire, explosi-— or a severe burn. Do not recharge,
disassemble, heat above 100°C (212°F), ...der directly to the cell, incinerate,
or expose cell contents to water. Keep away from children. Replace only with
the part number specified for your system. Use of another battery might
present a risk of fire or explosion. The battery connector is polarized; do not
attempt to reverse the polarity. Dispose of the battery according to local
regulations.

Fire suppression systems

A fire suppression system is the responsibility of the customer. The customer’'s own
insurance underwriter, local fire marshal, or a local building inspector, or both,
should be consulted in selecting a fire suppression system that provides the correct
level of coverage and protection. IBM designs and manufactures equipment to
internal and external standards that require certain environments for reliable
operation. Because IBM does not test any equipment for compatibility with fire
suppression systems, IBM does not make compatibility claims of any kind nor does
IBM provide recommendations on fire suppression systems.

See “Environmental requirements” on page 104.

Product recycling

This unit contains recyclable materials. Recycle these materials where processing
sites are available and according to local regulations. In some areas, IBM provides
a product take-back program that ensures proper handling of the product. Contact
your IBM representative for more information.

Product disposal

XXii

This unit might contain batteries. Remove and discard these batteries, or recycle
them, according to local regulations.
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Software features

Fabric OS version 4.1 supports the 2109 Model M12. Fabric OS includes all the
basic switch and fabric support software as well as optionally licensed software that
is enabled by using license keys. Fabric OS is made up of two major software
components: firmware that initializes and manages the switch hardware, and
diagnostics.

Optionally licensed and separately priced features include:

Extended Fabrics (Feature code 7603)

Provides up to 100 km (62.14 mi) of switched fabric connectivity at full bandwidth
over long distances

Remote Switch (Feature code 7602)

Enables switches to interconnect over wide area network (WAN) using third-party
gateway solutions that support Fibre Channel (FC) over Internet Protocol (IP), FC
over asychronous transfer mode (ATM), and FC over SONET

Advanced Security (Feature code 7623)
Enables policy-based security mechanisms that are integrated within Fabric OS

Note: To activate these features, go to the following Web site:
www.ibm.com/storage/key/

The following licensed software provides a graphical user interface from a
standard workstation:

Fabric Manager 4.0 (Feature code 7203)

Administers, configures, and maintains fabric switches and SANs with host-based
software

The following licensed products are included with the 2109 Model M12:
Performance Monitoring

Comprehensive tool for monitoring the performance of network storage resources
ISL Trunking

Connects up to four |SLs between two switches through an expansion port
(E_port) to merge logically into one link

Fabric Watch

Monitors mission-critical fabric parameters

Advanced Zoning

Segments a fabric into virtual private SANs

Web Tools

Administers, configures, and maintains fabric switches and SANs

See the following documents for more information about Fabric Watch, Fabric
Manager, Web Tools, Secure Fabric OS, and high availability:

Brocade Advanced Zoning User's Guide

Brocade Fabric Watch User's Guide

Brocade Advanced Performance Monitoring User's Guide
Brocade Distributed Fabrics User’s Guide

Brocade ISL Trunking User’s Guide

Brocade Secure Fabric OS User's Guide

Brocade Advanced Web Tools User's Guide
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Blower assembly side of chassis
Figure 16 shows the blower assembly side of the 2109 Model M12, which provides
access to the following components:

« A WWN card and bezel. The WWN card and bezel provide light-emitting diodes
(LEDs) for monitoring the switch from the blower assembly side and store WWN
and IP address information, switch name, and serial number.

 Three blower assemblies. Each blower assembly is individually hot-swappable.
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Blower Assembly 1
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Blower Assembly 3
LQ ® ® Ll/smoosas

Figure 16. Blower assembly side of the 2109 Model M12

Monitoring and managing the 2109 Model M12

You can manage the 2109 Model M12 in-band by using Fibre Channel protocol or
out-of-band by connecting to the Ethernet port. The management functions allow
the administrator to monitor fabric topology, port status, physical status, and other
information to aid in performance analysis and system debugging.
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Figure 17. Caster whee/

Use the following conditions to determine the next step:

+ If you are not attaching the cabinet to the floor, go to “Step 2. Level the cabinet”.

» If you are bolting the ~=kinet to a concrete floor, go to “Step 4. Attach the cabinet
to a concrete floor” ot page 10.

= If you are bolting the cabinet to a concr~*~ floor beneath a raised floor, go to
“Step 5. Attach the cabinet to a concrete noor beneath a raised floor” on page 12.

Step 2. Level the cabinet

Perform the following steps to adjust the leveling feet:

1. Loosen the jam nut on each leveling foot by turning the nut counterclockwise,
away from the bottom of the cabinet. See Figure 18 on page 9.

2. Rotate each leveling foot downward until it contacts the surface on which the
cabinet is placed.

3. Adjust the leveling feet downward as needed until the cabinet is level. When the
cabinet is level, tighten the jam nuts against the base by turning the nut
clockwise, toward the bottom of the cabinet.
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Perform the following steps to attach the rack-mounting plates directly to a concrete
floor. Refer to Figure 20 while you perform the steps.

Jam Nut (4X)

| T (4X)
Bolt (4X)
Washer (4X) ;
Thick Washer (4X) Bushing (8X)
Tapped Hole for
4X
Spacer (, ) Rack Mounting

Mounting Anchor Bolts

Plate (2X)
Location
Mark (Drill) $J000657

Figure 20. Attaching the cabinet to a concrete floor

1. Ensure that the cabinet is in the correct location.

2. In this cabinet, temporarily install the bushings to help position the
rack-mounting plates.

3. Ensure that the bushing is in the leveling foot. Position the two rack-mounting
plates in the approximate mounting location under the cabinet. If necessary,
raise the leveling feet for clearance.

4. Place a bushing on a rack-mounting bolt. insert the bolt and bushing t'hrough
the leveling foot and bushing and out the bottom bushing.

5. Insert the four rack-mounting bolts through the leveling feet and bushings and
out the bottom of the cabinet.

6. Position the rack-mounting plates under the four rack-mounting bolts. Center
the rack-mounting bolts directly over the tapped holes.

7. Turn the rack-mounting bolts 3 - 4 rotations into the tapped holes.
8. Mark the floor around the edges of both rack-mounting plates.

9. Mark the rack-mounting plate bolt-down holes that are accessible through the
opening in the rear of the cabinet.

10. Remove the rack-mounting bolts and bushings.
11. Remove the rack-mounting plates.

12. Loosen the locking screws on the casters. Move the cabinet so that the
cabinet is clear of the locator marks for the rack-mounting plates.

13. Position the rack-mounting plates within the marked areas.
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Rear of Cabinet

Jam Nut—b@\
Leveling Screw—ﬂ N

]
'\—/‘ $J000655

Front of Cabinet

Figure 21. Leveling the cabinet

27. After you bolt down the cabinet, go to “Step 6. Attach the mounting plates” on
page 15.

Step 5. Attach the cabinet to a concrete floor beneath a raised floor

Perform the following steps to attach the rack-mounting plates to the concrete floor
beneath a raised floor.

Refer to Figure 22 on page 13 while you perform the steps.
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17.

18.

19.
20.

21.

22.
23.
24.

25.

26.
27.

Note: You must use a minimum of two anchor bolts for each rack-mounting
plate to attach it to the concrete floor. Because some of the holes in the
rack-mounting plates might align with concrete reinforcement rods
below the surface of the concrete, some of the rack-mounting plate
holes might not be suitable.

For each rack-mounting plate, select at least two suitable holes. Select holes

as close to the threaded holes as possible. Be sure that the holes you select

at the rear of the cabinet are accessible. Drill the selected holes (two for each
rack-mounting plate) in the concrete floor.

Drill pass-through holes in the raised-floor panel at the location of the four

rack-mounting bolts.

Position the front rack-mounting plate within the marked area.

Using anchor bolts, attach the front rack-mounting plate to the concrete floor.
Do not use the four plastic isolator bushings.

Position the cabinet on the raised-floor panel over the front rack-mounting
plate.

Position the rear rack-mounting plate within the marked area.

Using anchor bolts, attach the rear rack-mounting plate to the concrete floor.
Insert each of the rack-mounting bolts through a flat washer, a plastic isolator
bushing, a thick washer, and through a leveling foot.

Align the four rack-mounting bolts with the four tapped holes in the two
mounting plates and turn the bolts 3 - 4 rotations.

Tighten the locking screw on each caster.

Adjust the leveling feet downward, as needed, until the cabinet is level. See
Figure 23. When the cabinet is level, tighten the jam nuts against the base by
turning the jam nut clockwise (toward the bottom of the cabinet). Torque the
four bolts to 54 - 67 nm (40 - 50 ft-lbs).

Rear of Cabinet

Jam Nut——b@

Leveling Screw‘f@ N

&
‘\_/A $J000655

Front of Cabinet

Figure 23. Leveling the cabinet

28.

If the cabinet does not have a front door, install the top, left, and right trim
panels.
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If necessary, perform the following steps to attach the front door. Refer to Figure 25
while you perform the steps.

Latch Mounting Screws

Door Removed for Clarity

Hinge Mounting Screws

Hinges

Door $J000659

Figure 25. Attaching the front door

—

Install the hinges.

Install the latch.

3. Align the lower hinge pin on the front door with the hinge. Partially insert the pin
into the hinge.

4. Align the upper hinge pin with the hinge. Lower the door into position.

5. Adjust the latch so that the door is latched securely.

A

Step 8. Check the customer’s ac power source

Before you plug the power cord into the ac power source, perform the following
checks on the customer’s ac power source.

CAUTION:

Do not touch the receptacle or the receptacle face plate with anything other

than your test probes before you meet the requirements in this step.

1. Have the customer turn off the branch circuit breaker for the ac power outlet
into which the power cord will plug. Attach a “Do Not Operate” tag (5229-0237)
to the circuit breaker switch.

Note: All measurements are made with the receptacle face plate in the normal
installed position.
2. Some receptacles are enclosed in metal housings. For this type of receptacle,
perform the following steps:
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Power cords that are used in the United States and Canada are listed by

Underwriter’'s Laboratories (UL) and are certified by the Canadian Standards

Association (CSA). These power cords consist of the following parts:

» Electrical cables, type ST

+ Attachment plugs that comply with National Electrical Manufacturers Association
(NEMA) L6-30P

« Appliance couplers that comply with International Electrotechnical Commission
(IEC) Standard 320, Sheets C13 and C14

Power cords that are used in other countries or regions consist of the following

parts:

* Electrical cables, type HD21 or HD22

» Attachment plugs that the appropriate testing organization for the specific
countries or regions where they are used has approved

» Appliance couplers that comply with International Electrotechnical Commission
(IEC) Standard 320, Sheet C13 and C14

See “Power cords” on page 113 for information about the power cords that are
available for the cabinet.

Step 10. Connect switch and device cables

The factory configures the cabinet and installs all of the switch cables.

If you need to install device cables, follow the installation instructions provided with
the component that you are installing.

Step 11. Power on the cabinet

See “Power-on procedure” on page 69 for instructions on how to power on the
cabinet.
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You can modify the configuration only through a login session to the active CP card.
The 2109 Model M12 supports up to two Telnet sessions with administrative
privileges at the same time.

The same administrative login account applies to both logical switches. If the
password is changed on switch 0, it automatically changes on switch 1.

The 2109 Model M12 configuration includes the following parameters:
* General system parameters

You can modified these parameters with the configure command. For more
information, see the Brocade Fabric OS Reference.

* WWNs for both logical switches

You cannot modify the two WWNs. Both of them are preconfigured and are
usually based on the chassis-serial number.

¢« Domain ID

The default domain ID for both logical switches is 1. You can modify it by using
the configure command.

» One domain ID for any of the 16-port cards in slots 1 - 4 and one for any of the
16-port cards in slots 7 - 10

You can modify domain IDs with the configure command.
» Native IP addresses

A native IP address, host name, subnetmask, and gateway address for both CP
card slots. You can modify it by using the ipAddrSet command.

» Logical IP addresses

A logical IP address and subnetmask for both logical switches. You can modify it
by using the ipAddrSet command.

Note: If you reset a logical IP address while the switch has active IP traffic, you
can cause the IP traffic to be interrupted or stopped. IP traffic might
include Web Tools, Fabric Watch, SNMP, and other applications.

Items needed
You will need the following items to configure and connect the 2109 Model M12:

+ A 2109 Model M12 that is powered on and that is not connected to a nefwork or
fabric

« A workstation computer with a terminal emulator application, such as
HyperTerminal

« The serial cable that is provided with the 2109 Model M12
» An Ethernet cable
» SFP transceivers and cables, as required

+ Two IP addresses for the native IP addresses that are assigned to the CP slots,
with the corresponding native host names, subnetmasks, and gateway
addresses. The default native IP addresses and host names are as follows:

— 108.77.77.75 CPO (the CP card in slot 5 at the time of configuration)
— 10.77.77.74 CP1 (the CP card in slot 6 at the time of configuration)

« Two IP addresses for the logical IP addresses of the switch, with the
corresponding subnetmasks. These IP addresses correspond to “switch 0”, which
contains any 16-port cards in slots 1 - 4, and “switch 1”7, which contains any
16-port cards in slots 7 - 10. The defauit logical IP addresses are as follows:

- 10.77.77.77 sw@
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The default administrative logon is admin, and the default password is
password.

g. At the prompt, type 0 to log in to switch O.

Enter switch number to login <0 or 1>:0

Note: At the initial login, the user is prompted to type a new admin
password and a new user password. The same administrative
account applies to both logical switches. If the password is changed
on switch 0, it automatically changes on switch 1.

h. Change the passwords if desired. Passwords must be a total of 8 - 40
characters long and should include a combination of numbers, uppercase,
and lowercase letters. To skip changing the password, press CTRL+C.

3. Type the following command to determine which CP card is active:
haShow
Information about the card displays. For example:

switch:admin> haShow

Local CP (Slot 5, CPO): Active

Remote CP (Slot 6, CP1): Standby, Healthy

HA Enabled, Heartbeat Up, HA State not in sync

4. Configure the IP addresses for both CP cards.

You can make configuration changes only through a login session with the

active CP card. However, you can assign IP addresses to either CP card from

a login session with the active CP card.

a. li the CP card in slot 5 is not the active CP card, disconnect the serial
cable from the CP card, connect it to the CP card in slot 6, and login as
admin.

b. At the prompt, type ipAddrSet 2 for the CP card in slot 5, or type
ipAddrSet 3 for the active CP card in slot 6.

c. Type the requested information at the prompts, as the following example
shows. The default information for the CP card in slot 5 is shown.

Ethernet IP Address [10.77.77.75]:
Ethernet Subnetmask [255.0.0.0]:
Host Name [CPO]:

Gateway Address [0.0.0.0]:

The host name is the native name that is assigned to the CP card. You
must use the same gateway address for both CP cards. These gateway
addresses are referenced for the logical IP addresses.

The native IP address of the active CP card is updated immediately. The
native IP address of the standby CP card is updated at the next restart.

d. Repeat step 4a - step 4c for the other CP card.
5. Configure the two logical IP addresses.

Note: Resetting a logical IP address while the switch has active IP traffic can

cause the IP traffic to be interrupted or stopped. IP traffic might include
Web Tools, Fabric Watch, SNMP, and other applications.
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b. Record the new switch name for future reference.

c. To customize the switch name for the other logical switch, perform the
following steps:

1) Log out from the CP session.

2) Connect the serial cable to the other CP card.

3) Log in as admin.

4) Repeat step 8a on page 23 and step 8b for the other logical switch.
Optional: Modify the domain IDs, if desired.
Type fabricShow to see a list of the current domain IDs.

Note: The default domain ID for both switches is 1. To prevent a domain ID
conflict, make the domain IDs unique before you connect the switches
to the fabric.

a. Type the following command to disable the switch:
switchDisable

b. Type the following command:
configure

c. Type y at the Fabric parameters prompt:

Fabric parameters (yes, y, no, n): [no] y

d. Type a unique domain ID at the Domain prompt:

|Doma1’n: (1..239) [1] 3 J

10.

11.

e. Complete the remaining prompts or press CTRL+D to accept the other
settings and exit.

f. Type the following command to re-enable the switch:
switchEnable

Optional: Specify any custom status policies.

a. To access the status policy, type the following command at the prompt:
switchStatusPolicySet

b. Complete the prompts to specify the status policies. To completely

deactivate the alarm for a particular condition, type ¢ at the prompt for that
condition.

Add SFPs and cables to the Fibre Channel ports, as required.

Note: The ports are color-coded to indicate which ones can be used in the
same trunking groups. Four ports that are marked with black solid ovals
alternate with four ports that are marked with oval outlines. The ports
and cables that are used in trunking groups must meet specific
requirements. For a list of these requirements, see the /IBM TotalStorage
SAN Switch 2109 Model M12 User’s Guide and the Brocade ISL
Trunking User’s Guide.

a. Position one of the SFPs so that the key is oriented correctly to the port.
Insert the SFP into the port until it is firmly seated. Ensure that the latching
mechanism clicks.

Note: SFPs are keyed so that you can only insert them with the correct
orientation. If an SFP does not slide in easily, ensure that it is
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16-port cards

Attention: Wear an electrostatic discharge (ESD) grounding strap when you work
with a 16-port card to prevent damage to the electrical components.

To ensure correct cooling of the chassis and protection from dust, install a filler
panel in any siots that do not contain a 16-port card.

Disassembling any part of a 16-port card voids the part warranty and regulatory
certifications.

CAUTION:
No user-serviceable parts are inside the 16-port card.

Each 16-port card provides 16 auto-sensing Fibre Channel ports that are capable of
auto-sensing data transmission speeds of 1 Gbps and 2 Gbps.

You can install 16-port cards in any combination of slots 1 - 4 (switch 0) and 7 - 10
(switch 1), with one exception. If there are one or more 16-port cards in slots 7 - 10,
there must be at least one 16-port card in slots 1 - 4.

The ports on each of the 16-port cards are color-coded. The color code indicates
which ports to use in the same ISL Trunking group. Four ports that are marked with
black solid ovals alternate with four ports that are marked with ova! outlines.

Note: ISL Trunking is a Fabric OS feature. ISL Trunking enables distribution of
traffic over the combined bandwidth of up to four ISLs between two directly
adjacent switches, while preserving in-order delivery. For more information
about ISL Trunking, see the Brocade ISL Trunking User’s Guide.

The 2109 Model M12 can continue to operate while you replace a 16-port card, but
you must disconnect any devices that are connected to the 16-port card. To ensure
correct air circulation inside the switch and protection from dust, you can order filler
panels for any empty slots.

Perform the following steps to determine the status of a 16-port card:

1. Check the LEDs on the 16-port card. See Table 3 on page 33 for information
about how to interpret the LEDs.

2. Check the 16-port card status by using the slotShow command. For additional
information about this command, see the Brocade Fabric OS Reference.

Control processor cards

Attention: Wear an ESD grounding strap when you work with a CP card to
prevent damage to the electrical components.

To ensure correct cooling of the chassis and protection from dust, install a filler
panel in any slots that do not contain a CP card.

Disassembling any part of a CP card voids the part warranty and regulatory
certifications. No user-serviceable parts are inside the CP card.

High availability is provided through redundant CP cards: An active CP card and a
standby CP card. The active CP card is the one that is actively controlling the 2109

Model M12. If the active CP card failed or is uninstalled, the standby CP card
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Power supplies

The 2109 Model M12 uses four power supplies. A minimum of two power supplies
is required to power a completely loaded chassis.

The 2109 Model M12 can continue operating while a power supply is being
replaced if at least one power supply continues operating for every four 16-port
cards that are installed. You must have a minimum of two power supplies.

Attention: To protect against ac failure, you must have a minimum of one power
supply in slot 1 or slot 3 and one in slot 2 or slot 4. If you install only two power
supplies and you install both of them in slots that correspond to the same power
cable, unplugging a single power cable will power down the entire chassis.

Attention: Disassembling any part of the power supply voids the part warranty
and regulatory certifications.

Attention: Before you replace a power supply, determine whether adequate
power will be available to keep the chassis operating throughout the replacement. If
not, shut down both switches before you continue. If adequate power is abruptly
lost, such as through removal of a power supply, the entire switch is powered down.
The power off order that is designated by the powerOffListSet command is not
followed. .

CAUTION:
No user-serviceable parts are inside the power supply.

Perform the following steps to determine the status of a power supply:

1. Check the LEDs on the power supply. See Table 5 on page 39 for information
about how to interpret the LEDs.

2. Check the power supply status by using the psShow command. The power
supply status displays OK, absent, or faulty. For additional information about the
psShow command, see the Brocade Fabric OS Reference.

ac power input connectors and ac power switches (circuit breaker)

The 2109 Model M12 has two ac power input connectors, each with a green ac
power switch (circuit breaker). The left power input connector provides power to the
power supplies in slot 1 and slot 3. The right power input connector provides power
to the power supplies in slot 2 and slot 4. The power input connectors and their
associated power supplies are color-coded.

Attention: Unplugging a single power cable can power down the entire switch,
depending on which power supply slots contain power supplies.

Two detachable power cords are provided with the cabinet and are customized for
the country or region in which it is installed.

The ac power switches light up green when they are on.

Blower assemblies

Three blower assemblies that are located in the back of the chassis cool the 2109
Mode! M12. The air enters through the vents in the blower assembly side of the
chassis. The air exits from the top vent on the port side of the chassis. Each switch
requires a minimum airflow of 350 cubic feet per minute.
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The cable management tray is attached to the bottom of the chassis. You can
use it to route the power cables and other cables down below the chassis or out
the sides of the chassis.

» Cable guides

A set of 16 cable guides is provided with the cabinet. You can use the guides to
organize the port cables into fogical groups, such as according to port quads
(sets of four neighboring ports). The cable guides are free-floating and do not
attach to the chassic The cable guides keep the cables evenly spaced and hold
them away from the .6-port cards. This makes card replacement easier and
prevents the cables from bending to less than the minimum bend radius.

Attention: Do not route the cables in front of the air exhaust vent, which is
located at the top of the port side of the chassis.

The minimum bend radius for a 50-micron cable is 3.05 cm (2 in.) under full
tensile load, and 3.048 cm (1.2 in.) with no tensile load.

Do not use tie wraps for optical cables because they are easily overtightened.

Interpreting LEL . _tivity

You can determine system activity and status by monitoring the activity of the LEDs
on the switch.

There are four possible LED states:
* No light
» Steady light in one of the following colors:
— Green
-~ Amber
— Yellow (displays when both green and amber LED elements are lit)
+ Slow-flashing light (green, amber, or yellow)
» Fast-flashing light (green, amber, or yellow)

The LEDs can flash green, yellow, or amber while the switch is starting or while a
POST or other diagnostic tests are running. This is normal. It does not indicate a
problem unless the LEDs do not indicate that all components are operational after
the switch is started, after a POST, or after any diagnostic tests are complete.

See the error log for any errors. For information about the error log, see the
Brocade Diagnostic and System Error Message Reference.

LEDs on the 16-port card
The following LEDs are on the 16-port card:
* Power LED
« Status LED
* Port status LED for each port
» Port speed LED for each port

Note: The LED patterns can temporarily change during a POST and other
diagnostic tests.

Figure 26 on page 33 shows the location of the LEDs on the 16-port card.
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Table 3. 16-port card LED patterns (continued)

Name of LED Location of LED

Colot ui LED

swawus of hardware

Action

Below the Power
LED

Status

No light (LED is off)

The 16-port card is
either healthy or does
not have power.

Verify that the Power LED
is lit.

Steady yellow

The 16-port card is
faulty.

Ensure that the card is
firmly seated and check the
status with the slotShow
command. If the LED still
displays yellow, contact
IBM.

Slow-flashing yellow {on
2 seconds; off 2
seconds)

The 16-port card is not
seated correctly, or is
faulty.

Pull the card out and reseat
it. If the LED continues to
flash, replace the card.

Fast-flashing yellow (on
1/2 second; off 1/2
second)

The environmental
range is exceeded.

Check for out-of-bounds
environmental condition.

Port Speed Uppermost of the | No light (LED is off) The port is either set to | Verify that the Power LED
two LEDs to the 1 Gbps mode, or does |is lit. To change the mode,
left of each port not have incoming see the Brocade Fabric OS

power. Procedures Guide.
Steady green The port is set to 2 No action is required.
Gbps mode.
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Figure 27 shows the location of the LEDs on the CP card.
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Figure 27. CP card
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LEDs on the power supply

The following LEDs are on each power supply:
» Power LED

* Predictive Failure LED

« Fail LED

If only one ac power switch is turned on, the fail LED on each of the two power
supplies without power lights up.

Note: The LED patterns can temporarily change during a POST and other
diagnostic tests.

Figure 28 shows the location of the LEDs on the power supply.
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Figure 28. Power supply LEDs
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Table 5 on page 39 describes the power supply LED patterns. It lists the name,
location, and possible colors of each LED. It also lists the status of the switch that
is associated with each LED color and action that you can take in response to that
status.
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LEDs on the blower assembly
The following LEDs are on each blower assembly:
» Power LED

Table 6. Blower assembly LED patterns

« Fault LED

Figure 29 shows the location of the LEDs on the blower assembly.

Power -
LED

&
® ®
~Fault
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® ™ Handle
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Figure 29. Blower assembly LEDs

Table 6 describes the blower assembly LED patterns. It lists the name, location, and
possible colors of each LED. It also lists the status of the switch that is associated
with each LED color and action that you can take in response to that status.

Name of LED Location of LED Color of LED Status of hardware Action
Power Above and to the No light (LED is off) The blower assembly [ Ensure that the blower
left of the blower does not have assembly is firmly seated
assembly handle incoming power. and has power.
Steady green The blower assembly | No action is required.
has incoming power.
i
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Interpreting POST

The 2109 Model M12 performs a POST by default each time the chassis is
powered on (cold start) or started. You can restart the 2109 Model M12 with the
switchReboot, reboot, or fastboot commands. The fastboot command restarts
the switches without running a POST. A CP card failover event results in a restart
for the affected CP card.

POST includes a number of diagnostic tests. You can monitor the test results
through LED activity, the error log, or the command line interface. POST requires a
minimum of 3 minutes to complete (the time varies and depends on the devices
that are connected to the 2109 Model M12).

POST includes the following steps:
1. Running preliminary POST diagnostics
2. Initializing the operating system
3. Initializing the hardware
4. Running diagnostic tests on a number of functions, including:
* Internal connections and circuitry
* Port function
+ Ability to send and receive frames
+ All aspects of memory, parity, and statistics counters
» Correct serialization

The following switch initialization steps are performed whether or not a POST runs:
1. Configures the universal port.
2. [Initializes the links.

3. Analyzes the fabric. If any ports connect to other fabric elements (switches), the
switch participates in a fabric configuration.

Obtains a domain ID and assigns port addresses.
5. Constructs unicast routing tables.
6. Enables normal port operation.
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Environmental status and maintenance commands

You can also view environmental information and switch status by using Teinet
commands. See the Brocade Fabric OS Reference for a complete description of
these commands.
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Figure 31. 2109 Model M12 with two modems connected

Setting up a remote modem system (optionai)

[ Note: You should set up the modems before you power on the 2109 Model M12
| and connect it to the fabric.

This section provides information about how to set up a remote modem for testing
the 2109 Model M12 modems.

Perform the following steps to set up the optional remote modem system:

1. Connect the remote modem to a computer workstation that has a terminal
emulator application such as HyperTerminal on Windows 95, 98, 2000, ME or
NT, or TERM in a UNIX environment.

2. Disable any serial communication programs that are running on the workstation,
such as synchronization programs for a personal digital assistant (PDA).
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3. Connect the modem cables to the modems and to the 2109 Mo¢ " M12 modem
ports. See Figure 31 on page 46.

4. Connect the telephone line inputs on the modems to the RJ-11 Y adapter. This
effectively places both modems on a single telephone line.

5. Optional: Connect a telephone handset to one of the telephone connections on
the modem. See Figure 31 on page 46.

6. Connect the RJ-11Y adapter to an appropriate analog telephone line.

Note: Write down the dial-in number. You will use this number later.
7. Turn on the power to the modems. Verify that the modem-ready (MR) indicators
light on both modems.

| 8. Power on the 2109 Model M12, or restart it if you did not power off during the
| previous steps. Performing this step allows the 2109 Model M12 to recognize
| the modems.

Verifying modem installation

Perform the following steps to verify that the modems are installed correctly:
1. Verify that both modem cables are connected at the modem and the CP card.
2. Turn on the power to the modems if not already on.
! 3. Turn on the power to the 2109 Model M12 if not already on.
4. Verify that both modems are ready by checking the following LEDs:
» Clear to send (CS)
* Terminal ready (TR)
* Modem ready (MR)

If the LEDs do not light, ensure that the modems are connected to a power
source and have the power turned on. Also recheck the modem cable
connections on the modem and the modem port of the 2109 Model M12.

5. Wait until a POST completes on the 2109 Model M12 (a minimum of 3
minutes).

6. Using a remote client dialing facility (as described in “Setting up a remote
modem system (optional)” on page 46), dial in to the customer telephone
number for the 2109 Model M12.

7. Observe the modem LEDs. The ring indicator (Rl) LED should flash briefly as

the telephone rings. If the Rl LED does not flash on both modems, recheck the
incoming telephone lines to the modems.

8. After one ring, the off hook (OH) LED on the modem that is associated with
the active CP card (usually in slot 5) should light. A login prompt displays to
the remote client. Login normatlly.

Note: If the OH LED on the standby CP card (usually in slot 6) lights after
seven rings, recheck the active modem cable connections of the CP.

9. Disconnect the modem session of the active CP card that is using the remote
client software.

10. Remove the Telco connector from the active CP card modem. Leave the Telco
line of the standby CP card connected to the RJ-11Y adapter. See Figure 31
on page 46.

11. Using the remote client dialing facility, dial in to the customer telephone
number for the 2109 Model M12.
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» Ensure that the 2109 Model M12 has access to a minimum airflow of 350 cubic
feet per minute.

« Ensure that the air temperature that is measured at the blower inlet does not
exceed 40°C (104°F ) during operation.

Ordering the lift tool

The ordering procedures are different for the lift tool and depend on your location.
You shouid direct questions about these procedures to your regional specialist.

Note: The bridge tool (PN 18P5855), which is required for installation, is shipped
with a new or a replacement 2109 Model M12. The bridge tool, when
installed, serves as a temporary ramp between the lift tool and the 2109
Model M12 rails that are installed in a Model C36 cabinet. You do not need
to return the bridge tool when you are done with it.

World trade locations
The following ordering procedures are for world trade locations:

» Order the lift tool by using the parts order system, like any other part.
* Use the following part numbers when you order:

— Lift tool: PN 09P2481

— 24-inch load plate: PN 11P4369
* You do not record parts usage.

» Return the lift tool and the 24-inch load plate to the parts center after you
complete the installation or removal of the 2109 Model M12.

United States locations
In the United States, call UPS Logistics at 800-528-6046 to order the lift tool and

the 24-inch load plate.

Note: For the SSR branch and territory, the United States cannot order the lift tool
or 24-inch load plate through the parts order system. UPS Logistics are used
to ship and return the lift tool and 24-inch load plate.

Use the following part numbers when you order:
* Lift tool: PN 09P2481
* 24-inch load plate: PN 11P4369

Note: When you order the lift tool, you will receive an 18-inch load plate. Do not
use the 18-inch load plate. You must order and use a 24-inch load plate
when you install the 2109 Model M12.

You must provide the following information when you order the lift tool. This
information is necessary to ensure that the lift tool is delivered when you need it.
Failure to provide this information might delay the completion of the order request
and the shipping request. It might also result in a time and date to return the tool
that is different from what you need.

+ Phone number and customer contact

» Account code: 98577

+ Time and date of delivery

» Accurate destination address with zip code
» Time and date of return pickup
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Note: If you are installing a 2109 Model M12 into the bottom of the rack, go to
step 2a for the location of the rail. If you are installing a 2109 Model M12
into the top of the rack, go to step 2b for the location of the rail.

a. Locate the screws in the middle of EIA unit 5 and the bottom of EIA unit 6
for the back of the cabinet. Locate the screws in the middle of EIA unit 4,
the bottom of EIA unit 5, the middie of EIA unit 5, and 1,.. bottom of EIA unit
6 for the front of the cabinet.

b. Locate the screws in the middle of EIA unit 22 and the bottom of EIA unit 23
for the back of the cabinet. Locate the screws in the middle of EIA unit 21,
the bottom of EIA unit 22, the middle of EIA unit 23, and the bottom of EIA
unit 23 for the front of the cabinet.

c. You can route the cables down through the cable management tray or
through the holes in the sides of the chassis. If you route the cables down
through the cable management tray, allow adequate space below the
chassis for cable management.

Orient the left and right mount shelf brackets with the notched portion toward
the service aisle. Attach the shelf brackets to the cabinet rails, by using six
1/4-20 x 1/2-in. Phillips panhead screws with lock washers per bracket. Tighten
the screws. See Figure 35 on page 57.
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Figure 36. Placing the clip nuts on the rear rails (service aisle side)

5. Disassemble the left and right upper mount bracket assemblies. Save the
screws for later use.

6. Attention: When you insert screws into the chassis, use the exact screws
specified in the procedure. Use of longer screws might damage the chassis.

Attach the right and left flat upper mount brackets (see Figure 37 on page 59,

N items 3a and 4a} to the chassis by using four of the 10-32 x 5/16-in.
Phillips-flathead screws (item 5) per bracket. Tighten the screws. Orient the
slotted holes in the brackets towards the blower side of the chassis. St
Figure 37 on page 59 for orientation.
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a. Attach the lower clip nuts to the top of EIA unit 6. Attach the upper
clip nuts to the middie of EIA unit 17.

b. Attach the lower clip nuts to the top of EIA unit 23. Attach the upper
clip nuts to the middie of EIA unit 34.

8. Route the cables or cords through the cabinet or along any other route that is
difficult to reach after you install the chassis.

e,

,\)\\{smg the lift tool, the 24-inch load plate, and the bridge tool

.n‘\\ \ Step 1through step 9 on page 61 describe how to use the lift tool (PN 09P2481)
ws\ and the 24-inch load plate (PN 11P4369) to install a 2109 Model M12 in the
’ cabinet. Step 10 on page 61 through step 21 on page 64 describe how to install the
e bridge tool (PN 18P5855) in the cabinet for the lower 2109 Model M12 or the upper
d 2109 Model M12. This procedure uses parts from the 14U chassis mount kit. See
Table 23 on page 115 for a list of these parts.

DANGER

A fully populated 2109 Model M12 wei¢*= approximately 115 kg (250 Ibs)
and requires a minimum of two people and a lift tool to install it. Before
you install it, verify that the additional weight of the chassis does not
exceed the cabinet’s weight limits or unbalance the cabinet. When you
calculate the additional weight, include the cards or power supplies that
partially extend out of the chassis.

CAUTION:
A pinch point exists between the load plate and the bridge tool.

Perform the following steps to install a 2109 Model M12:

1. Assemble the lift tool if it is not assembled. The assembly and disassembly
instructions are included with the lift tool.

2. Attach the 24-inch load plate to the lift tool.

3. Remove the power supplies and blower assemblies from the 2109 Model M12
to reduce the weight.

4. Move the lift tool next to the pallet that contains the 2109 Modet M12.
a. Adjust the load platform to the same height.
b. Slide the 2109 Model M12 from the pallet onto the load platform.
c. Center the switch on the load platform.

5. Attach the retention straps around the drawer.

6. If the load platform is not at its lowest position, lower the load platform to its
lowest position.

7. Move the lift tool to a position near the rear of the cabinet. See Figure 39 on
page 61.
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Figure 42. Attaching the port side of the chassis to the cabinet rails

21. Reinstall the door after you put the chassis in place. See Figure 43 on
page 65.
a. Ensure that the spring-loaded pins that are on both door hinges are
retracted. Push the levers into the notches.

b. Align the door hinges with the chassis portion of the hinges.
c. Release the pins by pushing the levers out of the notches.
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6. If you are replacing the lower 2109 M12; go to step 7. If you are replacing the
upper 2109 M12, go to step 8.

7. Install the bridge tool by completing the following steps:
a. Remove the bridge tool from its box and adjust the two supports 45°.
b. Hold the bridge tool between the two vertical supports near EIA unit 3.

c. Move the two supports another 45°. Make sure that the following conditions
are met:

» The two-pin section of the support is on the back of the vertical support
» The one-pin section of the support is on the front of the vertical support

d. Align the two-pin section of the support on the back of the vertical rail with
the bottom and middle holes in EIA unit 3.

e. Alignti ol m "l SRR (N N B (} with
the middle hole In EIA unit 1.

Note: You might want to tilt the bridge tool towards the back of the cabinet
approximately 45° to make it easier to align the two-pin and one-pin
sections with the vertical support.

f. Lock the shelf into position.

8. For the upper 2109 Model M12, install the bridge tool by completing the
following steps:

a. Remove the bridge tool from its box and adjust the two supports 45°.
b. Hold the bridge tool between the two vertical supports near EIA unit 20.

c. Move the two supports another 45°. Make sure that the following conditions
are met:

» The two-pin section of the support is on the back of the vertical support
» The one-pin section of the support is on the front of the vertical support

d. Align the two-pin section of the support on the back of the vertical rail with
the bottom and middle holes in EIA unit 20.

e. Align the one-pin section of the support on the front of the vertical rail with
the middle hole in EIA unit 18.

f. Lock the shelf into position.

9. Locate the anti-tip bars and if they are not attached, attach them to the Iift tool.
If anti-tip bars were previously attached, go to step 10.

a. Pull up on the leg-lock pins and insert the anti-tip bars inside the legs.

b. Pull on the legs and anti-tip bars to ensure that they are locked into
position.

c. Raise the platform to allow enough room to attach the anti-tip bracket.
d. Secure the anti-tip bars with the anti-tip bracket and bolt.
10. Move the lift tool to a position near the rear of the cabinet.

11. Turn the winch crank clockwise to raise the switch. Move the lift tool into
position in front of the cabinet while you align the 24-inch load plate with the
line on the bridge tool.

12. Turn the winch crank counterclockwise 1/4 turn to set the winch brake.
13. Set the wheel brake. Place the wheel chocks around the wheels.
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Power-off procedure

Perform the following steps to power off the cabinet:
1. Open the rear door of the cabinet.

Check the power cabling from the 2109 Model M12 that is attached to the PDU
that you are servicing. These switches have dual power cords and are plugged
into PDUs with independent ac sources.

2. Removing power to a mounted 2109 Model M12 has an adverse affect on the
customer’s systems and networks if they are not properly prepared. Inform the
customer before you power off the 2109 Model M12.

Before you power off switches, make sure that the customer has removed,
dismounted, or taken them offline from their systems.

3. Turn off the ac power switches (circuit breaker) to the 2109 Model M12 that are
connected to the PDU that you are servicing.

4. Unplug the power cord from thc customer’s ac power outlet.
5. Unplug all power cords from the PDU that you are servicing.

Removing and replacing a 16-port card or filler panel

Use this procedure to remove and replace a 16-port card or filler panei. The 2109
Model M12 can continue to operate during this procedure. However, if you are
removing a 16-port card, any cables that are connected to that 16-port card must
be disconnected.

You can notify the 2109 Model M12 of a hot-swap request in two ways. You can
either run the slotPowerOff and slotPowerOn commands, or click the ejector
handles on the 16-port card.

Attention: Do not remove the 16-port card during diagnostic tests. Wait for the
status LED to turn off in response to the hot-swap request before you remove a
16-port card.

Attention: Disassembling any part of a 16-port card or filler panel voids the part
warranty and regulatory certifications.

Attention: To ensure correct cooling of the chassis and protection from dust,
install a filler panel in any empty slots.

CAUTION:
No user-serviceable parts are inside the 16-port card or filler panel.

Time required
Approximately 10 minutes or less

| Removing a 16-port card or filler panel

| Attention: Wear a grounded ESD strap when handling a 16-port card. The
| chassis has a grounding connection above the power connectors. Hold the 16-port
| ~card by the edges of the metal pan (do not hold by ejectors).

| Note: If you are replacing multiple cards, replace one card at a time. Before you

| replace a port card, determine if it is the entire card or the SFPs that are
| faulty.
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Figure 44. 16-port card showing ejectors

Removing a filler panel
The 2109 Model M12 accommodates the following two typ:  of filler panels:

= A filler panel with ejectors
+ Afiller panel without ejectors

Perform the following steps to remove a filler panel with ejectors:

1. Push the yellow tab in on each ejector. See Figure 45 on page 73.
2. Lever both ejectors all the way open.

3. Slide the filler panel out of the chassis. See Figure 46 on page 74

Note: Filler panels without ejectors are equipped with a handle. Remove the
two captive screws, grasp the handle, and slide the filler panel out.
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Figure 46. CP card filler panel with one handle

Replacing a 16-port card or filler panel

Attention: Do not force the installation. If the 16-port card or filler panel does not
slide in easily, ensure that it is correctly aligned inside the rail guides before you
continue.

Perform the following steps to replace a 16-port card or filler panel:

1. Orient the 16-port card or filler panel so that the ejectors are at the front of the
chassis and the flat side of the 16-port card or filler panel is on the left.

2. Align the flat side of the 16-port card or filler panel inside the upper rail guides
and the lower rail guides in the siot. See Figure 47 on page 75. Slide the 16-port

card or filler panel into the slot, with slight pressure to the left, until it is firmly
seated.

3. Close the ejectors by rotating the black handles toward the center of the 16-port
card or filler pane! until the ejectors lock. You will hear a slight audible click. The
levering action of the handles seats the 16-port card or filler panel in the slot.

Figure 47 on page 75 shows the alignment guides in the card slots.
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Time required

Items required

The 2109 Model M12 can continue to operate during-this procedure if at least one
CP card remains installed and functioning throughout the procedure. However, if the
CP card that is being replaced is currently the active CP card, traffic over the fabric
stops temporarily until failover to the standby CP card is complete. Failover takes
less than 1 minute and occurs automatically as soon as the active CP card is
uninstalled. If there is no standby CP card, the 2109 Model M12 stops functioning
until at least one CP card is installed.

Note: The haShow command provides information about which CP card is the
active CP card. For information about this command, see the Brocade Fabric
OS Reference.

When you replace a CP card, it automatically assumes the native IP address and
host name that is assigned to that slot. The default IP address and host name are
10.77.77.75 CP@, for slot 5 and 10.77.77.74 CP1 for slot 6.

CAUTION:

Disassembling any part of a CP card or filler panel voids the part warranty
and regulatory certifications. No user-serviceable parts are inside a CP card
or filler panel. To ensure correct cooling of the chassis and protection from
dust, install a filler panel in any slots that do not contain a CP card.

CAUTION:

Do not attempt to replace the RTC (real time clock) battery on the CP card.
There is danger of explosion if you incorrectly replace the battery. Contact
IBM because you must replace the battery with the same type of battery that
the manufacturer recommends. You must also dispose of it according to the
manufacturer’s instructions.

Attention: Use the same version of Fabric OS on both CP cards and logical
switches. Using different versions might cause malfunctioning. If the replacement
CP card has a different version of the Fabric OS, bring both cards to the same
firmware version.

30 minutes or less

+ ESD grounding strap

» Workstation computer

» Serial cable provided with the 2109 Model M12

+ |P address of an FTP server for backing up the switch configuration

Confirming a failed CP card

Before you replace the CP card, verify the necessity of the replacement. Any of the
following events might indicate that a CP card is faulty:

+ The Status LED on the CP card is orange, or the Power LED is not lit.
* The slotshow command does not show that the CP card is enabled.

* The CP card does not respond to commands or private Ethernet activities, or the
serial console is not available.

» The hashow command indicates that the CP card has not achieved redundancy.

76 I1BM TotalStorage SAN Cabinet 2109 Model C36 with Mode! M12: Installation and Service Guide






See the following example for possible output.

Fabric 0S (cp0)

cp0 Console Login: admin

Password:

Enter Switch Number to Login <@ or 1>: 0
SWO:admin>

3. Run the haShow command to determine which CP card is active. Do this from
the serial console for the healthy CP card to verify the failover.

Note: Enter all the remaining commands from the serial console for the active
CP card, unless otherwise indicated.

4. If the healthy CP card is performing as the active CP card, go to step 7. If the
faulty CP card is performing as the active CP card, fail over the cards as steps
4a through 4e describe:

a. Create a serial connection to the faulty CP card (repeat step 1 on page 77.
b. Log into the serial console as Admin and type @ to log into logical switch 0.

c. Run the hafailover command. The healthy CP card becomes the active CP
card.

d. Wait untif the Status LED on the healthy CP card is no longer lit, which
indicates that failover is complete.

e. Run the hashow command from the serial console for the healthy CP card
to verify the failover.

See the following example for possible output.

Fabric 0S (cpl)

cpl Console Login: admin

Password:

Enter Switch Number to Login <0 or 1>: 0

SWO:admin> hashow

Local CP (Slot 6, CP1) : Active

Remote CP (Slot 5, CP®) : Standby

HA Enabled, Heartbeat Up

SWO:admin>

SWO:admin> hafailover

Warning: This command is being run on a control processor(CP)
based system and will cause the active CP to reset. This will
cause disruption to devices attached to both switch 0 and switch 1
and will require that existing telnet sessions be restarted.
To just reboot a logical switch on this system, use command
switchreboot (1M) on the logical switch you intend to reboot.
Are you sure you want to reboot the active CP [y/n]? y
SWO:admin>

SWO:admin> hashow

Local CP (Slot 6, CP1) : Standby, Healthy

Remote CP (Slot 5, CPB) : Active

HA Enabled, Heartbeat Up

SWO:admin>

5. Run the version command to record the version of the active CP card.

6. Run the hadisable command from the active CP card to prevent failover or
communication between the CP cards during the replacement.

7. From the serial console for the healthy (and active) CP card, back up the
current configuration for logical switch 0. See the possible output from the
configupload command in step 8 on page 79.
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b. Notify the switch of a hot-swap request by pushing the yellow tab on each
ejector and clicking the black handles until they are slightly open. See
Figure 48. Wait for the status LED to turn off.

Attention: [f you are removing a CP card, wait for the status LED to turn
off in response to the hot-swap request before you uninstall the card.

¢. Lever both ejectors all the way open, and slide the CP card out of the

chassis.
CP Card LEL_H
Power LED l h Direction to Push
Yellow Ejector Button
S
o
pa
cPcard 2 |[MNRs-232 Modem Port
Status LED @
oA

\10101 Console Port

Link Status LED

i

Link Speed LED
10/100 Mb/s

2

N Ethernet Port

ReYes

o
Ejector {(2x) — R Direction to Push
i Yellow Ejector Button

-} SJ000638

Figure 48. CP card showing ejectors

Perform the following steps to remove a filler panet:

1. Push in the yellow tab on each ejector. See Figure 49 on page 81.
2. Lever both ejectors all the way open.

3. Slide the filler panel out of the chassis.
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firmware, a message displays that warns you that this command causes
the active CP card to reset. If this message displays, type Y to continue.

- If the firmware version of the replacement card is v4.1 or earlier, run the
firmwaredownload -s command to download the firmware to only one
of the CP cards. Enter all requested information and choose the reboot
option. See the following sample output for the firmwaredownload
command.

SW1:admin> firmwaredownload

Server Name or IP Address: 123.456.78.90

User Name: user

File Name: /v4.0.2/release.plist

Password: xxxxxx

Full Install (Otherwise upgrade only) [Y]:

Do Auto-Commit after Reboot [Y]:

Reboot system after download [N]: y

Start to install packages......

dir ###HEEEEFRRHRRRR AR AR R AR AR R R A
terminfo ######HFHRFHHHRFHEERARHHAAFHRFHEFAAHRRHEFHRHH A4

glibc #########FEFHHFHEFHEHEFHFHRFHEHHHERERAF R H A RAHH R4
sin #HE#F#FHEER AR REF AR AR FH R AR A AR H 4441
Write kernel image into flash.

file verification SUCCEEDED

Firmwaredownload completes successfully.

SW1:admin>

5. Verify that the restart is complete and that the CP cards have achieved failover
redundancy.
a. Wait until the Status LEDs on both CP cards are not lit.
b. Run the hashow command and verify that the command output includes

HA Enabled Heartbeat Up. If not, wait ~ minute and then rerun the
command until you can verify that rec....dancy is achieved.

6. Run the version or firmwareshow command to verify that the firmware
version has been updated.

7. Create a serial connection to the new CP card, as shown in step 1 on page 82.

8. Log into the new CP card as Admin and type @ to log into logical switch 0. See
the following sample output. :

raoric 0S (cpl)

cpl Console Login: admin

Password:

Enter Switch Number to Login <0 or 1>: 0
SWO:admin>

9. From the serial console for the new CP card, run the hafailover command to
fail the active CP card over to the new CP card.

10. Verify that the configuration has successfully propagated to the new CP card
by checking any configuration parameters for which you have specified
non-default values. To do this, run the configshow command, followed by a
text string (in quotation marks) that relates to the parameter, for example,
configshow “fabric”. This limits the command output to entries that contain
that text string.
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SWO:admin> switchdisable
SWO:admin> configdownload

Server Name or IP Address [host]: 123.456.78.90
User Name [None]l: user

File Name [config.txt]: config.txt
Password: xxxxxx

Committing configuration...done.
download complete

SWO:admin>

SWO:admin> switchenable
160987654321

fabric: Principal switch

fabric: Domain 1

SWO:admin> login

cpl login: admin

Password:

Enter Switch Number to Login <0 or 1>: 1
SW1:admin>

SW1:admin> switchdisable
SW1:admin> configdownload

Server Name or IP Address [host]: 123.456.78.90
User Name [None]: user

File Name [config.txt]: config.txt
Password: xxxxxx

Committing configuration...done.
download complete

SW1:admin> switchenable
160987654321

fabric: Principal switch

fabric: Domain 1

SW1:admin>

13. Pack the old CP card in the packaging that is provided with the new card.
Return the old CP card by using your local return policy.

Replacing the CP card battery

Each CP card has a lithium carbon-monoflouride coin cell battery that has a 10-year
life expectancy. If the real-time clock (RTC) loses time, you might need to replace
the battery. Contact IBM if the RTC begins to lose time.

CAUTION:

Replace only with the same or equivalent type of battery that the
manufacturer recommends. Discard used batteries according to the
manufacturer’s instructions.

Removing and

86

replacing a power supply or filler panel

Use this procedure to remove and replace a power supply. The 2109 Model M12
can continue to operate during the replacement if at least one power supply
continues operating for every four 16-port cards that are installed. You need a
minimum of two power supplies.

Note: You do not need to notify the 2109 Model M12 of a hot-swap request before
you remove a power supply. Power supply filler panels are not required to
ensure correct air flow.
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Note: You do not need to notify the 2109 Model M12 of a hot-swap request before
you remove a blower assembily.

Attention: The 2109 Model M12 requires a minimum of two operating blower
assemblies at all times. To ensure continuous adequate cooling, maintain three
operating blower assemblies at all times except for the brief period when replacing
a blower assembly. The 16-port cards automatically shut down if the temperature
range is exceeded.

Attention: Disassembling any part of the blower assembly voids the part warranty
and regulatory certifications.

CAUTION:
t vi are it "de the blower at nbly.

Time required
Less than 5 minutes

Items required
#2 straight screwdriver

Removing a blower assembly
Perform the following steps to remove a blower assembly:

1. Before you remove the blower assembly, verify that the other two blower
assemblies are functioning correctly. The blower assembly power LED should
be steady green, and the fault LEDs should not be lit (see Figure 53 on page 91
for LED locations). For information about how to check the status of the blower
assembly by using Telnet, see the Brocade Fabric OS Reference.

2. Remove the blower assembly from the chassis.

CAUTION:
Support the blower assembly from underneath while removing it from the
chassis.

a. Use the screwdriver to loosen the thumbscrews at the top and bottom of the
blower assembly. See Figure 53 on page 91.

b. Push in the top part of the handle. Pull out the lower part of the handle and
pull the blower assembly out of the chassis.

Replacing a blower assembly

Attention: Do not force the installation. If the blower assembly does not slide in
easily, ensure that it is properly oriented before you continue with the installation.

Perform the following steps to replace a blower assembly:
1. Orient the blower assembly. See Figure 53 on page 91.

2. Slide the blower assembly into the chassis, pushing firmly to ensure that it is
seated.

3. Verify that the power LED displays a green light. If a green light is not
displayed, ensure that the blower assembly is seated correctly.

4. Push the top of the handle into the recess.
5. Tighten the thumbscrews on the blower assembly to finger-tight.
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\Ci Rotate the front of the tray down, then lift the back to disengage the tabs on the

/ ‘\ back of the tray from the chassis.

/ﬁ\/

Screw Hole

Front of Cable
Management Tray

$J000646

Figure 54. Cable management tray

Replacing a cable management tray

92

Perform the following steps to replace the cable-management tray:
1. Orient the tray. See Figure 55 on page 93.

2. Insert the two tabs on the underside of the tray into the two slots at the bottom
of the ac panel. Rotate the front of the tray up until it locks into place.

3. Position and tighten the two screws that you previously removed.
4. Arrange the cables through or along the tray as required.

Note: Route the power cables out each side of the chassis.
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» Any of the Status LEDs on the WWN card do not reflect the actual status of the

components

» Problems viewing or modifying the data that is stored on the WWN (see “Data

that is stored on the WWN card”)

« Error messages regarding WWN unit 1 or unit 2 (see Messages that might

indicate WWN card failure)

Data that is storec on the WWN card

Table 9 snows the data that is stored on the WWN card. The WWN card might
need to be replace if you have difficulty retrieving or modifying this data.

Messages that

Table 9. Data that the WWN card stores

r

WWN values

wwn, chassisshow

License keys

licenseshow, licenseadd, licenseremove

Data about the chassis and the WWN card

chassisshow

Ethernet an~ "ibre Channel IP address
information v, the CP cards

ipaddrshow, ipaddrset

History log information

historyshow, historylastshow

Names of logical switches

switchname

might indicate WWN card failure

If the error log or serial console display error messages that indicate problems with
WWN unit 1 or unit 2, the WWN card might have failed. WWN unit 1 and unit 2
correspond to information that is specific to the WWN card, and are displayed by
the chassisshow command. Table 10 shows messages that might indicate WWN
card failure. For more information about error messages, see the Brocade
Diagnostics and System Error Message Reference.

Note: WWN unit 1 and unit 2 do not corresj

0and 1.

Table 10. Sample error messages

id to the WWNs for I " switches

Type of Message

Sample Error Message

WWN unit 1 or unit 2 fails its field replacable
unit (FRU) header access

0x24c (fabos): Switch: 0, error EM-12C_
TIMEQUT, 2, WWN 1 12C timed out: state
0x4

WWN unit 1 or unit 2 is being faulted

0x24c (fabos): Switch: 0, Critical EM-WWN_
UNKNOWN, 1, Unknown WWN #2 is being
faulted

WWN unit 1 or unit 2 is not present or is not
accessible

0x24c (fabos): Switch: 0, Error EM-WWN_
ABSENT, 2, WWN #1 not present

Writing to the FRU history log
(hilSetFruHistory) has failed

0x24c (fabos): Switch: 0, Error EM-
HIL_FAIL, 2, HIL Error: hilSetFruHistory
failed, rc=-3 for SLOT 3

Removing and

replacing the PDU

Use this procedure to remove and replace the PDU. See Figure 57 on page 116
and Figure 58 on page 117 for the orientation of the PDU and the power cords.
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Removing the chassis door

Perform the following steps to remove the chassis door:

1. Open the door 90°.

2. Support the door to prevent it from falling.

3. Push the spring-loaded lever on the upper hinge up and into the notch in the
hinge.

4. Push the spring-loaded lever on the lower hinge down and into the notch in the
hinge. Pull the door out, towards you.

5. Pull the door away from the chassis.

..eplacing the chassis door
Perform the following steps to replace the chassis door:

1. Ensure that the levers on the spring-loaded pins on both hinges are pushed into
the notches.

2. Align the spring-loaded pins with the chassis portion of the hinges.
3. Release the pins by pushing the levers out of the notches.

Removing and replacing the front or rear cabinet door

Use this procedure to remove and replace the front or rear cabinet doors.

Removing the cabinet door
Perform the following steps to remove the front or rear door:
1. Open the door of the cabinet.
2. Remove the door by lifting it up and out.

3. Remove the hinge bracket (if necessary) by removing the hinge mounting
screws that attach the bracket to the rack. See Figure 56.

]
-~

Door

Latch Mounting Screws

Latch

Door Removed for Clarity

Hinge Mounting Screws

Hinges
$J000659

Figure 56. Removing the cabinet door
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Table 11. Reference information for the fruinfoset command (continued)

Usage The modifiable fields and their maximum field sizes are as oilows:
Fieid name Maximum number of characters
iID 10 characters
PN (part number) 20 characters
SN (OEM serial number) 20 characters
RV (revision code 4 characters
Chassis SN (serial number) 12 characters

(This field displays only when
the chassis 1 parameter is used.)

These fields might not display for all FRUs. For each field that displays,
the existing value displays followed by a > prompt for the new value. If
more than the allowed number of characters are entered, the extra
characters at the end are ignored, and av ningn ar disp s,
Leading blanks are also ignored. The chassis SN prompt displays only if
the chassis 1 parameter is entered after the command. The usage rules
are the same as for other values. The chassis serial number is identified
by the chassisShow command as the Serial Num for Chassis/WWN:
Unit 1
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Table 13. Component weights (continued)

Component Weight

Door 3.4 kg (7.6 \bs)
Blower assembly 4 kg (8.8 Ibs)
Power supply 3.2 kg (7.0 Ibs)
WWN I el 0.27 kg (0.6 Ibs)
CP card 2.5 kg (5.6 Ibs)
16-port card 3.9 kg (8.6 Ibs)
Card filler panel 1.6 kg (3.2 Ibs)
Cable management tray 0.27 kg (0.6 Ibs)

2109 Model C36 with Model M12 specifications
The specifications for the 2109 Model C36 with Model M12 are listed in Table 14.
Table 14. 2109 Model! C36 with Model M12 specifications

Dimension Value
Height 1785 mm (70.3 in.)
Depth * With rear door installed: 1042 mm (41 in.)
»  With rear and front door installed: 1098 mm (43.3 in.)
Width » With side panels installed: 650 mm (25.6 in.)
« Without side panel installed: 623 mm (24.5 in.)
EIA units 36 EIA units
Weight Cabinet with two 2109 Model M12 switches: 816 kg (1795 Ibs)

16-port card specifications
The ports in the 2109 Model C36 with Model M12 support full duplex link speeds at
2.125 Gbps or 1.0625 Gbps, inbound and outbound, automatically negotiating to the
highest common speed of ail the devices that are connected to the port. Each port
has a serializer/deserializer (SERDES) which accepts 10-bit wide parallel data and
serializes it into a high-speed serial stream. The parallel data is expected to be
8B/10B encoded data or equivalent.

The ports are compatible with optical SWL (780 - 850 nm), and optical LWL (1270 -
1350 nm), SFPs, and SFP-compatible cables. The strength of the signal is
determined by the type of SFP that is being used.

The ports are universal and self-configuring, and are capable of becoming F_ports,
FL_ports, or E_ports.

The ports meet all required safety standards. For more information about these
standards, see Table 22 on page 1086.
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Table 17. Pinouts with signal and description

Pin Signal Description

1

2 TxData Transmit data
3 RxData Receive data
4

5 GND Logic ground
6

7

8

9

Modem serial port specifications

Each CP card has a modem serial port (labeled RS-232) with a fully RS-232

compliant DB-9 connector.

Note: For dust and ESD protection, a cover is provided for the serial port and
should be kept on the port whenever the serial port is not being used.

You can use the modem serial port to attach a modem to each CP card. The 2109
Model M12 detects modems only during the power-on or restart sequences, and
automatically initializes them for operation. If modems are connected to an
operating switch, a power on and off cycle, restart, or fast restart is required in

order to detect the modems.

Customers should connect a “Y” cable on the telephone line to each modem. The
active CP card answers on the first ring. The standby CP card answers on the
seventh ring if the active CP card has failed to answer,

The modem serial port pinouts are listed in Table 18.

Table 18. Modem serial port pinouts

rin oiynal vescription

1 DCD Data carrier detect
2 RxData Receive data

3 TxData Transmit data

4 DTR Data term ready

5 GND Logic ground

6 DSR Data set ready

7 1RTS Reguest to send
8 CTs Clear to send

9 Rl Ring indicator

Fibre Channel port specifications

Theé Fibre Channel ports in the Model M12 support full duplex link speeds at 2.125
Gbps or 1.0625 Gbps inbound and outbound. The ports automatically negotiate to
the highest common speed of all devices that are connected to the port. Each port
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Table 19. Power specifications

Specification Value

Total power available from each power 1 KW

supply

Input voltage 200 - 240 V ac
Input line frequency 50 - 60 Hz

Harmonic distortion

Active power factor correction per
IEC1000-3-2

Heat output (BTU rating)

+ 64 ports: 1080 Watts, 3690 BTU per hour

+ 128 ports : 1960 Watts, 6700 BTU per
hour

Maximum inrush current per power cord

40 amps peak

Input line protection

Thermal circuit breaker

Power supply dimensions

6.96 cm (2.74 in.) wide, 12.34 cm (4.86 in.)
high, 34.29 cm (13.50 in.} long

Environmental requirements

Table 20 lists the environmental operating ranges for the 2109 Model C36 with
Model M12. The requirements for non-operating conditions are also provided for
acceptable storage and transportation environments.

Table 20. Environmental requirements

minute

Condition Acceptable range during Acceptable range during
operation nonoperation

Temperature 0° - 40°C (40° - 104°F) 0° - 40°C (40° - 104°F)

(See Note)

Humidity 20% - 80% RH noncondensing, at | 0% - 90% RH noncondensing, at
40°C 40°C

Altitude 0 -3 km (0 - 10 000 ft) above sea |0 - 12 km (0 - 39 370 ft) above sea
level level

Shock 4G, 11 MS duration, half-sine 0G, 11 MS duration, sq wave
wave .

Vibration 5G, 0 - 3 kHz at 1.0 octave per 10G, 0 - 5 kHz at 1.0 octave per

minute

Heat dissipation

» 64 ports: 3690 BTU per hour
» 128 ports: 6700 BTU per hour

Not applicable

Note: Temperature measured at the air inlets on the blower assembly side of the chassis.
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Table 21. General specifications (continued)

Specification

Description

Acoustics

When measured in EIA 4 of a 36 EIA
TotalStorage rack, with front co and
cover with acoustic baffle, declared sound
power is LWAd = 7.5 B, average bystander
sound pressure is LpA = 59 dBA.

Routing capacity

A minimum aggregate routing capacity of
four million frames per second is provided for
Class 2, Class 3, and Class F frames in a
64-port switch.

Regulatory s _cific_..ions
The 2109 Model M12 is certified for the regulatory specifications that are listed in

Table 22.

Table 22. Regulatory specifications

Country or Safety specification EMC specification
region
Canada CSA 22.2 No. 60950 Third Ed. ICES-003 Class A

United States

UL 60950 Third Ed., Info. Tech. Equip.

FCC Part 15, Subpart B,
(CFR title 47) Class A

(CB Report)

Japan IEC 60950+A1+A2+A3+A4+A11 VCCI V-3/2000.04, Class
A

International IEC 60950+A1+A2+A3+A4+A11 CISPR22 Class A

Norway Nemko |IEC 60950+A1+A2+A3+A4+A11
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POST performs the following steps:
1. Runs preliminary POST diagnostics
2. Initializes the operating system
3. Initializes the hardware
4

Runs diagnostic tests on several functions, including circuitry, port functionality,
ability to send and receive frames, all aspects of memory, parity, statistics
counters, and serialization

Boot completes in a minimum of 3 minutes if you run a POST. In addition to POST,
boot includes the following steps after the POST completes:

1. Configures the universal port
2. Initializes the links

3. Analyzes the fabric. If any ports are connected to other switches, the switch
participates in a fabric configuration.

4. Obtains a domain ID for the switch and assigns port addresses
Constructs unicast routing tables
6. Enables normal port operation

o
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Earthquake brace

4

WA

T

AEANW

$J000671

Index number FRU part number Units per assembly |Description
05N4697 1 Earthquake brace kit

1 Reference only 1 Bracket

2 Reference only 2 Hinge

3 Reference only 1 Spacer

4 Reference only 7 Screw

5 gerence only 1 Bolt

6 Reference only 1 Latch plate
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Stabilizers

$J000673

Index number

FRU part number

Units per assembly

Description

31L8305

1

Stabilizer kit (black)

Reference only

2

Bracket

\V]

Reference only

4

M8 X 25 screw,
button head socket

112  IBM TotalStorage SAN Cabinet 2109 Model C36 with Model M12: Installation and Service Guide






Index number | FRU part
number

Units per
assembly

Country or region

1 11F0113

1

U.S. Standard, type 12 plug, L6-30P
twist-lock connector, 14 ft cord

30 A, single phase
U.S.A., Canada

Anguilla, Antigua, Cape Verde islands,
Cayman Islands, French Polynesia,
Honduras, Montserrat, St. Kitts and Nevis,
Tortola

1 11F0114

U.S., Chicago, type 12 plug, L6-30P
twist-lock connector, 6 ft cord

30 A, single phase

Chicago, lllinois, U.S.A.

1 11F0115

AFE, type 12 plug, L6-30P twist-lock
connector, 14 ft cord

30 A, single phase

Argentina, Bahamas, Bangladesh,
Barbados, Bermuda, Bolivia, Chile, China,
Colombia, Costa Rica, Dominican
Republic, Ecuador, El Salvador,
Guatemala, Guyana, Honduras, Hong
Kong S.A.R. of China, India, Indonesia,
Jamaica, Japan, Macau S.A.R. of China,
Malaysia, Mexico, Myanmar, Netherlands
Antilles, Panama, Peru, Philippines,
Singapore, Sri Lanka, Suriname, Taiwan,
Thaitand, Trinidad, Venezuela

N/A 18P2257

Universal without wall plug connector
(non-US or Canada)

3 11F0106

30 A, single phase, PDL connector
Wilco WP, type PDL plug, 14 ft cord

Australia

3 11F0107

30 A, single phase, PDL connector

Wilco WP, type PDL plug, right angle, 14 ft
cord

New Zealand
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Port configuration worksheet

Table 25. Port configuration worksheet

Port Device Device port |Cable Port Notes Cable
number [ name lenath type number

0 |

11 |

N|leL|w]|N

= |lOo|low|(~N]|O
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Zone connguraron worksneet

Table 27. Zone configuration worksheet

Zone member type Zone Zone configuration Connects to
(switch, port, WWN) | member name

Port (ID, P)

Port (ID, P)

Port (ID, P)

Port (ID, P)

Port (ID. P)

Fort (11) P 1 t

rore g, )

Port (ID, P

Port (ID, P

Port (ID, P

Port (ID, P

Port (ID, P

Port (ID

Port (ID, P

Port (ID, P

Port (ID, P

)
)
)
)
)
Port (ID, P)
P)
)
)
)
)

Port (ID, P

Port (ID, P)

Port (ID, P)

Port (ID, P)

Port (ID, P)

$
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Trademarks

The following terms are trademarks of the International Business Machines
Corporation in the United States, other countries, or both:

IBM
TotalStorage

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Other company, product, or service names may be trademarks or service marks of
others.

Electronic emission statements

This section gives the electronic emission notices or statements for the United
States and other countries.

Federal Communications Commission (FCC) statement

This equipment has been tested and found to comply with the limits for a class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful inter*~-~nce to radio communications.
Operation of this equipment in a residential aiea is likely to cause harmful
interference, in which case the user will be required to correct the interference at
his own expense.

Properly shielded and grounded cabies and connectors must be used in order to
meet FCC emission limits. IBM is not responsible for any radio or television
interference caused by using other than recommended cables and connectors or by
unauthorized changes or modifications to this equipment. Unauthorized changes or
modifications could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and (2)
this device must accept any interference received, including interference that may
cause undesired operation.

Industry Canada compliance statement

Avis de conformite a la reglementation d’Industrie Canada: Cet appareil
numerique de la classe A est conform a la norme NMB-003 du Canada.

| Chinese Class A compliance statement

Attention: This is a Class A statement. In a domestic environment, this product
might cause radio interference in which case the user might be required to take
adequate measures.
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EN 55022 Klasse A Geraete beduerfen folgender Hinweise:
Nach dem EMVG:_|t}|

“Geraete duerfen an Orten, fuer die sie nicht ausreichend entstoert sind, nur mit

L j\ besonderer Genehmigung des Bundesministeriums fuer Post und
\ ' \, ’ Telekommunikation oder des Bundesamtes fuer Post und Telekommunikation
N betrieben werden. Die Genehmigung wird erteilt, wenn keine elektromagnetischen

Stoerungen zu erwarten sind.” (Auszug aus dem EMVG, Paragraph 3, Abs.4)

Dieses Genehmigungsverfahren ist nach Paragraph 9 EMVG in Verbindung mit der
entsprechenden

Kostenverordnung (Amtsblatt 14/93) kostenpflichtig.
Nach der EN 55022:

“Dies ist eine Einrichtung der Klasse A. Diese Einrichtung kann im Wohnbereich
Funkstoerungen verursachen. in diesem Fall kann vom Betreiber verlangt werden,
angemessene Massnahmen durchzufuehren und dafuer aufzukommen.”

Anmerkung:

Um die Einhaltung des EMVG sicherzustellen, sind die Geraete wie in den
Handbuechern angegeben zu installieren und zu betreiben.

Japanese Voluntary Control Council for Interference (VCCI) class 1
statement

ZOERB. HFHRABEESBEEFSOERGMEHES (VCCI) ot
WEDSISZAKBHWERTY. CORBEZFRERBETEATS-BK
HEESNERITIENHDFET, TOBSICERSNET EMNEZET
SEIBEREINDILENBHDET,

Korean Government Ministry of Communication (MOC) statement

Please note that this device has been approved for business purposes with regard
to electromagnetic interference. If you find that this is not suitable for your use, you
may exchange it for one with a non-business use.

Taiwan class A compliance statement

FEFERE:
18 B ENEAESS  ERENREDER
B AJREHERHETE  EEERRT
FAEGHE RS E g K - VSOTI7IL.
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igs only to the arbitrated loop topology.
rd

{1 loop. A shared 100 MBps Fibre Channel
transport structured as a loop and supporting up to 126
devices and one fabric attachment. A port must
successfully arbitrate before a circuit can be
established.

arbitrated loop physical address (AL_PA). An 8-bit
value used to uniquely identify an individual port within
a loop. A loop can have one or multiple AL_PAs.

arbitration wait timeout value (AW_TOV). The
minimum time an arbitrating loop port (L_port) waits for
a response before beginning loop initialization.

area number. A number that is assigned to each
potential port location in the switch. Used to distinguish
ports that have the same port number but are on
different port cards.

ASIC. See application-specific integrated circuit.

asynchronous transfer mode (ATM). A broadband
technology for transmitting data over local area
networks (LANs) or wide area networks (WANs), based
on relaying cells of fixed size. Provides any-to-any
connectivity, and nodes can transmit simultaneously.

ATM. See asynchronous transfer mode.

auto-negotiate speed. Process that allows two
devices at either end of a link segment to negotiate
common features, speed (for example, 1 Gbps or 2
Gbps) and functions.

autoranging. A power supply that accommodates
different input voltages and line frequencies.

aut Pri » during which a network device
automatically serses the speed of another device.

AW_TOV. See arbitration wait timeout value.

backup FCS switch. The switch or switches assigned
as backup in case the primary fabric configuration
server (FCS) switch fails. See also fabric configuration
server switch and primary FCS switch.

bandwidth. (1) The total transmission capacity of a
cable, link, or system. Usually measured in bits per
second (bps). (2) The range of transmission frequencies
available to a network. See also throughput.

basic input/output system (BIOS). Code that controls
basic hardware operations, such as interactions with
diskette drives, hard disk drives, and the keyboard.

BB_credit. See buffer-to-buffer credit.

beacon. When all the port light-emitting diodes (LEDs)
on a switch are set to flash from one side of the switch
to the other, to enable identification of an individual
switch in a large fabric. A switch can be set to beacon
by Telnet command or through Web Tools.

beginning running disparity. The disparity at the
transmitter or receiver when the special character
associated with an ordered set is encoded or decoded.
See also disparity.

BER. See bit error rate.
BIOS. See basic input/output system.
BISR. Built-in self-repair.

bit error rate (BER). The rate at which bits are
expected to be received in error. Expressed as the ratio
of error bits to total bits transmitted. See also error.

blade. One component in a system that is designed to
accept some number of components (blades). Blades
could be individual servers that plug into a
multiprocessing system or individual port cards that add
connectivity to a switch. A blade is typically a hot
swappable hardware device. See 16-port card.

blind-mate connector. A two-way connector used in
some switches to provide a connection between the
system board and the power supply.

block. As applies to fibre channel, upper-level
application data that is transferred in a single sequence.

bloom. Application-specific integrated circuit (ASIC)
technology that the 2109 Model M12 is based on.

boot flash. Flash memory that stores the boot code
and boot parameters. The processor runs its first
instructions from boot flash. Data is cached in random
access memory (RAM).

boot monitor. Code used to initialize the control
processor (CP) environment after powering on.
Identifies the amount of memory available and how to
access it, and retrieves information about system buses.

British thermal unit (BTU). A measurement of heat
produced in one hour.

broadcast. The transmission of data from a single
source to all devices in the fabric, regardless of zoning.
See also multicast and unicast.

BTU. See British thermal unit.

buffer-to-buffer credit. The number of frames that
can be transmitted to a directly-connected recipient or
within an arbitrated loop. Determined by the number of
receive buffers available. See also buffer-to-buffer flow
control.
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data terminal equipment (DTE) port. A port that”
capable of interfacing to a transmission circuit #h

connection to a data communications equupm nt (DCEj?\

port. DTE devices with an RS-232 (or EIA- 232)\port C
interface transmit on pin 3, and receive on pih 2 in
9-pin connector (reversed in 25-pin connectorsl See
also data communications equipment (DCE) poﬁ*

DB-9 connector. A 9-pin version of the RS-232C port
interface.

DCC. Adc converter.

DCE port. See data communications equipment (DCE)
port.

DDR. Double data rate. See data rate.

defined zone configuration. The complete set of all
zone objects that are defined in the fabric. The defined
configuration can include multiple zone configurations.
See also enabled zone configuration and zone
configuration.

device. Hosts and storage that connect 1o a switch.
Example devices are servers, redundant array of
independent disks (RAID) arrays, and tape subsystems.

device connection controls. Enables organizations to
bind an individual device port to a set of one or more
switch ports. Device ports are specified by a worldwide
name (WWN) and typically represent host bus adapters
(HBAs) (servers). See also access control lists.

DID. The 3-byte destination ID of the destination
device, in the OxDomainAreaALPA format.

direct memory access (DMA). The transfer of data
between memory and an input/output device without
processor intervention.

disparity. The relationship of ones and zeros in an
encoded character. Neutral disparity means an equal
number of each, positive disparity means a majority of
ones, and negative disparity means a majority of zeros.

DLS. See dynamic load sharing.
DMA. See direct memory access.
DNS. Distributed name server.

domain_ID. Unique identifier for the switch in a fabric.
Usually automatically assigned by the switch, but can
also be assigned manually. Can be any value between
1- 239.

DRAM. See dynamic random access memory.
DTE port. See data terminal equipment (DTE) port.

dual fabric. Two identical fabrics that allow
redundancy in the event that one fabric fails. Use a dual
fabric for mission criticgl applications.

ual-fabric SAN. A storage area network (SAN) that is
posed of two independent fabrics. Synonymous with

\ﬁwu i-fabric SAN. The two-fabric architecture makes

-fabric SANs redundant.

DM. Dense wavelength digital multiplexing.

dynamic load sharing (DLS). Dynamic distribution of

traffic over available paths. Allows for recomputing of
routes when a fabric port or fabric loop port (Fx_port) or
expansion port (E_port) changes status.

dynamic random access memory (DRAM). A
storage in which the cells require repetitive application
of control signals to retain stored data.

edge fabric. A single fabric that uses two or more
switches as a core to interconnect multiple edge
switches. Synonymous with dual-core fabric. See aiso
resilient core.

edge switch. A switch whose main task is to connect
nodes into the fabric. See also core switch.

E_D_TOV. See error detect timeout value.
EE_credit. See end-to-end credit.

effective zone configuration. The narticular zone
configuration that is currently in effc... Only one
configuration can be in effect at once. The effective
configuration is built each time a zone configuration is
enabled.

ElA. Electronic Industry Association.

ElA rack. A storage rack that meets the standards set
by the Electronics Industry Association (EIA).

electromagnetic compatibility (EMC). The design
and test of products to meet legal and corporate
specifications dealing with the emissions and
susceptibility to frequencies in the radio spectrum.
Electromagnetic compatibility is the ability of vari~~
electronic equipment to operate properly in the irended
electromagnetic environment.

electromagnetic interference (EMI). Waves of
electromagnetic radiation, including but not limited to
radio frequencies, generated by the flow of electric
current.

electrostatic discharge (ESD). The flow of current
that results when objects having a static charge come
into close enough proximity to discharge.

ELP. Extended link parameters.
ELWL. See extra long wavelength.
EMC. See electromagnetic compatibility.

EMI. See electromagnetic interference.
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FC-AL-3. The Fibre Channel Arbitrate%@ﬁ@x\
defined by ANSI. Defined on top of the FC-PH™ T8, %

standards. e

[~ 5. Federal Communications Commission.\-

FC-FLA. The Fibre Channel Fabric Loop Attach
standard defined by ANSI. e

FCMGMT. Fibre Alliance Fibre Channel Management.
FCP. See Fibre Channel protocol.

FC-PDLA. The Fibre Channel Private Loop Direct
Attach standard defined by ANSI. Applies to the
operation of peripheral devices on a private loop.

FC-PH-1,2,3. The Fibre Channel Physical and
Signaling Interface standards defined by ANSI.

FC-Pl. The Fibre Channel Physical Interface standard
defined by ANSI.

FCS switch. See fabric configuration server switch.

FC-SW-2. The second generation of the Fibre Channel
Switch Fabric standard defined by ANSI. Specifies tools
and algorithms for the interconnection and initialization
of Fibre Channel switches in order to create a
multiswitch Fibre Channel fabric.

fibre channel (FC). A technology for transmitting data
between computer devices at a data rate of up to 4
Gbps. It is especially suited for attaching computer
servers to shared storage devices and for
interconnecting storage controllers and drives.

Fibre Channel arbitrated loop (FC-AL). A standard
defined on top of the FC-PH standard. It defines the
arbitration on a loop where several FC nodes share a
common medium.

Fibre Channel protocol (FCP). The protocol for
transmitting commands, data, and status using Fibre
Channel FC-FS exchanges and information units. Fibre
channel is a high-speed serial architecture that allows
either optical or electrical connections at data rates from
265 Mbps up to 4-Gbps.

Fibre Channel service (FS). A service that is defined
by Fibre Channel standards and exists at a well-known
address. For example, the Simple Name Server is a
Fibre Channel service. See also Fibre Channel service
protocol.

Fibre Channel service protocol (FSP). The common
protocol for all fabric services, transparent to the fabric
type or topology. See also Fibre Channel service.

Fibre Channel shortest path first (FSPF). A routing
protocol used by Fibre Channel switches.

Fibre Channel transport. A protocol service that
supports communication between Fibre Channel service
providers. See also Fibre Channel service protocol.

field replaceable unit (FRU). An assembly that is
replaced in its entirety when any one of its components
fails. In some cases, a field replaceable unit can contain
other field replaceable units.

File Transfer protocol (FTP). In Transmission Control
protocol/Internet protocol (TCP/IP), an application
protocol used for transferring files to and from host
computers.

fill word. An IDLE or ARB ordered set that is
transmitted during breaks between data frames to keep
the Fibre Channel link active.

firmware. The basic operating system provided with
the hardware.

FLA. Fabric loop attach.

flash partition. Two redundant usable areas, called
partitions into which firmware can be downloaded in the
2109 Model M12.

FLOGI. See fabric login.
FL_port. See fabric loop port.
F_port. See fabric port.

frame. The Fibre Channel structure used to transmit
data between ports. Consists of a start-of-frame
delimiter, header, any optional headers, the data
payload, a cyclic redundancy check {(CRC), and an
end-of-frame delimiter. There are two types of frames:
link control frames (transmission acknowledgements,
and so on) and data frames.

frame delimiter. A part of an ordered set that marks
frame boundaries and describes frame contents. See
also ordered set.

FRU. See field replaceable unit.

FS. See Fibre Channel service.

FSP. See Fibre Channel service protocol.
FSPF. See Fibre Channel shortest path first.
FTP. See File Transfer protocol.

full duplex. A mode of communication that allows the
same port to simultaneously transmit and receive
frames. See also half duplex.

Fx_port. A fabric port that can operate as either a
fabric port (F_port) or fabric loop port (FL_port). See
also fabric port and fabric loop port.
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I0D. See in-order delivery. T

a7
IP. See internet protocol. f "L /\Q( ‘\\
o~

IPA. Initial process associator. "
ISL. See inter-switch link.

ISL Trunking. A feature that enables distribution of
traffic over the combined bandwidth of up to four
inter-switch links (ISLs) (between adjacent switches),
while preserving in-order delivery. A set of trunked ISLs
is called a trunking group; each port employed in a
trunking group is called a trunking port. See also master
port.

isolated E_port. An expansion port (E_por) that is
online but not operational between switches due to
overlapping domain ID or nonidentical parameters such
as error delay timeout values (E_D_TOVs). See also
expansion port.

IU. See information unit.

K28.5. A special 10-bit character used to indicate the
beginning of a transmission word that performs fibre
channel control and signaling functions. The first seven
bits of the character are the comma pattern. See also
comma.

kernel flash. Flash memory that stores the bootable
kernel code and is visible within the memory space of
the processor. Data is stored as raw bits.

key pair. In public key cryptography, a pair of keys
consisting of a public and private key of an entity. The

public key can be publicized, but the private key must
be kept secret.

LAN. See local area network.

latency. The period of time required to transmit a
frame, from the time it is sent until it arrives.

LED. See light-emitting diode.

light-emitting diode (LED). A semiconductor chip that
gives off visible or infrared light when activated.

link. As applies to fibre channel, a physical connection
between two ports, consisting of both transmit and
receive fibers. See also circuit.

link services. A protocol for link-related services.
LIP. See loop initialization primitive.

LM_TOV. See /loop master timeout value.

local area network (LAN). A computer network

located on a user’s premises within a limited
geographical area. (T)
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logical unit number (LUN). An identifier used on a
small computer systems interface (SCSI) bus to
distinguish among up to eight devices (logical units) with
the same SCSI ID.

long wavelength (LWL). A type of fiber optic cabling
that is based on 1300 mm lasers and supports link
speeds of 1.0625 Gbps. Can also refer to the type of
GBIC or SFP. See also short wavelength.

loop. A configuration of devices that are connected to
the fabric by way of a fabric loop port (FL_port)
interface card.

loop circuit. A temporary bidirectional communication
path estab  ed between loop pr (L_ports).

loop failure. Loss of signal within a loop for any
period of time, or loss of synchronization for longer than
the timeout value.

loop_ID. A hexadecimal value representing one of the
127 possibie arbitrated loop physical address (AL_PA)
values in an arbitrated loop.

loop initialization. The logice' ~rocedure used by a
loop port (L_port) to discover it_ _nvironment. Can be
used to assign arbitrated loop physical address (AL_PA)
addresses, detect loop failure, or reset a node.

loop initialization primitive (LIP). The signal used to
begin initialization in a loop. Indicates either loop failure
or resetting of a node.

looplet. A set of devices connected in a loop to a port
that is a member of another loop.

loop master timeout value (LM_TOV). The minimum
time that the loop master waits for a loop initialization
sequence to return.

loop mode. One of the modes for a loop port (L_port).
An L_port is in loop mode when it is in an arbitrated
loop and is using loop protocol. An L_port in loop mode
can also be in participating mode or nonparticipating
mode. See also loop port, fabric mode, participating
mode, and nonparticipating mode.

loop port (L_port). A node port (NL_port) or fabric
port (FL_port) that has arbitrated loop capabilities. An
L_port can be either in fabric mode or loop mode. See
also fabric mode , loop mode, nonparticipating mode,
and participating mode.

loop port state machine (LPSM). The logical entity
that performs arbitrated loop protocols and defines the
behavior of ioop ports (L_ports) when they require
access to an arbitrated loop.

L_port. See Joop port.
LPSM. See loop port state machine.

LSR. Link state record.
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phantom device. A device that is not physically /nean ;

arbitrated loop, but is logically included throug e UE&
of a phantom address.

PLDA. See private loop direct attach.

PLOGI. See port login.
PMC. PCl mezzanine card.

P/N. Part number.

point-to-point. A Fibre Channel topology that employs
direct links between each pair of communicating
entities.

port ge. The metal casing extending out of the
optical port on the switch, and in which the gigabit
interface converter (GBIC) or smali form-factor
pluggable (SFP) can be inserted.

port card. A Fibre Channel card that contains optical
or copper port interfaces, and acts like a switch moduie.
See also 16-port card.

port login (PLOGI). The port-to-port login process by
which initiators establish sessions with targets. See also
fabric login.

port module. A collection of ports in a switch.

port_name. The unique identifier assigned to a Fibre
Channel port. Communicated during login and port
discovery.

POST. See power-on self-test.

power-on self-test (POST). A series of diagnostics
that are automatically run by a device when the power
is turned on.

primary FCS switch. Primary fabric configuration
server switch. The switch that actively manages the
configuration and security parameters for all switches in
the fabric. See also backup FCS switch and FCS
switch.

primitive sequence. A part of an ordered set that
indicates or initiates port states. See also ordered set.

primitive signal. A part of an ordered set that
indicates events. See also ordered set.

principal switch. The 