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PROPOSTA ECONÔMICA 
PREGÃO N.0 050/2003- CPUAC 

1. Razão Social da Empresa: NEC do Brasil S/A. 
2. CNPJ N°: 49.074.412/0001-65 
3. Inscrição Estadual:336.440.680.114 --- -- - - --- -
4. Inscrição Municipai:072772-54 
5. Endereço Completo: Rodovia Presidente Dutra, km 214, Bairro Jardim Cumbica; CEP 07210-9 ái PM I - COR REIOS 
Guarulhos-SP 0 Q í:\ 2 
6. Telefone: (0)()()11-6462-7049 Fax:11-6462-7053 E-mail: vaird@nec.com.br Fls No U 
7. Validade da Proposta: 60 dias · 
8. Prazo de Pagamento: conforme edital 
9. Banco: Unibanco Agência:0398 Conta Corrente:1 00317-5 
10. Representante da Empresa: Vair Doiche Doe: 3 6 9 6 
11. Cargo: Gerente Geral Comercial RG:9.064.070 CPF: 324.292.746-04 

• - esentamos nossa Proposta para locação de equipamentos de informática - novos de fábrica -incluindo 
ir.stalação, configuração, treinamento e operação assistida do pessoal encarregado, assistência técnica, 
garantia e instalação dos PRODUTOS locados, do objeto do Pregão n° 050/2003, acatando todas as 
estipulações consignadas no Edital, conforme abaixo: 

1. ASPECTOS FINANCEIROS 

1.1. O VALOR MENSAL DA LOCAÇÃO para cada produto constante das condições específicas da 
contratação- ANEXOS 1, 1-A e 1-B- para o período de 48 (quarenta e oito) meses, conforme tabela abaixo: 

PREÇO UNITÁRIO MENSAL DA LOCAÇÃO DOS PRODUTOS 

TOTAL 

1 2 

1.1.1. Nestes valores deverão estar inclusos: a instalação dos PRODUTOS, a assistência técnica , o 
treinamento, as despesas decorrentes dos deslocamentos de técnicos para atendimento dos 
chamados, frete, seguros (contra incêndio, roubo, danos elétricos ou provenientes de fenômenos da 
natureza), impostos/taxas e demais despesas com peças e acessórios, bem como todas as despesas 
decorrentes do cumprimento integral do objeto do Edital. 
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NEC DO BRASll.. S.A ~,.·;:~-~ 
Rod. Presidente Dutra, Krn 214- J C bica J s ~ Ü \ 
07210-902 - Guarulhos- SP - \ 1\ ~ j J J ; 
Tel.(Oxxll) 6462.6000 -Fax (Oxxll) 41 !J:zg1, _;1 j } 
www.nec.com.br ..._~_:.,.,- .. / 

1.2. O VALOR TOTAL DA LOCAÇÃO será o resultado do VALOR MENSAL DA LOCAÇÃO multiplic~})/ 
48 (quarenta e oito), que representa o número de meses de locação. 

\ 

1.3. A Apresentação do Cron~grama de Trabalho (ANEXO 1-A, item 1.2.) estipulado em 1% (um por cento) 
do VALOR TOTAL DA LOCAÇAO, subitem 1.2. desta proposta. 

1.4. O '!ALOR GLOBAL DA PROPOSTA será o resuKado do somat~rio .~os ttens: VAUIR Jp~ 
LOCAÇAO (1.2.) e do Cronograma de Trabalho (1.3.) :X { j . l ~ ~ -11 ( 1 0 

Discriminação dos Valores: - -~ ~f-\ 
------- . . ..::::fttL 

!VALOR TOTAL DA • n~~4f (somatório dos 48 meses de (_R$ 213.168.000;00~~~ · le tre'Ze.-.__J 
1aluguel) ~iltlõc~,_ cento. ... e oito mil reais) 

APRESENTAÇÃO DO \#K 
. ÀY'~·EilAB~~-~1 

do 
fR$ 2.131.680,00 (dois rnilhnA&! cento e trinta 

Valor Total da Locação) ·1\ l -~- ~L le um mil, seiscentos e u.~ .. ua reais) 

!VALOR _!]LOBAL DA PRO"'f~~: TOTAL DA I ~ =-:99.680,00 (duzentos e quinze 
LOCAÇAO+Cronograma de 6( i1 ~ 11 1 0 , duzentos e noventa e nove mil, 

, "\.\5. . l lseiscentos e oitenta reais) 

\ / \_l_\ 

1.5. A UCITANTE deverá apresentar planilha detalhada de cu5 ~o de formação do preço mensal da locação, 
em atendimento a exigência constante no subitem 5.8. do edita -.v.·fu""" modelo abaixo: 

ITEM \~ PERCENTUAL 
I. •ificar_..,c• "ç'Jtual de cada U!!!l 

1. EQUIPAMENTOS·: 65% 

Subtotal R$ 2.890.935,85 

2. SOFTWARE: 6% 

Subtotal R$ 274.925,56 

3. TREINAMENTOS 2% 

Subtotal R$ 87.539,53 

4. ASSISTÊNCIA TÉCNICA I GARAM-lllll· 8% 

Subtotal R$ 351.199,41 

5. INSTALAÇÃO 19% -
~ 

. 

Subtotal R$ 836.399,65 KU0 11 U..J/L VV:J ·vi....-=-

~. TRIBUTOS 
f" n ~~ CORREIOS ~ 

Subtotal Fls . ~o oo n4 
7.TRANSPORTE/FRETE/SEGURO 

Subtotal 3 696 ' 
..Do..c.· -8. DESPESAS ADMINISTRATIVAS 

Subtotal 

~ 9. LUCRO 

Subtotal 

10. OUTROS 

Subtotal 

TOTAL R$ 4.#+.080;-8& 

2. DECLARAÇÕES QUE DEVERÃO ACOMPANHAR A PROPOSTA ECONÔMICA: ~ 
2.1. Declaração de que dispõe ou disporá , no prazo máximo de 20 (vinte) dias da assinatura do contrato , ~ 
de central de atendimento telefônico com discagem gratuita e/ou via internet, para processo de recepção, 

o ú L'Z.rr; 



NEC DO BRASIL S.A 
Rod. Presidente Dutra, Km 214- Jd 
07210-902- Guarulhos- SP -
Tci.(Oxxll) 6462.6000 -Fax (Oxxll) 
www .nec.com. br 

qualificação, controle e solução dos chamados de manutenção corretiva, conforme modelo no ANEXO 
(MODELO VIl). 

2.2. Declaração do fabricante, em papel timbrado e com firma (s) reconhecida (s), mencionando o número e 
o objeto deste Edital, assegurando que os equipamentos cotados (citar marca e modelo) são de linha de 
produção continuada e que se compromete a fornecer peças de reposição pelo período mínimo de 60 
(sessenta) meses. 

2.3. Certificado de distribuidor ou revenda autorizada, em papel timbrado do emissor e com firma (s) 
reconhecida (s), caso o proponente não seja fabricante dos equipamentos, conforme abaixo: 
a) certificado de distribuidor autorizado e sediado no Brasil, emitido pelo fabricante dos equipamentos; 
b) certificado de revenda autorizada, emitido pelo fabricante ou distribuidor dos equipamentos, devendo 
também, para este último, ser apresentado certificado conforme alínea anterior. 

2.4. Carta de solidariedade emitida pelo fabricante, em papel timbrado e com firma reconhecida, caso 0 
proponente não seja o fabricante dos equipamentos, especificados no ANEXO 1-B (Servidores, Switches, 
Roteadores e Unidade de Backup Robotizado), mencionando o número e o objeto deste edital, atestando: 
a) sua solidariedade para com o licitante no âmbito dos produtos de sua fabricação quanto aos 
~'ompromissos que o licitante venha a assumir perante a ECT, no escopo desta licitação; 

. .._ /J que o proponente está apto a prestar assistência técnica, com o uso de peças e componentes originais, 
bem como suporte aos produtos cotados; 
c) sua responsabilidade solidária para com o proponente pelo perfeito cumprimento das exigências de 
garantia dos produtos, durante todo o prazo de vigência do contrato. 

2.5. Declaração de responsabilidade nos componentes de terceiros, utilizados na solução da proponente, 
conforme modelo no ANEXO 3 (MODELO VIl). 

2.6. Certificado PMP (Project Management Professional) emitido em favor do gestor do projeto alocado pelo 
PMI (Project Management lnstitute), conforme letra "k", do subitem 1.1, do Anexo 1-A. 

2.7. Atestados de Vistoria conforme MODELO VI constante do ANEXO 3 deste Edital, nas instalações dos 
Centros Corporativos de Dados localizados em Brasília-DF e São Paulo-SP. 
Garantia do objeto: 48 (quarenta e oito) meses (período de locação) 

Declaramos disponibilizar os PRODUTOS no prazo de 60 (sessenta) dias após o término da vigência do 
Contrato, conforme descrito no subitem 2.18. da cláusula segunda do ANEXO 2 do Edital. 

Declaramos, ainda, que tomamos conhecimento de todas as informações e condições para o cumprimento 
<~as obrigações objeto desta licitação e que atendemos todas as condições do Edital. 

Guraulhos, 23 de Julho de 2003 

-~os 11° 03/2005-=- etr­
CPMI - COR REIOS 

Oü ü5 
Fls. N° ___ _ 

jÚCjÓ 

Doe: !..-- ----_-_-_-_-_-_--_-_,, f 
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NEC DO BRASIL S/A. 

DECLARAÇÃO DE RESPONSABILIDADE DOS COMPONENTES DE 
TERCEIROS E DISPONIBILIDADE DE CENTRAL DE ATENDIMENTO 

À EMPRESA BRASILEIRA DE CORREIOS E TELÉGRAFOS - ECT 
SBN- Quadra 01- Bloco "A"- Sobreloja- Ed. Sede ECT 

Ref.: Pregão No 050/2003- CPLIAC 

Empresa NEC do Brasil S.A., inscrita no CNPJ 49.074.412/0001-65, por intermédio legal 
o Sr. Vair Doiche, portador da Carteira de Identidade No 9.064.070 e do CPF No 
324.292.746-04, declara que o fornecimento de equipamentos I softwares ou prestação de 
serviços por terceiros, constantes da nossa proposta, não diminui, em hipótese alguma, a 
nossa total responsabilidade pelo perfeito e completo funcionamento do objeto do Edital do 
Pregão No 050/2003 - CP LI AC. 

Declaramos, ainda, de que dispomos (vamos dispor, no prazo máximo de 20 (vinte) dias da 
assinatura do contrato), de central de atendimento telefônico com discagem gratuita e/ou 
via internet, para processo de recepção, qualificação, controle e solução dos chamados de 
manutenção corretiva. 

Atenciosamente, 

Guarulhos, 23 de julho de 2003. 

NEC do Brasil S. s ng 0312005-=-ett-:­
CPMI · CGR REIOS 

F l s . N °-(j-~ 

Doe : ~ Ú 9 Q 
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Sun Microsystems, Inc. 
Sun Microsystems do Brasil 
R. Alexandre Dumas. 2.016 
04717-004- São Paulo- SP 
Te!.: (oxx11) 5187-2100 
Fax: (oxx11) 5181-0974 

•sun microsystems 

À EMPRESA BRASILEIRA DE CORREIOS E TELÉGRAFOS '"'" ECT 
SBN -Quadra 01, Bloco "A"- Sobreloja- Ed. Sede ECT 
Fax: (61) 426-2759 

Ref.: Pregão n.2 050/2003- CPLJAC 

DECLARAÇÃO DE FORNECIMENTO DE PRODUTOS NOVOS 

A empresa SUN MICROSYSTEMS, INC., sediada à 901 San Antonio Road, Paio Alto, 

California, E.U.A., na qualidade de fabricante dos produtos Sun Microsystems, declara que, 

para o atendimento ao Pregão em epígrafe, os produtos cotados pela NEC do Brasil S.A., 

CNPJ: 49.074.412/0001-65, sediada à Rodovia Presidente Dutra, Km. 214, Guarulhos- SP, 

conforme relação abaixo mencionada, serão de linha de produção continuada e terão o 

fornecimento garantido de peças de reposição pelo período mínimo de 60 (sessenta) meses-:--
Rr->e- G-..,..,Q~-9f\f\'i-:-f~:-l 

CI:M I - COR REIOS 

0007 Fls. N _ -_ _ _ 
• Marca: SUN MICROSYSTEMS Modelo: Sun Fire 15K Server 

• Marca: SUN MICROSYSTEMS Modelo: Sun Fire V480 Server 

• Marca: SUN MICROSYSTEMS Modelo: Sun StorEdge L 700 Library 3o96 
• Marca: SUN MICROSYSTEMS Modelo: Sun Blade 150 Workstation Doe: _ ___ _ 

• Marca: SUN MICROSYSTEMS Modelo: Sun StorEdge 2GB Brocage Sm<worm 

1200 Switch 

São Paulo, 22 de julho de 2003 

/;p'/ ~ / éÍJ54~c~~ /#~cc~ 
Sun Microsystems, Inc. 

Cleber Pereira de Morais 

~ if::=?~ correla 
.:._, :torizadO 

O -~ " 
'(\~~ 
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CISCO SYSTEMS 

São Paulo, 21 de julho de 2003 

EMPRESA BRASILEIRA DE CORREIOS E TELÉGRAFOS - ECT 

Re.: PREGÃO N.2 050/2003- CPUAC 

Prezados Senhores, 

Declaramos para fins do pregão acima que 
NEC do Brasil S.A., com endereço em 
Rodovia Presidente Dutra, km 214, CEP 
07210-902, Cumbica, Guarulhos-SP, 
doravante EMPRESA, é revendedor 
autorizado Cisco no Brasil. 

ROSno..ro~i 
CP MI · CORR EIOS 

Fls. N° 
00 0 8~ 

-----

3696 
Doe: ------'--------.-!!ll!f'M- -~ 

Versão em inglês para referência apenas 
English version for reference only 

We hereby inform for the purposes of the 
above process that NEC do Brasil S.A. with 
address at Rodovia Presidente Dutra, km 214, 
CEP 07210-902, Cumbica, Guarulhos-SP, 
hereinafter COMPANY is an authorized reseller 
in Brazil. 

Asseguramos para fins do certame em We certify for the purposes of the above 
referência : process: 

- o fornecimento e a garantia dos produtos 
Cisco no anexo relacionados; e que 
- os equipamentos Cisco cotados pela 
EMPRESA, relacionados no anexo são de 
linha de produção continuada e que serão 
fornecidas peças de reposição pelo período 
mínimo de 60 (sessenta) meses. 
Atestamos ainda, com relação aos 
equipamentos Cisco relacionados no anexo: 

a) nossa solidariedade para com a EMPRESA 
no âmbito dos produtos Cisco quanto aos 
compromissos que a EMPRESA venha a 
assumir perante a ECT, no escopo desta 
licitação; 

b) que a EMPRESA está apta a prestar 
assistência técnica, com o uso de peças e 
componentes originais, bem como suporte aos 
produtos Cisco cotados; 

c) nossa responsabilidade solidária para com 
a EMPRESA pelo perfeito cumprimento das 
exigências de garantia dos produtos Cisco, 

- the supply and warranty of the Cisco products 
listed in the attachment hereto; and that 
- the Cisco equipment offered by COMPANY 
are from a continued line of production and that 
spare parts will be available for a minimum 
period of 60 (sixty) months. 

We also certify with regards to the Cisco 
products listed in the attachment hereto: 

a) our joint liability with COMPANY with 
regards to Cisco products in relation to the 
obligations that COMPANY commits before 
ECT, within this process; 

b) that COMPANY is capable of rendering 
technical assistance, with the use of original 
spare parts, as well as support to the Cisco 
products offered ; ~ 

c) our joint liability responsibility with ·i\ 

COMPANY for the perfect fulfillment of (~L 
warranty of Cisco products, during the whole !Jji 

r 
0~1 6 
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rante todo o prazo de vigência do contrato. term of the agreement. 
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4 WS C6513 
4 WS-C6K-13SLT-FAN2 
4 W S-CAC-2500W= 
4 W S-CAC-2500W= 
8 CAB-AC-2500W-INT 
4 S6S22ZK2-12119E 
4 WS-X6K-S2-MSFC2= 
4 W S-X6500-SFM2= 
4 WS-X6516A-GBIC= 
4 WS-F6K-OFC 
4 MEM-OFC-128MB 
12 WS-X6548-GE-TX= 
16 WS-X6516-GE-TX= 
16 WS-F6K-OFC 
16 MEM-OFC-128MB 
4 W S-X6066-SLB-APC= 
4 SC6K-3.1 .3-CSM 
4 W S-SVC-NAM-1 = 
4 SC-SVC-NAM-3. 1 

64 WS-G5484= 
4 MEM-S2-128MB 
4 MEM-MSFC2-128MB 

6 WS-C2950G-48-EI 
6. CAB-AC 
6 WS-G5484= 
6 WS-X3500-XL 
6 PWR300-AC-RPS-N1 
6 CAB-AC 

4 CVPN3060-NR 
4 CVPN3060-SW -K9 
4 CAB-AC 
4 CVPN3000-PW R= 

2 CSACSE-1111-K9 
2 CAB-AC 
2 CSACSE-3.2-SW-K9 

2 CISC03745 

Ca 6513 ChassiS, 13slot, 19RU, No Pow Su~ , No Fan TraJ 
High Speed Fan Tray for Catalyst 6513/ Cisco 7613 
Catalyst 6000 2500W AC Power Supply 
Catalyst 6000 2500W AC Power Supply 
Power Cord, 250Vac 16A, INTL 
Catalyst 6000 SUP2/MSFC2 lOS SP WNIP SSH 3DES 
Catalyst 6500 Supervisor Engine-2, 2GE, Qlus MSFC-2/ PFC-2 
Catalyst 6500 Switch Fabric Module 2, Spare 
Catalyst 6500 16-port GigE Mod, fabric-enabled (Req. GBICs) 
Dist Fwd Card for 65xx, 6816 Modules used with SUP1A/SUP2 
128 MB ORAM FOR DFC 
Catalyst 6500 48-port fabric-enabled 1 0/1 00/1 000 Module 
Catalyst 6500 16-port Gig/Copper Module, x-bar 
Dist Fwd Card for 65xx, 6816 Modules used with SUP1A/SUP2 
128 MB ORAM FOR DFC 
Catalyst 6500/7600 Content Switching Module 
CSM 3.1 .3 Software Release 
Catalyst 6500 NetWork Analysis Module-1 
Catalyst 6500 NAM SW Release 3.1 
1 OOOBASE-SX Short Wavelength GBIC {Multimode only) 
Catalyst 6000 Sup2 Mem, 128MB DRAM Option 
Catalyst 6000 MSFC-2 Mem, 128MB DRAM Option 

Catalyst 2950, 48 10/100 with 2 GBIC slots, Enhanced lmage 
Power Cord, 11 OV 
1 OOOBASE-SX Short Wavelength GBIC (Multimode only)_ 
GigaStack Stacking GBIC and SOem cable 
Redundant Power System 300 (RPS 300) w/1 connector cable 
Power Cord, 11 OV 

VPN 3060 Concentra to r (Non-Redun, 1 P/S); 5000users@ 1 OOMbps 
Software for VPN3060 Concentrator 
Power Cord,11 OV 
Cisco VPN 3000 Concentrator Power Supply 

Cisco Secure ACS 3.2 Solution; includes HW and SW " - ~._,, ,. -
PowerCord,110V .~ ..... _ ~/"',..., f"' R EIOS 
Config. Option; CSACS 3.2 Software loaded on Cisco 1 1'1 r~w '"'v 

3700 Series, 4-Siot, Dual FE, Multiservice Access Route t-Is . Nu '-' ..:.. 
2 PWR-3745-AC 

PWR-3745-AC= 

f\t- 1 0 ~ 
~~~~~~~~---------rA~C~P~ow~e~r~S~u~Jp~p~~llly~fo~r~t~he~C~is~co~37~4~5~=-~-------+----~--~ 

AC Power Supply Spare for the Cisco 3745 ' fi \. 6 \. 2 
4 CAB-AC Power Cord,11 ov nnc:: I v 
2 S37 4C-12208T Cisco 3745 Series lOS IP 
2 MIO IA SUPORTE INFORMATICO 
2 S37 4AK9-12208T = Cisco 3745 Series lOS ENTERPRISE PLUS IPSEC 3DES 
2 MIO IA SUPORTE INFORMATICO 



2 NM-1FE2W= 1 1 0/1 00 Ethernet 2 WAN Card Slot Network Module 
4 WIC-2T= 2-Port Serial WAN Interface Card spare 
4 NM-1A-E3= 1-Port E3 ATM Network Module 
2 NM-1GE= 1 Port GE Network Module 
4 WIC-2T= 2-Port Serial WAN Interface Card spare 
16 CAB-SS-V35MT = V.35 Cable, DTE Male to Smart Serial, 10 Feet 
2 WS-G5483= 1000BASE-T GBIC 

2 CISC01751-V 1 0/100 Modular Router wNoice,32F/64D 
2 MEM1700-64D= Cisco 1700 64MB ORAM DIMM 
2 CD17 -CVP-12.1.5= Cisco 1700 lOS IPNOICE PLUS ADSL Feature Pack 
2 MIO IA SUPORTE INFORMATICO 
2 S 17C7VK9-12208T = Cisco 1700 lOS IP/ADSLNOICE PLUS IPSEC 3DES 
2 MIDIA SUPORTE INFORMATICO 
2 WIC-2T= 2-Port Serial WAN Interface Card spare 
2 VIC-2FX0= Two-port Voice Interface Card- FXO-Spare 
2 VIC-2FXS= Two-port Voice Interface Card - FXS-Spare 
2 PVDM-256K-4 4-Channel Packet Voice/Fax DSP Module 
2 CAB-AC Power Cord, 11 OV 
2 CAB-SS-V35FC= V.35 Cable, DCE Female to Smart Serial, 1 O Feet 
2 CAB-SS-V35MT = V.35 Cable, DTE Male to Smart Serial, 10 Feet 
2 PVDM-256K-4= 4-Channel Packet Voice/Fax DSP Module 

4 PIX-535 PIX Firewall 535 Chassis 
4 CAB-AC Power Cord, 11 OV 
4 PIX-VPN-3DES 168-bit 3DES VPN feature license for PIX Firewall 
4 PIX-535UR-SW Unrestricted feature license for PIX 535 Firewall 
4 MIDIA SUPORTE INFORMATICO 
4 SF-PIX-6.2 PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis 
4 PIX-1GE-66 66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
4 PIX-1GE-66 66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
4 PIX-4FE-66 PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 
4 PIX-535-PWR-AC Redundant AC power supply for PIX 535 
4 PIX-1FE Single 10/100 Fast Ethernet lnteface for PIX Firewall, RJ45 
4 PIX-1 FE Single 1 0/1 00 Fast Ethernet lnteface for PIX Firewall, RJ45 
4 PIX-VPN-ACCEL VPN Accelerator Card for PIX 515E/525/535-UR/FO Firewall 
4 PIX-535-MEM-512 PIX 535 512MB RAM Upgrade (2-256MB DIMM, UR Only) 

PIX-535-PWR-BLANK Blank to fill unused power supply slot on PIX 535 
-- ·- I 4 

f\ I...! v v v•~ · 

R R-E~~S l ~ 

4 PIX-535 PIX Firewall 535 Chassis 1., t"'VII - \J \ 

4 CAB-AC Power Cord, 11 OV {\ I) 11 4 PIX-VPN-3DES 168-bit 3DES VPN feature license for PIX Firewall Fls. Nu \J 
4 PIX-535FO-SW Failover feature license for PIX 535 Firewall I 
4 MIO IA SUPORTE INFORMATICO 'Z J 96 ; 

4 SF-PIX-6.2 PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis n(') r · 
\,} 

4 PIX-1GE-66 66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
4 PIX-1GE-66 66MHz Gigabit Ethernet Interface, Multimode (SX) SC 

I 

4 PIX-4FE-66 PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 

~ 4 PIX-535-PWR-AC Redundant AC power supply for PIX 535 
4 PIX-1FE Single 10/100 Fast Ethernet lnteface for PIX Firewall , RJ45 
4 PIX-1 FE Single 10/100 Fast Ethernet lnteface for PIX Firewall , RJ45 
4 PI X-VPN-ACCEL VPN Accelerator Card for PIX 515E/525/535-UR/FO Firewall 

~ tª (1 . 



4 PIX-535-MEM-512 PIX 535 512MB RAM Upgrade (2-256MB DIMM, UR Only) 
4 PIX-535-PWR-BLANK Blank to fill unused power supply slot on PIX 535 

2 PIX-525 PIX Firewall 525 Chassis 
2 CAB-AC Power Cord, 11 OV 
2 PIX-VPN-3DES 168-bit 3DES VPN feature license for PIX Firewall 
2 PIX-525-SW-UR Unrestricted feature license for PIX 525 Firewall 
2 MIO IA SUPORTE INFORMATICO 
2 SF-PIX-6.2 PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis 
2 PIX-4FE-66= PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 
2 PIX-1 GE-66= 66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
2 PIX-VPN-ACCEL VPN Accelerator Card for PIX 515E/525/535-UR/FO Firewall 

2 PIX-525 PIX Firewall 525 Chassis 
2 CAB-AC Power Cord, 11 OV 
2 PIX-VPN-3DES 168-bit 3DES VPN feature license for PIX Firewall 
2 PIX-525-SW -FO Failover feature license for PIX 525 Firewall 
2 MIO IA SUPORTE INFORMATICO 
2 SF-PIX-6.2 PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis 
2 PIX-4FE-66= PIX 66-MHz Four-port 1 0/100 Ethernet Interface, RJ45 
2 PIX-1GE-66= 66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
2 PIX-VPN-ACCEL VPN Accelerator Card for PIX 515E/525/535-UR/FO Firewall 

2 I DS-4250-TX -K9 4250 Sensor (chassis, s/w, SSH, 10/100/1000BaseT w/ RJ-45) 
2 CAB-AC Power Cord, 11 OV 

2 CWVMS-2.2-UR-K9 VMS 2.2 WIN/SOL Unrestricted 
2 MIDIA SUPORTE INFORMATICO 
2 CWVMS-MCCSA-4.0 Expanded Part use Only: MC for Cisco Security Aqents 4.0 

2 CWLMS-2.2-K9 LAN Managment 2.2 for WIN/SOL; CM, DFM, AME, RTM, CV 
2 MIDIA SUPORTE INFORMATICO 

2 CWRW-1.3-K9 Routed WAN Mgmt 1.3 for WIN/SOL; ACL, IPM, AME, CV 
2 MIDIA SUPORTE INFORMATICO 
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Declaração Distribuidor IBM 

DECLARAÇÃO 

São Paulo, 23 de Julho de 2003. 

À 
EMPRESA BRASILEIRA DE CORREIOS E TELÉGRAFOS -ECT 
SBN..,... Quadra 01, Bloco ~'A"- Sobreloja- Ed. Sede ECT 
Fax: (61) 426-2759 

Ref.: PREGÃO No 050/2003- CPL/AC 

--j ltec 
www. itec.com .br 

ITEC S.A.- GRUPO ITAUTECPIDLCO, com sede na Av. Paulista no 1938- 20.andar, 
inscrita no CNPJIMF sob n° 96.452.347/0001-44, como Distribuidora Autorizada da 
IBM Brasil e sediada no Brasil, conforme declaração em anexo do fabricante, 
DECLARA para os devidos fins, que a empresa NEC DO BRASIL S/ A, com sede 
Rodovia Presidente Dutra, Km 214- Cumbica- Guarulhos, inscrita no CNPJIMF sob n° 
49.074.412/0001-65, é sua Revenda Autorizada para ofertar os produtos abaixo 
relacionados no Pregão ECT n° 050/2003 - CPLI A C. 

Pr·odutos Servidores Intel IBM- IBM eSen,ers xSeries x440, x360, x235. 

Por ser verdade, firmamos a presente. 

··R~moos~~ 
CP MI · 0c5Rf~OS ~ 

Fls. N° ____ -r-

Gerente de Desenvolvimento de Mercado 
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Declaração do Fabricante IBM 

Á ITEC S.A. - Grupo ltautec Philco 
Av. Paulista, 1938 20° andar 
CNPJ 96.452.347/0001-44 

Ref: Edital do Pregão ECT No. 050/2003- Objeto: locação e instalação de 119 (cento e 
dezenove) equipamentos de informática- novos de fábrica- incluindo: a configuração, o 
treinamento, a assistência técnica e a garantia, destinados aos Centros Corporativos de 
Dados da ECT, localizados nas cidades de Brasília e São Paulo. 

A IBM BRASIL - Indústria Máquinas e Serviços Ltda., sediada na Avenida Pasteur, 
138/146- bairro Botafogo- Rio de Janeiro- RJ, inscrita no CNPJ n. 0 33.371.251/001 -56, 
declara para os devidos fins que os equipamentos por ela fabricados, abaixo listados e 
conforme apresentados no Edital acima referenciado, são de linha de produção 
continuada e se compromete a fornecer peças de reposição pelo período mínimo de 60 
(sessenta) meses: 

TIPO DE PRODUTO MARCA MODELO 

SERVIDOR INTEL TIPO 01 IBM xSeries 440 
SERVIDOR INTEL TIPO 02 IBM xSeries 360 
SERVIDOR INTEL TIPO 03 IBM xSeries 235 

2? , de ~~'--v_ll ___ de 2003. 
7 
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Sun Microsystems, Inc. 
Sun Microsystems do Brasil 
R. Alexand re Dumas. 2.016 
04717-004- São Paulo· SP 
Te!. : (oxx11) 5187-2100 
Fax: (oxxl1) 5181-0974 

+sun~ 
microsystems 

À EMPRESA BRASILEIRA DE CORREIOS E TELÉGRAFOS- ECT 
SBN -Quadra 01 , Bloco "A"- Sobreloja- Ed. Sede ECT 
Fax: (61) 426-2759 

Ref.: Pregão n.2 050/2003- CPUAC 

CERTIFICADO DE REVENDA AUTORIZADA SUN MICROSYSTEMS 

A empresa SUN MICROSYSTEMS, INC., sediada à 901 San Antonio Road, Paio Alto, 

California, E.U.A., na qualidade de fabricante dos produtos Sun Microsystems, declara que a 

empresa NEC do Brasil S.A., CNPJ: 49.074.412/0001-65, sediada à Rodovia Presidente Dutra, 

Km. 214, Guarulhos · SP, é nossa Revenda Autorizada, estando habilitada a comercializar os 

produtos Sun Microsystems, em particular ao Pregão em epígrafe. 

~ão Paulo, 22 de julho de 2003 

.., /</ / '/'7 ..,.,~ 
-~~'?-:~'~,- · .// ' # 

( · (}idér/~~df-- . ~ 
Sun Microsystems, Inc. 

Cleber Pereira de Morais 

Procurador 

Doe: 
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®BLACKBOX - - · - - -- ----- --------~-/ :.---., "\. 
NETWORK SERVICES (. 0,; 1 o)\··· 

··d ;' 
São Paulo, 23 julho de 2003. \ \1;4- // 

"- . r~'.~---~~- .; . .-· "- ·· ,,I .. •./ 
- - ---- -- - -- - - - ·- - - -· ---------- --- --- · --- ---------------~~,.,-::::::-_--

A 
EMPRESA BRASILEIRA DE CORREIOS E TELEGRAFOS 
BRAS I LIA/DF 

Ref.: PREGÃO N°050/2003 

Objeto.: Fornecimento e instalação de solução de comutação de servidores 

DECLARACÃO DE SOLIDARIEDADE 

Declaramos, na qualidade de fabricante, que a Nec do Brasil S/a, CNPJ 
n°49.074.412/0001-65 ,Rod.Pres.Dutra Km-214 -Jr.Cumbica,Guarulhos-SP é 
nosso revendedor autorizado e está apto a comercializar os equipamentos 
por nós produzidos, descritos abaixo: 

KV138A KV134A-R2 E H N 151-0020 EHN382-0050 EHN383-0100 
KV1301C-R2 KV131A-R2 KV1300C KV1305C KV1306C 
KV140035 KV180035 EHN151-0020 ACU1009A RMK19A 

F 

Declaramos ainda: 

a) Nossa fidedignidade em relação às características dos produtos 
cotados; 

b) Nossa solidariedade para com a Nec do Brasil S/A ,quanto aos 
compromissos que esta venha a assumir perante a EMPRESA 
BRASILEIRA DE CORREIOS E TELEGRAFOS; 

c) Que a Nec do Brasil S/A está apta a prestar manutenção, com uso de 
peças e componentes originais, bem como suporte aos produtos e 
equipamentos cotados; 

d) Que somos responsáveis solidários com a Nec Do Brasil S/A, pelo 
perfeito cumprimento das exigências de garantia dos equipamentos, 
durante todo o seu prazo de vigência. 

e) A Black Box do Brasil assegura que os referidos equipamentos são de 
linhas de produção continuada,comprometendo fornecer peças A'J 

ses. . .. _ fit1J 

Ge uporte 

Black Box do Brasil Ltda ~. :_ :o _:: : : c- = ~= ::: ··=·l==-- 7:::" 
i~'/~ ,J c.:;e: Di-3: : 2320-~=acitc= ..... f, . 

qff;tri*~~;Jt!G 1 
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Carta de Solidariedade 

Á ITEC S.A. - Grupo ltautec Philco 
Av. Paulista, 1 938 20° andar 
CNPJ 96.452.347/0001 -44 

--- /-~: ----~:.. ___ ....., ' 

- --== \ = = =--t3oa9\- ! - - - -..- J ' l ~ 
----~:- I r --\'i·.,-. A. J I 

\ . l/<J " I 

' ''·~-G5>,·" 

Ref: Edital do Pregão ECT No. 050/2003- Objeto: locação e instalação de 119 (cento e 
dezenove) equipamentos de informática- novos de fábrica- incluindo: a configuração, o 
treinamento, a assistência técnica e a garantia, destinados aos Centros Corporativos de 
Dados da ECT, localizados nas cidades de Brasília e São Paulo. 

Vimos, por meio desta, apresentar nossa solidariedade com a ITEC S.A. - Grupo ltautec 
Philco, Av. Paulista, 1938 20° andar, 96.452.347/0001-44, no Edital supracitado, que 
estamos solidários a esta, garantindo o fornecimento dos seguintes produtos: 

TIPO DE PRODUTO MARCA MODELO 

SERVIDOR INTEL TIPO OI IBM xSeries 440 
SERVIDOR INTEL TIPO 02 IBM xSeries 360 
SERVIDOR INTEL TIPO 03 IBM xSeries 235 

Adicionalmente atestamos: 
a) nossa solidariedade com a ltec no âmbito dos produtos acima listados, quanto aos 

compromissos por ela assumidos na licitação supra-citada; 
b) A assistência técnica estará sendo realizada pelo fabricante, com o uso de peças 

e componentes originais, bem como suporte aos produtos cotados devido a 
aquisição do contrato de manutenção. 

c) Nossa responsabilidade solidária com a ltec pelo perfeito cumprimento das 
exigências de garantia dos produtos, durante o todo o prazo de vigência do 
Contrato. 

2? de ;.-JL de2003. 
--------------------------· --:?~---------

.----- - ... - -- .. 

ROS-n~-()j/2tjô 5-:-etri 

aula Z erger de Ca ro 
Gerente de Umdades de Negócios - xSeries 

IBM Brasil Indústria, Máquinas e Serviços Ltda 

CPMI - CORREIOS I 
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ATESTADO DE VISTORIA 

Atestamos para fins de Licitação, relativamente ao Edital do Pregão n.º 050/2003- CPUAC, cujo 

objeto é a locação de equipamentos de informática, que o Sr(a) 

fl_l)ll~ Cfl{]i.Jf3 CU-I<..C/0 representante da empresa 

/J,,....l.L.!'~"'--C~_.,DDa.::....----i;,!)""P-=----4'--'S=----'L_---=-_._S_,__. __,_A...J....._ __ , esteve visitando nesta data, as instalações físicas do Centro 

Corporativo de Dados de f'<RASI) J{] , visando obter subsídios para a proposta econômica 

da licitação em questão. 

1. Responsável pelo Termo de )!jstoria 

Nome em letra de forma: l!uy /v!:j }-1_M.P12 
Matrícula 1J_jfJ3 ~ :l 
Ass1natura: 

Data: c2J_; }:_;2003. 

2. Representante da Licitante 

Nome em letra de forma: l1A€LEL-c c H~>VES C ue c:ra 

Assinatura: .~1"'/b ~ ht~ 
Data: 2á._}_d/2003. 

ROS 11º 83/2885 - C~ 
CP MI - COR REIOS I 
Fls . N°0 Ü 19 

DoC3 6 9 6 

Brasília-O F, _j._~_ de:J __ u_}_H:J_· _ _ de 2003. 

OBSERVAÇÕES: 

o Os interessados em participar desta Licitação deverão realizar, obrigatoriamente, vistoria nos 

Corporativos de Dados de Brasília e São Paulo, devidamente acompanhada de representante da ECT. 

Os endereços dos CCDs são os seguintes: 

Brasília : SBN - QUADRA 01- BLOCO A - 22 SUBSOLO- ED. SEDE ECT - BRASÍLIA/DF 

C e!! 
São Paulo : RUA MERGENTHALER, W 592- BLOCO 3- 4° ANDAR- VILA LEOPOLDINA CEP: 05311-900 

SÃO PAULO- SP 

o As vistorias deverão ocorrer no prazo de até 02 (dois) dias úteis antes da data de abertura da licitação, 

objetivando conhecer, principalmente, as característ icas técnicas do ambiente e os locais de instalação dos 

produtos. 

o O agendamento das vistorias deverá ser previamente efetuado junto aos seguintes telefones: 

Brasília: (Oxx61) 426-2214/1754/1896 

São Paulo: (Oxx11) 3838-7755/7000/7001 

ANEXO 3- EDITAL DO PREGÃO N. º 050/2003- CPUAC Página 1 de 1 



l:l;llcoRREIO<I ADMINISTRAÇAOCENTRAL · 

ANEX03 

(MODELO VI) 

ATESTADO DE VISTORIA 

Atestamos para fins de Licitação, relativamente ao Edital do Pregão n.0 050/2003- CPUAC, cujo 

o~eto é a locação de equipamentos de informática, que o Sr(a) 

{;;(f r{ I /.I AIO A1/V(.(f~5 t 0 (.L-<J I( , representante da empresa 

~c _<;__j;Jp _ _§~..> l_s___ S · A· ___ , esteve visitando nesta data, as instalações físicas do Centro 

Corporativo de Dados de_ -.f.,.s~ au~o- S~~-' visando obter subsídios para a proposta econômica 

da licitação em questão. 

1. Responsável pelo Termo de Vistoria 

O~t,..,'o n.Ç Y?~r'7....c; 
Nome em letra de forma: -='~-----".Y'f.L-___ u.r_~ ___ _ 

Matrícula: _8_(!1-f/ f& PB-- h 
Assinatura: __ 

Data~Lt~f I 003. 

2. Representante 

Nome em let~ 

ROS n° 03/2005 - 6N -1 
CPMI • COR REIOS 

Fls. N°_(_) _0_2_0 

Doe: 3 6 9 6 

_fÁ . .::J .r'AU~ /Y) 

Bcaollio-BF, ol( de -r---- de 2003. 

OBSERVAÇÕES: 

o Os interessados em participar desta Licitação deverão realizar. obrigatoriamente, vistoria nos Centros 

Corporativos de Dados de Brasília e São Paulo, devidamente acompanhada de representante da ECT. 

Os endereços dos CCDs são os seguintes: 

Brasília : SBN- QUADRA 01- BLOCO A- 2° SUBSOLO- ED. SEDE ECT- BRAS[LIA/DF 

São Paulo :RUA MERGENTHALER. W 592- BLOCO 3-4° ANDAR- VILA LEOPOLDINA CEP: 05311-900 

SÃO PAULO- SP 

o As vistorias deverão ocorrer no prazo de até 02 (dois) dias úteis antes da data de abertura da licitação, 

objetivando conhecer, principalmente, as características técnicas do ambiente e os locais de instalação dos 

produtos. 

o O agendamento das vistorias deverá ser previamente efetuado junto aos seguintes telefones: 

Brasília: (Oxx61) 426-2214/1754/1896 

São Paulo: (Oxx11) 3838-7755/7000/7001 

ANEXO 3- EDITAL DO PREGÃO N. 0 050/2003- CPUAC Página 9 de 1 O 
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Características Técnicas do 

Objeto Licitado 
-------- -

Rf)S-Tfit3t2oos---=-€"N -
CP MI _:_ _ço RREIOS 

Fls . No Ü Ü 21 
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Resumo dos "equipamentos fórnecidos 

Equipamento Fabricante Modelo 
Switch tipo 1 Cisco Catalyst 6513 
Switch tiQ_o 2 Cisco Catalyst 2950 
Switch tipo 3 Broca de Silkworm 12000 
Switch tipo 4 Black Box ServSwitch Affinity 
Switch tipo 5 Cisco VPN 3060 

Roteador tipo 1 Cisco 3745 
Roteador tipo 2 Cisco 1751-V 

Servidor Intel tif)o 1 IBM x440 
Servidor Intel tipo 2 IBM x360 
Servidor Intel tipo 3 IBM x235 
Sevidor RISC tipo 1 SUN Sunfire 15k 
Unidade de Backup SUN L700 

Servidor de Segurança Lógica tipo 01 Cisco PIX FW 535 
Servidor de Segurança Lógica tipo 02 Cisco PIX FW 525 
Servidor para Detecção de Intrusão Cisco IDS 4250 

Rack IBM NetBAY42 

3 6 9 6 ~ 
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Planilha de Quantitativos de Servidores Intel 
Código Descrição Qtd. 

xSeries440 Equipamentos Tipo 1 
86877RX x440, 4xXeon MP 2.0GHz/400MHz, 2MB, 2GB, 0/Bay, 2x1050W p/s, Rack 21 
59P5173 xSeries 2.0GHz/400Mhz, 2MB L3 Upgrade with Xeon Processar MP 84 
59P5188 xSeries SMP Expansion Module 21 
33L3324 512MB PC133 ECC SDRAM RDIMM 252 
06P5756 IBM 73.4GB 10K rpm Ultra160 SCSI Hot-Swap SL HDD 42 
06P5740 IBM ServeRAID-4Lx Ultra160 SCSI Controller 21 
24P0960 IBM Total Storage FAStT FC2-133 Host Bus Adapter 42 
31P6301 NetXtreme 1000 T Ethernet adapter (copper) 63 

x5eries360 Equipamentos Tipo 2 
86869RX x360, 2xXeon MP 2.0GHz/400MHz, 2MB, 2GB, 0/Bay, 2x370W p/s, Rack 37 
59P6817 2.0GHz/400Mhz, 2MB L3 Cache Upgrade with Xeon Processar MP 74 
33L3283 512MB PC1600 ECC DOR SDRAM RDIMM 148 
06P5756 IBM 73.4GB 10K rpm Ultra160 SCSI Hot-Swap SL HDD 74 
06P5740 IBM ServeRAID-4Lx Ultra160 SCSI Controller 37 
24P0960 IBM Total Storage FAStT FC2-133 Host Bus Adapter 74 
31P6108 xSeries 370W Hot Swap Redundant Power Supply 37 
31P6301 NetXtreme 1000 T Ethernet adapter (copper) 74 

xSeries235 Equipamentos Tipo 3 
86718AX x235, Intel Xeon 2.4GHz/533MHz, 512KB, 512MB, 0/Bay, 2x660W p/s, Ultra32fr,-Tower- - 61 
59P4211 IBM 5Ux24D Tower to Rack Conversion Kit 111 (xSeries 235) -ReS.,.a-&312~00 ::; . "~ - 61 
02R1988 3.06GHz/533Mhz, 512KB Upgrade with Intel Xeon Processar 

CP M1 -: 6õR~~ os 61 
33L5038 512MB PC2100 CL2.5 ECC DDR SDRAM RDIMM 122 
32P0727 IBM 73.4GB 1 OK-rpm Ultra320 SCSI Hot-Swap SL HDD 122 
31P6301 NetXtreme 1000 T Ethernet adapter (copper) Fls. ·No 112 
24P0960 IBM Total Storage FAStT FC2-133 Host Bus Adapter 369 o 2 

Racking Local A Doe: 
9306420 NetBA Y 42 SR Standard Rack Cabinet- includes Perforated front door, rear door and s1at: f.ld""''"' 1 
9306421 NetBAY42 SX Standard Expansion Rack Cabinet- includes Perforated front door and rear door 7 
32P1736 IBM DPI Universal Rack PDU 32 
94G7448 Hi-volt Power Cable (required for server, monitor, console switch, devices) 64 
94G6670 Blanking Plate sets 6 

Racking LocaiS 
9306420 NetBAY42 SR Standard Rack Cabinet- includes Perforated front door, rear door and side panels 1 
9306421 NetBAY42 SX Standard Expansion Rack Cabinet- includes Perforated front door and rear door 4 
32P1736 IBM DPI Universal Rack PDU 16 
94G7448 Hi-volt Power Cable (required for server, monitor, console switch, devices) 54 
94G6670 Blanking Plate sets 4 

Monitores 
31P8136 E74 17.0-inch (16.0-inch viewable) MPRII Color Monitor (6332) 

I 
12 

31P7453 Preferred Pro Full-size Keyboard 12 
28L3673 Sleek mouse 12 

i i~ 
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2 MIO IA 
2 S 17C7VK9-12208T = 
2 MIDIA 
2 WIC-2T= 
2 VIC-2FXO-
2 VIC-2FXS-
2 PVDM-256K-4 
2 CAB-AC 
2 CAB-SS-V35FC-
2 CAB-SS-V35MT-
2 PVDM-256K-4-

4 PIX-535 
4 CAB-AC 
4 PIX-VPN-3DES 
4 PIX-535UR-SW 
4 MIO IA 
4 SF-PIX-6.2 
4 PIX-1GE-66 
4 PIX-1GE-66 
4 PIX-4FE-66 
4 PIX-535-PWR-AC 
4 PIX-1FE 
4 PIX-1FE 
4 PIX-VPN-ACCEL 
4 PIX-535-MEM-512 
4 PIX-535-PWR-BLANK 

4 PIX-535 
4 CAB-AC 
4 PIX-VPN-3DES 
4 PIX-535FO-SW 
4 MIO IA 
4 SF-PIX-6.2 
4 PIX-1GE-66 
4 PIX-1GE-66 
4 PIX-4FE-66 
4 PIX-535-PWR-AC 
4 PIX-1FE 
4 PIX-1 FE 
4 PIX-VPN-ACCEL 
4 PIX-535-MEM-512 
4 PIX-535-PWR-BLANK 

2 PIX-525 
2 CAB-AC 
2 PIX-VPN-3DES 
2 PIX-525-SW-UR 
2 MIDIA 
2 SF-PIX-6.2 
2 PIX-4FE-66= 
2 PIX-1GE-66= 
2 PIX-VPN-ACCEL 

2 PIX-525 
2 CAB-AC 
2 PIX-VPN-3DES 
2 PIX-525-SW-FO 
2 MIDIA 
2 SF-PIX-6.2 
2 PIX-4FE-66= 
2 PIX-1 GE-66= 
2 PIX-VPN-ACCEL 

2 IDS-4250-TX-K9 
2 CAB-AC 

SUPORTE INFORMATICO 
Cisco 1700 lOS IP/ADSUVOICE PLUS IPSEC 3DES 
SUPORTE INFORMATICO 
2-Port Serial WAN Interface Card spare 
Two-port Voice Interface Card - FXO-Spare 
Two-port Voice Interface Card - FXS-Spare 
4-Channel Packet Voice/Fax DSP Module 
Power Cord, 11 OV 
V.35 Cable, DCE Female to Smart Serial, 10 Feet 
V .35 Cable, DTE Male to Smart Serial, 1 O Feet 
4-Channel Packet Voice/Fax DSP Module 

PIX Firewall 535 Chassis 
Power Cord, 11 OV 
168-bit 3DES VPN feature license for PIX Firewall 
Unrestricted feature license for PIX 535 Firewall 
SUPORTE INFORMATICO 
PIX v6.2 Software for lhe PIX 515E, 525 and 535 Chassis 
66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 
Redundant AC power supply for PIX 535 
Single 10/100 Fast Ethernet lnteface for PIX Firewall, RJ45 
Single 10/100 Fast Ethernet lnteface for PIX Firewall, RJ45 
VPN Accelerator Card for PIX 515E/525/535-UR!FO Firewall 
PIX 535 512MB RAM Upgrade (2-256MB DIMM, UR Only) 
Blank to fill unused power supply slot on PIX 535 

PIX Firewall 535 Chassis 
Power Cord, 11 OV 
168-bit 3DES VPN feature license for PIX Firewall 
Failover feature license for PIX 535 Firewall 
SUPORTE INFORMATICO 
PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis 
66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 
Redundant AC power supplyfor PIX 535 
Single 10/100 Fast Ethernet lnteface for PIX Firewall, RJ45 
Single 10/100 Fast Ethernet lnteface for PIX Firewall , RJ45 
VPN Accelerator Card for PIX 515E/525/535-URIFO Firewall 
PIX 535 512MB RAM Upgrade (2-256MB DIMM, UR Only) 
Blank to fill unused power supply slot on PIX 535 

PIX Firewall 525 Chassis r 
Power Cord, 11 OV 1 1 \ \.,l v 11 

168-bit 3DES VPN feature license for PIX Firewall l,;_I-'-M+-
Unrestricted feature license for PIX 525 Firewall 
SUPORTE INFORMATICO C I. 1\ 11 

PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis ·~ · 

PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 
66MHz Gigabit Ethernet Interface, Multimode (SX) SC 7. 
VPN Accelerator Card for PIX 515E/525/535-URIFO Firewall nnr'-' 

PIX Firewall 525 Chassis 
Power Cord, 11 OV 
168-bit 3DES VPN feature license for PIX Firewall 
Failover feature license for PIX 525 Firewall 
SUPORTE INFORMATICO 
PIX v6.2 Software for the PIX 515E, 525 and 535 Chassis 
PIX 66-MHz Four-port 10/100 Ethernet Interface, RJ45 
66MHz Gigabit Ethernet Interface, Multimode (SX) SC 
VPN Accelerator Card for PIX 515E/525/535-URIFO Fi rewa ll 

4250 Sensor (chass is, s/w, SSH, 10/100/1 OOOBaseT w/ RJ-45) 
Power Cord , 11 OV _i 

~ 

' .r ''· ' !' / 
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2 CWVMS-2.2-UR-K9 VMS 2.2 WIN/SOL Unrestricted 
2 MIO IA SUPORTE INFORMATICO 
2 CWVMS-MCCSA-4.0 Expanded Part use Only: MC for Cisco Security Agents 4.0 

2 CWLMS-2.2-K9 LAN Managment 2.2 for WIN/SOL; CM, DFM, RME, RTM, CV 
2 MIDIA SUPORTE INFORMATICO 

2 CWRW-1.3-K9 Routed WAN Mgmt 1.3 for WIN/SOL; ACL, IPM, RME, CV 
2 MIDIA SUPORTE INFORMATICO 
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"Sun. microsystems 

lnvoice Number: 

Quotation 
lnvoice Date: 

Customer: Sun 
Sun Microsystems, Inc. 

Tei/Fax: I Tel/ Fax: 

We are pleased to quote as follows: 
Reference 

.-------:....JAPaPc:..:ro:...:.,ved by: A.-----------, 

lf-N_U_L_L __ F._.o_.s_. __ ---11 I {P) o f {N) Pa!l" 

1.2.1 1150A Gigabit Ethernet Network Interface Card for high-performance Cal 5 UTP and PCI 2 
applications with fuiiiEEE 802.3 compliance. 

1.2.2 2222A PCI Adapter with two Fast Ethemet Interfaces and Two SCSI Interfaces - Factory 
Configured 

1.2.3 4575A Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two running at 2 
66mhz and two at 33mhz in 4 cassettes. 

1.2.4 6768A Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel with 
optical interface 

1.2.5 CPUBD-441 -1050 Uniboard bundle with : 4 CPUs running at 1050MHz; 4x8MB Ecache; 4 banks of 1GB 2 
memory options (16 x 256MB DIMMs, 4GB total for the board). For use with the Sun Fire 
3800,4800,4810,6800, 12K and 15K 

1.3. 1 1150A Gigabit Ethernet Network Interface Card for high-performance Cal 5 UTP and PCI 
applications with fuiiiEEE 802.3 compliance. 

1.3.2 2222A PCI Adapter with two Fast Ethernetlnterfaces and Two SCSI Interfaces - Factory 
Configured 

1.3.3 4575A Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two 
66mhz and two ai 33mhz in 4 cassettes . 

1.3.4 6768A Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel 
aplicai interface 

1.3.5 CPUBD-441- 1050 Uniboard bundle with: 4 C PUs running ali 050MHz; 4x8MB Ecache; 4 banks of 
memory options (16 x 256MB DIMMs, 4GB total for the board) . For use with lhe 
3800, 4800, 4810, 6800, 12K and 15K 

1.4.1 1150A Gigabit Ethernet Network Interface Card for high-performance Cal 5 UTP and PC I 
applications with fuiiiEEE 802.3 compliance. 

1.4.2 2222A PCI Adapter with two Fast Ethernet Interfaces and Two SCSI Interfaces - Factory 
Configured 

Accepted By: ________ _ _____ _ 



+Sun. 
microsystems 

- :11/11/11: 

1.4.3 4575A 

1.4.4 6768A 

1.4.5 CPUBD-481-1050 

1.5 IDOMAIN 

1.5.1 1150A 

1.5.2 2222A 

1.5.3 4575A 

1.5.4 6768A 

1.5.5 CPUBD-481-1050 

1.6 DOMA IN 

1.6. 1 1150A 

1.6.2 2222A 

1.6.3 4575A 

1.6.4 6768A 

1.6.5 CPUBD-481-1050 

1.7 IDOMAIN 

1.7. 1 1150A 

1.7.2 2222A 

1.7.3 4575A 

1.7.4 6768A 

1.7.5 CPUBD-481 -1050 

1.8 I DOMAIN 

1.8.1 1150A 

1.8.2 2222A 

1.8.3 4575A 

1.8.4 6768A 

1.8.5 CPUBD-481-1 050 

NE-~ 
-· · .:'_ "" . ~.. . ... 

lnvoice Number: F·BR·14953·G !806& 
[Quote Valld for 38 ~iiY.~l {Á . 
23/07/03 ., . ' -- ~ ,_./ 

·· ~..,-~ ........ -..... ~ 

Quotation 
lnvoice Date: 

Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two running at 1 
66mhz and two at 33mhz in 4 cassettes. 

Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel with 1 
optical interface 

Uniboard bundle with: 4 CPUs running at 1.05 GHz; 4x8MB Ecache; 8 banks of 1GB 1 
memory options (32 x 256MB DIMMs, 8GB total for the board). For use with the Sun Fire 
3800, 4800, 4810, 6800, 12K and 15K. 

Domain B-3 1 

Gigabit Ethernet Network Interface Card for high-performance Cat 5 UTP and PCI 2 
applications with full IEEE 802.3 compliance. 

PCI Adapter with two Fast Ethernet Interfaces and Two SCSI Interfaces- Factory 1 
Configured 

Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two running at 1 
66mhz and two at 33mhz in 4 cassettes. 

Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel with 1 
optical interface 

Uniboard bundle with: 4 CPUs running at 1.05 GHz; 4x8MB Ecache; 8 banks of 1GB 1 
memory options (32 x 256MB DIMMs, 8GB total for lhe board). For use with the Sun Fire 
3800, 4800, 481 O, 6800, 12K and 15K. 

Domain B-4 1 

Gigabit Ethernet Network Interface Card for high-performance Cat 5 UTP and PCI 2 
applications with full IEEE 802.3 compliance. 

PCI Adapter with two Fast Ethernet Interfaces and Two SCSI Interfaces - Factory 1 
Configured 

Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two running at 1 
66mhz and two at 33mhz in 4 cassettes. 

Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel with 1 
optical interface 

Uniboard bundle with : 4 C PUs running at 1.05 GHz; 4x8MB Ecache; 8 banks o f 1GB 1 
memory options (32 x 256MB DIMMs, 8GB total for the board). For use with the Sun Fire 
3800,4800,4810,6800, 12K and 15K. 

Domain B-4-2 1 

Gigabit Ethernet Network Interface Card for high-performance Cat 5 UTP and PCI 2 
applications with full IEEE 802.3 compliance. 

PCI Adapter with two Fast Ethernet Interfaces and Two SCSI Interfaces- Factory 1 
Configured 

Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two running at 1 
66mhz and two at 33mhz in 4 cassettes. 

Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel with 1 
optical interface 

Uniboard bundle with: 4 CPUs running at 1.05 GHz; 4x8MB Ecache ; 8 banks oi 1_G -
memory options (32 x 256MB DIMMs, 8GB total for lhe board). For use with lhes, ""' 
3800,4800,4810,6800, 12K and 15K. r\ \..lu I U.)/ LUI ! ~ 0 1'1 -

I Domain B-4-2-2 L;t' M _1 - \,_, \.) ,R ElOS 

Gigabit Ethernet Network Interface Card for high-performance Cal 5 UTP and PCI 2 o c 28 applications with fuiiiEEE 802.3 compliance. t: l c- dO 
PCI Adapte r with two Fast Ethernet Interfaces and Two SCSI Interfaces - Factory 1 
Configured - ,. 96 Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two runnir at J o 
66mhz and two at 33mhz in 4 cassettes. n~ 

Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel wi ,h ~ ~ 

aplicai interface 

Uniboard bundle with: 4 C PUs running at 1 .05 GHz; 4x8MB Ecache ; 8 banks of 1GB 1 
memory options (32 x 256MB DIMMs, 8GB total for lhe board). For use wilh the Sun Fire 
3800, 4800, 481 O, 6800, 12K and 15K. 

' l 

Accepted By: _______________ Tirle: ___________ Date: _____ _ ~~ 
ÜJ~ 
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1.9.1 1150A 

1.9.2 2222A 

1.9.3 4575A 

1.9.4 6768A 

1.9.5 CPUBD-441-1050 

1.10 NS-XDSKS 1·236GAC 

1.10.2 X6920A 

NEC 
.. ~~ 
... ;..J~.,.. ' 

. .· "~ \ 

F-BR-14953-G /t 30 3 -:( .. · \ 
(Quote Valld for~ p. ·t~l Jl /f · ./ 

lnvoice Number: 

231o71o3 \ · VI · .: 
· ··,·· · ~:::"~~::· .. >"' 

Quotation 
lnvoice Date: 

Gigabit Ethernet Network Interface Card for high-performance Cat 5 UTP and PCI 
applications with full IEEE 802.3 compliance. 

PCI Adapter with two Fast Ethernet Interfaces and Two SCSI Interfaces - Factory 
Configured 

Hot Swap PCI Assembly for Sun Fire 15K includes 4 Standard PCI Slots Two running at 
66mhz and two at 33mhz in 4 cassettes . 

Sun StorEdge 2Gb PCI dual fibre channel network adapter, 200MB/s per channel with 
optical interface 

Uniboard bundle with: 4 CPUs running at 1050MHz; 4x8MB Ecache; 4 banks of 1GB 
memory options (16 x 256MB DIMMs, 4GB total for the board) . For use with the Sun Fire 
3800, 4800, 481 O, 6800, 12K and 15K 

2 

Rackable thin storage 1 U high, 2x36GB disk array, 1 OKrpm hot-swap drives, Ultra2/3 SCSI 8 
to host, AC powered. (Standard Configuration) 

19" Rack Mount Kit for use with Netra st D130 in a SunFire 3800, 4800, 4810, 6800 server 8 
rack. lncludes front or center fixed mount brackets and front & rear mount rail system. 

RO~úú5~ - i 
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~Sun 
microsystems 

lnvoice Number: 

Quotation 
lnvoice Date: 

Customer: Sun 
Sun Microsystems, Inc. 

Tel! Fax: I Tel/ Fax : 

We are pleased to quote as follows: 
Reference 

.---------------A~PP~r~ovedby:A,_-----------------, 

/r-N_U_L_L __ F._.o_.B_. __ --1, I {P) of {N) Page 

SG-XLIBL700-BASE3 

SG-XSWBR01 2000-64P 

SG-XLIBL700-BASE3 

Accepted By: _ _ ______ _ ___ _ Titfe: _ _ _ ___ _ _ _ _ 



f,Sun. 
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lnvoice Number: 

Quotation 
lnvoice Date: 

A37-WSPF2-04GQB 

X1 150A 

Fls. N° _ ___ _ 

3696 

Accep!ed Br : _______________ Ti!le: ___________ Dale: _____ _ 
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+sun 
microsystems 

Customer: 

Tel/ Fax: I 

We are pleased to quote as follows: 
Reference 

1.3 EBSIN-999-21 07 

1.4 EBSIN-999-2125 

1.5 EBSIN-999-3304 

EBSIS-999-2005 

2.3 EBSIN-999-21 07 

2.4 EBSIN-999-3304 

2.5 EBSIS-999-2005 j(;• 
2.6 EBSIS-999-2044 

2.7 EBSIS-999-51 02 

NEC 
' -~-"~'\\ 

F-BR-14967-G , _1 jQ 8 Y ·. - l 
[Quote Valid for 29 .Da~1 t 

lnvoice Number: 

Quotation 
lnvoice Date: 23/07/03 

Sun 
Sun Microsystems, Inc. 

Tei/Fax : 

~------------~AuPP~~~vedby: A~----------------~ 

11-N-U_L_L __ F._.o_.s_. __ ----11 I{PJ of{NJ Page 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Power Edition Dedicated Storage 
Node for Windows 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Dynamic Drive Sharing Option for . 20 
Linux, Windows, Unix 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Module for MS Exchange, Windows 8 
Client Tier 4 is 8+ processors 

Sun StorEdge(TM) Enterprise Backup Software (EBS) ClientPak License for Windows 
NT/Windows 2000 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Power Edition Dedicated Storage 
Node for Unix 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Dynamic Drive Sharing Option for 
Linux, Windows, Unix 

8 

\\_ tA- ,:'./ 
, _ ' ., ... ,._,........., • . l ." 

~ . ,. 
· ~ ......... ....._..:: <$-_ ..... ,,...-

Sun StorEdge(TM) Enterprise Backup Software (EBS) ClientPak License for Wii1dO•.ws<·FI-'+~'-ft'+l':tflA'i,-:-f"cto,l-"'"'l 
NT/Windows 2000 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Power Edition Dedicated 
Nade for Unix 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Autochanger Software IVIU<J~ "' f-'1 ·'-"o 
slots 

Sun StorEdge(TM) Enterprise Backup Software (EBS) Power Edition for Solaris. 
client connections, supports unlimited number of clients. 

Accepted 8 ' ----'----------------·* s [) ~jJ ,(;/\t 
~()JY 
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microsystems 

5 CLUZS-999-99M9 

6 FCCMS-700-T999 

7 FCCYS-700-T999 

12 CLAIS-30P-9999 

13 CLCIS-999-9999 

14 SG-XMONLIBSWL700 

18 SG-XSWBRO-FMG 

NEC 
·--~·--....... 

-· ..... :.., ~\-

F-BR-14967-G i /i.30g 3\. _\ lnvoice Number: 

Quotation [Quote Valid for 29 D~s] ' 

lnvoice Date: 23/07/03 

Sun Cluster 3. 1 Base Media Kit for SunPiex Systems latest This part number always refers 2 
to lhe lates! release of Sun Cluster 3.1 base software. 

Sun ONE Studio 7, Compiler Collection Media Kit , 1 Media Kit only, for SPARC, NO license 6 
included. 

Sun ONE Studio 7, Compiler Collection, 25-RTU, Slim Kit, contains C/C++, FORTRAN 6 
Compilers and Debugger for SPARC, includes software, on-line documentation and 
specified number of use r licenses. 

Sun Cluster 3.0 Oracle Parallel Server and Real Application Cluster license ONL Y. One 5 
license required per cluster. 

VxVM Cluster Functionality License. To be used with OPS/RAC and SC 3.0 only. One 10 
license required per node. 

Horizon Monitoring Software for the L700 Version 2.0 key does., sold seperately from base 2 
unit. 

Brocade Silkworm Fabric Manager 3.0. A host-based, centralized management platform 2 
dedicated to administering a multi-switch , multi-fabric Brocade environment. Only one 
license required per fabric. Other Brocade switches in the SAN can be managed by this 
version also. Benefits include streamline management of medium and large SANs by 
allowing administrativa functions to be automated across groups of switches. lncludes CO 
and documentation. 

\\ __ v'f· '/ / 
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COMPROVAÇÃO DAS ESPECIFICAÇÕES EXIGIDAS NO EDITAL 

2. ASPECTOS GERAIS 

REQUISITO 

2.1 . ComprovaÇão de 
Performance para os 
Equipamentos da Plataforma 
RI S C 

2.2. Comprovação de 
Performance para os 
Equipamentos da Plataforma 
INTEL 

2.3 . Requisitos gerais 

Á[_ 

o 11 
o (f) 
(") 

lflf-
z 

o 

(Jol o 
C:J ~/ c:n o 
c. (.0 ~"" 
~ c:n ~ 

I ATRIBUTOS OFERTADOS 
i 

O equipamento cotado para o 
item RISC 01 é o servidor SUN 
F IRE 15K. Este servidor foi I auditado pelo Standard 
Performance Evaluation 
Corporation em 09/04/2002 com 
72 processadores UltraSPARC 
111 Cu de 1050 Mhz atingindo o 
resultado de 433.166 ops/s. 

-
IBM xSeries 440- 119.115 tpmc 
IBM xSeries 360-52.587 tpmc 
IBM xSeries 235- 37.872 tpmc 
(projetado) . 

1. Os servidores SUN FIRE 
15K são ofertados são 
novos e saem de fabrica 
acomodados em 
embalagens especiais para 
transporte e adequadas para 
as suas dimensões e peso. 

2. Todos os componentes e 
documentação técnica 
necessários para operação 
do equipamento serão 
entregues a 

~ 1l CoNTRATANTE. ., ~ I 
~ . Conforme demonstrado na 
. ~ documentação de 
~ , ; 1ompco, ação dos serv;dores 

c ~ RISC 1, não serão 
~ g fornecidas nenhuma 

@ ~b controladora Fibre Channel 
z. ou de Rede int~rada a 

(/) 
' 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE 

(SIM/NÃO) 

SIM 

SIM 

SIM 

PAGINA DA DOCUMENTAÇAO 
TÉCNICA 

Resulta auditado da SF 15K 
com 72 processadores 
UltraSPARC 111 de 1.05 Ghz 
www.spec.org/jbb2000/results/re 
s2002q2/jbb2000-20020507-
00129.html 

http :1/www. tpc .o rg/tpcc/results/tp 
cc_result_ detail.asp?id=1 03040 
401 
http :1/www. tpc.org/tpcc/results/tp 
cc_result_detail.asp?id=1 03022 
802 
h ttQ :/ /www. tgc. orgt:t12cc/resu lts/mcc 

result detai l.aso?id=I03071001 
1. Conforme "A TRIBUTOS 

OFERTADOS" 

2. Conforme " A TRIBUTOS 
OFERTADOS" 

1. Referenciar os datasheets 
da adaptadora de fibre 
channel (6768A), gigabit 
ethernet (1150A) e 
controladora dual SCSI e 
dual fast ethernet (2222A) 
que foram anexadas com a 
documentação para o RISC 
01 

2. Datasheets da 1150A e 
2222A 

3. Conforme "A TRl(311T.OS ·- .,_ 
OFERTADOS" / '' _... _:·- ......_, • / ).• w ·, i 't ri ·,. 

! ' \~ '-' 
' I \ . ' 

\ 
'· ...... ·~ · 

!. 
' 



placa de sistema do 
servidor. 

As placas de rede Gigabit 
Ethernet requeridas e as 
placas de rede Ethernet 
ofertadas adicionalmente 
possuem apenas uma e 
duas interfaces por cartão , 
respectivamente . 

5. A CONTRATADA esta ciente 
desta condição e não 
cobrara serviços adicionais 
para as migrações de 
componentes durante a 

2.4. Garantia ~ 
vigência do contrato. 

- ACONTRAOnhA~o~fe~r~e~ce~r~a------t------------------------+----------rS~IM~----------~C~o-n'fu-rm--e""-A~T~R~/~B~U~T~O~S=-----~ 
garantia aos produtos OFERTADOS" 

2.5. Alimentacao eletricà-

2.6. Assis tencia tecnica 

fornecidos durante toda a 
vigência do Contrato . 

A CONTRADA se 
responsabilizará por qualquer 
adaptação de tensão elétrica 
para as localidades de 
instalação dos equipamentos 

I inclusive o fornecimento e 
I instalação de equipamentos 

~ 
adicionais para a 
compatibilização elétrica. 

i 

A asistência técnica será 
ofertada conforme o edital. 

2.7 Recu rsos minimos de J 1. Cada servidores SUN FIRE 
Patricionamento para os 15K oferecido nesta 

. ~// Servidbres RISC I proposta esta configurado 
~ ~ com o hardware necessário 

""( - -------:::t·l para configurar ate 8 (oito) 
O 

11 ~ Q I partições físicas sem a 
g ~ S:, ~· necessidade de hardware ou 

CJol z software adicional. Além 
o 

O') 
0 

disto, o servidor também 
..._.._.,_.....__ c.0 

0 
8 ~ possui escalabilidade para 
:::o ~ atingir ate 18 (dezoito) 

O') <!,..., :::o , partições físicas . Por ser 
c.n m c;: ~ uma ~ artição física , todas as -o -7-----=-:.=--r 

(/)~ 

Equipamentos possuem 
escalabilidade ate 18 partições 
por servidor. 

Partições isolam não apenas 
erros de Sistema Operacional, 
mas possuem também 
isolamento de erros de 
hardware. 

Partições podem ser 
reconfiguradas dinamicamente 
sem necessidade de reboot. 

SIM 

SIM 

SIM 

Conforme "A TRIBUTOS 
OFERTADOS" 

Conforme " A TRIBUTOS 
OFERTADOS" 

1. http://www.sun.com/servers/ 
comparison/sunfire/index.ht 
ml 

2. SF 15K System Overview: 
pg 1-2 "two System Contrai 
boards", pg 1-3 grifar todo o 
texto do item 1.1.3; SMS 1.3 
Admin Guide pg 5 grifar todo 
o segundo parágrafo; SMS 
pg 6 "Network Coni)J*!tiçm:-:·.-':... Z 
grifar todo o par1~gfa,!Pf7.0""._, . ···.'m. 

;, ) / "::;;: 

I><:... '-' i ~ 
\ , :~ 00 ;,q 
\ .. '. ' ~ l j 
\< '~ ·,._,_~,. ·: r• '~/ 



·-----------------

partições possuem 
isolamento de falhas de 
software e hardware em 
outras partições (fault­
isolated) . 

2. As partições em um SUN 
FIRE 15K são configuradas 
a partir da placa chamada 
System Contrai boards (SC) 
que acompanha o gabinete 
básico do servidor em 
configuração redundante 
(uma na traseira e outra na 
frente do gabinete do 
servidor) . o acesso a se 
para configurar as partições 
se da através de uma 
interface ethernet 
normalmente a partir de uma 
estação de controle em rede 
privada com a SC. Como as 
se são acessadas via rede, 
duas (para melhor 
redundância) estações 
consoles podem ser usadas 
para gerenciamento das 
partições. Estamos 
ofertando as duas estações 
Sun Blade 150 por 
localidade para este fim. 

3 . Conforme mencionado 
acima as particoes da SUN 
FIRE 15K são físicas e 
isoladas de erros de 
software (inclusive do 
sistema operacional e/ou 
hardware de outras 
partições. 

4 . As partições ou domínios da 
SUN FIRE 15K são 
dinâmicos, ou seja , 
permitem a migração de 
recursos de CPU , memória e 
10, sem a necessidade de 
reboot, entre partições. 

abaixo deste titulo. 

3. System Overview pg 2-1 
grifar todo o segundo e 
terceiro parágrafos. Pg 2-3 
grifar o primeiro parágrafo 
após Domain Fault isolation 

4. System Overview: Pg 1-8 
todos os parágrafos do inicio 
do item 1-4 ate o parágrafo 
que começa com a palavra 
Board (inclusive) 



2.7 Recursos mínimos de 
Particionamento para os 
Servidores RISC 

2.8 . Recursos mínimoSde 
gerenciamento do hardware 
requeridos para os servidores 
INTEL 

2.9. Recu rsos mínimos de 
hardware e software para os 
servidores INTEL 

o 
o 
() 

z 
o 

o ::::o 
-uo :s:: w 
-:=::1 

p 

' c:b 

o ~ · 
Cu>!> o 

o 8 ~~· 
-1 cn , 

.d/J L?-.-'1 8. Recor sos m1n1mos de 
/ L--M-ardware e software para os 

servidores RISC adicionais 

I 1. 
I 

I 

As SC's são as 
responsáveis para criação e 
gerenciamento das 
partições, elas executam o 
software denominado 
System Management 
Software (SMS) que 
controlam as SC's para 
realizarem estas funções. O 
SMS acompanha o sistema 
básico de todas as SUN 
FIRE 15K. 

Os notebooks estão sendo 
ofertado conforme 
requisitado 

SIM 1. 

2. 

SMS 1.3 Admin Guide: pg 5 
grifar todos os dois primeiros 
paragrafos; pg 6 "Network 
Connection ... " grifar todo o 
paragrafo abaixo deste titulo 
"The nature of ... . ". 

Conforme " A TRIBUTOS 
OFERTADOS" 

---- - ------------~----------------------+---------~s=I~M~--------r---c=o-n~fu_r_m_e~.~.A~~=R=IB~u=To==s--~ 
Ofertado software IBM Director 

4.1 

Servidores IBM xSeries 440, 
360 e 235, configurados 

conforme edital 

!4. Os servidores cotados 
1 adicionalmente para servir 
1 como servidores de backup 

conforme requisitado no 
item 5.15 do Anexo 1-B são 

I 04 (quatro) servidores SUN 

SIM 

SIM 

OFERTADOS" 

-----!---------------

http://www5.pc.ibm.com/us/prod 
ucts.nsf/$wwwPartNumLookup/_ 
86877RX 

http://www5.pc.ibm.com/us/prod 
ucts.nsf/$wwwPartNumlookup/_ 
86869RX 

http://www-
132.ibm.com/webapp/wcs/sto 
res/servleUProductDisplay?pr 
oductld=8599793&storeld=1 
&langld=-
1 &categoryld=2543009&dual 
Currld=73&catalogld=-840 

1. Datasheet das V480 & 
datasheet do Rack 900; 

2. Conforme" ATRIBUTOS 
OFERTADOS" 

3. FIRE V480 . Estes servidores 
~ ~ serão instalados em racks 

(1fHI"' ~ } ?Jést~= 9oct __ "; --':t.-----J ;--I -11------c-r---fo~-.., --:--:{ ~-(&--,t--h.-u---~--:=.r-----,t,'--:-t 
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' 5. Os servidores V480's 
possuem licenças do Solaris 
9 para número ilimitado de 
usuários; 

6. O Solaris 9 permite que os 
sistemas de arquivos sejam 
do tipo UFS logging, o qual 
habilita o journalling ou 
logging das modificações no 
sistema de arquivo antes de 
serem alterados em disco; 

7. O Solaris 9 também inclui as 
ferramentas ufsdump e 
ufsrestore que realizam 
backup e restore de 
sistemas de arquivos em 
dispositivos remotos via 
rede; 

8. As licenças do Concord 
SystemEdge estão sendo 
oferecidas para os 
servidores; 

9. Os servidores V480 
possuem e estão 
configurados com fontes 
redundantes , hot­
swappable, bivolt (1 00-240 
VAC) e que operam entre 
4 7-63 Hertz; 

1 O. As fontes de alimentação 
para os V480's são 
redundantes , independentes 
com entradas para 
alimentação redundante; 

11 . Cada servidor V480 está 
configurado com duas 
placas adaptadoras PCI Sun 
GigaSwift que operam a 
10/100/1000 Base-T, 
atendem os padrões IEEE 
802.ab e 802.u e possuem 
MIB's para gerenciamento 
SNMP; 

no docs.sun.com; 

4. Capítulo 47 do manual do 
administrador do Solaris 9 
(procurar por "You can run 
the ufsdump command from 
a single .. " e Capítulo 49 do 
manual do administrador do 
Solaris 9 (procurar por 
"device name (local or 
remote)". Estes manuais 
estão disponíveis no 
docs.sun.com. 

5. Conforme " A TRIBUTOS 
OFERTADOS" 

6. datasheet do V480; 

7. datasheet do V480; 

8. Doe sunsolve 41665 (fazer 
search para localizar MIB e 
802.ab e 802.u 



2.10. Recursos mínimos de 
hardware e software para os 
servidores RISC adicionais 

2.11. Comprovação dos 
requisitos técnicos 

2.12. Organização da 
documentação técnica 

2.13. Suporte remoto 

2.14. Configuração das 
ferramentas de gerenciamento 

~-. o 
o 
n 
-~ 

a> 
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a> 

1. As interfaces das 
adaptadoras Sun GigaSwift 
permitem o uso de 
conectares RJ-45 e 
cabeamento CAT 5 ou 
superior, a saber, CAT 6. 

2. Cada s ervidor V480 está 
configur ado com uma 
unidade de fita DDS-4, 10 
(dez) fit as DDS-4 e 2 (duas) 
fitas de limpeza. 

SIM 

O modelO VIII do Anexo 3 está 
' preenchido e a 'locumentação 

1 anexada _~~form_e~so_l_ic_it_a_d~o·~-+-------------------------+-----------=~---------
t-oocumentação, mídias em CD e SIM 

I 
atualizações dos softwares 
serão fornecidas. 

- Será montada uma estrutura 
segura de acesso remoto a rede 
corporativa dos Correios. 
Adicionalmente, serão 
oferecidos os serviços do Sun 

' Remate Services Net Connect 
I para monitoramento pro-ativo 

I 
com geração de relatórios e 
detecção e notificação de 

1 eventos. 
j___ ---c--~ 

'I Serviços de configuração 
prestados conforme descrito 

L neste item 

- - ---S~I~M~· --

SIM 

1. Doe sunsolve 41665 (fazer 
search por CAT 5 ou better) 

2. Conforme "A TRIBUTOS 
OFERTADOS" 

j Confor-me ''A TRIBÜTOS 
OFERTADOS" 

Conforme" A TRIBUTOS 
OFERTADOS" 

. "Incluir daiasheet do Net connect 

Conforme " A TRIBUTOS 
OFERTADOS" 



-

3 CONECTIVIDADE DA REDE 

3.1 Switch Tipo 1 (Layer 3 GE) 

ATRIBUTO 

1 -Características Físicas 

2- Gabinete 

3- Portas Gigabit Ethernet 

ATRIBUTOS OFERTADOS 

Os switches Cisco da série 
Cataliyst 6513 são switches do 
tipo chassis 

(1) Chassis para ser instalado 
em RACK de 19. a ser 
fornecido juntamente com o 
equipamento. Deve vir 
acompanhado de kit de 
suporte específico para 
montagem em RACK de 19. 

(2) Com todos os módulos de 
interface, fontes de alimentação 
e ventiladores do tipo HOT­
SW APP ABLEIHOT­
PLUGGABLE. 

( 1) Dispõe 16 interfaces Gigabit 
Ethernet no padrão 1 OOOBASE­
SX, compatíveis com o padrão 
IEEE 802.3z; 

(2) Dispõe 192 portas 
- --- --- "tt1 0/100/1 OOOBASE-T, 

o ·~~tosensing , compatíveis com 
~ t9 \padrão IEEE 802.3ab, para o 

o 
() - abos UTP Categoria 6 e 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

Data Sheet "Cisco Catalyst 6500 
Series Switch" (c6000_ds.pdf) 
em figura 1 da página 1 

Vide planilha de quantitativos. 

Data Sheet " c60ge_ds.pdf " 

( 1) página 1 no primeiro 
item de " Notes " 

(2) vide planilha de 
quantitativos. 

(3) O equipamento possui 
no total 13 slots, sendo 
que 11 estão 
disponíveis para 



ATRIBUTO ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

conectares RJ-45; inserção de placas de 
interfaces e serviços. 

(3) Suporta inclusão futura de, 
no mínimo, mais 48 portas 
10/100/1 OOOBASE-T. 

O produto ofertado é do tipo 
Hot-Swapping 
HOTSWAPPABLEIHOT-
PLUGGABLE. em todos os 

Data Sheet " 01 overw1 " pagina 4 - Hot-swapping módulos, permitindo as - SIM 
manobras de inserção/retirada 1-85. 

de módulos sem interrupção do 
funcionamento dos demais. 

( 1) lmplementa o Data sheet " overview.pdf " 
balanceamento de servidores 
{tráfego) localizados em redes {1) pagina 1-4 em Table 1-
diferentes da rede deste 2 CSM Feature Set 
SWITCH TIPO 01 , Description. 
baseado nos algoritmos (2) pagina 1-4 em Table 1-
Weighted Round Robin, 2 CSM Feature Set 
Weighted Least Description. 
Connections e URL Hashing; (3) Conforme atributos 

ofertados 

5 - Balanceamento de carga 
{2) lmplementa o SIM 

{4) Vide Data Sheet " 
balanceamento baseado em 

- c6000_des.pdf " pagina 
protocolos das 17-32. 
camadas 4 a 7 (RM-OSI) , (5) Conforme atributos 
incluindo TCP, UDP, FTP, DNS, ofertados 
SMTP , HTIP e IPSec; {6) Conforme atributos 

ofertados 

o 11 () ~ J i (3) Possui a capacidade de 
o -

~~ ) vincular as conexões de cada U> 

?;; cliente a um mesmo servidor por 
rJ -j; ~· z i 

, meio de endereçamento IP da o ' • <: 
. I 'lN " ~ P 1 fonte , de cookies e de Secure 

ç;.; 

~ ~ ~ 
.......... .,.. . ~· .... ..... ' 

C'l o // .·· / -~-· .... ~ .. ·.,,\ 
<.O ~ 
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ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA ATRIBUTO ATRIBUTOS OFERTADOS 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

Socket Layer por identificador 
de sessão; 

(4) O balanceamento de 
tráfego possui redundância e 
alta disponibilidade com os 
outros SWITCHES do mesmo 
tipo, através dos protocolos 
HSRP ou VRRP, de maneira 
que, em caso de falha de um 
dos módulos de balanceamento, 
o estado de todas as conexões 
seja remanejado para o 
módulo redundante de forma 
totalmente transparente para os 
usuários; 

(5) lmplementa adicionalmente 
qualidade de serviço (QoS) 
com diferenciação/priorização 
para todo o tráfego 
balanceado; 

(6) Suporta balanceamento 
global para servidores 
localizados em sites com 
diferentes saídas para a 
Internet. 

Suporta as bases SNMP e MIB Data sheet " intro.pdf " em 
11 , conforme RFC 1213, bem Network Management página 4 

7 - Gerenciamento 
como os grupos RMON I (quatro - SIM ou Data Sheet " supe_ds.pdf " 
grupos) e todos os grupos em Extensive management tools 7 :-f'MON 11. página 2 1 n 11 (") 

o (/) 

~~ () 
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ATRIBUTO ATRIBUTOS OFERTADOS 

8 - Conectividade 

9- Roteamento 

10- QoS 

Permiti 8 (oito) grupos de 
agregação com, 8 (oito) 
enlaces cada, conforme 
padrão IEEE 
802.3ad. 

Realiza o roteamento na 
camada 3 

lmplementa 4 (quatro) filas de 
prioridade em cada porta, 
permitindo a priorização do 
tráfego de rede e uma 
integração transparente de 
dados, voz e vídeo através 
do protocolo IEEE 802.1 p 
com CoS 
( class-of-Service). 

(1) Possui o recurso de troca 
sem interrupção (HOT­
SWAPPABLEIHOT­
PLUGGABLE) e alimentação 
elétrica de acordo com a 
localidade onde serão 
instalados os equipamentos, 
conforme subitem 2.5., 

11 - Fonte de Alimentação (2) Freqüência de 60 (sessenta) 
Hertz; 

(3) As fontes de alimentação 
- -------7 11 deverão ser redundantes por 

-n o ~ fontes internas independentes, 
ü'í ~ tS com alimentação redundante, 
z - = ? de tal forma que, em caso de 

o c p falha de uma das fontes por 

\ 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

SIM 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

Data sheet "c60ge_ds.pdf" 
página 1 no quarto item " 
Notes " 

Data sheet " supe_ds.pdf " em 
Scalable Performance página 5. 

Data sheet" buffe_wp.pdf" 
pagina 2 

Data sheet" 01 overvw.pdf " 

(1) pagina 1-3 
(2) AC Power Supply 
(3} pagina 1-3 



ATRIBUTO 

12- Forwarding Performance 

13- Gerais 

o 
o 
(") 

cn 

ATRIBUTOS OFERTADOS 

defeito ou por falta de 
alimentação elétrica em um dos 
2 (dois) circuitos, o equipamento 
continue a funcionar sem 
prejuízo das aplicações. 

Suporta 1 00 Mpps para Layer 2, 
Layer 3 e Layer 4. 

(1) lmplementa o protocolo STP 
(Spanning Tree Protocol) para 
cada VLAN configurada (uma 
sessão STP por grupo de 
portas); 

(2) Suportar múltiplos 
agrupamentos simultâneos de 
no mínimo 8 interfaces cada 
um em quaisquer interfaces 
de rede e em módulos 
diferentes de forma a agregar 
taxa de transmissão; 

(3) Possui a facilidade de 
trunking (IEEE 802.10) com 
outros switches; 

(4) É capaz de implementar no 
mínimo 2 sessões simultâneas 
de espelhamento de tráfego, 
entrada e saída, de interfaces 
ou de VLANs; 

(5) Será fornecida a ferramenta 
que permita o gerenciamento 
dos equipamentos e de todas as 
suas interfaces através de 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

-

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

Conforme atributos ofertados 

Data sheet" intro.pdf" 

(1) pagina 1-2 em 
Spanning Tree Protocol 

(2) Conforme atributos 
ofertados 

(3) pagina 1-2 em VLAN e 
pagina 1-3 em VLAN 
Trunks. 

(4) Conforme atributos 
ofertados 

(5) Conforme atributos 
ofertados 

(6) Conforme atributos 
ofertados 

z 
m 
~ 



ATRIBUTOS OFERTADOS ATRIBUTO ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

aplicação gráfica; 

(6) Será fornecido servidores 
adicionais para a instalação 
desta gerência. 

*() ~ J0-[V:0 t\\). \~' o ~ piyJ te\__~ ~6;\~ 
11 ' 

~-·-- ~ - ·-

CONFIRMA ATENDIMENTO PÁGINA DA 
(SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

~ 

~t-r (\\ /n ~1w\_ ~. 
~ . . . !VIr 

z 
m 
n 



C) 
c 

3.2 Switch Tipo 2 (FE) 

ATRIBUTO 

1- Switch 

2- Interfaces Fast e Gigabit 
Ethernet 

ATRIBUTOS OFERTADOS 

Os switches Cisco da série 
Catalyst 2950 são switches de 
configuração fixa, empilháveis, 
prevendo conectividade 
Ethernet e Gigabit Ethernet 
''wire-speed". 
O modelo ora ofertado, o 
Catalyst 2950G-48, possui 48 
portas Ethernet além de 2 
conversores GBIC para uplinks 
Gigabit Ethernet. A tecnologia 
GigaStack permite a 
concentração de até 432 portas 
1 0/100 (9 switches) por pilha. 
O Catalyst 2950G-48 possui 48 
portas EtherneVFast Ethernet 
autosense, para conectares 
RJ45, além de 2 conversores 
GBIC para até 2 uplinks Gigabit 
Ethernet. Foram propostos os 
GBICs compatíveis com o 
padrão 1 OOOBase-SX, 
utilizando-se a tecnologia Cisco 
GigaStack Gigabit Interface 
Converter. O segundo GBIC de 

. _ cada switch estará disponível 
~ para futuras expansões. 

--------- 1 (1) Padrões IEEE: 

3 _ 8 J ai8 --n o :;o 1, • 802.3u 
~ (fJ ~ e . 802.10 

- ::::: • 802.1p 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

SIM 

PÁGINA DA I?OCUMENTAÇÃO 
TECNICA 

Data sheet "Cisco Catalyst 2950 
Series Switches with Cisco 
Enhanced'fmage Software" 
( cdccont_ 0900aecd8009d987. pdf), 
páginas 1 e 2 

Data sheet "GigaStack Gigabit 
Interface Converter' 
(gbic_ds.pdf), página 1 

Data sheet "Cisco Catalyst 2950 
Series Switches with Cisco 
Enhanced'lmage Software' 
( cdccont_ 0900aecd8009d987 .pdf), 
páginas 1 e 12 

Data sheet "Cisco Catalyst 2950 
Series Switches with Cisco 
Enhanced'lmage Software' 
(cdccont 0900aecd8009d987.pdf), 

z 
m n 
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ATRIBUTO ATRIBUTOS OFERTADOS 

(2) Gerenciamento 

• SNMP 

• Suporte a MIB 11 

• Grupos RMON I 
(3) Storm control para tráfegos 
broadcast, unicast e multicast , 
por porta 
(4) Prevenção contra flooding 
li'Y Multicast (IGMP snooping) 

( 1) 4 filas de prioridade por 
porta (IEEE 802.1p- CoS) 
(2) Instalação em racks 19" 
(3) VLANs (IEEE 802.1 Q) e 
trunking de VLANs entre portas 
dos switches da pilha 
(4) Protocolo STP para cada 
VLAN configurada ou por grupo 
de portas 

3- Gerais (Continuação) 
A ferramenta de Gerência que 
permite o gerenciamento dos 
switches Catalyst 2950G-48 via 
interface gráfica é o Cisco 
Works, módulos LAN (LAN 
Management Solution) I W AN 
(Routed WAN Management 
Solution), ofertados na presente 
proposta. 

4 - Fonte de Alimentação 
(1) A fonte de alimentação é 
redl!Qdante e auto-regulável. 

9 -n :J ~ :r; 
o ~ 1 z I 

~ 
(J-1 

o ' q 
C-:-.> cn r g ~ ~ . l <..D ·~ :::0 'i' cn ~ :::0 ' .,., m cP 
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ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE (SIM/NÃO) 

- SIM 

- SIM 

PÁGINA DA J?OCUMENT AÇÃO 
TECNICA 

(1) página 14 
(2) páginas 13 e 15 
(3) página 7 
(4) página 7 

Data sheet "Cisco Catalyst 2950 
Series Switches with Cisco 
Enhanced'fmage Software' 
( cdccont_ 0900aecd8009d987 .pdf), 

(1) página 4 
(2) página 16 
(3) página 7 
(4) página 7 

Data sheets "LAN Management 
Solution" (camp_ds.pdf) e 
prospecto "Routed WAN 
Management Solution 1.3' ( 
rwan_op.pdf) 

Data sheet "Cisco Catalyst 2950 
Series Switches with Cisco 
Enhanced'fmage Software' 
( cdccont_ 0900aecd8009d987 .pdf), 

(1) páginas 7 e 15 
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3.3. SWITCH TIPO 3 (FC) 

REQUISITO I ---
ATRIBUTOS OFERTADOS 

~-

1. Recursos Básicos 

2. Portas Ethernet 
~--------------·~ 

o 
o 
o 

(f) 

z 
o 

I 
1. Estamos oferecendo 6 (seis) 

switches Brocade Silkworm 
12000 com 64 portas 
(expansível a 128 portas) 
Fibre Channel operando a 2 
Gbit!sec para interligação às 
redes SAN da 
CONTRATANTE. Estes 
switches são 
comercializados pela SUN 
Microsystems em regime de 
OEM com a Brocade; 

I 2. Os switches Silkworm 12000 
I permitem a configuração de 

portas de forma 
independente; 

3. As portas do Silkworm 
12000 são agrupadas em 

I módulos hot-swappable de 
16 portas; 

4. O Silkworm 12000 cresce de 
forma modular 
acrescentando-se modulos 
de 16 portas. 

5. Os switches serão montados 
em rack de 19" conforme 
solicitado 

O Silkworm 12000 possui uma 
porta Fast Ethernet 10/100 
BaseT que serve de acesso 
para monitoramento do switch . 
O switch também suporta o 
gerenciamento via protocolo 
SNMP 

r Estamos ofertando fibras óÜcas 
1 multimodo com conectares LC 
, para todas as portas do switch 

j mais os 20% adicionais 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PAGINA DA pOCUMENTAÇAO 
ADICIONALMENTE 

(SIM/NÃO) 
TECNICA 

Switches expansível a 128 SIM 1. Datasheet do Brocade 
portas FC Silkworm 12000 com logo 

SUN 

2. FM_userguide: Através do 
software Fabric Manager, as 
portas do Silkworm 12000 
podem ser renomeadas (pg. 
4-5) , agrupadas por tipo ou 
Port groups (pg. 6-3) , 
inseridas em zonas ou port 
zoning (pg . 8-3), habilitadas 
ou desabilitadas (pg. D-6), 
etc. 

3. Datasheet do 12000 
procurar por "up to eight 16-
port Fibre Channel modules" 
e "modules hot-swappable" 

4. Datasheet do 12000 
procurar por "up to eight 16-
port Fibre Channel modules" 

5. Conforme " A TRIBUTOS 
OFERTADOS" 

SIM Datasheet do 12000, procurar 
por ethernet e SNMP 

SIM Conforme " A TRIBUTOS 
OFERTADOS" .~ 

, 
.• --· 

.. ---~ 
.. 

·. ' ~ ·. / :.' 

.I o i 
: 1 



; solicitados. 
! 

I 
4. Recursos : 1. Os switches serão 

I acompanhados de todos os 

I 
recursos de hardware, 
software , cabos e manuais, 

I etc. para a instalação, 
' configuração e I 
I gerenciamento e utilização; 

I 2. Estamos ofertando o 
software Fabric Manager 
versão 4.0 para 
gerenciamento da rede SAN 
mais uma estação PC para 
servir de console de 
gerenciamento por 
localidade. 

3. O Fabric Manager realiza a 
descoberta automática dos 

I elementos da SAN através 

I de utilitário incluso no 
software ; 

I 4. O Fabric Manager criar um 
mapa gráfico da topologia 
da SAN ilustrando as 

I 
interconexões FC dos 
dispositivos de SAN, a 
saber, servidores, switches, 
storage, etc. em uma visão 
única. 

5. Compatibilidade e lntegraçã o I O Silkwonn 12000 ade"' aos 
padrões Fibre Channel; 

r O Silkworm 12000 possui 4 
(quatro) fontes internas 
redundantes e hot-
swappable que operam a 

I 
200-240 VAC e a 47-63 

.l Hertz. Para o CCD de SP 
serão realizadas as 

SIM 

SIM 

SIM 

1. Conforme " A TRIBUTOS 
OFERTADOS" e Quickstart 
do 12000 pg . 3/6 "ltems 
included with the Silkworm 
12000"; 

2. Conforme" ATRIBUTOS 
OFERTADOS" e Datasheet 
do FM; 

3. User guide do FM, pgs 4-2 e 
4-3 

4. Datasheet do FM (grifar 
figura 1) e User guide pgs. 
14-3 e 14-4. O Fm 
demonstra os dispositivos e 
switches da SAN. 

Datasheet 12000 - Fibre 
Channel Standards 

1. 

2. 

Datasheet do 12000, 
procurar por power "four AC-
DC power" "dual AC inputs". 

Datasheet dqA2ó(Yo: ·. ,_ 
procurar P<,>r''pow~u~.À8-
DC power:' "dual~puts". ' ( . ~ ; .\ 
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adequações elétricas 
necessárias para 
compatibilizar o 
equipamento a alimentação 
elétrica local. 

2. O switch possui duas 
entradas de alimentação AC 
independentes que podem 
ser alimentadas por circuitos 
distintos e continuar 
funcionando em caso de 
falha de um circuito. 



3.4 Switch Tipo 4 (KVM) 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA ATRIBUTO ATRIBUTOS OFERTADOS 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

A NEC do Brasil está ofertando 
duas redes de comutação KVM 
(uma em Brasília e a outra em 
São Paulo) compostas pelo 
modelo ServSwitch® Affinity da 
Blackbox, equipamento já 
existente hoje nas 
dependências da ECT. 
Com o ServSwitch® Affinity, é 
possível acessar até 1000 
servidores a partir de até 16 
teclados, monitores e mouses. 
Cada chassi suporta o máximo 

SIM Documento 22921 .pdf 1 - Descrição de 4 usuários e 16 CPUs. Pode- -
(ServSwitch Affinity) se utilizar cabos de expansão 

para cascatear vários chassis e 

~ -n ~ ~ conectar até 4, 8, ou 16 
o (f) i usuários e um total de 1 000 o 

CPUs. -- z - = 

l 
(Jol 

o . ç O multiplataforma ServSwitcr® 

o ~ Affinity, adaptável a racks 19", C1l C) ~ <: caracteriza-se por sua 
(.O o ;;o • flexibilidade e facilidade de 
O') m ç operação, sportando CPUs PC, 

7 tl 
<:,11 õ :; 

Sur®, ou PC UNIX® e teclados, ~ Ut. 
monitores e mouses usando os - _... .. ~ ......... -. -----··· 
cabos adaptadores. 
Estão sendo fornecidas um total 
de 160 portas de comutação 

SIM -2 - Quantidade de Portas -
para o CCD de Brasília e 96 
portas para o CCD de São 

' 
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Paulo. Estas portas incluem o 
atendimento mínimo a 72 
servidores legados (24 RISC e 
48 INTEL) em Brasília e 48 
(INTEL) em São Paulo. 
Os 12 consoles fornecidos (8 
em Brasília e 4 em S. Paulo) 
são compostos de: 

• Monitores 17", dot pitch 0,28, 
resolução máxima de 
1280x1240, bivolt, 60Hz; 

Documento 22921.pdf 3 - Consoles • Mouse padrão PS/2 - SIM 
• Teclado padrão ABNT2 (Servswitch Affinity) , p. 2 

Foram considerados ainda os 
respectivos cabos para conexão 
ao switch KVM, bem como os 
cabos extensores para mouse e 
teclado, sempre que aplicáveis. 

4 - Solução Alternativa para A NEC do Brasil não está 
Comutação dos Servidores oferecendo esta alternativa na - - -
INTEL presente proposta. 

ServSwitct-® Affinity oferece 
ainda: 

• Memória Flash para facilitar a 
atualização do firmware. 

• Completa emulação de Documento 22921.pdf 
teclado e mouse. (Servswitch Affinity) , p. 2 

5- ~ ... ,., ; ~ • Resolução de vídeo de até SIM -
o ,--· 11 

~ ~ 
1280 X 1024. 

- Fonte de alimentação o (}) • 
() 

autosense integrada. z - -
·0 I - • Comutação de CPU a partir 

(.14 A ~ do teclado, menus de tela, ou 

c:n oo ~ porta RS-232. Tecnologia de 

- ~~ menus de tela _... 
~!!! ~ 

5!2_7 c:n ~O :;; ,.--"' 
/ 

' .. cn , 
I / " I-'> ' ·• 

"<"\ l .; :' •. 
~ I 

z 
l" \ ~~- ~-)' ~ 

\ I 1 1 
. • ~ i 

\ .-· ~·"'/ 
'· ' 
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impressionante: 

• Caixas de mensagem surgem 
sobre o vídeo corrente. 

• Menus de fácil uso para 
executar todas as 
configurações. 

• Apresenta 80 colunas/25 
linhas de texto em 16 cores. 

• Os nomes das CPUs podem 
ser mostradas em seis 
diferentes cores. 

• Escolha das CPUs a partir de 
uma janela com cores e 
posição ajustáveis. 

• Protetores de tela com quatro 
padrões. 

• Caracteres de acordo com o 
1808859-1 para suporte 
internacional. 

o r 11 (") 

o (/) -o 
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3.5 Switch Tipo 5 (Concentrador de VPN's) 
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O Cisco VPN 3060 é um 
concentrador VPN composto por 
sistema integrado de hardware Data Sheet "Cisco VPN 3000 

1 - Descrição e software, com o objetivo de - SIM Series Concentrator'' 
concentrar, configurar e (vpn3k_ds.pdf), pg. 1 
monitorar acessos remotos via 
VPN. 
( 1) Capacidades de firewall; Data Sheet "Cisco VPN 3000 

Series Concentrator'' 
(2) Protocolos de tunelamento (vpn3k_ds.pdf) : 
PPTP, IPsec, L2TP, L2TP/1Psec 
for Windows 2000, NAT 
transparent IPSEC; (1) item Security, pg . 4 

(3) Suporte a certificados (2) item High Performance, 
digitais padrão X.509 v.3; Distributed-Processing 

Architecture, pg. 4 
(4) Alta disponibilidade, com 

2 - Características e redundância e capacidade de SIM 
(3) item Authentication and 

Funcionalidades do Sistema tolerância à falhas (failover); 
- Accounting Servers, pg. 7 

(5) Suporte ao gerenciamento (4) item High Availability, pg. 4 

de chaves do tipo IKE; 
Capacidade de registrar eventos (5) item Key Management, pg. 6 

L- • e de envio de notificações por e-- , ~ ~ - mail; (6) item Routing, pg. 6 o -o ~ () l :5: U .. - = (6) Protocolos de roteamento (7) 
VI z 

o . c RIP, RIP2, OSPF e estático; 
O'l o oê (8) item Embedded LAN 

<.0 o S e: (7) Permitir que as Interfaces, pg. 5 
--- w :;o U .} cn 
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configurações e políticas de 
acesso sejam aplicadas ao 
cliente no momento em que a 
conexão for estabelecida; 

(8) 3 interfaces 
1 OBaseT/BaseTX; 

(9) Para haver a integração com 
um sistema de autenticação 
externa, estamos fornecendo a 
solução Cisco Secure Access 
Contrai Server: 

(10) Capacidade de 
Autenticação de no mínimo 
5.000 usuários; 

(11) Suporte ao padrão LDAP; 

(12) Integração com o domínio 
Microsoft Windows, 
compartilhando bases de 
grupos, usuários e permissões. 

(13) Permitir configuração de 
níveis de acesso 
administrativos; 

o 11 

~ ~ 
(14) Permitir a configuração e 

- aplicação de políticas de o cn o segurança nas estações o . 

z ;- = clientes; (.1'1 o 

; ~ - I cn Cl 8 ~ 
I 

(15) Capacidade de 
l <.0 gerenciamento de política para 

c-n o sg ~ 
usuários e grupos; 

.._ , 0 ~ 

<:.ncn -:' I 
I 
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DOCUMENTAÇÃO TÉCNICA 

(9) vide planilha de quantitativos 

(10) Data Sheet "Cisco Secure 
Access Control Server Solution 
Engine O&A" (acsqp_qp.pdf): 
pg. 6 

(11) Data Sheet "Cisco Secure 
Access Control Server Solution 
Engine O&A" (acsqp_qp.pdf): 
pg.6 

(12) Data Sheet "Cisco Secure 
Access Contra/ Server Solution 
Engine Q&A" (acsqp_qp.pdf): 
item Total Cost of Ownership, 
pgs 1 e 2 

(13) Data Sheet "Cisco Secure 
Access Contra/ Server Solution 
Engine" (acspp_ds.pdf) : pg. 2 

(14) Data Sheets "Cisco Secure 
Access Contra/ Server Solution 
Enginfi' (acspp_ds.pdf) , pg. 2 e 
"Cisco Secure Access Contra/ 
Server Solution Engine Q&A" 
(acsqp_qp.pdf) , pg 1 

( 15) "Cisco Secure Access 
Contra/ Server Solution Engine 
Q&A" (acsqp_qp.pdf) , pg. 1 

(16) Data Sheet "Cisco Secure 
Access Contra/ Server Solution 
Enginfi' (acspp_ ds.pdf) : pg. 2 
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2- Características e 
Funcionalidades do Sistema 
(continuação) 

ATRIBUTOS OFERTADOS 

(16) Controle de tempo e horário 
de acesso do usuário; 

(17) Suporte ao gerenciamento 
utilizando SNMP MIB-11; 

(18) O sistema possui uma 
ferramenta de gerenciamento 
que possibilita a verificação de 
estatísticas de tráfego 
criptografado, negociações de 
handshake e resposta a 
pacotes; 

(19) Possibilidade de 
crescimento ( escalabilidade) 
conforme demanda, com 
configuração e gerência 
centralizada; 

(20) O sistema possui a 
capacidade de geração de 
relatórios gerenciais, com 
informações como: número de 
túneis estabelecidos, tráfego 
transferido, clientes com maior 
geração de tráfego, entre 
outras. 
(1) O sistema de gerenciamento 
está sendo disponibilizado em 
hardware do tipo servidor, de 
forma exclusiva, sendo 01 (um) 
sistema para o CCO de Brasília­
OF e 01 (um) sistema para o 
CCO de São Paulo-SP. 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

(17) Essa caracterísitica é 
suportada diretamente pelo 
concentrador VPN 3060, 
conforme O documento 
"Management Protoco/s" 
(mgtproto1.pdf), pg. 9-1 

(19) Data Sheet "Cisco Secure 
Access Contrai Server Solution 
Engine" (acspp_ds.pdf): pg. 1 

(1) vide planilha de quantitativos 
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3- Características e 
Funcionalidades do Software 
Cliente VPN 

4- Características de 
Desempenho 

5- Fonte de Alimentação 

ATRIBUTOS OFERTADOS 

(2) O sistema, está integrado 
em um mesmo framework dos 
SERVIDORES DE 
SEGURANÇA LÓGICA TIPO 1 
e TIPO 2, ROTEADOR TIPO 1 e 
SISTEMA DE DETECÇÃO DE 
INTRUSÃO. 
Número mínimc de 5.000 
licenças; 
Auto-atualização, realizando 
atualizações automáticas sem 
necessidade da intervenção do 
usuário; 
Personal firewall; 
Suporte aos sistemas 
operacionais Windows 95, 98, 
ME, NT 4.0, 
2000 e XP; 
Interface padronizada, com o 
loqotipo da Contratada. 

( 1 ) Capacidade de tratar no 
mínimo 5.000 usuários 
simultâneos; 

(2) encriptação mínima de 
100Mbps. 

(1) Deverá possuir alimentação 
elétrica de acordo com a 
localidade onde serão 
instalados os equipamentos, 
conforme subitem 2.5. , 
freqüência de 60 (sessenta) 
Hertz; 

' 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

cn 
<.O 

(j) 
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o ' c 
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CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

Data Sheet "Cisco VPN 3000 
Series Concentrator" 
(vpn3k_ds.pdf): 

( 1) item Cisco VPN 3060 
Concentrator, pg. 

(2) Table1, pg. 3 

Data Sheet "Cisco VPN 3000 
Series Concentrator" 
(vpn3k_ds.pdf): 

(1) Table 3, pg. 8 
"' "' ::0 ' ~ t m . \-

cn -..] ~ ~ ~ ,\ (2) item ~gh Availability,
1 
pg. • 
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ATRIBUTOS OFERTADOS 

(2) As fontes de alimentação 
deverão ser redundantes por 
fontes internas independentes, 
com alimentação redundante, 
de tal forma que, em caso de 
falha de uma das fontes por 
defeito ou por falta de 
alimentação elétrica em um dos 
2 (dois) circuitos, o equipamento 
continue a funcionar sem 
pr~juízo das aplicações. 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 



3.6 Roteador Tipo 1 
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ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

( 1) Estrutura de chassis modular 
com: 
• 2 portas 1 0/1 00 integradas 
• 2 slots AIM (advanced Data sheet "Cisco 3700 Series 

integration modules) Mu/tiservice Access Routers' 

1 - Router • 3 slots WIC (WAN interface - SIM 
(3700a_dsopdf) 

card) 
• 4 slots NM (network module) 

(1) página 3 

• 2 slots HDSM (high density 
(2) página 3 

service module) 
(2) Montável em rack 19" 

Data sheet "Cisco 3700 Series 

2- Processamento 
(1) Capacidade de roteamento 

Multiservice Access Routers' 

de 2250000 pacotes/segundo 
- SIM (3700a_ds.pdf) 

(1) página 11 

( 1) 3 interfaces 1 0/1 OOBase-TX 
- 2 integradas e um NM Data sheet "Cisco 3700 Series 
(2) 8 interfaces seriais síncronas 

3 - Interfaces Vo35 - SIM 
Multiservice Access Routers' 

(3) 2 interfaces ATM E3 (NM) 
(3700a_ds.pdf), páginas 3 e 1 o 

(4) 1 interface Gigabit Ethernet 
(NM) 
(1) Gerenciamento 
• SNMP Data sheet "Cisco 3700 Series 

• MIBII (RFC1213) Multiservice Access Routers' 
-,r..:. Ger •1 

~ ~ 
(2) Protocolo SSH - SIM (3700a_ds.pdf) 

o 11 (3) Telnet para linha de 
o (/) 

o comando o o z - ::::l (4) Proteção contra ataques do 
o • c 
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tipo DoS 
(5) Suporte para Syslog Externo 
(6) Atualização de software via 
rede 
(7) Autenticação via RADIUS ou 
TACACS 
(8) Interface de comando 
protegida com senha 
(9) Protocolo HSRP, similar ao 
VRRP 
(10) PIM para roteamento 
Mutticat 
(11) Roteamento RIP (v1 e 2), 
OSPF, BGP-4 
(12) DHCP 
(13) Suporte para 1024 rotas 
estáticas 
(14) BGP-4 
• Route reflectors 
• Route Confederations 
• Route Aggregation 
• IGP Synchronization 
• Route Flap Dampering 
(1) Police-based routing 
(2) NAT 
(3) VoiP e VoFR 
(4) Codecs G.711 e G.729 
(5) Protocolo H.323 

4 .o3eral (co:B!inuaçSg>\:A . A ferramenta de Gerência que 
g ~ s:''~ · permite o gerenciamento dos 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

Data sheet "Cisco 3700 Series 
Multiservice Access Routers" 
(3700a_ds.pdf) 

(3) página 8 e 5 

(5) página 8 

· · z - = • . roteadores Cisco 3745 via Data sheets "LAN Management 
CJ-l o 1' o;: interface gráfica é o Cisco So/utiori' (camp_ds.pdf) e 
O"> n ~ Works, módulos LAN (LAN prospecto "Routed WAN 
u:> c:=> ~ 2 Management Solution) I WAN Management So/ution 1.3' ( '"!v 
~ c:::> :;o ~ (Routed WAN Management · rw.an op.pdf) ~ 
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Solution) . Esta ferramenta já foi 
descrita no tópico 3 do item 3.2 
- Switches Tipo 2 

Data sheet "Cisco 3700 Series 
Fonte de alimentação interna Multiservice Access Routers' 

5 - Fonte de alimentação redundante, bivolt, auto- - SIM (3700a_ds.pdf) 
ajustável, 60Hz 

(1) página 11 e 12 
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3.7 Roteador Tipo 2 

ATRIBUTO ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

(1) http://www.cisco.com/en!US/ 
partner/products/hw/routers/ 

(1) Capacidade: 12 Kpps ps221 /products_qanda_item 

1 - Router - Processamento (2) A ser montado em bandeja, - SIM 
09186a00800918d 1.shtml 

dentro dos racks 19" 
(2) Data sheet "Cisco 1751 
Modular Access Routet'' 
(C1751 ds.pdf) 

(1) SNMP (v1 ,2 e 3) 
Data sheet "Cisco 1751 Modular 

2 - Gerenciamento (2) Telnet e acesso local - SIM 
Access Routet'' (C1751_ds.pdf) 
(1) página 6 
(2) página 6 

( 1) 1 interface 
1 O Base T/1 OOBase-TX, 

Data sheet "Cisco 1751 Modular 

integrada ao chassis , RJ-45 
Access Routet'' (C1751_ds.pdf) 

3 - Interfaces 
(2) 2 interfaces WAN seriais, SIM ( 1) página 10 
com compressão e encriptação 

-
de dados 

(2) página 1 O 

(3) 2 interfaces FXS 
(3) página 11 

(4) 2 interfaces FXO 
(4) página 11 

( 1 ) Visualização visual das Data sheet "Cisco 1751 Modular 
portas Access Routet'' (C1751_ds.pdf) · 
(2) Atualização de software via 
rede (1) página 7 
(3) Recursos de OoS: (2) página 6 

;e__ 4.:..u e r~ 11 (""):J: 
• Commited access rale - SIM (3) páginas 8 e 17 

- ; ~ t • LLFO, WFQ o (/) (4) página 6 
("') • Bandwidth on demand .. (5) página 6 

z - = • RSVP (Jool o . c 
(6) página 14 

C1l o 8 ~ • WRED (7) páginas 6, 8, 9 e 15 

C• - • Policv based routing (8) página 6, 8 
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• FRF.12 
• cRTP 
(4) Roteamento entre VLANs 
(802.10) 
(5) Túneis VPN com IPSec, 
L2TP e l2F 
(6) Roteamento IP baseado nos 
protocolos RIP (J1 e v2) , OSPF, 
BGP 
(7) Criptografia 3DES 
(8) Autenticação via RADIUS, 
TACACS+ e PAP/CHAP 
(9) Suporte a VoiP e VoFR 
( 1 O) Funcionalidades de firewall 
• ACLs 
• AAA 
• criptografia 
• VPN tunnel server 
(11) Interfaces FXS e FXO 
(12) Alimentação bivolt 
autosense, na freq. de 60Hz 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

(9) página 17 
(10) páginas 5, 7 e 8 
( 11) páginas 11 e 12 
(12) página 18 

\ 
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4.1 . SERVIDORES INTEL 

4.1.1. SERVIDORES INTEL TIPO 1 

ATRIBUTO ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE (SIM/NÃO) PÁGINA DA DOCUMENTAÇÃO 

TÉCNICA 
1 - CPU e Performance Ofertado com 8 processadores 

e demais características Expansível até 16 
conforme edital processadores SIM httQ://www5.Qc.ibm.com/us/Qrod 

ucts.nsf/~wwwPartNumlookuQ/ 
86877RX 

2 - Barramento Ofertado conforme edital 
SIM httQ://www5.Qc.ibm.com/us/Qrod 

ucts.nsf/~wwwPartNumlookuQ/ 
86877RX 

3- Memória Cache L2- 512KB SIM httQ://www5.Qc.ibm.com/us/Qrod 
L3- 2MB ucts.nsf/~wwwPartNumlookuQ/ 

86877RX 

4- Memória RAM Ofertado com 8GB e demais 
características conforme edital 

Expansível até 32GB SIM httQ://www5.Qc.ibm.com/us/Qrod 
ucts.nsf/~wwwPartNumlookuQ/ 
86877RX 

5 - Controladora e Unidade de Ofertado controladora IBM 
Disco Rig ido - Interno ServeRaid 4Mx e 2 discos IBM httQ://www5.Qc.ibm.com/us/Qrod 

73.4GB SIM ucts/nsf/~wwwPartNumlookuQ/ 
06Q5736 

httQ://www5.Qc.ibm.com/us/Qrod 

A?--
ucts.nsf/~wwwPartNumlookuQ/ 

o , (") "{i 06P5756 

6- lnterfac ~ ~ VIDE O ':'' ~ ~- ertado conforme edital 
SIM z - 128 bits '-"" o httQ://www5.Qc.ibm.com/us/Qrod 

cn c:::> (") ucts.nsf/$wwwPartNumlookup/ 
c:-:: .r -
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86877RX 

7 - Unidade de Ofertado unidade de CD-ROM 
CD/DVD-ROM 24x 

SIM httQ://www5.Qc.ibm .com/us/Qrod 
ucts.nsf/~wwwPartNumlookuQ/ 
86877RX 

8 - Contro ladora de 1/0 (por Ofertada 2 IBM Total Storage 2 NIC NetXtreme 10/100/1000 
equipamento) FastT FC2-133 HBA e 1 NIC Ethernet Adapter httQ://www5.Qc.ibm.com/us/Qrod 

1 0/100/1000 Ethernet totalizando as 3 unidades ucts . nsf/~wwwPartNumlookuQ/ 
Onboard Adapter solicitadas pelo edital. SIM 24P0960 

httQ://www-
3.ibm.com/Qc/sUQQort/site .wss/d 
ocument.do?lndocid=MIGR-
50474 

9 - Ambiente Operacional Ofertado Windows Server 2003 
E.E, SQL 2000, Concorde HCL do Windows Server 2003 
SystemEdge e Sun StorEdge 
Enterprise Backup Software v7 httQ://www.microsoft. com/windo 
com as características ws/catalog/server/default.asQX 
requisitadas no edital SIM 

Conforme "ATRIBUTOS 
OFERTADOS" 

1 O - Fonte de Alimentação Servidor já contempla fontes 
httQ://www5.Qc.ibm.com/us/Qrod redundantes na capacidade total SIM 
ucts . nsf/~wwwPartNumlookuQ/ 
86877RX 
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4.1 .2. SERVIDORES INTEL TIPO 2 

ATRIBUTO ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE (SIM/NÃO) PÁGINA DA DOCUMENTAÇÃO 

TÉCNICA 
1 - CPU e Perfomance Ofertado com 4 processadores 

e demais características 
conforme edital 

SIM httQ://wvvw5.Qc.ibm.com/us/Qrod 
ucts.nsf/~wvvwPartNumlookuQ/ 
86869RX 

2 - Barramento Ofertado conforme edital 
SIM httQ://wvvw5.Qc.ibm.com/us/Qrod 

ucts .nsf/~wvvwPartNumlookuQ/ 
86869RX 

3- Memória Cache L2- 512KB SIM httQ://wvvw5.Qc.ibm.com/us/Qrod 
L3- 2MB ucts . nsf/~wvvwPartNumlookuQ/ 

86869RX 

4 - Memória RAM Ofertado com 4GB e demais 
características conforme edital 

Expansível até 16GB SIM httQ://wvvw5.Qc.ibm.com/us/Qrod 
ucts . nsf/~wvvwPartNumlookuQ/ 
86869RX 

5- Controladora e Unidade de Ofertado controladora IBM 
Disco Rígido - Interno ServeRaid 4Mx e 2 discos IBM SIM httQ://wvvw5.Qc.ibm.com/us/Qrod 

73.4GB ucts/nsf/~wvvwPartNumlookuQ/ 
06Q5736 

SIM 

httQ://www5.Qc.ibm.com/us/Qrod 
ucts.nsf/$wwwPartNumlookuQ/ 
06P5756 

~~ 

c 

6- Interface d ~ ~EO ~ ~1!: r~ do conforme edital 
(") ~ ~ 128 bits SIM httQ://www5.Qc.ibm.com/us/Qrod .. z - ~ ucts.nsf/$wvvwPartNumlookuQ/ 

o 

~ ~ (Jol 
86869RX 
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7 - Unidade de CD/DVD-ROM 

8 - Contro ladora de 1/0 (por 
equipamento) 

9 - Ambiente Operacional 

1 O- Fonte de Alimentação 

c:-.. ~-

~/~ 

o 
o 
o 

Ofertado unidade de CD-ROM 
24x 

Ofertada 2 IBM Total Storage 
FastT FC2-133 HBA e 3 NIC 
10/100/1000 Eth. Adapte r 

Ofertado Windows Server 2003 
E.E, Concorde SystemEdge e 
Sun StorEdge Enterprise 
Backup Software v7 com as 
características requisitadas no 
edital 

Servidor já contempla fontes 
redundantes 

SIM htt~ ://www5 . ~c.ibm .com/us/~rod 
ucts . nsf/~wwwPartNumlooku~/ 
86869RX 

httQ://www5.Qc.ibm.com/us/Qrod 
ucts . nsf/~wwwPartNumlookuQ/ 

NIC card 10/100 Eth. SIM 24P0960 
Adapter Onboard 

htto://www-
3. ibm .co m/Qc/su QQortlsite. wss/d 
ocument.do?lndocid=MIGR-
50474 

HCL do Windows Server 2003 

httQ:I/www.microsoft.com/windo 
ws/catalog/server/default.as~x 

SIM 

Conforme "ATRIBUTOS 
OFERTADOS" 

Fornecimento de uma fonte SIM 
adicional contemplando a httQ://www5.Qc.ibm.com/us/Qrod 
capacidade total solicitada no ucts.nsf/~wwwPartNumlookuQ/ 
edital 86869RX 



4.1.3 SERVIDORES INTEL TIPO 3 

ATRIBUT 
--

-~ o ATRIBUTOS OFERTADOS 

. CPU e Perfomanc 

1.1 Servidor com 

- t 1. 
- -

Ofertamos servidores IBM e 
eServer X Series 235 cada 

posto um com com 2 (dois) 
el, processadores lnt 

mínimo 2 (dois) pr 

por \ 
com no 

ocessadores 
INTEL XEON, com clock 
mínimo de 2,4 GH z· 

1 .2 O equipame nto deverá 
apresentar performance 
mínima de 30.000 tpm-C 

ance No caso de perform 
estimada, a mesma deverá ser 
ca lculada 

la: tpm-C co m base na fórmu 
estimado = tpm-C a uditado * (n° 
de 
CPU ofertadas I n° CPU 
auditada). 

o deverá ser 1.3 O equipament 
montado em RA 
do fabricante com 
40U de altura. 

CK próprio 
, no mínimo, 

processadores Intel Xeon 
2,4GHz MP sem formação 
de cluster. 

2. O servidor IBM eServer X 
Series 235 foi auditado no 
benchmark em 10/07/2003 
obtendo o resultado 
estimado em 37 .872 tpm-c 
com 2 processadores Intel 
Xeon 2,4GHz MP sem 
formação de cluster. 

Tpm-C estimado = tpmC 1 
processador * (2processadores I 
1 processador) 

Tpm-C estimado = 17559 * 
(211) 

Tpm-C estimado= 351 18 

3. Todos os servidores serão 
instalados em racks de 
fabricação da IBM 

I NetBA Y 42 Enterprise Rack 

1 4. 

Cabinet com altura de 42U . 

Cada servidor terá a 
I configuração abaixo 
I indicada . 

~· Barramento 
Barramento do sis 
mínimo, 533 MHz 

I 
- - 1---c-- -

:l Ddll dl P ' to do sistema de 
O ~ I 53s;§'l~ I ront Si de Bus 

e~ de, no ~ :s: c) .. - -
V! z ' -

c:_. 
C . 

o • c 
cn . (") ~ 
c.a (::p o ~ 

c:::P :;o <: 
·cn ~--::e-

C,'!';) ~ ~ ~ 
_. 00 o =c 

(I) ' ' 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE 

(SIM/NÃO) 

SIM 

SIM 

PAGINA DA DOCUMENTAÇAO 
TÉCNICA 

1 . htt(;! :l/www-
132.ibm.com/weba[:!(;!/wcslst 
ores/servleUProductDisQia:i? 
Qroductld=8599793&storeld 
=1 &langld=-
1 &catego!Yid=2543009&dua 
ICurrl d= 73&catalog ld=-840 

2. h!ill :/ /www. !Qc. org/!Qcc/resul 
ts/!Qcc result detail.asg?id= 
102081601 

3. htt(;!://www-
132.ibm.com/weba[:!(;!/wcslst 
ores/servleUProductDis(;!lay? 
lang=en US&catalogld=-
840&Qroductld=19324 73&1a 
nqld=-
1 &Qrmenbr= 1 &cntrfnbr= 1 &st 
oreld=1 &cnt!Y=840&[:!rrfnbr= 
1932473 

4. httQ:I/www-
132.ibm.com/webar;m/wcslst 
ores/servleUProductDis(;!lay? 
lang=en US&catalogld=-
840&(;!rnbr=59P4211 &langld 
--
1&Qrmenbr=1 &cntrfnbr=1 &!;! 
artNumber=59P4211 &storel 
d=1 &cnt!Y=840 

httQ://www-
132.ibm.com/webaQQ/wcs/store 
s/servleUProductDis(;!lay?(;!roduc 
tld=8599793&storeld= 1 &langld= 
-
1 &cateqo!Yid=254300@&dua1Cu 
rrld= 73&cataloqld:;:::840 

~ 
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3. Memória Cache 

512kB por processador. 

ória cache L2 por 512kB de mem 
processador I 
Processar MP 

ntel Xeon 

4. Memória RAM 1 1.5 GB de me mória RAM 
: PC21 00 266M Hz SDRAM 

Memória RAM 1 ,5GB (um : DIMMs 
gigabyte e meio) ECC SDRAM 1 

ou tecnologia superior, I 
instalada. 

5. Controladoras e Disco 
Rígido Interno 

Capacidade em disco de, no 
mínimo , 72 GB {líquidos) 
após 
implementado um arranjo em 
RAIO 1 por hardware 
utilizando 
discos com tempo médio de 
acesso menor ou igual a 6 
ms e 
velocidade de rotação mínima 
de 10.000 RPM. 
Controladora de discos 
padrão Ultra 3 SCSI ou 
superior, com 
funcionali dade que permita a 
troca de discos defeituosos 
sem 
interrupção no funcionamento 
do equipamento. 
Serão aceitas controladoras 
de disco instaladas na placa 
de 
sistema. 

1. 

I 2. 

I 

02 (dois) discos internos de 
73.4GB 1 0000 RPM 
Ultra160 SCSI Hot Swap 

01 (uma) Controladora 
ServeRA ID- 4MX Ultra160 
SCSI. 

- -

SIM http://www-
132.ibm.com/weba[l[l/wcs/store 
s/servlet/ProductDisplay?produc 
tld=8599793&storeld=1&1angld= 
-
1 &categoryld=2543009&dua1Cu 
rrld=73&catalogld=-840 

- - -Expansivel até 12GB. SIM htt12://www-
1 132.ibm.com/weba[1p/wcs/store 
i s/servlet/ProductDisplay?produc 

tld=8599793&storeld= 1 &langld= 
I : 

1 &categoryld=2543009&dua1Cu 
rrld=73&catalogld=-840 

Capacidade máx. 1314GB SIM http://www5.pc.ibm.com/us/prod 
ucts/nsf/~wwwPartNumlookup/ 
06p5736 

I htt[l://www5.[lc. ibm.com/us/prod 
ucts.nsf/~wwwPartNumlookup/ 
06P5756 

I 



6. Interface de VIDEO 

Padrão SV GA, PCI 32 Bits ou 
superior, com 8 Mbytes no 
mínimo. 

7. Unidade de CD/DVD­
ROM 

1 (uma) unidade interna , 
tecnologia IDE ou SCSI, com 
velocidade 
mínima de 24X CD-ROM ou 4X 
DVD-ROM . 

01 (uma) Controladora Gráfica 
SVGA ATI Rage XL 8MB 
SDRAM PCI 32 Bits 

01 (uma) unidade de CD-ROM 
24X e drive 3.5" 1.44MB 

\ diskette ( IDE backplane for 
. diskette and CD-ROM) 

-
8. Controladora de 1/0 

(por equipamento) 

Deverão ser disponibilizadas 2 
(duas) interfaces de rede 
padrão 
Ethernet PCI 10/100/1000 
Base-T em conformidade com 
os padrões IEEE 802 .3ab e 
802.3u, com possibilidade de 
gerenciamento SNMP.; 

01 (uma) interface on board 
1 0/100/1 000 Base-T em 
conformidade com os padrões 
IEEE 802.3ab e 802.3u, com 
possibilidade de gerenciamento 
SNMP 

I 01 (duas) placa 10/100/1000 
Base-T em conformidade com 

, os padrões IEEE 802.3ab e 
I 802.3u, com possibilidade de 

r e,enc;amento SNMP. 

/L__ 
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~ SIM http://www-
132.ibm.com/webapp/wcs/store 
s/servlet/Productoisplay?produc 
tld=8599793&storeld=1 &langld= 
-
1 &catego!Yid=2543009&dua1Cu 
rrld=73&catalogld=-840 

SIM http://www-
132.ibm.com/webapp/wcs/store 
s/servlet/Productoispla~?produc 
tld=8599793&storeld=1&1angld= 
-
1 &catego!Yid=2543009&dua1Cu 
rrld=73&cataloqld=-840 

SIM http://www-
132.ibm.com/webapp/wcs/store 
s/servlet!Productoisplay?produc 
tld=8599793&storeld= 1 &lang ld= 
-
1 &catego!Yid=2543009&dua1Cu 
rrld=73&catalogld=-840 

http ://www-
3.ibm.com/Qc/suQport!site.wss/d 
ocument.do?lndocid=MIGR-
50474 
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9. A mbiente operacional 

Os Servidores INTEL TIPO 1 
deverão ser fornecidos com o 
seguinte ambiente operacional 
para cada equipamento: 
- Microsoft Windows Server 
2003 Enterprise Edition , com 
número ilimitado de usuários 
simu ltâneos, instalado, 
licenciado e configurado para 
Rede Corporativa do Cliente; 
- 1 (uma) licença do agente 
.Concord SystemEdge. , 
- 1 (uma) licença de software 
agente de backup compatível 
com o software gerenciador de 
fitoteca que permita backup 
LAN FREE, devidamente 
instalado e configurado 
conforme orientação da equipe 
técnica do Cliente; 
Deverá ser fo rnecido, na 
modalidade de licenciamento 
por CPU, para uso perpétuo, o 
SGBD MICROSOFT SQL 
SERVER 2000 ENTERPRISE 
EDITION para 7 (sete) 
servidores INTEL TIPO 1. 

/L-- o 11 ("") 
o (/) -o 
(") :s:: 

~ z 
o 
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m 

~ o 
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i Ofertado Windows Server 2003 
E.E, Concorde SystemEdge e 
Sun StorEdge Enterprise 
Backup Software v7 com as 
características requisitadas no 
edital 

. 

SIM 

HCL do Windows Server 2003 

http://www.microsoft.com/windo 
ws/cataloq/server/default.aspx 

Conforme "Atributo Ofertados". 
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1 O . Fonte de Alimentação 

Instalada 
máxima 
Recurso 

na 
do 
de 

configuração 
equipamento; 
troca sem 

interrupção 
SWAPPABLE/HOT­
PLUGGABLE). 

(HOT-

As fontes de alimentação 
deverão ser redundantes por 
fontesinternas independentes, 
com alimentação redundante, 
de tal fo rma que, em caso de 
falha de uma das fontes por 
defeito ou por falta de 
alimentação elétrica em um dos 
2 (dois) circuitos, o 
equipamento continue a 
funcionar sem prejuízo das 
aplicações . 

o ,., 
o {/) 
() 

~ z 
o 

c:...N .::::> 
.-~ c::;, 

cn 
~ 

t.O ~ 
c:n 

ntes de 
hot-swap 660 
ou 550 

02 (duas) Fo 
Alimentação 
watts /220v 
watts at 11 O v 
220v front ac 

redundantes em 
cess. 

n ., 
s: 

("") 

o 
;o 
;o 
m 
o 
cn 

SIM http://www-
132.ibm.com/webapp/wcs/store 
s/servleUProductDisplay?produc 
tld-8599793&store ld-1 &langld 
-
1 &catego[Yid=2543009&dua1Cu 
rrld-73&catalogld--840 

\ 



4.2. SERVIDORES RISC 

4.2.1. SERVIDORES RISC TIPO 1 

ATRIBUTO - - r ~ 
ATRIBUTOS OFERTADOS 

-- -
Ofertamos 11 (onze) 1. CPU e Performance 

servidores Sun Fire 15K com 
processadores UltraSPARC 
111 Cu de 1.05 Ghz. 

2 O servidor Sun Fire 15K foi 
auditado no benchmark 
SPECjbb2000 em 
09/04/2002 obtendo o 
resultado 433.166 ops/s com 
72 processadores 
UltraSPARC 111 de 1.05 GHz. 
Baseado na formula descrita 
no item 2.1 do Anexo 1-B 
para atingir a performance 
de 260 .000 SPECjbb200 
estamos ofertando 44 
processadores UltraSPARC 
111 de 1.05 GHz, temos o 
seguinte : 

SPECjbb2000 estimado = 
33.166 * (44/72) 

SPECjbb2000 estimado = 
264.712,22 ops/s 

3. O resultado do 
SPECjbb2000 apresentado 
acima não envolve a 
formação de cluster 4é'_ 

---- --
1. 64 GB de memória 

o 11 ("") 
instalada; 

2. Expansibilidade a 576 GB; o (/) -u 
() :s: 

3. Memória com proteção Errar 
Correcting Code (ECC). 

- ·--

z 

c -.. ~~ 
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o c_ :;o 

:11 
:;o 

~ cn . . m 
7 o 

cn 
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ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE 

(SIM/NÃO) 

SIM 

SIM 

PAGINA DA DOCUMENTAÇAO 
TÉCNICA 

1. lhttp://www.sun.com/process 
ors/UitraSPARC-111/; 

2. www.spec.org/jbb2000/result 
s/res2002q2/jbb2000-
20020507-00129 .html 

3. www.spec.org/jbb2000/result 
s/res2002q2/jbb2000-
20020507-00129.html 

1. Conforme "A TRIBUTOS 
OFERTADOS" 

2. Spec da 15K; (sunsolve) 

3. http://www.sun.com/servers/ 
highend/sunfire15kldetails.x 
ml - seção High 
Performance- Pa~afo 
UltraSPARC 111 Cu~ 
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3. Suporte à Arquitetura 

4. Fonte de alimentação 

2. 

3 . 

I 

I 
5. Controladoras e Disco Rígido. r 1. 

hZ__. o 
o 
(') 

Ul 

I 

I 

n I 
-u I s 

o \ 

~ . w 
~ .' I ~ -

- -
metric Multiprocessing 

- - -
Seis fontes de alimentação 
de 4 KW com entradas 
duais, alimentam o servidor 
em sua capacidade máxima 
e permitem sem interrupção; 

O equipamento opera a 200-
240 VAC com freqüência 
entre 4 7-63 Hz. A 
alimentação entre 200-220 
V AC está de acordo com 
com o CCD de Brasília. No 
CCD de São Paulo, serão 
realizadas as adequações 
necessárias para 
compatibilizar as 
especificações dos 
equipamentos com o CCD; 

Servidor possui fontes 
redundantes independentes 
e circuitos de alimentação 
redundantes que podem ser 
alimentados por fontes de 
alimentação distintas. Falha 
em um dos circuitos não 
paralisa a operação do 
equipamento. 

Estamos ofertando 8 arrays 
Sun StorEdge 81 com 2 
discos ríg idos (total de 16 
discos) de 36.4GB, 10.000 
rpm, hot-swappables. Os 
arrays Sun StorEdge 81 
utilizam discos com tempo 
médio de acesso é de 5.6 
ms para leitura e 6 ms para 
escrita ; 

Estamos ofertando oito 
placas controladoras PCI 
dual Ultra 2 SCSI (80 MB/s) 

SIM 

SIM 

Cada placa controladora possui SIM 
duas interfaces Fast Ethernet 
10/100 Base-T e suporte a IEEE 
802.3u integradas. Logo, 
estamos ofertando 16 interfaces 
adicionalmente. 

--

Processors 

Datasheet F15K pg . 1 

1. 

2. 

3. 

1. 

2. 

Spec SF 15K; ou SF 15k 
System Overview pg 1-4, 
tabela 1-1 , pg 1-1 O seção 
1.5.3; pg 3-7 seção 3.3.6; 

SPEC SF 15K; 

SPEC SF 15K; ou SF 15K 
System Overview pg 1-1 O 
seção 1.5.3 ; pg 3-7 seção 
3.3.6; 

Datasheet 81 (rpm, hot-
swap e tamanho), Spec do 
S 1 + doc. sobre disco 
x5250A (595-5960) 

Datasheet da x2222a ou 
http ://INWW. sun .com/products 
/networking/dualfastethernetl 
specs.html 
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7. Unidade de CD!DVD-ROM e 
Backup 

~- O' ' 11 (") 

o (/) -c 
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Fast Ethernet. 

s ofertando 8 placas ~ 
e dual 

1. Estamo 
contrai 
Chann 

adoras duais Fibre 
el 2 GB, totalizando 

16 can ais; 

os ofertando 16 2. Estam 
placas 
GigaS 
10/100 
atende 
802.ab 
MIB's 
SNMP 

adaptadoras PCI Sun 
wift que operam a 
/1000 Base-T, 
m os padrões IEEE 
e 802.u e possuem 

para gerenciamento 

rfaces das 
doras Sun GigaSwift 
em o uso de 

3. As inte 
adapta 
permit 
cone c 
cabe a 
super 

tores RJ-45 e 
menta CAT 5 e 
ior, a saber, CAT 6. t 1. Cada- servidor Sun Fire 15K 

i possu i duas conjuntos de 
denominadas 

m Contrai Board" que 
I 

placas 
"Syste 
inclue m um subconjunto de 

I perifé ricos que formam a 
m Control Peripheral 
s." Cada Peripheral 

"Syste 
Board 
Board 
de fita 
de DV 
disco 

contém uma unidade 
DDS-4, uma unidade 
D-ROM e dois discos 

s de 18GB; 

2. Entre outras funções, a 
Syste m Control Board é um 

a que controla e 
ura todo o 

sistem 
config 
equip 
capa 
perife 
Cont 
servi 

amento da SF15K e é 
z de compartilhar os 
· ricos da System 
rol Peripheral Boards e 
r como um boot initiator 

SIM 1. Datasheet 6768A; 

2. Doe sunsolve 41 665 (fazer 
search para localizar MIB e 
802 .ab e 802 .u; 

I 3. Doe sunsolve 41665. 
' 

I ' 
I 
I 

I 
' 
i 

I 

• Cada servidor possui SIM 1. Sun Fire 12K/15K Systems 
Peripheral Boards Overview pg . 5-11 , figura 5-
redundantes. Logo estamos 6 ilustra a System Contrai e 
ofertando uma unidade de pg . 5-12 , terceiro bullet; 
DDS-4, uma unidade de 
DVD-ROM e dois discos 2. SMS 1.3 Administrator 
rígidos de 18 GB Guide pg. 2. 
adicionalmente aos 3. Sun Fire 12K/15K spec; requ isitos do edital. 

4. Sun Fire 12K/15K spec; • Unidades de fitas são 
padrão DDS-4; 5. Conforme " A TRIBUTOS 

OFERTADOS" 
• Unidades DVD-ROM operam 

a velocidade 1 OX. 

(in ici ~ 
j 1 

todos C.. 
ador de boot) para 

os domínios da Sun 
15K, compartilhando a 

-- ., de de DVD-ROM e (. ~- - ~~i~a m 
--------~~ n 
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8. Ambiente Operacional 

o 
o 
(") 

11 
(f) 

~ ~J 

(). 
DDS-4 (para boot por DVD­
ROM/CD-ROM ou fita) pela 
rede entre os domínios, sem 
interferir na atividade de 
qualquer outro domínio; 

3. As unidades de DVD-ROM 
operam a velocidade 1 OX; 

4. As unidades de fita são 
padrão DDS-4; 

5. Estamos ofertando um 
conjunto de 1 O (dez) fitas, 
por servidor (total 11 O fitas) , 
padrão DDS-4 e 3 conjuntos 
de 10 (dez) fitas de limpeza 
para unidades de fi ta DOS 

1. Cadanovo servidor inclui 
licença do sistema 
operacional SUN Solaris 9 
para o máximo de partições 
possíveis no equipamento, a 
saber, 18 (dezoito), sem 
custo adicional; 

1

2. Sistema operacional SUN 
Solaris de 64 bits com 
licença para número de 

I 

ilimitado de usuários 
simultâneos ; 

3. Estamos ofertando licenças 
do Veritas File System, 
software que implementa 
sistema de arquivos JFS; 

! 4. Comandos ufsdump e 
ufsrestore realizam o backup 
e restare de sistemas de 
arquivos completos em fitas 
locais ou remotas via rede; 

' ; 

5. Agente Concord 
SystemEdge ofertado; 

SIM 1. Conforme " A TRIBUTOS 
OFERTADOS" 

2. Conforme "A TRIBUTOS 
OFERTADOS" 

3. http://www.sun.com/storage/ 
software/storage_mgmt/files 
ystem/index.html 

4. Capítulo 47 do manual do 
administrador do Solaris 9 
(procurar por "You can run 
the ufsdump command from 
a single .. " e Capítulo 49 do 
manual do administrador do 
Solaris 9 (procurar por 
"device name (local or 
remate)". Estes manuais 
estão disponíveis no 
docs.sun.com. 

5. Conforme " A TRIBUTOS 
OFERTADOS" 

6. Arquivo Solaris Operating 
Systems.html (grifar a frase 
"designed for 
multiprocessing and 64-bit 
computing using 

~ z UltraSPARC ... ). 
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processadores UltraSPARC 
desenvolvidos pela SUN 
Microsystems; 

-
Estamos ofertando 6 cópias 
do compilador Sun ONE 
Studio 7 compiler collection 
para linguagem C e 
compativel com o padrão 
ANSI C. Os compiladores 
estão licenciados para um 
usuário sem restrição 
quanto ao número de 
processadores do 
equipamento. A licença do 
compilador vale para um 
número de usuários 
ilimitado. 

Estamos ofertando 11 
licenças do Sun Cluster3 .0 
Software para os 11 (onze) 
servidores Sun Fire 15K. 
Estas licenças permitem a 
criação de um ou mais nós 
de clusters no mesmo (e.g. : 
partições do mesmo 
servidor) servidor, o que 
possibilita a configuração 
requisitada dos 20 (vinte) 
clusters entre partições dos 
11 (onze) servidores. 
Adicionalmente, estamos 
ofertando licenças para 
agentes de cluster do SGBD 
Oracle OPS ou RACi para 
1 O nós do cluster. 

O Sun ONE Studio 7 compiler 
collection também inclui 

SIM 1. 

compiladores para as 
linguagens C++ e Fortran 95 

2. 

Comprovação 
compatibilidade ANSI C no 
datasheet do compiler e 
licenciamento ilimitado, 
conforme "A TRIBUTOS 
OFERTADOS" 

Datasheet Sun Cluster 

z 
m 
n 



5. UNIDADE DE BACKUP 

ATRIBUTO 

1.Descrição 

2. Capacidade da Bibliotec 

o 
o 
o 

-

-
a 

---· 
h os 

I 
I 

l 

I 

I 

~ 4. Compatibilidade 
-- -- -

5. Quantidade de SLOTS 

ATRIBUTOS OFERTADOS 

Estamos oferecendo dois 
sistemas automatizados de 
armazenamento Sun StorEdge 
L700 (OEM da StorageTek) 
utilizando drives L TO Ultrium 2, 
controle robótico de rotação, 
gabinete próprio e software de 
gerenciamento . 

o equipamento para o eco de 
I Brasília está configurado com 

396 slots para cartuchos L TO 
I Ultrium 2, o que dá uma 
' capacidade total de 
I aproximadamente 79,2 TB de 
1 armazenamento nativo . 

o equipamento para o eco de 
j São Paulo está configurado com 
! 228 slots para cartuchos L TO 

Ultrium 2, o que dá uma 
capacidade total de 
aproximadamente 45,6 TB de 
armazenamento nativo. 

Os cartuchos no padrão L TO 
Ultrium 2 possuem capacidade 
de armazenamento de 200 
Gbytes nativo conforme 
especificações do formato 
Ultrium Geração 2 elaborado 

! pelo consorcio IBM, Hewlett-
1 Packard e Certance 

Os drives-de leitura e gravação 
do padrão L TO Ultrium 2 

1 

possuem compatibilidade . 

I A quantidade de slots do 
equipamento para o eco de 

1 

Brasilia é de 396 slots. 

A quantidade de slots do 
l_ equipamento para o eco de 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PAGINA DA DOCUMENTAÇAO 
ADICIONALMENTE 

(SIM/NÃO) 
TÉCNICA 

SIM 1. htt~://www .sun .com/storage/t 
a~e/1700/details . html#sysma 

!! 

2. datasheet da StorEdge 
L700 

Capacidade adicional de SIM 1. Conforme "ATRIBUTOS 
armazenamento de OFERTADOS" 
aproximadamente 17,6 TB no 
equipamento para o eco de 
Brasília e aproximadamente 4,6 
TB no equipamento para o CCD 
de São Paulo 

SIM http://sunsolve.sun.com/handbo 
ok _pub/Systems/L 700/spec.html 

SIM Data sobre sobre tecnologia 
LT02 da StorageTek 

Oferecemos 88 slots a mais no SIM Conforme " A TRIBUTOS 
equipamento para o eco de OFERTADOS" 
Brasília e 23 slots a mais no eco de Brasília, multiplicajllOS . ..._ equipamento para o eco de 
SP. 60 TB por 1 024 para ,/ ::... 

-· 
trabalhar~os com va!&es"'é~~ · 

; .J/ '6_ ~ 



6. Quantidade de cartuchos 

7. THROUGHPUT por drive -

8. Número de drives 

9. Conectividade 

1 O. Recursos de hardware 

o 11 
o ~ o 

v.a z 
o 

Q") 

c.D 
cn 

t 

I Brasília é de 228 slots. 
I 

Oferecemos 620 cartuchos 
padrão L TO Ultrium 2 para o 
CCO de Brasília e 41 O 

_ i cartuchos para o CCO de SP. 

O drive padrão L TO Ultrium 2 
(ou geração 2) opera a um 
throughput nominal de 30 MB/s 
segundo , 

Oferecemos 20 drive L TO 
Ultrium 2 Fibre Channel para o 
equipamento para o eco de 
Brasília e 12 drives L TO Ultrium 
2 Fibre Channel para o 
equipamento para o CCD de 
São Paulo . 

Os drives L TO Ultrium 2 
oferecemos possuem 
interfaces Fibre Channel 

TAS bibliotecas Sun StorEdge 
L 700 possuem uma porta de 
acesso a cartuchos 
denominada CAP (cartdrige 
access port) que permite a 
substituição de cartuchos 
sem parada de operação do 
robot e/ou drives, ou seja, 
sem interromper o backup 
ou restare 

2. A Sun StorEdge L 700 
possui uma porta de 
comunicação RJ-45 que é 
utilizada pelo software de 
gerenciamento para realizar 
teste de diagnósticos 

Oferecemos 4 cartuchos a mais 
do total requisitado 

SIM 

SIM 

SIM 

SIM 

SIM 

gigabytes: 

Num. Slots = (60 x 1024 )/ 200 = 
307.8 = 308 slots 

Para o CCO de SP 

Num. Slots = (40 x 1024)/200 = 
204.8 = 205 slots 

Conforme " A TRIBUTOS 
OFERTADOS" 

http://sunsolve.sun.com/handbo 
ok_pub/Systems/L 700/spec.html 

Conforme " A TRIBUTOS 
OFERTADOS" 

http://sunsolve.sun.com/handbo 
ok_pub/Systems/L 700/spec.html 

1. L700 Operator's Guide pg 1-
10 

2. L700 Operator's Guide pg 1-
12 

- ----------~------------------------L------------------------~--------------------~~~ 



11 . Retirada de fitas 

12. Recursos necessáriÕs 

e de backup e 
erecido Sun 
Enterprise Backup 

O permite e 

1 
1. O softwar 

1 restore of 
StorEdge 
versão 7. 
controla 
cartucho 
através d 
accesso 
além da 
cartucho 
denomin 

a retirada de 
s da biblioteca 
as portas de 
a cartuchos (CAPs) 
cópia de dados 
a cartucho 
ada de tape cloning . 

a porta de acesso 
os é possível sacar 

1 
2. Através d 

a cartuch 
ou inseri 
por vez s 
operaçõ 
restore . 

r até 20 cartuchos 
em interrupção das 

es de backup e 

I 
3. Serão fo 

cartucho 
rnecidos rótulos de 
s compatíveis com 

I ::0::~; 
tecas oferecidas 

tecas Sun 
e L 700's possuem 
chamados Auto 

ara realização de 
recursos 
Clean p 
limpeza 
drives q 
limpeza 
freqüên 
utilizaçã 

automática de 
ue necessitem de 
em função da 

cia de sua 
o; 

s oferecendo 20 2. Estamo 
(cinte) c 
para o C 
(vinte) c 
para o C 

artuchos de limpeza 
CO de BSB e 20 
artuchos de limpeza 
CO de SP. 

f Estamos of erecendo duas 
a para eco de 

I 
cópias (um 
Brasília e o 
SP) do softw 

I Enterprise 

utra para o eco de 
are Sun StorEdge 

Backup Software 

I versão 7 p 
. função de 

ara desempenhar a 
gerenciador de 

1 fitoteca e d 
J licenç_a_§_f O 

e backup. As 
ntemplam todos os 

SIM 1. httQ://www.sun.com/storage/ 
software/data services/back 
UQ/details.html (procurar por 
"Support for cartridge access 
ports" e "tape cloning"); 

2. L 700 Operator's Guide pg 1-
10 

3. Conforme " A TRIBUTOS 
OFERTADOS" 

Oferecemos 8 (oito) cartuchos SIM 1. L700 Operator's Guide pg 1-
de limpeza adicionais. 13 na seção Auto Clean 

Feature; 

2. Conforme " A TRIBUTOS 
OFERTADOS" 

SIM Conforme " A TRIBUTOS 
OFERTADOS" 

..•. .. 
··.......-:.. .. .__ 
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14. Fonte de alimentação · 
interna 

o 
o 

1 .·Geral 
~ 

C") 

<.O 

rvidores Intel tipo 1, 2 e 3 e os 
rvidores RISC tipo 1 na 

se 
se 
m 
F 

odalidades de backup LAN 
REE para os servidores Intel 

ti po 1 e RISC tipo 1 e backup 
v· 
s 
a 

1a rede para os demais 
ervidores Intel ofertados em 
mbas localidades. 

stamos oferecendo também 1 O , E 
(d 
p 
e 
(o 
p 

ez) módulos de aplicação 
ara backup dos SGBD Oracle 
m servidores RISC tipo 1 e 8 
ito) módulos de aplicação 

ara backup do MS Exchange 

I ~ 
f1 

erver 2000 em oito servidores 
ntel tipo 1 

Estamos oferecendo ambas 
as Sun StorEdge L700's 
com fontes redundantes e 
em quantidade máxima com 
a segunda torre de drives 

2 As bibliotecas operam a 90-
254 VAC e entre 47 a 63 
Hertz adaptando-se assim a 
ambas localidades sem 
necessidade de adaptações 
ou ajustes elétricos . 

3 Com a torre adicional, as 
bibliotecas possuem 
alimentação redundante e 
podem ser alimentadas por 
circuitos distintos e manter a 
operação da biblioteca em 
caso de falta de alimentação 
elétrica em um dos circuitos. 

L 
! Estamos oferecendo dois 

servidores Sun Fire V480 para 
o CCO de Brasília e dois 
servidores Sun Fire V480 para o 
CCO de São Paulo configurados 
em cluster e que atuarão com 
servidores de backu_Q em ambas 

I 
I 

I 

I 

- -- ---
SIM I 

I 
: 

SIM 

- -
1. 

2. 

3. 

-- - -

http ://www.sun.c 
ape/1700/specs.h 

om/storage/t 
tml(procura 
ower); r por redundant p 

htt(;)://www.sun.c om/storaqe/t 
tml aQe/1700/sQecs.h 

L700 Operator G 
18 procure notas 
circuit breakers". 

uide pg 2-
do "two 

Conforme "A TRIBU TOS 
OFERTADOS" 
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I as localidades. Cada servidor 
está configurado para atender 
150 clientes de backup. Cada 
servidor possui 2 processadores 
UltraSPARC 111 de 1.05 Ghz, 4 
GB de memória, unidade de fita 
DAT, DVD-ROM, 4 (quatro) 
interfaces Fibre Channel, duas 
interfaces Gigabit Ethernet, 
arrays de storage, etc (vide 
proposta comercial) 

- _L _ ______ _ ___ _,__ ___________ ___.. ____ _ _______ .L._ __ _ 



6 AMBIENTE DE SEGURANÇA 

6.1 Servidor de Segurança Lógica Tipo 01 

ATRIBUTO ATRIBUTOS OFERTADOS 
ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 

ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

(1) Os servidores de segurança 
lógica ofertados são firewalls 
operando em configuração 
redundante (possível através de 
uma porta exclusiva para 
failover) . (1) Documento 535_ds.pdf, 
A solução será ofertada aos 
pares, ou seja, 1 par de 

página 2, item "Award-Winning 

firewalls em substituição a um 
Resiliency Provides Maximum 

1 - Descrição 
módulo (conforme Anexo 1-8), 

Business Uptime". 

totalizando 2 pares para São - SIM 

Paulo e 2 para Brasília. Esta 
Para quantitivos, favor referir-se 

configuração garante a alta 
á planilha de quantitativos. 

disponibilidade do sistema. (1 .1) Documento 535_ds.pdf, 

(1 .1) Os produtos permitem que 
página 3, terceiro bullet. 

se configure uma miríade muito 
grande de regras de segurança, 
baseadas em pacotes entrantes 
e saintes. 
Além de Controle de Acesso, o (2) Documento 535_ds.pdf, 

k__ produto deve prover as página 5, item "Command levei 

seguintes funcionalidades e authorization" e página 4, item 

~ - CaracterfSticas e características: "Site-to-site VPN". 

Funcionalidades 

I (2) Autenticação; 

r 

(3) Documento 535_ds.pdf, 

&., 11 ~ ~ tfanto para autenticação do página 4, item NAT/PAT -
(") ~ , :!::: !gerenciamento dos firewalls Support e documento 

i'én z -
( .. ::-1 o . ç .... ·· 
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ATRIBUTO ATRIBUTOS OFERTADOS 
ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 

ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

(com 16 níveis de usuários), e pix_qa.pdf, item "What is 
também para autenticação de Network Address Translation 
usuários remotos. (NAT)". 

(4) Documento 535_ds.pdf, 
(3) Network Address Translation página 3, item "Stateful 
(NAT 1-1 e NAT 1-n); inspection Firewall", e página 4, 

item "lntegration with leading 
(4) Segurança de Conteúdo third-party solutions". 
(antivírus, checagem de URL 
e Java!ActiveX); (5) Documento idsdp_rg.pdf, 

páginas 5 e 8. 
(5) Auditoria pode ser feita 
através da análise dos logs de (6) Documento 535_ds.pdf, 
tentativas de ataques, assim página 2, item "Award-Winning 
como através da interação do Resiliency Provides Maximum 
firewall com o sistema de Business Uptime". 
detecção de intrusão (através 
do comando "ip audit"); (7) Documento 535_ds.pdf, 

página 2, item "lntegrated 
(6) Garantia de disponibilidade. lntrusion Protection Guards 
No caso de falhas, uma Against Popular Internet 
segunda máquina (ou módulo) Threats". 
deve assumir o controle de 
forma não perceptível aos (8) Documento 535_ds.pdf, 
usuários (stateful firewall página 3, item "Stateful firewall 
failover); lnspection". 

(7) Gerar alertas em tempo (9) Documento 535_ds.pdf, 
real por meio de e-mail página 4, item "lntrusion 
quando se tentar violar a Protection". 
política de segurança; 

(10) Documento 535_ds.pdf, 

o 11 0"2 (8) Proteção baseada no página 1 , item "Market-Leading 
-

~ t algoritmo de segurança Voice-over-IP Security Services o (/l 
(") adaptável (ASA- Adaptive Protect Next-Generation . . 

z - = 
Secure Algorithm), ou Converged Networks". , o i . .._, 
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ATRIBUTO ATRIBUTOS OFERTADOS 

compatível, que oferece um 
firewall orientado à conexão 
com classificação; 

(9) Prevenção contra ataques 
de negação de serviço; 

(1 O) Suporte a aplicações 
multimídia; 

(11) Suporte à gerência de 
Listas de Acesso em 
Roteadores. Essa 
funcionalidade é possível 
através do software de 
gerenciamento de segurança­
VMS, objeto de fornecimento 
desta proposta; 

(12) Configuração e gerência 
centralizada em cada um dos 
sites; 

(13) Capacidade de 
gerenciamento remoto. 

(14) O suporte a serviços 
deve ser estendido a todo e 
qualquer serviço que funcione 
sobre protocolo IP, com a 
possibilidade de customização. 

(15) A interface deve permitir a 
visualização da política de 
segurança definida, com a 
opção de ocultar e visualizar 
grupos de regras desejados, e 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

(12) Documento 535_ds.pdf, 
página 2, item "Robust Remote­
Management Solutions Lower 
Total Cost of Ownership". 

(13) Documento 535_ds.pdf, 
página 2, item "Robust Remote­
Management Solutions Lower 
Total Cost of Ownership". 

(14) Documentos 535_ds.pdf, 
página 3, item "Stateful 
inspection Firewall". 

(15) Documento mcpix_ds.pdf, 
página 3, item "Granular 
Administrativa Privileges for 
Customer/Device Groups" 

(16) Documentos 535_ds.pdf, 
página 5, item "SNMP and 
Syslog". 

(17, 17.1 e 17.2) Documentos 
535_ds.pdf, página 3, item 
"Stateful inspection Firewall", e 
página 4, item "lntegration with 
leading third-party solutions". 

(18) Documento 535_ds.pdf, 
página 4, item "lntrusion 
protection". 

(19) Documento 535_ds.pdf, 
página 3, item "Stateful 



ATRIBUTO ATRIBUTOS OFERTADOS 

o diagrama da rede protegida. 

(16) Capacidade de gerar 
relatórios gerenciais, com 
informações sobre estatísticas 
de tráfego, regras mais 
utilizadas, entre outras 
informações. As informações 
serão disponibilizadas através 
dos logs do firewall. 

(17) A solução tem que 
suportar a integração com 
outros produtos 
complementares, tais como: 

(17.2) Sistemas de inspeção 
de conteúdo (http, FTP, 
SMTP) de terceiros; 

(17.2) Suporte ao protocolo 
H.323. 

(18) O produto deverá integrar-
se perfeitamente com o Sistema 
para Detecção de Intrusão 
oferecido. 

(19) O produto tem que 
suportar autenticação de 
usuário, autenticação de 

O;:J o -n sessão e autenticação de - ~ ~ o ~ cliente, bem como interagir n . . 
z - = com os seguintes sistemas de 

o . c autenticação: c..,..a C> (") ~ 
I cn o ~ ~ (19.1) RADIUS; 

I 

lO uu :::0 '- I m ' 
cn (..7:> o ~ I 

!__, ~ (/)~ ! 
L~ { ' 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE (SIM/NÃO) 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

lnspection Firewall". Página 4, 
itens "Site-to-site VPN" e "AAA 
Support". 

(19.1 e 19.2) Documento 
535_ds.pdf, página 4, item "AAA 
Support". 

(20) O sistema de 
gerenciamento será fornecido 
conforme solicitado. 

-
/ ~· ~ 
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ATRIBUTO 

3 -Características de 
Desempenho 

4- Configuração Física do 
Equipamento 

~ 

• () 

ATRIBUTOS OFERTADOS 

(19.2) TACACS. 

(20) O sistema de 
gerenciamento do ambiente de 
Firewall deverá ser 
disponibilizado pela 
CONTRATADA em hardware à 
parte, sendo 01 (um) sistema 
para o CCD de Brasília-DF e 01 
(um) sistema para o eco de 
São Paulo-SP, podendo estar 
integrado em um mesmo 
framework de gerenciamento 
dos SERVIDORES PARA 
DETECÇÃO DE INTRUSÃO, 
SWITCH TIPO 06 e 
ROTEADOR 
TIPO 01. 

A configuração do produto 
deverá apresentar as 
seguintes características 
mínimas de desempenho: 

(21) Capacidade de tratar no 
mínimo 400.000 conexões 
simu~âneas; 

(22) Possuir capacidade de 
processamento superior a 
1.5Gbps, em texto claro. 

Os firewalls propostos possuem 
no 6 (seis) interfaces 
100BaseTX, e 2 (duas) 
interfaces 1 OOOBaseSX. 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

-

~ ~ o " -o (f) -
(") .. 

z - ~ 

C ...... ~ 
v . ~ 

cn cg ç 
<.D ~ ~ cn ~ ~ . 
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CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

(21 e 22) Documento 
535_ds.pdf, página 6, item 
"Performance Summary" 

Vide planilha de quantitativos 
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ATRIBUTO ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

Todo o ambiente de firewalls 
será acompanhado de 
documentação de instalação e 
configuração. 
Os firewalls possuem 

5- Características Adicionais alimentação elétrica de acordo - SIM Documento 535_ds.pdf, página 
com a localidade onde serão 7, item "Power". 
instalados os equipamentos, 
conforme subitem 2.5., 
freqüência de 60 (sessenta) 
Hertz. 
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6.2 Servidor de Segurança Lógica Tipo 02 

ATRIBUTO ATRIBUTOS OFERTADOS 
ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 

ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

Os servidores de segurança 
lógica ofertados são firewalls 
operando em configuração 
redundante (possível através de 

Documento pix2_ds.pdf, página 
uma porta exclusiva para 
failover) . A solução será 

1 (coluna 2) e página 2, sub-

1 - Descrição ofertada aos pares, ou seja, 2 - SIM 
título "Award-Winning Resiliency 

firewalls para São Paulo e 2 
Providas Maximum Business 

para Brasília. Os produtos 
Uptime". 

permitem que se configure uma 
miríade muito grande de regras 
de segurança, baseadas em 
pacotes entrantes e saintes. 
(1) Autenticação; (1) Documento pix2_ds.pdf, 
Tanto para autenticação do página 5, item "Command levei 
gerenciamento dos firewalls authorization" e página 4, item 
(com 16 níveis de usuários), e "Site-to-site VPN". 
também para autenticação de 
usuários remotos. (2) Documentos pix2_ds.pdf e 

pix_qa.pdf, ambos na página 4. 
(2) Network Address Translation 

2 - Características e (NAT 1-1 e NAT 1-n) ; SIM 
(3) Documento pix2_ds.pdf, 

Funcionalidades 
- página 3, item "Stateful 

(3) Segurança de Conteúdo inspection Firewall", e página 4, 
(antivírus, checagem de URL e item "lntegration with leading 
Java/ ActiveX) ; third-party solutions". 

o 11 o ~ (4) Auditoria pode ser feita (4) Documento idsdp_rg.pdf, o -
~ (j n ~ 

através da análise dos logs de páginas 5 e 8 . . . 
z - = tentativas de ataques, assim o 

~ ~ o como através da interação do 
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ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

firewall com o sistema de 
detecção de intrusão (através 
do comando "ip audit"); 

(5) Gerenciamento Corporativo, 
permitindo que vários 
equipamentos sejam 
gerenciados a partir de uma 
única console. Essa 
funcionalidade é possível 
através do software de 
gerenciamento de segurança-
VMS, objeto de fornecimento 
desta proposta; 

(6) Garantia de disponibilidade. 
No caso de falhas , uma 
segunda máquina (ou módulo) 
deve assumir o controle de 
forma não perceptível aos 
usuários (stateful firewall 
failover); 

(7) Gerar alertas em tempo real 
por meio de e-mail quando 
se tentar violar a política de 
segurança; 

(8) Proteção baseada no 
algoritmo de segurança 
adaptável (ASA- Adaptive 
Secure Algorithm) , ou 
compatível, que oferece um 
firewall orientado à conexão 
com classificação; 

(9) Prevenção contra ataques 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

(5) Documento pix2_ds.pdf, 
página 3. 

(6) Documento pix2_ds.pdf, 
página 2, sub-título "Award-
Winning Resiliency Provides 
Maximum Business Uptime". 

(7) Documento pix2_ds.pdf, 
página 2, item "lntegrated 
lntrusion Protection Guards 
Against Popular Internet 
Threats". 

(8) Documento pix2_ds.pdf, 
página 3, item "Stateful firewall 
lnspection". 

(9) Documento ~~ 
,/ / .-· ···"•-. ..... ·- '\ . 
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de negação de serviço; 
página 4, item "lntrusion 

( 1 O) Suporte a aplicações Protection". 

multimídia; 
(10) Documento pix2_ds.pdf, 
página 1. (11) Suporte à gerência de 

Listas de Acesso em 
Roteadores. Essa 
funcionalidade é possível 
através do software de 
gerenciamento de segurança-
VMS, objeto de fornecimento 
desta proposta; 

(12) Configuração e gerência 
(12) Documento pix2_ds.pdf, centralizada em cada um dos 
página 2 e 3, item "Robust sites; 
Remote-Management Solutions 

(13) Capacidade de Lower Total Cost of Ownership". 

gerenciamento remoto. 
(13) Documento pix2_ds.pdf, 
página 2 e 3, item "Robust (14) O suporte a serviços deve 
Remote-Management Solutions ser estendido a todo e 
Lower Total Cost of Ownership". qualquer serviço que funcione 

sobre protocolo IP, com a 
(14) Documento pix2_ds.pdf, possibilidade de customização. 
página 3, item "Stateful 

(15) A interface deve permitir a inspection Firewall". 

visualização da política de 
(15) Documento mcpix_ds.pdf, segurança definida, com a 
página 3, item "Granular 

opção de ocultar e visualizar 
Administrativa Privileges for grupos de regras desejados, e 
Customer/Device Groups" o "T1 ;;ç o diagrama da rede protegida. 

o -
U1 

(') 
:s:: ~ (16) Capacidade de gerar z : ~ · o ;,1: relatórios gerenciais, com 

~ ' informações sobre estatísticas 

( - - I I '--" o s ' 
,./ ' 

cn O ::::o t I 

I :.=--·-·~ .. ._,_ ""-I ' "1' \ ~~ 
(.C <!C':> ~ , 

f .) i : . ~o ~ I r ~~ ~ ~cn i , . ~ I (f) ' 

\ . · cn \1' .. ,--; " 



ATRIBUTO 

o 11 (") ~b 
o - -o ~~ ~ (f) 
() 3: t> o . - = z I> --- (J.I o . c 

CJ") lo (") ~ 
o <: i -... o ~ 2: I cn <!-0 m ' I 

c-.. t'--' o ~ I .r ~ cn~ c 7 
- ~IX:' 

ATRIBUTOS OFERTADOS ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE (SIM/NÃO) 

de tráfego, regras mais 
utilizadas, entre outras 
Informações. As informações 
serão disponibilizadas através 
dos logs do firewall. 

( 17) A solução suporta a 
integração com outros 
produtos complementares, tais 
como: 

(17.1} Sistemas de inspeção 
de conteúdo (HTIP, FTP, 
SMTP) de terceiros; 

(17.2} Suporte ao protocolo 
H.323. 

(18) O produto integra-se 
perfeitamente com o Sistema 
para Detecção de Intrusão 
oferecido. 

(19) O produto tem que 
suportar autenticação de 
usuário, autenticação de 
sessão e autenticação de 
cliente, bem como interagir 
com os seguintes sistemas de 
autenticação: 

(19.1} RADIUS; 

(19.2} TACACS. 

(19.3) ADMINISTRAÇÃO 
CENTRAL 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

(16) Documentos pix2_ds.pdf, 
página 5, item "SNMP and 
Syslog". 

(17, 17.1 e 17.2) Documentos 
pix2_ds.pdf, página 3, item 
"Stateful inspection Firewall", e 
página 4, item "lntegration with 
leading third-party solutions". 

(18} Documento pix2_ds.pdf, 
página 4, item "lntrusion 
protection". 

(19} Documento pix2_ds.pdf, 
página 3, item "Stateful 
lnspection Firewall". Página 4, 
itens "Site-to-site VPN" e '"'AAA 
Support". 

(19.1 e 19.2} Documento 
pix2_ds.pdf, página 4, item 
"AAA Support". 

·.··-- ----
~ ·""' · ~ 
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3 - Características de 
Desempenho 
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(20) O produto deve suportar 
VPN padrão IPSEC, com as 
seguintes 
características: 

(20.1) Algoritmos de criptografia 
(DES, 3DES) ; 

(20.2) Capacidade superior a 
1000 conexões simultâneas; 

(20.3) Capacidade de 
processamento em 3DES 
superior a 50Mbps; 

(20.4) Suporte a certificados 
digitais X.509v3. 

(21) O sistema de 
gerenciamento do ambiente de 
Firewalls será disponibilizado 
pela CONTRATADA no 
mesmo hardware gerenciador 
dos SERVIDORES DE 
SEGURANÇA LÓGICA TIPO 
01 , sendo 01 (um) sistema 
para o CCD de Brasília-DF e 
01 (um) sistema para o eco de 
São Paulo-SP. 

A configuração do produto 
apresenta as seguintes 
características mínimas de 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

SIM 

PÁGINA DA 
DOCUMENTAÇÃO TÉCNICA 

(19.3) Documento pix2_ds.pdf, 
página 3. 

(20 e 20.1) Documento 
pix2_ds.pdf, página 4, item 
"Site-to-site VPN". 

(20.2 e 20.3) Documento 
pix2_ds.pdf, página 6 , item 
"Performance Summary". 

(20.4) Documento pix2_ds.pdf, 
página 4, item "X.509 certificate 
and CRL support" . 

(21) O sistema de 
gerenciamento será fornecido 
conforme solicitado. 

Documento pix2_ds.pdf, página 
6, item "Performance Summary". 
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desempenho: 
o Capacidade de tratar no 
mínimo 280.000 conexões 
simultâneas; 
o Possui capacidade de 
processamento superior a 
330Mbps, em texto claro. 

Os equipamentos fornecidos 
possuem 8 (oito) interfaces 
10/100BaseTX, e 02 (duas) 
interface 1 OOOBaseSX. 

Todo o ambiente de firewalls 
deverá ser acompanhado de 
documentação de instalação e 
configuração. 
Deverá possuir alimentação 
elétrica de acordo com a 
localidade onde serão 
instalados os equipamentos, 
conforme subitem 2.5., 
freqüência de 60 (sessenta) 
Hertz. 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA 
ADICIONALMENTE (SIM/NÃO) DOCUMENTAÇÃO TÉCNICA 

- SIM Vide planilha de itens fornecidos 

Documento pix2_ds.pdf, página 
- SIM e, item "Power''. 



6.3 Servidor para Detecção de Intrusão 
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A solução ofertada é composta 
por 2 módulos que farão a 
coleta do tráfego nos switches 
tipo 1 (um módulo em cada 

1 - Descrição switch) , conforme especificado - SIM 
Vide planilha de quantitativos do 

no Ariexo 1-B deste edital. A switch tipo 1 e IDS's. 
detecção de intrusão será feita 
por dois módulos externos, um 
para cada localidade, conforme 
Anexo 1-B deste edital. 
O ambiente de lOS deve ser 
composto por dois elementos 
complementares: 

(1) Sensor: (1) Documento idsdp_rg.pdf, página 
8, item "Differing Cisco IDS 

( 1 .1) Responsável por Produtcs", sub-item "Cisco IDS-
monitorar a rede a que está 4210, 4235, 4250". 
conectado, analisando tanto o 

2- Características e 
cabeçalho (header) como a (1 .1) Documento vpids_qa.pdf, 

Funcionalidades 
área de dados (payload) de - SIM página 6, item "0 . Can the sensor 
cada pacote que trafega pela detect attacks if the traffic is 

rede citada, de modo a encrypted, for example Psecurity 

verificar se os referidos (IPsec) ar Secure Sockets Layer 

o 11 n::;q pacotes constituem tráfego (SSL)". - -o ~ o (/) 

s: _: autorizado. Para pacotes que o . . z _ , 
estão encriptados, o IDS deve 

A(!_ / ~ 
o • ~ ' ser posicionado antes da 

o 8 ~ - encriptação ser feita, de modo 
cn 
o~ <= 

a poder analisar os pacotes 
(J:) ;..;:; ' I não encriptados. 

cn Q.,..> o <;_ I -· ~-I 
, ........ ·· .. -

: ~(/) :;' \ / .···. ;;;;;-.... , ... r·' · -
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(1 .2) O sensor deve ser 
capaz de monitorar o tráfego 
de redes TCP/IP, observando 
no mínimo uma interface de 
rede com 500 Mbps em tráfego 
fui I. 

(1.3) O sensor deve oferecer 
uma interface de controle 
1 OBaseT/1 OOBaseTX (em 
caso de equipamento externo 
ao 
SWITCH TIPO 1); 

(1.4) O sensor deve funcionar 
de forma transparente, ou seja, 
não deve causar impacto no 
desempenho do switch, 
monitorando o tráfego no painel 
traseiro de comutação do 
switch (em caso de utilização 
de módulos para o SWITCH 
TIPO 1); 

(1 .5) O sensor deve possuir 
a capacidade de monitorar 
diversas VLANs 
simultaneamente, utilizando o 
recurso de captura VLAN ACL 
ou a funcionalidade SPAN. 

(2) Software de controle: 

(2.1) Software baseado em 
sistema operacional HP-UX, 
Solaris, AIX, Windows 2000 ou 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

PÁGINA DA DOCUMENTAÇÃO 
TÉCNICA 

(1.2) Documento ids4f_ds.pdf, 
página 2, primeiro parágrafo. 

(1.3) Documento ids4f_ds.pdf, 
página 3, item "Product 
specifications", sub-item "Standard 
command and control interface". 

(1.4) Estamos ofertando 
equipamento externo ao switch. 

(1.5) Documento ids4f_ds.pdf, 
página 1 . quinto bullet, e documento 
vpids_qa.pdf, página 3, item "How 
does lhe lOS sensor work". 

(2.1) Para o Sistema Operacional, 
vide planilha de quantitativos. Vide 
também documento ch01 .pdf, página 
5,1inha 2. 
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LINUX, capaz de monitorar de 
forma centralizada a atividade 
de múltiplos sensores, estejam 
estes localizados em (2.1 .1) Documento "Cisco lntrusion 
segmentos de rede locais ou Detection System Ease of 
remotos. Management- Cisco Systems.htm", 

item "Simple Configuration", terceiro 
(2.1.1) Deve ser possível bullet. 
configurar remotamente os 
sensores utilizando-se o (2.1.2) Documento "Cisco lntrusion 
software de controle. Detection System Ease of 

Management- Cisco Systems.htm", 
(2.1.2) Em caso de falha de item "Easy Alarm Processing". 
um dos sensores utilizados, 
um alarme deve ser enviado (2.1.3) Documento cwvpn_ov.pdf, 
para o software de controle. página 4, item "Network-Based lOS 

Management, sexto bullet". 
(2.1.3) O software de controle 
deve registrar em uma base (2.1.4) Documento ch02.pdf, página 
de dados às configurações 8, Step 10. 
de cada um dos sensores 
que lhe são subordinados. 

(2.1.4) O software de controle 
deve permitir integração com (2.2) Documento idsdp_rg.pdf, 
base de dados Oracle versão página 4, item "Monitoring the 
8.i ou superior, ou SOL Network". 
Server versão 2000 ou 

o , (")~ superior. 
o !f> ~ t o (2.2) O sistema deve analisar . . z - -
~ o ' c cada um dos pacotes que 

lcn \o 0 ~ trafegam pela rede a que está 

c.D o o ~ I 
conectado e também a relação 

e.w :;o 

\ 

de tais pacotes com os 
cn I -J ~ ~ adjacentes a ele no fluxo de 

q dados da rede. Imediatamente .. ~· ···'"-f T /" •" " ' - / r ' .. J-··-•·.,.._,_ ".., 
r··- - l 
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após a identificação de uma 
eventual violação da política 
de segurança o sensor deve 
enviar um alarme para o 
software de controle. 

(3) O bloqueio de uma 
tentativa de invasão não 
deve afetar os demais 
usuários. 

(4) O sistema deve permitir a 
detecção das seguintes 
classes de ataques: 

(4.1) Ataques com nomes 
específicos: tais como PHF e 
Smurf; 

(4.2) Ataques genéricos: 
(ataques nomeados com 
múltiplas variações) tais como 
Pacotes IP fragmentados e 
Teardrop; 

(4.3) Ataques que utilizam 
recursos de detecção Whisker 
anti-lOS; 

(4.4) Ataques com assinaturas 
complexas: tais como 
Simplex-Mode TCP hijacking e 
E-mail Spam; 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

PÁGINA DA DOCUMENTAÇÃO 
TÉCNICA 

(3) As medidas de bloqueio podem 
ser aplicadas através de "ip audit 
parameters", vide documento 
idsdp_rg.pdf, página 4, ttem 1. 

(4.1) Documento intro.pdf, página 8, 
sexto bullet. 

(4.2) A lista de assinaturas é 
encontrada no documento 
idssl_ds.pdf. 

(4.3) Documento "Cisco IDS Sensor 
Software Version 4_0- Cisco 
Systems.htm", item "Multiple 
Detection Methods". 

(4.4) A lista de assinaturas é 
encontrada no documento 
idssl_ds.pdf . 

.Á1 c..N ° ~ ~ (4.5) Ataques a servidores 
, t:.__ cn ·~ §5 ~ Web, a servidores de E-mail, (4.5) A lista de assinaturas é 
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exploits., acesso não idssl_ds.pdf. 
autorizado, a servidores de 
banco de dados, a servidores 
de aplicação e serviço (NT, 
Solaris, HP-UX, AIX, Linux), 
a servidores DNS e Probin 
Attacks. 

(5) Documento lrlot_ds.pdf, página 1, 
(5) O sistema deve ainda item "Signature lnstruction Language 
permitir a criação de regras for Verifying Exploits and 
personalizadas de identificação Reconnaissance (SILVER)". 
de invasões para que possa 
ser adaptado à estrutura 
particular disponível na 
CONTRATANTE. À medida 
que novos ataques forem 
sendo descobertos deve ser 
possível criar .assinaturas. 
associadas aos mesmos de 
modo a prevenir tentativas de 
reincidência. (6) Documento ids4f_ds.pdf, página 

6, item "E-mail Alerts". 
(6) O software de controle deve 
ser capaz de enviar alarmes via 
e-mail para notificar a violação 
de uma dada regra de 
segurança. (7) Item atendido através dos logs. 

(7) O sistema deve registrar 
informações tais como origem, 
destino, horário e tipo dos (8) Documento swchap5.pdf,l página 

('")~ ~ I 
ataques ocorridos. 5, Step 3 (através de https). 

~ ~ 
"T1 -

~ (j ~ (8) O sistema deve 
z - = I possibilitar a atualização 

c.,.. o 

~ ê ~ ~ automática das (9) Documento lrlot_ds.pdf, página 2, 
CJ") 

; 
.assinaturas. através de item "Secure Administration>~ .. ·-- - ···., - ' . 
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download seguro via Web. 

(9) O Sistema deve possuir (10) Documento ch07.pdf, página 5, 
suporte a SSH para Step 11. 
comunicação e configuração 
segura. 

(1 O) O sistema deve realizar 
a verificação do TCP Three 
Way Handshake. 

Além disso, o sistema deve: 

( 11) Oferecer respostas em (11) Documento idsdp_pdf, página 1, 
tempo real para os ataques via terceiro bullet e página 4, item 
rede , com possibilidade de "Monitoring the Network", quarto 
término da sessão e bullet. 
reconfiguração de regras de 
acesso em firewall , que seja 
possível configurar; 

(11 .1) Suportar captura de log (11 .1) Documento vpids_qa.pdf, 
de sessão no formato padrão página 6, item "ls it possible to 

2- Características e TCP Dump; record and replay the IP session of 
Funcionalidades (continuação) the source IP address that triggered 

(11 .2) Bloquear tentativas de an lOS alarm". 
invasão, que seja possível 
configurar; (11 .2) Documento 

ccmigration_ 09186a0080 15e3ab .pdf, 
(11 .3) Permitir verificação de capítulo 3, página 3-26, item 

o 11 ("')~ decodificação de protocolos, "Configuring Block Devices", primeiro 

o (/l ~5 scripts CGI, DNS, acesso parágrafo. 
e,.. remoto via BIND, daemons; 

- z - = (11.3) A lista de assinaturas é - cn o . c 

o ~~ (11.4) Permitir customização encontrada no documento 
c..o de respostas a intrusões, idssl_ds.pdf. 

--:::> i; f , . ·-: cn mascaramento de tráfego, 
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criação de conexões e (11 .4) Documento lrlot_ds.pdf, 
modificação de ações de página 2, item "Shunning with the 
resposta; Cisco PIX Firewall and Cisco 

Catalyst Switches". 
(11.5) Possuir ferramentas de 
configuração com interface (11.5) Documento vpids_qa.pdf, 
gráfica, controlando múltiplos página 9, Table 1, linhas 2 e 3. 
sistemas de detecção; 

(11.6) Registrar as sessões de (11 .6) Possível via análise de logs. 
ataques, com possibilidade 
de playback.; 

(11 .7) Utilizar base de dados (11 .7) Documento 
em tempo real para ajuda a ccmigration_09186a008015e3ab.pdf, 
resposta a incidentes ocorridos; capítulo 6, página 6-31 , quinto e 

sexto bullets. 
(11.8) Gerar sumários de 
relatórios das atividades (11 .8) Documento lrlot_ds.pdf, 
registradas; página 2, item "Aiarm 

Summarization". 
(11.9) Utilizar recurso de e-
mail e traps SNMP para (11.9) Documento ids4f_ds.pdf, 
envio de informações a página 6, item "E-mail Alerts". 
consoles com plataforma de 
gerenciamento; 

(11 .10) A lista de assinaturas é 
( 11 .1 O) Detectar eventos em encontrada no documento 
ambientes computacionais idssl_ds.pdf. 
com os sistemas operacionais 

o "T1 

~~ I 
Windows NT 4.0 (Server e 

o - Workstation) e Unix (AIX, (f) 
() I Solaris, Linux, HP-UX) ; .. 

z - = I 
c.,.l 

o 

~ ~ 
I (11.11) Documento 

I ~ ! ( 11.11) Fornecer suporte ao ccmigration_ 09186a0080 15e3ab .pdf, 
cn o ~ I gerenciamento de riscos capítulo 6, página 6-1 . 

c..o ~ ::O c.: I através de relatórios técnicos <!' ... r'~. :~ .. '" .__ .... , 
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e gerenciais pré-definidos, 
com detalhamento das 
informações coletadas; 

( 11 .12) Permitir a criação de 
relatórios técnicos e 
gerenciais personalizados, em 
formas textuais e gráficas; 

(11 .13) Possuir documentação 
detalhada para possibilitar a 
configuração; 

( 11.14) Ser robusto para 
suportar qualquer tipo de 
ataque contra si próprio; 

(11.15) Permitir instalação 
sem necessidade de 
alteração na infra-estrutura 
de rede e sem causar 
degradação do seu 
desempenho; 

( 11.16) Permitir configuração 
remota, a partir da console 
de gerenciamento. 

(12) O ambiente de 
gerenciamento dos Servidores 
lOS deverá ser disponibilizado 
pela CONTRATADA em 
hardware exclusivo, à parte, 
podendo estar integrado em 
um mesmo framework de 
gerenciamento dos 
SERVIDORES DE 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM/NÃO) 

SIM 

PÁGINA DA DOCUMENTAÇÃO 
TÉCNICA 

( 11.12) Documento 
ccmigration_09186a008015e3ab.pdf, 
capítulo 6, página 6-1. 

(11 .13) Será fornecida a 
documentação pertinente após 
assinatura do contrato. 

( 11.14) Documento "Cisco lOS 
Sensor Software Version 4_0 - Cisco 
Systems.htm", item "Multiple 
Detection Methods". 

(11.15) Os equipamentos ofertados 
serão instalados respeitando o 
projeto lógico, de modo a garantir a 
transparência e desempenho de 
todo o sistema. 

(11.16) Documento ids4f_ds.pdf, 
página 5, item "SSH for remete 
adm inistration" 

(12) A Nec do Brasil está ofertando o 
ambiente de gerenciamento 
conforme solicitado; para maiores 
detalhes vide planilha de 
quantitativos. 



ATRIBUTO ATRIBUTOS OFERTADOS 
ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PÁGINA DA J?OCUMENT AÇÃO 

ADICIONALMENTE (SIM/NÃO) TECNICA 

SEGURANÇA LOGICA, 
SWITCH TIPO 5 e ROTEADOR 
TIPO 1; 

(13) Todo o ambiente de 
deverá ser acompanhado de (13) O ambiente será fornecido com 
documentação de instalação e a devida documentação. 
configuração; 

(14)0 produto deverá 
integrar-se, de forma ( 14) To dos os itens referente a 
transparente, com o ambiente segurança são de mesmo fabricante, 
de gerência dos e serão gerenciados pela mesma 
SERVIDORES DE ferramenta de gerência (VMS) . Vide 
SEGURANÇA LÓGICA, sendo planilha de quantitativos. 
capaz de reconfigurar 
automaticamente as regras 
desses equipamentos. 
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7- RACK PARA EQUIPAMENTOS 

ATRIBUTO ATRIBUTOS OFERTADOS 

1 - Estrutu ra Física Rack de 19" para acomodar 
servidores Intel e equipamentos 
de conectividade. 
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ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
ADICIONALMENTE (SIM/NÃO) 

SIM 

PAGINADA 
DOCUMENTAÇÃO TÉCNICA 

htt!;! ://www5.!;!c .ibm.com/us/!;!rod 
ucts .nsf/~wwwPartNumlookug/ 
930842s 
htt!;! ://www-
132.ibm.com/weba!;!!;!/wcs/stores 
/servleUProductDis!;!lax:?lang=en 

US&catalogld=-
840&!;!rnbr=32P1 031 &langld=-
1 &!;!rmenbr=1 &cntrfnbr=1 &!;!artN 
umber=32P1 031 &storeld=1 &cnt 
ry=840 
http://www-
132.ibm.com/weba!;!p/wcs/stores 
/servleUProductDisplax:?lang=en 

US&catalogld=-
840&!;!rnbr=09N4291 &lang ld=-
1 &!;!rmenbr=1 &cntrfnbr=1 &!;!artN 
umber=09N4291 &storeld=1 &cnt 
ry=840 
htt!;! ://www-
132.ibm.com/webapp/wcs/stores 
/servleUProductDisplax:?lang=en 

US&catalog ld=-
840&!;!rnbr=94G7447&1angld=-
1 &!;!rmenbr=1 &cntrfnbr=1 &partN 
umber-94G7 44 7 &storeld= 1 &cnt 
ry=840 
htt!;! ://www-
132.ibm.com/weba!;!!;!/wcs/stores 
/servleUProductDis!;!lay?lang=en 

US&catalogld=-
840&!;!rnbr=94G6670&1angld=-
1 &!;!rmenbr=1 &cntrfnbr=1 &gartN 
umber=94G6670&storeld=1 &cnt 
ry=840 

··""· 
~· 

/ 
., 

z m m 
) 

/ 



2 - Estrutura Funcional httQ://www5.Qc.ibm.com/us/Qrod 
Ofertado conforme edital ucts.nsf/~wwwPartNumlookuQ/ 

SIM 3716866 
httQ:I/www-
132. ibm .com/weba[m/wcs/stores 
/servlet!ProductD is~lay_?lang=en 

U S&catalog ld=-
840&Qrnbr=94G7448&1angld=-
1 &!:)rmenbr=1 &cntrfnbr=1 &!:)artN 
umber=94G7 448&storeld= 1 &cnt 
ry=840 

3 - Gerais Ofertado conforme edital 
SIM Conforme "Atributos Ofertados" 
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Comprovação das 
Especificações Exigidas no 

Edital 050/2003 

2. Aspectos gerais 

Comprovação das Especificações 
Exigidas no Edital 050/2003 

2. Aspectos gerais 
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TPC. Transaction Processing 
Performance Council 

Tne :n'(· d~tines transaction proccssing a11d datahasr: benchmal'ks and delivei'S t1·w;tcd res11lts lo thc írldtL~tl"?!· 

0Home 

1±1 Results 

B Benchmarks 
TPC-C 
- Results 
- Description 
- FAQ 
TPC-H 
TPC-R 
TPC-W 
Obsolete 
- TPC-A 
- TPC-B 
- TPC-D 

0 Technical Articles 

0 Related Links 

0What's New 

1±1 About the TPC 

1±1 Who We Are 

0 Member Login 

TPC-C Result Highlights 

----· ----- ----E - -::ê'f~ IBM eServer xSeries 440 cjs Sp 

Benchmark Stats 
Result ID: 103040401 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 04/04/03 

System Information 
Total System Cost 781,556 us $ 

TPC-C Throughput 119,115 

Price/Performance 6.56 us $ 

Availability Date 10/04/03 

Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operating System Microsoft Windows Server 2003 Datacenter Edition 

Transaction Monitor Microsoft COM+ 

Server lnformation 
CPU: Intel Xeon MP 2.0 GHz 

# of CPUs: 8 

Cluster: N 

Client Information 
# of clients: 4 

CPU: Intel Xeon DP 2.4GHz 

CPUs per client: 8 

• Executive Summary (148 KB) 

• Full Disclosure Report (2513 KB) 

CPMI - COR RE IOS 

FI; ~ oQ 1 Ü 7 

3 6 g 6 
Doe: ------

;,.., top 

H o me Results Benchmarks Tecl1nical Articles Related Links What's New 

About the TPC Who We Are Privacy Pol icy About Pricing 

© 2001 - 2002 TPC. Ali rights reserved. 

~ 
http:/ /www. tpc .org/tpcc/results/tpcc_result_detai I.asp?id= 103040401 23/07/2003 
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Transaction Processing Perfonnance Council 

TPC Transaction Processing 
Performance Council 

Página 1 de 1 

11lc TI'C dc,tincs t1'aJ7$GCtion processing and datahase bt?nchmarks and delit•crs tnL"tcd results t.J the índ1L~t1y. 

1!1 Home 

1±1 Results 

El Benchmarks 
TPC-C 
- Results 
- Description 
- FAQ 
TPC-H 
TPC-R 
TPC-W 
Obsolete 
- TPC-A 
- TPC-B 
- TPC-D 

0 Technical Articles 

0 Related Links 

1!1 What's New 

1±1 About the TPC 

I±IWho We Are 

0 Member Login 

TPC-C Result Highlights 

--------- ·-- --E - -::§;~ IBM eServer xSeries 360/2.0GHz/4p 

Benchmark Stats 
Result ID: 103022802 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 02/28/03 

System lnformation 
Total System Cost 226,504 us $ 

TPC-C Throughput 52,587 

Price/ Performance 4.31 us $ 

Availability Date 04/30/03 

Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operating System Microsoft Windows Server 2003 Enterprise Server 

Transaction Monitor Microsoft COM+ 

Server Information 
CPU: Intel Xeon MP 2.0 GHz 

# of CPUs: 4 

Cluster: N 

Client Information 
# of clients: 2 

CPU: Intel Xeon DP 2.4GHz 

CPUs per client: 1 

• Executive Summary (216 KB) 

• Fui I Disclosure Report ( 1433 KB) CPMI CORREIOS 

o1r 8 
Fls . N° V 

- ----

3696 

"" top 
~ 

Results Benchmarks Technica/ Art icles Related Links What's New r 1 J1 
About the TPC Who We Are Privacy Policy About Pricing ~ 

© 2001 - 2002 TPC. Ali rights reserved. · 

( ; ~8 

H o me 

\_.! 1j :_. 

http://www.tpc.org/tpcc/results/tpcc_result_detail.asp?id=l03022802 23/07/2003 
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l±l Resul ts 

El Bench m ar ks 
TPC -C 
- Resu l t s 
- Descri ption 
- FAQ 
TPC-H 
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Obsolete 
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TPC-C Result Highlights 
--------- ~- --- -------- --_. __ ----- IBM eServer xSeries 235/2.4GHz/1P ---·-

Benchmark Stats 
Result ID: 102081601 

Resu l t Status: In Review 

TPC-C Rev: 5.0 

Report Date : 08/16/02 

System Information 
Total Sy stem Cost 52, 526 us $ 

TPC-C Through put 17, 559 

Pri ce/ Performa nce 2.99 us $ 

Ava ilabi l ity Date 08/ 16/0 2 

Data base Manager Microsoft SQL Server 2000 Standard Ed. SP3 

Operating System Microsoft Windows 2000 Server SP2 

Tr ansaction Monitor Microsoft COM + 

Server Information 
CPU: Intel Xeon 2.4 GHz 

# of CPUs: 1 

Cluster: N 

Client Information 
# of clients : 1 

CPU : Intel Pentium III 1.4GHz 

CPUs per client: 1 

• Executi ve Summary (208 KB) 

• Ful l Disclosu re Report (1291 KB) 

http :1 lwww. tpc_org/tpcc/results/tpcc _result_ detail.asp?id= 102081601 

Página 1 de 2 
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xSeries 440, 86877RX I 86877RX 

---------- -------------- -----=~=~ = ··~~ 

Select a country 

{· Servers 

lntel-based servers 

Rack-optimized 

Universal 

Appliance 

Storage 
Accessories & 
upgrades 

Services 

Support 

Certification 

Education and training 

News and awards 

Library 

HW/SW compatibility 

United States 

Home I Products & services 

xSeries 440 

$40,299.00 IBM List Price 

Mode/Name: 86877RX 

Part Number: 86877RX 

Q Accessori~s & Upgrades 

Technical Details 

Are h itectu re 
Form factor: 
Orientations allowed: 
Bus type/architecture: 
Slots x bays total (free) : 
Expansion bus type: 

Multimedia 
Media device type: 

Media speed: 

Media interface type: 
Media data transfer rate: 
Media average access time: 
Media transport type: 
Recordable: 
Removable: 
Audio features : 

Multimedia features: 

Expansion Options 
Slots total (free) and type: 

3.5" bays 
- accessible (free) and height: 
- not accessible (free) and height: 
5.25" bays 
- accessible (free) and height: 
- not accessible (free) and height: 
Plug and play support : 

Para/lei ports (type): 
Serial ports (type): 
Expansion ports : 

Graphics Subsystems 
Graphics Chip Set Model & Mfr.: 

Graphics Data Width : 

Graphics Type : 
Default Memory Address : 
Video RAM Std (MB): 
Video RAM Max (MB): 
Vide o RAM Type : 
Graphics Bus Interface: 
Resolution Max (Video RAM Std ), NI : 
Resolution Max (Video RAM Max), NI : 
Colors Max (Video RAM Std ) : 
Colors Max (Video RAM Max): 
Graphics features: 

Hard Disk 

Página 1 de 3 

.,~ ·.- - --:-----. 
Support & downloads 1 My account 1 Call 1-S&S: S.H.Ç>I -..., .. 

.// .. .,.. ·, 

Rack 
Horizontal 

6(6) X 4(2) 
PCI 

CD-ROM 

24X Max 

EIDE 
2SOOKBps 
110ms 
Front tray loading 
No 
Yes 

1111 

i 
/ 

i' ~3coG 
\ f ..... 

2(2) 64 Bit Active PCI-X 100 MHz Hot Swap, 2 
(2) 64 Bit Active PCI-X 133 MHz Hot Swap, 2(2 
64 Bit Active PCI-X 66 MHz Hot Swap 
1(0) SL, 2(2) SL 

1(0) SL 

Yes 

1 (RS485), 3 (USB) 
Keyboard, Mouse, RJ-45 

53 Savage4 L T 

128-bit 

8MB 
8MB 
SDRAM 
PCI 
1024x768 
1600x1200 
16777216 
65536 
DDC-2B compliant 

CPMI COR RE IOS 

Fls. NQ1 10 

3695 
Doe: - - - - ---

~ 
.. .-X\ o 

http:/ /www5. pc .i bm.cornlus/products .nsf/$www PartN umLookup/ _86877RX 23/07/20~3 ' 
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xSeries 440, 86877RX I 86877RX 

Hard Disk 1: 
Number of installed hard disks: 
Hard disk size1 : 

Hard disk controller: 

Hard disk type: 
Total possible device types: 
Max internai hard disk capacity: 
Average seek time : 
Average latency : 
RAID leveis su pported : 
Hot swappable drive bays: 
Cache size : 
Number of platters : 
Platter RPM : 
Burst transfer rate: 
Sustained data trans rate (low; high): 
Additional storage features: 
Optional hard disk available: 

Memory 
Memory (RAM) std/max: 

RAM speed : 
Optional RAM configuration: 
RAM type: 
RAM slots total (available) : 

Networking 
111 Network interface: 

Network speed: 
Network features: 

Power Management 
111 Power supply : 

Power supply type: 
Power supply additional: 

Heat emissions : 
Sound emissions: 
Cooling system: 
UPS : 
Power management features4: 

System Management 
111 Adapter : 

Software: 

Features : 

Processo r 
Processar (CPU)2: 

Processo r internai clock speed2: 
Front Side Bus: 
Processar manufacturer: 
Math co-processar : 
L1 internai CPU cache: 
L2 internai CPU cache : 
L2 externai CPU cache std : 
L2 externai CPU cache type : 
Upgradable processar: 
Processar upgrade options: 
Processar upgrade method : 
BIOS type: 
Number of processors std/max: 
SMP capable (multi pie processors): 
Multi-processar bus (slots/ speed) : 
L3 cache: 

Security 

Página 2 de 3 

-"·~ 
Adaptec 7899 Integrated Dual Channe[ -t:Út.;al6 . •, , 
se~ 1 

Open bay f , ~ 3 O(? $ 

\ ', ~ !46.8GB 

2 

2GB I 32768MB 

133MHz 
512 :1024 DIMMs 
PC133 SDRAM 
16 DIMM (12 DIMM) 

Gigabit Ethernet- Integrated 

10Mbps, lOOMbps, lOOOMbps 

\ ··­
~, ... .. 

...... 

RJ-45 connector (for 10Base-T/100Base-TX), 
lOBase-T/lOOBase-TX port 

1050Watts 

110-220 volt Hot Swap Redundant 2 Std. 

361W 
62dB 
4 fans 
Yes 

Remate Supervisor Adapter 

Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 
Ethernet and Fast Ethernet Compatible 
Networks; Network Speed of lOOMbps/lOMbps 
PCI Interface Bus; RJll Connectors; RJ45 
Connectors; RS 232 Connectors; RS 485 
Connectors; RS-232 Connectors; 32-bit 
Data/ Address Width 

Intel Xeon MP 

2.00GHz 
400MHz 
Intel 

512KB 

Add processar option 
Flash 
4/8 
Yes 

2MB 

CPMI - CORR EI OS 

Fls. N° O 111 
3696 

Doe: 
--~~~~ 

http: / /www5. pc. i bm .com/us/products.nsf/$www PartN umLookup/ _86 877RX 23/07/2003 



xSeries 440, 86877RX I 86877RX 

AssetCare features: 

IIIISecurity features : 

VPD support: 

Software 
Tested operating systems : 

11 Operating system provided: 

Communication/networking applications : 
Device drivers/utilities: 
Multimedia applications: 
Productivity applications : 
Other applications provided: 

Standard Features 
11 Pointing device type : 

Standard diskette size : 
Keyboard type standard: 
I20 Compliant : 
Product approvals/certifications4 : 

Warranty 
Limited Warranty period and type: 

Weight & Dimentions 
Weight: 

Travei weight : 
Height: 
Height with stand: 
Width : 
Width with stand : 
Depth : 
Operating Temperature (C) (low; high) : 
Relative Humidity (%) (low; high) : 

Other 
Recommendation: 

~ Important Legal Information 

Abou t IBM 1 Privacy I Legal I Contact 

IBM Director 
Remate I/O 
ServerGuide 
Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 

Página 3 de 3 

Microsoft Windows NT 4.0 Enterprise Edition, 
Microsoft Windows 2000 Advanced Server, 
Microsoft Windows 2000 Server, Novel! Netwar 
6.0, Red Hat Linux Advanced Server 2.1, SuSE 
8.0, VMware ESX Server v1.5 

3.5" 1.44MB 

VCCI Class A (Japan); TUV-GS; UL-1950; CE 
MARK; CISPR-22 Class A; CSA C22.2 No. 950; 
FCC Class A - Part 15; ICES-003 Class A 
(Canada); IEC-60950 Certificate/Report; IEC-
950; NOM 019; BSMI (Taiwan); C-Tick Mark 
(AS/NZS 3548 Class A) 

One year parts and labor IBM On-Site Repair 
(IOR) 

110lbs 

7in 

19in 

27 .5in 
10; 35 
8; 80 

CPMI - CORREIOS 

Fls. No_Ü_1_· 1_2_ 
3 6 g s· 

Doe: -------

http://www5.pc.ibm.com/us/products.nsf/$wwwPartNumLookup/_86877RX 23/07/2003 
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---------- -------------- -- ---
==-=":'= ~· 

United States 

I r-____ ......._--- - - ---~---.. 

--- .~fi3CO ~ 
Home I Products & services I Support & downloads 1 My account Call 1-868-SH.~I t 

Select a country 

Servers 

lntel-based servers 

Rack-optimized 

Universal 

Appliance 

Storage 

Accessories & 
upgrades 

Services 

Support 

Certification 

Education and training 

News and awards 

Library 

HW/SW compatibility 

xSeries 360 

$15,679.00 IBM List Price 

ModeiName: 86869RX 

Part Number: 86869RX 

Q Accessori~s & Upgrades 

Technical Details 

Architecture 
Form factor: 
Orientations allowed: 
Bus type/architecture: 
Slots x bays total (free): 
Expansion bus type: 

Multimedia 
Media device type: 

Media speed: 

Media interface type: 
Media data transfer rate: 
Media average access time: 
Media transport type: 
Recordable: 
Removable: 
Audio features: 

Multimedia features: 

Expansion Options 
Slots total (free) and type: 

3.5" bays 
- accessible (free) and height: 
- not accessible (free) and height: 
5.25" bays 
- accessible (free) and height: 
- not accessible (free) and height: 
Plug and play support: 

Parallel ports (type): 
Serial ports (type): 
Expansion ports: 

Graphics Subsystems 
Graphics Chip Set Model & Mfr.: 

Graphics Data Width: 

Graphics Type: 
Default Memory Address: 
Video RAM Std (MB): 
Video RAM Max (MB): 
Video RAM Type: 
Graphics Bus Interface: 
Resolution Max (Video RAM Std), NI: 
Resolution Max (Video RAM Max), NI: 
Colors Max (Video RAM Std): 
Colors Max (Video RAM Max): 
Graphics features: 

Hard Disk 
Hard Disk 1: 

Rack 
Horizontal 
PC! 
6(6) X 5(3) 

CD-ROM 

24X Max 

EIDE 
2500KBps 
llOms 
Front tray loading 
No 
Yes 

1111 

2(2) 64 Bit PCI-X 100MHz up to 133MHz, 4(4) 
64-Bit PCI-X 66MHz 
3(3) SL, 1(0) SL 

1(0) SL 

1 (RS485), 3 (USB) 
Video, Keyboard, Mouse, RJ.Ri~~~~~~-r-l\'1-:-i 

53 Savage4 L T 

128-bit 

8MB 
8MB 
SDRAM 
PCI 
1024x768 
1600x1200 
167772 16 
65536 
DDC-2B compliant 

CPMI - CORR EIOS 

Fls . N° Ü 1_ 13 
3 6 9 6 

Doe: -------

http://www5.pc.ibm.com/us/products.nsf/$wwwPartNumLookup/_86869RX 23/07/2003 



' xSeries 360, 86869RX I 86869RX 

Number of installed hard disks: 
Hard disk size1 : 

Hard disk controller: 
Hard disk type: 
Total possible device types: 
Max internai hard disk capacity: 
Average seek time: 
Average latency: 
RAID leveis supported: 
Hot swappable drive bays: 
Cache size: 
Number of platters: 
Platter RPM: 
Burst transfer rate: 
Sustained data trans rate (low; high): 
Additional storage features: 
Optional hard disk available: 

Memory 
Memory (RAM) std/max: 

RAM speed: 
Optional RAM configuration : 
RAM type: 
RAM slots total (available): 

Networking 
111 Network interface: 

Network speed: 
Network features: 

Power Management 
111 Power supply: 

Power supply type : 

Power supply additional: 

Heat emissions: 
Sound emissions: 
Cooling system: 
UPS: 
Power management features4: 

System Management 
111 Adapter: 

Software: 

Features: 

Processo r 
Processar (CPU)2: 

Processar internai clock speed2: 
Front Side Bus: 
Processor manufacturer: 
Math co-processor: 
L1 internai CPU cache: 
L2 internai CPU cache: 
L2 externai CPU cache std: 
L2 externai CPU cache type: 
Upgradable processor : 
Processor upgrade options : 

Integrated Ultra160 SCSI 
Open bay 

220.2GB 

3 

2GB I 16GB 

lOOMHz 

PC1600 DDR SDRAM 
8 DIMM (4 DIMM) 

Ethernet-Integrated 

lOOMbps, lOMbps 

370Watts 

110-220 volt Hot Swap Redundant Auto Restar 
2 Std. 

361W 
63dB 
6 fans 

Remate Supervisor Adapter 

Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 
32-bit Data/Address Width; Ethernet and Fast 
Ethernet Compatible Networks; Network Speec 
of lOOMbps/lOMbps; PCI Interface Bus; RJll 
Connectors; RJ45 Connectors; RS 232 
Connectors; RS 485 Connectors; RS-232 
Connectors 

Intel Xeon MP 

2.00GHz 
400MHz 
Intel 

512KB 

Processo r upgrade method: Add processor option Doe: 36 96 
BIOS type: Flash BIOS ------
Number of processors std / max: 2/4 --- - ··---

;~~;~~~~~~~~~p;~l~;~/~~:~~)): ::: Dwectoc Sy,te~'gemeot Fe,toce' ~ 
http://www5. pc.ibm.corn!us/products. nsf/$wwwPartN umLooku;;~:6869RX 23/07 ~~~t 4 
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. xSeries 360, 86869RX I 86869RX 

t e 

IIIISecurity features: 

VPD support : 

Software 
Tested operating systems: 

11 Operating system provided: 

Communication/networking a pplications: 
Device drivers/utilities: 
Multimedia applications: 
Productivity applications : 
Other applications provided: 

Standard Features 
11 Pointing device type: 

Standard diskette size: 
Keyboard type standard: 
120 Compliant: 
Product approvals/certifications4: 

Warranty 
Limited Warranty period and type: 

Weight & Dimentions 
Weight: 

Travei weight: 
Height: 
Height with stand: 
Width : 
Width with stand: 
Depth : 
Operating Temperature (C) (low; high) : 
Relative Humidity (%) (low; high): 

Other 
Recommendation: 

~ Important Legal Information 

About IBM I Privacy 1 legal I Contact 

Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 

Página 3 de 3 

Caldera Open UNIX 8.0.0, Caldera Openlinux 
Server 3.1.1, Microsoft Windows NT 4 .0 Server 
Microsoft Windows 2000 Advanced Server, 
Microsoft Windows 2000 Server, Novel! Netwar 
6.0, Novel! NetWare 5.1, Open Server 5.0.6a, 
Red Hat Linux 7.3, SuSE 7.2, VMware ESX 
Server vl.S 

3.5" 1.44/1.2/0.72MB 

NOM 019; TUV-GS; UL-1950; BSMI (Taiwan); 
C-Tick Mark (AS/NZS 3548 Class A); CE Mark 
(EN55022 Class A, EN60950, and EN50082-1); 
CISPR-22 Class A; CSA C22.2 No. 950; FCC 
Class A- Part 15; ICES-003 Class A (Canada); 
IEC-60950 Certificate/Report; IEC-950; Japan 
VCCI, Class A 

Three year parts and labor Onsite 

701bs 

5.25in 

17 .4in 

27.6in 
10; 35 
8; 80 

Fls . N° _____ _ 
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Qoc ç _,r~-~, 
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Select a country 

+- Servers 

Intel processor-based 
servers 

Rack-optimized 

Universal 

Blade servers 

Storage 

Systems Management 

Accessories&upgrades 

Services 

Support 

Certification 

Education and training 

News and awards 

Literature 

HW/SW Compatibility 

Solutions 

Shopping help 

Warranty info 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small Business 

Medium Business 

Home I Products & services I Support & downloads 

Servers > Intel processor-based > Systems management > 

I·BM Direc·tor 4.1 

L 
My account 

lntelligent systems management, rock~solid reliability 

Overview 

IBM Director v4.1 is the newest release of the industry leading client/server 
workgroup manager. IBM Director's tools provide customers with flexible 
capabilities to realize maximum system availability and lower IT costs. With IBM 
Director, IT administrators can view and track the hardware configuration of 
remote systems in detail and monitor the usage and performance of criticai 
components, such as processors, disks, and memory. 

In addition to making available a new version of IBM Director, enhanced 
extensions to IBM Director will also be available for IBM customers who want 
advanced capabilities. IBM Director Server Plus Pack consists of five additional 
tools for advanced server managements to help optimize performance and 
maximize availability. These tools are tightly integrated with IBM Director for 
consistent management from a single console. 

r!;~ Iake_at.oJJ.LQtlS..M .... P..ire_çtouLJ 
Requires Flash player 

Features ata glance 

• Self-managing, smart tools -- automated, proactive capabilities that reduce IT 
costs and maximize uptime. 

• Support for non-IBM hardware -- lnnovative use of industry standards from 
CIM to SNMP enables heterogeneous hardware management, protecting your 
existing IT investment. 

• Seamless lntegration -- IBM Director protects your investments in other 
management packages by integrating with and complementing these with 
more extensiva hardware manageability. 

• Single-click management GUI -- a convenient user interface delivers the ability 
to drag and drop tasks to specific systems or groups ot systems. 

• lntegrated, centralized SOL database -- an internai database makes system­
related data available, even when the specitic system is not directly available. 

• Multi pie operating system support -- IBM Director smoothly handles a variety 
of popular operating systems 

Pu rei 

-t Cun 
use• 
Dire 

Additi 
docurr 

~lnst 
Con 

~Sys 
Gui( 

-t Dire 

-t SN~ 

O ire 

What's new CPMI - COR REIOS 
IBM Director 4.1 will provide significantly richer and broader systems 
management capabilities for superior hardware management. Key 
enhancements in IBM Director 4.1 include: 

Fls. N° 0116 
-----

• ~~~~~~~~;~~b~~~~~~~~~~w~;~;f~t~~~~~t~~:t~~~~;~~d~~~~!~!~ o the 3 6 9 6 
systems on your network, saving travei and labor costs . Doe: 

• Command Line Interface support for many IBM Director managemen ------
• An easy, single point of deployment and management of new blade servers 

• Configuration wizards that streamline implementat1on and reduce complexity, . 
saving valuable IT time and resources ~ 

• Linux support for IBM Director's console and management server, facilitating _ 
the use of IBM Director in pure Linux environments 

• A new tool called Update Assistant that makes the management and ~ 
distribution of system updates a breeze ' 

• IBM Director Server Plws Pack, new and enhanced extensions to IBM Director \ 
for advanced server management to help optimize performance and maxim1ze -

( 6 ::1\/::>ibhilihl :ê 
http://www-l.ibm.com/servers/eserver/xseries/systems_management/director_ 4.html 23/07/2 03 
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IBM Director Agent 

The client-side component of IBM 
Director is included at no additional 
charge with the purchase of an IBM 
system and can be used for added 
flexibility and ubiquitous remote 
management. 
~ IBM Director Agent 

About IBM I Privacy I Legal I Contact 

Upward integratíon 

IBM Dírector's upward íntegration wíll 
complement your existing investments 
in management packages like Tivoli, 
HP OpenView, Microsoft SMS and CA 
Unicenter. 
-t IBM Director's upward integration 

... ;· ~.,. '\ 

• \ ~O.C~\ \ 
\ 

CP MI _- COR REIOS 

Fls. No O 1. Jt 7 
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SunSM Remote Services 
Net Connect 

A pre-emptive approach to system management 

ec )M Remote Services (SRS) Net Connect is a collection of system management services 
designed to help you better control your IT environment. These Web-delivered services give 
you the ability to self-monitor systems, create performance and trend reports, and receive 
automatic notification so you can act more quickly when a system event occurs and manage 
potential issues before they become problems. 

Self-monitoring: 

>Monitor current system status and view detailed event history on key metrics (see back) 
promoting better decision making and overall system efficiency 

> View system performance and event alerts to isolate problems quickly and decrease Mean 
Time to System Restoration (MTTR) 

> Define and monitor your Sun network storage environment to determine storage needs and 
increase preparedness 

\ 

> Review a status summary for new and uncleared alarms, by specific component, for effective 
problem solving 

Availability, Trend, Configuration, Patch Reporting: 

> Record system events and performs comparative and change analysis to determine patch 
status, identify issues and proactively avert future problems 

- ( uect event data for analysis o r root cause, tracking baseline status, improving MITR and 
etermining gross availability 

> Detect recurring system events (trends) that may affect system performance, helping you to 
forecast future system needs 

> Repo rt over-threshold system summary, enabling you to better allocate system resources 
and achieve high system performance 

Event Detection and Notification: 

> Notify event alerts through a Web portal for quick and easy discovery 

> Detiver event alerts via e-mail, pager or both for immediate response 

> Notificat ion of alarms can be turned on or off per monitored variable for customization 

Sun Reliability, Availability and Serviceability (RAS) System Anatysis (for fee service): 

> Provide a deta iled analysis of configuration and patch data, and make recommendations for 
remed iation 

> lm prove change manage ment process through detailed reports prio rit ized by criticality 

> Optimize system hea lth and perform ance 

> Help prevent system issues and downt ime 

\ 
', 

On the Web I \ , . . 
www.sun.com/srs/n·ertonn~ct ·--

SRS Net Connect helps you: 

lmprove IT management 

Optimize system performance 

Detect and resolve problems faster 

Access real-time IT operations info rma l.ion 

Realize greater value from your IT investments 

Facil itate services on Sun systems to lower MTIR 

Updated Features: 

Hardwa re Fai lure monitoring and notifrcation 

Heartbeat detection/not ification 

Availa bility Reporting 

Optional F r ame Relay con nection 

Access control allows setup oi multiorgan imional 
use r groups 

SRS Net Connect 3.0 minimum requi rements: 

30MB o f ilVililable disk SpilCC 

5.8MB average RAM consurnptro n 

Sun SPARC'' arch rtecture ba;ed system ru nnmg 
Sola ris"' 2.6 Operation Envi ronment. up i o and in du ding 
the So la ris"·' 9 Operatrng Envrronment 

Netscape .. 4-79 or higher fo r Solarrs Operatrny Envrronment 

Netsr il pe j _79 or h1gher nr Int ernet fxpln rer 5. 01 
or IH qh er ior Inte l arc h1 tect tll e 

I-B'I'"re-'1'1'~~~~e-r-r-­

ORR EIOS 

1_1.8 
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SRS Net Connect provides secure, consistent, self-managed services that are easy to install and 
use . The services utilize a secure lnternet-based infrastructure to collect and detiver data to SRS 
Net Connect's password-protected portal, and require no hardware o r firewall changes. 

Application Features: 

> lnternet-Based (Frame relay connection avail­
able for fee) 

> View SRS Net Connect results on a single com­
mon interface through a secure Web portal 

> Auto-upgrade - easily and automatically 
update the SRS Net Connect environment 
(at your convenience) 

> Robust access contrai and system grouping 
~ '1 r user administration 

.___ lnvite" function allows for multiorganiza­
tional use r groups 

> Self-installable and easy to use 

e c 

Security: 

>Custo me r firewall proxy is the only connec­
tion point to the Internet 

> Shared secret exchange between Sun and 
your systems 

> SSL with 128 bit key encryption for ali 
Internet communications 

SRS Net Connect 
Customer Web Portal 

SRS Net Connect 
Reporting Server 

Monitoring Hardware Failure variables include: 

Temperature 

Fan fai led 

Systern Board fai lu re 

AC Power fa ilure 

Corrected ECC 

Device med ia error 

Power status lost 

CPU offline 

And more ... 

System Performance variables include: 

CPU run que ue 

CPU average utilization 

Disk waiiing 

Mcrnory page scan rale 

File syst.em 

D1sk average servic 

Memo1y buffer cac e C p Ml 
Network interface 

COR REIOS 

01 19 
lu1d more .. . Fls . N° ___ _ 
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SPECjbb 

SPECjbb2000 
Sun Microsystems, Inc. Sun Fire 15K 
Sun Microsystems, Inc. HotSpot 64-Bit Server VM on Solaris/SP ARC, version 
1.4.0 01 -

Warehouses Ops/s 
lncl. in 
metric 

I 111 61641 
•13.)01)(1 

I 211 124121 

311 18681 

411 246261 ""'""'S! 

I s j 308511 
420000 

I 6j 37013 

7 43556 

~ 
8 49560 ?!((10(10 

9 56036 

10 616361 

11 683951 300000 

12 73992 

13 80015 

1411 86711 240000 

15 93366 

I 1611 994431 

I 1711 1052361 JB)ú(l(l 

I 1811 1108181 I 

I 1911 1181541 

I 2011 1244741 
120000 

~ 21 11 1299821 
I 

1363831 22 1 

I 23 11 1425781 

I 2411 1486871 
f~JOOO 

I 25 11 1550881 

2611 1615821 

Página 1 de 24 
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Fls . N° 01 20 
3 6 9 6 

Doe: 

2711 1675921 ~) J .:j c::. ~) hl•) li: l·k· lf(• 

28 11 1735351 

2911 1801661 

3011 1870091 

31 11 1930571 

32 11 199225j 

33 11 2053301 

~ 34 11 2112801 ' 

li I -. . ~ '. !\?o 
"' ~-
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li 35 11 21 73671 

I 3611 2236551 

37 230620 

38 236290 

39 242523 

I 4011 248485 / 
li 41 254863 

42 2610201 

43 / 268037/ 
11 44 274362 

45 279701 

46 285690 

47 291568 

48 298333 

491 1044Ról 

50 310423 

51 316176 

52 322823 

53 328259 

I 5411 334740/ 

I 55 11 3413641 

I 56 11 346317/ 

I 5711 353857/ 

I 58 11 359057/ 

I 5911 3655981 

I 6011 371215 / 

~ 61 1] 377941 / 

3828991 62 1 

I 63 11 389591 / 
I 

6411 395399/ 

65 11 400890/ 

6611 407336/ 

6711 412030/ 

68 11 417047/ 

CPMI -- CORREIOS 

01. 21 
Fls. N° _ _ _ 

69 JI 423860/ 

7011 4287071 c 9 o . 
Doe:"?> u 

71 11 433599/ 
- - --

nll 436717/ 

73 11 436428/ 

7411 437534/1 *I 
75 11 436143 11 *I 1 

ttp :1/www .spec.org/j bb2000/resu lts/res2002q2/j bb2000-20020507 -0012 9 .htm l 23/07/2003 
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77 43 708~JJ * 
78 436712 * 
79 437185 * 
80 436265 *I 
81 437064 *I 
82 436071 

83 436479. * 
84 436144 * 
85 435393 * 
86 435699 * 
87 4350071 * 

li 8811 43535 711 * 
891l 434565 * 

~ 
90 434448 *I 
91 4351 12 * 

li 921 434269 * 
93 4341 72 * 
941 434100 * 
95 433548 * 
96 433530 * 
97 43296811 * 
98 11 43290611 * 
99 4331691 * 

100 433431 11 * 
101 4324761 * 
1021 433058 11 * 

~ 103/j 43299911 *I 
433053 11 *I 104 / 

I 
10511 432648 11 *I 
10611 43291011 *I 
10711 432423 11 *I 
108 11 431838 11 *I 
10911 432335 11 *I 
11 oll 43247011 *I 
111 11 431956 11 *I 
11211 432266 11 *I 
113 11 43237911 *I 
11411 43256711 *I 
ns/1 432758 11 *I 
11 611 43208411 *I 
11711 43265011 *I 

ttp :/ /www .spec.org/jbb2000/resul ts/res2002q2/jbb2000-20020507 -00129 .html 
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11 119]1 43219411 *I ' 1. h~ s :~ 
120 4321 11 1 *I 

\ \ / 
· .. · .... 

43 194411 *I 
'· .. > 

121 .. . ... 

122 1 432075 11 *I 

li 123 1 43 1878 JI *I 

124 4323 17 *I 

125 432337 * 

12~ 43 195 5 * 

127 432242 * 

128 431665 * 

12911 4320371 * 

13011 43 1422 11 *' 

131 43 1697 1 *I 

~- 132 43 1588 * 

133 431672 *I 

13411 43 172 1 * 

135 431 147 * 

136 43 1341 * 

137 432043 * 

138 43 1690 * 

139 431814 * 

140 43 177 1 * 

141 431299 11 * 

14211 43 1284 * 

143 43111 1 * 

144 431606 * 

~ 
145 431205 * 

146 431136 * 

147 4316051 * 

148 43 13831 * -- . 

149 430903 1 H03118 0312005 -e ~ ~ -

I 150J 43 14361 
CP~I. - COR RE IOS 

Fls. NoÜ 12 3 151 Jl 4312431 

152 11 431539J 

SPECjbb200 (from 74~~~ ~~ 43311~~1 Doe: :[)G9fi 148) ops/s 

llsPEC license # 6 IITested by: Sun Microsystems, Inc. IITest date: Apr 9, 2002 

~====~H~a=rd=w=a=r=e====~l1 ~~ ============y=========~So=f~tw=a=r~e =================== 
I 1

1. jiSoftware Vendor llsun M icrosystems, Inc. ~ 
Hardware j~un Microsysten1s, ~ ~~~~~~~1 ,j~ ~~~~-~~~~=~~==============~ 

~~-~1 ~- ~-~ I 2~/~7/2003 http ://www .spec.org/j bb2000/resu lts/res2002q2/j bb2000-20020507 -00129 .h tm I 



SPECj!>b 

tttp:/ /www.sun.com 

IIHotSpot 64-Bit Server VM on Solaris/SP ARC, version 1.4 
·ava -server -d64 -Xbatch -Xss256k -XX:+UseiSM-

var/jbb/j2re 1.4.0 _O 1/lib/rt.jar: 
var/jbb/j2re 1.4.0 _O 1/lib/i 18n.jar: 
var/jbb/j2re1.4.0 _ 01/lib/sunrsasign.jar: 

OOTCLASSP A TH var/jbb/j 2re 1.4. O_ O 1 /lib/j sse.j ar: 
var/jbb/j2re1.4.0 _O 1/lib/jce.jar: 
var/jbb/j2re1.4.0 _ 01/lib/charsets.jar: 
var/'bb/'2rel.4.0 01/classes 

los Version llsolaris 8 update 7 
!:======~ 
lsystem state l~ormal 
~,!::::::::::::::===~, Other software . 

Tuning 

Operating system tunings 

• /etc/system: 
o autoup=345600 
o tune t fsflushr=345600 
o set shmsys: shminfo _ shmmax=Oxfffffffffffff 

-R6S- tt'"ffll'+ftf'~p.f<P-~ 

fff MI .. · CORREIOS 

o set shmsys:shminfo_shmseg=Ox800 

• 
• environment: 

o LD LIBRARY PATH=/usr/lib/lw 

Command line options are described at 
JlLJ{ava.sun. com/docs/h_ots Jll 

Notes 

Fls. No_ Ü _1_2 _4 

3 6 9 6 . 
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Details o f Runs 

Total heap 
IWarehouses IThrput (MB) Threa~:pread 

Size 11 Used 

%> 
120s 

transaction 
type 

Tfmé-nn./ 
Count ~~~s~eco~ntd~ss~)~ 

max 
~========:~==~:========~ 

1 6164 1250699 133 .1 1<0.' 1% 1<0.01 

total 

new order 321599 68.911 <0.01 1 

paymentll 321599/l 23.911 .066/ 

·-. -
~ - . 

order status I 32160/l 2.6811 <0.01/ 
deliveryl~ =32=15=91:1~ ==::::::::::9.2~6~~~~ =<0~.0~11 

stock levei! 321611 1.0011 .0911 

12 12412 1250699 160.5 .731% 1<0.01 li new order 647578 139 <0.01 
:====:~== 

payment 647578 47.6 <0.01 
--~---~-~--~~==~~~~~ 
UIUt:I _:sti:ltU~I 64758 5.19 <0.01 

deliveryl
1 

64757 19.8 <0.01 

====~~==~~==~:~~~======~~==~~ 
18681 1250699 175.2 1.55% <o.o1 1 

stock levelll 647591 18.9 <0.01 

new orderll 97476511 2071/ <0.011 

paymenti~9=74=P' =772]~f~==:7=2=.~1~~===<:o:.o:1 
. order status ~9=71=,~r~7~6~=8~.3=l3 <0.01 

delivery 97475 29.5 <0.01 

stock levei 97477 28.3 <0.01 1 

4 124626 250699 111 1.27% 1<0.01 new urdt:rll 1284917 276 <0.01 

paymentl
1 

128492511 96.7 <0.01 

I order statusll 12849311 11.011 <0.01 1 

I deliveryll 12849311 38.711 <0.01 1 

I:======~~==:~==~=~======= ~==~~===s=to=ck===le=ve::::;l 12849111 3 7.211 <0.0 11 
5 30851 1250699 117 12.71 % 1<0.01 new _orderll 160969211 34311 <0.01 1 

payment 1609688 1231 <0.011 

order status 160969 13.81 <0.01 1 

~==d=ei=~=====;f 16o97oll 48.611 <o.o1l 

I stock levei! 16096711 45.81 <0.011 
~=========::=======i 

16 13 7013 250699 163 12.82% 1<0.01 new order 1931223 4141 <0.011 

payment 1931207 1451 <0.011 

I order statusll 19312311 16.311 <0.011 

I deliveryll 19312111 58.211 <0.011 

I stock levelll 19312011 55.411 <0.011 

7 143556 1250699 160 4.U% - - I~(HH- new order 2272622 480 <0.01 
~u;:, ' ' ·JW'LU\ P - vi~- payment 2272620 170 <0.01 
CPML -. co. REI,QS I Q '2 ';) . order _statusl 227262 19.1 j <0.01 

Fls. N° c del~f 227259ll 69. 1/l <0.01 / 
; 1 6 9 u / stock levei!/ 2272611/ 66.ol/ <0.01/ 

18 1149560 250699 Fll3 i6f'bo: 1<001 li new ord~il258~ 5~1~~;0011 

1ttp/ /www .spec.org/j bb2000/results/res2002q2/jbb2000-20020507 -00 129.ht~ 2 Jo7 /2003 



SPECjbb 

paymentll 2585883j 
I 

~0 .0 ~ 195 

order status I 25 858711 ~~~'4tl.. <O.dlj 

delivery I 25859oll 78 ~bH .... -<o:ó1 1 

stock levei 258589 74 .5 1 <O.OlJ 

9 56036 250699 1200 13.23% 1<0.0 1 new order 2923819 6201 <0 .01 1 

payment 29238 1811 219 <0.01 

I order statusj 292385 24.6 <0.01 

I deliveryj 292385 87.5 <0 .01 

stock _levei 292384 82.9 <0.01 

10 161636 1250699 1264 5.89% <0.01 new order 3216052 688 <0.01 

payment 3216060 243 .0201 

order status 321609 26.8 <0.01 

delivery 321604 97.8 <0.01 

stock levei 321607 93 .8 <0.01 

]68395 1250699 1243 5.84% ]<0.01 new orderll 3568480IJ 755 11 <0 .01 j 

paymentl 3568479]1 271 11 <0.01 j 

order _status!! 35685 111 29.811 <0.01 j 

~I 356848 10811 <0.01 1 

stock levelll 356849 10211 <0.01 

12 73992 1250699 315 14.05% 1<0.0 1 new order 3860579 823 <0.01 

paymeiJ.~ 3860580 295 1 <0.01 J 

I order status! 386055 11 32.4 1 <0.01 1 
!I deliveryll 386055 118 11 <0.01 

stock levell 386061 11011 <0.01 

13 80015 1250699 285 4.98% <0.01 new _orderiJ 4 174815 11 895 11 <O.Ol j 

I paymentJJ 4174821 11 31 711 <0.01 j 

order _status 417481 35 .0 <0.01 

delivery 417481 127 <0 .01 

I stack leveiii 417481 11 12011 <0.01 j 

14 867 11 1250699 366 16.10% 1<0.01 I new orderll 452434 711 96211 <0 .01 j 

payment 4524348 343 <0 .01 

order status 452435 37.8 <0 .01 

I deliveryll 452434 11 13711 <0 .01 j 

I stack level ll 452435 11 13011 <0.01 J 

15 93366 1250699 1329 5.49% I<OOL new ~f 4871514 102811 <O.Ol j 

r\\...1,:) l i \.JJ ~UUJ- v i'< payment 1 48715o5 11 369 11 <0 .01 j 
CPM I I • OR RE IOS 

arder status J 487 153 11 41.1 11 <O.O l j -

Fls. N° 01 26 delivery jJ 487 152 11 14811 <O.OlJ 

,.. stack levelJ 4 87 15011 13911 <0 .0 11 

16 99443 250699 1421 5.47% 00:': 
~cb:l l:' " u new arder ? 1886941 1 1097 11 <0 .01j 

payment t 18868611 39211 <O.Ol j 

htt n ://www.soec.arg/ jbb2000/results/res2002q2/jbb2000-20020507-00 129. btml 
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li ~r 518871 

11 stack levei 518863 

17 105236 250699 13 1 14.01% 1<0.01 new arder 5491028 

payment 5491030]1 

arder status 549103 

delivery 549101 

stack levei 549103 

18 110818 1250699 1469 13 .04% <0.01 new arder 5782048 

payment 5782042 

arder status 578200 

deliveryl 578204 

stack levei 578202 

111 9 118154 250699 414 5.86% .010 new arder 6165164][ 

payment 6165177 

arder status 616517 

delivery 616518 

stack levei 616518 

20 124474 1250699 526 6.69% <0.01 new arder 6494900 

paymentll 649491011 

arder status 649493 

delivery 649489 

stack levei 649490 

121 129982 1250699 450 14.27% <0.01 new urdt;r 6781921 

payment 6781918 

arder status 678193 

delivery 678191 

stack levei 678190 

122 136383 1250699 1571 18.80% 1<0. 01 new arder 1 7115959/ 

payment I 711595111 

arder status 711594 1 

-deliveryjj 711600/ 

stack levei 711585 

23 142578 250699 1495 19.38% <0.01 new arder 7439079 

payment 7439075 

arder status 743908 

I delivery 74391 oi 
f'\\..10 li VJILl I.IJ v i - stock levei 743909 -·--

24 148687 1250699 62 1 5.20 Vov ·- _,"' li~~~ new arder 7757797 / 

Fls . N° payment 7757781 

arder status 775781 

J ~ 9Ó 
! deli~ery// 775780 11 

Doe: 

1tto :1/www .soec.org/j bb2000/results/ res2002q2/jbb2000-20020507-00129. htm~ G 

Págin.a.R_de 24 
.-' . ""' 

/<~· t ; ra0>· .. \. 
·.Í 58 Zç.<O.Ol 

\)~9 -<0:01 

1171 ... .. :·:011 

4141 <O.Olj 

45.8 <0.01 

167 <0.01 

158/ <0.01 

12421 <0.01 

438 . <0.01 

48.4/1 <0.011 

17411 <0.0 11 

168 <0.01 

1307 <0.01 

46511 <0.01 

51.4/l <0.01 

185 <0.01 

17511 <0.01/ 

1372 <0.01 

491 <0.01 

53.8 <0.01 

197 <0.01 

185 <0.01 

1443 .026/ 

51411 <0.01 

56.5 <0.01 

205 jj <0.01 

19611 <0.01 

15121 <0.01 

53711 < 0.011 

59.3 11 <0.01/ 

216/l <O.otl 

20511 < 0.01 

1582 < 0.01 

560 < 0.01 

61.1 <0.01 

227 <0.01 

215 < 0.01 

1650j <0.01/ 

585 < 0.01 

64.6 j <0.01 

237 11 <0.0 1/ 

.. . ...., 
. ~{ 
2~Õ7!2003 



SPECjob 

125 155088 1250699 539 13.0% 1<0.01 

Página-:9-~24 
··· .. ,. .._.\,, 

.... A ;JCIC&i''·, \ 
new __ order 809167811 . 171311 <0.01 

l~===p=eyr==mcu~~~~~8=0=91=6=67~~='6=i1~~~ <0~1 
order status 80916411 67.4 I· - <0.01 

delivery 809164 249 <0.01 

stock levei 8091681) 233 <0.01 
~====~:~==~~====~~==~~========~~====~~======~~==~~==~ 
126 161582 250699 6" 6 8.22% .010 new_order 8431223 1788 <0.01 

payment 8431225 633 <0.01 

order_status 8431181) 69.1 <0.01 

delivery 843119 25711 <0.01/ 

stock _ _levei 843119 243 <0.01 

27 167592 1250699 578 1<0.01 6.95% new _order 8744731 1857 <0.01 
~==!:======: 

payruent 8744733 659 <0.01 
~=~~=~ 

order _status 874473 72.8 <0.01 
~=~~==~ 

delivery 874474 26]J/ <0.01/ 

28 1<0.01 173535 1250699 719 15.31% 
stock levei ~8=74=4=71~~=2=4~~~91)~=<=0=.0~1 
new __ order 9054666 1931 <0.01 

paymc11tl/ 9054687/ 6801 <0.01 

order sta1ns 905465 75. <0.01 

deli~ery 905463 275 <0.01 

129 180166 1250699 624 9.93% 1<0.01 

stock _levei! 905462 260 <0.01 
~==~~=~ 

neworder 9400559 19961 <0.01/ 

payment 9400571 7061 <0.01/ 

order status 940063 77.811 <0.01 
~====:~==~~====~ 

delivery 940053 286 <0.01 

stock levei 940059 270 <0.01 

30 187009 1250699 778 17.52% 1<0.01 neworder 9757829 2061 <0.01 

payment 9757823 732 <0.01 

order __ status 975782 80.4 <0.01 

delivery 9757831 29711 <0.01/ 

stocklevel 97578~)/ 27911 <0.01/ 

131 193057 1250699 665 17.88% 1<0.01 new _order 10073413 2128 <0.01 

payment 10073390 756 <0.01 

order _status 1007336 84.0 <0.01 

delivery 1007337)1 306 <0.01 
~======~ 

stock levei 1007340 291 1 <0.01/ 

32 199225 250699 825 8.2 l-% :8 Ol new _order 10395227/ 2203/ <0.01/ 

payment)/10395210 779)/ <0.01/ 

/ order status li 1039524// 86.1// <0.01/ 

Fls . N°- f 12_8 deJivery// 1039515// 316// <0.01/ 

~Uv 11 VJ/LUL ~ v i ~ -

CP MI - CO REIOS 

't Q h / stock levei// 1039515// 29711 <0.01/ 
~==~~==~~~====~~~~ 

33 JJ205330 250699 IJ 707 IJ9 34 r&ac u '<0.01 J[ new order[ [10713~270[[ <0.01 [ 

htto :1/www. spec. o rg/ j b b2 000/res ui ts/res2 00 2q 2/j b b2 000-2 002 O 5O 7-00 12 9. h tm I ~ 1 . - · ~~~~ 003 



SPECjôb Página _l O...Qe 24 

:' ·

1 

íi',~\; . ~ J_C 
., 

/ ./ . f ' 

I order statusll 10713771 ·. ~$. 8 <O.Ol 

I deliveryJI 10713711 \~161 [ <0.<)1 1 

I stock levelll 107137oJI 36'71 - -<0.01 

34 1211280 1250699 881 18.56% 1<0.01 new_order 11 023775 1 234911 <0.01 1 

_payment 11 023756 1 823 11 <O.Ol j 

I order statusll 11 02379JI 89.611 <0.01 1 

delivery 1102377 33611 <0.0 11 

stock _levei 11 02379 31411 <0.01 

135 217367 1250699 1749 6.50% 1<0.01 new __ orderll 11341382 2411 <0.01 

I paymentJI 11341394II 85211 <0.01 1 

order _status 1 1134133 11 94.811 <0.0 11 

delivery 1 113414oll 345 11 <0.01 1 

stock levei 1134135 1 323 11 <0.01 1 

223655 1250699 932 7.96% '<0.01 new __ order 11669262 1 247oll <0.01 1 

paymentll 11669263 jl 88 111 <O.o1 1 

order __ statusll 1166925 11 96.811 <O.o1 l 

delivery 116693 1 358 <0.01 

stock __ levei 11 6693 1 335 <0.01 

3' 230620 250699 1791 16.60% .010 new __ order 12033570 2539 <0.01 

payment 12033543 905 <0.01 

order _status 1203360 99.9 <0.01 

deliveryll 1203354 368 <0.01 

stock levei 1203356 1 345 11 <0.01 1 

38 1236290 1250699 983 7.39% [<0.01 neworder 12329209 1 261oll <O.o1 l 

_paymentli1 2329211 JI 93oll <O.o1 l 

I order statusll 1232923 11 10211 <0.01 1 

ftc I deliveryJI 123292411 37711 <O.o1 l 

stock _ _leveiii 1232918 11 35411 <0.01 / 

139 1242523 1250699 83t1, 6.14% 1<0.01 I new orderll 1265398911 267911 <0.01 1 

I paymentJI 12654022JI 951 11 <0.01 1 

order __ statusl 1265406 1 105 11 <0.011 

deliveryJ 1265405 1 38711 <O.o1 1 

I stock levelll 1265398 11 365 11 <0.01 1 

140 1248485 250699 1032 16.25% .010 I new orderii 129657I1 11 2752 11 <O.ot l 

pay_m~nt!J 12965 7 48 11 975 11 <0.01 1 

r-.-----, / order status ll 129656511 10711 <0.01 1 

I deliveryll 129657511 39711 <O.ot l l\V0 l i V..J/ ~ JV..J 01'1 

CPMI - C ) ~l~.~ª~ stock _ _]eveUl 1296574 I 37111 <0.011 

41 254863 250699 1879 16 ~ O o/, Fls . N° 
Í<1).0 J new _orderll1 329820611 28 13 11 <0.011 

payment ll l3298211 / 1003 11 <0.01 / 

t,9 ó 
Doe: 

order s tatusll 1 ~29822 1 11 oi/ <0.01/ 

~~ . · . ~g 
http :1/www .spec .org/jbb2000/resul ts/res2002q2/jbb2000-200205 07-00129 .html ~ :~2; 7/2003 
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:' />\ l~1' ~~--\> 
li stock_ J~velll 13298211 ~~s7 ~o J 

142 261020 250699 1085 6.23% <0.01 new _orderll136193691 28í\8 ,. _<0.01 

pay utvttdl1361934 711 1025 ·- --<U.Ô1 

order status 1361937 112 <0.01 

deliveryl; 1361936 41711 <0.01 

stock _levell 1361939 391 <0.011 

143 1268037 250699 921 16.41 % 1<0.01 new __ order 13984892 2957 <0.01 

payment 1398488411 10511 <0.011 

o r der _status 1398488 1151 <0.011 

delivery 1 139848311 42611 <0.011 

stock __ levei 1 139848911 40011 <0.01 1 

144 274362 250699 1143 5.97% 1<0.01 new __ order 14314897 30211 <0.011 

payment 14314903 10751 <0.011 

order _status 14314901 11811 <0.01 1 

delivery 143148411 43811 <0.011 

stock _levei 1431499 411 <0.01 

145 1279701 1250699 1960 17.29% <0.01 new __ order 14594456 3098 <0.01 

paymentl14594447 1097 <0.01 

order _status 1 14594411 121 <0.01 

~1iv~ry 114594471 447 <0.01 

stock _levei 1459445 41511 <0.01 

46 285690 250699 1194 5.94% 1<0.01 new __ order 14906907 315911 <0.01 
\ paymentll149069051 1125 <0.01 

order _statusll 149069211 12411 <0.011 

deliveryiJ 149069011 45811 .3801 

stock levei 1490698 42811 <0.011 

'C' 291568 250699 1006 6.80% <0.01 new __ order 15212593 3230 <0.01 

I paymentll15212608ll 114711 <0.01 1 

order __ statusll 152126211 12611 <0.011 

deliveryl 1521255 468 <0.01 

stock _ _levell 1521261 438 <0.01 

148 298333 1250699 1241 16 .78% .010 I new orderll1556673711 329511 .0181 

I paymentll 15566769 11 117111 .0181 

order status ll 15566771 12811 <0.01 1 

deliveryjl 1556674 11 48011 .01 51 

stock _leveiii 155667311 45111 <0.01 1 

I4C 1304486 250699 1048 5.97° "'- " new _order 115 8877931 3362 <0.01 1\\...10 11 V J / L. iJlfJ- V I._., J'I 

httn Jiwww .soec.ore/ ibb2000/resu lts/ res2002q2/jbb2000-20020507-00129. htm I ~ ~ ~ 21f7/2003 

CPMI _- C DRRE IOS p~yfl'l_ent 1588780411 1196 <0.01 

Fls. N° 
t 3ü 1 order status li 158878111 13111 <0.011 

delivery JI 15 8878011 492 11 <0.01 1 

ó9Ó "!l stock levelll 15 88775 1 45711 <0.01/ 
LXJ C . .-. - . 'o , tJ ~ ~ 



SPECj"t)b 

1 ·r: i 

50 310423 1250699 1294 7.25% 1<0.01 I paymentJ16197 457l[ l·i2~ ~-m' 
order _status 1619744 133 . . i O.Ofl 

delivery 1619747 499 <0.01 

stock levei 161 9753 470 <0.01 

[51 316176 [250699 1084 5.93% 1<0.01 new order 16497655 3509 <0.01 

paymP.nt 16497607 1243 <0.01 

order status 164975 711 136 <0.01 

delivery 1649770 508 <0.01 

stock levei 1649765 474 <0.01 

[52 322823 1250699 1339 15.41% 1<0.01 new _order[ 16843929 3571 <0.01 

paymentl 16843901 1270 <0.01 

order -~tatuslf 1684387 140 <0.01 

delivery 1684402 520 <0.01 

stock levei 1684390 485 <0.01 

[328259 250699 1133 7.35% 1<0.01 new _order[j1 7127282J 3646 <0.01 

paymentll1 7127297 129 1JI <0.01 

order ct~tnc 171 2732 142 <0.01 

delivery 171 2731 530 <0.01 

stock levell 1712736 1 492 11 <0.01 j 

54 334740 1250699 1403 6.09% .010 new order[j 17466420jj 370611 <0.01 j 

I paymentjj1 7 466431 11 13 1811 <O.Ol j 

I order statusll 174663411 14511 <O.o1 j 

deliveryJ 1746648 J 54011 <0.01 j 

stock levei 17466441 507 <0.01 

I 55 341364 [250699 1175 5.37% [<0.01 new order 178119101 3773 <0.01 

paymt:n 17811911 1344 <0.01 

c order status 1781183 148 <0.01 

I deliveryll 17811841 550 <0.01 

I stock leveiii 17811941 514 <0.01 

56 1346317 1250699 1446 6.16% .010 I new orderll 18070511 11 3851 11 <O.o1 l 

I paymentll 1807051211 136711 <0.01 J 

order status 18070521 14911 <0.01 

I delivery 1807050[ 560[1 <0.01 

stock levelll 1807053 521 1 <0.01 

57 353857 250699 1212 6.14% .010 new _order[l 18463947ll 3911 11 <0.01 1 

payment jl8463928ll 1393 11 <0.01 j 
1\Uv rr v ILVV;.J- v i ~ 

CPMI - 1COR REIO: order _status[j 184639311 153 11 <0.01 j 

Fi's. N° 
~ 1 3 1 " delivery [J 1846383JI 572 11 <0.01j 

stock level/J 1846395 11 53 311 <O. Olj 

58 359057 1250699 1493 17.69% ~~o~ o new orderlJ 1873401 9II 398511 <O.Ol j 

~oc : payJnent/
1
18733997 11 ] 4 14/J <0.0 1J 

htto :1 /www. soe c. o rg/ i b b2 000/ resu I ts/ res2 002 2r b b2 000-2 002 O 5O 7-00 1 2 9 .htm I -1 q J -
~ ·-~ 1 ~~~ 712003 



SPECjob Ptrgina 13 d€._24 .. 
r I , ._ , 

: l ~:lq~Y I 
deliveryl 187340211 ·\s11 -... __ <0.01 

stack_levell 18734041 54ólf --· -<iO.ó1l 

59 365598 250699 1260 17.60% 1<0.01 new __ arder 190752941 40571 <0.01 

payment 19075295 143711 <0.01 

arder status 1907532 158 <0.01 

delivery 1907533 590 <0.01 

stack _levellj 190752611 551 <0.01 

160 1371215 1250699 1548 6.41% 1<0.01 new _arderll19368850 411811 <0.01 

paymentl19368839l 146511 <0.01 

arder _status 1936882 160 <0.01 

delivery 1936889 6021 <0.011 

I stack levelll 193687911 s6oll <0.01j 

1161 13' ·1 250699 1304 15 .03% <0.01 I new arderll1972015111 418511 <0.011 

payment 11972015811 148811 <0.011 

arder __ status 1 197201311 16311 <O.Olj 

I deliveryll 197201811 61211 <o.OII 

stack levei 19720081 57211 <0.011 

62 382899 250699 1596 16.43% .010 new _urdtr 1997935611 426111 <0.011 

paymentll19979348 1512 <0.01 

arder __ status 1997931 166 <0.01 

de1ivery 1997935 624 <0.01 

stack_ levei 1997941 575 <0.01 

163 1389591 1250699 1343 6.62% <0.01 new __ arder 20328192 432511 <0.01 

payment 120328167 1537 <0.01 

arder status
1 

20328211 16811 <0.011 

deliveryl 20328181 63311 .3801 

I stack levelll 203281711 58911 <0.01j 

164 395399 250699 1653 17.02% 1<0.01 I new arderll2063088311 439511 <0.01j 

paymentll206308831 156011 <0.01j 

arder __ status! 20_§_Q2_oJI 17111 <0.01/ 

I delivery/ 2063077 642 <0.01 

stack __ levei 2063089 59911 <0.01 

65 400890 1250699 1387 j6.67% <0.01 neworder '2091 7043 447611 <0.01 

payment 120917065/1 1581/1 <0.01/ 

- - I arder _ status 1 2091708/1 173/1 <0.01/ 

delLveryjJ 2091 701 I 65011 <0.01j ~ ""-"'-""-
~~i) 11 V.JI :vvJ- 1..1 1'4 

CPMI . 1 OR RE IOS stock levell 209 1709 11 60611 <0.0 1j 

66 1407336 1250699 1715 6.97% Fls. N° ~1°1~ '}J new order 1121 253929 45 33 1 .040/ 
I'J -"· payment 12 1253944 16 12 1 .0 10 

~ó9Ó order status 2 1253 88 176 11 <0.01 

D~~ : delivery ll 21253 8511 662 / .389/ 

~,- .i- 2 .; '· ' 
•' .... .... ~ 

httn ://www.snec.ond ibb2000/results/res2002q2/j bb2000-20020507-00 l29. html -- \ 3/07/2003 



SPECjôb 

167 1412030 250699 1430 9.66% <0.01 

68 1417047 250699 1758 8.58% 1<0.01 

I 
69 423860 1250699 1465 8.7 1% 1<0.01 I 

I 
70 1428707 1250699 1803 10.7% 1<0.01 I 

71 1433599 250699 1511 9.56% <0.01 

I 

11 72 14: 717 1250699 1855 11.6% 1<0.01 

I 
73 14: 6428 250699 1556 19.76% 1<0.01 

74 437534 250699 1905 f"-:..?-;( ):'0 ;: ,<;.,O. 1 
1\V..J 11 V..J/ LVV J • I 'I 

CP MI - COR RE o 
1 ') ' 

Fls. N° Q · .. ~j 

.. e. Q n 
j75 //436143 //250699 1594 11 -~% 

J v ... 
<Ü.( 1 

'• 

Pági?~~e24 

.--'~ J_q g 3\-, \. 
new _ _uld~;;ill2 1497961 1·,_ 46 12 '0,38'1 ·'' . 

payment ,2 1497954 '',l63 t ·· . ' .~ 3 70/ 

order __ status 2 149796 1791 <0. 011 

delivery 2 149798 669 .400/ 

stock _ _levei 2149794 623 .361 

new _uldt;i//2 1760961 4685 .400/ 

paymentll21 7609781 1653 .390 

order _statusll 2 1760901 179 .254 

delivery/1 21 7609211 6821 .396 

stock levelll 2 17610411 631 1 .341 

new orderjj22116088j 4753 .090 

paymentll221 161 041 1680 .310 

order __ status I 221 1612 182 <0.01 

deliveryl 22 11598 691 .340 

stock levelll 221 161 11 639 <0.01 

new orderll22368984 j 4826 .390 

payment 122368978 170211 .371 

o r der _status 2236890 185 11 <0.01 

delivery 2236893 700 .391 

stock _levei 2236894 648 11 .35 11 

new __ order 226240391 4894/l .401 

payment ll22624068 1727 .380 

order status li 226241 oi 189 .4011 

delivery 226241 1 710 .399 

stock __ levei 2262409 656 .371 

new_order 122786942 4964 .401 

paymentll22786907l 1745 .400 

order _status /i 2278694 11 1~011 .4001 

deli~r_eiYJJ 2278691 724 .3991 

stock level ll 2278696 11 6691 .401 

new _orderjj22771860 j 5021 .655 

payment 12277190411 1774 .800 

order __ status 22771871 194 .400 

deliveryl 2277182 /l 745 11 .401 1 

stock _ _levei II 2277194 11 67411 .4ool 

new orderll22828606 11 5098 11 .401 1 

paymentj l22828617ll 179311 .4011 

order statusll 228285911 19611 .4011 

delivery ll 2282856 11 75711 .441 1 

stock leveiii 2282865 11 679JI .4011 

new or~erj 2275586ü J J 516011 .52 11 
.-. '3 l ' 
L ' ~ 

http :/ /www .spec.org/j bb2000/results/res2002q2~J bb2000-20020507-00129 .htm I 
~ ~ ~3/07/2003 



SPECjbb 

order __ statusll 2275596 . '· 19511 t:-'.3901 

deliveryll 2275581 ·-·--... 7E711 . :.4901 

stock _ _leve1ll 2275582 69-õll .401 

176 437219 1250699 1946 
1

9.73% <0.01 new _orderll22812199 5208 .401 

I paymentll22812213 1838 .55 0I 

order __ status 228122411 1_9__?11 .401 

delivery 2281214 814 .401 

stock _levelll 2281221 698 .4021 

177 1437089 1250699 1637 9.07% <0.01 I new orderll22805760 5269 .4011 

I paymentl~2805785 1859 .737 

order __ statusll 228057711 203 .400 

deliveryll 2280578 837 .408 

stock _ _levei 2280573 704 .401 

14: 712 250699 1999 11.3% <0.01 new __ order 12278670911 53401 .691 1 

paymentll22786692 18851 .6351 

order. _status 2278666 20411 .4001 

delivery 2278670 845 .401 

stock_~~l 2278674 712 .401 

179 '437185 1250699 1667 10.2% 1<0.01 new _ _urdt;rll22811169ll 5385 .401 

payment 2281121111 1905 .545 

order _status 2281130 205 .400 

delivery 2281111 1 8701 .723 

stock __ levei 22811251 73411 .4011 

80 436265 1250699 120: 1 9.87% 1<0.01 new _orderll22763538 11 546611 .4581 

paymentll2276356111 191511 .6861 

order statusll 2276360 208 .401 

delivery 2276350 903 .411 

stock _levei 227635 6 728 .401 

81 14: 7064 1250699 1709 12.0% 1<0.01 new __ orderll22 804091 J 5508 )1 .489 

jJaymentll228041 07 11 19401 .708 

I order statusll 228039911 21911 .401 1 

delivery 1 228o4o611 93011 .8ool 

stock _levei 1 228o4o9 11 737 11 .4011 

82 1436071 250699 2074 10.0% 1<0.01 I new orderll2275363111 5585 11 .6591 

I paymentll22 7 53 621 11 194811 .6421 

= I order statusll 2275368 11 215 11 .401 1 r\Vv 11 UJ/LU 1..; 1..11 ~ 

CPMI - CO REI OS I deliveryll 227536011 952 11 .7021 

.- . 11'1 o 1 ~ 4 I stock Jevelll 227536811 748 /1 .401/ 

83 14: 6479 1250699 1751 9.81 ~ '" i< U.Ul I new orderll22774329 11 559411 .4011 

3~ 9Ó payment ll22774307 ll 1957 11 .791 1 
\Ooc: order ;tatusl/ 227743011 215 11 .551 1 

http ://www.s ec.ora/'bb2000/resu lts/res2002 2rbb2000-20020507-00129.ht~ p ".l q J 
c :;, t0712003 



SPECjob 

I I ~eX i ' ' l 1' I ; 

stock _levellj 22774351 •· · b 47j S-4o1) 

84 ~ 4: 144 250699 '2125 11.6% 1<0.01 new _order 122757050/ '-'5.~-9.~~ - . ' ."7;95 
payment /22757078/ 20ó'51t · ·--~ . . 6871 

order __ statusll 2275706/ 21711 .400/ 

deliveryll 2275695/ 1005/ .800 

stock levei 2275702 756 .401 

85 1435393 1250699 1796 10.5% 1<0.01 new __ orderll22717099 5744 .8ool 

payment 122717134 2043 .66Qj 

order _status 2271711 224 .401 

I deliveryl 2271722 1026 .801 

stock _ _le\'_elll 227172011 766 .401 

86 1435699 250699 2176 14.2% <0.01 new_~~~rii22733460II 5810 .424 

I paymentl/2273344 7/ 2051 .591 

I order statusll 227333911 21511 .4011 

I deliveryll 227334611 106811 1.201 

stock _ _level/ 227334311 77911 .4011 

87 435007 1250699 1828 11.2% <0.01 new __ order /2269786911 585411 .5241 

I paymentll2269792411 2046/1 .6941 

I order statusll 226979011 22311 .401 1 

deliveryll 226979111 112411 .799/ 

stock _levelll 2269789/l 778/1 .402/ 

88 1435357 1250699 2218 12.3% 1<0.01 I new orderll2271578211 595811 .409/ 

I paymentll22 715 81211 207711 .675/ 

order statusl 227158411 22211 .4011 
delivery 1 227158411 110611 1.021 

stock __ levei 1 227157411 78111 .4011 

~- 1434: 65 1250699 1865 12.4% <0.01 new _orderl 122674879 1 5991 11 .6661 

paymentl 2267485911 2143 11 .7981 

order _statusll 226747911 22411 .4001 

delivel2'11 226749211 112011 .8031 

I stock levelll 2267482 11 793 11 .4011 

90 14: 4448 1250699 2246 15 .6% 1<0.01 new _order 1122668712 11 605611 .6921 

pay!!Jent ~~~68727 11 2131 11 .701j 

order statusll 226687411 22911 .411 1 

deliveryll 226687911 115311 .7991 

;; stock levelll 2266869 11 809 11 .4011 

91 14: 5112 1250699 1906 li - t~MI · COR ' 0091 new orderll22703178 11 611711 .6171 

1•i 5 I paymentll22703212 11 214711 .606/ 
Fls. N° O -~ I order status li 227031 oi I 23711 .4011 

~ õ ç ó I delivery ll 227031211 120111 .929/ 

f' Doe: ptock levell 2270318 11 79711 .8011 

~ 
r :· 5 \ .. : ~ 

I 

httn ·I lwww .soec.or!o!IJ bb2000/results/res2002q2/J bb2000-20020507-001 29 .htm I \ ~ 1007/2003 
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• f(;;i110\; 
' ·· r . 

92 434269 1250699 12299 12.7% <0.01 li paymentll22ó'5 825 8 i (69 ':-5991 

order status 2265820 23'6 r-- _ ___ :7811 
delivery 2265829 1282 .8601 

stock _level 2265834 81 91 .401 

93 1434172 1250699 1943 14.2% <0.01 new __ order 122653 180 623211 .6421 

payment 122653 196 2 184 .800 

order status 2265324 232 .401 

deliveryJI 226532411 12571 .801 

stock_~veiii 226532411 825 .4011 

94 14: 100 1250699 12332 16.7% 010 new _order 2265098011 6291 .6 15 

payment 122650973 22 11 .6991 

orderstatusl 2265094 233 .401 

deliveryl1 2265093 1290 1.08 

stock __ level ll 2265_08_711 822 .401 

1433548 250699 1978 13.9% <0.01 new __ orderll2262 17851 633 1 .800 

li payment 12262 179 1 2222 .802 

order __ status 2262 181 244 .4401 

delivery 2262 189 1340 .801 

stock _ _levei 2262 183 825 .401 

96 !433530 1250699 2374 15.0% 1<0.01 12?.ó20652 new_orderll 6382 .409 

pa)'!!lentl 122620601 2266 .681 

order __ status li 2262063 11 2421 .401 

'· deliveryll 2262063 11 133411 .80 11 

I stock levelll 2262066 11 85011 .401 1 

!97 1432968 250699 2018 16.0% <0.01 new __ order 12259 1305 1 644411 .sool 

payment 22591315 11 227111 .7491 

order __ status li 225912711 245 11 .401 1 

I deliveryll 2259 12911 1378 11 1.201 

I stock 1eve1ll 2259136 11 85611 .401 1 

198 432906 250699 2428 16.1 % 1<0.01 I new __ order 22588509 1 6438 11 .5ool 

payment 22588478 1 2243 11 .7991 

I order statusll 2258846 11 24411 .4ool 

I deliveryll 225884411 153911 1.171 

stock _ _leveiii 225885611 84711 .401 1 

99 1433169 1250699 12057 11 2o/.o--·-· ls_O_Ql I new orderll22601421 11 6540 11 .4761 

I payment ll2260 144911 23 02 11 .7991 f'Vu li VJI LVV, v l 'l-

CPMJ _. COR ElOS 
I order status ll 2260144 11 255 11 .40 11 

Fl s. N° O 1: 6 
I deh very)l 2260 154 )1 1459)1 _ 1.5_7) 

c. I stock leve1ll 2260140 11 86711 .401/ 

100 43 3431 250699 2461 113 ~\Jc : ~o 1<lf.01 I new orderll22615125 11 66 1011 .521 1 

I paym ent/226 15125 1 2343 11 .642 / 

h tto ) /w ww. spec. o rg/ j b b2 000/ res ui !s/ rcs2 002g 2/j bb 2 000-2 00 2 O 5O 7-00 I 2 9 ~ 
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UUUI 
c . 1 

I Ui deliveryll 2261504 \i446 L-J011 

stock levelll 2261524 '8-96 ~~ - · ·<~02 
101 14324 76 250699 12089 15.1 % 1<0.01 new _orderl 122565285 6645 .791 

payment 1225""" ~4lr 2341 .797 

order ~status 225653411 248 .401 

delivery 2256518 1549 1.20 

stock levei 22565461 872 .401 

102 1433058 1250699 12502 15.3% <0.01 new order l22596232]f 6687 .405 

payment 122596202 23~1 .748 

order status 2259624 254 .40I 

delivery 225962 11 1593 1.04/ 
stock levei 2259612] 884 .40I 

103 1432999 1250699 2136 13 .0% 1<0.01 new _order 22592958 6781 .800 

payment 22592963 237:61. .793 

order status 225929 11 2541 .401 

delivery ~I 1561 1.20 

stock levei; 2259301lf 910 .402 

104 433053 250699 12562 18.5% 1<0.01 new ~order 2259598911 6859 11 .75I 

payment 22595961 2392 .634 

order status 2259596 272 .40I 

delivery 2259603 1557 1 1.60/ 
stock levell 2259594 914 1 .401 / 

105 432648 250699 12168 17.0% 1<0.01 I new orderll2257443611 687911 .8ooj 

I paymentll2257 442411 2415 11 .7941 

order st~[ 2257444]1 262 11 .40I j 

delivery 2257440 1653 1.2~ 

stock ~levei 2257440 911 .401 

/106 /432910 l2'i0flQQ /2587 18.1% /<0.01 new order 122588133 693_9j .611 

payment 22588149 2443 .642 

order status 2258806 275 .40I 

I deliveryjj 2258813 JI 1678 JI 1.20/ 

I stock levelJI 2258805 JI 912 JI .49 Ij 

107 432423 /250699 12207 15.3% <0.01 new ~~22562125 11 6973 j .431 

paymer{íll225621 o91 2488 11 .6481 

I order status ll 225622011 273 j .450 
· '"' '"'. ~ .. - -- ·- ·--· I delivery ll 225621611 1700j 1.20 I• ~1..1;:) fl VJILUU; ·-v !'f" 

CPMI · COR ElOS stock level j 2256209/ 927 .402 

108 143183 8 250699 12642 /17 6~ ~.~] f} I new orderll22531 06911 706411 .429j 
ls. N° 

I paymentll22531 03711 248 I jj .675/ 

~ ó ç ó I order status 1 2253115 11 265 JI .40 Jj 

'.Doe: delivery j 2253098 JI 170 1JI 1.20/ 

OI res uI ts/rcs2 002 2F b b 2 000-2 002 O 5O 7-00129 .h~ ~ ;:. ; j_ ? ,. 
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109 1432335 250699 12243 18.7% 1<0.01 new order 122557163 . ;. 7124l[k ;.8pol 

4 

pa)'mt:nt 122557160 f\, ' 2495 -· '. }99 

I order status! 22557191 ' l-TJ. :.>' .401 

de1ivery 2255712 1752 1.201 

stock levei 2255715 943 .402 

110 1432470 1250699 2676 122.6% .010 new _orderll22565911 7083 .706 

I paymentiJ225659191 25021 .797 

I order statusll 22565921 281 .401 

deliveryll 2256595 1902 1.59 

stock levei 225659011 929 .4021 

111 14: 1956 1250699 12282 19.9% 1<0.01 new _order 12253817511 703211 .6341 

payment 12253814611 250711 .8ool 

order status 2253819 278 .401 

·~ 
delivery 2253819 2079 1.20 

I stock levelll 225380911 92911 .4021 

112 432266 1250699 2710 14.4% 1<0.01 new order 12255511411 723111 .8011 

payment 12255507811 25581 .795 

order status 2255511 284 .421 

delivery 2255498 1912 1.601 

stock levei 2255493 961 .401 

113 432379 250699 12324 15.1% 1<0.01 new _order 22561014 7253 2.52 

paymentll 122560976 2584[1 .790 

I order statusll 2256086 11 273 11 .4111 

I deliveryll 225610211 199111 1.601 

stock _leveiiJ 225607911 96311 2.oo1 

114 14. 2567 1250699 12 47 16.1% 1<0.01 new orderiJ22570791Ij 734911 .7931 

I paymentll2257078511 259911 .6671 

order status 2257085 28011 .6461 

de1ivery 2257071 1977 1.20 

stock levei 2257084 974 .411 

115 14 758 1250699 2357 16.4% 1<0.01 new order 225805791 7373 2.53 

payment [22580544 2586 2.00 

I order status ll 2258052 11 29411 .4031 

I deliveryll 2258028 11 204411 1.601 

stock levei I 2258058 11 987 11 .4021 

11 6 [432084 250699 12789 15 . b~MI _ - _ COI IREli.OS I new orderll2254499511 7428 11 2.451 

Fls. N° o 38 I paymentll22545009 11 2627 11 2.ool 

order status 1 2254498 11 28911 .401 / 

" oc: 3 E 96 delivery I 2254498 11 2055 11 1.591 

I stock leveiii 2254497 11 992 11 .411 1 

11 7 11432650 11 250699 112397 1117.6% <0.01 li new order/22574348 1 7448 11 2.231 

http :1 /www. spec. org/j b b2 000/res u lts/ res2 002 q 2/j bb2 000-2 00 2 O 5O 7-00 12 9 ~I 
~r: -~8 
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order __ statusll 225744411 _>?8~1 -~794 

I deliveryll 2257444 2L38 , 2_~_05 

stock _ _levei 2257435 1001 .401 

118 1431677 1250699 12831 13 .1% 1<0.0 1 new _order 2252320411 74_7_911 .550 

payment[[~523193 2668 .807 

order status 22523361 289 .401 

_delivery 22S2120 22031 1.83 

stock_ Jeve1 2252329 1001 .411 

119 1432194 1250699 12437 14.8% '<0.01 new_~~~2550931 7642 2.00 

paymP.nt !??S50913 269511 .998 

order status 2255094 2921 1.781 

delivery 2255098 2105 jl 1.59 

stock _levei 2255092 1009 2.00 
1432111 1250699 12853 12.3% 1<0.01 new __ order 122546415 7617 .796 

paymP.nt 1?? S4n400II 26891 .804 

order _status 2254ó52 30411 .4011 

delivery 2254639 2259 1.69 

stock_ ~velll 225463 3 1011 .401 

121 1431944 1250699 124' 14.0% 1<0.01 new _UI dcfll2253 7 53 6 7685 .800 

paymentl 122537514 2714 .799 

order status 2253750 290 .578 

del~ry 2253753 2295 1.60 

stock levei 2253763 1003 .521 

122 '432075 250699 12888 16.8% <0.01 new __ order 22S41817 7681 2.58 

paymentll22543766 2698 1.82 

order status 2254375 293 .401 

delivery 2254381 1 241711 1.551 

stock _levei 2254377 102011 .401 

123 431878 1250699 2515 13.4% 1<0.01 new __ order 22534293 7815 11 2.39 

paymP.nt 1??534273 2748 .795 

order __ status 2253439 307 .403 

deliverylj 2253422 230911 1.68 

stock __ levei I 2253441 10301 2 .191 

124 1432317 250699 12933 15.2% <0.0 1 new __ orderl 22557172 779611 2.501 

·-- -- -· --- I paymentll2255717311 2744 11 .7991 

KU;) fi UJ/L.UU0 v i ~ I order statusll 2255719 11 29911 .4011 
CPMI ·- COR EIOg I deliveryjl 2255712 11 248011 1.601 01 3 I stock levelll 225572111 103711 .4101 C l. f\ 10 

125 1432337 250699 12551 18 2% 1<0.01 I new orderii225571IO II 7816 11 2.361 

'?> b ( Q payment ll225 5707311 2757 11 2.301 
Doe: 

ordersta,tusj J 225569811 294 11 .6771 

htto :!/www.spec.ora/"bb2000/results/res2002 2/"bb2000-20020507-001 29 .htm~ :-, 1 q J 
~~ rJ 
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stock levei 22557141 10361 .2.2-ti 

126 1431955 1250699 12969 13.5% 1<0.01 I new order 122538691 I 78851 2.55 

payment 122538682 2781 2.00 

order status 2253859 302 .797 

I deliveryll 22538761 2554 2.39 

I stock levelll 22538691 1038 2.001 

127 14: 2242 250699 2588 16.1% 1<0.01 new order 122553068 7906 2.261 

payment 122553079 2816 .860 

order ~t~tm::ll 2255302 3121 .404 

delivery 2255299 2592 2.59 

stock levei 2255306 1047 .401 

128 1431665 1250699 13020 17.4% 1<0.01 new order 22522415 78191 2.431 
payment 122522425 27951 2.521 

o r der _status 22'\??..::1211 29911 .4011 

deliveryll 225224611 287311 2.ool 

stock _levei 2252240 10251 2.ooj 

129 1432037 1250699 12629 14.8% 1<0.01 new order 122542025 8031 .787 

paymP.nt 1??'\..::1?003 2881 2.00 

order status 2254192 312 .531 

de1ivery 2254200 2628 2.00 

stock levei 2254196 1060 .402 

130 1431422 250699 3056 16.2% ko.o1 new order 1225099111 801811 2.511 

payment 225099371 285411 .9681 
1r order status 1 225099211 30911 .4111 

delivery1l 225 098611 277311 1.761 

stock levei 22510031 107311 2.ooj 

PC 1431697 1250699 12 64 14.7% <0.01 I new orderll2252350111 817111 2.19j 

I paymentll2252355111 290611 2.ooj 

order statu;ll 22523461 32211 .796j 

deliveryll 225236311 266811 1.601 

I stock levelll 225235811 108811 .4021 

132 14 1588 1250699 13087 18.4% 1<0.01 new order 22519542 8175 2.001 

payment l22519519j 2873 2.371 

order status J 225195111 33011 2.ooj 

------ ~-- -- deliveryiJ 225194811 282811 2.301 
r\\ . .1.::1 li U.J/LUU ::J • 1.. l'l • stock leveDJ 225195111 108011 2.431 ,..n .. ,_ ,., ...,,.., ,.. 

'"' 
133 1431672 250699 2704 16.0% - r o 01 new ~rderlj2252294311 822411 2.28, 

Fls . N° Ü 1 ·~ payment j22522969JJ 289811 2.40J 

Doe : ~ Ú (j Q 
order status 1 2252292JI 321jj .401/ 

delivery I 2252289/1 285311 2.40/ 

stock l ~vel ? 522871 11 ooll 2.ooj 

,~ ,.., . ,...! 
. . ~ ·, . ..__ ...!._ 
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134 431721 1250699 13131 16.7% <0.01 I paymentll2252528411 -41' 
I order statusll 225252611 3231f - -·· 2.541 

delivery 22525341 310211 2.ool 

stock levei 22525391 104911 2.ool 

135 431147 250699 !2745 15.3% <0.01 ][22495939]1 new __ order 813811 2.491 

payment 22495918lr 2892 2.48 

order status! 2249586 322 .401 

deliveryl 2249612 3224 2.52 

stock _levell 2249601 1080 1.82 

136 1431341 250699 13161 16.9% <0.01 new order 22506Q79ll 8327 2.59 

payment 1225060~0 2950 2.48 

order status 2250601 321 .797 

delivery I 225060611 303011 2.361 

stock. leve] 1 225061711 110411 2.291 

1432043 1250699 12788 15.4% <0.01 new order 12254265411 839611 2 .591 

payment I??'\Ll?f)671 292311 2.091 

order status 22542671 31511 1.691 

deliveryll 225426111 311411 2.371 

stock levelll 225428011 109911 2.561 

138 !431690 250699 3205 15.1% 1<0.01 I new orderll2252449911 842011 2.571 

I paymentll225244 7oll 303311 2.321 

I order statusll 225243711 31911 .6431 

delivery 2252444 306911 2.571 

stock levei 2252440 112711 2.461 

139 14: 1814 1250699 12817 15.7% 1<0.01 I new orderl 122530001 8455 2.59 

I paymentl22529987 2999 2.54 

c order _status 2253006 323 .978 

delivery 22529821 3191 2 .28 

stock levei 22529891 110611 2.00 

140 1431771 250699 3242 17.4% 1<0.01 new order 22528315 8354 2 .28 

I paymentl225283251 3oooll 2.321 

order _status!! 225283411 32311 2.321 

I deliveryll 225283811 345711 2.101 

·-- 1-- I stock levelll 225283511 108811 2.551 

141 431299 250699 12857 7'~ fi UJ/L\1\J;J ~:01 new_order 12250291311 8507IJ 2.581 
CP MI · CORR os : 

payment I22502941IJ 303611 2.341 - i l ! 
Fls. N° 01 I order statusll 2250298IJ 33211 .4011 

I deliveryJJ 2250287JI 33 3911 2.07J 

n~~ ., t! Q stock _levei! I 225029111 112111 .7411 

142 1431284 250699 3276 lo 1 o.~n .... 1~0 . 01 new _orderii22503499IJ 8396 IJ 2.551 

I paymentJ 22~ 03478lJ 2985 11 2.261 
-

h ttp ://www. spec. org/jbb 2 0001 resu I ts/res2 002 q 2/j b b2 000-2 002 O 5O 7-00 12 9. h 1m I \J ' 
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' .!_~ 3/07 /2003 



SPEÇjbb 
,/ ~'\, 

/Página 23 ·de'-~4 
I -... \ 
t . ~, J_ c1 1 tr . :: 

. J 

LJU delivery .---1 2-25-0-35---.411 \.~687lc::=1ITI 
stock _ _leve1l 225034811 10841~ 

1431111 250699 12889 ~18=.5=%=o ====:~<=0 .. 0=1 ~~== new= __ ==orde~rlll22494260II 8663jj 2.57ji 143 

paymentjj22494248ll 3054jj 2.24j 

order statusll 2249433jj 338jj .630j 

deliveryH 2249423jj 3381jj 2.40j 

stock levei 2249419 1146 2.541 

144 1431606 250699 3315 16.6% <0.01 new _order 122518962 8635 2.61 

payment 22518953 3061 2.481 

orderstatus 2251881 340 2.001 

delivery 2251905 3516 2.401 

11 stock _ _level 2251888 1118 1.84 
~===~:==~ 

1431205 1250699 12934 14.9% 1<0.01 new _ _u.~.dti.l 122499684 8592 2.581 145 

payment 2249970011 3020 2.59 

order __ status 2249968 330 2.23 

deliv~ry 224998011 3751 2.25 

stock _ _leve1 2249963 1110 2.00 

146 431136 1250699 13348 17.6% <0.01 new_order 22494609 8796 2.53 

paymentll22494623jj 31011 2.91 
11 order __ statusll 224947611 3571 .797 

deliveryll 224945611 3465ll 2.911 

stock _ _leve11 22494611 1158jj 2.44j 
~=~:====~ 
1<0.01 new _orderll22520376ll 886911 2.721 147 1431605 1250699 12965 16.4% 

payment 12252038611 316oll 2.851 

order_ status I 225203111 33211 1.201 

delivery 225204 · 3478 2.59 

stock_leve1 2252036 1174 2.80 

! 1 14313 83 1250699 3400 18.1% 1<0.01 new _orderll22508992 8901j 2.851 

paymentll22508998ll 312011 2.53j 

11 order statusll 225089911 34111 2.231 

l deliveryll 225090511 359411 2.521 

stock_levelll 225089oll 119011 2.521 
~143=0=90=3=:~12=5,06=9=9 ~~~30=0=4==:~1=9. =1 %=o ==~:<=0 .. 0=1=~:===n=tew===== __ o==:rderll,1??4~1029ll 882711 3.14 149 

paymentll22482994 3145 2.751 

order statusli 2248299 352 2.001 

delivery 2248293j 377611 2.8 1j 

stock levei 224830211 11 6oll 2.311 
I\U0 li VJ/ LUU :J .,1'11 - ~ 

CP MI · CORR IIOS 

new orderll22510840/l 8896/1 2.951 

paymentll2251 077 6/1 31 3 911 2 ' nl 
431436 1250699 3431 150 1' 12.9% o 14 ~0 . 0\ 1 

Fls. N° ! 
order __ statusll 2251084/1 34211 2.421 

deliveryl 2251 097 jj 38 1111 2.841 
/~===:::::::::! 

t\, ~ c'N • 
0~.\ 2\ 1~7 12oo3 

~ 

"!>ó9 P 
Doe: - - - - H- -

·-
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151 431243 250699 3050 18.9% 

152 431539 250699 3472 18.5% 
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<0.01 

<0.01 

new orderjj22500583jj 

paymentjl2250059211 

order statusll 225006011 

deliveryll 225006911 

stock levelll 225006111 

new orderll22516201ll 

paymentll2251618611 

order statusll 225161211 

deliveryll 225161511 

stock levelll 225161811 

CPMI COR REIOS 

Fls. No Ü 14 3 

... 3696 
Doe: -----

http ://www .spec.org/jbb2000/results/res2002q2/jbb2000-20020507 -0012 9. html 
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8Q84.11 .o 
319'311 ~-- ,, 2. .961 

35211 2.411 

375011 3.101 

118711 2.571 

906911 3.071 

321811 2.851 

35811 2.701 

372711 2.901 

121111 2.851 
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Now yo ur Sun syste ms can take full advantage of next-ge neration GigaSwift Ethernet 
techno logy wit h a netwo rk interface ca rd designed for copper cable applications . 

Sun'M GigaSwift Ethernet UTP Adapter 

Purchase these produds 
from lhe Sun"Store, 
sun.comlstore 
or contad an authorized 
Sun reseller nur vou. 

Designed to provide next-generation, high­

performance services by bringing your Sun 

servers and work.stat ions up to speed with 

lhe Sun" GigaSwift Ethernet UTP Adapter. 

Uti li zing a singl e port, the adapte r pro­

vides hig h bandwid t h , se rver-to-server ar 

server-to-switch connections, through copper 

media, at Gigabit speed- an arder o f 

magnitude fa ste r tha n Fast Ethernet. By 

reducing CPU processing loads with packet 

parsing, hardware check.sum generation and 

interrupt coatesci ng, serve r effi ci ency is 

increased , alleviating network congestion 

on the corpo rate computer backbone and 

enhancing performance. Se cause the Sun 

GigaSwift Ethernet UTP Adapte r complies 

with IEEE 802.3 stand ards, exist ing infra­

structure, app lications, and expertise can 

be retained when upgrading portions of 

the network to GigaSwift Ethernet tech­

no\ogy. This interoperability protects 

your investment while helping to enable 

a smooth migration and lower total cost 

of owne rship. Developed by Sun, th e 

adapter offcrs a high levei o f fun ctionality 

and reliabi li ty. 
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SUN 616ASWIFT ETHERNET UTP ADAPTER 

FEATURES 
• lOOOBASE-T Gigabit performance 

• Fully compliant with IEEE 802.3ab 
standards 

• Supports IEEE 802.1Q VLAN 

• Supports IEEE 802.1P/802 .1D 
Priority Tagging 

• Sun-developed high-performance ASIC 

BENEFITS 
• lncreased productivity and cost savings 

through high network throughput 

• Low cost of ownership and investment 
protection through open system 
and interoperability 

• lncreased network security and cost savings 
through departmental network segmenta­
tion to relieve network. congestion 

• lncreased network reliabili ty and cost 
savi ngs through support for Quality of 
Service for mission-critical traffic service 

• Sun quality and performance 

SUN GIGASWIFT ETHERNET UTP ADAPTER SPECIFICATIONS 
PC! BUS 

~~~~bit, w~ ~-'·~' 
S~n9ltdotunivrml 

Svo~ 1 .ivoc 
... .. H~~ tt~9,ill 

OPEAATING ENVIRONM ENTS SUPPORTED 

................. ... ................. -~-~-~~~· ~ ·~-~~d -~!!r_r ~~use.~ 
STAN OARDS COMPLIANCE 

ENVIRONMENTAL 

~P.m.tí_nl] ~~ ~~.~~tu~~ 
~torAgtte~pt-~~lurt 

~~\Jti~~. '".l!!!~~Y.. 
~ht)(.k Mldwihr~tiOR . 

I[(( IIU.]~b liigilbil Uhtlllft 5t~Nbrds 

.... '!~~- ~~~-~.~.~: . . 
IEUIOUP/IOUOPrioriry 
b_gginQ!Q._u~lit,ofStrviu 

o·ctoss·c 
· - 4o; (i~ is:C" 

Opwtin~t 1h0~~! 1.S li, ~~ mm .!_lll sin_t 
Nonoper.lling lhoct llli, llmlte .. 
lf2sil'lf,4/l~u 
'OPfra~inQ Yiiir~Úo.n: o.iSG. SI~ 500 H1 

.. NOiiOPtr.aiin;j' Yiiir.itiõn·:·i6· G~· Si'iiSOO·H·;· 
...... !'i.:S,~;n·~ i o:&~~ i~~, i~.~ 4.1·in.i · .. · 

CONNECTIONS 
IIJ •s UTP co1111ettor ror C~t ~ topper 
c~blin9H1~ir 

POWER CONSUMPTION 
TypiralUWath i2.4AaTSV) 

~illSWalt'!.J .OAIISV) 

OPERATIN6 DISTANCE 
Uptotoometm 

H lA D Q.U A ITE IS SUN MICIOSYSTEMS, INC., 901 SAN ANTONIO ROAD, PALO ALTO, CA 94103·4'300 USA 
PHONE: 650 '}60·1] 00 OR 800 555·'}SUN INTERNET: www.sun .(om 

SALES OFF ICES 

UTP Adapttr, fronl 

UTP Adapter, ltack 

•sun. mlcroJOystems 
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Sun StorEdge" 2Gb PCI Sin 
and Dual Fibre Channel N 
Host Bus Adapter (HBA) 

ProrJurt Br ier 

le 
twork 

Thr Sun StorEdge 2Gb PC I Smgle and Dual Fibre Chann el Network Host Bus Adapter 

(HBA) hi:ls bec n optmm cd for peak performance and real -world scatabil ity in storage 

are a nctworks (SJ\Ns). En gmee red for maximum bandwidth, ou r HBA eliminates 

host bu~ botl lenecks tha t may tmpede the high-performance of 2Gb Fibre Channel 

and creates a ba lanced so lutton. Wtth support for multiple protocots- SCSI, IP, 

and FOape - our HBA is optimrzed for high-speed data movement and system man­

agcment, provtding thc fl cxibtli ty needed to run complex storage networks. Sun 

StorEdge · Tra ffi c Manag er sohware helps dramattca\ly simp\ify administration by 

r roviding superior SAN -wi de fa ilover and \oad balancing between HBAs to improve 

avai\abt hty and add r e~s s t o rage growth without a ddi ng comp\exity. 

Sun StorEdge Com p le t e Storage Solutions- providing you w ith comprehensive 

hardwJrc, software, and se rv~ees to solve you r business chal\enges enterprise·wide . 

RMl(perr•brfChamlflport) 

Unt"roard lntê!llgl'nte 

Topology 

~ abnc ~upport 

Cl;~~~of W I VI({' 

hiln'iter~ 

ProtorCII\ 

. Host btJ ~ 

~ICdara<rons l"s 

Qlogrc ISP23l2A ( ~mgle·port card) 
Qloq1c ISP2]42A {dual port card) 

lS6 KB 

Smg!rduprngmemcludesenhanced RISC 
proce~sor. r1bre Channel Protocol manager, PC I 
OM!\ co ntrolle r, 2Gb t ranscciver~. and on·chip 
frnmf'buffl'r\. 

FC·Al ,Poml-to·Pmnt,Fabr ic 

f·POH 

Cln~~ 3 

Fui\ Duplex u1 pmnt·IO·poml and fa bnc 
lopo logir ~ 

SCS I, ICPl[IC-Iape}, IP 

Conlo r m~ to PCI X Specifrcarion 1.0 and PCilocal 
Bu~ Spec1hcatmn 2.1. 

Up to 400 MB/sec per channel with Full Ou plex. 

rowt•• Consumpt1on 
Single·channel PCI 

Oual-channel PCI 

fonn Factor 
Standard halfrard PCl 
]U compact PCI 

f11Vironme11 t 
Operal ing 

Nonoperat1ng 

llostSofh·J .:m 
Softwaredrivers 

e 
() 

On the Web I www.:> t ll "• .:.o mi:;; r. ·'-'~h' 

High data tr;:msfer r ate 

~'.l iJIJ il! lS up h) :\00 MlV!. E'O.: l ~ i b r: L h t~n ni> l 

·it.l' a t·;; nüe r rr.t e:> 1n ~t: l ! l)upl t:>:-; :nnde. 

Choice of models 

Hands-oU management 

:\•.t!Oin .nu.;;.\!v nr:gnl •.H r:s F 1 b:~ Ch'llllh'l 

hn r,H !' 11. nr :~ Gt"l i. 

Complete compatibility 

<6Wat1s 

<12Watts 

6.8/S"X 4.l00" 

6.6oo"x 2.SJ6" 

o• c to ss•c ll2"Ftom"Fl 
5% lo 90% relative humidity, noncondensing 

-20°êto6soc(-4õc1to149°f) --
o% to 95% relative humid ity, noncondensing 

PC I: Sun StmEdge Network Foundation Sofrware 6.0 
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The versat ile, h igh-speed adapte r for reliable 
LAN and stora ge co nnect ivity. 

+sun. 
micrc<,yo;terns 

Sun·· Dual Fast Ethernet + Dual SCSI PCI Adapter 

Purdlase tbese produds 
trom lhe Sun"Store, 
sUn.com/store 
ar conta c! an authoriud 
Sun reseUer near you. 

Today's enterpnse and Internet data 

center env1ronments demand high-speed, 

high-denSity, affordable solu tions for 

attachang to both LAN environments and 

storage devices. And Su n rneets thilt 

demand with lhe Sun·· Dual Fast Ethernet + 

Dual SCSI PCI adapte r. The adapte r fea ­

tures four ports on a singte, fu ll -size PC I 

card - two FastEthernet ports for LAN 

conncctivity and two Ultra SCS I-2 ports 

for attach ing to SCSI-2 compliant periph­

erals - which saves va luable slots and 

lowcrs cost of ownership by simplifying 

service and support. Plus, the Sun Dual Fast 

Ethernet • Dual SCSI PCI adapter supports 

un ive rsa l PCI powering env ironments, 

features 64-bit ASICs for improved bus oper­

ation, and accommodates single-ended 

and low-voltage differential signa ling­

for an extremely ve rsatile solution . And 

its auto·negotiation capabilities provide 

backward compatibility with 10-BaseT 

Ethernet environments, for outstanding 

investment protection. 

SUN DUAL FAST ETHERNET + DUAL SCSI PCI ADAPTER 

Enterpr ises and Internet data cente rs alike look to Sun to provide high-performance, 

versatile, high ly reliable networking solutions. Th e Sun Dual Fast Ethern et + Dual SCSI 

PCI adapte r delivers two FastEthernet ports and two SCSI ports on a single PCI card -for 

reliable performance with minimal downtime and lower total cost of own ership. 

SUN DUAL FAST ETHERNET + DUAL SCSI PCI ADAPTER SPECIFICATIONS 
PERFORMANCE 

PÓ d~i~ -b~r~ 
lr~Mierrllt 

mt ~'~ÚIIG~O;;~···· 
lro\n!ler ~~!e 

Stslnrm.bronout 
~ll'lnSI~r Tl!_e_. 

~I ~·•~/~~li'\i linf! ' 
~lmndt-s 

St511Mcrlue 

. M.~.~!_mum..J.F&6. MHt 
Up lo ~4·byte bursls 

IOMB/m . 

Mnimum 11 MBtm.[IIi·bit) 
M~~(mum 6 MB/src. {B·bit) 
Maximum.GB 
AD] l·OorAD6]-0 

M'~ter/sl.JVt 

5i~qle · t nd~d ISO 
lowVoll,gtDilftrrntial [lVDI 

S~Sibuspuity Yts 

~C~I 2 ·~!t .. ~~~- -~~v~:~ ........ Yes .. 
m:t _T !-hltbu !~l'l'itt:t re t 
t~u~T lr.~ nsfert•le Up lo lO Mb/~. 

tuu.lu~l .lr~ntf!' ~~~~. .. Up to 100 Mb/set. 

HARDWARE SUPPORTEO 
Strvtrs 
~unUIIr( 

SunEnttrptitt-

Su~ ~l;ad~ · 

Sullfirt" 

S!·~·;E·ri~-~~ 
~l iphtr~ls 

.;tO._IiD,Bo 
UOR,4lDR,l~.·5~,28D.,48CR,B80R. 

~UIK~.!H.k 

. ~~ ~ ' DOI? . .. 
4800,481C,!i8oo 

··· ··· ·· ··· · s~ · ·· ········ 

A11Sun-~upport~dS~SI·ldl.'\im 

SOFTWARE SUPPORTED 

~r.u.r.w~rr: 
Drag n~st~ 

Sol.u i\Operilling(nvironmrntB.up.datt 

!.'"d llig~tf 
_Oprr.~~~ot- PRO~\ ).O ~nd lli~lltr 
Sunvrs-4..:,r.J~io}~r 

POWER REQUIREMENTS 
~nwr.rl~n~~mrtiu_•! 
Volll~t 

M~~~n:~f!' !CW 
] .JVandsV 

DIMENSIONS AND WEIGHT 
lenqlh 

\Vic\Th 
17Smmf6.8r,, .) 
107mm[4 . li~ .) 

H EA D Q U A I TE R S SUN MICIDSYSTEMS, INL, 901 SAN ANTONIO ROAO, PAlO AlTO, CA 94301·4900 USA 
PHONE: liSo 960·1300 OR 8oo SSS-15UN 1/HERNH: www.~un.com 

SALES OFFtCES 

Front 

~)Sun. 
mic ro!>y!>tem~ 
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sun.corn How To Buy I My Sun I Worldwide Sites lsearch • 
+ Products & Services 

Home > Products & Services > Servers > 

SUN SERVERS 

Family Comparison Chart 

Servers 

» Entry- Level Se rvers 
» Midframe & Midrange 

Servers 
» High-End Servers 
» Server Appliances 
» NEBS-Certified Servers 

Servers Related: 

» Server Comparison 
» Success Stori es 
» Solutions 
» Documentation 
» White Papers 
» Support & Service 
>> Server Upgrades 
» Awards & Reviews 

See Also: 

» Storage 
» Sun BluePrints 
>) Press Releases 

Sun Fire 12K and 15K 
Servers 
Enhanced performance and 
manageability 
» More 

Product 
Specifications 

C PUs 

Processo r 

Clock speed 

Uniboard 
CPU/Memory 
Boards 

1/0 Slots 
(cPCI/PCI) 

Maximum Memory 
per dornain 

Maximum Storag 
(ali Sun Fire data 
center servers 
support externai 
storage) 

Sustained Syste 
Bandwidth 

Hot Swap 

Common 
Components 

o 
o 
(") 

Sun Fire 
V1280 

4-12 

900 MHz 

N/ A 

6cPCI 

96GB 

17.5~ 

z 
o 

(") , 
3: 

~8 
~;;o 

~~ · 
-.1 0 

Sun Fire 
3800 

2-8 

1 o r 2 

12 cPCI 

64GB 

35 TB 

Sun Fire 
4800 

2-12 

Sun Fire 
6800 

2-24 

UltraSPARC 111 

900 Mhz, 1.05 GHz or 1.2 GHz 

Up to 3 Up to 6 

16 PCI or 8 hot- 32 PCI or 16 hot-
swappable cPCI swappable cPCI 

96GB 192GB 

35TB 77TB 

9.6 GB/sec 

Sun Fire 
12K 

Up to 52 

Up to 9 

36 PCI 

288GB 

120TB 

21.6 GB/sec 

Sun Fire 
15K 

Upto106 

Up to 18 

72 PCI 

576GB 

250TB 

43.2 GB/sec 

CPU , Me ory, U) ' cpu, Memory, Uniboard CPU/Memory Boards, Compact PCI cards (3800-6800). Power Supplies, 
Power Supplies, Fans. In addition, the Sun Fire 12K/15K supports hot-swap PCI cards and MaxCPU Boards. 
Disks 

~ /E:!_ __ 

CPU , Memory, 
System Controller, 
Fireplane Switch 

CPU , Memory, Uniboard CPU/Memory Boards, Compact PCI card (3800-6800), PCI (4800-15K), 
System Controller (4800-6800), Fireplane Switch (4800-6800) , 1/0 Assemblies (4800-6800}CPU, 

Memory, Uniboard CPU/Memory Boards, Compact PCI card (3800-6800), PCI (4800-15K) , System f ~· ~ · . -......... _~. 

Controller (4800-6800) , Fireplane Switch (4800-6800) , 1/0 Assemblies (4800-6800) "' . -- ~- -- . 

r- . . 11 t t- .. .-1 • •• - ~ - n--'··--'-- -·· 

---.1 
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~un rire ~ervers Lompanson Chart 

MeUUIIUé:llll 

Components 

Availability 
Features 

Domains 

Operating 
Environment 

System 
Management 

r-oU uiJIJ"!:!s, 
Sun Fireplane, 
Switches, Power 
Cords, Data 
Memory Paths 

Dynamic 
Reconfiguration of 
CPU/Memory 
boards, hot CPU 
upgrades, 
redundant Sun 
Fireplane 
lnterconnect, 
redundant network 
connections, hot 
swap disks, smart 
fans, 2N 
redundant hot 
swap power 
supplies, 
hardened 
Operating System 
Kernel, hardened 
1/0 drivers, 
systems 
configuration card, 
proactive self 
diagnostics, end­
to-end data 
integrity, including 
ECC, and cluster 
support. 

N/ A 

Solaris 8 02/02 
Operating 
Environment (or 
later) 

Sun Management 
Center 3.0 
software, Solaris 
Management 
Console 

h ttp :/ /www. s u n .com/ servers/ comparison/s unfirelindex.html 

Página 2 de 3 

ru11, .aruwar!:! M!:!uunuancy 

Full hardware redundancy, Dynamic System Domains, 
Dynamic reconfiguration, Hot CPU Upgrades, online 
upgrades, concurrent maintenance, end-to- end ECC 
protection, redundant network connections, redundant 
storage connections, kernel hot patching, hardened 
operating system kernel, live operating system upgrades, 
journaling file system, hardened 1/0 drivers, and cluster 
support 

Up to 2 fault-isolated Dynamic System 
Domains 

Up to 4 fault­
isolated Dynamic 
Sytem Oomains 

Solaris 8 4/01 Operating Environment (or later) 

Full hardware redundancy; Hot CPU 
Upgrades; Online upgrades; Journaling 
file system; Concurrent maintenance; 
Full data integrity; Redundant network 
connections; Redundant storage 
connections; Hardened operating 
system kernel; Hardened 1/0 drivers 

Up to 9 fault­
isolated Dynamic 
System Domains 

Up to 18 fault­
isolated Dynamic 
System Domains 

· Solaris 8 10/01 Operating Environment 
(or later) 

Sun Management Center 3.0 software 

~ -

~ 
\ ~ 'Ocfl 
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Warranty 

lns1allation 

1. This page meets my need. 

2. This page was easy to find. 

e 
() 

1 Y"-- ·, on-Site 
HIW Service (8am-
5pm, M-F), next 
business day 
Hardware 
Response Time, 
Telephone 
Support (8am-
5pm, M-F) 

N/ A 

1 year, on-Site H/W Service (8am-5pm, 
M-F), 4-Hr Hardware Response Time, 
Telephone Support (8am-8pm, M-F) 

1 year, on-Site 
HIW Service 

(24x7x365), 4-Hr 
Hardware 

Response Time, 
Telephone 

Support 
(24x7x365) 

Serverstart lnstallation includes up to two (2) domains. 

Página 3 de 3 

1 year, on-Site HIW Service 
(24x7x365); 4-hr Hardware Response 
Time; Telephone Support (24x7x365); 
Software Warranty: 90 Days (material 

defects only) 

ServerStart ServerStart 
installation installation 

includes up to 9 includes up to 18 
domains domains 

disagree r r r r r r agree -disagree r r r r r r agree 

Company lnfo I Contact I Terms of Use I Privacy I Trademarks I Copyright 1994-2003 Sun Microsystems, Inc. 
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1.1.1 

75.5 in. 
(191 .8 em) 

System Contrai boards 
(front and rear) 

CPU/Memory boards 
(9 in front and 9 in rear 
of the Sun Fire 15K system) 
(9 in front and 9 filler panels 
in rear of the Sun Fire 12K system) 

1/0 boards 
(9 in from and 9 in rear 
of the Sun Fire 15K system) 
(9 in front and 9 filler panels 
in rear of the Sun Fire 12K system) 

18 CPU/Memory boards and 18 1/0 boards in the Sun Fire 15K system 
9 CPU/Memory boards and 9 1/0 boards in the Sun Fire 12K system 

(with 9 CPU and 1/0 filler panels in the rear of the system) 

FIGURE 1-1 Sun Fire 15K/ 12K Systems 

The Sun Fire 15K/12K systems are essentially the same. The Sun Fire lSK system has 
the capacity for 18 CPU /Memory boards and 18 I/O boards. The Sun Fire 12K 
system has the capacity for nine CPU /Memory boards and nine I/O boards. Each 
system contains two System Control boards (one main and one spare). 

System Boards 

CPU /Memory Boards 

The CPU / Memory board holds four CPUs. Each CPU has an associated memory 
subsystem of eight DIMMs, so memory bandwidth and capacity are both scaled up 
as CPUs are added. The memory capacity of the board is 32 Gbytes using a 1-Gbyte 
DIMM. The maximum memory bandwidth inside a board is 9.6 Gbytes per second. 
The CPU / Memory board has a 4.8 Gbyte per second connection to the rest of the 
system. 

1-2 Sun Fire 15KI12K Systems Overview • June 2003 
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1.1.2 

1.1.3 

1.1.4 

I/0 Boards 
The common Sun Fire 15K/12K systems hot-swap PCI assembly architecture has 
two 1/0 controllers. Each controller provides one 66/33-MHz PCI (peripheral 
component interconnect) bus and one 33-MHz PCI bus for a total of two of each 
speed on the l/O board. Therefore, each l/0 assembly has four hot-swap component 
PCI slots. A Sun Fire 1/0 board has a 2.4 Gbyte per second connection to the rest of 
the system. 

System Controller 
The system controller is the heart of the Sun Fire 15K/12K systems availability and 
serviceability technology. It configures the system, coordinates the boot process, sets 
up the dynamic system domains, monitors the system environmental sensors, and 
handles errar detection, diagnosis, and recovery. Two System Control boards are 
configured into the system to provide redundancy and automatic failover in the 
event that one board fails . 

Peripherals 
The Sun Fire 15K/12K systems cabinet does not have roam for peripherals, with the 
exception of the system controller peripherals (DVD-ROM, digital audio tape (DAT) 
drive, and hard drive). However, more peripheral devices can be configured in 
additional peripheral expansion racks. 

· CORREIOS 

Fls. N° Ol 51 
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System Architecture 
SMS architecture is best described as distributed client-server. init(1M) starts (and 
restarts as necessary) one process: ssd(IM). ssd is responsible for monitoring all 
other SMS processes and restarting them as necessary. See FIGURE 3-1. 

The Sun Fire 15K/12K platform, the SC, and other workstations communicate over 
Ethernet. You perform SMS operations by entering commands on the SC console 
after remotely logging in to the se from another workstation on the local area 
network. You must log in as a user with the appropriate platform or domain 
privileges if you want to perform SMS operations (such as monitoring and 
controlling the platform) . 

Note - If SMS is stopped on the main SC and the other SC is powered off, the 
domains gracefully shutdown and the platform is powered down. If the remaining 
SC is simply powered off without a shutdown of SMS, SMS won't have time to 
power off the platform and the domains will crash. 

Dual system controllers are supported within the Sun Fire 15K/ 12K platform. One 
se is designated as the primary ar main system controller, and the other is 
designated as the spare system controller. If the main se fails, the failover capability 
automatically switches to the spare SC as described in "SC Failover" on page 155. 

Most domain configurable units are active components and you need to check the 
system state before powering off any DCU. 

Note - Circuit breakers must be on whenever a board is present, including 
expander boards, whether ar not the board is powered on. 

For details , see "Power Contrai" on page 128. 

SMS Administration Environme 
Administration tasks on the Sun Fire 15K/ 12K system are secured b 
privilege requirements . Upon installation , SMS installs the following 
groups to the / etc / group fil e. 

• pla tadrnn - Platform administrator 
• pla tope r - Platform operator 

CP MI - CORREIOS 
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• pla tsvc - Platform service 
• dmn[A. .. R]admn- domain [domain_id I domain_tag] administrator (18) 

• dmn[A ... RJ rcfg- doma in [domain_id I domain_tag] configurator (18) 

smsconf ig(IM) allows an administrator to add, remove, and list members of 
platform and domain groups as well as set platform and domain directory privileges 
using the -a, -r, and -1 options. 

smsconf ig also can configure SMS to use alterna te group names including NIS 
managed groups using the -g option. Group information entries can come from any 
ofthe sources for groups specified in the/etc/nsswitch.conf file (refer to 
nsswi te h. conf(4)) . For instance, if domain A was known by its domain tag as the 
"Production Domain," an administrator could create aNIS group with the same 
name and configure SMS to use this group as the domain A administrator group 
instead of the default, dmnaadmn. For more information, refer to the System 
Management Services (SMS) 1.3 Installation Cuide, "Administration Privileges" on 
page 15, and refer to the smsconfig man page. 

N etwork Connections for Administrators 
The nature ofthe Sun Fire 15K/12K physical architecture, with an embedded system 
controller, as well as the supported administrative model (with multiple 
administrative privileges, and hence multiple administrators) dictates that an 
administrator utilize a remate network connection from a workstation to access SMS 
command interfaces to manage the Sun Fire 15K/12K system. 

Caution - Shutting down a remate workstation while a tip session is active into a 
Sun Fire 15K/12K se will bring both Ses down to the OpenBoot OK prompt. This 
will not affect the domains and after powering the remate system back on you can 
restare the SCs by typing go at the OK prompt; however, you should end ali tip 
sessions before shutting down a remate workstation. 

Since the administrators provide information to verify their identity (passwords) 
and might posôibly need to display sensitive data, it is important that the remate 
network connection be secure . Physical separation of the administrative networks 
provides some security on the Sun F ire ISK/ 12K system. Multi pie externai physical 
network connections are available on each se. SMS software supports up to two 
externai network communities. 

For more information on Sun Fire 15K/ 12K networks , see "Management N 
Services " on page 141. For more information on securing the Sun F ire ISK / 
system see "Security Options" on page 14 . 

6 System Management Services (SMS) 1.3 Administrator Guide • January 2003 
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CHAPTER 2 

2.1 

Dynamic System Domains 

The Sun Fire 15K/12K systems contain dynamic domains. These domains are 
described in the following sections. 

• Section 2.1 "Domain Configurability" on page 2-1 
• Section 2.2 "Domain Protection" on page 2-3 
• Section 2.3 "Domain Fault Isolation" on page 2-3 

The Sun Fire 15K system can be dynamically subdivided in to as many as 18 dynamic 
system domains. The Sun Fire 12K system can be subdivided into as many as 9 
dynamic system domains. Each domain has a separate boot disk (to execute a 
specific instance of the Solaris operating environment) as well as separate disk 
storage, network interfaces, and I/0 interfaces. CPU boards and I/0 boards can be 
separately added and removed from running domains. 

Domains are used for server consolidation to run separate parts of a solution, such 
as an application server, a web server, and a database server. The domains are 
hardware-protected from hardware or software faults in other domains. 

Domain Configurability 
Each of the system boards (slot O and slot 1 boards) can be independently added to, 
or removed from, a running domain. This enables CPU and memory resources to be 
moved from one domain to another without disturbing the disk storage and 
network connections. In the Sun Fire 15K system, each domain must have an I/0 
board; therefore, there is a maximum of 18 domains. In the Sun Fire 12K system, 
each domain must have an I/O board; therefore, there is a maximum of 9 domains. 

CP MI - CORR EIOS 
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2.3 

Domain Protection 
Primary domain protection is accomplished in the address extender queue (AXQ) 
ASICs by checking each transaction for domain validity when a transaction is first 
detected. In the Sun Fire 15K system, the system data interface (SDI) chips can also 
screen data transfer requests for valid destinations (to as many as 36 system boards). 
In addition, each Sun Fireplane interconnect arbiter (data, address, response) screens 
requests to as many as 18 expanders. In the Sun Fire 12K system, the SDI chips can 
screen data transfer requests for valid destinations (to as many as 18 system boards). 
Each Sun Fireplane interconnect arbiter (data, address, response) screens requests to 
as many as 9 expanders.This is a double check on the other domain protection 
mechanisms, which are in the AXQ and the SDI chips. 

If a transgression error is detected in the AXQ, the AXQ treats the error operation 
like a request to nonexistent memory. It reissues the request without asserting a 
mapped coherency protocol signal, causing a Solaris operating enviroriment switch 
execution from one process to another. A transgression error in the Sun Fireplane 
interconnect causes a domainstop of the transgressing domains because this error 
must indicate a failure of the primary protection mechanism. 

Domain Fault Isolation 
Domains are protected against software or hardware faults in other domains. If 
there is a fault in the processar or memory hardware that is assigned to a particular 
domain, only that one domain will be affected. If there is a fault in hardware that is 
shared between multiple domains, only those domains that share the hardware are 
affected. 

As an example of hardware shared between two domains, consider a system which 
is configured to have a CPU /Memory board in one domain and its associated I/O 
board in another domain. The logic on a split expander board is shared between 
those two domains. A fault in a split expander or its control wiring to the Sun 
Fireplane interconnect causes a failure only in those two domains. A fault in globally 
shared hardware, such as the system clock generator or Sun Fireplane interconnect 
chips, causes a failure in ali domains. 

Fatal errors, such as a parity error in control wiring or a faulty ASIC, causes a 
domainstop . The steering signals from the expander boards to the arbiter chips of the 
Sun Fireplane interconnect are parity protected. If there is a parity error, the multiple 
copies of the Sun Fireplane interconnect arbiter could get out of syn :-'flrerefore;-this -·-- ·· -· 
type of parity error causes an immediate domainstop of the domain. 
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1.4 Dynamic System Domains 
Each domain in the Sun Fire 15K/12K systems include one or more 
CPU/Memory boards and one or more l/0 boards. Each domain runs its own 
instance of the Solaris operating environment and has its own peripherals and 
network connections. Domains can be reconfigured without interrupting the 
operation of other domains. Domains can be used for: 

• Testing new applications 
• Making operating system updates 
• Supporting various departments 
• Removing and reinstalling boards for repair or upgrade 

As an example, the Sun Fire 15K system is divided into three dorhains. Here is one 
example of partitioning a fully populated system into three domains to handle three 
types of functions: 

• Domain 1 is set up to run online transaction processing (OLTP). It is a 32-CPU 
domain containing eight boards of four CPUs each. 

• Domair : is set up to run decision support software (DSS). It is also a 32-CPU 
domain , mtaining eight boards of four CPUs each. 

• Domain 3 is set up as a domain for developers. It is a two-board domain, each 
board with four CPUs. 

Boards can be automatically migrated between domains as the load change 
demands. 

The Sun Fire 15K system can have up to 18 domains. The Sun Fire 12K system can 
have up to 9 domains. Domains are isolated from each other by the interconnect 
application-specific integrated circuits (ASICs). 

1-8 Sun Fire 15K/12K Systems Overview • June 2003 



System Architecture 
SMS architecture is best described as distributed client-server. ini t(1M) starts (and 
restarts as necessary) one process: ssd(IM) . ssd is responsible for monitoring ali 
other SMS processes and restarting them as necessary. See FIGURE 3-1. 

The Sun Fire 15K/ 12K platform, the SC, and other workstations communicate over 
Ethernet. You perform SMS operations by entering commands on the SC console 
after remotely logging in to the SC from another workstation on the local area 
network. You must log in as a user with the appropriate platform or domain 
privileges if you want to perform SMS operations (such as monitoring and 
controlling the platform) . 

Note - If SMS is stopped on the main SC and the other SC is powered off, the 
domains gracefully shutdown and the platform is powered down. If the remaining 
SC is simply powered off without a shutdown of SMS, SMS won 't have time to 
power off the platform and the domains will crash. 

Dual system controllers are supported within the Sun Fire 15K/ 12K platform. One 
se is designated as the primary or main system controller, and the other is 
designated as the spare system controller. If the main SC fails, the failover capability 
automatically switches to the spare SC as described in "SC Failover" on page 155. 

Most domain configurable units are active components and you need to check the 
system state before powering off any DCU. 

Note - Circuit breakers must be on whenever a board is present, including 
expander boards, whether or not the board is powered on. 

For details, see "Power Contrai" on page 128. 

SMS Administration Environment 
Administration tasks on the Sun Fire !5K/ 12K system are secured by group 
privilege requirements. Upon installation , SMS installs the following 39 UNIX 
groups to the / etc/gr oup fil e. 

• p latadmn - Platform administrator 

• p l a t ope r - Platform operator 
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• platsvc - Platform service 

• dmn[A .. R]admn - domain [domain_id I domain_tag] administrator (18) 
• dmn[A .. RJ rcfg - domain [domain_id I domain_tag] configurator (18) 

srnsconfig(lM) allows an administrator to add, remove, and list members of 
platform and domain groups as well as set platform and domain directory privileges 
using the -a, -r, and -1 options. 

srnsconfig a!so can configure SMS to use alternate group names including NIS 
managed groups using the -g option. Group information entries can come from any 
of the sources for groups specified in the/ etc/nsswi tch. conf file (refer to 
nsswi tch. conf(4)). For instance, if domain A was known by its domain tag as the 
"Production Domain," an administrator could create aNIS group with the same 
name and configure SMS to use this group as the domain A administrator group 
instead of the default, dmnaadmn. For more information, refer to the System 
Management Services (SMS) 1.3 Installation Cuide, "Administration Privileges" on 
page 15, and refer to the srnsconfig man page. 

N etwork Connections for Administrators 
The nature o f the Sun F ire 15K/ 12K physical architecture, with an embedded system 
controller, as well as the supported administrative model (with multiple 
administrative privileges, and hence multiple administrators) dictates that an 
administrator utilize a remate network connection from a workstation to access SMS 
command interfaces to manage the Sun F ire 15K/ 12K system. 

Caution - Shutting down a remate workstation while a tip session is active into a 
Sun Fire 15K/12K se will bring both Ses down to the OpenBoot OK prompt. This 
will not affect the domains and after powering the remate system back on you can 
restare the Ses by typing go at the OK prompt; however, you should end ali tip 
sessions before shutting down a remate workstation. 

Since the administrators provide information to verify their identity (passwords) 
and might possibly need to display sensitive data, it is important that the remate 
network connection be secure. Physical separation of the administrative networks 
provides some security on the Sun F ire 15K/ 12K system. Multiple externai physical 
network connections are available on each se. SMS software supports up to two 
externai network communities. 

For more information on Sun Fire 15K/12K networks , see "Management Network 
Services" on page 141. For more information on securing the Sun F ire 15K/ 12K 

· ... , /_.. , 
· · ~ · --- - ~ •' . 

system see "Security Options" on page 14. _ ____ , __ - · , .. __ _ 
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S U N F I R E~ V 4 8 o S E R V E R 
The Sun Fire·· V480 server is designed to 

de tiver compute density and enterprise­

class RAS features at an affordable price. 

lt s space-efficient, rack-optimized SRU, 

24-inch-depth enclosure provides excel­

lent value per rack unit and contains 

up to four 900-MHz UltraSPARC® lll Cu 

processors, each with 8 MB e-cache (L2), 

up to 32GB of memory, integrated dual 

10/100/1ooo-Mb/sec. Ethernet, and the 

Sun Fireplane lnterconnect operating at 

9.6 GB/sec. The Sun Fire V480 server 

features N+1 power supplies with sepa­

rate power cords, soa fully configured 

system can run on one power supply; 

the second power supply is for redun­

dancy purposes. ln addition, hot-plug 

disks and hot-swap power supplies enable 

online maintenance and repair to further 

enhance system availability. Outstanding 

scalability, performance, and enterprise 

class RAS features make the Sun Fire V480 

server an excellent Web, e-commerce, or 

EDA serve r. Remate System Contrai (RSC) 

reduces overall system management co5t5 

e 
SPECIFI(li ONS 
PROCESSOR OPlluriS 
Processar 900-MHz UltraSPARC' 111 Cu 
ArchiteCiure ~upe~~(~lar S~~~c 9 _ _ ~ ·- -~- - -·-·· 
Processar modUifS · One or two dual-processor/memory modules 
Cache (on chip) 6ÜB-data and 32-KB instructiÍ>n - - - -
Secondary (l2) 8-MIÍ ~xt~r.'!at . ... -

MAIN MEMORY 
A system maxif1!Um of 32GB when _configured with four processors. 

STANDARDIINTEGRATED INTERFACES 
Network 
1/ 0 . 

Two 10/100/looo-Mb/sec. Ethernet 
FC-ALdiskCõniroilef~ twciüSBPoiiS ·· ·-- --· ---
Ri 45seriáf port · - - -Serial 

Expansion ca-pability- Six PCI siÕÍs cÕmpliant with PÓ spéclficaiiõ.nRevisiÕn.Ú:· · 
two at 66 MHz, 64 bits wide, 3.3 volts; !ou r at 33 MHz, 
64 bits wjde, 5 volts 

MASS STORAGE AND MEDIA 
Host adapters Internai tOE to support the internai OVO 
Internai disk Two 3.5-in. X 1.0-in.lD,OOO RPM FC-Al diiks, 36-GB 

Externai-tape 
systems 

SOFTWARE 
Operating system 
Languages 
Networking 
System arid netWork 
management 

(7_3-~ ~rives ~re a(so su~p~rt~d) _ 
Sun StorEdge· MulttPack systems 
Sun StorEdge Ã1ooo -
Sun StorÍ:dge-OlOOÕ 
Sun StorEdge Ã3sÕO 
s_un_Sl~rfdqe Aslil§[A5ioo 
Sun StorEdge T3 
s~_rí siorí:dg;,:õ2 _ 
Sun StorEdge 51 
Sun StorEdge 39Õoi69ôó -
sun- siorEdge ·9900 · 
scsliapedevices viã a SCSI host bus.ãdãpter: - -- . - --­
Sun StorEdge 12-GB DOS-3 UniPack 
Sun StorEdge OOS-3 FiexiPack .. · 
Sun storEdge OOS-3 Autoloader FlexiPãck · 
suri StÓrEdge 20-GB OOS·4UniPãck . -
Sun StorEdge iJtJSõoo FiexiPacÍ<. - - .... .. 
Sun siorEdge L9 tape autoloader --- - -­
sun StorEdge uo tape iibrary family 
Suo StorEdge L18o tape library 
Sun· StorEdge l700 tape library · .. 
(Uiiiiiation oltfie 5un StorÉdgÚ18Õ ·and l]oo tã-peÜiiraries 
may be limited by the number oi SCSI host bus adapters and 
bus~s i!_va!l_i!_ble f~r_ connection to ~he _ser_ve_!:)__ -----· 

Sola ris" 8 2102 or late r 
c, c~_FOR~N, j~va . . ... __ ___ .... 
ONC: ~FS,TCPIIP,Sunlink" OSI, lv1f!S,_tp}7SPX . . _ 
Sun'" Management Center, Sun Remate System Contrai, 
Sun Cluster, Sola ris PC Netlink, Sola ris Management 
Console, Solstice JumpStart; Sola ris WebStart, Solaris Web 
Start Wizards, Solstice AdminSuite; Solstice OiskSuite; 
Solstice Backup; and other Solstice" pro_d~cts __ _ _ 

ICROSYSTEMS, INC., 901 SAN ANTONIO ROAD, PALO ALTO, CA 94303-4900 USA 

N INTERNET: www.sun .com 

CONSOLE OPTIONS 
Monitor Optional, Sun monitors from 1995 onward 
- - ----- - .. . ____ jl7:cfP_!ªj_l_2j 20)}~:._and)4·inch) .... 
Frame bulfer Sun PGX64 8124-bit 
~ybõã.iii ~n.iõiiS.é_-Qst!J~_ii<>:~ ~~(inó~~· ::. ~:- - --~- : .. _. .. _ .. 
PCII/0 options Gigabit Ethernet, 10/lOO·Mb/sec. Ethernet, FC-Al, Quad 

FastEthernet, token ring, FOOI, ATM·l55, ATM-622, high· 
speed serial, Ultra· SCSI with 10/loo-Mb/sec. Ethernet, 
dual-channel single-ended Ultra SCSI, dual-channel 

. __ .. .. __ _ _ _ di~erent@l_l)ll!_a SCSI 

POWER SUPPLIES 
9'!.•_r_e.IJ!l.i!!~t~o_!or red_U_rl~~n_cy,_ ~~~ I_Y_ith _i!ld_ep!nd!~t p_~er cord . 
r:v!axim~f!1~_!: ln~~t _ !~_o_'!.' P!'. PEIY!~~p-~ly____ _ . 
~~-i"!"!" PC outp~!__!!I!_4_\I{Jl<!r.po_wers_upply _ _ . __ 

ENVIRONMENT 
AC power lOD-240 VAC, 47-63HZ, 0.895 rNA 
õj,elating.- - -- ?c to- 3(C(4i' F tó 95" F) zó% io 80% relativéiemperature 

humidity, noncondensing, 27" C maximum wet bulb 
NÕnoperating ·- ----:iô• c io 6o' c (-4' F to 14o'·F,-s% to 95%'ieiãiivé temperature 

humidity, ~onconden~ing . 

REGULATIONS 
Meets o r exceeds the following requirements: 
Safety ... - -- .. - UL1ij5o, cil Séheme IEC 9SO (CE mark) , CSA Cn.i 9SO 

(from Ul), TUV EN 60950 
lifii EMi- - 'clâss"A: Au-stràiia/New zeaTand AS/NZ 3548, tnlustry 

Canada ICES-oo3, European Community EN55022/CISPR22, 
Japan VCCI, Taiwan CNS 13438, and US FCC 47CFR1S.B 

lmmunity .. ENssol<i, ÉN61ooo-4-2, EN61000:4-3, ENGÚl00-4·4; ENGlll00-4-5, 
EN61000·4·6, EN6lll00-4·8, EN6lll00-4·11, IEC 6lll00-3·2, and 
IEC61000·H 

!_~ay . _- _ ~ U,?. óffijs .zicFR Subchapter J, tini German X-ray Oecree ·. 

DIMENSIONS ANO WEIGHT 
l!_eig~t __ ... _ . ___ S_l/,_~2_2 mm (8.75 in.)_ 
Wid!h .. . .... __ _ ~~r11m (!Z:5 i~.) .. 
º-·~~h _________ 610 f11"Ú24,0in.) . .. _ .. . 
W~i_gh_t_ ..... ___ __ ~S·I!.~g_(79i)J.) (f!l_inimum) . ... _ . 

111 kg (2?J.bJ (fuiiY. con~g~r~) _ __ _ _ . . . _ . 
Rack ... - Fits into a standard 19·inch-wide rack mount kit that 

complies with EIA-310·0-1992 standard, ora 72-inch height 
Sun StorEdge rack, which will support seven Sun Fire V480 

__ ___ ··- -- - _ _ s~~e~~· -- _____ _ __ _ 
UPGRADES 
Upgrades are available for SPARC' server and Sun Enterprise· systems. Contact 
y~r lo_c~l ~!'2"~~I~~~e~-~~tive to.r.~eta~s.: ____ _ _ 

WARRANTY 
Hardware support 3 years 
soiiwãré fnstàii . . 90days 
tâii responsê "" ... 8 hours 
beti~ery - · Second bÜsines~ lfay, on-siie 
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Sun'M Rack 900 

Highly flexible rack mount system. 

e c 
Key feature highlights 

Ea sily personali zed for you r part icular 

needs, w ith numerous bu ilding blocks and 

upgrade opt ions. 

Base building block options including a 

newly designed power distribution system 

using zero rac k units, a locki ng front doar, 

cable ma nagement, and rack mount kits 

t o accommodate curre nt and fut ure Sun 

product s wi t h an indust ry-stand ard 

19-inch w idth. 

Accomm odat es Sun se rve rs, sto rage, and 

qualif ied thi rd-party products. 

- c<) rack unit power distri bution syst em 

.rvs sophist icated power ma nageme nt 

wit hout taking up valuable product space. 

Vert ical Cab le Management Bracket 

cont ributes to increased security and 

bett er reso urce management. 

Enjoy more options in your resource deployment. 

With constantly changing data center space and resource requirements, information 
technology (IT) managers need greater flexibility in deploying their resources. 

Designed with a bUilding block approach that maximizes resource atlocation 

opportunities, the SunN Rack 900 

provides a wide variety of options. 

Offering greater space utilization, 
flexibility, and manageability, the 
Sun Rack 900 can be incorporated into 
a full spectrum of environments­
from the largest data centers to small 
deployment situations. 

Building blocks for flexibility. 

The Sun Rack 900 offers the flexibility 

of a building-block approach to 

maximize resource allocation oppor­

tunities, with three power options to 

meet your specific needs. lf your data 

center is already fitted to provide 
power to the rack, you c a n order the 
rack without power. The second 
option is the newly designed Power 
Distribution System (PDS) , wh ich 
consists of two independently 
powe red sequencers and two power 
outlet strips eac h with 24 outlets 

(48 tota l) . Th e Sun RaC KW.i:!Jtl:o~~~'WW'Wii' 

not use any RU s of valu 
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Datasheet Sun· Rack 900 

Sun'M Rack 900 System Specifications 

space, and you h ave use of the total38 RUs for your 
current and future Sun servers and storage systems, 
as well as qualified third-party products. 

For supported products, please see 

http ://su n .com/serve rs/rack 

Sun Rack goo Dimensions 

Height: 74 in 188 em e ( lth: 23-5 in 59-7 em 
'oepth: 35-4 in 90 em 
Weight: 360 pounds 163-3 kg 

Usab~~ckunrts: 38 

Operating Range 

Nominal Voltage 

Operating Voltage 

Frequency 

Current 

AC Power Plug 

AC Power Receptacle 

Power Cords Required 

On the Web sun.com/servers/raGk 

Power Distribution System (PDS) 

200, 208, 220, 230, or 240 VAC 

Single Phase 180-240 VAC 

47·63 Hz 

32A (2X 16A) maximum 

2N Redundant Systems 

64A (4X-16A) maximum 
Non·Redundant Systems 

N+ 1 Redunda nt Systems 

NEMA l6·20P Dom estie 

IEC 309 16A 3 Position 
lnternational 

NEMA l6·20R Domestic 

IEC 309 16A 3 Position 
lnternational 

4 

• These configurations will not survive the loss of an AC input unless systems are redundant. 

Base Sun Rack goo cabinet includes: • Anti-tilt bar assembly 

• Rear doar, locking • Power strip bracket and cabling 

• Frame with casters • Vertical cable management bracket 

• RETMA rails, M6 thread • Sequencer box bracket (2) 

• Top panel • Ship kit 

• Side panels (2) 

The front and rear doors o f the cabinet give 
doto center technicions immediate access to 
products, and cable management arms keep 
cab/es organized for easy tracing. 

CPMI - CO~R);IOS 
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Fls. N° ____ _ 

Doe: --- ---
3 6 9 6 



- - -- -- · -- ...... ..... .A....J.J.......I u ~ U.J..LJlVJ.., VVCL VICW Página 1 de 2 

sun .com How To Buy I My Sun I Worldwide Sites lsearch 

+ Products & Services 

Home > Products & Services > Hardware > Storage > Storage Software > Storage Management > 

STORAGE MANAGEMENT SOFTWARE 
VERITAS File System 

VERIT AS File System 

>> In lhe Spotlight 

Storage Related: 

» White Papers 

» Success Stories 

» Press Releases 

G Print 

o 
o 
() 

_ ......... _______ .........,......_.=-~---- · . 

V fRITAS File S}rstem software is a powerful, quick-recovery journaling file system 

that is. designed to provide high performance and easy management for mission­
criticat applications. The software augments UNIX0 file maJtagement with high 
avai lability, data throughput, and up-to-date structural integrity. 

VERITAS File System is a high-performance, quick-recovery, journaling file system. lt helps provide the performance and manageability 
mission-critical applications require . VxFS provides scalable performance and capacity to meet the demands of increased user loads and 
client/server environments. 

Highlights 

Key Applications: 
VERITAS File System 3.2 (VxFS) software augments UNIX® file management and provides scalable performance and capacity to meet the 
demands of increased user loads and client/server environments. 

Key Specifications: 
VERIT AS File System has online management capabilities, such as defragmentation and flexible file system sizes. The software helps 
enable online backups and fast recovery times: The journaling file system means no file system checks are required. 

Key Benefits: 
ls designed to provide fast recoverability, high availability, high performance and scalability. Centralized management in heterogeneous 
environments. 

Key Related Hardware: 
• Sun StorEdge A5200 
• Sun StorEdge T3 Array for the Enterprise 
• Sun StorEdge T3 Array for the Workgroup 

h ttp: I lwww . s un .com/ storage/ software/storage _mgmt/filesysternlindex.html 
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Key lndustries: 

• 
0 

VxFS is suitable for virtually any mission-critical site that needs high availability, robust data access, and fast recovery. 

Requirements: 

• Solaris 2.6, 7, o r 8 Operating Environments. 

1. This page meets my need . disagree r r r r r r agree 

2. This page was easy to find . disagree r r r r r r agree 
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#to mount to fsck point type pass at boot options 
# 
fd /dev/fd fd no 
/ proc / proc pro c no 
/ dev/dsk / c0t 0d0s1 - swap no 
/ dev/ dsk / cOtOdOsO /dev/ rdsk/cOtOdOsO I ufs 1 no 
/ dev/ dsk / cOtOdOs6 /dev/ rdsk / cOt0dOs6 /usr ufs 1 no 
/ dev/dsk / cOtOdOsS / dev/rdsk/cOtOdOsS / datab ufs 2 yes 
/ dev/dsk / cOt OdO s7 /dev/ rdsk/cOtOdOs7 / export/home ufs 2 yes 
swap / tmp tmpfs - yes 

T How to Determine the Number of Tapes Needed 
for a Full Backup 

1. Become superuser or assume an equivalent role. 

2. Estimate the size of the backup in bytes. 

# ufsdump S file-system 

The S displays the estimated number of bytes that are needed to do the backup. 

3. Divide the estimated size by the capacity of the tape to see how many tapes you 
need. 

For a list of tape capacities, see Table 46-5. 

Example-Determining Number of Tapes 
In this example, the file system of 489,472 bytes easily fits on a 150-Mbyte t pe~-------- __ , 

# ufsdump S /export/home 

4 894 72 CPMI _ · CORREIOS 
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Backing Up a File System Doe: 3 6 9 6 
The foJlowing are general guidelines for performing backups: 

• Use single-user mode or unmount the file system, unless you are creating a 
snapshot of a file system. For information about UFS snapshots, see Chapter 48. 

• Be aware that the backing up of file systems when there are directory-level 
operations (such as creating, removing, and renaming files) and file-levei activity 
occurring means that some data will not be included in the backup. 

• You can run the uf sdump command from a single system and remotely back up 
groups of systems across the network through remote shell or remote login, and 
direct the output to the system on which the tape drive is located . (Typically, the 

Chapter 47 • Backing Up Files and File Systems (Tasks) 657 



tape drive is located on the system from which you run the uf sdump command, 
but it does not have to be.) 

Another way to back up files to a remote drive is to pipe the output from the 
uf sdump command to the dd command. For information about using the dd 
command, see Chapter 51. 

• If you are doing remote backups across the network, the system with the tape drive 
must have entries in its I. rhosts file for each client that will be using the drive. 
Also, the system that initiates the backup must be included in the I. rhosts file 
on each system that it will back up. 

• To specify a remote tape device on a system, use the naming convention that 
matches the OS release of the system with the remote tape drive. For example, use 
the I de v I rs tO device for a remo te drive on a system that is running the SunOS 
4.1.1 release or compatible versions. Use the ldev lrmtiD device for a system 
running the Solaris 9 release or compatible versions. 

Note- Use the nisbackup command to back up aNIS+ master server. For 
information on using this command, see System Administration Guide: Naming and 
Directory Services (FNS and NIS+). 

T How to Backup a File System to Tape 
The following steps provide the general steps for backing up file systems using the 
ufsdump command. The examples show specific uses of options and arguments. 

1. Become superuser or assume an equivalent role. 

2. Bring the system to run levei S (single-user mode). 

# shutdown -g30 -y 

3. (Optional) Check the file system for consistency. CPMI CORREIOS 
# fsck -m /dev/rdsk/device·name 

The fsck -m command checks for the consistency of file systems. For example, p 
failures can leave files in an inconsistent state. For more information on the f sck 
command, see Chapter 43. 

4. lf you need to back up file systems to a remote tape drive: 

a. On the system to which the tape drive is attached (the tape server), add the 
following entry to its I. rhosts file. 

host root 

vhts . 

Doe: 

The host entry specifies the name o f the system on which you will run the uf sdump 
command to perform the backup. 

658 System Administration Guide: Basic Administration • August 2003 

N01 66 

3696 
------



~c_ IV"' 

Task Oescription lnstructlons 

Restore files interactively - Use this "How to Restore Files 
method when you are unsure of the Interactively" on page 677 
file names because you can browse the 
media contents and select individual 
files and directories. 

Restore files non-interactively - Using "How to Restore Specific 
this method is probably faster if you Files Non-Interactively" 
already know the few file names to be on page 679 
restored. 

Restore a file system -Use this "How to Restore a 
method when you get a new disk Complete File System" 
drive or as part of a recovery onpage 681 
procedure. 

Restore the root (/) or Restoring the root (/) or / usr file "How to Restore the root 
jus r file systems systems involves booting the system (!) and /usr File Systems" 

from a local CD or the network. on page 684 

Preparing to Restare Files and File 
Systems 
The ufsrestore command copies files to disk, relative to the current working 
directory, from backups that were created by using the uf sdump cornrnand. You can 
use the ufsrestore cornrnand to reload an entire file system hierarchy from a levei O 
dump and incrementai dumps that follow it or to restare one or more single files from 
any backup tape. If the ufsrestore command is run as superuser, files are restored 
with their original owner, last modification time, and mode (permissions) . 

Before you start to restare files or file systems, you need to know the following: 

• The tapes (or diskettes) you need 
• The raw device name on which you want to restare the file system 
• The type of tape device you will use 
• The device name (local or remate) for the tape drive 

CPMI CORR EIOS 
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Determining the File System N ame Doe: ------
If you have properly labeled your backup tapes, you should be able to use the file "-----­
system name (I de v I rdsk / device-name) from the tape la bel. For more information, see 
"How to Find File System Names" on page 656. 
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Determining the Type of Tape Device You Need 
You must use a tape device that is compatible with the backup media to restore the 
files. The format of the backup media determines which drive you must use to restore 
files. For example, if your backup media is 8-mm tape, you must use an 8-mm tape 
drive to restore the files. 

Determining the Tape Device Name 
You might have specified the tape device name (/dev lrmtln) as part of the backup 
tape label information. If you are using the same drive to restore a backup tape, you 
can use the device name from the label. For more information on media devices and 
device names, see Chapter 52. 

Restoring Files and File Systems 
When you back up files and directories, you save them relative to the file system in 
which they belong. When you restore files and directories, the ufsrestore command 
re-creates the file hierarchy in the current working directory. 

For example, files backed up from the lexportldocl books directory (where 
I export is the file system), are saved relative to I export. In other words, the bookl 
file in the books directory is saved as . l doc l bookslbookl on the tape. Later on, if 
you restored the . ldoclbookslbookl file to the I v ar ltmp directory, the file would 
be restored to lvarltmpldoclbookslbookl. 

When you restore individual files and directories, it is a good idea to restare them to a 
temporary location, such as the I v ar I tmp directory. After you verify them, you can 
move the files to their proper locations. You can restare individual files and directories 
to their originallocations. If you doso, be sure you are not overwriting newer files 
with older versions from the backup tape. 

To avoid conflicts with other users, you might want to create and change to a 
subdirectory, such as the lvar l tmp l restore file, in which to restare the files . 

If you are restoring a hierarchy, you should restore the files in a temporary directory 
on the same file system where the files will reside. So, you can use the mv command to 
move the entire hierarchy where it belongs after it is restored. 

Chapter 49 • Restoring Files and File Systems (Tasks) 675 
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S U N F I R E~ V 4 8 o SERVE R 
The Su n Fire· V480 server is designed to 

de ti ve r com pute de nsity and enterprise­

cla ss RAS features at an affordable price. 

lts space-efficie nt , rack-optimi ze d sRU, 

24-inc h-depth e nclosure provides excel­

le nt va lu e per rack unit and co ntains 

up to fo ur goo-MHz UltraSPARC"' 111 Cu 

processors, each with 8 MB e-cache (L2), 

up to 32GB o f memory, integrated dual 

10/ 100/looo-Mb/sec. Ethernet, and the 

Sun Fi replane lnterconnect operating at 

9.6 GB/se c. The Sun Fire V480 serve r 

feature s N+l power supplies with sepa­

rate power cords, soa fully configured 

system ca n run on one power s upply ; 

the second power supply is for redun ­

dancy purposes. In addition, hot-plug 

disks and hot-swap power supplies enable 

online maintenance and repair to further 

enhance syst e m availability. Outstanding 

sca lability, performance, and enterprise 

class RAS features make the Sun Fire V480 

serve r an exce llent Web, e-commerce, or 

EDA serve r. Remete System Control (RSC) 

e \h't. ,, 

SPECIF!'4'IONS 
PROCESSO R OP, --·~S 
Processor 90D-MHz UltraSPARC" 111 Cu 
Arch itecture sÜpe.iScalar SPÃRC 9-
Processor n>odules One or twó dual-processor/ n>emoiy modules 
Cache (on <hipÍ 64-KB data and 32-KB inst ruction -
Secondary (l2) 8·MB externai 

MAIN MEMORY 
A syste n> maximum of 32 GB when confi gured with four processors 

STANOARO/INTEGRATEO INTERFACES 
Network Two 10/10011000-Mb/sec. Ethernet 
1/0 FC·AL disk controller, two US8 ports 
Serial · R)45 se rial ·port · -
Expa nsion capabilitY Six PCI slots con>pliant with PCi specification Revi'sion i.i: 

two at 66 MHz, 64 bits wide, 3.3 volts; four at 33 MHz, 
64 bits wide, s volts 

MASS STORAGE ANO MEDIA 
Hosl adaple11 lnternaiiOE to support the internai OVO 
lntemal disk Two 3.S-in. X 1.o-in. 10,000 RPM FC·AL disks, 36-Gil 

Externai disk 

Externallape 
systems 

(73-GB drives are also supported) 
sún slõrfdge'MüitTPack sYitems -·· 
sun SiorÉdge A1ooo · · -· 
Sun StorEdge iiüioO 
sún siorÊdge A3soo 
Sun siorEdge ASÍOo/AS20Õ 
stin storEdge T3 · · 
Sun SforEdge 02 
sun stõrEdge s1 -
sun 5torEdge 39oo/6go(í­
sún storEdge 9!loo· 

· · SCSI tape devices via a sts1 host lius àdapter: · 
Sun StorEdge 12-GB OOS-3 UniPack 
Sun stõiEdge oõs-3 FiexiPack - .. -. -- . 

· sün slorEdge oõs-3 Autoloader Fiexi f>.ick 
Sun ~torÊ~ge 21J:GB_DD~·4 ·~niPaék · . - - -
Sun StorEdge OLT8000 FlexiPack 
Sun StÕrEdgii L9 tape autoToãder -­
Sun StorEdge llÓ tape library family 
Sun ·storEdg.e L18Õ tape lihrary 
Sun StorE~g~ LJ.qO tape_!ibra_ri _ . . . . .. . 
(Utilization of the Sun StorEdge L18o and l700 tape libraries 
may be limited by the number of SCSI host bus adapters and 
b~es available for co~nection to_ the se rve r.) _.. _________ _ 

sonwARE 
reduces overall system management costs Solaris" 8 2102 or !ater 

C, c H, FÜRTRÃN-, )âva . . .. - ·-· - - - - -· -
by providing monitoring and contro .. l f_r~o_,m,....---~::U~::::7.:~i1'Nc; N[S, TCP/I)'._SÜnlinl·_osl, Mtjs,jpús-~( · . 

t [ t' · Eth t · n6 un· Management Center, Sun Remote System Control, 
remo e OCa IOnS VIa erne , se na , aO un Cluster, Solaris PC Netlink, Solaris Management 

d · o onsole, Solstice [umpStart; Solaris WebStart, Solaris Web 
mo em connect1ons. () tart Wizards, Solstice AdminSuite; Solstice DiskSuite; 

olstice Backup; and other 5olstice" prod~ct~ . 

H E A D Q U A R TE R 5 SUN MICROSYS 

PHONE: 650 960·1300 OR 800 555·95UN 

CONSOLE OPTIONS 
Monitor Optional, Sun monitors from 199S onward 
__ -· _ ____ _ . (12-..!!'18:,_19:, ?Q:,_21:.. ~nd _24:in_ch)_ 
frame buffer Sun PGX64 8124·bit 
~·j~õj rd ã_,lci niiu~~-·u~~k~i.b~arii ~~<t_ ii!~i~-· _ _ . . 
PCII /0 options Gigabit Ethernet, 10/1oo-Mb/sec. Ethernet, FC-AL, Quad 

FastEthernet, token ring, FDDI, ATM·1SS, ATM-622, high­
speed serial, Ultra· SCSI with 10/1oo-Mb/sec. Ethernet, 
dual-channel single·ended Ultra SCSI, dual·channel 
differential Ultra SCSI 

POWER SUPPLIES 
One required, two for redundancy, each with independent power cord 
~axinium ~c inp_uL.l440W é r p~Y,~i-~upply . · · · · · 
Ma~irn un> DC ~utput 1184 W per power_s_upply 

ENVIRONMENT 
AC power 
Operating 

NonÕpe-rating 

REGULATIONS 

100-240 VAC, 47-63HZ, 0.895 KVA 
s' t to 3S" C (41' F to 95' F) 20% to ilo% relative temperature 
humidity, noncondensing, 27' C n>axi mum wet bulb 
:2o' cio fiJ· c (·4' F ici14Íl' F) s% to 95% relative teniperature 

·- ~umidi_ty, noncondensing 

Meets or exceeds the following requirements: 
sa1ety -· ----- · - -iii'i!isõ, cliscilemetEc 95o (CÉ niarkl, csA C22.i 9so 

(frorn uq, l!J~ EN 6Q9SQ_ . _ ____ . . 
RFi i EMt Class A: Australia/ New Zealand AS/NZ 3548, tndustry 

Canada ICES-oo3, European Community ENsson/CISPRn, 
Japan '{CCI, Tai:-van CNS 13438, and US F_CC 47CFR1S.B 

lmmunity ENSS024, EN61D00-4·2, EN61D00-4·3, EN61D00-4·4, EN61D00-4·5, 
EN61D00-4·6, EN611l00-4-8, EN6100Q-4·11, 1EC 611l00-3·2, and 
IEC 6!1l00-3·3 

X-~ay . · -: -_· ü.s,_bHHS 21fFRSubchapter ), PliÍ G_e rman X-ray Õecree 

OIMENSIONS ANO WEIGHT 
Height. . _SU,Pl_rnm (8.75_in.) 
Wjdth ... 446 m_m (17.S i~) 
º-epth ---~~o.rr1m(24.0_i~J _ _ 
Weight ·- }S,8 _kg (?~_lb.J (m_in!!fl~~L .. .. . 

__ 44 _kg (97_lb,) (fully conJigured)_ ... .. . _ 
Raiii" Fits into a standard 19·inch-wide rack mount kit that 

complies with EIA·31o-D-1992 standard, ora n-ine h height 
Sun StorEdge rack, which willsupport seven Sun Fire V480 
servers. 

UPGRAOES 
Upgrades are available for SPARC" serve r and Sun Enterprise· systems. Contact 
yo_tJr_ l~l Sun.2"1es !~2~ese_!!la_!iy~fQr ~~~~-

WARRANTY 
Hardware support 
sofiwaré.instãii · ... 

J years 
· 90 days · 
lihóurs cal i response 

Dellvery · · · · Sec01id business day, on-site . 
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Sun Rre V88o 
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Sunl'rMJ GigaSwift Gigabit Ethernet Adapters - Further lnfonnation 

Document ID: ID41665 
Synopsis: Sun[TM] GigaSwift Gigabit Ethernet Adapters - Further Inforrnation 

·----- ---------

l)('scription To 

l>ormnt•n t Bod~· To 

GigaSwift Gigabit Ethernet Further Information 

• Gigabit Ethernet is the IEEE standard for Ethemet with 1000 Mbit/s. 

• Full Duplex operation allows simultaneous traffic in each direction, so the aggregate bandwidth is 2GBit/s. 

• GigaSwift is the third generation o f Sun gigabit ethemet products. 

• It operates on both, fiber and copper cable. 

e c. GigaSwift supports VLANs, it can decode VLAN tagged packets 

• Older products are Gigabit Ethernet l.x (vge) and Gigabit Ethernet 2.x/3 .x (ge). 

• Purpose 

o provide a "big pipe" for server connections to many clients or to backup systems. 

o provide services to different VLANS over one interface. GigaSwift can decode VLAN tagged packets. 

o Hardware TCPIUDP checksum generation, packet parsing and interrupt coalescing reduce CPU 
processing for increased server efficiency 

o Additionally, the SunSwitch is available. 

e c Common Standards 

o IP V ersions 4 and 6 

o IEEE 802.1d - Quality ofService 

o IEEE 802.1 p - Priority Tagging 

o IEEE 802.1q- VLAN Tagging 

o IEEE 802.3ab- 1 OOOBase-TX over Category 5 UTP copper cable. 

o IEEE 802.3u- Fast Ethemet including Autonegotiation (1 OOMbit/s ) 

o IEEE 802.3z- I OOOBase-SX overFiber 

~~.,Q-Aolõ~- ~5- e~ ­

CP MI · CORR EIOS 

01 70 
Fls. N° ____ _ 

Doe: 
3ó9Ó 
------

o IEEE 802 .3x - Ethernet Flow Contrai (sender and receiver side) ) o Hardware Detai Is 

~ 
' \ 
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e c 

• UTP NIC 

• Dynamic Reconfiguration and redundancy/failover support 

• 6.8inch x 4.2 inch short card 

• Load balancing for received packets among multiple CPUs 

• Does not support 1000 Mbit/s half duplex support (normally not needed) 

• Hardware TCP/UDP checksum generation, packet parsing and interrupt coalescing reduc( 
CPU processing for increased server efficiency 

• Sun developed ASIC and Adapter 

• Standards our NIC applies to 

• IEEE 802.3ab (UTP NIC), 802.3z (Fiber NIC), 802.3u, 802.3x, 802.1 q, 802.1 p, 
802 .1 d 

• special SNMP MIB 

• IPv4 and IPv6 support 

• PCI 2.2 33/66 MHz, 32 or 64 bit bus master 

• Abbreviations/ Acronyms 

Versions 

o IEEE - Institute o f Electrical and Electronics Engineers, Inc. , standardizes Ethernet 

o Jumbo Frame- An Ethemet frame which is larger than 1518 bytes (9K bytes). 

o NlC - Nctwork Interface Card 

o VLAN - Virtual LAN, thc ability to havc seve ra] indcpcndcnt nct scgmcnts w ithin onc hardware . 

o LAN- Local Area Network, network which is gcographically limitcd (typically to a 1 km radius, e.g. 
within a building) 

• Hardware 
:. ~OS n9 Qj/2ô05 - CN -

CPMI - COR REIOS 

01 71 
o Available Hardware Vers ions Fls . N° _ __ _ _ 

Table 1. Hardware 
Doe: ____ _ 

Jversion jj Mkt Part# jj Part# li Comment I 

,__ _______ ___ 
jJ.o IJ x il SOA Jls o J-5 902 JIPCT copper UTP Adapter I 

Jl. o IIXI IS IA I jPCl Multimode Fiber Adapter I 
jJ. o ll x i26IA llsoJ-5523JjcPCI JU Multimodc Fiber Adaptcr I 

li li li I 

1-.. 44 • ...._, // ,.. , oo-..ro r. l , /r'l. r'll,"'' ,.....1""\ 1 ... "'1 / n.1 11""\ r" I,; l t•Ci t t - ; 0 , / ~ 1"'\1' )1 \lt"\ t:>=n.Q, r l r"\r- - r; n r l\ r l r'lr'() l,, ~ t::'l1 1 r:.. r,.::: !.!r ri; C' I"'\ 1<")\ /==T'\ J, ; t"1 /} /(\7/J(\(\1. 
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j1.0 llx2222A l!soi-5727!1 IOo Mbit/s dual UTP/SCSI PCI Combo j 

l1.0 IIA37 II501-5819IISunFire V480 On-board 1000 Mbit/s I 
o How to Determine Hardware Version prtconf -pv I grep SUNW,pci-ce 

• Software 

o Packages 

• SUNWced- Sun GigaSwift Ethemet Adapter (32-bit Driver) 

• SUNWcedx - Sun GigaSwift Ethemet Adapter (64-bit Driver) 

• SUNWcedu- Sun GigaSwift Ethernet Adapter Driver Headers 

• SUNWcem- Sun GigaSwift Ethemet Adapter Driver Man Pages 

• SUNW cea - Sun GigaSwift Ethemet Adapter Driver 32 bit adb Macros 

• SUNWceax - Sun GigaSwift Ethernet Adapter Driver 64 bit adb Macros 

• SUNWvld- VLAN utility routines (32-bit, for 5.8) 

• SUNWvldx - VLAN utility routines (64-bit, for 5.8) 

• SUNWvldx- VLAN utility headers (for 5.8) 

o How to Determine Product Version Number: pkginfo -1 SUNWced I grep VERSION 

o How to Detennine Driver Version Number: modinfo I grep CE or strings /kernel/drv/ce I grep CE or 
strings /platform/sun4u/kernel/drv/ce I grep CE 

• Driver Versions Table 

e c fable 2. Driver Versions 

lversion/IComment/ Availability I 
!1.87 /IGigaSwift 1.0 CD Part# 704-7117-1 O (Jan .Ol) I 
!1.105 /1Solaris84/01 I 
11.109 llsolaris 8 10/01, GigaSwift l.Ou1 CD (Nov.Ol)l 

!1.115 llsoJaris9FCS I 

Compatibility 

• Hard ware Compatibility 

Ta ble 3. Ha rdware Compatibility 

CPMI 

Fls. No 

Doe: 

.,. ,, , .... . // ...., ,,, .... ,....,.... J~ ,,...., ,.... , ,, ... ,... ,.,. ...... .... ! .-...,\ .... ,...., .,.; / ,. r-. f •. ; ..... , ,,...., . .... J ' )f • .. ... .--. ~ f\ P . , J ,...,,..., t"":: . .... r ....... ~ J .-... ...... 0 / 'I r. , l 1 r.. r. C O • .. J; .... . -1 . • • ·-~ 1 •• : . _ 

- - ---
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e c 

!ultra 5,10 llt li I I 
!ultra 60, E250 li I li I 
!ultra 80 li I 112 

IE 220R 112 li I .. 

IE280R, E420, E450 112 112 ' 
13x00-6x00 112 114 I 
jEIOK IITBD llx I 
INetra 20 llx I 
jNetra tl I jx I 
jNetra t 112x llt li I I 
jNetra t 140x, AC/DC20ojjt I 
jBiade 100 llt llt I 
jBiade 1000 112 112 I 
jV4SO llx llx I 
jvsso 114 114 I 
jF 3800 I D 
jF 48x0,6800 llx llx ID 
jFI 2k, 15k 116 llx I 
Key : 
X - supported, max Number of cards not yet defined. 
recommended CPU power : 

lsystems without graphi~ ~'ar.ctl ' .. ~ ·-~~:~ ... 

juse shielded UTP cable I 

jcPCl X 1261 A, only I 

SOOMHz p er adapter, with a minimum of one 167MHz to handle interrupts . For max throughp1 

• Software Compatibility Matrix A complete list o f patches can be found on sunsolve.sun.com 

Table 4. Software Compatibility 

! jProduct V ersionl 

jo;s ll1.o I 
01N/S I 
[DjNIS I 
ITJjNIS I 
[D)jNIS I 
[[)j112327-NN I 
j7*32111I 2327 -NN I 
17*6411112327-NN I 
DII11883-NN I 
EJixxxxxx-NN I 
Key : 
N/S - Product not s uppo r ted on this OS 
N/P - No patch applicable for this OS 
N/A - Not Ava i lable 
7*32 - Solar i s 7 - 32 bit kernel 

t 1_ _ :1. - - l--~- -· - . • 11) ~- -- ·- f\0 . l __ (-r _ l . _ f\ l """ r'A1/ F C"' O . l ; _ __ l ___ . 1 

----- ~ ------ _ .. _ ___ ___ __ . 

CP MI - COR REIOS ! 
0173 I 

Fls. N° ____ _ 
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7*64 - Solaris 7 - 64 bit kernel 
xxxxxx - NN means there is no patch for this version yet 

Installation/Configuration Details 

e c 

• Cabling 

o Fiber cable: Multimode Fiber 62.5um (max 260m) or 50um (max 550m), SC connector Part numbers: 
2m- 537-1004, 5m- 537-1020, 15m 537-1006 

o Copper cable: Category 5, tested for Gigabit connections, max 1OOm, RJ45 connector 

• Configuration Files Location 

o /etc/hostname.ce<instance number> - IPv4 address and interface config 

o /etc/hostname6.ce<instance number> - 1Pv6 address and interface config, Solaris 8 

o /etc/hostname.ce<vlan-tag><instance number> - VLAN interface config, IPv4 (for 5.8) 

o /etc/hostname6.ce<vlan-tag><instance number> - VLAN interface config, 1Pv6 (for 5.8) 

o /kemel/drv/ce.conf- can be used for Operational Mode parameter settings 

o /etc/system- can be used for Operational Mode parameter settings 

o /etc/path_to_inst- automatically generated to map hardware and driver 

• Important configuration commands (short overview) 

o ifconfig - configure IP interface online 

o eeprom local-mac-address?=true - use unique onboard ethemet address 

o /usr/sbin/ndd -set /dev/ce - change Operational Mode parameters online 

• More config tips 

o Use S68net-tune script to change Operational Mode parameters . 

• Config file examples 

o /ctc/sys tcm can NOT bc uscu 

o /c tc/path_to_ inst is gcncratcd on boot -r to map hardware and dri vcr 

path 

# grep c e / etc / path_ to_ inst 
" / pci@lf, 2000/pc i @l / n e twork@0 " O "ce " 

o I etc/h os t11am e. ce<v I a11-ta g>< i 11 sta11ce num ber> - VLA N i 11 ter fac e co n fí g J 
"\ 

CPMI · CORREIOS 

017 4. 
Fls. N° ___ _ 

r~4 
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-( 

FAQ 

• VLAN packages are available for SunOS 5.8, only 

• Thc hostnamc in this file should be found in /ctc/hosts 

• The VLAN tag must bc thc samc on thc link partncr sidc (switch, other system) 

instance # (last 3 digits, value=O -> uses ceO interface) 
111 

/etc/hostname.ce123000 

111 
VLAN tag (digit 4 and higher, value=123) 

VLAN 

# cat /etc/hostname . ce1000 
lab058-enet11 
# grep lab058-enet11 /etc/hosts 
172.16.24.58 lab058-enet11 
lab058# ifconfig celOOO 

• Configure Ethemet Flow Control (802.3x) 

o Check out User's Guide Chapter 4, Configuring Driver Parameter- Flow Control Parameters. 

o use ndd command to enable sending and receiving o f pause frames 

NDD 

# ndd -set /dev/ce adv_pause_cap 1 
# ndd -set /dev/ce adv_autoneg_cap O 

o enable sending and receiving ofpause frames on the other side (switch) 

Pause Frames 

cat5500> (enable) set port flowcontrol 8/5 send on (Example for a Cisco CatalyE 
Port 8/5 flow control send administration status set to on 
(port will send flowcontrol to far end) 
cat5500> (enable) set port flowcontrol 8/ 5 receive on 
Port 8/5 flow control receive administration status set to on 
(port will require far end to send flowcontrol) 

o chcck (on both sidcs) if'sctting was succcssf'ul and is uscd 

Setting 

# kstat -p ce I grep link I grep pause 
ce:O:ceO:link_asmpause O 
ce:O:ceO:link_pause 1 

l Doc: 3 6 9 6 
~---------------

o i f setting was not successful , try to unplug/ rep lug the cable or to disable/enable autonegotiation. 

o Use boot script to set parameters while booting. ~ ~ 

~ ( ~5 
ttn :/ / s iill SO I v e .SIIIl .C:O I11 / nll h-cEi / rctri e v r. n I?! vnr=(),~ · rl nr= (I 11 r ()I In r% 7 ~ Lll ()(,<;,'(,ri i c: n I" \/=n I" i, '' ;rn n nrn 
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1. What can I do when the link does not come up? 

o Check Operational Mode settings (see below) and Hardware, see Troubleshooting) 

2. How do I see the actual Operational Mode settings ? 

o Check link _ parameters o f netstat -k ce[your _interface.number] 

• link_up- O down, 1 up 

• link_speed- speed in Mbit/s 

• Iink _ duplex - 1 half duplex, 2 full duplex, O down 

This parameters must show the same values on both sides. I f not, Autonegotiation does not 
work. 

e ( What can I do when Autonegotiation does not work ? 

o Y ou can disable Autonegotiation and set the correct Operational Mode values yourself on both sides. 
This is called "Forced Mode". 

4. How do I disable Autonegotiation ? 

o Use S68net-tune script to change Operational Mode parameters or ndd -set /dev/ce, see 
Troubleshooting 

5. Is it OK i f ali MAC addresses are the same? 

o In most modem networks, this will cause problems. (packet loss, low performance) To avoid this set 
eeprom Iocal-mac-address\ ?=true and reboot. 

The Link does not come up or has problems when connected to Cisco switch CPMI · CORREIOS 

01 7 ~ 
o Some Cisco switches ( e.g. Catalyst 6500) have Autonegotiation disabled by dfifuitlThis is not 

according to the IEEE 802.3z standard. To get the connection running, set bo h sides either to forc d 
I 000 Mbit/s Full Duplex or enable Autonegotiation on the switch. 3 6 9 6 

Doe: ------
7. Does ce support Jumbo Frames ? 

o This feature can be implemented in the ce driver on request within a Sun Professional Services project. 
Such a driver will not be supported through the usual support channels. 

8. Can I boot over gigabit ethemet? 

o Yes. Use the ce device path to boot. Autonegoti ation to the link partner (switch) must be enabled and 
work ing, since you can not play with operationalmodes of the NIC in boot prom. To boot correc tl y, 
the SUNWce* packages must be install ed on the boot server. That means, th e boot image as well as 
the insta i! base directory must contain the ge driver. 

~~ Dr ivc r 

{o} ok show- nets 
.. ' 
\. .. . .J._ .-.. ·~6 
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a) /pci@lf,4000/pci@2/network@O 

q) NO SELECTION 
Enter Selection, q to quit: a 
a) /pci@lf,4000/pci@2/network@0 has been selectedo 
Type Ay ( Control-Y ) to insert it in the command lineo o o 
{o} ok boot /pc i @lf,4000 / pci@2/network@O 

lo How do I see the Operational Mode settings ? 

o The driver distinguishcs betwccn 4 types ofsettings: 

• "advertized"- configurable Operational Mode parameters, will be used on next negotiationo 
Use show _ ceosh o r ndd /dev/ce to read this driver parameterso To select the interface you want to 
check, use ndd -set /dev/ce instance [your_interfaceonumber] The parameter names begin with 
adv 

• "capabilities"- the hardware capabilitieso The settings can be read with netstat -k ce 
[your_interfaceonumber] o The parameter names begin with cap_o 

• "link partner capabilities" - the settings as the link partner reported themo Tnvalid when 
Autoncgotiation was off on one sideo The settings can be read with netstat -k ce 
[your _interfaceonumber] The parameter names begin with lp _ cap _o 

• "actual mode" - the actual used parameterso link_ parameters ofnetstat -k ce 
[your _interfaceonumber] 

20 How can I find out the current PCI bus speed ? 

o Type /usr/platform/[platforrn]/sbin and locate SUNW,pci-ce 

Bus Speed 
CPMI o 

========================= IO Cards ========================= 
Bus Freq 

Brd Type MHz Slot Name Model 

SYS PCI 66 2 pciclass,020000 SUNW,pci-ce 3696 Doe: _ ___ _ 

Information Gathering 

Things to get : Comment : 

Do you suspect a problem concerning Gigabit Ethernet or IP ? If IP, the GBE part may not t 

network topology plan What is connected to wha t? (c 

The other side : link partner eog. Sun, repeater, switch (t 

Sun System (*) machine t ype 

card v e rsion ? (*) try prt conf -pv I grep SUNW,f 

Software Version (*) pkgi nfo~ SUNWce~ . I gr~p 

~ ~ ~ ~; ~~( 
VEF 
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Are recommended patches installed ? (*) 

connection completely down or is some traffic possible ? 

Did it work once ? 

Página 9 de I 

_,. .. · 

YES - Are there changes in s· 
NO - Is it an installation/c' 

Are there error messages ? (*)/var/adm/messages, /var/log/syslog 

Does netstat -k ce[if#] show any errors ? (*) ierrors oerrors late coll 

Config Files: /etc/hostname . ce*(*), /kernel/drv/ce.conf, /etc/system 

IP config (*) ifconfig -a; netstat -rvpn 

Things to try : 

Unique MAC addresses? (*) in most cases eeprom local-n 

Operational Mode configuration (*) See FAQ 

Operational Mode config of the link partner See FAQ 

Snoop suspected interface e.g. snoop -d ce[if#] -o ce. 

What d'o the LEDs on the Board show ? 

hardware test See Troubleshooting 

e c 
• mfonnation needed to assign to the next levei o f support : 

o Short failure description including errar or waming messages 

o Short customer situation including timeframes and business impact 

CPMI · COR RE IOS 
01 ?8 

Fls. N° ____ _ 

o Platform, part# and revision ofNIC, used SBUSor PCI slot (if obtainable) 3 6 9 6 . 
o Special commands (see above, ifno explorer is available) 

Doe: ·- -----

o Special commands (see above, infonnation is not collected by explorer) 

o Explorer output (or path to location) 

o Product gather output (o r path to location) 

o Network overview (clctailcd skctc h, cable lcngths 

--'-4·-- . 11 ~ -- --,.... ,., 1 ........ ..... ... _ ..... '"' ......... 1 ...... . 1 .... ,.... , r; / ....... ~ .. ; ...... . '"' .... 1 0~ . ....... ..... -no. , l ~ _.. __ r: .... r ...... ..J ,..... ..... n ; '"'I r11 1 '-r.: c o. ~ J : ...... _ l ~ . ___ _ l - · . 
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/ . ~\ 
o Where is a test machine connected (e.g. a "slow" client)? 

1 

, \ ~ q?~ ; ; 

o Short description o f your measures to find and solve the problem before the handovef\ ' .. 
"''-... ~. ' _,__,~ ·-' 

o Use handover template to assign to next levei 

Installation/De-installation 

• Installation 

o Hardware 

• Cabling: 

• Copper: max. 1 Oüm Category 5 ( or better) Unshielded Twisted Pair (UTP), RJ-45 Plug. 

• Fiber: Multimode Fiber: max 260 62.5u or max 500m 50u, SC-Plug 

o Software 

• sample install log 

• De-Installation 

o remove the packets, delete the config files, remove entries from /etc/hosts, etc., remove the card(s) 

Troubleshooting 

• Troubleshooting Info 

o Check LED state 

• PCI cards: 

Table 5. PCI cards 

I La bel llcolourll Meaning llsourcel 
ILTNK QUALTTYI!Purple I!Gigahit link quality goodi!PHY I 
jiOOOX IIGreeri I!Link 1 Gbit/s up i!PHY I 

CPMI · COR REIOS 

01 79 
Fls . N° ___ _ 

jJOOX jjGrccn ljLink I OOMbit/s up llrHY I 
jiOX jjGreen jjLink 1 OMbit/s up jjPHY I 
jFDX jjGreen i!Full Duplex Mode IIPHY I 
jFDX llorr IIHalfDuplex Mode i!PHY I 
ITX i!Green IIPHY Transmitting Data IIPHY I 
IRX i!Green IIPHY Receiving Data IIPHY I 
ITXM I!Green IIMAC Transmitting Data IIMAC I 
IRXM I!Green IIMAC Receiving Data liMA C I 

• compact PCI carcls : 
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e c 

Table 6. PCI Cards 

I Labcl llcolourll Mcaning llsourccl 

jHOT SWAPIIBiue IIHot swap possiblej 

o Check Hardware on BootProm (ifthe Cable is connected properly) 

BootProm 

{o} ok setenv auto-boot? false necessary, if it was set to true 
{O} ok reset all 
{o} ok show-nets 
a) /pci®lf,4000/pf@5 
b) /pci®lf,4000/network®l,l 
c) /pci®lf,4000/pci®2/network®O 
q) NO SELECTION 
Enter Selection, q to quit: c 
/pci®lf,4000/pci®2/network®O has been selected. 
Type AY ( Control-Y ) to insert it in the command line. 
e.g. ok nvalias mydev AY 

for creating devalias mydev for 
/pci®lf,4000/pci®2/network®Q 
{o} ok test /pci®lf,4000/pci®2/network®O (you can use AY for the path) 
Testing /pci®lf,4000/pci®2/network@0 
Internal loopback test -- succeeded. 
Link is -- up 
{o} ok watch-net /pci®lf,4 000/pci®2 ~ twork®O 
Internal loopback test -- succeede 
Transceiver check -- passed 
Looking for Ethernet Packets. 
' . ' is a Good Packet. 'X' is a Bad Packet. 
Type any key to stop . 
. . . . . . . Ac 
{o} ok setenv auto-boot? true necessary, if it was set to true before 
{O} ok 

o Error Messages 

• /var/adm/messages: W ARNING: ceO: xcvr addr:OxOI - link down- physical connection cut, 
link partner down or Autonegotiation failed 

o Traces/Commands CPMI · CORREIOS 

• netstat -k geO shows error statistics counters. Check the most important rta§:. N° 0180 
• ierrors - should be smaller than 1% o f ipackets 69ÓÂ 

~( 
• oerrors- should be smaller than 1% o f opackets ... · ,~~-+-------' 

• late_ collisions - Wrong Operational Mode settings or i Ilegal network aiameter 

• crc_en, code_ violations- Comrpted incomig packets , should be smaller than 1% of 
ipackets 

• code_ violations- Corrupted incomig packets, should be smaller than 1% o f ipackets 

• F orce Opcrational M ode when A utonego ti ation f ai I s: To select the in t~ce ~w,"~ ~ chan ge, 

J,tt" . JJ c-. '" ,...,.... J ""' C' '.., ,...,....,, ; ,,,),_,...oi / n c. t ,.; P\IP n I ? h t n r= ().(', rlr.f' = ll n rr.rlr.rO/. , J J=;'Lll (.,(,c;/(; rl i"" 1 "\/=n 1·.1 in 7 J / ()7 / /()(){ 
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. .. ~, 
:" ,· ~ -s··., . 

use nd~ -set /dev/ce instance ~your_interface.number]. The~ ndd -set /dev/ce to s~t th\'t\ G · •.. 
"advertlzed" ( adv _) values. lmk _ master must be O on one s1de and 1 on the other\ Sw1tches:-ós,e 
1, default for our card is O. '"\. ·-

· ·· , ....... _ _ ---..J_ ~ ... -- - ~/· 

Interface number 

example: forced 1000 Mbit / s on an UTP 
# ndd -set /dev/ce instance o <- - settings for ceO 
# ndd -set /dev/ce link master o <-- for switch connection 
# ndd -set /dev/ce adv 1000fdx _cap 1 -
# ndd -set /dev/ce adv 1000hdx _cap o 
# ndd -set /dev/ce adv_100fdx_cap o 
# ndd -set /dev/ce adv _100hdx_cap o 
# ndd -set /dev/ce adv_10fdx_cap o 
# ndd -set /dev/ce adv 10hdx _cap o 
# ndd -set /dev/ce adv_autoneg_cap o 

Sometimes you must unplug and replug thc conncctor to initialize Autonegotiation. 

·mance 

• Performance Tuning Hints 

o use a 66MHz, 64 bit PCI slot. 

o Select a slot that does not sharc bus bandwidth with othcr slots. 

o 4x 300 MHz CPUs needed for maximum performance. 

o For PCI performance, use Solaris 2.6 5/98 or later. 

• Test Results 

o Tolly Group Test on a e6.5k/400MHz stated: 

• 940 Mbit/s unidirectional traffic, download (Solaris 8) 

• 925 Mbit/s unidirectional traffic, download (Solaris 7) 

• 848 Mbit/s bidirectional traffic (Solaris 7) 

o Perfom1ance should be measured with severa! ttcp streams. 

References 

• Manuais 

o Pbtform Notes: Sun GigaSwi n F:thcrnct 011 docS.S ll!l .CO lll 

• Other Importan t Links 

o GigaSwi n 0 11 \VW\V.Sllll.COlll 

o Prod uct Photos 
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CP MI-- · CORR EIOS 
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Doe: 
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Casco SvsTEMS 

São Paulo, 22 de julho de 2003 

EMPRESA BRASILEIRA DE CORREIOS E TELÉGRAFOS - ECT 

Re.: PREGÃO N.Q 050/2003- CPUAC 

Prezados Senhores, 

Informamos abaixo algumas características técnicas dos produtos Cisco abaixo relacionados: 

1) As fontes de alimentação do concentrador Cisco VPN 3060 possuem recurso de troca sem interrupção 
(HOT -SW APPABLE/HOT -PLUGGABLE). 

2) O roteador Cisco 3745 possui capacidade de roteamento de até 225.000 (duzentos e vinte e cinco mil) 
pacotes por segundo, utilizando pacotes de 64 (sessenta e quatro) bytes, sem perdas de pacotes. 

3) O roteador Cisco 3745 possui MTBF (Mean Time Between Failures) superior a 50.000 (cinqüenta mil) 
horas. 

4) O roteador Cisco 3745 permite a configuração de 1024 (mil e vinte e quatro) rotas estáticas. 

5) A módulo de rede NM-1A-E3, compatível com o roteador Cisco 3745, possui interface compatível com 
o padrão ITU-T G.703. 

6) O roteador Cisco 1751-V possui fonte de alimentação elétrica de 90 a 240 Volts com 
automática e freqüencia de 60 (sessenta) Hertz. 

CP~I. · CORREIOS 
7) A Cisco do Brasil recomenda, para o Edital 050/2003 da Empresa de Correios e Telégraf s, o uso A 1 Q 

3 sistema operacional Pix OS versão 6.2 para os firewalls Cisco Pix 535 e Pix 525. Fls. NcU O 
- - ---

8) O firewall Cisco Pix 525 com a versão do sistema operacional Pix OS 6.2 possui cap 
processamento superior a 350 Mbps em texto claro. 

Doe: 3 6 9 6 ' 
9) O sistema de detecção de intrusão IDS 4250 permite a detecção de ataques que utilizam re~e~w<H=rs.so~s;;..Q.iiõloo----­

detecção Whisker anti-lOS. 

1 O) O sistema de detecção de intrusão lOS 4250 permite a detecção de Probin Attacks através das 
assinaturas de ataques do tipo Probe, como por exemplo Finger Probe, Apache/mod_ssl Worm Probe, 

SATA Backdoor Probes em portas TCP ou UDP. ·················-·······-· ·······i .. 
3G I . I ! l;:: I~-. Hf'Ij::; .-. 

-e: S:.: G:'i: -:: ··· /~-~ :.:. ~ 
.iJf ENTI ;:~ I U ,:~.G ~ , 
;~ CT ~:r.;_;.: : --.--· 



Comprovação das 3. Conectividade da rede 
Especificações Exigidas no 

Edital 050/2003 
\.... .· · 

. ~- ./ . ... 

Comprovação das Especificações 
Exigidas no Edital 050/2003 

3. Conectividade da rede 

CPMI - - CO RRE IOS 

Fls. N° 
01 84 

- -

3696 
"V oe: ---

~ 
23/07/03 -~ 



Comprovação das 3.1. Switch tipo 1 (Layer-3 GE) 
Especificações Exigidas no 

Edital 050/2003 

Comprovação das Especificações 
Exigidas no Edital 050/2003 

3.1. Switch tipo 1 (Layer-3 GE) 

~-CN ­
CP MI - COR REIOS 

Fls . N° Ü 18 5 

3 6 9 6 ~\-
Doe: ---

'------

~ 
23/07/03 <: ~ 

r : 1\8. r--)· 
·~' ~"\, 



Switch Tipo 1 

c6000 ds.pdf 
c60ge ds.pdf 
01overvw.pdf 
overview. pdf 
intro .pdf 
supe_ds.pdf 

buffe_wp.pdf 

o 
o 
() 

Cisco Catalyst 6500 Series Switch 
Cisco Catalyst 6500 Series Gigabit Ethernet Modules 
Product Overview - Hot-swapping Supervisor Engines na Switching Modules 
CSM Feature Set Description 
Product Overview 
Cisco Catalyst 6500 
Supervisor Engines 1 A and 2 
Buffers, Queues, and Thresholds 
on Cisco Catalyst 6500 Series Ethernet Modules 

I ' 

,.,· ~ 
/ ~ ,., .. ·· ·m ,., ' ' 

~ n .. ·l .. 
e'% ./ ; 
'·. . ~ 



... 

• 

CISCO SVSTEMS 

... , , , ,,. ~ .... ... .. -· . 

.......................................................... ~·Mtf1§§1 

Cisco Catalyst 6500 Series Switch 

Figura 1 

CISCO Catalyst 6500 
Series Chassis 

The Catalyst 6500 Series sets the new standard for IP communications and 

application delivery in enterprise campus and service provider networks by 

maximizing user productivity and enhancing operational control while providing 

unprecedented investment protection. As Cisco's premier intelligent multilayer 

modular switch, the Catalyst® 6500 Series delivers secure, converged services, 

end-to-end, from the wiring closet to the core, to the data center, to the WAN edge. 

Ideal for enterprises and service providers 

seeking to reduce their total cost of 

ownership, the Cisco Catalyst 6500 Series 

delivers scalable performance and port 

density across a range of chassis 

configurations and LAN/WAN/MAN 

interfaces. Available in 3-, 6-, 9-, and 

13-slot chassis, Cisco Catalyst 6500 Series 

switches feature an unparalleled range of 

integrated services modules, including 

multigigabit network security, content 

switching, telephony, and network 

analysis modules. 

By taking advantage o f a forward-thinking 

architecture that uses a common set of 

modules and operating system software 

Cisco System s. Inc. 

across ali Cisco Catalyst 6500 Series 

chassis, the Catalyst 6500 Series delivers a 

high levei of operational consistency that 

optimizes IT infrastructure usage and 

enhances return on investment. From 

48-port to 576-port 10/100/1000 Ethernet 

wiring closets to hundreds-of-Mpps 

network cores supporting up to 192 1-Gbps 

or 32 1 0-Gbps trunks, the Cisco Catalyst 

6500 Series provides an optimal platform 

that maximizes network uptime with 

stateful failover capability between 

redundant routing and forwarding engines. 

With numerous industry-firsts and 

industry-leading features to its credit, the 

Catalyst 6500 Series supports three 

generations o f modules that continue to 

demonstrate the Catalyst 6500 value and 

Cisco's commitment to innovation. Cisco 's 

new generation o f Catalyst 6500 Series 

modules and Supervisor Engine 720 

incorporate 11 new Cisco-developed 

applicatlon specific integrated circuits 

(ASICs)-extending Cisco's leadership in 

networking while providing unparalleled 

investment protection. 

- COR REIOS 

01 87 
Fls. N° __ --f.,--
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Cisco Catalyst 6500 Series Benefits 

The Cisco Catalyst 6500 Series provides market-leading services, performance, port densities, and availability with 

investment protection for enterprise and service provider markets. These include: 

• Maximum network uptime---With platform, power supply, supervisor engine, switch fabric, and integrated 

network services redundancy provides one- to three-second stateful failover and delivers application and services 

continuity in a converged network environment, minimizing disruption of mission-critical data and services 

• Comprehensive network security-Integrates proven, multigigabit Cisco security solutions, including intrusion 

detection, firewall, VPN, and SSL into existing networks 

• Scalable performance---Provides up to 400 Mpps performance with distributed forwarding architecture 

• Forward-Thinking architecture with investment protection-Supports three generations of interchangeable, 

hot-swappable modules in the same chassis, optimizing IT infrastructure usage, maximizing return on 

investment, and reducing total cost of ownership 

• Operational consistency-Features 3-, 6-, 9-, and 13-slot chassis configurations sharing a common set of 

modules, Cisco lOS Software, Cisco Catalyst Operating System Software, and network management tools that 

can be deployed anywhere in the network 

• Unparalleled services integration and flexibility-Integrates advanced services such as security and content with 

converged networks, provides the widest range of interfaces and densities, from 10/100 and 10/100/1000 

Ethernet to 10 Gigabit and from DSO to OC-48 , and performs in any deployment end to end 

Operational Consistency in End-to-End Cisco Catalyst 6500 Series Deployments 

• Features 3-, 6-, 9-, and 13-slot chassis configurations that share a common set of modules, software, and network 

management tools 

• Deploys anywhere in the network-from the wiring closet to the core, to the data center, to the WAN edge 

• Shares WAN port adapters with Cisco 7xxx router Series for reduced sparing and training costs 

• Offers choice of Cisco lOS Software and Cisco Catalyst Operating System Software supported on ali supervisor 

engines, providing smooth migration from Cisco Catalyst 5000 Series and Cisco 7500 Series deployments 

Maximum Network Uptime and Network Resiliency 

• Provides packet-loss protection and the fastest recovery from network disruption 

• Features fast, one- to three-second stateful failover between redundant supervisor engines 

• Offers optional, redundant high-performance Cisco Catalyst 6500 Series Supervisor Engine 720 , passive 

backplane, multimodule Cisco EtherChannel® technology, IEEE 802.3ad link aggregation, IEEE 802.1s/w, and 

· , · 

Hot Standby Router Protoco!Nirtual Router Redundancy Protocol (HSRPNRRP) high-ava'lirb11 
~~~~~~~~ 

lntegrated High-performance Security and Network Management 

Integrated gigabit-per-second services modules. deployed where externai devices would not be 

network management and reduce total cost of ownership. These include: 

• Gigabit firewall- provides access protection 

• High-performance intrusion detection system (IDS) - provides intrusion detection protectio 

asible, simpli€} 18 8 
Fls. N° --- - - -

Gigabit Network Analysis Module-provides a more manageable infrastructure and full Re 
~----------~~~· (RMON) support 

• High-performancc SSL- provieles high-performance, secure e-commerce traffi c tcrmination 

• Gigabit VPN anel stanelarels- basecl IP Security (IPSec)-support lower cost Internet anel intracampus connections 

Cisco Systems. Inc. 

Ali contents are Copyright © 1992-2003 Cisco System s. Inc . Ali ri ghts reserved. Importam Notices and Privacy Statement. 

Page 2 o f 32 



' ' 

~ 
( 

Content-and Application-Aware Layers 2 Through 7 Switching Services 
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• Integrated content switching module (CSM) brings high-performance, feature-rich server and firewallload 

balancing to the Cisco Catalyst 6500 Series, ensuring a safer and more manageable infrastructure with 

unprecedented contrai 

• Integrated multigigabit SSL acceleration combined with CSM provides a high-performance e-commerce solution 

• Integrated multigigabit firewall and CSM provide a secure, high-performance, data-center solution 

• Software features such as Network Based Application Recognition (NBAR) enhance network management and 

contrai of bandwidth utilization 

Scalable Performance 

• Delivers the industry's highest LAN switch performance, 400 Mpps, using the distributed Cisco Express 

Forwarding dCEF720 platform 

• Supports a mix of Cisco Express Forwarding (CEF) implementations and switch fabric speeds for optimal wiring 

closet, core, data center, and WAN edge deployments, as well as service provider networks 

Rich Layer 3 Services 

• Multiprotocol Layer 3 routing supports traditional network requirements and provides a smooth transition 

mechanism in the enterprise 

• Provides hardware support for enterprise-class and service-provider-scale routing tables 

• Provides 1Pv6 support in hardware (using Supervisor Engine 720) with an unparalleled high-performance suite 

o f services 

• Provides hardware support for large enterprise-class and service-provider-scale routing tables 

• Provides MPLS support in hardware to enable VPN services within the enterprise and facilitate smooth 

integration with new high-speed service provider core infrastructures and Metro Ethernet deployments 

Enhanced Data Voice, and Video Services 

• Provides integrated IP communications throughout ali Cisco Catalyst 6500 Series platforms 

• Provides 10/100 and 10/100/1000 line cards, field upgradable with inline power using a daughter card and 

offering future support for IEEE 802.3af to protect today's investments 

• Provides dense T1/E1 and foreign Exchange Station (FXS) voice-over-IP (VoiP) gateway interfaces for public 

switched telephone network (PSTN) access and traditional phone, fax , and private branch exchange (PBX) 

connections 

• Supports high-performance IP multicast video and audio applications 

• Provides integrated management necessary to effectively deploy a scalable enterprise-converged network 

Highest Levei of Interface Flexibility, Scalability, and Density 

• Provides the port densities and interface choices that large mission-critical wiring closets. enterprise core. 

and distribution networks require 

• Supports up to 576 voice 10/10011000 Gigabit-over-copper ports with inline power per lso.t~'l'lt'~'"Fr~'frt'l-lõ:'~~l"t-'\1 

• Provides up to 192 Gigabit Ethernet ports CPMI - C ORRE I~ 

N
oo 1_ 8 9 . 

Fls. 

~9~' 
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• Features the industry's first 10 Gigabit Ethernet, Channelized OC-48 dense OC-3 Packet over Synchronous 

Optical Network (SONET) (PoS) 

• Provides investment protection by using Cisco 7xxx Series port adapters on the Cisco Catalyst 6500 Series 

FlexWAN Line Card, supporting Tl/E1 through OC-48 WAN interfaces 

• Chassis sizes range from 3-slot (Cisco Catalyst 6503 Switch) to 13-slot (Cisco Catalyst 6513 Switch) 

High-Speed WAN Interfaces 

• Provides high-speed WAN, ATM, and SONET interfaces compatible with other core routers 

• Provides single-device management for WAN aggregation and for campus and metro connectivity 

Maximum lnvestment Protection 

• Highly tlexible modular architecture supports multiple generations of modules that are fully interoperable with 

each other in the same chassis 

• Upgradable supervisor engines can add Layer 3 routing or forwarding capabilities over time 

• Cisco lOS Software and Cisco Catalyst Operating System Software are supported across ali supervisor engines 

• Field-upgradable inline power for 10/100 Mbps and 10/100/1000 Mbps Ethernet modules for "pay as you go" 

IP telephony and wireless computing 

• A steady stream of new services modules adds to the deployment options 

• lncludes Cisco Catalyst 6500 Series network security, content switching, and voice capabilities 

• Future modules will increase performance, port density, and include additional services 

Ideal for Metro Ethernet WAN Services 

• 802.1Q and 802 .1Q tunneling (QinQ) providing point-to-point and multipoint Ethernet services 

• EoMPLS in MPLS backbones for superior network scaling providing virtual LAN (VLAN) translation capability 

• Layer 2 and Layer 3 QoS enables tiered Ethernet service offerings through rate limiting and traffic shaping 

• Superior high-availability features include enhanced Spanning Tree Protocol. IEEE 802.1s, IEEE 802.1 w, and 

Cisco EtherChannel IEEE 802.3ad link aggregation 

Table 1 Catalyst 6500 Series ata Glance 

Feature Catalyst 6500 Series 

System Feature 

Chassis Configurations 3-slot - -
6-slot f\\.lv 11 UJ/lUUJ - \...1'4 • 
9-slot CPMI - CORREIO ~ 
9 vertical s lots 01 00 13-slot .Eis_ J\J O . !L I!} 

Backplane Bandwidth 32Gbps shared bus 

256Gbps switch fabric 

3 696 j 
720Gbps switch fabri c 

n 
,, 

---· L3 Forwarding Performance Supervisor 1 MSFC: 15 Mpps 

Supervi sor 2 MSFC: up to 210 Mpps 

Superv isor 720: up to 400 Mpps 

Cisco Systems. Inc. 

~ 
~ 
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Table 1 Catalyst 6500 Series at a Glance 

Feature 

Operating System 

Redundant Supervisors 

Redundant Components 

High Availability Features 

Maximum System Port Densities 

10/100/1000 Ethernet 

10/100 Fast Ethernet 

100-Base-FX 

Gigabit Ethernet (GBIC) 

10 Gigabit Ethernet (XENPAK) 

lntegrated WAN Modules 

FlexWAN (DSO to OC-3) 

OC-3 POS ports 

OC-12 POS ports 

OC-12 ATM ports 

OC-48 POS/DPT ports 

PSTN Interfaces 

Digital T1/E1 Trunk ports 

FXS Interfaces 

Advanced Serv ices M odules 

Cisco Systems. Inc. 

,'' r)? ' 
,}'i\ S .··· 

Catalyst 6500 Series 

Catalyst OS (CatOS) 

Cisco lOS > ~ . 
CatOS/IOS Hybrid' f>b1\_figlllll!tiéfri· -
Yes, with stateful failover 

Power supplies (1+ 1) 

Switch fabric (1 + 1) 

Replaceable clock 

Replaceable fan tray 

Gateway load Balancing Protocol 

Hot Standby Router Protocol 

Multimodule EtherChannel 

Rapid Spanning Tree 

Multiple Spanning Tree 

Per VLAN Rapid Spanning Tree 

Rapid Convergence l3 Protocols 

576 ports, ali support lnline Power 

576 ports, ali support lnline Power 

288 ports 

194 ports (2 ports provided on supervisor engine) 

32 ports 

12 modules with 24 port adapters 

192 

48 

24 

24 

- · - - ---
.~ Ó J"cln •"-'"' 

216 f\ l..lv l l Vvl t.. v v..;·~o I 1 • 

I"' DUI I"' "O D C: I 15 v '"' "' , ... 
864 -
Gigabit Firew all Fls . No() 1 ~ 1 
Gigabit VPN o96_j J High Perfo rmance lntrusio n Dete tion 3 
Gigabit Content Sw itching M odu e 

Hig h Perform ance SSL Terminati ?rOoc: 
Gigabi t Content Services Gatew 

Ali contents are Copyright © 1992-2003 Cisco Systems. Inc. Ali rights reserved. Importam Notices and Privacy Statement. 
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Deployment Scenarios 

The Cisco Catalyst 6500 Series delivers secure converged services for campus, Internet service provider (ISP), metro 

edge, and research and grid computing networks. 

• Campus networks-Features 10/100 and 10/100/1000 autosensing modules that provide inline power for the 

wiring closet, along with robust high availability, security, and manageability features ; world-class networking 

software; high-performance Gigabit and 10 Gigabit interface modules; and network management for the 

distribution and core 

Figure 2 

Deployment Scenarios for Catalyst 6500 Series Switches in Campus Netw orks 

Data 

Wiring Closet 

~~~tftftl~_ , cr-r­
CPMl - COR REIOS 

Fls. No_0_1_9_2_ 
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• [ISP network-Provides robust high-availability, security, and manageability features; world-class networking 

software; high-performance Gigabit and 10 Gigabit interface modules; and network management for the most 

demanding service provider networking environments requiring Multiprotocol Label Switching (MPLS), 

Multicast, IP Version 6 (IPv6), an extensive set of WAN interfaces, and hierarchical traffic shaping. 

Figure 3 

Deployment Scenarios for Catalyst 6500 Series Switches in ISP Networks 

CP MI - CO RR EIOS 

Fls . 
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• Metro edge---Features edge-, distribution-, and core-layer interfaces for point-to-point and multipoint Ethernet 

services for metro and inter-metro network deployments with the following features : 

- High-performance 10-Gigabit Ethernet uplinks 

- 802 .1Q tunneling 

- Ethemet over MPLS (EoMPLS) 

- Layer 2 and Layer 3 QoS 

- Network Equipment Building Standards (NEBS) compliance 

- Security, high availability, and manageability 

Figure 4 

Deployment Scenarios for Cata lyst 6500 Series Switches in Metro Edge 

Cisco Systems. Inc. 
Al i contents are Copynghl © 1992- 2003 Cisco Systems. In c Ali rights reserved. lmportant Notices and Privacy Sta tement. 
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• Grid computing network-Provides high-speed optical interface modules and world-class software required to 

handle high-volume traffic and build and manage large-scale networks 

Figure 5 

Deployment Scenanos for Catalyst 6500 Senes Switches in Grid Computing Network 

CPMI CORR EIOS 

Fls. No_Ü_1_9_· 5 
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System Overview 

Modular Architecture 

The Cisco Catalyst 6500 Series is a modular system that can grow as customer requirements expand and technology 

evolves, allowing customers to upgrade and reconfigure systems by adding new modules, replacing existing modules, 

and adding and redeploying systems. Throughout the Cisco Catalyst 6500 Series, modules are: 

• Configurable--Separately, simplifying the addition of new services 

• Interoperable--ln the same chassis, providing flexible design options 

• Interchangeable--Among Cisco Catalyst 6500 Series systems, simplifying sparing and network expansion 

• Hot-swappable--Without requiring a chassis to be powered off, providing fast upgrade and repair 

• Upgradable--As newer modules come along, providing investment protection 

Cisco Catalyst 6500 Series Hardware-Forwarding Architectures 

Cisco Catalyst 6500 Series modules use one of three forwarding technologies, each having a different architecture 

with different characteristics and capabilities: 

• Cisco Express Forwarding (CEF)-Scaling to 30 Mpps, this technology uses a central CEF Cisco Express 

Forwarding engine located on the supervisor engine's policy feature card (PFC) daughter and CEF forwarding 

tables located on the supervisor engine. The supervisor engine makes ali forwarding decisions for ali interface 

modules centrally. For more information see How Cisco Express Forwarding Works. 

• Accelerated Cisco Express Forwardiilg (aCEF)-Suited for high-performance enterprise environments, this 

technology uses the aCEF engine and aCEF tables located on the interface module, along with the central CEF 

engine located on the supervisor engine's PFC daughter card and central CEF forwarding tables located on the 

supervisor engine. The interface module makes high-volume forwarding decisions locally, and the supervisor 

engine makes the rest of the forwarding decisions centrally. For more information see How Accelerated Cisco 

Express Forwarding (aCEF) Works. 

• Distributed Cisco Express Forwarding (dCEF) -Suited for the most demanding environments, this technology 

uses the dCEF engine located on the interface module 's distributed forwarding card (DFC) daughter card and the 

dCEF table, a local copy of the supervisor engine's central CEF table located on the interface module 's DFC. The 

interface module makes ali the forwarding decisions locally, and provides maximum performance and scalability. 

For more information see How Distributed Cisco Express Forwarding (dCEF) Works 

Cisco Catalyst 6500 Series Switching Architectures 

Cisco developed the following switching architectures for Cisco Catalyst 6500 modules to allow platforms to scale 

in any deployment: 

32-Gbps bus-AIIowing access to a central shared bus 

• 256-Gbps switch fabric- Located on the switch fabric module (SFM) CP MI - CORREIOS 

• 720 Gbps switch fabric-Located on Cisco Catalyst 6500 Series Supervisor Engine 20 ~ ~ 

Fls. N' 3 ws" :' 
Doe: --------
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Cisco Catalyst 6500 Series Modules 

Cisco Catalyst 6500 Series interfacecmodules support the following forwarding technology and switch fabric 

combinations: 

• Classíc Interface Modules-Use the centralized CEF engine located on the supervisor engine's PFC, connect to 

the 32-Gbps switching bus only, and forward packets at up to 15 Mpps 

--................. 

• CEF256Interface Modules-Use the centralized CEF engine located on the supervisor engine's PFC, connect to 

both the 256-Gbps fabric located on the supervisor engine with a single 8-Gbps full-duplex fabric connection and 

the 32-Gbps switching bus, and forward packets at up to 30 Mpps 

• dCEF256Interface Modules-Use the distributed CEF engine on the DFC (located on the interface module) , 

connect to a 256-Gbps fabric located on the supervisor engine ora Switch Fabric Module with 16-Gbps 

full-duplex fabric connections, and forward packets at up to 210 Mpps 

• aCEF720 Interface Modules-Use the accelerated CEF engine on the DFC3 {located on the interface module) , 

connect to the 720-Gbps fabric located on the supervisor engine with 40-Gbps full-duplex fabric connections, 

and forward packets at up to 400 Mpps, peak performance 

• dCEF720 Interface Modules-Use the distributed CEF engine on the DFC3 (located on the interface_~~!l!le) : . _ __ _ 

"\ 
\ 

connect to the 720-Gbps fabric located on the supervisor engine with dual 20-Gbps full-du l~,.~IJ..f'~9fTAA~~·~ 

connections, and forward packets at up to 400 Mpps, sustained performance CPMI - CORR EIOS 

Fls. N° 
Note: Ali Performance numbers refer to IPv4 forwarding. 01 97 

- -----
Cisco Catalyst 6500 Series Module Types 

In the Cisco Catalyst 6500 Series architecture , special-purpose modules perform separa te tasks- llowiil{l t~ tQtt(1 

set to evolve quickly and allowing customers to add new features and enhanced performance by a ~cg9i'ew..mocu.-::f~ .... •• .. le""s _ _ _ 
The Cisco Catalyst 6500 Series features the following types o f special-purpose modules : ..__ _________ _ 

• Supervisor engines-Perform the contrai functions and make the forwarding decisions for packets routed to other 

networks 

• Ethernet interface modules-Provide IEEE-standard receive and forwarding interfaces and forward packets 

within the defined network 

• WAN interface modules-Provide the receive and forwarding interface at the WAN edge 

• Services modules-Support multigigabit security, application-aware Layer 4 through 7 content switching, 

network management, and voice gateway services to traditional phones, fax machines, PBXs, and the PSTN 

• Swilch Fabric Modules (SFMs)-Pass network traffic from interface module to the supervisor engine or to 

another interface 

Cisco Catalyst 6500 Series Supervisor Engines 

The supervisor engines for the Cisco Catalyst 6500 Series support diffe rent forwarding technologies and achieve 

diffe rent forwarding rates, depending on the configuration o f the supervisor engine and the capability o f a particular 

in terface module. 

Supervisor engines ca n be configured with optional factory-installed daughter ca rds- a Policy Feature Card (PFC) 

providing hardware-based Layer-2 forwarding, and a Mul ti layer Switch Feature Card (MSFC) providi ng Layer 3 

capabilities . 

, - . ~'7 . . . 
\ _ ' 
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A supervisor engine performs control operations centrally on processors that run either Cisco lOS Software or Cisco 

Catalyst Operating System Software while special-purpose application-specific integrated circuits (ASICs) perform 

bridging and routing (based on Cisco Express Forwarding) , QoS marking and policing, and access controL The same 

ASICs are used on the DFCs, daughter cards that can be installed on certain interface modules to distribute 

forwarding in a decentralized fashion to achieve system forwarding rates of up to 400 Mpps (Table 2) . 

For additional information about the following Cisco Catalyst 6500 Series supervisor engines visit: 

http://www.cisco.com/en/US/products/hw/switches/ps708/products_data_sheets_list.html 

• Cisco Catalyst 6500 Series Supervisor Engine 720 Data Sheet 

• Cisco Catalyst 6500 Series Supervisor Engine lA and Supervisor Engine 2 Data Sheet 

Table 2 Cisco Catalyst 6500 Supervisor Engines 

Feature Supervisor Eng•ne 1 Supervisor Eng~ne 2 Supervisor Engine 720 

Solution and market Wiring closet Enterprise distribution, Enterprise core and data 
core, and WAN edge; center; service provider 
service provider WAN and metro; wireless; national 
Internet edge research networks; grid 

computing 

Fabric architectures Centralized for .>"arding Centralized CEF-engine Centralized CEF-engine 
supported only-engine located on located on supervisor located on Supervisor 

supervisor engine's PFCx engine's PFCx daughter Engine 720's PFC3 
daughter card card; daughter card; 

Distributed CEF-engine Distributed CEF-engine 
located on interface located on interface 
module's DFC daughter module's DFC3 daughter 
card card; 

Accelerated CEF-engine 
located on interface 
module's ASICs 

Fabric connections 32-Gbps shared bus 16 Gbps per slot; 40 Gbps per slot; 
connection to modules Dual-fabric connection to Dual-fabric connection to 

modules at 8 Gbps full modules at 20 Gbps full 
duplex per channel duplex per channel 

Performance 15 Mpps 210 Mpps Sustained 400 Mpps-
maximum (Mpps) dCEF720 

Peak 400 Mpps-aCEF720 

DFC modules Not supported DFC DFC3 

CPMI COR RE IOS 
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Table 2 Cisco Catalyst 6500 Supervisor Engines 

Feature Supervisor Engine 1 Supervisor Engine 2 Supervisor Engine 720 

Route processar 

PFC modules 

On MSFC2 daughter card 
(optional) 

PFC daughter card 
(optional) 

Ethernet Interface Modules 

On MSFC2 daughter card 
(optional) 

PFC2 integrated 

MSFC3 integrated 

PFC3 integrated 

Cisco Catalyst 6500 Series Ethernet interface modules, designed for wiring closet, distribution and core, and data 

center applications, as well as service provider and Metro Ethernet environments, use one of the following types of 

Ethemet interfaces: 

• 101100 Mbps over copper and 10/100/1000 Mbps Ethernet over copper-For wiring closets providing 10/100-

and 10/100/1000-Mbps performance with auto-negotiation and inline power for voice; up to 48 ports/module; 

includes Classic and CEF256 interface modules. 

• 100 Mbps over liber-For secure wiring closets and long-haul router and switch interconnects; up to 24 ports per 

module; includes Classic and CEF256 interface modules. 

• 1 Gbps-For distribution and core layers and for data centers providing 1-Gbps performance in a 48-port 

module; includes Classic CEF256, and dCEF256 interface modules. 

• 10 Gbps-For distribution and core layers providing 10-Gbps performance in 1-port or 2-port module; includes 

CEF256, aCEF720, and dCEF720 interface modules. 

For more inforrnation , visit: 

http://www.cisco.com/en/US/products/hw/switches/ps708/products_data_sheets_list.html 

WAN Interface Modules 

The Cisco Catalyst 6500 Series and Cisco 7600 Series support severa! WAN interfaces using two technologies: 

• FlexWAN module-Accepts up to two plug-in port adapters that provide numerous WAN/MAN protocols and 

features 

• Optical Services Module (OSM}-A dedicated line card that provides severa! interfaces, including OC-3/STM-1, 

OC-12/STM-4 , OC-48/STM-16, Channelized T3 , Channelized OC-12/STM-4 PoS, Gigabit Ethernet, OC-12/ 

STM-4 ATM. and OC-48/STM-16 Dynamic Packet Transport (DPT) 

FlexWAN Module 

The FlexWAN module fits inside Cisco Catalyst 6500 Series and Cisco 7600 Series systems and uses Cisco 7200 and 

7500 Series port adapters for a wide range of WAN/MAN protocols, including Frame Relay, ATM, PoS , 

Point-to-Point Protocol (PPP), and High-Level Data Link Contrai (HDLC) . Add itionally, the FlexWAN module \ 

provides media options such as clear channel and Channelized Tl/E1 , T3/E3 , High-Speed Service Interface (HSJI). 

OC-3 PoS , and ATM. 

• For information about the Cisco Cata lyst 6500 Series and Cisco 7600 Series FlexWAN Module, visit: 

h tt p :1 /www. cisco. co m/en/US/prod uc ts/hw/routers/ps3 68/prod ucts_ da ta_shee t0918 Ga 008009 2 3 b f. h tm I 
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OSMs are line cards that provide high-speed WAN connectivity with onboard network processors for 

distributed-line-rate IP service applications. For more information about OSMs, see the following data sheets: 

• Cisco 7600 Series 4-, 8-, and 16-Port OC-3dSTM-1 PoS/SDH OSM: 

http://www.cisco.com/en!US/products/hw/routers/ps368/products_data_sheet09186a0080092249.html 

• Cisco 7600 Series 4-Port Gigabit Ethernet OSM: 

http://www.cisco.com/en!US/products/hw/routers/ps368/products_data_sheet09186a008009223d.html 

• Cisco 7600 Series 1-Port Channelized OC-12/STM-4 to DS3/E3 OSM: 

http://www.cisco.com/en!US/products/hw/routers/ps368/products_data_sheet09186a0080092250.html 

• Cisco 7600 Series 1-Port OC-48dSTM-16 PoS/SDH/OSM: 

http:/ /www.cisco.com/en!US/products/hw/routers/ps368/products_data_sheet09186a0080092241. html 

• Cisco 7600 Series 2- and 4-Port OC-12c/STM-4 PoS/SDH OSM: 

http://www.cisco.com/en!US/products/hw/routers/ps368/products_data_sheet09186a008009223e.html 

• Cisco 7600 Series 2-Port ATM OSM: 

http://www.cisco.com/en/US/products/hw/routers/ps368/products_data_sheet09186a0080088 76f.html 

• Cisco 7600 Series 2-Port OC-48c/1-Port OC-48c DPT OSM: 

http:/ /www. cisco.com/en!US/products/hw/routers/ps368/products_data_sheet09186a008008877 4 .html 

Layer 4 Through 7 Services Modules 

The Cisco Catalyst 6500 Series offers an extensive set o f services modules for Layer 4 through 7 applications, 

including content services, network monitoring, security, and telephony. 

Content Services Modules 

• Content Services Gateway (CSG)-Enables differentiated billing, user balance enforcement, and activity tracking 

for customer billing systems. For more information, visit: http://mobiletraining.cisco.com/csg/CSGe_ds_0211.pdf 

• Content Switching Module (CSM)-Integrates advanced content switching in to the Cisco Catalyst 6500 Series to 

provide high-performance, high-availability load balancing of caches, firewalls, Web servers, and other network 

devices. For more information, visit: 

http://www. cisco.com/en!US/products/h w/modules/ps2 706/products_data_sheet09186a0080088 7 f3. html 

Network Monitoring 

• Network Analysis Module (NAM 1 and 2)-Provides application-level visibility in to the network infrastructure 

for real-time traffic analysis, performance monitoring , and troubleshooting; performs traffic monitoring with 

embedded Web-based traffic analyzer. For more information , visit: 

http:/ /www. cisco. com/en/US/products/hw/modules/ps2706/products_ da ta_sheet09186a00800a2c89 . html 

Secunty Services Modules 

• Firewa/1 Services Module (FWSM}- The FWSM allows any port in the chassis to opera te as a firewall port and 

integrates stateful firewall security inside the network infrastructure. For more information , visit · 

Intrusion Detection System Module (IDSM and IDSM-2)-Takes traffic from the switch backplane at wire speed , 

integrating IDS functions directly into the switch. For more information, visit: 
,-,-,.--;-:-::;;;;-;-;;-;:-:~ 

http ://W\vw.cisco.com/rn/US/produ cts/hw/modules/ps2706/products _ R;\'!r.~1!f~S~Bqsm?~41 . html 
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• IPSec VPN Module (IVSM}-Provides infrastructure-integrated IPSec VPN services capable of 1.9-Gbps Triple 

Data Encryption Standard (3DES) performance, 8000 active tunnels, and up to 60 tunnels per second. For more 

information, visit: 

http://www.cisco.com/en/US/products/hw/modules/ps2706/products_data_sheet09 186a00800c4fe2.html 

• SSL Services Module (SSM)-Offloads processor-intensive tasks related to securing traffic with SSL accelerating 

the performance and increasing the security o f Web-enabled applications. For more information, visit: 

ht tp:/ /www.cisco.com/en/US/products/hw/modules/ps2706/products_data_sheet09186a00800c4 fe9. h tml 

Telephony Services Modules 

• Communications Media Module (CMM)-Provides flexible, high-density TI and El gateways, allowing 

organizations to connect their existing time-division multiplexing (TDM) networks to their IP communications 

networks, and providing connectivity to the PSTN. For more information, visit: 

http:/ /www.cisco.com/en/US/products/hw/modules/ps3115/products_data_sheet09 186a00800e9c 1 f. h tml 

Switch Fabric Modules 

Designed to support distributed forwarding for interface modules that have distributed forwarding capability, the 

Cisco Catalyst 6500 Series SFM or SFM2. in combination with the Cisco Catalyst 6500 Series Supervisor Engine 

2-MSFC2 and DFCs on interface modules, increases available system bandwidth from 32 to 256 Gbps. The SFM/ 

SFM2 supports the Cisco Catalyst 6500 CEF256 and dCEF256 interface modules. 

Designed to support new interface modules with 720 Gbps forwarding capabilities, the Supervisor Engine 720's 

onboard switch fabric increases available bandwidth to 720 Gbps and enables packet forwarding rates up to 400 

Mpps. By using auto-sensing and auto-negotiation, the Supervisor 720 switch fabric is fully interoperable with the 

8- and 16-Gbps switch fabric interconnections used by the CEF256 and dCEF256 interface modules. When a 

CEF256 or dCEF256 interface module is detected, the switch fabric will automatically connect those modules by 

offering 8-16 Gbps of bandwidth to each module, as applicable. 

How Cisco Express Forwarding Works 

Cisco Express Forwarding (CEF) is a Layer 3 technology that provides increased forwarding scalability and 

performance to handle many short-duration traffic flows common in today's enterprise and service provider 

networks. To meet the needs o f environments handling large amounts of short-flow, Web-based, or highly interactive 

types o f traffic, C.2F forwards ali packets in hardware, and maintains its forwarding rate completely independent o f 

the number of flows going though the switch. 

On the Cisco Catalyst 6500 Series, the CEF Layer 3 forwarding engine is located centrally on the supervisor engine 's 

PFC2 or PFC3-the same device that performs hardware-based Layer 2 and 3 forwarding. ACL checking, QoS 

policing and marking, and NetFlow statistics gathering. 

Using the routing table that Cisco lOS Software builds to define configured interfaces and routing protocols. the CEF 

architecture creates CEF tables and downloads them into the hardware-forwarding engine before any user traffic is 

sent through the switch. The CEF architecture places only the routing prefixes in its CEF tables-the only 

information it requires to make the Layer 3 forwarding decisions-relying on the routing protocols to do route 

seleclion. By performing a simple CEF table lookup, the switch forwards packets at wire-rate, independent of the 

number o f flo ws transiling the switch. 
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CEF-based forwarding requirements: Requires a Cisco Catalyst Supervisor Engine 2 or Catalyst Supervisor 

Engine 720. 

How Accelerated Cisco Express Forwarding (aCEF) Works 

Accelerated Cisco Express Forwarding (aCEF) technology uses two forwarding engines working together in a 

master-slave relationship to accelerate high-rate traffic flows through the switch-a central CEF engine located on 

the Supervisor Engine 720 's PFC3 and a scaled-down distributed aCEF engine located on the interface module. 

The central PFC3 makes the initial forwarding decision, with the aCEF engine storing the result and making 

subsequent packet-forwarding decisions locally. aCEF forwarding works like this: 

• As in standard CEF forwarding , the central PFC3 is loaded with the necessary CEF information before any user 

traffic arrives at the switch. 

• As traffic arrives on an aCEF720 interface module, the aCEF engine inspects the packet, and finding that no 

specific packet forwarding information exists, consults the central PFC3. 

• The PFC3 makes a hardware-based forwarding decision for this packet (including Layer 2, Layer 3, ACLs, 

and QoS). 

• The aCEF engine stores the forwarding decision results and makes forwarding decisions locally for subsequent 

packets based on packet-flow history. 

• The aCEF engine handles hardware-based Layer 2 and Layer 3 forwarding. ACLs, QoS marking. and NetFlow. 

• The central PFC3 processes any forwarding decisions that the interface module's aCEF engine cannot handle. 

aCEF-based forwarding requirements: Requires a Cisco Catalyst Supervisor Engine 720 and aCEF720 (WS-X67xx) 

class modules. 

How Distributed Cisco Express Forwarding (dCEF) Works 

With Distributed Cisco Express Forwarding (dCEF) . forwarding engines located on the interface modules make 

forwarding decisions locally and in parallel, allowing the Cisco Catalyst 6500 Series to achieve the highest 

forwarding rates in the industry. With dCEF, forwarding occurs on the interface modules in parallel and system 

performance scales up to 400 Mpps-the aggregate o f ali forwarding engines working together. 

Cisco Systems. Inc. 
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Using the same ASIC engine designas the central PFCx, DFCs located on the interface modules fmward packets 

between two ports, directly or across the switch fabric, without involving the supervisor engine. With the DFC, each 

interface module has a dedicated forwarding engine complete with the full forwarding tables. dCEF forwarding 

works like this: 

• As in standard CEF forwarding, the central PFC3 located on the supervisor engine and the DFC engines located 

on the interface modules are loaded with the same CEF information derived from the forwarding table before 

any user traffic arrives at the switch. 

• As a packet arrives at an interface module, its DFC engine inspects the packet and uses the information in the 

CEF table (including Layer 2, Layer 3, ACLs, and QoS) to make a completely hardware-based forwarding 

decision for that packet. 

• The dCEF engine handles ali hardware-based forwarding for traffic on that module, including Layer 2 and 

Layer 3 forwarding, ACLs, QoS policing and marking, and NetFlow. 

• Because the DFCs make ali the switching decisions locally, the supervisor engine is freed from ali forwarding 

responsibilities and can perform other software-based functions, including routing, management, and network 

services. 

Figure 6 

Distributed Cisco Express Forwarding Packet Flow 

2. Packet Enters Switch/Line Card 

3. I f Destination 
is on Another 
Une Card, DFC 
Tells SFM to 
Prepend Tag 
on Packet with 
Exit SFM Port 
In f o 

·Ali Local Ports and DFC See Frame 
• DFC Uses Lookup Table for Local 
or Other Line Card Destination 

5. Une Card Takes Frame from SFM and Places on lts Own 
Local Bus 
The DFC Provides Destination Port and Exit Port 
Packet is Queued, QoS Applied and Packet Exits Une Card 

MSFC Has CEF-Based 
Contrai Plane 

1. MSFC Delivers 
Forwarding Table to 
Ali DFC-Enabled 
Modules 
Eliminates Supervisor 
Engine from 
Forwarding Path (incl. 
card to card traffic) 
Enables Local 
lntelligent Switching. 
Supporting Network 
Services (security, 
QoS, etc.) 

4. SFM Receives Packet, Examines Tag, 
Makes Switching Decision 
Determines Outgoing Port on Une Card and 
Switches Packet to Specified Une Card 

dCEF-based forwarding requirements : Requires a Cisco Cata lyst Supervisor Engine 720 for the dCEF720 interface 

module; requires either a Catalys t Supervisor Engine 720 ora Catalyst Supervisor Engine 2-MSFCZ and a SFM for 

the dCEF256 interface module. 
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Cisco lOS Software and Catalyst Operating System Software 

Cisco Catalyst 6500 Series switches offer two operating modes o f software, the Cisco Catalyst Operating System 

Software with optional Cisco lOS Software on the MSFC, and Cisco lOS Software for the supervisor engines. Each 

operating mode can be deployed at different hierarchies of the network, depending on the network's requirements. 

These software solutions for the Cisco Catalyst 6500 Series switches provide full Layer 2 through 4 switching and 

routing functions at high performances. 

Today, either of these operating modes can be deployed in an entire network environment, or the operating modes 

can vary within an environment to meet different requirements. One operating mode is nota replacement for another, 

but is recommended for varying feature requirements. 

• Cisco lOS Software for the Cisco Catalyst 6500 Series 

• Cisco Catalyst Operating System Software with optional Cisco lOS Software on the MSFC 

Cisco lOS Software for the Cisco Catalyst 6500 Series 

Cisco lOS Software for the Cisco Catalyst 6500 Series supervisor engines requires the MSFC on the supervisor 

engine. It provides integrated multilayer functions in a single image and is optimized for core, distribution, Internet 

access, and data center deployments. Cisco lOS Software combined· with the performance o f the Cisco Catalyst 6500 

Series offers the necessary features for a high-performance Layer 3-enabled deployment, including support for a 

distributed architecture with the ability to scale the switch to 400 Mpps throughput. Additionally, Cisco lOS 

Software provides operational ease of use by offering a single image and configuration file to be deployed across the 

Cisco Catalyst 6500 Series switches. 

Cisco Catalyst Operating System Software with Optional Cisco lOS Software on the MSFC 

Cisco Catalyst Operating System Software is the premier software for the wiring closet on Cisco Catalyst 6500 Series 

switches offering high-performance Layer 2 forwarding. It is optimized to deliver the high availability, enhanced 

security, and integrated inline power support necessary for mission-critical wiring closet deployments. Cisco Catalyst 

Operating System Software can also be extended to the distribution and core Iayers of the network when coupled 

with Cisco lOS Software on the MSFC, providing robust and advanced Layer 3 and Layer 4 functions. This operating 

mode is often referred to as "hybrid mode." See Table 3 for software and hardware deployment options. 
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Table 3 Software and Hardware Deployment Options 

Network Distribution/ 
Performance Wiring Closet Data Center Core WAN Edge 

Highest-perfonnance Cisco lOS Software; Cisco lOS Software; Cisco lOS Software; Cisco lOS Software; 
Cisco lOS Software Supervisor Engine Supervisor Engine Supervisor Engine Supervisor Engine 
end-to-end 2-MSFC2; CEF256 720; dCEF720 and 720; dCEF720 2-MSFC2; dCEF720 

interface modules aCEF720 interface interface modules and aCEF720 
modules interface modules 

Higher-perfonnance Cisco Catalyst Cisco lOS Software; Cisco lOS Software; Cisco lOS Software; 
mixed operating Operating System Supervisor Engine Supervisor Engine Supervisor Engine 
system Software; 2-MSFC2; dCEF256 720; dCEF720 and 2-MSFC2; dCEF256 

Supervisor Engine and CEF256 interface aCEF720 interface and,CEF256 
2-PFC2; .CEF256 and modules modules interface modules 
Classic interface 
modules 

High-perfonnance Cisco Catalyst Hybrid mode; Hybrid mode; Hybrid mode; 
Cisco Catalyst Operating System Supervisor Engine Supervisor Engine Supervisor Engine 
Operating System Software; 2-MSFC2; CEF256 2-MSFC2; dCEF720 2-MSFC2; CEF256 
Software end-to-end Supervisor Engine and Classic interface Series and aCEF720 and Classic interface 

1-2GE; CEF256 and modules interface modules modules 
Classic interface 
modules 

Cisco lOS Software and Cisco Catalyst Operating System Software Shared Features 

Ali Cisco Catalyst 6500 Series supervisor engines, including the new Supervisor Engine 720, take advantage o f the 

industry-leading software and management capabilities of the Cisco Catalyst 6500 Series. Customers can apply their 

knowledge of Cisco Catalyst Operating System Software, Cisco lOS Software , CiscoWorks, and other graphical and 

Web-based network management tools without the need to learn a new command-line interface (CLI) or 

management system. 
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Cisco Catalyst 6500 Series Chassis 

Cisco Catalyst 6500 Series chassis can be deployed in the wiring closet, the distribution and core layers, the data 

center, and the WAN edge, providing the power and features required for end-to-end deployment for the enterprise 

campus, the ISP network, metro, and research computing networks. 

Chassis Applications 

The Cisco Catalyst 6500 Series provides a selection of chassis, including 3-, 6-, 9-, and 13-slot models with slots 

arranged horizontally anda 9-slot model with slots arranged vertically, with front-to-back airflow. Typical 

applications for Cisco Catalyst 6500 Series chassis include: 

• 3-slot chassis-Low-density, wiring-closet chassis sharing interface modules and supervisor engines with larger 

chassis for common sparing; low-density, high-performance specialized services modules chassis for network 

security and management; low-density, high-end chassis providing connectivity to the WAN edge 

• 6- and 9-slot chassis-Traditional chassis for the wiring closet, distribution and core, data center, and WAN edge 

• 13-slot chassis- Highest-capacity chassis for Ethernet connectivity, with slots to spare for services modules 

providing network security and management 

Chassis Configuration 

Ali Cisco Catalyst 6500 Series chassis are NEBS Level-3 compliant and use common power supplies. The 6- and 

9-slot chassis require a lOOOW or 1300W power supply and the 13-slot chassis requires a 2500W or 4000W power 

supply. The 3-slot chassis requires a 950W power supply. When ordering a Cisco Catalyst 6500 Series switch, use 

the online Cisco Dynamic Configuration Tool to assist you in selecting the chassis, power supplies, power cables, and 

fan trays that will meet your requirements. The tool is available at: 

http://www.cisco.com/appcontent/apollo/configureHomeGuest.html 

Power 

Ali Cisco Catalyst 6500 chassis hold up to two load-sharing. fault-tolerant , hot-swappable AC or DC power supplies. 

Only one supply is required to opera te a fully loaded chassis. If a second supply is installed, it operates in a 

load-sharing capacity. The power supplies are hot-swappable-a failed power supply can be removed without 

powering off the system. 

Cisco Catalyst 6500 Series switch power supplies are available in tive power ratings: 

• 950W AC input (Cisco Catalyst 6503 chassis) 

• IOOOW AC input 

• 1300W AC and DC input 

2500W AC and DC input 

4000W AC input 

Table 4 outlines the power requirements and heat dissipation for the three different models o f power supplies 

available for the Cisco Catalyst 6500 Series switch RQ~ i 
1
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Table 4 Power Supply VAC and VOC requirements 

Power Supply AC lnput Voltage/Current DC lnput Voltage/Current 

950W 100 to 240 VAe ( U% for full range); 15 A -48 voe to -60 voe continuous; 
38 A @ -48 voe, 30 A @ -60 voe 

1000W 100 to 240 VAe ( U% for full range); Not supported 
12 A @ 100 VAC, 6 A@ 240 VAe 

1300W 100 to 240 VAe ( U% for full range); -48 voe to -60 voe continuous; 
17.25 A@ 100 VAe, 8 A@ 200 VAe 38 A @ -48 VOe, 30 A @ -60 VOe 

2500W 10Ô to 120 VAC, 200 to 240 VAC ( U% for full range); -48 voe to -60 voe continuous; 
16 A maximum at 200 VAC at 2500 W output; 80 A@ -40.5 VOC, 70 A @ -48 VOC, 
16 A maximum at 100 VAC at 1300 W output 55 A@ -60 voe 

4000W 100 to 240 VAe ( U% for full range); 23 A Not supported 

Fan Trays 

Chassis that have a Supervisor Engine 720 installed require a high-speed fan tray. See Table 5 for part number 

information. 

Table 5 Catalyst 6500 Chassis Fan Tray Part Numbers 

Normal Speed Fan- High Speed Fan-
Catalyst 6500 Chassis Fan Tray Part Number Fan Tray Part Number 

6503 FAN-M00-3 FAN-MOD-3-HS(=) 

6506 WS-C6K-6SLOT-FAN WS-e6K-6SLOT-FAN2 

6509 WS-C6K-6SLOT-FAN WS-C6K-9SLOT-FAN2 

6509-NEB WS-C6509-NEB-FAN WS-C6509-NEB-FAN2 

6509-NEB-A N/ A FAN-M00-09(=) 

6513 WS-C6K-13SLOT-FAN WS-e6K-13SLOT-FAN2 

Dimensions 

Table 6 provides Catalyst 6500 Series chassis dimensions. 

Table 6 Catatyst 6500 Series Chassis Oimensions 

Cisco Catalyst Cisco Catalyst Cisco Catalyst Cisco Catalyst Cisco Catalyst 
Dimension 6503 6506 6509 6509-NEB 6513 

H x W x 0 (in.) 

H x W x O (em) 

7 x 17.37 x 
21.75 in. 

17.8 x 44 .1 x 
55. 2 em 

20.1 X 17.2 X 

18.1 in . 

51.1 X 43. 7 X 

46 .0 em 

25 .2 X 17.2 X 

18.1 in . 

64.0 X 43 .7 X 

46.0 em 

33 .3 X 17.2 X 

18.1 in . 

84 .6 X 43.7 X 

46.0 em 

33.3 X 17.3 X 

18. 1 in . 

84 .6 X 43.7 X 

46.0 em 
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Table 6 Catalyst 6500 Series Chassis Dimensions 

Weight 

Table 7 provides the weight information for empty and fully configured Catalyst 6500 Series chassis. 

Table 7 Catalyst 6500 Series Chassis Weights 

Cisco Catalyst Cisco Catalyst Cisco Catalyst Cisco Catalyst Cisco Catalyst 
Weight 6503 6506 6509 6509·NEB 6513 

Chassis only (lb) 27 45 55 55 98 

Fully configured (lb) 83 115 135 135 240 

Chassis only (kg) 12 20 25 25 45 

Fully configured (kg) 38 52 61 61 109 
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Ordering lnformation 

Table 8 provides part number information for Catalyst 6500 Series chassis 

Table 8 Catalyst 6500 Series Chassis Part Numbers 

Part Number Chassis 

WS-C6503 Cisco Catalyst 6503 chassis (three slots) 

WS-C6506 Cisco Catalyst 6506 chassis (six slots) 

WS-C6509 Cisco Catalyst 6509 chassis (nine slots) 

WS-C6509-NEB Cisco Catalyst 6509-NEB chassis (nine vertically o riented slots) 

WS-C6509-NEB-A Cisco Catalyst 6509-NEB chassis (nine vertically oriented slots)-enhanced 

WS-C6513 Cisco Catalyst 6513 chassis (13 slots) 

Environmental Conditions 

Table 9 provides environmental information for Catalyst 6500 Series Chassis. 

Table 9 Catalyst 6500 Series Chassis Environmental Conditions 

Parameter Performance Range 

Operating temperature 32 to 104 F (O to 40 C) 

Storage tem per ature -4 to 149 F (-20 to 65 C) 

Relative humidity 10 to 90%, noncondensing 

Operating altitude 3000 meters 

Mean time between failure (MTBF) 7 years for system configuration 
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Regulatory Compliance 

Safety 

• UL 1950 

• EN 60950 

• CSA-C22.2 no. 950 

• IEC 60950 

• ASINZA 3260 

• 21 CFR 1040 

• EN 60825-1 

• IEC 60825-1 

• TS 001 

EMC 

• FCC (CFR 47, Part 15) Class A 

• VCCI 

• CE Marking 

• EN 55022 

• EN 55024 

• CISPR 22 

• AS/NZS 3548 

• NEBS Level3 (GR-1089-CORE, GR-63-CORE) 

• ETSI ETS-300386-2 
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Table 10 provides an overview of Catalyst 6500 Series switches specifications. additional information can be found 

in software release notes. 

Table 10 Catalyst 6500 Series Specifications 

Specification Number Description 

IEEE Compliance 

802.1 802.1d Bridging 

802.1p. q VLAN tagging 

802.1s Per-VLAN Group Spanning Tree Protocol 

802.1w Rapid Spanning Tree Protocol 

802.1x 

802.1 802.3 10BASE-T. 10BASE-FL 

802.3ad Link aggregation 

802.3ab 1000BASE-T 

802.3ae 10 Gigabit Ethernet 

802.3u 100BASE-TX, 100BASE-FX 

802.3x Flow contrai 

802.3z 1000BASE-SX, 1000BASE-LX 

RFC Compliance 

ATM 1483,2584 Protocol encapsulation over ATM AAL-5 

ATM permanent virtual circuit (PVC) to 802.1q tagging 

BGP4 1269 Definitions o f Managed Objects for the Border Gateway Protocol 
(Version 3) 

1745 Border Gateway Protocoi/Open Shortest Path First (BGP/OSPF) 
interactions 

1771 BGPv4 

1965 BGP4 autonomous system confederations 

1966 BGP4 route reflection 

1997 Communities attribute 

2385 Transmission Contrai Protocol (TCP) MOS authentication for BGP 

2439 Route flap dampening 

2796 Route refl ection 

2842 Ca pabilities advertisement 

General routing protocols 768 User Datagram Protoco l (UDP) 

783 Trivial File Transfer Protocol (TFTP) 

791 IP 

~ 
~ 
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Table 10 Catalyst 6500 Series Specifications 

Specification Number Description 

792 Internet Contrai Message Protocol (ICMP) 

793 TCP 

826 Address Resolution Protocol (ARP) 

854 Telnet 

894 IP over Ethernet 

903 Reverse Address Resolution Protocol (RARP) 

906 TFTP Bootstrap 

951, 1542 BootP. BootP extensions 

1027 Proxy ARP 

1122 Host requirements 

1256 ICMP Router Discovery Protocol (IRDP) 1Pv4 router discovery 

1519 Classless interdomain routing (CIDR) 

1541 Dynamic Host Contrai Protocol (DHCP) 

1591 Doma in Name System (DNS) client 

1619 PPP over SONET 

1662 PPP HDLC-Iike framing 

1812 1Pv4 

2131 BootP/DHCP 

2338 VRRP 

lnternetwork Packet Exchange Routing lnformation Protocol/ 
Service Advertising Protocol {IPX RIP/SAP) 

Software-controlled redundant ports 

IP multicast 1112 Internet Group Management Protocol (IGMP) 

1122 Host extensions, Distance Vector Multicast Routing Protocol 
(DVMRP) 

2236 IGMP v1, v2, v3 

IGMP v1, v2, v3 Snooping 

2283 Multicast Border Gateway Protocol (MBGP) 

2362 Protocol-lndependent Multicast {PIM)-SM 

DVMRP v 3-07 

Multicast Source Discovery Protocol (MSDP) 

PIM-Den se Mode (PIM-DM) v1 
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Table 10 Catalyst 6500 Series Specifications 

Specification Number Descript•on 

PIM-DM v2 

Bidirectional PIM (Supervisor Engine 720 only) 

lntermediate system to 1195 TCP 
lntermediate system (IS-IS) 

1377 PPP 

2763 Dynamic host name exchange 

2966 Domain-wide prefixes 

LSP tunnels 2211 Controlled load network element service 

2702 Traffic engineering over MPLS 

MPLS 2547 MPLS VPN 

2961 Resource Reservation Protocol (RSVP) refresh 

3031 MPLS architecture 

3032 MPLS la bel stack encoding 

3036 Label Distribution Protocol (LDP) 

OSPF 1583 OSPF v2 

1587 OSPF NSSA 

1745 OSPF interactions 

1765 OSPF database overflow 

1850 OSPF v2 Management lnformation Base (MIB), traps 

1997 Communities and attributes 

2154 OSPF digital signatures, MOS 

2178 OSPF v2 (superceded by RFC 2328) 

2328 OSPF v2 

2370 OSPF opaque link-state advertisement (LSA) option 

2385 TCPMS 

2439 Route flap damping 

2842 Capabilities advertisement 

2918 Route refresh capabi lity 

RIP 1058 RIP v1 

1723 RIP v2 

245 3 RIP v2 

I\ \...lu li VJI LUU0 - \ ... .1'1 - " 
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Table 10 Cata ly st 6500 Series Specifications 

Specification Number Description 

Miscellaneous protocols 1866 HTML 

2030 Simple Network Time Protocol (SNTP) Vers ion 4 

for 1Pv4, 1Pv6 and OSI 

2068 HTIP 

Denial o f service (DoS) protection 2267 Network lngress Filtering 

ACLs: wire-speed 

ICMP and IP-option contrai 

IP broadcast forwarding contrai 

Rate limit ing using ACls 

Unicast Reverse Path Forwarding (RPF) 

Server load balancing with layer 3 and layer 4 protection 

SYN attack protection 

Session contrai 

Netw ork m anagem ent 782 VLAN Trunking Protocol (VTP) 

783 TFTP 

854 Telnet 

951 BOOTP 

1155 Structure of M anagement ln formation (SMiv1 ) 

1156 TCP/IP MIB 

1157 Simp le Network M anagement Protocol (SNMP)v1 

1212 MIB definitions 

1213 SNMP MIB 11 

1215 SNMP traps 

1256 ICMP router discovery 

1285 Station m anagem ent (SMT) 7.3 

1354 IP forwa rding tab le MIB 

1493 Bridge MIB 

J 
\ 

151 6 Ethernet repeater M IB 

1573 Interface tab le M IB 

1643 Ethernet M IB --------- ---·--- -I 
1650 Ether-like M IB r\ \...I v 11 VJ/ LVV-.J - vi~ -

~ ·- 1",.... ,., ,.,,.... ,1"\<" 
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Table 10 Catalyst 6500 Series Specifications 

Specification Number Description 

1657 BGPv4 MIB 

1724 RIPv2 MIB 

1757 RMON MIB 

1850 OSPFv2 MIB 

1901, 1907 SNMPv2c 

1908 SNMPv1/v2 coexistence 

2021 RMON2 probes 

2037 ENTITY-MIB 

2096 IP forwarding 

2233 Interface MIB 

2613 RMON analysis for switched networks (SMON) MIB 

2668 802.3 media attachment unit (MAU) MIB 

2787 VRRPMIB 

2925 PingfTraceroute/NS lookup MIB 

Sampled Netflow 

999 local m essages 

BSD Syslog with multiple servers 

Conf igurati on logg ing 

CISCO-CDP-MIB 

CISCO-COPS-CLIENT-MIB 

Cisco Discovery Protoco l 

CISCO-ENTITY-FRU-CONTROL:MIB 

CISCO-PAGP-MIB 

CISCO-STACK-MIB 

CISCO-STP-Extensions-MIB 

Cisco Traffic Director Software 

CISCO-UDLDP-M IB 

CiscoView 
-- -

CISCO-VLAN -Bridge-M IB I\U0 li V.)/ L VV:.J - \.... I'J -

Cisco VLAN Di rector Softwa re CP MI - - c~~~'9.? 
CISCO-VLAN-Membersh ip-MIB U ~ .! J 

CI o 

\ 
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Table 10 Catalyst 6500 Series Specifications 

Specification Number Description 

CISCO-VTP-MIB 

Cisco Workgroup MIB 

SPAN and Remote SPAN (RSPAN) 

Hot Standby Routing Protocol (HSRP) 

HC-RMON 

HTMUHTTP management 

NetFiow v1 export 

RMON HP Open View 

SMON-MIB 

\ . 

" ., \ 
.............. _ _. 

Standard Cisco lOS Software security capabilities: passwords and 
TACACS+ 

Telnet client 

Telnet management 

Text-based CU 

Web-based GUI Management Tools (CiscoWorks) 

Security 1492 Terminal Access Controller Access Contrai System Plus 
(TACACS+) 

2138 Remate Authentication Dial-ln User Service (RADIUS) 
authentication 

ACLs for Layers 2, 3, 4, and 7 

Access profiles on ali routing protocols 

Access profiles on ali management methods 

Media Access Contrai (MAC) address security/lockdown 

Network Address Translation (NAT) 

Network login (including DHCP/RADIUS integration) 

RADIUS accounting 

RADIUS per-command authentication 

Secure Copy Protocol (secure fite transfer) 
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Technical Support Services 

Whether your company is a large organization. a commercial business. ora service provider. Cisco is committed to 

maximizing the return on your network investment. Cisco offers a portfolio of technical support services to help 

ensure that your Cisco products operate efficiently, remain highly available, and benefit from the most up-to-date 

system software. 

The Cisco Technical Support Services organization offers the following features, providing network investment 

protection and minimal downtime for systems running mission-critical applications: 

• Provides Cisco networking expertise online and on the telephone 

• C reates a proactive support environment with software updates and upgrades as an ongoing integral part o f your 

network operations, not merely a remedy when a failure or problem occurs 

• Makes Cisco technical knowledge and resources available to you on demand 

• Augments the resources of your technical staff to increase productivity 

• Complements remote technical support with onsite hardware replacement 

Cisco Technical Support Services include: 

• Cisco SMARTnet ""' support 

• Cisco SMARTnet Onsite support 

• Cisco Software Application Services, including Software Application Support and Software Application Support 

plus Upgrades 

For more information, visit: 

http:/ /www.cisco. com/en/US/products/svcs/ps3034/serv _category _home.html 

Additional Cisco Catalyst 6500 Series lnformation 

For additional information about the following data sheets that describe Cisco Catalyst 6500 Series, supervisor 

engines, interface modules, SFM. and services modules, visit: 

http://www.cisco.com/en/US/products/hw/switches/ps708/products_data_sheets_list.html 

• Cisco Catalyst 6500 Series Supervisor Engine lA and Supervisor Engine 2 Data Sheet 

• Cisco Catalyst 6500 Series Supervisor Engine 720 Data Sheet 

• Cisco Catalyst 6500 Series 10/100 and 10/100/1000 Ethernet Interface Modules Data Sheet 

• Cisco Catalyst 6500 Series Gigabit Ethernet Interface Modules Data Sheet 

Cisco Catalyst 6500 Series 10 Gigabit Ethernet Interface Modules Data Sheet 

• Cisco Catalyst 6500 Series FlexWAN Interface Modules Data Sheet 

• Cisco Catalyst 6500 Series Switch Fabric Interface Modules Data Sheet 

• Cisco Catalyst 6500 Series Content Services Module Data Sheet 

• Cisco Catalyst 6500 Series Firewall Services Module Data Sheet 

• Cisco Catalyst 6500 Series Network Application Module (NAM) Data Sheet 

• Cisco Catalyst 6500 Series Intrusion Detection (IDS) Module Data Sheet 

Cisco Ca talyst 6500 Series IPSec VPN Services Module Data Sheet 

~~'l'i-l"r'~re-:-er 
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Asia Pacific H eadquarters 
C isco Systems, Inc. 
Capita l Tower 
168 Robinson Road 
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www.cisco.com 
Tel: +6 5 63 17 7777 
Fax: +65 63 17 7799 
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Cisco Catalyst 6500 Series 
Gigabit Ethernet Modules 

The Cisco Catalyst® 6500 Series Switch-the premier modular multilayer 

switch-delivers secure converged services from the wiring closet to the core, to the 

data center, to the WAN edge. 

Designed to complement the many roles 

that the Cisco Catalyst 6500 Series plays in 

a network, Cisco Catalyst 6500 Series 

Gigabit Ethernet modules offer the broadest 

selection of media, densities, performance, 

interoperability, and chassis deployments 

for enterprises and service providers. These 

modules are ideal for gigabit to the 

desktop, gigabit uplinks, aggregation of 

high-density 10/100 interfaces, Metro 

Ethernet links; and backbone and 

high-speed server farm or data center 

connections. The Cisco Catalyst 6500 

Series Gigabit Ethernet modules offer the 

following features: 

• Flexible configurations for any 

deployment-Provide flexible port 

densities, media choices, and 

performance speeds for any deployment 

requirement 

• Choice o f media and connector 

type-Available in multimode fiber or 

single-mode fiber using MT-RJ and 

modular GBIC and SFP optics 

supporting station-to-station distances 

up to 100 km 

Note: For information about 10/100/ 

1000 copper interface modules with 

auto-negotiation, see the Cisco Catalyst 

6500 Series 10/100 and 10/100/1000 

Ethernet Data Sheet 

• High port densities-From 8 up to 16 

ports per module, up to 256 ports per 

system 

• Scalable and predictable performance­

Provide a selection of switch fabric 

connections and throughput: 32 Gbps 

bandwidth/15 Mpps (Ciassic interface 

modules), 256 Gbps bandwidth/30 

Mpps (CEF256 interface modules), and 

256 Gbps bandwidth/210 Mpps 

(dCEF256 interface modules) 

• Operational consistency-Supported in 

ali Catalyst 6500 3-, 6-, 9-, and 13-slot 

chassis running Cisco lOS® Software 

and Cisco Catalyst Operating System 

Software; interoperable with ali other 

interfaces and services modules; and 

forward-compatible with ali Catalyst 

6500 supervisor engines 

• Maximum network uptime and 

resiliency-Support Cisco enhanced 

Per-Virtual LAN (VLAN) Spanning 

Tree Plus (PVST +) protocol, IEEE 

802.1 w Rapid Spanning Tree Pro toco! 

(RSTP) and IEEE 802.1s Multiple 

Spanning Tree (MST) protocol, 

Per-VLAN Rapid Spanning Tree 

(PVRST) protocol, Hot Standby Router 

Protocol (HSRP), Virtual Router 

Redundancy Protocol (VRRP), Cisco 

EtherChannel®, and IEEE 802.3ad link 

____ ~ggr.egation for fault-tolerant 
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• Superior traffic management-Available wíth large per-interface buffers and multíple-príoríty queues for traffic 

príoritization and polícing, allowing for tight servíce-level agreement (SLA) enforcement 

• Extensive management tools-Support ÇiscoWorks network management platform, Simple Network 

Management Protocor (SNMP) -~e;:';ion; 1, 2, and 3 and four RMON groups (statistícs, history, alarms, 

and events) 

Figure 1 

C1sco Ca talyst 6500 Series Gigabit Ethernet Interface Modules 

WS-X 6816-G BIC 

WS-X65 16A-GBIC 

J 
'-,J 
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Gigabit Ethernet Applications 

Gígabit Ethernet interface modules are used in distribution and core layers, and in data-center applications (Table 1). 

Table 1 Cisco Catalyst 6500 Series Gigabit Interface Module Applications 

Interface 
Primary Module 
Applications Product Number Class 

Data center and WS-X6816-GBIC dCEF256 
server farm 

Data center and WS-X6516A-GBIC CEF256 
server farm 

Base server farm WS-X6408A-GBIC Ciassic 

Base server farm WS-X6316-GE-TX Ciassic 

Base server farm WS-X6516-GBIC1 CEF256 

Base server farm WS-X6416-GBIC Ciassic 

Base server farm WS-X6416-GE-MT Ciassic 

1. Queues Legend: 1 p2q2t = 1 priority queue, 2 round robin queues, 2 thresholds 

Ports/ 
Connector/ 
Interface 

16, GBIC 

16, GBIC 

8, GBIC 

16, RJ-45, 1000 

16, GBIC 

16, GBIC 

16, MT-RJ, MM 

Queues per Port 
(Tx = Transmit, 
Rx = Receive) 1 Buffer Size 

Tx-1p2q2t 512 KB per port 
Rx-1p1q4t 

Tx-1p2q2t 1 MB per port 
Rx-1p1q4t 

Tx-1p2q2t 512 KB per port 
Rx-1p1q4t 

Tx-1p2q2t 512 KB per port 
Rx-1p1q4t 

Tx-1p2q2t 512 KB per port 
Rx-1p1q4t 

Tx-1p2q2t 512 KB per port 
Rx-1p1q4t 

Tx-1p2q2t 512 KB per port 
Rx-1p1q4t 

- ----- - ---· 
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Gigabit Ethernet Interface Modules 

The Cisco Catalyst 6500 Classic, CEF256, and dCEF26 interface modules provide Gigabit Ethernet with a choice of 

speeds and forwarding rates. 

Classic Interface Modules 

Suited for wiring closet applications, Classic interface modules use the supervisor engine for centralized Layer 2 and 

Layer 3 forwarding, and forward packets up to 15 Mpps over a 32-Gbps shared bus. 

Capable o f operating in the same chassis with the Cisco Catalyst 6500 Series Supervisor Engine lA, Supervisor 

Engine 2, and Supervisor Engine 720, Catalyst Classic interface modules do not support distributed forwarding and 

cannot be upgraded with a Distributed Forwarding Card (DFC) . 

Table 2 provides more information about Catalyst Classic interface modules. 

CEF256 Interface Modules 

Suited for distribution and core layers and for data-center and Web-hosting applications, CEF256 interface modules 

use the centralized CEF engine located on the supervisor engine's policy feature card (PFC) and forward packets up 

to 30 Mpps over a dedicated 8-Gbps full-duplex switch fabric connection. 

Capable of operating in the same chassis with the Cisco Catalyst 6500 Series Supervisor Engine lA, Supervisor 

Engine 2, and Supervisor Engine 720, CEF256 interface modules support distributed forwarding when upgraded 

with a DFC (Table 2). 

Table 2 CEF256 Interface Module Distributed Forwarding Upgrade Requirements 

Supervisor Engine Switch Fabric Distributed Forwarding Card 

Supervisor Engine 2 
MSFC2/PFC2 

Separate switch fabric module (SFM) 

Supervisor Engine 720 Supervisor Engine 720 integrates a 720 Gbps 
switch fabric 
Note: A Supervisor Engine 720 and an SFM 
cannot occupy the same chassis 

dCEF256 Interface Modules 

Requires WS-FGK-DFC upgrade 

Requires WS-F6K-DFC3 upgrade; will 
not interoperate with WS-F6K-DFC 

Suited for distribution and core layers, fo r data-center and Web-hosting applications, and for severa! 

high-performance service provider applications , the dCEF256 interface modules use the dCEF engine and tables 

located on the interface module to perform ali forwarding. 

dCEF256 interface modules require a Cisco Catalyst 6500 Series Supervisor Engine 720 ora Supervisor Engine 2 

with a Multilayer Switch Feature Card 2 (MFSC2) and SFM. Supervisor Engine 720 requires a WS-F6K-DFC3 

upgrade; and Supervisor Engine 2-MFSC2 operates with the WS-F6K-DFC supplied with the dCEF256 interface 

module. 

CPMI CORR EIOS 
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Table 3 Interface Module Class Comparison: Classic, CEF256, and dCEF256 

Feature Classic CEF256 dCEF256 

Performance maximum 15 30 210 
(Mpps) 

Forwarding engine/ Centralized CEF Engine; Centralized CEF Engine; Oistributed CEF Engine; 
location located on supervisor located on supervisor located on interface 

engine's PFCx engine's PFCx module's DFCx 

Supervisor engine Supervisor Engine 1A; Supervisor Engine 1A Supervisor Engine 2; 
supported Supervisor Engine 2; (15 Mpps maximum); Supervisor Engine 720 

Supervisor Engine 720 Supervisor Engine 2; 
Supervisor Engine 720 

DFC modules integrated/ Not supported Nane integrated; upgrade DFC integrated; DFC3 
upgrade requirements with WS-F6K-DFC3 for field upgrade (requires 

Supervisor Engine 720 or Supervisor Engine 720) 
upgrade with WS-F6K-DFC 
for Supervisor Engine 
2-MSFC2 

Fabric connections 32 Gbps shared Single 8-Gbps channel Dual 8-Gbps full-duplex 
bus connection connection to switch fabric serial channel connections 
(on Supervisor Engine 1A, (on Supervisor Engine 720 to switch f a bric 
Supervisor Engine 2, and or Supervisor Engine (on Supervisor Engine 720 
Supervisor Engine 720) 2-MSFC2 with SFM) or Supervisor Engine 

and 32-Gbps shared bus 2-MSFC2 with SFM) 
connection 

Slot requirements Can occupy any slot Can occupy any slot Can occupy any slot in 
in any chassis in any chassis any Cisco Catalyst 6503, 

6506,6509, 6509-NEB, or 
6509-NEB-A chassis, or any 
Cisco 7603, 76Q6, 7609, or 
OSR-7609 chassis; can only 
occupy slots 9 through 13 
in a 6513, or 761 3 chassis 

Receive queue structure 1 p1 q4t 1 p1 q4t 1p1q4t 

Transmit queue structure 1p2q2t 1p2q2t 1p2q2t 

Scheduler Weighted Round Robin WRR WRR 
(WRR) 

Buffer size 512 KB 512 KB or 1 MB 512 KB 
(WS-X6516a) 

Legend: 1p2q21 = one slricl priorily queue, two round-robin queues, and 1wo differenl lhresholds 

~~~f7roos-=-eN -
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Cisco Catalyst Classic Gigabit Ethernet Copper Interface Modules 

Designed for distribution and core Jayers and for data-center and Web-hosting appiications, Cisco Cataiyst Classic 

copper interface modules provide iine-rate Gigabit Ethernet forwarding with the foliowing operational advantages:· 

Forwarding architecture-Use centralized CEF forwarding 

Forwarding performance-Forward packets up to 15 Mpps per system 

Fabric connection-Provide a 32-Gbps shared bus connection 

Supervisor engine-Work with Supervisor Engine lA, Supervisor Engine 2, or Supervisor Engine 720 

Distributed forwarding upgrade-None; Ciassic interface modules cannot be upgraded for distributed forwarding 

Slot requirements-None; can occupy any siot in any Cisco Catalyst 6500 Series chassis 

Table 4 Ciassic Gigabit Ethernet Copper Interface Modules 
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Cisco Catalyst Classic Gigabit Ethernet Optical Interface Modules 

Designed for distribution and core layers and for data-center and Web-hosting applications, Cisco Catalyst Classic 

optical interface modules provide line-rate Gigabit Ethemet forwarding with the following operational advantages: 

Forwarding architecture--Vse centralized CEF forwarding 

Forwarding performance--Forward packets up to 15 Mpps per system 

Optics-Supports hot-pluggable gigabit interface converters (GBICs) 

Fabric connection-Provide a 32-Gbps shared bus connection 

Supervisor engine--Work with Supervisor Engine lA, Supervisor Engine 2, or Supervisor Engine 720 

Distributed forwarding upgrade--None; Classic interface modules cannot be upgraded for distributed forwarding 

Slot requirements-Can occupy any slot in any Cisco Catalyst 6500 Series chassis 

Table 5 Classic Gigabit Ethernet Optical Interface Modules 

Transceiver Ports/lnterface/ Port Density/ Maximum Distance/ 
Product Type Connectors Chassis Model Cable Type 

WS-X6408A-GBIC GBIC 8 ports; 
1000BASE-SX, 
-LX/LH, -ZX; SC 

WS-X6416-GBIC GBIC 16 ports; 
1000BASE-SX, 
-LX/LH, -ZX; SC 

WS-X6416-GE-MT MT-RJ 16 ports; 
1000BASE-SX; 
MT-RJ 

Figure 2 

Classic Gigabit Ethernet Optical Interface Modules 
WS-X64 16-GE-MT 

96 ports (Cisco Catalyst 6513); 550 m: 1000BASE-SX 
64 ports (Cisco Catalyst 6509) 10 km: LX/LH 

100 km: ZX 

192 ports (Cisco Catalyst 6513); 550 m: 1000BASE-SX 
128 ports (Cisco Catalyst 6509) 10 km: LX/LH 

100 km: ZX 

192 ports (Cisco Catalyst 6513); 550 m: 1000BASE-SX 
128 ports (Cisco Catalyst 6509) 
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Cisco Catalyst CEF256 Gigabit Ethernet Optical Interface Modules 

Designed for data center and server farm applications. Cisco Catalyst CEF256 optical interface modules provide 

line-rate Gigabit Ethernet forwarding with the following operational advantages: 

Forwarding architecture-Uses the central CEF engine located on the supervisor engine 

Forwarding performance-Forwards packets up to 30 Mpps per system and up to 15 Mpps per slot if upgraded to 

support distributed forwarding 

Optics-Supports hot-pluggable GB!Cs 

Fabric connection-Connects to the switch fabric using one 8-Gbps full-duplex connection and the 32-Gbps 

shared bus 

Supervisor engine-Works with Supervisor Engine lA. Supervisor Engine 2, or Supervisor Engine 720 

Distributed forwarding upgrade-Optiona!; upgrade is required only to perform distributed forwarding; requires a 

WS-F6K-DFC3 upgrade to operate with Supervisor Engine 720; requires a WS-F6K-DFC upgrade and an SFM to 

operate with Supervisor Engine 2-MFSC2 

Slot requirements-Can occupy any slot in any Catalyst 6500 Series chassis 

Port densities-192 ports: Catalyst 6513 chassis; 128 ports: Catalyst 6509 chassis 

Note: Supervisor Engine 720 communicates with a CEF256 interface module in 256-Gbps mode. Supervisor 

Engine 720 and SFM cannot operate in the same chassis. 

Table 6 CEF256 Gigabit Ethernet Optica l Interface Modules 

Transceiver Ports/lnterface/ Port Density/ Maximum Distance/ 
Product Type Connectors Chassis Model Cable Type 

WS-X6516-GBIC GBIC 16 ports; 
1000BASE-SX, 
-LX/LH, -ZX; se 

WS-X6516A-GBIC GBIC 16 ports; 
1000BASE-SX, 
-LX/LH. -ZX; Se 

Figure 3 

CEF256 G1gabit Ethernet Opticalln terface Modules 
WS X6516A-GBIC 

CISCO Systems, Inc . 

192 ports (Cisco Catalyst 6513); 
128 ports (Cisco eatalyst 6509) 

192 ports (Cisco eata lyst 6513); 
128 ports (Cisco Cata lyst 6509) 
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550 m: 1000BASE-SX 
10 km : LX/LH 
100 km : ZX 

550 m : 1000BASE-SX 
10 km : LX/LH 
100 km : ZX 
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Cisco Catalyst dCEF256 Gigabit Ethernet Optical Interface Modules 

Designed for distribution and core layers and for data-center and Web-hosting applications, Cisco Catalyst dCEF256 

optical interface modules provide line-rate Gigabit Ethernet forwarding with the following operational advantages: 

Forwarding architecture--Vse the dCEF engine and dCEF tables located on the interface module 

Forwarding performance--Forward packets up to 24 Mpps per slot when interface modules have dual-fabric 

connections 

Optics-Support hot-pluggable GBICs over single-mode fiber 

Fabric connection-Connect using dual 8-Gbps full-duplex serial channel connections to fabric on a Supervisor 

Engine 720 or a SFM 

Supervisor engine--Work with Supervisor Engine 2 with a SFM or Supervisor Engine 720 

Distributed forwarding-Include a DFC when operating with Supervisor Engine 2 ora DFC3 when operating with 

Supervisor Engine 720 

Slot requirements-Can occupy any slot in any Cisco Catalyst 6500 Series chassis except the 6513 chassis where they 

must be installed in slots 9 through 13 (the only slots on the chassis with dual fabric connections) 

Table 7 dCEF256 Gigabit Ethernet Optical Interface Modules 

Transceiver Ports/lnterface/ Port Dens•ty/ Maximum Distance/ 
Product Type Connectors Chassis Model Cable Type 

WS·X6816·GBIC 

figure 4 

GBIC 16 ports; 
1000BASE-SX,­
LX/LH, -ZX; SC 

dCEF256 Gigabit Ethernet Opticallnterface Modules 
WS-X6816·GB/C 

Cisco Systems. Inc. 

90 ports (Cisco Catalyst 6513); 
128 ports (Cisco Catalyst 6509) 

550 m : 1000BASE-SX 
10 km: LX/LH 
100 km: ZX 
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Interface Distances 

Table 8 summarizes the interfaces and distances supported by ali the Gigabit Ethernet modules in the Cisco Catalyst 

6500 Series. 

Table 8 Interfaces and Distances Supported by Gigabit Ethernet Modules in the Cisco Catalyst 6500 Series 

62.5 um 
umMM MM 5DumMM 50umMM 9/10um 

lnterface/F1ber 1601500 2001500 4001400 5001500 S•ngle Otsperslon Category 
Module Core 62.5 MHz·km MHz-km MHz-km MHz-km Mode Sh1fted 5 UTP 

WS-X6416-GE-MT MT-RJ 220m 275m 500 m 550 m 

WS-X6408-GBIC 1000BASE-SX 220m 275m 500m 550 m 

WS-X6408A-GBIC 1000BASE-SX 220m 275m 500 m 550m 

WS-X6416-GBIC 1000BASE-SX 220m 275m 500m 550 m 

WS-X6516·GBIC 1000BASE-SX 220m 275m 500 m 550 m 

WS-X6816-GBIC 1000BASE-SX 220m 275m 500m 550m 

WS-X6408A·GBIC 1000BASE-LX/LH 550m 550 m 550 m 550 m 10km 

WS-X6416-GBIC 1000BASE-LX/LH 550 m 550 m 550 m 550 m 10 km 

WS-X6516·GBIC 1000BASE-LX/LH 550 m 550 m 550 m 550 m 10 km 

WS-X6816-GBIC 1000BASE-LX/LH 550 m 550 m 550 m 550 m 10km 

WS-X6408·GBIC 1000BASE-ZX 70km 100km 

WS-X6408A-GBIC 1000BASE-ZX 70 km 100km 

WS-X6416-GBIC 1000BASE-ZX 70km 100km 

WS-X6516-GBIC 1000BASE-ZX 70km 100 km 

WS-X6816-GBIC 1000BASE-ZX 70 km 100km 

WS-X6316·GE·TX RJ-45 100m 

CPMI CORREIO~ f 
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Ordering lnformation 

Table 9 provides part number information for Catalyst 6500 Series chassis. 

Table 9 Catalyst 6500 Series Chassis Part Numbers 

Product Number Description 

WS-X6316-GE-TX 16-port Classic Gigabit Ethernet interface module for the Cisco Catalyst 6000 Series switches; 
RJ-45 

WS-X6408-GBIC 8-port Classic Gigabit Ethernet interface module for the Cisco Catalyst 6000 Series switches; 
requires GBICs 

WS-X6408A-GBIC 8-port Classic Gigabit Ethernet interface module for the Cisco Catalyst 6000 Series switches 
with enhanced QoS; requires GBICs 

WS-X6416-GBIC 16-port Classic Gigabit Ethernet interface module for the Cisco Catalyst 6000 Series switches; 
requires GBICs 

WS-X6416-GE-MT 16-port Classic Gigabit Ethernet interface module for the Cisco Catalyst 6000 Series switches; 
MT-RJ 

WS-X6516-GBIC 16-port CEF256 Gigabit Ethernet interface module for the Cisco Catalyst 6500 Series switches 
with single fabric channel interface; requires GBICs; upgradable to support distributed 
forwarding through the addition of the distributed forwarding daughter card (WS-F6K-DFC) 

WS-F6K-DFC Distributed forwarding daughter card for CEF26 interface modules 

WS-X6816-GBIC 16-port dCEF256 Gigabit Ethernet interface module for the Cisco Catalyst 6500 Series switches 
with dual fabric channel interfaces and distributed forwarding; requires GBICs 

WS-X6816A-GBIC 16-port dCEF256 Gigabit Ethernet interface module for the Cisco Catalyst 6500 Series switches 
with dual fabric channel interfaces and distributed forwarding; requires GBICs 

GLC-SX-MM 1000BASE-SX SFP (multimode only) Dual LC connector 

GLC-SX-MM= 1000BASE-SX SFP (multimode only) spare Dual LC connector 

GLC-LH-SM 1000BASE-LX SFP (single mode only) Dual LC connector 

GLC-ZX-SM 1000BASE-ZX SFP (single mode only) Dual LC connector 

o WS-GS484 1000BASE-SX SX GBIC (multimode only) 

WS-G5485 1000BASE-LX/LH LH GBIC (single mode or multimode) 

WS-GS487 1000BASE-ZX ZX GBIC (single mode only) 

Specifications 

Standard Protocols 

• IEEE 802.ld , IEEE 802.lp , IEEE 802.lq, IEEE 802 .l s, IEEE 802 . lw, IEEE 802.3x, IEEE 802.3z , IEEE 802.3ab, 

and IEEE 802.3ad , 

• IOOOBASE-X (GBIC) , lOOOBASE-SX , lOOOBASE-LX/LH , IOOOBASE-ZX, CWDM 
CP MI CORRE IOS 

Physical Specification 
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Environmental Conditions 

• Operating temperature: 32 to 104 F (O to 40 C) 

• Storage temperature: -40 to 167 F (-40 to 75 C) 

• Relative humidity: 10 to 90% , noncondensing 

• Operating altitude: -60 to 4000 m 

• Mean time between failure (MTBF) : seven years for system configuration 

Safety Compliance 

Cisco Catalyst 6500 Series Gigabit Ethernet interface modules, when installed in a system, comply with the following 

compliance and safety standards: 

• UL 1950 

• CSA C22.2 No.950 

• EN 60950 

• EN 60825-1 

• IEC 60950 

• IEC 60825-1 

• TS 001 

• CE marking 

• AS/NZS 3260 

• 21CFR1040 

EMC Compliance 

Cisco Catalyst 6500 Series Gigabit Ethernet modules, when installed in a system, comply with the following 

EMI standards: 

• FCC Part 15 (CFR 47) Class A 

• VCCI 

• EN55022 

• EN55024 

• CISPR 22 

• CE marking 

• AS/NZS 3548 

Network Management 

• ETHERLIKE-MIB (RFC 1643) 

• JF-MIB (RFC 1573) 

• Bridge MIB (RFC 1493) 

CISCO-STACK-MIB 

• CISCO-VTP-MIB 

CISCO-CDP-MIB 

Crsco Systems. Inc. 3 
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o RMON MIB (RFC 1757) 

o CISCO-PAGP-MIB 

o CISCO-STP-EXTENSIONS-MIB 

o CISCO-VLAN-BRIDGE-MIB 

o CISCO-VLAN-MEMBERSHIP-MIB 

• ENTITY-MIB (RFC 2037) 

• HC-RMON 

• RFC1213-MIB (MIB-II) 

• SMON-MIB 

Maximum Station-to-Station Cabling Distance 

o 1000BASE-SX: 62.5 um multimode fiber: up to 275m 

o 1000BASE-SX: 50 um multimode fiber: up to 550 m 

• lOOOBASE-LX: 62 .5 um multimode fiber: up to 550 m 

o lOOOBASE-LX: 50 um multimode fiber: up to 550 m 

o lOOOBASE-LX: 9/10 um single-mode fiber: up to 5 km1 

o lOOOBASE-LH: 62.5 um multimode fiber : up to 550 m 

o lOOOBASE-LH: 50 um multimode fiber: up to 550 m 

• 1000BASE-LH: 9/10 um single-mode fiber: up to 10 km 

o 1000BASE-ZX: 9/10 um single-mode fiber: up to 70 km 

o 1000BASE-ZX: disposition shifted fiber: up to 100 km 

o 1000BASE-T: Category 5 cable: up to 100m 

o 10/100/ lOOOBASE-T: Category 5 cable: up to 100m 

lndicators and Interfaces 

• Status: green (operational) ; red (faulty) ; orange (module booting or running diagnostics) 

o Link good: green (port active) ; orange (disabled) ; off (not active or not connected) ; blinking orange 

(failed diagnostic and disabled) 

o 1000BASE-SX: GBIC (female, multimode) 

o 1000BASE-LX/LH: GBIC (female, multimode) 

o 1000BASE-LX/LH: GBIC (female, single mode) 

o 1000BASE-ZX: GBIC (female, single mode) 

o 1000BASE-ZX: GBIC (female, dispersion shifted) 

o 1000BASE-SX: MT-RJ (female, multimode) 

o lOOOBASE-T: R]-45 

o 10/100/100BASE-T: R]-45 CPMI 

Fls. N°Ü 2 31 
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Technical Support Services 

Whether your company is a large organization, a commercial 

business, or a service provider, Cisco is committed to maximizing 

the return on your network investment. Cisco offers a portfolio of 

technical support services to help ensure that your Cisco products 

operate efficiently, remain highly available, and benefit from the 

most up-to-date system software. 

The Cisco Technical Support Services organization offers the 

following features, providing network investment protection and 

minimal downtime for systems running mission-critical 

applications: 

• Provides Cisco networking expertise online and on the telephone 

• Creates a proactive support environment with software 

updates and upgrades as an ongoing integral part of your 

network operations, not merely a remedy when a failure or 

problem occurs 

• Makes Cisco technical knowledge and resources available to you 

on demand 

• Augments the resources o f your technical staff to increase 

productivity 

• Complements remate technical support with onsite hardware 

replacement 

Cisco Technical Support Services include: 

• Cisco SMARTnet'TM support 

• Cisco SMARTnet Onsite support 

• Cisco Software Application Services, including Software 

Application Support and Software Application Support plus 

Upgrades 

For more information, visit: 

http://www.cisco.com/en/US/products/svcs/ps3034/ 

serv _category _home.html 

Additional Cisco Catalyst 6500 Series 

Visit this link for to view the following data sheets: 

http://www.cisco.com/en/US/products/hw/switches/ps708/ 

products_data_sheets_list.html 

• Cisco Catalyst 6500 Series Data Sheet 

• Cisco Catalyst 6500 Series Supervisor Engine lA/Supervisor 

Engine 2 Data Sheet 

• Cisco Catalyst 6500 Series Supervisor Engine 720 Data Sheet 

• Cisco Catalyst 6500 Series 10/100 and 10/100/1000 Ethernet 

Data Sheet 

• Cisco Catalyst 6500 Series 10-Gigabit Ethernet Interface 

Modules Data Sheet 

• Cisco Catalyst 6500 Series FlexWAN Interface Modules 

Data Sheet 

• Cisco Catalyst 6500 Series Switch Fabric Interface Modules 

Data Sheet 

• Cisco Catalyst 6500 Series Content Services Module (CSM) 

Data Sheet 

• Cisco Catalyst 6500 Series Firewall Services Module Data Sheet 

• Cisco Catalyst 6500 Series Network Application Module 

(NAM) Data Sheet 

• Cisco Catalyst 6500 Series Intrusion Detection (IDS) Module 

Data Sheet 

• Cisco Catalyst 6500 Series IPsecNPN Services Module 

Data Sheet 

• Cisco Catalyst 6500 Series SSL Services Module Data Sheet 
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CHAPTER 1 
Product Overview 

The Catalyst 6000 family switches facilitate the migration from traditional shared-hub LANs to 
large-scale, fully integrated intemetworks. These switches provide switched connections to individual 
workstations, servers, LAN segments, backbones , or other switches using a variety o f media. 

This chapter consists of these sections : 

• Supervisor Engine Software, page 1-1 

• Supported Software F e atures, page 1- 1 

• Supported Internet Protocols, page 1-7 

• Supported MIBs, page 1-8 

Supervisor Engine Software 
The supervisor engine software is factory-installed on every supervisor engine. Some modules (such as 
ATM modules) require an additional factory-installed software image. 

The Catalyst 6000 family switches share a command-line interface (CLI) with which you can configure 
modules and ports on the switches. For more information, see Chapter 2, "Command-Line Interfaces ." 
For descriptions ofthe available CLI commands, refer to the Catalyst 6000 Family Command Reference 
publication. 

Supported Software Features 
The Catalyst 6000 family switches support these software features : 

Spanning Tree Protocol, page 1-2 

• VLANs, page 1-2 

VLAN Trunks, page 1-3 

EtherChannel Port Bund1 es, page 1-3 

Network Securi ty, page 1-3 

I-&Fio@-"1'1'Gof'i"tf'Z'·f'W ~f'otd-:-i 
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Network Management, page 1-3 

Mu1ticast Services , page 1-5 

Broadcast Suppress ion , page 1- 5 

Admini strati ve Features , page 1- 5 
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Supponed Software Features 

lnterVLAN Routing, page 1-6 

• Multilayer Switching and NetFlow Data Export, page 1-6 

• Access Control Lists, page 1-6 

Quality of Service, page 1-6 

Redundant Supervisor Operation, page 1-7 

Voice-Over-IP, page 1-7 

Spanning Tree Protocol 

Chapter 1 Product Ove 

The Spanning Tree Protocol (STP) allows you to create fault-tolerant internetworks that ensure an 
active, loop-free data path between ali nodes in the network. STP uses an algorithm to calculate the best 
loop-free path throughout a switched network. 

The Catalyst 6000 family switches support the following spanning tree enhancements: 

Spanning tree PortFast-PortFast allows a port with a directly attached host to transition to the 
forwarding state immediately, bypassing the listening and learning states. Additionally, PortFast 
BPDU guard provides a method for preventing loops by moving a nontrunking port into an 
errdisable state when a BPDU is received on that port. The PortFast BPDU guard option allows for 
fast convergence in a network while also preventing loops from occurring. 

Spanning tree UplinkFast-UplinkFast provides fast convergence after a spanning tree topology 
change and achieves load balancing between redundant links using uplink groups. Uplink groups 
provide an alternare path in case the currently forwarding link fails. UplinkFast decreases spanning 
tree convergence time for switches that experience a direct link failure. 

Spanning tree BackboneFast-BackboneFast reduces the time needed for the spanning tree to 
converge after experiencing a topology change caused by an indirect link failure. BackboneFast 
decreases spanning tree convergence time for any switch that experiences an indirect link failure . 

For information on configuring STP, see Chapter 6, "Configuring Spanning Tree." For information on 
configuring the STP enhancements, see Chapter 7, "Configuring Spanning Tree PortFast, UplinkFast, 
and BackboneFast." 

A VLAN is an administratively defined broadcast domain that enhances performance by limiting traffic; 
it allows the transmission o f traffic among stations that belong to it and blocks traffic from other stations 
in other VLANs. VLANs can provide security barriers (firewalls) between end stations on different 
VLANs within the same switch. Only end stations within the VLAN receive packets that are unicast, 
broadcast, or multicast (flooded). 

These VLAN=related features are also supported on the switches : 

VLAN Trunk Protocol (VTP)-VTP maintains VLAN naming consistency and connectivity 
between ali devices in the VTP management domain . When you add new VLANs on a switch, VTP 
distributes this information automatically to ali the devices in the management domain. VTP is 
transmitted on ali trunk connections, including ISL, 802.1 Q, and ATM LAN Emulation (LANE). 
You can have redundancy in a domain by using multiple VTP servers, through which you can 
maintain and modify the global VLAN information. Only a few VTP servers are required in a large 
network. 

. ----- -- - ----· 
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Chapter 1 Product Overview 

VLAN Trunks 

Supported Software 

• GARP VLAN Registration Protocol (GVRP)-GVRP is an industry-standard VLAN management 
protocol specified in IEEE 802.lp for use in IEEE 802.1Q environments. 

For information on configuring VTP, see Chapter 8, "Configuring VTP." For information on configuring 
VLANs, see Chapter 9, "Configuring VLANs." For information on configuring GVRP, see Chapter 11, 
"Configuring GVRP." 

You can extend VLANs from one switch to another, or from a switch to a router, using VLAN trunks . 
To verify the trunking capabilities of a particular port, see the hardware documentation for your switch 
or use the show port capabilities command. 

You can split VLAN traffic between parallel trunks. By setting spanning tree parameters on a 
per-VLAN basis, you can define which VLANs are active on a trunk and which use the trunk as a 
backup i f the primary trunk fails . 

For information on configuring trunks, see the following sections: 

• For information on configuring ISL and 802.1Q Ethernet VLAN trunks, see Chapter 10, 
"Configuring Ethernet VLAN Trunks." 

• For information on configuring ATM LANE, refer to the ATM Software Configuration and 
Command Reference-Catalyst 5000 Family and Catalyst 6000 Family Switches publication. 

EtherChannel Port Bundles 

EtherChannel port bundles allow you to create high-bandwidth connections between two switches or a 
switch anda router by grouping multiple ports into a single logical transmission path. 

For information on configuring EtherChannel, see Chapter 5, "Configuring EtherChannel." 

Network Security 

78-10557-02 

The Catalyst 6000 family switches support these network security features: 

• Local, RADIUS, TACACS+, and Kerberos authentication- You can control access to the switch 
using any combination of these authentication methods . For information on configuring 
authentication, see Chapter 15, "Switch Access: Using Authentication, Authorization and 
Accounting." 

• Secure port filtering-You can block input to an Ethernet, Fast Ethernet, or Gigabit Ethernet port 
when the MAC address of a station attempting to access the port is different from the configured or 
learned MAC address. For information on secure port filtering, see Chapter 29, "Configuring Port 
Security." 

• IP permit list-You can restrict incoming Telnet and SNMP access to a limited list of IP addresses . 
For information on the IP permit list, see Chapter 28, "Configuring IP Permit List." 
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Chapter 1 
Supported Software Features 

Network Management 

• o 

The Catalyst 6000 family switches offer network management and control through the CLI or through 
alternative methods, such as CWSI and SNMP. The switch software supports these network 
management features: 

o SNMP-This protocol facilitates the exchange of management information between network 
devices. Catalyst 6000 family switches support these SNMP types and enhancements: 

- SNMP-Simple Network Management Protocol, a Full Internet Standard 

- SNMP v2C-Community-based administrative framework for Version 2 of SNMP 

- SNMP v3-Community-based administrative framework for Version 3 of SNMP 

- SNMP trap message enhancements-Additional information with certain SNMP trap 
messages, including spanning tree topology change and configuration change notifications. 

For information on SNMP, see Chapter 30, "Configuring SNMP." 

o Remote Monitoring (RMON)-This protocol allows network monitors and console systems to 
exchange network monitoring data. The following RMON enhancements are supported: 

- Extended RMON alarms-RMON alarms for ali MIB objects supported by the Catalyst 6000 
family switch SNMP agent. 

- RMON2 configuration group-The RMON2 configuration group trap destinations MIB 
defined in RFC 2021. When you generate a trap, it is sent to all the hosts configured in the 
sysTrapReceiverTable and the trapDestTab!e, and is registered at the given User Datagram 
Protocol (UDP) port. 

For information on RMON, see Chapter 31, "Configuring RMON." 

o Switched Port Analyzer (SPAN)-SPAN allows you to monitor traffic on any port for analysis by 
a network analyzer or RMON probe. Remote SPAN (RSPAN) allows you to remotely monitor any 
port or VLAN from any other switch in the network. For information on SPAN and RSPAN, see 
Chapter 32, "Configuring SPAN and RSPAN." 

• System message logs-You can redirect system error messages and output from asynchronous 
events such as an interface transition, to a virtual terminal, internai buffers, ora UNIX host running 
a syslog server. The syslog formal is compatible with 4.3 BSD UNIX. For information on system 
message logging, see Chapter 21, "Configuring System Message Logging." 

• Switch TopN reports-This f e ature allows you to generate a report showing metrics for port 
utilization, broadcasts, multicasts, unicasts, and errors. Reports are avai lable through either SNMP 
or the CLI. The Switch TopN Reports utility cannot be used to generate reports on the Multilayer 
Switch Feature Card (MSFC), Multilayer Switch Module (MSM), or ATM ports. For information 
on switch TopN reports, see Chapter 33, "Using Switch TopN Reports." 

For a list of MIBs supported on the Catalyst 6000 fami ly switches, see the "Supported MIBs" section 
on page 1-8. For additional information, refer to the "Enterprise MIB User Quick Reference," on Cisco 
Connection Online (http://www.cisco.com). 
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Multicast Services 

Multicasting saves bandwidth by forcing the network to replicate packets only when necessary and by 
allowing hosts to join and Jeave groups dynamically. These multicast services are supported: 

• Internet Group Management Protocol (IGMP) snooping-IGMP snooping manages multicast 
traffic . The switch software examines IP multicast packets and makes forwarding decisions based 
on their content. Multicast traffic is forwarded only to ports with attached hosts interested in 
receiving the multicast traffic. IGMP snooping is supported only with specific hardware . 

GARP Multicast Registration Protocol (GMRP)-GMRP is an industry-standard multicast group 
membership protocol specified in 802.1 p. 

• Router Group Management Protocol (RGMP)-Multicast routers receive ali multicast data traffic 
unless they are configured to do otherwise. RGMP enables a switch to reduce network congestion 
by forwarding multicast data traffic to only those routers that are configured to receive it. 

For information on configuring multicast services, see Chapter 34, "Configuring Multicast Services." 

Broadcast Suppression 
Broadcast suppression controls excessive broadcast traffic in the network. You can limit the number of 
broadcasts from switch ports to prevent congestion caused by broadcast storms. For information on 
configuring broadcast suppression, see Chapter 26, "Configuring Broadcast Suppression." 

Administrative Features 

78-10557-02 

These administrative features are supported: 

• Multiple default IP gateways-You can configure up to three default IP gateways to provi de 
redundancy. In the event that the primary gateway is not reachable, the switch uses the secondary 
default IP gateways in the order in which they were configured. For information on configuring 
default gateways, see Chapter 3, "Configuring the Switch IP Address and Default Gateway." 

• Domain Name System (DNS)-This protocol resolves IP addresses to host names. In addition, a 
Catalyst 6000 family switch populates the system name string based on the switch IP 
address-to-host name mapping in DNS. For information on configuring default gateways, see 
Chapter 22, "Configuring DNS ." 

Cisco Discovery Protocol (CDP)- This protocol discovers and Jeams information about 
neighboring Cisco devices on the network. Network management applications can use CDP to 
retrieve the devi c e type and SNMP-agent address o f neighboring devices so the applications can 
send SNMP queri es to neighboring dev ices. For inforrnation on configuring default gateways, see 
Chapter 23 , "Configuring CDP." 

• Network Time Protocol (NTP)-This protocol time-synchronizes switches by downloading the 
sysrem time from an NTP -server. Synchronization aHows events to be correlated when system Jogs 
are created and other time-specific events occur. For information on configuring default gateways, 
see Chapter 25 , "Configuring NTP." 

~~~~~~~-~~ 
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Supported Software Features 

lnterVLAN Routing 
InterVLAN routing allows network devices in different VLANs to communicate with one another. 
There are two ways to do interVLAN routing on Catalyst 6000 family switches : 

MSM-For information on configuring interVLAN routing using the MSM, refer to the Multilayer 
Switch Module lnstallation and Configuration Note. 

MSFC-For inforrnation on configuring interVLAN routing using the MSFC, refer to the 
Cata~vst 6000 Family Multilayer Switch Feature Card and Policy Feature Card Configuration 
Cuide. 

Multilayer Switching and Netflow Data Export 

e c· 
Multilayer Switching (MLS) scales Layer 3 performance to high-performance link speeds by extending 
the MLS concept introduced in Cisco lOS software to LAN switching hardware. MLS requires a 
Catalyst 6000 family switch with an MSFC. NetFlow Data Export allows you to export MLS flow 
information to an RMON probe for analysis. 

Three MLS feature sets are supported: 

• IP unicast MLS 

• IP multicast MLS 

• IPX unicast MLS 

For more information, refer to the Catalyst 6000 Family Multilayer Switch Feature Card and Policy 
Feature Card Configuration Cuide. 

Access Control Lists 

o 

Supported access controllists (ACLs) are as follows: 

• IOS ACLs require the MSFC 

• VLAN ACLs (VACLs) require the Policy Feature Card (PFC) 

• Quality of service (QOS) ACLs require the MSFC and PFC 

For information on configuring these ACLs, refer to the Catalyst 6000 Family Multilayer Switch 
Feature Card and Policy Feature Card Configuration Cuide. 

Quality of Service 
Typically, networks operate on a best-effort delivery basis, which means that ali traffic has equal priority 
and an equal chance o f being delivered in a timely manner. When congestion occurs , ali traffic h as an 
equal chance o f being dropped . 

QoS uses c lass ification , marking , policing, and scheduling to transmit traffic from th e switch in a 
predi ctable manner. For informati on on confi gurin g QoS , see Chapter 35 , "Configuring Quality of 
Service." 
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Redundant Supervisor Operation 
Catalyst 6000 family switches support an optional redundant supervisor engine. You can install two 
supervisor engines in slots I and 2 o f the chassis. When the switch powers up, the supervisor engine 
that comes up first enters active mode, while the second supervisor engine enters standby mode. 

Both supervisor engines must have the same feature cards: 

• L2 Switching Engine I WS-F6020 or L2 Switching Engine II WS-F6020A 

MSFC 

PFC 

Ali network management functions occur on the active supervisor engine. The console port on the 
standby supervisor engine is inactive. The uplink ports on the standby supervisor engine are active and 
can be used as normal switch ports. 

lfthe active supervisor engine detects a major problem, it resets itself and the standby supervisor engine 
seamlessly becomes the active supervisor engine. 

For information on how supervisor engine redundancy works, see Chapter 16, "Configuring Redundant 
Supervisor Engines." 

Voice-Over-IP 

Telephony systems built on an IP network instead o f the traditional circuit-switched Priva te Branch 
Exchange (PBX) are called IP PBX systems. For information on how to configure your Catalyst 6000 
family switch for Voice-over-IP networking, see Chapter 36, "Configuring a Voice-over-IP Network." 

Supported Internet Protocols 
.. 

The Catalyst 6000 family switches support these standard Internet protocols : 

• Address Resolution Protocol (ARP)-Determines the destination MAC address of a host using its 
known IP address. 

• Bootstrap Protocol (BOOTP)-Allows the switch (BOOTP client) to retrieve its IP address from a 
BOOTP server. BOOTP uses connectionless transpor! layer User Datagram Protocol (UDP) . 

• Dynamic Host Configuration Protocol (DHCP)-Provides a mechanism for allocating IP addresses 
dynamically so that addresses can be reused when hosts no longer need them. 

Internet Control Message Protocol (ICMP)-Allows hosts to send error or control messages to 
other hosts. ICMP is a required part of IP. For example, the ping command uses ICMP echo 
requests to test i f a destination is alive and reachable. 

• IP- Sends IP datagram packets between nodes on the Internet. IP is a protocol suite. 

• ping- Tests the accessibility o f a remote site .by sending an ICMP echo request and waiting for a~ 
repl y. 

Reverse Address Resolution Protocol (RARP)-Determines an IP address knowing only a MAC 
address. For example, BOOTP, DHCP, and RARP broadcast requests are used to get IP addresses 
from a BOOTP, DHCP, or RARP server. 

SLIP- Ailows IP communications over the administrative interface. SLIP is a version ofTCP!lP 
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• SNMP-Processes requests for network management stations and reports exception conditions 
when they occur. These agents require access to inforrnation stored in a MIB. (For more 
inforrnation, see the "Network Management" section on page 1-3 .) 

• TCP-Transports full-duplex, connection-oriented, end-to-end packets running on top o f IP. For 
example, Telnet uses the TCP/IP protocol suite . 

• Telnet-Allows remote access to the administrative interface o f a switch over the network (in 
band). Telnet is a terminal emulation protocol. 

• Trivial File Transfer Protocol (TFTP)-Downloads software updates and configuration files to 
workgroup switch products . 

• UDP-Allows an application (such as an SNMP agent) on one system to senda datagram to an 
application (a network management station using SNMP) on another system. UDP uses IP to 
deliver datagrams. UDP/IP protocol suítes are used by TFTP and SNMP. 

~upported MIBs 

o 

Catalyst 6000 family switches support these standard and private MIBs: 

• BRIDGE-MIB (RFC 1493) 

• CISCO-CDP-MIB 

• CISCO-COPS-CLIENT-MIB 

• CISCO-ENTITY-FRU-CONTROL-MIB 

• CISCO-ENTITY-SENSOR-MIB 

• CISCO-FLASH-MIE 

• CISCO-IMAGE-MIB 

• CISCO-MEMORY-POOL-MIB 

• CISCO-PAGP-MIB 

• CISCO-PIB-MIB 

• CISCO-PROCESS-MIB 

• CISCO-QOS-MIB 

• CISCO-RMON-CONFIG-MIB 

• CISCO-RSVP-MIB 

• CISCO-STACK-MIB 

• CIS CO-STP-EXTENSIONS-MIB 

• CISCO-SWITCH-ENGINE-MIB 

• CISCO-SYSLOG-MIB 

• CISCO-VLAN-BRIDGE-MIB 

• CISCO-VLAN-MEMBERSHIP-MIB 

CISCO-VTP-MIB 

• ENTITY-MIB 

• ETHERLIKE-MIB 

HC-RM ON-MIB.my 
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o IF-MIB (RFC 1573) 

o RFC 1213 (MIB li) 

o RMON MIB (RFC 1757) 

o RMON2-MIB (probelnfonnationGroup, trapDestTab1e from RFC 2021) 

o SMON-MIB 

For infonnation about M!Bs, refer to : 
http://www.cisco.com/pub1ic/sw-center/netmgmt/cmtk/mibs.shtml. 
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Hot Swapping Supervisor Engines and Switching Modules • 

Hot Swapping Supervisor Engines and 
Switching Modules 

6 
Caution 

78·15725-01 

You can remove and replace redundant supervisor engines and switching modules 
without powering down the switch. This feature is known as hot swapping. 

When you remove or insert a switching module while the switch is powered on 
and operating, the switch does the following: 

1. Determines if there is sufficient power for the module. 

2. Scans the backplane for configuration changes. 

3. Initializes ali newly inserted switching modules, notes any removed modules, 
and places them in the administratively shutdown state. 

4. Places any previously configured interfaces on the switching module back to 
the state they were in when they were removed. Any newly inserted interfaces 
are put in the administratively shutdown state, as if they were present (but 
unconfigured) at boot time. I f you inserta similar switching-module type in to 
a slot, its ports are configured and brought online up to the port count of the 
original switching module. 

The switch runs diagnostic tests on any new interfaces. If the test passes, the 
switch is operating normally. If the new switching module is faulty, the switch 
resumes normal operation but leaves the new interface disabled. 

I f the diagnostic test fails, the switch crashes, which usually indicates that the new 
switching module has a problem in the bus and should be removed. 

When you install two supervisor engines, hot swapping allows you to remove and 
replace one of the supervisor engines without turning off the system power. 

To avoid erroneous failure messages, note the current configuration of ali 
interfaces before you remove or replace another switching module, and allow at 
least 15 seconds for the system to reinitialize after a module has been removedor 
replaced. 
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lãb/e 1-2 CSM Feature Set Oescription (continued) 

Features 

XML configuration interface 

SNMP 

GSLB (Global Server Load Balancing) 

Resource usage display 

Idle timeout for unidirectional tlows 

STE integration for SSL load balancing 

HTTP method parsing 

Regular expression scalability improvements 

Real server names 

Non-TCP connection redundancy 

Ff show command enhancements 

lOS SLB FWLB interoperation (IP reverse-sticky) 

Slowpath performance improvements 

Multiple CSMs in a chassis 

CSM and IOS-SLB functioning simultaneously in a 
chassis 

HTTP L 1 persistence (ali GETs to the same server) 

Full HTTP 1. 1 persistence (GETs balanced to 
multiple servers) 

Fully configurable NAT 

Server initiated connections 

Route health injection 

load-balancing Algorithms 

Round-robin 

Weighted round-robin (WRR) 

Least connections 

Weighted least connections 

URL hashing 

Source IP hashing (configurable mask) 

Destination IP hashing (configurable mask) 

-Source-ând-Destinaüon-fP hashing (con-figurable 
mask) 

Configurab le pending connection timeout 

load Balancing Supported 

Server load balancing (TCP, UDP, or generic IP 
protocols) 

Firewall load balancing 

6500 Series Conlenl Sw Module lnslallalion and Note 
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Cisco Catalyst 6500 Series Benefits 

The Cisco Catalyst 6500 Series provides market-leading services, performance, port densities, and availability with 

investment protection for enterprise and service provider markets. These include: 

• Maxímum network uptíme--With platform, power supply, supervisor engine, switch fabric, and integrated 

network services redundancy provides one- to three-second stateful failover and delivers application and services 

continuity in a converged network environment, minimizing disruption of mission-critical data and services 

• Comprehensíve network securíty-Integrates proven, multigigabit Cisco security solutions, including intrusion 

detection, firewall, VPN, and SSL into existing networks 

• Scalable performance--Provides up to 400 Mpps performance with distributed forwarding architecture 

• Forward-Thínkíng archítecture wíth investment protection-Supports three generations of interchangeable, 

hot-swappable modules in the same chassis, optimizing IT infrastructure usage, maximizing return on 

investment, and reducing total cost of ownership 

• Operational consistency-Features 3-, 6-, 9-, and 13-slot chassis configurations sharing a common set of 

modules, Cisco lOS Software, Cisco Catalyst Operating System Software, and network management tools that 

can be deployed anywhere in the network 

• Unparalleled services integratíon and flexibílity-Integrates advanced services such as security and content with 

converged networks, provides the wldest range of interfaces and densities, from 10/100 and 10/100/1000 

Ethernet to 10 Gigabit and from DSO to OC-48, and performs in any deployment end to end 

Operational Consistency in End-to-End Cisco Catalyst 6500 Series Deployments 

• Features 3-, 6-, 9-, and 13-slot chassis configurations that share a comrnon set ofmodules, software, and network 

management tools 

• Deploys anywhere in the network-from the wiring closet to the core, to the data center, to the WAN edge 

• Shares WAN port adapters with Cisco 7xxx router Series for reduced sparing and training costs 

• Offers choice of Cisco lOS Software and Cisco Catalyst Operating System Software supported on ali supervisor 

engines, providing smooth migration from Cisco Catalyst 5000 Series and Cisco 7500 Series deployments 

Maximum Network Uptime and Network Resiliency 

• Provides packet-loss protection and the fastest recovery from network disruption 

• Features fast, one- to three-second stateful failover between redundant supervisor engines 

• Offers optional, redundant high-performance Cisco Catalyst 6500 Series Supervisor Engine 720, passive 

backplane, multimodule Cisco EtherChannel® technology, IEEE 802.3ad link aggregation, IEEE 802.ls/w, and 

Hot Standby Router Protocol/Virtual Router Redundancy Protocol (HSRPN RRP) high-availability features 

lntegrated High-performance Security and Network Management 

- Integrateâ gtgaõit-per-secõnâ services modules, depfcíyed wfie re-external devices would not be feasible, simpl~"fy 
~ 

network management and reduce total cost of ownership. These include: 

• Gigabit firewall-provides access protection 

• High-performance intrusion detection system (IDS)-provides intrusion detection protection 

• Gigabit Network Analysis Module-provides a more manageable infrastructure and fui! Remate Monitoring 

(RMON) support 

• High-performance SSL- provides high-performance , secure e-commerce traffi c termination 

Gigabit VPN and standards-based IP Security (IPSec)-support lower cost Internet and i 

Cisco Systems, Inc. 

Ali contents are Copyright © 1992- 2003 Cisco Systems. Inc. Ali rights reserved. lmportant Noti ces and Privacy Sta t 
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1 
Overview 

The Catalyst 6500 series Content Switching Module (CSM) provides high-performance server load 
balancing (SLB) among groups o f servers, firewalls, caches, VPN termination devices, and other 
network'd:~ei;' based on Layer 3 as well as Layer 4 through Layer 7 packet information. Server farms 
are group óf1oad balanced devices. 

Server farms that are represented as virtual servers can improve scalability and availability o f services 
for your network. You can add new servers and remove failed or existing servers atany time without 
affecting the virtual server's availability. 

Clients connect to the CSM directing their requests to the virtual IP (VIP) address ofthe virtual server. 
When a client initiates a connection to the virtual server, the CSM chooses a real server (a physical 
device that is assigned to a server farm) for the connection based on configured load-balancing 
algorithms and policies (access rules). Policies manage traffic by defining where to send client 
connections. 

Sticky connections limit traffic to individual servers by allowing multiple connections from the same 
client to stick to the same real server using source IP addresses, source IP subnets , cookies, and the 
se cure socket layer (SSL) o r by redirecting these connections using Hypertext Transfer Pro toco! (HTTP) 
redirect messages . 

The WS-X6066-SLB-APC Content Switching Module is not fabric enabled. 

These sections describe the CSM: 

F eatures, page 1-1 

• Front Pane! Description, page 1-6 

Operation Mode, page 1-7 

Traffic Flow, page 1-9 

The CSM provides these enhanced features: 
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• More than one CSM can run in a Cata lyst 6500 se rie s switch chassis, and CSMs can run concurrentl y 
with Cisco lOS server load balancing (SLB). 

CSM fault-tolerance support a llows two CSM mod ules (in the same or in different chass is) to be 
configured in the ac ti ve and standby modes. 
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· The sticky database and connection table also can be replicated from active to standby to minimize 
any service disruption. 

CSM firewall load balancing allows you to scale firewall protection. Multiple firewall farms and 
DMZs are supported. 

A configurable pending-connection timeout feature is available. Pending-connection timeout sets 
the response time for terrninating connections i f a switch is flooded with traffic. This f e ature is used 
to prevent denial o f service (DOS) attacks. Pending connections are configurable on a per virtual 
server basis. 

The CSM supports 255 VLANs (including the client VLANs, server VLANs and one fault tolerant 
VLAN used for redundant pairs of CSMs). 

The minimum time between health probes has been reduced to 2 seconds, starting from release 
2.1(1). 

Sample scripts are available for reference to support the TCL (Toolkit Command Language) feature. 
The filename is: c6slb-script.3- l-1 a.tcl. This file is located with the CSM Release 3.1 (1 a) software 
image at this URL: 

Table 1-1 lists the new CSM features in this release. 

Table 1-1 New CSM Feature Set Oescliption 

New Features New in this Release 

VIP connection watermarks 

Sorry server (backup serverfarm) 

Optional port for health probes 

IP reassembly 

TCL (Toolkit Command Language) scripting 

XML configuration interface 

SNMP 

GSLB 

Resource usage display 

Idle timeout for unidirectional flows 

SSL termination engine (STE) integration for secure 
socke t layer (SSL) load balancing 

HTTP method parsi ng 

Description 

Allow you to limit the number o f connections 
going through a particular virtual server. 

Allows you to specify one or more backup 
servers for use when ali primary servers are 
disabled or out-of-service. 

Sets an explicit server port for a probe. 

Attempts reassembly ofUDP fragments, even i f 
the first fragment is not received first . 

Supports more flexible health probe 
functionality using administrator-created probe 
scripts. 

Allows programmatic configuration ofthe CSM 
by a network management device. 

Does support the CISCO-SLB-MIB and 
CISCO-SLB-EXT-MIB. 

Enables global server load balancing. 

Displays resource usage. 

Allows uni-directional timeouts for RTSP and 
other streaming protocols. 

Ensures the SSL client is repeatedly connected 
to the same SSL server, including during SSL ID 
renegotiation. 

Allows HTTP method parsin g. 

i-e~_,Q-ffi-llfflf~--FN--­

CPMI · CORREIOS 
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Tãble 1-1 New CSM Feature Set Oescription (continued) 

New Features New in this Release Description 

Regular expression scalability improvements Allows more scalable HTTP matching using 
regular expressions 

Real server names Allows you to name individual real servers. 
Names can then be used within serverfarms to 
reference a specific real server. 

Non-TCP connection redundancy Allows non-TCP flows replication to the 
standby CSM if connection redundancy is 
configured. 

FT show command enhancements The command displays additional information. 

lOS SLB FWLB interoperation (IP reverse-sticky) Allows you to create reverse sticky entries, 
allowing firewallload balancing sandwich 
topologies with lOS SLB. 

Slowpath performance improvements 1m proves the performance o f health probing, 
configuration changes, and the ability o f the 
CSM to handle ARP traffic. The new XML 
configuration and TCL scripting features in this 
release also benefit from this improvement. 

Table 1-2 Iists the CSM features available in this release and previous releases. 

Tãble 1-2 CSM Feature Set Description 

Features 

Supported Hardware 

Supervisor 1 A with MSFC and PFC 

Supervisor 2 with MSFC and PFC 

Supported Protocols 

TCP load balancing 

UDP and ali common IP protocol load balancing 

Special application-layer support for FTP and the 
Real Time Streaming Protocol (RTSP) 

Layer 7 Functionality 

Full regular expression matching 

URL and cookie switching 

Generic HTTP header parsing 

Miscellaneous Functionality 

VIP connec tion watermarks 

Sorry server 

Optional port for health probes 

IP reassembl y 

TCL (Too lkit Command Language) sc ripting 

C a 6500 Series Content 
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Tãble 1-2 CSM Feature Set Oescription (continued) 

Features 

XML configuration interface 

SNMP 

GSLB (Global Server Load Balancing) 

Resource usage display 

Idle timeout for unidirectional flows 

STE integration for SSL load balancing 

HTTP method parsing 

Regular expression scalability improvements 

Real server names 

Non-TCP connection redundancy 

Ff show command enhancements 

lOS SLB FWLB interoperation (IP reverse-sticky) 

Slowpath performance improvements 

Multiple CSMs in a chassis 

CSM and IOS-SLB functioning simultaneously in a 
chassis 

HTTP 1.1 persistence (all GETs to the same server) 

Full HTTP 1.1 persistence (GETs balanced to 
multiple servers) 

Fully configurable NAT 

Server initiated connections 

Route health injection 

Load-balancing Algorithms 

Round-robin 

Weighted round-robin (WRR) 

Least connections 

Weighted least connections 

URL hashing 

Source IP hashing (configurable mask) 

Destination IP hashing (configurable mask) 

.S.o.ur.c.e__andJ2e.s.tination IE hashing. (_cDn:fi.gm:able 
mask) 

Configurable pending connection timeout 

Load Balancing Supported 

Server Joad balancing (TCP, UDP, or generic IP 
protocols) 

Firewall load balancing 

.,------ ---· -
~-rrtY372005 -crr­
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Tãble 1-2 CSM Feature Set Description (continued) 

Features 

DNS load balancing 

Stealth firewall load balancing 

Transparent cache redirection 

Reverse proxy cache 

SSL off-loading 

VPN-Ipsec load balancing 

Stickiness 

Cookie 

SSL ID 

Source IP ( configurable mask) 

HTTP redirection 

Redundancy 

Sticky state 

Full stateful failover (connection redundancy) 

Health Checking 

HTTP 

ICMP 

Telnet 

TCP 

FTP 

SMTP 

DNS 

Retum error code checking 

Inband health checking 

User-detined TCL scripts 

Management 

SNMP traps 

Fu i! SNMP and MIB support 

F~'aw,res , a· . 
........................ ._ 

CPMI COR REIOS 

Fls. No 02 50 

3696 '\ Doe: 



• Fronl Pane! Descriplion 

Front Panel Description 

~ .. 

Figure I -1 shows the CSM front panel. 

Figure 1-1 Content Switching Module Front Pane/ 

º IOI csd t-t,---------'" 
Status 
LED 

RJ-45 (Test) 
connector 

Note The RJ-45 connector is covered by a removable plate. 

Status LED 

Chapler 1 

--~ --. ..._ ... .... . 

When the CSM powers up, it initializes various hardware components and communicates with the 
supervisor engine. The Status LED indicates the supervisor engine operations and the initialization 
resuits. During the normal initialization sequence, the status LED changes from off to red, orange, and 
green. 

~ .. 
Note For more information on the supervisor engine LEDs, refer to the Catalyst 6500 Series Module 

Installation Cuide. 

Table I -3 describes the Status LED operation . 

lãble 1-3 Content Switching Module Status lEO 

Colar Description 

Off 

Red 

• The module is waiting for the supervisor engine to provide power. 

The module is not on line. 

• The modul e is not receiving power, which could be caused by the foll owing: 

- Power is not avail able to the CSM. 

- Module temperature is over the Iimit1
• 

• The modul e is released from reset by th e supervisor engine and is booting. 

I f th e boot c ode fai ls to execute, the LED stays red aft er power up . 
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Table 1-3 Content Switching Module Status LED (continued) 

Color Description 

Orange The module is initializing hardware or communicating with the supervisor 
engine. 

Green 

Green to orange 

A fault occurred during the initialization sequence. 

• The module has failed to download its Field Programmable Gate Arrays 
(FPGAs) on power up but continues with the remainder ofthe initialization 
sequence and provides the module online status from the supervisor engine. 

• The module h as not received module online status from the supervisor engine. 
This problem could be caused by the supervisor engine detecting a failure in 
an externai loopback test that it issued to the CSM. 

The module is operational ; the supervisor engine has provided module online 
status. 

• The module is disabled through the supervisor engine CLI 2 using the set 
module disable mod command. 

I. Enter the show environment temperature mod command to display lhe temperature of each of four sensors on the CSM. 

2. CLI = command-line interface. 

RJ-45 Connector 

The RJ-45 connector, which is covered by a removable plate , is used to connect a management station 
devi c e or a test device . This connector is used by field engineers to perforrn testing and to obtain dump 
inforrnation. 

Operation Mode 

78-14574-01 Rev BO 

Clients and servers communicate through the CSM using Layer 2 and Layer 3 technology in a specific 
VLAN configuration. (See Figure 1-2.) In a simple SLB deployment, clients connect to the client-side 
VLAN and servers connect to the server-side VLAN. Servers and clients can exist on different subnets. 
Servers can also be located one or more Layer 3 hops away and connect to the CSM through routers. 

A client sends a request to one ofthe module 's VIP addresses. The CSM forwards this request to a server 
that can respond to the request. The server then forwards the response to the CSM, and the CSM forwards 
the response to the client. 

When the client-side and server-side VLANs are on the same subnets, you can configure the CSM in 
single subnet (bridge) mode. For more inforrnation , see the "Configuring the Single Subnet (Bri dge) 
Mode" section on page 4-2. 

_Fhen_Jhe cliell!.-side _a!!g ~r~er~sic!_e VL~J'is are on di fi.erent subnets, you can configure the CSM to 
operate in a secure (router) mode . For more inforrnation , see the "Configuring the Secure (Rou ter) 
Mode" section on page 4-4. 

You can set up a fault-tolerant configuration in either the secure (router) or s ingle subnet (bridged) mode 
using redundant CSMs. For more informat ion , see the ·'Configuri ng Fault Tolcrancc" scct ion on 
page 4-5. 

Using multiple VLANs, single subnet (bridge) modc and secure (router) mode can coex ist in the same 
CS M. 

6500 Series Content Module Instai 
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Figure 1-2 Content Switching Module and Servers 
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T raffic flow 
This section describes how the traffi c flows between the client and server in a CSM environment. 
(See Figure 1-3 .) 

Figure 1-3 Tratfíc Flow between Client and Server 

www.fox.com 

IP address 

@) 
I client I 

CD 
j'www--.f-o-x.-c-o-m'~ 

® t 
I DNS I 
0 t 

IP address I 

~ .. 

www.fox. com 

IP address 

®I www.fox.com 

IP address 

® Content 
Switching 
Module 

I w 
Serve r 

I X 
Serve r 

I y 
Serve r 

I z 
Serve r 

www.fox.com 
Server pool 

Note The numb ers in F igure 1-3 correspond to the steps in the fo ll owing procedure. 

78-14574-01 Rev BO 

When you enter a reques t for information by entering a URL, the traffic flows as fo llows: 

1. 

2. 

3. 

4. 

5. 

You enter a URL. (Figure 1-3 shows www.fox.com as an examp1 e.) 

The client contacts a DNS server to 1ocate the IP address associated w ith the URL. 

The DNS server sends the IP address o f the virtual IP (VIP) to the cli ent. 

The cli ent uses the IP address (CSM VIP) to send the HTTP request to the CSM. 

The CSM receives the request with the URL, makes a load-balancing decis ion, and selects a server. 

For example, in Figure 1-3, the CSM se lects a serve r (X serve r) from the www.fox.com server poo l, 
replacing its own VIP address with the address ofthe X server (directed mode), and forwards the 
traffic to the X serve r. !f the NAT serve r option is disab led, the VIP address remains unchanged 
Efl·i-s-pat-eh mecle}-

6. The CSM performs Network Address Trans lation (NAT) and eventua ll y TCP sequence numbers 
translation . 
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Fls. N° 02 54 
- - - - -

6500 Series Content Module 



e c 

• Traffic Flow 

Cata lyst 6500 Seri es Content Switch ing Module lns tallation and Configuration Note 

Chapter 1 Overview . . j __ ~~ .. , .. -'/ 

1-ef'rEi!o-rr&-f>r'tl''ffift~,.....-~--1 

CP MI - COR REIOS 

Fls. N°Ü 2 55 
3696 



78-15725-01 

Product Overview 

~l 
· ,.,.-1· -..;;;,,;.:· 

--~~~ 
: :-: 
.... . :"\. 

i .. 

"":\111 

This chapter describes the Catalyst 6000 series switches, the Catalyst 6500 series 
switches, supervisor engines, and switching modules. This chapter contains these 
sections: 

• Catalyst 6000 Series Switches, page 1-2 

• Catalyst 6500 Series Switches, page 1-4 

• Supervisor Engines, page 1-8 

• Ethernet and Fast Ethernet Switching Modules, page 1-16 

• Gigabit Ethernet Switching Modules, page 1-36 

• Ethernet Module LEDs, page 1-46 

• ATM Modules, page 1-47 

• FlexWAN Module (WS-X6182-2PA), page 1-51 

• Multilayer Switch Module (WS-X6302-MSM), page 1-53 

• Network Analysis Modules. page 1-56 

• Firewa ll Services Module (WS-SVC-FWM-I-K9), page l-61 

6500 Series Switch Module Instai 
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• IPSec VPN Acceleration Services Module (WS-SVC-IPSEC-1 ), page 1-64 

• Intrusíon Detection System Module (WS-X6381-IDS), page 1-66 

• Content Switching Module (WS-X6066-SLB -APC), page 1-69 

• Switch Fabric Modules, page 1-70 

Voice-Related Modules, page 1-73 

Port Addresses, page 1-82 

Hot Swapping Supervisor Engines and Switching Modules, page 1-85 

Power Management and Environmental Monitoring, page l-86 

Catalyst 6000 Series Switches 

~ .. 

The Catalyst 6000 series switches consist of the following two chassis: 

• Catalyst 6006 (6 slots) 

• Catalyst 6009 (9 slots) 

These high-performance, modular, frame-based switches support high-density 
Fast Ethernet and Gigabit Ethernet in both campus-backbone and 
server-aggregation environments. The Catalyst 6006 and the Catalyst 6009 
switches have a 32-Gbps switching capacity. Both platforms share the same 
supervisor engines, switching modules, and software, and they support redundant 
configurations of supervisor engines, power supplies, and port interfaces. 

ATM LAN Emulation (LANE) and Multiprotocol over ATM (MPOA) support is 
provided by the ATM dual PHY OC-12 LANE/MPOA module. 

Note Specific combinations of supervisor engines and modules may not be supported 
in your chassis. Reter to the release notes of the software version running on your 
system for specific information on modules and supervisor engine combinations 
that are not supported . 

- - -~ .. 
Note Throughout this publication, except where noted, the term supervisor engine is 

used to refer to Supervisor Engine 1, Supervisor Engine 2, 
Engine 720. 

6500 Series Switch Module lnstallation Guide 
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Catalyst 6000 Series Switches 

' Note The uplink ports are fully functional on the redundant supervisor engine in 
standby mode. 

The Catalyst 6000 series switches support the following hardware: 

• A supervisor engine with two gigabit interface uplinks and an optional 
redundant supervisor engine 

~ .. 
Note Supervisor Engine 720 is not supported in the Catalyst 6006 and 

Catalyst 6009 switches. 

Both supervisor engines in a single chassis must be completely identical. You 
can configure the redundant supervisor engines in a Catalyst 6000 series 
switch in one of three configurations: 

- Two supervisor engines, each with no Multilayer Switch Feature Card 
(MSFC) and no Policy Feature Card (PFC) 

- Two supervisor engines, each configured with a PFC daughter card 

- Two supervisor engines, each configured with both an MSFC and a PFC 
daughter card 

• Additional switching modules (Ethernet, Fast Ethernet, Gigabit Ethernet, and 
ATM) in any combination 

- Five additional switching modules in the Catalyst 6006 

- Eight additional switching modules in the Catalyst 6009 

~ .. 
Note The Switch Fabric Modules are not supported in the 

Catalyst 6000 series switches. 

• Hot-swappable fan assembl y and modul es 

• Redundant AC-input or DC-input power supplies 

~ ~ckpla_ne bª ndwidth of 32 Gbps _ 

Catalyst 6500 Series Switch Module 
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Catalyst 6500 Series Switches 
The Catalyst 6500 series switches consist of the following tive chassis: 

• Catalyst 6503 (3 slots) 

• Catalyst 6506 (6 slots) 

• Catalyst 6509 (9 slots) 

• Catalyst 6509-NEB (9 slots, vertical) 

• Catalyst 6513 (13 slots) 

The Catalyst 6506, Catalyst 6509, Catalyst 6509-NEB, and Catalyst 6513 
switches can suppórt a backplane architecture that scales from 32 Gbps to 
256 Gbps. The Catalyst 6503 switch backplane architecture is limited to 32 Gbps. 

The Catalyst 6500 series switches support the following hardware: 

• A supervisor engine with two gigabit interface uplinks and an optional 
redundant supervisor engine. 

~ .. 
Note The Supervisor Engine 720 also has a 10/100/1000 Mbps uplink port. 

Both supervisor engines in a single chassis must be completely identical. You 
can configure the redundant supervisor engines in a Catalyst 6500 series 
switch in one of three configurations: 

- Two supervisor engines, each with no Multilayer Switch Feature Card 
(MSFC) and no Policy Feature Card (PFC) 

- Two supervisor engines, each configured with a PFC daughter card 

- Two supervisor engines, each configured with both an MSFC and a PFC 
daughter card 

Note The Catalyst 6513 switch requires either the Supervisor Engine 2 
or Supervisor Engine 720. 

6500 Series Switch Module lnstallation Guide 
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Catalyst 6500 Series Switches 

• Additional switching modules in any combination: 

- Two additional switching modules in the Catalyst 6503 switch 

- Five additional switching modules in the Catalyst 6506 switch 

- Eight additional switching modules in the Catalyst 6509 and 
Catalyst 6509-NEB switches 

- Twelve additional switching modules in the Catalyst 6513 switch 

~~ 
Note Specific combinations of supervisor engines and modules may 

not be supported in your chassis. Refer to the release notes o f the 
software version running on your system for specific information 
on modules and supervisor engine combinations that are not 
supported. 

• Hot-swappable fan assembly and modules 

Note For a Supervisor Engine 720, you need to install a high-speed fan tray 
and install a 2500 W or larger power supply. 

• Redundant AC-input or DC-input power supplies 

• Scalable backplane bandwidth of 32 Gbps, up to 256 Gbps 

• A Switch Fabric Module (WS-C6500-SFM or WS-X6500-SFM2) 

- Only the Supervisor Engine 2 supports the Switch Fabric Module. 

- Supervisor Engine 720 does not support the Switch Fabric Modules. 

- Either the WS-C6500-SFM or WS-X6500-SFM2 Switch Fabric Module 
can be installed in slot 5 of the Catalyst 6506, Catalyst 6509, and 
Catalyst 6509-NEB switches. A redundant Switch Fabric Module can be 
installed in slot 6. 

- Only the WS-X6500-SFM2 Switch Fabric Module can be installed in 
slot 7 of the Catalyst 6513 switch. A redundant WS-X6500-SFM2 
Switcb Fabric Module can be installed in slot 8. 

Catalyst 6500 Series Switch Module lnstallation Guide 
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~ .. 
Note For redundancy, you can install a redundant Switch Fabric 

Module. The module that is installed first functions as the 
primary module. When you install two Switch Fabric Modules at 
the same time, the module in slot 5 or slot 7 acts as the primary 
module, and the module in slot 6 or slot 8 acts as the backup. If 
you reset the module in slot 5 or slot 7, the module in slot 6 or 
slot 8 becomes the primary module. 

• A combination of an SFM (WS-C6500-SFM) with an SFM2 
(WS-X6500-SFM2) in the same Catalyst 6506, Catalyst 6509, or 
Catalyst 6509-NEB chassis 

Table J- J lists some key features of the Catalyst 6500 series switches. 

lãble 1-1 Catalyst 6500 Series Switches Key Features 

Feature 

Performance and 
Configuration 

Supervisor Engine 1 
and Supervisor 
Engine 2 

Fault Tolerance and 
Redundancy 

Description 

Refer to the Catalyst 6500 Series Switch Software Configuration Guide or the 
Catalyst 6500 Series Switch Cisco lOS Software Configuration Guide for 
detailed information about the features supported on the switches. 

• Modular, upgradable feature modules for core switching logic. 

• Two modular Gigabit Ethemet ports supporting GBICs1. 

• MSFC2 and PFC3supported. 

• PCMCIA slot. 

• Console port for terminal and modem access. 

• Support for two hot-swappable supervisor engines. 

• Fast switchover for redundant supervisor engine and switching modules. 

Support for two fully redundant AC- or DC-input, load-sharing power 
supplies . 

• Power management for modules and power supplies. 

• Environmental monitoring of criticai system components. 

• Hot-swappable fan assembly. High-speed fan tray also available4
. 

• Redundant clock modules. 

6500 Series Switch Module lnstallatíon Guide 
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Table 1-1 Catalyst 6500 Senes Switches Key Features (continued) 

Feature 

Component 
Hot-Swapping 

Memory 
Components 

Management 

Description 

Modules (including the supervisor engine if you have redundant supervisor 
engines) and fans can be replaced without interrupting the system power or 
causing other software or interfaces to shut down. 

512-KB NVRAM stores configuration information. 

EEPROM5 component on the supervisor engine stores module-specific 
information, sue h as the module serial number, part number, controller type, 
hardware revision, configuration information, and other details unique to 
each module. 

128-MB DRAM (Supervisor Engine IA), 128-MB DRAM (Supervisor 
Engine 2), 256-MB DRAM (Supervisor Engine 2U), or 512-MB DRAM 
(Supervisor Engine 720) for the default system software. 

16-MB (Supervisor Engine 1), 32-MB (Supervisor Engine 2), or 64-MB 
(Supervisor Engine 720) Flash memory stores and runs software images. 

PC Flash-One or two slots for an optional Flash PC card, Compact Flash 
card, or MicroDrive; use this additional memory to store and run software 
images and configuration files, or to serve as an 110 device. 

Flash file system-Fiash memory contains a file system. You can use a 
variety of commands to manage the file system (such as cd, pwd, dir, and 
delete). The file system includes the following devices: 

- Onboard bootflash 

- PC Flash slot 

CLI through the console port or Telnet 

Simple Network Management Protocol 

I. GBICs = Gigabit Interface Converters 

2. MSFC = Multilayer Switch Feature Card 

3. PFC = Policy Feature Card 

4. The high-speed fan tray is required i f you insta li a Supervisor Engine 720. The high-speed fan tray requires that a 2500 W or 
larger power supply be installed in the chassis. 

5. EEPROM = electrically erasable programmable read-only memory 

Cata 6500 Series Switch Module lnstallation Guide 
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Supervisor Engines 
This section describes the features found on Supervisor Engine I, Supervisor 
Engine 2, and Supervisor Engine 720. This section contains the following topics: 

• LEDs, page 1-12 

• Reset Button , page 1-13 

• Console Port, page 1-13 

• Console Port Mode Switch, page 1-14 

• Switch Load. page 1-15 

• PCMCIA Slot, page 1-15 

• Uplínk Ports , page 1-15 

~ .. 
Note The Catalyst 6513 switch requires a Supervisor Engine 2 or Supervisor 

Engine 720. 

The supervisor engine configurations are listed in Table 1-2. 

lãble 1-2 Supervisor Engines 

Product Number 

Supervisor Engine 11 

WS-X6K-SUPI-2GE 

WS-X6K-SUP1A-2GE 

WS-X6K-S I A-MSFC2 

/ Description 

• Supervisor Engine 1, dualiOOOBASE-X GBIC uplinks 

• QoS port architecture (Rx/Tx) is lq4t/2q2t 

• Supervisor Engine lA, dual lOOOBASE-X GBIC 
uplinks 

• QoS port architecture (Rx/Tx) is lplq4t/lp2q2t 

• Supervisor Engíne IA, dual lOOOBASE-X GBIC 
uplinks , PFC and MSFC2 daughter cards 

• Qo~o!t architecture (Rx/Tx) is lplq4t/lp2q2t 

6500 Series Switch Module lnstallation Guide 
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Tãble 1-2 Supervisor Engines (continued) 

Product Number Description 

WS-X6K-SUPIA-MSFC • Supervisor Engine IA, dualiOOOBASE-X GBIC 

WS-XSUPIA-PFC 

Supervisor Engine 2 

WS-X6K-S2-MSFC2 

WS-X6K-S2U-MSFC2 

WS-X6K-S2-PFC2 

78-15725-01 

uplinks, PFC and MSFC daughter cards 

• QoS port architecture (Rx/Tx) is lplq4Ulp2q2t 

• Supervisor Engine IA, dualiOOOBASE-X GBIC 
uplinks, PFC daughter card 

• QoS port architecture (Rx/Tx) is lplq4Ulp2q2t 

• Supervisor Engine 2, dual IOOOBASE-X GBIC 
uplinks, fabric-enabled, supports a PFC2 and an 
MSFC2, I28 MB on supervisor engine, I28 MB on 
MSFC2 

• QoS port architecture (Rx/Tx) is lplq4Ulp2q2t 

• Supervisor Engine 2, dual IOOOBASE-X GBIC 
uplinks, fabric-enabled, supports a PFC2 and an 
MSFC2, 256 MB on supervisor engine, 256 MB on 
MSFC2 

• QoS port architecture (Rx/Tx) is lplq4t/lp2q2t 

• Supervisor Engine 2, dual IOOOBASE-X GBIC 
uplinks, fabric-enabled, and supports a PFC2 

• QoS port architecture (Rxffx) is lplq4t/lp2q2t 
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lãble 1-2 Supervisor Engines (continued) 

Product Number j Description 

Supervisor Engine 720 

Supervisor Engine 7202 Two Ethemet uplink ports: port 1 supports gigabit 
Small Form-Factor Pluggable (SFP) module; port 2 
configurable with either a gigabit SFP or a 
10/100/1000 Mbps RJ-45 

• Integrated 720-Gbps Switch Fabric 

2 CompactFlash Type 11 slots (DISK O and DISK 1) 

• Must be installed in slots 5 or 6 in a 6-slot and a 9-slot 
chassis, and slots 7 or 8 in a 13-slot chassis 

• Requires installation of a high-speed fan tray 

• Policy Feature Card 3A (PFC3A) 

Multilayer Switch Feature Card 3 (MSFC3) with 
64-MB bootflash device and 512-MB DRAM 

QoS port architecture (Rxffx) is lplq4t/lp2q2t 

1. Supervisor Engine 1 is not supported in the Catalyst 6513 switch. 

2. Specific combinations o f supervisor engines and modules may not be supported in your chassis. Refer to 
the release notes of the software version running on your system for specific information on modules and 
supervisor engine combinations that are not supported. 

Fi gure 1-1 shows the front pane] features o f Supervisor Engine 1, Figure 1-2 
shows the front pane! features of Supervisor Engine 2, and Fi gure 1-3 shows the 
front panel features of the Supervisor Engine 720. 

• Catalyst 6500 Series Switch Module lnstallation Guide 
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Cisco Catalyst 6500 
Supervisor Engines 1A and 2 

As Cisco's premier modular multilayer switch, the Catalyst® 6500 Series delivers 

secure, converged services from the wiring closet to the core, to the data center to the 

WANedge. 

The supervisor engines for the Catalyst 

6500 Series deliver the latest advanced 

switching technology with proven Cisco 

software to power a new generation of 

scalable and intelligent multilayer 

switching solutions for both enterprise and 

service provider environments. Designed to 

integrate data, voice, and video into a 

single platform for fully integrated IP 

communications, the Catalyst 6500 Series 

supervisor engines enable intelligent, 

resilient, scalable, and secure high 

performance multilayer switching 

solutions. 

The widely deployed Supervisor Engine lA 

and Supervisor Engine 2 are used in wiring 

closets, distribution/core, data center and 

WAN edge contigurations enabling the 

seamless integration o f advanced services 

such as security, voice and content into a 

converged network that reduces the total 

cost o f ownership . And the new Supervisor 

Engine 720 is ideally suited for high 

performance core, data center and metro 

Etl]~rnet deployments with its ~calable 

performance o f up to 400 million packets 

per second using a 720Gbps switch fabric. 

By sharing a common set of interfaces , 

operating system and management tools, 

the Catalyst 6500 Series supervisors 

provide operational consistency-enabling 

common spa ring and minimizing tra ining 

Ci sco Systems. Inc. 

Ali contents are Copyright © 1992-2003 Cisco System s. Inc. Al i right s reserved . lmportan 
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requirements; ali modules feature 

predictable performance and a broad range 

of capabilities. Supervisor Engine lA and 

Supervisor Engine 2 highlights include: 

o Feature-rich and wire-rate intelligent 

network services-Support and 

complement comprehensive security 

and granular Quality of Service 

mechanisms, including identity-based 

networking capabilities based on IEEE 

802.1x extensions and simplified 

contiguration using two AutoQoS 

commands 

o End-to-end flexible deployments­

Position anywhere in the network from 

the wiring closet to the distribution/ 

core, and from the data center to the 

WAN edge and the MAN 

o Scaleable and predictable 

performance-Feature a flexible switch 

fabric and forwarding architecture 

delivering throughput from 15Mpps/ 

32Gbps (Classic interface modules), to 

30Mpps/256Gbps (CEF256 interface 

modules), to 210Mpps/256Gbps 

(dCEF256 interface modules) for 

network cores supporting multi-gigabit 

trunks 

o Flexible multilayer switching support 

and forwarding architectures- Select 

basic Layer 2 forwarding or feature-rich 

Gisee-E-x press Forwarding (CEF) using 
I 
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• Choice of operating system support-Support both Cisco lOS® Software, Catalyst OS software, and Hybrid 

(Catalyst OS software and Cisco lOS Software for the MSFC) 

• Operational consístency- Support ali 3 generations of Catalyst 6500 Series interface and services modules in ali 

Catalyst 6500 3-, 6-, 9- and 13-slot chassis running Cisco lOS® Software and Cisco Catalyst Operating System 

Software and a common set o f Cisco network management tools that support the Catalyst 6500 Supervisor 

Engine lA and 2 as well as many other Cisco Systems product !ines 

• Maxímum network uptíme and user productivíty-Provide fault -tolerant network resilience and high availability 

features including fast 1- to 3-second stateful fail-over between redundant Catalyst 6500 supervisor engines 

enabling near-hitless software upgrades for business criticai network environments, including IP-te1ephony 

enabled wiring closets 

• Extensíve management tools-Support CiscoWorks network management p1atform, Simple Network 

Management Protocol (SNMP) versions 1, 2, and 3 and four RMON groups (statistics, history, alarms, 

and events) 

As part of the Catalyst 6500 Series of modular products, Supervisor Engines lA and 2 share a common operating 

system and CLI-encouraging an end-to-end Catalyst 6500 Series solution for maximum operational consistency, 

common sparing, and minimized training requirements {Figure 1). 

Figure 1 Supervisor Engines 1A •nd Supervisor Engine 2 

Supervisor Engine 1·PFC 

Supervisor Engine 2·MSFC2 
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Supervisor Engine 1A and Supervisor Engine 2 Deployment Scenarios 

With a broad range of interfaces. and services modules, chassis I slot configurations as well as a scalable set of 

Supervisor Engines, the Catalyst 6500 can be deployed anywhere in the network. The figure below depicts the 

Catalyst 6500 deployed in the wiring closet, distribution, core, data center, WAN edge and Metro and provides 

recommended supervisor engines for each part of the network. 

Figure 2 

Cisco Superv1sor Engine l A and Supervisor Engine 2 Deployment Scenarios 

WAN Edge 
Supervisor 2 
with MSFC2 

Wiring Closel 
Supervisor 2 
with PFCor 
Supervisor 

1A-2GE 

Dislribulion 
Supervisor 2 

with MSFC2 or 
Supervisor 720 

Core 
Supervisor 720 
or Supervisor 2 

with MSFC2 

Metro 
Supervisor 

720 

Data Cenler 
Supervisor 720 
or Supervisor 2 

with MSFC2 
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The following table outlines the primary deployment scenarios for Cisco Catalyst 6500 Series supervisor engines. 

Table 1 Deployment Scenarios for Cisco Catalyst 6500 Series Supervisor Engines 

Recommended 
Supervisor Engine Performance/Features Deployments 

Supervisor Engine 720 400 Mpps, 720 Gbps Enterprise core, distribution, 

Layer 2-4 distributed Cisco Express Forwarding and data centers 

Supports new accelerated Cisco Express 
Forwarding 720 and distributed Cisco Express 
Forwarding 720 interface modules 

Supervisor Engine 2 210 Mpps, 256 Gbps Enterprise distribution, data 

Policy Feature Card 2 (PFC2) layer 2-4 distributed Cisco Express Forwarding centers, and WAN edge 

Multilayer Switch Feature Supports distributed Cisco Express Forwarding 
Card 2 (MSFC2) 256 interface modules 

Supervisor Engine 1A 15 Mpps, 32 Gbps Distribution and core 

PFC Centralized Layer 2-4 forwarding 

MSFC2 Enhanced security and quality of service (QoS) 

Supervisor Engine 2 30 Mpps, 256 Gbps Premium wiring closet and 

PFC2 Centralized layer 2 forwarding and layer 3-4 data center access 

services 

Enhanced security and QoS 

Supervisor Engine 1A 15 Mpps, 32Gbps Enterprise wiring closets 

PFC Centralized Layer 2 forwarding and Layer 3-4 
services 

Enhanced security and QoS 

Supervisor Engine 1 A 15 Mpps, 32 Gbps Value wiring closet 

2GE Centralized layer 2 forwarding 
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Supervisor Engine 1A and 2 Features 

The Supervisor Engine lA and 2 provide the following features: 

• High availability 

• Scalable performance 

• Wire-rate traffic management 

• End-to-end management tools 

• Comprehensive security 

• Advanced Layer 2, Layer 3, and Layer 4 forwarding 

High Availability 

Supervisor Engines lA and 2 can be deployed in dual-supervisor engine configurations in ali Cisco Catalyst 6500 

Series chassis (6503, 6506, 6509, and 6513). The dual-supervisor engine configuration synchronizes protocol states 

between the primary and the redundant supervisor engine, provides industry-Ieading network availability wlth 

sub-3-second failover, and maximizes network uptime by allowing hot swapping o f standby supervisor engines. 

Important high-availability features include: 

• Supervisor engine redundancy-With synchronization o f protoccil states and support for HSRP and Uplink Fast 

• Rapid failover rates-Sub-3-second stateful failover and Layer 3 IP Unicast and Multicast failover 

• Hot swapping-Hot swapping of standby supervisors 

Scalable Performance 

Supervisor Engines lA and 2 provide scalable performance, from 15 Mpps to 210 Mpps with bandwidth scaling 

from 32 Gbps to 256 Gbps, that densely populated wiring closets and high-throughput network cores with 

multigigabit trunks require. 

Supervisor Engine 2 uses the Cisco Express Forwarding routing architecture that performs high-speed lookups even 

with advanced Layer 3 services enabled, and independent o f the number o f tlows through the switch, while 

maintaining 30 Mpps of centralized performance and 210 Mpps of distributed performance. 

• Supervisor Engine JA-Provides 15-Mpps performance with 32-Gbps bandwidth 

• Supervisor Engine 2-Provides 30 Mpps o f centralized performance and 21 O Mpps o f distributed performance 

with 256-Gbps bandwidth 

For details see Table 2-Cisco Catalyst 6500 Supervisor Engine Feature Comparison. 

Wire-Rate Traffic Management 

Supervisor Engines lA and 2 provide wire-rate traffic management using Layer 2, 3, and 4 QoS and security checks, 

Jncluding.ACL.policy enforcerrtent,.as. part ot'-their .fGr..waFdiflg process to protect and secure content. These traffic 

management features enable efficient handling o f converged networks that carry a mix o f mission-critical, 

time-sensitive, and bandwidth-intensive multimedia applications. 

• Advanced QoS tools such as packet classification and marking and congestion avoidance based on Layer 2, 

Layer 3, and Layer 4 header information. 

• QoS scheduling rules with thresholds can be configured in the switch for multi pie receive and transmit queues. 

• Rate limiting can be used to police traffic on a per-tlow or aggregate basis with a very fine granularity. 

For details see Table 3-QoS Features Comparison. 
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End-to-End Management Tools 

Managed with CiscoWorks2000, Cisco Catalyst 6500 Series switches can be configured and managed to deliver 

end-to-end device, VLAN, traffic, and policy management. Cisco Resource Manager, a Web-based management tool 

that works with CiscoWorks2000, provides: automated inventory collection, software deployment, easy tracking of 

network changes, views in to device availability, and quick isolation o f errar conditions. 

Supervisor Engines lA and 2 provide a comprehensive set of management tools to provide the required visibility and 

contrai in the network. 

o Console management-Provide shared interface to the Supervisor Engine 2 and the Multilayer Switch Feature 

Card 2 (MSFC2) available out-of-band from a local terminal or remote terminal connected through a modem to 

the console or auxiliary interface 

o In-band management-Provide shared interface to the Supervisor Engine 2 and the MSFC2 available in-band 

through SNMP, Telnet client, Bootstrap Protocol (BOOTP) , and Trivial File Transfer Protocol (TFTP) 

o SPAN-Allow management and monitoring of switch traffic 

o RSPAN-Allow centralized management and monitoring by aggregating and directing traffic from multiple 

distributed hosts and switches to a remotely located switch through a trunk link 

o VACL Capture--Direct traffic to a network analysis port using an ACL 

For details see Table 4- Management Tools Comparison. 

Comprehensive Security 

The advanced security capabilities of Supervisor Engines lA and 2 can reduce the threats of malicious attacks while 

enabling authentication, authorization, and accounting. With support for up to 32K ACL entries, IPIIPX security 

ACLs in hardware, and advanced features such as port security, Supervisor Engines lA and 2 offer a superior set of 

Layer 2-4 network traffic security capabilities: 

o Layer 2 security features-lnclude private VLANs and port security, to help the network architect properly 

partition and control the utilization of the switch resources. 

o Layer 2, 3, and 4 hardware filters-Can work on the forwarding engine and in conjunction with optional 

integrated services modules to inspect each forwarded packet and permit or deny ali the streams of traffic 

according to the network administrator 's rules. 

For details see Table 5-PFC and PFC2 Security Features Comparison. 
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Supervisor Engine 1 A and 2 Architecture 

Catalyst 6500 Series Supervisor Engines lA and 2 manage the system by storing and running the system software, 

controlling the various modules in the chassis, performing basic forwarding, and providing the Gigabit uplinks that 

allow redundant supervisor engine connections. 

Supervisor Engine 2 offers an improved forwarding design. The Supervisor Engine lA CPU performs Layer 2 

forwarding, but Supervisor Engine 2 performs Cisco Express Forwarding (CEF) and distributed CEF, doubling the 

forwarding performance. As shown in Table 2, Supervisor Engines lA and 2 offer choices in operating 

characteristics, including forwarding architecture, performance, bandwidth, DRAM and boot Flash sizes, and 

support for chassis, Policy Feature Card!Policy Feature Card 2 (PFCIPFC2), MSFC2, and Switch Fabric Module 

(SFM). 

Table 2 Cisco Catalyst 6500 Supervisor Engine Feature Comparison 

Supervisor Engine 1A 
Supervisor Eng1ne 2 Supervisor Engine 1A-2GE 
Supervisor Engine-PFC2 Supervisor Engine 1A-PFC 

Feature Supervisor Engme-MSFC2 Supervisor Engine 1A-/MSF 

Cisco Express Forwarding (CEF) Yes No 

Perfonnance 30 Mpps-Supervisor Engine 2- PFC2 15 Mpps 
and Supervisor Engine 2-MSFC2 

up to 210 Mpps-Supervisor Engine 
2- MSFC2 with SFM and DFCs 

Maximum bandwidth 256 Gbps (with distributed 32 Gbps 
forwarding) 

ORAM 128MB, 256MB, 512MB 128MB 

Onboard flash (Bootflash) 32MB 16MB 

Chassis supported 6006,6009,6503,6506,6509, 6006, 6009,6503, 6506, 6509, 
6509-NEB, 6509-NEB-A, 6513; 7603, 6509-NEB, 6509-NEB-A; 7603, 7606, 
7606, 7609, OSR-7609, 7613 7609, OSR-7609 

PFC daughter card available Yes (PFC2); Standard with Supervisor Yes (PFC); Not field upgradable 
Engine 2 

MSFC2 daughter card available Yes, and field upgradable Yes, not field upgradable 

SFM supported Yes No 

Th~_EFCIPFÇ2_~md MSFC2 daughter cards and the SFM increase Supervisor Engines lA and 2 functions : 

• PFC and PFC2-Perform hardware-based Layer 2, Layer 3, and Layer 4 packet forwarding as well as packet 

classification, traffic management, and policy enforcement 

• MSFC2-Performs Layer 3 control plane functions including address resolution and routing protocols 

• SFM 2-Provides 256 Gbps dedicated bandwidth to ali slots in the chassis and requires Supervisor 

Engine 2-MSFC2. The SFM 2 will not operate in the same chassis with Supervisor Engine 720. 
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Policy Feature Card (PFC and PFC2) 

The Policy Feature Card provides quality of service (QoS) and policy based intelligent networking capabilities to the 

Catalyst 6500 Series. Recommended for premier wiring closets, backbone, data center and WAN edge deployments, 

the PFC identifies and classifies traffic applying the appropriate QoS priority levei and Security Policies as defined by 

the network administrator configured ACLs. The PFC also helps to prevent unauthorized applications from being 

allowed on the network. 

The Supervisor Engine PFC daughter card makes the packet forwarding decision in its application-specific integrated 

circuit (ASIC) complex. In distributed forwarding implementations, an identical ASIC complex located on an 

interface module 's DFC daughter card allows the interface module to make packet-forwarding decisions locally. After 

the PFC or DFC makes the forwarding decision for the interface module, it sends the forwarding result to the 

interface module that does ali packet buffering, queuing, and delivery. 

In addition to packet forwarding, the PFC performs the following major functions at wire-rate: 

• Layer 3 packet classification-Using QoS access-control entries 

• Traffic management (rate limiting)-Using ingress and egress policing 

• Security policy enforcement-Within subnets or VLANs 

• Intelligent multicast forwarding-Efficient replication of multicast streams, supplied to appropriate end-user 

stations 

• NetFlow data export-Collecting IP flow statistics for inter-subnet flows 

QoS 

The following table shows the PFC and PFC2 QoS features . 

Table 3 QoS Features Comparison 

PFC2 PFC 
Supervisor Engine 2 Supervisor Engine 
PFC2 1A PFC NoPFC 
Supervisor Engine 2 Supervisor Engine Supervisor Engine 

Feature MSFC2 1A PFCIMSFC2 1A-2GE 

Layer 2 classification and marking Yes Yes Yes 

Layer 3 classification and marking/ Yes Yes None 

Access Control Entries {ACEs) 32K 16K 

Rate limiting location {port) lngress part, VLAN lngress part, VLAN Nane 

Rate Limiting Levei Types CIR, PIR CIR None 

CIR = Committed lnforrnation Rate 

PtR~eak lnforrnation lliite - -· 

Aggregate t raffic rate limiting/ Yes Yes Na ne 
number of policers 1023 p a licers 1023 po licer s 

Flow-based rate limiting method/ Full flaw; Full flow; Na ne 
number o f rates 64 ra tes 64 rates 
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Management Tools 

The following table compares the management tools that are available with Supervisor Engines lA and 2. 

Table 4 Management Tools Comparison 

PFC 
Supervisor Engine 1A PFC 
Supervisor Engine 1 A PFC/MSFCZ 
Supervisor Engine 2 PFCZ NoPFC 

Feature Supervisor Engine 2 MSFCZ Supervisor Engine 1A-2GE 

SPAN Yes Yes 

RSPAN Yes No 

ERSPAN No No 

VACL Capture Yes No 

Security 

Table 5 shows the PFC and PFC2 security features. 

Table 5 PFC and PFC2 Security Features Comparison 

With PFC2 With PFC 
Supervisor Engine Supervisor Engine 
2PFC2 1APFC Without PFC 
Supervisor Engine Supervisor Engine Supervisor Engine 

Feature 2MSFC2 1A PFC/MSFC2 1A- 2GE 

Port security Yes Yes Yes 

TCP intercept hardware acceleration Yes Yes No 

IEEE 802.1 X and 802.1 X extensions Yes Yes No 

IP security ACLs in hardware Yes Yes No 

IPX security ACLs in hardware Yes Yes No 

Security ACL ent.;es 32K 16K No 

Reflexive ACLs 128K 512K No 

Unicast Reverse Path Forwarding (uRPF) Yes No No 
check-in hardware 

CPU rate Jimiters 1 Nane Nane 

5- cr~ . . 
CPM I CORR EIOS 

Cisco Systems. Inc. 

Ali contents are copyright © 1992-2003 Cisco Systems .PI;~~ ~ ~~ ~i;~ts reserved. lmportant Notices a d Fis cy ~J8

3
<eme~ ~ ~ 4 ~'· 

Doe: 

1

~ ~ 
.___=====~· \l 4 



Multi-layer Switch Fabric Card2 (MSFC2) 

Supported on both Supervisor lA and Supervisor 2 as an option the MSFCZ acts as the Layer 3 forwarding routing 

engine. On its Layer 3 forwarding routing engine, the MSFCZ builds the CEF Forwarding Information Base (FIB) 

table in software and then downloads this table to the ASICs on the PFC or DFC that make the forwarding decisions 

for IP Unicast and Multicast traffic. For more information see How Cisco Express Forwarding Works. 

Layer 3 Switching 

Table 6 shows the MSFCZ Layer 3 switching features . 

Table 6 Layer 3 Switching Feature Comparisons 

MSFC2 No MSFC2 
Supervisor Engine Supervisor Engine 
1A-PFCIMSFC2 No MSFC2 1A-2GE 
Supervisor Engine Supervisor Engine Supervisor Engine 

Feature 2-MSFC2 2-PFC2 1A-PFC 

1Pv4 routing 

MPLS 

1Pv6 

Yes 

Yes, through OSM 

Yes, in software (only on 
Supervisor Engine 2-MSFC2 

Yes, with MSFC2 upgrade No, not upgradable 

Yes, through OSM No 

No, requires MSFC2 upgrade No 

Note: Refer to the release notes for up-to-date software version information. 
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Switch Fabric Modules (SFM and SFM2) 

Designed to support distributed forwarding, the Cisco Catalyst 6500 Series SFM (WS-X6500-SFM) and SFM2 

(WS-X6500-SFM2) provide dedicated bandwidth to each slot up to 256 Gbps per system. 

For distributed forwarding to work, an interface module must have a Distributed Forwarding Card (DFC) and must 

be installed in the chassis with either a Supervisor Engine 2-MSFC2 and an SFM or SFM2, or a Supervisor Engine 

720. The SFM works with Cisco Catalyst 6506, 6509, 6509-NEB, and 6509-NEB-A chassis and can occupy any slot. 

The SFM2 works with 6506,6509, 6509-NEB, 6509-NEB-A, 6513, 7603, 7606, 7609, OSR-7609, and 7613 

chassis; and it can occupy any slot, except in the 6513 and 7613 where it must occupy slot 7 or 8. 

The Catalyst 6503 does not currently support the SFM modules as this would leave one slot open after configuring 

the supervisor and SFM in two o f the three available slots. However, the Supervisor 720 provides full CEF256, 

dCEF256, aCEF720 and dCEF720 capabilities to the Catalyst 6503 chassis with its slot-efficient integration of the 

supervisor engine and switch fabric in a single module. 

Switch Fabric Module Architecture 

Providing access to the switch fabric throughdual8-Gbps serial charinels, the SFM or SFM2 performs ali switching 

on the module independent of the passive backplane. For more information see How Distributed Cisco Express 

Forwarding (dCEF) Works. 

High Availability 

Two SFM and SFM2 modules can be configured in a system for high availability with 1-to-1 redundancy, where one 

SFM or SFM2 is operational and one serves as a backup. 

Note: The SFM and SFM2 cannot operate in the same chassis with a Supervisor Engine 720. 

-·- - -~--· - -~· 

~ CPMI . COR REIOS 

Fls . N° 0276 
CISCO Systems, Inc. 

Ali contents are Copyright © 1992- 2003 Cisco Systems. Inc. Ali rights reserved. Jmportant Notices and Priva y ,S.taten;en'lZ. 6 g 6 
Page 11 o f 21 UQC · _;.):._...;:;....~~=~" 

.~ ·~· · 6 ' ~ . ) ... _ ,. 



e 
o 

Supervisor Engine 2-MSFC2 
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Suited for deployment in the distribution/core with Classic interface modules, CEF256 interface modules and 

dCEF256 interface modules, Supervisor 1A-2GE provides Layer 2/3/4 forwarding with the following operational 

advantages: 

• Layer 2-4 forwarding-Performs Layer 2- 4 forwarding with Layer2, 3, 4 features; supports dCEF256 interface 

modules 

• Media Access Control (MAC) addresses-12BK 

• Forwardíng rate---Up to 30 Mpps per system 

• Bandwidth-32 Gbps per system; 256 Gbps with SFM in chassis 

• Layer 2, 3 traflic classificatíon and marking-Layer 2 and Layer 3 (See Table 3-QoS Features Comparison 

for details) 

• . Multílayer (Layer 3} switching-lPv4 supported (See Table 6 for details) 

• Distributed forwarding-Requires Switch Fabric Module and interface modules with Distributed Forwarding 

Cards (DFCs); for details, see section titled How Distributed Cisco Express Forwarding (dCEF) Works 

• Operating system-Cisco Catalyst OS with Cisco lOS on the MSFC and Cisco lOS Software 

• Management tools-SPAN, RSPAN, VACL capture 

• DRAM-128, 256, 512MB 

• Onboard flash (BootFlash)-32 MB 

• Chassis supported-Cisco Catalyst 6006, 6009, 6503, 6506, 6509, 6509-NEB, 6509-NEB-A, and 6513; 7603, 

7606, 7609, OSR-7609, and 7613 

• Slot requírements-Slots 1 or 2 of any chassis 

• Upgrade support-None required 

Figure 3 

Cisco Catalyst 6500 Series Supervisor Engine 2-MSFC2 
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Supervisor Engine 2·PFC2 

Suited for deployment in wiring closets with Classic and CEF256 interface modules, Supervisor Engine 1A-2GE 

provides basic Layer 2 forwarding with the following operational advantages: 

• Layer 2 forwarding-Performs Layer 2 forwarding with Layer2, 3, 4 features ; requires MSFC2 upgrade to 

support Layer 3, 4 forwarding 

• MAC addresses-128K 

• Forwarding rate---Vp to 30 Mpps per system 

• Bandwidth-32 Gbps per system; 256 Gbps with SFM in chassis 

• Layer 2, 3 traffic classification and marking-Layer 2 and Layer 3 (See Table 3-QoS Features Comparison 

for details) 

• Multilayer (Layer 3) switching-Requires MSFC2 upgrade (See Table 6 for details) 

• Distributed forwarding-Requires MSFC2 upgrade, SFM, and interface modules with DFCs (for details, see 

section titled How Distributed Cisco Express Forwarding (dCEF) Works) . 

• Operating system-Cisco Catalyst OS only (Cisco lOS Software supported with MSFC2 upgrade) 

• Management tools-SPAN, RSPAN, VACL capture 

• DRAM-128, 256, 512MB 

• Onboard flash (BootFlash)-32 MB 

• Chassis supported-Cisco Catalyst 6006, 6009, 6503, 6506, 6509, 6509-NEB, 6509-NEB-A, and 6513 ; 7603, 

7606, 7609, OSR-7609, and 7613 

• Slot requirements-SJots 1 or 2 of any chassis 

• Upgrade support-MSFC2 upgrade 
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Supervisor Engine 1A-PFC/MSFC2 

Suited for deployment in the distribution/core with Classic interface modules, Supervisor Engine 1A-2GE provides 

Layer 2-4 forwarding with the following operational advantages: 

• Layer 2-4 forwarding-Performs Layer 2-4 forwarding with Layer 2-4 features 

• MAC addresses-128K 

• Forwarding rate-Up to 15 Mpps per system 

• Bandwidth- 32 Gbps per system 

• Layer 2, 3 trafflc classification and marking-Layer 2 and Layer 3 (see Table 3-QoS Features Comparison 

for details) 

• Multilayer (Layer 3} switching-1Pv4 supported (See Table 6 for details) 

• Distributed forwarding-Unsupported 

• Operating system-Cisco Catalyst OS with Cisco lOS on the MSFC and Cisco lOS Software 

• Management tools-SPAN, RSPAN. VACL capture 

• DRAM-128 MB 

• Onboard flash (BootFlash)-16 MB 

• Chassis supported-Cisco Catalyst 6006, 6009, 6503, 6506, 6509, and 6509-NEB. 6509-NEB-A (6513 not 

supported); 7603, 7606, 7609, and OSR-7609 (7613 not supported) 

• Slot requirements-S!ots 1 or 2 of any chassis 

• Upgrade support-None 

Figure 4 

Cisco Catalyst 6500 Supervisor Engine 1 A-PFC/MSFC2 
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Supervisor Engine 1 A-PFC 

Suited for deployment in wiring closets with Classic interface modules, Supervisor Engine 1A-2GE provides basic 

Layer 2 forwarding with the following operational advantages: 

• Lay er 2 forwarding-Performs basic Layer 2 forwarding with no Layer 2-4 features 

• MAC addresses-128K 

• Forwarding rate--Up to 15 Mpps per system 

• Bandwidth-32 Gbps per system 

• Layer 2. 3 trafflc classification and marking-Layer 2 and Layer 3 (See Table 3-QoS Features Comparison 

for details) 

• Multilayer (Layer 3) swítching- Unsupported 

• Distributed forwarding-Unsupported 

• Operating system-Cisco Catalyst OS only 

• Management tools-SPAN, RSPAN, VACL capture 

• DRAM-128 MB 

• Onboard flash (BootFlash}-16 MB 

• Chassis supported-Cisco Catalyst 6006, 6009, 6503, 6506, 6509, and 6509-NEB, 6509-NEB-A (6513 not 

supported); 7603, 7606, 7609, and OSR-7609 (7613 not supported) 

• S/ot requirements-Siots 1 or 2 of any chassis 

• Upgrades- None 

Figure 5 

Cisco Catalyst 6500 Supervisor Engine 1 A-PFC 

------·-·-------
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Supervisor Engine 1 A·2GE 

Suited for deployment in wiring closets with Classic interface modules, Supervisor Engine 1A-2GE provides basic 

Layer 2 forwarding with the following operational advantages: 

• Layer 2 f01warding-Performs Layer 2 forwarding with Layer 4 features 

• MAC addresses-l28K 

• Forwarding rate--Up to 15 Mpps per system 

• Bandwidth-32 Gbps per system 

• Layer 2, 3 trafflc classilication and marking-Layer 2 only, not upgradable to support Layer 3 (for details, see 

Table 3-QoS Features Comparison) 

• Multilayer (Layer 3) switching-Unsupported 

• Distributed forwarding-Unsupported 

• Operating system-Cisco Catalyst OS only 

• Management tools-SPAN only 

• DRAM-64MB 

• Onboard flash (BootFlash)-16 MB 

• Chassis supported-Cisco Catalyst 6006, 6009, 6503, 6506, 6509, and 6509-NEB, 6509-NEB-A (6513 not 

supported) ; 7603, 7606, 7609, and OSR-7609 (7613 not supported) 

• Slot requirements- Siots 1 or 2 o f any chassis 

• Upgrade support-None 
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How Cisco Express Forwarding Works 

Cisco Express Forwarding (CEF) is a Layer 3 technology that provides increased forwarding scalability and 

performance to handle many short-duration traffic flows common in today's enterprise and service provider 

networks. To meet the needs of environments handling large amounts of short-flow, Web-based, or highly interactive 

types of traffic, CEF forwards ali packets in hardware, and maintains its forwarding rate completely independent of 

the number of flows going though the switch. 

On the Cisco Catalyst 6500 Series, the CEF Layer 3 forwarding engine is located centrally on the supervisor engine's 

PFC2 or PFC3-the same device that performs hardware-based Layer 2 and 3 forwarding, ACL checking, QoS 

policing and marking, and NetFlow statistics gathering. 

Using the routing table that Cisco lOS Software builds to define configured interfaces and routing protocols, the CEF 

architecture creates CEF tables and downloads them into the hardware-forwarding engine before any user traffic is 

sent through the switch. The CEF architecture places only the routing prefixes in its CEF tables-the only 

information it requires to make the Layer 3 forwarding decisions-relying on the routing protocols to do route 

selection. By performing a simple CEF table lookup, the switch forwards packets at wire-rate, independent of the 

number of flows transiting the switch. 

CEF-base~ forwarding requirements: Requires a Cisco Catalyst Supervisor Engine 2 or Catalyst Supervisor 

Engine 720. 

How Distributed Cisco Express Forwarding (dCEF) Works 

With Distributed Cisco Express Forwarding (dCEF), forwarding engines located on the interface modules make 

forwarding decisions locally and in parallel, allowing the Cisco Catalyst 6500 Series to achieve the highest 

forwarding rates in the industry. With dCEF, forwarding occurs on the interface modules in parallel and system 

performance scales up to 400 Mpps-the aggregate o f ali forwarding engines working together. 

Using the same ASIC engine designas the central PFCx, DFCs located on the interface modules forward packets 

between two ports, directly or across the switch fabric , without involving the supervisor engine. With the DFC, each 

interface module has a dedicated forwarding engine complete with the full forwarding tables. dCEF forwarding 

works like this: 

• As in standard CEF forwarding, the central PFC3 located on the supervisor engine and the DFC engines located 

on the interface modules are loaded with the same CEF information derived from the forwarding table before 

any user traffic arrives at the switch. 

• As a packet arrives at an interface module, its DFC engine inspects the packet and uses the information in the 

CEF table (including Layer 2, Layer 3, ACLs, and QoS) to make a completely hardware-based forwarding 

decision for that packet. 

• The dCEF engine handles ali hardware-based forwarding for traffic on that module, including Layer 2 and 

Layer 3 forwarding , ACLs, QoS policing and marking , and NetFiow. 

• Because the DFCs make ali the switching decisions locally, the supervisor engine is freed from ali forwarding 

responsibilities and can perform other software-based functions , including routing, managemenl, and 

network services. 
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Figure 5 

Distributed Cisco Express Forwarding Packet Flow 
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dCEF-based forwarding requirements: Requires a Cisco Catalyst Supervisor Engine 720 for dCEF720 interface 

modules; requires either a Catalyst Supervisor Engine 720 or a Catalyst Supervisor Engine 2-MSFC2 anda SFM for 

dCEF256 interface modules . 

Software Requirements 

Depending on its configuration , a supervisor engine will operate with one or more ofthe following operating systems: 

• Cisco lOS Software for the supervisor engine (native Cisco lOS Software) 

• Cisco Catalyst OS software 

• Hybrid, Catalyst OS software and Cisco lOS Software for the MSFC 

Notes: Refer to the release notes for up-to-date software version information. 
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Ordering lnformation 

Table 7 lists the ordering information for the Supervisor Engines lA and 2. 

Table 7 Product Numbers for Ordering 

Product Number Description 

WS-X6K-SUP1A-2GE Catalyst 6500 Supervisor Engine1A, 2GE 

WS-X6K-SUP1A-PFC Catalyst 6500 Supervisor Engine1A, 2GE. plus PFC 

WS-X6K-S1A-MSFC2 Catalyst 6500 Supervisor Engine1A, 2GE, plus MSFC-2 and PFC 

WS-X6K-S2-PFC2 Catalyst 6500 Supervisor Engine 2, 2GE. plus PFC-2 

WS-X6K-S2-MSFC2 Catalyst 6500 Supervisor Engine 2, 2GE. plus MSFC-2/PFC-2 

WS-X6K-S1A-MSFC2 Supervisor Engine 1A with PFC+MSFC2 

WS-X6K-S1A-MSFC2= Supervisor Engine 1A with PFC+MSFC2= 

WS-X6K-S1A-MSFC2/2 Supervisor Engine 1A with PFC+MSFC2/2 

WS-F6K-MSFC2 Catalyst 6500 Multilayer Switch Feature Card 2 

MEM-MSFC2-128MB= Catalyst 6500 MSFC2 Memory, 128MB ORAM Spare 

MEM-MSFC2-256MB Catalyst 6500 MSFC2 Memory. 256 MB ORAM Option 

MEM-MSFC2-256MB= Catalyst 6500 MSFC2 Memory, 256 MB ORAM Spare 

MEM-MSFC2-512MB Catalyst 6500 MSFC2 Memory, 512MB ORAM Option 

MEM-MSFC2-512MB= Catalyst 6500 MSFC2 Memory, 512MB ORAM Spare 

WS-X6500-SFM Catalyst 6500 Switch Fabric Module 

WS-X6500-SFM2 Catalyst 6500 Switch Fabric Module2 

Dimensions 

o (H X W X D): 1.6 X 15.3 X 16.3 in. (4.0 X 37.9 X 40.3 em) 

Environmental Conditions 

o Operating temperature: 32 to 104 F (O to 40 C) 

o Storage temperature: -40 to 167 F (-40 to 75 C) 

o ~elat~ve humidity: 10 to 90%, noncondensing 

o Regulatory compliance 
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Safety Certifications 

• UL 1950 

• EN 60950 

• CSA-OC22.2 No. 950 

• IEC 950 

Electromagnetic Emissions Certifications 

• FCC 15] Class A 

• VCCI CE li 

• CE mark 

• EN 55022 Class B 

• CISPR 22 Class B 

Technical Support Services 

Whether your company is a large organization, a commercial business, or a service provider, Cisco Systems is 

committed to maximizing the return on your network investment. Cisco offers a portfolio of Technical Support 

Services to ensure that your Cisco products operate efficiently, remain highly available, and benefit from the most 

up-to-date system software. 

Cisco Technical Support Services offers the following features, which help enable network investment protection and 

minimal downtime for systems running mission-critical applications: 

• Provides Cisco networking expertise online and on the telephone 

• Creates a proactive support environment with software updates and upgrades as an ongoing integral part of your 

network operations , not merely a remedy when a failure or problem occurs 

• Makes Cisco technical knowledge and resources available to you on demand 

• Augments the resources of your operations technical staff to increase productivity 

• Complements remote technical support with onsite hardware replacement 

• The Cisco portfolio o f Technical Support Services includes: 

• Cisco SMARTnet,.... support 

• Cisco SMARTnet Onsite support 

• Cisco Software Application Services, including Software Application Support and Software Application Supporl 

plus Upgrades 

For more information visit: 

http:/ /www.cisco. corn/en!US/products/svcs/ps3034/scrv _c a tegory _h orne. h tm I 
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Additional Cisco Catalyst 6500 Series lnformation 

For addilional information about the Cisco Catalyst 6500 Series, supervisor engines, interface modules, SFM, and 

services modules, visit: 

http ://www.cisco.com/en/US/products/hw/switches/ps708/products_data_sheets_list.html 

Catalyst 6500 Series Data Sheet 

Catalyst 6500 Supervisor Engine 720 Data Sheet 

Catalyst 10/100 and 10/100/1000 Ethemet Data Sheet 

Catalyst 6500 Gigabit Ethemet Interface Modules Data Sheet 

Catalyst 6500 10 Gigabit Ethernet Interface Modules Data Sheet 

Catalyst 6500 FlexWAN Interface Modules Data Sheet 

Catalyst 6500 Switch Fabric Interface Modules Data Sheet 

Catalyst 6500 Content Services Module (CSM) Data Sheet 

Catalyst 6500 Firewall Services Module Data Sheet 

Catalyst 6500 Network Application Module (NAM) Data Sheet 

Catalyst 6500 lntrusion Detection (IDS) Module Data Sheet 

Catalyst 6500 IP SecNPN Services Module Data Sheet 

Catalyst 6500 SSL Services Module Data Sheet 
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Buffers, Queues, and Thresholds 
on Cisco Catalyst 6500 Series Ethernet Modules 

With the wide variety of Ethemet modules currently available on lhe Calalyst® 6500 

Series switches, deterrnining the size of the port buffers, the number and type of the 

receive and transmit queues, and lhe number of tail-drop or weighled random earty 

detection (WRED) thresholds can be a daunting task. This documenl provides a brief 

discussion of how lhe port buffers, queues, and thresholds are used in the Catalyst 

6500 Series Switch Ethemet modules, and then describes lhe buffer sizes, queue 

structures, and thresholds supported on each of the modules. 

Note: This document does not discuss any of the Cisco 7600 optical services modules 

(OSMs) that are also supported in the Catalyst 6500 Series switches. 

Overview of Buffers, Queues, 

and Thresholds 

Ali the Catalyst 6500 Series Ethernet 

modules implement some form of receive 

and transmit butfering. These buffers are 

used to store frames as forwarding 

decisions are made within the switch, or as 

packets are enqueued for transmission on a 

port at a rate greater than the physical 

medium can support. 

Cisco Systems. Inc. 

In the Catalyst 6500 architecture, access 

into the switch fabric is almost never the 

bottleneck. Rather, on the transmit side, 

one or several ports are the likely 

destination for a m<Uority o f the packets 

entering the switch. As such, the 

receive-side port buffers on the Ethernet 

modules are relatively small compared to 

the transmit-side port buffers. 

Without quality-of-service (QoS) features 

enabled, ali packets have equal access to the 

port buffers, regardless ofthe type oftraffic. 

For example, voice-over-IP (VoiP) packets 

get placed in the same buffer as HTTP 

(Web) ar FTP (file download) data packets. 

Furthermore, in the event of congestion 

(that is, a port buffer overtlows). ali traffic 

is egually subject to discard. To summarize, 

packets are serviced in the arder in which 

they were received , and i f the buffer is full , 

ali subsequent packets are dropped. This is 

known as First In, First Out (FIFO) queuing 

with tail-drop . 

Ali contents are Copyright © 1992- 2003 Cisco Systems, Inc. Ali rights reserved. lmportant Noti 
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When you enable QoS on the switch, the port buffers are divided into one or more individual queues. Each queue 

has one or more drop thresholds associated with it. The combination of multiple queues within a buffer, and the drop 

thresholds associated with each queue, allow the switch to make intelligent decisions when experiencing congestion. 

Traffic sensitive to jitter and delay variance, such as VoiP packets, can be moved to the head of the queue for 

transmission, while other less important or less sensitive traffic can be buffered or dropped. 

Port Queue and Drop Threshold Types 

When QoS is enabled, the multiple queues and drop thresholds on the Ethernet module switch ports are enabled. 

There are severa) different configurations of queue types and thresholds, depending on the model of the Ethernet 

module. 

Ingress and egress scheduling are always based on the class-of-service (CoS) value associated with the frame. By 

default, higher CoS values are mapped to higher queue numbers. CoS 5 traffic, typically associated with VoiP traffic, 

is mapped to the strict priority queue, if present. 

In addition to the different queues, each standard queue has one or more drop thresholds. There are two types of 

drop thresholds: 

• Tail-drop thresholds- On ports with tall-drop thresholds, frames of a given CoS value are admitted to the queue 

until the drop threshold associated with that CoS value is exceeded; subsequent frames o f that CoS value are 

discarded until the threshold is no longer exceeded. 

For example, if CoS 1 is assigned to queue 1, threshold 2, and the threshold 2 watermark is 60 percent, frames 

with CoS 1 will not be dropped until queue 1 is 60 percent full. Ali subsequent CoS 1 frames are dropped until 

the queue is less than 60 percent full. 

• WRED-drop thresholds-On ports with WRED-drop thresholds, frames of a given CoS value are admitted to 

the queue based on a random probability designed to avoid buffer congestion. The probability o f a frame with a 

given CoS being admitted to the queue or discarded depends on the weight and threshold assigned to that CoS 

value. 

For example, if CoS 2 is assigned to queue 1, threshold 2, and the threshold 2 watermarks are 40 percent (low) 

and 80 percent (high) , frames with CoS 2 will not be dropped until queue 1 is at least 40 percent full . As the queue 

depth approaches 80 percent, frames with CoS 2 have an increasingly higher probability ofbeing discarded rather 

than being admitted to the queue. When the queue is more than 80 percent full, ali CoS 2 frames are dropped 

until the queue is less than 80 percent full. The frames that the switch discards when the queue levei is between 

the Iow and high thresholds are picked at random, rather than on a per-flow or FIFO basis. This method works 

well with protocols such as TCP which are capable o f adjusting to periodic packet drops by backing off and 

a~just!?~ their trans~ission window size. 
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When referring to the individual queues and thresholds on a port, a terse nomenclature is used. This terminology 

describes the number o f strict priority queues (if present) , the number o f standard queues, and the number o f 

tail-drop ar WRED thresholds within each of the standard queues. The different queue and threshold types on the 

Catalyst 6500 Series Ethernet modules are shown in Table 1. 

Table 1 Receive and Transmit Port Queue and Drop Threshold Types on Catalyst 6500 Series Ethernet Modules 

Port Queue and Drop 
Threshold Structure 
with QoS Description 

Receive Queues 

1q4t One standard queue with four tail-drop thresholds 

1 p1 q4t One strict-priority queue, one standard queue with four tail-drop thresholds 

1p1q0t One strict-priority queue, one standard queue with one nonconfigurable (100%) tail-drop 
threshold 

1p1q8t One strict-priority queue, one standard queue with eight configurable WRED-drop 
thresholds and one nonconfigurable (100%) tail-drop threshold 

Transmit Queues 

2q2t Two standard queues with two tail-drop thresholds per queue 

1p2q2t One strict-priority queue, two standard queues with two WRED-drop thresholds per 
queue 

1p3q1t One strict-priority queue, three standard queues with one WRED-drop threshold and one 
nonconfigurable tail-drop threshold per queue 

1p2q1t One strict-priority queue, two standard queues with one WRED-drop threshold and one 
nonconfigurable (100%) tail-drop threshold per queue 

Buffer Sizes, Queues, and Thresholds by Ethernet Module 

Table 2 provides the following information for each o f the Catalyst 6500 Series Ethernet modules: 

• Total buffer size per port (Total buffer size) 

• Overall receive buffer size per port (Rx buffer size) 

• Overall transmit buffer size per port (Tx buffer size) 

• Port receive queue and drop threshold structure (Rx port type) 

• P~r_t_ t~~~_!!lit queue an_d drop threshold strl.!cture (Tx port type) 

• Default size o f receive buffers per queue with QoS enabled (Rx queue sizes) 

• Default size o f transmit buffers per queue with QoS enabled (Tx queue sizes) 

~-e+~~':f'70()y:-e-N--=­
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Table 2 Buffer Sizes, Queues, and Thresholds by Ethernet Module 

Total Rx Tx 
Module Buffer Buffer Buffer Rx Port Tx Port Rx Queue Tx Queue 

Module Model Name Description Size Size Size Type Type Sizes Sizes 

Supervisor Engine Modules (Gigabit Ethemet uplink ports) 

WS-X6K-S2U-MSFC2 Ali Supervisor 512 KB 73 KB 439 KB 1p1q4t 1p2q2t SP-9 KB SP-64 KB 

WS-X6K-S2-MSFC2 Engine 2 uplink Q1-64 KB Q2-64 KB 

WS-X6K-S2-PFC2 ports 
Q1-311 KB 

WS-X6K-S1A-MSFC2 Ali Supervisor 512 KB 73 KB 439 KB 1p1q4t 1p2q2t SP-9 KB SP-64 KB 

WS-X6K-SUP1A-MSFC Engine 1 A uplink Q1-64 KB Q2-64 KB 

WS-X6K-SUP1A-PFC ports 
Q1-311 KB 

WS-X6K-SUP1A-2GE 

WS-X6K-SUP1-2GE Supervisor Engine 512 KB 80 KB 432 KB 1q4t 2q2t Q1-80 KB Q2-80 KB 
1 uplink ports 01-352 KB 

Ethemet and Fast Ethemet Modules 

y -X6524-100FX-MM 24-port 1116 KB 28 KB 1088 KB 1p1q0t 1 p3q1t SP-6 KB SP-272 KB 
1008ASE-FX Q1-22 KB Q3-272 KB 
fabric-enabled 

Q2-272 KB 
with MT-RJ 
connectors Q1-272 KB 

WS-X6548-RJ-21 48-port 10/ 1116 KB 28 KB 1088 KB 1p1q0t 1p3q1t SP-6 KB SP-272 KB 
1008ASE-TX Q1-22 KB Q3-272 KB 
fabric-enabled 

02-272 KB 
with RJ-21 
connectors Q1-272 KB 

WS-X6548-RJ-45 48-port 10/ 1116 KB 28 KB 1088 KB 1p1q0t 1p3q1t SP-6 KB SP-272 KB 
100BASE-TX Q1-22 KB Q3-272 KB 
fabric-enabled 

Q2-272 KB 
with RJ-45 
connectors Q1-272 KB 

WS-X6324-100FX-MM 24-port 128 KB 16 KB 112 KB 1q4t 2q2t Q1-16 KB Q2-22 KB 
1008ASE-FX with Q1-90 KB 
MT-RJ connectors 

WS-X6324-100FX-SM 24-port 128 KB 16 KB 112 KB 1q4t 2q2t Q1-16 KB Q2-22 KB 
1008ASE-FX with Q1-90 KB 
MT-RJ connectors 

v--
J X6348-RJ-45 48-port 10/ 128 KB 16 KB 112 KB 1q4t 2q2t Q1-16 KB Q2-22 KB 

1008ASE-TX with Q1-90 KB 
RJ-45 connectors 

WS-X6348-RJ21 V 48-port 10/ 128 KB 16 KB 112 KB 1q4t 2q2t Q1-16 KB Q2-22 KB 
1008ASE-TX with Q1-90 KB 
RJ-21 connectors 
and inline power 

WS-X6348-RJ-45V 48-port 10/ 
- - -

128 KB 16 KB 112 KB 1q4t 2q2t Q1-16 KB Q2-22 KB 
1008ASE-TX with Q1-90 KB 
RJ-45 connectors 
and inline power 

WS-X6224-100FX-MT 24-port 64 KB 8 KB 56 KB 1 q4t 2q2t Ql-8 KB Q2-16 KB 
lOOBASE-FX with Q1-40 KB 
MT-RJ connectors 

----- -- ··· - . . 
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Table 2 Buffer Sizes, Queues, and Thresholds by Ethernet Module 

Total Rx Tx 
Module Buffer Buffer Buffer Rx Port Tx Port Rx Queue Tx Queue 

Module Model Narne Descnpt1on S1ze Size Size Type Type Sizes Sizes 

WS-X6248-RJ-45 48-port 10/ 64 KB 8 KB 56 KB 1q4t 2q2t 01-8 KB 02-16 KB 
100BASE-TX with Q1-40 KB 
RJ-45 connectors 

WS-X6248-TEL 48-port 10/ 64 KB 8 KB 56 KB 1q4t 2q2t 01-8 KB 02-16 KB 
100BASE-TX with 01-40 KB 
RJ-21 connectors 

WS-X6248A-TEL 48-port 10/ 128 KB 16 KB 112 KB 1q4t 2q2t 01-16 KB 02-22 KB 
100BASE-TX with 01-90 KB 
RJ-21 connectors 

WS-X6148-RJ-45V 48-port 10/ 128 KB 16 KB 112 KB 1q4t 2q2t 01-16 KB 02-22 KB 
100BASE-TX with 01-90 KB 
RJ-45 connectors 
and inline power 

S-X6148-RJ21V 48-port 10/ 128 KB 16 KB 112 KB 1q4t 2q2t 01-16 KB 02-22 KB 
100BASE-TX with 01-90 KB 
RJ-21 connectors 
and inline power 

WS-X6024-10Fl:MT 24-port 10BASE-FL 64 KB 8 KB 56 KB 1q4t 2q2t 01-8 KB 02-16 KB 
with MT-RJ Q1-40 KB 
connectors 

Gigabit Ethemet Modules 

WS-X681 6-GBIC 16-port 512 KB 73 KB 439 KB 1p1q4t 1p2q2t SP-9 KB SP-64 KB 
1000BASE-X 01-64 KB 02-64 KB 
dual-fabric with 

01-311 KB 
GBIC connectors 
and onboard DFC 

WS-X6516-GBIC 16-port 512 KB 73 KB 439 KB 1p1q4t 1p2q2t SP-9 KB SP-64 KB 
1000BASE-X with 01-64 KB 02-64 KB 
GBIC connectors 01-311 KB 

WS-X6516-GE-TX 16-port 10/100/ 512 KB 73 KB 439 KB 1p1q4t 1p2q2t SP-9 KB SP-64 KB 
1000BASE-T with 01 - 64 KB 02-64 KB 
RJ-45 connectors 01-311 KB 

S-X6408-GBIC 8-port 512 KB 80 KB 432 KB 1q4t 2q2t 01-80 KB 02-80 KB 
1000BASE-X with 01-352 KB 
GBIC connectors 

WS-X6408A-GBIC 8-port 512 KB 73 KB 439 KB 1 p1 q4t 1 p2q2t SP-9 KB SP-64 KB 
1000BASE-X with 01-64 KB 02-64 KB 
GBIC connectors 01-311 KB 

WS-X6416-GBIC 16-port 512 KB 73 KB 439 KB 1p1q4t 1 p2q2t SP-9 KB SP-64 KB 

~- -- 1000BASE-X with 01-64 KB 02-64 KB - - -- - -
GBIC connectors 01-311 KB 

WS-X6416-GE-MT 16-port 512 KB 73 KB 439 KB 1p1q4t 1 p2q2t SP-9 KB SP-64 KB 
1000BASE-SX 01-64 KB 02-64 KB 
with MT-RJ 01-311 KB 
connectors 

WS-X6316-GE-TX 16-port 512 KB 73 KB 439 KB 1p1q4t 1 p2q2t SP-9 KB SP-64 KB 
1000BASE-T with 01-64 KB 02-64 KB 
RJ-45 connectors 01-311 KB 

-~es· -~e3 ·2e 
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Table 2 Buffer Sizes, Queues, and Thresholds by Ethernet Module 

Total Rx Tx 
Module Buffer Buffer Buffer Rx Port Tx Port Rx Queue Tx Queue 

Module Model Name Description Size Size Size Type Type Sizes Sizes 

10-Gigabit Ethemet Modules 

WS-X6502-10GE 1-port 10 GbE with 64.2MB 256 KB 64MB 1p1q8t 1p2q1t 51 KB SP-15.3 MB 
OIM connectors 205 KB 02-17.9 MB 

01-30.7 MB 

WS-X6501-10GEX4 1-port 10 GbE with 64.2MB 256 KB 64MB 1p1q8t 1p2q1t 51 KB SP-15.3 MB 
se connectors 205 KB 02-17.9 MB 

01-30.7 MB 

Optical Services Modules 

OSM-• Ali optical services 512 KB 73 KB 439 KB 1p1q4t 1p2q2t SP-9 KB SP-64 KB 
modules (Layer 2 01-64 KB 02-64 KB 
GE ports only) 

01-311 KB 

- O s document only discusses the four ··standard'' Gigabit Ethernet ports present on most of the OSMs. lt does not discuss the 4-port GE-WAN OSM or any other OSM-related interfaces. 
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Cisco Catalyst 2950 Series Switches 
with Cisco Enhanced lmage Software 

Product Overview 

Cisco® Catalyst® 2950 Series switches are fixed-configuration, stackable models 
that provide wire-speed Fast Ethernet and Gigabit Ethernet connectivity for small 
and medium-sized networks. The Cisco Catalyst 2950 Series is an affordable 
product line that brings intelligent services, such as enhanced security, high 
availability and advanced quality of service (QoS), to the network edge-while 

maintaining the simplicity of traditional LAN switching. When a Cisco Catalyst 2950 
Series Switch is combined with a Cisco Catalyst 3550 Series Switch, the solution 

can enable IP routing from the edge to the core of the network. Embedded in Cisco 
Catalyst 2950 Series switches is Cisco Cluster Management Suíte ICMS) Software, 

which allows users to simultaneously configure and troubleshoot multiple Cisco 

Catalyst desktop switches using a standard Web browser. In addition to Cisco CMS 

Software, Cisco Catalyst 2950 Series switches provi de extensive management tools 
using Simple Network Management Protocol (SNMP) network management 
platforms such as CiscoWorks. 

This product line offers two distinct sets of 

software features and severa! configurations 

to allow small, medium-sized, and 

enterprise branch offices to select the right 

combination for the network edge. Cisco 

Standard Image (SI) Software offers Cisco 

lOS® Software functi oning for basic data, 

video, and voice services . For networks 

with requirements for additional security, 

advanced QoS, and high availability, the 

Cisco Enhanced Image (EI) Software 

delivers intelligent services such as ra te 

lüniting and security filtering for 

deployment at the network edge . 

The Cisco Ca talys t 2950 Serics switches 

consists of the fo llowing devices- which 

are onl y avail able with Cisco EI Software 

for the Cisco Ca talysr 2950 Serics. 

• Cata lysr 2950G-4 8- 4 8 10/100 ports 

and 2 Gigabit Interface Converter 

(GBIC)-bascd Gigabir Erhcrncr porrs 

Cisco Systems, Inc. 
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• Catalyst 2950G-24-24 10/100 ports 

and 2 GBIC ports 

• Catalyst 2950G-24-DC-24 10/100 

ports, 2 GBIC ports, and D C power 

• Catalyst 2950G-12-12 101100 ports 

and 2 GBIC ports 

• Catalyst 2950T-24-24 10/100 ports 

and 2 fixed 10/10011 OOOBASE-T uplink 

ports 

• Catalyst 2950C-24- 24 10/100 

ports and 2 fixed 100BASE-FX uplink 

ports 

This complete ser of switches offers 

network managers flexibility when selecting 

a migra tion path to Giga bir Ethernet. The 

two built-in Gigabir Erhernet ports on rhe 

Cisco Caralyst 2950G-1 2, 2950G-24, and 

2950G-48 accommodare a ra nge of GBIC 

transceivers, including rhe Cisco 

-Gi~€-k.§l- G IMC,-as.we ll as 
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1000BASE-ZX, 1000BASE-T, and coarse-wave division multiplexing (CWDM) GBICs. The dual GBIC-based 

Gigabit Ethernet implementation provides customers with tremendous deployment tlexibility-allowing customers 

increased availability with the redundam uplinks. In sum, the configuration permits customers to implement one type 

of stacking and uplink configuration today, while preserving the option to migrare to another configuration in.the 

future. High leveis of stack resiliency can also be implemented by deploying dual-redundant Gigabit Ethernet uplinks, 

a redundam GigaStack GBIC loopback cable, Cisco UplinkFast and CrossStack UplinkFast technologies for 

high-speed uplink and stack interconnection failover, and Per-VLAN Spanning Tree Plus (PVST +) for uplink load 

balancing. 

The Cisco Catalyst 2950T-24 Switch offers small and medium-sized enterprises server connectivity and an easy 

migration path to Gigabit by using the existing copper cabling infrastructure. Implementing Gigabit Ethernet over 

copper allows network managers to boost network performance and maximize infrastructure investments in 

Category 5 copper cabling. 

Maximum power availability for a converged voice and data network is attainable when a Cisco Catalyst 2950 Series 

Switch is combined with the Cisco Redundam Power System (RPS) 300 or RPS 675 for protection against internai 

power supply failures and an uninterruptable power supply (UPS) system to safeguard against power outages. 

Other Cisco Catalyst 2950 Serias Switches 

Cisco Catalyst 2950 Series with Cisco SI Software 

The Cisco Catalyst 2950SX-24, 2950-24, and 2950-12 switches are also members of the Cisco Catalyst 2950 Series. 

They are standalone, fixed-configuration, and managed 10/100 switches providing basic workgroup connectivity for 

small to medium-sized companies. These wire-speed desktop switches come with Cisco SI Software features and offer 

Cisco lOS Software functioning for basic data, video, and voice services at the edge of the network. 

Cisco Catalyst 2950 Series Long-Reach Ethernet Switches 

• Cisco Catalyst 2950ST-24-LRE-241ong-reach Ethernet (LRE) ports, 2 fixed 10/100/lOOOBASE-T ports, and 

two small form factor pluggable (SFP) ports (2 of the 4 uplinks active ar one rime) 

• Cisco Catalyst 2950ST-8-LRE-Eight LRE ports, 2 fixed 10/100/lOOOBASE-T ports, and two SFP ports (two of 

the four uplinks active ar one time) 

The Cisco Catalyst 2950 Series LRE switch solution delivers cost-effective, high-performance broadband access over 

existing phone wiring in enterprise campus environments and mulritenant buildings (hotels, apartment buildings, and 

office buildings, for example). Cisco Catalysr 2950 Series LRE switches come with Cisco EI Software features, 

enabling enterprise and service provider customers to extend intelligent services over legacy wiring (Category 1, 2, 

~d ~~. di~ances up_ r_?_}_O_OO feet. Cisco is _!_h_c:__only COI!!Pan.y with teçhnolm;ies rhat allow customers to deliver 

intelligenr network services across any combination of wired and wireless infrastructures. Refer to the Cisco Catalyst 

2950 Series LRE Data Sheet for more information. 
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lntelligence in the Network 

Nerworks are evolving to address four new developments at the network edge: 

• Increase in desktop computing power 

• Introduction of bandwidth-intensive applications 

• Expansion of highly sensitive data on the nerwork 

RõSW1lj)2ÕÕ·s -~ cÍ~ -1 
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• Presence of multiple device types, such as IP phones and wireless LAN (WLAN) access points 

These new demands are contending for resources with many existing mission-critical applications. As a result, IT 

professionals must view the edge of the network as criticai to the effective management o f the delivery o f information 

and applications. 

As companies increasingly rely on networks as the strategic business infrastructure, it is more important than ever to 

ensure high availability, security, scalability, and control. By adding Cisco intelligent functioning to the wiring closet, 

customers can now deploy network-wide intelligent services that address these requirements in a consistent way, 

from the desktop to the core and through the WAN. 

With Cisco Catalyst switches, Cisco enables companies to fully realize the benefits of adding intelligent services into 

their nerworks. Making the nerwork infrastructure highly available to accommodate time-criticai needs, scalable to 

accommodate growth, secure enough to protect confidemial information, and capable of differentiating and 

controlling traffic flows is criticai to further optimizing nerwork operations. 

Network Security Through Advanced Security Features 

Cisco Catalyst 2950 Series switches offer enhanced data security through numerous security features . These features 

allow customers to enhance LAN security with capabilities to secure network management traffic through the 

protection of passwords and configuration information; to provide options for network security based on users, 

ports, and Media Access Control (MAC) addresses; and to enable more immediate reactions to intruder and hacker 

detection. These security enhancements are available free of charge by downloading the latest software release for 

the Cisco Catalyst 3550 and 2950 series switches. 

Secure Shell (SSH) and SNMPv3 protect information from tampering or eavesdropping by encrypting information 

being passed along the network, guarding administra tive information. Privare VLAN Edge i sol ates ports on a switch, 

ensuring that traffic travels directly from the entry point to the aggregation device through a virtual path and that ir 

cannot be directed to another port. Local Proxy Address Resolution Protocol (ARP) works in conjunction with 

Privare VLAN Edge to minimize broadcasts and maximize available bandwidth. 

Port-based access control parameters (ACPs) restrict sensitive portions of the nerwork by denying packets based on 

-wufC-e-a-oo .d~sti.RatioH-MAC a-GG-resses, J.P--aeffie~es., e r Tra·HSmission Cen~rol Protocoi!User Datagram Protocol 

(TCPIUDP) ports. ACP lookups are performed in hardware; therefore, forwarding performance is not compromised 

when implementing thi s type of security in the nerwork . In addition, time-based access control lists (ACLs) allow 

configuration of differenti ated services based on time peri ods. ACLs can also be applied to filrer traffi c based on 

Differentiated Services Code Point (DSCP) values. Port security provides another means to ensure the appropriate 

user is on the nerwork by limiting access based on MAC addresses. 

For authenricari on o f users with a Terminal Access Contro ller Access Control Sysrem (TACACS+) o r Remo te 

A uthenri ca ri on Dial-In Use r Service (RADIUS) serve r, 802.1x p rovides port-level security. In conjuncti on with a 

RADJUS server, 802. 1x a ll ows for dynam1c port-based user authenncat10n, wh1 ch can be extcnded to d ynam J c~ 

C1 sco Systems. ln c ~ ·) 
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assign a virrual LAN (VLAN) based on a specific user, regardless of where they connect on the network. This 

inrelligent adaptability allows IT departments to offer greater flexibility and mobility to their stratified user 

populations. By combining access contrai and user profiles with secure network connectivity, services, and 

applications, enterprises can more effectively manage user mobility and drastically reduce the overhead associated 

with granting and managing access to network resources. 

With multilayer Cisco Catalyst 2950 Series switches, network managers can implement high leveis of console 

security. Multilevcl access security on the switch console and the Web-based management interface prevent 

unauthorized users from accessing or altering switch configuration. TACACS+ or RADIUS authentication enables 

centralized access contrai of the switch and restricts unauthorized users from altering the configuration. Deploying 

security can be clone through Cisco CMS Software security wizards, which ease the deployment of security features 

that restrict user access to a server, a portion of the network, or the entire network. 

Network Control Through Advanced OoS and Rate Limiting 

Cisco Catalyst 2950 Series switches offer superior and highly granular QoS based on Layer 2-4 information to ensure 

that network traffic is classified and prioritized, and that congestion is avoided in the best possible manner. 

Configuration of QoS is greatly simplified through automatic QoS (auto-QoS), a feature that detects Cisco IP phones 

and automatically configures switches for the appropriate classification and egress queuing. This optimizes traffic 

prioritization and network availability without the challenge of a complex configuration. 

Cisco Catalyst 2950 Series switches can classify, reclassify, police (determine if the packet is in or out of 

predetermined profiles and affect actions on the packet), and mark or drop the incoming packets before the packet 

is placed in the shared buffer. Packet classification allows the network elements to discriminare between various 

traffic flows and enforce policies based on Layer 2 and Layer 3 QoS fields. 

To implement QoS, these swirches first identify traffic flows (or packet groups) and classify or reclassify these groups 

using the DSCP field in the IP packet or the 802.lp class of service (CoS) field in the Ethernet packet. Classification 

and reclassification can also be based on criteria as specific as the source/destination IP address, source/destination 

MAC address, or the Layer 4 TCP/UDP ports. At the ingress (incoming port) levei, the Cisco Catalyst switches will 

also perform policing and marking of the packet. 

After the packet goes through classification, policing, and marking, it is assigned to the appropriate queue before 

exiting rhe switch. Cisco Catalyst 2950 Series switches support four egress (outgoing port) queues per port, which 

allows the network administrator to be more discriminating and specific in assigning priorities for the various 

applications on the LAN. At the egress levei, the switch performs scheduling, which is a process that determines rhe 

arder in which the queues are processed. The switches support Weighted Round Robin (WRR) scheduling or strict 

griorit_y sçheduling. The_WRR scheduling_alg.orithmensur.es that lower priority packets are not entirely starved for 

bandwidth and are serviced without compromising the priority settings administered by the network manager. Strict 

priority schcduling ensures that the highest priority packets will always get serviced first, ahead of ali other traffic, 

and that the other three gueues wdl be serv1ced usmg WRR best effort. f 
These features allow network admm1strators to pnoritize m!SS!On-cntical or bandvndth-mrensive traffic, such as ~ 
cnterpme rcsource plannmg (ERP) (Oracle, SAP, and so on), voJce (IP telephony traffic), and CAD/CAM over less 

time-sensitive applications such as File Transfer Prorocol (FTP) or e-mail (SMTP). For example, it would be highly 

r:;;;;:;@.~:.;o;.~'i'Tr'ioif-:t~":l-ry implica ti on s, 
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such as increased latency in voice traffic, destined to another port on this switch. This condition is avoided by 

ensuring that voice traffic is properly classified and prioritized throughout the network. Other applications, such as 

Web browsing, can be treated as low priority and handled on a best-effort basis. 

Cisco Catalyst 2950 Series switches are capable of allocating bandwidth based on severa! criteria, including MAC 

source address, MAC destination address, IP source address, IP destination address, and TCPIUDP port number. 

Bandwidth allocation is essential in network environments that require service-level agreements, or when ir is 

necessary for the network manager to control the bandwidth given to certain users. Cisco Catalyst 2950 Series 

switches support up to 6 policers per Fast Ethernet port and up to 60 policers on a Gigabit Ethernet port, giving the 

network administrator granular contrai of LAN bandwidth. 

Network Availability 

To provide efficient use of resources for bandwidth-hungry applications like multicasts, Cisco Catalyst 2950 Series 

switches support Internet Group Management Protocol (IGMP} snooping in hardware. Through the support and 

configuration of IGMP snooping via Cisco CMS Software, Cisco Catalyst 2950 Series switches deliver outstanding 

performance and ease o f use in administering and managing multicast applications on the LAN. 

The IGMP snooping feature allows the switch to "listen in on" the IGMP conversation between hosts and routers. 

When a switch hears an "IGMP join" request from a host for a given multicast group, the switch adds the host's port 

number to the group destination address (GDA} list for that group. When the switch hears an "IGMP leave" request, 

it removes the host's port from the content-addressable memory (CAM} table entry. 

PVST + allows users to implement redundam uplinks while distributing traffic loads across multi pie links. This is not 

possible with standard Spanning-Tree Protocol implementations. Cisco UplinkFast technology helps ensure 

immediate transfer to the secondary uplink, an improvement over the tradicional 30-to-60 second convergence time. 

An additional feature that enhances performance is Voice VLAN, which allows network administrators to assign 

voice traffic to a VLAN dedicated to IP telephony-simplifying phone installations and providing easier network 

traffic administration and troubleshooting. 

Multicast VLAN Registration (MVR} is designed for applications that use wide-scale deployment of multicast traffic 

across an Ethernet-ring-based service provider network (for example, the broadcast of multiple television channels 

over a service-provider network }. MVR allows a subscriber on a port to subscribe and unsubscribe to a multicast 

stream on the network-wide multicast VLAN. 

Network Management 

Cisco CMS Software is Web-based and embedded in Cisco Catalyst 3550, 2950, 3500 XL, 2900 XL, and 2900 LRE 

~L s~ies switc~~s. ThrQ_I,!gh Cisco switch clus~ring technology, users can access Cisco CMS Software with any 

standard Web browser to manage up to 16 of these swi tches at once, regardless of their geographic proximity-with 

the option of usi ng a singlc IP address for the entire cluster if desired. With the additi on of the Cisco Catalyst 3550 

Series switches, Cisco CMS Software can now extend beyond routed boundaries for even more flexibility in 

managing a Cisco cluster. 

Cisco CMS Software provides an integrated management interface for delivering intelligent services, such as 

multi!ayer switching, QoS, mu!ticast, and security ACLs. Cisco CMS Softwa re aJ!ows admi_nistrators to take 

adva ntagc of benefits formc rl y rcservcd for onl y thc most advanced nctworks ~r~~H'r~~~M;m-ttt:trt'"i 

command-line interface (CU) or even the detai!s of the technology. 
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The new Guide Mode in Cisco CMS Software leads the user step-by-step through the configuration of advanced 

features and provides enhanced online help for context-sensitive assistance. In addition, Cisco AVVID (Architecture 

for Voice, Video and Integrated Data) wizards provide automated configuration of the switch to optimally support 

video streaming or videoconferencing, voice over IP (VoiP), and mission-critical applications. These wizards can save 

hours of time for network administrators, elimina te human errors, and help ensure that the configuration of the 

switch is optimized for these applications. 

Cisco CMS Software supports standards-based connectivity options such as Ethernet, Fast Ethernet, Fast 

EtherChannel, Gigabit Ethernet, and Gigabit EtherChannel connectivity. Beca use Cisco switch clustering technology 

is not limited to a single stack of switches, Cisco CMS Software expands the traditional cluster domain beyond a 

single wiring closet and saves time and effort for network administrators. 

Cisco Catalyst 2950 Series switches can be configured either as command or member switches in a Cisco switch 

cluster. Cisco CMS Software also allows the network administra ror to designa te a standby or redundam comrnand 

switch, which takes the commander duties should the primary comrnand switch fail. Other features include the 

ability to configure multiple ports and switches simultaneously, to perform software updates across the entire cluster 

at once, and to clone configurations to other clustered switches for rapid network deployrnent. Bandwidth graphs 

and link reports provide useful diagnostic inforrnation, and the topology map gives network administrators a quick 

view o f the network status. 

In addition to Cisco CMS Software, Cisco Catalyst 2950 Series switches provide extensive rnanagement tools using 

SNMP network rnanagernent platforms such as CiscoWorks for switched internetworks. 

Cisco Catalyst 2950 Series switches deliver a cornprehensive set of rnanagement tools to provide the required 

visibility and control in the network (Figure 1). Managed with CiscoWorks, Cisco Catalyst switches can be 

configured and managed to deliver end-to-end device, VLAN, traffic, and policy rnanagernent. Coupled with 

Cisco Works, Cisco Resource Manager Essentials, a Web-based rnanagernent tool, offers automated inventory 

collection, software deployment, easy tracking of network changes, views into device availability, and quick isolation 

of error conditions. 

Figure 1 

Cisco Catalyst 2950 Series Switches 
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Product Features and Benefits 

Table 1 lists the features and benefits of the Cisco Catalyst 2950 Series switches. 

Table 1 Features and Benefits 

Feature Benefit 

Availability 

Superior redundancy 
for fault backup 

lntegrated Cisco lOS 
Software features for 
bandwidth 
optimization 

• IEEE 802.1 D Spanning-Tree Protocol support for redundant backbone connections and 
loop-free networks simplifies network configuration and improves fault tolerance. 

Support for Cisco Spanning-Tree Protocol enhancements such as UplinkFast, 
BackboneFast, and PortFast technologies ensure quick failover recovery, enhancing 
overall network stability and availability. 

• IEEE 802.1w Rapid Spanning-Tree Protocol (RSTP) providas rapid convergence of the 
spanning tree independent of spanning-tree timers. 

• Cisco CrossStack UplinkFast technology extends UplinkFast to a stack to ensure quick 
failover recovery, enhancing network stability and availability. 

• Support for the optional 300-watt o r 675-watt redundant Cisco AC power system providas 
a backup power source for up to 4 or 6 units, respectively, for improved fault tolerance 
and network uptime. 

• Redundant stacking connections provi de support for a redundant loopback connection for 
top and bottom switches in an independent stack backplane cascaded configuration. 

• Command switch redundancy enabled in Cisco CMS Software allows customers to 
designate a backup command switch that takes over cluster management functions if the 
primary command switch fails. 

• Unidirectionallink detection (UDLD) and aggressive UDLD features detect and disable 
unidirectionallinks on fiber-optic interfaces caused by incorrect fiber-optic wiring or port 
faults. 

• Bandwidth aggregation of up to 4 Gbps (2 ports full duplex) through Cisco Gigabit 
EtherChannel® technology and up to 16 Gbps (8 ports full duplex) through Fast 
EtherChannel technology enhances fault tolerance and offers higher-speed aggregated 
bandwidth between switches, to routers and individual servers. Port Aggregation 
Protocol (PAgP) is available to simplify configuration. 

• Per-port broadcast, multicast, and unicast storm contrai prevents faulty end stations from 
degrading overall systems performance. 

• PVST + allows for Layer 2 load sharing on redundant links to efficiently use the extra 
capacity inherent in a redundant design. 

• IEEE 802.1s Multiple Spanning-Tree Protocol (MSTP) allows a spanning tree instance per 
VLAN, enabling Layer 2 load sharing on redundant links. 

• VLAN Trunking Protocol (VTP) pruning limits bandwidth consumption on VTP trunks by 
flooding broadcast traffic only on trunk links required to reach the destination devices. 

_ Dynamic Trunking Protocol (DTP) enables dynamic trunk configuration across ali ports in 
the switch . 

IGMP snooping provides for fast client joins and leaves of multicast streams and limits 
bandwidth-intensive video traffic to only the requestors. MVR, IGMP filtering , fast-join, 
and immediate leave are available as enhancements. 

MVR continuously sends multicast streams in a multicast VLAN while isolating the 
streams from subscriber VLANs for bandwidth and security reasons . 

• Supports additional trame formats: Ethernet 11 (tagged and untagged), 802.3 (sequence 
number protection [SNAPJ encapsulated tagg ed and untagged frames) 
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Feature Benefit 

Security 

Network-wide 
security features 

• Filtering of incoming traffic flows based on Layer 2-4 ACPs prevents unauthorized data floyvs. 

- The following Layer 2 ACPs (ora combination) can be used for security classification of 
incoming packets: source MAC address, destination MAC address, and 16-bit Ethertype. 

- The following Layer 3 and Layer 4 fields (ora combination) can be used for security 
classification of incoming packets: source IP address, destination IP address, TCP source or 
destination port number, UDP source, or destination port number. ACLs can also be applied 
to filter based on DSCP values. 

- Time-based ACLs allow configuration of differentiated services based on time periods. 

• A private VLAN edge providas security and isolation between ports on a switch, helping to 
ensure that voice traffic travels directly from its entry point to the aggregation device through 
a virtual path and that it cannot be directed to a different port. 

Support for the 802.1x standard allows users to be authenticated, regardless of which LAN 
port they are accessing, and providas unique benefits to customers who h ave a large base of 
mobile (wireless) users accessing the network . 

. 802.1x with VLAN assignment allows a dynamic VLAN assignment for a specific user, 
regardless of where the use r is connected . 

. 802.1x with an ACL assignment allows for specific security policies based on a user, 
regardless of where the use r is connected . 

. 802.1x with Voice VLAN gives an IP phone access to the Voice VLAN regardless of the 
authorized or unauthorized state ofthe port. 

• 802.1x with port security enables authenticating the port and managing network access for ali 
MAC addresses, including that of the client. 

• SSH and SNMPv3 providas network security by encrypting administrator traffic during Telnet 
and SNMP sessions. SSH and the crypto version of SNMPv3 require a special crypto software 
image dueto U.S. export restrictions. 

Port Security securas the access to a port based on the MAC address of a user's device. The 
aging feature removes the MAC address from the switch after a specific timeframe to allow 
another device to connect to the same port. 

• MAC Address Notification allows administrators to be notified of new users added or 
removed from the network . 

• Spanning-tree root guard (STRG) prevents edge devices not in the network administrator's 
control from becoming Spanning-Tree Protocol root nodes. 

• The Spanning-Tree Protocol PortFast/bridge protocol data unit (BPDU) guard feature disables 
access ports with Spanning-Tree Protocol PortFast-enabled upon reception of a BPDU, and 
increases network reliability, manageability, and security. 

Multilevel security on console access prevents unauthorized users from altering the switch 
configuration . 

• TACACS+ and RADIUS authentication enables centralized control of the switch and restricts 
unauthorized users from altering the configuration . 

• Ibe U~!!r-selecta..bl e..a.d.dr..e.s.s-l.e.arning_made simplifie5-COI=Ifiguration and enhances security. 

• Trusted Boundary providas the ability to trust the QoS priority settings if an IP phone is 
present and to disable the trust setting in the event that the IP phone is removed, preventing 
a rogue user from overriding prioritization policies in the network. )j 
IGMP Filtering provides multicast authentication by filtering out nonsubscribers and limiting ~ 
the number of concurrent multicast streams available per port. \ 

Support for dynamic VLAN assignment through implementation of the VLAN Membership 
Pol icy Serve r (VMPS) client function provides flexibility in assigning ports to VLANs. Dynamic 
VLAN enab les fa st assignment of IP addresses . 

Cisco CMS Software security wizards ease th e depl íV~~rifxJea!Jires f . r restricting 
user access to a server, a portion of the network, or 'fiiB'WU i rt~ - '-' ' ~ • 

-~ ,..,.. 
vriYI I " vVI\ •L... IVV 
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Feature Benefit 

aos 

Overview 

Oos classification 
support at ingress 

Qos metering/ 
policing at ingress 

Qos marking at 
ingress 

QoS schedul ing 
support at egress 

Sophisticated traffic 
ma nagem ent 

• The switches support the aggregate OoS model by enabling classification, policing/ 
metering, and marking functions on a per-port basis at ingress and the queuing/ 
scheduling function at egress. 

• The switches support configuring OoS ACPs on ali ports to ensure proper policing and 
marking on a per-packet basis using ACPs. Up to 4 ACPs per switch are supported in 
configuring either QoS ACPs or security filters. 

• Auto-QoS greatly simplifies the configuration of QoS in VoiP networks by issuing 
interface and global switch commands that allow the detection of Cisco IP phones, the 
classification of traffic, and egress queue configuration. 

• The switches support OoS classification of incoming packets for QoS flows based on 
Layer 2-4 fields. 

• The following Layer 2 fields (ora combination) can be used for classifying incoming 
packets to define OoS flows: source MAC address, destination MAC address, and 16-bit 
Ethertype. 

• The switches support identification of traffic based on layer 3 type of service (ToS) field 
and DSCP values. 

• The following Layer 3 and 4 fields (or a combination) can be used to classify incoming 
packets to define OoS flows: source IP address, destination IP address, TCP source o r 
destination port number, and UDP source or destination port number. 

• Support for metering/policing of incoming packets restricts incoming traffic flows to a 
certain rate. 

• The switches support up to 6 policers per Fast Ethernet port, and 60 policers on a Gigabit 
Ethernet port. 

• The switches offer granularity of traffic flows at 1 Mbps on Fast Ethernet ports, and 
8 Mbps on Gigabit Ethernet ports. 

• The switches support marking/remarking packets based on state of policers/meters. 

• The switches support marking/remarking based on the following mappings: from DSCP to 
802.1 p, and from 802.1 p to DSCP. 

• The switches support 14 widely used DSCP values. 

• The switches support classifying or reclassifying packets based on default DSCP per port. 
They also support classification based on DSCP values in the ACL. 

• The switches support classifying or reclassifying frames based on the default 802.1 p 
value per port. 

• The switches support 802.1p overr ide at ingress. 

• 4 queues per egress portare supported in hardware. 

• The WRR queuing algorithm ensures that low-priority queues are not starved. 

• Strict-priority queue configuration via Strict Priority Scheduling ensures that 
time-se nsitive applications· such as voice always follow an exped ited path through the 
sw itch fabric. 

The switch supports up to 6 po lice rs per Fast Ethernet port and up to 60 po licers on a 
Gigabit Ethernet port. 

• The switch offers granularity of traffic flows at 1 Mbps on Fast Ethernet ports and 8 Mbps 
on Gigabit Ethernet ports. 

• The switch offers the ability to lim it data flows based on MAC source/desti nation address, 
IP source/de stination address, TCP/UDP port numbers, o r any combi nation of th ese fi elds. 

The switch offers the abil it y to m anage data fio IVs-asynciTm nously upstrêa-n and 
downstream from t he end stat ion o r on th e upl· ' ~U0 11 UJ/ LUVJ - \... l'l -

l,t'IVII - \...Vr\ 1"\CIV..J 
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Feature Benefit 

Management 

Superior 
manageability 

• An embedded Remate Monitoring (RMON) software agent supports 4 RMON groups (history, 
statistics, alarms, and events) for enhanced traffic management, monitoring, and analysis. 

The switch supports ali 9 RMON groups through the use of a Cisco SwitchProbe® Analyzer 
(Switched Port Analyzer [SPAN]) port, permitting traffic monitoring of a single port, a group of 
ports, o r the entire switch from a single network analyzer o r RMON probe. 

A SPAN port monitors t raffic of a single port from a single network analyzer or RMON probe. 

Remate Switch Port Analyzer (RSPAN) allows network administrators to locally monitor ports in 
a Layer 2 switch network from any other switch in the same network. 

• The Doma in Na me System (DNS) providas IP address resolution with user-defined device 
names. 

Trivial File Transfer Protocol (TFTP) reduces the cost of administering software upgrades by 
downloading from a centralized location. 

Network liming Protocol (NTP) providas an accurate and consistent timestamp to ali switches 
within the intranet. 

Layer 2 Traceroute eases troubleshooting by identifying the physical path that a packet takes 
from the source device to a destination device. 

Crash lnformation Support enables a switch to generate a crash file for improved 
t roubleshooting. 

• Show-interface-capabilities providas information on configuration capabilities of any interface. 

• The RTTMON Management lnformation Base (MIB) allows users to monitor network 
performance between a Cisco Catalyst switch anda remate device. 

• Multifunction LEDs per port for port status, half-duplex/full-duplex, 10BASE-T/100BASE-TX/ 
1000BASE-T indication , as well as switch-level status LEDs for system, redundant power supply, 
and bandwidth utilization, provide a comprehensive and convenient visual management system . 

Cisco Systems, Inc. 
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Feature Benefit 

Management 

Cisco CMS 
Software 

Support for 
CiscoWorks 

• Cisco CMS Software allows the user to manage up to 16 interconnected Cisco Catalyst 3550, 
2950, 3500 XL, 2900 XL, and 2900 LRE XL series switches without the limitation of being 
physically located in the same wiring closet, and with the option of using a single IP address for 
the entire cluster if desired. Fui I backward compatibility helps ensure that any combination ofthe 
above switches can be managed with a Cisco Catalyst 2950 Series switch. 

• Cisco AVVID wizards use justa few user inputs to automatically configure the switch to optimally 
handle different types of traffic-voice, video, multicast, o r high-priority data. 

A security wizard is provided to restrict unauthorized access to servers and networks, and to 
restrict certa in applications on the network. 

One-click software upgrades can be performed acro ss the entire cluster simultaneously, and 
configuration cloning enables rapid deployment of networks. 

• Cisco CMS Software has been extended to include multilayer feature configurations such as 
ACPs and QoS parameters. 

• Cisco CMS Softw<~re Guide Mode assists users in the configuration of powerful advanced 
features by prov1amg step-by-step instructions. 

• Cisco CMS Software providas enhanced online help for context-sensitive assistance. 

• An easy-to-use graphical interface providas both a topology map anda front-panel view ofthe 
cluster. 

• Multidevice and multiport configuration capabilities allow network administrators to save time 
by configuring features across multiple switches and ports simultaneously. 

• Ability to launch the Web-based management for a Cisco Aironet® Wireless Access Point by 
simply clicking on its icon in the topology map. 

• A user-personalized interface allows users to modify polling intervals, table views, and other 
settings within Cisco CMS Software and to reta in these settings the next time they use the 
software. 

Alarm notification providas automated e-mail notification of network errors and alarm 
thresholds. 

• Manageable through CiscoWorks network management software on a per-port and per-switch 
basis providas a common management interface for Cisco routers, switches, and hubs. 

SNMP v1, v2, and v3 (non-crypto) and Telnet interface support delivers comprehensive in-band 
management, and a CLI-based management console providas detailed out-of-band 
management. 

Cisco Discovery Protocol Versions 1 and 2 enable a CiscoWorks network management station to 
automatically discover the switch in a network topology. 

Supported by the CiscoWorks LAN Management Solution . 
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Feature Benefit 

Management 

Ease of use 
and ease of 
deployment 

• The Cisco GigaStack® GBIC delivers a hardware-based, independent stacking bus with up to a 
2-Gbps forwarding rate in a point-to-point configuration, o r 1 Gbps of forwarding bandwidth 
when daisy-chained with up to 9 switches. 

• Autoconfiguration eases the deployment of switches in the network by automatically configuring 
multi pie switches across a network via a boot server. 

• Auto-QoS greatly simplifies the configuration of QoS in VoiP networks by issuing interface and 
global switch commands that allow the detection of Cisco IP phones, the classification of traffic, 
and egress queue configuration. 

Autosensing on each non-GBIC port detects the speed of the attached device and automatically 
configures the port for 10-, 100-, o r 1000-Mbps operation, easing the deployment of the switch in 
mixed 10, 100, and 1000BASE-T environments. 

Autonegotiating on ali ports automatically selects half- or full-duplex transmission mode to 
optimize bandwidth. 

• Cisco VTP supports dynamic VLANs and dynamic trunk configuration across ali switches. 

• Voice VLAN simplifies telephony installations by keeping voice traffic on a separata VLAN for 
_ easier network administration and troubleshooting. 

• DTP enables dynamic trunk configuration across ali ports in a switch. 

• PAgP automates the creation of Cisco Fast EtherChannel or Gigabit EtherChannel groups, 
enabling linking to another switch, router, o r serve r. 

• Link Aggregation Control Protocol (LACP) allows the creation of Ethernet channeling with 
devices that conform to IEEE 802.3ad. This is similar to Cisco EtherChannel and PAgP. 

• IEEE 802.3z-compliant 1000BASE-SX, 1000BASE-LX/LH, 1000BASE-ZX, and 1000BASE-T physical 
interface support through a field-replaceable GBIC module providas customers unprecedented 
flex ibility in switch deployment. 

• The default configuration stored in Flash memory ensures that the switch can be quickly 
connected to the network and can pass traffic w ith minimal user intervention. 

• The switches support nonstandard Ethernet trame sizes (mini-giants) up to 1542 bytes 
(configurations with GBIC ports only) . 
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Product Specifications 

Feature Description 

Performance 

Management 

• 13.6-Gbps switching fabric 

• Cisco Catalyst 2950G-48: 13.6 Gbps maximum forwarding bandwidth 

• Cisco Catalyst 2950G-24: 8.8 Gbps maximum forwarding bandwidth 

• Cisco Catalyst 2950G-24-DC: 8.8 Gbps maximum forwarding bandwidth 

• Cisco Catalyst 2950G-12: 6.4 Gbps maximum forwarding bandwidth 

• Cisco Catalyst 2950T-24: 8.8 Gbps maximum forwarding bandwidth 

• Cisco Catalyst 2950C-24: 5.2 Gbps maximum forwarding bandwidth (Forwarding rates 
based on 64-byte packets) 

• Cisco Catalyst 2950G-48: 10.1-Mpps wire-speed forwarding rate 

• Cisco Catalyst 2950G-24: 6.6-Mpps wire-speed forwarding rate 

• Cisco Catalyst 2950G-24-DC: 6.6-Mpps wire-speed forwarding rate 

• Cisco Catalyst 2950G-12: 4.8-Mpps wire-speed forwarding rate 

• Cisco Catalyst 2950T-24: 6.6-Mpps wire-speed forwarding rate 

• Cisco Catalyst 2950C-24: 3.9-Mpps wire-speed forwarding rate 

• 8 MB memory architecture shared by ali ports 

• Up to 16MB SDRAM and 8MB Flash memory 

• Configurable up to 8000 MAC addresses 

• Configurable maximum transmission unit (MTU) of up to 1530 bytes (Cisco Catalyst 
2950G switches only) 

• BRIDGE-MIB 

• CISCO-BULK-FILE-MIB 

• CISC0-2900-MIB 

• CISCO-CDP-MIB 

• CISCO-CLASS-BASED-QOS-MIB 

• CISCO-CLUSTER-MIB 

• CISCO-CONFIG-COPY-MIB 

• CISCO-CONFIG-MAN-MIB 

• CISCO-ENVMON-MIB 

• CISCO-FLASH-MIB 

• CISCO-FTP-CLIENT-MIB 

• CISCO-IMAGE-MIB 

• CISCO-IPMROUTE-MIB 

• CISCO-MAC-NOTIFICATION-MIB 

• CISCO-MEMORY-POOL-MIB 

• CISCO-PAGP-MIB 

- -1--------- --------GISGG-PING-MI:::!B---------

• CISCO-PROCESS-MIB 

• CISCO-PRODUCTS-MIB 

• CISCO-RTTMON-MIB 

• CISCO-SMI 

• CISCO-STACKMAKER-MIB 

• CISCO-STP-EXTENSIONS-MIB 

• CISCO-SYSLOG-MIB 

• CISCO-TC 

• CISCO-TCP-MIB 

-ROS1f0 0~/200o · v l'l -
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Feature Description 

Management • CISCO-VLAN-MEMBERSHIP-MIB 

• CISCO-VTP-MIB 

• ENTITY-MIB 

• IANAifType-MIB 

• IF-MIB (RFC 1573) 

• OLD-CISCO-CHASSIS-MIB 

• OLD-CISCO-CPU-MIB 

• OLD-CISCO-INTERFACES-MIB 

• OLD-CISCO-IP-MIB 

• OLD-CISCO-MEMORY-MIB 

• OLD-CISCO-SYSTEM-MIB 

• OLD-CISCO-TCP-MIB 

• OLD-CISCO-TS-MIB 

• RFC1213-MIB (MIB-11) 

• RFC1398-MIB (ETHERNET-MIB) 

• RMON-MIB (RFC 1757) 

• RS-232-MIB 

• SNMPv2-MIB 

• SNMPv2-SMI 

• SNMPv2-TC 

• TCP-MIB 

• UDP-MIB 

Standards • IEEE 802.1x support 

• IEEE 802.1w 
• IEEE 802.1 s 

,.,...~~- --. 
/,.~·/' . _, .... : ·. :,.....,!~ 
. , G . ._ 

I/ ,. ~D \ . 
I i <{)\ : i \ I, ' \ \. \).- / , 

,.· .. 
..... . .. ·' ··- ~ ,,.· 

.-. ... , .,.. • .o- · ~ . . >" 
• - . ;J~ ___ ,___ .. ,... 

• IEEE 802.3x full duplex on 10BASE-T, 100BASE-TX, and 1000BASE-T ports 

- -r- - - -- - - -

• IEEE 802.1 D Spanning -Tree Protocol 

• IEEE 802.1 p CoS prioritization 

• IEEE 802.1 Q VLAN 

• IEEE 802.3 10BASE-T specification 

• IEEE 802.3u 100BASE-TX specification 

• IEEE 802.3ab 1000BASE-T specification 

• IEEE 802.3ad 

• IEEE 802.3z 1000BASE-X specification 

• 1000BASE-X (GBIC) 

• 1000BASE-T (GBIC) 

- • WOO.SASE....SX --

1 OOOBASE-LX/LH 

• 1000BASE-ZX 

1000BASE-CWDM GBIC 1470 nm 

1000BASE-CWDM GBIC 1490 nm 

1000BASE-CWDM GBIC 1510 nm 

1000BASE-CWDM GBIC 1530 nm 

1000BASE-CWDM GBIC 1550 nm 

1000BASE-CWDM GBIC 1570 nm 

1000BASE-CWDM GBIC 1590 nm 

10008ASE-CWDM GBIC 1610 nm 

Cisco Systems. Inc . 
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Feature Description 

Standards 

Y2K 

Connectors and 
cabling 

MT-RJ patch cables 
for Cisco Catalyst 
2950C-24 Switch 

Power connectors 

---- -

• RMON I and 11 standards 

• SNMPv1, v2c, and v3 (planned future support for v3) 

• Y2K compliant 

• 10BASE-T ports: RJ-45 connectors; two-pair Category 3, 4, or 5 unshielded twisted-pair 
(UTP) cabling 

• 100BASE-TX ports: RJ-45 connectors; two-pair Category 5 UTP cabling 

• 1000BASE-T ports: RJ-45 connectors; two-pair Category 5 UTP cabling 

• 100BASE-FX ports: MT-RJ connectors, 50/125 or 62.5/125 micron multimode fiber-optic 
cabling 

• 1000BASE-T, 1000BASE-SX, -LX/LH, -ZX GBIC-based ports: SC fiber connectors, 
single-mode or multimode fiber 

• Cisco GigaStack G81C ports: copper-based Cisco GigaStack cabling 

• Management console port: 8-pin RJ-45 connector, RJ-45-to-RJ-45 rollover cable with 
RJ-45-to-089 adapte r for PC connections; for terminal connections, use RJ-45-to-0825 
female data-terminal-equipment (OTE) adaptar (can be ordered separately from Cisco, 
part number ACS-OSBUASYN=) 

Type of cable, Cisco part number 

• 1-meter, MT-RJ-to-SC multimode cable, CAB-MTRJ-SC-MM-1M 

• 3-meter, MT-RJ-to-SC multimode cable, CAB-MTRJ-SC-MM-3M 

• 5-meter, MT-RJ-to-SC multimode cable, CAB-MTRJ-SC-MM-5M 

• 1-meter, MT-RJ-to-ST multimode cable, CAB-MTRJ-ST-MM-1M 

• 3-meter, MT-RJ-to-ST multimode cable, CAB-MTRJ-ST-MM-3M 

• 5-meter, MT-RJ-to-ST multimode cable, CAB-MTRJ-ST-MM-5M 

Customers can provi de power to a switch by using either the internai power supply o r the 
Cisco RPS 300. The connectors are located at the back of the switch. 

Internai power supply connector 

• The internai power supply is an autoranging unit. 

• The internai power supply supports input voltages between 100 and 240 VAC. 

• The supplied AC power cord should be used to connect the AC power connector to an AC 
power outlet. 

Cisco RPS 675 Connector 

• The connector offers connection for an optional Cisco RPS 675 that uses AC input and 
supplies OC output to the switch. 

• The connector offers a 675-watt redundant power system that can support si x externai 
network devices and providas power to one failed device ata time. 

• The connector automatically senses when the internai power supply of a connected 
__ _ d.evice fails andJ!rovides power to the failed devic~'{en!l!1.9 loss of network traffic. 

• Attach only the Cisco RPS 675 (model PWR675-AC-RPS-NI=) to the RPS receptacle with 
this connector. 

Cisco RPS 300 Connector 

• The connector offers connection for an optional Cisco RPS 300 that uses AC input and 
supplies DC output to the switch . 

• The connector offers a 300-watt redundant power system that can support si x externai 
network devices and providas power to one failed device ata time. 

• The connector automatically senses when the internai power supply of a connected 
device fails and prov idas power to the failed device, preventing loss of network traffi c. 

Attach only the Cisco RPS 300 (model PWR300-AC-RPS-N1) to th e RPS receptacle with 
this connector. ~--:;:-----·---- -· . 
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Feature Deseription 

lndicators 

Dimensions 
(H X W X 0) 
and weight 

Environmental 
ranges 

• Per-port status LEDs: link integrity, disabled, activity, speed, and full-duplex indications. 

• System status LEDs: system, RPS, and bandwidth utilization indications. 

• 1.72 x 17.5 x 9.52 in. (4.36 x 44.5 x 24.18 em) (Cisco Catalyst 2950T-24, 2950C-24, 2950G-12, 
and 2950G-24) 

• 1.72 x 17.5 x 13 in. (4.36 x 44.5 x 33.02 em) (Cisco Catalyst 2950G-48) 

• 1.0 rack-unit (RU) high 

6.5 lb (3.0 kg) (Cisco Catalyst 2950T-24, 2950C-24, 2950G-12, and 2950G-24) 

• 10 lb (4.5 kg) (Cisco Catalyst 2950G-48) 

• Operating temperature: 32 to 113°F (0° to 45°C) 

• Storage temperature: -13° to 158oF (-25° to 70°C) 

• Operating relative humidity: 10 to 85 percent (noncondensing) 

• Operating altitude: Up to 10,000 ft (3000 m) 

• Storage altitude: Up to 15,000 ft (4500 m) 

• Not intended for use on top of desktops or in open office environments 

Power requirements • Power consumption: 30W maximum, 102 BTUs per hour 

Acoustic noise 

Predicted mean time 
between failure 
(MTBF) 

Fiber-port 
specifications for 
Cisco Catalyst 
2950C-24 Switch 

(Cisco Catalyst 2950T-24, 2950C-24, 2950G-12, and 2950G-24) 

• Power consumption: 45W maximum, 154 BTUs per hour (Cisco Catalyst 2950G-48) 

• AC input voltage/frequency: 100 to 127/200 to 240 VAC (autoranging); 50 to 60Hz 

• DC input voltages for Cisco RPS 300: +12V@ 4.5A 

• ISO 7770, bystander position-operating to an ambient temperature of 30°C; 

- WS-C2950-24, WS-C2950-12, WS-C2950C-24, WS-C2950T-24: 46 dBa 

- WS-C2950G-12, WS-C2950G-24: 46 dBa 

- WS-C2950G-48: 48 dBa 

• 482,776 hours (Cisco Catalyst 2950G-12) 

• 468,884 hours (Cisco Catalyst 2950G-24) 

• 479,086 hours (Cisco Catalyst 2950G-24-DC) 

• 159,026 hours (Cisco Catalyst 2950G-48) 

• 297,144 hours (Cisco Catalyst 2950T-24) 

• 268,292 hours (Cisco Catalyst 2950C-24) 

Fiber-port power leveis: 

• Optical transmitter wavelength: 1300 nm 

• Optical receiver sensibility: -14 dBm2 

• Optical transmitter power: -19 to -14 dBm 

• Transmit: -19 to -14 dBm 

Cisco Systems, Inc. 
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Feature Description 

Regulatory Agency Approvals 

Safety certifications • UL 1950/CSA 22.2 No. 950 

• IEC 950-EN 60950 

• AS/NZS 3260, TS001 

• CE Marking 

Electromagnetic emissions • FCC Part 15 Class A 
certifications • EN 55022: 1998 Class A (CISPR22 Class A) 

• EN 55024: 1998 (CISPR24) 

• VCCJ Class A 

• AS/NZS 3548 Class A 

• CE Marking - "'~ ··-· h ·---- -·· 
• CNS 13438 -==~ 

r\1.../0 li Vv/LUU...;- vl\1 -

• BSMI Class A CPMI • CORR~OS 
• MIC 0;{ '1' 

Network Equipment Building • Bellcore Fls. N° 
Standards (NEBS) (For . GR-1089-CORE 
WS-C2950G-24-EI-DC only) • GR-63-CORE 3 696 

• SR-3580 Levei 3 Doe: 
Warranty • Limited lifetime warranty 

Service and Support 

The services and support programs described in Table 2 are available as part of the Cisco Desktop Switching Service 

and Support solution, and are available directly from Cisco and through resellers. 

Table 2 Service and Support Programs 

Service and Support Features Benefits 

Advanced Services 

Totallmplementation So/utions . Project management . Supplements existing staff 
(T/S}-available direct from Cisco . Site survey and configuration . Ensures that functions meet 
Packaged T/S-available through deployment customer needs 
resellers . lnstallation, text, and cutover Mitigares risk 

Training 

• Major moves, adds, and changes 
- - - • ues1gn rev1ew ana proauct staging -

Technical Support Services 

Cisco SMARTnefiD and Cisco • 24x7 access to software updates Enables proactive or expedited 
SMARTnet Onsite • Web access to technical repositories issue resolution 
servíces---available direct from . Telephone support through the Cisco . Lowers cost of ownership by 
Cisco Technical Assistance Center (TAC) using Cisco expertise and 
Packaged Cisco SMARTnet Advance replacement of hardware parts knowledge 
service-available through Minimizes network downtime 
resellers 

Cisc o Systems, Inc. 
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Ordering lnformation 

. . .. - -~ 

.·· .. - rP'~ 

, \d-~G Si / For More lnformation 
\ .. ~ 

• United States and Canada: 800 553-NETS (6'3..87} : ... ... , .... ~ "' .... Model Numbers Configuration 
- ~. ----· ~·· 

• Europe: 32 2 778 4242 
WS-C2950G-48-EI • 48 10/100 ports and 2 1000BASE-X ports 

• Australia: 612 9935 4107 
• Cisco El Software image installed 

• Other: 408 526-7209 
WS-C2950G-24-EI o 24 10/100 ports and 2 1000BASE-X ports 

o Cisco El Software image installed 
• http://www.cisco.com 

WS-C2950G-24-EJ-DC o 24 10/100 ports and 2 1000BASE-X 
ports; DC power 

o Cisco El Software image installed 

WS-C2950G-12-EI o 12 10/100 ports and 2 1000BASE-X ports 

o Cisco El Software image installed 

WS-C2950T-24 o 24 10/100 ports and 2 1000BASE-T ports 

• Cisco El Software image installed 

WS-C2950C-24 o 24 10/100 ports and 2 100BASE-FX ports 

o Cisco El Software image installed 

~'S-C2950ST-24-LRE o 24 LRE ports, 2 fixed 10/100/ 
1000BASE-T ports, and 2 SFP ports -

o Cisco El Software image installed 

WS-C2950ST-8-LRE o 8 LRE ports, 2 fixed 10/100/1000BASE-T 
ports, and 2 SFP ports 

o Cisco El Software image installed 

Fls. N° ____ _ 

3 6 9 6 . 

Corporatc Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 

--San-Jose.-CA..'l51.3A-l70.6 
USA 

CISCO SYSTEMS - ® 
European Hcadquartcrs 
Cisco Systems lnternational BV 
Haarlerbergpark 
Haarlerbergweg 13-19 

Amcricas Hcadquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San ose, CA 95134-1706 
USA 

Doe: 

Asia Pacific Headquartcrs 
Cisco Systems, Inc. 
Capital Tower r 

WWW.C ISCO.COm 

Te!: 408 526-4000 
800 553 -NETS (6387) 

Fax: 408 526-4100 

1101 CH Amsterdam 
The Netherlands 
v.,rww-e uropc .cisco.com 
Te!: 310203571000 
Fax: 3 1 O 20 357 1100 

www.c isco.com 
Te!: 408 526-7660 
Fax: 408 527-0883 

168 Robinson Road 
1fi2-=-(J1ro # 2 9-O 1 
Singapore 068912 
WWW.C JSCO.COffi 

Te!: +65 63 17 7777 
Fax: +65 6317 7799 

Cisco Systems has more than 200 offices in the following countries and regions . Addresses, phone numbers, and fax numbers are listed on the 

Cisco Web site at www.cisco.com/go/offices 

;"". 

~~ 
Argentin a • Austral ia • Austr ia • Belgium • Brazil • Bulgaria • Ca na da • Chile • Ch in a PRC • Co lom bi a • Costa Rica • Croa n a ·· 
Czech Republi c • Denmark • Dubai , UAE • Finl and • France • German y • Greece • Hong Kong SAR • Hu ngary • Jnd ia • lndones ia • lr eland 
Israe l • ltal y • Japan • Korea • Luxembourg • Malaysia • Mexico • The Netherla nd s • N cw Zea land • N o rway • Peru • Philippin es • Pol a nd 

Port uga l • Pu crto Rico • Roma ni a • R ussia • Saudi Arab ia • Sco tl and • Singapore • Slovakia • Slovcn ia • South Afri ca • Spain • Sweden 
Swit zerl a nd • T a iwan • Thai land • Turk ey • Ukraine • Uni t ed Kingdom • Un it ed S t ates • Venezuela • Vi e rn am • Zimbabwe 

Ali contem~ are Copyrigh t {f) 1992-2003 C 1S!.'O Sys1cms, Inc. Ali rig h1 ~ rcsc rvcú. Ai ronct, Ca 1a lys1 , Cisco , Cisco 10!:1 , C isco Systcms, th c Cisco Systcms logo, Eth cr C han ncl , GigaStac k, SM ARTnc t, ~ nú Swi tc hPro hc..· are 
rqpstc rcd 1ra dcnur b of C.1st:o Sy!<.tL·ms, In c. and/or u s affiilatcs in th c U.S. an d <.: nl3111 othcr cou n tn t·s . 

Ali othcr tra dc ma rk s mc nri nncd m llll s d m.: umcnt or \X1c b sir c uc rh c propcrt y o ( r he i r rc spcc tJ vc 0\ ... ·ncr !<. . Thc use o f 1hc wnrd pa n ncr J o \'!<. no t 1mpl y :1 partnc rsh1p rc lat 10nsh1p hc twcc n C isr..: o and an r o rh cr co rnpany. 
(03041\1 BU/i. W45 74 0510.1 



CISCO SYSTEMS 

Cisco Systems GigaStack Gigabit Interface Converter 

The Cisco Systems GigaStack® Gigabit 

Interface Converter (GBIC) is a versatile, 

Jow-cost, Gigabit Ethernet stacking GBIC 

that offers high-speed interconnectivity 

between Catalyst® 3550, 2950G, 3500 XL 

and modular Catalyst 2900 XL Switches. 

The GigaStack GBIC is implemented in a 

standard GBIC form, which offers customers 

the highest levei of deployment flexibility 

and scalability-using available Gigabit 

Ethernet GBIC ports for high-performance 

stacking today while preserving the option 

to migrate to standard Gigabit Ethernet 

uplinks tomorrow. 

Figure 1 The two-port GigaStack GBIC 
delivers high-speed interconnectivity for 
stacking connections 

The GigaStack GBIC offers wiring closet 

- - - -deployment-flexihility through-it-S-d.ual -

operating modes. It delivers a 1-Gbps 

forwarding rate in a half-duplex cascade 

configuration or up to 2-Gbps full-duplex 

connectivity in a dedicated, switch-to-switch 

configuration. The two-port GigaStack 

GBIC allows customers to deploy the 

deploy the Jow-cost GigaStack GBIC to 

create a 1-Gbps independent stack backplane 

in a cascade configuration. At any point, 

customers may increase stack performance 

to 12 Gbps using the same GigaStack 

GBICs in combination with the high­

performance Catalyst 3550-12G Gigabit 

Ethernet aggregation switch. 

Half·Duplex Configuration 

Options 

Using both ports of each GigaStack GBIC, 

users can implement a half-duplex cascade 

of up to nine switches. In this configuration, 

the GigaStack GBIC will create a 

half-duplex repeater bus externai to the 

switch fabric of connected switches. This 

means that traffic bound from one switch to 

another will not traverse the switch fabric o f 

intermediate switches. Support for nine 

switches in a single GigaStack stack offers 

significant wiring-closet port growth 

opportunities up to a maximum of 432 10/ 

100 ports per stack. 

Customers can choose to implement variou~ 
stackwide physical redundancy options to 

provide the highest leveis of resiliency. For 
'\\ example, users-can choose to deptoy a --

l-meter redundant loopback cable and a 

second GigaStack GBIC in the top and 

bottom stack members . This will create a 

secondary failover connection in the rare 

case that a stack member o r stack cable fails. 

Alternatively, users can choose to deploy a 
GigaStack GBIC with various performance l-meter redundant Ioopback cable attached 

and cabling options. Customers can initi lly. - - to the unused ,~igaStack ports in the top and 

Cisco Systems, Inc. 
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[li 
bottom stack members. New switch cluster command 

management redundancy features enable the switches to 

achieve the highest leveis of system resiliency. 

Figure 2 illustrates a switch stack combined with the 

GigaStack GBIC half-duplex cascade feature. This 

configuration depicts a stack of Catalyst 3550 switches 

and is suitable for those who recognize the need for 

Gigabit Ethernet uplinks today. In this scenario, 

connection redundancy is ensured via the redundant 

Joopback cable attached to the top and bottom switches 

in the stack. 

Figure 2 Half-Duplex GigaStack Cascade 
Configuration 

Daisy Chain at 1-Gbps 
Rate 

lOOOBASE-X 

1000BASE-X 

Figure 3 illustrates how the Catalyst 2912MF XL or 

Catalyst 2924M XL switch can be used in combination 

with Catalyst 3550, 2950G, or 3500 XL switches using 

the GigaStack GBIC half-duplex cascade feature . This 

configuration will provide the flexibility to implement a 

migration plan from Iegacy uplink connections to 

Gigabit Ethernet in the future . For example, each 

Catalyst 2924M XL switch may initially be used to 

Cisco Systems, Inc. 

support lOOBASE-FX or ATM uplinks while still 

maintaining the full capabilities of Gigabit Ethernet 

stacking and compatibility with Cisco Switch Clustering 

Management. At any subsequent time, Catalyst 3550 or 

2950G switches may be used to support a mignition 

plan to Gigabit Ethernet fiber uplinks. 

Figure 3 Half-Duplex GigaStack Cascade 
Configuration with Legacy Uplink Migration Flexibility 

Legacy Migration Example 

Catalyst 3550, 2950, 
or 3500 XL Switches 

Catalyst 2924M XL 
Switches 

Fuii-Duplex Configuration Options 

Customers can also use the GigaStack GBIC to create a 

Jow-cost dedicated Gigabit Ethernet connection 

between two stack members, providing a scalability 

option to increase overall stack bandwidth. When 

connecting two GigaStack GBICs with a single cable, 

the GBIC will autonegotiate to full-duplex and provide 

a 1-Gbps forwarding rate in each direction- or 2 Gbps. 

By simply changing the stack configuration from a 

cascade to a star configuration , customers can provide 

dedicated Gigabit Ethernet connectivity to each stack 

member. When combined with a Catalyst 3550-12G 

----crga:Di-r-Erllernet aggregatfõn switch, this solution 

offers a very high-performance migration path . The 

Catalyst 3550-12G can provi de stack aggregation wit~) 
Gigabit Ethernet port connectivity. '( 

CPMI - COR RE IOS 
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Users can also choose to implement higher leveis of 

resiliency in their full-duplex GigaStack configurations. 

High leveis of redundancy can be implemented within 

the wiring closet stack and on the network core uplinks. 

Within the wiring closet, a second Catalyst 3550-lZT or 

3550-lZG aggregation switch can be deployed with 

redundant links to each stack member. And, redundant 

uplinks can be deployed from the distribution Iayer to 

the network core. When deploying redundant gigabit 

uplinks, users can benefit from link failover times that 

are significantly shorter than standard Spanning Tree 

Protocols. By implementing the Cisco UplinkFast 

feature, failover can be minimized to as little as 1 to 2 

seconds. In addition, the Cisco Per-VLAN Spanning 

Tree Plus (PVST +) feature can be deployed to ensure 

that ali redundant uplinks perform load balancing. In 

other words, ali redundant uplinks are active and carry 

traffic. 

Users can achieve even higher leveis of performance 

in their full-duplex stacks by configuring duallinks 

from an aggregation switch to each stack member. The 

two Gigabit Ethernet ports on each Catalyst 3550 

Series switch can be grouped together using Gigabit 

EtherChanneJ® technology to create a stack connection 

with a full-duplex 4-Gbps forwarding rate. 

Figure 4 illustrates a switch stack configured with 

GigaStack GBICs operating in full-duplex mode. In this 

configuration, the Catalyst 3550-lZG Gigabit Ethernet 

switch creates a high-performance option for switch 

aggregation using point-to-point links. Fault tolerance 

is implemented via a redundant Catalyst 3550-lZG 

switch. High-speed uplinks from the Catalyst 3550-lZG 

switch to the network core are provided via Gigabit 

-Ether-Channel-technolog:Y~-- ---------

Figure 4 Fuii-Duplex GigaStack Star Configuration 

Point to Point at 
2-Gbps Forwarding Rate 

GigaStack GBIC 

Catalyst 3550-12G 

"'-. Gigabit Ethernet or 
Gigabit EtherChannel Uplinks 

Full Compatibility with Cisco Switch 

Clustering Management Technology 

Users can choose to deploy GigaStack GBIC stacking 

while benefiting from the powerful multidevice 

management technology available in Cisco Switch 

Clustering technology. Switch Clustering technology 

allows customers to manage a stack of devices within a 

wiring closet or a broadly dispersed set of devices across 

a campus as a single IP entity. Switch C!ustering 

technology uses standard TCP/IP packets to distribute 

and collect management information for ali switches in 

the cluster. Switch Clustering supports a broad range of 

physical interconnections, including the GigaStack GBIC. 
---- ------- --
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Key Features and Benefits 

• Delivers a hardware-based , independent stack bus 

with 1-Gbps forwarding bandwidth in a half-duplex, 

cascade configuration, or up to a 2-Gbps forwarding 

rate in a point-to-point, full-duplex configuration 

• Allows up to nine switches to be interconnected in a 

half-duplex, cascade stack configuration, forming a 

highly scalable 1-Gbps independent stack bus 

• When deployed in full-duplex in combination with a 

Catalyst 3550-12T or 3550-12G aggregation 

switch, provides a high-performance option for 

switch aggregation using point-to-point links 

• Standard GBIC form factor provides customers 

unprecedented flexibility in installation and 

deployment 

• Offers many redundancy and resiliency options to 

ensure network availability 

• Delivers a hardware-based stacking solution to 

Catalyst 3550, 2950G, 3500 XL switches and 

gigabit-enabled Catalyst 2900 Series XL switches 

• Full- and half-duplex autonegotiating automatically 

selects and optimizes bandwidth between 

interconnected switches 

Technical Specifications 

Performance 

• 1 Gbps in half-duplex, cascade configuration; 

2 Gbps in point-to-point, full-duplex configuration 

Supported Products 

• Catalyst 3550 Series 

• Catalyst 2950G Switches 

• Catalyst 3500 Series XL 

• Catalyst 2912MF XL 

• Catalyst 2924M XL 

Cisco Systems. Inc . 

Standards 

• IEEE 802.3z, IEEE 802.3x 1000BASE-X half/ 

full-duplex specification 

Y2K 

• Y2K compliant 

Connectors and Cabling 

• Switch connection: GBIC-compliant connector 

• Stacking connection: copper-based Cisco GigaStack 

cabling 

lndicators 

• Link integrity, disabled, activity, speed, and 

full-duplex indications 

Dimensions and Weight (H x W x DI 

• 0. 75 X 1.54 X 3.50 in. (1.90 X 3.91 X 8.89 em) 

• 1.8 oz (56 grams) 

Environmental Conditions and Power 

Requirements 

• Operating temperature: 32 to 113 F (O to 45 C) 

• Storage temperature: - 13 to 158 F (-25 to 70 C) 

• Operating relative humidity: 10 to 85% 

noncondensing 

• Operating altitude: up to 10,000 ft (3000 m) 

• Power consumption: 2W maximum; 6.8 BTU per 

hour 

• MTBF 4.4 million hours 

Safety Certifications 

• UL 1950 

.__ .C.SA 22.2 No. 950 

• EN 60950 

• IEC 950 
- - ·- - · 

• AS/NZS 3260, TSO~~~~+'ffift~· rv-:-; 

• CE CP MI - COR RE IOS 
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Corporate Headquarters 
Cisco Systems, Inc. 
I 70 West Tasman Drive 
San jose, CA 95134-1706 

_ USA _ _____ _ 
www.cisco.com 
Tel: 408 526-4000 

800 553-NETS (6387) 
Fax: 408 526-4100 

Electromagnetic Emissions Certifications For More lnformation on Cisco Products, 

Contact: • FCC Part 15 Class A 

• EN 55022B Class A (CISPR 22 Class A) o U.S. and Canada: 800 553-NETS (6387) 

• VCCI Class A o Europe: 32 2 778 4242 

• ASINZS 3548 Class A • Australia: 612 9935 4107 

• BCIQ • Other: 408 526-7209 

• CE Marking o World Wide Web URL: http://www.cisco.com 

Warranty 

• Lifetime limited warranty 

Ordering lnformation 

• Model Number: WS-X3500-XL (Cisco GigaStack 

GBIC and 50 centimeter cable for GigaStack GBIC) 

• Cable: CAB-GS-1M (1 meter cable for GigaStack 

GBIC) 
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CiscoWorks Campus Manager 

Campus Manager is a key component in 

the CiscoWorks family ofmanagement 

solutions designed to make Cisco networks 

the most manageable and available in the 

industry. Today's networks are criticai 

business assets, and require sophisticated 

tools for administering, monitoring and 

configuring Layer 2 services. Designed for 

enterprise network operations staff, 

Campus Manager provides powerful 

tools with built-in network intelligence 

to reduce the complexity and automate 

manual tasks associated with maintaining 

complex physical and logical network 

infrastructures. 

Campus Manager Overview 

Campus networks are at the heart of 

business and mission-critical systems. The 

requirement to understand, monitor, and 

react to changing networking conditions 

drives the need for sophisticated, yet 

easy-to-use management tools. Campus 

Manager is parto f the LAN Management 

Solution, part of the broad range o f 

CiscoWorks network management 

solutions. 

New in Version 3.3: 

In addition to the rich set o f management 

features already included, the new version 

o f Campus Manager has been enhanced to 

provide even greater manageability for 

Cisco networks. New benefits include: 

o Jmproved application performance 

o Doubled capacity for tracking end users 

Cisco Systems. Inc. 

Key Campus Manager features include: 

o Intelligent discovery and display of 

Layer 2 networks on browser-accessible 

topology maps, independent of VTP 

server 

o Configuration of virtual LAN (VLAN)/ 

LAN Emulation (LANE) and 

asynchronous transfer mode (ATM) 

services and assignment of switch ports 

to those services 

o Link and device status display based 

upon Simple Network Management 

Protocol (SNMP) polling 

o Identification of Layer 2 configuration 

discrepancies 

o Oiagnostic tools for connectivity related 

problems between end stations, and 

Layer 2 and Layer 3 devices 

o Automatic Iocation and correlation of 

information on users by media access 

contrai (MAC), IP address, NT or 

NetWare Directory Services (NDS) 

login or UNIX host name, with their 

physical connections to the switched 

network 

o Visibility and launch point o f Cisco 

CallManager from topology services as 

well as tracking o f phone handset to IP, 

Mac address, and switch port 

o Layer 2 and Layer 3 path trace between 

source and destination handsets 

o Export o f topology maps to Visio 

o Java plugins to improve graphical user 

interface (GUI) performance 

Ali contents are Copyright © 1992-2002 Cisco Systems. Inc. Ali rights reserved . lmportant Notices and 
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• Ability to form Custom Groups in Topology View based on criteria like SysLocation, SysName and IP address/ 

Subnet mask. 

• Secure communication between the client browser and Campus applications using Secure Socket Layer (SSL) 

protocol. 

Campus Manager enables administrators to more easily change, monitor, and contrai network relationships, mak.ing 

them more effective in delivering business-critical and advanced networking services to their users and customers. 

Campus Manager is a suite o f applications launched from a common "management desktop" used by ali Web-based 

CiscoWorks applications. Campus Manager contains three applications that can be launched from the client's 

browser: 

• Topology Services-This is the principal interface to a variety of large scale topology maps, tabular summaries, 

reports, and configuration services of the Layer 2 network. A directory-like tree interface lists physical Layer 2 

and Iogical. Virtual Trunking P.rotocol (VTP), and ATM domain views along with table summaries ofthe devices 

and interface associated with these views. This tree structure acts as the launching point for topology maps, 

discrepancy reporting functions, and configuration services. The integrated VLAN and LANE configuration 

capabilities, ATM soft permanent virtual circuit (PVC) contiguration and diagnostic tools, along with physical 

and logical contiguration discrepancy checking reports and highlighting tools are found within the Topology 

Services menus. lt also supports discovery and display o f Cisco Customer Response Applications, and reports on 

services of these devices. 

Ability to form custam groups based on dynamic and static rules for the group membership. System defined 

groups and user defined grouping can be created by network administrators and users respectively and allows 

grouping by developing rules based on criteria such as IP address, subnets, SysLocation, SysName, SysContact, 

Image Version and hostname. A rules editor allows for creating, editing Topology groups and defines rules for 

membership. 

Figure 1 

Topology Services Tabular View 
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Figure 2 

VTP Doma in Topology Map 

Figure 3 

Forming Topology Groups 
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Figure 4 

Topology Group in Topology Maps 

User Tracking-Designed to assist in locating end-station connections at the access switch, this application is a 

useful tool in troubleshooting or connectivity analysis. Through automated acquisition, a table of end-user 

stations and Layer 2 connection information is constructed. This table can be sorted and queried allowing 

administrators to easily find users. Users can be identified by name, IP handset, MAC and IP address, as well as 

the switch port and switch that they are connected, along with VLAN and VTP assignment o f the port. Predefined 

reports, such as duplicate MAC per switch port, or duplica te IP addresses, enable managers to loca te mobile users 

or violations in port policies. 

Figure 5 

User Tracking 
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Figure 6 

Subnet based acquJsJtion 
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• Path Analysis-An application for switched network management, this is an extremely powerful tool for 

connectivity troubleshooting. Path Analysis utilizes User Tracking, topology services, and real-time spanning tree 

information to determine Layer 2 and Layer 3 connectivity between two end-points, or IP Handsets, in the 

network. The resulting trace is presented in graphical topology views that illustrate the Layer 2 and Layer 3 

devices, path direction and link types, and in tabular formats that provide specific interface, IP address, VLAN, 

and link type information. 

Figure 7 

Path Analysis 
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VLAN/LANE Configuration and Port Assignment 

Campus Manager provides an easy and graphical means for creating, modifying, or deleting VLANs, LANE 

elements, or assigning switch ports to VLANs. As VLANs are created or modified, port and user changes are instantly 

updated and transmitted to the switches, eliminating the need to update and configure each participating switch 

individually. As VLANs are selected, the table view shows the participating ports, port status, and switch information 

and the topology map can be launched to graphically highlight participating devices and links of the VLAN 

connections. Additional map tools allow managers to show spanning-tree states, VTP trunks, switch port links, and 

existing LANE service elements. 

Figure 8 

VLAN Port Assignment 
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Campus Manager 3.3 is a must for switched network management, and is an integral piece ofthe LAN Management 

Solution, by providing a broad, comprehensive set o f tools for managing and administering the entire LAN 

environment. 

Campus Manager 3.3 Features 

Campus Manager provides a variety o f functions within Topology Services, User Tracking, Path Analysis and VLAN/ 

---tA-NE-port-assignment-that-network-managers-ean-use-t-e-eeHef-tlflàer-stand, monitor, ronfigure, diagnose, and be 

proactive to network infrastructure changes. 

Topology Services 

Topology Services provides access to a wide variety o f physical and logical topology maps, summary Iists o f devices , 

ports, and their network relationships . Topology Services also acts as the launching point for topology-related _ . _ .. 

configuration and diagnostic tools . 

CPMI · C~~R~IOS 
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In Campus Manager 3.3, network topology maps can be displayed in a variety of ways from both a flat Layer 2 to 

abstracted views that better represent and scale to Iarge campus networks. These abstractions are categorized into 

three different groups: managed domains, network views and topology groups. Managed domains are topological 

views o f Jogical groups o f devices organized around ATM switch fabrics and VTP domains. Network views are 

physical displays o f the network and are organized to provide full and abstracted views, such as LAN edge views, 

Layer 2 views, unconnected device views, and VTP views. Topology Groups are custom views that are a subset of 

the entire network based on the group rule defined while creating the view. They are can be two types of 

groups-system defined groups that are custom views created by admin user and user defined views which are created 

by CiscoWorks users. Membership to these groups are made via rules that can be evaluated either automatically or 

upon user request and these groups help in generating custom views that are a subset of the Layer 2 views. 

Key features in the Campus Manager topology services include: 

• Autodiscovery and display of Cisco switches, routers, and probes using the Cisco Discovery Protocol (CDP) and 

SNMP 

• Display of physical and Iogical Layer 2 connections within the discovered LAN environment 

• Highlighting tools to identify specific classes of devices or links such as switches, route switch modules (RSMs) , 

Fast Ethernet, EtherChannel®, ATM links, Cisco Customer Response Applications, and other relevant Cisco 

device elements 

• Expanded scalability to support more than 2000 Cisco devices 

• Display of multilayer switches and components (switching entities and route-processing entities) with the ability 

to highlight logical relationships between devices, such as flow masks and shortcuts 

• Device status indicators on the topology maps based on CDP, ILMI. ELMI. and SNMP availability 

• Automated discrepancy reporting during discovery highlights connection problems, link mismatches, and logical 

misconfigurations 

• Graphical interface for creating VLAN and LANE services for Ethernet, Token Ring, and transparent VLANs 

• Graphical interface for Jocating-through search parameters-and assigning switch ports individually or in bulk 

to a VLAN 

• ATM soft PVC configuration and diagnostics 

Figure 9 

Topology Views and Tools 
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VLAN/LANE Configuration and Port Assignment 

Campus Manager provides an easy and graphical means for creating, modifying, or deleting VLANs, LANE 

elements, or assigning switch ports to VLANs. As VLANs are created or modified, port and user changes are instantly 

updated and transmitted to the switches, eliminating the need to update and configure each participating switch 

individually. As VLANs are selected, the table view shows the participating ports, port status, and switch information 

and the topology map can be launched to graphically highlight participating devices and links of the VLAN 

connections. Additional map tools allow managers to show spanning-tree states, VTP trunks, switch port links, and 

existing LANE service elements. 

VLAN management services provide: 

• Tabular summary views of VLANs shows participating ports, devices, links, and port status information 

• Graphical setup of VLANs (including transparent VLANs) and VLAN membership to simplify administration 

• lntegration of LANE configuration services in VLAN configuration tools for more efficient operational and 

engineering practices 

• A separate interface for administrators to quickly search, using a variety of criteria, and assign selected switch 

ports, individually or in bulk, to VLANs 

• Logical display of VLAN configurations makes it easy to visualize switch connections 

• Automated discrepancy reports highlight connection problems and link mismatches 

• Automated VLAN membership registration reduces administration and configuration requirements 

ATM Management 

Campus Manager offers a graphical tool for managing complex ATM networks, simplifying configuration and 

performance monitoring. ATM networks are displayed on the topology map and the logical VLAN and ATM domain 

views provide graphical representations of ATM switches and LANE elements. "Drill down" capability allows access 

to configuration and performance monitoring tools. ATM management functions include: 

• Autodiscovery of ATM switches, including switched virtual circuit (SVC) and PVC connections . 

• Connectivity checking of SVC and PVC connections 

• End-to-end virtual circuit path tracing and analysis, which assists in connectivity diagnostics 

• LANE troubleshooting and performance analysis 

• Quality o f service (QoS) templates for simplifying the configuration of typical traffic such as video or 

constant-bit-rate (CBR) 

• Simple configuration o f soft PVCs 

• ATM remate monitoring (RMON) data collection and analysis 

User Tracking 

User Tracking automatically !acates servers and end-user workstations, and Cisco voice over IP (VoiP) telephone 

handsets and their connections to Layer 2 Cisco switches. During this discovery process it also tabulates specific 

connection information about that end station, including: 

VLAN name, type, and VTP domain 

• Switch port number, name, and state CP MI 
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• MAC and IP address of the end station and its subnet 

• Tabular and sortable listing o f ali switch port attached end-user workstations, servers and IP handsets 

• Last-seen time stamp reflecting last acquisition in which the end station was detected 

• User login name passed automatically from the Windows NT Primary Domain Controller or Novell Directory 

Structure, or from the UNIX host 

Campus Manager simplifies the dynamic nature of many business environments by providing a large number of 

sortable parameters that can be used to locate end-user stations. User Tracking discovers end stations connected to 

switch ports automatically and provides a means to identify end users, their assigned VLANs, and host station 

connections. User Tracking also supports voice/data convergence with interfaces to Cisco CaiiManager for 

correlating the IP and MAC addresses o f discovered VoiP handsets with their assigned phone number and users. 

User Tracking provides the following features: 

• Enhanced scalability to support 60,000 end stations 

• Predefined reports that identify duplicate MAC and IP addresses, ports with multiple MAC addresses and 

duplicate sysnames. 

• IP and MAC addresses of discovered VoiP handsets with their assigned phone number and users 

• Tabular and sortable listing of ali switch port-attached end-user workstations and IP handsets 

• Customized tables for user-defined, detailed reporting 

• GUI for user tracking information table configuration to support dynamic/mobile users 

• Scheduling managers for automating address change updates 

• Easy-to-use search utility box locating users by MAC addresses, IP addresses, DNS host names, switch port 

labels, and optional voice handsets 

• Provides ability to schedule User Tracking. Also exports User Tracking reports. 

• Ability to define acquisition based on a subnet range 

Figure 10 

Scheduled export of User Tracking Reports 
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Path Analysis 

Path Analysis is a powerful diagnostic tool for determining the Layer 2 and Layer 3 path between two selected 

· c ··endpoints using Campus Manager-discovered end-station data, VLANILANE configuration information, real-time 

Layer 3 path trace information, and spanning-tree calculations. Displays of path information are available in both 

topological map and tabular displays. Key Path Analysis features include: 

• View the Layer 2 and Layer 3 path information in a map format with traces showing end stations, Layer 2 and 

3 devices, route directions, and cut-through paths 

• View specific details of the Layer 2 and Layer 3 path, including IP addresses and interfaces traveled, VLAN and 

VTP domain names, and port speeds and duplex settings 

• Perform traces immediately or schedule them 

• Perform traces using IP address, DNS name, or by telephone number for voice calls as start/stop points 

• Provide Layer 2 and Layer 3 trace information between Cisco voice elements using interfaces to call detail records 

for specific voice calls 

• Provides ability to schedule path traces. Also exports path traces data. 

Built on the CiscoWorks Management Server 

The CiscoWorks management server provides common resources, such as Web services, discovery, shared 

databases and database services, and the management desktop. Cisco Management Connection, a service on the 

CiscoWorks2000 server, delivers a set of tools for integrating applications into the management desktop using 

Internet-based standards and technologies. These tools allow users to link Web-based management applications to 

the CiscoWorks family o f products and application developers.to e..asily link Web-based applications through a 

certified registration mechanism. Cisco Management Connection has been used by Cisco and more than 30 network 

management vendors, including Hewlett-Packard, Computer Associates, Sun Microsystems, and Tivoli Systems to 

create certified Cisco Management Connections for their applications. This rapid adoption has created an 

environment in which users can easily build management intranets that link together their favorite Web-based 

management applications. 

Specifications 

Server, Client, and Web Browser System Requirements 

The server, client and web browser system requirements can be found in the Product Overview documents for the 

Routed WAN and LAN Management solutions and on Cisco's main on-line documentation site, under each 

CiscoWorks solution. Please refer to these and other Product Installation documentation for more detailed 

- mrormatíon on sertmgu-p-ancl configuring thes·e·salutlons. 

Supported Cisco Devices 

Most Cisco routers, Catalyst® and LightStream switches, as well as Cisco AVVID devices. Contact your Cisco 

representative for a complete list. 
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Supported Cisco lOS Versions 

Cisco lOS® version 10.3 and above 

• Catalyst Supervisor code 2.1 and above 

(~~\ 
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Campus Manager 3.3 is an integral part of multi pie CiscoW~~ ~-··:- · 

solutions and is not sold as an individual product. For additional 

information on Campus Manager, see: 

http://cisco.com/warp/publidcdpd/wr2kl 
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CISCO SYSTEMS 

CiscoWorks Routed WAN Management Solution 1.3 

The CiscoWorks Routed WAN (RWAN) 

Management Solution extends the CiscoWorks 

product family by providing a collection of 

powerful management applications to 

configure, administer, and maintain a Cisco 

routed wide-area network (WAN). 

The RWAN solution addresses the needs of 

managing WANs by improving the accuracy, 

efficiency, and effectiveness of your network 

administrators and operations staff while 

increasing the overall availabili ty o f your 

network through proactive planning, 

deployment, and troubleshooting tools. 

CiscoWorks solutions comply with 

Internet standards and have no network 

management system (NMS) prerequisites. 

These solutions take advantage ofWeb browser 

technologies for accessibility and integration 

with other third-party Web-based management 

tools and platforms. 

Complementary CiscoWorks solutions such as 

the LAN Management Solution (LMS) provide 

a solid foundation of campus management 

tools. The IP Telephony Environment Monitor 

(ITEM) ensures the readiness and 

manageability o f converged networks that are 

supporting voice over IP (YoiP) and IP 

telephony traffic and applications. The Cisco 
------ ~ - ~--

VPN/Security Management Solution (VMS) 

provides an integrated set of Web-based 

applications with features that assist in the 

deployment and monitoring of virtual private 

network (VPN) and security devices. 

Additional solutions for managing quality of 

service (QoS) , network and user 

authentication, identity and access control, 

content networking, and Remote Monitoring 

(RMON) are also available. 

CiscoWorks management solutions play an 

integral part in deploying and maintaining a 

Cisco AVYID (Architecture for Voice, Vídeo 

and Integrated Data) network infrastructure 

comprising converged data, voice, and content 

networking. 

WAN Management Challenge 

Today's enterprise WANs continue to grow as 

more mission-critical applications and services 

depend on reliable, high-performance intranet 

and Internet connections to remote offices, 

suppliers, customers, and partners worldwide. 

WAN links are typically the most expensive 

part of the network, and monitoring their 

performance and uptime is criticai to 

maintaining a reliable and cost-effective 

network. 

The ability to effectively measure response 

time between devices, users, and services is 

key to maintaining the highest leveis of service 

quality. Proper management o f WAN edge 

devices, links, and services becomes criticai, 

and for this reason, Cisco has assembled a 

comprehensive set ofWAN management tools 

designed to make the WAN rnanager's life 

much easier. 

A Comprehensive Solution 

The CiscoWorks Routed WAN Management 

Solution provides increased visibility into 

network behavior, ass ists in quickly 

~~~ T1 8 o~1~oo5 -c~ -l 
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troubleshooting performance bottlenecks, and provides comprehensive tools to easily administer new software and 

configuration changes for optimizing bandwidth and utilization across expensive and criticallinks in the network (Figure 1). 

Figure I 

RWAN Management Solution 1.3 Components 
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The following applications are included in the CiscoWorks RWAN Management Solution (refer also to Table 1): 

CiscoWorks Access Contra/ List (ACL) Manager-CiscoWorks ACL Manager significantly reduces the time typically 

required to manage and administer access controllists using the command-line interface (CLI) of Cisco IOS® Software. 

It provides a wizard and policy template-based approach to simplifying the setup, management, and optimization o f Cisco 

IOS Software-based IP and lnternetwork Packet Exchange (IPX) traffic filtering and device access contrai. This tool 

includes an access list editor, policy template manager, network and service class managers for scalability, access list 

navigation tools for troubleshooting, and automated distribution o f access list updates. 

CiscoWorks /ntemetwork Performance Monitor (/PM)-CiscoWorks IPM is a network response time and availability 

troubleshooting application that enables WAN managers to proactively troubleshoot network response times using Cisco 

IOS Software embedded technology. The path and hop performance analysis provided by CiscoWorks IPM simplifies the 

----1-denti.ticatioll-Of-de'.l.ices-that..are.cootr.ibut~-Rg..to-latency-a.nd~tWGFk-delays.GisGeWerks-I-PM-is-Hsed to diagnose latency, 

identify network bottlenecks, and analyze response times. The application is also valuable for managing the effectiveness 

o f QoS features based on IP Precedence and for troubleshooting network jitter-related problems, both of which will be 

needed to deploy VoiP. 

CiscoWorks Resource Manager Essentials (RME)- CiscoWorks RME provides the tools needed to manage Cisco 

devices. It includes inventory and device change management, network configuration and software image management, 

network avai lability, and sys log analysis. 

Cisco Sys tems, Inc . 
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Cisco View-Cisco View provides real-time status o f Cisco devices graphically. Cisco View can drill down to display 

monitoring information on interfaces and access configuration functions. 

Cisco Works Management Server-Cisco Works Management Server provides the cornmon management desktop services 

and security across the CiscoWorks Family of solutions. It also provides the foundation for integrating with other Cisco 

and third-party applications. 

Table 1 RWAN Management Solution Key Application/Function 

Ke) AppiiL.tlltlllif·undltlll PtoJuct Mdnagcmcnt lkneflt 

ACL optinúzation CiscoWorks ACL Manager Improves router performance by organizing access filters to 
sort by most frequent usage patterns 

ACL profiles CiscoWorks ACL Manager Allows administrators to quickJy and uniformly apply and 
update template-based ACLs; can reduce WAN costs and 
enhance security management 

ACL distribution CiscoWorks ACL Manager Allows administrator to automate the process of updating 
access Iist information in multiple devices 

Monitoring of WAN response CiscoWorks IPM Measures the responsiveness of WAN connections to 
time characteristics deternúne latency and jitter, and to deternúne where traffic 

bottlenecks exist 

Path and hop analysis CiscoWorks IPM Identifies which devices in the network are causing the 
greatest latency in network traffic 

Detailed software and hardware CiscoWorks RME Provides accurate Cisco inventory baseline information, 
inventory reporling including memory, slots, software versions, and boot ROMs 

needed to make decisions about the network 

Automated update engines for CiscoWorks RME Allows software and configuration updates to be sent to 
device software and selected devices on a scheduled basis; reduces time and 
configuration changes errors involved in network updates 

Consolidated troubleshooting CiscoWorks RME Offers a wide collection of switch and router analysis tools 

tools device center accessible from a single location; device center can be linked 
to by third-party applications 

Centralized change audil CiscoWorks RME Comprehensive change monitoring log records user and 
logging and application access application aclive on the network; CiscoWorks desktop 
securily contrais user access to applications, ensuring that only 

appropriate classes of users can access tools that change 
network parameters versus read-only tools 

Graphic device management CiscoView Displays a browser representation of Cisco router and switch 
devices, color-coded to indicate operalions states , with 
access to configuration and monitoring tools 

Third-parly integration lools CiscoWorks Management Server Simplifies the Web integration of third-party and other Cisco 
(lntegratwn ulthty) management tools ··---
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Key Functions and Applications 

Deployment Options 

Consider the following when installing the CiscoWorks RWAN Management Solution: 

• Ali applications do not have to be installed initially; applications not installed initially may be installed !ater. 

• Most applications require the CiscoWorks Management Server frorn the Comrnon Services CD (formerly CD One), which 

rnust be installed first. 

• The CiscoWorks ACL Manager application depends on CiscoWorks RME, which is included as part of the CiscoWorks 

RWAN Management Solution. 

Ali solutions can coexist on the same server if they support and operate with the services of Comrnon Services 2.2. However, 

network managers may want to consider such factors as the number of applications hosted, system resources, and number of 

devices to be managed in determining i f ali ora subset of the solutions are installed on the sarne server. 

CiscoWorks solutions offer deployment flexibility. System administrators should use the guidelines given previously when 

planning the deployment of the various solution bundles. Some components within a solution require the CiscoWorks 

Management Server and must be installed on that machine. CiscoWorks IPM and CiscoView Software can be set up on an 

independent server. The placement of components is a function of performance requirements and the size of the network. 

Server System Requirernents 

Hardware/Operating System 

UNIX 

• System: Sun UltraSPARCIII (Sun Blade I 000 Workstation o r Sun F ire 280R Workgroup Server) running Solaris 2.8 (dual 

processar system required for hosting multiple management solutions) 

• Memory: 1-GB RAM for workstations, 2-GB RAM for servers, 8-MB e-cache 

• Available disk: 40-GB internai FC-AL disk drive for workstation and dual drives of this type for server configurations 

Windows 

• System: IBM PC compatible with 550-MHz or higher Pentium III processar running Microsoft Windows 2000 Advanced 

Server (with Terminal Services turned off) , Server or Professional Edition with Service Pack 3 (dual processar system 

required fo r hosting multi pie management solutions) 

• Memory: I -GB RAM 

• Available disk: 40GB with 2-GB swap recomrnended 

-l'>W~l=nes~system -r<:quimments-are -based-on-managin~OO- deviees- with CiseoWork-s RWAN and LAN Management 

solutions loaded on a single server. Refer to the installation documentation for more information on required operating system 

patches. 
- ---·- - -· -· ·-
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Client Browser System Requirements 

Hardware/Operating System 

UNIX 

• System: Sun Ultra 10 running Solaris Versions 2.7 or 2.8 

• System: HP9000 Series running HP-UX 11.0 

• System: IBM RS/6000 workstation running AIX 4.3.3 

• Memory: 256 MB 

Windows 

• System: IDM PC-compatible computer with 300-MHz or higher Pentium processar running Windows XP Professional 

with Service Pack 1, Windows 2000 Professional with Service Pack 2 or 3, or Windows Server with Server Pack 2 or 3. 

• Memory: 256 MB 

Note: Refer to lhe installation documentation for more information on required operating system patches. 

Web Browser 

UNIX 

• Solaris: Netscape v4.76 

Windows 

• Windows 2000/XP: Netscape v4.78, 4.79 

• Windows 2000/XP: Internet Explorer v6.0 or v6.0 with Service Packl 

Note: Refer to the installation documentation for more information on required operating systems patches, browser plug-ins, 

or Java Virtual Machine (JVM) versions. 

Service and Support 

CiscoWorks products are covered by the Cisco Software Application Service (SAS) program. This service program offers 

customers contract-based 7 x 24 access to the Cisco Technical Assistance Center (TAC), full Cisco.com privileges, and 

software maintenance updates. A Cisco SAS contract ensures that customers have easy access to the information and services 

needed to stay up-to-date with newly supported device packages, patches, and minor updates. For further information on 

service and support offerings, contact your local sales office. 

Ordering Information 

The CiscoWorks RWAN Management Solutíon includes ali the necessary components needed for an independent installation 

on a Microsoft Windows o r Sun Solaris workstation o r server. The products within this solution can be combined with other 

CiscoWorks products i f they support the same CiscoWorks Management Server version , operating environment, and system 
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requirements. Contact your local Cisco representative for available white 

papers and documentation outlining best practices for implementing a 

CiscoWorks management solution architecture. 

To place an order, contact your Cisco sales representative. 

·· ···:· ···· •<:·~-, 
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Refer to the CiscoWorks RWAN individual product data sheets\~-~~e­
information on operating environment and system requirements. '·-·---.. _ .. _ . 

For More Information 

The following URL offers more information: 

http://www.cisco.com/en/US/parlner/products/sw/cscowork/ps2 -l26/index.html 
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SilkWorm 12000 QuickStart Guide 

SilkWorm 12000 QuickStart Guide 

The SilkWonn 12000 can be installed in the following ways: 

• Set up as a stand-alone unit on a flat surface 

• Installed in a 19-inch ElA (Electronic Industries Association) cabinet, using the 14U Rack Mount Kit provided 
with the SilkWorrn 12000 (detailed instructions included with kit). Up to three SilkWorrn 12000s can be installed 
in a 42U ElA cabinet. 

• Installed in a mid-mount (Telco) rack, using the Mid-mount Rack Kit, available from your switch supplier 
(detailed instructions included with kit). 

For simplicity, these instructions are written with the following assumptions: 

• 
• 

The "service aisle" refers to the aisle into which exhaust air is released 

The chassis is installed with the port side facing the service aisle 

This guide provides the following inforrnation: 

• Installation Considerations and Safety Guide/ines on page 2 o f 6 

• Items Included with the SilkWorm I 2000 on page 3 o f 6 

• Unpacking the SilkWorm I 2000 on page 3 of 6 

• Setting Up the SilkWorm I 2000 as a Stand-alone Unit on page 4 o f 6 

• Providing Power to the SilkWorm 12000 on page 5 o f 6 

lnstallation Considerations and Safety Guidelines 

Warning A fully populated SilkWorrn 12000 weighs approximately 
250 lbs and requires a minimum oftwo people anda hydraulic or 
assisted lift to install it. 

Before installing, verify that the additional weight ofthe chassis does 
not exceed the cabinet's weight limits or unbalance the cabinet, 
including when some ofthe cards or power supplies are partially 
extended out ofthe chassis. 

~\...1;::) li U.)I LUVJ · v i ~ · 
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Caution To ensure adequate cooling, install the chassis with the port side 

facing the aisle into which exhaust air is released (usually called the 
-----"serv-iee-ais+e~is-prevents-1he-fans-from--pu-I-Ii-ng-in-heated 

exhaust air. 

The following steps are required to ensure correct installation and operation : 

36 9 6 
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• Ensure the space in the ElA cabinet is 14U high, 29 inches deep, and 19 inches wide, with a minimum distance of 
28.25 inches between the front and back rails . 

• Verify that the additional weight o f the chassis does not exceed the cabinet 's weight limits. 

• Plan for cable management before installing the chassis. Cables can be managed in a variety ofways, such as by 
routing cables below the chassis, to either si de o f the chassis, through cable channels on the sides o f the cabinet, 
or by using patch panels. 

Brocade Communications Systems, Inc. 2 of6 
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• Ensure that two dedicated electrical branch circuits with the following characteristics are available: 
• 200 to 240 VAC, 50-60 Hertz (refer to the SilkWorm 12000 Hardware Reference for additional electrical 

specifications) 

• Protected by a circuit breaker in accordance with local electrical codes 

• Supply circuit, tine fusing, and wire size that are adequate according to the electrical rating on the chassis 
nameplate 

• Grounded outlets installed by a Iicensed electrician and compatible with the power cords 

• Ensure that ali equipment installed in the cabinet is grounded through a reliable branch circuit connection. Do not rely 
on a secondary connection to a branch circuit, such as a power strip. 

• Ensure the SilkWorm 12000 has access to a minimum airflow of 350 cubic feet per minute. 

• Ensure the air temperature at the blower inlet does not exceed 40 degrees Celsius during operation. 

ltems lncluded With the SilkWorm 12000 

The following items are included with the standard shipment ofthe SilkWorm 12000: 

• The SilkWorm 12000, populated with: 

Two, four or eight 16-port cards (customer-specified configuration) 

Two CP cards ( control processor cards) 

Four power supplies 

Three blower assemblies 

• One Accessory Kit containing the following items: 

The SilkWorm 12000 QuickStart Guide 

The Brocade Documentation CD-ROM 

ESD Grounding Strap 

Power Cord Retainer 

One 10-foot (3.05 meters) RS-232 serial cable, with an RJ-45 style connector I adapter on the end ofthe cable 

• The 14U Rack Mount Kit with installation instructions. 

• 0 Unpacking the SilkWorm 12000 

This procedure requires a 112-inch socket wrench to remove the pallet bolts. 

To unpack the SilkWorm 12000: 

RQS-n-G-M~~~:--t 
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1. Open the shipping crate and remove the packing foam, anti-static plastic, and the 14U Rack Mount Kit and Accessory Kit. 

Note.:--To-open-one-o-f..the-hing-eS-.on.the cr:ate, -pull-.the-handle Gut-and turn GGunter-clockwise (to left), then slide open. 

2. Unscrew the four bolts holding the SilkWorm 12000 to the pallet (see Figure 1), and remove the brackets. 

Caution Remove the chassis door before moving the chassis. 

Brocade Communications Systems, Inc. 
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3. Remove the chassis door from the chassis. 

a. Open the door to a 90 degree angle. 

b. Push the spring-loaded lever on the upper hinge up and into the notch in the hinge. 

c. Push the spring-loaded lever on the lower hinge down and into the notch in the hinge, supporting the door to 
prevent it from falling . 

Figure 1 SilkWorm 12000 on its Shipping Pallet 

Setting Up the SilkWorm 12000 as a Stand-alone Unit 

lfthe SilkWorm 12000 isto be set up as a stand-alone unit, it must be placed on a stable, flat surface, with the blower side 
o f the chassis having access to co oi a ir. Broca de recommends orienting it so that the port si de faces the servi c e aisle . 

4. To reinstall the door once the chassis is in place: 

a. Ensure that the spring-loaded pins on both door hinges are retracted (push levers into notches) . 
. - - - - - --------·-· 

b. Align the door hinges with the chassis portion of the hinges. 

c. Release the pins by pushing the levers out ofthe notches. CP MI . CORREIOS 
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Providing Power to the SilkWorm 12000 

5. Connect the power cords to a power source with voltage of200 to 240 VAC, 50-60Hz. 

6. Connect the AC power cord retainer to the chassis: 

Adjusting Screw 

Figure 2 Power Cord Retainer 

Chassis 
Screw 

\ \ 
~..... . .. ' .. , .. ... ... . ,, 

a. Position a retainer over an AC power connector, oriented as shown in Figure 2, hooking the retainer tabs over the 
two screws on either si de o f the power connector. Tighten both screws. 

b. Loosen the adjusting screw to allow the power cord to fit into the retainer. 

c. Repeat Steps 6a - 6b for the other retainer. 

7. Connect the power cords to the power connectors on the SilkWorrn 12000, inserting them through the retainers . 
The power cords are designed with right and left bends to facilitate cord management. 
Ensure each cord has a minimum service loop o f 6 inches at the connection to the switch, and is not exposed to stress. 

8. Tighten the adjusting screws on both retainers until the power cords cannot be disconnected. 

9. Flip both AC switches to" I". The AC switches light up green . 

• Q Note: The SllkWorrn 12000 automatically perforrns POST (power-on self-test) by default each time it is powered on. 
POST takes a minimum ofthree minutes, and is complete when indicator light activity retums to standard state 
(for inforrnation about indicator light pattems, refer to the SilkWorm 12000 Hardware Reference) . 

Caution Do not connect the switch to the network until the IP address is correctly set. For instructions on 
how to configure the IP address, refer to the SilkWorm 12000 Hardware Reference, provided on 
the.B.ro.cade Do.cumentation..CD-.ROM... _ 

\ 
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• Meets enterprise-closs "five-nines" 
availability requirements with 
redundant, ho~ pluggable components, 
no single points of failure, and non­
disruptive software upgrades 

• Simplilies enterprise SAN deployment 
by combining liigh port density with 
exceptionol scolability, performance, 
reliability, ond ovoilability 

• Leverages Brocade Secure Fabric OS 
to provide a comprehensive security 
platlorm for the entire SAN labric 

• Supports emerging storage 
networking technologies with a 
unique multiprotocol architecture 

• Provides 1 ond 2 Gbit/sec operation 
and the capability for seamless 

Oxtension to 10 Gbit/sec in the luture 

mploys Brocade lnter-Switch Link 
jiSL) Trunking to provide a high-speed 
data path of up to 8 Gbit/sec 
between switches 

• Delivers up to 128 ports in a single 
l4U enclosure and up to 384 ports 
in a single rack, lacilitating easily 
managed SAN fabrics composed of 
thousands oi ports 

• ProviâesFTCOl\1 supportfOrmãln- - - -
freme environments, including open 
systems and FICON intermix modes, 
cascaded FICON fabrics , and both 
l and 2 Gbit/sec FICON speeds 

'--------- ·--------·---- ···--·--' 

Olfered by 

~~Sun. 
microsystems 

The Brocade SilkWorm 12000 Core Fabric Switch 

provides a highly reliable and .intelligent solution 

for deploying enterprise-class Storage Area 

Networks (SANs} in mission-critical environments. 

A High-port-density, Multiprotocol 
Switch for "Five-nines" Availability 

As the industry's first 2 Gbit/sec 

director-class switch, the Brocade® 

SilkWorm® 12000 Core Fabric 

Switch provides unprecedented leveis 

of availability, scalability, manageability, 

and security for open enterprise 

storage applications. Possible config­

urations range from a 32-port switch 

to dual 64-port switches in a single 

enclosure that provides "pay-as-you­

grow" scalability. 

Based on the Brocade Intelligent 
Fabric Services Architecture, the 

SilkWorm 12000 provides a reliable 

foundation for high-performance 

core-to-edge SANs that leverage 

- preve!'l-~re-baekbene-net;werking- -

methodologies. In addition, multiple 

SilkWorm 12000 switches can be 

interconnected at the core to form 

enrerprise SAN fabrics capable of 

supporting thousands of hosts and 

storage devices in rnission-critical 

environments (see Figure 1) . 

The SilkWorm 12000 provides higher 

leveis of performance and availability 

than other director-class switches 

while supporting a more intelligent 

and scalable networked storage 

model. Moreover, the SilkWorm 

12000 is designed to integrare with 

heterogeneous environments that 

include multiple operating systems 

such as Windows NT, UNIX, 

Linux, Solaris, AIX, and others . 

As a result, organizations have the 

flexibility to build cost-effective 

and easy-to-manage enterprise 

SA-N- f-abrics. These capabilities 

make the SilkWorm 12000 ideal for 

mission-critical business continuance 

apphcatwns such as LAN-free back-

up, remate rmrronng, data replication, 

and high-availability clustering. 

~~nt~-F~·~tr:­
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Figure 1. A SilkWorm 12000 core fabric surrounded 
by SilkWorm eclge switches enables cost-effective, highly 
scalable enterprise SANs. 
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UlTRA-HIGH AVA!LABILITY THROUGHOUT 
THE FABRIC 

The core-to-edge SAN model features 

redundancy within the core fabric switch as 

well as a high-availability network approach 

for the entire fabric. Combining the 

proven reliability of the SilkWorm farnily 

with enterprise-class availability features , 

the SilkWorm 12000 provides a SAN fabric 

with built-in redundancy and no single 

am of failure. This infrastructure is capable 

-~ing overall system availability 

greaU an 99.999 percent- the "five 

nines" of availability. Other key availability 

features include: 

• N on-disruptive software upgrades 

• Fabric Shortest Path First (FSPF) 

traffic rerouting 

• Dual-redundant contr:ol processors illth_ 

stateful failover 

• Redundant, hot-swappable components 

• Redundant power and cooling subsystems 

iNDUSTRY ·LEJ!DING ?ERfORt\·\/..NCf 

The SilkWorm 12000 is designed to 

provide high-performance switching at 

the core o f large SANs. Ali externai Fibre 

C hannel ports can operare at 1 and 2 

Gbit/ sec per port (inbound and outbound) 

at distances up to 40 km. In addition, 

auto-sensing and speed-matching of data 

Doto 
Storoge 

Windows 
NT ~ 

Doto 
Storoge 

traffic ensures interoperability between 

1 and 2 Gbit/sec devices.With Brocade 

Extended Fabrics software and Dense Wave 

Division Multiplexing (DWDM) technology, 

ISLs can span up to 120 km over 

Metropolitan Area Networks (MANs)­

extending SAN connectivity without signif­

icantly inhibiting performance. This long­

distance capability makes the SilkWorm 

12000 ideal for disaster recovery solutions. 

To provide even higher performance in the 

core, Brocade ISL Trunking combines up to 

four ISLs between a pair of switches into a 

single, logical high-speed trunk running at up 

to 8 Gbit/ sec. Organizations can provision 

multiple trunk groups to meet even higher 

bandwidth requirements. 

El.COl'LSUPPORI ---- - ----

The SilkWorm 12000 supports the FICON 

protocol for mainframe environments, 

enabling organizations to utilize a single 

platform for both open systems and main­

frame storage networks. The SilkWorm 12000 

supports intermix mode, the abili ty to run 

both open systems Fibre Channel and 

FI CON traffi c on a port-by-port basis 

within a single switch. The Brocade FICON 

implementation also supports cascaded 

FICON fabrics as well as both 1 and 

CPMI CORREIOS 
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2 Gbit/ sec FICON speeds. In addition, 

industry-leading security features provide 

the highest leveis of protection for rnission­

critical enterprise data and applications. 

!NTElL!GENCE WITHIN THE SWITCH 

To improve security and manageability, 

Brocade Frame Filtering intelligence is 

built di~ectly into the SilkWorm 12000 

ASIC t~chnology. This design enables the 

unique capability o f hardware-enforced 

zoning based on World Wide Name 

(WWN) for greater security and easier 

management. Organizations can also use 

Brocade Advanced Performance 

Monitoring to improve end-to-end 

performance analysis on a fabri c-wide 

basis. This optional feature helps reduce 

storage costs by improving SAN 

pe rformance tuning, resource optimization, 

and adrmrustrator productivJty. \ 

S -~- ,., ,0,-. ,, ,
1 
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Enterpnse-class SilkWorm 12000 reliabi'\(ty 

features include the following: 

o Redundant contra] processors provide 

continu ous performance during 
fai]overs and enabJe non-disruptive 

firmware upgrades. 

o Continuous monitoring of 
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reliability and availability. 
• Redundant, hot-swappable 

components help ensure 
continuous operation, even if criticai 

components require servicing. 
• Power-On Self-Test (POST), 

online/ oflline diagnostics, and 
per-port statistics enable organizations 

to monitor ports and diagnose 

problems without disrupting 

switch operations. 
• Errar detection and fault isolation 

facilities automatically disable failing 
ports and restart them when the 

problem has been resolved. 
• Call-home capabilities through 

Brocade Fabric Manager enable 
remate notification of system events . 

S- DPGRADES, COST-EFFECTIVE 
MIGR , AND INVESTMENT PROTECT!ON 

To help protect existing technology 
investments, the Silk:Worm 12000 
provides a searnless upgrade path and 

backward and forward compatibility 

with Silk Worm entry, rnidrange, 

and port aggregation offerings. 

As SAN technologies evolve, the 
Silk:Worm 12000 architecture is 
designed to integrate with emerging 
storage networking protocols such as 
iSCSI and FC-IP The current design is 

fully extendable to future 1 O Gbit/sec 
technologies with a switch module 

upgrade rather than a forklift upgrade 
of the entire system. 

A NEW LEVEl Of SAN SECURITY 
The Silk:Worm 12000 supports 
Brocade Secure Fabric os<~>, the most 

comprehensive fabric-based security 
architecture available. Based on state-of­

the-art networking security technology, 

this architecture addresses a wide variety 
of vulnerabilities within the SAN fabric. 

Advanced security features such as 

Public Key lnfrastructure (PKI) 
authentication and Access Contrai Lists 
(ACLs) provide powerful tools for 
securing SAN access and supporting 
rnission-critical applications. In addition, 
software- and hardware-enforced 

Brocade Advanced Zoning helps secure 
data by preventing unauthorized access . 

OPEN SAN MANAGEMENT 

The SilkWorm 12000 simplifies man­
agement by networking both core and 
edge switches under Brocade Fabric 

OS, the embedded operating system. 

In addition to centralizing manage­

ment, this approach enables heteroge­

neous device connectivity, automatic 
data routing and rerouting, self-healing 
ISL Trunking capabilities, and scalable 
connectivity. Moreover, the Brocade 

Fabric Access API enables software 
vendors to develop feature-rich man-

iiLKWORM 12000 CORE FA.BR!C SWITCH SPEC!fKATlONS 

;ys;~hitecture 
~-·-·~----------,._,....____,,A...,.._____...,,, __ .__.......~A---· 
'ibre Channel ports 128 ports, universal (E, F, and FL); 

:oniTol processar 

.calability 

up to eight 16-port Fibre Channel modules 

Redundant (aclive/ standby) contrai 
processar modules with automatic failover 

Full fabric architecture: 239 switches moximum 

Frame buffers 

Classes of service 

Por! types 

Data ITaffic types 

f 

· agement. applications that leverage th~ ·,, :\ 
underlying distributed intelligence of \ \ 
Brocade SANs. \. 

INTELUGENT SAN MONITOR!NG 
To simplifY SAN monitoring and 

maintenance, the Silk:Worm 12000 
provides the following functions : 

• Fabric OS enables value-added 

Brocade SAN fabric monitoring and 
an ecosystem of management applica­

tions through the industry-leading, 

open Brocade Fabric Access API. 
• lndustry-standard Management 

lnformation Base (MIB) support 
enables SNMP-based management 
platforrns to access switch information. 

• Network adrninistrators can manage 
switch configurations through a 
command line interface for auto­
mated scripting or through the 
GUI-based Brocade WEB TOOLS. 

CONSULTING AND SUPPORT SERVICES 

Sun's Storage Services are an essential 

part of delivering complete storage solu­

tions. Sun Professional Services can help 

you plan, architect, and implement your 

SAN and Sun Educational Services 
can help train and certifY your staff to 
operate your SAN at its peak capability. 
Meet your 24x7 rnission criticai 

requirements for 
using Sun Support 

FL_Port, F _Port, and E_Port; self-discovery based 
on switch type (U_Port); optional port type contrai I 

Fobric switches supporting unicast, 
---~l:1)6~15tt/secftnes-p-e-e·cJ;-foll-doplex,·~--------------tz55-woups1~o-n·d i5rooclcast 

2.125 Gbit/sec line speed, full duplex; 
auto-sensing of 1 Gbit/sec and 2 Gbit/sec port Media types Hot-pluggable, industry-stondord Smoll 

õl Trunking 

.ggregate bandwidth 

witch latency 

laximum freme size 

speeds; optionally programmable to fixed port Pluggable (SFP), LC connector; Short-Wovelength 
speed; speed matching between 1 Gbit/sec and Laser (SWL), up to 500 m (1 ,640ft); Long-
2 Gbit/sec ports Wavelength Laser (LWL), up to 10 km (6.2 mi); 

Extended Long-Wavelength Laser (ELWL), up to 
40 km (24.8 mi); distance depends on fiber optic 
cable and port speed 

Up to four 2.125 Gbit/sec ports per ISL trunk; up 
to 8.5 Gbit/sec per ISL trunk 

512 Gbit/ se c end-to-end 

<2.1 f!Sec any port to any port at 2 Gbit/sec, 
cut-through routing 

2112-byte poylood 

" ""'"W'•""•- ·- " -. •-··----.---• •"• ~-· •N ·•-----' •,.••~-• ... . ,.. .. , . ___ ~ _ _ ,......,,, . , • . _.,,_,.m,.._ _ _. _ __ ..,._.,. ..,_.,.. ....... ,o.oo•••••·- - -~ - 0 .. , - ·• -··--""' " '~''' ~ 

Fabric services Simple Nome Server; Registered State Change 
Notification [RSCN); Brocade Advonced Zoning; 
WEB TOOLS; Fabric Watch; Extended Fabrics; 
Remate Switch; ISL Trunking; Advanced 
Performance Monitoring 



High Availability 
Control processar 

Modules 

Redundant (active/ standby) contrai processar 
modules; autamatic and nan-disruptive lailover; 
non-disruptive software upgrades; dual-flash memory 
on each contrai processar to store two software images 

Hot-swappable __________ , __ , __ , ____ , _____ , ________________ _____________________ __ _ 
Backplane Fully passive 
----------- ---- ------------------
lnput power 

Chassis power 

Coaling 

Dual AC inputs 

Four AC-DC power supply modules, 2N redundant 

Three blower assembly modules (two 
operationol required) 

Vibration 

Heat dissipotion 

Power 

Supported power range 

ln-rush current 

Frequency 

Operating : 0 .5 g p-p, 5 to 
Non-operating : 2 .0 g , 5 to 500 

Nominal: 200 to 240 VAC, single phase 
Operational: 1 80 to 264 VAC auto-sensing 
Maximum 2300 Volt-Amps 
Maximum 12 Amps 

40A maximum, < 1/4 AC cycle, per AC input 

47 to 63Hz 

Management 
Fibre Channel Standards 

Management 

Management access 

Telnet; SNMP (FE MIB, FC Management MIB) ; 
WEB TOOLS; Fabric Watch ; Fabric Access layer 

10/1 00 Ethernet (RJ-45), in-band over Fibre Channel 
(requires fabric) ; two serial ports (DB-9) per contrai 
processar module 

POST and embedded online/ offline diagnostics 

Mechanical Specifications 

Mounting 

Pom per rack 

Endosure 

Size 

Weight 

Environment 

Temperatura 

Rack mountable in a standard 19 in . ElA rack; 
Telco-style mid-mounting available 

Up to 384 ports per 42U rack 

Rear panel-to-door airflow 

43.74 em (17.22 in.) width 
61 .24 em (24. 11 in ., 14U) height 
70.90 em (27.90 in.) depth without doar 
7 4 .20 em (29 .2 0 in .) depth with door 

98 to 113 kg (215 to 250 lb) 

Operating: 0 °C to 40oc 

__ id-ity _ ________ o_p_e_r_a_ti_n_g_: _2_0_%_to- 85% non-condensing at 40°C 

~---O-to_3_~~---~--------------
Shock 20 g, 6 ms, hall sine 

Standard 

FC-AL-2 
F C-FLA 
FC-GS-4 
FC-FS 
FC-PI 
FC-PLDA 
FC-SW-3 
FC-VI 
IPFC 
FCP-2 
SCSI Enclosure Services 
FC-SB-2 
FC-FS 
FC-MI 
F C-DA 
FC-SB-3 

Regulatory Compliance 

Co nada 
United States 
Japan 
Europeon Community 

Australia/New Zealand 
lnternational 

--- - ----------------------

Revision 

NCITS 332: 1999 
NCITS TR-20 : 1998 
rev 7.6 
Rev 1.7 
Rev 13 
NCITS TR-19: 1998 
Rev 6.3 
Rev 1.61 
RFC 2625 
Rev 7 
Rev 8b 
Rev 2.1 
Rev 1.7 
Rev 1.92 
Rev 1.5 
Rev 1.2 

Safety 

CSA 60950 
UL60950 
IEC60950 
EN60950 
TUV, NEMKO 

IEC 60950 

For additional information on this product, go to www.sun.com/storage/san 

() 2003 Broc~dc Comnlllnications SyMcnu, Inc. Ali R.ights Reservcd. 

EMC 
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ICES-003 Class A 
FCC Part 15 Class A 
VCCI Class A 
EN55022 Levei A 
EN55024 
AS/NZS 3548 
CISPR 22 
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o Provision, monitor, and odminister 
Jorge numbers of switches ond 
multiple Brocode SAN fobrics with 

greoter efficiency 

o Perform monogemenl tosks ocross 

multiple devices ond fobrics os o 

single monagement operation 

o ln.telligently group multiple 
Brocode switches or ports to 
facilitare aggregated management 

o Visuolize and track changes to 
SAN configuration and state 
information through mulriple views 
oi multi pie leveis of detail 

o 

o lounch Fabric Monager from 
other enterprise managemenl 
applications as the "element 
manager" for the fabric or 

mulriple fabrics 

o Track SAN asseis by using 
detailed table views that can be 

exparted to a spreadsheet 

o Discover details about devices 

logged inlo tfl: fabric, including 

HBA assei information 

o View the SAN loyout through a 
topology map that specilies ISL, 
switch, and device detoils 

• ldentify, isolare, ond manage SAN 
events across Jorge numbers oi 
switches and labrics 

.,. 
jfz8" B R o C A D E 
'fi . 

Brocade Fabric Manager is a powerful 

management platform for configuring and 

administrating multiple Brocade Storage Area 

Network (SAN) fabrTcs. 

A Complete SAN Management Tool 
for Brocade-Based SANs 

Brocade" Fabric Manager is a 

powerful application that manages 

multiple Brocade SilkWorm® switches 

and fabrics in real time. In particular, 

Fabric Manager provides the essential 

functions for efficiently configuring, 

monitoring, dynarnically provisioning, 

and managing Brocade SAN fabrics 

on a daily basis. 

Through its single-point SAN 

management platform, Fabric 

Manager facilitares the global 

integration and execution of 

management tasks across multiple 

fabrics-thereby lowering the overall 

cost of SAN ownership. As a result, 

-"Ti: provides a fleXible a nd powe rtur·­

tool optirnized to provide organiza­
tions with rapid access to critica! 

SAN information. 

In addition, Fabric Manager is tightly 

integrated with other Brocade 

WEB TOOLS and Fabric Watch. 

Organizations can also use Fabric 

Manager in conjunction with other 

leading SAN and storage resource 

management applications as the 

drill-down element manager for a 

single or multiple Brocade fabrics. 

BASIC FEATURES FOR HIGHLY EFFICIENT 
MANAGEMENT OF MULTIPLE SANS 

By increasing the efficiency of the 

adrninistrators who manage multiple 

Brocade SANs, Fabric Manager helps 

reduce provisioning, monitoring, 

and management time and costs. 

With the unique ability to provide 

real-time information and stream.line - · -- -
SAN management tasks, Fabric 

Manager provides the followin g 

key capabilities: 

• Manages multiple Brocade switch 

elements across multiple fabrics. 

I t discovers and collects SAN data, 

SAN management produ cts, such as 
I-R1~n0-A~~~- eN-:-;- I 
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Figure 1. 
To simplify management, the fabric explorer tree 
and the topology map shaw the true SAN fabric 
structure, including care-to-edge layouts. 

-ata-including topology maps 
n igure 1) and detailed views. 

• ~s the status of critica] fabric 

elements and key discovery data at 

varying levels of detail, such as high-level 

"At-a-Glance" views (see Figure 2), and 

detailed tables that display information 

:; •JJ t switches, ports, devices, and events . 

ADVANCED FEATURES FOR EVEN GREATER 
MANAGEMENT CAPABILITIES 

Fabric Manager provides severa] unique 

methods for managing SANs, including: 

• Change management: Provides a fabric 

snapshot/ compare feature that tracks 

changes to fabric objects and fabric 

membership, enabling administrators 

to generate detailed change reports 

eJVer time. • O views at varying leveis of 

details: Supports cascading table views 

that reveal details about devices, ports, 

switches, and fabrics . 

BROCADE 
The intelligenl plotform for networkin9 storage 

• Brocade Secure Fabric OS® 

management: Allows full control of 

Secure Fabric OS policy display and 
configuration, enabling adrninistrators 

to securely contrai switch and device 

connectivity, management access, and 

other key functions. 

• Call Home support: Facilitares 

remote support, fault isolation, and 

diagnosis to lower the cost of supporting 

Brocade SANs. 

• HBA management: Discovers and 

tracks HBA asset data, and upgrades 

firmware from a centrallocation without 

host-based agents. 

Figure 2. 
The Fabric Manager "At-a-Giance" feature shows 
both SAN and group information at multiple leveis 
of detail. 

• Fabric, switch, and port naming: 

Enables the assignment of specific names 

to SAN objects. 

• Advanced license key management: 

Securely manages Brocade license keys 

across all SAN fabrics under Fabric 

Manager control, while offering the 

capabilities to receive licenses from 

Brocad~ support and to support pre-

---- ------ --

and post-installation Cr<)SS;-~I~c:;ldl'l.g 

of license keys. \, \ .. 

• Profiling, backup, and ~nihg: 
Enables adrninistrators to captuft"<C 

switch configuration profile, back up the 

snapshot, and compare the backup to 

current switch configurations. In addition, 

cloning facilitares the distribution of 

profi.Ies to switches within the fabric . 

• Scalable firmware download: 

Provides a fully configurable environment 

for controlling the Brocade Fabric OS 

firmware upgrade process when utilized 

with sequenced reboot. To increase 

flexibility, this feature is dynarnically 

configurable and scalable across logical 

groups, password controls, multiple 

fabrics, and SAN infrastructures with 

multiple security leveis . 

MAXIMIZING SAN INVESTMENTS 

Brocade and its partners offer complete 

SAN solutions to ·meet a wide range of 

technology and business requirements. 

These solutions include education and 

training, support, service, and professional 

services to help optirnize SAN invest­

ments. For more information, contact an 

authorized Brocade sales partner or visit 

www.brocade.com. 

SYSTEM REQUIREMENTS 

Operating system Windows 2000 (Ciient/Server) 
Solaris 8 (Ciient only) 

Memory/CPU 512 MB RAM/ 
800 MHz CPU for managing 
up to 500 ports 

1024MB RAM/ 
1.5 GHz CPU for managing 
more than 500 ports 

Hard drive storage 50 MB free disk space 

CP Ml 
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Common Fabric Manager Tasks 

This chapter includes the following sections: 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

lntroduction on page 4-1 

DiscoFer a Fabric on page 4-2 

Detete a Fabric on page 4-4 

Manually Refresh a Fabric on page 4-4 

Rena me a Fabric on page 4-4 

Rename a Switch on page 4-5 

Rena me a Port on page 4-5 

View SAN lnfonnation on page 4-5 

Log In to Multi pie Switches Simttltaneously on page 4-7 

Select ldentity on page 4-8 

Nal'ígate Fabric Manager on page 4-8 

Customize Tables on page 4-9 

Enable/Disable Elements on page 4-10 

Configure Log Parameters on page 4-1 O 

Print on page 4- U 

Download a Configurariun on page 4-12 

Cm~figure File Tramfer Options on page 4-13 

Synchronize Time and Date Across a Fabric on page 4-15 

Filter Elements on page 4-15 

Designate a Switch as a Core Switch on page 4-16 • o 
lntroduction 

• 

4 

This chapter explains how to perforrn common Fabric Manager tasks. More complicated or rnission-critical tasks 
appear in separate chapters !ater in this user's guide. 

Fabric Manager User's Guide 

()oc:_3 _6_9_6_ 
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4 Common Fabric Manager Tasks 

. . ... ..... o~," • 

Discover a Fabric 

4-2 

You must discover a fabric to add it to the SAN Elements tab and administer it with F abri c Manager. To discover a 
fabric, perform the following steps: 

1. Place your cursor in the Address field and delete the contents of the field. 

2. In the Address field, enter the IP address or switch name of a switch in the fabric that you want to 
administer and press Enter. 

Note: You do not need to include http:// before the IP address to discover a fabric. 

Run a Subnet Scan 

F abri c Manager can scan a subnet to discover fabrics . With this discovery mechanism, you do not need to know the 
exact address of a switch to discover a fabric. When you specify a subnet, Fabric Manager Iists the switches and 
fabrics that it finds so you can add them to the SAN Elements tab. 

Note: Switches may appear in your subnet scan even after you unplug the ethemet cables of those 
switches. 

To run a subnet scan, perform the following steps: 

I. From the Tools menu, select Subnet scan .•. The Subnet scan dialog opens. 

2. Enter the first three sets o f digits o f an IP address in the first three sections o f the IP Address Range 
field . 

Example 

~bnetMast: I 
Cancef f 

I-S1'~~141e~ _ 

CPMI · CORREIOS 

Fls . N° 03 51 
- ----

3696 
Doe: 

-~-a-b-ric_M_a-na_g_e_r_U_w< Gu;de ~ 

CJ'fi ~ 

. ;."' 



...- - -·~~~ ' ··' , 4·· ~.' . '\. 
' , .r" A ~ ..... (.. ' · \ 

Common Fabric Manager Tasks . . · 'X(oç;' . , 

\· \ \\}; ~ .-
\ \ .· 

3. Enter a wi ldcard in the last section of the IP Address Range field to represent the range ~f,s~afi . · 
Choose from one of the following three options: '·· -- · - · · 

a. 192.168.168.* discovers any fabric in the address range of 192.168.168.0- 192.168.168.255. 

b. 192.168.168.1 ** discovers any fabric in the address range of 192.168.168.100-
192.168.168.199. (The first digit in the wildcard cannot exceed a va1ue of two; see note.) 

c. 192.168.168.11* discovers any fabric in the address range of 192.168.168.110-
192.168.168.119. (See note.) 

Note: The number before the "*"can be any number so long as the resulting range is between O 
and 255 . For example, you cannot enter 192.168.168.3**, or 192.168.168.26*. Also, if you 
enter 192.168.168.25*, the range will be 192.168.168.250- 192.168.168.255. 

Example 

SUbnet Mask : f 

4. Enter a subnet mask to avoid scanning the IP address for the network or broadcasting. 

Example 

Subnet Mast : 1255 . ~· 2~ .. o. 

5can . _ I Cancel J 

5. Click Scan. The scan result appears. IP addresses that appear as underlined links with two angle 
brackets (>>) represent fabrics. Click the link to view the switches in the fabric. 

Note: 

Fabric Manager User 's Guide 

To add a switch or fabric to your SAN Elements tab, click the checkbox next to the element, 
then click the Add button . 

I-Q<I~~ffiftA-If:'ef\t:' 
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4 Common Fabric Manager Tasks 
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Delete a Fabric 

e o 

To no longer monitor a fabric with Fabric Manager, perfonn the following steps: 

1. In the SAN Elements tab, click the fabric that you want to remove from Fabric Manager. 

2. Press the Delete key to remove the fabric . Fabric Manager will prompt you to make sure that you 
want to delete the fabric. 

Tip: You can also select Delete from the Actions menu to remove the selected fabric from Fabric 
Manager. 

Note: Switches and ports from this fabric that you added to logical switchgroups and portgroups still 
appear in the groups. 

Manually Refresh a Fabric 
Ali At-A-Glance Views are updated at 20 second intervals; everything else in the GUI is updated whenever there is 
a change in current data. I f you notice a discrep: ncy between the data displayed in Fabric Manager and the fabric 
itself, perfonn a manual refresh (or "re-discover") the fabric to update the GUI. 

To refresh a fabric, perfonn the following steps: 

1. In the SAN Elements tab, click the fabric that you want to refresh. 

2. From the Actions menu, select Refresh. 

Note: This action disables ISL Checking and F abri c Checking on your fabric . You must re-enable the 
features once the refresh is complete . 

• Oename a Fabric 

4-4 

When you disco ver a f abri c, F abri c Manager assigns a name to that fabric that matches the name o f the switch that 
you used to discover the fabric. For instance, to monitor a fabric that includes Switch_Ol , enter the IP address of 
Switch_Ol in the Address field to discover the fabric . Fabric Manager then names that fabric Switch_OI and displays 
that name in the SAN Elements tab. 

_ _ ___ After ou discover the fabric, you can assign a name to the fabric th<\t_serves -ª mgre useful purpose for you (for 
instance, "mktng_SAN" or "HQ"). To rename a fabric , perform the following steps: 

l . In the SAN Elements tab, click the fabric that you want to rename. 

2. From the Edit menu, select Rename. A cursor appears to the right of the current name. 

Tip: You can also use the F2 key or triple-click a fabric , switch, or port icon to rename it. 

3. Rename the fabric and press E nter. 
CPMI - CORR EIOS 
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Common Fabric Manager Tasks 

Rename a Switch 
To rename a switch, perform the following steps: 

1. In the SAN Elements tab, click the switch that you want to rename. 

2. From the Edit menu, select Rename. A cursor appears next to the name o f the switch in the SAN 
Elements tab. 

3. Edit the name o f the switch and press Ente r. 

Tip: You can also use the F2 key or triple-click a fabric, switch, or port icon to rename it. 

ec:rename a Port 
When you rename a port on a switch that runs fmnware versions other than 3.1.0 and 4.1.0, the port name only 
applies to your local F abri c Manager view. I f you rename a port on a switch that runs firmware versions 3.1.0 or 
4. I .0, Fabric Manager propagates that name to the port and changes the port name on the switch, provided the Fabric 
Login information has been set up successfully. To rename a port;perform the following steps: 

1. In the SAN Elements tab, click the port that you want to rename. 

2. From the Edit menu, select Rename. A cursor appears next to the name of the switch in the SAN 
Elements tab. 

3. Edit the name of the port and press Enter. 

Tip: You can also use the F2 key or triple-click a fabric, switch, or port icon to rename it. 

View SAN lnformation 

• o To view information about a particular element o f your SAN, click the element immediately above it in the hierarchy. 
When you click the "parent" element, information about the "child" element that you want to view appears in the 
right-hand view window. 

When you click an element in the SAN Elements tab, F abri c Manager displays information about ali immediately­
subordinate elements in the hierarchy. For instance, i f you click My SAN in Surnmary view, F abri c Manager 
displays summaries for Fabrics, SwitchGroups, and PortGroups. I f you click a particular fabric in the hierarchy, 
Fabric Manager displays information on each switch in the fabric. If you click a particular group, F abri c Manager 
di-spl-ays-i-~tftmrult-iefl-en-eaefi-membeH>H-fie-greup-: 

/ .... -

Each vtew m the Vtew menu dtsplays different mformatwnal content, and you can customJze whtch content appears. ~ 
(For more information on how to customize views, refer to Cu.\tomtze a Vie w on page 4-6.) ' 

----- -- -- -

Fabric Manager User 's Guide 

1-eoi~~I'W'ii~'S-=-·Cf'\r­

CPM I - COR REIOS 

Fls. N°Q3 54 
3696 

Doe: - ........ =~-- ~~ 
,-~~ • .AI 

. \\' ' 



4 

4-6 

Common Fabric Manager Tasks 

Table 4-1 provides a high-level description of what each view displays. For more detailed information on each view, 
refer to \liew Me nu R(:t'erence on page C- I . 

Table 4-1 Fabric Manager Views 

View Description 

Detail Provides information about the components and status of an element. 

Devices Provides information about ali devices that connect to an element. 

Event Provides an event Jog for the element and the status reason. 

Portgrid Displays the node that connects to each port. 

Note: The Portgrid View displays devices only; it does not show ISL information. 

Ports Provides information about the status and traits of each port. 

Summary Provides a summarized version of Detail view. 

Note: Summary view provides the same view options as Detail view. Customize 
Summary view to display content that you frequently reference. Customize 
Detail view to provide a more thorough report. For more information, refer 
to Customize a View on page 4-6. 

Switches Provides information about the status and traits o f each switch. 

Topology Provides a graphical display of topology. 

Customize a View 

Custonúze a view so that each time you select that view, it displays only the information that you want to see. To 
custonúze a view, perform the following steps: 

1. Click an element in the SAN Elements tab. 

2. From the View menu, select the view that you want to customize. 

3. From the Edit menu, select View Options ... The Edit View Options window appears . 

4 . Click an item, then click the appropriate directional arrow to add items to the display or remove 
items from the display. You can use the Ctrl and Shift keys to select multiple items at once. In the 
view display columns, designate the arder of the columns as follows : 

a. Click an item in the Display Items field. 

-o. ·-c fic Ka n up or down directional arrow to-change the arder o f the column in the display. 

5. Click OK. 

Change Pane Descriptions 
When you change a pane description , you change the text that appears immediatel y below the name o f the pane. To 
change a description , perfo rm the following steps: - - ·· · · ·- - --
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Common Fabric Manager Tasks 

1. In the SAN Elements tab, click the element that you want to change. 

2. From the Edit menu, select Change Description. The Please enter the new description dialog 
appears. 

3. In the New Description field, enter a description for the pane and click OK. To view the 
description, click the parent element in the SAN Elements tab. The new description appears on the 
appropriate pane. 

Log In to Multiple Switches Simultaneously 
You can use Fabric Manager to log in to multiple switches at the same time. With multiple login, you do not need to 
log in to each switch individually to administer your fabric. After you log in to a switch, Fabric Manager stores your 
login information and automatically logs you in to the switches. You must log in to a switch to perform the following 
Fabric Manager tasks: 

• firmware download to HBAs and switches 

• 
• 
• 
• 
• 
• 
• 
• 

Jicense key installation 

fabric compare and merge 

date/time synchronization 

baseline configuration upload/download 

sequenced reboot 

security policy configuration 

fabric backup 

diff with backup 

To log in to multiple switches, perform the following steps: 

1. From the File menu, select Fabric Login •.• 

2. Select switches or fabrics from the SAN Elements tab and click the right-hand arrow to move them 
to the Selected Switches window. 

Note: Click-and-drag fabrics or switches to quickly move switches into the Selected Switches 
window. 

3. In the User ld field, enter your user ID. 

4 . In the Password field, enter your password. 

5. Click Apply. The success or failure of the Jogin appears in the Status column of the Selected 
Switches window. A key icon (.O) appears next to each switch and fabric that completes a 

- ------- successfullog,.liin.._,_. ______________ _ 

Note: 

Fabric Manager User 's Guide 

If you did not log in to ali of the switches successfully, remove the successful switches from the 
Selected Switches window and retry with a new user ID and password. 
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4 Common Fabric Manager Tasks 
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Select ldentity 
F abri c Manager lets you view SAN elements by the identifier that you find most useful. Because you can identify 
most SAN elements in multiple ways (for instance, you can identify a switch by IP address, domain ID, WWN, and 
name), F abri c Manager lets you choose the identifier that you want. When you select identity, you choose the type of 
identifier that Fabric Manager displays for each element. 

To select identity, perform the following step: 

1. From the ID pulldown menu, select the type of identifier that you want to use to label the elements 
in your display. 

Navigate Fabric Manager 

-c 

4-8 

Click elements, menus, views, and navigation buttons to navigate Fabric Manager. As you move from view to view 
and element to elernent, F abri c Manager tracks your views so you can use the navigation buttons to move back and 
forth between the selections that you rnade from the View menu and view selector. The sections that follow describe 
the navigation tools that Fabric Manager provides. 

Navigate with Elements and Views 

To navigate Fabric Manager, you rnust select different elernents and different views. Fabric Manager provides the 
following two ways to access different views: 

1. From the View menu, select the view that you want to access. 

2. Use the view selector. 

To use the view selector, perform the following steps: 

1. Click the Display view selector icon (!Jj) in the top right-hand comer of the interface. The 
view selector appears. 

Portgrid 11 Ports Summary 

Figure 4-1 View Selector 

2. In the view selector, click the view that you want to access. 

Note: The icon that displays the view selector (ãj) serves other functions when it appears in other 
Jocations. Only the icon in the top right-hand corner of the interface will display the view 

-----·selector. 
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Common Fabric Manager Tasks 

Tahle 4-2 provides a list of views and explains the information that each view displays . For more detailed 
information about each view, refer to View Menu Reference on page C-1. 

Table 4-2 Fabric Manager Views 

View Description 

Detail Provides information about the components and status of an element. 

Devices Provides information about ali devices that connect to an element. 

Event Provides an event log for the element and the status reason. 

Portgrid Displays the node that connects to each port. 

Note: The Portgrid View displays devices only; it does not show ISL infonnation. 

Ports Provides information about lhe status and traits of each port. 

Summary Provides a summarized version of Detail view. 

Note: Summary view provides the same view options as Detail view. Customize 
Summary view to display content that you regularly reference. Customize 
Detail view to provide a more thorough report. For more information, refer to 
Customize a View on page 4-6. 

Switches Provides information about the status and traits of each switch. 

Topology Provides a graphical display of topology. 

Navigate with Navigation Buttons and History 

F abri c Manager maintains a history of the views that you visit. Use the navigation buttons to move forward and 
backward through views that you have already accessed. Use navigation buttons as follows: 

• 
• 

• 
• 

• 

Click the Back button <+->to retum to the previous view . 

Click-and-hold the Back button to display a list of the views that you have visited, then drag the 
mouse to the view you want to see and release the mouse button. 

Click the Forward button ( .. )to move forward to the next view in your view history . 

Click-and-:1old the Forward button to display a list of the views that you have visited, then drag the 
mouse to the view you want to see and release the mouse button. 

Click the Home button ( ) to display the view that appeared when you launched Fabric Manager. 

Customize Tables 
With Fabric Manager you can change the order and size of columns that appear in views such as Portgrid and 
Switches. With customizable tables, you can do the following: 

• C lick-and-drag table headers to change the arder in which columns appear in the table. 

• C lick-and-drag the border between column headers to res ize columns ... -
~~~~~~~~r.rl 
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4 Common Fabric Manager Tasks 

• Click column headers to organize information in ascending or descending arder by that column . 

Note: The Status column in Portgrid view and Switches view sorts contents by severity when you 
click the column header. 

Copy Tables to Spreadsheet Applications 

Fabric Manager tables migrate quickly and easily to spreadsheet applications. To copy a table to a spreadsheet 
application, perform the following steps: 

1. Navigate to a view that displays a table. 

2. From the Edit menu, select Copy Table. 

3. Open a spreadsheet application. 

4. From the Edit menu, select Paste. 

Enable/Disable Elements 

o 

You can use Fabric Manager to quickly disable or enable Iarge numbers of switches or ports across multi pie switches 
or fabrics. To enable or disable elements, perform the following steps: 

1. Verify that you have logged-in to ali necessary switches. You cannot enable or disable a port or 
switch until you log in to that swüch. For more information on how to Jog in, refer to Log in to 
Mulriple Swítches Sinwltwzeously on page 4-7. 

2. From the SAN Elements tab, select the switches, ports, or groups that you want to disable. 

3. From the Actions menu, select Disable/Enable ... and click the appropriate option. 

Note: The switch enable/disable menu item enabling/disabling is based on switch status, i.e. when the 
switch is disabled then only switch enable menu item is enabled, the switch disable menu item 
is greyed out, and vice versa. For telnet, switch enable/disable commands can be executed 
regardless of switch status. 

Configure Log Parameters 

4-10 

- Conflguie log parameters tô set the fiie log path and priority leveis for Fabric Manager log information. When you 
configure the levei of each log, you designate what errors Fabric Managers saves to the file log and what errors 
appear when you open the Fabric Manager log. Changes made to logging paths and log leveis are dynamic and do 
not require an application restart to take effect. 

Caution: Do not change log parameters unless support personnel instruct you to doso. 

To configure log parameters, perform the fo llowing steps: 

Fabric Manager 
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Print 
•c 

From the File menu, select Options ... The Options window opens. 

From the Configurations navigation tree, click Log Parameters. 

1. 

2. 

3. In the Log Directory Path field, enter a directory or click Browse to select a directory to store the 
log directory. 

4. From the FabricManager Log Levei pulldown menu, select a severity levei. Fabric Manager will 
log ali events of that severity levei and lower. 

5. From the File Log Levei pulldown menu, select a severity levei. Fabric Manager willlog ali events 
of that severity levei and lower. 

6. Click OK. 

Fabric Manager can print the following views: 

• Devices 

• Event 

• Portgrid 

• Ports 

• Switches 

• Topology 

To print a view, perform the following steps: 

1. From the View menu, select a view that Fabric Manager can print. 

2. From the File menu, select Print .•. The Print dialog opens. 

3. Select a printer and click OK. 

Print in One Page 

To print a view in one page, perform the following steps: 

Note: The option to print in one page applies exclusively to Topology view. 

1. From the View menu, select a view that F abri c Manager can print. 

2. From the File menu; select Print In One Page ... The PrinLdialng opens. 

3. Select a printer and click OK. 

- ----
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Download a Configuration 

4-12 

With Fabric Manager, you have the opportunity to download a configuration from a saved baseline file or from a 
switch. During the download process, you can selectively choose the settings that you want to download and the 
settings that you want to omit. For instructions on saving a baseline configuration to a file, refer to Save a Baseline 
Configurarion to a File on page 16-2. 

Download to Switches from a Baseline File 

To download a baseline file to one or more switches, perform the following steps: 

1. From the Tools menu, select Config > Compare/Download from File. The Compare/Download 
from File-- Select Baseline Configuration dialog opens . 

2. Navigate to the baseline file and click Open. The Compare/Download from File-- Target Switch 
Selection window opens. 

3. From the SAN Elements tab, select switches you want to compare and move them to the right-hand 
window and click OK. You can 

• 
• 
• 

• 

• 

Navigate to a switch, click the switch, then click the right-pointing arrow . 

Click-and-drag a switch from the SAN Elements tab to the right-hand window . 

Press-and-hold Ctrl, click multiple switches in the SAN Elements tab, and click the right­
pointing arrow. 

Press-and-hold Ctrl, click multiple switches, and click-and-drag the switches from the SAN 
Elements tab to the right-hand window. 

Click-and-drag a fabric to the right-hand window to move add ali of the switches in that fabric 
to the window. 

The Compare/Download from File -- Switch Configuration comparison and Download window 
opens. 

4. Click Apply Baseline •.. 

5. 

Note: The delay timer at the bottom o f the Apply Baseline ••• dialog cannot be configured from this 
dialog. It is propagated from current settings in the sequenced reboot group and represented 
by the combination of "Fabric Stabilization timeout" and "Delay after F abri c Stabilization" 
parameters. 

Note: Prompts will appear to ensure that you do now download a configuration accidentally. 

The Apply Baseline window opens. The root navigation tree divides the switches into the following 
two groups: 

• Non-Reboot Config Group: these switches are Linux-based and do not need to reboot after a 
config download. 

• Reboot Config Group: these switches are VXWorks-based and must reboot after a config 
download. 

Click Apply. Fabric Manager will prompt you to be sur 
proceeds one group ata time. The status of the switches 

Doe: 
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Download to Switches from a Baseline Switch 

To download a configuration from a baseline switch to one or more switches, perform the following steps: 

1. From the Tools menu, select Config > Compare/Download from Switch. The Compare/ 
Download from Switch -- Source Configuration Selection window opens. 

. ........... ~. . ~-

2. Navigate to the switch that you want to use as a baseline and click the right-pointing arrow to move 
that switch to the right-hand window. 

3. Click OK. The Compare/Download from Switch -- Target Switch Selection window opens. 

4. From the SAN Elements tab, select switches you want to compare and move them to the right-hand 
window. You can 

• 
• 
• 

• 

Navigate to a switch, click the switch, then click the right-pointing arrow . 

Click-and-drag a switch from the SAN Elements tab to the right-hand window . 

Press-and-hold Ctrl, click multiple switches in the SAN Elements tab, and click the right-
pointing arrow. 

Press-and-hold Ctrl, click multiple switches, and click-and-drag the switches from the SAN 
Elements tab to the right-hand window. 

• Click-and-drag a fabric to the right-hand window to move add ali of the switches in that fabric 
to the window. 

5. Click Apply Baseline .•. 

Configu·re··File Transfer Options 

To configure file transfer options, perform the following steps: 

o 

Fabric Manager User 's Guide 
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1. From the File menu, select Options ... The Options window opens. The Options window is 
displayed in Figure 4-2. 

* Optlons ~- _ __ _.., ~~ 
onfigurations 
é··· ··Topology 

c· ···Fabric Change 

'·····ISL Status 

;.. ·Log Parameters 

: ···File Trensfer 

Filé Transfer 

Figure 4-2 Options Window 

1 "'.-; 

....... ....... · ·· ·· ··················· - ............. ·:,;.;.····· .. ·.:,;~ 

jFile Transfer~r~ocol(ftp)a ~rd R~red forfTP: 

2. The default view in the Options window is the File Transfer view. If the File Transfer view is not 
displayed, select File Transfer from the Configurations navigation tree. The Configurations 
navigation tree is displayed in Figure 4-3. 

C?nfigurations 
[·····Topology 

[·····Fabric Change 

[·····ISL status 

( ··Log Parameters 
ile Tran:=::ter 

Figure 4-3 Options Window Configurations Tree 

3. In the Remote Host IP field, enter the IP address o f your FTP server. 

4. In the Remote User Name field, enter your login name. 

-5.-ln-the..RemoteD.ir~r-J-P-ath-tield.,..enter...a-defauJ.t...P-T~I':Y~--

Note: Do not enter a file name, only a directory. 

6. From the Select Protocol pulldown menu, select File Transfer Protocol(ftp) . 

7. In the Password Required for FTP field, enter your password and click OK. 

8. Click Test to ensure that you can access the FTP server s Ji.l<.l~!EI-Ii~~~~~-w· ~i! I report 
success or failure. 
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9. Click OK to save settings. 

Synchronize Time and Date Across a Fabric 
You can synchronize time and date across an entire fabric. Because the firmware timestamps entries in the port log 
dump, you can more easily correlate events when you synchronize your fabric. 

Note: To synchronize time and date, you must choose fabrics, not switch groups. 

To synchronize time and date, perform the following steps: 

1. Log in to the switches in the fabric that you want to synchronize. For more inforrnation, refer to Log 
fn1o Multiple Switches Simultaneously on page 4-7. -c 2. In the SAN Elements tab, click the fabric that you want to synchronize. 

3. From the Action menu, select Set Time ... The Time dialog opens. The Time dialog is displayed in 
Figure 4-4. 

• o 

Set time for fabric:Web185 

~ednesday, March 12, 2003 2:41:21 PM Psr i!'~l 
.--·-,-;:;,- . - :·- -·- ·;· ........ -----:-;--··· .... .....:: ..... 

.. ______.· I I 
Figure 4-4 Time Dialog 

4. To adjust the time or date, click the appropriate field in the Time dialog and use the up and down 
arrows to iterate the value, then click OK. 

Filter Elements 

The Fi I ter tab consists o f the following three components: 

- - . - a teXt fieJd -

• a pulldown menu 

• a SAN Elements field 

To use the Fi! ter tab, perform the following steps: 

Fabric Manager User's Guide 
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1. From the pulldown menu, select an identifier. For more information, refer to Filter Tab on page 3-4. 

2. In the text field, type text (letters, numbers, or symbols such as a period) that appears in the elements 
that you want to view. For instance, to view elements that ali include switch in the name, select 
Name from the pulldown menu and enter switch in the text field. To view elements that include 
10.32 in the IP address, select IP from the pulldown menu and enter 10.32 in the text field. 

3. Press Enter. Every element that includes the text that you entered appears in the SAN Elements 
field. 

Designate a Switch as a Core Switch 

4-16 

Note: This procedure applies only to Core Edge topologies. 

Ali switches defined in the FCS policy o f a secure fabric are considered core switches. Any switches with devices 
attached to them are autornatically considered edge switches. For more information, refer to Topology View on 
page C-16. If you want to manually assign a core switch, perform the following steps: 

1. From the SAN Elements tab, click the switch that you want to designate. 

2. From the Actioils menu, select Core Switch. When you view the fabric to which that switch 
belongs in Topology view and select the core-edge layout, your switch will appear as a core switch. 

----- - ------- - --
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Grouping 6 

This chapter includes the following sections: 

• 
• 
• 
• 
• 

lntroduction on page 6-1 

Create a Group on page 6-2 

Delete a Group on page 6-4 

Export Groups on page 6-4 

Importa Group on page 6-4 

lntroduction 

o 

Logical groups consist of SAN elements (either switches or ports) that you select to monitor as a unit. When you 
click a group in the SAN Elements tab and select Summary view, you immediately see the status of the switches or 
ports that you added to the group. You can use groups to 

• 
• 
• 
• 

Simplify monitoring . 

Simplify management. 

Organize switches by function, switch type, firmware version, or any other criteria that you choose . 

Create functional hierarchies of groups . 

Create groups o f similar switches and ports so you can monitor and configure them as a unit instead of individually. 
For instance, i f you create a group o f switches that run the same firmware, you can download new firmware to those 
switches as a group, rather than one by one. Whenever you need to perform the same task on multi pie switches, you 
can save time i f you create a group and perform that task on the group. Examples of such tasks include 

• 
• 

Multiple switch login . 

Simultaneous firmware downloads . 

• Fabric-wide Iicense key activations. 

Note: A switch can appear in multiple groups at the same time. 

Groups-f!ffSist-i}f1-Yet!I'-SefVer-ift-y<'mr -FabricManager.xmlil-te~1'ou-can import-anu export groups so that multiple ~-t--
users can share group definitions. .. 

Note: Switches remain in a group even i f you remove their source fabrics from Fabric Manager. That 
is, i f switch Xis in fabric Y and you add it to group Z, switch X remains in group Z even after . 
you delete fabric Y from Fabric Manager. · 
Furthermore, when you look ata logical switch group in the Topology view, links will disappear 
if the switches that are in this group are no longer in the SAN Elements tab in Fabric Manager. 

i-?f~~'tt'1~ 
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Best Practices 

The following list describes valuable ways to use Fabric Manager groups: 

• 
• 

• 
• 
• 

• 

• 
• 
• 

Create groups of switch model types or firmware versions to expedite firmware downloads . 

Group switches by function to monitor switches that belong to different departments or that serve as 
a backbone to the SAN. 

Group switches by physicallocation to monitor fabrics in disparate locations . 

Group switches by SAN island to monitor or update individual islands 

Group switches by redundancy so you can maintain half of a fabric while the other half continues to 
carry traffic. 

Nest fabrics to drill down to the source of a problem. For instance, i f you create a switch group for a 
campus, then nest within that switch groups for departments, you can move down the hierarchy to 
determine the source of any status change. 

Create separate groups for monitoring and management to reduce unnecessary leveis of nesting . 

Group ports by certain devices and hosts to more easily monitor those elements . 

Use groups to simplify the monitoring view of a large or complex fabric . 

Note: When you remove a switch from a fabric, you must remove that switch from ali group definitions 
because F abri c Manager does not do so dynamically. For the same reason, i f you replace the 
switch with a new switch, you must add that switch to ali applicable group definitions. 

Create a Group 

o 

6-2 

With F abri c Manager, you can create a group o f switches ora group of ports. Group switches together that serve 
similar purposes (for instance, ali core switches or ali switches that run the same firrnware) and group ports together 
that serve similar purposes (for instance, ali E_Ports). 

Create SwitchGroups 

A switch group consists of a collection of switch identifiers. After you create a group, you can click-and-drag that 
group during tasks to work with ali switches at once. For instance, i f you want to log in to ali of the switches in a 
group, you can drag the group into the appropriate window so you do not need to select each individual switch. To 
create a group of switches, perforrn the following steps: 

1. From the File menu, select Groups > Edit Switch Groups ... The Edit Switch Groups dialog box 
appears. 

2. 

3. 

Click the SwitchGroups icon in the right-hand window. 

Note: The group that you create appears nested within the item that you click in this step. If you 
click an existing group instead of the SwitchGroups icon, your new group will appear as a 
subgroup o f that group. After you c reate a group, you can c!ick-and-drag it to a new Jocation 
in the hierarchy. 

Click Create ... The Create Group dialog box appears . 
CPMI · 
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Grouping 

4. Type a name for your group in the Name field and click Okay. 

5. Click the icon of the group that you created. 

6. In the left-hand window, click the switch that you want to add to your group, then click the right­
pointing arrow to add the switch to the group. 

Note: To add multiple switches at once, press and hold the Ctrl key as you click additional 
switches or simply click-and-drag any node in the tree to add the switches from that node. 

Note: Click-and-drag switches directly from the left-hand window to the switch group to more 
quickly populate the group. 

7. Click OK after you add switches to your group. The group appears in the SAN Elements tab under 
SwitchGroups. To view the contents of the group, click the group. 

Create PortGroups 

A port group essentially consists of a collection of port identifiers. After you create a group, you can click-and-drag 
that group during tasks to work with ali ports at once. Perforrn the following steps to create a group of ports: 

1. From the File menu, select Groups > Edit Port Groups ••• The Edit Port Groups dialog box 
appears. 

2. Click the PortGroups icon in the right-hand window. 

Note: The group that you create appears nested within the item that you click in this step. If you 
click an existing group instead o f the PortGroups icon, your new group will appear as a 
subgroup ofthat group. After you create a group, you can click-and-drag it to a new location 
in the hierarchy. 

3. Click Create ... The Create Group dialog box appears. 

4. Type a name for your group in the Name field and click Okay. 

5. Click the icon of the group that you created. 

6. In the left-hand window, click the port that you want to add to your group, then click the right­
pointing arrow to add the port to the group. 

Note: To add multi pie ports at once, press and hold the Ctrl key as you click additional ports . 

------- - ---------------------------------------------------------------------

Note: Click-and-drag ports directly from the left-hand window to the port group to more quickly 
populate the group. 

7. 

Fabric Manager User's Guide 

Click OK when you have finished adding ports to your group. The group appears in the SAN 
Elements tab under PortGroups. To view the contents of the group, click the group. 
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6 Grouping 

Delete a Group 
1. From the File menu, select Groups > Edit {Switch I Port}Groups .•. The Edit {Switch I Port} 

Groups dialog box appears. 

2. In the right-hand window, navigate to the group that you want to delete and click that group. 

3. Click Delete, then click OK. 

Tip: You can also select the group you want to delete from the SAN Elements tab and press Delete 
on your keyboard to delete a group. 

• c Export Groups 

e 

When you create a group, that group exists in your FabricManager.xml file. To share your group definitions with 
other users, export the group so another user can import the group. 

To export a group, perform the following steps: 

1. From the File menu, select Groups > Export ••• The Export dialog box appears. 

2. Click the Browse ... button, navigate to the file to which you want to export the group, and click 
Open. 

3. Under the SAN Elements tab in the left window, click the group or groups that you want to add to 
the file . 

Note: You must select the parent group in order to import the parent group and ali of its sub-groups at 
a later time. 

4. Click the arrow to add the group(s) to the file, then click Save. 

()nport a Group 

6-4 

Import groups to add group definitions from other users to your personal profile so you do not need to recreate the 
groups yourself. To importa group, perform the following steps: 

l. From the File menu, select Groups > lmport •.. The Import from file: dialog box opens. 

2. Navigate to the file that contains the group that you want to import. Click the file, then click Open. 
The groups in the file appear under the SAN Elements tab under the appropriate groups type. 
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Zoning 

This chapler includes the following sections: 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

lntruduction on page 8-1 

Access the Zone Administration Window on page 8-3 

lliew the Zone Confixumtion Sununary on page 8-4 

Add a WWN in the Zoning Database on page 8-4 

Search for a Zone Member on page 8-5 

Selccr a Zoning Method 011 page 8-6 

Refresh Zmzüzg on page 8-6 

Refresh the Fabric on page 8-6 

Enable a Configuration on page 8-6 

Disablc Zoning on page 8-7 

Save Changes to an Existing Configuration on page 8-8 

Clear thc Zoning Database 011 page 8-8 

Creare an Alias on page 8-9 

Crcate a Zone on page 8-10 

C reate a QuickLoop on page 8-1:2 

Creale a Fabric Assist Z<me on page 8-13 

Creme a Col({iguration on page 8-15 

8 

• rytroduction 
Fabric Manager 11.ses Advanced Web Tools to configure and administer zoning. This chapter provides high-level 
zoning instructions, then goes into detail about zoning concepts and practices . 

Note: Specific Advanced Web Tools interfaces vary by finnware. Your interface and functionality 
ma~ not match the interface that appears in the fi ures and exam les in this chapter. 

Zoning enables you to partition your SAN into logical groupings of devices that can access each other. For J. 
example, you can partition your SAN into two zones, winzone and unixzone, so that your Windows servers and , 
storage do not interact with your UNIX servers and storage. To configure zoning, you must use zones, aliases, and ~ 

configurations. \ 
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Zone 

A zone is a region within the fabric where switches and devices can communicate. A device can only communicate 
with other devices connected to the fabric within its specified zone. You can specify members of a zone based on the 
following identifiers: 

• 
• 
• 
• 

alias names 

switch domain and port area number pairs (for example, "2, 20") 

WWNs 

QuickLoop AL_pAs 

Alias 

An alias is a logical group o f ports, WWNs, or AL_PAs. Specifying groups of ports or devices as an alias makes 
zone configuration easier, by enabling you to configure zones using an alias rather than a long string of individual 
members. You can specify members of an alias using the following methods: 

• A switch domain and port area number pair 

Example 

2,20 

• WWN (device) 

• QuickLoop AL_PAs (device) 

Configuration 

A configuration (often called a config) is a group of zones. Zoning is enabled on a fabric by enabling a specific 
configuration. You can specify members o f a configuration with the following identifiers: 

• 
• 
• 

zone names 

QuickLoop names 

Fabric Assist (FA) zone names 

Zoning Schemes 

Various leveis of zoning (or zoning schemes) isolate S}'Stems that have different operating_environments. For 
example, you can create a zone o f ali ports connected to UNIX servers, or another zone o f ali ports connected to 
Windows servers. Zones limit access of devices to other devices connected to the fabric within the same zone. 

Zones can be configured dynamically. They can vary in size depending on the number o f f abri c connected devices, 
and devices can belong to more than one zone. Because zone members can access only other members o f the same 
zone, a device not included in a zone is not available to members of that zone._ 
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When you enable security, you can only access zoning with the primary FCS switch. The zoning icon does not 
appear on any other switch in the display. If you do not enable security, you can configure zoning from any switch. 

Zoning Methods 

Zoning methods determine what appears in the subsequent components of the Zone Administration window. You 
can use four methods to define members of a zone. Each method is considered either hard zoning or soft zoning. 
Hard zoning defines alias members exclusively with domain/port ID pairs or with WWNs. Soft zoning defines alias 
members with a mixture of port IDs and WWNs. Table 8-llists and describes the methods. 

Table 8-1 Zoning Methods 

Method Description 

Mixed Zoning This method enables you to define members using the port area number, device WWNs, 
QuickLoop AL_PAs. This method is considered soft zoning. 

Port Zoning This method enables you to define members using port area number only. This method is 
considered hard zoning. 

WWNZoning This method enables you to define members o f zone using device WWNs. This method is 
considered hard zoning. 

AL_PA Zoning This method enables you to define members of zone using QuickLoop AL_PAs only. This 
method is considered hard zoning. 

Zoning Method and Tabs A vailable 
Depending on the zone method that you use, certain tabs may or may not be available on the Zone Administration 
window. 

Table 8-2 Zone Methods and Tabs Table 

Zone Levei Available Tabs 

Mixed Zoning Alias, Zone, QuickLoop, Fabric Assist, Config 

Port Zoning Alias, Zone, QuickLoop, Fabric Assist, Config 

WWNZoning Alias, Zone , QuickLoop, Fabric Assis! , Config 

AL_PA Zoning Alias, Zone, QuickLoop, Config 

Access the Zone Administration Window 

To access the Zone Adrninistration window, perform the following steps: 

I. 

2. 

From the View menu, select Summary. 

In the SAN Elements tab, click the fabric th at yo u want to v iew. 
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loac 3 6~ 
From the Actions menu, select Zone Admin ... Web Tools launches and prompts yo u to log in . 
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4. Log in to Advanced Web Tools. The Zone Administration window opens. 

View the Zone Configuration Summary 
To view the Zone Configuration summary, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Adm;,ústration Window on page 8-3. 

2. Select File > Print Summary. The Zone Configuration summary dialog box appears. An example 
of the Zone Configuration summary is shown in Figure 8-1 . 

d 
I 

I 
· Aba~e'3: 
I 

a_too_1: 
SO:: OS: 0:'7: 6S: 0:5: 44: :Ob: U 

i$_:Coo_10:: 
501: OS! 07:65: OS: 44: 'Ob: fS 

• 1!oo_l.OO: 
50': 05!07:6.S:OS:44: :0:b: t5 

a too.,...1Qil: 
SO:: OS~ G7: 6S: OS: 44: ·Ob: tS 

a_too ... )LO,Z: 
50': OS: O?t~S~05: 44=.01>~- tS 

Figure 8-1 Zone Configuration Summary 
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Access the Zone Administration window. For more information, refer to 4ccess--,t.,h--n----. \~ 
Administmtion Window on pagc 8-3. "-: 

l. 

To add a WWN to the zoning database, perform the following steps: 

2. Select Edit > Add a WWN. The Add WWN ... dialog box appears. 

3. Enter a WWN value in the WWN field. 

~~ 
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4. Click the OK button. The WWN is added to the zoning database and can be used as a memtier: - · 

Note: This WWN added does not need to currently exist in the fabric. This procedures enables you to 
configure a WWN as a member in a zone configuration before you add that device to the fabric. 

Detete a WWN in the Zoning Database 

To delete a WWN from the zoning database, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window on page 8-3 . 

2. Select Edit > Delete a WWN. The Delete WWN ••• dialog box is displayed. 

3. Enter a WWN value in the WWN field. 

4. Click the OK button. The WWN is deleted from the zoning database and as a member from any 
alias or zone. 

Replace a WWN in the Zoning Database 

This procedures enables you to replace a WWN throughout the zoning database. This is helpful when exchanging 
out devices in your fabric, and easily maintaining your current Configuration. To replace a WWN in the zoning 
database, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window on pagc 8-3. 

2. Select Edit > Replace a WWN. The Replace WWN ... dialog box is displayed. 

3. Enter the WWN to be replaced in the Replace field. 

4. Enter the new WWN in the By field . 

5. Click the OK button. The old WWN is replaced in the zoning database by the new WWN, including 
within any alias or zone where the old WWN was a member. 

Search for a Zone Member 

To search for a zone member, perform the following steps : 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Wiltdow on pagc 8-3. 

2. Select Edit > Search Member. 

3. Type the zone member name in the Member Name field . 

4. (Optional) Check one or more checkboxes to narrow the search . 

5. Click the Next button to begin the zone member search. Fls. N° ___ _ 
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8 Zoning 

Select a Zoning Method 
The zoning method you choose determines how members appear in the various member se!ection windows. It also 
determines whether you are using hard zoning or soft zoning. 

I. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window on page 8-3. 

2. From the View pulldown menu, select one o f the following: 

• Mixed Zoning 

• Port Zoning 

• WWN Zoning 

• AL_PA Zoning 

The zoning method that you choose determines how members appear in the various member 
selection windows. Refer to Zoning Methods on page 8-3 for more information. 

Refresh Zoning 
To refresh zoning, perform the following steps: 

l. Access the Zone Administration window. For more information, refer to Access the Zone 
Admínístration Window on page 8-3. 

2. From the View menu, select Refresh Zoning to refresh the zoning database and delete any unsaved 
changes. You can view the current zoning database from the Zone Configuration Summary 
window. For more information, refer to Víew the Zone Configuratíon Sununwy on pagc 8-4. 

Refresh the Fabric 
To refresh the fabric, perform the following steps: 

I. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window on page 8-3. 

2. From the View menu, select Refresh Fabric to refresh the enabled zone configuration on the fabric 
and delete any unsavcd changes. You can view the current zoning database from the Zone 
Configuration Summary window. For more information, refer to Víew the Z.fLU.t:.,.~,..J.J.i,fi.L:lJ'.J.J../..<UJ..Ll:.u.L--
Swnntary on page 8-4. -· ~Q~ 11 9 ô3/2ôô5 -Ctr-' 
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The Actions > Enable a Config option enables a configuration that has previously been cr 
Crmfiguration on page 8- I .'i). A dialog box appears; select the desired configuration from t 

Severa! configurations can res ide on a sw itch at once and you can quickly alternare between configurations. For 
instance, you may want to enable one configuration during the business hours, and enable another ovemight. You 
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To create a new configuration, refer to Create a Conjiguration on page 8- I 5. To enable a configuration, perform the 
following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
1\dminisrration Window on page 8-3. 

2. Click the View pulldown menu. 

3. Select the desired levei of zoning. 

4. Select the Config tab. 

5. Select Actions > Enable Config to activate a configuration. The Enable Config dialog box 
appears. Figure 8-:2 shows the Enable Config •.• dialog. 

Please select a configto enable: 

Figure 8-2 Enable Config Dialog Box 

6. Select the configuration to be enabled from the pulldown menu. A warning dialog box appears. 

7. Click the Yes button to enable the selected configuration. 

Disable Zoning 
The Actions>DTsã61eZ"õiiing opt10n dtsables the enabled configurati®.Tne ITisa61eConfig dialog box appears. 

When you disable the zoning feature , the fabric enters non-zoning mode and ali devices can freely access other ~~ 
devices in the fabric. 

When you disable the active configuration, the zoning feature is disabled on the fabric and ali devices within the 1 

fabric can communicate with ali other devices. Trus does not mean that the zoning database is deleted however, only · 
that there is no configuration active on the fabric. To disable zoning, perform the following steps: 

' 
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1. Access the Zone Administration window. For more information, refer to Access the lime 
Administration Window on page 8-3 . 

2. Select Actions > Disable Zoning to disable the current enabled configuration. The Disable Config 
warning appears . 

3. Click the Yes button to disable the current configuration. 

Save Changes to an Existing Configuration 
To save changes to an existing configuration, perfonn the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administratíon Windo1~· on page 8-3. 

2. Click the Config tab . 

3. Make desired changes to configuration (refer to Create a Zone on page 8-10). 

Note: You can make changes to a configuration that is currently enabled; changes will not appear 
until the configuration is disabled and re-enabled. 

4. Select the Actions > Save Config Only option. 

Note: The configuration changes will be saved. Changes will not take effect until the configuration 
is re-enabled. 

To enable the configuration, refer to Enable a Conjiguration on page 8-6. 

Clear the Zoning Database 

8-8 

The following procedure disables any active configuration and deletes the entire zoning database. 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Adnúnistratíon Window on page 8-3. 

2. Select the Actions > Clear Ali option. The Disable Config warning appears . 

3. 

Caution: This action will not only disable zoning on the fabric, but will deleted the entire zoning 
data base. 

Click the Yes button to disable the current configuration. 
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To create an alias, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window 011 page 8-3. 

2. Select the View menu to determine the method used to view members. The different methods are as 
follows: 

• Mixed Zoning 

• PortZoning 

• WWNZoning 

• AL_PA Zoning 

The member view method you choose determines how members are displayed in the Member 
Selection List window. Refer to View Menu 011 page H-3 for more information. 

3. Click the Alias tab (selected by default) . 

4. Click the Create Alias button. The Create New Alias dialog box appears. 

5. Enter a name for the new alias. 

6. Click the OK button. 

7. Click on any "+" signs in the Member Selection List to view the nested elements. The choices 
available in the Member Selection List depend on the selection that you made in the View menu. 

8. Highlight an element in the Member Selection List that you want to include in your alias. The Add 
Member button becomes active. 

9. Click the Add Member button to add alias members. Selected members move to the Alias 
Members window. 

10. Repeat step 7 and step 8 to add more elements to your alias . 

11 . Use the Add Other button to include a WWN, port, or QuickLoop (AL_PA) that is not currently a 
part of the fabric (optional). 

The new alias appears in the Name pulldown Iist. 

Modify the Members of an Alias 

To modify the members of an alias, perform the following steps : 

1. Access the Zone AdministJ:atiQD_win._do__w._EoLID.or_e infonnation, refeLto.Access the Zone 
Administration Window on page 8-3 . 

2. Select the Alias tab (selected by default) . 

3. From the Name pulldown menu, select the alias you want to modify. 

4. Highlight an element in the Member Selection List that you want to include in your alias; or, 
highlight an element in the Alias Members field that you want to delete. 

5. Click the Add Member butto11 to add an alias member or cli 
remove a11 alias member. 

CPMI · COR REIOS 
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Delete an AI ias 

To delete an alias, perform lhe following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Admillisrration Window on page 8-3. 

2. Select the Alias tab (selected by default). 

3. From the Name pulldown menu, select the alias you want to delete. 

4. Click the Detete button. The Confirm Deleting Alias dialog opens. 

5. Click the OK button to delete the alias from the zoning database. 

Rename an Alias 

To rename an alias, perform the following steps: 

1. Access the Zone Adminlstration window. For more information, refer to Access the Zone 
Administration Window on page 8-3. 

2. Select the Alias tab (selected by default) . 

3. From the Name pulldown menu, select the alias you want to rename. 

4. Click the Rename button. The Rename an Alias dialog box appears. 

5. Enter a new alias name and click OK. 

.. . -· -.,.._-.... ............. 

Create a Zone 
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To create an zone, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zmze 
Administration Window on page 8-3. 

2. Select the View menu to determine the method used to view members. The different methods 
include the following: 

3. 

4. 

5. 

6. 

• 
• 
• 
• 

Mixed Zoning 

Port Zoning 

WWNZoning 

AL PA Zoning_ 

The member view method that you choose determines how members ar ~~laye9d in . rne Me ·- e-~ 
Selection List window. For more information, refer to View Menu on pa r(f'Nt~ _ l i ô31LÔÔ - · 
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Click the Create button. The Create New Zone dialog box appears . Fls. No Ü 3 7 9 
Enter a name for the new zone and click the OK button. 

Click on any "+" signs in the Member Selection List to view the nested ents. 3htÚ:~ic6s 
ava ilabl e in the Member Selection List depend on the selection made in h ~éw mentt . 
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7. Highlight an eiement in the Member Selection List that you want to include in your Zone. The Add 
Member button becomes active. 

8. Click the Add Member button or use drag and drop to add zone members. Seiected members move 
to the Zone Members window. 

9. Repeat step 7 and step 8 to add more elements to your zone. 

10. Use the Add Other button to inciude a WWN, port, or QuickLoop (AL_PA) that is not currentiy a 
part of the fabric (optional) . The new zone appears in the Name puildown menu. 

Modify the Members of a Zone 

To modify the members of a zone, perform the following steps: 

1. 

2. 

3. 

4. 

5. 

Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Willdow on page 8-3. 

Seiect the Zone tab. 

From the Name pulldown menu, seiect the zone that you want to modify. 

Highlight an eiement in the Member Selection List that you want to include in your zone; or, 
highlight an eiement in the Zone Members field that you want to delete. 

Click the Add Member button to add a zone member or click the Remove Member button to 
remove an zone member. 

Delete a Zone 

To delete a zone, perform the following steps: 

1. 

2. 

3. 

4. 

5. 

Access the Zone Administration window. For more information, refer to Access the Zmze 
Administration Wüulow on page 8-3. 

Select the Zone tab . 

From the Name puildown menu, seiect the zone you want to delete. 

Click the Delete button. The Confirm Deleting Zone dialog opens. 

Click the OK button . 

Rename a Zone 

· ---n.~~ To rename a zone, perform the following steps: .~, 

1. Access the Zone Administration window. For more information, refi 1U 

2. 

3. 

Administration Window on pagc 8-3. CP MI - COR REIOS 
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From the Name puildown menu, select the zone you want to rename. · · - _Q__3 
4. Click the Rename button. The Rename a Zone dialog box appears. 
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5. Enter a new zone name and click the OK button. 

Create a Quickloop 

-c 

8-12 

To create a QuickLoop, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Adminütration Window on page 8-3. 

2. 

3. 

4. 

5. 

6. 

From the View menu, select one o f the following methods: 

• Mixed Zoning 

• PortZoning 

• WWNZoning 

• AL_PA Zoning 

The method that you choose determines how members appear in the Member Selection List 
window. For more information, refer to View Menu on page H-3. 

Select the QuickLoop tab. 

Click the Create button. The Create New QuickLoop dialog box appears. 

Enter a name for the new QuickLoop and click the OK button. 

Highlight an element in the Member Selection List that you want to include in your QuickLoop. 
(Click on any "+" signs in the Member Selection List to view the nested elements. The choices 
available in the Member Selection List depend on the selection made in the View menu.) The Add 
Member button becomes active. 

Note: There is a limit o f 2 members per QuickLoop. 

7. Click the Add Member button to add QuickLoop members. Selected members move to the 
QuickLoop Members field. 

8. Repeat step 6 and step 7 to add more elements to your QuickLoop. 

9. Use the Add Other button to include a WWN, port, or QuickLoop (AL_PA) that is not currently a 
part ofthe fabric (optional) . 

The new QuickLoop appears in the Name pulldown menu. 

Modify the Members of a Quickloop 

To modify the members o f a QuickLoop, perform the following steps: . 

1. Access the Zone Administration window. For more informatwn, refer o A-cce.l.>the Zon e ~ 
Admtnistratirm Wllldow on page 8-:1 . fJIJS~ 

. CPM I · CORREIOS I 
2. Select the QmckLoop tab. · 

3. From the Name pulldown menu, select the QuickLoop you want to mo ·fFis . No Ü 3 81 
4. Highlight an element in the Member Selection List that you want to in lude in your QuickLoop r 

highlight an element in the QuickLoop Members that you want to dele Y· 3 6 
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5. Click the Add Member button to add a QuickLoop member or click the Remove Member button 
to remove an QuickLoop member. 

Delete a Quickloop from the Database 

To delete a QuickLoop, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Adminisrmtion Window on page 8-3. 

2. Select the QuickLoop tab . 

3. From the Name pulldown menu, select the QuickLoop you want to delete. 

4. Click the Delete button. The Confirm Deleting QuickLoop dialog opens. 

5. Click the OK button. 

Rename a Quickloop 

To rename a QuickLoop, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window on page 8-3. 

2. Select the QuickLoop tab. 

3. From the Name pulldown menu, select the QuickLoop you want to rename. 

4. Click the Rename button. The Rename a QuickLoop dialog box appears. 

5. Enter a new QuickLoop name. 

6. Click the OK button. 

• ~reate a Fabric Assist Zone 

To create a Fabric Assist zone, perform the following steps: 

Note: This example uses the Mixed Zone levei. 

__ l._ Ac.cess tbe Zone Administration window For moreinformation,_refer_to .c'\.ccess the lime 
Admi11isrration Window on page 8-3. 

2. Enter tbe admin levei user name and password. 

3. From tbe View menu, select Mixed Zoning. (You can select any view exl::ltei~\te~~r,ó::t)~:l 
Tbe Mixed View tab appears. 

4. Select tbe Fabric Assist tab. 

5. Select tbe Create button. Tbe Create New FA dialog box appears . 

6. Enter a name for tbe new FA zone and click the OK button. (A fabri c hos is require~ 6 9 
Doe: ------:t-'vJl.~ 
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7. Highlight the desired Fabric Assist zone members from the Member Selection List. 

8. Click the Add Member button. The new members appear in the Fabric Assist Members window. 
The newly created FA zone also appears in the Config tab. 

Modify the Members of a Fabric Assist Zone 

To modify the members of a F abri c Assist zone, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the 7..one 
Administrarüm Window on page 8-3 . 

2. Select the Fabric Assist tab. 

3. From the Name pulldown menu, select the Fabric Assist Zone that you want to modify. 

4. Highlight an element in the Member Selection List that you want to include in your Fabric Assist 
zone; or, highlight an element in the Fabric Assist Zone Members field that you want to delete. 

5. Click the Add Member button to add a Fabric Assist zone member or click the Remove Member 
button to remove an Fabric Assist zone member. 

Delete a Fabric Assist Zone 

To delete a Fabric Assist zone, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access rhe Zone 
Administrarion Window on page 8-3. 

2. Select the Fabric Assist Zone tab. 

3. From the Name pulldown menu, select the Fabric Assist zone you want to delete. 

4. Click the Delete button. The Confirm Deleting Fabric Assist Zone dialog opens. 

5. Click the OK button. 

Rename a Fabric Assist Zone 

To rename a Fabric Assist zone, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Adminisrration Window on page 8-3. 

------~--

2. Select the Fabric Assist tab. 

3. From the Name pulldown menu, select the Fabric Assist zone that you want to 

4. Click the Rename button. The Rename a Fabric Assist Zone dialog box appe 

5. Enter a new Fabric Assist zone name and click the OK button. 
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Create a Configuration 
To create an configuration, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zrme 
Administration Window on page 8-3. 

2. From the View menu, select one o f the following methods: 

3. 

4. 

5. 

6. 

• Mixed Zoning, 

• Port Zoning, 

• WWNZoning, 

• AL_PA Zoning . 

The member view method that you choose determines how members appear in the Member 
Selection List window. Refer to View Menu on page H-3 for more information. 

Select the Config tab. 

Click the Create button. The Create New Config dialog box appears. 

Enter a name for the new configuration and click the OK button. 

Click on any "+" signs in the Member Selection List to view the nested elements. 

.. ·· ·-:-----............ ':\ 

7. Highlight an element in the Member Selection List that you want to include in your configuration. 
The Add Member button becomes active. 

8. 

9. 

10. 

Click the Add Member button to add configuration members. Selected members move to the 
Config Members field. 

Repeat step 7 and step 8 to add more elements to your configuration. 

Select the Actions > Save Config Only option. The new configuration appears in the Name 
pulldown list. To enable the configuration, refer to Enable a Cm~figuration on page 8-6. 

Note: Any changes made to the currently enabled configuration will not appear until the configuration 
is re-enabled. 

Modify the Members of a Configuration 

To modify the members o f a configuration, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Acces~· the Zone 
_____ ______ u _,dmin_ÜJLCJ.t.ioJ:L.J1!.il!.dClli'...SID...pae,gc ... -• ..uSe::.- "..!..1 ---------

2. 

3. 

4. 

Fabric Manager User's Guide 

Click the Config tab. ~ 

From the Name pulldown menu, select the configuration that you want to modify. · 

Click an element in the Member Selection List that you want to include in your configuration or 
click an element in the Config Members that you want to delete . ' 
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5. Click the Add Member button to add a configuration member or click the Remove Member button 
to remove a member from a configuration. 

Note: You can make changes to a configuration that is currently enabled; changes will not appear 
until the configuration is disabled and re-enabled. 

6. Select the Actions > Save Config Only option. 

Note: The configuration changes will be saved. Changes will not take effect until the configuration 
is re-enabled. 

To enable the configuration, refer to Enable a Configuration on page 8-6. 

Delete a Configuration 

You cannot delete a currently enabled configuration. 

To delete a configuration, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access the Zone 
Administration Window on page 8-3. 

2. Select the Config tab. 

3. From the Name pulldown menu, seiect the configuration you want to delete. 

4. Click the Delete button. The Confirm Deleting Config dialog opens. 

5. Click the OK button. 

Rename a Configuration 

To rename a configuration, perform the following steps: 

1. Access the Zone Administration window. For more information, refer to Access riu: Zone 
Adnúnistration Window on page 8-3. 

2. Select the Config tab. 

3. From the Name pulldown menu, select the configuration you want to rename. 

4. Click the Rename button. The Rename a Conflg dialog box appears. 

----~-.----Enter-a-new-(;;ontig-nam&-an~l-iGk-th~K-buttAA-.-. ---- - ---

Note: You can make changes to a configuration that is currently enabled; changes will not appear 
until the configuration is disabled and re-enabled. 

6. Select the Actions > Save Config Only option. 

Note: The configuration changes will be saved. Changes will not take e 
is re-enabled. 

Fabric Manager User's ·Guide 
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To enable the configuration, refer to Enable a Configuration on page 8-6. 

Create a Configuration Analysis Report 

1. Access the Zone Administration window. For more information, refer to Access the lime 
Administration Window on page 8-3 . 

2. Select the Config tab. 

3. From the Name pulldown menu, select a configuration to analyze. 

4. Select the Analyze Config button. An analysis window appears. An example of an analysis report is 
shown in Figure 8-3. 

Figure 8-3 Analyze Config Report Example 

5. View the Configuration Analysis. A report appears that lists the following: 

• SAN components (ports, WWNs, and AL_PAs) that are not included in the configuration. 

• SAN components (ports, WWNs, and AL_PAs) that are contained in the configuration but not 
in the fabric . 

CP MI · 
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Fabric Checking 

This chapter includes the following sections: 

• 
• 
• 
• 
• 

fntroduction on page 14-1 

Enable Fabric Checking on a Fabric on page 14-2 

Autonwtica/ly Enable Fabric Checking on All Fabrics on page 14-2 

Disuble Fabric Checking on page 14-3 

MoniTor Fabric Checking in Topo/ogy View on page 14-3 

lntroduction 

·:, .... ,,.,.. ""'"" " . "~r 
.. ~ ... ___ .. ...,. . ~ ......... 

Chapter 

You can configure the Fabric Checking feature to monitor the fabric and registers events when you add switches to 
or remove switches from the fabric. When you add or remove a switch from a selected fabric, F abri c Checking adds 
an entry to the switch event log and changes the status color ofthe fabric. You can configure Fabric Checking to 
ignore additions to the fabric, but the software always registers an event when you remove a switch. 

Fabric Manager polls the fabric every fifteen seconds to determine i f the fabric has changed. Tablc 14-llists the 
changes that Fabric Checking monitors and describes how the software responds to the change. 

Table 14-1 Fabric Checking Alerts 

Change Response 

switch disconnects from Fabric Manager creates a "ghost" switch image that lasts until you restare the switch 
fabric to the f abri c or disable F abri c Checking. The following actions take place to represent 

the changes in Fabric Manager: 

• Fabric Manager adds an entry to the switch event Iog stating that the switch has 
been removed from the fabric . 

• F abri c Manager changes the status calor of the f abri c . 

• A "ghost" switch image appears in the Topology View, At-A-Glance View(s), 
and the Switch table. 

• Entries for the "ghost" switch are removed from the portgrid, ports, and devices 
tllhlf'.~ - ---

switch connects to fabric F abri c Manager adds an entry to the switch event log and changes the status colar o f 
the fabric . --------.~ 

Note: Fabric Checking monitors switches (not devices) removed from and added to a fabric . 

Fabric Manager User's Guide 
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F abri c Checking allows users to know when changes occur in the fabric. If you administer a fabric that you want no 
one to add switches to or remove switches from, F abri c Checking helps you monitor that activity. 

Enable Fabric Checking on a Fabric 
To enable Fabric Checking, perforrn the following steps: 

1. In the SAN Elements tab, click the fabric that you want to check. 

2. From the Actions menu, select Fabric Checking. A dark blue ring appears around the icon in the 
SAN Elements tab, the Topology View, and the At-A-Glance views to indicate that you enabled 
Fabric Checking. 

Reset Fabric Checking 

Reset Fabric Checking after you make a permanent addition or deletion to your fabric . To reset Fabric Checking, 
perform the following steps: 

1. In the SAN Elements tab, click the fabric that you want to reset. 

2. From the Actions menu, select Fabric Checking to disable fabric checking on the fabric . 

3. From the Actions menu, select Fabric Checking to enable Fabric Checking with the new topology. 

Automatically Enable Fabric Checking on Ali Fabrics 

14-2 

To automatically enable fabric checking on ali fabrics that Fabric Manager discovers, perform the following steps: 

"' 
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1. From the File menu, select Options ... The Options dialog box appears. This dialog box is displayed 
in Figure 14-1. 

Cl1eo:k for loo-t :; ·.,·;rto:he: only a 

Figure 14-1 Options Window for Fabric Checking 

2. In the Configurations tree, click Fabric Change. The Fabric Change dialogue appears in the 
right-hand window. 

3. In the Fabric Change window, check the Automatically check fabrics? checkbox and click OK. 

Disable Fabric Checking 
(_ 

To disable Fabric Checking, perform the following steps: 

1. In the SAN Elements tab, click the fabric that you no longer want to check. 

2. From the Actions menu, select Fabric Checking. The check mark beside Fabric Checking is 
removed. 

Monitor Fabric Checking in Topology View 
When you remove a switch from a checked fabric, the switch appears "ghosted" in Topology view and the links to 
the switch no longer appear. When you retum the switch, the standard node replaces the "ghost" node. 

Fabric Manager User's Guide 
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Fabric Checking 

Figure 14-2 displays a fabric that runs Fabric Checking. 

Figure 14-2 Fabric Before a Remove Event 

Figure 14-3 displays the sarne fabric after the administrator removes a switch. Switch fmgrl46 appears "ghosted." 

Figure 14-3 Fabric After a Remove Event 

Note: I f ISL Checking and F abri c Checking are both enabled, anda switch is removed from the fabric , 
a red color Iink will be displayed in the Topology view connecting the "ghosted" switch node to 
the original switch it was connected to. 



Actions Menu Reference 

This appendix includes the following sections: 

• 
• 
• 
• 

lntroduction on page D-1 

Fabric Actions on pagc D-2 

Switch Actions on pagc D-6 

Porr Actions on page D-6 

lntroduction 
The Actions menu displays tasks that you can perforrn with Fabric Manager. You can only access items in this 
menu in the following cases: 

• when you click a specific fabric in the SAN Elements tab 

• when you click a specific switch in the SAN Elements tab 

• when you click a switchgroup node in the SAN Elements tab 

• when you click a switchgroup in the SAN Elements tab 

• when you click a specific port in the SAN Elements tab 

• when you click a portgroup node in the SAN Elements tab 

• when you click a portgroup in the SAN Elements tab 

• when you click a specific card in the SAN Elements tab (for switches that support cards) 
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D Actions Menu Reference 

Fabric Actions 

When you click a fabric in the SAN Elements tab and open the Actions menu, the menu provides a series o f fabric­
wide tasks that you can perform. Table D-1 lists and describes the actions. 

Table D-1 Fabric Actions 

Action Description 

Events Opens the Fabric Manager Event Log. 

Telnet to FCS •.. Telnets to the FCS of a secure fabric. If you click a non-secure f abri c in the SAN 
Elements tab, you cannot access this action and it appears as Telnet ... 

Note: This option only appears when you click a secure fabric in the SAN 
Elements tab. 

Security ... Opens the Security Admin window to adrninister security. For more information, 
refer to Security Admin Window on page D-4. 

Note: This option only appears when you click a secure fabric in the SAN 
Elements tab. 

ZoneAdmin ... Opens the Zone Administration window of Web Tools. 

Name Server ..• Opens the Name Server Table window in Web Tools. 

ISL Opens the ISL submenu to initiate or restamp ISL checking. For more information, 
refer to /SL Submenu on page D-5. 

Set Time ... Opens the Time dialog box to update the time and date settings on the switches in the 
fabric. To configure the time, place your cursor in any part of the Time field and use 
the up arrow or down arrow to iterate the field, then click OK. 

Refresh FDMI Info Refreshes FDMI information. 

Note: This option only appears when FDMI capable HBAs are connected 
to switches running Fabric OS versions that support FDMI. 

- - - - - - - - - - - ---- ~-
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Table D-1 Fabric Actions (Continued) 

Action Description 

Backup ... Opens the Backup fabric configuration-Select a folder window to create a backup 
fil e that contains the following inforrnation: 

• the configuration file of every switch in the fabric 

• the license keys for every switch in the fabric 

• a list of switches that belong to the fabric 

• an ISL stamp 

Note: The Backup action does not store the current ISL stamp. It 
creates a stamp of the ISLs as they appear at the moment o f the 
backup. 

• ali zone definitions (and notes the active zone) 

• which firmware version each switch runs 

• name server information 

Diff with Backup ... Opens the Diff fabric configuration with backup window to compare a fabric to a 
backup file and Iists discrepancies. 

Fabric Checking Activates or deactivates Fabric Checking. A dark blue ring appears around the fabric 
icon to indicate that you enabled Fabric Checking, and a check mark appears next to 
the action in the Actions menu. 

Refresh Refreshes the Fabric Manager display to reflect any status changes. 

Delete Deletes the selected fabric. 

Rena me Allows you to rename the selected fabric. 

--------------
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Actions Menu Reference 

Security Admin Window 

The Security Admin window consists o f tabs that let you view and configure the various security policies. The 
Security Admin window is displayed in Figure D-1. 

* Secunty Admon: Webl23 ,;~.~ 

Figure D-1 Security Admin Window 

Table D-2 lists and describes the tabs and buttons in the Security Admin window. 

Table D-2 Security Admin Window Objects 

Object Description 

Summarytab Presents a column of defined security policies anda column o f active security 
policies. 

SCC tab The components o f this tab let you add a switch to a secure fabric. For more 
information, refer to Add a Switch to a Secure Fabric on page 11-.3. 

FCS tab The components o f this tab display each switch that serves as a F abri c Configuration 
Server (FCS) and lets you add or remove switches from the Iist. 

TELNET tab The components of this tab let you grant access to individual switches to run telnet in 
-

a secure fabric. 

RSNMP tab The components o f this tab let you grant access to individual switches to run RSNMP 
in a secure fabric. 

WSNMPtab The components of this tab let you grant access to individual switches to run 
WSNMP in a secure fabric. 

HTTP tab The components o f this tab let you grant access to individual switches to run HTTP in 
a secure fabric. ,----·---. 

--

CPMI .. • CORR EIOS 

03 95 ' Fls . No 

r:lloc: 

3a6c9a~ger u,rr"', 
--·- .. ~ . ' C~, e:-



Actions Menu Reference 

Table D-2 Security Admin Window Objects (Continued) 

Object Description 

API tab The components ofthis tab let you grant access to individual switches to run API in a 
secure fabric . 

DCC tab The components of this tab let you create a security policy. For more information, 
refer to Cm~(lgure DCC Policy Options on page 11-7. 

SES tab The components o f this tab let you grant access to individual switches to run SES in a 
secure fabric . 

MStab The components ofthis tab let you grant access to individual switches to run 
Management Server in a secure fabric. 

SERIALtab The components ofthis tab let you grant access to individual switches to accept a 
serial connection in a secure fabric . 

FRONTPANEL tab The components of this tab let you grant access to individual switches to accept 
configuration changes from the front pane! in a secure fabric. 

Options tab The field in this tab lets you enable or disable No Node WWN zoning. 

Password tab The components of this tab let you change passwords for FCS switches and non-FCS 
switches. 

Activate button Activates the ·changes that you made to the components of the Security Admin 
window tabs. 

Save button Saves the changes that you made to the components of the Security Admin window 
tabs but does not apply them. 

Close button Closes the Security Admin window. 

ISL Submenu 

The ISL submenu lets you initiate or restamp ISL checking. Table D-3 lists and describes the options that appear in 
the ISL submenu. 

Table D-3 

Option 

ISL Checking 

Restamp 

Fabric Manager User's Guide 

ISL Submenu Options 

Description 

Enables ISL Checking. For more information on this topic, refer to JSL Checking on 
page 13-1. 

Resets the ISL stamp to which ISL Checking compares the fabric. For more information on 
this topic, refer to Sramp!Restamp on page 13-3. 
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Switch Actions 

When you click a switch in the SAN Elements tab and open the Actions menu, the menu provides a series of 
switch-wide tasks that you can perforrn. Table D-4 lists and describes the actions. 

Table 0-4 Switch Actions 

Action Oescription 

Events Opens the Events View in Fabric Manager. 

Switch View Opens the Switch View window of Web Tools. 

Admin ••. Opens the Switch Admin window of Web Tools. 

Fabric Watch •.• Opens the Fabric Watch window of Web Tools. 

Telnet Opens a telnet session to the switch. 

Close Telnet Closes a telnet session to the switch. 

Note: This option is not applicable to switches that run 4.X firmware . 

Disable/Enable Disables or enables the switch. 

Core Switch Labels a switch as a core switch. 

Note: This action impacts the location of the switch in Topology view for 
Core Edge layouts. 

Dele te Deletes the switch. 

Rena me Allows you to renarne the switch. 

Port Actions 

0-6 

When you click a port in the SAN Elements tab and open the Actions menu, the menu pro v ides port-wide tasks that 
you can perforrn. Table D-5 lists and describes the actions . 

Table 0-5 Port Actions 

Action Oescription 

Disa ble/Enable Disables or enables the port. 
-
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Ksy fsatums 
.... As many as 16 users 

have keyboard/mouse/ 
vídeo control over as 
many as 1024 PC, Sun, 
RS/61)()(}, SG/, HP, and/or 
Alpha computers. 

.... With additional 
converters, also supports 
Apple computers. 

.... Easily expandable with 
plug-in Port Cards and 
flexible cabling. 

.... Free lifetime firmware 
upgrades. 

.... Supports vídeo reso/u­
tions up to 1280 x 1024. 

~gh-/eve/5-ef-seeurity, 
including passwords 
and access profiles. 

.... Controlled through on­
screen display, with 
addftionalkeyboard 
commands anda 
terminal-based serial­
port options menu. 

.... Some models have 
redundant power supplies. 

~ 6/26/2001 #22921 
~~ 

SERVS\NITCH™ AfHNilY 

'

s your server roam growing by 
leaps and bounds? Wouldn't it be 

nice to h ave a keyboard/video/ 
mouse-switching system that could 
keep up with ali the hardware, ali 
the users, the constant changes, 
and the realities of your budget? 

Our ServSwitch™ Affinity 
could be the one. lt will support 
most major hardware platforms, 
including IBM" PS/2", PC/AT", and 
RS/6000"; Sun•; SGI™; HP" 700 and 
9000 series; and Compaq• Alpha ™. 
IBM type computers can use any 
keyboard mode and any of a 
variety of mo use types. Vide o can 
be a11y of severa I types at up to 
1280 x 1024 resolution. With 
additional adapters, you can 
attach Apple" Macintosh" C PUs 
too-see 'What else you might 
need" on page 4. 

Vou can attach as many as 
16 computers to a single unit or 
1024 computers to a daisychained 
Affinity system. Either way, you 
can also attach up to 4, 8, o r 
16 independent users; more users 
can be connected, but they'll h ave 
to contend for access. 

Here's howitworks: Each 
ServSwitch Affinity h as four slots 
for Port Cards. O x 4 Port Cards 
(product code KV1300C) have four 

Fls. No 0 4 (} 
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Affordable many-to-many 
multiplafform KVM switching. 

CPU (computer) ports anda serial system configuration; they are 
port only; 1 x4 Cards (KV1301C) also used to upgrade the Affinity's 
ais o have a KVM (use r) port. firmware (upgrades are free for 

The Affinity chassis ais o h as a the lifetime of the Affinity! ). 
fifth, top slot used for expansion The ServSwitch Affinity's ma in 
purposes; the 16-User models h ave contrais are its on-screen menus 
a matching sixth, bottom slot. (with a full range of configuration 
4-User mo deis ship with a Termi- and operating functions). These 
nator Card (KV1304C) installed in menus are augmented by a 
the expansion slot; you can swap number of keyboard commands. 
in a 4-User Expansion Card For added security, the Affinity 
(KV1305C) if you'll be daisychaining supports password-protected 
the Affinity. 8- and 16-User models, access groups. Computers can 
which are designed to be part of a belong to multiple groups, but 
daisychain, come without anything users can only belong to one. 
installed in the expansion slot(s). Users will only be able to access 
Vou need to purchase and install the computers in their group. 
an 8-User Expansion Card When users do access 
(KV1306C) for each slot in arder computers, they'll have one of 
for the unit to work. four assigned access leveis: view 

The only difference between only (no keyboard/mouse contrai), 
the three 4-0ser AffmltY moõérs--Sffãfe(VieiN access unt~· turrent 
with single power supplies is user becomes inactive, then add 
which Cards they're preinstalled keyboard and mouse), contrai 
with; se e the start of "Ordering (sole contrai but others can view), 
lnformation" on page 5 for a list of o r private (sole contrai, no one 
which Cards come with each model. eis e can interruptor view). 

Vou can add capacity to your For mission-critical applications, 
Affinity system at any time by we offer models of the Affinity 
installing Port Cards in vacant with dual, redundant power 
slots o r adding more chassis to a supplies. lf one power supply ever 
daisychain. fails, the other can take on therex 

The Port Card's serial ports entire load until a repl emen 
are used forterminal-based initial supply can be installe . ' 



Hardware Required: Monitor that 
supports your computers' highest 
vídeo standard; in multiplatform 
applications, should be multisync 
model that can vídeo from either 
composite sync or separate 
horizontal/vertical sync signals 

Compliance: CE, FCC Part 15 
Subpart J Class A, IC Class/ 
classe A 

Standards: 
With original Serv cabling: VGA 

(colo ror monochrome/page 
white) vídeo; 

With original Serv cabling 
(minimal) ar coaxial cabling 
(recommended): SVGA and 
(with KV99MA adapte r) Ma c 
vídeo; 

. With coaxial cabling: XGA (colo r 
or monochrome), Sun, 
RS/6000, or SGI vídeo 

Interfaces: 
On CPU ports and user ports of 

PortCards and IN 1 and OUT 1 
ports of primary Expansion 
Cards: 
Proprietary composite of: 

IBM PS/2, PC/AT, or Sun 
compatible keyboard; 

PS/2, RS-232 serial (except 
on user ports), or Sun 
compatible mo use; and 

Vídeo (see Standards above); 
With the KV99MCON converter, 
' also supports AOB (Ma c 

compatible) keyboard and 
mouse ports; 

IN 1 and OUT 1 also carry 
system-control signals; 

On Expansion Cards' other IN 
and OUT ports: Proprietary 
vídeo composite (see 

-~ Standards above); 
On serial ports of Port Cards: 

ElA/TIA RS-232 proprietarily 
pinned on RJ-12 ("6-wire 
RJ-11 ") connectors, DTE 

/ 
/ 

Power: 
lnput 90 to 264 VAC, 47 to 63 Hz, 

700 mA from AC outlet(s) 
through included power 
cord(s) and inlet(s) into 
internai transformer(s): 
KV13xDA models: Dual 

transformers with separate 
AC inlets, electrically 
isolated from one another; 

Ali other models: Single 
transforme r; 

Consumption: Up to 40 VA 
(40watts) 

Size: 
KV139A and KV1390A chassis: 

7"H (4U) x 16.7'W X 7'0 
(17.8 x 42.4 x 17.8 em); 

Ali other Affinity chassis: 
5.25"H (3U) X 16.7'W X 7'0 

(13.3 x 42.4 x 17.8 em); 
Port Cards and Expansion Cards: 

0.9'H X 13.9'W X 4.8"0 
(2.3 x 35.3 x 12.2 em); 

Terminator Card (4-User models 
only): 
0.4'H X 2.1'W x 0.8"0 

(1 x 5.3 x 2 em) 

Weight: 
KV130A, KV1300A, KV138A, and 

KV138DA: 10.5lb. (4.8 kg); 
KV132A: 121b. (5.5 kg); 
KV134A: 141b. (6.4 kg); 
KV139A and KV1390A: 111b. 

(5 kg); 
KV1300C, KV1301C, and KV1306C: 

0.9 lb. (0.4 kg); 
KV1304C: 0.21b. (0.1 kg); 
KV1305C: 0.41b. (0.2 kg) 
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I f you need to share access to a 
large number of C PUs, think 

about putting in an Affinity 
daisychain made up of4-User 
Expansion Chassis (like the fully 
loaded one shown below) o r 8- or 
16-User Chassis. They come 
empty (no Cards installed), but 
you can insta li one Expansion 
Card (ortwo in the 16-User units) 
and add as many as four O x 4 o r 

Power inlet and switch; models 
with dual power supplies will 
have another inlet and switch 

· ' above this one 

-

OUT2 IN 2 

o 

1 x 4 Port Cards to them, giving 
you a maximum offour, eight, or 
sixteen use r stations and sixteen 
C PUs attached to each unit. (Keep 
in mind that however many use r 
stations a unit is designed for, 
onlythat manyvideo paths can be 
open through that unit ata time. 
For example, a 4-User unit only 
has fourvideo paths, so ifthere 
are already four users attached to 

o •IE:EI• •&ll!l• 

a 4-User unit, and a user at 
another Affinity unit selects one of 
the 4-User unit's CPUs, one ofthe 
4-User unit's users-and ali other 
users on that slot-will be locked 
out until the new connection 
ends.) 

The 8-User units look very 
similar to the 4-User unit shown 
here, but they accept only 8-User 
Expansion Cards like the one 

•IE:EI• •&ll!l• o 
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shown below. The 16-US4;_r l)nits 
accepttwo ofthe 8-User ··-. ~. ~­

Expansion Cards. The 8-User 
Cards h ave jumper blocks that 
you can setto contrai which four 
KVM slots are used bythe users 
attached to the Affinity chassis 
thatthe Card is installed in: KVM 1 
through 4, 5 through 8, 9 through 
12, o r 13 through 16. 

4-

1--

User Expansion Card (KV1305C) 

1 x 4 Port Cards (KV1301C) with 
(4) 0825 female CPU ports, 
(1) DB25female user port, and 
(1) RJ-45 female serial port 

DB15 tem ale expansion ports 
o on 4-User Expansion Card 

(KV1305C) 

o • ·:·:·:·:·: • • ~. • ·:·:·:·:·: • • ~I) • ·:·:·:·:·: • • ~i) • ·:·:·:·:·: (I • ~. o 
HD15 female expansion ports 
on 8- and 16-User Expansion 

Card (KV1306C) 

O n the 4-User Expansion Cards 
(above, top), IN 1 and OUT 1 

carry signals forthe Port Cards in 
slots 1 and 2, while IN 2 and OUT 2 
carry signals for the Port Cards in 
slots 3 and 4. 

On the 8-User Expansion 
·ds (above, bottom), IN 1 and 

u\JT 1 carry the signals for either 

Regular Bus 

KVM 1 and 2 or, if installed in the 
bottom slot of a 16-User unit, KVM 
9 and 10; IN 2 and OUT 2 carythe 
signals for either KVM 3 and 4 o r 
KVM 11 and 12; and so on. A pai r 
of jumper blocks, mentioned 
above, determines which four 
KVM slots the four users on that 
Affinity chassis will use. 

Beca use the contrai paths are 
carried on different connectors 
this way, you h ave maximum 
flexibility for designing your 
daisychain layout: 

• lf ali of your users are on one 
Chassis, use the regular bus 
topology (below, left). 

Split Bus 

• lf you h ave two users on one 
Chassis and two on another, 
use the "split bus" topology 
(below, middle). 

Ring 

*lt is always important to keep in mind that only one use rata time can use the bus that interconnects daisychained Affinity units, 
especially when you implement a ring topology. For example, when your Affinity units are interconnected in a ring, if any use r on 
Slot 1 selects a CPU attached to an Affinity unit otherthan his own, no other Slot 1 user can select any C PUs . 

. - ··X\9 
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• Tns complsts packags 
• The ServSwitch Affinity, including 

any cards and blanking plates that 
are normally preinstalled with your 
model. (Bianking plates will cover 
ali unused slots, as well as the slot 
on 4-User models that the tiny 
Terminator Card is installed in.) 

• A power cord. 

• KV13xDA models only: A second 
power cord. 

• A 6-ft. (1.8-m) serial cable with 
RJ-12 ("6-wire RJ-1 1") plugs. 

• An RJ-12 to 089 modular adapter. 

•A manual. 

I • 

11 you can uss a scmwdnvsr, 
you can install ths 
Rackmount Kits. 

,f"· ' 

• \ . \ . 

Wnat slss you mignt nss~ 
• CPU Adapter Cables, Use r Adapter Cables, and (if you're cascading) Expansion Cables. 

• Keyboards, mie e, and monitors for your users. lf you're mixing platforms, we recommend true 
multiscan, multisync monitors capable of syncing to each CPU's video-output frequencies and 
compatible with ali ofthe CPUs' video cards. Also, if one ofthe multiple platforms is IBM, the 
monitors must be able to accept both separate HN sync and composite sync. (Such monitors are 
widely available.) We recommend that the monitors be able to display a maximum resolution of 
not less than 1280 x 1024 ata maximum refresh rate of not less than 75Hz. 

• An AC-power surge protector and uninterruptible power supply. 

• Data-line surge protectors for the keyboard and mo use !ines. 

• To attach an App/e Ma~: A ServSwitch™ Micro Mace Converter (product c ode KV99MCON), a 
G3™/G4™ or legacy Macintosh® style CPU-Extension Cable, and, ifthe Ma c needs to see ID bits 
from its monitor, a Ma c Video Adapte r for ServSwitch (KV99MA). 

• /f you purchase a 4-User Expansion Chassis or an 8- or 16-User Chassis: Port Cards for your CPU 
and user-station connections. 

• To casca de a ServSwitch Affinity: An Expansion Card. 

• To rackmount a ServSwitch Affinity: A ServSwitch Affinity Rackmount Kit. 

a 
a 
a 
a a 
a a 

o 
o 
a 
o 
o 
o 
a 
o 
o 
o 
o 
o 
a 
o ... o 
a 

Ordering lnformation 
ITEM CODE 
ServSwitch Affinity 

4-User Expansion Chassis (Terminator Card installed, no Port Cards installed) 
Single power supply ................................................................................................................................................................. KV130A 
Dual power supply ................................................................................................................................................................ KV130DA 

4-User Standalone Chassis: 
2 Users by 8 CPUs (Terminator Card installed, 1 x 4 Port Cards installed in slots 1 and 2) ...... .............................. KV132A 
4 Users by 16 CPUs (Terminator Card installed, 1 x 4 Port Cards installed in slots 1 through 4) .......................... KV134A 

8-User Chassis (no Cards installed) 
Single power supply .......................................................................... ........ .............................................................................. KV138A 
Dual power supply ......................... ....................................................................................................................................... KV138DA 

J.fi::Us_e_r Chassis (no Cards installe_dL__ . _ _ _ _ _ 
Single power supply ........ .. ...................................................................................................................................................... KV139A 
Dual power supply .................................................... ... ......................................................................................................... KV139DA 

Port Cards 
O x 4 (No Users, Four CPUs) ............ ......................................................................................... ô'ó ...................... -::. :; .. :: .......... ..... KV1300C 
1 x 4 (One Use r, Four CPUs) .................... .. .................. ...... ............................ ................. ~S.J.t~ .. 0.3W.Q!t-.. ~ ........... KV1301 C 

4-User Terminator C a rd ........................................................... .. ......................................... ~RMI.. .. : .... C.. RRE.I.OS .. ( .... .. .. KV1304C 
4-User Expans1on Card ............................................................................................................................ ().4-C.-3 ................ KV1305C 
8- and 16-User Expansion Card ...... .. .... .... .. ..... ................. .... .... .. ...... .................................. f.I&: .. N.?:.:..:.:.:.:.:.~ ............. KV1306C 

~ 
~ ------------------------------------------------~~o~c~:_-_-_-_-_-_-_-_-_-_-_-_~-----------~~ 
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T Ordering lnformation (continued) 
ITEM 

NOTE: For CPU and User Cables, specify length by adding any ofthese sutfixes to the product code (not ali cables are 
available in alllengths): 
"-0001" for 1 ft. (0.3 m, Use r Cables only), 
"-0005" for 5 ft. (1.5 m), 
"-0010" for 10ft. (3m), 
"-0020" for 20ft. (6.1 m), 
"-0035" for 35ft. (10.7 m), 
"-0050" for 50ft. (15.2 m), 
"-0075" for 75ft. (22.8 m), o r 
"-01 00" for 100ft. (30.5 m) 

You wi/1 need a CPU Cable for each CPU you attach: 
Standard CPU Cables, available in standard lengths up to 20ft. (6.1 m)-Mac styles require keyboard/mouse conversion 

IBM PS/2 style ......................................................................................................................... ..................................................... EHN051 
IBM PC/AT style ..................... ....................................................................................................................................................... EHN048 
Ma c style with legacy OB15 vídeo connectors ..................................................... : .............................................................. EHN215 
Mac style with H015 VGA video connectors for G3™, G4™, and similar models ....................................................... EHN550 

Coaxial CPU Cables-IBM and Sun styles available in ali standard lengths, SGI and RS/6000 styles available in 
standard lengths up to 20ft. (6.1 m), Ma c styles require keyboard/mouse conversion 
Universal IBM style ..................................................................................................................................................................... EHN282 
Sun style with traditionai13W3 video connectors .............................................................................................................. EHN206 
Sun style with VGA (H015) video connectors ....................................................................................................................... EHN515 
SGI style .................................................................................................................................................... ..................................... EHN500 
RS/6000 style ................................................................................................................................................................................. EHN520 
Ma c style with traditional OB15 video connectors ............................................................................. ................................ EHN208 
Mac style with H015 VGA video connectors for G3, G4, and similar models ............................................................... EHN560 

ServSwitch™ Micro Mac® Converter to convert PS/2 kbd/mouse to AOB™ kbd/mouse signals .................. .... KV99MCON 
For o/der Ma c mode/s that must see monitor ID: Ma c® Vide o Adapte r for ServSwitch™ .......................................... KV99MA 

e You wi/1 need a User Cab/e for each monitorlkevboardlmouse use r station you attach: 
/ ·Regular (non-coaxial) Use r Cables, available in standard lengths up to 20ft. (6.1 m) 

IBM PS/2* style .............................................................. .............................................................................................................. EHN054 
Sun style with VGA (H015) video connector for multisync monitor. .................................................... ........................... EHN059 . 

Coaxial Use r Cables ~ 
IBM P. S/2* style, available in ali standard lengths except 1ft. (0.3 m) .......................... .................. .............. ... ..... .......... EHN283 
Sun style with 13W3 video connectorfor Sun monitor, available in ali standard lengths ...................................... ... EHN201 

____ S.un_style with VGA O:IDlS}_v:ide_o_c.onn..ectorfor multi_s_y_n_c_rno_nito_t available in ali standard leng1tl_s .................. EHN225_ _ 
SGI style, 1ft. (0.3 m) only ................................................ ............... .. ...................................................... ............. ............. EHN501-0001 
RS/6000 style, 1 ft. (0.3 m) only ...................................................................... ................................. ... ................... ..... ... ... EHN521-0001 

*We no longer offer IBM PC/ATtype User Cables forthe ServSwitch Affinity, because its currentfirmware does not support serial 
mie e, although it will still translate signals from PS/2 type mie e into serial protocol for PC/AT CPUs. 
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... Ordering lnformation (continued) 
ITEM CODE 
You might also need: 
Expansion C a bles for 4-User Units 

10ft. (3m) .................................................................................................................................................................................... KV140010 
20ft. (6.1 m) ................................................................................................................................................................................. KV140020 
35ft. (10.7 m) ............................................................................................................................................................................... KV140035 
50ft. (15.2 m) ............................................................................................................................................................................... KV140050 
100ft. (30.5 m) ............................................................................................................................................................................. KV140100 

Expansion Cables for 8- and 16-User Units 
10ft. (3 m) .................................................................................................................................................................................... KV180010 
20ft. (6.1 m) ................................................................................................................................................................................. KV180020 
35ft. (10.7 m) ............................................................................................................................................................................... KV180035 
50ft. (15.2 m) ............................................................................................................................................................................... KV180050 
100ft. (30.5 m) ............................................................................................................................................................................. KV180100 

Replacement 6-wire straight-through-pinned flat-satin cable for serial management (specify length) ......... EL06MS-MM 

Rackmount Kits 
To mount4- or8-User units in 19" Racks .............................................................................................................................. RMK19A 
To mount 4- o r 8-User units in 23" Racks .............................................................................................................................. RMK23A 
To mount 4- o r 8-User units in 24" Racks .............................................................................................................................. RMK24A 
To mount 16-User units in 19" Racks ................................................................................................................................ RMK19A139 
To mount 16-User units in 23" Racks ................................................................................................................................ RMK23A139 
To mount 16-User units in 24" Racks ................................................................................................................................ RMK24A 139 

Surge protector for IBM PS/2 style keyboard and mouse lines (6-pin mini-O IN M/F) ............................................. SP519A-R2 
Surge protector for IBM PC/AT style keyboard I ines (5-pin DIN M/F) .......................................................................... SP518A-R2 

Cal/ 8/ack Box Tech Support for help determining your best options for AC-power backup and protection. 

Black Box offers the best warranty program in the 
industry-Fido Protection®. For more information, 
request faxBack 22512. 

BLACK BOX, the (~) Jogo, and Fi do Protection are registered trademarks, and ServSwitch and ServSwitch Affinity are trademarks, of 
Black Box Corporation. 

AI/ other trademarks mentioned in this documentare acknow/edged to be the property of the trademark owners. 
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CISCO SVSTEMS 

Cisco VPN 3000 Series Concentrator 

lntroduction 

The Cisco® VPN Series 3000 Concentrator allow corporations to take full advantage of the 

unprecedented cost savings , tlexibility, performance, and reliability of remate access VPN 

connections. Corporations use VPNs to establish secure, end-to-end private network connections 

over a public networking infrastructure. VPNs have become the logical solution for remote-access 

connectivity for two main reasons : 

• Deploying a remote-access VPN enables corporations to reduce communications ex penses by 

using the local dialup infrastructures of Internet service providers. 

• Remate Access VPNs allow mobile workers, telecommuters and day extenders to take advantage 

o f broadband connectivity. 

To fully realize the benefits of high-performance, remote-access VPNs, a corporation must deploy 

a robust, highly available VPN solution, and dedicated VPN devices are optimal for this purpose. 

The Cisco VPN 3000 Series Concentrator is a best-in-class, remote-access VPN solution for 

enterprise-class deployment. A standards-based, asy-to-use VPN client and scalable VPN tunnel 

termination devices are included, as well as a management system that enables corporations to 

easily install, configure, and monitor their remate access VPNs. Incorporating the most advanced, 

high-availability capabilities with a unique purpose-built, remote-access architecture, the Cisco 

VPN 3000 Concentrator allows corporations to build high-perforrnance, scalable, and robust VPN 

infrastructures to support their mission-critical, remote-access applications. 

Unique to the industry, it is the only scalable platforrn to offer components that are field-swappable 

and ean be upgraded by the customer. These components, called Scalable Encryption Processing 

(SEP/SEP-E) modules, enable users to easily add capacity and throughput. 

The Cisco VPN 3000 Concentrator supports the widest range of VPN client software 

implementations, including the Cisco VPN Client, the Microsoft Windows 2000/XP L2TP/IPsec 

Client, the Microsoft L2TP/IPSec VPN Client for Windows 98, Windows Millennium (ME), 

J 
Windows NT Workstation 4.0, and Microsoft PPTP. 
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Five Models 

The Cisco VPN 3000 Concentrator is available in tive different models: 

Cisco VPN 3005 Concentrator 

The Cisco VPN 3005 Concentrator is a VPN platform designed for small- to medium-sized organizations with bandwidth 

requirements up to full-duplex TI/E! (4 Mbps maximum performance) and up to 100 simultaneous sessions. Encryption 

processing is performed in software. The Cisco VPN 3005 does not have built-in upgrade capability. 

Cisco VPN 3015 Concentrator 

The Cisco VPN 3015 Concentrator is a VPN platform designed for small- to medium-sized organizations with bandwidth 

requirements up to full-duplex Tl/EI (4 Mbps maximum performance) and up to 100 simultaneous sessions. Like the Cisco 

VPN 3005, encryption processing is performed in software, but the Cisco VPN 3015 is also field-upgradable to the Cisco VPN 

3030 and 3060 models. 

Cisco VPN 3030 Concentrator 

The Cisco VPN 3030 Concentrator is a VPN platform designed for medium to large organizations with bandwidth 

requirements from full TI/E! through T3/E3(50 Mbps maximum performance) and up to 1500 simultaneous sessions. 

Specialized SEP modules perform hardware-based acceleration. The Cisco VPN 3030 is field-upgradeable to the Cisco VPN 

3060. Redundant and nonredundant configurations are available. 

Cisco VPN 3060 Concentrator 

The Cisco VPN 3060 is a VPN platform designed for large organizations demanding the highest levei of performance and 

reliability, with high-bandwidth requirements from fractional T3 through fui! T3/E3 or greater (100 Mbps maximum 

performance) and up to 5000 simultaneous sessions. Specialized SEP modules perform hardware-based acceleration. 

Redundant and nonredundant configurations are available. 

Cisco VPN 3080 Concentrator 

The Cisco VPN 3080 Concentrator is optirnized to support large enterprise organizations that demand the highest levei of 

performance combined with support for up to I 0,000 simultaneous remote access sessions. Specialized SEP modules perform 

hardware-based acceleration. The VPN 3080 is available in a fully redundant configuration only. 

005- e t~ -

CPMl - · __ COR REIOS 

.... o ü 41 o 
Fls. N_ 

. Doe :~ Ó 9 Ó 
~ -- - -- ~ 

Cisco Systems, Inc. ~ -\\ _ 
Ali contents are Copynght © 1992-2003 C1sco Systems, Inc. Ali nghts reserved. lmportant Notlces and Pr1vacy Statement ~J 

Page 2 of 9 

c~g 



Models Comparison 

Table 1 The Cisco VPN 3000 Series Supports the Entire Range of Enterprise Applications 

CiscoVPN Cisco VPN Cisco VPN Cisco VPN Cisco VPN 
3005 3015 3030 3060 3080 

Simultaneous 100 100 1,500 5,000 10,000 
Users 1 

Maximum 100 100 500 1000 1000 
LAN-to-LAN 
Sessions 

Encryption 4 Mbps 4 Mbps 50 Mbps 100 Mbps 100 Mbps 
Throughput 

Encryption Software Software Hardware Hardware Hardware 
Method 

Available o 4 3 2 2 
Expansion Slots 

Encryption (SEP) o o 1 2 4 
Module 

Redundant SEP - - Option Option Yes 

System Memory 32/64 MB (fixed) 128MB 128/256 MB 256/512 MB 256/512 MB 

Hardware 1U Fixed 2U Scalable 2U Scalable 2U Fixed 2U 
Configuration 

Dual Power Single Option Option Option Yes 
Supply 

Client License Unlimited Unlimited Unlimited Unlimited Unlimited 

1. For planning purposes. a simultaneous user is considered to be a remate access VPN user connected in ali tunneling mode-this includes one IKE Security 
Association and two unidirectionaiiPsec SAs (Security Associations) . For environments with rekeying or split tunneling. we recommend using a VPN remate 
access load-balancing environment with spare capacity because these particular sessions will use additional system resources that otherwise would be used to 
support additional users. The Cisco VPN 3000 Series Concentrator supports the entire range of enterprise applications. 

Cisco VPN Client 

Simple to deploy and operate, the Cisco VPN Client is used to establish secure, end-to-end encrypted tunnels to the Cisco ~ 

VPN 3000 Concentrator. This thin design, IPsec-compliant implementation is provided with the Cisco VPN 3000 
I 

Concentrator and is licensed for an unlimited number o f users. The client can be pre-configured for mass deployments and · 

the initiallogons require very little user intervention. VPN access policies are created and stored centrally in the Cisco VP~ 

3000 Concentrator and pushed to the client when a connection is established. 
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Features and Benefits 

Product Highlights 

High-Performance, Distributed-Processing Architecture 

• Cisco SEP modules provide hardware-based encryption, ensuring consistent performance throughout the rated capacity 

(Cisco VPN 3030-3080). 

• Large-scale tunneling support provided for IPsec, PPTP and L2TP/1Psec connections. 

Scalability (Cisco VPN 3015-3060) 

• Modular design (four expansion slots) provides investment protection, redundancy and a simple upgrade path. 

• System architecture is designed to supply consistem, lúgh-availability performance. 

• Ali digital design provides the highest reliability and 24-hour continuous operation. 

• Robust instrumentation package provides run-time monitoring and alerts. 

• Microsoft compatibility offers large-scale client deployment and smooth integration with related systems. 

Security 

• Fui! support o f current and emerging security standards allows for integration of externai authentication systems and 

interoperability with third-party products . 

• Firewall capabilities through stateless packet filtering and address translation to ensure the required security of a corporate 

LAN. 

• User and group levei management offers maximum flexibility. 

High Availability 

• Redundant subsystems and multichassis failover capabilities ensure maximum system uptime. 

• Extensive instrumentation and monitoring capabilities provide network managers with real-time system status and 

early-warning alerts. 

Robust Management 

• The Cisco VPN 3000 Concentrator can be managed using any standard Web browser (HTTP or HTTPS), as well as by 

Telnet, SSHvl, and using a console port. Files can be accessed through HTTPS, FfP, and SSH Copy (SCP). 

• Configuration and monitoring capability is provided for both the enterprise and the service provider. ~·· 

Access leveis are configurable by user and groups, allowing easy configuration and maintenance o f security policies. For 

larger scale deployments, the VPN 3000 Concentrators are supported in severa! Cisco network management applications. 

Those applications include: 
j 

- IP Solution Center ( /SC)-Provisions site-to-site and remate access VPN services 

- VPN Monitor- Monitors and reports on remate access and site-to-site VP-N·ttmrrel"Cbhnec íõn ·· ·- · 

- Resource Manager Essentials (RME)-Provides operational managem jn a ures su ~~í't~ istribution, 
. . CPMl_ · , ~ t: 

syslog reportmg, mventory management Ü ,.t -f,, 6) 
Lf j,L (...; 

- CiscoView-Provides real time system status monitoring F\s·: N.o _ ____ _ 
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Technical Specifications 

Hardware 

Processar 

• Motorola PowerPC Processar 

Memory 

• Redundant system images (Flash) 

• Variable memory options (see chart) 

Encryption 

• Cisco VPN 3005, 3015-Software encryption 

• Cisco VPN 3030-3080-Hardware encryption 

Embedded LAN Interfaces 

• Cisco VPN 3005-Two autosensing, full-duplex I 011 OOBASE-TX Fast Ethemet (public/untrusted, private/trusted) 

• Cisco VPN 3015-3080-Three autosensing, full-duplex I 0/1 OOBASE-TX Fast Ethemet (public/untrusted, private/trusted 

and DMZ) 

lnstrumentation 

• Cisco VPN 3005 Front panel-Unit status indicator 

• Cisco VPN 3005 Rear panel-Status LEDs for Ethemet ports 

• Cisco VPN 3015-3080 Front panel-Status LEDs for system, expansion modules, power supplies, Ethemet modules, fan 

• Cisco VPN 3015-3080 Rear panel-Status LEDs for Ethemet modules, expansion modules, power supplies 

• Cisco VPN 3015-3080-Activity monitor displays number of sessions, aggregate throughput, or CPU utilization; 

push-button selectable 

Software 

Client Software Compatibility 

• Cisco VPN Client (IPsec) for Windows 98, ME, NT 4.0, 2000, XP, Linux (Intel), Solaris (UltraSparc 32 and 64-bit), and 

Mac OS X 10.2 (Jaguar), including centralized split-tunneling control and data compression 

• Microsoft PPTP/MPPE/MPPC, MSCHAPvllv2, EAP/ RADIUS pass-through for EAP/TLS and EAP/GTC support \ 

• Microsoft L2TP/1Psec forWindows 2000/XP (including XP DHCP option for route population) J 
• Microsoft L2TP/1Psec for Windows 98, Windows Millennium (ME), and Windows NT Workstation 4.0 

• MovianVPN (Certicom) Handheld VPN Client with ECC ~ 

• Netlock (Mac OS 8 & 9) VPN Client \ 

Tunneling Protocols . r~O$ f\ 8 ~31:!~~ . 
IPsec, PPTP, L2TP, L2TP/IPsec, NAT Transparent IPsec, Rat1fied IPsec!U P(}~fWj auto-<!,e{}~~tilíU<Sf gmentatwn 

avoidance), IPsec/TCP 

• Support for Easy VPN (client and network extension mode) 

Cisco Systems. Inc. 
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Encryption/ Authentication 

o IPsec Encapsulating Security Payload (ESP) using DES/3DES (56/168-bit) or AES (128, 192, 256-bit) with MD5 or SHA, 

MPPE using 401128-bit RC4 

Key Management 

o Internet Key Exchange (IKE) 

o Diffie-Hellman (DH) Groups 1, 2, 5, 7 (ECDH) 

Routing 

o RIP, RIP2, OSPF, RR1 (Reverse Route Injection), static, automatic endpoint discovery, Network Address Translation 

(NAT), Classless Interdomain Routing (CIDR) 

o IPsec fragmentation policiy control, including support for Path MTU Discovery (PMTUD) 

o Interface MTU contrai 

Third-Party Compatibility 

o Certicom, iPass Ready, Funk Steel Belted RADIUS certified, NTS Tunne!Builder VPN Client (Macintosh and Windows), 

Microsoft Internet Explorer, Netscape Communicator, Entrust, Baltimore, SA Keon 

High Availability 

o VRRP protocol for multi-chassis redundancy and fail-over 

o Remote Access Load Balancing clusters 

o Destination pooling for client-based fail-over and connection re-establishment 

o Redundant SEP modules (optional), power supplies, and fans (Cisco VPN 3015-3080) 

Management 

Configuration 

o Embedded management interface is accessible through console port, Telnet, SSHv1, and Secure HTTP (HTTPS) 

o Administrator access is configurable for tive leveis o f authorization. Authentication can be performed externally through 

TACACS+ 

o Role-based management policy separates functions for service provider and end-user management 

Monitoring ROS rtQ 03/20' 
o Event logging and notification through e-mail (SMTP) 

o Automatic FTP backup o f event logs 

o SNMP MIB-II support 

o Configurable SNMP traps 

o Syslog output 

CPMI · CORREIOS 

Fis ~~~164 ~ 
Doe: - - - --- -

o System status 

o Session data (including client assign IP, encryption type connection duration, client OS, version, etc) 

o General statistics 

Cisco Systems. Inc. 
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Security 

Authentication and Accounting Servers 

• Support for redundant externai authentication servers: 

RADIUS 

Kerberos/ Active Directory authentication 

- Microsoft NT Domain authentication 

Microsoft NT Dornain authentication with Password Expiration (MSCHAPv2) 

RSA Security Dynarnics (SecuriD Ready), including native support for RSA 5 (Load Balancing, Resiliency) 

• User authorization through LDAP or RADIUS 

• Internai Authentication server for up to I 00 users 

• X.509v3 digital certificates (including CRULDAP and CRUHTTP, CRL Caching and Backup CRL Distribution Point 

support) 

• RADIUS accounting 

• TACACS+ Administrative user authentication 

Internet-Based Packet Filtering 

• Source and destination IP address 

• Port and protocol type 

• Fragrnent protection 

• FTP session filtering 

• Site-to-Site Filters and NAT (for overlapping address space) 

Policy Management 

• By individual user or group 

- Filter profiles (defined internally or extemally) 

Idle and rnaximurn session timeouts 

- Time and day access control 

- Tunneling protocol and security authorization profiles 

- IP Pool 

- Authentication Servers 

Certification 

• FIPS 140-2 Level2 (3.6) in process, FIPS 140-1 Level2 (3 .1), VPNC 

Ports 

• Console port-Asynchronous serial (DB-9) 

Cisco Systems. Inc. 
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Table 2 Physical Characteristics 

Cisco VPN CiscoVPN Cisco VPN Cisco VPN Cisco VPN 
Concentrator 3005 3015 3030 3060 3080 

Height 1.75" (4.45em) 3.5" (8.89em) 3.5" (8 .89em) 3.5" (8.89em) 3.5" (8.89em) 

Width 17.5" (44 .45em) 17.5" (4 .45em) 17.5" (4 .45em) 17.5" (4.45em) 17.5" (4.45em) 

Depth 11 .5" (29.21em) - - - -

Unit without - 15" (38.lem) 15" (38.1em) 15" (38.1em) 15" (38.1 em) 
front bezel or 
SEPS/PS 

Unit with front - 16-3/16" 16-3/16" 16-3/16" 16-3/16" 
bezel, no (41.12 em) (41.12 em) (41.12 em) (41 .12 em) 
SEPS/PS 

Unit with front - 16.75" (42 .55 em) 16.75" (42.55 em) 16.75" (42.55 em) 16. 75" (42 .55 em) 
bezel and 
SEPS/PS 

Weight 8.5 lbs(3.9kg) 27 lbs(l 2.3kg) 28 lbs(12.7kg) 33 lbs(15kg) 33 lbs(l Skg) 

Table 3 Power Type and Requirements 

Concentrator Cisco VPN 3005 CiscoVPN 3015-3080 

Nominal 15 watts (51.22BTU/hr) 35 watts (119.50BTU/hr) 

Maximum 25 watts (85.36BTU/hr) 50 watts (170.72BTU/hr) 

lnput Voltage 100-240VAC 100-240VAC 

Frequeney 50/60Hz 50160 Hz 

Power Factor Correction Universal Universal 

Environmental 

• Humidity: O to 95 percent noncondensing 

• Temperature : 32 to 131 F (0 to 55 C) operating; -4 to 176 F (-40 to 70 C) nonoperating 

f~;. CORREIOS 

• CEMarking 04 16 
Regulatory Compliance 

Safety 

• UL 1950, CSA 
3o9o 

Doe: ____ _ 
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EMC 

• FCC Part 15 (CFR 47) Class A, EN 55022 Class A, EN50082-1, AS/NZS 3548 Class A, VCCI Class A 
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Management Protocols 

The VPN 3000 Concentrator Series includes various built-in servers, using various protocols, that let you 
perform typical network and system management functions . This section explains how you configure 
and enable those servers . 

Configuration I System I Management Protocols 

78-13782-02 

This section of the Manager lets you configure and enable built-in VPN Concentrator servers that 
provide management functions using: 

• FTP: File Transfer Protocol. 

• HTTP/HTTPS: Hypertext Transfer Protocol, and HTTP over SSL (Secure Sockets Layer) protocol. 

• TFTP: Trivial File Transfer Protocol. 

• Telnet: Terminal emulation protocol, and Telnet over SSL. 

SNMP: Simple Network Management Protocol. 

SNMP Community Strings: Identifiers for valid SNMP clients. 

SSL: Secure Sockets Layer protocol. 

SSH: Secure Shell. 

XML: Extensible Markup Language. 

Figure 9-1 Configuration I System I Management Protoco/s Screen 

This section lets you configure built-in management protocol servers . 

In the left frame, or in the list oflinks be!ow, click the function you want: 

• FTP -- File Transfer Protocol. 
• HITPIHITPS -- Hypertext Transfer ProtocoliSecure. 
• TFTP -- Trivial File Transfer Protocol. 
• Telnet -- terminal emulation protocol. 
• SNMP -- Simple N etwork Management Protocol. 
• SNMP Community Strings -- ident:ifiers for valid SNMP clients. 
• SSL -- Secure Sockets Layer (used with HITPS). 
• SSH -- Se cure Shell, a secure Telnet-like protocol. 
• XML -- eXtensible Markup Language, used by external management application. 
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Cisco Secure Access Control Server Solution Engine 

The Cisco ® Secure Access Contrai Server (ACS) provides a comprehensive identity 

networking solution and secure user experience for Cisco intelligent information 

networks. lt is the integration and controllayer among ali enterprise users, 

administrators, and the resources of the network infrastructure. The Cisco Secure 

ACS Solution Engine adds new security imp rovements, simplified management, and 

reduced total cost of ownership (TCO) for the operation of the underfying ACS service. 

lntroduction 

The Cisco Secure ACS Solution Engine is a 

high-performance and highly scalable user 

and administrative access control solution 

that operates as a centralized RADIUS or 

TACACS+ server system for the Cisco 1111 

platform. Packaged in a dedicated and 

secure 1-rack-unit (1-RU) hardened 

appliance, the Cisco Secure ACS Solution 

Engine provides a reduced-configuration, 

plug and play solution, and highly reliable 

platform with the unique ability to protect 

existing networking infrastructure through 

fully Web-based remote-access and 

configuration capabilities. 

The need for security appliances is rapidly 

increasing in today's IT space. Security, 

convenience, and ease of installation and 

troubleshooting are the important 

advantages o f security appliances compared 

to the many software-based security 

applications that exist in the marketplace 

today. The innovative, new, 1-RU, 

security-hardened Cisco Secure ACS 

Solution Engine was designed to specifically 

Security appliances provide an all-in-one 

approach that simplifies product selection, 

product integration, and ongoing support. 

By combining ali necessary operating 

system installation and patching with the 

ACS software service, customers can avoid 

maintaining software versioning and 

proliferation of servers, patches, and 

operating system (OS) maintenance issues. 

This is particularly important in Iarge 

networking environments where security 

solutions are required in remate sites with 

no IT professionals present to regularly 

manage and upgrade these solutions. In 

addition, a security appliance greatly 

simplifies support and troubleshooting in 

failure modes, hence enabling quick servicej· 
restoration (through a one-stop support 

contact)-an important consideration, 

especially when the security application is 

mission-critical , a situation that is true with 

security authentication, authorization, and 

accounting (AAA) applications. 

Changing network dynamics and increased 

security threats have influenced new 

alleviate the security issue with a opportunities in access contrai 

I d d · d · th t k •t manageme~ns. As AAA becomes c ose - ev1ce es1gn a ma es I 3 o M~~Jt1 · . · . 
. . . ·rt'tCJ rHo ' an.undJ e requirement to 

substant1ally more d1fficult for mtruders to CPMI . CORKt: IU ~ 

penetrate than an open-platform system. 
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contrai user access expands beyond just dialup , new trends (including expanded authentication, tracking, and audit 

management) are emerging that require identity-networking solutions to be pervasive, scalable, and available 

throughout the network. 

Cisco Secure ACS extends access security by combining authentication, user or administrator access, and policy 

control from a centralized location, allowing for greater flexibility and mobility, increased security, and user 

productivity gains. As an accounting service, the Cisco Secure ACS Solution Engine reduces IT operations costs by 

providing detailed reporting and monitoring capabilities o f network users' behavior and by keeping a record o f every 

access connection and device configuration change across the entire network. 

Cisco Secure ACS provides a centralized identity networking solution and simplified 
user-management experience across ali Cisco devices and security-management 
applications. Cisco Secure ACS ensures enforcement of assigned policies by allowing 
network administrators to control : 

• Who can log in to the network 

• What privileges each user has in the network 

What accounting information is recorded in terms of security audits or account billing 

• What access and command controls are enabled for each configuration administrator 

Like the Cisco Secure ACS for Windows, the Cisco Secure ACS Solution Engine supports a wide array of access 

connection types, including wired or wireless LAN, dialup, broadband, content, storage, volce over-IP (VoiP), 

firewall, and virtual private networks (VPNs). 

Cisco Secure ACS Solution Engine Highlights 

The Cisco Secure ACS Solution Engine is a highly secure, OS-independent, and dedicated platform that offers a 

highly manageable access control solution with an increasingly reduced setup and troubleshooting time. The Cisco 

Secure ACS Solution Engine provides Plug and Play deployment, a highly reliable AAA solution, and increased TCO 

protection through the high availability and simplified day-to-day operation and management of the Cisco Secure 

ACS service. It provides the same features and functions as the Cisco Secure ACS for Windows, in a dedicated, 

security-hardened, application-specific appliance package. Customers with existing Windows-based Cisco Secure 

ACS deployments can add or upgrade to Cisco Secure ACS Solution Engines without any effect on existing AAA 

configurations, including remate Iogging and replication configurations. More information about the Iatest Cisco 

Secure ACS features is available from the Cisco Secure ACS for Windows data sheet. , 

To ensure the high-security posture of the Cisco Secure ACS Solution Engine, additional functions specific to ~~ 
operating and managing the Cisco Secure ACS Solution Engine are provided. Additionally, a Cisco Secure ACS 

remote agent is available with each Cisco Secure ACS Solution Engine to enable remote Iogging and Windows _ 

authentication. Forwarding ali accounting data from the solution engine to a remate agent preserves disk space on 

the solution engine. It also improves AAA performance by eliminating the frequent and time-consuming disk writes 

required for local Iogging on the solution engine. Also, because a Cisco Secure ACS Solution Engine is never a 

member of a Microsoft Windows domain , the Cisco Secure ACS remote agent establishes the necessary Windows 

domain trust relationships for Windows-based authentication. 

Table 1 lists additional functions provided by the Cisco Secure ACS Solution Engine. These functions are not 

available from the Cisco Secure ACS for Windows software product. j r:t:IJ i i Qj, LUO::r=tl'i -

CPMI · CORREIOS 

Cisco Systems, inc. 
Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. lmportant 

Page 2 o f 5 

Fls . N° O 4 ~ Ü 
atices and Privacy State~nt. 

'!l Ú ~ -
Ooc: ___ . ___ .- .. J~: .. : 9 ____ ........ ---·-· · · ~··-r- ' ' 



...... . _ ... .. , . 

Table 1 Functions Provided by the Cisco Secure ACS Solution Engine 

Hardened underiying • The Cisco Secure ACS Solution Engine is dedicated to run only the Cisco Secure 
operating system ACS service, thereby preventing any appliance-based OS changes, additions, or 

configuration modifications. 

Serial console interface A serial console interface is provided on the Cisco Secure ACS Solution Engine 
for initial configuration, subsequent management of IP connections, access to the 
Cisco Secure ACS HTML interface, and application of upgrade and recovery 
procedures. . The serial console interface supports both serial line and Telnet connections 
through which the Cisco Secure ACS service can be reimaged, reloaded, and 
rebooted, both Jocally and remotely. 

Solution Engine-specific . lntegrated into the existing Cisco Secure ACS HTML interface, Solution 
management tools Engine-specific management tools provide generic appliance-management 

capabilities, including backup, recovery, software upgrades, monitoring, 
maintenance, and troubleshooting functions. . The Cisco Secure ACS HTML interface is accessed though a secured Secure 
Sockets Layer (SSL)-based connection. 

Cisco Secure ACS remate . The Cisco Secure ACS remate agent provides two functions: authentication 
agent against Windows domains and remete Jogging capabilities of user accounting 

records. . Administrators can provision primary and backup Cisco Secure ACS remete 
agents in distributed Cisco Secure ACS configurations. 

Port-based packet filtering . The Cisco Secure ACS Solution Engine implements a packet-filtering service to 
block traffic on ali but the necessary Cisco Secure ACS-specific TCP and UDP 
ports. 

Network Timing Protocol The Cisco Secure ACS Solution Engine has built-in NTP functions to maintain 
(NTP) support network timing synchronization and consistency with other Cisco Secure ACS 

appliances or network devices. 

Cisco Secure ACS Solution Engine-Specific Benefits 

In addition to the many benefits the Cisco Secure ACS solution brings in controlling user and administrative AAA 

inside your network, the Cisco Secure ACS Solution Engine, with its 1-RU hardened form factor, adds specific 

security and operational advantages in the following areas: 

• Security-With a security-hardened service focused on running exclusively the Cisco Secure ACS service, the 

solution engine significantly increases the security posture of the Cisco Secure ACS system. Ali solution engine ~ 
services and ports not used by the Cisco Secure ACS service are disabled to secure access to the Cisco Secure ACS ~ 
Solution Engine. 

• Plug and Play solution-The Cisco Secure ACS Solution Engine provides a record service uptime before starting 

to configure the Cisco Secure ACS service. 

• Manageability-With a dedicated, exclusive, and complete Cisco Secure ACS solution, the appliance greatly 

simplifies manageability and support o f the Cisco Secure ACS service while removing the necessity to manage any 

Engine are greatly simplified. 

Cisco Systems, Inc. 
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• Reliability-Enabling only the services that are required by Cisco Secure ACS allows an increase in overall 

reliability and security of the Cisco Secure ACS service. 

• TCO-With a turnkey security-hardened solution engine that is easily deployed , Cisco is able to guarantee full 

support, maintenance, and serviceability ofthe overall Cisco Secure ACS system-notjust the Cisco Secure ACS 

software running on various hardware configurations, supported by third-party vendors. 

• Migration from Cisco Secure ACS UNIX-The Cisco Secure ACS Solution Engine provides a suitable alterna tive 

for Cisco Secure ACS UNIX customers not willing to install or manage Cisco Secure ACS on the Windows OS. 

System Requirements 

Hardware Requirements 

The Cisco Secure ACS So!ution Engine is available on Cisco 1111 platforms with the following specifications: 

• Pentium IV processar, 2.66 GHz 

• 1GB RAM 

• 40 GB free disk space 

• Two built-in 10/100 Ethernet controllers 

• 1 floppy disk drive 

• 1 CD-ROM drive 

The Cisco Secure ACS remote agent is available in a Windows version that can be installed on a Windows 2000 

Server (Windows Domain Controller or Member Server supported) . 

The computer running Cisco Secure ACS remate agent for Windows must meet the following minimum hardware 

requirements: 

• Pentium III processar, 550 MHz or faster 

• 256 MBRAM 

• 250 MB free disk space 

Ordering lnformation 

The Cisco Secure ACS Solution Engine is available for purchase through normal Cisco sales and distribution channels 

worldwide. The Cisco Secure ACS Solution Engine is shipped with a preinstalled Cisco Secure ACS Software license. 

For More lnformation 

For more information about Cisco Secure ACS, visit: http://www.cisco.com/go/acs. 

For specific product functions or technical questions, send e-mail to the Cisco Secure ACS product marketing group 

at ACS-MKT@cisco.com. ~~ 

For questions about product ordering, availability, and support contract information, send e-mail to the product 

marketing group at ciscoworks@cisco.com. : . 2ee~ 
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Cisco Secure Access Control Server Solution Engine 

Q. What is Cisco® Secure Access Control 

Server (ACS) Solution Engine? 

A. Cisco Secure ACS Solution Engine is a 

highly scalable , one-rack-unit (RU). 

dedicated platform that serves as a 

high-performance access control server 

supporting centralized Remote 

Authentication Dial-In User Service 

(RADIUS) or Terminal Access Controller 

Access Control System (TACACS+). Cisco 

Secure ACS Solution Engine controls the 

authentication, authorization, and 

accounting (AAA) for users accessing 

corporate resources through the network. 

Q. What does Cisco Secure ACS Solution 

Engine do? 

A. Cisco Secure ACS Solution Engine 

enables you to control who can access the 

network, to authorize what types of 

network services are available for users or 

groups o f users, and to keep an accounting 

record of ali user actions in the network. 

The Solution Engine supports access 

control and accounting for dial-up access 

servers, firewalls and VPNs, voice-over-IP 

(VoiP) solutions, content networking, 

storage networks, and switched and 

wireless LANs (WLANs). In addition, the 

AAA framework can be used to manage the 

administrative roles and groups via 

TACACS+ and to control how network 

Q. Why did Cisco add an Solution Engine 

to the existing Windows server software 

packaging for Cisco Secure ACS? 

A. The decision to create a dedicated 

solution engine version o f Cisco Secure ACS 

was made based on severa! factors : 

• Security-The need to create a turnkey 

security-hardened service focused on 

running the Cisco Secure ACS service 

exclusively. The solution engine can 

remove ali extraneous services, block ali 

unused ports, and otherwise prevent ali 

other access to the Cisco Secure ACS 

server system-dramatically increasing 

the security posture o f Cisco Secure 

ACS. 

• Manageability-Cisco Secure ACS 

Solution Engine is a dedicated, exclusive 

service for AAA with no ability to install 

or run other services or applications. 

This greatly facilitates the support and 

day-to-day management o f the Cisco 

Secure ACS system. 

• Reliability-By targeting only the 

operating system services required by 

Cisco Secure ACS, the solution engine 

offers greater operational reliability and . 

security for the Cisco Secure ACS j 
system. ~ 

Total cost of ownership-Customers ~· 

choosing Cisco Secure ACS can 

administrators are able to change, acces~ •- · · · optimize their total cost o f ownership. 

and configure the network inte 1 n~.~ llg ô31~ôô5 -t:Gt4o · nd-to-end support now includes 
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full support, maintenance, and serviceability of the Cisco Secure ACS system-notjust the Cisco Secure ACS 

software running on various hardware configurations and supported by various third-party vendors. 

• Plug and play-Cisco Secure ACS Solution Engine is shipped already installed with Cisco Secure ACS application 

software, greatly reducing the time it takes to set up and deploy Cisco Secure ACS in your network. 

• Migration from Cisco Secure ACS UNIX-Cisco Secure ACS Solution Engine was built and targeted as a suitable 

migration platform for Cisco Secure ACS for Unix customers not willing to install or manage Cisco Secure ACS 

on a Windows server. 

Q. What are the differences between the Cisco Secure ACS software server and Cisco Secure ACS Solution Engine? 

A. Cisco Secure ACS Solution Engine provides the same features and functions of the Cisco Secure ACS Windows 

version-in a dedicated, security-hardened, application-specific option. The appliance includes features specific to the 

operation and management o f Cisco Secure ACS, and specific software features needed to be customized o r removed 

due to the different underlying system architectures: 

Authentication 

• Authentication against a Windows domain requires a Cisco Secure ACS remate agent running on a domain 

controller or member server. The Cisco Secure ACS remate agent is necessary to establish a Windows member or 

domain controller trust relationship. 

• Authentication against an Open Database Connectivity (ODBC) source is not supported. Lightweight Directory 

Access Protocol (LDAP) authentication can be used instead. 

• Authentication against One-Time Password (OTP) directories is performed using the generic RADIUS-based OTP 

interface on the appliance. Any OTP vendar that provides an RFC-compliant RADIUS interface can interface 

with Cisco Secure ACS. 

User Database Synchronization 

ODBC Logging Fls . No_(L4 2 5 
• ODBC logging is not supported. Administrators can use local or remate CSV logging ~- Ó <j Ó • 

Backup/Restore and Appliance Diagnostics Doe: 
---,,----,.- ._,... 

• Backup/restore and gathered appliance diagnostics are performed through a remate r>!.~li:Qj~<WJJ...Iç,wúi~d.,... 

using the current Cisco Secure ACS HTML graphical user interface (GUI). 

Q. What additional features are available on Cisco Secure ACS Solution Engine but not available on the Windows 

version? · 

A. To ensure the highly secure posture of Cisco Secure ACS Solution Engine, functions specific to operating and ~ / 

managing the appliance have been added: ~ 
• Security-hardened underlying operating system. ~ 
• Port-based packet filtering, allowing connections only to the ports necessary for Cisco Secure ACS operation. 

• Serial console interface for initial configuration, subsequent management of IP connections, Web interface, and 

application of upgrades and remate reboots . The serial console interface supports both serialline and Telnet 

oonoediom. Cl>eo Sy<tem,. loc ~ 
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• Backup/restore of Cisco Secure ACS data via FTP protocol. 

• Recovery procedures. 

• NTP (Network Time Protocol) support for maintaining network time consistency with other appliances or 

network devices . 

Q. Are there any additions to the existing Cisco Secure ACS GUI to support Cisco Secure ACS Solution Engine? 

A. Yes. New HTML pages specific to Cisco Secure ACS Solution Engine have been added to the Cisco Secure ACS 

GUI. These pages cover specific features around the operation and management of the solution engine and include: 

• Solution Engine configuration page 

• Solution Engine remate agent configuration page 

• Solution Engine upgrade page 

• Solution Engine status page 

• Solution Engine diagnostics log view 

Q. What ports and protocols access Cisco Secure ACS Solution Engine? 

A. Cisco Secure ACS Solution Engine implements a packet filtering service to block the traffic on ali but necessary 

TCP/User Datagram Protocol (UDP) ports. Only the ports listed in Table 1 are open for input traffic: 

Table 1 Cisco Secure ACS Solution Engine Ports Usage 

Service Name 

DHCP 

RADIUS authentication and authorization (original draft RFC) 

RADIUS accounting (original draft RFC) 

RADIUS authentication and authorization (revised RFC) 

RADIUS accounting (revised draft RFC) 

TACACS+ AAA 

Replication and RDBMS synchronization 

Cisco Secure ACS remote logging 

Cisco Secure ACS distributed logging (appliance only) 

Hypertext Transfer Protocol (HTTP) administrative access (at login) 

Administrative access (after login) port range 

1. ACS assigns unique port number from the range to each administration session 
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Q. What is the hardware platform specification for Cisco Secure ACS Solution Engine? 

A. Cisco Secure ACS Solution Engine is a security-hardened Cisco Secure ACS server in a dedicated 1-RU box with 

the following configuration: 

• Intel ISP 1100 motherboard with a 2.66-GHz Pentium 4 processar 

• 1GB ofRAM 

• Two built-in 10/100 Ethernet controllers 

• 40-GB IDE hard drive 

• One floppy drive Fls . N° O 4 ~ 
• One CD-ROM drive 3-6 9 6 

Q. How does Cisco Secure ACS Solution Engine authenticate to Windows domains? 
· Doe: ____ _ 

~--------------------A. In general, to authenticate Windows NT 4.0 or Active Directory domain users, you must establish a Windows 

member or domain controller trust relationship. Since Cisco Secure ACS Solution Engine does not run the necessary 

Windows server services to establish this trust, an externai Cisco Secure ACS remate agent is provided with the 

appliance solution, allowing the trust relationship to be established. The Cisco Secure ACS remate agent can be 

installed on member servers, domain controllers, o r backup domain controllers. NOTE: The best practice isto install 

the remate agent on a full Domain Controller (DC), as this would allow it to perform its authentication functions 

with the least extra configuration requirements. 

Q. What is the main purpose o f the Cisco Secure ACS remate agent? 

A. The Cisco Secure ACS remate agent has dual roles-it enables authentication against Windows domains, and it 

allows remate logging capabilities of user accounting records. 

Q. What operating systems can the Cisco Secure ACS remate agent be installed on? 

A. The Cisco Secure ACS remate agent can be installed on a Windows 2000 server (Windows Domain Controller 

or Member Server supported). A Solaris version of Cisco Secure ACS will be provided in the future for Sun Solaris 

installations. Please refer to the Cisco Secure ACS remate agent installation guide for the exact operating system 

versions and service packs supported. 

Q. Can a Cisco Secure ACS remote agent and Cisco Secure ACS Windows coexist on the same server? 

A. No. The Cisco Secure ACS remote agent cannot be installed on a server that already has Cisco Secure ACS 

Windows installed. 

Q. Can a solution engine be configured to use severa! remate agents? 

A. Yes. A solution engine can be configured to use one or more agents . There is no restriction that the same agent 

be used for Windows services and logging services. For Windows services, an appliance can point to a primary and ; · 

backup agent, in the event that the primary agent is unavailable. J; 
Q. Can a Cisco Secure ACS remate agent be shared with multiple solution engines? ~ . 
A. Yes. The Cisco Secure ACS remote agent can be shared with multi pie solution engines. There is no hard limit to 

the number of Cisco Secure ACS solution engines that can share a single remote agent, but Cisco will support 

configurations with up to five solution engines sharing a single Cisco Secure ACS remote agent. If user accounting' 

records from multi pie Cisco Secure ACS solution engines need to be consolidated and centralized, it is desired that 

ali these solution engines share a single Cisco Secure ACS remote agent. 

Cisco Systems. Inc. 
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Q. Can I perform Jocallogging on Cisco Secure ACS Solution Engine instead of using the remate logging capability 

of the Cisco Secure ACS remate agent? 

A. Yes. However, Jocallogging on Cisco Secure ACS Solution Engine is constrained in size, forcing Jog files to be 

recycled after seven days. The Cisco Secure ACS remate agent provides full, unconstrained Iogging capability to a 
remate server. 

Q. Are there any differences in the type o f Windows data bases supported by the Cisco Secure ACS remate agent and 

the ones supported by Cisco Secure ACS Windows? 

A. No. The Cisco Secure ACS remate agent supports the same Windows data bases supported by Cisco Secure ACS 

Windows. 

Q. What 802.1X authentication types does the Cisco Secure ACS remate agent support? 

A. The Cisco Secure ACS remate agent supports the same 802.1X authentication types available on Cisco Secure 

ACS for Windows. This includes Extensible Authentication Protocol (EAP)-MDS, EAP-TLS, EAP Cisco Wireless, 

LEAP, PEAP-EAP-GTC, and PEAP-EAP-MSCHAPv2. 

Q. Can a Cisco Secure ACS remate agent be provisioned for Cisco Secure ACS for Windows? 

A. No. In its initial release, the Cisco Secure ACS remate agent only operates with Cisco Secure ACS Solution 

Engine. No communication is possible between a Cisco Secure ACS remate agent and a Cisco Secure ACS service on 

Windows. However, this Jimitation does not prevent Cisco Secure ACS Windows and Cisco Secure ACS Solution 

Engine from operating in the same network environment. 

Q. What happens to the standard HTML reports on the solution engine? Do they stay the same? 

A. In general, these reports stay the same. The solution engine reports will be constrained in size with no support 

for multiple rolled over files. The Cisco Secure ACS remate agent will provide full, unconstrained report capability 

on a remate FTP server. 

Q. What happens with third-party software tools, such as backup services from Legato? 

A. Cisco Secure ACS Solution Engine is a standalone, dedicated box for running Cisco Secure ACS. There are no 

interfaces or abilities to add third-party software of any kind to the box. Cisco will investigate third-party 

extensibility, but at present, nothing can be installed on the Cisco Secure ACS Solution Engine other than Cisco 

Secure ACS images and patches downloaded via FTP. For Cisco Secure ACS backup, Cisco will create an export file 

that is automatically exported to an externai FTP server. Backup tools can be installed and used to backup the 

externai server. 

Q. Can I run Cisco Secure ACS in "mixed mode" (for example, run instances ofthe Cisco Secure ACS Windows and 

additional instances of Cisco Secure ACS Solution Engine)? 

A. Yes. Cisco will support environments using both Cisco Secure ACS Windows and Cisco Secure ACS Solution . 

~· ~ 
Q. How is Cisco Secure ACS replication affected with the introduction of Cisco Secure ACS Solution Engine? 

A. Cisco Secure ACS replication functions will remain unchanged with the introduction of Cisco Secure ACS 

Solution Engine. Replication between Cisco Secure ACS Solution Engine and Cisco Secure ACS Windows, as well as 

replication among Cisco Secure ACS solution engines, will be supported with no impact on any of the solution ~ 

engines or Windows configurations. 

~· CISCO Systems. Inc. 
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Q. Are there any restrictions on whether Cisco Secure ACS Windows or Cisco Secure ACS Solution Engine can be a 

master database in a replicated configuration? 

A. No. Cisco Secure ACS Windows or Cisco Secure ACS Solution Engine can be the master databases replicating to 

Cisco Secure ACS Windows slaves, Cisco Secure ACS Solution Engine slaves, or both Windows and solution engine 

slaves at the same time. 

Q. Are there any changes to single logon and password aging capabilities in Cisco Secure ACS Solution Engine? 

A. No. With the appropriate Windows or domain controller trust relationships established with the Cisco Secure 

ACS remote agent, single logon and password aging capabilities remain unchanged from Cisco Secure ACS Windows 

version. 

Q. How scalable is a Cisco Secure ACS Solution Engine? 

A. The Cisco Secure ACS Solution Engine follows, as a minimum, the same scalability performance as a 

Windows-based Cisco Secure ACS server. Cisco Secure ACS guidelines and performance analysis shows that each 

Cisco Secure ACS server can support anywhere from 20,000 to 80,000 users per server, and can scale to support in 

excess o f I 0,000 devices, depending on configuration, platform, and usage scenarios. The real challenge in scaling a 

user access control framework is on the back end. Linked to a high-performance back-end database such as Oracle 

or Sybase, Cisco has deployed Cisco Secure ACS for Windows 2000 and NT in clustered deployments in to customers 

with hundreds o f thousands o f user records. 

Q. What Cisco Secure ACS Solution Engine features enhance Cisco Secure ACS reliability and remote management? 

A. The operating system is configured to automatically reboot on system crash. The serial console service is 

configured to automatically restart if it fails . Cisco Secure ACS software implements the monitor that will restart 

Cisco Secure ACS services if they fail. The solution engine also provides a remo te administrator command line 

interface (CLI) . The CLI supports both serialline and Telnet connections, and the Cisco Secure ACS service can be 

reimaged, reloaded, upgraded , and rebooted remotely from the CLI interface. 

Q. What support is there for LDAP? 

A. Support for LDAP on the appliance is identical to present support from the Cisco Secure ACS Software version. 

Cisco Secure ACS supports use r authentication against records kept in a directory server through LDAP. Cisco Secure 

ACS supports the most popular directory servers , including Novell and Netscape LDAP Servers, through a generic 

LDAP interface. 

Q. Will Cisco Secure ACS Solution Engine allow "single Jogin" for Windows networking? 

A. Yes. Cisco Secure ACS can be set up so that a user will only need to enter a user name and password once. This 

is considered a "single Jogin." The Cisco Secure ACS remote agent is required to be installed on a Windows networkt 

server with the necessary trust relationships to the domain defined. ' 

Q. Does Cisco Secure ACS support OTP and token systems? 

A. Yes. Cisco Secure ACS can be configured to communicate with token solutions from ActiveCard, Cryptocard, 

PassGo Technologies, RSA Data Security, Secure Computing, and Vasco. Cisco Secure ACS Solution Engine includes 

a generic RADIUS interface for expanding OTP coverage to new vendors. Any OTP vendor that provide_s 11_n ____ _ 

RFC-compliant RADIUS interface should work with Cisco Secure ACS Solution Engine -·R~mQ..j'l~'ffi1~~"ffi''~ 
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Q. What 's new in Cisco Secure ACS Version 3.2 for access control functions and features? 

A. Cisco Secure ACS Version 3.2 is a minor update to Cisco Secure ACS Version 3.1 . It adds the following main 

features : 

• Cisco Secure ACS Solution Engine support 

• EAP-MSCHAPv2 support within the Protected EAP (PEAP) framework (used for both wireless and wired 

environments) 

• Machine-based authentication (through EAP-TLS and EAP-MSCHAPv2) 

• PEAP authentication against the internai Cisco Secure ACS database 

• EAP-TLS authentication against ODBC data bases 

• EAP-TLS session resume support 

• Accounting support for Cisco Aironet® clients 

• LDAP multithreading 

• Downloadable access controllists (ACLs) for VPN solutions 

Please refer to the Cisco Secure ACS Version 3.2 data sheet for more information about the features and functions 

introduced in this release. 

Q. How is Cisco Secure ACS Solution Engine Version 3.2 licensed? 

A. Cisco Secure ACS Solution Engine is licensed per server, with unlimited ports, users, and network access servers. 

The following solution engine packages will be available for ordering. For exact part numbers, refer to the Cisco 

Secure ACS Version 3.2 product bulletin at: http://www.cisco.com/go/acs 

• Cisco Secure ACS Solution Engine Version 3.2 

• Cisco Secure ACS Solution Engine upgrade package- Used for upgrading from software versions o f Cisco Secure 

ACS 3.x or Cisco Secure ACS for UNIX to Cisco Secure ACS Solution Engine Version 3.2 

Note: The Cisco Secure ACS Solution Engine upgrade package can be ordered when customers have deployed 

Cisco Secure ACS for Windows or Cisco Secure ACS for UNIX in their networks and want to upgrade to the solution 

engine version. Please refer to the Cisco Secure ACS Solution Engine user guide and release notes for supported 

upgrade paths. Current Cisco Secure ACS software maintenance entitlements do not provide a free upgrade to the 

Cisco Secure ACS Solution Engine. 

Q. Can I upgrade to Cisco Secure ACS Version 3.2 from older software versions of Cisco Secure ACS? 

A. Yes. A detailed upgrade procedure will be available to guide you through the required steps to complete an 

upgrade to Cisco Secure ACS Solution Engine. Please refer to the Cisco Secure ACS Solution Engine user guide forr . 

more information about the supported upgrade procedure. · 

Q. Can I purchase or license a backup solution engine? 

A. No. An additional Cisco Secure ACS Solution Engine must be purchased as a separate Cisco Secure ACS server 

license to be used for recovery and backup purposes. Cisco Secure ACS servers can be run as recovery or failover 

servers. Beca use Cisco Secure ACS is a central control service in your network, Cisco highly recommends that 

customers configure a backup server for failover and recovery. ' (~J-
~'tr ~ 

CP Mi - . ~~~~OS ifY 
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Q. Does Cisco Secure ACS Solution Engine operating system need to be updated when upgrading the Cisco Secure 

ACS firmware? / 

A. No. Future Cisco Secure ACS image upgrades are applied to Cisco Secure ACS Solution Engine without updating 

or modifying the underlying Cisco Secure ACS Solution Engine operating system. 

Q. Do I need to patch the solution engine with newer operating system releases or patches? 

A. No. Ali operating system software updates and patches are handled by Cisco Secure ACS Solution Engine 

upgrades performed by Cisco. Any operating system patch that requires changes to Cisco Secure ACS Solution 

Engine will be provided in a new upgrade/patch. 

Q. Can Cisco Secure ACS Solution Engine software be upgraded remotely from a CD-ROM? 

A. Yes. Cisco Secure ACS Solution Engine supports remate upgrades from CD-ROM without any FTP server posting 

requirements. 

Q. Can Cisco Secure ACS Solution Engine support software image rollback during patch update verification? 

A. Yes. Cisco Secure ACS Solution Engine can rol! back to previously installed software when a software patch has 

been applied. This capability is used for debugging and verification purposes. 

Q. What is the status o f Cisco Secure ACS for UNIX? 

A. Cisco Secure ACS for UNIX is expected to be discontinued, at which point an end-of-life, end-of-sale (EOL/EOS) 

announcement will be made. Cisco will support ali existing customers and provide smooth migration paths as the 

new platforms become available. The EOL/EOS date has not been determined, but Cisco will provide customer 

support for Cisco Secure ACS for UNIX customers for a period no shorter than 24 months after the EOL~OS date. 

At present, no new features or releases are planned for Cisco Secure ACS for UNIX and only criticai, Priority 1 bugs 

will be addressed. 

Q. Can I use my current Cisco Secure ACS Windows maintenance contract to get support on Cisco Secure 

ACS Solution Engine? 

A. No. Separate hardware and software contracts need to be purchased for maintenance support on Cisco Secure 

ACS Solution Engine. Please refer to refer to the Cisco Secure ACS Version 3.2 product bulletin for more information. 

http:// www.cisco.com/go/acs 

Q. How can I obtain a demo of Cisco Secure ACS Solution Engine? 

A. Please contact your Cisco account manager, who will be able to arrange for a limited time demo o f Cisco Secure 

ACS Solution Engine. 

Q. Where can I find more information on Cisco Secure ACS? 

A. For additional product information, visit: http://www.cisco.com/go/acs 

For additional information or questions, please send e-mail to the Cisco Secure ACS product marketing group a~ 

ACS-MKT@cisco.com. 

I 
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CISCO SVSTEMS 

Cisco 3700 Series Multiservice Access Routers 
Access Platform Optimized for the Modular lntegration of Branch Office Applications and Services 

lntroduction 

The Cisco® 3700 Series Multiservice Access Routers are a family o f modular routers that 

enable tlexible and scalable deployment of new e-business applications for the Full Service 

branch office. The Cisco 3700 Series routers optimize the branch office with high performance 

routing, integrated low density switching, Security, Voice, IP telephony, Video and Content 

Networking in a single integrated solution. This unique integrated design enables enterprise 

customers to incrementally adapt to evolving business needs by enabling important services 

delivered by Cisco lOS®, such as Quality of Service (QoS) , IP Multicast, VPN, Firewall, and 

Intrusion Detection, with the performance required for tomorrows business challenges. The 

Cisco 3700 Multiservice Access Routers are based on the same modular concepts as the Cisco 

3600 Series but enable dramatically higher leveis of performance and service integration for 

the branch office. 

figure 1 The Cisco 3700 Series Multiservice Access Routers 
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The Cisco 3725 and Cisco 37 45 provi de on-board LAN/WAN connectivity, new high-density 

service modules (HDSM), and support for multiple Advanced Integration modules (AIMs) to 

deliver the highest leveis of service density for the enterprise branch office today. Improving on 

the success of the Cisco 3600 Series' modular architecture, these highly integrated platforms 

deliver a compelling value proposition with by integrating components previously purchased 

separately, such as two fixed 10/100 LAN ports and additional memory. With the options of . 

two or four network module slots-which can be adjusted to accept the HDSM ~ 
modules-three WAN Interface Card (WIC) slots, and two on-board AIM slots, the Cisco 370 

offers many flexible options to enable high densities of services. Providing support for the · 

majority o f LAN and WAN interfaces available today on the Cisco 3600 Series platforms 

reinforces Cisco investment protection promise and maximizes the flexibility ofthese platforms 

for the future . 
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Cisco 3700 Multiservice Access Router Overview 

The modular Cisco 3700 Series Multiservice Access Routers Ieverage network modules (NMs), WAN Interface Cards 

(WICs). and Advanced Integration Modules (AIMs) from the Cisco 1700, 2600, and 3600 Series Routers for WAN 

Access, Voice Gateway, Security, Content, and Dia! applications. In addition, the Cisco 3725 and Cisco 3745 

introduce a new, doublewide form factor, that provides support for the high density services modules (HDSM's) . The 

Cisco 3745 with four network module slots can accept up to two HDSM's by removing the center guides between 

each pair of adjacent NM slots. The Cisco 3725, with two network module slots can accept a single HDSM in the 

upper network module slot by removing the blank pane! and still have an available network module slot. By utilizing 

the new HDSM capability the Cisco 3700 Series routers are able to integrate higher port density and new, high 

performance services. 

Figure 2 Cisco 3745 Multiservice Access Router (shown with optional interfaces) 

Serial 0/4 

Gigabit Ethernet 2/0 

Figure 3 Cisco 3725 Multiservice Access Router (shown with optional interfaces) 
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Also new in the Cisco 3700 Series is the ability to support integrated In-Line Power on optionall0/100 switching 

modules for IP Telephony and/or Aironet Wireless LAN applications. By integrating the connectivity slots and ports 

on the base chassis, the Cisco 3700 Series enables the NM slots to integrate additional services in a small footprint. 

Both Cisco 3700 platforms offer increased Flash and DRAM default memory to accelerate and simplify future service 

and feature additions. In addition, the Cisco 37 45 router offers additional availability features that may be required 

in high density, multiple services configurations. 
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Key features for the Cisco 3725 and 37 45 : 

• Two Integrated 101100 LAN ports 

• Two Integrated Advanced Integration Modules (AIM) slots 

• Three Integrated WAN Interface Card (WIC) slots 

• Two (Cisco 3725) or four (Cisco 3745) Network Module (NM) slots 

• One (Cisco 3725) or two (Cisco 3745) High Density Service Module (HDSM)-capable slots 

• 32MB Compact Flash/ 128MB DRAM (default, single 128MB DIMM/SODIMM) 

• Both Cisco 3725 and 3745 have a single 128MB SDRAM DIMM module anda single 32MB Compact Flash 

module by default 

• Optional In-Line Power for 16-port EtherSwitch NM, 36-port EtherSwitch HDSM and wireless access points 

• Support for ali major WAN protocols and media: LL, FR. ISDN, X.25 , ATM, fractional Tl/E1, Tl/E1, xDSL, 

T3/E3, HSSI 

• Support for selected NMs, WICs and AIMs from the Cisco 1700, 2600 and 3600 Series 

• 2 RU (Cisco 3725) or 3 RU (Cisco 3745) Rack-mountable chassis 

• -24V DC power supply 

• NEBS Levei 3 compliance 
HH~~:-f700FeN-=-i 

Additional Key Features for the Cisco 3745: 

• Field-replaceable motherboard , I/0 board and fan tray 
CPMI -O c4~~IOS 

• Passive backplane Fls . N°_- ___ _ 

• Optional internai redundant power supplies (RPS - AC, DC and inline power) 

• Online Insertion and Remova! (OIR) of NMs and RPSs Doe: - - -
Table 1 Cisco 3700 Series Key Features and Benefits 

Feature Benefit 

lnvestment Protection 

Modular platform which Network interfaces are field-upgradable to accommodate future technologies 
shares interfaces with - Additional services can be added on an "integrate as you grow" basis 
C~co 1700,2600,3600 - Leverages the large existing portfolio of WICs, VICs, NMs and AIMs to reduce 

sparing, training, configuration and installation and maintenance costs 

LAN/WAN Connectivity More NM and HDSM slots available to add services in the future 
integrated into chassis - Combination of AIMs and WICs along with NMs/HDSMs gives greater flexibility to 

create new configurations as requirements change 

VPN and Security . Add security intrusion detection (lOS) and VPN connectivity to the router through 
configurations Cisco lOS software and optional performance-enhancing data encryption AIMs. 

I~ - Provides secure connectivity and perimeter security throughout the network. 

Flexible voice gateway and . Incrementai or full scale migration from legacy infrastructure to IP Telephony 
IP Telephony - Supports numerous standards-based analog and digital interfaces to PBXs and the 
configurations PSTN 

- Sliding scale options for higher density mixed analog and digital voice gateway 
configurations 
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Table 1 Cisco 3700 Series Key Features and Benefits (Continued) 

Feature Benefit 

Cisco lOS software • Supports Cisco lOS feature sets common with the Cisco 2600 and 3600 routers 

- Enables end to end solutions with full support for Cisco IOS-based QoS, bandwidth 
management and Security mechanisms 

Scalability 

lncreased AIM (2) and WIC • Services and WAN connectivity and backup can be supported without consuming an 
density (3) NM slot 

- lncreased density per RU o f voice, switching, WAN connectivity 

lncreased default memory . A greater number of new Cisco lOS releases may be added without the need to 
of 32MB Compact Flash purchase/install additional memory 
and 128MB ORAM 

New High Density Service • Enables higher port density and new, high performance services 
Modules (HDSM) 

Availability 

Support for Optional Accommodates optional RPS (externai for Cisco 3725, internai for Cisco 3745) and 
Redundant Power minimizes network downtime 

Survivable Remote Site Branch otfices can leverage centralized call control while cost-effectively providing 
Telephony local branch backup redundancy for IP Telephony 

Online lnsertion and Allows network modules to be swapped or serviced with mini mal impact to network 
Removal-capable availability 
(3745 only) - Allows servicing of online replacement of RPS --·--····~- -·~ 

- Online replacement o f fan tray RQS 11Q 03/200~ 
~ ..... ..... ........ , ,...,.. 

Field-replaceable High serviceability design 
\..t" IYU.. .,. vV·~ ~18'v 

motherboard, 1/0 board, - Additional operations and maintenance flexibility 043 
power supplies and fan Fl s. No 
tray (3745 only) 

3 696 J 
Advanced lntegration Module Options Doe: 

.......... .. ___ ,..._.,..,.. -.-~-- . 
The Cisco 3700 Series are equipped with two internai slots to support one or two fiel(f1nstallãõfé AfMs. AIMs use 

function-specific hardware to off-load the main router CPU and accelerate processar- or resource-intensive services , 

yielding dramatically higher throughput and higher performance than a software-only implementation. The AIM 

slot has access to virtually ali of the router's resources, including the main system bus. The TDM bus and the serial 

communications controllers make this a very flexible and powerful feature. Since the AIM is internally mounted, 

externai slots remain available for integration of other modular components such as CSU/DSUs, WAN interfaces,~· 

or other devices such as modems, or packetized voice/fax processors . 

The Data Compression AIM provides a cost-effective option for reducing recurring WAN costs and maximizes v 
the benefit o f the advanced bandwidth management features of the Cisco lOS software. With compression ratios, \ 

o f up to 4:1, each integrated Data Compression AIM supports 4 Tl!Els o f compressed data throughput with one 

AIM and up to 8 Tl!El with two AIMs. The Data Compression AIM supports industry standard LZS and Microsoft 

Point-to-Point Compression (MPPC) algorithms and ensures compatibility with ali Cisco products supporting 

hardware- or software-based compression. 
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Three combination Voice + ATM AIM modules are available on the Cisco 3700 Series. The AIM-ATM provides 

asynchronous transfer mode (ATM) services to the WAN. The AIM-VOICE-30 provides digital signal processar 

(DSP) services, which can support up to 30 medium-complexity voice channels. The AIM-ATM-VOICE-30 combines 

the features from the AIM-ATM and AIM-VOICE-30 modules onto a single AIM module. These AIM modules 

supplement the broad portfolio o f Cisco voice solutions and allow enterprises and service providers the flexibility 

ofimplementing ATM and voice solutions on the routers. These three Voice and ATM AIM modules provide a 

cost-effective option for reducing recurring cost and maximizing the benefits ofthe advanced bandwidth management 

features o f the Cisco lOS software. 

The AIM-ATM offers ATM adaptation layer 2 (AAL2) and ATM adaptation Iayer 5 (AAL5) support for Iow-density 

Tl/E1 data and voice connections over ATM networks. lt supports the following ATM-IMA capabilities: up to 4 

Tl/E1 ofiMA with a single AIM-ATM, and 8 Tl/E1 ofiMA with two AIM-ATM's (maximum 4 Tl/E1 IMA bundle). 

This AIM module allows service providers and enterprise customers to take advantage of the reliability and quality 

o f service (QoS) available with ATM connectivity. The AIM-VOICE-30 contains DSPs that can support up to 30 

medium-complexity voice channels when used with the Voice/WAN (VWIC-MFT) interface card. When the 

AIM-VOICE-30 can be used in a Cisco 3700, for voice over IP (VoiP) or voice over Frame Relay (VoFR) connectivity 

while freeing up the network module slot for other applications. The AIM-ATM-VOICE-30 combines the ATM 

features of AIM-ATM and voice features of AIM-VOICE-30 in a single AIM 

The Data Encryption AIM's available for the Cisco 3700 Series offloads encryption processing from the CPU, 

providing over 10 times the performance over software-only encryption. The AIM-VPN/EP on the Cisco 3725 

supports a maximum of 800 tunnels. On the Cisco 3745, the AIM-VPNIHP supports a maximum of 1,800 tunnels . 

The recently released AIM-VPN/EPII and AIM-VPNIHPII further extends the encryption performance o f the Cisco 

3700. These modules offers hardware accelerated DES/3DES and the new AES {Advanced Encryption standard) 

encryption at speeds up to 90-Mbps on the Cisco 3745 (max based on 1400 byte packet size) . In addition the 

AIM-VPN/EPII and AIM-VPNIHPII support hardware-assisted layer-3 compression services where bandwidth 

conservation may Iower network connection costs. The AIM-VPN/EPII on the Cisco 3725 supports a maximum 

of 8,000 tunnels, and the Cisco 3745, with the AIM-VPNIHPII supports a maximum of 10,000 tunnels. 

Key Applications and Benefits 

The Cisco 3700 platforms are designed for the Fui! Service Branch office that are deploying advanced applications, 

that require higher performance for voice, security, QoS, content acceleration and delivery, and high availability at 

the network edge by integrating functions previously addressed by a combination of platforms. 

Advanced Security Services and VPN's 

The Security and VPN features of the Cisco 3700 offer customers the ability to deploy proven security features such 

as secure VPNs, Intrusion Detection Systems (IDS), and firewalls, as well as high-speed Internet access and the ability ~ 

to create extranets or demilitarized zones (DMZs). Cisco access routers deliver a rich, integrated package o f routing, · 

firewall, intrusion detection , and VPN functions for multiservice applications. 

VPNs help companies reap benefits such as dramatically Iowered WAN costs, improved global connectivity, and better 

reliability, while enabling capabilities such as secure extranet communications. Remote dia! , Internet, intranet, and 

extranet access can ali be consolidated over a single WAN connection to the Internet. The Cisco 3700 VPN solution 

supports the features essential to VPNs-IPSec data encryption, tunneling, broad certificate authority support for 

Cisco Systems, Inc. 
Ali contents are Copyright © 2003 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statement. 

Page 5 of 14 ~. 
.-~ 
c '~ 



-c 

." . ., 
'· 

.~oc :__3__6 9 6 ._ ____ .. ______ _ 

public key infrastructure (PKI)-and advanced features such as stateful VPN failover, certificate auto-enrollment, 

stateful firewall, intrusion detection, and service-level validation. The Cisco 3700 Series works with optional Virtual 

Private Network Modules (VPN Modules) to optimize the platforms for virtual private networks (VPNs). The Cisco 

3700 Series VPN Modules provide up to 10 times the performance over software-only encryption by offloading the 

encryption processing from the router central processing unit (CPU). The Cisco 3700 series together with the VPN 

module are the perfect IPSec VPN solution for connecting medi um, and large branch offices to other remate locations, 

corporate headquarters, central-office intranets, or partner extranets. 

As network security becomes increasingly criticai to securing business transactions, businesses must integrate security 

in to the network design and infrastructure. The Cisco lOS Firewall is a security-specific option for Cisco lOS software 

which runs on the Cisco 3700 platform. It integrates robust firewall functionality and intrusion detection for every 

network perimeter and enriches existing Cisco lOS security capabilities. lt adds greater depth and flexibility to 

existing Cisco lOS security solutions-such as authentication, encryption, and failover-by delivering state-of-the-art 

security features such as stateful , application-based filtering; dynamic per-user authentication and authorization; 

defense against network attacks; Java blocking; and real-time alerts . 

VPN Security Features and Voice and Video-Enabled IPSec VPN 

The Cisco 3700 VPN security features are ali voice and video-enabled IPSec VPN ready. The Cisco 3700 offers a VPN 

infrastructure capable o f transporting converged voice, vídeo, and data traffic across a secure IPSec network. The 

Cisco 3700 VPN platforms are able to accommodate the diverse network topologies and traffic types characteristic 

o f multiservice IPSec VPNs, and ensure that the VPN infrastructure does not break multiservice applications deployed 

now or in the future. 

The network architecture ofthe Cisco Voice and Video-Enabled IPSec VPN (V3PN) Solution takes advantage of Cisco 

VPN routers with Cisco lOS Software, Cisco CaiiManager, and IP phones. Furthermore, Cisco provides an overall 

deployment model for these products through Cisco AWID (Architecture for Voice, Vídeo and lntegrated Data) for 

converged networking and the SAFE Blueprint for VPNs. These deployment models ensure a secure, interoperable, 

reliable network solution with end-to-end product support. 

Content Acceleration and Delivery 

Cisco 3700 Series enables key services criticai to supporting the needs of today's enterprise networks. By enabling 

efficient delivery o f rich media and web content, content acceleration and delivery services enhance use r productivity 

while optimizing WAN bandwidth. Cisco 3700 supports the integrated Content Engine Network Module, which 

leverages the advanced content acceleration features o f the Cisco Content Engine Sxx Series in to the industry's first 

router-integrated content delivery system. 

As enterprises learn to capitalize on the capabilities o f web-based applications, HTIP traffic is assuming a larger 

proportion of WAN bandwidth. The Content Engine Network Module effectively accelerates applications by ~ 

optimizing the delivery of bandwidth-intensive and frequently accessed content. Caching alone can offer a 40-60% · 

savings in WAN bandwidth usage by a branch site, and the content delivery capabilities of the module enables 

enterprise services which maximize the productivity and efficiency of a global enterprise. Integration of the 

application Iayer services of the Content Engine Network Module with intelligent network services such as QoS, 

compression and IPSec offer a superior bandwidth optimization solution for the enterprise branch. 

Cisco Systems. Inc. 
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Combining intelligent caching, content filtering and content delivery capabilities with robust branch office routing 

helps users optimize their networks for important branch IP services such as VOIP, while greatly simplifying 

configuration, deployment, and operation of network services. Running Cisco Application and Content Networking 

System (ACNS) software, the Content Engine Network Module enables customers to extend the value oftheir branch 

router infrastructure to de li ver strategic new application services- such as Employee Internet Management, Streaming 

Media, live and on-demand e-communications and e-learning, with no performance degradation of core routing 

services. Further, the Content Engine Network Module interoperates with ali Cisco devices, and leverages key Cisco 

lOS features such as multicast and WCCP while supporting key management solutions such as CiscoWorks. 

lntegration of Flexible Routing and Low Density Switching 

The Cisco 3700 Series offers an optional16-port 10/100 EtherSwitch network module (NM), or an optional36-port 

10/100 EtherSwitch high density service module (HDSM), both o f which leverage the proven Cisco Catalyst 

technology. The EtherSwitch NM/HDSM hardware supports 802.1 p Layer 2 prioritization, while Cisco lOS supports 

Layer 3 Diff-Serv and Class of Service (CoS) markings for criticai business data. Coupling Layer 2/3 prioritization 

techniques, with the QoS for the WAN, the Cisco 3700 Series ensures low latency for criticai business applications, 

enabling the deployment of e-business applications. 

The EtherSwitch ports can also be used to power the Cisco Aironet Access Points in the low-density-branch to deliver 

Wireless LAN (802.11b) access tlexibility. The Cisco 3700 Series with the EtherSwitch NM/HDSM integrates Cisco 

lOS routing and Catalyst switching technologies in a single platform, offering a single point of management for easier 

configuration, troubleshooting and a lower total cost of ownership. 

Key features include: 

• Combination o f the industry-leading Cisco lOS features with Catalyst switching technologies for wire-rate Layer 

2 switching, with rich protocol and feature support. 

• Integrated platform, with EtherSwitch ports for LAN, WAN tlexibility, anda rich QoS toolkit for e-business 

applications. 

• Enables simple, single point for configuration and troubleshooting, while integrating diverse technologies. 

• Modular design enables scaling as business needs evolve with options for 16- or 36-port EtherSwitch module 

port densities. 

Figure 4 Cisco 16- and 36-port EtherSwitch Modules 

3696 
Doc. _ ___ _ 
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Single Platform Solution for Branch Office IP Telephony and Voice Gateway 

As the migration to converged voice/data networks accelerates , enterprises need to deploy a platform that has the 

ability to immediately or gradually grow to support a wide range o f traditional telephony devices in addition to newer 

IP telephony solutions. The Cisco 3700 Series delivers on that need by supporting legacy phone systems through a 

variety of scalable analog telephony connectivity options starting at two analog ports and scaling to 16, 32, 48 or 64 

analog ports. Digital telephony connectivity is just as scalable with options beginning at 12 channels and scaling up 

to up to 240 channels. IP telephony solutions are also supported on the Cisco 3700 Series through a powerful set of 

features including line powered IP phone connectivity that begins with 16 ports and scales to 36, 52, or 72 ports in a 

single platform. 

The performance-tuning o f the Cisco 3700 Series enables customers to apply quality o f service, bandwidth 

optimization and fragmentation services, along with other advanced call admission contrai, call contrai and queuing 

mechanisms, without sacrificing the expected data performance needed for future growth. The Cisco 3700 Series 

offers resilient IP telephony services, including Survivable Remate Site Telephony (SRST), H.323, SIP and MGCP, and 

redundant power for the system and IP phones. 

With the Cisco 3700 Series, enterprises can deploy this scalable platform to support ali of their telephony needs 

without investing in ali connectivity requirements in the initial deployment. The enhanced service density of the Cisco 

3700 allows enterprises the opportunity to deploy a base levei configuration that will scale to the converged telephony 

needs o f that branch when necessary. This modular telephony format mitigates future technology Iockout. 

Deployment of IP Telephony infrastructure solutions are facilitated by the following key Cisco 3700 features: 

• Optional modular integration of an inline-powered EtherSwitch NM or HDSM, combined with analog and/or 

digital high-density voice gateway modules and flexible WAN connectivity for a modular, single-platform IP 

Telephony infrastructure 

• Resilient IP Telephony services, including Survivable Remate Site Telephony (SRST), H.323, SIP and MGCP, and 

redundant power for system and IP phones 

• Complete Cisco Cai!Manager support for both H.323 and MGCP cal! contrai protocols makes the Cisco 3700 

the ideal voice gateway 

• Performance-tuned to scale both analog, and digital voice solutions and hybrid solutions 

• Modular expandability enables the addition of gateway or phone aggregation ports as needed 

• Integrated Time Division Multiplexing (TDM) for fui! Drop&Insert functionality between ali WIC, Network 

Module and onboard AIM's 

The evolution from traditional TDM voice to IP Telephony has created the requirement that branch offices be 

equipped to deploy IP Telephony solutions without the need to replace the branch office access platforms. The Cisco 

3700 series fulfills that need by ensuring complete support for the range ofvoice gateway densities and IP Telephony 

features necessary for Enterprises' evolving branch office infrastructures. ----- · 

.... ~ 
DOe ~~ ___.....- --
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Figure 5 Cisco 3700 Full Serivce Branch integrated capabilities 

Remate Branch Office 

Example 
• Branch Office IP Telephony 
• One 36-Port EtherSwitch HDSM (Power Version) 
• One PPWR-PS-360W (Internai Power Unit for Cisco 3700) 
• Single Point Remate Management 
• SRS Telephony Call Processing Redundancy 

Figure 6 Full Service Branch scenarios 
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Cisco 3700 enables higher service densities through a versatile, wider interface form factor (using a HDSM), 

additional interface options with three WIC slots, CPU offload with two built-in AIM slots, and on-board LAN/WAN 

connectivity to free up module slots. 

Table 2 Supported Interfaces for the Cisco 3700 Series 

Interfaces Description 

LAN/WAN FE Combo NMs (NM-1FE2W, etc.) 

1 port Multimode Fiber FE NM 

1 port Gigabit Ethernet GBIC NM 

1 port ADSL WIC 

1 port G.SHDSL WIC 

LAN • 16 & 36 port EtherSwitch NMs 

Serial • 2 port Serial WIC 

• 1 and 2 port T1/E1 CSU/ DSU VWICs 

• 1 port 56k CSU/DSU WIC 

• 4 and 8 port Sync/Async Serial NMs 

• HSSI NM1 port T1 CSU/DSU WIC 

• 16 & 32 port Async NMs 

• 1 port serial WIC 

• 4 port serial NM 

• 1-port T3/E3 with lntegrated DSU 

ISDN/Channel • 1 and 2 port T1/E1 Channelized/ ISDN Pri NMs 

• 4 and 8 port T1/E1 ISDN BRI NMsiSDN BRI WICs 

Voice • Low Density Analog Voice NMs (ali VICs except BRI NT/TE) 

• High Density Analog Voice NM 

• High density T1/ E1 Digital Voice NMs 

• BRI NT/TE VIC 

• DSPAIM 

ATM • 4 and 8 port T1/E1 NMs 

• 1 port DS3 I E3 NMs 

• SARAIM 

SARIDSPAIM 

Modem Digital Modem NMs 

1 and 2 port Analog Modem WICs 

• 4 and 8 port Analog Modem NMs ' -···· - - • » -- ---

- -
Services I CPMI . COR REIOS I 

I ' Security, VPN and Compression • EP & HP Encryption AIMs -- o /14 4 • EP & HP 11 Encryption AIMs Fls. No 
• COMPR4 AIM 

Layer 2 Data Compression 

~ ó90 • lntrus ion Detection NM 
n. 

Content Delivery • Content Engine NM 
LJUL- . 

·- .............. -... -..- .. - -
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Specifications 

Table 3 Cisco 3700 Se ries Specifications 

Description Specification 

Processar Type • Cisco 3725-MIPS RISC processar 

• Cisco 3745-MIPS RISC processar 

PerfoiTTlance • Cisco 3725-100kpps 

Cisco 3745- 225kpps 

Flash Memory (Compact Flash) Internai : 32MB (default) , e xpandable to 128MB 

Externa i: 32MB, 64MB, 128MB options 

System Memory 128MB (SDRAM default)-expandable to 256MB 

lntegrated WIC slots • 3 

Onboard AIM (internai) 2 

Console port 1 (up to 115.2 kbps) 

Aux port 1 (up to 115.2kbps) 

Minimum Cisco lOS Release • Cisco lOS 12.2(8) T 

Onboard LAN ports • 2 10/100 Fast Ethernet ports 

Redundant Power Supply • Cisco 3725-Universal DC (24VDC to 60VDC), PWR600-AC-RPS Externai RPS 
Support • Cisco 3745-lnternal Redundant options for AC and Universal DC (24VDC to 

60VDC) 

Rack Mounting Yes, 19' a nd 23" options 

Power requirements 

Power Supply • Cisco 3725-

- 135W Maximum AC to DC power supply 

- 495W Maximum with optional power supply:, -48V@360W) AC to DC power 
supply 

Cisco 3745-

- 230W Maximum ()AC-DC Power Supply 

- 590W Maximum (Per AC lnput) with optional power supply -48V@360W) 
AC-DC power 

Heat Dissipation • Cisco 3725- ·- . . . . 

- 135W Maximum 460.661 BTU/hour f\ V v 11 VJI LÔtJ5""=" et~ · 
- 495W Maximum 1689.089 BTU/hour CPMI . COR REIOS 
Cisco 3745- ·-
- 230W Maximum 784.829 BTU/hour 

Fls. - 590W Maximum 2013.257 BTU/hour 
No 04 45 

Output • Cisco 3725-

- (optiona l -48V@7.5A) 

Doe: -z. c:. Q n · Cisco 3745-

- (optiona l -48V@7.5A) ~ -~·-":··-···~· 
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Table 3 Cisco 3700 Series Specifications (Continued) 

Description Specification 

AC input voltage 

Frequency 

AC input current 

Environmental Specifications 

Operating temperature 

Nonoperating temperature 

Relative humidity 

Operation altitude 

Dimensions (HxWxD) 

Weight (without NMs or WICs 
or additional Power Supplies) 

Regulatory Compliance 

Safety 

EMC 

• 100 to 240VAC 

• 47-63Hz 

• Cisco 3725-

- 2A max @ 100VAC;1A max @ 240VAC (215W Maximum) with optional power 
s upply: 

- 7A Max@100VAC;3.5A max@ 240VAC (665W Maximum) 

Cisco 3745-

- 5A max @ 100VAC;2.5A m ax @ 200VAC (365W Max imum) with optional 
power supply: 

- 10A max @100VAC;5A max@200VAC (815W Maximum) 

• 32 to 104 F (O to 40 C) 

• -40 to 185 F (-40 to 85 C) 

5-95% noncondensing 

Up to 6500 ft (2000m). dera te 1 C per 1,000 ft . 

• Cisco 3725-3.5 x 17.1 x 14.7 in. 

• Cisco 3745- 5.25 x 17.25 x 16 in . 

• Cisco 3725-14 lbs . 

• Cisco 3745-32 lbs. 

• UL 1950 

• CAN/CSA-C22.2 No. 950 

• EN 60950 

• IEC 60950 

• TS 001 

• FCC Part 15 

• ICES-003 Class A 

• EN55022 Class A 

• CISPR22 Class A 

• AS/NZS 3548 Class A 

• VCCI Class A 
I 

/j 
1
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Table 3 Cisco 3700 Series Specifications (Continued) 

Description Specification 

Telecom • FCC Part 68 

• Canada CS-03 

• JATE 

• RTTE Directive 

Interface Support 

High Density Service Modules NMD-36-ESW, NMD-36-ESW-2GIG, NMD-36-ESW-PWR, NMD-36-ESW-PWR-2G 

Network Modules NM-16ESW, NM-16ESW-PWR. NM-16ESW-1GIG, NM-16ESW-PWR-1GIG, 
NMD-36-ESW, NMD-36-ESW-PWR, NMD-36-ESW-2GIG, NMD-36-ESW-2G, 
NM-1FE-FX-V2, NM-1FE2W, NM-2FE2W, NM-1FE1R2W, NM-2W, NM-1HSSI , 
NM-4A/S, NM-48-S!T. NM-48-U, NM-BA/S, NM-88-S!T. NM-88-U, NM-1 CT1 , 
NM-1CT1-CSU, NM-2CT1, NM-2CT1-CSU, NM-1CE18, NM-1CE1U, NM-2CE1U, 
NM-2CE1B, NM-4E1-IMA, NM-4T1-IMA, NM-8E1-IMA, NM-8T1-IMA, NM-1A-T3, 
NM-1A-E3, NM-1V, NM-2V, NM-HDA-4FXS, NM-HDV-1T1-12, NM-HDV-1E1-12, 
NM-HDV-1 E1-30, NM-HDV-1E1-30E, NM-HDV-2E1-60, NM-HDV-1T1-24, 
NM-HDV-2T1-48, NM-HDV-1T1-24E, NM-HDV-2T1-48, NM-6DM, NM-12DM, 
NM-18DM, NM-24DM, NM-30DM, NM-16A, NM-32A. NM-1A-OC3MM, 
NM-1A-OC3SMI, NM-1A-OC3SML, NM-1A-OC3MM-EP. NM-1A-OC3SMI-EP. 
NM-1A-OC3SML-EP. NM-1 GE, NM-1T3/E3, NM-CE-8P-SCSI-K9, NM-CE-BP-20G-K9, 
NM-CE-BP-40G-K9, NM-4T. NM-8AM, NM-16AM 

WICs, VWICs, and VICs WIC-2T. WIC-2A/S, WIC-18-S/T, WIC-18-U, WIC-1DSU-56K4, VWIC-1MFT-T1 , 
VWIC-2MFT-T1 , VWIC-2MFT-T1-DI, VWIC-1 MFT-E1 , VWIC-2MFT-E1 , 
VWIC-2MFT-E1 -DI, VWIC-1MFT-G703, VWIC-2MFT-G703, WIC-1ADSL, WIC-1AM, 
WIC-2AM, VIC-2DID, VIC-2FXS, VIC-2FXO, VIC-2FXO-EU, VIC-2FXO-M1, 
VIC-2FXO-M2, VIC-2FXO-M3, VIC-2EIM, VIC-2CAMA, VIC-2BRI-S/T-TE, WIC-1T. 
WIC-1 DSU-T1, WIC-1 SHDSL, VIC-2BRI-NT/TE 

AIMs AIM-VPN-HP. AIM-VPN-EP. AIM-VPN/EPII , AIM-VPN/HPII, AIM-ATM, AIM-VOICE-30, 
AIM-ATM-VOICE-30, AIM-COMPR4 

Ordering lnformation 

The Cisco 3700 Series is orderable through the following part numbers: 

Part Number Description 

CISC03725 

CISC03745 

3700 Series, 2-Siot, Dual FE, Multiservice Access Router 

3700 Series, 4-Siot, Dual FE, Multiservice Access Router 
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USA 
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Tel: 408 526-4000 
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Summary 

The Cisco 3700 Series Multiservice Access Routers enable flexible and scalable deployment of new e-business 

app!ications in an integrated branch office access platform. The Cisco 3700 Series is ideal for sites and solutions 

requiring the highest leveis of integration at the edge for Branch Office IP Telephony, voice gateway, and integrated 

flexible routing with low-density switching solutions. In addition, the Cisco 3700 Series provides a consolidated 

service infrastructure and high service density in a compact form factor that enables the incrementai integration of 

branch applications and services. 

Service and Support 

The award-winning Cisco Service and Support offerings provide presales network audit planning. design consulting, 

network implementation, operational support, and network optimization. By including service and support when 

purchasing Cisco 3700 products, customers can confidently deploy a converged network architecture using Cisco 

expertise, experience, and resources. 

For More lnformation on Cisco Products, Contact: 

U.S. and Canada: 800 553-NETS (6387) 

Europe: 32 2 778 4242 

Australia: 612 9935 4107 

Other: 408 526-7209 

Web: www.cisco.com 
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CISCO SYSTEMS 

® 

Cisco 1751 

Figure 1 

The Cisco 1751 
Router delivers a 
versatile 
e-Business WAN 
access solution . 

Modular Access Router 

Cisco 17 51 Modular Access Router is 

ideally suited to help you evolve your 

organization into an e-Business. It supports 

e-Business features such as VPNs; secure 

Internet, intranet, and extranet access with 

optional firewall technology; broadband 

DSL and cable connectivity; and 

multiservice voice/video/data/fax 

integration. The Cisco 1751 Modular 

Access Router offers: 

• Flexibility to adapt to changing 

requirements 

• Modularity that allows you to 

individually configure the system to 

meet specific business needs 

• Investment protection with features and 

performance to support new WAN 

services such as broadband DSL and 

cable access, multiservice voice/data 

integration, and VPNs 

• Integration of multi pie network 

functions, including an optional firewall 

VPN, and data service unit/channel 

service unit (DSU/CSU) to simplify 

deployment and management 

Cisco Systems, Inc. 

The Cisco 1751 Router delivers these 

capabilíties with the power of Cisco lOS 

Software in a modular integrated access 

solution. The Cisco 1751 Router provides a 

cost-effective solution to support e-Business 

applications through a comprehensive 

feature set including support for: 

• Multiservice voice/fax/data integration 

• Secure Internet, intranet, and extranet 

access with VPN and firewall 

• Integrated broadband DSL connectivity 

• VLAN support (IEEE 802.1Q) 

The Cisco 1 7 51 Router, a member o f the 

Cisco 1700 Family, features a modular 

architecture that enables cost-effective 

upgrades and additions o f WAN and voice 

interfaces. Integrated network services and 

functions, such as optional firewall, DSU/ 

CSU, and VPN features, reduce the 

complexity o f deploying and managing 

e-Business solutions. The Cisco 1751 

Router offers investment protection when 

your business needs it, with a RISC 

architecture and features to support new 

technologies and applications such as voice/ 

vídeo/data/fax integration and VPNs. 

See Figure 2. 
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Figure 2 

Cisco 1751 Routers provide ali necessary capabilities to connect to the Internet and communicate with vendors. customers. and other employees 
and offices. 

Agents 

Cisco 1751 
Routerwith 

Cisco lOS Firewall 

Internet Service 
Provi der with 
Hosted E-Mail 

~ Supplier 
Fax~ 

E-Business 
Application and 

Web Servers 

Cisco 1751 
Routerwith 

Cisco lOS Firewall 

Telecommuter/ 
Branch Office 

Fls . N°_-___ _ 

The Cisco 1751 Router is available in two models that enable you to easily tailor an access soluifyn~ ~iij.ou 
e-Business requirements today and in the future. See Table I. Doe: _ ___ _ , __________ _ 
Table 1 The Cisco 1751 Modular Access Router 

Cisco 1751 

Base Model 

Cisco 1751-V 

Multiservice Model 

lncludes everything an office needs for data networking now (16MB 
Flash, 32 MB DRAM, and Cisco lOS IP software feature set), with a simple 
upgrade path to fui I voice functionality. WAN interface cards are available 
separately. 

lncludes ali the features needed for immediate integration of data and 
voice services with support for up to two voice channels (32 MB Flash and 
64 MB DRAM, one DSP (PVDM-256K-4), and Cisco lOS IP Plus Voice 
feature set). Voice and WAN interface cards are available separately. 

Ali Cisco 1751 models offer three modular slots for voice and data interface cards, an autosensing 10/IOOBaseT Fast 

Ethernet LAN port supporting standards-based IEEE 802.1 Q VLAN, a console port, and an auxiliary port. The 

Cisco 1751 Router supports the same WAN interface cards as the Cisco 1600, 1700, 2600, and 3600 Series routers, 

and the same voice interface cards and voice-over-IP (VoiP) technology as the Cisco 1700, 2600, and 3600 Series 

routers. This simplifies support requirements. The WAN interface cards support a wide range of services, including 

synchronous and asynchronous serial, Integrated Services Digital Network Basic Rate Interface (ISDN BRI), ADSL, 

Cisco Systems. Inc. ~~ . 
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and serial with DSU/CSU options for primary and backup WAN connectivity. The voice interface cards support 

Foreign Exchange Office (FXO), Foreign Exchange Station (FXS), Network and User Side Voice BRI (ISDN BRI NT/ 

TE). Ear & Mouth (E&M), direct inward dia! (DID), and Tl/E1 Multiflex VWICs. Additionally, an Ethernet 

interface card provides the Cisco 1751 Router with dual-Ethernet capability to support the externai broadband 

modem devices. See Figure 3. 

Figure 3 

Cisco 1751 Router lncorporating Ethernet WAN Interface Card (WIC) Deployed with Broadband Modem 

Internet 

Cisco 1751 Router with 
Cisco lOS Firewall 
and Duai-Ethernet 

In addition, dual-Ethernet capability on the Cisco 1751 Router enables the creation of perimeter/DMZ (demilitarized 

zone) LANs to enhance security by physically separating private and public data. See Figure 4. 

Figure 4 

Cisco 1751 Router lncorporating Ethernet WIC to Deploy Perimeter/DMZ LAN 

LAN Segment 

Priva te 
LAN 

Internet 

.,,..,,._,.,./,__ Cisco 1751 Router with 
Cisco lOS Firewall 
and Duai-Ethernet 

Web 
Servers 

CP MI . c:5R·E~~~ I 
. I 

F l s . N °_~ · 

Doc :~Ó~~ 
------·· ···· ··~ · ··----~- ... -

Combined, these interfaces support a comprehensive set of applications, including multiservice voice/video/data/fax 

integration, Frame Relay, ISDN BRI, SMDS, X .25, broadband DSL and cable services, and VPNs. 

~l 
\ 

Cisco Systems, Inc. 
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Key Benefits 

The Cisco 1700 Series routers support the value of end-to-end Cisco network solutions with the following benefits: 

Flexibility-The modular Cisco 1751 Router adapts easily to fit the needs of growing businesses. Interchangeable 

WAN interface cards enable easy additions or changes in WAN technologies without requiring a forklift upgrade of 

the entire platform. Modular data and voice slots enable users to tailor data and voice services as needed. With the 

ability to use the same field-upgradable WAN and v o ice interface cards across multi pie Cisco access router platforms, 

the Cisco 1751 Router reduces requirements for spare parts inventory and support training. 

Multiservice Access-For businesses that want to become e-Businesses and incorporate applications that integra te 

multiservice voice/video/data/fax capabilities now or in the future, the Cisco 1751 Router offers a flexible, 

cost-effective answer. The Cisco 1751 Router enables network managers to save on Iong-distance interoffice billing 

costs. lt also interoperates with next-generation voice-enabled applications such as integrated messaging and 

Web-based call centers. The Cisco 1 751 Router works with the existing telephone infrastructure-phones, fax 

machines, key telephone systems (KTS) units, and PBX (including digital PBXs)-minimizing capital costs. 

See Figure 5. 

Figure 5 

Voicelvideoldatalfa x integration. The Cisco 17 51 Router integrares data and vo ice capabilities. significantly lowering toll charges for small- and 
medium-sized businesses and enterprise small branch offices. 

Small Branch Office 

IP Phone MCM 
Gatekeeper 

Branch Office 

CPMI - C Ç)B_R ~IOS 
Q 4 ~} Li 

Fls. N° ___ _ _ 

Cisco Voice 
Manager 
(CVM) 

Lower Cost ofOwnership-The Cisco 1751 Router provides a complete solution for integrated voice and data access 

in a single product, eliminating the need to install and maintain a large number o f separa te devices. You can combine 

optional functions-including a voice gateway, dynamic firewall , VPN tunnel serve r, DSU/CSU , ISDN network 

Cisco Systems, Inc. 
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termination-1 (NTl) device, and more- to reduce deployment and management costs. This solution can be managed 

remotely using network management applications such as CiscoWorks2000 and CiscoView or any SNMP-based 

management tool. 

Investment Protectíon-The Cisco 1751 R ou ter RISC architecture, Cisco lOS Software, and modular slots provi de 

solid investment protection. The Cisco 1751 incorporates services such as multiservice voice/video/data/fax 

integration, VPNs, and broadband DSL and cable communications to enable today's successful e-Business. An 

internai expansion slot on the mother- board offers the ability to support hardware-assisted IPSec data encryption at 

Tl!E1 speeds. 

For a complete list of Cisco 1751 Router features and benefits, see Table 2. 

Table 2 Key Features and Benefits 

Features Benefits 

Flexibility 

Full Cisco lOS Software support, including • Provides the industry's most robust, scalable, and feature-rich 
multiprotocol routing {IP. IPX, Apple Talk, IBM/ internetworking software support using the de facto standard 
SNA) and bridging networking software for the Internet and private WANs 

Part of the Cisco end-to-end network solution 

lntegrated Voice and Data Networking 

Cisco 1751 router chassis accepts both WAN • Reduces long-distance toll charges by allowing the data 
and voice interface cards network to carry interoffice voice and fax traffic 

• Works with existing handsets, key units, and PBXs, eliminating 
the need for a costly phone-equipment upgrade 

Modular Architecture 

Accepts an array o f WAN and voice interface • Adds flexibility and investment protection 
cards 

WAN interface cards and voice interface cards • Reduce cost of maintaining inventory 

are shared with Cisco 1600, 1700, 2600, and Lower training costs for support personnel 
3600 routers Protect investments through re-use on various platforms 

Autosensing 10/100 Fast Ethernet Simplifies migration to Fast Ethernet performance in the office 

Expansion Slot on Motherboard • Allows expandability to support hardware-assisted encryption 
at T1/E1 speeds 

• Allows support for future technologies 

Dual DSP Slots • Allow expandability to support additional voice channels 

Security 

The Cisco lOS Firewall Feature Set includes Allows internai users to access the Internet with secure, 
context-based access control for dynamic per-application-based, dynamic access contrai , while 
firewall filtering, denial-of-service detection and preventing unauthorized Internet users from accessing the 

prevention, Java blocking, real-time alerts, internai LAN 

lntrusion Detection System (IDS), and -- ~ ... .--~ .. ~ 
-'J12005~tq - ; encryption 

T\U.: 

CPMI - CO RR EIOS I 
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Table 2 Key Features and Benefits (Continued) 

Features Benefits 

IPSec DES and 3DES Enable creation o f VPNs by providing industry-standard data 
privacy, integrity, and authenticity as data traverses the 
Internet or a shared public network 

Supports up to 168-bit encryption 

Hardware-Based Encryption Using Optional Supports wire-speed encryption up to T1/E1 speeds 
VPN Module 

Device Authentication and Key Management 

IKE, X .509v3 digital certification, and support for . Ensure proper identity and authenticity of devices and data 
certificate enrollment protocol (CEP) with Enable scalability to very large IPSec networks through 
certification authorities (CAs) such as Verisign automated key management 
and Entrust 

User Authentication 

PAP/CHAP. RADIUS, TACACS+ • Support ali leading user identity verification schemes 

VPN Tunneling 

IPSec, GRE, L2TP. L2F . Offer choice o f standards-based tunneling methods to create 
VPNs for IP and non-IP traffic . Allow standards-based IPSec or L2TP client to interoperate with 
Cisco lOS tunneling technologies 

Fully interoperable with public certificate authorities and IPSec 
standards-based products 

. Part of the scalable Cisco end-to-end VPN solution portfolio 

Cisco Easy VPN client Allows the router to act as remete VPN client and have VPN 
policies pushed down from the VPN concentrator 

Cisco Unified VPN Access Server Allows the router to terminate remete access VPNs initiated by 
mobile and remote workers running Cisco VPN client software 
on PCs; and allows the router to terminate site-site VPNs 
initiated by lOS routers using the Cisco Easy CPN client feature 

Management 

IEEE 802.10 VLAN Support VLANs enable efficient traffic separation, provide better 
bandwidth utilization, and alleviate scaling issues by logically 
segmenting the physical LAN infrastructure into different 
subnets 

Manageable via SNMP (CiscoView, Allow central monitoring, configuration, and diagnostics for ali 
CiscoWorks2000) , Telnet, and console port functions integrated in the Cisco 1751 router, reducing 

management time and costs 

Cisco SOM Simplifies router and security configuration through smart 
wizards to enable customers to quickly and easily deploy, 
configure and monitor a Cisco access router without requiring 

knowledge of Cisco lOS Command Line ~ ~~~rfac~ (C LI) 

Ali c 

1\\...lvl U JI L V VJ - vl'l -
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Table 2 Key Features and Benefits (Continued) 

Features Benefits 

Ease of Use and lnstallation 

Cisco ConfigMaker, SETUP configuration utility, • Simplifies and reduces deployment time and costs with 
Autolnstall, color-coded ports/cables, and LED graphical LANNPN policy configurator; command-line, 
status indicators context-sensitive configuration questions; and straightforward 

cabling 

LEDs allows quick diagnostics and troubleshooting 

Network Address Translation (NAT) and Easy IP Simplifies deployment and reduces Internet access costs 

O oS 

CAR, Policy Routing, WFQ, PQ/CBWFQ, GTS, Allocates WAN bandwidth to priority applications for improved 
RSVP. DSCP. cRTP. MLPPP and LFI performance 

Reliability and Scalability 

Cisco lOS Software, dial-on-demand routing, . lmproves network reliability and enables scalability to large 
dual-bank Flash memory, scalable routing networks 
protocols such as OSPF. EIGRP. and HSRP 

Broadband Connectivity Options 

ADSL and cable connectivity deliver Leverage broadband access technologies like cable and DSL to 
business-class broadband access increase WAN connectivity speeds and reduce WAN access 

costs 

The Cisco 1751 supports ADSL connectivity with ADSL WIC . Cable connectivity with the Cisco 1751 and optional integrated 
Cisco uBR910 Series Cable DSU deliver business-class 
broadband access 

Device lntegration 

lntegrated router, voice gateway, firewall, • Reduce costs and simplifies management 

encryption, VPN tunnel server, DSU/CSU, and 
NT1 in a single device 

Cisco lOS Technology 

Internet and Intranet Access 

Cisco lOS Software provides an extensive set of features that make the Cisco 1751 Router ideal for flexible, 

high-performance communications across both intranets and the Internet: 

• Multiprotocol routing (IP, IPX, and AppleTalk), IBM/SNA, and transparent bridging over ISDN, asynchronous 

serial, and synchronous serial such as leased !ines, Frame Relay, SMDS, Switched 56, X.25, and X.25 over 

ISDND 

• WAN optimization-including dial-on-demand routing (DDR) , bandwidth-on-demand (BOD) 

and OSPF-on-demand circuit, Snapshot routing, compression, filtering, and spó<i-

CPMI · COR REIOS ' 

·- t~~7 
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Security 

Cisco lOS Software supports an extensive set o f basic and advanced network security features , including access 

controllists (ACLs) ; user authentication, authorization, and accounting (such as PAP/CHAP, TACACS+, and 

RADIUS); and data encryption. To increase security, the integrated Cisco lOS Firewall Feature Set protects internai 

LANs from attacks with context-based access contrai (CBAC) and Intrusion Detection (IDS), while IPSec tunneling 

with data encryption standard DES and 3DES encryption provide standards-based data privacy, integrity, and 

authenticity as data travels through a public network. Additionally, remate management applications, such as Cisco 

Security Device Manager (SDM) , make it easier than ever to deploy and monitor security applications on your Cisco 

router. 

The Cisco 1700 Series routers support the Cisco Easy VPN client feature that allows the routers to act as remate 

VPN clients. As such, these devices can receive predefined security policies from the headquarters' VPN head-end, 

thus minimizing configuration o f VPN parameters at the remo te locations. This solution makes deploying VPN 

simpler for remate offices with little IT support or for large deployments where it is impractical to individually 

configure multiple remate devices. While customers wishing to deploy and manage site-to-site VPN would benefit 

from Cisco Easy VPN client beca use o f its simplification ofVPN deployment and management, managed VPN service 

providers and enterprises who must deploy and manage numerous remate sites and branch offices with lOS routers 

for VPN will realize the greatest benefit. 

The Cisco 1700 Series routers also support the Cisco Unified VPN Access Server feature that allows a Cisco 1700 

router to act as a VPN head-end device. In site-to-site VPN environments, the Cisco 1 700 router can terminate VPN 

tunnels initiated by the remo te office routers using the Cisco Easy VPN client. Security policies can be pushed down 

to the remate office routers from the Cisco 1700 Series routers. In addition to terminating site-to-site VPNs, a Cisco 

1700 Series router running the Unified VPN Access Server can terminate remate access VPNs initiated by mobile and 

remate workers running Cisco VPN client software on PCs. This flexibility makes it possible for mobile and remate 

workers, such as sales people on the road, to access company intranet where criticai data and applications exist. 

For remate access, VPNs, Layer 2 Forwarding (L2F), and Layer 2 Tunneling Protocol (L2TP) combine with IPSec 

encryption to provide a secure multiprotocol solution for IP, IPX, and AppleTalk traffic, and more. Mobile users can 

dia] in to a service provider's local point o f presence (POP) and data is "tunneled" (o r encapsulated inside a second 

protocol such as IPSec o r L2TP) back to the Cisco 1 7 51 router to securely access the corporate network via 

the Internet. 

Cisco lOS Software QoS Features 

Through Cisco lOS Software, the Cisco 1751 Router delivers quality o f service (QoS) capabilities, including Resource 

ReSerVation Protocol (RSVP). Weighted Fair Queuing (WFQ} , Committed Access Rate (CAR) , and IP Precedence. 

These features enable businesses to prioritize traffic on their networks by user, application, traffic type , and other 

parameters, to ensure that business-critical data and delay-sensitive voice are appropriately prioritized. 

Because the Cisco 1751 Router provides robust voice compression, up to 8 voice calls can occupy a single 64K data 

channel simultaneously, without compromising data performance. Cisco lOS voice compression technology 

integrates data and voice traffic to enable efficient use of existing data networks. 
j....E)f~~fC>I(J~ -
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High·Performance Architecture for VPNs and Broadband Service 

A robust RISC architecture and Cisco IOS features enable the Cisco 1751 Router to support VPN applications with 

tunneling and security, as well as DSL, cable, and other broadband access technologies. An internai slot on the Cisco 

1751 motherboard supports an optional VPN module that provides hardware-assisted IPSec DES and 3DES 

encryption at Tl /El speeds. The Cisco 1751 Router equipped with the WIC-IADSL supports VPN over ADSL 

service. See Figure 6. The Cisco 1751 Router with the uBR910 series cable DSU supports business-class broadband 

cable access. The Ethernet WIC (WIC-1ENET) provides an alternate method of deploying DSL/cable Internet access 

with the use of an externai modem. In some cases, the ISP provides the broadband modem. 

Figure 6 

The Cisco 1751 Router. deployed in conjunction with the ADSL WIC. enables SMB and small branch customers to reap the benefits of ADSL. 

Small Branch 
Office Cisco 6000 

(DSLAM) 

Network Management and Ease of lnstallation 

Headquarters 

The Cisco 1751 Router supports a range of network-management and ease-of-installation tools: 

• The Cisco Security Device Manager (SDM) is an intuitive, web-based device management tool embedded within 

the Cisco IOS access routers. SDM simplifies router and security configuration through smart wizards to enable 

customers to quickly and easily deploy, configure and monitor a Cisco access router without requiring knowledge 

o f Cisco IOS Command Line Interface (CLI). For more information visit www.Cisco.com/go/sdm. 

• Cisco ConfigMaker is a Windows wizard-based tool designed to configure a small network of Cisco routers, 

switches, hubs, and other network devices from a single PC. This tool makes it easy to configure value-add 

security features such as the Cisco lOS Firewall Feature Set, IPSec encryption, and network address translation 

(NAT); establish VPN policies (including QoS and security); and configure the Dynamic Host Configuration 

Protocol (DHCP) server. 

• CiscoWorks for Windows, a comprehensive network management solution for small to medium sized networks 

that provides Web-based network monitoring and device configuration management. 

• CiscoWorks2000, the industry-Ieading Web-based network management suite from Cisco, simplifies tasks such 

as network inventory management and device change, rapid software image dep o ·méttt;"ãrtd troubleshooting. 
t-2005- eN-4 

For service providers, Cisco Service Management (CSM) provides an extensive s ie~ 1er~ic1JJW~fC1St 1 
solutions to enable planning. provisioning, monitoring, and billing. 
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Extending Cisco End·to-End Solutions 

As part of the comprehensive Cisco end-to-end networking solution, the Cisco 1700 Series routers enable businesses 

to extend a cost-effective, seamless network infrastructure to the small branch office. The Cisco 1700 Family of 

access routers includes the Cisco 1751 Router and Cisco 1721 Router-a modular device optimized for data-only 

connections. WAN cards work with both devices, as well as with Cisco 1600, 2600, and 3600 Series routers. They 

are powered by Cisco lOS Software for robust WAN service between branches and central offices in organizations 

with multiple sites. Both feature RISC-based processors to provide performance for encryption and support for 

emerging broadband technologies. 

The Cisco 1751 Router also shares VoiP technology and analog voice interface cards with Cisco 2600 and 3600 

Series routers. This feature provides an end-to-end solution for multiservices communications between offices, 

simplifying inventory needs and leveraging IT expertise across more devices in an organization. 

For a complete list of physical interfaces , see Tables 3, 4, 5, and 6. 

Table 3 Physical lnterfaces/Architecture 

One 10/100 BaseT Fast Ethernet Port Automatic speed detection; automatic duplex negotiation; VLAN support 
(RJ45) 

One Voice Interface Card Slot Supports a single voice interface card with two ports per card 

Two WAN Interface Card/Voice Supports any combination of up to two WAN interface cards or voice 
Interface Card Slots interface cards 

Ethemet WAN Interface Cards Supports PPP and PPPoE; operates in full and half-duplex modes 

One Auxiliary (AUX) Port RJ-45jack with RS232 interface (plug compatible with Cisco 2500 Series 
AUX port); asynchronous serial DTE with full modem contrais (CD, DSR. 
RTS, CTS); asynchronous serial data rates up to 115.2 kbps 

One Console Port RJ-45jack with RS232 interface (plug compatible with Cisco 1000/1600/ 
2500 series console ports); asynchronous serial DTE; transmit/receive 
rates up to 115.2 kbps (default 9600 bps, nota network data port); no 
hardware handshaking such as RTS/CTS 

One Internai Expansion Slot Supports hardware-assisted services such as encryption (up to T1/E1) 

RISC Processar Motorola MPC860P PowerQUJCC at 48MHz 

Table 4 WAN Support 

Asynchronous Serial Interfaces on Interface speed: up to 115.2 Kbps; asynchronous serial protocols: 
Serial WAN Interface Cards Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP); 

asynchronous interface; EIA/TIA-232 

ISDN WAN Interface Cards ISDN dialup and ISDN leased line (IDSL) at 64 and 128 Kbps; 
encapsulation over ISDN leased line; Frame Relay and PPP 

ADSL WAN Interface Cards Supports ATP adaption Layer 5 (AAL5) services and applications; 
interoperates with Alcatel DSLAM with Alca~el chipset -and Cisco 6130/ 
6260 DSLAM with Globespan chipset; ANSI '-1~~~(JÇJ:frT~2;1 
(G.DMT) compliant CP MI " CO RR EIOS 
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Table 5 WAN Interface Cards for the Cisco 1751 Router 

Module Description 

WIC-1T One serial, async, and sync (T1/E1) 

WIC-2T Two serial, async, and sync (T1/E1) 

WIC-2A/S Two low-speed serial (up to 128 kbps), async, and sync 

WIC-18-S/T One ISDN BRI S/T 

WIC-18-U One ISDN BUI U with integrated NT1 

WIC-1 OSU-56K4 One integrated 56/64-kbps, four-wire DSU/CSU 

WIC-10SU-T1 One integrated T1/fractional T1 DSU/CSU 

WIC-1AOSL One-port ADSL interface 

WIC-1ENET One-port 10BaseT Ethernet Interface 

WIC-1SHOSL One-port G.SHDSL interface 

WIC-1AM One-port V.90 analog modem WIC 

WIC-2AM Two-portV.90 analog modem WIC 

Table 6 V o ice Interface Cards for the Cisco 17 51 

VIC-2FXS 

VIC-2010 

VIC-2FXO 

VIC-2FXO-EU 

VIC-2FXO-MI 

VIC-2FXO-M2 

VIC-2FXO-M3 

VIC-2E/M 

VIC-2BRI-NT /TE 

VIC-4FXS/OIO 1 

VWIC-1MFT-T1 

VWIC-2MFT-T1 

VWIC-2MFT-T1-0I 

VWIC-1MFT-E1 

VWIC-2MFT-E1 

Two-port FXS voice/fax interface card for voice/fax network module 

Two-port DID (direct inward dia I) voice/fax interface card 

Two-port FXO voice/fax interface card for voice/fax network module 

Two-port FXO voice/fax interface card for Europe 

Two-port FXO voice/fax interface card with battery reversal detection and 
Caller ID support (for US, Canada, and others) [enhanced version of the 
VIC-2FXO] 

Two-port FXO voice/fax interface card with battery reversal detection and 
Caller ID support (for Europe) [enhanced version of the VIC-2FXO-EU] 

Two-port FXO voice/fax interface card for Australia 

Two-port E&M voice/fax interface card for voice/fax network module 

Two-port network Side ISDN BRI interface 

Four-port FXS and DID voice/fax interface card 

One-port RJ-48 multiflex trunk- T1 

Two-port RJ-48 multiflex trunk- T1 
:----~--·· 

Two-port RJ-48 multiflex trunk- T1 with d oh'í\Jtrllhslbt'-LVVJ .-~~::; 
- ~n l~ l rnRR t-111:-. 

One-port RJ-48 multiflex trunk - E1 

Two-port RJ-48 multiflex trunk- E1 
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Table 6 Voice Interface Cards for the Cisco 1751 

VWIC-2MFT-E1-DI Two-port RJ-48 multiflex trunk- E1 with drop and insert 

VWIC-1 MFT-G703 One-port RJ-48 multiflex trunk- E1 G. 703 

VWIC-2MFT-G703 Two-port RJ-48 multiflex trunk- E1 G.703 

1. The Cisco 1751 can support three VIC-4FXS/DID cards with a maximum of four ports in DID mede 

Voice lmplementation Requirements 

The Cisco 1751 Modular Access Router supports FXO, FXS, E&M , ISDN BRI VICs, and Tl/E1 multiflex V/WICs. 

The FXO interface allows an analog connection to the central office of the Public Switched Telephone Network 

(PSTN). The FXS interface connects basic telephone service phones (home phones), fax machines, key sets, and PBXs 

through ring voltage and dia! tone. The E&M interface allows connection for PBX trunk !ines (tie !ines). The 

ISDN-BRI NT/TE VIC is used to connect to the PSTN ora PBX/KTS, whereas the Tl/E1 multiflex V/WIC (multiflex 

V /WIC) supports both data and voice services. The multiservice-ready Cisco 1751-V router version includes ali the 

features needed for immediate integration of data and voice services: 

• One DSP-(PVDM-256K-4) 

• 32-MB Flash memory 

• 64-MB DRAM 

• Cisco lOS IPNOX Plus feature set 

VICs and WICs are available separately. 

The Cisco 17 51 and Cisco 1 7 51-V routers h ave two DSP module slots on the motherboard and a maximum o f eight 

DSPs are supported per router. 

DSP Requirements 

Cisco 1751 routers support 3 types of DSP images: high complexity (H C) , medium complexity (MC) and Flexi-6. 

HC and MC are used for analog1 and BRI (VIC-2BRI-NT/TE) VICs; Flexi-6 is used for Tl/El VWICs2 and BRI VIC. 

MC is introduced in Cisco 1751 starting from Cisco lOS 12.2(8)YN release, which will merge into 12.3(1)T. 

Therefore, please make sure to use Cisco 12.2(8) YN or !ater releases when using MC. In addition, starting from 

12.2(8)YN release, the default DSP image for BRI VIC is changed from HC to Flexi-6. Table 7lists the default images 

for each type o f VICs; Table 8 lists lOS support for each DSP image. Table 9 lists the number o f channels supported 

by one DSP (PVDM-256K-4) for each codec type. . . _ 

Please use the following rules for calculating DSP requirements on the Cisco 1751 : l "R~e Qj~ 
1. For the Early Deployment (ED) releases: Cisco lOS 12.2(2)XK, 12.2(4)XW, 12.2(4)t 'RMl (4)XM? B~Af 

12.2(4)YB, 12.2(8)YL, 12.2(8)YM and 12.2(11)YT, or T train releases prior to 12. (l)T: () ~ ~ ') , 
Fls. N° . li Ú {-.; . 

L Am>log VI C• Ooclo.,. VIC-2FXS, VIC-2FXO. VIC-2FXO-M I. VIC-2FXO-M2. VIC-2FXO-M3, VIC-2FXO-E I_ VIC 2~.1lu:l}o~.VIC-4FX5 
DID i OOC J!!!,__\J ___ _ 
2. TI/E! VW!Cs include VWIC- IMFf-TI. VWIC-2MFf-TI, VWIC-2MFf-Tl -Dl, VWIC-IMFf-El , VWIC-2M~.2MiiT-Bl--DJ.;----
VWIC-IMFf-G703, VWIC-2MFf-G 703 . 

Cisco Systems, Inc. 
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- a. Each 2-port analog VIC requires 1 DSP (PVDM-256K-4) 

- b. Each VIC-2BRI-NTrrE requires 2 DSPs (PVDM-256K-8) 

- c. For VWICs, refer to Table 9. For example, 12 G. 711 digital Tl /El voice calls require two DSPs; 12 G. 729 

calls require four DSPs 

- d. Total DSP requirement is the sum of a, b and c. The DSP resources can not be shared between analog VICs , 

BRI VIC and VWICs. 

2. For the Early Deployment (ED) releases: Cisco lOS 12.2(8)YN or !ater (Note: not including 12.2(1 1)YT) or T 

train releases 12.3(1)T or !ater, please aiways refer to the DSP Calculator in the following link: 

http :/ /www. cisco. com/cgi-bin/Su pport/DSP I cisco _prodsel. p l 

The DSP calculator optimizes the DSP resources for your configuration and suggests CLI configurations. 

Table 7 DSP Firmware for each type of VICs 

VICType Firmware Support 

2-port Analog VICs HC (default), MC ( starting from 12.2(B)YN) 

4-port Analog VIC HC, MC (default, starting from 12.2(8)YN) 

VIC-2BRI-NT /TE HC (default for ED releases prior to 12.2(B)YN or T train releases prior to 12.3(1)T) ; 
MC; Flexi-6 (default for ED releases 12.2(8)YN or later or T train releases 12.3(1)T or 
I ater); 

T1/E1 VWICs Flexi-6 (default) 

Table 8 Cisco lOS support for DSP firmware 

Firmware Support lOS Release Support 

HC In ali orderable lOS Releases 

MC ED Releases: Cisco lOS 12.2(8)YN or later 1 

T Train Releases : Cisco lOS 12.3(1)T or later 

Flexi-6 For T1/E1 VWICs : 

• ED Releases: Cisco lOS 12.2(4)YB or later 2 

• T Train Releases: 6th releases of 12.2T or later -----
For VIC-2BRI-NT/TE: -RO~ 119 031~00~ 
• ED Releases: Cisco lOS 12.2(8)YN or later 3 

• T Train Releases: Cisco lOS 12.3(1)T or later CPMI - CO RRE IOS 

1. lt doesn"t include Cisco 12.2(11)YT. 12.2(11)YT doesn"t support MC. i No P Li tu ~) Fls . .I -' .il J 
2. lt doesn't include Cisco 12.2(11)YT. 12.2(11)YT doesn't support Flexi-6. 
3. lt doesn"t include Cisco 12.2(11)YT. 12.2(11)YT doesn"t support Flexi-6. 

{)t3Q ~ Doe: - - ' 
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Table 9 The number of channels supported by one DSP (PVDM-256K-4) per codec type 

G.711 2 

G. 729at1/G. 729a 2 

G.726 2 

G.723 2 

G.728 2 

Fax Relay 2 

1. BRI VIC support in Flexi-6 starts from 12.2(8)YN or 12.3(1)T. 
2. G.729 and G.729b is not supported in MC or Flexi-6 images. 

Table 10 DSP Modules Available on Cisco 1751 

Modules DSPs 

PVDM-256K-4 1 DSP Module 

PVDM-256K-8 2 DSP Modules 

PVDM-256K-12 3 DSP Modules 

PVDM-256K-16HD 4 DSP Modules 

PVDM-256K-20HD 5 DSP Modules 

Cisco lOS Software Feature Sets 

Firmware 

4 

4 

4 

4 

6 

3 

3 

2 

2 

3 

05 fl 8 tjjf2003 -"Ct"<J -
CPMI • CORREIOS 

Fls . N° Ü 4 6 4 

..._ _____ _.,......,.,_..,.._.,..,___ 

The Cisco 1751 Router supports a choice of Cisco lOS Software feature sets. Each feature set requires specific 

amounts of Flash and DRAM memory in the product. For default memory configurations, please see Table 11. 

Table 11 Cisco 1751 Router Memory Defaults and Maximums 

Model Number Default FLASH/Maximum FLASH Default DRAM/Maximum ORAM 

Cisco 1751 16MB/16MB 32MB/96MB 

Cisco 1751-V Multiservice Model 32MB/32MB 64MB/128MB 

The Cisco 1751 Router supports a choice of Cisco lOS Software feature sets with rich data features as well as data/ 

voice features (Table 12) . Each feature set requires specific amounts of RAM and Flash memory in the product. 

• Cisco lOS IP base feature sets include: NAT, OSPF, RADIUS, and NHRP. 

• Plus feature sets contain L2TP, L2F, the Border Gateway Protocol (BGP) , IP Muliticast, Frame Relay SVC, RSVP, 

the NetWare Link Services Protocol (NLSP), AppleTalk SMRP, the Web Cache Contrai Protocol (WCCP), and 

the Network Timing Protocol (NTP) . 

~r~ 
Cisco Systems. Inc. ~ -( 
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• Encryption is offered in special encryption feature sets (Plus IPSec 56, and Plus IPSec 3DES) . The VPN encryption 

module requires an lOS IP Plus IPSec image. 

• DSL support is only in the Plus feature sets. 

Cisco Systems, Inc. 
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Table 12 Cisco lOS Features 

Cisco 1751 Router Data Software Feature Sets for Cisco lOS Release 12.1.(5)VB 

Feature Name Product Code CO Number 

IP S17C-12105YB CD17-C-12.1.5= 

IP ADSL S 17C7-12105YB CD17-C-12.1.5= 

IP Ptus ADSL S17C7P-12105YB CD17-C7P-12.1.5= 

IP Ptus IPSec 56 (DES) ADSL S17C7L-12105YB CD17-C7L-12.1.5= 

IP Ptus IPSec 3DES ADSL S 17C7K2-12105YB CD17-C7K2-12.1.5= 

IP/FWIIDS S 17CH-12105YB CD17-CH-12.1.5= 

IP/FWIIDS Ptus IPSec 56 (DES) ADSL S17C7Hl: 12105YB CD17-C7Hl: 12.1.5= 

IP/IPX S17B-12105YB CD17-B-12.1.5= 

IPIIPX/FW/IDS Plus ADSL S1787HP-12105YB CD17-B7HP-12.1.5= 

IP/FWIIDS Plus IPSec 3DES ADSL S17C7HK2-12105YB CD17-C7HK2-12.1.5= 

IPIIPX/AT/IBM S17Q-12105YB CD17-Q-12.1.5= 

IPIIPX/ATIIBM Ptus ADSL S17Q7P-12105YB CD17-Q7P-12.1.5= 

IPIIPX/ATIIBM/FWIIDS Plus IPSec 56 (DES) ADSL S17Q7Hl: 12105YB CD17-Q7HL-12.1.5= 

IPIIPX/ATIIBM/FW/IDS Ptus IPSec 3DES ADSL S17Q7HK2-12105YB CD17-Q7HK2-12.1.5= 

Cisco 1751 Router Data/Voice Software Feature Packs for Cisco lOS Release 12.1.(5)VB 

Feature Name Product Code CO Number 

IP/Voice Ptus S17CVP-12105YB CD17-C7VP-12.1.5= 

IP!Voice Ptus ADSL S17C7VP-12105YB CD17-C7VP-12.1.5= 

IP/Voice Ptus IPSec 56 (DES) ADSL S17C7Vl: 1 2105YB CD17-C7Vl: 1 2.1.5= 

IP/Voice/FW!IDS Ptus ADSL S17C7HV-12105YB CD17-C7HV-12.1.5= 

IP!Voice/FWIIDS Plus IPSec 56 ADSL S17C7HVL: 12105YB CD17-C7HVL: 12.1.5= 

IP/Voice Ptus IPSec 3DES ADSL S17C7VK2-12105YB CD17-C7VK2-12.1.5= 

IP/Voice/FW/IDS Ptus IPSec 3DES ADSL S 17C7HVK2-12105YB CD17-C7HVK2-12.1.5= 

IPIIPX/Voice/FWIIDS Ptus ADSL S1787HPV-1 2105YB CD17-B7HPV-12.1 .5= 

IPIIPX/AT/IBM/FWIIDS Voice Ptus IPSec 56 (DES) ADSL S17Q7HVL-12105YB CD17-Q7HVL: 12.1.5= 

IPIIPX/AT/IBM/FWIIDS/Voice Ptus IPSec 3DES ADSL S17Q7HVK2-12105YB CD17-Q7HVK2-12.1.5= 

-·- -
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Other lOS Features lnclude: 

OoS Features 

• Frame Relay Fragmentation (FRF.I2) 

• IP Precedence 

• Generic Traffic Shaping (GTS) 

• Frame Relay Traffic Shaping (FRTS) 

• Weighted Random Early Detection (WRED) 

• DSCP Marking 

• Compressed RTP. 

• Multiple Link PPP & Link Fragmentation and Interleaving 

• Resourse Reservation Protocol (RSVP) 

• Queuing Techniques: Weighted Fair Queuing (WFQ). Priority Queuing (PQ), Low Laterey Queuing (LLQ) and 

Custam Queuing (CQ) 

• Preclassification for IPSec Tunneling 

Voice Support 

• VoiP 

• VaFR 

• VaATM 

• Fax Pass Through 

• Fax Relay 

• Modem Pass Through 

VoiP Protacol Support 

• H.323 V2 

• Media Gateway Contrai Protocol 1.0 

• Session Initiation Protocol 2.0 

Codec Support 

• G.711 

• G.729 

• G.729a 

• G.723.1 

• G.726 

• G.728 

Cisco Systems, Inc. 

CP MI · CO RR EIOS 
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Technical Specifications 

Dimensions 

• Width: 11.2 in. (28.4 em) 

• Height: 4.0 in. (10.0 em) 

• Depth: 8. 7 in. (22.1 em) 

• Weight (minimum): 3.0 lb (1.36 kg) 

• Weight (maximum): 3.5lb (1.59 kg) 

Power 

• Loeking eonneetor on power soeket 

• Externai Power Brick 

• AC lnput Voltage: 100 to 240 VAC 

• Frequeney: 50-60Hz 

• AC Input Current: rated 1 A, measured 0.5 A 

• Power Dissipation: 20W (maximum) 

Environmental 

• Operating Temperature: 32 to 104 F (O to 40 C) 

• Nonoperating Temperature: -4 to 149 F (-20 to 65 C) 

• Relative Humidity: 10 to 85% noneondensing operating; 5 to 95% noneondensing, nonoperating 

Safety 

• Regulatory Approvals 

- UL 1950, 3rd Edition 

- CSA 22.2 No 950-95, 3rd Edition 

- EN60950 with AI through A4 and Ali 

- EN41003 

- TCA TSOOI-1997 

AS/NZS 3260 with AI through A4 
______ ... 

• IEC 60950 with A1 through A4 and ali eountry deviations 

• NOM-019-SCFI 

• GB4943 

CP MI · COR R-E IOS I 
t 

04 68 
- ETSI 300-04 7 

- BS 6301 (power supply) EMI 
~t,~Ó 

- AS/NRZ 3548 Class B 
Doe: _ ___ _ 

• CNS-13438 

- FCC Part 15 Class B 

- EN60555-2 Ciass B 

Cisco Systems, Inc. 
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EN55022 Class B 

- VCCI Class H 

- CISPR-22 Class B 

• EN55024 comprised of: 

- IEC 1000-4-2 (EN61000-4-2) 

- IEC 1000-4-3 (ENV50140) 

- IEC 1000-4-4 (EN61000-4-4) 

- IEC 1000-4-5 (EN61000-4-5) 

- IEC 1000-4-6 (ENV50141) 

- IEC 1000-4-11 

- IEC 1000-3-2 Network Homologation 

• Europe: CTR2, CTR3, TBR21 

• Canada: CS-03 

• United States: FCC Part 68 

~ pan: }ate NTT 

• Australia/New Zealand: TS013!fS-031, TS002, TS003 

• Hong Kong: CR22 

Corporate Headquarters 
Cisco Systems, Inc. 
I 70 West Tasman Drive 
San Jose, CA 95134-1706 
USA 
www.cisco.com 
Tel: 408 526-4000 

800 553-NETS (6387) 
Fax: 408 526-4 100 

European Headquarters 
Cisco Systems Europe 
11 Rue Camille Desmoulins 
92782 Issy-les-Moulineaux 
Cedex 9 
F rance 
www-europe.cisco.com 
Tel: 33 I 58 04 60 00 
Fax: 33 I 58 04 61 00 

.. ---:-.,.._____....,_ 
'· 

... ~'\. ~~,, 

Service and Support · 1 tJ ,ii-; '·, · ' 
.\J .• {4: ' .r 

Leading-edge technology deserves leading-ed~e s.~ppor~rvtce ànd 

support for the Cisco 17 51 is available on a ove-time ar an ànnual 
~. . ~. . . ,);/ 

contract basis. Support options range from heip"desk--ttssisiance to 

proactive, onsite consultation. Ali support contracts include: 

• Major Cisco IOS Software updates in protocol, security, 

bandwidth, and feature improvements 

• Full access to Cisco.com for technical assistance, electronic 

commerce , and product information 

• 24-hour-a-day access to the industry 's largest dedicated technical 

support staff 

A support contract maximizes the value o f your technology 

investment throughout its lifecycle, ensuring optimum performance 

and availability. Augment your internai staff's capabilities by taking 

full advantage of Cisco expertise. 

Contact your local sales office for further information. 

CISCO SYSTEMS -® 
Americas Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San Jose, CA 95134-1706 
USA 
www.clsco.com 
Tel: 408 526-7660 
Fax: 408 527-0883 ~ -

J 

ROiii 9 ·ô~t200~:-j 
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Asia Pacific Headquarters 
Cisco Systems, Inc. 
Capital Tower 
168 Robinson Road 
#22-01 to #29-01 
Singapore 068912 ~ 
www.cisco.com 
Tel: +65 317 7777 
Fax: +65 317 7799 

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on the 
Cisco Web s i te ai www. c isco.com/go/offices 

Argentina • Australia • Austria • Belgium • Brazil • Bulgaria • Canada • Chile • China PRC • Colombia • Costa Rica • Croatia 
Czech Republic • Denmark • Dubai, UAE • Finland • France • Germany • Greece • Hong Kong SAR • Hungary • lndia • lndonesia • lreland 
Israel • ltaly • japan • Korea • Luxembourg • Malaysia • Mexico • The Netherlands • New Zealand • Norway • Peru • Philippines • Poland 
Portugal • Puerto Rico • Romania • Russia • Saudi Arabia • Scotland • Singapore • Slovakia • Slovenia • South Africa • Spain • Sweden 
Switzerland • Tai wan • Thailand • Turkey • Ukrain e • United Kingdom • United Stat es • Vene zuela • Vietnam • Zimbabwe 

Ali contents are Copyright Cl 1992-2003 , Cisco Systems. Inc. Ali rights reserved. Cisco, Cisco lOS, Cisco Sys tems, and the Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affil iates in lhe U.S. 
and certain other countrles. 

Ali other trademarks mentioned in this document or Web síte a re the property of theír respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. 
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---------- -------- United States - ----
-=-~-=';'= ® . . • -:- ~---..., ·-.,, 

Home I Products & services I Support & downloads I My account 'call 1-8?'tYHd1 . 
Select a country 

{· Servers 

lntel-based servers 

Rack -optimized 

Universal 

Appliance 

Storage 

Accessories & 
upgrades 

Services 

Support 

Certification 

Education and training 

News and awards 

Library 

HW/SW compatibility 

xSeries 440 

$40,299 .00 IBM List Price 

ModeiName : 86877RX 

Part Number: 86877RX 

O Accessoriu & Upgrades 

Technical Details 

Architecture 
Form factor : 
Orientations allowed: 
Bus type/architecture : 
Slots x bays total (free): 
Expansion bus type: 

Multimedia 
Media device type : 

Media speed : 

Media interface type : 
Media data transfer rate: 
Media average access time : 
Media transport type: 
Recordable: 
Removable : 
Audio features: 

Multimedia features: 

Expansion Options 
Slots total (free) and type : 

3.5'' bays 
- accessible (free) and height: 
- not accessible (free) and height: 
5.25" bays 
- accessible (free) and height: 
- not accessible (free) and height: 
Plug and play support: 

Parallel ports (type) : 
Serial ports (type) : 
Expansion ports: 

Graphics Subsystems 
Graphics Chip Set Model & Mfr. : 

Graphics Data Width: 

Graphics Type : 
Default Memory Address : 
Video RAM Std (MB) : 
Video RAM Max (MB) : 
Video RAM Type : 
Graphics Bus Interface: 
Resolution Max (Video RAM Std), NI : 
Resolution Max (Video RAM Max) , NI : 
Colors Max (Video RAM Std): 
Colors Max (Video RAM Max) : 
Graphics features: 

Hard Disk 

Rack 
Horizontal 

6(6) X 4(2) 
PCI 

CD-ROM 

24X Max 

EIDE 
2500KBps 
llOms 
Front tray loading 
No 
Yes 

, ,~pl . ·. ' . . J. 
~ . ' . . 

'• - -~ . - . 

Jlll 

2(2) 64 Bit Active PCI-X 100 MHz Hot Swap, 2 
(2) 64 Bit Active PCI-X 133 MHz Hot Swap, 2(2 
64 Bit Active PCI-X 66 MHz Hot Swap 
1(0) SL, 2(2) SL 

1(0) SL 

Yes 

1 (RS485), 3 (USB) 1 Ra·s-~;-õii2oc5-=-~l 

0 Lf { t} 

Keyboard, Mouse, RJ-1 CP M I • CC' RF~~ 

53 Savage4 LT Fls No 
128-bit 

8MB 
8MB 
SDRAM 
PCI 
1024x768 
1600x1200 
16777216 
65536 
DDC-2B compliant 

I Ooc 31) 9 6 . 
,~-~· ·-· '"" ·- -~~ ---

)'\ ~ 

hH~·''""'"' ' " nr ih m rnm/ns/nroducts.nsf/$www PartN umLookup/ _86877RX 
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xSeries 440, 86877RX I 86877RX 

Hard Disk 1: 
Number o f installed hard disks : 
Hard disk size 1 : 

Hard disk controller : 

Hard disk type: 
Total possible device types: 
Max internai hard disk capacity : 
Average seek time: 
Average latency : 
RAIO leveis supported: 
Hot swappable drive bays: 
Cache size: 
Number of platters: 
Platter RPM : 
Burst transfer rate: 
Sustained data trans rate (low; high) : 
Additional storage features : 
Optional hard disk available: 

Memory 
Memory (RAM) std/max: 

RAM speed: 
Optional RAM configuration: 
RAM type : 
RAM slots total (available) : 

Networking 
111 Network interface : 

Network speed: 
Network features: 

Power Management 
111 Power supply : 

Power supply type: 
Power supply additional: 

Heat emissions: 
Sound emissions: 
Cooling system : 
UPS: 
Power management features4 : 

System Management 
IIIAdapter: 

Software : 

Features : 

Processo r 
Processar (CPU)2: 

Processar internai clock speed2 : 
Front Side Bus : 
Processar manufacturer : 
Math co-processar: 
L1 internai CPU cache : 
L2 internai CPU cache : 
L2 externai CPU cache std : 
L2 externai CPU cache type: 
Upgradable processar : 
Processo r upgrade options: 
Processar upgrade method : 
BIOS type: 
Number of processors std/ max: 
SMP capable (multi pie processors ) : 
Multi-processar bus (slots/ speed) : 
L3 cache : 

Security 

Página 2 de 3 

,/"";.~·~:.~~.-- . 

Adaptec 7899 Integrated Dual Chan~l \!Íitra16 ol1 
SCSI :i \ n tJ . 
Open bay '. '., \ \~J . '- . 

!46.8GB \<:2~ ~ . 
2 

2GB I 32768MB 

133MHz 
512 : 1024 DIMMs 
PC133 SDRAM 
16 DIMM (12 DIMM) 

Gigabit Ethernet- Integrated 

10Mbps, 100Mbps, 1000Mbps 
RJ-45 connector (for 10Base-T/100Base-TX), 
lOBase-T/lOOBase-TX port 

1050Watts 

110- 220 volt Hot Swap Redundant 2 Std . 

361W 
62dB 
4 fans 
Yes 

Remote Supervisor Adapter 

Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 
Ethernet and Fast Ethernet Compatible 
Networks; Network Speed of 100Mbps/10Mbps 
PCI Interface Bus; RJll Connectors ; RJ45 
Connectors; RS 232 Connectors ; RS 485 
Connectors; RS-232 Connectors ; 32- bit 
Data/Address Width 

Intel Xeon MP 

2 .00GHz 
400MHz 
Intel 

512KB 

r-~ÔS~;~-0-3f~Otl5~l 
CPMI - ·: oRR EIOS : 

- I 

04 74 

' 
3696 

-Doc: ___ ~--

~~~~:rocessor option··- - A . .. ... .. ~ 
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Yes 

2MB 
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AssetCare features: 

IIIISecurity features : 

VPD support: 

Software 
Tested operating systems : 

11 Operating system provided: 

Communication/networking applications: 
Device drivers/utilities: 
Multimedia applications: 
Productivity applications: 
Other applications provided : 

Standard Features 
11 Pointing device type: 

Standard diskette size: 
Keyboard type standard: 
120 Compliant: 
Product approvals/certifications4: 

Warranty 
Limited Warranty period and type: 

Weight & Dimentions 
Weight: 

Travei weight: 
Height: 
Height with stand: 
Width : 
Width with stand: 
Depth: 
Operating Temperature (C) (low; high): 
Relative Humidity (%) (low; high): 

Other 
Recommendation: 

~ Important Legal Information 

About IBM 1 Privacy I Legal I Contact 

IBM Director 
Remate I/O 
ServerGuide 
Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 

Página 3 de 3 
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Microsoft Windows NT 4.0 Enterprise Edition, 
Microsoft Windows 2000 Advanced Server, 
Microsoft Windows 2000 Server, Novell Netwar 
6.0, Red Hat Linux Advanced Server 2.1, SuSE 
8.0, VMware ESX Server vl.5 

3.5" 1.44MB 

VCCI Class A (Japan); TUV-GS; UL-1950; CE 
MARK; CISPR-22 Class A; CSA C22.2 No. 950; 
FCC Class A- Part 15; ICES-003 Class A 
(Canada); IEC-60950 Certificate/Report; IEC-
950; NOM 019; BSMI (Taiwan); C-Tick Mark 
(AS/NZS 3548 Class A) 

One year parts and labor IBM On-Site Repair 
(IOR) 

llOibs 

7in 

19in 

27.5in 
10; 35 
8; 80 

htto:/ /www5. pc.i bm.com/us/products.nsf/$www PartN umLookup/ _86877RX 
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Select a country 

Accessories & 
upgrades 
News & awards 

Library 

Software 

Solutions 

Compatibility 

Warranty info 

.· 'l3tC'*··. 
United States '·· ... J.·, 

·'-.. , ... -
Home I Products & services I Support & downloads I My account I Call 1-888-Slt{)J.. ~_,.. 

73.4GB 1 OK Ultra 160 SCSI Hot Swap SL 
HDD 

$639.00 IBM List Price 

Part Number: 06P5756 ®server 

1111 
Take advantage of IBM's latest SCSI hard disk drive (HDDs) technology with optional high- spee 
high-density lO,OOOrpm Ultra160 SCSI slim-line HDDs in hot-swap xSeries servers and 
IntelliStation workstations. These 3.5-inch, hot-swap HDD options can double xSeries storage 
capacities for those who need high-speed data storage for demanding enterprise server and 
workstation applications. These HDDs store a tremendous amount of data in a slim-line form 
factor. This optimizes the storage capacities of supported servers, while providing excellent 
storage subsystem performance. 

Features & Benefits: 

• Y lO,OOOrpm HDDs -- Deliver solid reliability and excellent performance 
Y Ultra160 SCSI interface-- wide bandwidth for streaming data transfers 
Y Available in hot-swap version: 
- Converged hot-swap drive tray -- Supports xSeries servers, 
Netfinity servers, IntelliStation workstations, and EXP storage units with hot-swap bays 
Y Predictive Failure Analysis (PFA) -- Can alert you of a problem before it occurs 

Technical Details 

Characteristics 
Interface bus: 
Form factor: 
Storage capacity: 
Data width: 
Buffer size: 
Read/write head technology: 
Number of platters: 
Predictive failure monitor: 
Buffer parity checking: 
Logical parms (heads, cyl, sectors): 
SER: 
Disk type: 
Cables: 
Max data transfer rate (burst): 
Sustained data transfer rate (low; high): 
Drive interface type: 
Average access time: 
Average data transfer rate: 
Power consumption: 
Seek time: 
Platter RPM : 
Other Information: 

Compatibility 
11 Restrictions : 

Hardware prerequisites : 
System Units 
_ IBM Systems: 

_ Non-IBM systems : 
Operating system requirements: 
Adapters: 

SCSI 
SL 
73.4GB 
16-bit 
SKB 

Yes 

Ultra160 SCSI 
7.89ms 

4.9ms 
lOOOOrpm 

CPMI · 

Fls. -N° 

Doe: 3 Ó~J_ . 
' -~- -~ - · 

xSeries220, xSeries 330, xSenes232,xSeries 
225, xSeries230, xSeries 240, x5eries250, 
xSeries 340, xSeries 342, xSeries 350, xSeries 
360, xSeries 370, xSeries 440, xSeries 235, 
xSeries 255, xSeries 345 

(;~ 
httn :/ /www5 . nc .ibm.com/us/products . nsf/$www PartN urnLookup/ _06P57 56 23/07/2003 
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' 73.4GB lOK Ultra 160 SCSI Hot Swap SL HDD, 06P5756 I 

e c 

Mounting kit etc. : 
Supported software : 
Product approvals/certifications4 : 
Energy Star Compliant: 

Warranty 3 

Limited Warranty period and type : 

Weight & Dimensions 6 
11 Weight: 

Travei weight : 
Height : 
Width : 
Depth : 
Operating Temperature (C) (low; high) : 
Relative Humidity (%) (low; high) : 
Ship Information 
Box 1 
Weight: 
Height : 
Width : 
Depth : 
Box 2 
Weight : 
Height: 
Width : 
Depth : 
Special ship information : 

~ Important Legal Information 

About IBM 1 Privacy I Legal I Contact 

1.31bs 

lin 
4in 
5.75in 

http://www5.pc.ibm.com/us/products.nsf/$wwwPartNumLookup/_06P5756 
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IBM TotalStorage FC2-133 Host Bus Adapter, 24P0960 I Página 1 de 2 
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Select a country 

(· Servers 

lntel-based servers 

Rack-optimized 

Universal 

Appliance 

Storage 

Accessories & 
upgrades 

Services 

Support 

Certification 

Education and training 

News and awards 

Library 

HW/SW compatibility 

United States 

Home 1 Products & services I Support & downloads I My account I 

IBM TotaiStorage FC2-133 Host Bus 
Adapter 

$1 ,485.00 IBM List Price 

Model Name: 

Part Number: 24P0960 

!Jll 
This host bus adapter option is a 64-bit, low-profile adapter that supports auto-sensing for 1Gb~ 
or 2Gbps operations on point-to-point FC-AL-2 and switched fabric topologies with FC SCSI (FCP 
and IP protocols. It provides a full 133 MHz, PCI-X based solution incorporating improved storag 
interoperability, broad heterogenous host and NOS support. This option attaches FAStT Storage 
Servers to IBM eServer xSeries and other Intel-based servers. 

Features & Benefits: 

• Features integrated adapter management software 
• Implements the latest 2Gb and PCI-X technologies 
• Operates in any PCI or PCI-X slot 
• Backward compatible with previous generations of FAStT host bus adapters 

Technical Details 

Compatibility 
Restrictions: 
Supported software: 
Hardware prerequisites 
IBM systems : 

Non-IBM systems: 
Operating system requirements: 
Adapters: 
Mounting Kit etc. : 
Product Approvals 
Product approval/certifications4 : 
Energy Star Compliant: 

Technical Information 

Warranty 3 

Limited Warranty period and type : 

Weight & Dimentions 6 

Weight: 

Travei weight : 
Height: 

Width: 

Depth: 
Operating Temperature (C) (low; high): 
Relative Humidity (%) (low; high): 
Ship Information 
Box 1 
Weight: 
Height: 
Width: 
Depth: 
Box 2 
WPinht : 

xSeries250, xSeries300, xSeries330, xSeries 
340, xSeries 350, xSeries 370, xSeries 225, 
xSeries 235, xSeries 335, xSeries 345, xSeries 
450 

No 

Three year Customer Carry-in Exchange 

10; 32 
8; 80 

Rt}S...,.._,~Hifo+l'ro-f~.-i) 

CPMI · CORREIOS 

Fls.- ~o Ü 4 7 8 

' 

.~ 
\ 
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IBM TotalStorage FC2-133 Host Bus Adapter, 24P0960 I 
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Height: 
Width: 
Depth: 
Special ship information : 

Other 
Recommendation: 

• Important Legal Information 

About IBM I Privacy I Legal I Contact 

httn·//www5.oc.ibm.com/us/products.nsf/$wwwPartNumLookup/_24P0960 
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Select a country 

Select a language 

Personal computing 
support 

Search PC support 

Warranty 

Automated solutions 

Online assistant 

Submit a question 

Discussion forums 

Support phone list 

Site feedback e c Sitehelp 

Related links: 

Business Partner 
support 

IBM PC lnstitute 

IBM Publications Center 

Find a Business Partner 

IBM Supports Microsoft 
Service Packs 

O<>c q 

H orne I Products & services I Support & downloads I My account 

NetXtreme 1 OOOT Dual Port 
Ethernet Adapter · Overview 
Applicable countries ~wc;l regions 

• PartsJoJqrmalion 
• Files 
• Eu!:l!icatiqns 

Ata Glance 
The new IBM NetXtreme 1000 T Dual Ethernet Adapter enables high 
performance network connections for the IBM eServer xSeries. Server 
performance is optimized to ensure that system 1/0 is not a bottleneck in high­
performance networking applications. 

• First Dual Port PC I-X 10/100/1000 Ethernet Adapte r offering based on 
the latest Broadcom BCM5704 technology for xSeries 

• Dual Port option provides dual Ethernet ports at up to 64-bit/133 MHz 
PCI-X performance in a single PCI/PCI-X slot to free up other slots in 
the system 

• Hardware/software commonality with xSeries BCM570x on-board and 
adapte r technologies 

• Dual port architecture frees up one slot for constrained PCs xSeries 
servers 

• 64-bit PCI and PC I-X support for faster transmissions with lower CPU 
utilization 

• Low-profile capability (comes with both standard bracket and low profile 
bracket 

• PCI hot-plug lets you remove/replace server network interface cards 
(NICs) without taking the server offline 

• Automatic link aggregation and load balancing 
• Smart Load Balancing allows heterogeneous failover 
• Remote boot feature for remote system setup and maintenance 
• PCI 2.2 Wake on LAN enables remote management 

Warranty 
3 year Limited - customer carry-in exchange 

Packaging 
You will receive one box containing the following items: 

• NetXtreme 1 000 T Dual Port Ethernet Adapte r CPMI - CORREIOS ' 

Product dates Fls .-· ~o\' 4 b Ü 

3696 Worldwide 

-'i)oc: ----- -• Announce date: 15 Apr 2003 
• Planned availability date: 30 Apr 2003 

'-----~-·~--· 

Technical specifications 

Physical, environmental, and compatibility specifications as known at 
time of announcement 

http://www-3 .ibm.com/pc/support/site.wss/document.do?Jndocid=MIGR-50474 23/07/2003 
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Weight: 

• lbs: .167 
• kg: .076 

Height: 

• inches: 6.6 
• mm: 167.4 

Width: 

• inches: 2.54 
• mm: 64.41 

Depth: 

• inches: 0.55 
• mm: 13.86 

Operating temperature 

• Between O degrees celsius and 55 degrees celsius 
• Between 32 degrees fahrenheit and 131 degrees fahrenheit 

Relativa humidity 

• Operating: between 5% and 95% 

Agency approvals 

• FCC 
• C-Tick 
• VCCI 
• UL 
• Taiwan BSMI 
• Korea MIC 

ENERGY STAR-Compliant 
No 

Hardware Compatibility 

The NetXtreme 1 000 T Dual Port Ethernet Adapte r is supported on the 
following IBM systems: 

\"~0 )· 
.. .. · ... ~ - ..... 

CPMI • CORREIOS 

Fls. ~tk 81 
3 0 9 6 I 

Doe: - - ---

lsystem Description IIMachine Type IIModel 

lxseries 440 118687 "Ali 

lxseriex 380 118683 liA li 

lxseries 360 118686 IIAII 

lxseries 350 118682 liA li 

lxseries 345 118670 liA li 

lxseries 335 118676, 8830 liA li I 
lxseries 330 118674, 8675 liA li I 
!xseries 305 118673 liA li I 
lxseries 255 !18685 liA li I 

http: //www-3. ibm.com/pc/support/site.wss/document.do?lndocid=MIGR-50474 

(-r.1"fAO 
23/07/2003 ~ . 



· IBM Personal computing support- NetXtreme lOOOT Dual Port Ethernet Adapter- 0 .. Página 3 de 3 

e C 

e c 

,. 
""" ...... ~ ... 

~"'~ -~ . . , ...... 

lxseries 250 118665 I Ali 7 ' 

lxseries 230 118658 I Ali ! I 

jxseries 225 118647 I Ali 
., 
\ ' 

lxseries 220 118645 I Ali r--
.. ~. 

lxseries 205 118480 liA li 

lxseries 235 118671 liA li 

lxseries RXE-1 00 118684 liA li 

llntelliStation E-Pro 116204, 6214, 6216, 6226 liA li 

llntelliStation M-Pro 116219, 6229,6849, 6850 liA II 

llntelliStation Z-Pro 116221,6894 liA li 

Supported operating systems 

• Microsoft Windows.NET 
• Microsoft Windows 2000 
• Microsoft Windows NT 4.0 
• Microsoft Windows XP 
• Novell NetWare 
• SCO Open UNIX 8 
• Linux 

Compatibility 
PCI-X is backwards compatible with conventional PCI products, which enables 
existing adapters to operate within a PCI environment. PCI-X adapters can be 
used in either PCI-X systems ora conventional PCI environment; however, the 
bus speed will default to the speed of the slowest adapte r. 

Applicable countries and regions 

Worldwide 

8~çkJoJop 

About IBM I Privacy I Legal I Contact 

Document id: MIGR-50474 
Last modified: 2003-07-15 

Copyright © 2003 IBM Corporation 
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Microsoft Windows Server Catalog Home Page lo 

Welcome to the 
Windows Server 
Catalog 

Find the latest 
hardware designed 
especially for the 
Windows Server 2003 
family 

More Windows Server 
Catalog Links 

More Information 
iQ ªbout the.'t/lrJ.ctQws 

Server Catalog 

~ ~t.t For Independent 
'
01

' !:i êlrrlware 'L.emd.QLs. 
,,~ f Q[J_ndepel}dent 

1
'• L Software Vendors 

il- ~~~~ª~llty_ JJst 

Windows Catalog 

Find products built for 
the Windows XP 

Featured Product 

ü 
o 
o 

Digi PortServer TS 4 W 
Digi International Inc. 

Digi device and terminal servers provide Seria l to Ethernet connectivity for any serial 
device. 

More Featured Products 

APC Smart-UPS Rack 
Mount 3000VA 2U (120V) 
for HP- APC3RB 
American Power 
Conversion Corporation 

APC Smart-UPS RM 
l.SQQVA 2_U JJSB. !!r...S_grj<tJ 
fro Dell (lOOV) Model 
~AlSOO_RMUU 
American Power 

MAXDATA PLATINUM 
Server 1210 
MAXDATAAG 

Proliant DLSSO G2 6/2.0 
G.!i~O.-PJ 
Hewlett- Packard 
Company 

u 

Proliant BL40o 6/2.0GHz 
~ 
Hewlett-Packard 
Company 

Proliant DLSSO G2 6/1.6 
GHz (lP) 
Hewlett-Packard Company 

-
APC Smart -UPS lSOOVA Proliant Dl560 6/2.0GHz 
! . .tS.Ii_&.__s_gfl al for Dell (~.e.l....fr-º.!..iiLnt DLS60 
( 120V) Model DLAlSOQ 6/1.9GHz (4P). Proliant 
American Power DL56Q fi/1. .SG!iz ( 4..Pl 
Conversion Corporation Hewlett-Packard Company o 

http://www.microsoft.com/windows/catalog/servei~ault.aspx • 

Página 1 de 2 
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Software 
Look for the " Certified for 
Windows" logo for third ­
party tested applications 
that deliver a h igh­
quality computing 
experience wit h the 
Windows Server 2003 
family . 

Hardware 
Look for the " Designed 
for Windows" logo for 
products that deliver a 
high-quality computing 
experience wi t h the 
Windows Server 2003 
family . 

23/07/2003 



..., Microsoft Windows Server Catalog Home Page 

Conversion Corporation 

The product pictures and descriptions are provided by the manufacturers of the products. The Windows Server Catalog is 
provided for informational purposes only and Microsoft makes no representations and warranties, either express, implied, 
or statutory, regarding the products, manufacturers, compatibility of the products available within, or the Windows Server 
Catalog. Information within the Windows Server Catalog, including products listed and compatibility data, is subject to 
change without notice. This program testing in no way guarantees compatibility between data, systems, or software and in 
no way replaces necessity of full testing of the products listed in the Windows Server Catalog. Acutal end use r 
compatibility may vary. The inclusion of a product or manufacuturer does not imply endorsement of Microsoft of the 
product or manufacturer. 

The links in this catalog will let you leave Microsoft's site . These sites are not under the control of Microsoft and Microsoft 
is not responsible for the contents of any linked site or any link contained in a li nked site, or any changes or updates to 
such sites. Microsoft is not responsible for webcasting or any other form of transmission received from any linked site. 
Microsoft is providing these links to you only as a convenience, and the inclusion of any link does not imply endorsement 
of Microsoft of the site or the products contained therein. 

Last Updated: 2003/7/2112 :19 : 59 PM 

Contact Us I About the Windows Server Catalog I For Manufacturers 

© 2003 Microsoft Corporation . Ali rights reserved. Terms of Use 1 Privacy Statement 1 Accessibility 

http://www.microsoft.com/windows/catalog/servereault.aspx 
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Comprovação das 4.1.2. Servidores Intel tipo 2 
Especificações Exigidas no 

Edital 050/2003 

Comprovação das Especificações 
Exigidas no Edital 050/2003 

4.1.2. Servidores Intel tipo 2 

, - ~ 
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xSéiies 360, 86869RX I 86869RX Página 1 de~ 

----------- ---- United States ---------- -----==-=":"=·~ 
Home I Products & services I Support & downloads 1 My account 1 Call 1-

Select a country 

<(-· Servers 

lntel-based servers 

Rack-optimized 

Universal 

Appliance 

Storage 

Accessories & 
upgrades 

Services 

Support 

Certification 

~ l tion and training 

Tews and awards 

Library 

HW/SW compatibility 

xSeries 360 

$15,679 .00 IBM List Price 

Model Name: 86869RX 

Part Number: 86869RX 

O Accessori~s & Upgrades 

Technical Details 

Architecture 
Form factor : 
Orientations allowed: 
Bus type/architecture : 
Slots x bays total (free): 
Expansion bus type: 

Multimedia 
Media device type: 

Media speed: 
Media interface type : 
Media data transfer rate: 
Media average access time: 
Media transport type: 
Recordable: 
Removable: 
Audio features : 

Multimedia features: 

Expansion Options 
Slots total (free) and type : 

3.5" bays 
- accessible (free) and height: 
- not accessible (free) and height : 
5.25" bays 
- accessible (free) and height: 
- not accessible (free) and height : 
Plug and play support: 

Parallel ports (type) : 
Serial ports (type): 
Expansion ports: 

Graphics Subsystems 
Graphics Chip Set Model & Mfr.: 

Graphics Data Width: 

Graphics Type : 
Default Memory Address: 
Video RAM Std (MB): 
Video RAM Max (MB) : 
Video RAM Type : 
Graphics Bus Interface: 
Resolution Ma x (Video RAM Std), NI : 
Resolution Ma x (Video RAM Ma x), NI: 
Colors Max (Video RAM Std ) : 
Colors Max (Video RAM Max): 
Gra ph ics featu res : 

Hard Disk 
Hard Disk 1: 
Number o f installed hard disks : 

Hard disk size 1: 

Hard disk controller : 
Hard disk t ype: 

Rack 
Horizontal 
PCI 
6(6) X 5(3) 

CD-ROM 

24X Max 

EIDE 
2500KBps 
llOms 

. 

. 

Front tray loading 
No 
Yes 

1.111 

tectu re 
·M ul t imedia 
·Expans ion Optio 
·Graph ics Subsy' 
·Ha r.d _Dj_~ 

·Memory 
· Netwo rkj ng 
·Power Managem 
·System Manage1 
·Processar 
·Security 
· -~-oJt;yv a r e 
·Standa rd Featu r 
·Warranty 
·We ights & Dime 
·Othgr 

2(2) 64 Bit PCI-X 100MHz up to 133MHz, 4(4) 
64-Bit PCI-X 66MHz 
3(3) SL, 1(0) SL 

1(0) SL 

1 (RS485), 3 (USB) 
Video, Keyboard , Mouse, RJ-

53 Savage4 LT 

128-bit 

8MB 
8MB 
SDRAM 
PCI 
1024x 768 
1600x1200 
16777216 
65536 
DDC-2B compliant 

Integrated Ultra 160 SCSI 
Open ba y 

- l~t:fS"17re:gy2et)~ 

CPMI • CORREIOS 

Fls . N° Ü 4 8 O 

Doe: ------
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Total possible device types: 
Max internai hard disk capacity: 
Average seek time : 
Average latency : 
RAIO leveis supported: 
Hot swappable drive bays : 
Cache size: 
Number of platters: 
Platter RPM: 
Burst transfer rate: 
Sustained data trans rate (low; high): 
Additional storage features: 
Optional hard disk available : 

Memory 
Memory (RAM) stdlmax: 

RAM speed: 
Optional RAM configuration : 
RAM type : 
RAM slots total (available): 

Networking 
111 Network interface: 

Network speed: 
Network features: 

Power Management 
111 Power supply: 

Power supply type : 

Power supply additional : 

Heat emissions: 
Sound emissions: 
Cooling system: 
UPS: 
Power management features4: 

System Management 
IIIAdapter: 

Software: 

Features : 

Processo r 
Processar (CPU)2 : 

Processar internai clock speed2 : 
Front Side Bus: 
Processar manufacturer: 
Math co-processar: 
L1 internai CPU cache: 
L2 internai CPU cache: 
L2 externai CPU cache std: 
L2 externai CPU cache type: 
Upgradable processar : 
Processar upgrade options: 
Processar upgrade method: 
BIOS type: 
Number of processors stdlmax : 
SMP capable (multiple processors) : 
Multi-processar bus (slotslspeed) : 
L3 cache: 

Security 
AssetCare features : 

IIIISecurity features: 

VPD support : 

Software 
Tested operating systems: 

220.2GB 

3 

2GB I 16GB 

lOOMHz 

PC1600 DOR SDRAM 
8 DIMM (4 DIMM) 

Ethernet-Integrated 
lOOMbps, lOMbps 

370Watts 

110-220 volt Hot Swap Redundant Auto Restart 
2 Std . 

361W 
63dB 
6 fans 

Remate Supervisor Adapter 
Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up 
32-bit DataiAddress Width; Ethernet and Fast 
Ethernet Compatible Networks; Network Speed 
of lOOMbps/lOMbps; PCI Interface Bus; RJll 
Connectors; RJ45 Connectors; RS 232 
Connectors; RS 485 Connectors; RS-232 
Connectors 

Intel Xeon MP 

2.00GHz 
400MHz 
Intel 

512KB 

Add processar option 
Flash BIOS 
214 
Yes 

2MB 

CPMI • CORREIOS 

FI No{)_ 4 8 7 S. 

Doe: 3 Ó 9 ° -------

IBM Director System Management Features and 
Tools 
Power-on password 
Privileged access password 
Selectable boot 
Unattended start-up A- ·:,~6 
Caldera Open UNIX 8.0.0, Caldera Openllnux ~ • 

httn ·I lv.rww') . nc: . ihm .com/us/nroducts.nsf/$wwwPartNumLookup/ 86869RX 23/7/2003 
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11 Operating system provided: 
Communication/networking applications: 
Device drivers/utilities: 
Multimedia applications: 
Productivity applications: 
Other applications provided: 

Standard Features 
11 Pointing device type: 

Standard diskette size: 
Keyboard type standard: 
120 Compliant: 
Product approvals/certifications4: 

Warranty 
Limited Warranty period and type: 

Weight & Dimentions 
Weight: 

Travei weight: 
Height: 
Height with stand: 
Width: 
Width with stand: 
Depth: 
Operating Temperature (C) (low; high): 
Relative Humidity (%) (low; high): 

Other 
Recommendation: 

~ Important Legal Information 

About IBM 1 Privacy I Legal I Contact 

Página 3 de 3 

Server 3.1. 1, Microsoft Windows NT 4.0 Serv~ . 
Microsoft Windows 2000 Advanced Server, ,. . ...-,; . _,;:,~ 
Microsoft Windows 2000 Server, Novell N twa-re _ ~~ \ 
6.0, Novel i NetWare 5.1, Open Server 5/C~'á, q 5 \_ ', 
Red Hat L1nux 7.3, SuSE 7.2, VMware Ep~ ; 2S ': : ; 
Server vl.S \\ •, \..J J . 

·, \ . / l 
\ ' o 

'"---2::~~. : ::/> 

3.5" 1.44/1.2/0.72MB 

NOM 019; TUV-GS; UL-1950; BSMI (Taiwan); C­
Tick Mark (AS/NZS 3548 Class A); CE Mark 
(EN55022 Class A, EN60950, and ENS0082-1); 
CISPR-22 Class A; CSA C22.2 No. 950; FCC 
Class A- Part 15; ICES-003 Class A (Canada); 
IEC-60950 Certificate/Report; IEC-950; Japan 
VCCI, Class A 

Three year parts and labor Onsite 

701bs 

5.25in 

17.4in 

27 .6in 
10; 35 
8; 80 
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Select a country 

Accessories & 
upgrades 
News & awards 

Library 

Software 

Solutions 

Compatibility 

Warranty info 

United States 

/ ~- ·­,,. . '··· ( 

Home I Products & services I Support & downloads I My account I Call 1-888~·H.g~:;;;:;"'.,_ 

73.4GB 1 OK Ultra 160 SCSI Hot Swap SL( (~3~~h~i~~~ ~etai 
H Q O \ \ f\ ·· Compa_tibiJity 

"-\]!!!. ~_\,1\Lqrra oJy 
'--.._:~~gJlt'E< Dimen 

$639.00 IBM List Price 

Part Number: 06P5756 

llll 
Take advantage of IBM's latest SCSI hard disk drive (HDDs) technology with optional high- speed, 
high-density lO,OOOrpm Ultra160 SCSI slim-line HDDs in hot-swap xSeries servers and 
IntelliStation workstations . These 3.5-inch, hot-swap HDD options can double xSeries storage 
capacities for those who need high-speed data storage for demanding enterprise server and 
workstation applications . These HDDs store a tremendous amount of data in a slim-line form 
factor . This optimizes the storage capacities of supported servers, while providing excellent 
storage subsystem performance. 

Features & Benefits: 

• Y lO,OOOrpm HDDs -- Deliver solid reliability and excellent performance 
Y Ultra160 SCSI interface -- wide bandwidth for streaming data transfers 
Y Available in hot-swap version: 
- Converged hot-swap drive tray -- Supports xSeries servers, 
Netfinity servers, IntelliStation workstations, and EXP storage units with hot-swap bays 
Y Predictive Failure Analysis (PFA) -- Can alert you of a problem before it occurs 

Technical Details 

Characteristics 
Interface bus: 
Form factor : 
Storage capacity: 
Data width : 
Buffer size: 
Read/write head technology: 
Number of platters: 
Predictive failure monitor : 
Buffer parity checking: 
Logical parms (heads, cyl, sectors): 
BER : 
Disk type : 
Cables : 
Max data transfer rate (burst): 

SCSI 
SL 
73.4GB 
16-bit 
BKB 

Yes 

I Sustained data transfer rate (low; high): 
Drive interface type: 
Average access time: 
Average data transfer rate: 

Ultra 160 SCSI 
7.89ms CPMI .• CORREIOS I 

04~ 8 91 Power consumption: 
Seek time : 
Platter RPM: 
other Information : 

4.9ms 
lOOOOrpm 

Fls . N°_ . ___ _ . 1 

Compatibility Doe: - ---- -
11 Restrictions: 

Hardware prerequisites: 
System Units 
_IBM Systems: 

_ Non-IBM systems : 
Operating system requirements: 
Adapters : 
Mounting kit etc.: 
Supported software: 
Product approvals/certifications4: 
Energy Star Compliant : 

xSeries 220, xSeries 330, xSeries 232, xSeries 
225, xSeries 230, xSeries 240, xSeries 250, 
xSeries 340, xSeries 342, xSeries 350, xSeries 
360, xSeries 370, xSeries 440, xSeries 235, 
xSeries 255, xS eries 345 

.. . 
'· . I . -~- . -

' - LL· - · 11···· -~" ç ~~;h""' rr.m /n<: /nrnrlnr.t.c; nsf/~wwwPartNumLookup/ 06P5756 23/7/2003 



'3.4_QB lOK Ultra 160 SCSI Hot Swap SL HDD, 06P5756 I 

Warranty 3 

Limited Warranty period and type : 

Weight & Dimensions 6 

11 Weight: 
Travei weight: 
Height: 
Width : 
Depth: 
Operating Temperature (C) (low; high) : 
Relative Humidity (%) (low; high): 
Ship Information 
Box 1 
Weight: 
Height: 
Width: 
Depth: 
Box 2 
Weight: 
Height : 
Width: 
Depth: 
Special ship information : 

• Important Legal Information -== IBM I Privacy I Legal I Contact 

1.3lbs 

lin 
4in 
5.75in 

ttn· llururur". nr ihm r.nm/us/oroducts.nsf/$wwwPartNumLookup/ _ 06P5756 
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Select a country 

<·· Servers 

lntel-based servers 

Rack-optimized 

Universal 

Appliance 

Storage 

Accessories & 
upgrades 

Services 

Support 

Certification 

-rtion and training 

1\íe\ ........ and awards 

Library 

HW/SW compatibility 

United States 

Home I Products & services I Support & downloads I My account I Call 1-88 

IBM TotaiStorage FC2-133 Host Bus 
Adapte r 

$1,485.00 IBM List Price 

Model Name: 

Part Number: 24P0960 ®server 

Ull 
This host bus adapter option is a 64 -bit, low- profile adapter that supports auto-sensing for 1Gbps 
or 2Gbps operations on point-to-point FC-AL-2 and switched fabric topologies with FC SCSI (FCP) 
and IP protocols. It provides a full 133 MHz, PCI-X based solution incorporating improved storage 
interoperability, broad heterogenous host and NOS support. This option attaches FAStT Storage 
Servers to IBM eServer xSeries and other Intel-based servers . 

Features & Benefits: 

o Features integrated adapter management software 
o Implements the latest 2Gb and PCI-X technologies 
o Operates in any PCI or PCI-X slot 
o Backward compatible with previous generations of FAStT host bus adapters 

Technical Details 

Compatibility 
Restrictions: 
Supported software: 
Hardware prerequisites 
IBM systems : 

Non-IBM systems: 
Operating system requirements: 
Adapters : 
Mounting Kit etc .: 
Product Approvals 
Product approval/certifications4 : 
Energy Star Compliant: 

Technical Information 

Warranty 3 

Limited Warranty period and t ype : 

xSeries 250, xSeries 300, xSeries 330, xSeries 
340, xSeries 350, xSeries 370, xSeries 225, 
xSeries 235, xSeries 335, xSeries 345, xSeries 
450 

No 

Three year Customer Carry -in Exchange 

·IJVªrr<;~nty 
·Weights & Dime 
·Ot l1er 

Weight & Dimentions 6 

Weight: ,---------· --

Travei weight : 
Height : 

Width : 

Depth : 
Operating Temperature (C) ( low; high ): 
Relative Humidity (%) (low; high ) : 
Ship Information 
Box 1 
Weight : 
Height : 
Width : 
Depth : 
Box 2 
Weight : 
Height : 
Width : 
Depth: 

10; 32 
8; 80 

~ ROS rl 8 ô3/200~~ 

CPMI - CORREIOS 

Fls . W 
04 91 

:~ 
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:BM.TotalStorage FC2-133 Host Bus Adapter, 24P0960 I 

Special ship information: 

Other 
Recommendation: 

~ Important Legal Information 

About IBM I Privacy 1 Legal I Contact 

httn · I lururur <;, nr. ihm com/us/oroducts.nsf/$wwwPartNumLookup/_ 24P0960 
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BM Personal computing support- NetXtreme lOOOT Dual Port Ethernet Adapter- Overview 
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Select a country 

Select a Janguage 

Personal computing 
support 

Search PC support 

Warranty 

Automated solutions 

Online assistant 

Submit a question 

Discussion forums 

Support phone list 

Site feedback 

Site help 

-=Jiinks: 

Business Partner 
support 

IBM PC lnstitute 

IBM Publications Center 

Find a Business Partner 

IBM Supports Microsoft 
Service Packs 

Home I Products & services I Support & downloads I My account 

NetXtreme 1 OOOT Dual Port 
Ethernet Adapter - Overview 
Applicable countries and regions 

• Parts lnformation 
• Files 
• Publ[cations 

Ata Glance 
The new IBM NetXtreme 1000 T Dual Ethernet Adapter enables high 
performance network connections for the IBM eServer xSeries. Server 
performance is optimized to ensure that system 1/0 is not a bottleneck in high­
performance networking applications. 

• First Dual Port PC I-X 1 0/1 00/1000 Ethernet Adapte r offering based on 
the latest Broadcom BCM5704 technology for xSeries 

• Dual Port option provides dual Ethernet ports at up to 64-biU133 MHz 
PCI-X performance in a single PCI/PCI-X slot to free up other slots in 
the system 

• Hardware/software commonality with xSeries BCM570x on-board and 
adapter technologies 

• Dual port architecture frees up one slot for constrained PCs xSeries 
servers 

• 64-bit PCI and PC I-X support for faster transmissions with lower CPU 
utilization 

• Low-profile capability (comes with both standard bracket and low profile 
bracket 

• PCI hot-plug lets you remove/replace server network interface cards 
(NICs) without taking the server offline 

• Automatic link aggregation and load balancing 
• Smart Load Balancing allows heterogeneous failover 
• Remete boot feature for remote system setup and maintenance 
• PCI 2.2 Wake on LAN enables remate management 

Warranty 
3 year Limited - customer carry-in exchange 

Packaging 
You will receive one box containing the following items: 

• NetXtreme 1000 T Dual Port Ethernet Adapter 

Product dates 

Worldwide 

• Announce date: 15 Apr 2003 
• Planned availability date: 30 Apr 2003 

Technical specifications 

Physical, environmental, and compatibility specifications as known at 
time of announcement 

Weight: 

• lbs: .167 
• kg: .076 

Doe: 

~-, .. ~ . u""' '"'-1 1hrn r()m /nc:/sunnort/site.wss/document.do?lndocid=MIGR-504 7 4 
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Height: 

Página 2 de 3 

• inches: 6.6 
• mm: 167.4 

Width : 

• inches: 2.54 
• mm: 64.41 

Depth : 

• inches: 0.55 
• mm: 13.86 

Operating temperature 

• Between O degrees celsius and 55 degrees celsius 
• Between 32 degrees fahrenheit and 131 degrees fahrenheit 

Relative humidity 

• Operating : between 5% and 95% 

Agency approvals 

• FCC 
• C-Tick 
• VCCI 
• UL 
• Taiwan BSMI 
• Korea MIC 

ENERGY STAR-Compliant 
No 

Hardware Compatibility 

The NetXtreme 1 000 T Dual Port Ethernet Adapte r is supported on the 
foliowing IBM systems: 

jsystem Description IIMachine Type IIModel 

lxseries 440 118687 "Ali 

jxseriex 380 118683 IIAii 

jxseries 360 118686 li Ali 

jxseries 350 118682 Ali 

jxseries 345 118670 Ali 

jxseries 335 118676, 8830 Ali 

jxseries 330 118674, 8675 Ali 

jxseries 305 118673 Ali 

jxseries 255 118685 jAii 

jxseries 250 118665 li Ali 

jxseries 230 118658 liA li 

jxseries 225 118647 li Ali 
jxseries 220 118645 li Ali 

jxseries 205 118480 li Ali 

jxseries 235 118671 liA II 

jxSeries RXE-100 118684 li Ali 

/1 li li 

l~ttn· 1/n mmr-l ihm rnm/nc/suooort/site .wss/document.do?lndocid=MIGR-504 74 

I 
I 
I 
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BM Personal computing support- NetXtreme 1 OOOT Dual Port Ethemet Adapter- Overview 

llntelliStation E-Pro 116204, 6214 , 6216,6226 li Ali 

llntelliStation M-Pro 116219, 6229, 6849, 6850 li Ali 

llntelliStation Z-Pro 116221 , 6894 li Ali 

Supported operating systems 

• Microsoft Windows.NET 
• Microsoft Windows 2000 
• Microsoft Windows NT 4.0 
• Microsoft Windows XP 
• Novell NetWare 
• SCO Open UNIX 8 
• Linux 

Compatibility 
PCI-X is backwards compatible with conventional PCI products, which enables 
existing adapters to operate within a PCI environment. PCI-X adapters can be 
used in either PC I-X systems ora conventional PCI environment; however, the 
bus speed will default to the speed of the slowest adapter. 

Applicable countries and regions 

Worldwide 

Back to top 

I 
I 
I 
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Welcome to the 
Windows Server 
Catalog 

~ ind the latest 
·- •1ardware designed 

especially for the 
Windows Server 2003 
family 

More Windows Server 
Catalog Links 

More Information 
.. about the Windows 

Server Catalog 

flti For Independent 
r Hardware Vendors 

1~1 For Independent 
l:lt Software Vendors 

.rL Hardware 
1
:."' Compatibilitv List 

Windows Catalog 

Find products built for 
the Windows XP 

-~erating system in 
V e Windows Catalog 

Featured Product 

APC Smart-UPS RM 750VA 
lU USB & Serial (230V) 
ModeiSUA7SORMI1U 
American Power Conversion Corporation 

APC Smart-UPS offers performance power 
protection for servers, networks and workstations. 

More Featured Products 

SiiRUS Classic 
DP VI 
Infrastructure 
Serve r 
PCS Industries 
Limited 

APC Smart-UPS 
3000VA (230V) 
for HP - APC3IB 
American Power 
Conversion 
Corporation 

":" _"'fit l 

I ; ·"' ........ 
CyberPower 
Power 525VA, 
120V ,_M_Q.ç!_gl 
CPSS2SAVR 
Cyber Power 
System Inc. 

Proliant DLSSO 
G2 6/1.6 GHz 
.(.lEJ_ 
Hewlett­
Packard 
Company 

SiiRUS Classic 
DP VI Business 
Server 
PCS Industries 
Limited 

1
~-c .; 

J 
; 

. i;: 

MAXDATA 
PLATINUM 
Server 1210 
MAXDATAAG 

APC Smart-UPS 
Rack Mount 
3000VA 2U 
(120V) for HP­
APC3RB 
American Power 
Conversion 
Corporation 

ProLiant BL40p 
6/2.0GHz (4P) 
Hewlett-Packard 
Company 

Software 

Página 1 de 2 

Dcl:~<>.1lm 

tiiçfll5()1t• 
Window'{' 
Server2003 

Look for the "Certified for 
Windows" logo for third­
party tested applications 
that deliver a high­
quality computing 
experience with the 
Windows Server 2003 
family. 

Hardware 
Look for the "Designed 
for Windows" logo for 
products that deliver a 
high-quality computing 
experience with the 
Windows Server 2003 
family . 

---·--· ·--- .... ·-- -
fitO~ 1 t 6~/2685 · CN• 
CPMI · CORREIOS 

·- -N· i) 4 9 0 
Eis. \.1 

--------------------------------------------------~ 
The product pictures and descriptions are provided by the manufacturers of th 
products. The Windows Server Catalog is provided for informational purposes Jó96 ·j 
only and Microsoft makes no representations and warranties, either express, •ooc: 
implied, or statutory, regarding the products, manufacturers, compatibility of --~~~--

the products available within, or the Windows Server Catalog. Information '-------·- - ·--- -
within the Windows Server Catalog, including products listed and compatibility 
data, is subject to change without notice. This program testing in no way 
guarantees compatibility between data, systems, or software and in no way 
replaces necessity of full testing of the products listed in the Windows Server 
Catalog. Acutal end user compatibility may vary. The inclusion of a product or 
manufacuturer does not imply endorsement of Microsoft of the product or 
manufacturer. 

The links in this catalog will let you leave Microsoft's site . These sites are not 
under the contrai of Microsoft and Microsoft is not responsible for the contents 
of any linked site or any link contained in a linked site, or any changes or 
updates to such sites. Microsoft is not responsible for webcasting or any other 
form of transmission received from any linked site. f'licrosoft is providing these 
links to you only as a convenience, and the inclusion of any link does not imply 
endorsement of Microsoft of the site or the products contained therein . \.. I \...- J 

l, H~ · I lwn rm m1rr.-.c:::r~ft rnm /winciOWS/Catalog/server/default .aSpX 
-- ~r.: 
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11 ~soft Windows Server Catalog Home Page 

Last Updated: 2003/7/21 12:19:59 PM 

:ontact Us I About the Windows Server Catalog I For Manufacturers 

9 2003 Microsoft Corporation. Ali rights reserved . Terms of Use I Privacy Statement I Accessibilíty 

ec . 

tt~ · I lnrnmr m irrf"\c::nft r.nm /win<iows/catalog/server/default.aspX 
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Comprovação das 4.1.3. Servidores Intel tipo 3 
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Select a country 

<-· Servers 

Intel processor-based 
servers 

Rack-optimized 

Universal 

High-performance scalable 

Blade servers 

Storage 

Systems Management 

Accessories & upgrades 

-=:._ Services 

Support 

Certification 

Education and training 

News and awards 

Literature 

HW/SW compatibility 

Solutions 

Shopping help 

Warranty info 

Shop by part number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Smal/ & Medium 
Business 

Government 

Education 

United States 

Home I Products & services I Support & downloads I My account I 

xSeries 235 
IBM Web Price 
$3,269.00* 
$116.00 /mo. for 36 mos. Successlease® JQI 
smªJL.6vsi..ness*** 
Availability : Within 2 weeks** 

{81 Customize ~ 
Monitor sold separately 

xSe1ies 235 overview View alf models More info Visual tour 

+ Help me decide 

General 

Model name 

Description 

IBM Web Price* 

+Cal/ me now 

Successlease® for Small Business*** 

Architecture 

Form factor 

Orientations allowed 

PCMCIA support 

Slots x bays total (free) 

Processo r 

Processar (CPU) 

Processar internai clock speed 

Planar clock speed 

SMP processors std 

SMP processors max 

Processar manufacturer 

Processar upgrade options 

SMP capable (multiple processors) 

BIOS type 

Memory 

Memory (RAM) std 

RAM speed 

Optional RAM configuration 

RAM type 

RAM slots total 

RAM slots available 

Hard disk 

Number of installed hard disks 

Hard disk size 

RAIO leveis supported 

Hot swappable drive bays 

Hard disk controller 

Hard disk type 

Max Hard Drive Capacity 

Graphics subsystem 

86718AX 

xSeries 235 

$3,269.00 

$116.00/mo. for 36 mos. 

Tower 

Vertical 

Yes 

6(6) X 10(8) 

Intel® Xeon TM 

3.06 GHz 

533 MHz 

1 

2 

Intel® 

Faster Xeon processar 

Yes 

Flash 

512MB 

266MHz 

128 :256 :512 :1024:2048MB DIMMS (must 
be installed in sets..oL2.)-···--·· .. · --·--·---
PC2100 DOR 5 

6 DIMM 

4 DIMM 

o 
O GB 

1 

6/3 
·~ 

CPMI - CORREIOS 

Fts . N° Ü 4 ~ 9 

Doe: 3 6 9 6 
Integrated Dual Channel Ultra320 SCSI 

Open bay 

1314GB 

l 

0°/o LE 
Succes 
or fina l 
month 
small t 
.., !,.e.a 

Save: 
purcha 
Systen 
solutio 
_,./..e.<! 

.., Y.i.e 
1Ha 
SP.! 

.., .Re• 
Te I/ 
anc 
for 

8,!;,~J1 

Hot dE 

Volum 
19 Ql.ll 

TeleW 
1-866-

À - ~ 
!Pmrl' wt Di sn I a v ?oroductld=8599793&storeld= 1 &lan gld=-1 &category ld=254 3009&dw23/07 /2:~ 



~bm.com: United States I xSeries 235 

Graphics type 

Graphics chipset 

Graphics data width 

Video RAM type 

Video RAM std 

Video RAM max 

Max resolution (with std video RAM) 

Max resolution (with max video RAM) 

Max colors (with std video RAM) 

Graphics bus interface 

Multimedia 

CD-ROM speed 

CD-ROM interface type 

CD-ROM data transfer rate 

CD-ROM average access time 

CD-ROM transport type 

Communications 

Network interface 

Network speed 

Standard features 

Standard diskette size 

Power management 

Power supply 

Power supply type 

Heat emissions 

Sound emissions 

Cooling system 

Dimensions 

Weight 

Height 

Width 

Depth 

Security 

Security features 

Warranty 

Limited Warranty period 

Type of Service 

Expansion options 

Slots total (free) and type 

3.5 inch bays - accessible (free) and height 

5.25 inch bays - accessible (free) and 
height 

Plug and Play support 

Serial ports (type) 

Expansion ports 

Monitor 

Monitor Included 

20 

ATI Rage XL 

64 

SDRAM 

8MB 

8MB 

1600 X 1200 

1600x1200 

16777216 

PCI 

48X Max 

EIDE 

4000 KBps 

85 ms 

Front tray loading 

Gigabit Ethernet- Integrated 

10Mbps, 100Mbps, 1000Mbps 

3.5" 1.44/1.2/0.72 MB 

660 

Página 2 de 3 

Hot Swap Redundant Auto Start/Sensing 2 
Std. 

121 w 
65 dB 

6 fans 

101 lbs 

17.31 inches 

8.5 inches 

27.6 inches 

Mechanical locks, Power-on password, 
Remote-control password, Selectable boot, 
Unattended startup 

Three year 

Onsite Repair 

1(1) 32 Bit PCI 33 MHz, 2(2) 64 Bit Active 
PCI-X 133 MHz Hot Swap, 3(3) 64 Bit PCI­
X 100MHz 

1(0) SL, 6(6) SL 

3(2) SL 

Yes 

2(9-pin 16550A NS~patiblé:}QRB$i:!PS 
Keyboard port, 
Video 

No .. . 
DI Customiz~ 

c~g 
!Prnrinrtni s:nl:w?nroductld=8599793&storeld=l &Jangld=-1 &category Id=2543009&du 23/07/2003 
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Still can't find what you're looking for? 

I Select one of the following 

You can choose one of the options above, or call us at 1-888-SHOP-IBM. 

*Price does not include tax or expedited shipping and is subject to change without notice . 
Reseller prices may vary. IBM does not warrant non-IBM products . PCs shown here, except 
for Servers and Network Stations, ship with an operating system. Ali offer·s subject to 
availability. IBM reserves the right to alter product offerings and specifications at any t ime 
without notice. IBM is not responsible for photograph ic or typographic errors . 

** An estimated ship date will be included with your order confirmation e-mail. Availability 
does not determine when your arder will ship since inventory status may change before 
your arder is final (following the receipt of any credit or payment authorization) as other 
orders are processed. "In stock" indicates we currently have at least one of the item in 
stock. Orders are normally held until ali the products on the arder are in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 
"Within 2-4 Weeks" indicates that the product should be available in inventory in 2-4 
weeks. To obtain the latest information about the availability of a specific part number, 
please call 1-888·SHOP- IB~1. 

**"' Successlease@ for Small Business is offered and administered in the US and Canada 
by third party providers of business financing who are approved by IBM Global Financing. 
Ali terms are provided by third party providers of business financing who are approved by 
IBM Global Financing.; example o f monthly lease payments based on a 36 month term, 
prespecified purchase option at end of lease, to qualified business customers installing in 
the US and are for planning purposes only, actual payments may vary. A documentation 
fee and first month payment due at signing. Any taxes are additional . Other terms and 
financing structures are available. $750 minimum lease order applies. 

Successlease® for Small Business 

Important Legal Information 

About IBM I Privacy I Legal I Contact 
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Transaction Processing Perlormance Council 

TPC Transaction Processing 
Performance Council 

0 Home 

[±] Results 

TPC-C Result Highlights 

El Benchmarks 
TPC-C 
- Results 
- Description 
- FAQ 
TPC-H 
TPC-R 
TPC-W 
Obsolete 
- TPC-A 
- TPC-B 
- TPC-D 

0 Technical Articles 

0 Related Links 

0 What's New 

[±] About the TPC 

[±] Who We Are 

0 Member Login 

--------- ----= ~ -:êW"~ IBM eServer xSeries 235 lP c/s 

Benchmark Stats 

Result ID: 103071001 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 07/10/03 

System Information 
Total System Cost 46,539 us $ 

TPC-C Throughput 18,936 

Price/ Performance 2.46 us $ 

Availability Date 07/10/03 

Database Manager Microsoft SQL Server 2000 Standard Ed. 

Página 1 de 1 

Operating System Microsoft Windows Server 2003 Standard Edition 

Transaction Monitor Microsoft COM+ 

Server Information 

CPU: Intel Xeon DP 3.06GHz 

# of CPUs: 1 

Cluster: N 

Client Information 
# of clients: 1 

CPU: Intel Xeon DP 2.4GHz 

CPUs per client: 1 

• Executive Summary (242 KB) 

• Full Disclosure Report ( 1492 KB) 
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Doe: 3 6 9 6 --- - --

;; top 
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About the TPC Who We Are Privacy Policy About Pricing 

© 2001 - 2002 TPC. Ali rights reserved. 
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Select a country 

<·· Servers 

Intel processor-based 
servers 

Rack-optimized 

Universal 

High-performance scalable 

Blade servers 

Storage 

Systems Management 

Accessories & upgrades 

-=:.._ 3ervices 

Support 

Certification 

Education and training 

News and awards 

Literatura 

HW/SW compatibility 

Solutions 

Shopping help 

Warranty info 

Shop by pari number 

View cart 

Open saved caris 

Estimate shipping • c Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
Business 
Government 

Education 

United States 

Home I Products & services I Support & downloads I My account 

NetBAY42 
Enterprise Rack 
Cabinet 

cau 1-s~S~ -JCY 
;w-our 1 }J · 

IBM Web Price 
$2,649.00* 
Ava ilabi lity: In stock** 

(OI Addto cart ~ 

New NetBA Y rack cabinets provide a comprehensive selection of rugged, rack 
solutions tailored for "deep" servers and high-density installations. Cabine! 
provides 42U of rack space with depth capacity to support "deep" servers up to 
28 inches. Ali models feature a perforated-steel front door to optimize cooling 
while maintaining security by lock and key. These NetBAY rack cabinets suppor1 
ali current rack-mountable IBM eServer xSeries and Netfinity servers. 

Features and Benefits: 

lncludes side panels and a stabilizer kit 
Robust design allows shipping with preconfigured servers 
Perforated front door providas improved ai r flow for a fan-free environment 
Lockable front and rear doors maximize security 
Providas the most room of ali NetBAY racks for cable management 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Restrictions 

Hardware prerequisites (System unit) 

9308425 

NetBAY42 Enterprise Rack Cabinet 

$2,649.00 

When servicing or sliding devices out of the 
NetBAY42 ER or EX, it is required that the 
front stabilizer plate be used in accordance 
with the instructions included in the 
installation/safety publications. 

Netfinity 4500R, Netfinity 4500R Rack 
Mounted models, Netfinity 5100, Netfinity 
5100 Rack Mounted models, Netfinity 
5000, Netfinity 5000 Rack Mounted 
models, Netfinity 5500, Netfinity 5500 
M10, Netfinity 5500 M10 Rack Mounted 

. 

. 
c allfo · 

models, Netfinity 5500 M20, ------· ···- ·. _. 

Hardware prerequisites (Mounting kit etc.) 

Product approvals/certifications 

Characteristics 

Space 

Type of cabinet 

Memory 

Memory (RAM) std 

Power management 

Sound emissions 

Dimensions 

Cable requirements are depende ·~· 72'()()~ 
the devices installed in the NetB ê I C 
cabinets. - ORREIOS 
CSA C22.2 No. 950 Third Edition IEC- -
950/EN 60950 Second Edition, u -.l-150 No(~ ~ n :1 
Th1rd Ed1t1on t S · -'-'-1-"u"'---'llJ"--'u~-

Doe: 
3 696 

42 
-------Type A 19" (ElA standard 310-D 

-~----------------~ 

... /ProductDisplay ?lang=en_ US&catalogld=-840&productld= 19324 73&langld=-1 &prmel23/07 /2003 
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Weight 

Height 

Width 

Depth 

Security 

Security features 

Warranty 

Limited Warranty period 

Type of Service 

575 lbs 

79.5 inches 

25.5 inches 

43.3 inches 

Lockable front/rear doar, Lockable side 
panels 

Three year 

Customer Carry-in 

~~ Addtocart ~ 

* Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may vary. IBM does not warrant non-IBM products. PCs shown here, 
except for Servers and Network Stations, ship with an operating system. Ali offers subject 
to availability. IBM reserves the right to alter product offerings and specifications at any 
time without notice. IBM is not responsible for photographic or typographic errors. 

** An estimated ship date will be included with your arder confirmation e-mail. Availabi lity 
does not determine when your arder will ship since inventory status may change before 
your arder is final (following the receipt of any credit or pa yment authorization) as other 
orders are processed . "In stock" indicates we currently have at least one of the item in 
stock. Orders are normally held until ali the products on the arder are in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 
"Within 2-4 Weeks" indicates that the product shou ld be available in inventory in 2-4 
weeks . To obtain the latest information about the availability of a specific part number, 
please call 1-888-SHOP-IBM. 

Important Legal Information 

About IBM I Privacy I Legal I Contact 

------~·- . 
I-SI'>rewl'!~~··rt~ 

CPMl - CORREIOS 

05 04 
3696 

l.{)oc: __ ~~+---

.. . /ProductDisplay?lang=en_ US&catalogld=-840&productld= 19324 73&langld=-1 &prme 23/07/2003 
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Select a country 

<.. SeNers 

Intel processor-based 
servers 

Rack-optimized 
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United States 

/ ' r---------...,.;__,.- -.. , .. _ \\ 

·: \3'? 1 & . 
Home I Products & services I Support & downloads I My account I 

5UX24D Tower to 
Rack Kit 111 
IBM Web Price 
$455.00* ®server 

carr 1 ..:~s~::_:;r ~ 
Your'J - · 

~ 

Universal Availability: Within 2 weeks** 

High-performance scalable \I)/ Addto cart ~ 

Blade seNers 

Storage 

Systems Management 

Accessories & upgrades 

SeNices 

Support 

Certification 

Education and training 

News and awards 

Literature 

HW/SW compatibility 

Solutions 

Shopping help 

Warranty info 

Shop by part number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

H o me I home office 

Small & Medium 
Business 

Government 

Education 

About IBM I Privacy I 

This 5Ux24D tower-to-rack option is designed for use with the IBM eServer 
xSeries 235 and 232 servers. lt contains ali the necessary hardware to instai! 
either of these servers in a standard 19-inch ElA rack cabinet, such as one of 
lhe NetBA Y Enterprise racks o r lhe NetBAY Standard racks. 

Features and Benefits: 

Redeployment enablement: as your needs change this kit allows you great 
flexibility in the placement of the x235 
Comes complete with ali necessary hardware 

General 
Model name 

Description 

IBM Web Price* 

Memory 
Memory (RAM) std 

Power management 
Sound emissions 

Warranty 
Limited Warranty period 

Type of Service 

59P4211 

5UX24D Tower to Rack Kit III 

$455.00 

Three year 

Customer Carry-in Exchange 

ce I Add to cart ~ 

* Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may vary . IBM does not warrant non-IBM products. PCs shown here, 
except for Servers and Network Stations, ship with an operating system. Ali offers subject 
to availability. IBM reserves the right to alter product offerings and specifications at any 
time without notice. IBM is not responsible for photographic or typographic error~------

RQ5 ne 031200'5 - Cr-<J·-
** An estimated ship date will be included with your arder confirmation e-mai. ti.~Ui! l:>ility CORREIOS 
does not determine when your arder will ship since inventory status may cha g t!Yffi"'~~e • ~ C· h: 
your arder is final (following the receipt of any credit or payment authorizatio ) as other O V ~ ;, ;) 
orders are processed. "In stock " indicates we currently have at least one of th lJ:.çm i'l ,o '--' 
stock. Orders are normally held until ali the products on the arder are in inve oF~ S'!Wi'llhwinL-----
2 weeks" indicates that the product should be available in inventory within 2 eeks. 
"Within 2-4 Weeks" indicates that the product should be available in inventory in 2-4 
weeks. To obtam the latest 1nformation about the ava1labi11ty of a speCifiC part umber, n C. 
please call 1-888-SHOP-IBM. • . · Ooc : .,.~J-'DU--::J-?=-_U _ _ _ 

Important Legal Informat1on ~~- -~-
Legal I Contact ...- ' 

, ~4 
ro,..,..,r-~,r-tnicnhw?l:ms:r=en US&catalogld=-840&pmbr=59P4211&langld=-l&prmenbr=23/07/2003 
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Select a country 

Accessories & 
upgrades 

News & awards 

Library 

Software 

Solutions 

Compatibility 

Warranty info 

United States 

., - · ~·--~ ,.,.":::. ...... ..,. 

....----------- "• 

-~651 · 1· - . \ 
Home I Products & services I Support & downloads I My account I Call 1-888-SHO~ 

73.4GB 1 OK Ultra 160 SCSI Hot Swap SL · . 
HDD 

$639.00 IBM List Price 

Part Number: 06P5756 ®server 

1111 
Take advantage of IBM's latest SCSI hard disk drive (HDDs) technology with optional high- spee 
high-density lO,OOOrpm Ultra160 SCSI slim-line HDDs in hot-swap xSeries servers and 
IntelliStation workstations. These 3.5-inch, hot-swap HDD options can double xSeries storage 
capacities for those who need high-speed data storage for demanding enterprise server and 
workstation applications. These HDDs store a tremendous amount of data in a slim-line form 
factor. This optimizes the storage capacities of supported servers, while providing excellent 
storage subsystem performance. 

Features & Benefits: 

• Y lO,OOOrpm HDDs -- Deliver solid reliability and excellent performance 
Y Ultra160 SCSI interface -- wide bandwidth for streaming data transfers 
Y Available in hot-swap version: 
- Converged hot-swap drive tray -- Supports xSeries servers, 
Netfinity servers, IntelliStation workstations, and EXP storage units with hot-swap bays 
Y Predictive Failure Analysis (PFA) -- Can alert you of a problem before it occurs 

Technical Details 

Characteristics 
Interface bus: 
Form factor: 
Storage capacity: 
Data width: 
Buffer size: 
Read/write head technology: 
Number of platters: 
Predictive failure monitor: 
Buffer parity checking: 
Logical parms (heads, cyl, sectors): 
BER: 
Disk type: 
Cables: 
Max data transfer rate (burst) : 
Sustained data transfer rate (low; high): 
Drive interface type: 
Average access time : 
Average data transfer rate: 
Power consumption: 
Seek time: 
Platter RPM: 
Other Information: 

Compatibility 
11 Restrictions: 

Hardware prerequisites: 
System Units 
_IBM Systems : 

_ Non-IBM systems: 
Operating system requirements : 
Adapters: 

SCSI 
SL 
73.4GB 
16-bit 
SKB 

Yes 

Ultra160 SCSI 
7.89ms 

4.9ms 
lOOOOrpm 

CPMI · CORREIOS 

Fls. No O 5 Ü 6 

,s_,;, 220, ,secie; ,),s.~:c:,~,~---
225, xSeries 230, xSeri~~~~40, xSeries 250, 
xSeries 340, xSeries 342, xSeries 350, xSeries~ 
360, xSeries 370, xSeries440, xSenes235, 
xSeries 255, xSeries 345 

~5 
httn·//www'í nr. .ihm.com/us/oroducts.nsf/$wwwPat1NumLookup/_06P5756 23/07/2003 



73.4GB lOK Ultra 160 SCSI Hot Swap SL HDD, 06P5756 I 

Mounting kit etc.: 
Supported software: 
Product approvals/certifications4: 
Energy Star Compliant: 

Warranty 3 

Limited Warranty period and type: 

Weight & Dimensions 6 

11 Weight: 
Travei weight : 
Height: 
Width : 
Depth: 
Operating Temperature (C) (low; high): 
Relative Humidity (%) (low; high): 
Ship Information 
Box 1 
Weight: 
Height : 
Width: 
Depth: 
Box 2 
Weight: 
Height: 
Width: 
Depth: 
Special ship information: 

~ Important Legal Information 

About IBM I Privacy I Legal I Contact 

1 .31bs 

lin 
4in 
5.7Sin 

http://www5.pc.ibm.com/us/products.nsf/$wwwPartNumLookup/_06P5756 

Página 2 de 2 

.. .. -----""--.. 

\\ 
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Select a country 
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Rack-optimized 

Universal 
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Blade servers 

Storage 

Systems Management 

Accessories & upgrades 
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Support 

Certification 

Education and training 

News and awards 
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HW/SW compatibility 

Solutions 

Shopping help 

Warranty info 

Shop by part number 

View cart 

Open saved carts 

United States 

Home I Products & services I Support & downloads I My account I 

xSeries 235 
IBM Web Price 
$3,269.00* 
$116.00 /mo. for 36 mos. Successlease® for 
Small Business*** 

Availability: Within 2 weeks** 

(Í)I Customize ~ 
Monitor sold separately 

~ - -- -

xSeries 235 overview Viev1 ali models More info Visual tour 

+ Help me decide 

General 

Model name 

Description 

IBM Web Price* 

+Cal! me now 

86718AX 

xSeries 235 

$3,269.00 

Successlease® for Small Business*** $116.00/mo. for 36 mos. 

Architecture 

Form factor 

Orientations allowed 

PCMCIA support 

Slots x bays total (free) 

Processo r 

Processar (CPU) 
o 
o 

Tower 

Vertical 

Yes 

6(6) X 10(8) 

11 C) 1 

''*'"' Call 1-888-SHOP-IBM 

.l .. mmJ>rg 

a:;t~l 
Only $499" 

for an IBM xSeries··· 
205VL system. 

Umit 5 per customer. 

t9 l,ea_rn more 

oo/o lease with 
Successlease® - No interest 
or finance charges on a 24-
month lease, exclusively for 
small businesses. 
~ Learn more 

Save 30°/o* when you 
purchase an IBM xSeriesm 
Systems Management 
solution bundle . 
~ Learn more 

Ul ~ , el® Xeon TM 

z -+- .G6 GHz ~ View ali xSeries'M & 
o ' BladeCenter servers 

(") 

Processar internai cl c . speed 

Planar clock speed ~ 33 MHz s.p..etLi!..Loffe~ 
SMP processors std \ Cf> O 8 __., 

·:.._• Estimate shipping SMP processors max tD ~- ~ ~ ~~~ : /· , _.. ~' \ 
Estimate leasing p f ct c....,. • ..- Tell us your specifications · v:: \ 

_ 'l rocessor manu a t e ..n r-r[!! d 'li t 1.·. • ~ IJJ.ll\ ~ ...., • ..__,.__,...... an we prepare a quo e . 11 , . \ 

.
/JL5?1-.. -• .... _ Prnr<>c:c:nr oonnr"rl" n ~i nc: ~ c:~<> r )(pnn nrnr<>c:c:nr c....... . . J 

f --r-v- • . í.l'(' / 

http://www-132.ibm.c .. . /ProductDisplay?productld=8599793&storeld=l&langld=-l&categoryld=2543009&dualCurrld=73&catalogld=-84 23/0=7!Í003 
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urue r status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
Business 

Government 

Education 

• ~·~;~;;~~~=~·~:~i~~~·~~;cessorsD 
BIOS type 

Memory 

Memory (RAM) std 

RAM speed 

Optional RAM configuration 

RAM type 

RAM slots total 

RAM slots available 

Hard disk 

Number of installed hard disks 

Hard disk size 

RAIO leveis supported 

Hot swappable drive bays 

Hard disk controller 

Hard disk type 

Max Hard Drive Capacity 

Graphics subsystem 

Graphics type 

Graphics chipset 

Graphics data width 

Vídeo RAM type 

Vídeo RAM std 

Vídeo RAM max 

Max resolution (with std vídeo RAM) 

Max resolution (with max vídeo RAM) 

Max colors (with std vídeo RAM) 

Graphics bus interface 

Multimedia 

CD-ROM speed 

CD-ROM interface type 

CD-ROM data transfer rate 

CD-ROM average access time 

CD-ROM transport type 

Communications 

Network interface 

. .............. ~ , .......... . ........................... . 
Yes 

Flash 

512MB 

266MHz 

128:256:512:1024:2048MB DIMMS (must 
be installed in sets of 2) 

PC2100 DOR SDRAM 

6 DIMM 

4 DIMM 

o 
O GB 

1 

6/3 

Integrated Dual Channel Ultra320 SCSI 

Open bay 

1314GB 

20 

ATI Rage XL 

64 

SDRAM 

8MB 

8MB 

1600 X 1200 

1600x1200 

16777216 

PCI 

48X Max 

EIDE 

4000 KBps 

85 ms 

Front tray loading 

Gigabit Ethernet- Integrated 

~u . 
B E-mail this llii.Q.e 

Hot deals 

-t Clearance corner 

Volume discounts 
r9Call me now 

TeleWeb hotline: 
1-866-4 26-04 72 

\ 
'· \ 

: ) 
I 

/ 

http:/ /www-132.ibm.c ... /ProductDisplay?productld=8599793&storeld= 1 &langld=-1 &category Id=2543009&dua1Currld=73&catalogld=-84 23/07/2003 



Network speed 

Standard features 

Standard diskette size 

Power management 

Power supply 

Power supply type 

Heat emissions 

Sound emissions 

Cooling system 

Dimensions 

Weight 

Height 

Width 

Depth 

Security 

Security features 

Warranty 

Limited Warranty period 

Type of Service 

Expansion options 

Slots total (free) and type 

• n 

3.5 inch bays- accessible (free) and height 

5.25 inch bays- accessible (free) and 
height 

Plug and Play support 

Serial ports (type) 

Expansion ports 

_ Monitor 

Monitor Included 

lOMbps, 100Mbps, 1000Mbps 

3.5" 1.44/1.2/0.72 MB 

660 

Hot Swap Redundant Auto Start/Sensing 2 
Std. 

121 w 
65 dB 

6 fans 

101 lbs 

17.31 inches 

8.5 inches 

27.6 inches 

Mechanical locks, Power-on password, 
Remote-control password, Selectable boot, 
Unattended startup 

Three year 

Onsite Repair 

1(1) 32 Bit PCI 33 MHz, 2(2) 64 Bit Active 
PCI-X 133 MHz Hot Swap, 3(3) 64 Bit PCI­
X lOOMHz 

1(0) SL, 6(6) SL 

3(2) SL 

Yes 

2(9-pin 16550A NS compatible), 3 (USB) 

Keyboard port, Mouse port, Parallel, RJ-45, 
Video 

No 

http://www-132.ibm.c ... /ProductDisplay?productld=8599793&storeld=l&langld=-l&categoryld=2543009&dualCurrld=73&catalogld=-84 23/07/2003 



• n 
Still can't find what you're looking for? 

I Se~e_ct one ofthe !ollo!'ing_ a 
You can choose one of the options above, or call us at 1-888-SHOP-IBM. 

* Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may vary. IBM does not warrant non- lBM products. PCs shown here, except 
for Servers and Network Stations, ship wíth an operatíng system. Ali offers subject to 
availabílity . IBM reserves the ríght to alter product offeríngs and specifications at any time 
wíthout notíce. IBM is not responsible for photographic ar typographic errors. 

** An estimated ship date will be íncluded with your arder confirmation e-mail. Availabílity 
does not determine when your arder will ship sínce inventory status may change before 
your arder is final (following the receípt of any credít or payment authorizatíon) as other 
orders are processed. "In stock" indicates we currently have at least one of the item in 
stock . Orders are normally held until ali the products on the arder are in inventory. "With in 
2 weeks" índícates that the product should be avaílable in ínventory within 2 weeks. 
"Within 2-4 Weeks" índícates that the product should be available in inventory ín 2-4 
weeks. To obtaín the latest information about the availability of a specific part number, 
please cal I 1-888-SHOP-IBM . 

·*** Successlease® for Small Busíness is offered and adrnínístered ín the US and Canada 
by third party providers of busíness financing who are approved by IBM Global Financing. 
Ali terrns are provided by thírd party providers of busíness fínancing who are approved by 
IBM Global Financing .; example of rnonthly lease payments based on a 36 month term, 
prespecified purchase option at end of lease, to qualified business customers installing in 
the US and are for planníng purposes only, actual payments may vary . A documentatíon 
fee and fírst month payment due at signing . Any taxes are additíonal. Other terms and 
fínancing structures are available. $750 minímum lease arder applíes. 
Successlease® for Small Business 

Irnportant Legal Information 

Legal I Contact 

• 

h ttp :/ /www -13 2. i bm.c ... /ProductDi spla y?productld=8599793&storeld= 1 &langld=-1 &category ld=254 3009&dual Currld= 73&catalogld=-84 23/07/2003 
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Select a country 

Select a language 

Personal computing 
support 

Search PC support 

Warranty 

Automated solutions 

Online assistant 

Submit a question 

Discussion forums 

Support phone list 

ar Site feedback 

~ Sitehelp 

Related links: 

Business Partner 
support 

IBM PC lnstitute 

IBM Publications Center 

Find a Business Partner 

IBM Supports Microsoft 
Service Packs 

Home I Products & services I Support & downloads I My account 

NetXtreme 1 OOOT Dual Port 
Ethernet Adapter - Overview 
Appliçé:lbl!:! cmmtriE;!s andregions 

• PadsJnfqr.mªJiqn 
• Files 
• Pwi::JJ]ç_ªJl9ns 

Ata Glance 
The new IBM NetXtreme 1 000 T Dual Ethernet Adapte r enables high 
performance network connections for the IBM eServer xSeries. Server 
performance is optimized to ensure that system 1/0 is not a bottleneck in high­
performance networking applications. 

• First Dual Port PC I-X 10/100/1000 Ethernet Adapte r offering based on 
the latest Broadcom BCM5704 technology for xSeries 

• Dual Port option provides dual Ethernet ports at up to 64-bit/133 MHz 
PCI-X performance in a single PCI/PCI-X slot to free up other slots in 
the system 

• Hardware/software commonality with xSeries BCM570x on-board and 
adapter technologies 

• Dual port architecture frees up one slot for constrained PCs xSeries 
servers 

• 64-bit PCI and PC I-X support for faster transmissions with lower CPU 
utilization 

• Low-profile capability (comes with both standard bracket and low profile 
bracket 

• PCI hot-plug lets you remove/replace server network interface cards 
(NICs) without taking the server offline 

• Automatic link aggregation and load balancing 
• Smart Load Balancing allows heterogeneous failover 
• Remete boot feature for remate system setup and maintenance 
• PCI 2.2 Wake on LAN enables remate management 

Warranty 
3 year Limited - customer carry-in exchange 

Packaging 
Vou will receive one box containing the following items: 

• NetXtreme 1000 T Dual Port Ethernet Adapte r 

Product dates 

Worldwide 

• Announce date: 15 Apr 2003 
• Planned availability date: 30 Apr 2003 

Technical specifications 

~~os ne 0j/Lll0'5~ 
CPMI - CORREIOS 

Fls. N° Ü 5 ti 2 

Doe :~ n ~ ~ 

.à 
Physical, environmental, and compatibility specifications as know at 
time of announcement 

httn://www-3.ibm.com/pc/support/site.wss/document.do?lndocid=MIGR-50474 23/07/2003 
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Weight: 

• lbs: .167 
• kg: .076 

Height: 

• inches: 6 .6 
• mm: 167.4 

Width : 

• inches: 2 .54 
• mm: 64.41 

Depth : 

• inches: 0.55 
• mm: 13.86 

Operating temperatura 

• Between O degrees celsius and 55 degrees celsius 
• Between 32 degrees fahrenheit and 131 degrees fahrenheit 

Relative humidity 

• Operating: between 5% and 95% 

Agency approvals 

• FCC 
• C-Tick 
• VCCI 
• UL 
• Taiwan BSMI 
• Korea MIC 

- -
ENERGY STAR-Compliant I"'\U0 li VJI L VV;J- vl'l-
No CPMI - CORREIOS 

Hardware Compatibility Fls . NoÜ 513 
The NetXtreme 1 000 T Dual Port Ethernet Adapte r is supported on th 
following IBM systems: 

3 o9 6 j 
Doe: 

!system Description IIMachine Type IIModel ---
lxseries 440 118687 "Ali 

lxseriex 380 118683 liA li ~ 

lxseries 360 118686 liA li ~ lxseries 350 118682 li Ali 

!xseries 345 118670 liA li 

lxseries 335 118676, 8830 liA li ~ lxseries 330 118674, 8675 liA li 

lxseries 305 118673 liA li .. r. -, 
lxSeries 255 118685 liA li ·, . 

httn://www-3.ibm.com/pc/support/site.wss/document.do?lndocid=MIGR-50474 23/07/2003 
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/ 

lxseries 250 118665 IIAII ! jl:/' 

lxseries 230 118658 IB,' 
!xs eries 225 118647 IAII \ . . 

lxseries 220 118645 IIAII .,, 

lxseries 205 118480 liA li 

jxseries 235 118671 liA li 

lxseries RXE-1 oo 118684 liA li 

llntelliStation E-Pro 116204,6214,6216,6226 liA li 

jlntelliStation M-Pro 116219,6229,6849,6850 liA li 

llntelliStation Z-Pro 116221 , 6894 liA li 

Supported operating systems 

• Microsoft Windows.NET 
• Microsoft Windows 2000 
• Microsoft Windows NT 4.0 
• Microsoft Windows XP 
• Novel! NetWare 
• SCO Open UNIX 8 
• Linux 

Compatibility 
PCI-X is backwards compatible with conventional PCI products, which enables 
existing adapters to operate within a PCI environment. PCI-X adapters can be 
used in either PCI-X systems ora conventional PCI environment; however, the 
bus speed will default to the speed of the slowest adaptar. 

Applicable countries and regions 

Worldwide 

.eªck .. to .toP 

About IBM I Privacy I Legal I Contact 

Document id: MIGR-50474 
Last modified: 2003-07-15 

Copyright © 2003 IBM Corporation 

CPMI - CORREIOS 

Fls.- N° Ü 511_ 4 

3 ó 9 6 1 
Doe: ------
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Welcome to the 
Windows Server 
Catalog 

Find the latest 
hardware designed 
especia lly for the 
Windows Server 2003 
family 

More Windows Server 
Catalog Links 

More I n formation 
~ 9.b..Q..lJ.t t he Windows 

Server Catalog 

:r~ Forlndependent 
tia rdw_ar e__y_eod_ors. 

''b! E.OL 1D_d_ependent 
t• t. Softwar e Vendors 

~ Hardwa re 
C..omp_a_t_ibjllty Us..t 

Windows Catalog 

Find products built for 
the Wi n dows XP 

Featured Product 

• Proliant DL560 6/2.0GHz ( 4P)-t ProLiant DL560 
6/1.9GHz (4P), Proliant DL560 6/l.SGHz (4P) 
Hewlett-Packard Company 

The Proliant DL560 is the first 4-way server in an ultra-dense 2U form factor. 

More Featured Products 

APC Smart-UPS 3000VA 
(230V) for HP- APC3IB 
American Power 
Conversion Corporation 

i 
\ 

SiiRUS Classic DP VI 
Business Server 
PCS Industries Limited 

.. 
i Al».C Sm_;t_r.l~UPS RM 
(1500VA 2U USB & Serial 
\fro -ºgJL(.lJ).O_V_)_M_o_dgj 
: DLA1500RMJ2U 
!American Power 
\Conversion Corporation 

! 

MAXDATA PLATINUM 
Server 1210 
MAXDATA AG 

APC_Sma..rl: _ _I,JPS Raçk 
Mount 3000VA 2U (120Vl 
lor HP - .. A~.Cl.Ra 
American Power 
Conversion Corporation 

•• -Digi PortServer TS 4 W 
Digi International Inc. 

ç_y_berPow_g_r_e_ower 52SYA, 
120V.ModeiCPS52SAVR 
Cyber Power System Inc. 

Software 
Look for the "Certified for 
Windows" logo for third­
party tested appl ications 
that deliver a high­
quality computing 
experience with the 
Windows Server 2003 
family . 

Hardware 
Look for the "Designed 
for Windows" logo for 
products that deliver a 
high-quality computing 
experience with the 
Windows Server 2003 
family. 

0.0 
..• ~· j" 

r' 
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operaung syscem 1n 

the Windows Catalog 

.. 
n • 

The product pictures and descriptions are provided by the manufacturers of the products. The Windows Serve r Catalog is 
provided for informational purposes only and Microsoft makes no representations and warranties, either express, implied, 
or statutory, regarding the products, manufacturers, compatibility of the products available within, or the Windows Server 
Catalog. Information within the Windows Server Catalog, including products listed and compatibility data, is subject to 
change without notice. This program testing in no way guarantees compatibility between data, systems, or software and in 
no way replaces necessity of full testing of the products listed in the Windows Server Catalog. Acutal end user 
compatibility may vary. The inclusion of a product or manufacuturer does not imply endorsement of Microsoft of the 
product or manufacturer. 

The links in this catalog will let you leave Microsoft's site. These sites are not under the contrai of Microsoft and Microsoft 
is not responsible for the contents of any linked site or any link contained in a linked site, or any changes or updates to 
such sites. Microsoft is not responsible for webcasting or any other form of transmission received from any linked site. 
Microsoft is providing these links to you only as a convenience, and the inclusion of any link does not imply endorsement 
of Microsoft of the site or the products contained therein. 

Last Updated : 2003/7/21 12:19 :59 PM 

Contact Us I About the Windows Server Catalog I For Manufacturers 

© 2003 Microsoft Corporation. Ali rights reserved . Terms of Use 1 Privacy Statement 1 Accessibility 

\ 
\ 
~ 

http :/ /www. microsoft.com/windo ws/catalog/server/default. aspx 
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152 431539 250699 3472 18.5% 

SPECjbb2000 Version: [SPECjbb2000 1.02, December 14, 2001 ] 
Reporting page, Copyright © 2000-2002 SPEC. All rights reserved 
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• 0 delivery ll 

stock level ll 

new orderll 

paymentll 

arder statusll 

deliveryll 

stock leve11l 

225006911 375011 3.101 

2250061 11 118711 2.571 

22516201 11 906911 3.071 

2251618611 3218 11 2.851 

225161211 35811 2.701 

2251615 11 372711 2.901 

225161811 1211 11 2.851 
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sun.com 

Home > Prod ucts & Services > UltraSPARC® Processors > 

UltraSPARC PROCESSORS 
UltraSPARC®III Processor 

UltraSPARC 111 Processar 

» Features, Functions & 
Benefits 

» Specifications 
>> Detailed V iew 
» FAQs 
» In the Spotl ight 

Related: 

>> Through put Computing 
>> In lhe News 
» Documentation 
» lnnovation 
» Technology Resources 

• n • How To Bu(""'""~Y Sun 1 Worldwide Sites 

lhe Jrd generation 64-bit UttraSPARC® 111 Cu 
processor is Sun 's award-winning workstation 
and server processar, designe<! with advanced 
RAS fea tures. , 100~1o bl nary compatibility and 
unpa ralleled scalability, enabling Sun system s 
to deliver 'industry-leading real-world application 
performance that ma kes the 11et work. 

··•mm•;l!l 

!search 

1-­
<:= 

• 

~~-Best Server/ 
Worbtation 

Proc:essor 

11-i!íM ... UltraSPARC 111 

• • ~ _.....,."-~--"'·---"""=-=--""""-'=..;. 

See Also: 

» N1 
>> Solaris O perating 

Environment 
>> Sun ONE Studio Compiler 

Collectio n 

The demands of enterprise and high performance computing mandate highly reliable and scalable 64-bit systems . UltraSPARC 111 based systems 
offer customers investment protection already built in with CPU features including copper interconnect for improved signaling and best-in-class 
power consumption, shortened 90 nanometer gate length for faster performance, mixed speeds in a chassis, thermal and electrical footprint 
preservation enabling simple upgrade paths and industry-leading RAS. UltraSPARC 111 based systems are optimized to meet, or exceed , customer 
expectations providing real-world performance and reduced Total Cost of Ownership (TCO). 

~ Product Bulletin PDF ~ UltraSPARC Family Brochure PDF 

"--e Key Features and Benefits 

~~ -n (") I 

\ (Jl -o ' 
~ I 

z !- \ Key Applications : 
o . 

\ 
Mission-critical enterprise, HPC, and compute-intensive workstation applications . 

I 

I 
o (") c ·'. 

I 
(Jo..l I 

<:.n o ' Key Specifications: 

~ 
1 

cn ::u I 

" ' ~~ ~ <.C 0 0 ~ Architecture: 64-bit SPARC® V9 with VIS lnstruction Set 
\ Q) CJ) o I . 4-way Superscalar 

...... . 14-stage, Non-Stalling Pipeline 

;:.. i .. ~ · J 

./ 

http :/ /www .sun.com/processors/UltraSP ARC-III/ 21107/2003 



• 
• lntegrated Memn ontroller 
• L 1 Caches : lntegrated instruction (32KB) & data (64KB) 
• L2 Cache : Up to 8MB externai (on-chip controller and address tags) 
• Advanced RAS features 
• MP Scalability: Over 1000 CPUs/system 
• System Bus: Sun Fireplane lnterconnect at 150MHz 
• Clock frequencies: 900MHz- 1.2GHz 

Key Benefits: 

• (\ 

Optimal multiprocessar performance, high availability and scalability for mission-critical and high-performance systems in the network. 

Key Products: 
The UltraSPARC® 111 processar is an integral part of Sun systems which range from technical workstations to mainframe-class servers. Ali 
Sun systems run seamlessly on the SPARC® and Solaris platform, protecting your investment in system hardware while providing flexibil ity 
and scalability for your business needs. Key products powered by UltraSPARC 111 technology include: Sun Fire High-End Servers, Sun Fire 
Midframe Servers, Sun Fire Workgroup Servers, and Sun Blade 2000 Performance Workstations. 

Find out more about other members of the UltraSPARC processar family : 

• UltraSPARC llli 
• UltraSPARC lli 
• UltraSPARC lle 

1. T his page meets my need. disagree í í í í í í agree 

2. T his page was easy lo find. disagree í í í í í í agree 

Company lnfo 1 Contact 1 Terms of Use I Privacy 1 Trademarks I Copyright 1994-2003 Sun Microsystems, Inc. 

~ -------iii ..,.., 
Ul 

z 
o 

(") 
-o 
:5:: 

1 -
I • 

http :/ /www. sun.com/processors/UltraSP ARC-III/ 
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SPECjbb2000 
Sun Microsystems, Inc. Sun Fire 15K 

• n 
• J. <lC,HJ.<l J. Uv J..,. 

0 SPECjbb2000 = 433166 ops/s 

Sun Microsystems, Inc. HotSpot 64-Bit Server VM on Solaris/SPARC, version 1.4.0 01 

I Warehousesll Ops/sll Incl. in metricl 
I 11:=1 ====6~16==!41 

11~ ===~211 124121 

1~===~3 11 186811 
I 411 246261 

I 511 3085 Ij 

I 611 37o131 

I 711 435561 

I 811 4956ol 

I 911 560361 

I 10ll 616361 

1~=======1~1 11:========6=8=39~5 1 
I 12 11 739921 

I B ll 8oo151 

I 1411 867111 

I 15 11 933661 

I 1611 994431 

~~~======1~711~=====1=05=23~61 
~~~~ =======1~811:=====1=10=81~8 1 

I 19ll 1181541---.,-0-:~m 
~ ~====2~oll~===1=2=44=7=:4 1 ci. : , ~ ~ \ 

21 11 1299821 c:j~ c I 

11 I p \b . ~ \ 22 136383 i (. ~~ 8 ~ li 

:======2~3 11 142578J 4~ .N ª ~ 
.. . 1:~ ~ ç 

2411 1486871 ~ ' 

25 \1 155088 \ 1~----r-
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2611 

2711 
2811 

2911 

3011 

3111 

3211 

3311 

3411 

3511 

3611 

3711 

3811 

I 3911 

I 4oll 

I 4111 

I 42\1 

I 4311 

I 4411 

I 4511 

I 4611 

I 4711 

48\1 

4911 

5o li 
5111 

5211 

5311 

5411 
li 11 

1615821 

1675921 

1735351 

1801661 

1870091 

1930571 

199225\ 

2053301 

2112801 

2173671 

2236551 

2306201 

2362901 

2425231 

2484851 

2548631 

2610201 

2680371 

2743621 

2797011 

2856901 

2915681 

2983331 

3044861 

3104231 

3161761 

3228231 

3282591 

3347401 
I 

-() 

o 
o 
n 

-n 
(/) 

4SJOOO 

420000 

3&1000 

~00000 

240000 

1.3)000 

120000 I 
'"" I 

• (\ 

/~·--' .. ·---- --
/ 
/ 
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• I 55 11 3413641 n 
I 561\ 3463171 

I 57 1\ 3538571 

I 58 11 3590571 

I 5911 3655981 

I 6oll 3712151 

I 61 11 377941 1 

I 62 11 3828991 

63 11 389591 \ 

6411 3953991 

65 11 4008901 

6611 4073361 

6711 4120301 

68 11 4170471 

6911 4238601 

I 7oll 428707\ 

71 11 4335991 

7211 436717\ 

73 \1 4364281 

7411 43753411 *I 
75 11 436143 11 *I 
7611 43721911 *I 
77 11 437089\l *I 

I 78 11 43671211 *I 

I 79 11 4371851 * I 

o ..,., 
~ ~ ~ i 

~ r 8o\l 4362651 * 
o (f) ; 
C'> ~ - b 

I 81 11 4370641 (.J'l z -
* ~ ~ _, ( _ _. ./ 

- I 8211 4360711 * 
O"> ~..n 
c.t:l v·-' ~ ~ I 

rv I 83 11 4364791 
I 

* CP ~ :::0 , 

li li 11 
~ ç i) 

I 
. 

U) :.o • 
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• I 8411 43614411 n *I 

I 8511 43539311 *I 

I 8611 43569911 *I 

I 8711 43500711 *I 

I 8811 43535711 *I 
I 8911 43456sll *I 
I 9oll 43444811 *I 
I 91 11 43511211 *I 

9211 43426911 *I 
9311 43417211 *I 
9411 4341ooll *I 
9511 43354811 *I 
9611 43353oll *I 
9711 43296811 *I 
9811 43290611 *I 

I 9911 43316911 *I 

I 1ooll 43343111 *I 

I 10111 43247611 *I 

I 10211 43305811 *I 

I 10311 43299911 *I 

I 10411 43305311 *I 

I 10511 43264811 *I 

I 10611 43291011 *I 

I 10711 43242311 *I 

I 10811 43183811 *I 

~ v- 10911 43233511 *I -
I 11oll 43247oll *I 

I 11111 43195611 *I 

I 11211 43226611 *I 
11 11 I 
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- - - -J ~~ • • .1. UÓ.l.llU -' U\.1 _11 

I 113 11 4323 79ll___fl *I 

I 11411 43256711 *I 

I 11511 43275811 *I 

I 11 611 43208411 *I 

I 11711 43265oll *I 

I 11811 43167711 *I 

I 11911 43219411 *I 

I 12oll 43211 111 *I 

I 121 11 43 194411 *I 

I 12211 432075 11 *I 

I 123 11 43187811 *I 
12411 4323 1711 *I 
125 11 43233711 *I 
126\l 43195 5\1 *I 
12711 43224211 *I 

128 11 43 1665 11 *I 

I 12911 43203711 *I 

I Boi I 43142211 *I 

I 131 11 43 169711 *I 

I 13211 43 158811 *I 

I 133 11 43 167211 *I 

I 134\l 431 721\1 *I 

135 11 43 11 4711 *I 

13611 43134111 *I 

13 711 432043 11 *I 

~ 13811 43169011 *I 
~--

139ll 4318 1411 *I 

........ 
/ 

I 14011 43 177111 *I 

I 141 11 43 129911 *I 
li li l 
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I 
I 
I 

I 
I 
I 

• r d~IUd U UC .J '"t 

14211 43128411 n *I 
143 11 431111 11 *I 
14411 43160611 *I 
145 11 431205 11 *I 
14611 43113611 *I 
14711 431605 11 *I 
14811 431383 11 *I 
14911 4309031 

1soll 4314361 

151 11 4312431 

15211 4315391 

iSPECjbb2000 11 (from 74 to 148)11 433166 ops/sl 

\SPEC license # 6 IITested by: Sun Microsystems, Inc. 1\Test date: Apr 9, 2002 

I Hardware I I Software I 
Ir===============~======================================================~ 

Hardware iiSun Microsystems, \Software Vendor llsun Microsystems, Inc. I 
Vendor _IIInc. lrv=en=d=o=r=U=RL==========:I~~=tt=p=: //=www===_=su=n=.c=o=m==========================================~l 

~LttQ:I/www .sun . coml ~ava.Precompiler I 
~r~-==========~· IVerswn 
lriM=o=d=e=l ==:;llsun Fire 15K 1 1 ~1J=:a=va=P=r=e=co=m==pi=.Ie=r=======: 
IProcessor lllJltraSPARC-III Cu Command Line 

IMHz 111050 !Java Precompiler Way 
W o f Procs 1172 Of Excluding Classes 

,I~MeB~ory 1
294912 

~M Version IIHotSpot 64-Bit Server VM on Solaris/SPARC, version 1.4.0 01 I 
~\J ,, . ·ava -serv ,,. .rlhA Vh .... t,..h v_.,, L, 6k -XX:+UseiSM -XX:+AggressiveHeap-
Primary I I ~VM Command Line classpath Jj@ .jar:./j@_n~~~c:)mpile.jar:./check.jar : ./reporter.jar spec .j bb.JB~_p:y.rln..: ··· . 

~ cache 32KB(I)+64KB(D) - l~=================:propfile S )l:ftjbb.prbl:>s ~ ~ ~ . o . ._ 

~ :, ~ S.econdary JVM lnitial Heap 258048 u-l <C:> ' ~ 
cache 8MB(I+D) off chip Memory (MB) - ~g ~ > 

i lOth e r 
llcache I I 

~VM Maximum Heap 
Memory (MB) 

'=======--=! 

258048 

http :/ /www .spec.org/jbb2000/results/res2002q2/jbb2000-20020507-00 12~ .html 
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• • Pagma 1 de J4 

IFilesystemiiUFs I n ./jbb.jar: () 

~ 
1 X 18GB SCSI ~VM CLASSPATH 

./jbb _no _precompile.jar: 

(classes); 1 x 18GB ./check.jar: 
SCSI (OS) ./reporter.j ar 

Other 11 I 
'var/jb b/j 2re 1.4. O_ O 1/lib/rt.j ar: 
ltvar/jbb/j2re1.4.0 _ 01/lib/i 18n.jar: hardware . 

JVM 
var/jbb/j2re 1.4.0 _O 1/lib/sunrsasign.jar: 

BOOTCLASSPATH 
1var/jbb/j2re 1.4.0 _O 1 /lib/j sse.j ar: 
l!var/jbb/j2re1.4.0 _ 01/lib/jce.jar: 
l!var/jbb/j2re 1.4.0 _ 01/lib/charsets.jar: 
11var/jbb/j2re1.4.0 01/classes 

los Version lls olaris 8 UQdate 7 I 
Jsystem state l~ormal I 
lother software ll 

I Test Information I Tunin2 

EJ Sun Operating system tunings 
Microsystems, 
Inc. • I etc/ system: 

SPEC 
16 I 

o autoup=345600 
license # o tune t fsflushr-345600 

Test 11SAE; Beaverton, o set shmsys: shminfo _ shmrnax=Oxffffffffffffffffff 

location Oregon o set shmsys:shrninfo_shrnseg=Ox800 

~est date llA2r 9, 2002 I • 
• environment: 

1 1~/w ~ug-2002 I o LD LIBRARY PATH=/usr/lib/lwp 
available 

I~VM 
\Jun-2002 I 

Notes 

\lavailable 
Command line options are described at I 

os ~eb-2002 I 
htto :/ /iava.sun.corn/docs/hotsoot 

'!ff available 

I ~ 
11 - ~~ \ 

I I 
Ul 

· il?ther s/w I ;::: I ,/<~- ·- .. , 
z - -

' -, I . _lê. t!itVailable o . ~ ; ,/ ...... ·;_> ·· 
( ·, . I c.N 

li li 11 

lj\ 
'i> 0't . . ~- )) 

11 Time (in se~~~-~-~) · . J '.~:/ 
~ Details o f R uns 
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• • I Warehouses 11 Thrput 11 Size li Used n Thread spread % 11 % > 120s 11 trann on type li Count li 

r a gula o uc; .J'+ 

total li rnax 
1 6164 250699 33.1 <0.01% <0.01 new orderll 32159911 68.911 <0.01 1 

paymentl l 32159911 23.911 .0661 

order statusll 3216oll 2.68 11 <0.011 

deliveryll 3215911 9.2611 <O.OlJ 

stock 1evetll 3216111 1.0011 .0911 
2 12412 250699 60.5 .731% <0.01 l new orderll 64757811 13911 <O.otl 

paymentll 64757811 47.611 <0.01 

order status ll 6475811 5.1911 <0.01 

deliveryll 6475711 19.811 <0.01 

stock levelll 6475911 18.911 <0.01 
3 18681 250699 75.2 1.55% <0.01 new orderll 974765 11 20711 <0.01 

I paymentll 97477211 72.1 11 <0.01 

order statusll 9747611 8.33 11 <0.01 

deliveryll 97475 11 29 .s JI <0.01 

stock leve1\\ 97477\ l 28.3 \1 <0.01 
4 24626 250699 111 1.27% <0.01 new orderJI 128491711 276 \1 <0.01 

paymentll 1284925\1 96.7 \l <0.01 

order status \! 128493 11 11.o!l <0.01 

deliveryll 128493 11 38 .711 <0.01 

stock levelll 128491 11 37.211 <0.01 

I 

, 1-,'5 11 ("") :;i ' ~0851 250699 117 2.71% <0.01 new orderll 160969211 
: (f) ~ ~ I paymentll 16096881 I 

~. .... z - = i 
order statusll 1609691 ~ ~---

o . c 1 

a> ::> 

~ ~ 
! 

~! tD ~ deliveryll 160970\ 

a> (>,;) :::0 , stock levelll 1609671 1 ~ -- m 

343 11 <0.01 

123 11 <0.01 

13.811 <0.01 

48.611 <0.01 

45.8 11 <0:01 1 ~. 
( ' 6 O :;: 37013 250699 163 2.82% <0.01 new orderll 19312231 •.. ., ' (/) ' 

·' . 

paymentll 19312071 \~ 
~ order status ll 1931231 

li I 

41411 . <0.01 I ~ 
1451 :. ' <0.01 U'( . j 

ú't ' ; 
16.31 \50,Q1 V I . / ' ,/ 

/ 
11 .. . ":.... I" . ..:.r 
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• I IULJ~~ ILJ\ 
7 43556 250699 160 4.13% <0.01 

I 
8 49560 250699 217 3.86% <0.01 

9 56036 250699 200 3.23% <0.01 

I 

10 61636 250699 264 5.89% <0.01 

\ '' . f 

i o -n ° ~Ll 

- ~~ 11 ':" s;: Ui. 1 68395 250699 243 5.84% <0.01 z - ~ \ 
~ o • ~ \ I o ~ : ; 

~ ~g~ ~v- ~ \ ~~ sg . c;T) 0 !,"!! 
o 

\ 
CJ) • 

( -.. ; 12 ílllíl05% lill ~ 
00 
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• 0 deliveryll 

stock level\1 

new order\1 

paymentll 

order status \1 

deliveryll 

stock leve1\l 

new orderll 

paymentll 

order status ll 

deliveryll 

stock levelll 

new orderll 

paymentll 

order statusll 

delivery\1 

stock levelll 

new orderll 

paymentll 

order statusll 

deliveryll 

stock levelll 

new order\1 

paymentll 

order statusll 

deliveryll 

stock levelll 

new orderll 

paymentll 
li 

193121 1\ 

193120\1 

227262211 

227262011 

227262\l 

227259 \1 

227261 \l 

2585903 11 

2585883 11 

258587 11 

25859011 

25858911 

292381911 

292381811 

292385 11 

292385 11 

2923841\ 

321605211 

321606011 

32160911 

32160411 

321607\ 

3568480\ 

3568479\ 

3568511 

3568481 

356849\ 

3860579\ 

3860580\ 
I 

58 .211::===<0=.0~1 
55.411 <0.01 

480~~~==<=0=.0:::::::1 
17011 <0.01 
~===!I 

19.1 11 <0.01 

69 .111 <0.01 1 

66.o\l <0.011 

55111~=<=0=.0:::::::1 
195 11 <O.o1 
21.41~1 ==<0=.0~1 
78.011 <0.01 

74 . 511~=<=0=.0:::::::1 
6201\:===<=0.=0~1 ~ 1 
219\1~==<=0.=0~1 11 
24.6 \l <0.01 1 

87.5 11 <0.011 

82.911:===<0=.0::::111 
68811 <0.01 \ 

24311~=·=02:::::!0 1 
26.8 11 <0.01 1 

;::::====:I 
97.811 <0.011 

93.811 <0.01 1 

755 11 <0.01 1 

27111:===<0=.0::::::111 
29.811 <0.011 

1o8ll <OJU I · 

10211 ;lq,~ij ·_;,. · . 
823 11 . <'o.o1 1 Yff ·t 

~ ,. ' 

2951 ·. <0.01 '.!2· ./;) 
11 ' · ·· .. ~ _// 

21/07/2003 ' - / 



lul:=', ==-~--=. de===r ==sta=tu:::;sll:= =3=86=05=:511:==3=2~=:~1'"" • v<:·;ll 
, delivery\1 386055\\ 118\\ <0.01 

stock levei\\ 3860611\ 110\\ <0.01 
~====~:======:~====~ 

<0.01 l new orderll 417481511 895\l <0.01 

• 
UULS 

~=====~:=====::::: 
13 80015 250699 285 4.98% 

paymentll 417482111 31711 <0.01 

order statusll 41748111 35 .oll <0.011 
~====~:======:~====~ 

deliveryll 41748111 12711 <0.011 
!~==========~~====~ 

stock levelll 417481\\ 120!1 <0.01\ 
14 86711 250699 366 6.10% <0.01 new orderll 452434711 96211 <0.01\ 

paymentll 45243481\ 3431\ <0.011 

order status\\ 452435\\ 37.8\\ <0.011 
!~==========~~=====::::: 

deliveryll 4524341\ 13711 <0.01\ 

stock levetll 452435\l noll <0.01 

15 93366 250699 new order\l 4871514\\ 1028\l <0.01 
~====~:======:~====~ 

payment\\ 4871505\1 36911 <0.01 

<0.01 329 5.49% 

order statusll 48715311 41.111 <0.01 

deliveryll 48715211 14811 <0.01 

stock levei\\ 487150\1 139\1 <0.01 

16 99443 250699 421 5.47% <0.01 new orderll 518869411 109711 <0.01 

paymentll 518868611 39211 <0.01 

order statusll 51886511 43.21\ <0.01 

deliveryll 51887111 15811 <0.01 

stock levelll 518863\l 1491\ <0.01 

250699 371 4.01% <0.01 new orderll 549102811 117111 .011 

paymentll 549103011 41411 <0.01 

order statusll 54910311 45 .811 <0.01 

11<0.01 

deliveryll 54910111 16711 >0.01 . 
!~==========~~====~ 

stock levell\ 549103\l 158\l i. · <0.01 ~ 
ll:=======ne=w=o=r=de==lr!

1
PI ==5=78=2=04=j8!i 1242il \ ~I~· } 

,/ 
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LJ .L .L.J'-"jLI LI • .r d):;Uld 11 uc:; J~ 

n I paymentll 578204211 438\1 <0.01\ 

I arder statusll 5782ooll 48.4\l <0.01\ 

I delivery\1 57820411 174\1 <0.01\ 

I stock levelll 57820211 168\l <0.011 
19 118154 250699 414 5.86% .010 I new arderll 616516411 130711 <0.011 

I paymentll 616517711 465\1 <0.01\ 

I arder statusll 61651711 51.411 <0.01\ 

delivery\1 616518 \1 185\1 <0.01 

stock leve1ll 616518 \1 175\1 <0.01 
20 124474 250699 526 6.69% <0.01 new orderll 64949ooll 137211 <0.01 

payment\\ 6494910\l 491\l <0.01 

order statusll 649493 11 53.811 <0.01 

I deliveryll 64948911 19711 <0.01 \ 

stack levet ll 64949oll 185 \1 <0.01 \ 
21 129982 250699 450 4.27% <0.01 new arderll 678192111 1443\l .026\ 

paymentll 6781918 \1 51411 <0.01 1 

arder status \\ 678193 \1 56.5 \l <0.01 \ 

deliveryll 678191 11 205 \1 <0.01 \ 

stock level ll 678190\l 19611 <0.01 1 

22 136383 250699 571 8.80% <0.01 new arderll 711595911 1512\l <0.01 \ 

paymentll 7115951 \l 537\l <0.01 \ 

arder statusll 711594\ 59.311 <0.01 
, 

delivery\1 711600\ 

t 
o TI ("") I~ ! o (j) "U 

~ 
i 

stock level ll 7115851 () s: ! 

216\1 <0.01 

205 11 <0.01 
I 

~ ~~578 new arderll 74390791 !19 ' ~~ 
o • 250699 495 9.38% <0.01 1 

/ ; .--., 0 ~ ' paymentll 74390751 ($) __, o 
I~ ! ~ =- <:,}1 ;o 
lu ' 

arder status ll 7439081 _c J Uoo' ;o 
C'""'~,;") m ' . 

($) lç: . 
I'~ O 12 delivery\1 7439101 c~ l 

(/) 

-
stack levet \1 743909\ -

li li li li 11 li li li I 
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158211 <0.01 

56oll <0.01 \ 

61.1 11 <O . .Q.1 1 

227\ ...-<o"o1 -
215\1 ·. <o.01 1 ~ ·: i 

li . . c::.:t~J ~· : ; 
21 /07/2003_~ ·/ / 

- / 



~ 
~ 

-- - -J ~-- • 24 148687 250699 621 ()o% <0.01 

25 155088 250699 539 13.0% <0.01 

26 161582 250699 676 8.22% .010 

27 167592 250699 578 6.95% <0.01 

28 173535 250699 719 5.31% <0.01 

-
o 11 (") ' ! o (f) -o 
(') :s: I ; 

~ · 
- ' 

I 

l l'Jol - ' ' , i 2901 ( ~ o 80166 250699 624 9.93% <0.01 
,,;!> 

;o 

~ ~lO ;o 
~~ m 

l ...,____ o 
< CJ) l 
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• f'new order\\ 

paymentll 

order status\! 

delivery\1 

stock level ll 

new orderll 

I paymentll 

order status \\ 

deliveryll 

stock level ll 

new orderll 

paymentll 

I order statusll 

delivery\\ 

stock levelll 

new orderll 

paymentll 

order statusll 

deliveryl\ 

stock levelll 

new orderll 

I paymentl\ 

order status\! 

delivery\1 

stock levelll 

new order\1 

paymentll 

order status!! 

deliveryll 

11 

7757797\l 

7757781 11 

775781 \1 

775780\1 

775783 1\ 

8091678\\ 

809166711 

809164\1 

80916411 

809168\\ 

8431223 11 

8431225 11 

843118 11 

843 119\\ 

843 11911 

8744731 \1 

8744733 11 

874473 11 

874474\ \ 

874471\\ 

9054666\1 

90546871\ 

905465\1 

905463\ \ 

905462\\ 

94005 59\\ 

940057 1\l 

940063 11 

940053 \1 

11 

1650\ I <o.o1\ 

5851 1 <o.o1\ 

64.6\ 1 <o.o11 

237\ 1 <o.o1\ 

2231 1 <o.o 11 

1713\ I <O.o1 l 

6121 : I <0.011 

67.4\ 

249 

1 <o.o1 

:1 1 <0.01 

233 

1788 

633 

1 1:===<=0=.0~1 
1 1~==<=0.=0 =!1 1 
1!=1 ==<=0=.0=!1 1 
11 <0.01 ! 69.1 

257 

243 

1857 

659 

72.8 

11 <0.01 \ 

11!===<=0.=0 1=!11 
11 <0.01\ 

11 <0.01 1 

11 <0.01 1 

26 

24 
7\1:===<0=.0~1 \1 
9\1:=:==<0=.0~1 \1 

1931 11 <O.o i i 

68 o\1 <O.o1 l 

75. o\1 <O.o1 \ 

27 

26 

199 

70 

77. 

28 

511 <O.o1 1 

o\1 <0.01 \ 

6\1 <0.01 1 

6\ ~==;::::=~r;:: 
81~=====~1 
6\ 

11 

21107/2003 ' ' // 
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- -- - ..~ -- • I I\ I\ li () I li 
30 187009 250699 778 7.52% <0.01 I 

I 
I 

31 193057 250699 665 7.88% <0.01 

32 199225 250699 825 8.23% <0.01 

33 205330 250699 707 9.34% <0.01 

1~.:1 v28o 250699 881 8.56% <0.01 

\ W 
-n (') 

(/) -o \ 
~ - ! z l l o • 

' ~ I ' ' o ; ~~ ..::::;> o 
; cD c:..n ::o 
I ·"' , <) N 

' ~5 OJ ·~ O ~ 7367 250699 749 6.50% <0.01 
I (f) ' 

- -

/Wr 
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• f'stock level\\ 940059\\ 

new orderll 975782911 

payment\1 9757823\1 

order statusll 97578211 

deliveryll 975783 11 

stock levei\\ 975782\l 

new order\\ 10073413 \1 

payment\\ 10073390\\ 

order status \\ 1007336\\ 

deliveryll 100733711 

stock levei \\ 1007340\\ 

new order\\ 10395227\\ 

payment\\ 10395210\\ 

order status\\ 1039524\\ 

deliveryll 1039515\1 

stock levelll 103951511 

new orderll 10713743 11 

payment\\ 10713733 \\ 

order statusll 107137711 

delivery\\ 1071371 \\ 

stock levelll 107137011 

new orderll 11023775 11 

paymentll 1102375611 

order status\\ 1102379\1 

delivery\1 1102377\l 

stock levell\ 1102379\1 

new order\1 11341382\1 

payment\1 1134139411 

order statusll 113413311 
li li 

ragma 1 J ue Y+ 

270\\ 

2061 \l 

732\l 

80.4\1 

29711 

279 \1 

2128 \1 

756\\ 

84.o\l 

306\1 

291 \\ 

2203 \\ 

779\\ 

86.1 \\ 

316\1 

29711 

227oll 

802\\ 

88.811 

326\\ 

30711 

234911 

823\ 

89.6\ 

336\ 

314\ 

2411 \ 

8521 

94.81 
I 

<0.01 1 

<0.01 \ 

<0.01 \ 

<0.01 1 

<0.011 

<0.01 \ 

<0.011 

<0.01 \ 

<0.011 

<0.011 

<0.01 \ 

<0.01 \ 

<0.01 

<0.01 

<0.01 

<0.01 

<0.011 

<0.01 \ 

<0.011 

<0.01 \ 

<0.01 

<0.01 

<0.01 

<0.01 

<0.01 

<0.01J 

21 /07/2001 ····· 



• • 
I IULJu

n, ILJI:=I ==(\--==d=el=iv=ery~II;==11=34=14===;0II 34511::: <0001 
o o o o . stock levetll 113413511 3231\ <0001 
I~======~ ~======:~============~ ~====~I 

<0001 \ new orderl\ 116692621\ 2470\\ <0001 
1
:=\ ====pa==y=m=en==1tl1 1=1 =11=6=69=2=63=;1:\r====88:::=;1 jj~ <O o O 1 

\ order status!\ 1166925jj:====9=6°===:8j:=j <0°01 

\ deliveryl\ 11669311:=\ ==3=58=:\:=\ ==<=0=00~1 1 

223655 250699 36 932 7096% 

stock levei!\ 11669311\ 335\\ <00011 
~==~~ 

new arder!\ 12033570jj 2539\\ <0001 
1================::=======::::::::=====~~====~1 

payment\\ 120335431\ 905\\ <0001 
1:============:::=;~======::::::;~=====:::::::~====~ 

order statusll 12033601\ 9909\\ <0001 
:======~ 

deliveryjj 1203354jj 368j\ <0001 
stock levelll 1203356\:==1 ==3=45:::;1~1==<=0=00~1 1 

=======: 
new orderll 12329209\l 2610jj <0001 

I:============~~======~ ========: I payment\1 1232921111 930jj <0001 
=====::::::: 

arder status\! 1232923\l 102jj <0001 
====:I 

deliveryjj 123292411 3 77 jj <0°01 
===~I 

stock levei\\ 1232918\l 354jj <0001 
i====~ 

new orderll 12653989jj 2679\l <0001 
:======1 

paymentll 12654022\\ 951\l <0001 
!~======~==~~======~ ~==~I 

order statusll 126540611 105jj <0°011 
!============~:=======~ :======::::::: 

deliveryjj 1265405\j 387j <0°01\ 
~==::::::: 

stock levelll 126539811 365\ <Oo01j 
:====~I 

new arder\\ 129657111\ 2752\ <0001\ 
!~==========~~======~ :====~1 

payment\1 129657481\ 975\ <0°01\ 
~===::::::: 

order status\\ 1296565\\ 107\ <0001\ 
~==::::::: 

deliveryJ\ 12965751\ 397\ <0001\ . 

37 230620 250699 

236290 250699 <0001 38 

39 

'"· 

791 6060% 0010 

983 7039% 

242523 250699 

250699 

834 6014% <0001 

0010 1032 6025% 

stock levei\\ 1296574\\ 3711 <0 ~ 01f ·-c;:::, 

lílooo 1 lll=======n=e=w=or=de=r~l:=l ==13=2=9=82=0:::::::61\ 2813\ <{)OÓ li \.);: 
payment\1 13298211\J 1003\ <0001J ..P ' 

:=============~u:=========:l~l======l:======~t 
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• • ~ U.t,.l.l.ICL 1-' U\..1 J""T 

Uuu lul:=::l.__l ===~=0=rde=r =st=atu===:sll 1329822ll:===ll=:OII~=<=0.0~1 
I ;- deliveryl\ 1329820\\:= ==4=1~01:\~ ==<=0=.0~1 1 

~====~ r===========~~====~~======s=ta=c=k=le=v=el~ll~===13=2=98=2=11;\~====3=82~\\:r===<=0=.0~1 
42 261020 250699 1085 6.23% <0.01 \ new arder\\ 13619369\\ 2888\\ <0.01 

:=1 ====p==ay=m=en~tll 1361934711 1 0251\:===<0=.0~11 
~====:I I arder status!! 13619371\ 1121\ <0.011 

~===========~~======~:====~~====~ I delivery\\ 1361936\\ 417\\ <0.01\ 
stack levelll 1361939\l 3911:=1 ==<=0=.0~11 1 

43 268037 250699 921 6.41% <0.01 new arder\\ 13984892\\ 29571\ <0.01\ 
:====!~===~ 

payment\\ 13984884\\ 1051\\ <0.01\ 

arder status\\ 1398488\\ 115\\ <0.01\ 
~=~:====~1 

delivery\\ 1398483\\ 4261\ <0.01\ 

l~======~:====~~===~:==~:============~~===~lr======sta=c=k=le=v=el~\~1===13=9=84=8~9\\:===4=0=0:\1~==<=0=.0~1\ 
44 274362 250699 1143 5.97% <0.01 new arderl\ 14314897\l 3021\l <0.01\ 

payment\\ 14314903\\ 1075\\ <0.01\ 

arder status\\ 1431490\\ 118\\ <0.01\ 
~==========~:=====~~=~:====~I 

delivery\\ 14314841\ 438\\ <0.01\ 
:======:~====~ 

stack levei\\ 14314991\ 411\\ <0.011 
45 279701 250699 960 7.29% <0.01 new arder\\ 14594456\\ 3098\\ <0.01\ 

payment\\ 14594447\\ 1097\\ <0.01\ 
r===========~~====~ ~=====:1 

arder status\\ 1459441\\ 121\\ <0.01\ 
:====:~===~ 

delivery\\ 1459447\\ 447\\ <0.01\ 
:=====~ 

[====~=~F="==t=:· ~- ==~:=====:~============~~====~~===s=ta=c=k =le=v=:et\\ 1459445\\ 415\\ <0.0 1\ 
. a:_~/}_ 46 o ~56~ ~ ~50699 1194 5.94% <0.01 ~====n=ew==a=rd=e=rl:\\=1=4=90=6=90~71\ 3159\1:===<=0=.0~1\ 1 
71T g ~ s: ~ \\ paymentl\ 149069051\ 1125\l <0.01\ 

---tf"!i~e::=-=-r"-- Vl .; ~ ~ l arder status!! 1490692\\ 124\\ <0.@ 
\ ~ <:..n ~ ~ , delivery\\ 1490690\\:====45=8~\~l==::::::;;:j==s~cr\ 1 ~ -. 
I ..., ~ ;;: ~ i stock levelll 149069811 42811 " 0.01 ~ 
l Q9156W · J50699 [1006116.80% 11<0.01 r====n=ew==a=rd=e~r\\;=1=5=21=2=59~3\\ 3230\\ <0.01 . ~-// 

11 I I 11 11 11 1:=1 ===~. 1 1 
_,_._./ 

47 
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' >JJ..LJ \_.,JUU • • n (\ paymentll 1521260811 114711 <0.01 1 

order statusll 152126211 12611 <0.01 1 

deliveryll 152125511 46811 <0.011 

stock level ll 152126111 438 11 <0.011 
48 298333 250699 1241 6.78% .010 new orderll 1556673711 3295 11 .0181 

I paymentll 1556676911 11 7111 .0181 

order statusll 155667711 12811 <0.01 1 

deliveryll 155667411 48oll .015 

stock level ll 155667311 451 11 <0.01 
49 304486 250699 1048 5.97% .010 new orderll 15887793 11 336211 <0.01 

I paymentll 1588780411 119611 <0.01 

order statusll 1588781 11 131 11 <0.01 

deliveryll 158878011 49211 <0.01 

stock level ll 158877511 45711 <0.01 j 
50 310423 250699 1294 7.25% <0.01 new orderll 1619745811 3431 11 <0.01 1 

I paymentll 1619745711 122211 <0.01 1 

order statusll 161974411 13311 <0.01 1 

deliveryll 161974711 49911 <0.01 1 

stock levelll 161975311 47011 <0.01 1 

51 316176 250699 1084 5.93% <0.01 new orderll 16497655 11 350911 <0.01 \ 

paymentll 1649760711 1243 11 <0.01 

arder status ll 164975711 13611 <0.01 

deliveryll 164977011 508 11 <0.01 

/ rtJ- \ stock level ll 164976511 47411 <0.01 
~ ....... 

52 õ 322823~ J~0699 1339 5.41% <0.01 new orderll 1684392911 3571 11 <0.01 
(") 

Z;:> . I paymentll 16843901 11 moll ~'I _v I c :..r.a ·:..-"1 ('") ! 
order statusll 168438711 1401 / <0.01 i pl ·- '' o ! 

;o i 

c ·· i ~ 
-..] 

;o , deliveryll 168440211 s2oll : <0.01 ; # ; 
m 

' 
C1l O f2 stock level ll 168439011 485 11 < 0.01 ~ 

(f) ' 

11 11 11 11 11 11 li 11 - I , 

LN 
IJ) ' . 

s:- i)_.: 
} 

~ .. . 
. .J 

/ 
_ .,.:.~ 
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53 328259 250699 1133 r}5% <0.01 I r\ew orderll 1712728211 364611 <0.011 • Págma 17 de J 4 · ~r.C\ .. -jUU 

I paymentl\ 1712729711 129111 <0.011 

I order statusll 171273211 14211 <0.011 

I deliveryl\ 1712731 11 53 oi I <0.011 

I stock levelll 17127361\ 49211 <0.011 

54 334740 250699 1403 6.09% .010 I new orderl\ 1746642011 3706\l <0.01\ 

I payment\1 17466431 \l 1318\l <0.011 

order statusll 174663411 14511 <0.01 

deliveryl\ 1746648\l 54oll <0.01 

stock level ll 174664411 507\1 <0.01 
55 341364 250699 1175 5.37% <0.01 new orderll 1781191011 377311 <0.01 

payment\\ 17811911 11 134411 <0.01 

arder statusll 178118311 14811 <0.01 

delivery\1 178118411 55 oi I <0.01 

stock levetll 178119411 51411 <0.01 

56 346317 250699 1446 6.16% .010 I new arder\\ 18070511 11 385111 <0.01 j 

paymentl\ 18070512\l 136711 <0.01 1 

arder status \1 180705211 14911 <0.01 1 

deliveryl\ 180705oll 56011 <0.01 1 

stock level l\ 1807053 11 52111 <0.01 1 

57 353857 250699 1212 6.14% .010 new arderll 1846394711 391111 <0.01 

payment\\ 1846392811 139311 <0.01 

order statusl\ 184639311 15311 <0.01 
r · 

deliveryll 1846383 11 57211 <0.01 o: , 
~ ~ I 

(f) I stack levell\ 1846395 11 53311 <0.01 g ~ 
8 -

~ ;~ ~~~~1057 250699 1493 7.69% <0.01 new orderl\ 1873401911 398511 <0.0,1j . 

( 
O"> 

payment\1 18733997\l 141411 <?ó .. oTI / _!. 

~~ 
I ~ ; = 

' 
O"> c: ~ ' order statusll 187340911 15511 <o:o1 . ' 

ç:p i 
delivery\1 187340211 581 \l <!O.(}l ~ "' ; . (j · , ! .-.- -. - !-~-

11 11 11 11 
·• I ---

4 " • • 
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• • rag1na 1 õ ue -'"+ 

I li li li n I li f1tock level\1 187340411 54oll <0.01 1 

59 365598 250699 1260 7.60% <0.01 I new orderl\ 1907529411 405711 <0.011 

I paymentll 19075295 11 143711 <0.01 1 

I order statusl\ 1907532\1 158 \1 <0.01 

I delivery\1 1907533\l 590\l <0.01 

I stock leve11\ 1907526\1 551 11 <0.01 
60 371215 250699 1548 6.41% <0.01 I new orderll 1936885011 411811 <0.01 

I payment\\ 19368839\1 1465\1 <0.01 

order statusl\ 1936882\l 160\1 <0.01 

deliveryl\ 1936889\l 60211 <0.01 

stock levell\ 1936879\l 560\1 <0.01 
61 377941 250699 1304 5.03% <0.01 new order\1 19720151 \l 4185 \1 <0.01 

payment\1 19720158\1 1488\1 <0.01 

I order status \1 197201311 16311 <0.01 

deliveryll 197201811 61211 <0.01 

stock levelll 1972008\1 572\1 <0.01 1 

62 382899 250699 1596 6.43% .010 new orderll 1997935611 4261 \1 <0.01 

payment\1 1997934811 151211 <0.01 

order status \\ 1997931 \l 166\1 <0.01 

delivery\\ 1997935 \1 624\l <0.01 

stock leve1ll 1997941 \1 575 11 <0.01 

63 389591 250699 1343 6.62% <0.01 new orderll 2032819211 4325 11 <0.01 

paymentll 2032816711 153711 <0.01 

1lf 
(") 

I I 
order statusll 2032821 11 16811 <0.01 R,.-: -n 

\ (f) • -o 
.S: \ \ delivery\1 2032818 \1 63311 .3801 'Z r- • i 

I' o l • I 

stock levetll 203281 711 58911 I 1 

<O . .Ql 1 
,--.::, () I 

6'6 <!J1 ~ I 250699 1653 7.02% <0.01 new orderll 20630883 11 4395 11 <0.01 I~ -96399 
l 

r-_LO. C:.C%.l ~ , I 
paymentll 20630883 11 156oll IV) .. , I ' <0.01 <!O o \ cn (/) . ! 

order statusll 206309011 171 11 ·.<o.01 1 

li 11 li 11 ·I , . 
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I IULJU I ILJI 
(\ 

deliveryll 206307711 6421\ <0.01 1 

stock levelll 206308911 59911 <0.01 1 
65 400890 250699 1387 6.67% <0.01 I new orderl\ 20917043 11 447611 <0.011 

payment\\ 20917065\1 1581 \l <0.01 \ 

order status ll 209170811 17311 <0.01 1 

deliveryl\ 2091701 11 65oll <0.011 

stock level\1 2091709 \1 606 \1 <0.01 \ 
66 407336 250699 1715 6.97% <0.01 new orderl\ 21253929 \1 4533 \l .040\ 

paymentl\ 21253944\1 161211 .010\ 

order statusll 2125388 11 17611 <0.01 1 

deliveryl\ 2125385 11 66211 .3891 

stock levelll 212539211 61411 <0.01 1 
67 412030 250699 1430 9.66% <0.01 new orderl\ 21497961 11 461211 .381 \ 

payment\\ 2149795411 1631 11 .3701 

I order status\\ 2149796 \1 17911 <0.011 

delivery\1 2149798 \1 66911 .400\ 

stock levelll 2149794\l 623 \1 .361 \ 
68 417047 250699 1758 8.58% <0.01 new arder\\ 21760961 11 4685 11 .4001 

payment\1 21760978 \1 1653\1 .390\ 

order status ll 2176090\1 179\l .254\ 

delivery\\ 217609211 68211 .3961 

stock levelll 21 7610411 631 \l .341 \ 

I~ 
Ih. o 23860 250699 1465 8.71% <0.01 new order\1 22116088 \1 4753 11 .090\ ~ 

(")~ b .., 
~~ payment\\ 22116104\l 1680\1 .3101 (f) 

2 - = order status \\ 2211612 \1 18211 <0.011 ~ · O 
\ ~ ~ delivery\1 2211598 \1 691 \l .340\ ~ I ~~ 

i 
: 

; 
' stock levelll 2211611 \l 639\l <0.011 l Cn C'? ::2 ! J ..- I\;.... r o ~28707 llílll07% lill new arder\\ 22368984\1 4826 \1 .390 I T ~ \----~ (J) 

I 
IUT ---- "--· 

payment\\ 22368978 \1 1702\1 371\ ...._ 

11 11 11 I 
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• • t'agma LU ae j4 

UULS lU I 0 -der statusll 223689011 18511 <0.01 1 

deliveryll 2236893 11 7ooll .3911 

stack levelll 223689411 64811 .3511 
71 433599 250699 1511 9.56% <0.01 new arderll 2262403911 489411 .4011 

paymentll 22624068 11 172711 .3801 

order statusll 226241011 18911 .4011 

deliveryll 2262411 11 71011 .399\ 

stack levelll 226240911 65611 .3711 
72 436717 250699 1855 11 .6% <0.01 new arderll 2278694211 496411 .4011 

I paymentll 2278690711 174511 .4001 
arder statusll 227869411 19oll .4001 

deliveryll 2278691 11 72411 .3991 

stack levelll 227869611 66911 .401 1 
73 436428 250699 1556 9.76% <0.01 new orderll 2277 186oll 502111 .6551 

I paymentll 2277190411 177411 .sool 

arder statusll 227718711 19411 .4001 

deliveryll 227718211 74511 .4011 

stock leveiii 227719411 67411 .4001 

74 437534 250699 1905 9.57% <0.01 new orderll 2282860611 509811 .401 1 

paymentll 22828617 11 179311 .401 1 

arder statusll 228285911 19611 .401 1 

deliveryll 228285611 75711 .4411 

stack level ll 2282865 11 67911 .4011 o ~ ..,.., (") ~ ; 
I 

new arderll 2275586011 516üll .5211 
o ..• :' ' ~ () 436143 250699 1594 8.90% <0.01 () 75 r = 

, (2~ 
z 

paymentll 22755859 11 180711 .4761 . o , . ~ 

pa 
. . ~ 

v C? g ~ arder statusll 227559611 195IB . r O') c.,;~ ;:Q 

'---~ *___,. ;;o . deliveryll 2275581 11 7871 ~.490. , .. . - m 
.. ...d.. o ç: . 

stock levei ii 227558211 69üll (.401 I ~ 
U' (J')~ 

-

1437219 11250699 1Fll9.73% 11<0.01 new orderll 2281219911 520811 
• 

I ~ ~ 76 ",.401 
c_ 

11 11 I li \ -1 • . -
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- - - -J ~-- • • I (\ payment\1 22812213 \1 1838\1 .55ol 

I order status\1 2281224\l 19811 .401\ 

deliveryll 228121411 81411 .40 11 

stock levetl\ 2281221 11 69811 .402\ 
77 437089 250699 1637 9.07% <0.01 new orderll 2280576011 5269\1 .40 11 

payment\1 22805785 11 185911 .7371 

order statusll 228057711 203\1 .400\ 

delivery\1 228057811 83711 .4081 

stock levelll 2280573 11 70411 .4011 
78 436712 250699 1999 11.3% <0.01 I new orderll 2278670911 534011 .691\ 

payment\1 22786692\l 1885\l .635\ 

order status ll 227866611 20411 .400 

deliveryll 227867011 845 \l .401 

stock levelll 227867411 71211 .401 
79 437185 250699 1667 10.2% <0.01 new orderll 2281116911 5385 11 .401 

paymentll 22811211 11 190511 .5451 

order statusll 228113011 205 \1 .4001 

deliveryll 2281111 11 87011 .723 \ 

stock level ll 2281125 11 73411 .401 \ 

80 436265 250699 2031 9.87% <0.01 new orderll 22763538 11 5466\l .4581 

paymentll 22763561 11 191511 .686 
~ order statusll 227636011 

r~ . ., I deliveryll 227635011 

ki 
., 

(") ~ \ 
êíí ' ~ () \ stock level\1 2276356\ 

\' iv-- 81 Lc; \, ç: l> i 437064 250699 1709 12.0% <0.01 new order\1 22804091 \ · o 
\ o '"' 'I paymentll 228041071 u: ~~o~ · 

::x:JÔ 
~ r I*·"" :;o ':-' order status ll 2280399\ 

;\ . \ ~~~ ~ 
(.() ~ I delivery\1 2280406\ 

20811 .401 

90311 .411 

728\1 .401 

550811 .489\ 

... I stock levelll 22804091 :.:.> 
li li 11 li 11 li li I 
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82 436071 250699 

83 436479 250699 

84 436144 250699 

85 435393 250699 

86 435699 250699 

250699 

., 
2074 ()>.o% 

1751 9.81% 

2125 11.6% 

1796 10.5% 

2176 14.2% 

1828 11.2% 

<0.01 

<0.01 

<0.01 

<0.01 

<0.01 

<0.01 

http ://www .spec.org/jbb2000/results/res2002q2/jbb2000-20020507-00129 .html 

• 
l!===-()new order\\ 22753631\\ 5585\\ .659\ 

payment\\ 22753621\\ 1948\\ .642\ 

order status\\ 2275368\l 21511 .401\ 

l~======d=el=iv=ery~\1~ ==2=27=5=36~oll~==9=52~\~1====·7=0~2 
I stock level\1 2275368\\ 748\\ .401 

new order\1 22774329\1 5594\l .401 
~====~:======~~====~ 

payment\1 22774307\l 1957\l .79 1 

order statusll 2277430\\ 215\l .551 

delivery\1 2277429\l 1049\l .7991 

stock level\1 2277435\1 747\1 .401\ 

new order\1 22757050\1 5698\1 .795\ 

payment\1 22757078\1 2005\1 .687\ 

order status\1 2275706\1 217\l .400\ 

delivery\1 2275695\\ 1005\1 .800 \ 

stock level\1 2275702\l 756\l .401\ 

new order\1 22717099\1 5744\\ .800\ 

payment\1 22717134\l 2043\l .660 

order status\1 2271711\l 224\l .401 

delivery\1 2271722\l 1026\l .801 

stock levelll 2271720\1 766\1 .401 

new order\1 22733460\l 581 oi I .4241 

payment\\ 22733447\\ 2051\\ .591 \ 

order status!! 227333911 21sll .4011 
~====~:======:~====~ 

de1ivery\\ 2273346\\ 1068\\ 1.20 \ 

stock levelll 2273343\\ 77911 .401\ 

new order\1 22697869\\ 58541\ .5~41 . 

payment\1 22697924\\ 2046\l~===f==t.<.;é:::q9===!4 ~ 
order statusll 226979üll 223\\ I .401 J1 ; · 

deliveryjl 226979111 11241[ \-"~.~~~)) 
__ _...,·· 

21107/20Ô3 .. 
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- - o ........ - -oJ '""""'""' -'"""T 

li li I L___{) li li 0 stock levelll 2269789\l 

88 435357 250699 2218 12.3% <0.01 I new order\1 22715782 \1 

778\l .402\ 

5958\1 .409\ 

I payment\1 22715812\l 207711 .6751 

order statusll 227158411 22211 .4011 

delivery\1 227158411 110611 1.021 

stock level \1 2271574\1 78111 .4011 

89 434565 250699 1865 12.4% <0.01 new order\1 2267487911 5991\1 .6661 

paymentll 2267485911 214311 .7981 

order status ll 2267479\1 22411 .4001 

delivery\1 2267492 \1 1120\1 .803 \ 

stock levelll 2267482\l 793\l .401 1 

90 434448 250699 2246 15 .6% <0.01 new order\1 2266871211 605611 .6921 

paymentll 2266872711 213111 .701\ 

I order status ll 226687411 22911 .4111 

deliveryll 2266879 11 115311 .7991 

stock levelll 226686911 80911 .4011 

91 435112 250699 1906 11.5% <0.01 new orderll 22703178 11 6117 11 .617\ 

payment\1 22703212 11 214711 .6061 

order statusll 2270310\l 237 \l .401 \ 

deliveryll 22703121 120111 .9291 

stock levelll 22703181 79711 .801 1 

92 434269 250699 2299 12.7% <0.01 new orderll 226582761 6111 11 .65ol 

. 
. \ 

paymentll 226582581 

~ V? ...,., 
~ ~ \ 

order status ll 22658201 
(/) , 
• 1 

deliveryll 22658291 ,z i- = 
l <.. c j) \;o i . ~ stock levelll 22658341 _ t. n - (} ...: 

. l :CF 93 \ c..n ~ f~ 434172 250699 1943 14.2% <0.01 new orderll 226531801 
.. ., ~ 

Ell paymentll 226531961 
o 

\) ' order statusll 22653241 

li 11 I 

2167 11 .5991 

236 11 .7821 

128211 .8601 

819 \1 .4011 

623211 .6421 

218411 .~óol · c; 
1 ~1 =::;::::, ~I V) 

232 ~40 1 )> rC' 
11 -. . 1 • a 

\ ' ,. 
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• 
I ll_jLJLS ILJI 
94 434100 250699 2332 16.7% .010 

I 
95 433548 250699 1978 13 .9% <0.01 

96 433530 250699 2374 15.0% <0.01 

I 

97 432968 250699 2018 16.0% <0.01 

r-:~ 98 432906 250699 2428 16.1% <0.01 

f; ~ ll j ("")~ 

() ~ I ~ ~ ::;. 
~ - = 

P' c: "''"1 ' c:: 
o~ 

t 1(.&: ~ f-= 
~8 c: , ~ 

. ~ I k,.,; lnn m~ 
1433169 lllíl\172% líll ~·· O ,c. 

(/) . 
' 

jJ 
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• {\ 
delivery\1 

stock levelll 

new order\1 

payment\1 

order statusll 

delivery\1 

stock level\1 

new order\1 

paymentll 

order statusll 

delivery\1 

stock levelll 

new order\\ 

paymentll 

order status\! 

deliveryll 

stock levelll 

new order\1 

payment\1 

order statusll 

delivery\1 

stock levelll 

new order\1 

paymentll 

order status\1 

delivery\1 

stock levelll 

new orderll 

payment\1 
11 

2265324\ l 

226532411 

22650980 \1 

22650973\ l 

2265094\l 

2265093 \1 

2265087\l 

22621785 \l 

22621791 11 

2262181 11 

2262189 \1 

2262183 11 

22620652 \1 

22620601 11 

2262063 \1 

2262063 11 

226206611 

22591305 \1 

125711 .801 1 
~===:I 

825\1 .401 \ 

6291 \l .615 \ 
2211 11:===.=69===:9\ 

233 \1 .401 \ 

129oll 1.08\ 
~==~ 

822\l .401 \ 

6331 11 .800\ 
~==~ 

222211 .8021 
24411:===_=44===:01 

1340\1 .801 1 

825 11 .401 \ 

63 82\l .409\ 
~====! 

2266\l .681 \ 
~==~ 

242 \1 .401\ 
13 341~1 ==_=80===:11 

85oll .4011 

644411 .8ool 

22591315 \1 
~==~ 

2271 \l .749\ 
1 2451~1 ==_=40::::11 22591271 

2259129\ I 1378\l 1.2ol 

22591361 1 856\1 .4o 11 

22588509\ 

225884781 

22588461 

I 6438\l .sool 
~==~ I 2243 11 .7991 

1 2441:=1 ==_=4o::::ol 

2258844\ I 1s391 

2258856\ I 847\ 

22601421 1 

22601449\ 
I 

21/07/2003 



• 
UUU1 IUI 

100 433431 250699 2461 13.8% <0.01 I 

101 432476 250699 2089 15.1% <0.01 

102 433058 250699 2502 15 .3% <0.01 

I 

103 432999 250699 2136 13.0% <0.01 

\ !~ 10~ ~1 \ 433053 250699 2562 18.5% <0.01 
·. - f= ~ ; 

~ -c 
Z I - \ 

~ I o ~ ~ ; 

th c. p O o ;:: : 
~ <:..no ~ 

l 4 lfl )<~·~ c 

~ 
~ ~ · 

10 U') ' 

1432648 11250699 lf81117.0% 11<0.01 · ::::;;-
li 
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• r't der statusll 

deliveryiJ 

stock levelJI 

new orderll 

paymentll 

order statusll 

deliveryll 

stock levelll 

new orderll 

paymentll 

order statusJI 

de1iveryll 

stock levelJI 

new orderll 

paymentll 

order statusJI 

deliveryJJ 

stock levell l 

new orderll 

paymentll 

order status iJ 

deliveryiJ 

stock levelJI 

new orderll 

paymentll 

order status iJ 

deliveryll 

stock leveliJ 

new orderl l 
I 

226014411 

226015411 

226014011 

22615125 11 

22615125 11 

226152oll 

226150411 

226152411 

22565285 11 

2256528411 

225653411 

2256518 11 

225654611 

2259623211 

22596202 11 

225962411 

2259621 11 

225961211 

225929581 

225929631 

22592911 

22593091 

2259301 1 

225959891 

22595961 1 

22595961 I 
I 

!li 
22596031 

2259594 

22574436 li 
11 

255 11 .4011 

145911 1.571 

86711 .401 1 

661011 .5211 

2343 11 .6421 

25411 .5211 

144611 .8011 

87611 .4o21 

6645 11 .7911 

2341 11 . 7971 

24811 .4011 

154911 1.2ol 

s12ll .4o11 

668711 .4o51 

236911 .7481 

25411 .4011 

159311 1.041 

ss411 .4o11 

6781 11 .8ool 

237611 .7931 

25411 .4o1 1 

1561 11 1.2ol 

91oll .4o21 

685911 .751 1 

239211 .6341 

2nll .4o1 l 

155711 L60f: ··. 
9141~1 ==1=/d::::W~-1 11 ~··· .,\ .· 

687911 ' .8ool ~ ; .. 
11 

., · . I oo / 
-. - ,.-· I 
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- • --o ---- - - -- - . 

(\ payment\\ 22574424\\ 2415\\ .794\ 
~=~ ~=====: 

order status\1 2257444\\ 262\l .401\ 

delivery\1 2257440\l 1653\l 1.241 

stock levelll 22574401\ 9ll\l .401\ 
106 432910 250699 2587 18.1% <0.01 new orderll 2258813311 693oll .6111 

paymentll 2258814911 244311 .6421 

\ order status\\ 2258806\\ 275\\ .401\ 

I deliveryll 225881311 167811 1.20! 

l~===~:==~~=======li====:p======l~=====ll:====s=to=ck===le=ve~lll 225880511 91211 .4911 
107 432423 250699 2207 15 .3% <0.01 I new orderll 2256212511 697311 .4311 

I paymentll 2256210911 248811 .6481 
I~==~~=~~==~ I order statusll 225622011 27311 .4501 

I deliveryll 225621611 17ooll 1.20! 

[=====~~===ll=====l:======::======~:======:l:====s=to=ck===le=ve~lll 225620911 92711 .4021 
108 431838 250699 2642 17.6% <0.01 new orderll 2253106911 706411 .4291 

paymentll 2253103711 248111 .6751 

order status!\ 225311511 26511 .4011 

deliveryll 225309811 170111 1.201 

stock levei!\ 22531 06\l 94911 .4111 

109 432335 250699 2243 18.7% <0.01 new order\1 22557163\l 71241\ .8ool 
~======~~======: 

paymentll 22557160\l 249511 .7991 
~==~~====::=:=====~ 

order statusll 225571911 272\1 .4011 

delivery\\ 2255712\\ 1752\\ 1.20\ 

stock levelll 225571511 9431\ .4021 

li li 
http :/ /www. spec.org/jbb2000/results/res2002q2/jbb2000-20020507-00129 .html 

250699 2676 .010 22.6% 

li li 

new order\\ 22565911\l 708311 .7061 
:=====p=a=ym=e=nt~\r\ =22=56=5=9~19\\ 2502\\ .797\ 

~====~~======::=:=====~ 
order statusll 22565921\ 281\~~ ~,. 

delivery\\ 2256595\\ 1902\~ -~ '\ 

stock levei\\ 2256590\\ 929\\ ~402\~ ~ . 
I 11 11 I ~ ,s. I 

', . -. ./ 
21 /07/2003 _ .. -. . ... / 



• 111 431956 250699 2282 (1. 9% <0.01 I 0 new orderll 225381 7511 703211 
I paymentll 22538146 11 250711 

order status ll 225381911 27811 
deliveryll 225381911 207911 

stock leveiii 225380911 n911 112 432266 250699 2710 14.4% <0.01 new orderJJ 2255511411 723111 
paymentll 2255507811 255811 

order status ll 2255511 11 28411 
deliveryll 2255498 11 191211 

stock levetiJ 225549311 96 111 113 432379 250699 2324 15 .1% <0.01 new orderll 2256101411 7253 11 
paymentll 22560976 11 258411 

order statusll 2256086JJ 273 11 
deliveryll 225610211 199 1J 

stock levelll 2256079JI 963J 114 432567 250699 2747 16.1% <0.01 new orderll 22570791 11 7349J 
paymentll 22570785JI 25991 

order status ll 2257085 11 2801 
deliveryll 2257071 11 19771 

stock level ll 2257084JI 9741 
115 432758 250699 2357 16.4% <0.01 new orderll 22580579JI 73731 

paymentll 2258054411 25861 
order statusll 225805211 294 11 o~ o 

o (fl -o 

deliveryll 2258028 11 2044 :;~v 
. • =.s:: 

. z .i - = 
o . • c 

stock levei ii 2258058 11 987 I~ <. 
~ --h:~ 116~ o 23 432084 250699 2789 15 .7% <0.01 new orderll 22544995 11 7428 - ~- · -."' • ~ ;o ~ 

paymentll 2254500911 
- :;o 

2627 _t r~ C j') 00 ~ · 
- ~ 

order status ll 2254498 11 0~ Cf> • 

289 -.:::;n· 

deliveryiJ 2254498 11 2055 
li 11 11 

.6341 

.sool 

.401 1 

1.201 

.4021 

.801 1 

.7951 

1.601 

.401 1 

2.521 

.7901 

.411 J 

I t.6oJ 

I 2.ooJ 

1 .793 J 

1 .6671 

1 .6461 

1 1.2ol 

I .4ul 
1 2.531 

I 2.ool 

11 .4031 

11 1.601 

11 .4021 

11 2.451 

1:=1 ==2.0===:011 .· ..... 
li .401] .-~ ., ·,_ 

;11 1(_591 ~ 
11 , I /' 
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- • I li li li I li f"',tock levetll 225449711 
117 432650 250699 2397 17.6% <0.01 I new orderll 22574348 11 

I paymentll 2257437oll 

I order status ll 225744411 

I deliveryll 225744411 

I stock levetll 2257435 11 118 431677 250699 2831 13 .1% <0.01 new orderll 2252320411 
paymentll 22523193 11 

order status ll 225233611 
deliveryll 225232oll 

stock levetll 225232911 119 432194 250699 2437 14.8% <0.01 new orderll 22550931 11 

paymentll 22550913 11 
order statusll 225509411 

deliveryll 2255098 11 
stock levet ll 225509211 

120 432111 250699 2853 12.3% <0.01 new orderll 22546415 11 

paymentll 225464ooll 
order status ll 225465211 

deliveryll 225463911 

- -o···--- -- - . 

99211 An l 

7448 11 2.231 

263911 .8071 

285 11 .7941 

2138 11 2.ool 

1001 11 .4011 

747oll .ssol 

266811 .8071 

289\\ .4011 

2203 11 1.831 

1 oo1 ll .411 1 

764211 2.ool 

269s ll .9981 

2921\ 1.781 

2105 11 1.591 

1oo9ll 2.ool 

761711 .7961 

268911 .8041 

30411 .401 1 

2259 11 1.691 
stock levetll 225463311 

~ 
12 1 431944 250699 2479 14.0% <0.01 new orderiJ 225375361 -

paymentll 225375141 
~ 1 o ~ \ ~ 

order statusll 22537501 
o (/) -o . 
en . t s:: ! 

deliveryll 22537531 
(J: ~ ~ ; 
o c.J1 (") . 

stock levelll 22537631 { r-. ,..., 

~ 
122 ~ ~ ~ 432075 250699 2888 16.8% <0.01 new orderll 225438 171 r m' 

paymentll 225437661 o 
<i U> • 

order status ll 22543751 
li I 
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1011 ll .4otl 

I 768s ll .8ool 

I 271411 .7991 

1 29oll .5nl 

1 2295 11 t.6ol 
I 10031~=1'=.52=::ot;;:;. _ r .,~=-- ' ·,., 
~==:~=,/ ::::· ~I ~-'~ ... "\ I 7681 1 i z.58 ~ \ \ 

I 26981 · 1.82 'G\ J) 
I 29311 . \/~OlL . · . /f /, 

I 11 ···I .... / 
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• • 
I~====:IULJU:=======:ILJ1:1 :::n~=s=t=o=:=:=l=ilv=e=:ry::::::::e=:l\ 1:=i:= == =~=~:~::~=~====:~~\\::: ==~4=o~=:~\1~i:=:::~:~~:~\ 
123 431878 250699 2515 13.4% <0.01 new order\1 22534293\l 7815\l 2.391 

I~=====~ 
paymentll 22534273\l 274811 .7951 

~====~==~~==~~====:~=====:i 
order statusll 225343911 30711 .403\ 

~===~=~~==~~==~~====~ 
delivery\1 2253422\l 230911 1.681 

I~==========~:=======: 

lr=======~~====~~====~~==~~============:~====~'~====s=to=c=k=le=ve~ll\~==22=5=34=4~1\l~ ===1=03~ojj~===2=.19=:j 1 
124 432317 250699 2933 15.2% <0.01 new orderll 2255717211 779611 2.5ol 

~==========~~====~ ~====~ 
i:=========:!p~a=ym=e=n=!tjj~==2=25=5=7=17=:311 274411 .7991 

order statusll 225571911 2991:=1 ====.4=0~11 
deliveryjj 2255712\j 248ojl 1.60\ 

~============: 
'----=======~'--=====: I stock levelll 22557211\ 10371\ .4101 
~ ~ ~====~~==~~=======:~====~~==========~~===~~==~~======:I 
125 432337 250699 2551 18.2% <0.01 new orderll 2255711011 7816\j 2.36\ 

i:========p=a=ym=e=n=!t\~j==2=25=5=7=07=:3jl 27571:=1 ====2=.3~0\ 

order status\\ 2255698\l 294\\ .677\ 

delivery\1 2255709\l 2555\j 1.60\ 
1:=======~~===~~====~~=====::::1 I stock levelj\ 2255714\l 1036\\ 2.21j 

:========~~===~~====~~==~:=============~~====~~=========!:=====: :======~ 
126 431955 250699 2969 13.5% <0.01 new orderll 2253869111 788511 2.551 

~=====: 
paymentll 22538682\l 278111 2.ooj 

!:==============~ 
order statusll 225385911 30211 .7971 

~========:~======::=======:i 
deliveryll 225387611 255411~===2=. 39:::::1 1 ~====s=to=ck==le=ve~ll::=l ==2=25=3=86====:911 1 0381~1 ====2=.o~ol 

:.- ,:;:'"' 
0 

~ \ 432242 250699 2588 16.1% ~<0=.0=1==~ new order\1 22553068\l 7906\l 2.26\ 

g J: 
1 
~ ~ ' paymentll 2255307911 28161:=1 ====.8=6=:01 

,d6 ~ ~ -: ~ l~===or=de=r=s=ta=tu~sl:=l ==2=25=5=30=2~~~~ ====3=1=:2\:=1 ====.4=0=:4J1 _ 
1 f~ \O o ~ deliveryll 225529911 259211 .2~59 ., ____ -, 

"7. ..Y ~ (!)"1 ~ 2 ~========~-- -:=::-====:-~ =:::::7'~~,........ '· 
,. ~ Cf3 ~ ~ li!::==================~===========! stock levetll 225530611 104711 / -.401 ~ , 

1.(,.- ---:;4~ l-12_8_\ _____ ~~-==--"-. 1 1431665 li150699 il020 117.4% 1110.01 ll:=======ne=w~or=de~rll 225224151\ 781911 \ _ 2.43j ~- )·J 
~~ paymentll 225224251\ 27951.__1 ==\ _f-==·5=::::::2] ~ / / 

:=============:li 11 11 ' - " -~/ 
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.. ·- -- - J - - - • 
UUU1 I U i 

r-\der statusll 225224211 

delivery\1 2252246\l 

stock levelll 225224011 

29911 .401 \ 

2873\1 2.00\ 

102511 2.ool 
129 432037 250699 2629 14.8% <0.01 new order\1 22542025 11 8031 \l .787\ 

paymentll 22542003 11 288111 2.oo1 

order statusll 2254192\l 31211 .5311 

delivery \1 22542ooll 2628\1 2.ool 

stock level\1 225419611 1060\1 .402\ 
130 431422 250699 3056 16.2% <0.01 new orderll 22509911 11 801811 2.511 

paymentll 2250993711 285411 .968\ 
order statusll 225099211 30911 .411 1 

deliveryll 225098611 277311 1.761 

I stock levetll 2251003 11 1073\1 2.ool 
131 431697 250699 2664 14.7% <0.01 new orderll 22523501 11 817111 2.191 

paymentll 22523551 11 290611 2.ool 

order statusll 225234611 322\1 .7961 

delivery ll 2252363 11 266811 1.601 
stock 1evet ll 225235811 108811 .4021 

132 431588 250699 3087 18.4% <0.01 new order\1 22519542\l 8175\1 2.ool 

paymentll 2251951911 2873\l 2.371 

order statusll 225195111 

delivery\1 22519481 

33oll 2.oo1 
:===~ 

282811 2.301 

o "1 stock levet ll 2251951 1 108oll 2.431 

!f 
v] 133 (/) ~ ~ 431672 250699 2704 16.0% <0.01 new orderll 225229431 

'S: CJ ! 

paymentll 225229691 ~ 
z i - = i 

o l • ~ 
I 

~ . 
order statusll 22522921 

. . 

~ o g ~ r,~ Cfl ;;o deliveryll 22522891 
i" í9 ;;o ' 

., . ....., = ) , m ç: 
stock levetll 22522871 _ .... ...l>. o -: 

11 ')A ' · ·~1250699 lrml\16.7% 11<0.01 new orderll 225253461 
11 11 I 

http ://www.spec.org/jbb2000/results/res2002q2/jbb2000-20020507-00129.html 

8224\l 2.28\ 

2898 \1 2.401 

321 \l .401 1 :=====! 
28531 2.4 ~ · . - --~ .. 
11 ool~==2:::;o·~o~o ·· -e;'-.. ·· 
81551 2.~4 t \l 

11 . - I • v"" l 
\ . ·.,, / 
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• • I (\ paymentll 2252528411 289011 2.41 1 

order statusll 225252611 323 11 2.541 

deliveryll 225253411 310211 2.ool 

stock levelll 225253911 104911 2.ool 
135 431147 250699 2745 15.3% <0.01 new orderll 2249593911 813811 2.491 

paymentll 22495918 11 289211 2.481 

order statusll 224958611 32211 .4011 

deliveryll 224961211 322411 2.521 

stock levelll 2249601 11 108oll 1.821 
136 431341 250699 3161 16.9% <0.01 new orderll 2250607911 832711 2.591 

paymentll 2250608011 295oll 2.481 
order statusll 2250601 11 32111 .7971 

deliveryll 225060611 303oll 2.361 

stock levelll 225061711 110411 2.291 
137 432043 250699 2788 15.4% <0.01 new orderll 2254265411 839611 2.591 

paymentll 2254266711 292311 2.091 

order statusll 225426711 31511 1.691 

deliveryll 2254261 11 311411 2.371 

stock levelll 225428011 109911 2.561 
138 431690 250699 3205 15 .1% <0.01 new orderll 2252449911 842011 2.571 

paymentll 2252447011 303311 2.321 

order statusll 225243711 31911 .6431 

I 
deliveryll 225244411 306911 2.571 

ki 
~.· JJ -~ ~ \ stock levelll 225244011 112711 2.461 

139 ~ : ~ ~ - l 431814 250699 2817 15.7% <0.01 new orderll 22530001 11 845511 2.591 

~o ;., ~ . paymentll 2252998711 . 29991 2.~~ 
i <v 1-' O) C.,..'"1 o ç~ order statusll 225300611 3231 _:.'978 : - rop :;o~ i - r--t ·~ ' :;o ' 

delivery ll 225298211 31911 t 2.28 ' 1". T.:...;') m 'h" 
t ~~J stock levelll 225298911 11061 \ '2:00 r·.!.> -· li li 11 11 11 li li li 11 o 

·-
http ://www .spec.org/jbb2000/results/res2002q2/jbb2000-20020507-00129 .html 21107/2003 



I li li I~ li li 
146 431136 250699 3348 17.6% <0.01 I 

I 
I 
I 
I 

147 431605 250699 2965 16.4% <0.01 

148 431383 250699 3400 18.1% <0.01 

149 430903 250699 3004 19.1% <0.01 

I 
I 
I 

150 431436 250699 3431 22.9% <0.01 

, ":~, , (') ~ · I 
\ ~ - ~ ' 

(/) l ~ l 

~ z - = \ 
. o I , ~ ~ \ I c:> . ~ 'J ~ I"JJ ~ ~ .; I 

I ~ ~ .. ~ ~ ~ <: : 431243 250699 3050 18.9% <0.01 ...._ 
~ m ~ 

( ·· , . . o -= 

q} 
(f)~ 

11 
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• 0 stock levelll 

new orderll 

paymentll 

order statusll 

deliveryjl 

stock levelll 

new orderll 

paymentjl 

order status ll 

deliveryll 

stock levelll 

new orderll 

paymentll 

order statusll 

deliveryll 

stock levelll 

new orderll 

paymentll 

order statusll 

deliveryll 

stock levelll 

new orderll 

paymentll 

order statusll 

deliveryll 

stock levelll 

new orderll 

paymentll 

order statusll 
11 

2249963 11 

2249460911 

22494623 11 

224947611 

224945611 

2249461 11 

2252037611 

2252038611 

225203111 

225204011 

225203611 

2250899211 

22508998 11 

225089911 

2250905 11 

225089011 

22483029 11 

2248299411 

224829911 

2248293 11 

224830211 

2251084011 

2251077611 

225108411 

22510971 

22510791 

225005831 

225005921 

22500601 
I 

111 oi I 2.ool 

879611 2.531 
~==~I 

3101 11 2.911 
~====: 

35711 .7971 

3465 11 2.911 :======: 
115811 2.441 
88691~1 ==2=. 7===:21 

316oll 2.851 

33211~==1=.2===:01 
34 7811~ ==2=.5===:91 
117411 2.801 

8901 11 2.851 
~==~I 

312oll 2.531 
341 1~1 ==2=.2===:31 

359411 2.521 

119011 2.521 :======: 
882711 3.141 :======: 
3145 11 2.75\ 

35211 2.ool 
~==~I 

3 77 611:=::==2=. 8===:11 

116011~==2=.3===:1 1 
889611 2.951 

. - . \ 
; l~ 
i.: · < 



• • 140 431771 250699 3242 .4% <0.01 f\ ew orderll 

paymentll 

arder statusll 

deliveryll 

stock levelll 
141 431299 250699 2857 17.1% <0.01 new orderll 

paymentll 

arder statusll 

I deliveryll 

stack levelll 
142 431284 250699 3276 19.1% <0.01 new arderll 

paymentll 

arder statusll 

deliveryll 

stack levelll 
143 431111 250699 2889 18.5% <0.01 I new arderll 

paymentll 

order statusll 

deliveryll 

stack levelll 
144 431606 250699 3315 16.6% <0.01 new arderll 

paymentll 

I f , 
-n (") :;1 ~ order statusll (f) ~ ~R 
z i- =I deliveryll 

J.,4 \ o ' ( stack levelll 

I ~ 
~ o ;:; 

~Bj ~ ~ 1 431205 250699 2934 14.9% <0.01 new orderll 

\I<-; c::J? ~,J_ , ~ a I paymentll ;,J;õ;>.. o 
i--=L-, cn ·I I arder statusll 

( ) 

I deliveryll 
11 
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22528315 11 

2252832511 

225283411 

225283811 

225283511 

2250291311 

2250294111 

225029811 

225028711 

225029111 

2250349911 

2250347811 

225033911 

225035411 

225034811 

2249426011 

2249424811 

224943311 

224942311 

224941911 

2251896211 

2251895311 

225188111 

225190511 

225188811 

2249968411 

224997ooll 

224996811 

224998011 
li 

835411 

3oooll 

32311 

345711 

108811 

850711 

303611 

33211 

333911 

112111 

839611 

298511 

31511 

368711 

108411 

866311 

305411 

33811 

338111 

114611 

863511 

306111 

34oll 

351611 

111811 

859211 

30201 

3301 

37511 
I 

2.281 

2.321 

2.321 

2.101 

2.551 

2.581 

2.341 

.4011 

2.071 

.7411 

2.551 

2.261 

2.ool 

2.111 

2.571 

2.241 

.6301 

2.401 

2.541 

2.611 

2.ool 

2.401 

1.841 
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Sun Fire[tm] 12K I 15K Server: Hardwà·:re~--~>- - _ 
Specifications 

Processo r 

Number 
Sun Fire 12K: 4 to 52 
Suo Fire 15K: 16 to 106 

Architecture 
900 MHz, 1050MHz or 1200MHz UltraSPARC[tm] III CPU, ECC 
protected 

Cache per processar 
Levell ECC protected 32 KB instruction and 64 KB data on chip 

v-- .,.vel 2 ECC protected 8 MB externai cache 
1'--

150 MHz Sun[tm] Fireplane redundant 18X18 data, address, and response 
System Interconnect crossbar interconnect 

System Boar ds 

Sun Fire 12K: Up to 9 CPU/Memory boards, each holding 4 processors 
and up to 32GB memory (32 DIMMs per board, 8 banks of 4 DIMMS), 
providing up to 288GB memory per system, and cornmon design across 

CPU/Memory Boards 
the entire Sun Fire 3800- 15K server line. 
Sun Fire 15K: Up to 18 CPU/Memory boards, each holding 4 processors 
and up to 32GB memory (32 DIMMs per board, 8 banks of 4 DIMMS), 
providing up to 576GB memory per system, and cornmon design across 
the entire Sun Fire 3800- 15K server line. 

Sun Fire 12K: 9 VO hubs support up to 36 VO hot-swappable PCI slots. 

v o 18 slots are 66MHz, 18 slots are 33MHz. 

v- Sun Fire 15K: 18 I/0 hubs support up to 72 VO hot-swappable PCI slots. 

'- 36 slots are 66MHz, 36 slots are 33MHz. 

2 redundant system controllers. Automatic system failover o f system 
System Controller (SC) controllers, automatic failover o f se clock and management functions, 

with no service interruption to users. 

IVIain l\1emory 

Sun Fire 12K: 8GB to 288GB memory capacity per system, up to 288 DIMMs total per system 
Sun Fire 15K: 16GB to 576GB memory capacity per system, up to 576 DIMMs total per system 

1GB, 2GB, and 4GB memory expansion options (each a group of 4 DIMMs) 

Up to eight memory expansion options per CPU/Memory board --···-~• ~ -- - - •••·r · •••- • . ' ' ' -~ -
; 

•'-'<V vv•~vvv 

Standard Interfaces CPMI . CORREIOS 

I Ethemet 
I One ethemet/fast ethemet (IOBASE-T/1001 ~~~-fioX)gt~n~a5! t ~isted-
. pmr port (RJ-45) per system controller boar 

Do~qG · ~ 
Ih '.~~ - ._ .\J ~_~·, 

-1/n-\ r,...,., ;,..."\ 'T TN\ri c:r.\snec 15K.html '.. t '--\ '".t 21107/2003 



Sim Fire 12K I 15K - Hardware Specifications 

'· '. 

PCI Four slots p~r hsPCI assembly supporting up to two 33-.MHz ~'n4. tw~-~~>-~~ 
33/66-.MHz mdustry standard PCI boards. ' ··-

Serial One RS-232 serial TTY A port (mini-DIN8) per system controller board. 

Internai l\1ass Storage 

Disks (Internai - System 2 mirrored 18.2GB- 10000 RPM Disk Drives (system controller boot 
Controller Peripheral Board) disks) 

Disk Arrays (Externai -
Sun StorEdg~[tm]._Sl_ * Peripheral Cabinet) 

DVD-ROM (Internai - System 
1 OX DVD-ROM Drive Controller Peripheral Board) 

Tape (Internai - System 
20-40 GB 4 mm DDS-4 Tape Drive 

Controller Peripheral Board) 

Primary boot device for Sun Fire 12K I 15K. 

Power Supplies 

N+ 1 redundant 
6 dual-input AC-to-48 volt DC power supplies 
Two power cables go to each supply, so they can connect to separate power grids (12 power cords) 

Environment 

AC power 200 - 240 VAC, single phase, 47- 63Hz; requires 12 - 30 A circuits 

Input power 
Suo Fire 12K: 12,965 W 
Suo Fire 15K: 23,927 W 

Heat output 
44,081 BTU lhr (up to 9 slots occupied) 
81,352 BTU/hr (up to 18 slots occupied) 

r Optimal: 21 o C to 23° C (70° F to 74° F) 
mperature 

1 Operatiog: 10° C to 35° C (50° F to 95° F) 
Noooperatiog: -20° C to 60° C (-4° F to 140° F) 

Optimal: 45% to 50% relative humidity, noncondensing 
Humidity Operatiog: 20% to 80% relative humidity, noncondensing 

Noooperatiog: up to 93% relative humidity, noncondensing 

Altitude 
Operatiog: 3000 m (10,000 ft.) 
Noooperatiog: 12,000 m (40,000 ft.) 

Plug type - U.S. & Japan NEMAL6-30P -

Plug type - Intemational IEC 309, single phase, 32 A CPMI . CORREIOS 

1 - derate 2° C for every 1 km up to 3 km Fls. N° O~ 5 ll 
Regulations -• . 3696 . 
iVJeets or exceeds the following requirements: Doe: 

Safety 1/ UL 1950, CUL CAN/CSA 22:2 M950, TUV EN60'-o1)U ~ 
.. ' . 5~ ~-: 

.-

~ ~ 21 /07/2003 



:un Fire 12K I 15K - Hardware Speeifieations Páginã~3 
~-- \ : \['f;··-, . 

I RFI/EMI FCC Immunity 1/ Class A, EN50021 -1 Class A, EN50082-1 \ • 
. ') ···, 
"Jo ' 

I Dimensions and \Veights 
-- ~._ ___ : .. --7, 

I Height 
1191.8 em (75.5 in.) 
_ 203.2 em (80.0 m.) sh1ppmg 

Width 
84.6 em (33 .3 in.) 
121.9 em (48.0 in.) shipping 

Depth 
163.8 em (64.5 in.) 
191.8 em (75.5 in.) shipping 

Weight 
Suo Fire 12K: 996.1 kg (2191.5 Ih.); 1198.4 kg (2636.5 lb .) shipping 
Suo Fire 15K: 1142.6 kg (2513.7 lb.); 1344.9 kg (2958.7lb.) shipping 

Power eord 457 em (15.0 ft.) 

.P'earance and Service Access 
• 

Front ... ....... .., em (44.0 in.) serviee aeeess 

r 111.8 em (44.0 in.) serviee aeeess 

Please see the Sun Fire 15K System Site Planning Guide (806-3510) for information about proper eooling 
clearanees and installation. 

ATTENTION: THE SUN SYSTEM HANDBOOK ANO THE MATERIALS CONTAINED THEREIN, IN ELECTRONIC OR HARDCOPY FORM, ARE SUBJECT TO 
THE FOLLOWING TERMS ANO TO THE TERMS OF USE APPEARING ON SUN.COM. These materiais are not for resale, in whole or in part. This product is protected by 
copyright. No part of these materiais may be reproduced in any form by any means without prior authorization o f Sun and its licensors, i f any. DOCUMENTA TION IS 
PROVIDED "AS IS" ANO ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS ANO WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH 
DJSCLAIMERS ARE HELD TO BE LEGALL Y INVALID. 

CPMI - CORREIOS 
·- - h ,._, 7 

Fls. N° Q v ~) 

3696 boc: _ __ _ 
!----------~-

~C~6~ 
~ 21107/2003 



)ystem Detailed View 

sun.com How To Buy 1 My Sun 1 Worldwide Sites 

./ 

4- Products & Servkes 
.......... ___ .... . ·· 

Home > Products & Services > Servers > High-End Servers > Sun Fire[tm]15K Servers > 

Sun Fire 15K 
System De ta i led View 

Product Home 

» Features & Benefits 
» Specifications 
o Detailed View 

Price & Buy » 

Table of Contents 

1. Overview 
2. Low Total Cost of 

Ownership 
3. Dynamic Resource 

Management 
4. Mainframe Rehosting 
5. Availability 
6. Data lntegrity 
7. Scalability 
8. Big Memory 
9. Scalable Operating 

System 
10. High Performance 
11. Memory Placement 

Optimization (MPO) 
12. lnvestment Protection 
13. Secure Management 
14. System Management 
15. Remote Administration 
16. Manageability 
17. Processo r 

Overview 

17. Capacity 
18. System 
19. Performance 
20. Availability 
21 . RAS Features 
22. Security 
23. Resource Management 
24. Software 
25. Mass Storage 
26. Power/Fan 
27. Environment 
28. Regulations 
29. Dimensions and Weight 
30. Upgrades 
31. Key Applications and 

Markets 

» Contact Me 

Save up to 37% on 
Memory Expansion Kits 
for these UltraSPARC 111 
systems e 
2 GB and 4 GB Memory 
Expansion Kits for Sun 
Blade 1 000/2000 and Sun 
Fire 280R 2 GB Memory 
Expansion Kit for Netra 20, 
Sun Fire V480 , V880, and 
3800-15K 

» Price & Buy 

Consolidation in the 
Datacenter 
Optimize your Computing 
lnfrastructure 
» Free Abstract Download 

With 106 UltraSPARC[tm] 111 Cu 1.2 GHz processors, more than half a Evaluate 
terabyte of memory in a single domain, and fifth-generation Dynamic » Product Home 
System Domains, the Sun Fire[tm]15K server helps redefine total cost of , Product Photo 
ownership (TCO) in data center environments. In order to further reduce » 
TCO, the Sun Fire 15K server is now enhanced with the Capacity on 

System Performancea 
Customer Testimoni~ 
lnteractive Tour Demand 2.0 "pay when used" option and the high e~Aee-M~-- - · » 

Placement Optimization Functionality. 

::: Back to top 

Low Total Cost of Ownership 

Reducing total cost of ownership (TCO) and increa 

CPMI • CORREIOS 

O ~ r:~ o 
Fls. No - u d i O 

"!>ó9Ó 
eQ9Gr~-~-n Y-~On-l-----

investment (ROl) are crucial today. Sun is the only endo1 t~ offe 
address horizontal, vertical ANO cross-generational scalability- from 
single processar workstations to large SMP systems. By committing to a 
seamless, smooth upgrade path, Sun helps keep your total cost of 
ownership low. With a common UltraSPARC(r) architecture, common 
Solaris Operating Environment, binary compatibility (from a single-CPU 
to hundreds of CPU systems, spanning generations and common 
components) -- Sun delivers unparalleled protection of your applications 
and hardware investments. 

The Sun Fire servers are an extension of Sun's award-winning Sun 
Enterprise[tm] family of servers. Sun will continue to enhance and 
support the Enterprise family for years to come, allowing you to adopt the 

Dynamic Reconfiguration 
System Management 
Services 
Server Comparisons 
White Papers 
Awards & Reviews 

et 

Price & Buy 
» Consulting Services 

Use 

>> Documentation 
>> Sun Blueprints Program 

Maintain 

» System Upgrades 

» Son Spoce Part~ 

·tn ://v..rww.sun.com/servers/hi.ghend/sunfire15k/details.xml ~ ·~ ~~1107/;003 ' 



;ystem Detailed View 

Sun Fire servers according to your schedule. 

.-:: Back to top 

Dynamic Resource Management 

Sun provides mainframe-class resource management tools to users of 
both high-end and midrange servers. Today, it's more vital than ever to 
have complete control over your system resources. With the Sun Fire 
15K server, this aspect of IT management is easier than ever, thanks to 
Dynamic System Domains, Solaris Resource Manager[tm] software, 
Solaris[tm] Bandwidth Manager software and Solaris Processar Sets. 

Sun has a long history of providing the tools and capabilities you need to 
reduce administrative costs, increase the flexibility of your IT resources 
and dynamically match your systems to your business requirements . 
While many organizations are just beginning to talk about partitioning and 
maximizing technological resources in an open systems environment, 
Sun has been delivering these capabilities for more than six years. 

Dynamic System Domains 

Sun's proven Dynamic System Domain technology allows you to run 
multiple mission-critical applications on a single server. Each domain is 
fully isolated from hardware and software faults that may occur in another 
domain. With Dynamic Reconfiguration (DR), you can easily move 
system resources from one domain to another to support fluctuations in 
business workloads. Also, you can flexibly customize 1/0 and 
CPU/memory to your requirements by independently associating any 1/0 
board with any doma in. Ideal for server consolidation projects, Dynamic 
System Domains provide flexible, mainframe-like resource management 
enabling you to optimize your IT resources. 

With the Sun Fire 15K server, Sun introduces the 5th-generation 
Dynamics System Domains which provides advanced domain resource 
management capabilities, including: 

• lnterDomain Networking (IDN): Construct a very high-speed 
virtual TCP/IP network connection between two domains across 
the Sun Fireplane lnterconnect the fastest domain-to-domain 
communications. 

• Shared Resource Domains: Prevent errors in one IDN domain 
from affecting the other, helping to ensure availability and uptime. 

• Automated Dynamic Reconfiguration: Allows you to script 
threshold- o r time-based DR operations, enabling you to 
automatically match your IT resources to your business 
requirements. 

Processar Sets 

Página 2--tk.J.l 
. (\\N'' 

eryy···\, ' 

~ :/:' 
, Support $ervices . i 
» Warranties.. · ·· 

See Also 

, Ali Sun High-End Servers 

Processar sets enable a Sun Fire 15K server's UltraSPARC 111 
processors to be divided into dedicated groups for enhanced 
management of your CPU resources. Through Sola ris Operating 
Environment commands, processes may be bound to a particular set of 
processors, preventing CPU contention and eliminating processar 
starvation . Because multiple applications can run within their own 
processar sets on dedicated CPUs, processar sets also help to facilitate 
server consolidation . 

' 3696 
l ... ·ooc: 

--- - - --,__ ___________ _ 

Back to top 

··~sk 
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• 

Mainframe Rehosting 

Ali businesses must drive down operational costs to sustain long-term 
competitive advantage in the market. For IT organizations with large 
investments in mainframes, this is an increasing challenge. With no real 
competitors left in the mainframe server business, the cost of the 
associated hardware and software licenses continue their rapid rale of 
increase. 

The challenge for mainframe-based businesses today is how to keep the 
value of proven CICS and batch applications, while dramatically reducing 
the costs associated with mainframes. 

Through the Mainframe Affinity Program, Sun offers products, tools, 
partnerships and services that help enable you to interoperate with, 
rehost or replace mainframe applications on more cost-efficient, open 
platforms - often at equal or greater leveis of performance, flexibility and 
scalability. 

Sun mainframe rehosting solutions help enable you to reuse your 
mainframe applications and data files on high performance, high 
availability Sun servers and to redefine total cost of ownership across 
your IT organization, resulting in up to 70% cost savings. 

~ Back to top 

Availability 

Sun takes a broad, integrated approach to providing high availability. The 
Sun Fire 15K server delivers mainframe-class features such as full 
hardware redundancy, Dynamic System Domains and Hot Swap 
Components. These features, combined with the Solaris 8 Operating 
Environment, Sun[tm] Cluster software and Sun StorEdge[tm] storage 
solutions is designed to bring you the high availability your enterprise 
demands. 

The rock-solid, mainframe-class availability offered by the Sun Fire 15K 
server creates an ideal platform for your organization's most mission­
critical applications. Extensive availability features include: 

• 5th-generation Dynamic System Domains 
• Automated System Controller failover 
• Full Hardware Redundancy 
• Dynamic Reconfiguration 
• Hot CPU Upgrades 
• Memory Scrubbing 
• ECC-Protected E-cache 
• End-to-End Data lntegrity, including ECC Protection 
• Concurrent CPU, Memory and 1/0 Maintenance 
• Online Hardware Upgrades 

Hardened Operating System Kernel 
• Live Operating System Upgrades 
• Redundant 1/0 Channels 

Automatic System Recovery 
• Parity Protected L 1 Cache 
• Redundant Power 
• Redundant Cooling 

For virtually continuous application access and built-in load balancing, 
Cluster Platforms provide factory-integrated combinations of software, 
servers, and storage arrays designed to help you simplify deployment of 
IT infrastructures. These application-ready hardware and software stacks 
have been pre-tested for interoperability and reliability, so you can get ali 
the benefits of Sun technology while reducing the time, cost, and risk of 
deployment. 

ttn ·//www.sun .com/servers/highend/sunfirel5k/details.xml 
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Sun's Service organization will guide you in designing, implementing and 
managing solutions that help ensure every aspect of your environment 
supports your uptime goals. Sun's innovative programs, proven 
methodologies and proactive services -- such as SunReady[sm] Lifecycle 
Advantage and Sun Remote Services - help you to minimize downtime 
and maximize availability and ease of management. 

Separate Admin/Error Busses 

Advancements in the Sun Fire 15K server include separate uptime (errar) 
and console (administration) busses to enhance reliability, availability, 
and serviceability. Within lhe UltraSPARe 111 processar, lhe uptime bus 
runs independent of lhe main system bus, allowing lhe epu to be 
powered-on , configured and tested without requiring that the majority of 
the system be operational. For example, if a fatal errar is detected on the 
system bus, each processar can boot and run diagnostics over the 
uptime busto identify and isolate any problems. Additionally, key portions 
of internai state can be sampled in real-time -- even while the machine 
continues to run a normal workload . This enables visibility into the ePU 
for both detection and proactive prevention of errors. 

A separate console bus communicates with each of up to 18 Dynamic 
System Domains if data and address busses are inaccessible. The 
console bus is also used for system component configuration as well as 
low-level diagnostic execution . 

System Controller Failover 

The internally-packaged System eontroller (Se), running a separate 
instance of lhe highly reliable Solaris Operating Environment, expertly 
monitors, administers and manages ali resources for the Sun Fire 
system. The Sun Fire 15K server is uniquely configured with redundant, 
failover System eontrollers, to provide uninterrupted access to system 
administration. Failover assists in ensuring no single point of failure in the 
management of lhe system. At any time during se failover, the failover 
process does not affect any configured or running Dynamic System 
Domains, except for temporary loss of services from lhe se. In lhe event 
of hardware or software failures, the se will failover to lhe aclive spare 
se. Ali System Management Services data, configuration, and log files 
are replicated on the spare se, while active domains continue to operate. 

There are two private Ethernets for communications between the two 
System eontrollers. This private network is used as a heartbeat function 
between each System Controller, as well as data replication of 
platform/domain configuration files . 

Traffic Manager 

Traffic Manager 110 is designed to deliver automatic fail-over to alternate 
paths in lhe event of a path failure. lt also helps to provide manual path 
switch-over for Dynamic Reconfiguration (DR), ideal for high data­
transfer environments. Additionally, Traffic Manager's tunable , policy­
driven load balancing enhances 110 performance for devices with multi pie 
paths by providing a native N-Way multipathing solution for SeSI-3 Fe 
storage devices in Solaris Operating Environment. 

:;.: Back to top 

Data lntegrity 

Errar correcting code and parity protection throughout system, including 
errar protection on UltraSPARC(r) 111 processors, data cache, system 
interface, Sun Fireplane lnterconnect, and console bus. 
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~ Back to top 

Scalability 

With today's heightened focus on total cost of ownership (TCO) and 
return on investment (ROl), maintaining flexibility is vital to extracting the 
most from your investments. The ability to easily add capacity, 
performance and bandwidth -- with the minimum amount of complexity -­
is key to being able to provision resources where needed. 

Sun delivers the architecture on which you can build a massively 
scalable and redeployable application environment. The Sun Fire servers 
have been designed from the ground up to scale easily to grow at a pace 
and redeploys to match your business needs. When combined with the 
scalability of the Solaris Operating Environment, UltraSPARC 111 
processors, Sun[tm] Cluster software and StorEdge[tm] disk arrays, Sun 
delivers the scalability you need to be ready for whatever tomorrow 
brings. 

Sun systems are architected with scalability as a key design focus , both 
for changes in hardware capacities within a server as well as for mid-life 
product enhancements. As your capacity demands increase, Sun Fire 
servers support a simple and non-disruptive process for adding CPU , 
Memory and 1/0 resources. 

The Solaris Operating Environment has the added advantage of more 
than eight years of effort that enables near linear utilization of multi pie 
processors. Today, Sola ris scales efficiently and robustly to 106 
UltraSPARC 111 processors in a single physical chassis. 

Sun's ability to pack such a high density of processors within a single 
physical chassis is a direct outcome of our sophisticated interconnect 
technology, the Sun Fireplane lnterconnect. This crossbar-based 
interconnect enables a point-to-point connection for ali addresses and 
data transmissions, resulting in low latency and high bandwidth for 
superior application performance. 

::: Back to top 

Big Memory 

For memory-intensive computation and processes, databases as large 
as half a terabyte in a single domain can be performed in-memory, 
reducing data retrievals from externai disk or tape. 

::: Back to top 

Scalable Operating System 

The Solaris 9 Operating Environment has lhe added advantage of more 
than eight years of effort that enables near linear utilization of multi pie 
processors. Today, Sola ris scales efficiently and robustly to 106 
UltraSPARC 111 processors in a single physical chassis . 

Solaris 9 also provides lhe Memory Placement Optimization (MPO) 
feature which enables the servers to put memory closer to the CPU that 
needs it, therefore increasing performance. 

Back to top 
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High Performance 

In any computing system, the key to performance goes beyond individual 
metrics such as CPU speed or 1/0 transfer rates. The best performing 
computing environments deliver balanced performance. The Sun Fire 
servers deliver a levei of performance that is sustainable, real and useful. 

The SPARC[tm] architecture, the Solaris Operating Environment and the 
Sun Fireplane lnterconnect have been designed to work together 
seamlessly. The natural synergies that flow from having the system 
elements developed using a single design vision results in systems that 
deliver exceptional real-world performance. 

Sun Fireplane lnterconnect 

In order to provide the bandwidth required to optimize performance in 
today's computing environments, system interconnects are required to be 
faster and have lower latencies than ever before. The Sun Fireplane 
lnterconnect is built to provide very high system bandwidth -- up to 172.8 
GB/sec peak bandwidth in the Sun F ire 15K server. The Sun Fireplane 
lnterconnect results in deterministic latencies, which translate into more 
predictable performance across a broad set of applications. What's more, 
big memory -- over 1/2 TB -- makes Sun Fire systems an excellent 
platform for in-memory applications and memory-intensive computation . 

UltraSPARC 111 Cu Processors 

The UltraSPARC 111 Cu microprocessor, Sun's third-generation 64-bit 
processar, incorporates architectural features designed to optimize SMP 
multiprocessar environments. lt scales the clock rates and delivers high 
memory bandwidth, with a system interface bandwidth of 2.4 GB/sec. 
The memory subsystems, as well as E-cache, are protected with Errar 
Correcting Code (ECC). 

The UltraSPARC architecture is specifically crafted to support workload­
intensive environments such as e-commerce, large corporate networks, 
high-capacity web servers and online transaction processing -- or any 
demanding commercial or technical computing environment. Key 
features such as an on-chip memory controller, Uptime bus, and high 
memory bandwidth ali contribute to increased application performance. 

~ Back to top 

Memory Placement Optimization (MPO) 

A feature of the Solaris Operating Environment, MPO improves the 
placement of memory pages across the across the physical memory of 
server, resulting in increased performance. 

::- Back to top 

Página 6 de 11 

3696 
lnvestment Protection - ··ooc: _ ____ _ 

·--~--_,, • . P .,,.._,.,,-. __ ___.. 

Sun systems adhere to a consistent, binary-compatible system design 
based on the SPARC/Solaris/SMP combination. This design consistency, 
from generation to generation , helps ensure that Sun systems offer a 
degree of compatibility not available from any other platform vendor. 
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Secure Management 

The Sun Fire 15K server is designed to provide strong security for both 
single and multiple domain configurations. The highly secure system 
management environment includes an internai network with dedicated 
links to each domain and utilizes encryption for system controller-to­
domain communications. In addition, multi-levei access contrai capability 
provides heightened protection by guarding against unauthorized 
administrator access. 

~ Back to top 

System Management 

Sun Management Center software offers a single point of management 
for Sun systems and storage components, the Solaris Operating 
Environment, and applications running on the Solaris platform. Sun 
Management Center software integrates into heterogeneous IT 
environments and scales to allow management from one system to 
thousands of servers and desktop systems, from anywhere on the 
network. 

::: Back to top 

Remote Administration 

Sun's suíte of remate management and monitoring services enables 
proactive, early problem detection and prompt resolution of system 
events. This contributes to high service leveis by delivering faster 
problem resolution and direct access to Sun experts and design 
engineers. This also helps protect your invesments in staff by reducing 
their monitoring workload and enhancing their expertise. 

::: Back to top 

Manageability 

The Capacity on Demand 2.0 (COD) purchasing option is designed to 
offer instant access to additional system capacity with no disruption to 
operations. Customers can configure Sun Fire servers with additional 
"capacity on demand" resources and pay for those resources only when 
they are needed. 

:::: Back to top 

Processar 

UltraSPARC 111 Processors 

The UltraSPARC 111 microprocessor, Sun's third-generation 64-bit 
processar, incorporates architectural features designed to optimize SMP 
multiprocessar environments. lt scales the clock rates and delivers high 
memory bandwidth , with a system interface bandwidth of 2.4 GB/sec. 
The memory subsystems, as well as E-cache, are protected with Errar 
Correcting Code (ECC) . 

The UltraSPARC architecture is specifically crafted to support workload­
intensive environments such as e-commerce, large corporate networks, 
high-capacity web servers and online transaction processing -- or any 
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demanding commercial or technical computing environment. Key 
features such as an on-chip memory controller, Uptime bus, and high 
memory bandwidth ali contribute to increased application performance. 

:.: Back to top 

Capacity 

• Up to 106 UltraSPARC(r) 111 Cu 1.2-GHz Processors 
• More than 1/2 TB Memory in a single domain 
• Up to 18 fifth-generation Dynamic System Domains 
• Hot-swappable Uniboard CPU/Memory Boards, 1/0, MaxCPU boards, 
power, fans 
• Redundant, high-performance Sun[tm] Fireplane lnterconnect with up 
to 172.8 GBps peak bandwidth 
• Full hardware redundancy including power and cooling systems 

::: Back to top 

System 

Uniboard CPU/Memory Boards Common across ali Sun Fire 3800-15K 
servers, the Uniboard CPU/memory board design allows customers to 
provision resources between Sun servers to meet specific application 
needs, providing investment protection and resource flexibility. The Sun 
Fire 15K server supports up to eighteen Uniboard CPU/memory boards, 
providing a total memory capacity of 576 GB for the doma in . Each 
Uniboard in the Sun Fire 15K server is configured with four UltraSPARC 
111 Cu 1.2-GHz processors and up to 32GB of memory. Memory is 
arranged in eight banks of four DIMM modules each, with two banks 
associated with each processar. Customers can also opt to use a smaller 
Uniboard CPU/memory board with two processors and 4GB of memory, 
enabling the creation of physical domains as small as two processors. 

::::: Back to top 

Performance 

Overall System Bandwidth Up to 172.8 GBps peak, up to 43.2 GBps 
sustained. 

Overall 1/0 Bandwidth: up to 21 .6 GBps sustained. 

~ Back to top 

Availability 

Full hardware redundancy, Hot Swap CPU, Memory, 1/0, Power and 
Fans, Upgrades, Online upgrades, Journaling file system, Concurrent 
maintenance, Full data integrity, Redundant network connections, 
Redundant storage connections, Hardened operating system kernel, 
Hardened 1/0 drivers, 

:~ Back to top 

RAS Features 
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Sun's proven Dynamic System Domain technology allows you to run 
multiple mission-critical applications on a single server. Each domain is 
fully isolated from hardware and software faults that may occur in another 
domain. With Dynamic Reconfiguration (DR), you can easily move 
system resources from one domain to another to support fluctuations in 
business workloads. Also, you can flexibly customize 1/0 and 
CPU/memory to your requirements by independently associating any 1/0 
board with any domain. Ideal for server consolidation projects, Dynamic 
System Domains provide flexible, mainframe-like resource management 
enabling you to optimize your IT resources . 

::~ Back to top 

Security 

The Sun Fire 15K server is designed to provide strong security for both 
single and multiple domain configurations. The highly secure system 
management environment includes an internai network with dedicated 
links to each domain and utilizes encryption for system controller-to­
domain communications. In addition, multi-levei access control capability 
provides heightened protection by guarding against unauthorized 
administrator access. 

::: Back to top 

Resource Management 

Fifth-generation Dynamic System Domains, Solaris Resource Manager 
[tm] software, Solaris Bandwidth Manager software 

:::: Back to top 

Software 

Solstice Site Manager[tm] and Solstice Domain Manager[tm], Solstice 
Backup[tm], Solstice DiskSuite[tm], Sun StorEdge[tm] 

Volume Manager, VERIT AS Volume Manager 3.1.1, VERIT AS File 
System 3.4, Sun Cluster 3.0 software 

::: Back to top 

Mass Storage 
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Power/Fan 

Fully redundant power and cooling are standard with this system. 

Back to top 
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Environment 

AC Power: 
200-240 single phase VAC, 47-63Hz, with six 30 Amp circuits redundant 
with another six on 2 separate power grids 

Operating: 
10° C to 35° C; 50° F to 900 F; 20% to 80% relative humidity; altitude up 
to 3,048 m (10 ,000 ft.) 

:.: Back to top 

Regulations 

Safety: 
UL 1950, CUL CAN/CSA 22:2 M950, TUV EN60950 

RFI/EMI FCC lmmunity: 
Class A, EN50021-1 Class A, EN50082-1 

:::: Back to top 

Dimensions and Weight 

Height: 
109 em (74.75 in .) 

Width: 
85 em (33.25 in.) 

Depth: 
166 em (65 in.) 

Weidth: 
1,000 kg (2,200 lb.) fully configured 

~ Back to top 

Upgrades 

Full system upgrades are available for Sun Enterprise[tm]4x00, 5x00, 
6x00 and 1 0000 systems, along with the Sun F ire 6800 serve r. OI der 
Sun servers are eligible under Sun's Server Consolidation Program, and 
trade-in programs for other vendors' servers are also available. For more 
information, contact your local sales representative. 

~ Back to top 

Key Applications and Markets 
Product 

Sun Enterprise 
10000 

Overview 

For large-scale 
mission-critical 
applications, Sun's 
64-way Enterprise 
[tm]1 0000 Server 
provides 

Applications 

• Business 
Financiai 

• Customer 
Management 
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Sun Fire 12K 

Sun Fire 15K 

:::; Back to top 

1. This page meets my need. 

2. This page was easy to find. 

mainframe-like 
Dynamic System 
Domains that allow 
multi pie 
applications to run 
in isolated 
environments on a 
single server. 

With up to 52 
UltraSPARC(r) 111 
Cu 1.2-GHz 
processors and 288 
GB of memory per 
domain with end-to­
end data integrity, 
the Sun Fire[tm] 
12K server is an 
integral building 
block in a business­
ready infrastructure 
primed to Make the 
Net Work. 

With 106 
UltraSPARC9(r) 111 
Cu 1.2-GHz 
processors, more 
than half a terabyte 
of memory, and 
fifth-generation 
Dynamic System 
Domains, the Sun 
Fire[tm]15K server 
helps redefine total 
cost of ownership in 
data center 
environments. 

Solutions 
• Decision 

Support Data 
Warehouse 

• Electronic 
Commerce 

• Business 
Financiai 

• Customer 
Management 
Solutions 

• Decision 
Support Data 
Warehouse 

• Electronic 
Commerce 

• Enterprise 
Resource 
Planning 

• ISV 
Solutions 

• Software 
Development 

• Technical 
Applications 

• Business 
Financiai 

• Customer 
Management 
Solutions 

• Decision 
Support Data 
Warehouse 

• Electronic 
Commerce 

• Enterprise 
Resource 
Planning 

• ISV 
Solutions 
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Datasheet Sun fi re"15K Server 
' -.. . , 

Sun Fire'MlSK Server 

Making the Net work with a massively scalable server 
ideal for mainframe rehosting, serve r consolidation , 
technical computing, and business intelligence. 

Key feature highlights 

Protect invest rnents with bina ry compati­

bility across the ent ire Sun Fire se rve r 

fa mily, and hot-swappab le, interchange­

able Uniboard CPU/Memory boards, 

common across Sun Fire 4800-1SK serve rs. 

Maximize uptime with up to 18 Dynamic 

System Domai ns, reconfigurable wh ile 

applicat io ns are ru nn ing. 

Exceptional availability via automatic 

syste m failover of two redundant System 

Cont ro llers and syste m clock with no 

se rvice inte rru ptio n to users. 

Scales up to 106 high-performance , awa rd­

win ning UltraSPARC<ll 111 Cu processo rs in a 

symm etric mult iprocessi ng a rchitectu re. 

Fully re du nda nt, reco nfigura ble Sun' 

Firep la ne inte rconnect de li ve rs outstand­

ing real-wo rld performa nc e. 

Capacity on Demand (COD) purchasing 

option helps en hance and sirnp li fy system 

scalability, reduce hardwa re acquisit ion 

costs, and increase syste m avai la bility. 

High Availability with lnvestment Protection 

Running the robust SolariÇ 9 Operating Environment, the Sun Fire" 15K serve r features built-in 

hardware redundancy for maximum uptime and availability, scales up to 106 UltraSPARC® 111 Cu 

processors and supports big memory - over 1/ 2 TB per domain - to handle large workloads or 

to support se rver consolidation. The Sun Fire 15K server delive rs exceptional performance with 

up to 172.8 GB / sec aggregate bandwidth via the redundant Sun Fireplane interconnect and 

through the Memory Placement Optimization (MPO) functionality. Extremely flexible resource 

management is provided by Dynamic Reconfiguration and Capacity on Demand . 

3696 
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Sun Fire'M lSK Serve r 

Specifications 

Processar 
Number 
Architect ure 

Cache per promsor 

System interconnect 

System 
CPU/Memory boards 

1/0 

Performance 

Up to 106 
UltraSPARC• 111 Cu Superscalar SPARC" 
V9, ECC Protected 
levei!: Parity protected 32 KB 
instruction and 64 KB data on chip 
(single-bit errors are corrected) 
level2 : ECC protected 8 MS 
externai cache 
ISO MHz Sun Fireplane redundant 
!8X!8 data, address, and response 
crossbar interconnect 

Up to 18 Uniboard CPU/Memory tl;,ards, 
with four processors each and up to 32 
GB memory per board; ma11mum 576GB 
memory per domain. (Aiso, Uniboards 
with 2 C PUs and 4GB memory) 
Up to 17 MaxCPU boards with two 
processors each. AHows system to 
expand to 106 processors 
Up to 72 1/0 hot-swappable PCI slots; 
36 slots are 66 MHz; 36 slots are 33 
MHz; supports IDIIDDBaseT ethernet, 
gigabit ethernet, UltraSCSI (lVD and 
HVD), ATM, FC-Al, and HiPPI 

Overall system bandwidth Up to 172.8 GB/sec. aggregate, up to 
115.2 GB/sec. peak, up to 43.2 GB/sec. 
sustained 

Overalll /0 bandwidth Up to 21.6 GB/sec. sustained 

Availability 
Standard 

RAS Features 

Hot swap CPU, memory, 1/0, power, fans 
Online upgrades 
journaling file system 
Redundant network connections 
Redundant storage connections 
Hardened operating system kernel 
Hardened 1/0 drivers 

5tandard -----oynamic Reconfiguration, Concurrent -
DR, lnitiate DR from doma in as welt 
as from System Controller (SC) 

Dynamic System Domains Up to 18 Domains allow secure, 

Security 
Doma in management 

Resource Management 

fault-isolated, dynamic partitioning 
o f resources within a single serve r 

Dedicated network conneclions 
(SC to 18 domains) inside Sun fireplane 
interconnect 

Standard - - -~ fifth ·geõ;;ãtiõn OynamiCSYst;m 
Domains, Solaris" Resource Manager, 
and Bandwidth Manager 

Software 
Operating System 

languages 
Networking 

System manageme nt 
Network management 

5torage 
Standard 

Environment 
AC power 

Optimum 

Range 

Altitude 

Regulations 

s.;iaris" 8 or !ater Operat ing 
Environment (10/01 or !ater) 
C, C++, Pascal, FORTRAN, )ava· 
ONC/NfS", TCP/I P, SunNer 051 , 
X.25 Start, OCE, Netware 
Sun MC 3-D; SMS 1.1 (or !ater) 
VERITAS Volume Manager 3-1.1, 
VERITAS file System 3.4, Sun Cluster 3-0 

250+ terabytes direct connect storage­
fibre Channel (1GB and 2GB) and 
UltraSCSI; 5un StorEdge· 9900, 6900, 
3900, T3, A52DO, 51, 01000, and 
tape devices 

200-240 single phase VAC, 47-63Hz. 
Two N+l power grids, each using SIX 

3D-Amp circuits. Second power grid 
provided for redundancy. 
22" (72" f) at 45% noncondensmg 
humidity 
10" C to 35" C (50" F to 90· F) at 20% to 
80% noncondensing humidity 
Up to 3048 meters /Jo,ooo feet 

Meets or exceeds the following requirements: 
Safety UUCSA-60950, EN6D95D, IEC95D CB 

Ergonomics 
R FI/EM I 

lmmunity 
Regulatory markings 

Dimensions and Weight Hei9ilt _ __ _ 
Width 
Depth 
Weight 

Upgrades 

Scheme with ali country deviations, 
IEC825·1, 2, and CFR21 part 1040 
EK1-ITB-2DDD 
ENC55D22/CI5PR22 Class A, FCC CFR47 
Part 15 Class A, EN61000-3-2, EN61DOD·3-
]fCC 
EN55D24 
CE, FCC A, ICES-003 A, C-tick, VCCI A, 
GOST-R, BSMI, EK, UUcUl, TUV·GS 

191 em (74-75 in.) 
85 em (33-25 in.) 
166 em (65 in.) 
1122 kg (2468 lb.) fully configured 

The Upgrade Advantage Program is available to customers 
trading in older Enterprise'" 4XDO, sxoo, 6xoo, and 10000 
systems. Trade-in allowances are available towards the purchase 
of new Sun Fire 4800, 68oo, 12K, and 15K servers. Customers 
trading in multiple Sun o r competitive servers can utilize 
Sun's Serve r Consolidation Program. 

Purchase these products from the ~:m"' Store, 

sun.com/store, or contact your Sun Sales 

Rep, or an authorized Sun reseller near you. 

For related server choices reler to: 

Sun Fire 121 

Sun Fire 6800 

for complementary storage reler to: 

Sun StorEdge 9980 



Rack-optimized lU storage with faster data access and 
increased scalability and versatility-at no extra cost. 

Sun StorEdge·M Sl Array 
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The Sun StorEdge" Sl array is an ideal solution for rack-intensive environments where 

fast data transfers, efficient space utilization, and compatibility with a wide range of 

Sun" servers are criticai concerns. The device delivers excellent performance- up to 

160-MB/sec. throughput-while its 1U form factor, compact footprint, and variety of 

rack options allow it to fit neatly into standard rack environments. The Sun StorEdge 51 

array works with a variety of Sun Netra· and general-purpose workgroup and enterprise 

servers. And together with Sun's other rack-optimized 1U servers and PCI system 

expander, the Sun StorEdge Sl array supports modular computing, helping companies 

to balance performance, storage capacity, and PCI connectivity- affordably. 

A rac~-optimized 1U storage array with exceptional versatility. 
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SUN STOREDGE Sl ARRAY SPECIFICATIONS 
ARCHITECTURE 

Carrier features 

Status and 
se nsors 

LVD/ SE 
(160/40 MB/s) 
SCSI 

DISK DRIVES 

Supports19-in., 23 -in ., 24-in ., and 600-mm 
rack configurations, with fixed-rail options 

Flame-resistant, fireproof metal enclosure 
NEBS Leve l-3 Certified 
Device and drive status information 

accessible from host serve r 
Front and rear LEDs for system and 

drive status 
Standard ANSI (X3. 131-1994. X3 .277-1996, 

SPI-3X3.252) 
Maximum cable length 12 meters for LVD 

and 3 meters for SE SCSI 
Direct connect to host on-board SCSI port 

with no host adapte r 

Form facto r 3.5-inch low-profile, LVD 
Supported drives 18.2 G8 or 36.4GB, 10,000 rpm 

sonwARE 

Operating system Solaris" 2.6 Operating Environment and 
higher 

Sun· Cluster 3.0 (with Netra Tl AC200/ 
DC200, Netra E1 PCI System 
Extender, and Sun StorEdge 51 array) 

Remate monitoring through Storage 
Subsystem Manager software 

SUPPORTED PLATFORMS 

Servers Netra T1 AC200/DC200 
Netra t 112011125 
Netra t 1400/1405 
Netra ct 400/800 
Sun Enterprise· 220R/420R 
Sun Fire· 280R 
Sun Fire 15K 

ENVIIONMENT 

Power AC or DC 
AC power 100-240 V AC, single-phase (47-63 Hz) 
DC power -48/ -60 V DC 
lnput current Less than 2 A at 100 V AC (150 W) 

Less than 4 A at -40 V DC (150 W) 
Operating 5" C to 40" C (41" F to 104" F). 5% to 85% 
temperature relative humidity, noncondensing (not to 

exceed 0.024 kg water/kg of df1 air) 
Short-term -5" C to 55" C (23" F to 131" F), 5% to 
operating 90% re lative humidity, noncondensing 
temperature (not to exceed 0.024 kg water / kg of dry a ir) 
Nonoperating -40" c to 70· C (-40" F to 158" F), 90% 
temperature maximum relative humidi~ noncondensing 
Acoustic noise Less than 60 dBa (GR-63-CORE Test Method) 
l eis mie Meets GR-63-CORE requirements for 

earthguake risk zone 4 
Heat output 150 W, 512 BTUs/hr 

REGUlATIONS 

Meets o r exceeds lhe following requirements: 
Safety UUCSA-60950, EN60950, IEC950 CB Scheme 

RFI/EMC 

lmmunity 

Telcordia NEB S 
Regulatory 
markings 
Telcordia 

with ali count11 deviations 
EN55022/CISPR22 Class B, FCC CFR47 Part 

15 Class B, EN61000-3 -2, EN61000-3-3. EN 
300 386 V1.2.1 (2000·03)- Telecom 
Center Only 

ENSS024, EN 300 386 V1.2.1 (2000-03)­
Tele com Cenler Only 

GR-63-CORE, GR-1089-CORE, SR-3580 Leve l-3 
CE, FCC, ICES-003, C-tick, VCCI, GOST-R, 

BSMI, EK, UUcUL, TUV-GS, 
NEBS Level-3 

KEY APPLICATIONS 

Tier 1 

Tier 2 

Web caching 
Video streaming 
Domain na me service 
lncrementalstorage for horizontal scaling 
Firewall 
Web hosting 
Authentication 
Simple boot device 
lncrementalstorage for application servers 
Mail/ messaging 
Network management 
Softswitch 
Billin 

Tier 3 Simple redundant boot device 
DIMENSIONS AND WEIGHT 
Height 
Width 
Length 
Weight 
(with drives) 

44 mm (1.73 in.) 
436 mm (17.16 in .) 
450 mm (17.71 in .) 
8.8 kg (19.4 lb.) 

c.rtltled E-=•••JJCe 
c ·--· ~ · 
_ ,_,_,..._., __ ) 

,.,_,_""""""·­-....... --· 

For additional information on this product go to: 

www.sun .com/s toragelworkgroup/ Sl 

H E A D Q U A R TE R S SUN MICROSYSTEMS, INC., 901 SAN ANTONIO ROAD, PALO ALTO, CA 94303 -4900 USA 

PHONE: 650 960 -1300 OR 800 555-9SUN INTERNET: www .s un.com 

SALES OFFICES 

--~ 
WORKGROUP ANO ENTE~ P-RJSE 

STORAGE SOLUT IO NS 

Sun Storfdge MultiPack·FC Array 

. ~ " - ~ . ~ 
tt-~ --,.f 
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4 --~-- --... • • ~-- - -- -- - ~ . 
Sun Storfdge D240 Media Tray 
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Sun Storfdge Dtooo Array 

. -

......, --·~ -
- - -: :-.;. .... ·"' .. !I"! 

. . . ~ ... , .. . - l 
. ' . .. i 

- : __ -~-~~- .-__·n ~~L --·~t 
.,,-;- . -..= 

Sun Storfdge Atooo Array 
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Sun Storfdge T3 Array 
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[ Retum to Non Printer Friendly Page ] 

Sun StorEdge[tm] Sl Array: Hardware 
Specifications 

/ Disks 

18GB 
Fujitsu MAN3184MC (18.2GB- 10000 RPM) 
Seagate ST318305LC (18 .2GB- 10000 RPM) 

36GB 
Seagate ST336605LC (36.4GB - 10000 RPM) 
Fujitsu MAN3367MC (36.4GB - 10000 RPM) 

73B I Seagate ST373307LC (73.4GB - 10000 RPM) 

~..,.. acking 
S upports 19-in., 23-in., 24-in., and 600-mm rack configurations, with fixed-rail options 

Standard Interfaces 

Two ports, 160/40 MB/s 

Standard ANSI (X3.131-1994, X3.277-1996, SPI-3X3.252) 
LVD/SE SCSI 

Maximum cable length 12 meters for LVD and 4 meters for SE SCSI 

Direct connect to host on-board SCSI port with no host adapter 

Environment 

AC input voltage 100-240VAC, 47-63Hz 

~,.-DC input voltage 1-48 TO -60 VDC 
-~ -· · - -

~nput power 150W 
~I.Jv li UJILUU, - l'l -

Less than 2A at 1 OOV AC (150W) CPMI ~- CORREIOS 
Input current Less than 4A at -40 VDC (150W) 05 '73 . ~k -·~o 

Heat output 512 BTU/hr """ ,.. ,.. 
Operating: 5° C to 40° C (41 o F to 104° F) L Doe: J o :J u 

T emperature 1 Operating(short term): -5° C to 55° C (23° F to 131 o F) 
Nonoperating: -25° C to 65° C (-13° F to 149° F) 

Operating: 5% to 85% relative humidity, non-condensing 
Humidity 1 Operating(short term): 5% to 95% relative humidity, non-condensing 

Nonoperating: 5% to 95% relative humidity, non-condensing 

I Altitude 
I Operating: O m to 3000 m (O ft. to 10,000 fl.) 
. Nonoperating: O m to 12,000 m (O ft. to 40,000 ft.) 

~ 

\ 
Acoustic noise Operating: 6.0 Bels 1 . , . . 

I . 

I 

I 
I 

I 
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./ 

ldling: 6.0 Bels \ ,:{J" )> 

Seismic Meets GR-63-CORE requirements for earthquake risk zone 4 '· .. .. 

Number o f cords 1 

Plug type - U.S. NEMA 5-15P 

1 - short term is defined as operating 96 consecurtive hours 

Regulations 
Meets or exceeds the following requirements: 

Safety UL/CSA-60950, EN60950, IEC950 CB Scheme with all country deviations 

RFIIEMI 
EN55022/CISPR22 Class B, FCC CFR47 Part 15 Class B, EN61000-3-2, EN61000-3-3, 
EN 300 386 V1.2.1 (2000-03) - Telecom Center Only 

Immunity EN55024, EN 300 386 V1.2.1 (2000-03) - Telecom Center Only 
v 
~ .;lcordia NEBS GR-63-CORE, GR-1089-CORE, SR-3580 Level-3 

Regulatory CE, FCC, ICES-003, C-tick, VCCI, GOST-R, BSMI, EK, UL/cUL, TUV-GS 
Markings 

Telcordia NEBS Level-3 

Dimensions and \Veights 

Height 44 mm (1.73 in.) 

Width 436 mm (17.16 in.) 

Depth '+.JO uuu (17.71 in.) 

Weight 
5.9 kg (13 lb.) without drives 
8.8 kg (19.4 lb.) with drives 

I A ,€NTION: THE SUN SYSTEM HANDBOOK ANO THE MATERIALS CONTAINED THEREIN, IN ELECTRONIC OR HARDCOPY FORM, ARE SUBJECT TO 
THE FOLLOWING TERMS ANO TO THE TERMS OF USE APPEARING ON SUN.COM. These materiais are not for resa ie, in whoie or in part. This product is protected by 
copyright. No part o f these materiais may be reproduced in any form by any means without prior authorization o f Sun and its licensors, i f any. DOCUMENTA TION IS 
PROVIDED "AS IS" ANO ALL EXPRESS OR IMPLIEO CONDITIONS, REPRESENTATIONS ANO WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH 
DISCLAIMERS ARE HELO TO BE LEGALL Y INV ALIO. 

- v -
CPMI ·"-· CORREIOS 

FI ·No Ü 5 { L1 
S . J 0 9 6 

\. 
Doe:_-..-__ _ ,__ __ _,_ ____ _ 
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Sun Documentation on the Web 
The does . sun. comsm web si te enables you to access Sun technical 
documentation on the Web. You can browse the does. sun. com archive 
or search for a specific book title or subject at: 

http://docs.sun.com 

Sun Welcomes Your Comments 
We are interested in improving our documentation and welcome your 
comments and suggestions. You can email your comments to us at: 

docfeedback@sun.com 

Please include the part number of the document in the subject line of 
your email. 
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Disk Drive Installation 
For information on how to install your disk drive, refer to your system or 
drive enclosure documentation. 

See "Sun Documentation on the Web" on the back page i f you need to 
order any documentation. 

Drive Specifications 

Power Requirements 

Activity 

Motor start 

Max O perating (Random !Os) 

Idle 

Physical Characteristics 

Height 

1.00 in 

25 .4 m m 

Width 

4 in 

101.6 mm 

+5 voe (±5%) +12 voe (±7%) 

l.OA 2.5A 

1.3A 

l.OA 

Oepth 

5.75 in 

146 mm 

1.6A 

0.8A 

Weight 

1.3lb 

0.6 kg 

Performance 

Attribute 

Capacity, formatted 

Seek times (read / write) 

Single track seek 

Average seek 

Maximum seek 

Rotational latency 

Maximum 

Average 

HDA data transfer rate 

Disk to read buffer 

Interface transfer rate 

Synchronous 

Asynchronous 

Start/stop 

Power up to ready 

Spin down 

Value 

36,420,074,496 bytes minimum 
71,132,958 blocks 
(512 bytes per sector) 

0.7msec I 0.9 msec 

5.6 msec I 6.0 msec 

10.0 msec I 10.5 msec 

5.99 msec (10,025 rpm) 

2.99 msec 

35.0 Mbytes per sec minimum 

narrow I wide I ultra / LVD 

I O to 160 Mbytes per sec 

5 to 20 Mbytes per sec 

30 sec typical 

30 sec typical 

..• ~,.;·~ - -
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The versatile, high-speed adapte r for reliable 
LAN and storage connectivity. 

+sun. 
microsystems 

Sun'M Dual Fast Ethernet + Dual SCSI PCI Adapter 

Purchase these products 

from the Sun"Store, 

sun.com/store 
or contact an authorized 

Sun reseller near you. 

Today 's enterprise and Internet data 

center environments demand high-speed, 

high-density, affordable solutions for 

attaching to both LAN environments and 

storage devices . And Sun meets that 

demand with the Sun· Dual Fast Ethernet + 

Dual SCSI PCI adapte r. The adapter fea­

tures four ports on a single, full-size PCI 

card -two FastEthernet ports for LAN 

connectivity and two Ultra SCSI-2 ports 

for attaching to SCSI-2 compliant periph­

erals-which saves valuable slots and 

lowers cost of ownership by simplifying 

service and support. Plus, the Sun Dual Fast 

Ethern et +Dual SCSI PCI adapter supports 

universal PCI powering environments, 

features 64-bit ASICs for improved bus oper­

ation , and accommodates single-ended 

and low-voltage differential signaling­

for an extremely versatile solution. And 

its auto-negotiation capabilities provide 

backward compatibil ity with 10-BaseT 

Ethernet environments, for outstanding 

investment protection. 
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SUN DUAL FAST ETHERNET + DUAL SCSI PCI ADAPTER 

Enterprises and Inte rnet data ce nters a like look to Sun to prov ide hi gh-performance, 

versat ile, high ly reliable networking solut ions. The Sun Dua l Fast Ethernet +D ual SCS I 

PC I adapte r de live rs two FastEt hernet ports and two SCSI po rts on a sing le PCI ca rd - for 

re liab le performance with mi ni mal dow nt ime and lower tota l cost of ownership. 

SUN DUAL FAST ETHERNET + DUAL SCSI PCI ADAPTER SPECIFICATIONS 

PERFORMANCE 
PCI clock 
PCI data bursl 
transfer rale 

Maxi mum 33/66 MHz 

Up lo 64-byte bursts 

SCSI synchronous 
lransfer rale 

8o MB/sec. 

SCSI asynchronous 
transfer rate 
Transter size 

Maxi mum 12 M8/sec. (16-bit) 
_____ Maxj(I1 U~ M~{s~c. (8-bi t) 

~a~~u~GB _____ _ 

PCI data/address !ines All_31:_(l_o~~~3-(l_ .. 
i CI modes _ _!!1a s!_•!!~·~- _________ _ 
SCSI interface Single-e nded (SE) 
---- - - __ -~ Voltag e_Di!f!r~ll__lialj!li_D_L _ ____ _ 

~~~!'!fi_IL_ __ ~------- ---------
SCSI 8-bit bus devices Yes - ----- ------·----
SC5116-bit bus devices Yes ---------
!":S.~.el tr~!er rate __ _IJ_p_!_o_2!) Mb~_c. ________ _ 
100-BaseT transfer rale Up to 100 Mb/sec. 

HARDWARE SUPPORTED 
Servers 

S:.::uc:.n.:.Ul:.:;tra.:.· _____ J0, 6o_,80 __________ _ 

Sun Enterprise· 22oR, 42o R, 2SO, 45o, 28o R, 480R, 88oR, 

E10K, E1'-'5K'-- - - - --
-~E_B!il.~_:_ _______ }OO, 100D_ ___ ___ ___________ _ 

Sun Fire· 4800, 481000,'--'6:::80::0:._ _ ______ _ 
StorEdgc_-_____ _5_1 ___ _______ _ .. _ , _ _ __ 

Periphera_~-- _ _ Ali Sun-su_flporled SCSf-2 devices 

SOFTWARE SUPPORTED 
Operating environmen t 

Firmware 

Diagn_<Jstk 

Solaris Operating EnVIfo nment 8. update 
7 and ~ig her_ 

__ _QpenBoo!J>~OM 3-0 and highcr_ 

_ __?~_nvrs· 4-4 a n~ ~ig~ _ 

POWER REQUI REMENTS 
Power con.2_um~ lion 

\1_~~9~ 

Maxrmum 10W 

3]__\f_and 5_V _ 

DIMENSIONS ANO WEIGHT 
~cngl ~--- _ _ _ _ _ ..]Z.5 mm (6.8 !!!:l ___ _ 
~l_h__ _ __ __!_07 mm 14-l_in.)__ _____ _ 

H E A D Q U A R TE R S SUN MfCROSYSTEMS, INC., 901 SAN ANTONIO ROAD, PALO ALTO , CA 94303 ·4900 USA 
PHONE: 65 0 960-1300 aR Boo 555·9SUN INTERNET: www.sun .com 

SALES OFFICES 

Back 
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Sun StorEdge"" 

Complete Storage Solut ions 

Sun StorEdgeM 2Gb PCI Single 
and Dual Fibre Channel Network 
Host Bus Adapter (HBA) 

Product Brief 

The Sun StorEdge~ 2Gb PCI Single and Dual Fibre Channel Network Host Bus Adapte r 

(HBA) has been optimized for peak performance and real-world scalability in storage 

area networks (SANs). Engineered for maximum bandwidth, our HBA eliminates 

host bus bottlenecks that may impede the high-performance of 2Gb Fibre Channel 

and creates a balanced solution. With support for multiple protocols- SCSI, IP, 

and FC-Tape-our HBA is optimized for high-speed data movement and system man­

agement, providing the flexibility needed to run complex storage networks. Sun 

StorEdge~ Traffic Manager software helps dramatically simplify administration by 

providing superior SAN-wide failover and load balancing between HBAs to improve 

availability and address storage growth without adding complexity. 

Sun StorEdge Complete Storage Solutions-providing you with comprehensive 

hardware, software, and services to solve your business challenges enterprise-wide. 

ec-~pecifications 

Fibre Channel chip Qlogic /SP2312A (single-port card) 
__ gLogic _ISP2_3_42A Ldual:Port cardl_ 

RAM (per Fibre Channel port) __ 2=-56_K_B ________ _ 

Onboard intelligence Single chip engine includes enhanced RISC 
processar, Fibre Channel Protocol manager, PC/ 
DMA controller, 2 Gb transceivers, and on-chip 
frame buffers. 

Topology 

Fabric support 

Class of service 

Transfers 

Protocols 

Host bus 

FC data transfers 

FC-AL, Point-to-Point, Fabric 

F-Port 

Class 3 

Full Duplex in point-to-point and fabric 
topolofl!~s. 

SCSI, FCP2 (FC-T<!pe), IP 

Conforms to PC/-X Specification 1.0 and PC/ Local 
Bus Specifi~ation 2.2. 

Up to 400 MB/sec per channel with Full Duplex. 

Power Co_!lsumption 

SingJe~~a~_~l ~C.!_ __ 
Dual-channel PC/ 

Form Factor - ----- --- --
5tandard half card PC/ 
3U compact PC/ 

Environment 
Operating 

Nonoperating 

Host Software 
Software drivers 

~~\ 
~ ", l . > ~ 

\"\_~ 
\. -

On the Web I www.sun .toQ1/storag e _ 

High data transfer rate 

Su pports up to 400 MB/sec Fibre Chan nel 

data transfer rates in Full Duplex mode. 

Choice of models 

Single- and Multi-channel models. 

Hands-off management 

Automatically negotiates Fibre Channel 

bit rate (1 or 2Gb). 

Complete compatibility 

Backwards compatible wit h standa rd 

< 6 Watts 
< 12 Watts 

6.875" X 4.200" 

CPMI · CORREIOS 

Fls . No 05_79 
-- 3-6-9--6-

Doe: - ------

-- ---- -·--·-·----------
6.600" X 2.536" 

0° C to 55° C (32° F to 131 o F) 
5% to 90% ~e lative huf11_idity, noncondensing 

-20° C to 65° C (-40° F to 149° F) 
o% to 95% relative humidity, noncondensing 

PC I: Sun StorEdge Network Foundation Software 6.0 

I 
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Document ID: ID41665 
Synopsis: Sun[TM] GigaSwift Gigabit Ethemet Adapters- Further Information 

Descdption Top 

Document Body Top 

GigaSwift Gigabit Ethernet Further Information 

• Gigabit Ethemet is the IEEE standard for Ethemet with 1000 Mbit/s. 

• Full Duplex operation allows simultaneous traffic in each direction, so the aggregate bandwidth is 2GBit/s. 

• GigaSwift is the third generation o f Sun gigabit ethemet products. 

• It operates on both, fiber and copper cable. 

• GigaSwift supports VLANs, it can decode VLAN tagged packets 

• Older products are Gigabit Ethemet l.x (vge) and Gigabit Ethemet 2.x/3.x (ge). 

• Purpose 

o provide a "big pipe" for server connections to many clients or to backup systems. 

o provide services to different VLANS over one interface. GigaSwift can decode VLAN tagged packets. 

o Hardware TCPIUDP checksum generation, packet parsing and interrupt coalescing reduce CPU 
processing for increased server efficiency 

o Additionally, the SunSwitch is available. 

"" Common Standards 

o IP V ersions 4 and 6 

o IEEE 802.1d- Quality of Service 

o IEEE 802.lp- Priority Tagging 

o IEEE 802.1q- VLAN Tagging 

o IEEE 802.3ab - IOOOBase-TX over Category 5 UTP copper cable. 

o IEEE 802.3u - Fast Ethemet including Autonegotiation (1 OOMbit/s) 

o IEEE 802.3z - IOOOBase-SX overFiber 

o IEEE 802.3x- Ethemet Flow Control (sender and receiver side) 

o Hardware Details 

-no-s-ne-o3t2005 -e r 
G.PM I · CORREIOS 

05 80 
Fls. N° ___ -=--_ 

3696 
Doe: - ----
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• UTPNIC 

• Dynamic Reconfiguration and redundancy/failover support 

• 6.8inch x 4.2 inch short card 

• Load balancing for received packets among multiple CPUs 

• Does not support 1000 Mbit/s half duplex support (normally not needed) 

! / ~J~\ 
\ \,'\,) > 
\ ·v 

· .. 

• Hardware TCPIUDP checksum generation, packet parsing and interrupt coalescing reduce 
CPU processing for increased server efficiency 

• Sun developed ASIC and Adapter 

• Standards our NIC applies to 

• IEEE 802.3ab (UTP NIC), 802.3z (FiberNIC), 802.3u, 802.3x, 802.1q, 802.lp, 
802.1d 

• special SNMP MIB 

• IPv4 and IPv6 support 

• PCI 2.2 33/66 MHz, 32 or 64 bit bus master 

• Abbreviations/ Acronyms 

Versions 

o IEEE- Institute ofElectrical and Electronics Engineers, Inc., standardizes Ethemet 

o Jumbo Frame- An Ethemet frame which is larger than 1518 bytes (9K bytes). 

o NIC- Network Interface Card 

o VLAN - Virtual LAN, the ability to have severa! independent net segments within one hardware. 

o LAN- Local Area Network, network which is geographically limited (typically to a 1 km radius, e.g. 
within a building) 

r-· ----~-- - -.- • -- . • . - • I 

• Hardw are KU.J [l VJ/ l 01J J • 1_,1\1 . 

CPMI . CORREIOS 
·-

o A vailable Hardware Versions 05 81 Fls :· N° 

Table 1. Hardware 
3696 

Óoc: lv ersion jiMkt Part#ll li Part# Comment --····-.. ·--···- ·----
li. o llxiiSOA llsol-5902j jPCI copper UTP Adapter } !Lo llxl151A I IPCI Multimode Fiber Adapter 

li. o IIX1261A llsol -5523 ilcPCI 3U Multimode Fiber Adapter ., ,. o .' .. 
11 11 11 I '-

J... u~ -tt co .. ncnhrp <:nn r nm/nnh-c!!i/retrieve.ol ?tvpe=O&doc=finfodoc%2F41665&display=plain 22/07/2003 
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!Lo IIX2222A llso1-57271!10o Mbit/s dual UTP/SCSI PCI Combol 

!Lo IIA37 llso1 -5819IISunFire V480 On-board 1000 Mbit/s I 
o How to Determine Hardware Version prtconf -pv I grep SUNW,pci-ce 

• Software 

o Packages 

• SUNWced- Sun GigaSwift Ethemet Adapter (32-bit Driver) 

• SUNWcedx - Sun GigaSwift Ethemet Adapter (64-bit Driver) 

• SUNW C( Sun GigaSwift Ethemet Adapter Driver Headers ...._ 

• SUNWcem- Sun GigaSwift Ethemet Adapter Driver Man Pages 

• SUNWcea- Sun GigaSwift Ethemet Adapter Driver 32 bit adb Macros 

• SUNWceax- Sun GigaSwift Ethemet Adapter Driver 64 bit adb Macros 

• SUNWvld- VLAN utility routines (32-bit, for 5.8) 

• SUNWvldx- VLAN utility routines (64-bit, for 5.8) 

• SUNWvldx- VLAN utility headers (for 5.8) 

o How to Determine Product Version Number: pkginfo -1 SUNWced I grep VERSION 

o How to Determine Driver Version Number: modinfo I grep CE or strings /kemel/drv/ce I grep CE or 
strings /platforrn!sun4u/kemel/drv/ce I grep CE 

• Driver Versions Table 

;fable 2. Driver Versions 

!v ersionllcomment/ A vailability I 
IL87 · 11GigaSwift 1.0 CD Part# 704-7117-10 (Jan.Ol) I 

11.105 llsolaris 8 4/01 I 
11.109 llsolaris 8 10/01, GigaSwift l.Ou1 CD (Nov.Ol)l 

jLI15 llsolaris 9 FCS I 

Compatibility 

• Hardware Compatibility 

Table 3. Hardware Compatibility 

5- Ct~ · 
CPMI · CORREIOS 

05 C; ') 
Fls . N° · ~ êJ ç..,; 

Doe: 

3 696 
-----

· · : ~i 
'- ~· .. 

lsupported Architecture llmax # of cardsi!CommentiDI 11.___ _____ ...., ___ ___,
1 

jUTP IIFiber llcPCIIICombol 
~-------111~======~11 I ~~--------~, 

._ ... . · 
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lultra 5,10 li I li I I 
lultra 60, E250 li I li I I 
!ultra 80 li I 112 I 

IE 220R 112 li I I 
jE280R, E420, E450 112 112 I 
j3x00-6x00 112 114 I 
jEIOK iiTBD llx I 
jNetra 20 llx I 
jNetra tl I jx I 
INetra t 112x li I li I I 
jNetra t 140x, AC/DC200 I! I I 
jBlade 100 li I li I I 

fl: j 
jBlade 1000 112 112 I 
jV480 llx llx I 
jV880 114 114 I 
jF 3800 I D 
jF 48x0,6800 llx llx ID 
jFI2k,15k 116 llx I 

Key: 
X - supported , max Number o f c ards not yet d e fine d . 
recommend ed CPU power: 

lsystems without graphic ~~rd I~ 

juse shielded UTP cable I 

jcPCI X1261A, only I 

S OO MHz per adapter, with a mi n i mum o f one 167MHz t o handle int e rrup t s. For max thr oughpt 

• Software Compatibility Matrix A complete list o f patches can be found on sunsolve.sun.com 

Table 4. Software Compatibility 

jProduct V ersionj 

/ jo1s 1! 1.o I 
~~NIS 
[i]jNIS 

[DINIS 

j2 .s .111NIS 

[~]112327-NN 

CPMI . CORREI~S 
(}5 8 a 

Fls. No _ _ _ _ 

j7*32jj ii2327-NN 

j7*64lj ii2327-NN 

Dlt11883-NN 

EJixxxxxx-NN 

Ke y : 
N/ S - Product not s upported on this OS A 
N/ P - No patch applicab l e for this OS 

N/ A - Not Av ai l able ··~· ~2 
7 *32 - Solaris 7 - 32 bit kernel ~ -

~ 
,_ .. __ · 11 - -- --~ 1 .,~ -,~ ,.. ,....,.., f .... "kr a i lr Ptri PvP. nl?tvne=O&doc=finfodoc%2F41665&display=plain 22/07/2003 
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7*64 - Solaris 7 - 64 bit kernel 
xxxxxx -NN means there is no patch for this v ersion yet 

Installation/Configuration Details 

• Cabling 

o Fiber cable: Multimode Fiber 62.5um (max 260m) or 50um (max 550m), SC connector Part numbers : 
2m- 537-1004, 5m- 537-1020, 15m 537-1006 

o Copper cable: Category 5, tested for Gigabit connections, max 1OOm, RJ45 connector 

• Configuration Files Location 

o /etc/hostname.ce<instance number> - IPv4 address and interface config 

o /etc/hostname6.ce<instance number> - IPv6 address and interface config, Solaris 8 

o /etc/hostname.ce<vlan-tag><instance number> - VLAN interface config, IPv4 (for 5.8) 

o /etc/hostname6.ce<vlan-tag><instance number> - VLAN interface config, IPv6 (for 5.8) 

o /kerneVdrv/ce.conf- can be used for Operational Mode parameter settings 

o /etc/system- can be used for Operational Mode parameter settings 

o /etc/path_to_inst- automatically generated to map hardware and driver 

• Important configuration commands (short overview) 

o ifconfig - configure IP interface online 

o eeprom local-mac-address?=true- use unique onboard ethemet address 

e o /usr/sbin/ndd -set /dev/ce- change Operational Mode parameters online 

• More config tips 

o Use S68net-tune script to change Operational Mode parameters. 

• Config file examples ~~~~~e· s~ 

o /etc/system can NOT be used 

o /etc/path_to_inst is generated on boot -r to map hardware and driver 

path 

# grep ce / etc / path_to_inst 
" / pci@lf,2000 / pci@l / network@0" O "ce" 

o /etc/hostname.ce<vlan-tag><instance number> - VLAN interface config 

cPMI · ocs~4,os 
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• VLAN packages are available for SunOS 5.8, only 

• The hostname in this file should be found in /etc/hosts 

• The VLAN tag must be the same on the link partner side (switch, other system) 

instance # (last 3 digits, value=O -> uses ceO interface) 

I/I 
/etc / hostname . ce123000 

11 1 
VLAN tag (digit 4 and higher, value=123) 

VLAN 

# cat /etc / hostname.ce1000 
lab058-enet11 
# grep lab058-enet11 /etc/hosts 
172.16.24.58 lab058-enet11 e C labo58# ifconfig ce1ooo 

• Configure Ethemet Flow Control (802.3x) 

e c 

FAQ 

o Check out User's Guide Chapter 4, Configuring Driver Parameter- Flow Control Parameters. 

o use ndd command to enable sending and receiving ofpause frames 

NDD 

# ndd -set /dev/ce adv_pause_cap 1 
# ndd -set /dev/ce adv_autoneg_cap O 

o enable sending and receiving ofpause frames on the other side (switch) 

Pause Frames 

cat5500> (enable) set port flowcontrol 8/5 send on (Example for a Cisco Cataly~ 
Port 8/5 flow control send administration status set to on 
(port will send flowcontrol to far end) 
cat5500> (enable) set port flowcontrol 8/5 receive on 
Port 8/5 flow control receive administration status set to on 
(port will require far end to send flowcontrol) 

o check ( on both sides) i f setting was successful and is used 

Setting 

# kstat -p ce I grep link I grep pause 
ce:O:ceO:link_asmpause O 
ce:O:ceO:link_pause 1 

CPMI - CORREIOS I 

Fls. No Ü 58 5 

:S69Ó 
Doe: - --- --

o if setting was not successful, try to unplug/replug the cable or to disable/enable autonegotiation. 

o Use boot script to set parameters while booting. 

' u - - " - -- -- - -' ··- -· ·- ~~~ J~ .. h " "; Jr,tr;"" P nl?tvnP=0~rlnr.=fínfodoc%2F41665&display=plain 22/07/2003 
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1. What can I do when the link does not come up? 

o Check Operational Mode settings (see below) and Hardware, see Troubleshooting) 

2. How do I see the actual Operational Mode settings? 

o Check link _ parameters of netstat -k ce[your_interface.number] 

• link_up- O down, 1 up 

• link_speed- speed in Mbit/s 

• link _ duplex - 1 half duplex, 2 full duplex, O down 

This parameters must show the same values on both sides. If not, Autonegotiation does not 
work. 

.._ What can I do when Autonegotiation does not work ? 

o Y ou can disable Autonegotiation and set the correct Operational Mode values yourself on both sides. 
This is called "Forced Mode". 

4. How do I disable Autonegotiation ? 

o Use S68net-tune script to change Operational Mode parameters or ndd -set /dev/ce, see 
Troubleshooting 

5. Is it OK ifall MAC addresses are the same? 

o In most modem networks, this will cause problems. (packet loss, low performance) To avoid this set 
eeprom local-mac-address\?=true and reboot. 

6. The Link does not come up or has problems when connected to Cisco switch 

o Some Cisco switches ( e.g. Catalyst 6500) have Autonegotiation disabled by default. This is not 
according to the IEEE 802.3z standard. To get the connection running, set both sides either to forced 
1000 Mbit/s Full Duplex or enable Autonegotiation on the switch. 

7. Does c e support Jumbo Frames ? 

o This feature can be implemented in the ce driver on request within a Sun Professional Services project. 
Such a driver will not be supported through the usual support channels. 

8. Can I boot over gigabit ethernet? 

o Yes. Use the ce device path to boot. Autonegotiation to the link partner (switch) must be enabled and 
working, since you can not play with operational modes ofthe NIC in boot prom. To boot correctly, 
the SUNW c e* packages must be installed on the boot server. That means, the boot image as well as 
the install base directory must contain the ge driver. --·--·-·-- - ---- _ ·--: 

Driver 

{ o} ok show-nets 

Doe: 
La . . . "-----~ T .. ~ mm <- ArYl /nnh-rai /n~tri P.ve.nl?tvoe=O&doc=finfodoc%2F41665&display=pl --_-_--_"'22"""/JX""J_ 003 
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a) /pci©lf,4000/pci©2/network©O 

q) NO SELECTION 
Enter Selection, q to quit : a 
a) / pci©lf,4000/pci©2/network©O has been selected. 
Type AY ( Control-Y ) to insert it in the command line ... 
{o} ok boot /pci©lf,4000/pci©2/network@O 

1. How do I see the Operational Mode settings ? 

o The driver distinguishes between 4 types o f settings : 

• "advertized" - configurable Operational Mode parameters, will be used on next negotiation. 
Use show _ ce.sh or ndd /dev/ce to read this driver parameters. To select the interface you want to 
check, use ndd -set /dev/ce instance [your_interface.number] The parameter names begin with 
adv 

• "capabilities"- the hardware capabilities. The settings can be read with netstat -k ce 
[your_interface.number]. The parameter names begin with cap_. 

• "link partner capabilities" - the settings as the link partner reported them. Invalid when 
Autonegotiation was off on one side. The settings can be read with netstat -k ce 
[your _interface.number] The parameter names begin with lp _ cap _. 

• "actual mode" - the actual used parameters. link_ parameters ofnetstat -k ce 
[your _ interface.number] 

2. How can I find out the current PCI bus speed? 

o Type /usr/platforrnl[platform]/sbin and locate SUNW,pci-ce 

Bus Speed 

========================= ro Cards ========================= 

CPMI . CORREIOS 

Fls . N° O 5 87 
Bus Freq 

Brd Type MHz Slot Name Model 

SYS PCI 66 2 pciclass,020000 SUNW,pci-ce 

Information Gathering 

Things to get: 

Do you suspect a problem concerning Gigabit Ethernet or IP ? 

network topology plan 

The other side: link partner 

Sun System (*) 

card vers ion ? (*) 

Software Version (*) 

Doe: 3 Ó 9 6 :A 

Comment: 

If IP, the GBE part may not l 

What is connected to what? (c 

e.g. Sun, repeater, switch (t 

machine type 

try prtconf -pv I grep SUNW,f 

pkginfo 

~ 
-1 SUNWced I grep VEF 

· ~6 
~ '~ \j' 
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Are recommended patches installed ? (*) 

connection completely down or is some traffic possible ? 

Did it work once ? 

Página 9 de 13 
_/ .... .. . ·· 

.... -- -~ - -~-. .......... 

YES - Are there changes in Sv 

NO - Is it an installation/cc 

Are there error messages ? (*)/var/adm/messages, /var/log/syslog 

Does netstat -k ce[if#] show any errors? (*) ierrors oerrors late coll 

Config Files: /etc/hostname.ce*(*), /kernel/drv/ce.conf, /etc/system 

IP config (*) ifconfig -a; netstat -rvpn 

Things to try: 

Unique MAC addresses? (*) in most cases eeprom local-n 

Operational Mode configuration (*) See FAQ 

Operational Mode config of the link partner See FAQ 

Snoop suspected interface e.g. snoop -d ce[if#] -o ce. 

What do the LEDs on the Board show ? 

hardware test See Troubleshooting 

«:' information needed to assign to the next levei of support: 

o Short failure description including error or waming messages 
CPMI . CORREIOS 

NJ) 58 8 
Fls . 

o Short customer situation including timeframes and business impact 

o Platform, part# and revision ofNIC, used SBUSor PCI slot (if obtainable) 

o Special commands (se e above, i f no explorer is available) 3696 Doe: ____ _ 

o Special commands (see above, information is not collected by explorer) 

o Explorer output ( or path to location) 

o Product gather output ( or path to location) 

o Network overview (detailed sketch, cable lengths 

,_ .. __ · ''-.. "'- ~ 1" 0 ~"" ror.m lnnh-r. ai /rP.triP.v~ nl?tvne=O&doc=finfodoc%2F41665&display=plain 22/07/2003 
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~ '·,'., 

. -~> o Where is a test machine connected ( e.g. a "slow" client) ? 

o Short description ofyour measures to find and solve the problem before the handover 
\ \ ~ 

o Use handover template to assign to next levei 

Installation/De-installation 

• Installation 

o Hardware 

• Cabling: 

• Copper: max. 100m Category 5 (or better) Unshielded Twisted Pair (UTP), RJ-45 Plug. 

ec • Fiber: Multimode Fiber: max 260 62.5u or max 500m SOu, SC-Plug 

o Software 

• sample installlog 

• De-Installation 

o remove the packets, delete the config files, remove entries from /etc/hosts, etc., remove the card(s) 

Troubleshooting 

• Troubleshooting Info 

o Check LED state 

• PCI cards: 

e c Table 5. PCI cards 

I La bel llcolourll Meaning llsourcel 

jLINK QUALITYI!Purple I!Gigabit link quality goodi!PHY I 
IIOOOX I!Green IILink IGbit/s up IIPHY I 
jiOOX I!Green IILink 1 OOMbit/s up IIPHY I 
jiOX I!Green IILink 1 OMbit/s up IIPHY I 
jFDX I!Green IIFull Duplex Mode IIPHY I 
jFDX lloff IIHalfDuplex Mode IIPHY I 
jTX I!Green IIPHY Transmitting Data IIPHY I 
IRX i!Green IIPHY Receiving Data IIPHY I 
jTXM i!Green //MAC Transmitting Data IIMAC I 
jRXM I!Green IIMAC Receiving Data liMA C I 

• compact PCI cards: 

CPMI . CORREIOS 

\h q {\ 
. Fls. No (~ ~)~ 

3696 -Doe: ____ _ 
~---··-· _ _.___... .... 
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Table 6. PCI Cards 

I Label llcolourll Meaning llsourcel 

jHOT SW APl!Biue IIHot swap possiblel 

o Check Hardware on BootProm (ifthe Cable is connected properly) 

BootProm 

{o} ok setenv auto-boot? false necessary, if it was set to true 
{o} ok reset all 
{o} ok show-nets 
a) /pci®lf,4000/pf®5 
b) /pci®lf,4000/network®l,l 
c) /pci®lf,4000/pci®2/network®O 
q) NO SELECTION 
Enter Selection, q to quit: c 
/pci®lf ,4000 /pci®2/network®O has been selected. 
Type AY ( Control-Y ) to insert it in the command line. 
e.g. ok nvalias mydev AY 

for creating devalias mydev for 
/pci®lf,4000 /pci®2/ne t work®O 
{o} ok test /pci®lf,4000/pci®2/network®O (you can use AY for the path) 
Testing /pci®lf,4000/pci®2/network®O 
Internal loopback test -- succeeded. 
Link is -- up 
{o} ok watch-net /pci®lf ,4000/pci®2/network®O 
Internal loopback test -- succeeded. 
Transceiver check -- passed 
Looking for Ethernet Packets. 
'.' is a Good Packet. ' X' is a Bad Packet. 
Type any key to stop . 
. . . . . . . Ac 
{o} ok setenv auto-boot? true necessary, if it was set to true before 
{o} ok 

o Error Messages 

Página 11 de 13 

'· 

• /var/adrn/messages: W ARNING: ceü: xcvr addr:Oxül - link down- physical connection cut, 
link partner down or Autonegotiation failed 

o Traces/Commands 
CPMI · CORREIOS 

• netstat -k geü shows error statistics counters. Check the most important oFl~~: No o5 ro 
-----

• ierrors - should be smaller than 1% o f ipackets 

• oerrors - should be smaller than 1% of opackets 
Doe: ------

• late_ collisions - Wrong Operational Mode settings or i Ilegal network diameter 

• crc _ err, code _ violations - Corrupted incomig packets, should be smaller than 1% o f 
ipackets 

• code _ violations - Corrupted incomig packets, should be smaller than 1% o f ipackets 

• Force Operational Mode when Autonegotiation fails: To select the 1ce you want toc~ange, 

'· ~· · '' ~· ·-~- '' '" " "" co~ /nn h.c a; /cetri eve n I ?tvne~O&doc~finfodoc%2F 4166 5 &display~ lain ~7 /2 003 
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.' ~ ', 

use ndd -set /dev/ce instance [your_interface.number]. Then ndd -set /dev/ce to se~ ' 
"advertized" ( adv _) values. link_master must be O on one side and 1 on the other~itc:hes use 
1, default for our card is O. ~ 

..........., 

Interface number 

example : forc e d 1000 Mbit / s on an UTP 
# ndd -set / dev/ ce instance O < - - settings for ceO 
# ndd -set / dev / ce link master O <-- for switch connection 
# ndd -set / dev/ ce adv_ lOOOfdx_cap 1 
# ndd - set /dev/ce adv 1000hdx_cap O 
# ndd -set /dev/ce adv_100fdx_cap O 
# ndd -set / dev/ ce adv_100hdx_cap o 
# ndd -set /dev/ce adv_10fdx_cap O 
# ndd -set /dev/ce adv_lOhdx_cap O 
# ndd -set / dev/ ce adv_autoneg_cap O 

Sometimes you must unplug and replug the connector to initialize Autonegotiation. 

• Performance Tuning Hints 

o use a 66MHz, 64 bit PCI slot. 

o Select a slot that does not share bus bandwidth with other slots. 

o 4x 300 MHz CPUs needed for maximum performance. 

o For PCI performance, use Solaris 2.6 5/98 or later. 

• T est Results 

o Tolly Group Test on a e6.5k/400MHz stated: 

e c • 940 Mbit/s unidirectional traffic, download (Solaris 8) 

• 925 Mbit/s unidirectional traffic, download (Solaris 7) 

• 848 Mbit/s bidirectional traffic (Solaris 7) 

o Performance should be measured with several ttcp streams. 
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• Other Important Links 

o GigaSwift on www.sun.com 

o Product Photos 
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CHAPTER 5 

System Components 

The sections in this chapter describes the major components used in the Sun Fire 
15K/ 12K systems (FIGURE 5-1) . 

• Section 5.1 "Cabinets" on page 5-2 
• Section 5.2 "Centerplanes" on page 5-4 
• Section 5.3 "System Boards" on page 5-6 
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5.1 Cabinets 
The Sun Fire 15K/ 12K systems can consist of two or more air-cooled cabinets: a 
system cabinet and one or more customer-selected I/ 0 expansion racks (FIGURE S-2). 
The system cabinet includes the CPU /Memory and system contrai peripherals, such 

as PCis. 

FrameManager and Extension 
or TopCap and Extension 

(FrameManager shown) 
4 fan trays 

(12 fans eaeh) 

Slot O (top) CPU boards 
Slot O board sets : 

9 system boards and 
1 eontrol board set 

Slot 1 (bottom) boards 
(hsPCI and MaxCPU) 

OVD-ROM , tape drive , 
hard drive peripherals 

4 tan trays 
(12 fans eaeh) 

Air inlet 

Circuit breakers 

4 kWVAC 
to 48 voe 

power supplies 

FIGURE 5-2 Sun Fire 15K/ 
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5.1.1 

5.1.2 

The system cabinet is configured with a full complernent of eight fan trays, six bulk 
power supplies, and two System Control board sets, which perforrn RAS services . 
(See Section 5.3.2 "Controller Board Set" on page 5-11.) 

In the Sun Fire 15K system, up to 18 system board sets can be configured to 
determine the number of CPUs and the amount of memory per system. In the Sun 
Fire 12K system, up to 9 system board sets can be configured to determine the 
number of CPUs and the amount of rnernory per system. (See Section 5.3.1 "System 
Board Set" on page 5-7.) 

A fully loaded Sun Fire 15K system cabinet weighs 2,467.8 lbs (1,121.7 kg) . A fully 
loaded Sun Fire 12K system cabinet weighs 2141.0 lbs (987.0 kg) . 

System Power 
The Sun Fire 15K systems run 200-240 VAC, single-phase power with a frequency of 
47 to 63 Hz. The system cabinets require twelve 30-arnp circuits, which are usually 
connected to two separa te power sources. In North America and J apan, the si te 
power receptacles are NEMA L6-30P; otherwise, they are IEC 309. The power cables 
that go between the system and the facility power receptacles are supplied with the 
system. 

The system cabinets use six dual-input 4 kW dual AC-DC bulk power supplies. Two 
power cables go to each supply. These supplies convert the input power to 48 VDC. 
These systems can run with a failed bulk power supply, and the bulk power supplies 
can be replaced while the system is in operation. 

Power is distributed to the individual boards through separate DC circuit breakers. 
Each board has its own on-board voltage converters, which transforrn 48 VDC to the 
leveis required by the on-board logic cornponents. Failure of a DC-to-DC converter 
affects only that particular system board. 

System Cooling 
The only operating environrnent lirnitations of the Sun Fire 15K/12K systerns are: 

• Temperature: 50-90 op (10-35 °C) 

• Humidity: 20%-80% 

• Altitude: up to 10,000 ft (3,048 rn) 

The fully loaded systems draw 24 kW of power and have an air-conditioning load of 
approxirnately 77,860 BTU /hour for the Sun Fire 15K systern and approxirnately 
36,570 BTU /hrs for the Sun Fire 12K systern. Srnaller configurations draw less 
power. 
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5.2 

For singie Sun Fire lSK system or single Sun Fire 12K system heat dissipation, each 
system needs perforated tiles under the unit. Each tiie needs to be capabie of 
delivering 600 cubic feet per minute of cooling air. Rows of fully loaded system 
cabinets can be located adjacent to each other. Refer to the Sun Fire 15K/12K Systems 
Site Planning Cuide for further detaiis. 

The air goes in through air iniets in the bottom, front, and back of the system cabinet 
and out through the top . Four fan trays are located above the system boards, and 
four are Iocated below. The fans have three speeds that normally run at high speed. 
If any of the components get toa hot, the fans are switched to super-high speed. The 
system is capabie of running with a faiied fan, and the fan trays can be hot-swapped 
while the system is running. 

Centerplanes 
FIGURE 5-3 shows how the boards and fan trays on one side of a Sun Fire 15K/12K 
systems connect into the fan backpiane, the power centerpiane, and the Sun 
Firepiane interconnect. 

A siot O board and a siot 1 board connect into a system carrier piate with an 
expander board, which in turn connects into the Sun Firepiane interconnect. This 
unit is called a board set. (See Section 5.3 "System Boards" on page S-6.} 

Nine system board sets connect into each side of the Sun Fireplane interconnect with 
a system carrier plate and the expander, siot O through 8 (front side) and siot 9 
through 17 (rear side) of the Sun Fire lSK system. Nine system board sets connect 
into the front side of the Sun Firepiane interconnect with a system carrier piate and 
an expander, slot O through 8 and nine CPU and I/0 filler paneis slide into siot 9 
through 17 (rear side) of the Sun Fire 12K system. Two system controller board sets 
(System Contrai board and Systern Control peripherai board) connect into each side 
of the Sun Firepiane interconnect with the system contrai carrier pia te and the 
centerpiane support board, siot SCO (front side) and siot SC1 (rear side). Power is 
distributed to all board sets through the power centerpiane which is Iocated beneath 
the Sun Firepiane interconnect. 

The Sun Firepiane interconnect has two dedicated siots (both on the right side, front 
and rear) for the system controller board sets. These board sets contain power, clock, 
and JTAG support for the Sun Firepiane interconnect ASICs and hoid the Systern 
Control boards and their associated peripherais (DVD-ROM, tape drive, and hard 
drive). 

Four fan backplanes are mounted above the Sun Fireplane interconnect, and four are 
mounted below the power centerpiane, distributing power to the eight fan trays. 
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e c System Contrai board 
(1 on front and rear) 

System Contrai peripheral 
board (1 on front and rear) 

(DVD-ROM, tape drive, hard drive) 

Upper fan backplane 
(1 on front and rea 

Sun Fireplane 
ASICs 

Expander board 

System carrier plate 
(9, front and rear) 

Lower fan backplane 
(1 on front and rear) 

Fan tray (8 each) 
(Upper four trays and three lower 
trays are not shown for clarity.) 

Centerplane support board 

System contrai carrier plate 

FIGURE 5-3 Sun Fireplane interconnect and Other Components 
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5.2.1 

5.3 

Sun Fireplane Interconnect 

The Sun Fireplane interconnect is the heart of the Sun Fire 15K/ 12K systerns and 
provides a peak data bandwidth of 43 Gbytes per second among the 18 board sets. 
The Sun Fireplane interconnect also delivers a console bus and an Ethernet 
connection to each board set 

The Sun Fireplane interconnect contains three 18x18 crossbars. The 18x18 address 
crossbar provides a path for address transactions between the address extender 
queue (AXQ) ASIC on each expander board. A pair of unidirectional paths goes to 
each expander board, one sending and one receiving. Each address transaction takes 
two system-interconnect cycles (13.3 ns) to be transmitted across the address 
crossbar. 

The 18x18 response crossbar provides a reply path between the AXQ ASIC on each 
expander board. Each response message takes either one or two systern-interconnect 
cycles (6.7 ns or 13.3 ns), depending on the type. The response path is half the width 
of the address path. A pair of unidirectional paths goes to each expander board, one 
sending and one receiving. 

The 18x18 data crossbar moves cache-line (72-byte-wide) packets between the 
system data interface (SDI) ASICs on each expander board. Each connection is a 
bidirectional 36-byte-wide path. The bandwidth is 18 slots x 32-byte path x 150 MHz 
divided by two for bidirectional paths that are equal to 43.2 Gbytes per second. To 
maximize the use of these bidirectional paths, the data rnultiplexer (DMX) ASICs 
queues received data. 

System Boards 
A board set is a cornbination of three system boards that connect into the Sun 
Fireplane interconnect It is also called an expander. There are two types of board 
sets: 

• System board set. Boards with CPU /Mernory, PCI bus controllers, and optical 
link controllers. (See Section 5.3.1 "Systern Board Set" on page 5-7.) 

• Controller board set Boards with power, clock, and JTAG support for the Sun 
Fireplane interconnect, system controller boards, and their associated peripherals. 
(See Section 5.3.2 "Controller Board Set" on page 5-11.) 

· ... 
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5.3.1 

5.3.1.1 

e c 
5.3.1.2 

System Board Set 

A system board set is a combination of three boards, an expander board, a slot O 
board, anda slot 1 board. The board set, as a unit, cannot be hot-swapped from the Sun 
Fireplane interconnect. Due to the weight of the components, the slot O and slot 1 
boards are individually removed first, and then the expander and its carrier plate 
can be hot-swapped . The individual slot O and slot 1 boards can be hot-swapped 
from the expander. 

Slot O boards have a 4.8 Gbyte per second off-board data port. They are the primary 
locations of CPUs and are the only location of memory in a Sun Fire 15K/12K 
systems. Only one Slot O board type is used in the Sun Fire 15K/12K systems. 

Slot 1 boards have a 2.4 Gbyte per second off-board data port. There are two slot 1 
board types: hsPCI and MaxCPU, which are unique to the Sun Fire 15K/12K 
systems server. 

Expander Board 

An expander board acts as a 2:1 MUX to expanda Sun Fireplane interconnect slot so 
that it accommodates the slot O and slot 1 type boards. The expander board provides 
a level-2 address bus that can do 150 million snoops per second. The AXQ on the 
expander board recognizes addresses targeted at other board sets and transmits 
them across the Sun Fireplane interconnect. 

The expander provides a three-port data switch to route data between the slot O 
board, the slot 1 board, and the Sun Fireplane interconnect. This three-port data 
switch is 36-bytes wide to the Sun Fireplane interconnect and to the slot O board, and 
18 bytes wide to the slot 1 board. A board set can transfer a maximum rate of 4.8 
Gbytes per second to other board sets. 

It is possible to use an expander with only one system board (either slot O or slot 1). 
A system board can be hot-swapped into the expander, tested, and configured into a 
running system without disturbing the other board. The expander can be 
hot-swapped and inserted after its two system boards are removed. 

CPU /Memory Board 

The CPU /Memory board is a slot O board. It contains up to four CPUs and eight 
externai cache DIMMs. Each CPU controls O, 4, or 8 DIMMs. The maximum possible 
DIMM size is 2 Gbytes, which is 64 Gbytes of memory per board. DIMMs must be 
the same size and must not have sizes intermixed on a board. Ali CPUs on the board 
must be the same speed. 
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5.3.1.3 

5.3.1.4 

5.3.1.5 

Two cru /Memory pairs are connected to the rest o f the system through the levei-O 
dual CrU data switch. Each CrU / Memory can transfer data at a maximum rate o f 
2.4 Gbytes per second. The pair of CrU / Memory units share a 4.8 Gbyte per second 
port to the data switch. The level-1 data switch connects the two pairs of crus to the 
off-board data port that goes to the expander board. (See FIGURE S-4.) 

Example of System Board Set 

FIGURE 5-4 and FIGURE S-5 show an example board set diagram and board set layout 
composed o f an expander board, a cru / Memory board, and a rei board. 

PCI Assembly (hsPCI) 

The rei assembly is a slot 1 option board. It is also called the hsrCI assembly. It 
provides four standard rei slots, two at 33 MHz and two at 33 / 66 MHz. The 
assembly has two rei contro!lers, each of which provides a 33 MHz rei bus and a 
33 I 66 MHz rei bus. 

A cassette is used to provide hot-swap capabilities for industry-standard rei 
assemblies. The cassette is a passive card carrier that adapts the standard rei pins to 
a connector. 

A rCI card is placed into a rei hot-swap cassette, and then the cassette is hot­
swapped onto the rei assembly. The software recognizes this assembly as a 
standard rCI assembly with the system controller turning power on and off to each 
rei slot. (See FIGURE 5-4.) 

MaxCPU Board 

The Maxcru board is a slot 1 board. It has two crus but does not include any 
memory. This board enables CrUs to replace rei cards in system configurations 
when more CrU power, instead of I/0 connectivity, is necessary. 
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5.3.2 Con troller Board Set 

The controller board set provides criticai services and resources required for 
operation and control of the Sun Fire 15K/ 12K systerns (FIGURE S-6) . 
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This board set consists of three boards: 

• Centerplane support board: Connects into a dedicated Sun Fireplane interconnect 
slot and is the same size as an expander board with power, clock, and JTAG 
support for the Sun Fireplane interconnect. 

• System Control board: Connects into the centerplane support board and is the 
same size as a slot O system board. 

• System Control Peripheral board: Connects into the centerplane support board 
and is the same size as a slot 1 system board. This peripheral board holds a 
DVD-ROM, disk drives, anda 4-mm format DAT (digital audio tape) drive. 

The System Control board is a two-board combination: 

• SC CPU board. The SC CPU board is an off-the-shelf SPARCengine CP1500 6U 
cPCI board with an UltraSPARC-IIi embedded system. This board runs Solaris 
Software, the System Management Software, and ali associated applications 
required for startup, maintenance, and interrogation of the system. 

• System Control board. The control board provides the Sun Fire 15K/12K systems 
with specific logic and connection to the centerplane support board. 

The system controller board set provides the following criticai services and resources 
required for operation and contrai of the Sun Fire 15K/12K systems: 

• System clock 
• I2C busto the entire system 
• Console bus to the entire system 
• Serial (TTY) port through the SC CPU board 
• Serial (TTY) port between the two system controllers 
• CP1500 (using the UltraSPARC Ili processar) to run Solaris Software, System 

Management Software, and ali associated applications required for bringup, 
maintenance, and interrogation of the system 

• Exclusive access to ali dynamic system domain consoles 
• SCSI to support DVD-ROM, DAT drives, and hard drives 
• Support of high-availability features for failover of SC operations to the 

redundant se 
• Support of security features to provide a secure administrative environment up 

to and including certified Bl security 
• Secure private Ethernet lines to ali I/0 boards on each expander Management 

Area Network (MAN) 

The SPARCengine cPCI card is mounted flat and on top of the SC in the same 
manner that the PCI cards are mounted onto the I/0 boards. 
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CHAPTER 1 

Introduction to System 
Management Services 

This manual describes the System Management Services (SMS) 1.3 software that is 
available with the Sun Fire 15K/12K server system. 

This chapter includes the following sections: 

• Sun Fire 15K/ 12K Server System 

• SMS Features 
• System Architecture 

• SMS Administration Environment 

• Sun Management Center 

Sun F ire 15K/ 12K Server System 
The Sun Fire 15K/ 12K server is a member of the next-generation Sun Fire server 
family. 

The system controller (SC) in the Sun Fire 15K/ 12K is a multifunction, Nordica­
based printed circuit board (PCB). which provides criticai services and resources 
required for the operation and contrai of the Sun Fire system. In this book, the 
system controller is called the se. 
The Sun Fire 15K/12K system is often referred to as the platform. System boards 
within the platform can be Iogically grouped together into separately bootable 
systems called dynamic system domains. or simply domains. 
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Up to 18 domains on the Sun Fire 15K. and up to 9 domains on the Sun Fire 12K can 
exist simultaneously on a single platform. (Domains are introduced in this chapter, 
and are described in more detail in "SMS eonfiguration " on page 57.) The system 
management services (SMS) software lets you contrai and monitor domains , as well 
as the platform itself. 

The following list is an overview of the many services the Se provides for the Sun 
Fire system: 

• Manages the overall system configuration. 
• Acts as a boot initiator for its domains. 
• Serves as the syslog host for its domains; note that an se can still be a syslog 

client of a LAN-wide syslog host. 
• Provides a synchronized hardware clock source. 
• Sets up and configures dynamic domains. 
• Monitors system environmental information, such as power supply, fan, and 

temperature status. 
• Hosts field-replaceable unit (FRU) logging data. 

• Provides redundancy and automated se failover in dual se configurations. 

• Provides a default name service for the domains based on virtual hostids, and 
MAe addresses for the domains. 

• Provides administrative roles for platform management. 

Redundant SCs 
There are two Ses within Sun Fire platform. The Se that contrais the platform is 
referred to as the main se. while the other se acts as a backup and is called the 
spare se. The software running on the se monitors the ses to determine when an 
automatic failover should be performed. 

We strongly recommend that the two Ses have the same configuration. This 
duplication includes the Solaris operating environment, SMS software, security 
modifications, patch installations, and all other system configurations 

The failover functionality between the Ses is controlled by the daemons running on 
the main and spare Ses. These daemons communicate across private communication 
paths built into the Sun Fire platform. Other than the communication of these 
daemons, there is no special trust relationship between the two ses. 

SMS software packages are installed on the se. In addition, SMS communicates with 
the Sun Fire 15K/ 12K system over an Ethernet connection, see "Management 
N etwork Services" on page 141. 
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SMS Features 
SMS 1.3 su pports Sun F ire 1 SK/ 12K servers running the Sola ris 8 and Solaris 9 
operating environments . 

Note - SMS 1.3 is available for Solaris 8 02 / 02 software. That version will not run on 
Solaris 9 software without replacing specific driver packages. Conversely, the Solaris 
9 version of SMS 1.3 will not run on Solaris 8 02 / 02 software without replacing 
specific driver packages. For more information contact your Sun service 
representative. 

SMS 1.3 is compatible with Sun Fire 15K/ 12K domains that are running the Solaris 8 
02/02 through Solaris 9 operating environment. The commands provided with the 
SMS software can be used remotely. 

Note - Graphical user interfaces for many of the commands in SMS are provided by 
Sun Management Center. For more information, see "Sun Management Center" on 
page 11. 

SMS enables the platform administrator to perform the following tasks: 

• Administrate domains by logically grouping domain configurable units (DCU) 
together. DCUs are system boards such as CPU and I/O boards . Domains are able 
to run their own operating systems and handle their own workloads. See "SMS 
Configuration" on page 57. 

• Dynamically reconfigure a domain so that currently installed system boards can 
be logically attached to or detached from the operating system while the domain 
continues running in multiuser mode. This feature is known as dynamic 
reconfiguration and is described in the System Management Services (SMS) 1.3 
Dynamic Reconfiguration User Cuide (A system board can be physically swapped in 
and out when it is not attached to a domain, while the system continues running 
in multiuser mode.) 

• Perform automatic dynamic reconfiguration of domains using a script. Refer to 
the System Management Services (SMS) 1.3 Dynamic Reconfiguration User Cuide. 

• Monitor and display the temperatures, currents, and voltage leveis of one or more 
system boards or domains. 

• Monitor and control power to the components within a platforl:R.~~~~~~"e!~1 

• Execute diagnostic programs such as power-on self-test (POST . CPMI . CORREIOS 
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• Warns you of impending problems, such as high temperatures or malfunctioning 
power supplies . 

• Notifies you when a software error or failure has occurred. 

• Monitors a dual se configuration for single points of failure and performs an 
automatic failover from the main se to the spare depending on the failure 
condition detected. 

• Automatically reboots a domain after a system software failure (such as a panic) . 

• Keeps logs of interactions between the Se environment and the domains. 

• Provides support for the Sun Fire 15K/ 12K system dual grid power option. 

SMS enables the domain administrator to perform the following tasks: 

• Administrate domains by logically grouping domain configurable units (DeU) 
together. DeUs are system boards such as: ePU and I/0 boards. Domains are 
able to run their own operating systems and handle their own workloads. See 
"SMS eonfiguration " on page 57. 

• Boot domains for which the administrator has privileges. 
• Dynamically reconfigure a domain for which the administrator has privileges, so 

that currently installed system boards can be Jogically attached to or detached 
from the operating system while the domain continues running in multiuser 
mode. This feature is known as dynamic reconfiguration and is described in the 
System Management Services (SMS) 1.3 Dynamic Reconfiguration User Cuide. (A 
system board can be physically swapped in and out when it is not attached to a 
domain, while the system continues running in multiuser mode .) 

• Perform automatic dynamic reconfiguration of domains using a script for which 
the administrator has privileges. Refer to the System Management Services (SMS) 
1.3 Dynamic Reconfiguration User Cuide. 

• Monitor and display the temperatures, currents, and voltage leveis of one or more 
system boards or domains for which the administrator has privileges. 

• Execute diagnostic programs such as power-on self-test (POST) for which the 
administrator has privileges. 

The following features are provided in this release of SMS: 

• Dynamic system domain (DSD) configuration 

• eonfigured domain services 

• Domain control capabilities 

• eapacity on demand (eOD) 

• Domain status reporting 

• Hardware control capabilities 
• Hardware status monitoring, reporting, and handling 
• Hardware error monitoring, reporting, and handling 
• System controller (SC) failover 

• eonfigurable administrative privileges 

• Dynamic FRUID 
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System Architecture 
SMS architecture is best described as distributed client-server. in i t (1M) starts (and 
restarts as necessary) one process: ssd(lM). ssd is responsible for monitoring ali 
other SMS processes and restarting them as necessary. See FIGURE 3-1. 

The Sun Fire 15K/ 12K platform, the se, and other workstations communicate over 
Ethernet. You perform SMS operations by entering commands on the se console 
after remotely logging in to the se from another workstation on the local area 
network. You must log in as a user with the appropriate platform or domain 
privileges if you want to perform SMS operations (such as monitoring and 
controlling the platform) . 

Note - If SMS is stopped on the main Se and the other se is powered off, the 
domains gracefully shutdown and the platform is powered down. If the remaining 
se is simply powered off without a shutdown of SMS, SMS won't have time to 
power off the platform and the domains will crash. 

Dual system controllers are supported within the Sun F ire 15K/ 12K platform. One 
se is designated as the primary or main system controller, and the other is 
designated as the spare system controller. If the main se fails, the failover capability 
automatically switches to the spare se as described in "Se Failover" on page 155. 

Most domain configurable units are active components and you need to check the 
system state before powering off any DeU. 

Note - eircuit breakers must be on whenever a board is present, including 
expander boards, whether or not the board is powered on. 

For details, se e "Power eontrol" on page 128. 

SMS Administration Environment 
Administration tasks on the Sun Fire 15K/ 12K system are secured by group 
privilege requirements. Upon installation, SMS installs the following 39 UNIX 
groups to the / etc / group file. 

• platadmn - Platform administrator 
• platoper- Platform operator 
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• platsvc- Platform service 
• dmn[A. .. R]admn - domain [domain_id I domain_tag] administrator (18) 
• dmn[A. .. R] rcfg- domain [domain_id I domain_tag] configurator {18) 

smsconf ig{lM) allows an administrator to add, remove, and list members of 
platform and domain groups as well as set platform and domain directory privileges 
using the -a , -r, and -1 options . 

smsconfig also can configure SMS to use alternate group names including NIS 
managed groups using the -g option. Group information entries can come from any 
of the sources for groups specified in the/ etc/nsswi tch . conf file (refer to 
nsswitch. conf(4)). For instance, if domain A was known by its domain tag as the 
"Production Domain," an administrator could create a NIS group with the same 
name and configure SMS to use this group as the domain A administrator group 
instead of the default, dmnaadmn. For more information, refer to the System 
Management Services (SMS) 1.3 Installation Cuide, "Administration Privileges " on 
page 15, and refer to the smsconfig man page. 

N etwork Connections for Administrators 

The nature ofthe Sun Fire 15K/12K physical architecture, with an embedded system 
controller, as well as the supported administrative model (with multiple 
administrative privileges, and hence multiple administrators) dictates that an 
administrator utilize a remote network connection from a workstation to access SMS 
command interfaces to manage the Sun Fire 15K/ 12K system. 

Caution - Shutting down a remote workstation while a tip session is active into a 
Sun Fire 15K/12K se will bring both Ses down to the OpenBoot OK prompt. This 
will not affect the domains and after powering the remote system back on you can 
restare the Ses by typing go at the OK prompt; however, you should end ali tip 
sessions before shutting down a remate workstation. 

Since the administrators provide information to verify their identity (passwords) 
and might possibly need to display sensitive data, it is important that the remate 
network connection be secure. Physical separation of the administrative networks 
provides some security on the Sun Fire 15K/ 12K system. Multiple externa! physical 
network connections are available on each se. SMS software supports up to two 
externai network communities. 

For more information on Sun Fire 15K/12K networks, see "Management Network 
Services" on page 141. For more information on securing the Sun Fire 15K/ 12K 
system see "Security Options" on page 14. 

.. - ._,- . .- ·-,.....~ ............ ,.,_,, 

., 

System Management Services (SMS) 1.3 Administrator Guide • January 2003 

CPMI · CORREIOS ) 

Fls. -~-~ JU) l () I 

Doc j Ô ~ Ô--~ 
:~9 



e C 

e o 

/ 
' 

SMS Operating Environment 
You can interact with the se and the domains on the Sun Fire 15K/ 12K system by 
using SMS commands. 

SMS provides a command-line interface to the various functions and features it 
contains. 

T To Begin Using the SC 

1. Boot the se. 

For the examples in this guide, the sc_name is se o and sms-user is the user-name of 
the administrator, operator, configurator, ar service personnel logged onto the 
system. 

The privileges allotted to the user are determined by the platform ar domain groups 
to which the user belongs. In these examples, the sms-user is assumed to have both 
platform and domain administrator privileges, unless otherwise noted . 

For more information on the function and creation of SMS user groups, refer to the 
System Management Services (SMS) 1.3 Installation Cuide and see "Administration 
Privileges" on page 15 . 

Note - This procedure assumes that smsconfig -m has already been run. If 
smsconfig -m has not been run, you will receive the following errar when SMS 
attempts to start and SMS will exit. 

sms: smsconfig{lM) has not been run . Unable to start sms services. 

2. Log in to the Se and verify that SMS software startup has completed. Type: 

I se o: sms-user: > showplatform 

3. Wait until showplatform finishes displaying platform status. 

At this point you can begin using SMS programs. 

SMS Console Window 
An SMS console window provides a command-line interface from the Se to the 
Solaris operating environment on the domain (s). 
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T To Display a Console Window Locally 

1. Log in to the SC, if you have not already done so. 

Note - You must have domain privileges for the domain on which you wish to run 
console. 
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2. Type: 

s cO :sms-user: > console -d domain_indicator option 

where: 

-d Specifies the domain using a domain_indicator. 

-f 

domain_id- ID for a domain. Valid domain_ids are 'A' .. . 'R ' andare case 
insensitive. 

domain_ tag- Name assigned to a domain using addtag(IM) . 

Force 
Opens a domain console window with "locked write" permission, 
terminates ali other open sessions, and prevents new ones from being 
opened. This constitutes an "exclusive session." Use it only when you need 
exclusive use of the console (for example, for private debugging) . To 
restare multiple-session mode, either release the lock (- ") or terminate the 
console session (-.) . 

-g Grab 
Opens a console window with "unlocked write" permission. If another 
session has "unlocked write" permission, the new console window takes it 
away. If another session has "locked" permission, this request is denied and 
a read-only session is started. 

-1 Lock 

- r 

Opens a console window with "locked write" permission. If another 
session has "unlocked write" permission, the new console window takes it 
away. If another session has "locked" permission, the request is denied and 
a read-only session is started. 

Read Only 
Opens a console window in read-only mode 

console creates a remate connection to the domain's virtual console driver, 
making the window in which the command is executed a "console window" for the 
specified domain (domain_id or domain_tag) . 

If console is invoked without any options when no other console windows are 
running for that domain, it comes up in exclusive "locked write " mode session. 

If consoleis invoked without any options when one or more non-exclusive console 
windows are running for that domain, it will come up in "read-only" mode. 

Locked write permission is more secure. It can only be taken away if another console 
is opened using console -f or if -*(tilde-asterisk) is entered from another 
running console window. In both cases, the new console session is an "exclusive 
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session" , and ali other sessions are forcibly detached from the domain virtual 
console. 

console can utilize either Input Output Static Random Access Memory (IOSRAM) 
ar the internai management network for domain console communication. You can 
manually toggle the communication path by using the -= (tilde-equal sign) 
command. Doing so is useful if the network becomes inoperable, in which case the 
console sessions appears to be hung. 

Many console sessions can be attached simultaneously to a domain, but only one 
console will have write permissions; all others will have read-only permissions. 
Write permissions are in either "locked" or "unlocked" mode. 

Tilde Usage 
In a domain console window, a tilde ( - ) that appears as the first character of a line 
is interpreted as an escape signal that directs console to perform some special action, 
as follows: 

Character 

-? 

-# 

-@ 

-& 

* 

Description 

Status message 

Disconnects console session 

Breaks to OpenBootTM PROM or kadb 

Acquires unlocked write permission. See option -g 

Releases write permission 

Toggles the communication path between the network and IOSRAM 
interfaces. You can use -= only in private mode (see -* ). 

Acquires locked write permission; see option -1 . You may issue 
this signal during a read-only or unlocked write session. 

Acquires locked write permission, terminates ali other open 
sessions. and prevent new sessions from being opened; see option 
-f . To restare multiple-session mode, either release the lock or 
terminate this session. 

rlogin also processes tilde-escape sequences whenever a tilde is seen at the 
beginning of a new line. If you need to send a tilde sequence at the beginning of a 
line and you are connected using rlogin, use two tildes (the first escapes the 
second for rlogin). Alternatively, do not enter a tilde at the beginning of a line 
when running inside of an rlogin window. 
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If you use a kill -9 command to terminate a console session, the window or 
terminal in which the console command was executed goes into raw mode, and 
appears hung. Type CTRL -j , then stty sane, then CTRL-j to escape this 
condition, 

In the domain console window, vi{l) runs properly and the escape sequences (tilde 
commands) work as intended only if the environment variable TERM has the same 
setting as that of the console window. 

For example: 

I se O: sms-user: > setenv TERM xterm 

If you need to resize the window, type: 

I scO:sms-user:> stty rows 20 cols 80 

For more information on domain console, see "Domain Console" on page 141 and 
refer to the console man page. 

Remate Console Session 

In the event that a system controller hangs and that console cannot be reached 
directly, SMS provides the smsconnectsc command to remotely connect to the 
hung SC. This command works from either the main ar spare SC. For more 
information and examples, refer to the smsconnectsc man page. 

Your other option is to connect to the hung SC using an externai console connection 
but you cannot run smsconnectsc and use an externai console at the same time. 

Sun Management Center 
Sun Management Center for the Sun F ire 15K/ 12K is an extensible monitoring and 
management tool that provides a system administrator with the ability to manage 
the Sun Fire 15K/12K system. Sun Management Center integrates standard SNMP 
based management structures with new intelligent and autonomous agent and 
management technology based on the client/ server paradigm. 
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Sun Management Center is used as the GUI and SNMP manager/ agent 
infrastructure for the Sun Fire system. The features and functions of Sun 
Management Center are not covered in this manual. For more information, refer to 
the latest Sun Management Center documentation available at www. does . sun. com. 
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1. This page meets my need. 
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VERITAS File System software is. a powerful, quick-recovery journalfng file system 
that is designed to provide high performance and easy management for mission­
critical applications. The software augments UNIX® file management with high 
avail.ability, data throughput, and up-to-date structural integrity. 
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VERITAS File System is a high-performance, quick-recovery, journaling file system. lt 
helps provide the performance and manageability mission-critical applications 
require . VxFS provides scalable performance and capacity to meet the demands of 
increased user loads and clienUserver environments. 

Highlights 

Key Applications: 
VERITAS File System 3.2 (VxFS) software augments UNIX® file management 
and providas scalable performance and capacity to meet the demands of 
increased user loads and clienUserver environments. 

Key Specifications: 
VERIT AS File System h as online management capabilities, such as 
defragmentation and flexible file system sizes. The software helps enable online 
backups and fast recovery times: The journaling file system means no file system 
checks are required. 

Key Benefits: 
ls designed to provide fast recoverability, high availability, high performance and 
scalability. Centralized management in heterogeneous environments. 

Key Related Hardware: 
• Sun StorEdge A5200 
• Sun StorEdge T3 Array for the Enterprise 
• Sun StorEdge T3 Array for lhe Workgroup 

Key lndustries: 
VxFS is suitable for virtually any mission-critical site that needs high availability, 
robust data access, and fast recovery. 
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UFS Feature 

State flags 

Extended fundamental types 
(EFT) 

Large file systems 

Description 

Show the state of the file system: clean, stable, active, 
logging, or unknown. These flags elimina te unnecessary 
file system checks. If the file system is "clean," "stable," or 
"logging," file system checks are not run. 

Provides 32-bit user ID (UID), group ID (CID), and device 
numbers. 

Allows files of approximately I terabyte in size in a file 
system that can be up to 16 terabytes in size. You can create 
a multiterabyte UFS file system on a disk with an EFI disk 
la bel. 

For detailed information about the UFS file system structure, see Chapter 44. 

UFS Logging 
UFS logging is the process of storing transactions (changes that make up a complete 
UFS operation) in a log before the transactions are applied to the UFS file system. 
Once a transaction is stored, the transaction can be applied to the file system la ter. 

At reboot, the system discards incomplete transactions, but applies the transactions for 
completed operations. The file system remains consistent beca use only completed 
transactions are ever applied. This consistency remains even when a system crashes, 
which normally interrupts system calls and introduces inconsistencies into a UFS file 
system. 

UFS logging provides two advantages: 

• Prevents file systems from becoming inconsistent, therefore eliminating the need to 
run the fsck command. And, because fsck checking can be bypassed, UFS 
logging reduces the time required to reboot a system if it crashes, or after an 
unclean halt (see "What the f sck Command Checks and Tries to Repair" 
on page 602 for details on unclean halts). 

• UFS logging can significantly reduce the boot time on systems with large file 
systems, which usually take a long time to read and verify with the f sck 
command. 

The log created by UFS logging is continually flushed as it fills up. The log is flushed 
when the file system is unmounted oras a result of the lockfs -f command. 

UFS logging is not enabled by default. 

If you need to enable UFS logging, specify the -o logging option with the mount 
command in the / etc /vfstab file or when you mount the file system manually. The 
log is allocated from free blocks on the file system, and it is sized at approximately 1 
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Mbyte per 1 Gbyte of file system, up to a maximum of 64 Mbytes. Logging can be 
enabled on any UFS file system, including the root (/) file system. Also, the f sdb 
command now has new debugging commands to support UFS logging. 

In some operating systems, a file system with logging enabled is known as a joumaling 
file system. 

Planning UFS File Systems 
When laying out file systems, you need to consider possible conflicting demands. Here 
are some suggestions: 

• Distribute the work load as evenly as possible among different l / O systems and 
disk drives. Distribute the / export / home file system and swap space evenly 
across disks. 

• Keep pieces of projects or members of groups within the same file system. 

• Use as few file systems per disk as possible. On the system (or boot) disk, you 
should have three file systems: root (/), /usr, and swap space. On other disks, 
create one or, at most, two file systems; one being additional swap space, 
preferably. Fewer, roomier file systems cause less file fragmentation than many 
small, over-crowded file systems. Higher-capacity tape drives and the ability of the 
uf s dump command to handle multiple volumes make it easier to back up larger 
file systems. 

• If you have some users who consistently create very small files, consider creating a 
separa te file system with more inodes. However, most sites do not need to keep 
similar types of user files in the same file system. 

For information on default file system parameters as well as procedures for creating 
new UFS file systems, see Chapter 39. 

UFS Direct Input/Output (I/O) 
Direct 1/0 is intended to boost bulk l/O operations. Bulk l / O operations use large 
buffer sizes to transfer large files (larger than 256 Kbytes). 

Using UFS direct l / O might benefit applications, such as database engines, that do 
their own internai buffering. Starting with the Solaris 81/01 release, UFS direct l / O 
has been enhanced to allow the same kind of l / O concurrency seen when accessing 
raw devices. Now you can get the benefit of file system naming and flexibility with 
very little performance penalty. Check with your database vendar to see if they can 
enable UFS direct l/O in their product configuration options. 

Direct l/0 can also be enabled on a file system by using the forcedirectio option 
to the mount command. Enabling direct l/Ois a performance benefit only when a file 
system is transferring large amounts of sequential data. 
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#to mount to fsck point type pass at boot options 
# 
fd /dev/fd fd no 
/proc /p r oc pro c no 
/dev/dsk/cOtOdOs1 - swap no 
/dev/dsk/cOtOdOs O / dev/rdsk/cOtOdO s O I ufs 1 no 
/ dev/ dsk /cO t0dOs6 / dev/ rdsk / cOtOdOs6 / usr ufs 1 no 
/ dev/dsk/cO t OdO sS / dev/rdsk/cOtOdOsS / datab ufs 2 yes 
/dev/dsk/c0t0d0s7 / dev/rdsk/c0tO dOs7 /export /home ufs 2 yes 
swap /tmp tmpfs - yes 

T How to Determine the Number of Tapes Needed 
for a Full Backup 

1. Become superuser o r assume an equivalent role. 

2. Estimate the size of the backup in bytes. 

# ufsdump S file-system 

The S displays the estimated number of bytes that are needed to do the backup. 

3. Divide the estimated size by the capacity of the tape to see how many tapes you 
need. 

For a list of tape capacities, see Table 46-5. 

Example- Determining Number of Tapes 
In this example, the file system of 489,472 bytes easily fits on a 150-Mbyte tape. 

# ufsdump S /export/home 

4894 72 

Backing Up a File System 
The following are general guidelines for performing backups: 

• Use single-user mode or unmount the file system, unless you are creating a 
snapshot of a file system. For information about UFS snapshots, see Chapter 48. 

• Be aware that the backing up of file systems when there are directory-level 
operations (such as creating, removing, and renaming files) and file-levei activity 
occurring means that some data will not be included in the backup. 

• You can run the uf sdump command from a single system and remotely back up 
groups of systems across the network through remote shell or remote login, and 
direct the output to the system on which the tape drive is located. (Typically, the 
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tape drive is located on the system from which you run the uf sdump command, 
but it does not have to be.) 

Another way to back up files to a remote drive is to pipe the output from the 
uf sdump command to the dd command. For information about using the dd 
command, see Chapter 51. 

• If you are doing remote backups across the netw ork, the system with the tape drive 
must have entries in its I. rhosts file for each client that will be using the drive. 
Also, the system that initiates the backup must be included in the I. rhosts file 
on each system that it will back up. 

• To specify a remote tape device on a system, use the naming convention that 
matches the OS release of the system with the remote tape drive. For example, use 
the l devl rstO device for a remote drive on a system that is running the SunOS 
4.1.1 release or compatible versions. Use the l devl rmt iO device for a system 
running the Solaris 9 release or compatible versions. 

Note- Use the nisbackup command to back up aNIS+ master server. For 
information on using this command, see System Administration Cuide: Naming and 
Directon; Services (FNS and NIS+) . 

T How to Backup a File System to Tape 
The following steps provide the general steps for backing up file systems using the 
ufsdump command. The examples show specific uses of options and arguments. 

1. Become superuser or assume an equivalent role. 

2. Bring the system to run levei S (single-user mode). 

# shutdown -g30 -y 

3. (Optional) Check the file system for consistency. 

# fsck - m /dev/rdsk/device-name 

The fsck -m command checks for the consistency of file systems. For example, power 
failures can leave files in an inconsistent state. For more information on the f sck 
command, see Chapter 43. 

4. If you need to back up file systems to a remo te tape drive: 

a. On the system to which the tape drive is attached (the tape server), add the 
following entry to its I. rhos ts file. 

host root 

The host entry specifies the name of the system on which you will run the ufsdump 
command to perform the backup. 
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Task Description lnstructions 

Restare files interactively - Use this "How to Restare Files 
method when you are unsure of the Interactively" on page 677 
file names beca use you can browse the 
media contents and select individual 
files and directories. 

Restare files non-interactively - Using "How to Restare Specific 
this method is probably faster if you Files Non-Interactively" 
already know the few file names to be on page 679 
restored . 

Restare a file system - Use this "How to Restare a 
method when you get a new disk Complete File System" 
dri v e o r as part o f a recovery on page 681 
procedure. 

Restare the root (I) or Restoring the root (I) or / usr file "How to Restare the root 
j us r file systems systems involves booting the system (I) and / usr File Systems" 

from a local CD or the network. on page 684 

Preparing to Restare Files and File 
Systems 
The ufsrestore command copies files to disk, relative to the current working 
directory, from backups that were created by using the ufsdump command. You can 
use the ufsrestore command to reload an entire file system hierarchy from a levei O 
dump and incrementai dumps that follow it or to restare one or more single files from 
any backup tape. If the ufsrestore command is run as superuser, files are restored 
with their original owner, last modification time, and mode (permissions). 

Before you start to restare files or file systems, you need to know the following: 

• The tapes (ar diskettes) you need 
• The raw device name on which you want to restare the file system 
• The type of tape device you will use 
• The device name (local or remate) for the tape drive 

Determining the File System Name 
If you have properly labeled your backup tapes, you should be able to use the file 
system name (/dev/rdsk/device-name) from the tape label. For more information, see 
"How to Find File System Names" on page 656. 
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Solaris Operating System (SPARC & x86) e 
sun.com How To Bu~ Sun 1 Worldwide Sites 

.J. Products & Services 

Home > Products & Services > Software > Operating Systems > 

Solaris 9 Operating System 

Product Home 

» Family Comparison 
» Genera l FAQ 
» System Requirements 

Get the Software » 

The Solaris 9 Operating System redefines the operating system to a services platform by 
combining traditional OS functionality, application services, and identity management. The 
Sola ris 9 OS delivers the security, manageability and performance that IT professionals need 
to increase service leveis and decrease costs and risks; it's the rock-solid foundation for 

SC)l ;\RIS" solutions based on the Sun ONE software architecture. Customers can take full advantage of 
j • ~ UltraSPARC or x86 processor-based systems , from smaller departmental servers to massive 

SunPiex clusters with hundreds of CPUs. 

~ Sun Fire 15K Server Sets World Record ~ Delivering Choice, lnnovation and Value 

Ata Glance 

Product 

Solaris Operating System for 
SPARC Platforms 

Solaris Operating System for 
x86 Platforms 

Trusted Solaris Operating 
System for both SPARC and 
x86 platforms 

Purpose 

Designed for multiprocessing and 64-bit computing using UltraSPARC 
processor-based systems - from small departmental servers to massive 
SunPiex clusters with hundreds of CPUs . 

Delivers superior scalability across platforms, providing plenty of roam for 
your growing enterprise along with the performance you need to handle 
the most complex tasks in record times. 

Provides superior safeguards against internai and externai threats far 
beyond the protection commonly found in standard operating systems. 

Company lnfo 1 Contact 1 Terms of Use 1 Privacy 1 Trademarks 1 Copyright 1994-2003 Sun Microsystems 

http :/ /wwws. sun. com/software/ solaris/index .html 
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Datasheet Sun· ONE Stu dio 7, Compile r Collecti on 

' - ~ 
On the Web sun .com/~~wa re/sundev 

SunTM ONE Studio 7, 
Compiler Collection 
(formerly Forte '" Compiler Collection 7) 

For the Sola ris '" Operating Environment 

e C 
Key fea ture highlights 

Provides ISO/ I EC C, C++, and Fo rt ran 95 

standards suppo rt 

Accepts common de fa cto C and C++ 

language extensions 

Su pports 64-bit applicat io n development 

lncludes two C++ standard li braries: the Sun 

bina ry-compatible ve rsio n and STLport 

Provid es ex panded suppo rt fo r th e 

OpenMP API 

Supports mi xed-language linking with C, 

C++, and Fortran objects 

Compatible with Sun Performance Library 

e o are 

Delivers significant improve ments in bot h 

compi le-time and ru n-ti me pe rformance 

Offers enhanced, global prog ram chec king 

across mult iple sou rce files fo r Fort ran 95 

to check Ope nMP directives 

Provides stack overflow detection in Fortra n 

Delivers interval arit hmetic sup port, ava il­

able in C++ and Fortran 95 

Prov id es th e abi lity to debug Java·· code as 

we ll as C, C++, and Fortran 

lncludes new seria l number lice nse num be r 

for ent it lement 

The Sun· ONE Studio 7, Compiler Collection (formerly Forte'" Compile r Collection 7) is a key 

component ofthe Sun Open Net Environment (Sun ONE) - Sun's vision, architecture, plat­

form, and expertise for delivering Services on Demand. lt provides a comprehensive, productive 

environment for developing reliable, scalable, high-performance applications in C, C++, and 

Fortran for the Sola ris" Operating Environment. 

The Sun ONE Stud io 7, Compiler Collec­

tion includes the following command-line 

interface-based (CLI-based) components: 

• Complete C, C++, and Fortran 95 language 

systems for building high-performance 32-

bit and 64-bit applications 

• Compatible software components to com­

pile, build, and debug applicat ions easily 

• Multithreading development tools for 

developing m u ltithreaded/ m ultiprocessing 

applications 

• Compatibility with Sun Performance Library·· 

software, providing maximum performance 

for matrix algebra and signal processing 

• A new serial number licensing model for 

entitlement to ease installation and 

administration 

64-Bit Application Development 

Sun's developer products support develop· 

ment of both 32-bit and 64-bit applications. 

• 64-bit integer arithmetic: lncrease the calcu­

lation speed fo r mathematical operations. 

• Large files (>4 GB) : Store and manipulate 

large quantities of data without splitt ing 

them into multi pie files . 

With 64-bit technology, your applications 

can solve larger, more complex problems than 

ever before. 

High-Performance Compilers 

The Sun ONE Studio 7, Compiler Collection 

offers significant boosts in both compilation 

and execution speed over previous versions: 

• The C++ compiler supports ISO/I EC C++, 

including features such as namespaces, 

bool, and covariant returns. 

• The C compiler supports both ANSI and K&R 

C, plus some feature s from C99. 

• The Fortran 95 compiler fully supports ISO/ 

IEC Fortran 95 , as well as new language 

The 64-bit technology offers a variety of constructs from the emerging Fort ran 2000 

benefits to developers, including: standard. 

• 64·bit address space: lncrease the c li~'C(5~·~;;··~6ij~~pilers enable opt imized run 

of problems you can solve, o r run e is~I}9M I . e'CYtfff~fó~ systems, enabling your 
problems entirely in RAM for a hug perfor- applications to unas fa st as possible . 

Fls. N'~Ü:;: ~ . ~ 
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Datasheet Sun" ONE St udio 7, Compile r Collectio n 

The_ Sun ~NE Studio 7, Compiler Collection helps you 
achteve htgher performance, throughput, and responsive­
ness with multithreaded applications. 

e o 

Turbocharge Applications With Multithreading 

Technology 

The 5un ONE 5tudio 7, Compiler Collection 

helps you achieve higher performance, 

throughput, and responsiveness with multi­

threaded applications. You can build these 

powerful applications with ou r comprehensive 

multithreading solution using capabilities such 

as OpenMP API support for C, C++, and Fortran 

code and improved performance analysis tools. 

Boost Programming Productivity and 

Application Quality 

The 5un ONE 5tudio 7, Compile r Collection pro­

vides a command-line interface-based (Cll­

based) debugger, which can provide significant 

productivity boosts from basic to advanced 

features. 5et breakpoints, examine variables, 

and navigate the call stack. You can even 

compile with optimization and parallelization 

flags along with debugging. 

To improve application quality, advanced 

features such as Runtime Errar Checking can 

help you catch hard-to-find bugs like memory 

access violations and memory leaks - before 

putting the application into production. 

The Compile r Collection also includes an 

incrementallinker to significantly reduce the 

link time of changes to your large applications 

during the debug cycle . 

' ' 

Language Development Systems 

C compi/er offers: 

• AN51 C X3.159-1989 and K&R C support 

• Mixed-mode capabilities to e a se K&R to ANSI 

C transition 

Native C++ compiler ojfers: 

• Support for the 150/IEC 14882:1998 C++ 

language standard 

• Compatibility mode for easy migration from 

prestandard (ARM-style) 150/IEC C++ 

• Class support for interval data types, 

enabling development of applications that 

guarantee answer correctness and solve 

nonlinear problems that are otherwise 

impossible to solve numerically 

• Choice ofthe Sun binary-compatible default 

or 5Tlport standard library 

• OpenMP C++ vl.o API support 

• Native Connector support, allowing java· 

applications easy access to native C++ func­

tions and classes 

Libraries offer: 

• IEEE 754 floating-point arithmetic 

• 5ingle-, double-, and quadruple-precision 

floating-point numerical formats 

• Algebraic, transcendental, financiai, rounding, 

conversion, and random number functions 

• Multithreading support throughout the 

C++ libraries - not just limited to libC or 

iostreams 

• Garbage collection to eliminate memory leaks 

• Tools.h++ Class Library Version 7.1 

• File space management 

• An exception facility 

• Multithreading compatibility with both 

UNIX® and P051X threads 

1-so~~~~­
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Datasheet Sun" ONE Studio 7, Compile r Collection 

Fortran 95 compiler ojfers: 

• Automatic loop parallelization 

• Sun and Cray-style parallelization directives 

in Fortran 

• Global Program Checking across multiple 

source files, now extended to perform static 

verification of OpenMP directives 

• Full implementation ofthe following 

standards: 

• ANSI X3.198-1992 Fortran 90 

• ISO 1539:1991 Fortran 90 

~ • 150/IEC 1539-1:1997 Fortran 95 

...__._ lmproved support for the emerging Fortran 

2000 standard; new keywords such as DECI­

MAL=, IOMSG=, ROUND=, and IEEE TR 

• lnterval arithmetic support, enabling devel­

opment of applications that guarantee 

answer correctness and solve nonlinear 

problems that are otherwise impossible to 

numerically solve 

• OpenMP Fortran v2.0 API support 

• Cray extensions, such as Cray POINTER 

• Compatibility with the discontinued Forte 

Compiler FORTRAN 77 

Sun Performance Library component offers: 

• Numerical routines optimized for maximum 

performance that are callable from C, C++, 

~r Fortran, including: 

,_,-\.._) LAPACK version 3.0 

• BLAS - 1,2,3 

• Fast Fourier transform (FFT) routines 

• Convolution and correlation routines 

• Sparse solver and BLAS routines 

• lnterval BLAS routines 

• Support for single-processor or multipro­

cessar systems 

• Support for Fortran 95 language features 

• Specially tuned version for UltraSPARC® 

processors (including UltraSPARC 111 chips) 

• Support for 64·bit code on UltraSPARC 

platforms 

Programming Environment 

Building 

• Executes build jobs in parallel on single or 

multiple machines distributed on a network 

Debugging 

• Command-line debugging of: 

• Multithreaded applications 

• Shared and dynamically linked libraries 

• Running processes 

• Debug optimized code 

• Assembly language programs 

• Java language support to seamless 

stepping through C, C++, Fortran, and 

Java programs 

• Program control and data evaluation features: 

• Set conditional breakpoints, postbreak 

modifiers, and watchpoints 

• Trace program statements and variables 

• Navigate call stack 

• Eva lu ate expressions and functions 

• Monitor variables and expressions 

Runtime Errar Checking 

• Detects memory access violations, run-time 

memory usage, and memory leaks: 

• Read/write from/to unallocated memory 

• Write to read-only memory 

• Read from uninitialized memory 

• Misaligned read/write 

• Bad/misaligned/duplicate free 

• Out of memory 

• lntegrated with debugger 

• lnteractive or batch operation 

' .! 
i 
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Datasheet Sun· ONE Studio 7, Compile r Collection 

Sun'M ONE Studio 7, Compiler Collection 

Multithreading Development Tools 

Multithreaded Debugging and Analysis 

• Browse, select, and view active threads 

• Contrai, evaluate, and modify specific threads 

• Monitor thread entry point, current location 

status, pending event, and lightweight process 

Multithreaded Locking Analysis (LockLint) 

• Static source code analyzer for ANSI C code 

• Captures locking design assertions 

~ Reports on potential synchronization errors, 

~ deadlock, and data race conditions 

Multiprocessing (MP) Optimizations 

• Automatic parallelization of C and Fortran 

code - detects loops that can be executed 

in parallel and generates code to distribute 

execution on SPARC MP systems 

• lntegrated in compile r optimization phases, 

avoiding source code preprocessing 

• Support for the OpenMP Fortran v2.0 API , 

OpenMP C v1.1 API , anda subset ofthe 

OpenMP C++ vl.o API 

Licensing 

• New product entitlement based on serial 

numbers eases license installation and 

administration 

• Royalty-free run-time library (.so) distribution 

• Attractive upgrade pricing available for 

existing licensed users 

About Sun ONE 

The Sun Open Net Environment (Sun ONE) is 

Sun's vision, architecture, platform, and expertise 

for delivering Services on Demand today and 

in the future . Based on open standards such 

as Java and XML technology, Sun ONE provides 

a highly scalable and robust framework for 

building and deploying a variety of Services on 

Demand - from traditional Web-based appli­

cations to future context-aware Web services. 

By simplifying the way Web services are created, 

assembled, and deployed, the Sun ONE plat­

form can enhance productivity, speed time to 

market, and increase business opportunities 

for enterprises worldwide . 

~ -.........___, , 

'f-
. . IV") ...., 

On the Web sun.comiso~/sundev 

System Requirements 

Software Recommendations 

Sola ris 9, 8, and 7 Operating Environments (SPARC 
Platform Edition) - Entire Distribution ar Entire Distri· 
bution plus OEM Support 

Netscape Navigator" 4.0 or compatible )avaScript" 
software-enabled browser 

Compatible IDEs: Sun ONE Studio 4, Enterprise Edition 
o r Forte Developer 6 update 2 

Hardware Recommendations 

Ultra· 10 300·MHz system minimum; Ultra 60 360-MHz 
o r Sun Blade" 100 500-MHz system recommended 

Memory: 256MB minimum; 512MB recommended 

Swap Space: 512 MB minimum; 1024MB recom· 
mended 

Disk Space: 1.3 GB 

CD·ROM for installation 

For More lnformation 

To learn more about Sun 's complete and 

proven family of developer products, visit 

sun.com/developer-products. 

For additional information on Sun ONE, 

visit sun.com/sunone. 
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Sun ONE Studio 7, Compiler Collection: Licensin~ormation JJoL- 0_j -How To Bu(',y Sun 1 Worldwide Sites sun .corn o 
-1- Products & Serv'ices 

Home > Prod ucts & Services >Software > Application Development > Development Tools > Sun ONE Studio > 

Sun ONE Studio 7, Compiler Collection 

Licensing lnformation 
Licensing for the Sun ONE Studio software has been greatly simplified through the implementation of a new serial number-based licensing model. 
This new lice nsing model : 

Makes it easier and faster for customers to insta li and run the software 
Simplifies the administration and management of licenses 

• Standardizes the licensing model across the entire Sun ONE Studio product line so customers have a consistent experience 

The Sun ONE Studio licensing model requires that the customer simply input a serial number license during installation . The customer is then able 
to begin using the software immediately. The serial number includes an RTU (right to use) that defines the number of users that can concurrently 
use the product. 

The Sun ONE Studio licensing model does not enforce usage tracking, hence there is no service denial for the software . However, the customer is 
expected to abide by the terms and conditions of the RTU license and purchase the appropriate number of licenses to support the number of 
developers using the software. 

This new licensing model will be used in ali future releases of the Sun ONE Studio products- Sun ONE Studio 4 (formerly Forte for Java), and Sun 
ONE Studio 7 (formerly Forte Developer) . Customers using Sun ONE Studio products will have a consistent user experience for licensing . 

Differences from the Previous Licensing Model 

The previous licensing model , which was implemented in the Sun Workshop and Forte Developer product lines, used the Globetrotter FLEXIm 
licensing software. The new Sun ONE Studio licensing model : 

• Eliminates the need to call the License Center for a password to complete the installation process. The customer can simply install the 
seria l number when prompted during the installation process, and he or she can then use the software immediately. Customers using the 
Try and Buy version of the software can also take advantage of this new feature. The customer can generate the trial serial number from 
the software product itself. 

• Eliminates usage tracking and service denial. The ne 
denial based upon RTU usage. This new policy make 
custo mer is bound by the legal terms and conditions 
cover usage. 

• I I o 'TI n n-i .. 
s~1al numtw' licern;i ,,1odel does not track software usage, so there 1s no serv1ce 
it~asy for tlie dev~ !SI to use the Sun ONE Studio products. However lhe 

e RTU lic~se so th l;JStomer must ensure that they have enough licenses to 
~ . ' 

O n ! 
a> C1:l o i c.•.·, 

~ tO t'·"' ~ i 
a> oo m ' ! 

o i 
Benefits to the Developer Customer 

The Sun ON E Studio licensing model eliminates the cost ass c ated with icense !t'lm ni~tration, and dramatically reduces the time and effort 

http: //wwws .sun.com/software/sundev/previous/studio7/licenseinfo.html 
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Sun ONE Studio 7, Co\npiler Collection: Licensing~rmation 

required to instai! and maintain software licenses. O 
The developer customer will never experience service denial. Developers who are added to a project can use the software while waiting for the 
purchase and delivery of additional software licenses. 

For more detailed information about the Sun ONE Studio licensing model please also see our Licensing FAQ and our Licensing technical white 
paper. 

Company lnfo I Contact 1 Terms of Use 1 Privacy 1 Trademarks 1 Copyright 1994-2003 Sun Microsystems 
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SUN STOREDGE L700 TAPE LIBRARY 

Detailed View 

Sun StorEdge L700 
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lntroduction 

This library is available with either 9x40, (S)DL T, or L TO technologies. The Sun 
StorEdge L700 tape library and the Sun StorEdge L700 tape library with DL T 8000 are 
complementary products. A summary of these technologies in the Sun StorEdge L700 
tape library is delineated in the following table: 

Feature 9840 98408 9940 DLT SDLT LTO 1 LT02 
8000 320 

Maximum 
Number of 12 12 12 20 20 20 20 
Drives 

Maximum 
120 228 360 120 320 300 600 Native 

Throughput MB/sec. MB/sec. MB/sec. MB/sec. MB/sec. MB/sec. MB/sec. 

Maximum 
Number of 
Data 690 690 690 690 690 690 690 
Cartridge 
Slots 

Number of 
Diagnostic 
and 

12 12 12 12 12 12 12 Cleaning 
Cartridge 
Slots 

Maximum 
129.6 108.4 129.6 Native 13.5 TB 13.5 TB 27.1 TB 67.8 TB 

Capacity 
TB TB TB 

. -·-·~-... -.. ----· .. -· ·--
Back to Top 
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• COMPACTFORM~AG~)R 
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• ADVANCED TAPE TECHNOLOGY 
• DIGITAL LINEAR TAPE TECHNOLOGY 
• SERVER CONNECTIVITY 
• FLEXIBLE ACCESS 

HOT-SWAPPABLE COMPONENTS 

Feature: Hot-plug drives and power supplies. 

Function: Run-time exchange of drives and power supplies . 

Benefit: Excellent performance, reliability, and availability. 

COMPACTFORMFACTOR 

Feature: Small footprint. 

Function: 13 U of 19-inch rack space for integration of RAIO, Fibre Channel hubs , 
switches, and other SAN components. 

Benefit: Helps enable maintenance of resources and accessories in a single, secure 
enclosure. 

ADVANCEDTAPETECHNOLOGY 

Feature: Support for 98408 tape technology. 

Function: The 98408 tape cartridge includes both the supply and takeup reels. This 
design allows for five-second load and 11 seconds average access time. Native 
capacity of each cartridge is 20 G8 and archivallife is estimated at 15 to 30 years. 

Benefit: Helps decrease access times and increase data transfer rates. 

DIGITAL LINEAR TAPE TECHNOLOGY 

Feature: Support for digital linear tape SOL T 320 technology. 

Function: lmplements a simple tape path operating ata low constant tension . 

Benefit: Helps increase data transfer rates, lowers tape wear-and-tea 
backward compatible with DL T 7000/8000. 

SERVER CONNECTIVITY 

Feature: Support for Java technology. 

~s~~-~ ··ô-~1~6e5 ~ eM"~., 
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Function: Java technology-based Web server for monitoring and diag dS!s.c: _ _ ___ _ 

Benefit: The library remains competitive and protects your investment. 

FLEXIBLE ACCESS 

Feature: Cartridge access port can be accessed via the front pane! in offline mode. 

Function : The cartridge access port can be contro lled via either software or front 
pane i. 

Benefit: Highly accessible and easy to use productivity tool. 

http: //www.sun.com/storage/tape/1700/details .html 
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Highlights 

Typical Applications 

• Backup for aclive-use databases ranging from 9.1 to 27.6 TB 
To enable capacity for multiple backups of data-daily, weekly, and monthly­
tape capacity should be configured for at least three to tive times the capacity 
of online storage . 

• Archival 
• Hierarchical storage management (HSM) 
• Quick information retrieval 

Software Compatibility 

The Sun StorEdge L 700 tape library is supported by VERIT AS NetBackup software, 
Solstice Backup software, and many other storage management software applications 
including: 

• Oracle (including Oracle on Microsoft Windows NT) 
• lnformix 
• SAP 
• Microsoft Exchange 
• Microsoft SQL server 
• Lotus Notes on Microsoft Windows NT and on SPARC systems 
• Sybase 

Ease of Management 

Also available in the Sun StorEdge L700 library is library monitoring software. This 
monitoring software utilizes the Ethernet network port and Web server embedded in 
the Sun StorEdge L700 tape library. The monitoring software is out-of-band, in that it is 
fully independent of the library SCSI contrai path, the data SCSI path, and the server 
(s) to which the library is connected. 1....., _ ·-·- - - - -::_- --

~1..1.::> 11 V.J/LUUv ·vi,_ • 
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Enabling Technology 

The Sun StorEdge L 700 tape library includes a number of te ature t~cm=ak=e=s:..:i.:..t ___ _ 
especially well-suited to data center environments. They include: '----------·1 

• Hot-plug drives and power supplies for outstanding RAS features 
• 13U of 19-inch rack space for custam integration of RAIO ar Fibre Channel 

hubs-enables maintenance of resources and accessories in a single, secure 
enclosure 

• 98408 tape technology helps decrease access times and increase data 
transfer rales 

• 9940, L TO 2, and SOL T technologies help enable the largest amount of 
capacity in this library 

• Java technology-based Web server for monitoring and diagnosis helps enable 
the library to remain competitive in the long run, thus protecting customers' 
investments 

• A highly accessible load port, via software or front panel 
• Tapes drives (and their data cartridges) can be shared by multiple hosts 

Highly Reliable Robotic Technology 

The Sun StorEdge L700 tape library uses advanced rotational robotics , which uses a 
rotational mechanism for horizontal positioning. The uni! needs no adjustments or ~ 

: · • !~ . 

·~ 
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lubrication, and is designed for a cycle life of over one million cycles. 'U.,\\~ 

Digital Linear Tape Technology Overview . _ )~· ,___) 

\ 

Digital linear tape (DL T) technology uses multichannellinear o r serpentine recording . 
Linear or serpentine technology uses a multichannel tape. The tape carries data· in 
parallel channels that run pasta single stationary head. Each of the channels passes 
over its own write element within the head. The use of four channels with the 
DL T 8000 essentially doubles data transfer rates compared to the DL T 4000 (two 
channels). 

Media and read/write head durability further distinguish digital linear tape technology 
from other offerings. Digital linear tape implements a simple tape path and operates at 
a low constant tension , with the tape head being stationary, helping to minimize wear­
and-tear on both tape and heads. In contrast, helical scan technology utilizes a 
read/write head positioned on a rotating drum. The drum lays data down diagonally 
across a slow-moving tape. 8ecause the tape is wrapped around the rotating drum, 
tape and head life are usually lower. 

Future digital linear tape products will easily grow in capacity by increasing bit density. 
Performance improvements occur through the addition of new heads and channels , or 
by increasing the tape speed. 

Digital linear tape offers several advanced features , such as full SCSI-2 command set 
implementation, built-in diagnostics , anda high (native) data transfer rale of 6 M8/sec. 
The current version of DL T 8000 tapes has a native capacity of 40 G8 per cartridge. 
The digital linear tape cost per megabyte is comparable to 8-mm technology. As digital 
linear tape technology evolves to higher-capacity tapes and higher transfer rates , it is a 
suitable option for enterprise environments where storage needs are increasing . 
rapidly. 

Adaptive Cache Buffering Scheme 

The DL T transfer rate could surpass that of many host computers. DL T overcomes this 
potential issue by using an adaptive cache buffering scheme. Host data rates are 
monitored and the drive automatically adjusts its transfer rate to match that of the 
system. This helps minimize the number of times the drive h as to stop and reposition . 

98408 Tape Technology Overview 

The 98408 tape drive is a high-performance tape drive designed for the enterprise and 
multiplatform environments. Performance characteristics of the drive are as follows: 

- ----·- · - · - - I 
ROS ne 0312005 - Cri 

Tape load and initialize to ready 5 sec. CPMI • CORREIOS 
Search time 8 sec. (first search) and 11 s . (average) 

Maximum rewind time 

Data buffer size 

Maximum block size 

16 sec. 

8 M8/drive 

256 K8 

Fls. NOO 6 3 4 

··, Doc:~3_6_9_6_ 

The 98408 tape cartridge is a 1/2-inch cartridge and includes both the supply and 
takeup reels . This design allows for tive second load and 11 seconds average access 
time. When inserted in the drive, the cartridge and tape are pressed against the 
read/write path in the drive, and the drive servo mechanisms engage the supply and 
take-up reels in the cartridge. Each cartridge weighs 262 grams, or 9.17 ounces. The 
media itself is based on advanced media particle technology with polyethylene 
napthalate (PEN) substrate . Native capacity of each cartridge is 20 G8 and archival 
life is estimated at 15 to 30 years. 

The 98408 was designed to work in automated environments and specifically targets ~ 
environments needing fast cartridge loads (that is, fast cartridge hand-offs from the ~ 
library gripper to the drive). This allows fo r fast access to the first byte and frees the · 
l1brary to service other mounUdismount requests. With a load time of fi v e secondsJ t~, _j 

~ ·~ ~~- _d 
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"""'-. 
98408 significantly outperforms any other tape drive. The following table lists the rates , \ (\ 
for several characteristics of the 98406 drive. ~'-tJ 

\}l) Data transfer rate (uncompressed) 

Load time 

Unload time (includes rewind) 

Average search time (excluding 
load) 

Average rewind time 

Time to backup 100MB 

Time to locate (load and search) 

Vision System 

19 MB/sec. 

5 sec. 

4 sec. 

8 sec. 

8 sec. 

21 sec. 

12 sec. 

The Sun StorEdge L 700 tape library uses an advanced digital vision system for 
cartridge management, adaptive targeting, and self-calibration . Dueto this advanced 
capability, there is no scheduled manual calibration or other maintenance of the Sun 
StorEdge L700 tape library. In addition, this system not only reads regular bar code 
labels but also marginal bar code labels that off the shelf scanning systems have 
difficulty reading. Another function of the vision system is the ability to read multi pie 
types .of bar codes, including the traditional StorageTek Tri-Optic bar code labels, 
CompacTape IV, and 9840 Tri-Optic labels. 

Bar Code Label Support 

Cartridge labels can be purchased through StorageTek by calling (800) 905-8502 
(US). 

Cartridge Access Port (CAP) 

The cartridge access port (CAP) contains up to 20 cartridges in four five-cartridge, 
removable magazines. An additional CAP can be purchased to allow loading of up to 
40 cartridges (total). (Note that utilizing the second CAP replaces the viewing window 
of the library.) 

The cartridge access port(s) can be controlled via either software or the front panel. lf 
using backup software, it is recommended that the software be used to transfer 
cartridges from the bins to the cartridge access ports (and vice versa), as this will keep 
the inventory correct within both the software and the hardware. In the offline mode, 
the cartridge access port(s) can be accessed via the front panel witho wb.leros ______ _ 

~~ 

Removable Magazines CPMI - CORREIOS 

The removable magazines boast a patented easy-loading feature th t ~Uf!Ps ~raableQ 6 3 5 
them to swing out for loading and unloading, or lift out for remate sto a§é::Or v1:JJ,Jalt u=~i n!Qg~. ---

Gripper Mechanism 3696 
· Doe: ---- --

The Sun StorEdge L700 tape library's wide-based gripper mechanist1Ll:s..ll;i.ê~~l-l9-----' 
enhance cartridge stability and enable faster moves. The gripper and cartridge slot 
design allow efficient handling of both DL T 8000 and 9840 cartridges. In addition, the 
advanced cartridge-cell design provides pinpoint cartridge location, resulting in simpler 
mechanics. That means that the gripper mechanism need not reposition the cartridge, 
thus allowing faster, more accurate, and more reliable movements. 

The library also te atures fast audit times. An audit o f the library's cartridges and drives 
takes at most tive minutes with a fully loaded library. 

Operator Panel cS\:> .· ~6. 
~ ' ~/\' 
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· A J JJ4 f 
The operator panel contains buttons, indicators, and a large graphic display. ~e panel \ 
shows cartridge access port information, tape library and drive status, tape library and _J 
drive configuration, test sequences, and error and event information. The·pa'nel is also 
capable of showing the current firmware for the robotics and the drives . · 

Architectural Design 

The following figures depict the architectural design of the Sun StorEdge L700 tape 
library. 

Figure 2. Sun StorEdge L 700 tape library major externai components 

Major externai components of the Sun StorEdge L700 tape library are shown in the 
figure above. These features are: 

1. Expansion frame 
2. Rear door 
3. Drive access door 
4. Right front door 
5. Operator panel 
6. Optional cartridge access port (CAP) 
7. Standard cartridge access port (CAP) 
8. Left front door 

CPML ;_ CORREIOS 

0 '1 ~ 6 Fls. N° ..._, .._ -----

Figure 3. Sun StorEdge L 700 tape library electronic components ' 

Doe: ------

http ://www.sun.com/storage/tape/1700/details.html 21107/2003 



e c 

e o 

SUN STOREDGE L 700 TAPE LIBRARY, Detailed View Página 7 de 13 

The major electronic components of the library are shown in the figure above. These 
components are located behind the right front door of the library. 

1. Main processar card (MPC) and associated logic cards 
2. Fan tray assembly 
3. Standard DC power supply 
4. Standard AC power distribution unit (PDU) 
5. AC power cable 
6. Circuit breaker 
7. Optional second power cable 
8. Optional second circuit breaker 
9. Optional AC power distribution unit (PDU) 

10. Library-to-host SCSI 1/0 connectors 
11 . Optional second DC power supply 
12. Internai host-to-library controller cable 
13. MPC card SCSI contrai connectors 
14. Fibre Channel connections 

Back to Top Doe: - -----

Reliability, Availability, and Serviceability (RAS) 

Reliability 

The Sun StorEdge L700 library robotics are designed, built, and tested for extreme 
durability. 

• Mean swaps between failure (MSBF) : One million hours 
• Mean time between failure (MTBF): 70,000 power-on hours (robotics) 

Availability 

The Sun StorEdge L700 library offers high reliabillty through severa)! fuoctiooal ~ 

8 
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characteristics. 

Tape Drives and Trays 

The tape drives and power supplies reside in hot-pluggable, customer-serviceable 
trays, which can be quickly replaced without special tools . The drive trays use blind­
mate drawer connectors , making drive replacement easy. 

Optional Redundant Power Supplies 

The Sun StorEdge L 700 tape library features optional redundant power supplies (for 
the robot only). Firmware contains failure-monitoring capabilities. The hot-swappable 
power supplies share the load so if one fails , the other will continue without interrupting 
service. 

The second power option allows running the unit from two power circuits. Note that lhe 
power to the robot is completely redundant, but drives 1 through 6 are on one circuit 
and drives 7 through 12 are on the second circuit (for 9840 drives). Thus, if one circuit 
fails , ali the drives on that circuit go down. Drives 1 through 10 are one circuit and 
drives 11 through 20 are on the second circuit for DL T 8000 drives. The application will 
have to steer towards the operational drives {this is not simple failover) . 

Cooling System 

The Sun StorEdge L700 tape library's cooling system can continue to function while 
service personnel replace a cooling fan. The fans feature highly reliable ball-bearing 
construction specified for a mean time between failures {MTBF) of 70,000 hours. lf one 
fan fails , operation continues uninterrupted. The firmware uses rotation sensing to 
monitor fan speed. lf a fan begins to fail, it will trigger a failure event notification. 

Messaging System 

The Sun StorEdge L 700 tape library's messaging system can notify personnel of types 
and locations of failures via email and pages. A network port permits monitoring and 
configuration while the library is in use without disturbing data movement operations. 

This library supports TapeAiert, which defines a standard notification formal for 
possible system failures . The firmware monitors drive and library performance 
statistics to warn of possible drive or library cornponent failure. The automated 
notification system sends a warning when drive or library performance parameters fali 
below specified limits. 

Streamlined Subassemblies 

Ali subassemblies have been streamlined. For example, cabling w~jmpJlfie.d .. to ..... .... - ··· 
reduce the number of connectors. Also, the cartridge-gripper mec~a~~~ 
simple design resulting in high performance. This minimalist appro cn~IFs enjii~Y~zREIOS 
the Sun StorEdge L700 tape library to yield both high value and re · aG i~l1~ _: v 

Maintenance 06 38 
The Sun StorEdge L700 tape library requires no periodic maintena ·ce- no J O 9 Ô 
lubrication or belt retensioning . lt was designed with highly integral d~lectronics. Ali 
the ma in library functions reside on a single controller card, resultin ' ifl'g~liaf.>·l~<>e-. - -
cost-effective solution than a motherboard with plug-in modules. '- - -.. -·-··-~--

Vision System ~ 

Self-calibration of the Sun StorEdge L700 tape library's patented digital vision system'c!:_ 
helps enable it to adapt to any mechanical parameters that might change over time. lt 
makes a more robust, reliable library that will perform dependably over the long run. 

9840 Media 

http ://www.sun.com/storage/tape/1700/details.html 21 /07/2003 
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/ J.utt ·,·-.\ . 
The 9840 media does not require retensioning , which means that the cartridge d~es j ) · ! 
not periodically have to be loaded into a drive and the media retensioned . T~e i!l.enefit / 
is that the data and ali drives are continuously available. No drives need to be, · " 
dedicated to maintenance functions. In addition , lhe 9840 media can be storect'"flái.2!.~:; .... / 
on edge without media distortion o r loss of data. 

Service Access Requirements 

The Sun StorEdge L700 tape library has a full-size doar on its right side (when viewed 
from the front) that provides access to the drives and host cables. This doar requires a 
clearance of three feet. No other equipment can be placed in this clearance space in 
arder to ensure space for servicing . 

Back to Top 

Specifications 

CAPACITY AND PERFORMANCE 

Drives 99408 
SDLT 
320 

library Capacity 135.6 110.4 
(native, with 678 TB TB 
tapes) 

Cartridge 200GB 160GB 
Capacity (native) 

Sustained 
Transfer Rate 
(native, 12 20 
concurrent 
operation of ali 
drives) 

Tape load Time 12 10 
(to BOT) seconds seconds 

Average File 70 76 
Access Time seconds seconds 

LIBRARY & ROBOTICS 

Average cartridge Seven seconds 
swap time 

LTO 

135.6 
TB 

100GB 

20 

12 
seconds 

76 
seconds 

Robotics MSBF 

Robotics MTBF 

One million load/unload cycles 

70,000 power-on hours 

MEBF Two million exchanges 

Hot-plug drives Yes 

DLT8000 

27.1 TB 

40GB 

20 

4 
seconds 

60 
seconds 

Redundant power Yes (for robotics only, via second drive colu 

Startup/boot time Three to four minutes (average) 

8urst rate (each 
drive) 

40 MB/sec 

98408 9840 

13.56 13.8 TB 
TB 

20GB 40GB 

12 12 

4 4 
seconds seconds 

11 11 
seconds seconds 

-~tr~ 
CPMI • CORREIOS 

rij ls . NoÜ 6 3 9 

3ó9Ó 
Doe: - --- --

lnventory time 

Robotics 

Less than six minutes (fully loaded, with barcodes) 

v1.0 

INTERFACES 

Ultra differential FasUWide SCSI-2 
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SCSI 

LVD 

Native 2 Gbit 
Fibre Channel 

Control Panel 

SOFTWARE 

Operating 
System 

Software 
Compatibility 

HARDWARE 

Hardware 
Compatibility 

ENVIRONMENT 

Operating 

Nonoperating 

ELECTRICAL 

Power cable 
US/Canada 

lnput voltage 
range 

Nominal voltage 

Wide, high-voltage differential 

Low-voltage differential 

LC connection 

Low-Voltage differential 

Solaris Operating Environment v2.6, 7, 8 , and 9 

Sun StorEdge Utilization Suíte software 
VERIT AS NetBaekup software v3.2 o r I ater 
VERITAS Storage Migrator software v3 .2 or later 
Solstiee Baekup software v5.5.1 or later 

.. · ... ----........_ 

/ / ' ~"'f)· .\ 
' ' (À 

\ ·- :~~· ) ' 

........... ~ .... ..... 
•. . _,.4-..... ..._ .,....., ~-·· -

Sun Enterprise 250 , 450, 3x00, 4x00, 5x00, 6x00 , and 10000 
servers 
Sun Fire V880 , 3800, 4800,4810 , 6800, and 15K servers 

15°C to 32°C (59°F to 90°F) 
20% to 80% relative humidity, noneondensing 

-20°C to 60°C (-4°F to 140°F) 
5% to 95% relative humidity, noneondensing 

Library Enclosure Single-drive column 

100 VAC UUCSA 120 VAC UUCSA 

90 to 254 VAC 90 to 254 VAC 

(per power 120 or 240 VAC 120 or 240 VAC 
supply) 

Power 
configuration 
US/Canada 

Power 
consumption 

Maximum heat 
output 

REGULATIONS 

Single-phase 100 VAC, 47 to Single-phase 120 VAC, 47 to 
63Hz 63Hz 

210 w 972W 

716 BTU/hr 3314 BTU/hr 

=mJS n6 Qj/2005 -CN - · 
CEMI • CORREIOS 1 

06 ~. 0 ' 
F ls. N° _ ___ _ 

Meets or exeeeds the following requirements: 7.o9f) 1 
Safety UL 1950 listed, CSA C22 .2-No. 950-M89, TUV-E 

~~§ü.J ___ _ 
t- --------··----

Emissions FCC Part 158 Class A, CE Mark, VCCI Class A 

DIM ENSIONS ANO WEIGHTS 

Height 

Width 

Depth 

183 em (72 in.) 

156 em (62 in.) 

11 O em (43.5 in.) (with expansion doar) 
95 em (37.5 in .) (without expansion doar) 

~ 
' ~9 
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Weight 427 kg (941 lb.) (without drives or cartridges) 

WARRANTY 

One year 
warranty 

Back to Top 

15-day parts exchange 

System Management 

System Administration 

LCD Control Panel 

The Sun StorEdge L700 library contrai panel contains lhe necessary routine to enable 
the library configurations using the control panel, and it can run some diagnostic 
routines. 

Diagnostics 

The Sun StorEdge L?OO tape library includes extensive built-in diagnostics that can be 
used to conduct system tests. Diagnostics are stored in flash memory and are divided 
into three leveis: 

• Startup 
• Run-time 
• Remote 

At power-up, or reset, the Sun StorEdge L700 tape library runs through a self-check 
initialization sequence that verifies major systems are functional and operating within 
normal ranges. The system configuration, vision and targeting , servo ranges and 
operations, tape drive interfaces, operator panel and tape inventory are ali checked, 
before the library goes ready. Errors that would prohibit normal use of the library cause 
the startup sequence to terminate, and the fault to be displayed on the front operator 
panel. 

Run-time diagnostics can be run locally from lhe front operator panel of the Sun 
StorEdge L?OO tape library or remotely via a serial port. With the run-time diagnostics, 
the library robotics and tape drives can be exercised and tested. The following 
diagnostic functions can be run: 

• Get and puta tape cartridge to and from a cell, with full range of robotic motion 
and reach tested 

• Mount and dismount cartridge to a selected tape drive 
• "Demo mode" to exercise random puts and gets of tape cartridges throughout 

lhe library 
• Tape drive cleaning 
• View the fault symptom code event log 
• View library and drive firmware leveis 

Supported Software CPMI - CORREIOS 

q6 41 Fls. N9 
3696~· 

• VERITAS NetBackup 

The Sun StorEdge L?OO tape library supports: 

• Solstice Backup 
• Sun StorEdge Utilization Suite Doe: 

---~--

VERJTAS NetBackup and Solstice Backup Software 

~ J\,. ' 
The Sun StorEdge L700 tape library is supported by VERITAS NetBac~~ so~e, ~ Í) 
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-~~ 

Solstice Backup software, and many other storage management softwar,e applicationS':-._ '\ 
lf VERITAS NetBackup software is used, a robotics license is needed fo'r every drive · • 
that is used in the library. lf Solstice Backup software is used, an autochanger softw.afU\ · 
module license (with unlimited slots) is required. '· .. ~ 1-J\ 

'.,_ ' "\.. \ 
' ' I> __) 
' Note: Solstice Backup software does not current/y support multimedia. Alsà'·no.m.ltrak · 

some versions of VER/TAS NetBackup and So/stice Backup software may require 
patches. 

The Sun StorEdge L 700 library is supported on leading data base applications as 
shown in the table below. 

Database Solstice Backup VERITAS 
software NetBackup 

Oracle on UNIX® and Solaris Operating X X 
Environment 

lnformix on UNIX and Solaris Operating X X 
Environment 

SAP on UNIX and Solaris Operating X X 
Environment 

SAP on Microsoft Windows NT X X 

Microsoft Exchange X X 

Microsoft SQL Server X X 

Oracle on Microsoft Windows NT X X 

Lotus Notes on Microsoft Windows NT X Starts with 3.4 

Lotus Notes on UNIX and Solaris X Starts with 3.4 
Operating Environment 

Sybase on UNIX and Solaris Operating X X 
Environment 

Useful Software Commands 

For information about software commands, refer to the Solaris Handbook for SMCC 
Peripherals or the AnswerBook software documentation for your operating system. 
The So/aris Handbook for SMCC Peripherals also describes how to oo r ~ - · 
SCSI target lOs are available and how to configure your system aft r I ti 

CPMI - CORREIOS 
Back to Top 

Service and Support 
Doe: 3 6 9 6 

The SunSpectrum program is an innovative and flexible service offenAfr-tAef.B+Iews:--- - --· 
customers to choose the levei of service best suited to their needs, ranging from 
mission-critical support for maximum solution availability to backup assistance for self­
support customers. The SunSpectrum program provides a simple pricing structure in 
which a single fee covers support for an entire system, including related hardware and 
peripherals, the Solaris Operating Environment software, and telephone support for 
Sun software packages. The majority of Sun's customers today take advantage of the 
SunSpectrum program, underscoring the value it represents. Customers should check 
with their local Sun Enterprise Services representative for program/feature variance 
and availability in their area. 

Support Contracts ~ 

SunSpectrum program support contracts are available both during and after the 
warranty program. Customers may choose to uplift the service and support agreement '· 

http: //www.sun.com/storage/tape/1700/details.html ~21/07/2003 ~ l 
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1. This page meets my need. 

2. This page was easy to find . 

~-~ 
to meet their business needs by purchasing a SunSpectrum support contract. ~ ~ f . 

\\~ . 
The four leveis of SunSpectrum support contracts are outlined below. 

SunSpectrum Program Support 

Program 

Mission-Critical 
SunSpectrum 
Platinum Support 

Business-Critical 
SunSpectrum Gold 
Support 

System Coverage 
SunSpectrum 
Silver Support 

Self-Directed 
SunSpectrum 
Bronze Support 

Description 

Designed to support client-server, mission-critical solutions 
by focusing on failure prevention, rapid recovery and year­
round technical services planning . Support is provided 24 x 7. 

lncludes a complete package of proactive and responsive 
services for customers who require maximum uptime for their 
strategic business-critical systems. Support is provided 
24 X 7. 

Combines the service expertise, responsive on-site support, 
and technical support by telephone and SunSolve CD/on-line 
services. Support is provided 8 a.m. to 8 p.m., Mon. through 
F ri. 

Provided for customers who rely primarily upon their own in­
house service capabilities . Enables customers to deliver high­
quality service by giving them access to UNIX system 
expertise, Sun certified replacement parts , software releases 
and technical tools. Support is provided 8 a .m., to 5 p.m. 
Mon. through Fri. 

The Sun StorEdge L700 tape library is supported only by the SunSpectrum Gold or 
Platinum program leveis. 

Warranty 

The Sun StorEdge L700 tape library comes with a one-year warranty and 15-day parts 
exchange. 

Back to Top 
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Sun StorEdge'M Enterprise 
Backup Software 

Simplified, centralized, automated data protection across 
heterogeneous environments. 

e c 
Simple 

Scales seamlessly from sma ll business/ 

departme ntal envimnme nts to multi · 

t erabyte data centers, resulting in 

investrnent protection and simplified 

msta llation, train ing, and support. 

Centralized and open 

Sim pl ifies, centra lizes, and automates 

data backup and recovery across a variety 

of operating systems, applications, and 

SAN, NAS, or DAS sto rage . Backup devices 

can be a si ngl e ta pe drive, tape librar ies, 

silos, or disk arrays (JBOD, RA ID, NAS). 

Automated 

a o ovides automated, online backup, 

W pact -free protect ion, and gra nu la r-leve [ 

restare fo r leading data bases, messag111g, 

and ERP applications, to help meet service 

levei cri t eria . 

Superior architecture 

Auto mated, rnult i-t ier storage rnanage· 

ment offers opt ional stag ing to int erme· 

drate high-speed drsk. Bu ilt-in mu lt iplexing 

of client backup streams enables full lever­

age of cl rive speeds anel tape co rn press1un 

ratios. Unique write once/read many Clren t 

File lndex prevent s corruptron an d delrvers 

op t lrTral eff iciency to speed bac kup anel 

recovery op er<Jtror<S. 

Simplify the backup, recovery, and archiving needs of your enterprise. 

As an integral component of Sun's data continuance solutions, Sun StorEdge- Enterprise 

Backup software delivers centralized data protection and rnanagement across heterogeneous 

environments . Features such as advanced indexing, high speed parallelism, automated media 

management, LAN-free and serverless backup, cluster awareness, comprehensive network 

data management protocol (NDMP) support, and dynamic tape drive sharing enable adminis­

trators to fully protect storage assets and minimize downtime. For hands-free data protection, 

the software's Autochanger and Silo Modules support an extensive variety of Sun StorEdge tape 

and robotic devices. And the DiskBackup- Option allows data to be backed up to disk, staged 

from disk, and automatically moved to tape, or cloned from disk to tape or disk-all with single­

step recovery. The software's Application Modules deliver "hot" backup and granular recovery 

for Ora ele, Microsoft SQL Serve r, IBM DB2, IBM lnformix, Sybase, Microsoft Exchange, IBM lotus 

Notes/Domino, and SAP. Combine Sun StorEdge Enterprise Backup software with Sun StorEdge 

Availability Suíte software's instant snapshot capabi!ity to achieve an even higher levei o f irnpact­

free data protection. Simplify your Storage with Sun StorEdge solutions. 
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Sun StorEdgeM Enterprise 
Backup Software 
Product Specifications 

Sun StorEdge Enterprise Backup Software 
Number of pre-configured dient connections 
Parallel data streams per se rve r 

P~r~llel ~~ta streams p~ r s_tor~ge no~~~N! __ 

Power Edition 
10 

64 
32 

Network Edition 
10 

32 

32 -----

Purchase this product from the 

Sun'" Store, sun.com/store, o r contact 

an authorized Sun reseller near you. 

Workgroup Edition 
8 

12 

N/A 

Business Edition 

12 
N/ A 

Number of devices - - _____ _32__lJ_er ~-"!1:-~nd(or 5~ -- _2~P!f se~r and/o_r_~~-- ___ _ __ __ _ _ __ _ 
Clu~ter _:; upp~ rt ---:: Se_r_ver/~~e~t- _ 

~ora~-~-od ~~- __ 
library sharing 

Supported Options, Modules, Complementary Products 

Additional client connections 
ClientPalcs for heterogeneous envi ronments 
~u n StorEdge Enterprise Backup software NDMP dient connections 

Server/Ciient Client 
Yes Yes 
Yes Yes 

Yes Yes 
Yes Yes 
Yes Yes 

N/A 
N/A 
No 

No 
Yes 
No 

Client 
N/A 
No 

No 
Yes 
Yes e '-----c's~"'~=~m"-'t_ll:_:_i~E~~:_:_r;_c::e~~sn::.:~:'-'-;~"'-~~"---is:"'~~t~-'-:~-:-u-p-so----:_!t-_V}_-a-~----:D-:-_is-:-k:-Ba-~,--u----:P:;-:D:-yccti__-on~----~~-_____ -___ -_~c:.~::.~~-__ ~-__ -__ ~_-_-_-_-___ -__ -_,--{~:::___ _ __ ___ _ ~_~-__ ___ -__ -___ -__ :::_-=_-_-_-~"-e~---_-_-___ ~_~_-_~_-___ - _-__ -_-_--'-~'-"e:-__ ~ __ ~-_-_ ~-_-__ - __ -__ -___ -__ -___ _ 

S~_fl_~t_cJ_r_E~2!_l: n~'P!Í~e Backups~~~~~are A~~h~-M_o_d_IJ_ie_ ______ ____ _ __ '0~ ___ _ ________ _!__e_s_ _ _ _ ----- - ----~------------------ ___!'~----- ______________ _ 
A~to_Cha ~ger Software Mo~-"~-'- -- ----- ------- ------~--- ------- - -1:2o _ _l::~~~E·]:~,_l:-12B,_~~6, 1-4_00__,_~~(){)_~o_!s ___ -~--~ !:!-.§.,_1::_3_2 slo_!s _________ ~~~_s_i!'_ts (i !':!~_<J_e~) ________ _ 
Silo Software Modules Unlimited slots Unlimited slots No No 

~n S to_r~~~~~ rp ris_e_B~~_p_ so~war."_~_ll_licati~ Modu~! __ ----- --- ~~- ~-----------~Yes __ --------~----Ye_s _____________________ _ Y~---- ________________ _ 
DiskXtender UNIX/ linux Yes Yes Yes Yes --- -~-------- -------------------~---------- --- - --- -- ··· -·-··- ··- -- - ----- .. -------------- ··--·------·--- -·--- ---·-------···-·---· .. -··-.. - -·-·----·-- ·--·--·--·-·--·--·-·-··-- -···--
DiskXtender2000-Windows 2000 and NT Yes Yes Yes Yes 
s-;;n Sto~Edge Enterpri;~ Backup~Ott;;;~-;Ma-;; age ~~~(o"~~~~~ ---- -----------y;5 _______ ___ -----v;;---~------- --- -- -----·-y:;;-·---------------------Ye;··-----~ --------------- ----

Sun S~rEdg~Ent~ rl'_'ise -B~c k_ti soft;;;a_r_e õP~ra_ti_i;;;s -~---=~-=-~~==:~--fu -=-~-==-~==-.!:e~ _ ___:=-=:-=-===-==-Y~{=~=:=~-=~==: v;_=-_::_ :=:_ _________ _ 
Sun StorEdge Enterprise Backup software Availability Yes Yes (excluding dustering) Yes (excluding clustering) Yes(excluding clustering) 

Sun St~;~d~~~~!:P_ris~ · Bac~~~~are ~-h-~_to__r_=--===:~=~-==~-==~=-:~=~==~====-===~=y;;--_::__::_:::::===::: ----~~-=---==:=--==~:===~:=~--=_:_::__::_:_::_=:·--- -----
SNMP Module Yes No No 

HP-IT Q_[)_~a_~ns, Ti l'()_~. CA~i~~_fl~_f_~_!l_P_Il_rt ________________ ~~~-----------~-------- -- --------N_I>_- ----~----- ------ -------~_o_ _______ ___ -~----------

Sun StorEdge Enterprise Backup Software Servers/Storage Nodes/Ciients 

SERVERS STORAGE NODES CLIENTS 

Sun Solaris (SPARC and lA-32) Microsoft Windows 200]/2000 (lA-32, lA-64) Microsoft Windows 200]/2000 (lA-32, lA-64) 

Red Hat Linux (lA-32) Microsoft Windows XP 

Red Hat Advanced Server Linux (lA-32) Microsoft Windows 98 
SuSE Linux (lA-32) Microsoft Windows 95 

For additional information on this product, go to www.sun .com/ storagel sojtwarel data_services / backupl 

~ 
\ 
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Sun StorEdge[tm] L700 Tape Library: Hardware Specifications 

\Tape Drives I 
19840 I Wide, HV Differential SCSI 20GB Tape Drive 

198408 198408 Fibre Channel drive, 19 MB/sec transfer rate, 20 GB native capacity and a 2 GB Fibre Channel interface 

199408 199408 Fibre Channel, 30 MB/sec transger rate, 200GB native capacity tape drive 

I DL T[tm] 7000 I DL T 7000 Wide, HV Differential SCSI 35 - 70 GB Tape Drive 

I DLT 8000 I DL T 8000 Wide, HV Differential SCSI 40-80GB Tape Drive 

ILTO I L TO High Voltage Differential SCSI Tape Drive (Seagate) 

ILT02 I L TO Generation 11 Low Voltage Differential SCSI Tape Drive 

I LTO FC I L TO Fibre Channel Tape Drive (IBM) 

I L TO Gen li Fibre Channel I L TO Fibre Channel, 30 MB/sec transfer rate, 200 GB native capacity tape drive 

I SDLT320 I Super DL T320 High Voltage Differential SCSI Tape Drive 

\ Environment \\ Library Enclosure \\ Single Drive Column I 
I AC Voltage Range ligo- 254 VAC ligo- 254 VAC I 
I Power Cable 11 US/Canada - 100 VAC ULICSA 11 US/Canada - 120 VAC ULICSA I 

I Power Configuration I US/Canada- Single phase 100 VAC, 47 to 63Hz 11 US/Canada - Single phase 120 VAC, 4 7 to 63 Hz 

I Power ~onsumption 11210 w 11972W I 

I Ma.~im um HeaLO.illflU!--... 11716 BTU/hr 113,314 BTU/hr I 
1o 2.! \ío Operating: 15 DC to 32 DC (59 DF to 90 DF), 20% to 80% noncondensing relative humidity 

Terp~ure &~ut"D iE:I tY? Nonoperating: -20 oc to 60 oc (-4 DF to 140 DF), 5% to 95% noncondensing relative humidity 
j ·-- z ' :::::1~ 

I · .· \ ~ 
l - o o ~ Operating: O to 3,050 M (O to 10,000 feet) ' cD .. .. 

Alti\u ]~ o~ Nonoperating: O to 15,240 M (O to 50,000 feet) shipping ~;o . .:&: ! w.~ ~ ' Nonoperating: O to 3,050 M (O to 10,000 feet) storage ' v ! 

c_~ ... 

~ 1 . 
~ 

' v 
h ttp: I I sunso 1 v e. su n. comlhandboo k _pub/S ystems/L 7 00/ spec .html ?wrapper=false 
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em (72 in) 

I Tape Drives I 
19840 I Wide , HV Differential SCSI 20GB Tape Drive 

19840B 19840B Fibre Channel drive, 19 MB/sec transfer rate, 20 GB native capacity and a 2 GB Fibre Channel interface 

19940B I 9940B Fibre Channel, 30 MB/sec transger rate , 200GB native capacity tape drive 

j DL T[tm ] 7000 I DL T 7000 Wide, HV Differential SCSI 35 -70GB Tape Drive 

I DLT 8000 I DL T 8000 Wide, HV Differential SCSI 40 - 80 GB Tape Drive 

ILTO I L TO High Voltage Differential SCSI Tape Drive (Seagate) 

ILT02 I L TO Generation 11 Low Voltage Differential SCSI Tape Drive 

I LTO FC j L TO Fibre Channel Tape Drive (IBM) 

I L TO G en li Fibre Channel I L TO Fibre Channel , 30 MB/sec transfer rate, 200 GB native capacity tape drive 

SDLT320 
,.-,.,c-õr"-. -;::j;...,f\r 

Super DL T320 High Voltage Differential SCSI Tape Drive 

Environment I Library Enclosure \1 Single Drive Column I 
\ AC Voltage Range 1190- 254 VAC 1190-254 VAC I 
I Power Cable 11 US/Canada- 100 VAC UL/CSA 11 US/Canada - 120 VAC ULICSA I 
I Power Configuration I US/Canada- Single phase 100 VAC , 47 to 63Hz 11 US/Canada - Single phase 120 VAC, 4 7 to 63 Hz 

I Power Consumption 11210 w 11972W I 
\ Maximum Heat Output 11716 BTU/hr l\3.314 BTU/hr I 

TempE raWJre & Hliãl iditf-ci ~ I Operating: 15 ac to 32 ac (59 DF to 90 °F), 20% to 80% noncondensing relative humidity 

d_ g _(/) ;;:: 1}1 Nonoperating: -20 DC to 60 DC (-4 DF to 140 DF), 5% to 95% noncondensing relative humidity 

~ 
y . t.J"' z =! i 

Operating: O to 3,050 M (O to 10,000 feet) 

__ ./ 

Cfl b . s I •' 
. 

Altitud 
I 

Nonoperating: O to 15,240 M (O to 50 ,000 feet) shipping c.J:) I~ " ~ . i 

t'1') \4r:::,. ~ ~ 1 Nonoperating: O to 3,050 M (O to 10,000 feet) storage 

L r cone L r ent ooer l tl~t[!1 11 , . ~ U : dnves l I 

o ~ ) : 
·\. .. 

htt :1/sunso ~e !iHJ.;l-'QJ.-uL.hanab.ciQk ub/S stems/L 700/s ec.html?wra er=false 21/07/200 p _p y p pp 



L 700 - Hardware Specifications 

\ Dimensions and Weights 

e 
o 

\ Height \183 em (72 in) 

I Width \156 em (62 in) 

I Depth 1110 em (43.5 in) with expansion door 
95 em (37.5 1n) w1thout expans1on doar 

e 
n 

I 1427 kg (941 lb) without drives o r cartridges 
We1ght 776 kg (1,710 lb) with 12 9840 drives, 690 cartridges, and expansion doar 

755 kg (1,664 lb) with 20 DL T 8000 drives, 690 cartridges, and expansion doar 

Regulations 
Meets or exceeds the following requirements: 

Safety UL 1950 listed , CSA C22.2-No 950-M89, TUV-EN60950 

Emission FCC Part 158 Class A, CE Mark, VCCI Class A 

Capacity and 
Performance 

Number of tape 
drives 

99408 

12 

9840 

12 

cartridges 678 
Numberof EJ 
Data: 2 12 
Clean ing/Diagnostic: 

Cartridge capacity 
200GB 
(native) 

20GB 
(native) 

DLT 
98408 7000 

DLT 
8000 

n/ a 

n/ a 
n/ a 

20GB 
(native) 

20 20 

r::-l

1

678 

IL____j 12 

35GB 40GB 
(native) (native) 

LTO 

20 

678 
12 

100GB 

LT02 

20 

678 
12 

200GB 

LTO 
LTO FC Gen 11 

FC 

20 20 

Página 3 de 4 

SDLT320 

20 

678 
12 

r::-l678 L____j 12 

100GB 200GB* 160GB 

1 • · - · 135.6TB 13.8TB n/a 67 .8TB 135.6TB 67.8TB 135.6TB 1110.4TB I 
~ 0 J ';""Y ~ ~ · ~native) (native) . . 

24.0 TB 
(native) 

27.6 TB 
(native) 

T c ITv~n~~ rat~ : f o MB/sec 9 MB/sec ~9B/sec 5 MB/sec 6 MB/sec I 15 MB/sec I 30 MB/sec 15 MS/se c I 30 MB/sec 1116 MB/s~5 j 
~ l~==~u:>~=l\:~""'. , ~~'T" ,0_.Ps~!===lF=====9~====9~=====lF====91======9F======lp=====ii======] ; ~~ 
- ~;:r I C') ~ ~ ~ ~60 120 100 120 300 600 300 600 ~ y Y 

I ~ ~ i \ B/sec MB/sec MB/sec MB/sec MB/sec MB/sec MB/sec MB/sec 320 MBf.$eC . ~;.) 
UJ • ~ <-.r/ 

http :/ /sunso 1 v e. sun.com/handbook _pub/Systems/L 700/spec.html ?wrapper=false 21 /07/2003 
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-~ 

(concurrent (concurrent 
o 

( concurrent (concurrent 
() 

(concurrent (concurrent (concurrent (concurrent (concurrent 

Library transfer rate operation operation n/ a operation operation operation operation operation operation operation of 
of all12 of ali 12 of ali 20 of ali 20 of ali 20 of ali 20 of ali 20 of ali 20 ali 20 drives) 
drives) drives) drives) drives) drives) drives) drives) drives) 

* - When using L TO Gen 2200GB media. lf using L TO Gen 1 (1OOGB) media in L TO Gen 2 drive, you get 33% better Read/Write performance over using 
the same data cartridge in an L TO Gen 1 drive. 

ATTENTION: THE SUN SYSTEM HANOBOOK ANO THE MATERIALS CONTAINEO THEREIN, IN ELECTRONIC OR HARDCOPY FORM, ARE SUBJECT TO THE FOLLOWING TERMS ANO TO THE 
TERMS OF USE APPEARING ON SUN .COM . These materiais are not for resale , in whole or in part. This product is protected by copyright. No part of these materiais may be reproduced in any form by any 
means without prior authorization of Sun and its licensors, if any . OOCUMENTATION IS PROVIDED "AS IS" ANO ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS ANO WARRANTIES, 
INCLUDING ANY IMPLIEO WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH 
DISCLAIMERS ARE HELD TO BE LEGALL Y INVALIO. 

,\e}- 11 (") 

·o . (f) -o 
(") • s:: 

z 
o 

o ,.· 1 VI 

~>1 
CJ') o o 

Ã) 

tO m Ã) 

W'--"• m 
CJ') o 

1 C'..O (f) 
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Key Business Benefits 

> Generous, scalable capacity 
Up to 200 GB uncompressed can 
be stored on just one cartridge, 
reducing media costs while 
accommodating data growth. 

> Significantly reduced backup 
windows 
Handle double the amount oi 
information in the same amount 
of time as belore. 

> The right drive for the job 

> 

> 

> 

> 

> 

Get the best tape drive for your 
environment and meet midrange 
streaming backup needs well into 

the future. 

Exceptional performance 

Capabilities such as dynamic data 
rate matching and dual mode 
compression enhance performance 
and product life. 

Easy and seamless integration 
Backward read and write compatibility 
to the LTO Generation 1 drive means 
easy integration and seamless 
operation between drive and library, 
as well as protecting your LTO 
technology investment. 

Data protection 
Powerful correction and verification 
capabilities protect data integrity and 

preveni data loss. 

Superb reliability 
More than 100,000 load/unloads 
and one million tape passes before 
failure keep you up and runn ing. 

Connectivity. 
Available with either Ultra 3 SCSI 
at 160 MB/sec ar FC-2. 2 Gigabit 
(200 MB/sec) Fibre. 

Double your capacity without adding library slots 

Nothing is going to stop rapid data growth. But the new generation of Linear Tape Open 

ILTO) Ultrium technology tape drives, combined with StorageTek l:Series tape libraries, 

provide a scalable, affordable open formal solution that relieves storage stress today and 

positions you for tomorrow's growth. 

Built on the proven re liability, performance and affordability of existing LTO technology, 

LTO Ultrium Generation 2 tape drives deliver twice the native capacity - up to 200 GB 

on a single cartridge- of earlier LTO ta pe drives. 

Handle twice the information in the same amount of time. LTO Generation 2 tape 

drives also double throughput with native data transfer rales at speeds up to 35 MB per 

second. This dramatically reduces backup windows. And, because LTO Generation 2 tape 

drives fit seamlessly into StorageTek's highly scalable, mixed-media automation solutions. 

you have the flexibility to balance subsystems, application needs and budget realities and 

get the performance you need to easily handle data-intensive applications . 

Protect your investments, data and future. Only StorageTek offers and supports LTO tape 

drives from multiple vendors. We'll help determine the best solution for your business now 

and in the future . And LTO Generation 2 tape drives' compat ibil ity with StorageTek l:Series 

tape libraries, earlier LTO tape drives and leading backup and management software helps 

you leverage what you already own. 

Offering LTO Generation 2 tape drives reaffirms 

StorageTek's commitment to providing real choices and 

true mixed-media automation to protect your data as well 

as your bottom line. 

1 ,_1 
[ . -~' -' .' __ :::.. - ~~-

Doe: 3 6 9 6 - --- -------------
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l TO Ultrium Generation 2 specifications 

Capacity and performance 
Capacity, native luncompressed) 
Performance, native luncompressed) 

Access times' 
Tape load and thread to ready 
Average file access time 
Maximum/average rewind time 
Unload time 

HP 

200GB 
30 MB/sec' 

19 sec 
52 sec 
104/52 sec 
13 sec 

IBM 

200GB 
35 MB/sec ' 

15 sec 
49 sec 
98/49 sec 
15 sec 

õ-----·-·-- -- ---- - - -- --- -··- -··---- ··--·- - - ···-·- - -·- - -- - - - ··----· ·- -··-- ·--·-··---···- --··-·---·- -·-- ---- ----------- -- ----! 

Tape formal 
Recording format 
Number of channels 

Reliability 
Mean time between failures IMTBF) 

Ultrium Generation 2 
8 

Ultrium Generation 2 
8 

Power on 250,000 h r@ 100% duty cycle 250.000 h r@ 100% duty cyc le 
Uncorrected bit error rate 1x1Q·" 1x1Q·" 
Undetected bit erro r rale 1 x1 O" 1 xlD'" c Cartridge uses; recommended full passes 150 150 

~ i --~-n-te_rf_a_c_e __ d_at_a ____________________________________________________________________ ~ 

e o 

SCSI 
Burst transfer rates 

Fibre Channel 

Channel data rale 
Interface specifications 

Read/write compatibility interface 

Physical data 
Form factor 

Environmental data 
Form factor 
Environmental data 
Temperature 

Operating 

Non-operating 

Humid ity 
Operating 
Non-operating 

Power source 
Power lnput 

L700/L 180 
L5500 

Power consumption/dissipation 
loperating maximum continuous · not peak) 

Single port Ultra 3 SCSI 
LVD 160 MB/sec 
Single port ', Dual port '. shortwave. multi-mode optical Fibre 
Channel port. LC duplex connector 
200 MB/sec lmaximum instantaneous) 
N & NL Port. FC-PLDA IHard and soft AL-PA capability). FC-AL-2 

FCP-2. FC-TAPE --··---.!' Proprietary format 
··- ------ -

5.25 in lfull height) 

5.25 in llull height) 

t50o F to +104° F 
I+ 1 o o to +40° C) 
-40° F to + 150° F 
l-40° C to +66° C) 

20% to 80% 
10% to 95% 

100-240 VAC@ 50·60 Hz 
220-240 VAC@ 50-60hz 
single phase 

30 VA/99 BTU/hr 

5.25 in ilull height) 

5.25 in !fui I height) 

+50° F to +100° F 
I+ 1 oo to +38° CJ 
-40° F to +139° F 
I -40° C to +60° C) 

20% to 80% 
10% to 95% 

100-240 VAC@ 50-60Hz 
220-240 VAC@ 50·60 hz 
single phase 

32VA/1 09 BTU/hr 
!--- ·-·-.. -·-----·-----·-----·- ·-·-·-·-··- ·----·---·- - ·- ..... ________________ .. _ .. _______ , ___ ,~ 

'Continuously v<mabte to 10 MB/sec to mate h slower chanm:ls us1ng HP Adaprive T.:~p~ Speed system (ATS) 

~Auto udjustiJble to 17.5 MB/sP.c to mate h slower ch<~nnels 

JThe ac110r:s o f the tape clnve ciln be dJV1ded mto four distmct phases. 

Phase 1 Lnad time - rhe amount oi Ir me reqtrrred to mse rt a cmtrrdge rn the rlrNe, louci lhe Tape and prepare lll read. write nr .:;eurch. 

Phase 2: Avemge file access trme - the amount oi tirne reqr med 10 semch fmrn :la~ heginning o f the tilpe to the·mid pomr. 

dues not rncludc load time 

Phase 3 Maxrmum rewind t1me- the amount oi time reqlmed lo re.,..' ind the ldpe frorn the end w rhe begmnmg o f the tape 

The ave r age rewind Ir me rs the time to rewmd a lê!Oe from lhe mid-point w the begmmng. r e one-half oi t ~:~ .r:;?.~!'!'~r!.:_,_._. .. ~--~- __ . 

Phose. 4 ~::~n:,;:,"-the amount oi time reqUired ro erect the canr1dg" lrorr, !hed•ive , .• CPM i... COR ~.: E. IQ 
'SpP.r.lfir:at lons arP. for the IBM StorageSmart T4fiOF tape d"I '.'P. ~-

0 06 ~ -Fls . N-- - .... --
1Specrfrcatmns are fnr the HP 460 Frbre Channcl tape drrve. 

Doe: ----- -

., .. ," ........ ~ 

i{}'·. \ 
. ~'}-/ ) 

About StorageTek , 
StorageTek (NYSE:STKI. a $2 billion worldwide com;;;;~;:·,~;'ii,"' 
headquarters in Louisville, Colo., delivers a broad range of 

storage solutions that are easy to manage, integra te well 

with existing infmstructures and allow universal access to 

data across seNers. media types and networks . StoraoeTek 

provides practical and safe storage solutions in disk. net­

working, services, tape and tape automation. For more infor· 

mation. see www.storagetek.com. or call1.800.786.7835. 



Datasheet SunPiex"" Systems and Sun"" Cluste r 3.0 Software On lhe Web sÜh.com/solaris 

SunPlexTM Systems and 
SunTM Cluster 3.0 Software 

The premier application service delivery platform. 

e C 
Key feature highlights 

lntegration o f the SunPiex system and the 

Sola ris Operating Environment: Core Sola ris 

services, such as devices, file systems, and net­

works, can operate seamlessly across a tight!y 

coupled SunPiex system, plus maintain full 

Sola ris compatibility with existing applications. 

Continuous Availability ofthe Core Services: IT 

professionals can detiver higher service leveis, 

reduce IT risks, and lower service costs. 

Service Levei Management: Scaling can occur 

within a system or across multi pie systems, 

enabling administrators to increase availability, 

capacity, and performance while continuing to 

aaintain service leveis. e entralized SunPiex System Management: 

Resources, servers, and storage can be man­

aged as a single entity within a cluster-wide 

environment. 

Ease of Use: Complex tasks can be performed 

with ease; system administrators can manage 

any resource on a SunPiex system from any­

where on the network. An easy-to-use API and 

SunPiex Agent Buildertool help administrators 

cluster-enable applications. 

Disaster Recovery: Using Campus Clusters, Sun 

Cluster 3.0 nodes can be separated by up to lO 

Km to allow for continuity of services in the 

event a catastrophic failure brings down an 

enti re campus. 

Today's explosive leveis of growth - in terms of bandwidth, networks, and digital devices - are 

driving an even greater shift towards a services model of computing . The Services on Demand 

approach moves the burden of a computing infrastructure from end users and their PCs to the 

organizations that provide the services. Since its inception in 1982, Sun has been driven by a 

singular vision - The Network ls The Compute r· - and h as helped businesses harness the trans­

forming power of the network in order to c reate, deploy, and detiver reliable Services on Demand. 

As the foundation for the Sun " Open Net Environment (Sun ONE) - Sun's vision, 

architecture, platform, and expertise for delivering Services on Demand - the Sola ris- 9 Operating 

Environment provides an integrated yet open architecture for building and deploying Services on 

Demand. The Sola ris 9 Operating Environment (OE) offers new leveis of performance in scalability, 

availability, manageability, and security, and delivers a complete and highly refined environment 

designed to enable customers to increase service leveis while decreasing costs and reducing IT risks. 

Sun Cluster 3.0 and the Sola ris Operating 

Environment 

Sun Cluster 3.0 software takes general­

purpose clustering beyond the realm of high 

availability by adding the simplicity of single 

system manageability and the potential of 

seamless scalability. lt provides a single, glo­

bally coherent process and resource manage­

ment view for the multiple nades of a cluster. 

In essence, the cluster becomes a single man­

aged entity, and presents itse lf and its services 

to clients as if it were an individual server. 

The Sun Cluster 3.0 framework extends 

the Sola ris Operating Environment, enabling 

Sun Cluster 3.0 provides high availability (HA) 

and scalability to everyday Sola ris applica­

tions through continuous network and data 

availability. Services that are written to the 

easy-to-use Sun Cluster 3.0 API can achieve 

even higher leveis of availability as well as 

scalability. 

The SunPlex system is a key element of a 

services-driven computing environment. Sun­

Piex systems detiver management capabilities 

in tightly coupled pools of resources, making it 

possible to manage the service, not the server. 

Sun Cluster 3.0 software is the key to building 

SunPiex systems, which also include the 

core Solaris services- devices, file systems, Sola ris Operating Environment; Sun serve r, 

and networks - to operate seamlessly across storage, and network connectivity products; 

a SunPiex" system while maintaining full - - and-Sun support servic.es. 

Soloci' wmp,tibHity with "'"'"' 'PPlic.ti o C p M I _ C O R~~ s I 
Fls. No Ü 6 5 2 ~ 

Doe jó9Ó ~l ~ 



Datasheet SunPiex- Systems and Sun- Cluster 3.0 Software 

The SunPiex system is the premier integrated application 
service delivery platform. Combined with Sun Cluster 3.0 
software, SunPiex systems are designed to manage applica­
tion services for tightly coupled environments, optimizing 
both the availability and scalability of these services. 

SunPiex System Key Benefits 

a C he SunPlex system offers a unique approach 

W to appilcat10n serv1ce management, and is the 

premier, integrated application service delivery 

platform. SunPlex systems enable an enter· 

prise to respond to the scalability, availability, 

and complexity challenges that arise in today's 

services-driven model of computing. With the 

help of SunPlex systems, enterprises can 

increase service leveis while decreasing ser· 

vice levei cost and risk. 

Makes Service Leveis Easier to Manage 

SunPlex systems provide a powerful, flexible 

environment where failover and scalable appli· 

cation services can be simultaneously deployed 

and easily managed. Application services run· 

ning on SunPlex systems receive the full bene· 

e o ts ofthe Sun Cluster 3.0 HA framework. You 

an deploy them across the SunPlex system 

without worrying about how they will find and 

access network and file services. 

Provides Continuous Access 

SunPlex systems detiver Global Network and 

File Services. Data, network, and devices are 

continuously available to ali domains in the 

SunPlex system as well as to applications run· 

ning on any doma in. 

Simp/ifies Administration, Lowers Costs 

SunPlex systems incorporate system manage· 

ment tools, such as Sun Management Center 

and SunPiex Manager software, to create a 

centrally managed environment that provides 

easy administration and lower operating costs. 

Summary of Features 

Global File Service .. :~ ~ 

Global Network Services 

In the Sun Cluster 3.0 architecture, incoming 

requests from the network go to a globaliP 

address, which is always available and shared 

by ali domains in the SunPlex system. To clients 

on the network, the entire SunPlex system 

looks like a single computing resource. 

Through load balancing ofthe incoming 

requests, Global Network Services help 

increase the performance of the scalable appli· 

cation services running on SunPlex systems. 

Application services can run on any doma in in 

the SunPlex system, independent ofthe exact 

path taken by network requests and responses. 

Centralization of Global Network Services on 

behalf ofthe SunPlex system facilitates a sim· 

pie "single point of management" paradigm . 

Global Devices and Global File Services 

Data access is significantly enhanced in Sun 

Cluster 3.0 with the addition of Global Devices 

and Global File Services. With Global Devices, 

every doma in has access to any device on the 

SunPlex system - such as a disk or CD·ROM 

drive - even ifthat device is not physically 

connected to that doma in. 

Global File Services extend these capabili· 

ties by using shared storage devices - storage 

with physical connections to more than one 

doma in - so that datais both highly available 

and accessible to application services running 

on any domain ofthe SunPlex system . Central· 

ization ofGlobal File Services on behalf ofthe 

SunPlex system facilitates a simple "single 

point of management" paradigm. Customers 

who prefer to failover the file system can use 

the Failover File Service feature ofthe Sun 

Cluster 3.0 5/02 release instead of the Global 

File Se rvices. 

Sca/able Services 

The Sun Cluster 3.0 framework allows a single 

application, o r series of applications from a 

service, to run across multi pie domains or sys· 

tems. By adding more domains or systems to 

the SunPlex system, capacity and continuity 

are increased. Service leveis are maintained in 

the event of any number of potential outages 

- planned or unplanned. 

Failover Services 

The Sun Cluster 3.0 architecture delivers inher· 

ent HA services. lt enables IT organizations to 

maintain service leveis on criticai applications 

and services. Failover Services provide high 

availability to single instance applications by 

failing over the application to a backup node 

in the event of a failure . 

Faster Failover 

Sun Cluster 3.0 software provides fast errar 

dêtê'CttO'rr; f<rst software switc -over, and parai· 

I I p na . a-st ucture restarts . 
CPMI • CORREIOS 
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When a failover occurs, clients might se e a 

brief interruption in service and may need to 

reconnect (depending on the characteristics of 

the application) after the failover has finished. 

However, once reconnected, the physical server 

from which they get applications and datais 

transparent. 

Diskless Failover 

With the foundation ofthese key abstracted 

capabilities - Global Network 5ervices, Glo· 

Cal Devices, and Global File 5ervices - there is e 10 concept of logical host in 5un Cluster 3.0. 

5ervices need not reside on servers physically 

attached to storage devices, which means ser-

P3 

Easy Agent Development Environment Prioritized Service Management (PSM) 

5un provides a list of qualified 5calable and HA P5M is a policy-based service levei manage-

Agents. Alternatively, developers can use the ment feature that provides high service leveis 

5unPlex Agent Builder to develop 5calable o r for a high·priority service in the event of its 

HA Agents . The 5unPiex Agent Builder gener- failover to a backup node. tt automat ically off-

ates agent code in Ksh or C with two simple loads low-priority services on the backup nade 

clicks. For fast agent deployment with no code to free resources for the high-priority service . 

writing or modification, developers can also 

use the Generic Agent functionality of the 

Agent Builder. The Generic Agent funct ionality 

generates a precompiled agent binary that 

shortens the agent deployment cycle. In the 

5un Cluster 3.0 5/ 02 release, the Generic 

Agent functionality h as been enhanced to 

offer tunable parameters that allow for cus-

The low-priority services can either be shut 

down o r failed over to another node. 

Campus Cluster Support 

Both two-room (quorum device in the same 

room as the primary node) and three-room 

(quorum device in its own room) Campus 

Clusters are supported by 5unPlex systems. 

vice failover does not require storage device or tomization ofthe Generic Agent. 

file system failover. Diskless Failover enhances Easy Upgrades 

flexi bility as well as minimizes failover time. 

Centralized System Administration and 

Management Too/s 

The 5un Cluster 3-0 framework simplifies 

administration by enabling 5unPlex system 

resources to be managed and administered as 

if they were on a single system. Administrators 

h ave access to ali system management tools 

from any system in the 5unPlex system. And 

beca use of the integration with the 5o la ris 

A d perating Environment, familiar 5o la ris com­

W' ands execute justas if only a single system 

were being administered. 

5unPlex system management is accom­

plished through either a command-line inter­

face (C LI) o r GUI-based management tools (5un 

Management Center or 5unPiex Manager). The 

GUI-based tools allow complex tasks to be per­

formed with ease by enabling system adminis­

trators to manage any resource on a 5unPlex 

system from anywhere on the network. This 

provides tremendous cost savings for organiza­

tions where administrators are responsible for 

systems located in different buildings, cities, 

and even countries. 

Fast Application Messaging Via Remate Shared 

Memory Technology 

5un Cluster 3-0 software includes Remate 

5hared Memory (R5M) technology, which 

offers improved service leveis for distributed 

applications running in the 5un Cluster envi­

ronment. The R5M API offered in the 5olaris 8 

Operating Environment 10/01 release enables 

application developers to bypass the TCP/IP 

stack and access high-speed, high-bandwidth, 

and low-latency interconnect hardware 

directly for fast messaging in the 5un Cluster 

environment. R5M technology in the 5un Clus­

ter 3.0 5/02 release has been tuned for optimal 

performance of Ora elegi RAC. 

Dynamic Reconjiguration (DR) Support 

5un Cluster 3-0 software provides support for 

dynamic additions or removais of hardware 

resources such as processors, memory, and 1/0 

devices. DR support checks the safety of a DR 

operation and rejects any unsafe operations. 

Security Hardened 

Upgrading from the 5un Cluster 3.0 12101 

release to the 5un Cluster 3-0 5/ 02 release can 

be done with minimal downtime. Nodes can 

be upgraded one ata time without shutting 

down the entire cluster. This minimizes 

planned service downtime during the 5un 

Cluster 3.0 software upgrade. 

Eight-Node Support 

5un Cluster 3-0 supports up to eight nodes in 

a 5unPlex system. Customers can mix and 

match from 5un's extensive serve r offerings_ 

About Sun ONE 

The 5un Open Net Environment (5un ONE) is 

5un's vision, architecture, platform, and expertise 

for delivering 5ervices on Demand today and 

in the future. Based on open standards such 

as Java· and XML technology, 5un ONE provides 

a highly scalable and robust framework for 

building and deploying a variety of 5ervices on 

Demand - from traditional Web-based appli­

cations to future context-aware Web services. 

By simplifying the way Web services are created, 

assembled, and deployed, the 5un ONE plat­

form can enhance productivity, speed time to 

5ecurity Hardening is supported on all ofthe 

5un Cluster 3.0 supported agents with the 

exception ofthe BroadVision agent. The DB2 

agent from IBM is also security hardened. 
-- -~~;·r~~~~~-~~~-~i~~er opportunities 
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SunPlex'" Systems and Sun'" Cluster 3.0 Software 

SunPiex System Configurations 

A SunPlex system comprises two or more Sun­

Plex syste m-qualified servers (up to eight 

nodes are supported), storage products, Sun­

Plex system interconnects, and public net­

works running Solaris 9 software. 

Supported Server Platforms 

The following serve r platforms are supported. 

Additional platforms will be available in the 

future . 

C Netra· t 1120/1125, t 1400/1405, Tl AC200/ e DC200, and 20 servers 

• Sun Enterprise· 220R, 250, 280R, 420R, 450, 

3500, 4500, 5500, 6500, and 10000 servers 

• Sun Fire· V88o, 3800, 4800/4810, 68oo, 12K, 

and 15K servers 

Supported Storage Products 

The following storage products are supported. 

Additional storage products will be available in 

the future. 

• Sun StorEdge· MultiPack, 01000, A3500 

(SCSI/FC), A5000, ASlOO, A5200, T3, SE 

391013960, 9910/9960, and 51 arrays 

• Netra st D130 and st D1000 servers 

Supported Third-Party Starage e o EMC Symmetrix
1 

Supported SAN Switches 

• Sun StorEdge Network FC Switch-8 and 

Switch-16 

• Brocade Silkworm 2400 and 2800 

1. Please contact your Sun Sales Representative for more in­
formation. 

Supported lnterconnects2 

The following SunPlex system interconnects 

are supported . Additional SunPiex system 

interconnects will be available in the future. 

• On-board 100 Mbits/ sec port, Sun Quad 

FastEthernet·, SunFastEthernet"", and 

SunSwift" adapters 

• Sun Gigabit Ethernet adapter 

• PCI-Scalable Coherent Interface (SCI) 

Supported Public Networks 

The following public networks are supported. 

Additional public networks will be available in 

the future. 

• On-board 100 Mbits/sec port, Sun Quad 

FastEthernet, SunFastEthernet, and 

SunSwift adapters 

• Sun Gigabit Ethernet adapter 

Supported SunP/ex Topologies 

• Clustered Pairs 

• N+l 

• Pair+M 

Supported Volume Managers 

• Sola ris Volume Manager software 

• VERITAS Volume Manager (VxVM) 

Supparted SunPiex Agents 

The following agents are available now: 

• HA DNS 

• HA NFS 

• HA Oracle 

• Oracle Parallel Serve r (OPS) 

2. Up to six links o f interconnects transferring data in parallel 
are supported in one SunPlex system. 

On the Web sun .com/solaris 

• Oracle9i RAC 

• HA Sybase 

• Scalable SAP 

• HA Sun ONE Web Server3 

• HA Sun ONE Messaging Server3 

• HA Sun ONE Directory Server3 

• HA Sun ONE Calendar Server3 

• HA Netscape· Directory Server (LDAP) 

• HA Apache Web/ Proxy Serve r 

• HA NetBackup 

• HA Solstice Backup· software 

• Scalable Sun ONE Web Server 

• Scalable Apache Web/Proxy Serve r 

• Scalable BroadVision One-To-One 

Agents Availab/e Through Third Parties 

• IBM DB2 (EE and EEE) 

• HA lnformix Dynamic Server 

• Sybase ASE 

Sun Cluster Software Coexistence 

• Solaris Resource Manager 

• Sun StorEdge lnstant lmage 

• Sun StorEdge Network Data Replicator 

For More lnformati.,.o=----

To learn more abo t ~it'!~~~ttfji~:ã'f"!j 

and SunPlex syste s~Mtun-com®liHiJIWS 
For more infor ation on the Sol~ ~ 

Operating Environ e flj,g.'_is~c\1ri$o~is. 
For additional ,nformation on Sun ONE, 

visit sun .com/suno e. 

Doe: 
~H~tl--'h--

3. Formerly iPlanet" Web Server, iPianet Messaging Server, 
iPianet Directory Server, and iPianet Calendar Server. 
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General Information 

This chapter describes the hardware components of the library. the cell 
locations for cartridge tapes, and the two library operating modes (automatic 
and manual). For software information and drive information . refer to the 
publications that pertain to these specific topics. 

The library is a robotic system that mounts cartridges into a storage cell or into 
a drive for read/write operations. It also moves cartridges from the cartridge 
access port (CAP) to storage cell or from cell to cell. Figure 1-1 on page 1-2 
through Figure 1-4 on page 1-8 show the major components of the library, 
described in the following pages. 

• Tape library Components 

95845 

The tape library has four major components: 

A robot, which mounts and dismounts cartridges 

Storage cells for 156 to 678 cartridges 

A CAP that holds up to 20 cartridges in four magazines, with an optional 
second CAP that holds the same number of cartridges 

Drives, which perform read/write operations 

.-·-•-·•w•-• • ••~•·- ·--· 
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Tape Library Components 

Figure 1-1. Ubrary Major Externai Components (C65081) 

1. Expansion frame 

e o 2. Rear doar 
3. Drive access doar 
4. Right doar 
5. Operator pane/ 
6. Optional CAP B (shown closed) 
7. Standard CAP A (shown open) 
8. Left access doar 

1-2 Tenth Edition 
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Robot 
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Tape Library Components ' ·· 

The robot moves cartridges between storage cells , between cells and tape 
drives, and between the CAP and cells. The robot consists of the Z column 
assembly (vertical motion), the theta mechanism (lateral motion). and the hand­
camera assembly. Figure 1-2 on page 1-4 shows these robot components. 

The Z column assembly contains a Z column and Z carriage. The Z column 
attaches to the floor and ceiling of the tape library. The Z column can rotate 
almost 360 degrees to enable access to ali the cells in the tape library. 

The hand-camera assembly, which is attached to the Z carriage, grasps and 
releases cartridges. The Z carriage moves the hand up and down the Z column 
to storage cells, drives, or the CAP. 

The camera, which is on the hand, is active only during a library audit. An audit 
occurs when you: 

Power-on the tape library. 

Open and close the left access library door. 

Make a reguest at the customer server console to audit the tape library. 

During an audit, the camera reads the location and volume serial number 
(VOLSER) of each cartridge in the storage cells and reserved cells. Since this 
information is stored in the library's memory, the library does not rely on the 
camera to read cartridge cartridge locations or VOLSERs during mount and 
dismount operations. 

The storage of audit data within the library has two implications for operation: 

Each time an audit occurs, you must use the system console to reguest a 
host update. This procedure adds the library audit information to the host 
memory. 

If you manually exchange a cartridge from a drive for one in storage, the 
host memory will continue to apply the VOLSER and location information 
from the first cartridge to the second cartridge. This might cause an errar. 

··-..... , 
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Tape Library Components 

Figure 1-2. Robot Components (C65114) 

2 

e G 

e o 
1. Z motor 
2. Z column 
3. Hand-camera assembly 
4. Z carriage 

1-4 Tenth Edition 
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Tape Library Components 

Storage Cells 

95845 

Host software !acates cartridges by pane!, column, row , and cell. The library 
contains storage cells for 156 to 678 cartridges. excluding the CAP cells. The 
number of cells is determined by how many drives are installed and whether 
the tape library has the standard rear window pane! or the expansion frame . 
The expansion frame provides additional storage cells for 294 cartridges . 

Cell Locations 

Cartridges are stored in cell arrays that hold six cartridges. Cell arrays are 
stacked in columns and these columns are arranged in a circle around the robot 
assembly. Columns can hold up to 42 cartridges. 

Table 1-1 on page 1-6 lists tape library storage capacities. Figure 1-3 on 
page 1-7 through Figure 1-4 on page 1-8 show celllocations for the L 700e tape 
library in its various configurations. 

Note: The following statements apply to celllocations: 

1. The library uses array targets for robotic calibration during an Initial 
Program Load (IPL). 

2. Never put data cartridges in the reserved cells (refer to "Reserved 
Cells" on page 1-9 for more information). If you do not want to 
store diagnostic and/or cleaning tapes in these cells, you must leave 
them empty. 

3. The library does not use the drive and CAP locations to store 
cartridges. 

4. The robot uses the swap cell (the top-most cell in the reserved area) 
for in-transit cartridges, to place a cartridge that is left in the hand­
camera assembly when a power failure occurs, or to perform a swap 
operation. 

libr ary Cap acity 

Table 1-1 on page 1-6 lists the library storage capacities. Although 
library capacity is automatically configured when you bring the library 
online. check the operator panel to be sure that the capacity 
information is accurate. 

Tenth Edition 
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Tape Library Components 

Table 1 -1. Tape Iibrary Capacity 

Expansion Second Drives Panel 2 Total Data Reserved 
Frame Drive In stalled Access Cartridge Cells 2 · 

Column (Maximum ) Cells1 · 

No 10 DLT/ Ultrium Entire 678 12 
o r 

6 9840/T9840B/ 
T9940 + 1 DLT 

or 1 Ultrium 
Yes 

(Full) Yes 20 DLT/ U1trium Entire 618 12 
o r 

12 9840/ 

e G T9840B/ 9940 + 2 
DLT, or 2 
U1trium 

No 10 DLT / Ultrium Entire 384 12 
o r 

6 9840/T9840B/ 
T9940 + 1 DLT 

or 1 Ultrium 
No 

(2/ 3) Yes 20 DLT/U1trium Entire 324 12 
o r 

12 9840/ 
T9840B/T9940 + 

2 DLT or 2 
Ultrium 

No 10 DLT/ Ultrium Partia! 216 12 
o r 

6 9840/ T9840B/ 
T9940 + 1 DLT 

e o or 1 Ultrium 
No 

(113) Yes 20 DLT/Ultrium Partia! 156 12 
o r 

12 9840/ 
T9840B/T9940 + 

2 DLT or 2 
Ultrium 

No tes: l. These numbers do not include cells in the CAP or the reserved area. 

2. The reserved cells are composed of one swap cell and 11 cleaning and/ or · ·· · 
diagnostic cartridge slots . They are shown in Figure 1-5 on page 1-1 O. ~~- r! 9 ô31'itlfJ~ 

I..I"'MI - cuRREIOS · 

Fls. No O 6 61 I 

\ 
"?> o96 

1-6 Tenth Edition Doe: 95845 



e c 

Figure 1-3. Locating Cartridges-Top View (C65127) 

~í.:\ 
~\V 

1 . 1 /3 capacity (partia i access to Pane I 2) 
2. 2/3 capacity (entire access to Panel 2) 
3. Full capacity (with optional expansion frame) 
4. Drive column O 
5. Drive column 1 (optional) 
6. CAP B (optional) 
7. CAPA 
8. Panel 2 

95845 Tenth Edition 

Tape Library Components 

C65127 
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Tape Library Components 

Figure 1-4. Locating Cartridges-Panels, Cells, Rows (C65091) 
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Tape Library Components 

Figure 1-4. Locating Cartridges-Panels, Cells, Rows (Continued) (C65091) 

1. 216-cartridge-cell configuration 
2. 384-cartridge-cell configuration 
3. Expansion frame (See note) 

Note: 678-cartridge-cell configuration equals 384-cartridge-cell configuration plus Expansion frame. 

4. Optional second CAP (See note) 
5. Optional second drive column 
Note: The optional second CAP replaces the front window. The optional second drive column replaces 

the 60 shaded cells. 

Reserved Cells 

95845 

Figure 1-5 on page 1-1 O shows the cells reserved for swapping cartridges and 
for diagnostic and cleaning cartridges. The top cell is the swap cell, which is 
reserved for in-transit cartridges. Do not p1ace any cartridges in to this ce11. You 
may place any type of cleaning or diagnostic cartridges into the other 11 cells. 

N:>te: Loading cleaning cartridges into any of these 11 cells enab1es Auto 
C!ean upon the next IPL. 

CAUTION: 
System degradation: Do not insert data cartridges into these reserved 
cells. The host software will not find these cartridges. 

Tenth Edition 
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Tape Library Components 

Figure 1-5. Reserved Cell L:>cations (C65136) 
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1. Location of reserved cells 
2. Swap cell (leave empty) 
3. Diagnostic and cleaning cartridges 

Cartridge Access Port 

1-10 

A cartridge access port (CAP) is the location where you add cartridges to or 
remove cartridges from a library without interrupting normal cartridge mounts 
and dismounts by the robot. The library may have an optional, second CAP. 
Both CAPs are located on the right front door. 

The CAP magazine is designed for easy loading. You can access the magazine 
by simply pulling down on the magazine handle and adding cartridges. Or, you 
can remove the magazine by lifting it out , load the cells. and place the 
magazine back into the CAP. Snap-on cartridge retention covers allow you to 
keep cartridges in place when transporting magazines. 

For detailed procedures, refer to"lmporting Data Cartridges through the CAP" 
and "" in Chapter 4, "Library Operation. " 

Tenth Edition 
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Tape Library Components 

The library can contain the following drive types: 

Digital Linear Tape (DLT) 8000 or DLT 7000E 
9840/ T9840B I /T9940 
IBM Ultrium 
Hewlett Packard U!trium 
Seagate Ultrium 

CAUTION: 
Possible data Joss: StorageTek does not advise mixing DLT 7000 and 
DLT 8000 drives in the same library. lf a DLT 7000 cartridge is inserted 
into a DLT 8000 drive, the tape can be read and written in 7000 mode. 

lf a DLT 8000 cartridge is inserted into a DLT 7000 drive, the drive will 
indicate "Medi um Error/Calibration Error (03/8000)" if a read command is 
issued and, as with most tape drives, will write over any data present on 
the tape if a write command is issued at load point. 

The maximum number of DLT or Ultrium drives is 20. The maximum number o f 
9840/T9840B/T9940 drives is 12. 

As an operator, you might have to: 

Configure a drive in a library; refer to "Drive Entries (SCSI Drives Only)" on 
page 3-10. 

Check drive status information; refer to "Drive Status" on page 4-3 . 

Manually mount a cartridge to a drive or dismount a cartridge from a drive ; 
refer to "Loading/ Unloading Cartridges Manually" on page 4-28. 

NJte: During typical operation (or automated mode), the library's robotic 
hand-camera assembly automatically places a cartridge into the 
drive or removes a cartridge from the drive when a command is sent 
from the host software. 

For specific drive information, refer to your drive publications. 

CPMI • CORREIOS 
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Horizon L Series Library Monitor Feature 

• Horizon L Series Iibrary Monitor Feature 

• 

The optional Horizon L Series Library Monitor feature incorpora tes a web 
interface to the library. In addition to the feature , you w ill need a personal 
computer attached to the library's Ethernet port. The featu re enables you to: 

"View" the library interior and visually check the status of tapes, drives, and 
CAP 
Initiate diagnostic tests on the library from the p ersonal computer 
Make configuration changes or additions 

Consult the compact disk which accompanies this feature for more information . 

Tape library Safety Features 

Safety features are incorporated into the tape library. If the left access door is 
opened, an electrical interlock removes power from the robot assembly. 

Behind the right front door, covers are placed over the logic card, the AC power 
supply, and the DC power supply to prevent you from coming into contact with 
hazardous voltages and sensitive electronics. 

• Con trolling Software 

Controlling software, within the client/server, requests tape read and write 
operations to the drives and robotic move operations for the tape library robotic 
components. Software determines where the cartridge is located by tracking the 
VOLSER and celllocation during audits, then allocates which drive receives the 
cartridge. For specific information. refer to your software publications. 

When the control path is a direct attachment, the software resides within the 
client central processing unit (CPU) . When the control path is an indirect 
attachment, the software is divided between the server and the client CPUs. For 
specific information, refer to your software publications. 

• library Operating Modes 

1-12 

An operating mode is the manner in which a tape library and the controlling 
software (also referred to as the customer's server software) interact. A library 
can operate in either automated mode or manual mode. 

Tenth Edition 
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Auto Clean Feature 

Automated Mode 

Automated mode is the normal operating mode of the tape library. The 
controlling software instructs the robot to move the cartridge among the storage 
cells , drives, and CAP without operator intervention. Your tasks may include: 

Monitoring the tape library operator display for messages 
Importing a cartridge through the CAP 
Exporting a cartridge through the CAP 
Replacing a cleaning cartridge 

Refer to Chapter 4, "Library Operation, " for the procedures. 

Manual Mode 

Manual mode occurs when the tape library is offline. Your tasks may include: 

Opening the tape library doors 
Moving the robot 
Locating a cartridge 
Removing a cartridge from the hand 
Mounting a cartridge into a drive 
Dismounting a cartridge from a drive 
Returning the tape library to online status 

Refer to Chapter 4, "Library Operation," for the procedures. 

• Auto Clean Feature 

95845 

Drives occasionally need to be cleaned to prevent read/write errors. 

The Auto Clean feature is enabled when your tape library is initializing and 
detects cleaning cartridges in the reserved cells . When a drive requires cleaning 
while Auto Clean is enabled, the robot will receive a software message telling it 
to retrieve a cleaning cartridge and place it into the drive. 

If Auto Clean is not enabled, you must manually import a cleaning cartridge for 
the drive that requires cleaning. The "Clean Drive" request appears on the 
operator panel's display. 

Refer to "Cleaning Cartridge Warning Count" in Chapter 3, "Configuration ," for 
more information and procedures. 
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13U Rack Area 

• 13U Rack Area 

1-14 

You may use the internai 13U (0.57 m !22.75 in.] x 0.48 m !19 in.]) rack area , 
located behind the right front door, for additional equipment. Refer to "Rack 
Safety and Precautions·· on page xxiii for precautions you must follow before 
installing equipment in this area. 

Power cable space is provided in the cutout area of the rear doar. 

CAUTION: 
Heat within rack area: Cooling considerations should be made based 
upon the power dissipation within the rack space, as well as the externai 
library room ambient conditions. Cooling must be provided for moderate 
power dissipation within the rack space. Additional cooling is available 
from StorageTek. 

Tenth Edition 
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Library Power Switch 

Table 2-1. Operations Guide (Continued) 

Task 

Set library Fibre Channel Port O address 

Enable/disable Fast Load 

Set date and time 

Set drive configuration 

Set network configuration 

Set screen characteristics 

Page for Operator Pane! 
Instructions 

page 3-5 

page 3-7 

page 3-8 

page 3-10 

page 3-12 

page 3-15 

• Iibrary Power Switch 

2-18 

The library power switch is a circuit breaker or breakers behind the right front 
doar of the library. Figure 2-18 on page 2-19 shows the power switch location. 
This switch, attached to the AC power distribution unit (PDU) , contrais the AC 
power to the library and drive column. 

The power switch has two configurations: 

A single breaker on the AC power distribution unit contro1s the library and a 
single drive column. 

An optional second breaker, located on the second power distribution unit, 
powers the second drive column and an optional second library power 
supply. 

N:ltes: If your library has two circuit breakers: 

1. The optional PDU must be connected to a separate electrical circuit. 

2. If only one breaker is powered off. the second breaker will still be 
powered on. 

To apply power to the library and drive column, lift the switch or switches. 

To remove power from the library and drive column: 

Make sure ali jobs are complete. 

Push down on the library power switch or switches. 

1 
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Features, Functions & Benefits 

• Enabling Technology 
• System Architecture 
• System Management 
• Service and Support 

lntroduction 

Sun StorEdge(tm] Enterprise Backup software 7.0 (EBS 7.0), formerly Solstice Backup software, 
reduces management overhead by providing "lights out" protection of storage assets throughout the 
enterprise, from the largest corporate data centers to the smallest branch offices. Built upon an open, 
highly scalable client-server architecture, it is an integrated product that addresses the backup, 
recovery, and archival needs of heterogeneous computing environments in large enterprises or 
departmental workgroups. lt supports SolarisTM Operating Environment servers, as well as LAN-, 
WAN-, NAS and SAN-attached, multi-vendor UNIX®, Linux, Microsoft Windows, and NetWare 
platforms. 

Sun StorEdge Enterprise Backup software is a key component of Sun's Data Continuance offering, 
which also includes Sun StorEdge Availability Suíte software for point in time copy and real time data 
replication, and Sun Cluster for Sola ris OE application availability with Sun StorEdge tape and disk 
arrays. 

The software is deployed worldwide at Sun Microsystems to protect over 125 terabytes of data across 
500 backup servers including six terabyte-class data centers. Support is provided for Sun's tape drives, 
tape libraries and the lates! Sun storage. 

Advanced Sun StorEdge Enterprise Backup software capabilities such as indexing and media 
management, cluster support, high speed parallelism, tape interoperability, comprehensive NDMP 
support, disk backup, tape cloning, archive, and dynamic drive sharing are among key components that 
enable administrators to protect storage assets and minimize downtime. 

Data base, messaging and ERP modules deliver online protection and granular recovery. Storage 
nodes enable load sharing and distribution of backup traffic, as well as LAN-free protection of servers 
with large data volumes. Autochanger/Silo modules enable hands-free protection using a wide variety 
of robotic devices. Sun StorEdge Enterprise Backup software is also tightly integrated with 
complimentary Legato applications such as hierarchical storage management (HSM), systems 
management frameworks , simplified operator administration , and web-enabled management of multi pie 
Sun StorEdge EBS servers. 

With Sun StorEdge Enterprise Backup software, you can standardize on one application to provide 
complete, fast. and reliable protection of business-critical information across a heterogeneous 
enterprise, resulting in lower downtime costs, less management overhead, and greater ROl of storage 
resources. 

Sun StorEdge Enterprise Backup software 7.0 is available in four editions to match lhe IT requirements 
of each customer. Additionally, various options are available for extending coverage, capability, and 
throughput. Options can be purchased at any time after installation and can be easily addêd to a site 
w1thout interrupting ongoing operations. This allows you to scale your data protection solution~ 
storage needs increase. 

~-~ 
http ://www.sun.com/storage/software/data_services/backup/details.html 21 /07/2003 
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Sun StorEdge Enterprise Backup software takes capabilities such as heterogeneous pla'iárm support, 
disk backup, automated media handling, consistent interoperable tape formal, data stream parallelism, 
remote management, and client-server frameworks for storage management to a new levei , making it 
one of lhe mos! flexible and scalable storage management solutions available. The software is an ideal 
complement to every Sun server and Sun StorEdge tape library and disk array purchase. 

Back to Top 

Features, Functions & Benefits 

• HETEROGENEOUS SUPPORT 
• ADVANCED ARCHITECTURE 
• ENHANCED BACKUP PERFORMANCE 
• EXPANDABLE NETWORK CONNECTIVITY 
• HIGH PERFORMANCE 
• AUTOMATED MEDIA MANAGEMENT 
• ENHANCED NETWORK ANO APPLICATION SERVICE LEVELS 
• DATA PROTECTION ANO RECOVERY 
• HIGH-AVAILABILITY CLUSTER SUPPORT 
• ENTERPRISE-CLASS NAS PROTECTION 

HETEROGENEOUSSUPPORT 

Feature: Centralized , automated protection for heterogeneous enterprises. 

Function: Support for a wide range of backup platforms, clients, storage systems, file systems, and 
volume managers. 

Benefit: Allows you to protect terabytes of information for hundreds to thousands of networked servers 
and workstations. You can standardize on one application to protect your largest data centers as well 
as your smallest branch offices, while minimizing downtime costs, reducing management overhead, 
and increasing return on your storage resource investments. 

ADVANCED ARCHITECTURE 

Feature: Robust, scalable client-server architecture. 

Function: Provides advanced indexing architecture; single meta-data index; and tape interoperability 
between Unix, Windows, and Linux backup platforms. 

Benefit: lncreases disaster recovery and platform migration capabilities , eliminates risk of corruption, 
and speeds file recovery. This simplifies management, increases resiliency, allows you to recover data 
without administrative assistance. 

ENHANCED BACKUP PERFORMANCE 

Feature: Disk-to-disk backup option. 

Function: Performs simultaneous reads-from and writes-to disk, as well as concurrent staging/cloning 
operations and backups. lt also automatically senses and removes incomplete backups from disk and 
purges expired data. 

Benefit: Backs up unlimited clients directly to disk, increasing backup pek· ~~mmmlt}'.lli~o:;t;1~w~~ 
you to recover individual files directly from online disk to reduce downtim . CPMI CORREIOS · 

EXPANDABLE NETWORK CONNECTIVITY Fls-. 

Feature: Full LAN, SAN, and WAN connectivity. 

Funct;ono Easy, dynamk expans;on of cHent connedons, stocage nodes, a\1,\'~f~~ 
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Benefit: Provides flexible, scalable backup and recovery capabilities and expandable su~rt of your · 
heterogeneous storage infrastructure. 

HIGH PERFORMANCE 

Feature: Superior performance for fast backup and recovery . 

Function: Built-in data multiplexing and data compression. 

Benefit: Provides extensive support for high-speed tape drives , libraries , and silos. 

AUTOMATED MEDIA MANAGEMENT 

Feature: Advanced media management. 

Function: Automated media handling, cartridge cleaning, electronic labeling , bar coding, and media 
verification. 

Benefit: Enables proactive corrections to minimize downtime and provide database integrity in event of 
unexpected or incomplete shutdowns. 

ENHANCED NETWORK ANO APPLICATION SERVICE LEVELS 

Feature: Storage Nodes provide load sharing and LAN-free protection in DAS and SAN environments. 

Function: Perform "hot" backups to maintain user access. 

Benefit: Serverless backup frees your enterprise from the impact of data protection operations, 
maximizing network and application service leveis. 

DATA PROTECTION ANO RECOVERY 

Feature: Application modules that provide database, messaging, and enterprise resource planning 
(ERP) backup and recovery for 24x7 environments. 

Function: Provide online protection and granular recovery. 

Benefit: Provides data protection for Oracle, Sybase, lnformix, Microsoft SQL Server, IBM DB2, 
Microsoft Exchange Server, Lotus Notes/Domino, and SAP R/3 on Oracle applications. 

HIGH-AVAILABILITY CLUSTER SUPPORT 

Feature: Sun Cluster software support. 

Function: Support for backup clients and Sun StorEdge Enterprise Backup server in Sun Cluster and 
Solaris Operating Environments. 

Benefit: Provides data backup and recovery in high-availability clustered environments. 

ENTERPRISE-CLASS NAS PROTECTION 

Feature: Expanded Network Data Management Protocol (ND.MP) Support. 

Function: Clones NDMP savesets from tape. 

Benefit: Provides Direct Access Restare (DAR), increasing speed of recove 
backups. 

CPMI - CORREIOS 
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Back to Top 

Enabling Technology 

lmproved data availability 
Sun StorEdge Enterprise Backup software 7 .O helps improve data availability and data protection. lt is 
designed to allow you to establish a policy for each system so that if lhe primary backup server is not 
available, lhe scheduled backups are directed to secondary systems and completed . With Sun 
StorEdge Enterprise Backup software, duplicate copies of data can be automatically created at an 
offsite location for safekeeping . The software also supports fast system recovery by requiring only lhe 
backup server indexes to be available to recover ali data. 

High-performance network backup 
For mission-critical environments, high-performance data protection and storage management 
applications are crucial. Sun StorEdge Enterprise Backup software is designed for rapid data 
movement. lt delivers high-speed backup through parallel processing of multiple client backups, which 
are directed to multiple devices simultaneously. Using parallel backup sessions, lhe software can 
backup or restare faster than a single tape drive. This helps improve client performance and backup 
throughput. Additionally, magnetic disks may be used as backup media, further improving fast data 
backup and recovery speeds. 

lntegrated database and application backup 
Sun StorEdge Enterprise Backup software not only provides backup and storage management services 
for file systems, it also extends those services to databases and mission-critical applications. Sun 
StorEdge Enterprise Backup software modules for key data bases and applications-such as Oracle, 
lnformix, Sybase, Lotus Notes/Domino, Microsoft SOL Server, and Microsoft Exchange-provide 
automated, online backup and storage management of these environments. The software also includes 
support for raw partitions for data bases that access file systems directly. 

lmproved utilization of resources 
Many of lhe advanced storage management applications allow more effective use of system, storage, 
and administrative resources. Through Sun StorEdge Enterprise Backup software's Archive module, 
data can be optionally removed from a disk for conservation of storage space once it has been safely 
stored offline. The Archive module is an advanced data management application that delivers file-levei 
archiving and file-grooming services for authorized clients on the network. lt allows logical grouping of 
associated files under a common archive name for simpler restoration . 

Storage Nodes 
Sun StorEdge Enterprise Backup software supports large enterprise networks and allows the backup of 
data to a remate device attached to a secondary backup server called a storage node. A storage nade 
is a Sun StorEdge Enterprise Backup software client that runs on the Solaris[tm] Operating 
Environment and uses local devices for backup and recovery, yet relies on the primary backup server 
for index and contrai information. Storage nades facilitate the distribution of backup performance 
around the network and improve lhe reliability of those backups without increasing management 
overhead. Network users can also backup, recover, or archive their local files without assistance from 
the system administrator and without knowledge of where the data is located. 

Dedicated Storage Node 
The dedicated storage nade provides a cost-effective method to achieve local area network (LAN)-free 
backup utilizing a storage area network (SAN) infrastructure. lt delivers the same advanced features 
and functions of a traditional storage nade, but it does not accept data streams from remate Sun 
StorEdge Enterprise Backup software client hosts. Both the dedicated storage nade and the traditional 
storage nade fully support SAN technologies for LAN-free backup. The dedicated storage nade is 
designed to provide a low-cost method for upgrading Sun StorEdge Enterprise Backup software client 
hosts (LAN backup) to use storage nade technology for LAN-free backup. 

Dynamic drive sharing 
Sun StorEdge Enterprise Backup software builds on Solstice Backup 6 software's library sharing by 
adding the capability of dynamically allocating a tape drive to a Sun StorEdge Enterprise Backup 
software server or storage nades or NDMP-enabled NAS storage devices. Tape drives on centralized 
libraries can now be allocated to a Sun StorEdge Enterprise Backup_.s.oftw.are server or to multi pie 
storage nodes as needed for backups and restares. Dynamic ~~T~~SEfS~iJ!l icapab il ity of 
Fibre Channel tape drives and libraries to enhance efficiency i PJ:i:i.~'(cal rei6Ltr'é~ m'án 9.9~ ment. 
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Sun StorEdge Enterprise Backup software offers support for Sun's Fibre Channel tape option. The · 
software also offers support of Sun's Fibre Channel driver module and tape drives to enablê the latest 
capability in high-speed, distributed data movement for both backup and restare. 

Back to Top 

System Architecture 

Sun StorEdge Enterprise Backup Software has a clienUserver architecture comprised of three distinct 
functions-client, storage nade, and server-that offers the flexibility and performance required to protect 
and manage data. The data protection process is encompassed in a data zone, which is the collection 
of clients, storage nades, and data protected by a single Sun StorEdge Enterprise Backup software 
backup server. A software data zone can be collectively administered with a single set of storage 
management policies and procedures. 

Sun StorEdge Enterprise Backup Software 7.0 was built from the ground up to benefit from its 
clienUserver architecture. With Sun StorEdge Enterprise Backup Software 7.0 the processing 
responsibilities are effectively "shared" between the client and the server. The immediate benefits of 
this approach are two-fold: 

• lt provides the ability to harness the distributed network computing model to provide a flexible 
backup operation. 

• "Any client" to "any server" to "any storage device" interoperability helps allow Sun StorEdge 
Enterprise Backup software to provide an approach to storage management that is consistent 
across most major server platforms. 

Key Points: Client 
In the Sun StorEdge Enterprise Backup software storage management model, the client has several 
aclive roles : 

• Automates response to backup requests, navigates the file system, and pushes the data to the 
serve r 

• Supports client-side data compression, encryption, and password protection 
• Administrative mode-provides the interface for monitoring and contrai of multiple storage 

management servers 
• User mode-provides the interface for user-initiated backup/recovery o r archive/retrieval 

operations 

Sun StorEdge Enterprise Backup software's client-side data generation, data compression, and data 
encryption capabilities accelerate throughput while helping to minimize server load and network traffic 
for exceptional scalability and performance. 

In addition, the software's ability to run parallel data streams simultaneously from multiple clients 
delivers excellent performance. 

Key Points: Server 
By delegating data sourcing to the client, the Solaris Operating Environment-based Sun StorEdge 
Enterprise Backup software server can dedicate itself to the role of resource manager, including: 

• Executing backup schedules and policies ~ --H ~--- ; g~'i _ C I~ _ 
Automated multiplexing of severa! simultaneous client sessions into a sin ' 1~7 eAe ~ à'ta 
stream out to one or more storage devices-client parallelism and device I v~ ffiM!rJeavtAQ! RREIOS 

• Automated resource management for concurrent device operation · . ~ Yj r: 
• Staged storage management to attached storage automatically FI No Ü ü c J 
• Dynamic load balancing among available storage devices S. 
• Maintaining separate on-line client file indexes for each client 
• Robust client file index management with high-speed indexing and efficie t segmentation 
• Administration via Microsoft Windows, X-Windows Motif, or fui I function C I O 7 c n ~ ·. 

o c .~ 

Sun StorEdge Enterprise Backup software assigns much of the processing for backup and recÕvery to-­
the client, allowing lhe server to take better advantage of network and backup serve r bandwidth to 
process multiple client data streams in parallel. 

• Client parallelism for automated multiplexing of client data streams with up to 512 pa\llel ~ 

YÀ4 )\ ' 
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• Automated resource management for concurrent device operation with up to 32 concurrent 
devices 

Sun StorEdge Enterprise Backup software provides multi-client file index management. The software 
h as been optimized for rapid insertion of file entries in the on-line index. Each client using the software 
has a separate client file index to distribute index management workload and reduce lock contention . 

Key Points: Media 
Sun StorEdge Enterprise Backup software's intelligent media management handles and automates 
such tasks as media labeling, media rotation, and media tracking. The software delivers a consistent 
set of media management features across a wide range of media technologies. 

• Facilitates robust, unattended operation with a powerful suite of automated media management 
routines 

• Exploits lhe capabilities of high-performance, high-capacity autoloaders for enhanced 
throughput and automated operation 

• Offers broad device support. The software's media and robotics-independent architecture 
provides uniform support for a wide variety of tape and auto-changer technologies, including 
QIC, 4-mm DAT, 8-mm, DL T, and optical devices from Sun and other suppliers 

Sun StorEdge Enterprise Backup software's shared intelligence between client and server functions 
allows it to deliver efficient, cost-effective storage management solutions that range from standalone 
systems to enterprise-wide networks involving hundreds of clients and terabytes of data. The software's 
smart client server/architecture harnesses the resources of the network computing model for distributed 
processing of storage management tasks. In addition, its performance characteristics allow backups to 
be completed in less time by exploiting lhe power of high-performance servers, network connections, 
and storage devices for outstanding throughput. 

Sun StorEdge Enterprise Backup software's client/server capabilities coupled with advanced device 110 
management, exploit high-performance device technologies to accelerate throughput while helping to 
minimize server load and network traffic. 

lnterleaving protected data from different clients onto a common storage medium along with client 
parallelism allows Sun StorEdge Enterprise Backup software to stream one or more storage devices at 
full speed-a levei of performance that is otherwise very difficult for network backup to achieve. 

Sun StorEdge Enterprise Backup Software 7.0's client parallelism for both backup and recovery helps it 
maximize the effective throughput to the media device for storage management. Moreover, lhe 
software's performance scales efficiently as additional storage devices are dynamically added to the 
backup pool. 

Self-defining, removable media provides for automatic recreation of Sun StorEdge Enterprise Backup 
software catalog information resulting in easy reconfiguration of Sun StorEdge Enterprise Backup 
software servers, catalog-independent recovery capabilities, and virtually fail-proof disaster recovery. 

There is a limited backup window available for storage management. lf you rely on the availability of 
criticai applications that run the business, you must take full advantage of limited backup windows. Sun 
StorEdge Enterprise Backup software rapidly backs up large quantities of data by allowing multiple 
clients to be backed up simultaneously. This is called parallelism in a storage management operation. 

And lhe same holds true for storage devices. Multiple tape drives and optical devices can be written to 
at the same time to help optimize data movement. This is called multiplexing. Sun StorEdge Enterprise 
Backup software can write save sets from multiple clients to the same tape drive, intermixing lhe save 
sets on lhe tape cartridge at the block levei. On any given tape cartridge, backup data from multiple 
clients is intermixed. 

Sun StorEdge Enterprise Backup Software is one of the few applications that can help drive high-speed 
tape devices at their maximum throughput rales . The software achieves this by constantly providing 
data to the tape drive, allowing for long-term data streaming. Tape devices do not reach maximum data 
throughput rales if they are regularly starting and stopping. lf the tape driv.e.js-r.ateG-ó~cl-·5-MB-per--

second, Sun StorEdge Enterprise Backup software is one of the few app i~~!'l~l(!mf~~ b data 
to the tape at near 5MB per second speed . For companies with large a o~~ f f datê~~C)S· 
usually during off-hours, this concept can become criticai. - Q 6 7 6 
Sun StorEdge Enterprise Backup software works in small environments i 1!ii l s nl~ few servers ao 

httn :/ /www .sun.com/stora.ge/software/data services/backup/details.html 
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large environments with hundreds of servers. This type of scalability is provided throu9hfl),:~e , 

1 

configuration options within a data zone, as well as by the abiiity to configure muitipie datazones into a 
common contrai zone. Sun StorEdge Enterprise Backup software grows dynamically with the fast­
paced growth of distributed appiications and the ciient/server architectures depioyed for mission-criticai 
appiications. 

Key Points: Storage Nodes 
You can add capacity to depioyed Sun StorEdge Enterprise Backup software data zones simpiy by 
assigning a Soiaris Operating Environment-based networked server with avaiiabie attached storage 
devices as a Sun StorEdge Enterprise Backup software storage nade. Data and appiications on the 
storage node or remate from it can use the storage management capacity at the storage node, whiie 
contrai and management remains centraiized at the Sun StorEdge Enterprise Backup software server. 
This provides high-speed, iocaiized storage management without using network bandwidth . it aiso 
allows redundant storage management devices for ciient services to "faii over" to in the event of 
hardware faiiures. 

Key Points: lmmediate Technology 
lmmediate technology is available in the Sun StorEdge Enterprise Backup Software Power Edition 
software that provides for very fast backup of large quantities of data with mini mal CPU impact. The 
technology maximizes throughput by passing the TCP/IP layer for local backup/recovery. So storage 
nodes or backup servers that have locally attached disk and tape, can do backup and recovery faster 
as they do NOT have to go up and down the 7-layer TCP/IP stack when doing backups and recoveries. 

immediate technoiogies are for backing up, recovering, and copying backups using iocally attached 
tape drives (on the same system where the data being backed up or cloned is stored). lmmediate 
technoiogies use a shared memory buffer for "passing" the biocks in a data stream between the Sun 
StorEdge Enterprise Backup software client component and the Sun StorEdge Enterprise Backup 
software server component (save and recover). 

Standard technology for save and recover relies on TCP and UDP for transmitting save set data 
streams between clients and servers, both for the data portion of the save set and for the contrai 
information for synchronizing the Sun StorEdge Enterprise Backup software client and server. 
lmmediate technology only uses TCP for contrai information and passing pointers where the data block 
resides in the shared memory buffer. 

lmmediate cloning bypasses TCP/IP for local copies. Standard cloning technology uses TCP/IP for 
transmitting save set data streams, allowing for storage nade cloning to Sun StorEdge Enterprise 
Backup software server or other storage nodes. 

Key Points: Advanced Media Management 
Sun StorEdge Enterprise Backup software offers many advanced media management features . lt 
exploits the capabilities of high-capacity autoloaders for very high performance and fully automated 
operation. The software makes this possibie with a powerful suite of media management routines. 
These routines simplify administration of media management, including disk device media support and 
automatic staging . 

Media Handiing Automation 

• Media spanning and media changing for high capacity autoloaders 
• Support for cartridge access ports and bar code readers allows rapid loading and inventory of 

media 
• Cleaning cartridge support for regularly scheduled device maintenance and tracking of cieaning 

cartridge usage - ·---·- ·--- -··-·· - - · 

Automated Resource Management CPMI · COR~~ I OS 
06 i7 

Sun StorEdge Enterprise Backup software offers exceptionai fiexibiiity for configu aHd»5J. oN-9-J~e~d~ia,.__ __ _ 
resources, whiie heiping reduce complexity for resource scheduling by automatin resource 

management. 3 O 9 O 
Media pools offer a flexible way to logically segregate data onto a particular set o Reg f§:-eas>Aefid-roH9Ae--- -
multiple criteria, such as clients, groups, backup schedules, and backup types. ~~~~· .. --·~-

Concurrent device support allows simuitaneous operation of up to 32 storage devices including muiti­
device autoloaders. Sun StorEdge Enterprise Backup software supports concurrent device operation 
for mixed device poois, so devices do not need to be of identicai make and model, ore n of the same 

~ 
http :/ /www .sun. com/storage/software/data _ services/backup/ detai1s.htm1 1/07/2003 
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Automatic, multi-tier backup staging helps reduce tape operations and helps increase performance by ' 
staging smaller volume backup, migration, and archive data to direct access storage devices. Sun 
StorEdge Enterprise Backup software automatically manages device capacity. 

Dynamic load balancing automatically allocates client sessions among available storage devices within 
a media pool to help optimize throughput and device utilization . 

Network loading offers the administrator the ability to contrai network data loading for backup and 
recovery by adjusting client parallelism and sessions per device settings. 

Advanced Media Format 

The OpenTape format is the key to many of Sun StorEdge Enterprise Backup software's advanced 
media management capabilities: 

• The OpenTape format allows interleaved data to help enable client parallelism 
• Self-identifying block headers provide transparent tape spanning and the ability to recover past 

bad spots on media 
• Auto-verification helps ensure media integrity 
• OpenTape allows Sun StorEdge Enterprise Backup software to recover indexes without 

searching the media 
• OpenTape provides cross-platform compatibility across virtually every major network operating 

environment including the Solaris Operating Environment, Microsoft Windows 2000/XP, UNIX® 
platform, and NetWare 

Sun StorEdge Enterprise Backup software's administrative model is designed to reduce complexity, 
and easily accommodate change and growth within the enterprise. Sun StorEdge Enterprise Backup 
software delivers a single, consistent solution for heterogeneous networks, allowing organizations to 
integrate their operating system environments into an enterprise-wide storage management strategy. 
The software's global approach for network-wide administration significantly reduces the time required 
to implement backup strategies. An operator can configure, schedule, or monitor network-wide backups 
for one or more Sun StorEdge Enterprise Backup software servers from any administrative nodes on 
the network. 

Key Points: Updated User Interface 
The user interface has been updated and includes the following features : 

• Provides a consistent interface for centralized, local, or remote administration 
• Provides monitoring of ali server functions via a well-organized, on-screen console 
• Allows administration of multiple servers from one screen simultaneously 
• Wizards to help configure servers, clients, groups, and media 

Group Schedules and Policies 

• Backup administration is organized around groups of clients 
• Menu-based policies and schedules can be easily created or edited for each group 
• Point-and-click scheduling is available for nine differentiallevels of backup in addition to full , 

incrementai, and skip 
• The default policy allows new client volumes to be protected automatically as client capacity 

grows 
• Powerful directives allow backups to be customized for the needs of each client 
• Sun StorEdge Enterprise Backup software's approach virtually elimin,ates-tfle·need to createw . 

maintain job scripts -
• A full-function command line interface (CLI) is provided 
• Ali GUI functions are available in command line format 
• Custam productivity is provided via script-initiated Sun StorEdge Ent 

functions 

Systems Management Framework lntegration 

rprise Backup software 

Fls . N° G ~"'! ~ 
j ~ ·g~ ) 

• Sun StorEdge Enterprise Backup software offers customized integral; n°~ffi:~P.::_s 
Unicenter and HP's IT/Operations through optional Legato complementary proal.Jcts .. ·~---~·-' 

• Software can be launched directly from the central systems management framework c~osol , 
providing consolidation of messages on a common console, and so on 

· · ,~7 
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Event Notification 

Sun StorEdge Enterprise Backup software's powerful , yet flexible, event notification system allows the 
administrator to be selectively notified of high-priority alerts as well as routine events through e-mail, 
pager, or SNMP. The event notification system: 

• Provides preconfigured priority alerts for ali important storage management events 
• Automates routine notification for daily reporting of backup session status 
• Allows unattended lights out mode until operator intervention is required 
• lntegrates easily with corporate e-mail systems and systems management tools 

Back to Top 

System Management 

There are four editions of Sun StorEdge Enterprise Backup software designed to fit the needs of high­
end enterprise and mid-range corporate computing environments. 

Sun StorEdge Enterprise Backup Software 7.0- Business Edition 

The Sun StorEdge Enterprise Backup Software Business Edition is a high-performance storage 
management solution ideally suited for small business, remate branch offices, mixed-platform LANs, 
and new deployments of LANs inside growing enterprises. This edition goes far beyond the feature set 
of a typical entry-level network backup product, providing scalability and investment protection through 
an easy upgrade path to the Network and Power Editions. lt supports full, incrementai, and differential 
backup operations. lt also provides active backup support for a 2-node cluster (database and/or Email 
application) and NDMP-based small network attached storage (NAS). 

Sun StorEdge Enterprise Backup Software 7.0 • Workgroup Edition 

The Sun StorEdge Enterprise Backup Software Workgroup Edition is a high-performance storage 
management solution for small networks in corporate environments. This edition is ideally suited for 
remate branch offices, mixed-platform LANs, and new deployments of LANs inside growing 
enterprises. lt goes far beyond the feature set of a typical entry-level network backup product, providing 
scalability and investment protection through an easy upgrade path to the Network and Power Editions. 
lt supports full, incrementai, and differential backup, and has the following capabilities: 

• lncreased scalability: Local or remate centralized administration capabilities and client/server 
architecture support automated backup for up to seven network-attached workstations and file 
servers. Sun StorEdge Enterprise Backup software also offers a seamless upgrade path to the 
Network Edition or Power Edition. This provides investment protection and allows your 
customers to "pay as you grow." 

• Enhanced performance: A unique parallel streaming feature supports up to 12 simultaneous 
client backup/recover sessions on a single Workgroup Edition system. 

• Outstanding reliability: lndustry-standard OpenTape format, from Legato, supports data 
multiplexing for backup and recover operations, offering excellent performance and data 
reliability. 

• Concurrent device support: This edition provides support for backup and recovery operation 
using up to four backup devices simultaneously per Sun StorEdge Enterprise Backup software 
server or storage node, including multi pie autochangers. 

• Autochanger ready: Systems running Workgroup Edition software can be extended to operate 
up to a 1 to 32 autochangers through the addition of the appropriate Autochanger Software 
Module. The Workgroup Edition software is ideal for a remate office or..smallde.par.tment.that 
needs an entry-level Sun StorEdge tape library. · ·a~- S"iY - -

• Sun StorEdge Enterprise Backup Software 7.0 -ready: The capabilitie rkgrofl l?'li&c81ffi'f'l g 
software can be extended to provide online data protection for busine s- ri cal aat'::lb'a'SIHi h'd 
applications with the addition of Sun StorEdge EBS Modules. [\ {! 7 ~ 
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Sun StorEdge Enterprise Backup Software 7.0 - Network Edition O 
9 

O 
The Sun StorEdge Enterprise Backup Software Network Edition is a highly re af31~r:e~erprise-strength 
storage management solution for distributed networks . Sun StorEdge Ente rpr ;s~S'a"ékttfT-se-ftw-are-is-­
highly scalable, with outstanding manageability, availability, and performance. fim'--r<tetwork-cL!Ttím'!-~· • 
software supports ten clients , as well as options that add client connect1ons, cluster client connection , 
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and expanded client platform coverage, and deliver services such as archiving , librar/&h~ng , SNMP 
manageability, and StorEdge EBS database/applications support. Sun StorEdge Enterp'ri$e Backup 
software options include the following powerful capabilities: ··-. . _ 

• Virtually unlimited scalability: Local or remate centralized administration capabilities and 
clienVserver architecture support automated backup for hundreds to thousands of network­
attached workstations and file servers. 

• Excellent performance: A parallel streaming feature supports up to 32 simultaneous client 
backup/recover sessions on a single Network Edition syslem. 

• Outstanding reliability: lnduslry-standard Legalo OpenTape formal supports data multiplexing 
for backup and recover operations. giving unmalched performance and data reliability. 

• Concurrent device support: The Network Edition provides support for backup and recovery 
operation using up to 16 backup devices simullaneously per Sun StorEdge Enlerprise Backup 
software server or storage node. including multiple aulochangers . 

• StorEdge Enterprise Backup Storage Nades: Support provides load sharing within a StorEdge 
EBS data zone, helping enable large servers to be protected LAN-free and in less time, and 
increasing scalability as your backup environment grows. 

• NDMP ready: Sun StorEdge Enterprise Backup software can be enabled to backup network 
attached storage (NAS) devices using NDMP. 

• Native Library Sharing and Dynamic Drive Sharing (DOS) Ready: DOS Options allow tape 
drives to be dynamically allocated as needed within a Data Zone over a Fibre Channel SAN 
between a Sun StorEdge Enterprise Backup software server, storage node(s) , and NDMP­
compliant NAS file servers delivering faster backup and recovery and maximum library ROl. 

• Autochanger ready: Systems running Network Edition software can be extended to operate with 
a very wide range of tape and optical autochangers through the addition of the appropriate 
Autochanger Software Module. 

• StorEdge Enterprise Backup DiskBackup Option Ready (ali Editions): This option leverages the 
performance of high capacity, high-speed disk arrays to protect and recover data faster. lt is an 
deal compliment to tape storage to maximize protection, reduce backup window needs, and 
minimize downlime costs. 

• Archive ready: Sun StorEdge Enterprise Backup software can be expanded into a full-feature 
slorage management platform through the addition of lhe Sun StorEdge Enterprise Backup 
Software Archive modules. 

• Cluster client ready: Network Edition software includes extensive support for clustered 
environments using Sun Cluster, Hewlett Packard MCSG, IBM HACMP, Compaq TruCiuster, 
Microsoft Cluster Services, and Legato Availabilily Manager. 

• SNMP ready: The Sun StorEdge Enterprise Backup software SNMP Module runs on any 
supported hardware platform and in any environment or system management framework that 
supports SNMP traps. 

• SSun StorEdge Enterprise Backup Software Module ready: The capabilities of Network Edition 
software can be extended to provide online data protection for business-critical database and 
applications with the addition of Sun StorEdge Enterprise Backup Software 7.0 Modules. 

Sun StorEdge Enterprise Backup Software - Power Edition 

Sun StorEdge Enterprise Backup Software Power Edition is a high-performance storage management 
solution for customers with very large servers, clusters, or the requirement to drive high-speed devices. 
Power Edition features enhanced local architecture designed to dramalically increase local throughpul, 
while minimizing use of system resources. The Power Edition software supports ali standard Sun 
SorEdge Enterprise Backup software options. lt includes two like-kind cluster client connections. With 
the addition of Power Edition storage nodes, it can support up to 512 parallel streams of data, and a 
maximum of 256 concurrent devices. 

Back to Top 

Service and Support 

Sun Services Software Support (S4) makes available the following leveis of s 

Standard Support- 1.The Sun Software Standard Support offering provides 
plan . Features include: 

• Extended local business hours (5x12) for telephone and online suppo 
• Four (4) business hour response on Priority 1 (Urgent) requests 
• Two (2) authorized contacts 
• Online incident submission and tracking 

~3 t\9 03/:2el~ - I I . 
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• Software updates and patches 
• Access to online self-solve resources 

Premi um Support- The Sun Software Premium Support offering is designed for criticai environme.nts 
where high availability is a priority and round-the-clock support is a customer requiremenÍ.This levei of 
service offers: 

• 7x24 coverage with live call transfer for Priority 1 (Urgent) requests 
• Three (3) authorized contacts per 8-hour shift 
• Plus, ali of the features of lhe Standard support levei 

Back to Top 

Company lnfo 1 Contact 1 Terms of Use 1 Privacy 1 Copyright 1994-2003 Sun Microsystems 
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CAPACITY ANO PERFORMANCE 

Drives 99408 
SDLT 

LTO DLT8000 98408 9840 320 

Library Capacity (native, with 135.6 TB 110.4TB 135.6 TB 27.1 TB 13.8 TB 13.56 TB 678 tapes) 

Cartridge Capacity (native) 200GB 160GB 100GB 40GB 20GB 40GB 

Sustained Transfer Rate 
(native, concurrent operation 12 20 20 20 12 12 
of ali drives) 

Tape Load Time (to BOT) 
12 10 12 4 4 4 
seconds seconds seconds seconds seconds seconds 

Average File Access Time 
70 76 76 60 11 11 
seconds seconds seconds seconds seconds seconds 

LIBRARY & ROBOTICS 

Average cartridge swap time Seven seconds 

Robotics MSBF One million load/unload cycles 

Robotics MTBF 70,000 power-on hours 

MEBF Two million exchanges 

Hot-plug drives Yes 

Redundant power 

Startup/boot time 

Burst rate (each drive) 

lnventory time 

Robotics 

INURFACES 

Ultra differential 

SCSI 

LVD 

Native 2 Gbit Fibre Channel 

Control Pane! 

SOFTWARE 

Operating System 

Yes (for robotics only, via second drive column) 

Three to four minutes (average) 

40 MB/sec 

Less than six minutes (fully loaded, with barcodes) 

v1 .0 

Fast/Wide SCSI-2 

Wide, high-voltage differential ,-----·--····~·· -· 

Low-voltage differential 

LC connection 

J - tr~ - ; 
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2. This page was easy to find. 

Software Compatibility 

HARDWARE 

Hardware Compatibility 

ENVIRONMiNT 

Operating 

Nonoperating 

ELECTRICAL 

Power cable US/Canada 

lnput voltage range 

Nominal voltage (per power 
supply) 

Power configuration 
US/Canada 

Power consumption 

Maximum heat output 

REGULATIONS 

VERITAS NetBaekup software v3.2 or later 
VERITAS Storage Migrator software v3.2 or later 
Solstice Baekup software v5.5.1 or later 

Sun Enterprise 250, 450, 3x00 , 4x00, 5x00, 6x00, and 10000 
servers 
Sun Fire V880, 3800,4800,4810, 6800, and 15K servers 

15°C to 32°C (59°F to 90°F) 
20% to 80% relative humidity, noneondensing 

-20°C to 60°C (-4°F to 140°F) 
5% to 95% relative humidity, noneondensing 

Library Enclosure Single-drive column 

100 VAC UUCSA 120 VAC UUCSA 

90 to 254 VAC 90 to 254 VAC 

120 or 240 VAC 120 or 240 VAC 

Single-phase 100 VAC, 47 to Single-phase 120 VAC, 47 to 63 
63Hz Hz 

210W 972W 

716 BTU/hr 3314 BTU/hr 

Meets or exeeeds the following requirements: 

Safety 

Emissions 

UL 1950 listed, CSA C22.2-No. 950-M89, TUV-EN60950 

FCC Part 158 Class A, CE Mark, VCCI Class A 

DIMENSIONS ANO WEIGHTS 

Height 

Width 

Depth 

Weight 

WARRANTY 

One year warranty 

183 em (72 in.) 

156 em (62 in.) 

11 O em (43.5 in.) (with expansion door) ---·- -
95 em (37.5 in .) (without expansion doo ,_ +"1-;t-.:--' 

427 kg (941 lb.) (without drives o r eartrid. &~ M I -
-

Fls . No Ü 6 8 3 
3 o 9 ~.,. 15-day parts exehange 
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CISCO SYSTEMS 
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Cisco PIX 535 Security Appliance 

Figure 1 

Cisco PIX 535 Security 
Appliance 

lhe Cisco PIX® 535 Security Appliance delivers enterprise-class security for enterprise 

and service provider netwoi'Xs in a high perfonnance, purpose-built appliance. lts 

highly modular three-rack unit (3RU) design supports up to ten 10/100 Fast Ethemet 

interfaces or nine Gigabit Ethemet interfaces as well as redundant power supplies, 

making it an ideal choice for businesses requiring the highest leveis of performance, 

port density, reliability, and investment protection. Part of the world-leading Cisco PIX 

Security Appliance Series, the Cisco PIX 535 Security Appliance provides a wide range 

of rich integrated security services, hardware VPN acceleration capabilities, and 

powerful remate management capabilities in a highly scalable, high-performance 

solution. 

Enterprise·Ciass Security for 

Large Enterprise and Service 

Provider Networks 

The Cisco PIX 535 Security Appliance 

delivers a multilayered defense for enterprise 

and service provider networks through rich, 

integrated security services including stateful 

inspection firewalling, protocol and 

application inspection, virtual private 

networking (VPN) in-line intrusion 

protection, and rich multimedia and voice 

security in a single device. The 

state-of-the-art Cisco Adaptive Security 

Algorithm (ASA) provides rich stateful 

inspection firewall services, tracking the state 

o f ali authorized network communications 

and preventing unauthorized network 

access. 

Enterprise networks benefit from an 

additionallayer of security via intelligent, 

"application-aware" security services that 

examine packet streams at Layers 4-7, using 

inspection engines specialized for many of 

today's popular applications. 

Administrators can also easily create custam 

security policies for firewall traffic by using 

the flexible access control methods and the 

more than 100 predefined applications, 

services, and protocols that Cisco PIX 

Security Appliances provide. 

Market-Leading Voice·over·IP 

Security Services Protect 

Next·Generation Converged 

Networks 

Cisco PIX Security Appliances provide 

market-leading protection for a wide range 

o f voice-over-IP (VoiP) and multimedia 

standards, allowing businesses to securely 

take advantage o f the many benefits that 

converged data, v_Qi1:~.-•m.9 .Yi.de.o netwo.rks 
I I 

deliver. By comb t)OO"Itl,i,l\r-"i 
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stateful inspection firewall services that Cisco PIX Security Appliances provide for these converged networking 

standards, businesses can securely extend voice and multimedia services to home office and remate office 

environments for additional cost savings, improved productivity, and competitive advantage. 

Flexible VPN Services Extend Networks Economically to Remota Networks and 

Mobile Users 

Businesses can securely extend their networks across low-cost Internet connections to mobile users, business 

partners, and remate offices worldwide using the full-featured VPN capabilities provided by the Cisco PIX 535 

Security Appliance. Solutions range from standards-based site-to-site VPN leveraging the Internet Key Exchange 

(IKE) and IP security (IPsec) VPN standards, to the innovative Cisco Easy VPN capabilities found in Cisco PIX 

Security Appliances and other Cisco security solutions-such as Cisco lOS® routers and Cisco VPN 3000 Series 

Concentrators. Easy VPN delivers a uniquely scalable, cost-effective, and easy-to-manage remote-access VPN 

architecture that eliminates the operational costs associated with maintaining remote-device configurations typically 

required by traditional VPN solutions. Cisco PIX Security Appliances encrypt data using 56-bit Data Encryption 

Standard (DES), 168-bit Triple DES (3DES), or up to 256-bit Advanced Encryption Standard (AES) encryption. 

Certain Cisco PIX 535 Security Appliance models have integrated hardware VPN acceleration capabilities, delivering 

highly scalable, high performance VPN services. 

lntegrated lntrusion Protection Guards Against Popular Internet Threats 

The integrated in-line intrusion-protection capabilities ofthe Cisco PIX 535 Security Appliance can protect enterprise 

networks from many popular forms o f attacks, including Denial-of-Service (DoS) attacks and malformed packet 

attacks. Using a wealth of advanced intrusion-protection features, including DNSGuard, FloodGuard, FragGuard, 

Mai!Guard, IPVerify and TCP intercept, in addition to looking for more than 55 different attack "signatures," Cisco 

PIX Security Appliances keep a vigilant watch for attacks, can optionally block them, and can notify administrators 

about them in real time. 

Award·Winning Resiliency Provides Maximum Business Uptime 

Select models o f Cisco PIX 535 Security Appliances provide stateful failover capabilities that ensure resilient network 

protection for enterprise network environments. Employing a cost-effective, active-standby, high-availability 

architecture, Cisco PIX Security Appliances that are configured as a failover pair continuously synchronize their 

connection state and device configuration data. Synchronization can take place over a high-speed LAN connection, 

providing another layer o f protection through the ability to geographically separa te the failover pair. In the event o f 

a system or network failure, network sessions are automatically transitioned between appliances, with complete 

transparency to users. 

Robust Remote-Management Solutions Lower Total Cost of Ownership 

The Cisco PIX 535 Security Appliance is a reliable , easy-to-maintain platform that provides a wide variety of 

methods for configuring, monitoring, and troubleshooting. Management solutions range from centralized, 

policy-based management tools to integrated, Web-based management to support for remate monitoring protocols 

such as Simple Network Management Protocol (SNMP) and syslog. 

Cisco Systems, Inc. 
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Administrators can easily manage large numbers o f remo te Cisco PIX Security Appliances using CiscoWorks VPN/ 

Security Management Solution (VMS). This suíte consists of numerous modules including Management Center for 

Firewalls, Auto Update Server Software and Security Monitor. This powerful combination provides a highly scalable, 

next-generation, three-tier management solution that includes the following features: 

• Comprehensive configuration and software image management 

• Device hierarchy with "Smart Rules" -based configuration inheritance 

• Customizable administrative roles and access privileges 

• Comprehensive enterprise change management and auditing 

• "Touchless" software image management for remate Cisco PIX Security Appliances 

• Support for dynamically addressed appliances 

Additional integrated event management and inventory solutions are also available as part of the CiscoWorks VMS 

network management suíte. 

The integrated Cisco PIX Device Manager provides an intuitive, Web-based management interface for remotely 

configuring, monitoring, and troubleshooting a Cisco PIX 535 Security Appliance-without requiring any software 

(other than a standard Web browser) to be installed on an administrator's compu ter. A setup wizard is provided for 

easy installation into any network environment. 

Alternatively, through methods including Telnet and Secure Shell (SSH), or out of band through a console port, 

administrators can remotely configure, monitor, and troubleshoot Cisco PIX Security Appliances using a 

command-line interface (CLI). 

Table 1 Key Product Features and Benefits 

Key Features Benefit 

Enterprise-Ciass Security 

True security appliance 

Stateful inspection 

firewall 

Easy VPN Server 

• Uses a proprietary, hardened operating system that eliminates security risks associated 
with general purpose operating systems 

• Cisco quality and no moving parts provide a highly reliable security platform 

• Provides perimeter network security to prevent unauthorized network access 

• Uses state-of-the-art Cisco ASA for robust stateful inspection firewall services 

• Provides flexible access-control capabilities for over 100 predefined applications, 
services and protocols, with the ability to define custam applications and services 

• lncludes numerous application-aware inspection engines that secure advanced 
networking protocols such as H.323 Version 4, Session lnitiation Protocol (SIP), Cisco 

Skinny Client Contrai Protocol (SCCP), Real-Time Streaming Protocol (RTSP), Internet 
Locator Service (ILS), and more 

lncludes content filtering for Java and ActiveX applets 

• Provides remate access VPN concentrator services for a wide variety of Cisco software 
or hardware-based VPN clients 

• Pushes VPN policy dynamically to Cisco Easy VPN Remote-enabled solutions upon 
connection, ensuring the latest corporate security policies are enforced 

• Extends VPN reach into environments using Network Address Translation (NAT) or Port 
Address Translation (PAT), via support of Internet Engineering Task Force (IETF) 
UDP-based draft standard for NAT traversal ·' . - -- . ·- .. 
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Table 1 Key Product Features and Benefits 

Key Features Benefit 

Site-to-site VPN • Supports IKE and IPsec VPN standards 

• Ensures data privacy/integrity and strong authentication to remate networks and 
remate users over the Internet 

Supports 56-bit DES, 168-bit 3DES and up to 256-bit AES data encryption to ensure data 
privacy 

lntrusion protection Provides protection from over 55 different types of popular network-based attacks 
ranging from malformed packet attacks to DoS attacks 

lntegrates with Cisco Network lntrusion Detection System (lOS) sensors for the ability to 
dynamically blocklshun hostile network nodes via the firewall 

AAA support lntegrates with popular authentication, authorization, and accounting services via 
TACACS+ and RADIUS support 

Provides tight integration with Cisco Secure Access Contrai Server (ACS) 

X .509 certificate and Supports SCEP-based enrollment with leading X.509 solutions from Baltimore, Entrust, 
CRL support Microsoft, and VeriSign 

lntegration with leading . Supports the broad range of Cisco AVVID (Architecture for Voice, Video and lntegrated 
third-party solutions Data) partner solutions that provi de URL filtering, content filtering, virus protection, 

scalable remate management, and more 

Robust Network Services/lntegration 

Virtual LAN Provides increased flexibility when defining security policies and eases overall 
(VLAN)-based virtual integration into switched network environments by supporting the creation of logical 
interfaces interfaces based on IEEE 802 .1 q VLAN tags, and the creation of security policies based 

on these virtual interfaces 

Supports multiple virtual interfaces on a single physical interface through VLAN 
trunking 

Supports multi pie VLAN trunks per Cisco PIX Security Appliances 

Supports up to 24 VLANs on Cisco PIX 535 Security Appliances 

o Open Shortest Path Provides comprehensive OSPF dynamic routing services using technology based on 
First (OSPF) dynamic world-renowned Cisco lOS Software 
routing Offers improved network reliability through fast route convergence and secure, efficient 

route distribution 

Delivers a secure routing solution in environments using NAT through tight integration 
with Cisco PIX Security Appliance NAT services 

Supports MD5-based OSPF authentication, in addition to plaintext OSPF authentication, 
to prevent route spoofing and various routing-based DoS attacks 

Provides route redistribution between OSPF processes, including OSPF. static, and 
connected routes 

Supports load balancing across equal-cost multipath routes 

DHCP server Provides DHCP Server services one ar more interfaces for devices to obtain IP addresses 
dynamically 

lncludes extensions for support of Cisco IP Phones and Cisco SoftPhone IP 
telephony solutions 

DHCP relay Forwards DHCP requests from internai devices to an administrator-specified DHCP 
server, enabling centralized distribution, tracking, and maintenance of IP addresses 

NAT/PAT support Provides rich dynamic/static NAT and PAT capabilities 
I\ \..i UJ/L'JV~ - I~ -
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Table 1 Key Product Features and Benefits 

Key Features Benefit 

Rich Management Capabilities 

CiscoWorks VPN/ Comprehensive management suíte for large scale deployments 

Security Management 
Solution (CiscoWorks 

lntegrates policy management, software maintenance, and security monitoring 

VMS) 

PIX Device Manager lntuitive, Web-based GUI enables simple, secure remote management of Cisco PIX 
(PDM) Security Appliances 

Provides wide range of informative, real-time, and historical reports which give criticai 
insight into usage trends, performance baselines, and security events 

Auto Update Provides "touchless" secure remate management of Cisco PIX Security Appliance 
configuration and software images via a unique push/pull management model 

. Next-generation secure XMUHTTPS management interface can be leveraged by Cisco 
and third-party management applications for remete Cisco PIX Security Appliance 
confíguration management, inventory, software image management/deployment and 
monitoring 

lntegrates seamlessly with Management Center for Firewalls and Auto Update Server 
for robust, scalable remete management of up to 1000 Cisco PIX Security Appliances 
(per management server) 

Cisco PIX CLI Allows customers to use existing PIX CLI knowledge for easy installation and 
management without additional training 

. Accessible through variety of methods including console port, Telnet and SSH 

Command-level Enables businesses to create up to 16 customizable administrative roles/profiles for 
authorization accessing Cisco PIX Security Appliances (for example, monitoring only, read-only 

access to configuration, VPN administrator, fírewaii/NAT administrator, and so on) 

Leverages either the internai administrator database or outside sources via TACACS+, 
such as Cisco Secure ACS 

SNMP and syslog Provide remote monitoring and logging capabilities, with integration into Cisco and 
support third-party management applications 

Highly Flexible Expansion Capabilities 

Fast Ethernet and • Supports easy installation of additional network interfaces via four 66-Mhz/64-bit and 5 

Gigabit Ethernet 33-MHz/32-bit PCI expansion slots 

expansion options Supports expansion cards including single-port Fast Ethernet card, 4-port Fast Ethernet 
card, and single-port Gigabit Ethernet card 

Hardware VPN Delivers high speed VPN services via support of VPN Accelerator Card (VAC) and VPN 

acceleration options Accelerator Card+ (VAC+) 

r--·-... ------ · - ··--~-· ~ 
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License Options 

The Cisco PIX 535 Security Appliance is available in three primary models that provi de different leveis o f interface 

density, failover capabilities, and VPN throughput. 

Restricted Software License 

The Cisco PIX 535 "Restricted" (PIX 535-R) model provides an excellent value for organizations looking for robust 

Cisco PIX Security Appliance services with gigabit firewall throughput, high interface density, maximum investment 

protection, and moderate VPN throughput requirements. lt includes 512MB of RAM and support for up to eight 

10/100 Fast Ethernet or eight Gigabit Ethernet interfaces. 

Unrestricted Software License 

The PIX 535 "Unrestricted" (PIX 535-UR) model extends the capabilities of the family with support for stateful 

failover, additional LAN interfaces, and increased VPN throughput via integrated hardware-based VPN acceleration. 

It includes an integrated VAC or VAC+ hardware VPN accelerator, 1 GB o f RAM, and support for up to ten 10/100 

Fast Ethernet or nine Gigabit Ethernet interfaces. The Cisco PIX 535-UR also adds the ability to share state 

information with a hot-standby Cisco PIX Security Appliance for resilient network protection. 

Failover Software License 

The Cisco PIX 535 "Failover" (PIX 535-FO) model is designed for use in conjunction with a PIX 535-UR. providing 

a cost-effective, high-availability solution. lt operates in hot-standby mode acting as a complete redundant system 

that maintains current session state information. With the same hardware configuration as the Cisco PIX 535-UR. it 

delivers the ultima te in high availability for a fraction o f the price. 

Performance Summary 

Cleartext throughput: 1.7 Gbps 

Concurrent connections: 500,000 

168-bit 3DES IPsec VPN throughput: Up to 440 Mbps with VAC+ or 100 Mbps with VAC 

128-bit AES IPsec VPN throughput: Up to 535 Mbps with VAC+ 

256-bit AES IPsec VPN throughput: Up to 440 Mbps with VAC+ 

Simultaneous VPN tunnels: 2000 

Technical Specifications 

Processar: 1-GHz Intel Pentium III Processor 

Random access memory: 512MB or 1 GB of SDRAM 

Flash memory: 16 MB 

Hi~~"'TT'i~'ltf·~"t1't- i 
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Cache: 256 KB levei 2 at 1-GHz 

System buses: Two 64-bit, 66 MHz PCI, one 32-bit, 33-MHz PCI 
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Environmental Operating Ranges 

Operating 

Temperature: - 25° to 131°F (-5° to ss•q 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 9843 ft (3000 m) 

Shock: 1.14 m/sec (45 in./sec) 1/2 sine input 

Vibration: 0.41 Grms2 (3- 500Hz) random input 

Acoustic Noise: 65 dBa maximum 

Nonoperating 

Temperature: -13• to 158•F (-25• to 7o•q 

Relative Humidity: 5% to 95% , noncondensing 

Altitude: O to 15,000 ft (4570 m) 

Shock: 30 G 

Vibration: 0.41 Grms2 (3-500 Hz) random input 

Power 

lnput (per power supply) 

Range Line Voltage: 1 OOV to 240V AC or 48V DC 

Nominal Line Voltage: lOOV to 240V AC or 48V DC 

Current: 4-2 Amps 

Frequency: 50 to 60 Hz, single phase 

Power: 220W (dual hot swap power supply capable) 

Output 

Steady State: 135W 

Maximum Peak: 220W 

Maximum Heat Dissipation: 750 BTU/hr, full power usage (220W) 

Physical Specifications 

Dimensions and Weight Specifications 

Form factor: 3 RU, standard 19-in. rack mountable 

Dimensions (H x W x D) : 5.25 x 17.5 x 18.25 in. (13.33 x 44 .45 x 46.36 em) 

Weight (one power supply) : 32 lb (14 .5 kg) 

Cisco Systems. Inc. 
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Expansion 

Four 64-bit/66-MHz PCI slots 

Five 32-bit/33-MHz PCI slots 

Six 168-pin DIMM RAM slots, supporting up to 1 GB PC133 ORAM 

Interfaces 

Console Port: RS-232 (Rj-45) 9600 baud 

Failover Port: RS-232 (DB-15) 115 Kbps (Cisco specified cable required) 

Two integrated 10/100 Fast Ethernet ports, auto-negotiate (half/full duplex), R]-45 

Regulatory and Standards Compliance 

Safety 

UL 1950, CSA C22.2 No. 950, EN 60950, IEC 60950, AS/NZS3260, TS001, IEC60825, EN 60825 , 21CFR1040 

Electro Magnetic Compatibility (EMC) 

FCC Part 15 (CFR 47) Class A, ICES 003 Class A with UTP, EN55022 Class A with UTP, CISPR 22 Class A with 

UTP, AS/NZ 3548 Class A with UTP, VCCI Class A with UTP, EN55024, EN50082-1 (1997), CE marking, 

EN55022 Class B with FTP, Cispr 22 Class B with FTP, AS/NZ 3548 Class B with FTP, VCCI Class B with FTP 

Product Ordering lnformation 

PIX-535 PIX 535 chassis only 

PJX-535-R-BUN PIX 535 restricted bundle (chassis, restricted software, 2 10/100 ports, 512MB RAM) 

PIX-535-UR-BUN PIX 535 unrestricted bundle (chassis, unrestricted software, 2 10/100 ports, 1 GB RAM, 
VAC or VAC+) 

PIX-535-FO-BUN PIX 535 failover bundle (chassis, failover software, 2 10/100 ports, 1 GB RAM, VAC 
or VAC+) 

PJX-535-HW= PIX 535 rack mount kit, console cable, failover serial cable 

PJX-FO= PIX failover serial cable 

PIX-4FE 4-port 10/100 Fast Ethernet PCI expansion card 

PIX-1FE Single-port 10/100 Fast Ethernet PCI expansion card 

PIX-1GE-66 Single-port Gigabit Ethernet 64-bit/66-MHz PCI expansion card, Multimode (SX) 
se connector 

PIX-VPN-ACCEL 3DES IPsec hardware VAC 
-- ·~ -· .. - - . ···· · -

PIX-VAC-PLUS 3DES/AES IPsec hardware VAC+ 
.../ · ' L l!l . . 

- " j 
. 
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PIX-VPN-JDES= 168-bit 3DES and up to 256-bit AES encryption software license 

PIX-VPN-DES 56-bit DES encryption software license 

PIX-VPN-DES= 56-bit DES encryption software license 

Support Services 

Support services are available from Cisco and Cisco partners. Cisco SMARTnet service augments customer support 

resources, and provides anywhere, anytime access to technical resources (both online and by telephone) , the ability 

to download updated system software, and hardware advance replacement. 

Support Ordering lnformation 

CON-SNT-PIX535 SMARTnet 8x5xNBD service for PIX 535 chassis only 

CON-SNT-PIX535R SMARTnet 8x5xNBD service for PIX 535-R bundle 

CON-SNT-PIX535UR SMARTnet Bx5xNBD service for PIX 535-UR bundle 

CON-SNT-PIX535FO SMARTnet Bx5xNBD service for PIX 535-FO bundle 

CON-SNTE-PIX535 SMARTnet 8x5x4 service for PJX 535 chassis only 

CON-SNTE-PIX535R SMARTnet 8x5x4 service for PIX 535-R bundle 

CON-SNTE-PIX535UR SMARTnet 8x5x4 service for PIX 535-UR bundle 

CON-SNTE-PIX535FO SMARTnet 8x5x4 service for PIX 535-FO bundle 

CON-SNTP-PIX535 SMARTnet 24x7x4 service for PIX 535 chassis only 

CON-SNTP-PIX535R SMARTnet 24x7x4 service for PIX 535-R bundle 

CON-SNTP-PIX535UR SMARTnet 24x7x4 service for PIX 535-UR bundle 

CON-SNTP-PIX535FO SMARTnet 24x7x4 service for PIX 535-FO bundle 

CON-S2P-PIX535 SMARTnet 24x7x2 service for PJX 535-R chassis only 

CON-S2P-PIX535R SMARTnet 24x7x2 service for PIX 535-R bundle 

CON-S2P-PIX535UR SMARTnet 24x7x2 service for PIX 535-UR bundle 

CON-S2P-PIX535FO SMARTnet 24x7x2 service for PIX 535-FO bundle 

CON-OS-PIX535 SMARTnet On-Site 8x5xNBD service for PIX 535 chassis only 

CON-OS-PIX535R SMARTnet On-Site 8x5xNBD service for PIX 535-R bundle 

CON-OS-PIX535UR SMARTnet On·Site 8x5xNBD service for PIX 535-UR bundle 
-·- ...... ·-··· 

CON-OS-PIX535FO SMARTnet On-Site 8x5xNBD service for PIX 535-FO bundle -K\...10 11 V.J/L.VU'J- \.., 

CON-OSE-PIX535 SMARTnet On-Site 8x5x4 service for PJX 535 chassis only CPMI - CUt<t<t: ' 

CON-OSE-PIX535R SMARTnet On-Site 8x5x4 service for PIX 535-R bundle ·-r-- ~o ~ g_ Q, e r 1 

CON-OSE-PIX535UR SMARTnet On-Site 8x5x4 service for PIX 535-UR bundle 
!:? · 
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CON-OSE-PIX535FO SMARTnet On-Site Bx5x4 service for PIX 535-FO bundle 

CON-OSP-PIX535 SMARTnet On-Site 24x7x4 service for PIX 535 chassis only 

CON-OSP-PIX535R SMARTnet On-Site 24x7x4 service for PIX 535-R bundle 

CON-OSP-PIX535UR SMARTnet On-Site 24x7x4 service for PIX 535-UR bundle 

CON-OSP-PIX535FO SMARTnet On-Site 24x7x4 service for PIX 535-FO bundle 

Additional lnformation 

For more information, please visit the following links: 

Cisco PIX Security Appliance Series: 

http://www.cisco.com/go/pix 

Cisco PIX Device Manager: 

h ttp ://www. cisco .co m/wa r p/ pu bl ic/cc/pd/f w/sq fwSOO/prod li t/pixd3 _ds. pd f 

~co Secure ACS: 

~, __ ) :!!www.cisco.conJ/go/acs 

CiscoWorks VMS, Management Center for Firewalls, Auto Update Server Software and Security Monitor: 

http://www.cisco.com/go/vms 

SAFE Blueprint from Cisco: 

http://www.cisco.com/go/safe 
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Cisco lOS lntrusion Detection Systems 

Executiva Summary 

Intrusion detection has become a criticai 

component o f Enterprise and Service 

Provider infrasturctures. Increasing 

complexity in public networks for data 

transport in light of new business 

applications, e-commerce, extranets and 

virtual priva te networks (VPNs) has created 

increased risks to the integrity and security 

o f internai network. 

In order to counter increasing security 

threats , Cisco lOS, Intrusion Detection 

Systems (IDS) offers added abilities for 

detection, Jogging, auditing and mitigation 

to a variety of existing security products. 

Cisco offers complementary technologies in 

firewall products (Cisco lOS Firewall, PIX, 

etc), encryption technologies (Cisco lOS 

IPSec VPNs, Cisco VPN-3000, 

Authentication, Authorization, and 

Accounting [AAA]) for a full-Iayered 

approach security. 

Cisco lOS IDS includes intrusion detection 

technology for the full range of Cisco lOS 

routers. Cisco 1700, 2600, 3600, 7100, 

7200, 7500, and RSM Series Routers 

support Cisco lOS IDS. The Cisco 830 

Series router will support Cisco lOS IDS. 

It is targeted for November 2003 . These 

intrusion detection capabilities are ideal for 

monitoring intranet, extranet, and branch 

office Internet perimeters against network 

violations. Integrated in to the routing path , 

Cisco lOS IDS uses signatures to identify 

common attacks, and to subsequently 

protect the network. 

Cisco lOS IDS acts as an in-line intrusion 

detection sensor, watching packets as they 

traverse the router's interfaces and acting 

upon them in a definable fashion . When one 

or more packets in a session match a 

signature, Cisco lOS IDS may perform the 

following configurable actions: 

• Alarm: sends an alarm to a syslog server 

or Net Ranger Director 

• Drop: drops the packet 

• Reset resets the TCP connection 

Through the use of syslog and integration 

with CiscoWorks VPN/Security 

Management Solution (VMS), security 

operations can quantify their security 

posture and determine any threats to the 

networks. These metrics provide a 

machanism to track unauthorized network 

activity over time and evaluate security 

policy effectiveness, security activities, and 

budgeting considerations from a 

quantiliable perspective. 
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The remainder of this guide provides a background of information for Cisco lOS IDS, design considerations and 

scenarios for deployment. Cisco lOS IDS is available in Cisco lOS Software Release 12.0.(5)T and !ater releases . 

Advanced performance improvements for Cisco lOS IDS were released in Release 12.2.(8)T. 

Cisco Comprehensive Security Solution 

lntrusion detection implementation requires planning. lntrusion detection technology is a complementary tool that 

should be utilized alongside traditional security products. Cisco lOS IDS is one part of the end-to-end security 

solution. Products such as Firewalls, Encryption and Authentication, and Access Contrai Lists should be part of an 

integrated approach to implementing any Corporate Security Policy. 

Considerations for the following should be taken into account to understand overall security concerns: 

• Security Wheel 

• Developing a Strong Security Policy 

• Securing the Network 

• Monitoring the Network 

• Testing Security 

• Improving Security 

The Security Wheel 

The Cisco security solution approach is one o f an operational perspective rather than one o f a products or policy 

approach. Like network management, the philosophy is one that addresses a dynamic, process towards security. 

Figure 1- The S.curity Wheel 

Manage and 
lmprove 

Secure 

Test 

Monitor and 
Respond 

The Security Wheel is cylical, ensuring diligence and imporvement. The paradigm incorporates the following 

tive step: 

1. Develop a strong security policy 

2. Secure the network 

3. Monitor the network and respond to attacks 

4. Test existing security safeguards 

5. Manage and improve corporate security 
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Data gained from Steps 2 through 5 should always be reflected back to the corporate security policy in Step 1, so that 

high-level security expectations are being met. 

Developing a Strong Security Policy 

Consideration o f the following is crucial in developing a strong security policy: 

• What assets must be protected? 

• Wha t is the risk to those assets? 

• What is the impact (in terms of reputation, revenues , profits, research) o f a successful attack? 

• How much sensitive information is available online? What is the impact ifthis information is damaged or stolen? 

• Which users have access to those assets? 

• What do users (including partners and customers) expect in terms o f security contrai procedures and 

mechanisms? 

• Should users be trusted? 

• Are users accessing assets Jocally or remotely, or a mixture of both? 

• Do distinct parts o f the organization have different security requirements? 

• What types of traffic exist on the network? 

• Are the needs of security consistent with the business/operational needs o f the organization? 

• Is there a strong commitment from management to provi de sufficient resources to implement security policies and 

technologies? 

• Is there a strong commitment for security awareness training? 

A strong security policy should be clearly defined, implemented, and documented, yet simple enough that users can 

easily conduct business within its parameters. A policy o f strong password creation can only work if there is a system 

to validate password selection. 

In many ways, the security policy is a risk management plan, as it documents the risk threshold an organization is 

willing to accept. Because no security technology provides one hundred percent protection, and in most cases 

organizations do not have the budget to implement ali required security elements, the security policy rates assets and 

applies commensurable leveis o f security. 

A criticai element often overlooked is the policy on incident response . What is the official organization response if a 

policy is violated? 

For additional information on the development and implementation o f information security policies, refer to SANS 

Institute Resources: http ://www.sans.org/newlook/resources/policies/policies .htm 

Securing Your Network 

Once the security policy is developing, the network must be secured with multiple technologies: firewalls, intrusion 

detection, AAA, etc. However, this cannot occur without complete understanding o f the user, assets, and network 

topology. 
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Understand Your Network Topology 

Careful inspection of the following will help to prevent possible miscalculations in deploying and configuring 

Cisco IOS IDS: 

• Network size and complexity 

• Locations o f criticai resources (file servers, hosts, etc.) on the network 

• Connections with other networks, both Internet and extranets 

• The amount and type of network traffic 

Consideration o f these placement points will help determine where Cisco lOS IDS can be enabled. Ali connections 

to the network that require protection should receive the same degree of consideration. 

Monitoring the Network 

Once the network has been secured, activity should be monitored, either via syslog or through the use CiscoWorks 

VMS. When a security violation does occur, an appropriate response is crucial: 

• Logging the event 

• Resetting the TCP connection 

• Dropping the offending packets 

• Possible reconfiguration o f the ACLs on the router, in arder to deny the attack 

Specific responses should be detailed within the security policy. 

Testing Security 

Periodic scans o f the network for new vulnerabilities are appropriate. Changes in the network and service/technology 

advancement can create new "security holes" . These aspects are inevitable and should be considered normal 

operations within a growing network. New test procedures for testing security as well as testing the pre-established 

policy should be part o f this review procedure for improvement. 

lmproving Security 

Analyze ali the metrics that are collected. Each parto f the security cycle will produce different information, which 

can then be prioritized. When responding to a threat, consider: 

A) Identify resources required to respond 

B) Incident response policy 

C) Chart ownership and monitoring o f security 

Keep abreast o f any new network threats by improving on the established security policy. Continue to implement the 

Security Wheel cycle. 

Technical Highlights 

Cisco lOS IDS supports intrusion detection technology for midrange and high-end router platforms with firewall 

support. lt is ideal for any network perimeter, and especially for locations in which f-:uter · i~deployed-,. and_- · 

additional security between network segments is required. lt also can protect intranet ;:m-Q:Sr~~~OOivS\thí e 

additional security is mandated, and branch-office sites connecting to the corporate omPeMl Irrterb&! RREIOS 
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lntrusion detection systems provi de a levei o f protection beyond the firewall by protecting the network from internai 

and externai attacks and threats. Cisco lOS lDS enhances perimeter firewall protection by taking appropriate action 

on packets and flows that violate the security policy or represent malicious network activity. 

Cisco lOS lDS acts as an in-line intrusion detection sensor, watching packets as they traverse the router's interfaces 

and acting upon them in a definable fashion. When one or more packets in a session match a signature, Cisco lOS 

IDS may perform the following configurable actions: 

• Alarm: sends an alarm to a syslog server or Net Ranger Director 

• Drop: drops the packet 

• Reset resets the TCP connection 

lntrusion detection systems customers that have already deployed Cisco IDS "appliance sensors" can deploy Cisco 

lOS IDS signatures to complement their existing systems. This allows an intrusion detection system to be deployed 

in areas that may not support a Cisco IDS Sensor. Cisco lOS IDS signatures can be deployed alongside or 

independently of other Cisco lOS Firewall features. 

Cisco lOS Firewall with intrusion detection can be added as an icon on the Cisco VMS Security Monitor screen, 

providing a consistent view of ali intrusion detection sensors throughout a network. Cisco lOS Firewall intrusion 

detection capabilities have an enhanced reporting mechanism that permits event logging to the Security Monitor 

console via Cisco lOS syslog. 

Cisco lOS IDS utilizes signatures to detect patters o f misuse in the network. Each signature is categorized by severity 

and complexity. Signatures are classified by both severity and complexity: 

Severity: 

lnformational signatures: detect information (ie: port sweep) 

Attack signatures: detect malicious activity (ie: illegal ftp commands; Denial o f Service (DoS attempt), 

Complexity: 

Atomic signatures: detect simple patterns (ie: attempt on a specific host or within a single packet) 

Compound signatures: detect complex patterns (ie: attack on multiple hosts, over extended time periods with 

multiple packets) 

Configuration Basics 

1. lnitialize Cisco lOS IDS-ip audit parameters (alarm, drop, and/or reset) 

An audit rule specifies the signatures that should be applied to a packet traffic and the actions to be taken when a 

match is found . The signature list can include any number o f signatures. Signatures can be disabled in case o f false 

positives , o r based on the needs o f the network. 

Note: it is generally recommended that drop and reset actions be used together. 

Command Syntax: 

ip audit info {action [alarm] [drop] [reset]} Sets the default ac t ion s for 

info and a t tack signatures 
ip audit attack {action [alarm] [drop] [reset]} r--·-·----·~ ·-- I'Tf"rGi - -
ip audit name audit-name {info J attack } [list standard-acl] [ ê~ ~a{llfZFfdrop 

(reset]] 1 Creates audit rules, where audit - name is a user - defined a ef>M!r an GGRB!i\.Q5. 
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2. Determine logging Policy 

Command Syntax: 

ip audit notify log ! Sends event notifications (alarrns) to either a Cisco Secure 
IDS Director, a syslog server, or both. 

3. Configure and Apply Audit Rules-which interfaces, what routing path? 

Audit rules can be applied to an interface on the router with a specific direction (in or out). 

If the audit rule is applied to the in direction on the interface, packets passing through the interface are audited before 

the inbound ACL can to discard them. This alerts an administrator if an attack or information-gathering activity is 

underway. Beca use o f this sequences o f events, IDS can trigger even if the router would otherwise reject the activity. 

Audit rules that are applied in the out direction on an interface are conversly auditing packets after they have entered 

the router through another interface. Inbound ACLs o f other interfaces may discard packets before they are audited. 

As such, IDS alarms may be lost even though the attack or information-gathering activity was thwarted. 

Command Syntax: 

interface interface-number ! Enters interface configuration mode. 
ip audit audit-name {in I out} ! Applies an audit ru le at an interface. With this 

comrnand, audit -name is the name of an existing audit rule, and direction is either in or 
out. 

4. Verify the Configuration 

show ip audit configuration 
show ip audit interface 
show ip audit statistics 

5. Optionally Disabling Signatures 

ip audit signature signature-id {disable I list acl-list} 
si gna tures . 

Ciseo lOS IDS Deployment Seenarios 

Disables individua l 

Cisco lOS IDS capabilities are ideal for providing additional visibility at intranet, extranet, and branch-office Internet 

perimeters. Network administrators enjoy more robust protection against attacks on the network and can 

automatically respond to threats from internai or externai hosts. 

Cisco lOS IDS is intended to satisfy the security goals of ali o f our customers, and is particularly appropriate for the 

following scenarios: 

• Enterprise: interested in a cost-effective way to extend perimeter security across ali network boundaries, 

specifically branch-office, intranet, and extranet perimeters. 

• Small and medium businesses: need a cost-effective router that has an integrated firewall with intrusion-detection 

capabilities. 

• Service Providers: may want to deploy this as the router/firewall for a managed service. They can set this at 

subscribers' sites to provide firewalling and intrusion detection within the necessary function of a router. 

Commonly referred to as "perimeter protection" Cisco lOS IDS can be placed to monitor traffic between the network 

and the Internet. Companies generally also use a firewall to protect the perimter, which the most common 

deployment scenario. This enables the both incoming and outgoing traffic to be monit ~-----·-
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An internai attacker can additionally take advantagte of network services that otherwise go unprotected. For this 

reason, the perimeter protection offers little help. Placing Cisco lOS lDS on other segments, and in the routing path 

solves this problem and can shield from outside attacks, while addressing often overlooked networks: extranet, 

remote access, and less secure intranet networks. 

Although partner companies generally have security policies of their own, there is often little reassurrance that these 

policies are adequately enforced. Outsiders often may enter a network through this type o f connection, so it should 

also be protected and firewalled. 

Remate access networks are also notorious for their vulnerability to attack. Although generally designated for 

employee use, externai attackers often expliot vunerabilities in authorization, authentication and or wireless 

technologies. Cisco lOS lDS defends and monitors against such weaknesses in this area. 

As mentioned earlier, intranet connections should also be monitored and protected with Cisco lOS lDS. Research 

and Development networks and Engineering resources, for example, often require additional security mesurements 

to protect proprietary information. For these areas, a robust security solution can be achieved by utilizing a combined 

approach of strong access controllists, Cisco lOS Firewall, and Cisco lOS IDS. (Figure 2) . 

Figure 2 . Combined S.curity Approach 
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When Cisco lOS IDS is deployed, audit rules are applied specifying the direction of traffic through an interface 

(in or out). 

Audit rules applied to the in direction on an interface will allow packets passing through the interface to be audited 

before inbound ACLs. 

Fls. N° O 7 C 3 
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Audit rules applied to the out direction of an interface allow signature matching to occur against packets after they 

enter the router through another interface. In this case, inbound ACLs may discard packets before they are audited. 

Unintentionalloss o f Cisco lOS IDS alarms may result, despi te the avoidance o f an attack or information-gathering 

activity. Detection o f such unsuccessful violations and attack attempts are often equally as important as detecting 

successful attacks. 

Memory and Performance lmpact 

The performance impact o f intrusion detection will depend on the configuration o f the signatures, the levei o f traffic 

on the router, the router platform, and other individual features enabled on the router (ie: encryption, source route 

bridging) . Enabling or disabling individual signatures will not alter performance significantly; however, signatures 

that are configured to use ACLs will have a significant performance impact. 

The network only uses this router as a security device; therefore, no packet is allowed to bypass the security 

mechanisms. Cisco lOS IDS sits directly in the packet path, so it searches each packet for signature matches. In some 

cases, the entire packet will need to be searched, while the router must maintain state information, application state, 

and awareness. 

There is no traffic-dependent memory requirement for auditing atomic signatures. For auditing compound 

signatures, CBAC allocates memory to maintain the state of each session for each connection. Memory is also 

allocated for the configuration database and for internai caching. 

Differing Cisco lOS Products 

• Cisco lOS IDS (Router Sensor) : Cisco lOS IDS delivers in-line integrated intrusion protection in the routing path 

with a feature-rich set o f networking services. It provides real-time monitoring, interception, and response to 

network misuse with a broad set of the most common attack and information-gathering intrusion detection 

signatures. 

• Cisco IDS -4210, 4235, 4250 (Network Sensor Appliance): Network sensor provides a comprehensive dedicated 

appliance model to protect the network of observation from malicious activity. 

• Cisco IDS Module (Integrated Switch sensor) : Integrated Switch Sensor is designed to protect switched 

environments by integrating full-featured IDS functionality directly into the network infrastructure. This allows 

the user to monitor traffic directly off the switch backplane. 

• Cisco IDS Host Sensor: The Host Sensor provides comprehensive protection for the server operating system and 

the applications running on the servers. It is installed on each server, guarding operating system and applications, 

as well as access to those applications. The system employs call interception techniques to provide the only 

proactive server security system. 

• Firewall Sensor: Integration o f IDS functionality in to Cisco PIX Series Firewalls. This protects common 

network-based attacks. 

Conclusion 

Cisco lOS IDS supports intrusion detection technology for midrange and high-end router l'Wl~-~~~~lllfli~~"ftt~ 

support. It is ideal for any network perimeter, and especially for locations which a router i ~\SWep~oyectíW'R EIOS 

additional security between network segments is required. It also can protect intranet and ex anet connections where 

additional security is mandated, as well as branch-office sites connecting to the corporate ~Ts~r ~~erneí) '( Ü Ll 
Cisco Systems, Inc. 
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Intrusion detection should be considered an integral component when designing and implementing a layered approach towards secu'nty. ___ ·-·-

Sensors may be placed on almost any network segment o f the enterprise-wide network where security visibility is required. Perimeter 

placements , internai network segments where criticai resources are located, extranet connections, and DMZs are the most minimal of 

locations to consider when implementing and maintaining a security policy. 

The Security Wheel can help to attain the goal o f security in an ever-changing environment. To ensure that a high percentage o f security 

objectives are achived, always secure, monitor, test, and improve. 
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Q & A - CONFIDENTIAL 

Cisco Secure PIX Firewall Series 

Q. What type o f firewall is the Cisco Secure PIXTh' Firewall? How is it different from other firewall products on the market? 

A. The Cisco Secure PIX Firewall is a family of stand-alone, special-purpose firewalls that delivers stateful security and extremely 

fast performance to corporate and service provider networks. These firewalls thoroughly conceal an internai network from the 

outside world-providing full firewall security protection. Unlike typical CPU-intensive proxy servers running on general purpose 

operating systems that perform extensive processing on each data packet, PIX Firewalls use stateful technology implemented in a 

secure, real-time, embedded operating system. This technology enables The Cisco Secure PIX Firewall series to deliver outstanding 

performance for more than 250,000 simultaneous connections, dramatically surpassing the performance of "general purpose" 

operating system-based firewalls. The Cisco Secure PIX Firewall is now extensible, with support for up to six fast Ethernet network 

interfaces. 

Q. What is the difference between the new PIX 515 platform and the PIX 520? 

A. The PIX 515 is a slimline, Ethernet-only PIX hardware platform designed for small-to-medium locations. The PIX 520 is an 

enterprise-class chassis with more processar power, interface options and support for high volumes of traffic than any firewall device 

in the world . Both platforms provide PIX Firewall-quality performance and stability. 

Table 1 Specifrcalions for lhe Cisco Secure PIX 515 vs. lhe PIX 520 Firewalls 

PIX 515 PIX520 

200-MHz processar 350-MHz processar 

Two expansion slols Four expansion slots 

64-MB RAM. maximum 128-MB RAM 

Q. Does fail-over work with the Cisco Secure PIX Firewall? 

s. e1r. 
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A. Most Cisco Secure PIX Firewall models can be run in redundant mode with a secondary PIX Firewall , but both firewall chassis 

must be identical in model number, interfaces, and amount of RAM. (Special fail-over bundles that allow the purchase of a second 

PIX ata reduced cost are available for the PIX 520 and PIX 515. The product numbers are PIX-5 15-FO-BUN and 

PIX-515-FO-BUN). The Cisco Secure PIX Firewalls as fail-over devices will not operate without one being a primary, fully-licensed 

PIX Firewall. The PIX 515 with restricted software (designated by an "R" in the software o r bundle part number) does not support 

failover mode. PIX v5 .0 enhances the fail-over feature available in previous versions with true statefu l fail-over functionality. 

This new Stateful Fail-over feature provides an enhanced mechanism for hardware and software redundancy by allowing two 

identical PIX Firewall units to serve the same functionality in case one fails in an unattended environment. Normally, one PIX 

Firewall is considered the Active unit while the other is the Standby unit. The Active unit actively performs normal network 

functions while the Standby unit only monitors, ready to take contrai should the Active unit fail. 
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The Stateful Fail-over feature was enhanced so that the stateful connection information is passed on to the Standby unit during a 

fail-over. Previously, the existing connections would be lost after a switchover because stateful connection information was not 

passed on to the Standby unit. As a result , client applications had to perform a new connect to restart communication. With the 

release o f version 5.0(1) during a fail -over the active unit passes ali stateful connection information to the Standby unit , thereby 

continuing connection with the client application. 

Q. What additional performance enhancements does the Cisco Secure PIX Firewall series offer? 

A. In contrast to traditional firewalls, the Cisco Secure PIX Firewall series offers dramatically enhanced performance through a 

major new feature called cut-through proxy. Whereas UNIX-based proxy servers can provide user authentication and maintain 

"state" (information about a packet' s origin and destination) to offer good security, performance suffers beca use UNIX -based proxy 

servers inefficiently process ali packets at the application layer o f the Open System lnterconnection (OS!) model. The PIX Firewall 's 

cut-through proxy, on the other hand , challenges a user initially at the application layer, then authenticates against standard 

RADIUS o r TACACS+ data bases. After policy is checked, The Cisco Secure PIX Firewall shifts the session flow, and ali traffic flows 

directly and quickly between the two parties while maintaining session state information. This cut-through capability is one of the 

reasons The Cisco Secure PIX Firewall performs dramatically faster than other firewall solutions. Cut-through proxy also 

contributes to a lower cost of ownership, beca use it enables organizations to leverage their existing network access server {NAS) 

databases based on TACACS+ or RADIUS. Ooing so results in significant savings over proxy-based firewalls that may require 

organizations to maintain separate databases, thereby incurring additional installation and maintenance costs. 

Q. How easy is the Cisco Secure PIX Firewall to use? 

A. Extremely easy. The Cisco Secure PIX Firewall series includes the Firewall Manager-a Java-based, graphical configuration and 

management tool allowing The Cisco Secure PIX Firewall to be installed and configured with little network downtime. The Firewall 

Manager software also includes enhanced accounting and reporting tools that allow users to analyze and account for PIX Firewall 

activity. Users can generate reports for planning purposes or to charge back costs to various departments. In addition, The Cisco 

Secure PIX Firewall permits transparent support of Internet multimedia applications, which eliminates the need to physically modify 

and reconfigure each client workstation or PC-a tremendous administrative burden required by competing firewalls. 

Q. What is the primary Cisco Secure PIX Firewall application? 

A. As shown in Figure 1, the ideal application for The Cisco Secure PIX Firewall is in a multi-layered configuration-a 

configuration that is supported by most networking security experts and is endorsed in Cheswick and Bellovin's book Firewalls and 

Internet Security The first line of defense is Cisco packet-filtering routers that use Cisco lOS® software and its access controllists 

to fi! ter out undesired traffic. Routers are effective for many of the initial threats to the network. Sophisticated hackers, however, 

who could potentially penetra te routers , then encounter the second line o f defense-The Cisco Secure PIX Firewall. 
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Figure 1 With four interfaces, the Cisco Secure PIX Firewall fully secures the internai network and allows publicly accessible servers to reside on separare, perimeter 
networks. 
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A. The Cisco Secure PIX Firewall offers one of the most secure options for high-Ievel networks. The US National Security 

Agency-sponsored Trusted Technology Assessment Program (TTAP) recently awarded the PIX Firewall520 (with version 4.3.1 PIX 

software) the highest security rating of any commercial firewall product (http://www.cisco.com/warp/public/779/gov/federai!TTAP/ 

Independent tests conducted by SRI Consulting, a subsidiary of SRI lnternational in Menlo Park, California, showed that the Cisco 

Secure PIX Firewall successfully resisted ali tested security threats, even when subjected to extreme network traffic. The Cisco 

Secure PIX Firewall series has also been certified by the Interna tio na! Compu ter Security Association (ICSA), an independent, 

international organization based in Carlisle, Pennsylvania. 

Q. Can the Cisco Secure PIX Firewall series be hacked using SATAN? 

A. No. SATAN identifies certain known security problems within UNIX. Although UNIX is an ideal, open operating system for 

development, this openness inherently provides vulnerabilities for firewalls in areas o f installation and maintenance. The Cisco 

Secure PIX Firewall runs a secure, real-time system that is not based on UNIX-a solution that makes the firewall, itself, secure 

while contributing significantly to its performance and reliability. (See security audit from SRI at http://www.cisco. com/go/pi x ) 

Which Internet applications can clients run on the protected LAN? How about multimedia? 

The Cisco Secure PIX Firewall transparently supports ali common TCPIIP Internet services, including Web, File Transfer 

toco! (FTP), Telnet, Archie, Gopher, rlogin, and others. In addition, extensive multimedia data types are supported transparently, 

including RealNetworks RealAudio , Microsoft NetShow, VDOnet VDOLive, White Pines CuSeeMe, Intel ProShare, Xing 

Technologies Streamworks, and Vocal Tec Internet Phone. The Cisco Secure PIX Firewall also transparently supports 

videoconferencing applications that implement the H.323 standards such as Intel InternetVideo Phone and Microsoft NetMeeting. 

Beca use The Cisco Secure PIX Firewall transparently supports these multimedia applications-unlike proxy servers-organizations 

do not need to reconfigure each client workstation or PC, which dramatically reduces installation and maintenance costs. 

Q. Can Oracle SQL *Net applications be used with the Cisco Secure PIX Firewall? 

A. Yes. Cisco is the first to market transparent secure access for Oracle database users. Oracle client applications can successfully 

connect with database servers located on the interna! network. 

Q. Do you need additional hardware platforms in arder to run the Cisco Secure PIX Firewall? 

A. The Cisco Secure PIX Firewall itself is a turnkey hardware solution-a network appliance with embedded soltJv.tai:e,....:>G-Al:'- .. 

additional platforms are required. To add remate management or URL filtering services , though, would required L-l~~~~~~~r-'el~=-i 
Windows NT platform. 
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Q. Are there any special environmental considerations? 

A. No. The Cisco Secure PIX Firewall operates in environments where 110-240 VAC is available, anda frequency o f 50-60 Hz. It 

can be rack-mounred or placed freestanding. A new DC-powered version is also available . 

Q. What network interfaces are supported? 

A. The current PIX 520 product supports 10/1 OOBaseT Ethernet, 4- to 6-Mbps Token Ring, and FDDI. These interfaces can 

be inrerchanged with mixed modes with Ethernet and Token Ring, but not FDDI. Currently, the PIX 515 product line only supports 

1011 OOBase T Ethernet interfaces. 

Q. How many network interface cards can be installed in one Cisco Secure PIX Firewall device? 

A. The Cisco Secure PIX Firewall series now supports six interfaces (using the new four-port Ethernet cards). 

(See http://www.cisr.o .com/warp/customer/cc/c isco/mkt/security/pix/prodlit/pic ds.htm for specifics on how many cards can be 

supported in one chassis.) These multi pie interfaces allow separate networks for publicly accessible services such as Web, mail, and 

DNS servers, as well as separate network support for other servers such as Web-based and traditional EDI applications that link 

vendors and customers and are now more secure with a physically separare network. 

Q. What is included in the initial purchase price? 

A. The Cisco Secure PIX Firewall series' price structure was created based on the current order process. Customers can individually 

purchase the base PIX Firewall hardware platform, software license, network interface cards (NICs), and optional failover/hot 

standby cable as individual components. In addition, for IPSec users, a separate order must be made for a 3DES encryption license. 

Cisco also offers a fui! range of SMARTnet and onsite maintenance contracts for service on The Cisco Secure PIX Firewall series. 

Q. Can I run my Web, TCP, or mail service on The Cisco Secure PIX Firewall? 

A. No. To achieve the highest leveis of security, reliability, and performance, a firewall should not run any applications. This 

wisdom is commonly accepted among security experts and is presented in greater depth in Firewalls and Internet Security by 

Cheswick and Bellovin. The publicly accessible, but secure, third interface in The Cisco Secure PIX Firewall series, often called the 

perimeter, is the ideal attachment point for servers dedicated to such functions. 

Q. Why did Cisco choose to write its own real-time embedded system for the Cisco Secure PIX Firewall series? 

A. Analogous to the pioneering breakthrough that took routing off of UNIX platforms and placed it onto dedicated routers, Cisco 

determined that general-purpose operating systems provide limited performance for firewalling. The tightly coded real-time 

operating system ofThe Cisco Secure PIX Firewall resulted in increased reliability, security, performance, scalability, and ease of 

installation and ongoing administration. 

I 
Q. What is Network Address Translation (NAT)? 

A. NAT is a methodology that allows organizations with existing networks that want to access the Internet to resolve the problem 

o f IP address depletion. Sites that do not yet possess NIC-registered IP addresses must acquire them, and if more than 254 clients 

are present or planned, the scarcity of Ciass B addresses becomes a serious issue. The Cisco Secure PIX Firewall eliminates concern 

and bureaucratic delay by dynamically mapping thousands o f hidden internai addresses to a range of easy-to-get Ciass C addresses. 

At the opposite extreme, sites that already have registered IP addresses for clients on the internai LAN must hide those addresses 

from the Internet, lest hackers directly attack the clients. With client addresses hidden, users enjoy strong security. The Cisco Secure 

PIX Firewall gives LAN administrators complete freedom to expand Ciass A addressing, which is drawn from the Internet Assigned 

Numbers Authority's {IANA's) reserve pool (RFC 1597), within the organization without concern for addressing changes at the 

LAN/Internet interface. 

Q. Do I have to turn on NAT for ali addresses? 

A. No. The Cisco Secure PIX Firewall can selectively or dynamically perform NAT. This scenario allows the administrator to use 

a mix of RFC 1597/1918 addresses or registered addresses. 

Q. Is NAT unique to the Cisco Secure PIX Firewall series? 
CPMI 
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" A. The concept of NAT is not unique to Cisco firewalls. NAT can't be patented and it is fully described in RFC 1631. What"t:<t-··---· 

unique is The Cisco Secure PIX Firewall series' implementation-a completely new design. the first in the industry, and to this day. 

the highest performing firewall in the industry. Cisco routers support NAT in Cisco lOS software version 11.2, ideal for branch 

offices that do not host public services. 

Q. What are the main differences between Cisco lOS NAT and the NAT capability offered in the Cisco Secure PIX Firewall series? 

A. The Cisco lOS NAT is designed for use on remete access routers for IP address simplification and conservation. This is 

a cost-effective firewalling/NAT solution ideal that is ideal for branch offices. The Cisco Secure PIX Firewall provides NAT and 

much more. The Cisco Secure PIX Firewall is a high-performance, standalone, special-purpose firewall that offers stateful security. 

To effectively use Cisco lOS NAT in the router for a primary NAT device, performance considerations dictate at least a Cisco 

4700M router. At this price range, it makes more sense to use the Cisco Secure PIX Firewall because it provides added value as a 

dedicated firewall, especially with features such as cut-through proxies that provide state and authentication (RADIUStrACACS+), 

but without the overhead of UNIX-based firewalls. The Cisco Secure PIX Firewall also provides the ability to select which internai 

hosts get "NATed." In addition, the Cisco Secure PIX Firewall series includes the Firewall Manager, a configuration and 

W)agement tool, and cut-through proxies for Telnet, FTP, and HTTP authentication. The Cisco Secure PIX Firewall is essentially 

~ewall product with NAT capabilities, whereas the Cisco lOS NAT implementation is designed for addressing simplification and 

conservation. 

Q. Does the Cisco Secure PIX Firewall support IPSec and VPN tunnels? 

A. Yes. The PIX 5.0 now supports IPSec. The PIX implementation ofthe IPSec (IP Security) feature is based on the Cisco lOS IPSec 

implementation and provides seamless functionality with those IPSec-compliant products that already work with Cisco lOS IPSec, 

such as the Cisco Secure VPN C!ient. 

IPSec provides a mechanism for secure data transmission, ensuring confidentiality, integrity, and authenticity of data 

communications across a public IP network. The Cisco Secure PIX Firewall IPSec implementation supports both data transmission 

through the Cisco Secure PIX Firewall for establishing a VPN and termination o f IPSec traffic at The Cisco Secure PIX Firewall. 

Q. Will the Cisco Secure PIX Firewall continue to support the propreitary "PrivateLink" connection feature? 

A. No. Support for PrivateLink was discontinued with the release o f v5.0. It will continue to be supported in versions of the PIX 

OS previous to 5.0 (v4.x and below), but ali development efforts for the PrivateLink feature have been replaced with the IPSec VPN 

solution. 
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Cisco PIX 525 Security Appliance 

Figure 1 

Cisco PI X 525 Security 
Appliance 

The Cisco PIX® 525 Security Appliance delivers enterprise-class security for 

medium-to-large enterprise networks in a reliable, purpose-built appliance. lts modular 

two-rack unit (2RU) design supports up to eight 10/100 Fast Ethemet interfaces or three 

Gigabit Ethemet interfaces, making it an ideal choice for businesses requiring a resilient, 

high performance, Gigabit Ethemet-ready solution that provides solid investment 

protection. Part of the wor1d-leading Cisco PIX Security Appliance Series, the Cisco PIX 

525 Security Appliance provides a wide range of rich integrated security services, 

hardware VPN acceleration capabilities, and powerful remote management capabilities 

in a cost-effective, highly-resilient solution. 

Enterprise·Ciass Security for 

Medium·to·Large Enterprise 

Networks 

The Cisco PIX 525 Security Appliance 

delivers a multilayered defense for large 

enterprise networks through rich, integrated 

security services including stateful inspection 

firewalling, protocol and application 

inspection, virtual private networking (VPN) 

in-line intrusion protection and rich 

multimedia and voice security in a single 

device. The state-of-the-art Cisco Adaptive 

Security Algorithm (ASA) provides rich 

stateful inspection firewall services, tracking 

the state o f ali authorized network 

communications and preventing 

unauthorized network access. 

Enterprise networks benefit from an 

additional layer o f security via intelligent, 

"application-aware" security services that 

examine packet streams at Layers 4- 7, using 

inspection engines specialized for many of 

today's popular applications. Administrators 

can also easily create cus tom security policies 

for firewall traffic by using the tlexible access 

contrai methods and the more than 100 

predefined applications, services, and 

protocols that Cisco PIX Security Appliances 

provide. 

Market·Leading Voice·over·IP 

Security Services Protect 

Next·Generation Converged 

Networks 

Cisco PIX Security Appliances provide 

market-leading protection for a wide range 

of voice-over-IP (VoiP) and multimedia 

standards, allowing businesses to securely 

take advantage o f the many benefits that 

converged data, voice, and video networks 

deliver. By combining VPN with the rich 

stateful inspection firewall services that Cisco 

PIX Security Appliances provide for these 

converged networking standards , businesses 

Cisco Systems, lnc. CPMI 
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can securely extend voice and multimedia services to home office and remo te office environments for additional cost 

savings, improved productivity, and competitive advantage. 

Flexible VPN Services Extend Networks Economically to Remote Networks and 

Mobile Users 

Businesses can securely extend their networks across low-cost Internet connections to mobile users, business 

partners, and remote offices worldwide using the full-featured VPN capabilities provided by the Cisco PIX 525 

Security Appliance. Solutions range from standards-based site-to-site VPN leveraging the Internet Key Exchange 

(IKE) and IP security (IPsec) VPN standards, to the innovative Cisco Easy VPN capabilities found in Cisco PIX 

Security Appliances and other Cisco security solutions-such as Cisco lOS® routers and Cisco VPN 3000 Series 

Concentrators. Easy VPN delivers a uniquely scalable, cost-effective, and easy-to-manage remote-access VPN 

architecture that eliminates the operational costs associated with maintaining remote-device configurations typically 

required by traditional VPN solutions. Cisco PIX Security Appliances encrypt data using 56-bit Data Encryption 

Standard (DES), 168-bit Triple DES (3DES) , or up to 256-bit Advanced Encryption Standard (AES) encryption. 

Certain Cisco PIX 525 Security Appliance models have integrated hardware VPN acceleration capabilities, delivering 

highly scalable, high performance VPN services. 

lntegrated lntrusion Protection Guards Against Popular Internet Threats 

The integrated in-line intrusion-protection capabilities ofthe Cisco PIX 525 Security Appliance can protect enterprise 

networks from many popular forms of attacks, including Denial-of-Service (DoS) attacks and malformed packet 

attacks. Using a wealth of advanced intrusion-protection features, including DNSGuard, FloodGuard, FragGuard, 

Mai!Guard, IPVerify and TCP intercept, in addition to looking for more than 55 different attack "signatures," Cisco 

PIX Security Appliances keep a vigilant watch for attacks, can optionally block them, and can notify administrators 

about them in real time. 

Award·Winning Resiliency Provides Maximum Business Uptime 

Select models o f Cisco PIX 525 Security Appliances provide stateful failover capabilities that ens4re resilient network 

protection for enterprise network environments. Employing a cost-effective, active-standby, high-availability 

architecture, Cisco PIX Security Appliances that are configured as a failover pair continuously synchronize their 

connection state and device configuration data. Synchronization can take place over a high-speed LAN connection, 

providing another layer of protection through the ability to geographically separa te the failover pair. In the event o f 

a system or network failure, network sessions are automatically transitioned between appliances, with complete 

transparency to users. 

Robust Remote·Management Solutions Lower Total Cost of Ownership 

The Cisco PIX 525 Security Appliance is a reliable, easy-to-maintain platform that provides a wide variety of 

methods for configuring, monitoring, and troubleshooting. Management solutions range from centralized, 

policy-based management tools to integrated, Web-based management to support for remo te mo!.l!_t~:!_~.? .E~.?.!~<::?.~~ __ .. _ 

such as Simple Network Management Protocol (SNMP) and syslog. _'e 

Cisco Systems, Inc. 
Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statement. 

Page 2 of 10 

CPMI - CORREIOS 
r ~· -r a J jJ _ -"-

Fls. N° - - 1---- --



·· .. · ~ 

Administrators can easily manage large numbers of remate Cisco PIX Security Appliances using CiscoWorks VPN/ 

Security Management Solution (VMS). This suíte consists of numerous modules including Management Center for 

Firewalls, Auto Update Server Software and Security Monitor. This powerful combination provides a highly scalable, 

next-generation , three-tier management solution that includes the following features: 

• Comprehensive configuration and software image management 

• Device hierarchy with "Smart Rules" -based configuration inheritance 

• Customizable administrative roles and access privileges 

• Comprehensive enterprise change management and auditing 

• "Touchless" software image management for remate Cisco PIX Security Appliances 

• Support for dynamically addressed appliances 

Additional integrated event management and inventory solutions are also available as part ofthe CiscoWorks VMS 

network management suite. 

The integrated Cisco PIX Device Manager provides an intuitive, Web-based management interface for remotely 

configuring, monitoring, and troubleshooting a Cisco PIX 525 Security Appliance-without requiring any software 

(other than a standard Web browser) to be installed on an administrator's computer. A setup wizard is provided for 

easy installation into any network environment. 

Alternatively, through methods including Telnet and Secure Shell (SSH), or out of band through a console port, 

administrators can remotely configure, monitor, and troubleshoot Cisco PIX Security Appliances using a 

command-line interface (CLI). 

Table 1 Key Product Features and Benefits 

Key Features Benefit 

Enterprise-Ciass Security 

True security appliance • Uses a proprietary, hardened operating system that eliminates security risks associated 

Stateful inspection 
firewall 

Easy VPN Server 

with general purpose operating systems 

• Cisco quality and no moving parts provide a highly reliable security platform 

• Provides perimeter network security to prevent unauthorized network access 

• Uses state-of-the-art Cisco ASA for robust stateful inspection firewall services 

• Provides flexible access-control capabilities for over 100 predefined applications, 
services and protocols, with the ability to define custem applications and services 

• lncludes numerous application-aware inspection engines that secure advanced 
networking protocols such as H.323 Version 4, Session lnitiation Protocol (SIP) , Cisco 
Skinny Client Contrai Protocol (SCCP), Real-Time Streaming Protocol (RTSP), Internet 
Locator Service (ILS), and more 

lncludes content filtering for Java and ActiveX applets 

• Provides remate access VPN concentrator services for a wide variety of Cisco software 
or hardware-based VPN clients 

• Pushes VPN policy dynamically to Cisco Easy VPN Remote-enabled solutions upon 
connection, ensuring the latest corporate security policies are enforced 

• Extends VPN reach into environments using Network Address Translation (NAT) or Port 
Address Translation (PAT), via support of Internet Engineering Task Force (IETF) 

UDP-based draft standard for NAT traversal , .. - ·- •. .•.. --- --
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Table 1 Key Product Features and Benefits 

Key Features Benefit 

Site-to-site VPN Supports IKE and IPsec VPN standards 

Ensures data privacy/integrity and strong authentication to remate networks and 
remate users over the Internet 

Supports 56-bit OES, 168-bit 3DES and up to 256-bit AES data encryption to ensure data 
privacy 

lntrusion protection Provides protection from over 55 different types of popular network-based attacks 
ranging from malformed packet attacks to DoS attacks 

lntegrates with Cisco Network lntrusion Oetection System (lOS) sensors for the ability to 
dynamically blocklshun hostile network nodes via the firewall 

AAA support lntegrates with popular authentication, authorization, and accounting services via 
TACACS+ and RAOIUS support 

Provides tight integration with Cisco Secure Access Contrai Server (ACS) 

X.509 certificate and Supports SCEP-based enrollment with leading X.509 solutions from Baltimore, Entrust, 
CRL support Microsoft, and VeriSign 

lntegration with leading Supports the broad range of Cisco AVVID (Architecture for Voice, Vídeo and lntegrated 
third-party solutions Data) partner solutions that provide URL filtering, content filtering, vírus protection, 

scalable remate management, and more 

Robust Networ1<. Services/lntegration 

Virtual LAN Provides increased flexibility when defining security policies and eases overall 
(VLAN)-based virtual integration into switched network environments by supporting the creation of logical 
interfaces interfaces based on IEEE 802.1 q VLAN tags, and the creation of security policies based 

on these virtual interfaces 

Supports multiple virtual interfaces on a single physical interface through VLAN 

trunking 

Supports multiple VLAN trunks per Cisco PIX Security Appliance 

Supports up to 10 VLANs on Cisco PIX 525 Security Appliances 

Open Shortest Path Provides comprehensive OSPF dynamic routing services using technology based on 
First (OSPF) dynamic world-renowned Cisco lOS Software 
routing Offers improved network reliability through fast route convergence and secure, efficient 

route distribution 

Delivers a secure routing solution in environments using NAT through tight integration 
with Cisco PIX Security Appliance NAT services 

Supports MD5-based OSPF authentication, in addition to plaintext OSPF authentication, 
to prevent route spoofing and various routing-based DoS attacks 

Provides route redistribution between OSPF processes, including OSPF, static, and 
connected routes 

Supports load balancing across equal-cost multipath routes 

DHCP server Provides OHCP Server services one or more interfaces for devices to obtain IP addresses 

dynamically 

lncludes extensions for support of Cisco IP Phones and Cisco SoftPhone IP telephony 

solutions 

DHCP relay Forwards DHCP requests from internai devices to an administrator-specified DHCP 
server, enabling centralized distribution, tracking, and maintena~.addr.esses 

NAT/PAT support Provides rich dynamic/static NAT and PAT capabilities 1\\..10 v..;1.<:UUJ- v 1 ~ -....... r-l""lnn r: ' S v ~--- ·-
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Table 1 Key Product Features and Benefits 

Key Features Benefit 

Rich Remate Management Options 

CiscoWorks VPN/ Comprehensive management suite for large scale deployments 
Security Management lntegrates policy management, software maintenance, and security monitoring 
Solution (CiscoWorks 
VMS) 

PIX Device Manager lntuitive, Web-based GUI enables simple, secure remate management of Cisco PIX 
(PDM) Security Appliances 

Provides wide range of informative, real-time, and historical reports which give criticai 
insight into usage trends, performance baselines, and security events 

Auto Update Provides "touchless" secure remate management of Cisco PIX Security Appliance 
configuration and software images via a unique push/pull management model . Next-generation secure XMUHTTPS management interface can be leveraged by Cisco 
and third-party management applications for remate Cisco PIX Security Appliance 
configuration management, inventory, software image managementldeployment and 
monitoring 

lntegrates seamlessly with CiscoWorks Management Center for Firewalls and Auto 
Update Server for robust, scalable remate management of up to 1000 Cisco PIX Security 
Appliances (per management server) 

Cisco PIX CU Allows customers to use existing PIX CU knowledge for easy installation and 
management without additional training . Accessible through variety of methods including console port, Telnet, and SSH 

Command-level Enables businesses to create up to 16 customizable administrative roles/profiles for 

authorization accessing Cisco PIX Security Appliances (for example, monitoring only, read-only 
access to configuration, VPN administrator, firewaii/NAT administrator, and so on) . Leverages either the internai administrator data base or outside sources via TACACS+, 
such as Cisco Secure ACS 

SNMP and syslog Provide remate monitoring and logging capabilities, with integration into Cisco and 
support third-party management applications 

Flexible Expansion Capabilities 

Fast Ethernet and Supports easy installation of additional network interfaces via 3 PCI expansion slots 
Gigabit Ethernet Supports expansion cards including single-port Fast Ethernet card, 4-port Fast Ethernet 
expansion options card, and single-port Gigabit Ethernet card 

Hardware VPN Delivers high speed VPN services via support of VPN Accelerator Card (VAC) and VPN 
acceleration options Accelerator Card+ (VAC+) 

--·-·-;<--~-·-~ ·--- ·· - ·-·-
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License Options 

The Cisco PIX 525 Security Appliance is available in three primary models that provide different leveis of interface 

density. failover capabilities, and VPN throughput. 

Restricted Software License 

The Cisco PIX 525 "Restricted" (PIX 525-R) model provides an excellent value for organizations looking for robust 

Cisco PIX Security Appliance services with Gigabit Ethernet support, medi um interface density, and modera te VPN 

throughput requirements. It includes I28 MB o f RAM and support for up to six I O/I 00 Fast Ethernet or three 

Gigabit Ethernet interfaces. 

Unrestricted Software License 

The PIX S2S "Unrestricted" (PIX S2S-UR) model extends the capabilities of the family with support for stateful 

failover, additional LAN interfaces, and increased VPN throughput via integrated hardware-based VPN acceleration. 

lt includes an integrated VAC or VAC+ hardware VPN accelerator, 2S6 MB ofRAM, and support for up to eight IO/ 

IOO Fast Ethernet or three Gigabit Ethernet interfaces. The Cisco PIX S25-UR also adds the ability to share state 

information with a hot-standby Cisco PIX Security Appliance for resilient network protection. 

Failover Software License 

The Cisco PIX 52S "Failover" (PIX S25-FO) model is designed for use in conjunction with a PIX 525-UR. providing 

a cost-effective, high-availability solution. lt operates in hot-standby mode acting as a complete redundant system 

that maintains current session state information. With the same hardware configuration as the Cisco PIX S2S-UR, it 

delivers the ultimate in high availability for a fraction of the price. 

Performance Summary 

Cleartext throughput: 330 Mbps 

Concurrent connections: 280,000 

I68-bit 3DES IPsec VPN throughput: Up to ISS Mbps with VAC+ or 72 Mbps with VAC 

I28-bit AES IPsec VPN throughput: Up to I6S Mbps with VAC+ 

256-bit AES IPsec VPN throughput: Up to I70 Mbps with VAC+ 

Simultaneous VPN tunnels: 2000 

Technical Specifications 

Processar: 600-MHz Intel Pentium III Processar 

Random access memory: I28 MB or 2S6 MB of SDRAM 

Flash memory: I6 MB 

Cache: 256 KB levei 2 at 600 MHz 

System bus: Single 32-bit, 33-MHz PCI 

-----~----- ----- ··· -. - -· 



Environmental Operating Ranges 

Operating 

Temperature: -25° to 104°F (-5° to 40°C) 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 6500 ft (2000 m) 

Shock: 1.14 rn/sec (45 in./sec) 1/2 sine input 

Vibration: 0.41 Grms2 (3-500 Hz) random input 

Acoustic Noise: 45 dBa maximum 

Nonoperating 

Temperature: -13° to 158°F (-25° to 70°C) 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 15 ,000 ft (4570 m) 

Shock: 30G 

Vibration: 0.41 Grms2 (3-500 Hz) random input 

Power 

lnput (per power supply) 

Range Line Voltage: IOOV to 240V AC or 48V DC to 60V DC 

Nominal Line Voltage: IOOV to 240V AC or 48V DC to 60V DC 

Current: 5-2.5 Amps AC or 12 Amps DC 

Frequency: 50 to 60 Hz, single phase 

Output 

Steady State: 50W 

Maximum Peak: 65W 

Maximum Heat Dissipation: 41 O BTU/hr, full power usage (65W) 

Physical Specifications 

Dimensions and Weight Specifications 

Form factor: 2 RU, standard 19-in. rack mountable 

Dimensions (H x W x D): 3.5 x 17.5 x 18.25 in. (8.89 x 44.45 x 46.36 em) 

Weight (one power supply): 32 lb (14 .5 kg) 

Cisco Systems, Inc. 
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Expansion 

Three 32-bit/33-MHz PCI slots 

Two 168-pin DIMM RAM slots, supporting up to 256MB memory maximum 

Interfaces 

Console Port: RS-232 (R]-45) 9600 baud 

Failover Port: RS-232 (DB-15) 115 Kbps (Cisco specified cable required) 

Two integrated 10/100 Fast Ethernet ports, auto-negotiate (half/full duplex) , R]-45 

Regulatory and Standards Compliance 

Safety 

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001 

Electro Magnetic Compatibility (EMC) 

CE marking, FCC Part 15 Class A, ASINZS 3548 Class A, VCCI Class A, EN55022 Class A. CISPR22 Class A, 

EN61000-3-2, EN61000-3-3 

Product Ordering lnformation 

PIX-525 PIX 525 chassis only 

PIX-525-DC PIX 525 DC chassis only 

PIX-525-R-BUN PIX 525 restricted bundle (chassis, restricted software, 2 10/100 ports, 128MB RAM) 

PIX-525-UR-BUN PIX 525 unrestricted bundle (chassis, unrestricted software, 2 10/100 ports, 256MB RAM, 
VAC orVAC+) 

PIX-525-UR-GE-BUN PIX 525 unrestricted 2 GE + 2 FE bundle (chassis, unrestricted software, 2 Gigabit 
Ethernet + 2 10/100 ports, 256MB RAM, VAC or VAC+) 

PIX-525-FO-BUN PIX 525 failover bundle (chassis, failover software, 2 10/100 ports, 256MB RAM, VAC 
or VAC+) 

PIX-525-FO-GE-BUN PIX 525 failover 2 GE + 2 FE bundle (chassis, failover software, 2 Gigabit Ethernet + 
2 10/100 ports, VAC or VAC+) 

PIX-525-HW= PIX 525 rack-mount kit, console cable and failover serial cable 

PIX-FO= PIX failover serial cable 

PIX-4FE 4-port 10/100 Fast Ethernet PCI expansion card 

PIX-1FE Single-port 10/100 Fast Ethernet PCI expansion card 

PIX-1GE-66 Single-port Gigabit Ethernet 64-bit/66-MHz PCI expansion card, Multimode (SX) 
se connector 

PIX-VPN-ACCEL 3DES IPsec hardware VAC r--.-----·-- - ·· 
. . '"' .... vv-

PIX-VAC-PLUS 3DES/AES IPsec hardware VAC+ C: PMI . CORREIOS 
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PIX-VPN-3DES 168-bit 3DES and up to 256-bit AES encryption software license 

PIX-VPN-3DES= 168-bit 3DES and up to 256-bit AES encryption software license 

PIX-VPN-DES 56-bit DES encryption software license 

PIX-VPN-DES= 56-bit DES encryption software license 

Support Services 

Support services are available from Cisco and Cisco partners. Cisco SMARTnet service augments customer support 

resources, and provides anywhere, anytime access to technical resources (both online and by telephone), the ability 

to download updated system software, and hardware advance replacement 

Support Ordering lnformation 

CON-SNT-PIX525 SMARTnet 8x5xNBD service for PIX 525 chassis only 

CON-SNT-PIX525R SMARTnet 8x5xNBD service for PIX 525-R bundle 

CON-SNT-PIX525UR SMARTnet 8x5xNBD service for PIX 525-UR bundle 

CON-SNT-PIX525FO SMARTnet 8x5xNBD service for PIX 525-FO bundle 

CON-SNTE-PIX525 SMARTnet 8x5x4 service for PIX 525 chassis only 

CON-SNTE-PIX525R SMARTnet 8x5x4 service for PIX 525-R bundle 

CON-SNTE-PIX525UR SMARTnet 8x5x4 service for PIX 525-UR bundle 

CON-SNTE-PIX525FO SMARTnet 8x5x4 service for PIX 525-FO bundle 

CON-SNTP-PIX525 SMARTnet 24x7x4 service for PIX 525 chassis only 

CON-SNTP-PIX525R SMARTnet 24x7x4 service for PIX 525-R bundle 

CON-SNTP-PIX525UR SMARTnet 24x7x4 service for PIX 525-UR bundle 

CON-SNTP-PIX525FO SMARTnet 24x7x4 service for PIX 525-FO bundle 

CON-S2P-PIX525R SMARTnet 24x7x2 service for PIX 525-R bundle 

CON-S2P-PIX525UR SMARTnet 24x7x2 service for PIX 525-UR bundle 

CON-S2P-PIX525FO SMARTnet 24x7x2 service for PIX 525-FO bundle 

CON-OS-PIX525 SMARTnet On-Site 8x5xNBD service for PIX 525 chassis only 

CON-OS-PIX525R SMARTnet On-Site 8x5xNBD service for PIX 525-R bundle 

CON-OS-PIX525UR SMARTnet On-Site 8x5xNBD service for PIX 525-UR bundle -r-~;;-:::- · ·-. -~· · -·-~ .• ~·· 

i 
\,; ('Íj o 

CON-OS-PIX525FO SMARTnet On-Site 8x5xNBD service for PIX 525-FO bundle 
"1.4 .;1 O.J>/1 <.\JVV 

rPMI • f.ORJ:; FIOS 
CON-OSE-PIX525 SMARTnet On-Site 8x5x4 service for PIX 525 chassis only HI"'J ~ 1 
CON-OSE-PIX525R SMARTnet On-Site 8x5x4 service for PIX 525-R bundle Fls . No V I 

- - -·- - -
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CON-OSE-PIX525FO SMARTnet On-Site Bx5x4 service for PIX 525-FO bundle 

CON-OSP-PIX525 SMARTnet On-Site 24x7x4 service for PIX 525 chassis only 

CON-OSP-PIX525R SMARTnet On-Site 24x7x4 service for PIX 525-R bundle 

CON-OSP-PIX525UR SMARTnet On-Site 24x7x4 service for PIX 525-UR bundle 

CON-OSP-PIX525FO SMARTnet On-Site 24x7x4 service for PIX 525-FO bundle 

Additional lnformation 

For more information, please visit the following links: 

Cisco PIX Security Appliance Series: 

http ://www.cisco .com/go/pix 

Cisco PIX Device Manager: 

http ://wvvw.cisco.com/warp/public/cc/pd/fw/sqfw500/prodliUpixd3_ds.pdf 

://www.cisco .com/go/acs 

CiscoWorks VMS, Management Center for Firewalls, Auto Update Server Software and Security Monitor: 

http ://www.cisco .com/go/vms 

SAFE Blueprint from Cisco: 

http://www.cisco .com/go/safe 
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CiscoWorks Management Center 
for Firewalls, Version 1.2 

Figure 1 

CiscoWorks 
Management 
Center for PIX 
Firewalls 
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lntroduction 

The CiscoWorks Management Center for 

Firewalls and Auto Update Server Software 

are the functional components, within the 

CiscoWorks VPN/ Security Solution (VMS), 

that provide unprecedented manageability 

for the Cisco Firewall product line. The 

Management Center for Firewalls features 

the "look and feel " o f the Cisco PIX De vice 

Manager (PDM) but offers centralized 

management scalability o f up to 1,000 

Cisco Firewalls. 

This management center component of 

CiscoWorks VMS, is an integral parto f the 

SAFE blueprint, and combines Web-based 

tools for configuring, monitoring, and 

troubleshooting the following: 
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• VPNs 

• Firewalls 

• Network intrusion detection systems 

(IDS) 

• Host-based IDS 

CiscoWorks VMS addresses the needs of 

both small- and large-scale VPN and 

security deployments, and enables 

organizations to protect productivity gains 

and reduce operating costs. 

Cisco protects the productivity of your 

enterprise with an integrated security 

management solution. Unlike pointer 

security products from multiple vendors 

that leave vulnerable gaps with different 

GUis , CiscoWorks VMS provides a 

comprehensive solution that ties separate 

security and VPN technologies in to a single, 

whole secure network. 

New Features 

Management Center for Firewalls version 

1.2 is the follow-on version of the 

Management Center for PIX Firewalls 

version 1.1. This module has been renamed 

to reflect the additional support for the 

Firwall Services Module (FWSM). 

Managment Center for Firewalls version 

1.2 adds support for the following new 

features: 

Cisco PIX 6.3 

• Single ckick to deploy configurations 

(No activity andjob management) 

• Object groups --·- .... . . 

DualNAT ~~~~~~~~~1 



• Solaris 

• VLANs 

• Syslog per access- list 

• Single Auto Update Server (AUS) set up for an entire group of Cisco PIX 

• NATO ACL 

• Cut and paste o f building blocks 

lntended Use 

The Management Center for Firewalls provides SAFE coverage and centralized management o f access rules , Network 

Address Translation (NAT) . intrusion detection. and VPN on Cisco Firewalls. It supports centralized management 

ofvirtually any Cisco Firewali security network including remate access; demilitarized zone (DMZ) ; small office/ 

home office (SOHO) ; voice, storage, and wireless networks ; Internet security; and management security provider 

scenarios. 

Features and Benefits 

The Management Center for Firewalis provides unique and robust scalability with these industry-first features: 

• Smart Rules hierarchy and inheritance 

• User-defined device and customer groups including nesting 

• Global role-based access (RBAC) with administrative privileges per device and customer groups with CiscoWorks 

products and Cisco Secure Access Control Server (ACS) 

• Mandatory and default device settings inheritance 

• Worktlow deployment to device, directory or Auto Update Server 

• Look and feel of Cisco PIX Device Manager (PDM) but with scalability to 1,000 Cisco Firewalls 

• Web GUI 

• Integration of market-leading management features from other CiscoWorks products 

• Complete SAFE coverage for centralized management of Cisco PIX and Firewall Services Module including 

access contrai, virtual private networks (VPN). intrusion detection systems (IDS), and authentication, 

authorization, and accounting (AAA) 

• Reduction in total configuration time 

• Reduction in manual configuration errors 

• Automatic update o f remo te firewall configurations and operating systems 

• Automatic and periodic verification of remate firewali configurations 

Smart Rules 

Smart Rules is an innovate feature that allows common information, including access rules and settings. to be 

inherited for ali firewalis in a device or customer group . Smart Rules allows a user to define common rules once , 

reducing configuration time and resulting in fewer administra tive errors. Furthermore, Smart Rules offers higher 

device scalability. A user can configure a common rule (such as aliowing ali HTTP traffic) once , and then apply this 

global rule to ali firewalls . Smart Rules can also be defined on a device or customer group. 
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Granular Administrative Privileges for Customer/Device Groups 

The CiscoWorks Management Center for Firewalls allows devices to be separated by geography. customer, device 

type, or any other mechanism the user wants. The Management Center for Firewalls supports multi pie 

administrators. Administrative privileges can be defined on a device or customer group. Basic administrative 

privileges include the tive roles defined in lhe CiscoWorks desktop. Administrative privileges can also be defined 

within Cisco Secure Access Contrai Server (ACS) to allow very granular administra tive privileges so that a customer 

can view their own firewall configurations but not those o f another customer. 

Globai/Group Device Settings 

trm Snu•r -· 
.. ~oo....-.rJ'" 

'+r~;.r,.,.. ,.,. 

............ . ,.,.,., 

.>J f!r:o,-.:·:~ ... .....,., 

· · "'-Vell':~r­,.,..,.:.: ... ,..,. .. , ..... , 
. ··~:>!;.,..~ 

- - ! :< <.,..., 

. ....... --...... ~; _, '>:,....,, 

o .... r.,• ,--- w or lrllo• ll .. po rc Tool• A<lmtn 

- .I.COI)eD11Vlii5•Tfe,.llltlonltl.IHS~&tothlo'io!!wc.mi~g. 

r ~.:.u..·-
t::.......,.-.c_~ rr--..-...uu .... ., 

101l0 jtl octll>~~l•~' 
Hlt:l i RecordP(ICkllf\ov.~ 
1!102 JT-Itemp 
1 00JI T'I""'~ s. c.ll.rcc. 
10Q..I]Lc..oç1Scr.l"t•Ao" .. 

: ~::r.-~~-Rihi'O [);lebr> I 
t l OO :..tPF'~~r(Ane..-

: :~~:~t~:;':OIPPed•r <·E~• I 
;>OOOJJO.f"~ E d'l:~"'-1)~ 

r.IDIIICMF' l..ltltel'la.abk 
Z'l01t!o.tP~:t:i'Ou~ 
:1l~lj l(.t.IPFI•o.<!!CI 
l0t-1 1 10$'Euo:::~·~ .=J 

~~ 

The CiscoWorks Management Center for Firewalls supports an extensive list of device settings including Failover, 

Routing, SNMP. ICMP, AAA. DHCP. TFTP. VPN Client. IDS, and IP Anti-spoofing. Ali of these settings can be 

defined globally and inherited by ali applicable firewalls. Any o f these settings can also be defined on a device or 

customer group for unprecedented scalability. Powerful feature settings, including IDS signatures . can now be defined 

for ali applicable firewalls with just a few mouse clicks. 

Benefits of Cisco PDM, Cisco.com, and CiscoWorks 

Other competitive products simply distribute ali configuration changes to ali devices. Like other CiscoWorks 

products, the Management Center for Firewalls supports flexible configuration deployment to either a device, file 

directory. o r Auto Update Server. The Management Center for Firewalls features the "look and feel " o f the 

single-firewall Cisco PDM. It also offers the usability o f Cisco PDM combined with the scalability of centralized 

management for up to 1,000 Cisco Firewalls. 
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The Management Center for Firewalls incorporates an easy-to-use 

Web GUI and secure configuration and distribution with Secure 

Socket Layer (SSL) and secure digital certificates. The Management 

Center for Firewalls also supports key scalability features from 

CiscoWorks LAN Management Solution (LMS) and Routed WAN 

Management Solution (RWAN) that facilitate LAN and WAN 

deployments ofmore than 20,000 devices. Key CiscoWorks features 

supported by the Management Center for Firewalls include an 

approval flow, device list from CiscoWorks Resource Manager 

Essentials (RME), rollback, and activity andjob management. 

Device Support 

• The Management Center for Firewalls supports the following 

Cisco Firewall platforms: Cisco PIX 501, 506, 506E, 515, 515E, 

525, 535; and the Cisco Firewall Services Module (FWSM) 

• The Management Center for Firewalls supports versions 6.0, 

6.1 , and 6.2 o f the Cisco PIX Operating System, and FWSM 

versions 1.1 (x). 

··•·. 
The Management Center for Firewalls will import the configura tio;" 

o f existing Cisco Firewall version 6.0 deployments. The 

Management Center for Firewalls also features an outbound/ 

conduit to an access list conversion tool that enables conversion of 

existing access configurations to access lists. 

System Requirements 

The Management Center server software is currently supported on 

Windows 2000 only. For comprehensive hardware and operating 

requirements, see the CiscoWorks VMS Overview at http:// 

www.cisco.com/go/vms. 

Ordering lnformation 

The Management Center for Firewalls is available exclusively as 

part o f Cisco Works VPN/Security Management Solution (V MS). 

For details on ordering, refer to the CiscoWorks VMS Product 

Bulletin at http://www.cisco.com/go/vms. 

For More lnformation 

Please reference http://www.cisco.com/go/vms for more information 

about CiscoWorks VMS, or email ciscoworks@cisco.com. 
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Sistema de Detecção de Intrusão 
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ch01 .pdf Overview 
cwvpn ov.pdf CiscoWorks VPN/ Security Management Solution Version 
ch02.pdf VMS Bundle Component lnstallation 
intro.pdf lntroducing the Cisco IDS Director 
idssl ds.pdf Cisco lOS lntrusion Detection Systems Signature List 
lrlot ds.pdf Cisco IDS 3.0 Sensor Software for Cisco 4200 Series Appliances 
swchap5.pdf IDS Device Manager Administration Tasks 
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CISCO SYSTEMS - ® 
CiscoWorks VPN/Security Management Solution Version 
2.2 

CiscoWorks VPN/Security Management 

Solution (VMS) is the flagship integrated 

security management solution from Cisco, 

and is an integral part of the SAFE Blueprint 

from Cisco for network security. 

CiscoWorks VMS protects the productivity 

and reduces operating costs for enterprises, 

by combining Web-based tools for 

configuring, monitoring, and 

troubleshooting enterprise VPNs, firewalls, 

and network and host-based intrusion 

detection systems (IDS) . CiscoWorks VMS 

delivers the industry's first robust and 

scalable foundation and feature set that 

addresses the needs of small and large-scale 

VPN and security deployments . 

Today's business challenges and resulting 

security deployments require more 

scalability than merely supporting a large 

number o f devices. Many customers have 

limited staffing, yet are asked to manage a 

myriad ofsecurity devices. These customers 

must manage the security and network 

infrastructure; frequently update many 

remate devices; implement change contrai 

and auditing when multiple organizations 

are involved in defining and deploying 

policies; enhance security without adding 

more headcount; or roll out remate access 

VPNs to ali employees and monitor the 

VPN service. 

--- -~----·· 

i..,..Q.,.~~rl9oore 

CPMI ·-. · C,Q~61~ 
Cisco Sy tems, Inc. \J . i /.J 

CiscoWorks VMS enables customers to 

deploy security infrastructures from a small 

to large environment, using the following 

multifaceted scalability features: 

• Complete SAFE Blueprint Coverage 

To completely manage a SAFE 

environment, a network management 

solution must manage SAFE 

infrastructure components, support 

features based upon an appliance or 

Cisco IOS® Software, and support a 

range of management functions. 

CiscoWorks VMS is uniquely able to 

scale across SAFE Blueprint 

components, including firewalls, VPNs, 

and network- and host-based IDSs. 

CiscoWorks VMS also takes advantage 

o f Cisco Secure Access Control Server 

(ACS) by using a common ACS logon. 

CiscoWorks VMS can manage a feature 

set through an appliance , for example, 

the Cisco PIX® Firewall, or through the 

Cisco IOS Software. Scalable 

management also involves more than 

configuring devices. CiscoWorks VMS 

provides the complete range of 

management with features to configure , 

monitor, and troubleshoot the network. 

• Scalable Foundation 

CiscoWorks VMS implements a 

foundation with a consistent user 

experience, which makes it easier to 

scale management to many devices. 

CiscoWorks VMS provides users with a 

consistent GUI, workflow, ACS logon, 

roles definition , platforms, database 
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engine, installation, and more. An industry-leading feature o f this foundation is the Auto Update feature, which 

allows numeraus devices to be updated easily and quickly. Auto Update enables devices, even remate and 

dynamically addressed devices, to periodically "call home" to an update server and "pull" the most current 

security configurations or Cisco PIX operating system. Auto Update is required to effectively scale remate office 

firewall deployments across intermittent links or dynamic addresses. Prior policy updating methods relied on a 

"push" model. Although this model works for known devices, it does not work for remo te devices with unknown 

addresses or devices that are not always active. Without Auto Update a more manual process is required to update 

each remate device . The Auto Update feature provides a dramatic scalability improvement for organizations that 

want to deploy devices with many remate and locallocations. In addition to easier and faster policy updates, 

Auto Update also provides consistent policy deployments. 

• Enterprise Operational lntegration 

CiscoWorks VMS enables organizations to easily integrate management into their operations. One operational 

need is to replicate policies to multiple locations . The Smart Rules hierarchy addresses this need, by enabling 

administrators to define device groups and implement policy inheritance. For example, an administrator can 

define a device group for the New York sales office and deploy that same policy to ali other sales offices quickly 

and consistently. The Command and Contrai Workflow feature provides change contrai and auditing , and is 

particularly important for customers who have separa te groups for network and security operations. The solution 

includes processes for generating, approving, and deploying configurations. This can help security operations to 

define and approve new policies. Network operations can !ater deploy the new policies during their regular 

maintenance window. An audit of the changes can be maintained. 

• Centralized Role-Based Access Contrai (RBAC) 

Role-based access contrai enables organizations to scale access privileges. CiscoWorks VMS conveniently uses a 

common ACS logon for users , administrators, devices, and applications. CiscoWorks VMS enables different 

groups to have different access rights across different devices and applications. 

• Integrated Infrastructure Management 

Scalability requires that multiple components be managed , notjust firewalls, but also VPNs, network- and 

host-based IDSs, rauters, and switches. CiscoWorks VMS not only manages the security infrastructure, but also 

manages the network infrastructure. Customers benefit from being able to manage these components from one 

solution. Integrated monitoring is also required to see the larger picture. CiscoWorks VMS provides integrated 

monitoring of Cisco PIX and Cisco lOS syslogs, and events from network and host-based IDSs , along with event 

correlation. 

CiscoWorks VMS Functions 

CiscoWorks VMS is launched from the CiscoWorks dashboard and is organized into severa! functional areas: 

• Firewall management 

• Auto Update Server 

• IDS m•o•g•meot, ""wo'k •nd ho>t·b•~d ~S n;·;·;;2· 
• VPN router management - -

ORREIOS 
• Security monitoring ~ ') Q 
• VPN monitoring Fls-. N \J t IJ 
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These functional areas supply multifaceted scalability by offering features such as a consistent user experience, auto 

update, command and control workflow, and role-based access contrai. 

Figure 1 shows CiscoWorks VMS displayed as a "drawer" in the CiscoWorks dashboard. 

Figure 1 
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Firewall Management 

Cisco Works VMS enables the large-scale deployment o f Cisco PIX firewalls, by providing the following features : 

• Smart Rules hierarchy and inheritance 

• User-defined device and customer groups including nesting 

• Global role-based access with administrative privileges per device and customer groups with other CiscoWorks 

products and Cisco Secure ACS 

• Mandatory and default device settings inheritance 

• Workflow deployment to device, directory, or Auto Update Server 

• Look and feel of Cisco PIX Device Manager but with scalability to thousands of PIX firewalls 

• Integration with other CiscoWorks network management software 

• Complete SAFE Blueprint coverage for centralized management of Cisco PIX firewalls, including access contrai, 

VPN, IDS, and authentication, authorization, and accounting (AAA) 

Smart Rules is an innovative feature that allows common information including access rules and settings to be 

inherited for ali firewalls in a device or customer group. Smart Rules allows a user to define common rules once, 

which results in reduced configuration time, fewer administrative errors, and higher device scalability. Using Smart 

Rules, a user can configure a common rule such as allowing ali HTTP traffic once and can apply this rule globally to 

ali firewalls. Smart Rules can also be defined on a device or customer group basis. For specific information on the 

firewall management functionality o f VMS, refer to: http://www.cisco.cornlen/US/products/sw/cscowork/ps3992/ 

index.html 

Auto Update Server for Firewall Management 

CiscoWorks VMS introduces the industry 's first firewall Auto Update Server that allows users to implement a "pull" 

model for security and Cisco PIX operating system management. Auto Update Server permits remate firewall 

networks with unprecedented scalability. The Auto Update Server allows Cisco PIX firewalls to both periodically and 
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• Security management o f remo te Cisco PIX firewalls that use Dynamic Host Contrai Pro toco I (DHCP) 

• Automated Cisco PIX OS distribution to groups o f Cisco PIX firewalls 

• Automated Cisco PDM updates to remate firewalls 

• Configuration verification at periodic intervals 

• Automated replacement of inaccurate or tampered configurations 

• New firewalls configured at "boot time" 

The Auto Update Server is an indispensable component o f any large-scale remo te Cisco PIX firewall deployment. 

Auto Update Server is an easy-to-use solution to automatically update ali remate or local firewalls with new 

operating system releases. Cisco is the industry's first vendar to provide this pull model of security policy and 

operating system management. For specific information on the Auto Update Server component of VMS, refer to: 

http://www.cisco.com/en/US/products/sw/cscowork/ps3993/index.html 

Network-Based IDS Management 

Administrators can use CiscoWorks VMS to configure network and switch IDS sensors. Many sensors can be quickly 

configured using group profiles. Additionally, a more powerful signature management feature is included to increase 

the accuracy and specificity of detection. Some prominent features are: 

• Easy-to-use Web-based interface 

• Wizards that lead users through common management tasks 

• Access to the Network Security Database (NSDB), which provides meaningful information about alarms for users 

without IDS security expertise 

• Ability to define a hierarchy of sensors containing groups and subgroups, and the ability to configure multiple 

sensors concurrently using group profiles 

• Support for severa! hundred sensor deployments from each console 

• Use of a robust relational data base to store a high volume of data 

For specific information on the network-based IDS management functionality of VMS, refer to : 

http://www.cisco.com/en/US/products/sw/cscowork/ps3990/index.html 

Host-Based lOS Management 

CiscoWorks VMS provides threat protection for server and desktop computing systems, also known as "endpoints." 

VMS goes beyond conventional endpoint security solutions by identifying and preventing malicious behavior before 

it can occur, thereby removing potential known and unknown security risks that threaten enterprise networks and 

applications. Because CiscoWorks VMS analyzes behavior rather than relying on signature matching, its solution 

provides robust protection with reduced operational costs. Features of host-based IDS management include: 

• Aggregates and extends multiple endpoint security functions by providing host intrusion prevention , distributed 

firewall , malicious mobile code protection , operating system integrity assurance, and audit log consolidation ali 

within a single agent. 

• Provides preventive protection against entire classes o f attacks including port scans, buffer overflows , Trojan 

horses, malformed packets . and e-mail worms. 

• Offers "zero update" prevention for known and unknown attacks 
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• Provides industry-leading protection for UNIX and Windows servers and Windows desktops allowing customers 

to patch systems on their own schedules. 

• Open and extensible architecture offers the capability to define and enforce security according to corporate 

policy. 

• Scalable to thousands o f agents per manager to support large enterprise deployments. 

For specific information on the host-based IDS management functionality ofVMS, refer to: the Management Center 

for Cisco Security Agents Datasheet. 

VPN Router Management 

CiscoWorks VMS includes functions for the setup and maintenance of large deployments ofVPN connections and 

provides users with a point-and-click interface for setting up and deploying connections. This application is intended 

for scalable configuration of site-to-site VPN connections in a hub-and-spoke topology for centralized, multidevice 

configuration and deployment of Internet Key Exchange (IKE) and IP Security (IPsec) tunneling policies on VPN 

routers. 

Major features include: 

• Wizard-based interface for the creation of IKE and VPN tunneling policies. 

• Hierarchical inheritance and Smart Rules hierarchy to reflect the organizational and common setup o f devices 

and simplified device management 

• IKE-KA (IKE Keepalive) or generic routing encapsulation (GRE) with Open Shortest Path First (OSPF) and 

Enhanced Interior Gateway Routing Protocol (EIGRP) for failover routing scenarios. 

• Centralized role-based access contrai model allows for centralized management of users and accounts. 

For specific information on the VPN router management functionality of VMS, refer to: http://www.cisco.com/en/ 

US/products/sw/cscoworklps3994/index.html 

Security Monitoring 

CiscoWorks VMS provides integrated monitoring to reduce the number of security monitoring consoles, reduce the 

number o f events to monitor, and provide a broader view of security status. 

• Integrated monitoring is used to capture, store, view, correlate, and report on events from many ofthe devices in 

the SAFE Blueprint such as Cisco network IDSs . switch IDSs. host IDSs , firewalls , and routers. 

• Event correlation is used to identify attacks that are not easily recognizable from a single event. A flexible 

notification scheme and automated responses to criticai events also aid in quick action. 

• The event viewer can read both real-time and historical events. 

• Events are color-coded and administrators can quickly isola te problems. Administrators can also define 

thresholds and time periods when rules can be triggered to provide notification. 

• On-demand and scheduled reports facilitate ongoing monitoring. 

For specific information on the security monitoring component of VMS, refer to : http://www.cisco.com/en/US/ 

products/sw/cscoworklps3991/index. html 
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VPN Monitoring 

CiscoWorks VMS offers a Web-based management tool that allows network administrators to collect, store, and 

view information on IPsec VPN connections for remote-access or site-to-site VPN terminations . Multiple devices can 

be viewed from an easy-to-use dashboard that is configured using a Web browser. This dashboard provides the 

following capabilities: 

• Provides data on system resources related to real-time memory usage, percent CPU usage per device , and active 

tunnel and active sessions. This data simplifies the identification of devices with potential performance problems 

and devices with the highest usage. 

• Enables viewing of current and Jong-term packet rates and packet dropped percentage which can aid in 

determining where excess capacity can be tapped or quickly identify bottlenecks and device throughput problems. 

• Enables identification o f the devices with the most persistent problems through the event log; key device and VPN 

statistics are evaluated against a set o f global and device-specific thresholds, and exceptions are recorded in the 

event log. 

• Provides graphing of important common metrics. Device performance comparisons pro vide a global view o f 

short-term trends in VPN performance, enabling administrators to identify problem areas before they become 

criticai failures. 

For specific information on the VPN monitoring component ofVMS, refer to: http://www.cisco.com/en!US/products/ 

sw/cscowork/ps2326/index.html 

Operational Management 

CiscoWorks VMS provides the operational management for the network, allowing network managers to perform the 

following: 

• Quickly build a complete network inventory 

• Manage device credentials information 

• Monitor and report on hardware, software, configuration, and inventory changes 

• Manage and deploy configuration changes and software image updates to multi pie devices 

• Monitor and troubleshoot criticai LAN and WAN resources 

• Quickly identify devices that can be used for VPNs, if upgraded with the appropriate Cisco lOS Software 

• Discover which VPN devices have hardware encryption modules 

• Graphically compare configurations o f VPN devices 

• Isolate IPsec-related problems by running customized Syslog reports 

For specific information on the opera tio na! management functionality of VMS, refer to: http://www.cisco.com/en/ 

US/products/sw/cscowork/ps2073/index.html 

Server Specifications (Minimum requirements) 

Server Hardware 

• PC-compatible computer with I GHz or faster Pentium processar 

• Sun UltraSPARC 60 MP with 440 MHz or faster processar 
~ - - ------ ---··· 

• Sun UltraSPARCIII (Sun Blade 2000 Workstation or Sun Fire 280R Workgr u~~~n~ 03/~~ 
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• CD-ROM drive 

• 100BASE-T or faster connection 

• 1GB RAM 

• 9 GB available disk drive space 

• 2 GB virtual memory 

• Colar monitor with video card capable of 16-bit colar 

Server Operating System 

CiscoWorks VMS requires the following operating systems: 

• Windows 2000 Professional, Server, and Advanced Server (Service Pack 3) 

Note: Support for Advanced Server requires that Terminal Services be turned off. 

Sun Solaris 2.8 with patches: 

109742 has been replaced by 108528-13 

109322 has been replaced by 108827-15 

109279 has been replaced by 108528-13 

108991 has been replaced by 108827-15 

Java Requirements 

Sun Java plug-in 1.3.1-b24 

Client Requirements 

Hardware 

• PC-compatible compu ter with 300 MHz or faster Pentium processar 

• Solaris SPARCstation or Sun Ultra 10 

Client Operating System 

• Windows 2000 Server or Professional Edition with Service Pack 3, or Windows XP SP1 with Microsoft VM. 

• Solaris 2.8 

Client Browser 

• Internet Explorer 6.0 Service Pack 1, on Windows operating systems 

• Netscape Navigator 4.79, on Windows 2000 Server or Professional Edition with Service Pack 3, or Windows XP; 

Netscape Navigator 4. 76 on Sola ris 2.8 

The CiscoWorks Management Center for Firewalls, and CiscoWorks Management Center for VPN Routers, are 

supported on Internet Explorer 6.0, but not on Netscape Navigator. In addition to supporting Internet Explorer The 

Management Center for IDS and the Monitoring Center for Security are also supported on Netscape Navigator. 
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Service and Support 

CiscoWorks products are eligible for coverage under the Cisco 

Software Application Service (SAS) program. This service program 

offers customers contract-based 24-hour access to the Cisco 

Technical Assistance Center (TAC) . full Cisco.com privileges. and 

software maintenance updates. A SAS contract ensures that 

customers have easy access to the information and services needed 

to stay current with newly supported device packages. patches. and 

minor updates. For further information about service and support 

offerings. contact your local sales office. 

Ordering lnformation 

CiscoWorks VMS is available for purchase through regular Cisco 

sales and distribution channels worldwide . CiscoWorks VMS 

includes ali the necessary components needed for an independent 

installation on a Microsoft Windows or Sun Solaris workstation. 

For More lnformation 

For more information , go to http://www.cisco.com/warp/public/cc/ 

pd/wr2k/vpmnso/prodlit/ or send e-mail to ciscoworks@cisco.com 
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Cisco IDS 4200 Series Sensors 

Cisco integrated network security solutions enable organizations to protect 

productivity gains and reduce operating costs. 

The Cisco IDS 4200 Series sensors are used 

in the Cisco Intrusion Protection System. 

These intrusion detection system sensors 

work in concert with the other components 

to efficiently protect your data and 

information infrastructure. With the 

increased complexity of security threats, 

achieving efficient network intrusion 

security solutions is criticai to maintaining a 

high levei of protection. Vigilant protection 

ensures business continuity and minimizes 

the effect of costly intrusions. 

Additionally, Cisco's flexible deployment 

options allow businesses to minimize the 

total cost of ownership of their IDS 

deployments by delivering: 

• unprecedented price/performance ratios 

• the ability to simultaneously protect 

multi pie network subnets through the 

support for multiple sniffing interfaces, 

thereby delivering up to five sensors 

in one 

• a wide array o f performance options 

• investment protection by delivering 

modular, upgradable components 

support for multi-VLAN traffic 

• embedded web-based management 

solutions packaged with the IDS sensors 

Please refer to Table 1 for information on 

the characteristics o f the Cisco IDS 4 200 

Series Sensors. 

For details on the complete Cisco 

Intrusion Protection System, go to 

http://www.cisco.com/go/ids. 

Deploying the Cisco IDS 4200 

Series Sensors 

The Cisco IDS 4200 Series includes four 

products: the Cisco IDS 4215, IDS 4235, 

IDS 4250 and IDS 4250-XL sensors. The 

Cisco IDS product line delivers a broad 

range o f solutions that allow easy 

integration into many different 

environments, including enterprise and 

service provider environments. Each senso r 

addresses the bandwidth requirements at 

one of severa! speeds, from 80 Mbps to 

gigabits per second. 

The Cisco IDS 4215 can monitor up to 

80 Mbps of traffic and is suitable for T1/El 

and T3 environments . Additionally, 

multiple sniffing interfaces are supported 

on the IDS-4215 which allow the ability 

to simultaneously protect multiple subnets, 

thereby delivering five sensors in a 

single unit. 

At 250 Mbps, the Cisco IDS 4235 can be 

deployed to provide protection in switched 

environments, on multiple T3 subnets, and 

with the support of 10/100/1000 interfaces 

it can also be deployed on partially utilized 

gigabit links . 
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The Cisco IDS 4250 supports a 500 Mbps speed and can be used to protect gigabit subnets and traffic traversing 

switches that are being used to aggregate traffic from numerous subnets. In addition, the Cisco IDS 4250 provides 

the flexibility to accommodate a simple hardware upgrade to scale to fullline-rate gigabit performance. 

At 1 Gbps, the Cisco IDS 4250-XL provides unprecedented performance by providing customized hardware 

acceleration to protect fully-saturated gigabit links as well as multiple partially-utilized gigabit subnets. 

As shown in Figure 1, sensors can be placed on almost any network segment o f the enterprise-wide network where 

security visibility is required. 

Please refer to Table 2 for ordering information for the Cisco IDS 4200 Series Sensors. 

Figure 1 

Deployment Scenarios for the 4200 Series Appliance Sensors 

Corparate 
Remate User 

Service Pravider. Partners, 
Vendars ar Remate Office 

Cisco Systems. Inc. 

Public 
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Product Specifications 

Table 1 Characteristics of Cisco IDS 4215, 4235, 4250, and 4250-XL Sensors 

Cisco lOS 4215 Cisco lOS 4235 Cisco lOS 4250 Cisco lOS 4250-XL 

e o Performance 80 Mbps 250 Mbps 500 Mbps 1000 Mbps 

Standard monitoring 10/100BASE-Tx 10/100/1 OOOBASE-TX 10/100/1000BASE-TX Dual 1000BASE-SX 
interface interface with MTRJ 

Standard command 10/100BASE-Tx 10/100/1 OOOBASE-TX 10/100/1000BASE-TX 10/100/1000BASE-TX 
and contrai interface 

Optional interface Four 10/100BaseTx Four 10/100BaseTx -1000BASE -SX 1000BASE-SX (fiber) 
(4FE) sniffing (4FE) sniffing (fiber) 
interfaces (allowing interfaces (allowing -Four 10/100BaseTx 
a total of 5 sniffing a total of 5 sniffing (4FE) sniffing 
interfaces). interfaces). interfaces (allowing 

a total of 5 sniffing 
interfaces) . 

Performance No No Yes No 
upgradable 

Form factor One rack unit One rack unit One rack unit One rack unit 

Advanced protection algorithms 

Stateful pattern Yes Yes Yes Yes 

•o recognition 

Protocol parsing Yes Yes Yes Yes 

Heuristic detection Yes Yes Yes Yes 

Anomaly detection Yes Yes Yes Yes 

Attack protection 

Sweeps or floods Yes Yes Yes Yes 

Denial-of-service Yes Yes Yes Yes 
(DoS) mitigation 

Worms or viruses Yes Yes Yes Yes 

Common gateway Yes Yes Yes Yes 
interface (CGI) or 
WWW attacks 

Buffer overflow Yes Yes Yes Yes 
protection 

_ ....... o o OH 0 0 0 0- 0• 
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Table 1 Characteri stics of Cisco lOS 4215, 4235, 42 50, an d 4250-XL Sensor s 

Cisco IDS 4215 Cisco IDS 4235 Cisco IDS 4250 Cisco IDS 4250.XL 

Remote-procedure Yes Yes Yes 
ca ll (RPC) attack 
detection 

IP frag m enta tion Yes Yes Yes 
attacks 

Internet Control Yes Yes Yes 
M essage Protocol 
(ICM P) attacks 

Simple Message Yes Yes Yes 
Transfer Protocol 
(S MTP), Sendma il , 
Internet Message 
Access Protocol 
(IMAP), or Post 
Office Protocol (POP) 
attacks 

File Transfer Yes Yes Yes 
Protocol (FTP), 
Secure Shell 
Protoco l (SSH), 
Telnet. and rl ogin 
attacks 

Do main Nam e Yes Yes Yes 
System (DNS) 
attacks 

TCP h~acks Yes Yes Yes 

W indows or NetBios Yes Yes Yes 
attacks 

TCP appl ication Yes Yes Yes 
protection 

BackOri f ice attacks Yes Yes Yes 

Network Timing Yes Yes Yes 
Protocol (NTP) 
attacks 

Custom izable Yes Yes Yes 
signatures using 
Signature 
Micro- Engine 
technology 

Automated Yes Yes Yes 

signature updates 
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Table 1 Characteristics of Cisco IDS 4215, 4235, 4250, and 4250-XL Sensors 

Cisco IDS 4215 Cisco IDS 4235 Cisco IDS 4250 Cisco IDS 4250-XL 

Alarm Yes Yes Yes Yes 
summ arization 

Support for 802.1 q Yes Yes Yes Yes 
traffic 

P2P I file sharing Yes Yes Yes Yes 
detection techniques 

Secure communication 

IP Security (IPSec) or Yes Yes Yes Yes 
Secure Sockets 
Layer (SSL) between 
sensor and 
management 
console 

Encrypted signature Yes Yes Yes Yes 
packages 

SSH for remote Yes Yes Yes Yes 
administration 

Seria l Contrai Yes Yes Yes Yes 
Protocol (SCP) 
support for secure 
f ile transfer 

IDS evasion protection 

IP fragmentat ion Yes Yes Yes Yes 
re-assembly 

TCP stream Yes Yes Yes Yes 
re-assembly 

Unicode Yes Yes Yes Yes 
deobfuscation 

Active response actions 

Router Yes Yes Yes Yes 
access-control-list 
(ACL) modifications 

Firewall policy Yes Yes Yes Yes 
modifications 

Switch ACL Yes Yes Yes Yes 
modifications 

Session termination Yes Yes Yes Yes 
via TCP resets 

IP session logging or Yes Yes Yes Yes 

sess ion rep lay ·------·-···- -·-- -· . - -·-~ ..... ..... .. 
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Table 1 Characteristics of Cisco lOS 4215, 4235, 4250, and 4250-XL Sensors 

Cisco lOS 4215 Cisco lOS 4235 Cisco lOS 4250 Cisco lOS 4250.XL 

Active notification actions 

Alarm display Yes Yes Yes Yes 

E-mail a le rts Yes Yes Yes Yes 

E-page a lerts Yes Yes Yes Yes 

Customizable script Yes Yes Yes Yes 
execution 

Multiple alarm Yes Yes Yes Yes 

destinations 

Third-party tool Yes Yes Yes Yes 
integration 

lOS aclive update Yes Yes Yes Yes 

bulletins 

Administration 

Web u ser interface Yes Yes Yes Yes 

(Secure Hypertext 
Transfer Protocol 
[HTTPS]) 

Command-line Yes Yes Yes Yes 
interface (CU) 
(console) 

CU (Telnet or SSH) Yes Yes Yes Yes 

CiscoWorks VPN Yes Yes Yes Yes 

Security 
Management 
Solution (VMS) 
support 

High availability 

Redundam power No Yes Yes Yes 

supply 

Failure detection 

Monitoring link Yes Yes Yes Yes 

fai lure detection 

Communications Yes Yes Yes Yes 

fai lure detection 

Services fai lure Yes Yes Yes Yes 

detection 

Device fa ilure Yes Yes Yes Yes 

detection 

-~--· 
.... 

Dimensions - 1\1 -
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Table 1 Characteristics of Cisco lOS 4215, 4235, 4250, and 4250-XL Sensors 

Cisco IDS 4215 Cisco IDS 4235 Cisco IDS 4250 Cisco IDS 4250-XL 

Height 1. 7 in. (4.37 em) 1.67 in. (4.24 em) 1.67 in. (4.24 em) 1.67 in. (4 .24 em) 

Width 16.8 in . (42.72 em) 17.6 in . (44 .70 em) 17.6 in . (44 .70 em) 17.6 in . (44 .70 em) 

Depth 11.8 in . (29.97 em) 27.0 in. (68.58 em) 27.0 in . (68.58 em) 27.0 in. (68.58 em) 

Weight 11.5 lb (4 .11 kg) 35 lb (15.88 kg) 35 lb (15.88 kg) 35 lb (15 .88 kg) 

Raek-mountable Yes Yes Yes Yes 

Power 

Autoswitching 100V to 240V AC 110-220 VAC 110-220 VAC 110-220 VAC 

Frequency 50 to 60Hz 50-60Hz 50-60Hz 50- 60Hz 

Operating current l.SA 2.7A at 115V 2.7A at 115V 2.7A at 115V 

1.3A at 220V 1.3A at 220V 1.3A at 220V 

Operating environment 

Operating + 5°C to +40°C 10 to 35°C (50 to 10 to 35°C (50 to 10 to 35°C (50 to 
temperature ( +41 °F to + 104°F) 95°F) 95°F) 95°F) 

Nonoperating -25°C to + 701/4°C -40 to 65°C (-40 to -40 to 65°C (-40 to -40 to 65°C (-40 to 
temperature (-13F to+ 1581f40F) 149°F) 149°F) 149°F) 

Operating relative 5 to 95% 8 to 80% 8 to 80% 8 to 80% 
humidity (noneondensing) (noncondensing) (noncondensing) (noneondensing) 

Nonoperating 5 to 95% 5 to 95% 5 to 95% 5 to 95% 
relative humidity (noneondensing) (noncondensing) (noneondensing) (noneondensing) 

Heat dissipation 410 Btu/hr 983 Btu/hr 983 Btu/hr 983 Btu/hr 
(most severe case (full power usage (maximum) (maximum) (maximum) 
with full power (65W)) 
usage) 

Note: 

• This 80-Mbps performance for the Cisco IDS 4215 is based on the following conditions: 

- 800 new TCP connections per second 

- 800 HTTP transactions per second 

- Average packet size of 445 bytes, 

- Running Cisco IDS 4.0 Sensor Software 

• This 250-Mbps performance for the Cisco IDS 4235 is based on the following con ·~007F 03/200~ 
CPMI • CORR EIOS I - 3000 new TCP connections per second 

- 3000 HTTP transactions per second 

- Average packet size of 445 bytes FI NoÜ 7 Ll 3 S . 
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- Running Cisco IDS 4.0 Sensor Software 

• This 500-Mbps performance for the Cisco IDS 4250 is based on the following conditions: 

- 5000 new TCP connections per second 

5000 HTTP transactions per second 

- Average packet size of 445 bytes 

- Running Cisco IDS 4.1 Sensor Software 

• This 1000-Mbps performance for the Cisco IDS 4250-XL is based on the following conditions: 

- 5000 new TCP connections per second 

- 5000 HTTP transactions per second 

- Average packet size of 595 bytes 

- Running Cisco IDS 4.0 Sensor Software 

Regulatory Compliance 

• EMC-FCC (CFR 47 Part 15) Class A. CISPR 22 Class A, EN 55022 Class A, EN 55024, EN61000-3-2, 

EN61000-3-3, VCCI Class A. AS/NZS 3548 Class A. CE marking 

• Safety UL 60950, CSA 22.2 No.60950, IEC 60950, EN 60950, AS/NZS 3260, CE marking. 

Table 2 Ordering lnformation for the Cisco lOS 4200 Series Sensor 

Product number Product description 

IOS-4215-K9 Cisco lOS 4215 Sensor (chassis, software, SSH, 2 onboard 10/100BASE-Tx interfaces 
with RJ-45 connector), 80-Mbps 

IOS-4215-4FE-K9 Cisco IDS 4215 Sensor (chassis, software, SSH, 2 onboard 10/100BASE-Tx interfaces 
with RJ -45 connector plus 4FE interface card) , 80-Mbps 

IOS-4235-K9 Cisco lOS 4235 Sensor (chassis, software, SSH, 10/100/1000BASE-T with RJ-45 
connector) 

IOS-4250-TX-K9 Cisco lOS 4250 Sensor (chassis, software, SSH, 10/100/1000BASE-T with RJ -45 
connector) 

IDS-4250-SX-K9 Cisco IDS 4250 Sensor (chassis, software, SSH, 1000BASE-SX with SC connector) 

IDS-4250-XL-K9 Cisco IDS 4250-XL Sensor (chassis, software, SSH, hardware accelerator, with dual 
1000BASE-SX and MTRJ connectors) 

IDS-XL-INT = Cisco lOS Accelerator Card with dual 1000BASE-SX interfaces and MTRJ connectors 

IDS-4250-SX-INT = 1000BASE-SX monitoring interface with SC connector 

IDS-4FE-INT = Spare 4FE (10/100 BaseTx) sniffing interfaces for 4215, 4235, & 4250 

IDS-PWR= Spare power supply for the Cisco lOS 4235 and 4250 sensors 

lOS-SCSI= Spare Small Computer Systems Interface (SCSI) hard disk drive for Cisco lOS 4250 
Sensor 

IDS-RAIL-2= Two post rail kits for the Cisco lOS 4235 and 4250 sensor platforms 

IDS-RAIL-4= Four post rail kits for the Cisco IDS 4235 and 4250 S:erisci r~'atforms t 
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Table 2 Ordering lnformation for the Cisco IDS 4200 Series Sensor 

Product number Product description 

CON-SNT-IDS4215XK Cisco SMARTnet support 8 x 5 x NBD (Cisco lOS 4215-K9) 

CON-SNTE-IDS4215XK Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4215-K9) 

CON-SNTP- IDS4215XK Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4215-K9) 

CON-OS-IOS4215XK Cisco SMARTnet Onsite support 8 x 5 x NBD (Cisco IDS 4215-K9) 

CON-OSE-IDS4215XK Cisco SMARTnet Onsite support 8 x 5 x 4 (Cisco lOS 4215-K9) 

CON-OSP-IDS4215XK Cisco SMARTnet Onsite support 24 x 7 x 4 (Cisco IDS 4215-K9) 

CON-SNT-IDS4215-4FEXK Cisco SMARTnet support 8 x 5 x NBD (Cisco lOS 4215-4FE-K9) 

CON-SNTE-IDS4215-4FEXK Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4215-4FE-K9) 

CON-SNTP-IDS4215-4FEXK Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4215-4FE-K9) 

CON-OS-IDS4215-4FEXK Cisco SMARTnet Onsite support 8 x 5 x NBD (Cisco IDS 4215-4FE-K9) 

CON-OSE-IDS4215-4FEXK Cisco SMARTnet Onsite support 8 x 5 x 4 (Cisco IDS 4215-4FE-K9) 

CON-OSP-IDS4215-4FEXK Cisco SMARTnet Onsite support 24 x 7 x 4 (Cisco IDS 4215-4FE-K9) 

CON-SNT-IDS4235K9 Cisco SMARTnet support 8 x 5 x NBD (Cisco IDS 4235) 

CON-SNTE-IDS4235K9 Cisco SMARTnet support 8 x 5 x 4 (Cisco lOS 4235) 

CON-SNTP-IDS4235K9 Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4235) 

CON-OS-IDS4235K9 Cisco SMARTnet onsite support 8 x 5 x NBD (Cisco IDS 4235) 

CON-OSE-IDS4235K9 Cisco SMARTnet onsite support 8 x 5 x 4 (Cisco IDS 4235) 

CON-OSP-IDS4235K9 Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4235) 

CON-SNT-IDS4250TK Cisco SMARTnet support 8 x 5 x NBD (Cisco IDS 4250-TX) 

CON-SNTE-IDS4250TK Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4250-TX) 

CON-SNTP-IDS4250T Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4250-TX) 

CON-OS-IDS4250TK Cisco SMARTnet onsite support 8 x 5 x NBD (Cisco IDS 4250-TX) 

CON-OSE-IDS4250TK Cisco SMARTnet onsite support 8 x 5 x 4 Cisco (IDS 4250-TX) 

CON-OSP-IDS4250TK Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4250-TX) 

CON-SNT-IDS4250SK Cisco SMARTnet support 8 x 5 x NBD Cisco (lOS 4250-SX) 

CON-SNTE-IDS4250SK Cisco SMARTnet support 8 x 5 x 4 (Cisco IDS 4250-SX) 

CON-SNTP-IDS4250SK Cisco SMARTnet support 24 x 7 x 4 (Cisco lOS 4250-SX) 

CON-OS-IOS4250SK Cisco SMARTnet onsite support 8 x 5 x NBO (Cisco lOS 4250-SX) 

CON-OSE-IDS4250SK Cisco SMARTnet onsite support 8 x 5 x 4 (Cisco lOS 4250-SX) 

CON-OSP-IDS4250SK Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4250-SX) 

CON-SNT-IDS4250XK Cisco SMARTnet support 8 x 5 x NBD Cisco (lOS 4250-XL) 

CON-SNTE-IDS4250XK Cisco SMARTnet support 8 x 5 x 4 (Cisco lOS 4250-XL) 

CON-SNTP-IDS4250XK Cisco SMARTnet support 24 x 7 x 4 (Cisco IDS 4250-XL) 

CON-OS-IDS4250XK Cisco SMARTnet onsite support 8 x 5 x NBO (Cisco IDS 4250-XL) 

CON-OSE-IDS4250XK Cisco SMARTnet onsite support 8 x 5 x 4 (Cisco lOS 4250-XL) 

CON-OSP-IDS4250XK Cisco SMARTnet onsite support 24 x 7 x 4 (Cisco IDS 4250-XL) 
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Table 2 Ordering lnformation for the Cisco lOS 4200 Series Sensor 

Product number Product description 

CON-SNT-IDS4FE 

CON-SNTE-IDS4FE 

CON-SNTP-IDS4FE 

CON-OS-IDS4FE 

CON-OSE-IDS4FE 

CON-OSP-IDS4FE 

CON-SNT-IDSXL 

CON-SNTE-IDSXL 

CON-SNTP-IDSXL 

CON-OS-IDSXL 

CON-OSE-IDSXL 

CON-OSP-IDSXL 

Export Considerations 

Cisco SMARTnet support 8 x 5 x NBD (IDS-4FE-INT =) 

Cisco SMART net support 8 x 5 x 4 (IDS-4FE-INT =) 

Cisco SMARTnet support 24 x 7 x 4 (IDS-4FE-INT =) 

Cisco SMARTnet onsite support 8 x 5 x NBD (IDS-4FE-INT =) 

SMARTnet onsite support 8 x 5 x 4 (IDS-4FE-INT =) 

SMARTnet onsite support 24 x 7 x 4 (IDS-4FE-INT =) 

Cisco SMARTnet support 8 x 5 x NBD (IDS-XL-INT =) 

Cisco SMARTnet support 8 x 5 x 4 (IDS-Xl-INT =) 

Cisco SMARTnet support 24 x 7 x 4 (IDS-Xl-INT =) 

Cisco SMARTnet onsite support 8 x 5 x NBD (IDS-Xl-INT =) 

SMARTnet onsite support 8 x 5 x 4 (IDS-Xl-INT =) 

SMARTnet onsite support 24 x 7 x 4 (IDS-XL-INT=) 

The Cisco IDS 4200 Series sensors are subject to export contrais. Refer to the export compliance Web site for 

guidance at: http://www.cisco.com/wwl/export/crypto/. 

For specitic export questions, contact export@cisco.com. 

Additional lnformation 

For more information about the Cisco Intrusion Protection System, go to: http://www.cisco.com/go/ids 

For more information about the CiscoWorks VMS Solutions (IDS management), go to: http ://www.cisco.com/go/vms 
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CISCO SYSTEMS DATA SHEET 

Cisco IDS 3.0 Sensor Software 
for Cisco 4200 Series Appliances 

The industry•leading Cisco IDS lntrusion Detection System solution provides customers 

with unmatched intrusion protection technology through the Cisco Aclive Defense 

System. The integrated hardware and software solution delivers best·of·breed 

protection for both perimeter and internai resources. 

Version 3.0 is the latest release of the Cisco IDS application software for the Cisco 4200 

Series appliances. lt delivers the latest in innovative IDS features, including Aclive 

Update signature distribution mechanisms, customizable signature language, 

extensions to the Active Response capabilities, and secure administration. 

Key Features and Benefits 

Signature Definition and Distribution 

Enhancements 

Active Update Mechanism 

Cisco IDS now provides a facility to automatically 

distiibute new signature files and application 

upgrades to sensors without operator 

involvement. Utilizing a secure staging technique, 

new signature files are placed on a central server 

and passed to the sensor at scheduled intervals. 

After veiifying the integrity of the package, the 

sensor automatically installs the update. This new 

capability significantly streamlines the process of 

regularly updating remote sensors, thereby 

lowering the recuriing operational costs 

associated with this task. Additionally, users can 

subscribe to Cisco Active Update notification 

services to stay informed about breaking 

vulnerability news and posted countermeasures. 

Signature lnstruction Language for Verifying 
Exploits and Reconnaissance (SILVER) 

Cisco IDS continues to innovate with the release 

of the Cisco SILVER signature language. Users 

can now develop custom signatures spanning 

Layer 2 through Layer 7 attributes. Developed by 

the Cisco Countermeasures Research Team, 

SILVER is the mechanism that this team uses to 

develop ali new signatures for the IDS product. 

Now Cisco is exposing this capability to its 

customers, providing them unparalleled flexibility 

to develop new signatures . 

This new language also decreases the time 

between signature releases because the signatures 

can be released as update files rather than 

compiled in the core sensor binary. Similar to 

antivirus products, the signature engines and the 

data files can be released separately. 
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Tunable Signatures 

One o f the challenges o f event monitoring for IDS is to 

reduce the occurrence of false positives, thereby allowing 

the user to focus only on alarms that are deemed security 

relevant. However, because the security objectives for 

each IDS deployment are unique, Cisco IDS 3.0 adds 

granularity to the way in which sensors may be tuned to 

specifically suit the environment in which they are 

deployed. Users may now tune signature threshold 

parameters to meet their unique security objectives. For 
example, for the ping sweep signature, the user can now 

define the number of hosts pinged before the signature 

fires. 

Alarm Summarization 

Attackers may use tools such as Stick to cause sensors to 

send numerous alarms to management consoles as a way 

of flooding the management console. The Alarm Throttle 

feature in Cisco IDS 3.0 allows users to consolidate 

alarms to a single event, thereby preventing the 

management console from being overwhelmed with 

numerous events. For example, if the rate o f alarms being 

sent by the sensor exceeds a certain threshold value, the 

signature may be set to automatically throttle to a 

summarization mode to produce a single alarm that 

comprises numerous alarm firings. A time interval may 

also be specified that determines the rate at which 

subsequent consolidated alarms are sent to the 

management console. 

Detection of Network DoS Attacks 

Cisco IDS 3.0 adds functionality to detect network 

denial-of-service (DoS) attacks that are targeted at 

consuming network resources. An inspector monitors the 

data capture by maintaining a counter that tracks the 

number of packets being captured per second. If the rate 

of packets being captured exceeds a specified rate and 

such peaks occur at a certain frequency, an alarm is 

generated to alert the user o f a possible DoS attempt. 

Aclive Response Extensions 

Shunning with the Cisco PIX Firewall and Cisco 
Catalyst Switches 

Cisco IDS incorporates proactive response functionality 

in to the sensor appliances by allowing users to configure 

the IDS to dynamically respond to an attacking host by 

preventing new connections and disallowing packets from 

any existing connection. Cisco IDS 3.0 extends this Active 

Response capability beyond Cisco routers into a wide 

range of Cisco 's high-performance networking devices, 

including the Cisco PIX® Firewall (running PIX 6.0+), 

Cisco Catalyst® 6000 Switch, and Cisco Catalyst 5000 

Switch. This shunning gives security operators 

unparalleled control to reach across the network to 

quickly stop misuse and end intruders' access to the 

network. 

lnteroperability with Existing ACLs 

Shunning is accomplished by the dynamic modification of 

access controllists (ACLs) on managed devices. Cisco IDS 

3.0 allows the user to configure the sensor to shun while 

maintaining any user-defined access control entries on the 

specified interface and direction. 

Secure Administration 

In addition to existing functionality that provides secure 

communications between the sensor and the management 

console using IP Security (IPSec). Cisco IDS 3.0 also 

supports the Secure Shell Pro toco) (SSH) to allow users to 

remotely access sensors over a secure connection. 

IP Session Replay 

IP session logging provides extensive logging that is 

important for system troubleshooting as well as for 

reconstructing system events before and after attacks. 

Cisco IDS 3.0 augments this existing capability by 

converting these logs to a standard TCP dump format that 

allows them to be viewed and replayed using public 

domain utilities, such as Ethereal and TCPReplay. 

Enhanced Filtering 

Users have the ability to specify which source or 

destination IP addresses that specified signatures must 

alarm on. Because certain signatures may be classified as 

security relevant for certain source or destination IP 

addresses and yet do not need to be analyzed for other IP 

addresses, this levei of enhanced filtering minimizes the 

occurrence of false positives. 

Alarm Generation When Sniffing Interface is 
Disconnected 

Sensors are equipped with a monitoring interface for data 

packet capture and a command and control interface for 

transmitting alarms to the management console and 

receiving configuration information from the 
r .. ·--·-· ~~ 
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management console. With Cisco IDS 3.0, when the 

sniffing interface is disconnected, an alarm is triggered. 

This setup provides the user with an alert mechanism 

when the interface is tampered with and hence assures 

persistent operation. 

Technical Specifications 

Ordering lnformation 

SMARTnet™ customers may download Cisco IDS 3.0 

from Software Center on CCO at http://www.cisco.com 

Part number for IDS Software Upgrade for Non-Support 

Customers: IDS-SW-U 

Export Considerations 

IDS sensors are subject to export contrais. Please refer to 

the export compliance Web site at 

http://www.cisco.com/wwl/export/crypto/ for guidance. 

For specific export questions, please contact 

export@cisco.com. 

Additional lnformation 

Cisco Secure Intrusion Detection System: 

http://www.cisco.com/go/ids/ 
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Cisco lntrusion Detection System 

Q. What is a "network-based " IDS? 

A. Two basic types ofiDSs are on the market today: host-based and network-based systems. 

The fundamental difference between them is the source o f the activity that they monitor and 

analyze to detect intrusions. Host-based IDSs monitor activity on a host o r end system, while 

network-based IDSs monitor network traffic. Host-based IDSs are used to protect criticai 

network servers or other individual systems containing sensitive information. 

Network-based IDSs are used to monitor activity on a specific network segment. Whereas a 

host-based IDS resides on a workstation and shares CPU with other user applications, a 

network-based solution is a dedicated platform. Network-based IDSs perform a rule-based 

or expert system analysis of traffic using parameters set up by the security manager, and the 

signatures, which flag suspicious or attack activity. The systems analyze network packet 

headers to make security decisions based on source, destination, and packet type. They also 

analyze packet data to make decisions based on the actual data being transmitted. These 

systems scale well for network protection because the number of actual workstations, 

servers, or user systems on the network is not criticai, the amount of traffic is what matters. 

In addition, sensors placed around the globe can be configured to report back to a central 

site, enabling a small team of security experts to support a Iarge enterprise. The Cisco® 

network-based Intrusion Detection System provides network administrators with enhanced 

security technology and capabilities to secure their networks. 

Q. If I already have a firewall, do I really need an IDS? 

A. Absolutely. Although an IDS will not replace your firewalls or other security devices for 

that matter, it serves a very complementary role and addresses certain risks that firewalls 

cannot. The primary function of the firewall is to contrai access to services and hosts based 

on your si te security policy. If a service or connection to a specific host is permitted, firewalls 

typically permit ali such traffic, and they do not inspect the contento f the permitted traffic. 

An example is permitting public access to a Web server on a DMZ. Ali connection requests 

to the Hypertext Transfer Pro toco! (HTTP) port on that Web server will be permitted by the 

firewall , including malicious traffic directed at the HTTP server to exploit a buffer overflow 

vulnerability. Although most firewalls will not protect against data/content-driven attacks 

(for example, buffer overflow), IDSs will . Furthermore, firewalls typically will not protect 

you against attacks originating from inside your network or entering your environment from 

other ingress points not protected by firewalls (for example , remate access servers). IDSs can 

be strategically deployed to monitor activity from internai sources and other network ingress 

points without impacting your network. Deploying an IDS to complement your firewall{s) 

will significantly enhance your security posture. 
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Q. Is there a mechanism by which users may contact the IDS Product Team at Cisco? 

A. Yes. Users may pose questions, requests, and comments to the following e-mail address: 

ids-news@cisco.com 

In addition, users have the ability to share experiences with other users and also pose questions to the Cisco IDS 

Engineering & Product Marketing teams at the IDS Networking Professionals Forum at: 

http ://forums.cisco.com/eforum/servlet/ 

NetProf?page=netprof&CommCmd=MB% 3Fcmd0display_messages26mode3Dnew26location% 3D.ee6elfc 

Q. Does anyone offer a managed IDS service using the Cisco IDS? 

A. Yes. numerous managed service providers offer a managed IDS service using the Cisco lOS. These managed 

service providers include AT &T, Counterpane, IBM Emergency Response Services, NetSolve , Riptech, RedSiren, 

and Ubizen. 

Sensors 

Q. What are the new features o f the Cisco IDS 4.0 Sensor software? 

A. The Cisco IDS 4.0 Senso r software delivers a number of new features and enhancements to the network-based 

IDS portfolio. These features include: 

• Re-architecture of communications pro toco! to enhance the efficiency of message transactions 

• Common code base to allow feature parity between the appliance sensor and the switch sensor 

• Delivery of a Layer 2 signature engine to mitiga te issues such as man in the middle attacks and ARP spoofing in 

switched environments 

• Introduction of an SMB engine to efficiently address attacks related to SMB 

• Ability to capture the trigger packet that caused an alarm 

• Enhanced shunning capabilities to allow shunning by port address 

• Major enhancements to our existing protocol anomaly techniques 

• Provisiono f Analysis Statistics Engine to deliver information of metrics such as bad checksums, bytes processed , 

data rates Mbps, TCP nades per sec, and other analysis metrics 

• Introduction of a full featured Cisco IOS-like CLI (command-line interface) for unprecedented senso r 

management over a secure SSH connection 

• Capability of capture and display o f the VLAN ID o f the malicious traffic that was detected 

• Enhancements to IP Fragmentation Reassembly 

• Higher leveis o f granularity for the alarm information that is transmitted to the management console 

• Support for ntp 

• NAT support 

• Logical signature groupings to allow global changes across the groupings 

• Ability to implement exceptions to filter events to be displayed 

• Tunability of IP session logging parameters 

Cisco System s, Inc. 
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Q. What performance numbers (Mbps) are supported by the Cisco IDS Sensors? 

A. The Cisco IDS 4215 supports 80 Mbps of performance and can be used to protect Tl/El!T3 environments. 

At 250 Mbps. the Cisco IDS 4235 can be deployed to provide protection in switched environments. on multiple T3 

subnets. and with the support of 10/100/1000 interfaces. it can also be deployed on partially utilized gigabit links. 

The Cisco IDS 4250 supports superior performance at 500 Mbps and can be used to protect gigabit subnets and 

traffic traversing switches that are being used to aggregate traffic from numerous subnets. 

Intrusion protection for fully saturated gigabit links is delivered by the Cisco IDS 4250-XL. Using customized 

hardware acceleration, the IDS-4250-XL can be used to protect gigabit subnets and multi pie partially utilized 

gigabit links. 

The Cisco Catalyst® 6500 Series Intrusion Detection System (IDSM-2) Services Module supports 600 Mbps. This 

module operates within the Catalyst 6500 Series and provides protection for traffic traversing the switch , which 

could be traffic from a single subnet or from numerous subnets that are being aggregated through the switch. 

The Cisco IDS Network Module provides full-featured Intrusion Protection that is integrated into the Cisco 2600, 

3600, and 3700 series routers. Each sensor addresses the bandwidth requirements of different routers up to 10 Mbps 

in the Cisco 2600XM, and up to 45 Mbps in the Cisco 3700 Series. By integrating IDS and branch office routing. 

Cisco reduces the complexity o f securing WAN links and at the same time reduces operational costs. Additionally. 

by delivering full-featured intrusion protection to remote offices and branch offices. network administrators can now 

mitigate threats at these remate locations and effectively isolate them from the corporate network. The Network 

Module has the capability of inspecting GRE/IPsec encrypted packets that are traversing the router in to which it 

integrates. 

Q. How does the IDS sensor work? 

A. Sensors monitor the network traffic by directly "tapping" the Jine (for example, via a shared-media hub) or 

by receiving copies o f the traffic (for example, Switched Port Analyzer [SPAN] port on a switch) using a passive. 

promiscuous interface (the "monitoring interface"). The sensor analyzes the captured packets and compares 

them against a rule set of typical intrusion activity (that is, "signatures"). If the captured packets match a defined 

intrusion pattern in the rule set, the sensor sends an alarm to the management console and automatically responds 

(if configured to do so). The alarms are sent out a separa te management interface so as not to impede continuai 

packet capture by the monitoring interface. 

Q. What kind o f a performance impact does the sensor impose on the monitored network? 

A. None. Sensors operate by "tapping" the network (for example. via a shared-media hub) or off copies of the 

packets (for example. via a switch SPAN port). The monitoring interfaces on the sensors are passive and do not 

source packets onto the network (the one exception is TCP reset packets for automatic response). 

Q. How do you deploy sensors in a switched environment? 

A. With most IDS products on the market today, sensors must be placed on the switch SPAN port to monitor 

network traffic. Although the SPAN port can provide access to network traffic. it does have certain limitations (for 

example, Jimited number of SPAN sessions). The Catalyst 6000 IDS Module was designed specifically to address 

switched environments by integrating the IDS functionality directly in to the switch and taking traffic right off the 

switch backplane. 
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Q. What is the Cisco IDS Network Module for the Cisco 2600, 3600, and 3700 series routers? 

A. The Cisco IDS Network Moduleis a network module that is installed in a Cisco 2600, 3600, or 3700 series 

chassis to provide full-featured intrusion protection services within the router. The Cisco 2600, 3600, and 3700 Series 

IDS Network Module provides the ability to inspect ali traffic traversing the router, to identify unauthorized or 

malicious activity such as hacker attacks, worms, or denial-of-service attacks, and to termina te this traffic to suppress 

or contain threats. 

Q. How does the Cisco IDS Network Module work? 

A. The Cisco 2600, 3600, and 3700 Series IDS Network Module receives copies of packets directly from the router 's 

backplane in a passive or promiscuous mode. The packets are passed through the internai monitoring interface for 

classification and processing. The Cisco 2600, 3600, and 3700 Series IDS Network Module analyzes the captured 

packets and compares them against a rule set of typical intrusion activity. If the captured packets match a defined 

intrusion pattern in the rule set, the IDS Network Module can take one of two actions. It can send a command to 

the router to either shut down the interface or it can send a TCP reset packet to the sender to stop the TCP session 

causing the attack. 

Q. What is the rated performance o f the Cisco 2600, 3600, and 3700 Series IDS Network Module? 

A. The Cisco 2600, 3600, and 3700 Series IDS Network Module provides up to 10 Mbps for the 2600XM Series 

and up to 45 Mbps for the 3700 Series, depending on the platforrn in which the network module is inserted . 

Q. Can the Cisco Network IDS Sensors monitor trunked traffic? 

A. Both IDSM and the appliance sensors can monitior 802.lq traffic and, hence, are VLAN aware. 

Q. What type of interfaces are supported on the appliance sensors? 

A. Copper interfaces are supported on the IDS 4215 and IDS 4235. Both Copper and Fiber interfaces are supported 

on the IDS 4250 Sensor. The 4250-XL supports dual fiber interfaces with MTRJ connectors. 

Q. Does Cisco IDS provide multi-interface support? 

A. Yes. Dual sniffing interfaces are supported on the IDS 4250-XL. Up to 5 interfaces are supported on the IDS 4215 , 

4235, and 4250 Sensor appliances. 

A configurable four Fast Ethernet interface card is provided for other models o f the Cisco 4200 Series sensors to 

deliver a total of five sniffing interfaces for each sensor-one onboard sniffing interface plus four Fast Ethernet 

configurable interfaces. 

The Cisco IDSM-2 can be used to monitor traffic from multiple interfaces. The network module for the Cisco access 

routers can monitor traffic from any o f the router interfaces. 

Q. Is the user notified when the sniffing interface of a sensor is disconnected? 

A. Sensors are equipped with a monitoring interface for data packet capture and a command and contrai interface 

for transmitting alarms to the management console and receiving configuration information from the management 

console. When the sniffing interface is disconnected, an alarm is triggered. This setup provides the user with an alert 

mechanism when the interface is tampered with and , hence , assures persistent operation. 
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Q. Does the Cisco IDS Sensor provide an indication o f when it is oversubscribed? 

A. Yes. The sensor, IDSM, and network module issue an alarm when their respective performance ratings are 

exceeded. 

Q. Where can I find more details on the IDS signature algorithms? 

A. For more information on the signature algorithms, please refer to a white paper that may be downloaded at: 

http ://www.cisco.com/warp/public/cc/pd/sqsw/sqidsz/prodlit/idssa_wp.htm 

Q. Does Cisco IDS protect against common IDS evasion techniques? 

A. Cisco IDS also includes protection from a number of advanced, anti-IDS evasion techniques including: 

• IP fragmentation reassembly 

• TCP streams reassembly 

• Unicode Web deobfuscation 

Q. Can the sensor itself be attacked and compromised? 

A. A properly configured aqd installed sensor cannot be comprornised. The monitoring interface (connected to 

the production network) cannot be detected, and packets cannot be directed at it. The interface is in promiscuous 

mode, and has neither a protocol stack nor an IP address bound to it. It is not susceptible to "antisniff" detection 

techniques. The separate management interface does have an IP address, but Cisco recommends that a separate, 

isolated management subnet be used to provide connectivity from the management interface on the sensor to the 

IDS management console. In addition, only a very limited number of services are available from the rnanagement 

interface, and access contrais can be configured to allow only designated management systems to connect to the 

senso r. 

Q. What is Cisco Countermeasures Research Team (C-CRT)? 

A. The core of the Cisco IDS solution-the advanced protection capabilities-is developed and maintained by 

C-CRT. This team of elite security professionals is dedicated to: 

• Advancing countermeasures research 

• Identifying and responding to new threats 

• Distributing proactive signature files and signature micro-engines 

• Maintaining our network security database (NSDB) 

• Contributing research to the Cisco Security Encyclopedia (CSEC) 

• Improving the state ofthreat mitigation science 
CJ~REIOS 
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The C-CRT is comprised o f elite "white hat " personnel. C-CRT's esteemed credentials include: 

• Heritage and tenure--mostjoined Cisco thr'ough the WheelGroup acquisition. 

• Government clearance--greater than 65 percent have held Secret and Top Secret Department of Defense security 

clearances . 

• Military backgrounds-experience logged from USAF Information Warfare Center, Department of Defense 

(DOD) , Department o f Energy (DOE), National Security Agency (NSA), Central Intelligence Agency (CIA), o r 

other notable government organizations. 

• Security experience--average member of the C-CRT has over six years of compu ter security experience, allowing 

Cisco to deliver the most mature, accurate, and industry-proven intrusion protection solutions. 

Q. Can I create my own signatures? 

A. Because the security objectives for each IDS deployment are unique, Cisco IDS adds granularity to the way in 

which sensors may be tuned to specifically suit the environment in which they are deployed. Using our innovative 

TAME (Threat Analysis Micro Engine) policy language, users can create new policies or modify existing policies to 

meet their unique security objectives. Since the TAME policies are decoupled from the sensing application, changes 

can be made without affecting sensor performance or reliability. 

Q. Is it possible to record and replay the IP session o f the source IP address that triggered an IDS alarm? 

A. IP session logging provides extensive logging that is important for system troubleshooting as well as for 

reconstructing system events before and after attacks. Cisco IDS augments this capability by converting these logs to 

a standard TCP dump format that allows them to be viewed and replayed using public domain utilities, such as 

Ethereal and TCPReplay. 

Q. Can the senso r detect attacks if the traffic is encrypted, for example IPsecurity (IPsec) or Secure Sockets 

Layer (SSL)? 

A. The Cisco IDS Sensor analyzes both packet header information (context data) and packet data information 

(content data) to determine if suspicious activity is occurring. Encryption algorithms encrypt the data portion o f 

the packet for confidentiality. Because it can process only what it can "see," the Sensor cannot detect attacks that 

require inspection o f the payload or data fields within a packet. It will , however, still alarm and respond to attacks, 

which are detected from the unencrypted packet header information. Ali network-based IDSs suffer this problem. 

Therefore, in networks carrying encrypted traffic , Sensor placement is criticai. To take advantage of their full 

intrusion-detection capability, the Cisco IDS Sensors should be installed where the traffic has already been decrypted. 

Otherwise, the Sensor can be placed on an encrypted segment and will detect ali but the packet data or payload-based 

attacks. 

Q. What techniques does Cisco use for mitigating threats? 

A. Severa! techniques provide comprehensive protection against the latest cyber threats, including simple pattern 

matching, stateful pattern matching, protocol anomaly detection, heuristic-based detection, and anomaly detection . 

Q. Does Cisco IDS detiver Peer to Peer signatures? 

A. Yes. Cisco IDS delivers protection against file-sharing threa ts with support for advanced P2P attack mitigation 

techniques. 
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Q. How are the Cisco IDS signatures updated? 

A. Cisco posts signature updates on Cisco Connection Online (CCO) approximately every 14 days. Cisco IDS 

provides a facility to automatically distribute new signature files and application upgrades to sensors without 

operator involvement. Utilizing a secure staging technique, new signature files are placed on a central server and 

passed to the senso r at scheduled intervals. After verifying the integrity of the package, the senso r automatically 

installs the update. This new capability significantly streamlines the process of regularly updating remate sensors, 

thereby lowering the recurring operational costs associated with this task. Additionally, users can subscribe to 

Cisco Active Update notification services to stay informed about breaking vulnerability news and posted 

countermeasures at: 

http://www.cisco.com/warp/public/779/largeent/issues/security/idsnws/archive.html 

Users may refer to the following si te for a chronologicallisting of the Cisco IDS Active Update Notification Bulletins: 

http://www.cisco.com/warp/public/779/largeent/issues/security/idsnws/archive.html 

Q. How do the Cisco IDS Sensors and management consoles communicate with each other? 

A. Communication between the Cisco IDS 4.0 Sensors and management consoles is provided by a secure (SSL) XML 

based messaging format. Ali alarm transmissions from the sensor to the management console are acknowledged. 

If connectivity from the sensor to the management consoleis disrupted, the sensor will continue to monitor the 

network, and will queue alarms and retransmit until successful. 

Q. How much additional network traffic does the Cisco IDS generate? 

A. Because each alarm and acknowledgment is contained in a single UDP packet, there is negligible impact on 

network traffic. 

Q. Is there a site that lists ali the supported Cisco IDS signatures? 

A. Yes. Users may access the latest Cisco IDS signatures at the Cisco Secure Encyclopedia si te at: 

http://www.cisco.com/pcgi-bin/front.x/csec/idsHome.pl 

Q. Does Cisco support a centralized si te that contains a compiled listing o f the latest vulnerabilities? 

A. Yes. Cisco's Security Encyclopedia is a one-of-a-kind clearinghouse of security and vulnerability information. 

Unlike other security databases that simply consolidate vulnerability information published on a number of 

public-source Web sites, the CSEC contains statistics on the vulnerabilities by industry or by sector. These statistics 

are compiled from over 400 actual Security Posture Assessments (SPA) performed by the Cisco Security Consulting 

team. CSEC is developed and maintained by the elite C-CRT. You may visit the CSEC site at: 

http://www.cisco.com/go/csec 

Q. Where can I download the latest IDS software? 

A. Both current and archived IDS Sensor software can be downloaded at the Software Center on CCO (CCO login 

required): 

http://www.cisco.com/public/sw-center/ciscosccure/ids/crypto/ 

Q. Where can I access documentation on the Cisco IDS Sensor Software? 

A. Documentation for sensor software updates are available at: 

h ttp ://www.cisco. com/un ivercd/cc/td/doc/product/iaabu/csids/indcx. h tm 
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Threat Response Technology 

Q. Is Threat Response an event correlator? 

A. Threat Response is not an event correlator. Event correlation involves analyzing data from NIDS sensor, firewalls , 

routers, and other sources. Instead o f correlating this type of data, Threat Response investigates the actual target o f 

an attack. This is the same process an expert network security specialist would use, and is the best way to determine 

if a system has been compromised. 

Q. Does Threat Response conduct network vulnerability scans? 

A. No, Threat Response does not conduct enterprise wide scans o f your environment, no r does Threat Response 

inventory your network. The designers of Threat Response have been network administrators for large 

mission-critical enterprises such as the U.S. Pentagon and know that downtime is unacceptable. Because of this , 

Threat Response conducts a low-impact investigation o f targeted systems only when needed . Threat Response is able 

to work in dynamic network environments (including DHCP and wireless) without the need to run regular 

vulnerability scans that can disrupt your enterprise. 

Q. Does Threat Response require deployment of software across the enterprise? 

A. No. Threat Response does not require the deployment ofsoftware across the enterprise. Threat Response accesses 

these systems in the same way a security network administrator would-with read access privileges. 

Q. How does Threat Response stay up to date with the latest attacks? 

A. Cisco releases updates to keep the Threat Response lOS signature database up to date with the IDS vendors. as 

well as corresponding forensic signature updates to investigate IDS events. When an update is available, the 

administrator will be notified via the Threat Response GUI and can use the integrated auto-update feature to keep 

the product current. 

Q. What does Threat Response do once real attacks are identified? 

A. Threat Response will provide the user with detailed information on how the event was investigated, as well as 

any forensic data gathered showing details on the actual attack. This information can then be used by an 

administrator to quickly remediate an intrusion. 

Q. What type o f systems can Threat Response investiga te? 

A. Threat Response can conduct a full active investigation o f systems running Windows-based operating systems. 

For systems running Linux, Solaris, and other forms ofUNIX, Threat Response will perform passive checks as a first 

line ofinvestigation. Based on this initial analysis, Threat Response can eliminate many alarms that are not targeted 

to those specific platform types. 

Q. How do I get Threat Response technology? 

A. Threat Response technology is currently available as a full featured , 90-day free trial software solution. The trial 

version ships with every Cisco IDS sensor. Once the trial has expired, customers have the choice of: 

• switching to a reduced capabilities free version (only conducts basic levei investigation o f the targeted system) 

• purchasing the full featured version , which will be offered as part o f a VMS bundl~--~- .. - -- __ 
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Management 

Q. What management console options are available for the Cisco IDS? 

A. See Table 1 and Table 2. 

Table 1 Event Management 

IEV with CTR VMS SecMon with 
IEV Technology VMSSecMon CTR Technology 

Deployment Oedicated system Oedicated system Dedicated system Dedicated system 
method required required required required 

GUI type Java desktop Browser-based GUI Browser-based GUI Browser-based GUI 
application 

# sensors 5 5 Unlimited Unlimited 

Eventtypes lOS lOS IDS, Firewall , Router IDS, Firewall, Router 

Table 2 Device Management 

IDM CLI 

Deployment method lntegrated on sensor lntegrated on sensor 

GUI type Browser-based GUI Browser-based GUI 

# sensors Unlimited, by sensor Unlimited, by sensor 

Eventtypes lOS lOS 

IEV =Cisco IDS Event Viewer, included free of charge with IDS sensor 
VMS SecMon = CiscoWorks Monitoring Center for IDS, part of the CiscoWorks VMS bundle 
lOM = IDS Device Manager. included free of charge with the IDS sensor 
CU = Command-line interface, included free of charge with the IDS sensor 
VMS Mgmt Center = CiscoWorks Management Center for IDS. part of the CiscoWorks VMS bundle 

For More lnformation 

More information on Cisco 's VMS solutions can be found at: 

http://www.cisco.com/go/vms 

VMS Management Center 

Oedicated system required 

Browser-based GUI 

Unlimited, by sensor groups 

IDS, Firewall , Router 

In addition, augmentation to the alarm viewing, analysis, and reporting capabilities o f the Cisco IDS Management 

solution are provided through third-party applications that are available from Cisco Security Associates partners . 

For more details see: 

http://www.cisco.com/warp/public/7 78/security/sap/management.html 

Q. Are Cisco IDS communications encrypted? 

A. IPsec functionality is included on the appliance Sensors to allow customers to encrypt traffic to management 

consoles with IPsec capabilities. 
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Q. If I lose connectivity to a remo te sensor. can I tell from the 

management console? 

A . The Cisco IDS management consoles monitor the health o f a 

Sensor via a continuous heartbeat. If communications with the 

Sensor are lost for more than one minute (by default). a visual 

indicator is displayed on the management console . indicating a 

communications failure with the Sensor. If it is determined that a 

sensor has failed. it can be quickly replaced with another sensor and 

the configuration. stored on the management console. and can be 

quickly pushed to the new sensor. 

Q. How many sensors can one Cisco IDS Management console 

manage? 

A. Although the technicallimit is very large (greater than 1000) . 

Cisco typically recommends a ratio of 20 to 25 sensors per 

management console for practical reasons. With ratios greater than 

_.. 

f(~f}> . 
this. operators can be easily overwhelmed with the ~·~--~f . . / . '>,. 
information that they may be required to analyze, there~. ~ .. · ··· 

diminishing the overall effectiveness of the lOS. For deployments 

larger than 25 sensors. multiple management consoles can be 

installed to scale the number o f sensors. 

Q. Can I have multiple Cisco IDS management consoles? 

A. The Cisco lOS architecture supports the deployment o f multi pie 

management platforms. Sensors can send alarms to multiple 

management consoles simultaneously. and management consoles 

can forward alarms to other management consoles, allowing 

customers to build large. hierarchical management infrastructures. 
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Cisco lOS lntrusion Detection Systems 

Executive Summary 

Intrusion detection has become a criticai 

component o f Enterprise and Service 

Provider infrasturctures . Increasing 

complexity in public networks for data 

transport in light of new business 

applications, e-commerce, extranets and 

virtual priva te networks (VPNs) has created 

increased risks to the integrity and security 

of internai network. 

In arder to counter increasing security 

threats, Cisco lOS, Intrusion Detection 

Systems (IDS) offers added abilities for 

detection, logging, auditing and mitigation 

to a variety o f existing security products. 

Cisco offers complementary technologies in 

firewall products (Cisco lOS Firewall, PIX, 

etc) , encryption technologies (Cisco lOS 

IPSec VPNs, Cisco VPN-3000, 

Authentication, Authorization, and 

Accounting [AAA]) for a full-layered 

approach security. 

Cisco lOS IDS includes intrusion detection 

technology for the full range of Cisco lOS 

routers. Cisco 1700, 2600, 3600, 7100, 

7200 , 7500 , and RSM Series Routers 

support Cisco lOS IDS. The Cisco 830 

Series router will support Cisco lOS IDS. 

It is targeted for November 2003 . These 

intrusion detection capabilities are ideal for 

monitoring intranet, extranet, and branch 

Cisco System s. Inc. 

office Internet perimeters against network 

violations. Integrated into the routing path, 

Cisco lOS IDS uses signatures to identify 

common attacks, and to subsequently 

protect the network. 

Cisco lOS IDS acts as an in-line intrusion 

detection sensor, watching packets as they 

traverse the router's interfaces and acting 

upon them in a definable fashion. When one 

or more packets in a session match a 

signature, Cisco lOS IDS may perform the 

following configurable actions: 

o Alarm: sends an alarm to a syslog server 

or Net Ranger Director 

o Drop: drops the packet 

o Reset resets the TCP connection 

Through the use of syslog and integration 

with CiscoWorks VPN/Security 

Management Solution (VMS) , security 

operations can quantify their security 

posture and determine any threats to the 

networks. These metrics provide a 

machanism to track unauthorized network 

activity over time and evaluate security 

policy effectiveness, security activities , and 

budgeting considerations from a 

quantifiable perspective. 
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The remainder of this guide provides a background of information for Cisco lOS IDS, design considerations and 

scenarios for deployment. Cisco !OS IDS is available in Cisco lOS Software Release 12.0.(5)T and !ater releases . 

Advanced performance improvements for Cisco lOS IDS were released in Release 12.2.(8)T. 

Cisco Comprehensive Security Solution 

Intrusion detection implementation requires planning. Intrusion detection technology is a complementary tool that 

should be utilized alongside traditional security products. Cisco lOS IDS is one part of the end-to-end security 

solution. Products such as Firewalls, Encryption and Authentication, and Access Contrai Lists should be part of an 

integrated approach to implementing any Corporate Security Policy. 

Considerations for the fo llowing should be taken into account to understand overall security concerns: 

• Security Wheel 

• Developing a Strong Security Policy 

• Securing the Network 

• Monitoring the N etwork 

• Testing Security 

• Improving Security 

The Security Wheel 

The Cisco security solution approach is one o f an operational perspective rather than one of a products or policy 

approach. Like network management, the philosophy is one that addresses a dynamic, process towards security. 

Figure 1. The Security Wheel 

.. "' 
Manage and 

lmprove 

"'· 

Secure 

t 

Test 

~ 

l:: 

+-+: Monitor and 
Respond 

The Security Wheel is cylical, ensuring diligence and imporvement. The paradigm incorporates the following 

five step: --·-·-.. -·- ---···--

1. Develop a strong security policy 

2. Secure the network 

3. Monitor the network and respond to attacks 

CPMI - CORREIOS 
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4. Test existing security safeguards 

S. Manage and improve corporate security 
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Data gained from Steps 2 through 5 should always be reflected back to the corporate security policy in Step 1. so that 

high-level security expectations are being met. 

Developing a Strong Security Policy 

Consideration of the following is crucial in developing a strong security policy: 

• What assets must be protected? 

• What is the risk to those assets? 

• What is the impact (in terms o f reputation, revenues, profits. research) o f a successful attack? 

• How much sensitive information is available online? What is the impact if this information is damaged or stolen? 

• Which users have access to those assets? 

• What do users (including partners and customers) expect in terms of security contrai procedures and 

mechanisms? 

• Should users be trusted? 

• Are users accessing assets locally or remotely, ora mixture of both? 

• Do distinct parts o f the organization have different security requirements? 

• What types of traffic exist on the network? 

• Are the needs of security consistent with the business/operational needs of the organization? 

• Is there a strong commitment from management to provide sufficient resources to implement security policies and 

technologies? 

• Is there a strong commitment for security awareness training? 

A strong security policy should be clearly defined , implemented. and documented, yet simple enough that users can 

easily conduct business within its parameters. A policy of strong password creation can only work if there is a system 

to validate password selection. 

In many ways. the security policy is a risk management plan, as it documents the risk threshold an organization is 

willing to accept. Because no security technology provides one hundred percent protection, and in most cases 

organizations do not have the budget to implement ali required security elements, the security policy rates assets and 

applies commensurable leveis of security. 

A criticai element often overlooked is the policy on incident response. What is the official organization response if a 

policy is violated? 

For additional information on the development and implementation of information security policies, refer to SANS 

Institute Resources: http://www.sans.org/newlook/resources/policies/policies.htm 

Securing Vour Network 

Once the security policy is developing, the network must be secured with multiple technologies : firewalls. intrusion 

detection. AAA. etc. However, this cannot occur without complete understanding o f the user, assets. and network 

topology. 
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Understand Your Network Topology 

Careful inspection o f the following will help to preveni possible miscalculations in deploying and configuring 

Cisco lOS IDS: 

• Network size and complexity 

• Locations o f criticai resources {file servers, hosts , etc.) on the network 

• Connections with other networks, both Internet and extranets 

• The amount and type o f network traffic 

Consideration o f these placement points will help determine where Cisco lOS IDS can be enabled. Ali connections 

to the network that require protection should receive the same degree o f consideration. 

Monitoring the Network 

Once the network has been secured, activity should be monitored, either via syslog ar through the use CiscoWorks 

VMS. When a security violation does occur, an appropriate response is crucial: 

• Logging the event 

• Resetting the TCP connection 

• Dropping the offending packets 

• Possible reconfiguration o f the ACLs on the router, in arder to deny the attack 

Specific responses should be detailed within the security policy. 

Testing Security 

Periodic scans of the network for new vulnerabilities are appropriate. Changes in the network and service/technology 

advancement can create new "security holes" . These aspects are inevitable and should be considered normal 

operations within a growing network. New test procedures for testing security as well as testing the pre-established 

policy shouid be part of this review procedure for improvement. 

lmproving Security 
CPMI · CORREIOS 

Analyze ali the metrics that are collected. Each part of the security cycle will produce dif rent information, which 

can then be prioritized . When responding to a threat , consider: 

A) Identify resources required to respond 

Doe: 3 6 9 6. 
B) Incident response policy 

C) Chart ownership and monitoring o f security 

Keep abreast of any new network threats by improving on the established security policy. Continue to implement the 

Security Wheei cycle. 

Technical Highlights 

Cisco IOS IDS supports intrusion detection technology for midrange and high-end router platforms with firewall 

support. It is ideal for any network perimeter, and especially for Iocations in which a router is deployed, and 

additional security between network segments is required. It also can protect intranet and extranet connections where 

additional security is mandated . and branch-office sites connecting to the corporate office or Internet. 

Cisco Systems. Inc. 
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lntrusion detection systems provide a levei o f protection beyond the firewall by protecting the network from internai 

and externai attacks and threats. Cisco lOS IDS enhances perimeter firewall protection by taking appropriate action 

on packets and flows that violate the security policy or represent malicious network activity. 

Cisco lOS lOS acts as an in-line intrusion detection sensor, watching packets as they traverse the router's interfaces 

and acting upon them in a definable fashion . When one or more packets in a session match a signature , Cisco lOS 

IDS may perform the following configurable actions: 

• Alarm: sends an alarm to a syslog server or Net Ranger Director 

• Drop: drops the packet 

• Reset resets the TCP connection 

lntrusion detection systems customers that have already deployed Cisco lDS "appliance sensors" can deploy Cisco 

lOS IDS signatures to complement their existing systems. This allows an intrusion detection system to be deployed 

in areas that may not support a Cisco lDS Sensor. Cisco lOS IDS signatures can be deployed alongside or 

independently o f other Cisco lOS Firewall features. 

Cisco lOS Firewall with intrusion detection can be added as an icon on the Cisco VMS Security Monitor screen, 

providing a consistent view of ali intrusion detection sensors throughout a network. Cisco lOS Firewall intrusion 

detection capabilities have an enhanced reporting mechanism that permits event logging to the Security Monitor 

console via Cisco lOS syslog. 

Cisco lOS IDS utilizes signatures to detect patters of misuse in the network. Each signature is categorized by severity 

and complexity. Signatures are classified by both severity and complexity: 

Severity: 

lnformational signatures: detect information (ie: port sweep) 

Attack signatures: detect malicious activity (ie: illegal ftp commands; Denial o f Service (DoS attempt), 

Complexity: 

Atomic signatures : detect simple patterns (ie: attempt on a specific host or within a single pa ~l-·:-~::::·_:-_- -~- --~· ·· :·-:--.:_--·--· 

Compound signatures: detect complex patterns (ie: attack on multiple hosts , over extended t 

multiple packets) 

Configuration Basics 

1. lnitialize Cisco lOS IDS-ip audit parameters (alarm, drop, and/or reset) 

Fls . N° _ _ _ _ _ 

3696 
An audit rule specifies the signatures that should be applied to a packet traffic and the action tf\be taken when a 

match is found. The signature list can include any number o f signatures. Signatures can be di alif'JàGü case of false 
-~--' 

positives, or based on the needs of the network. 

Note: it is generally recommended that drop and reset actions be used together. 

Command Syntax: 

ip audit info {action [alarm] [drop] [reset]} Se t s the def ault actions fo r 

info a n d a ttack s i g n a t ures 
ip audit attack {action [alarm] [drop] [reset]} 
ip audit name audit-name {info I attack } [list standa rd- a cl] [action [alarm] [drop ] 

(reset]] ! Crea te s aud i t rules , wh e r e a udit-n ame i s a u se r-de fi n ed n ame f or an a u d it rule . 

Cisco Syslems, Inc. 
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2. Determine logging Policy 

Command Syntax: 

ip audit notify log ! Sends e v ent no tif i c a tions (a l a rms ) t o e ither a Ci sco Secure 
IDS Direc t o r, a s y sl og serv er, or b o t h . 

3. Configure and Apply Audit Rules-which interfaces, what routing path? 

Audit rules can be applied to an interface on the router with a specific direction (in or out). 

lf the audit rule is applied to the in direction on the interface, packets passing through the interface are audited before 

the inbound ACL can to discard them. This alerts an administrator if an attack or information-gathering activity is 

underway. Beca use of this sequences o f events, IDS can trigger even if the router would otherwise reject the activity. 

Audit rules that are applied in the out direction on an interface are conversly auditing packets after they have entered 

the router through another interface. Inbound ACLs of other interfaces may discard packets before they are audited. 

As such, IDS alarms may be lost even though the attack ar information-gathering activity was thwarted . 

Command Syntax: 

interface interface-number ! Enters interface configuration mod e . 
ip audit audit-name {in I out ) ! Applies an a udi t rule at an interface . With thi s 

c ommand , audit - name is the n a me of a n e x isting audit r ule, and directio n is e ithe r in or 
o u t. 

4. Verify the Configuration 

show ip audit configuration 
show ip audit interface 
show ip audit statistics 

5. Optionally Disabling Signatures 

ip audit signature signature-id {disable I list acl-list} 
signature s. 

Cisco lOS lOS Deployment Scenarios 

Disa b l es indiv idual 

Cisco lOS IDS capabilities are ideal for providing additional visibility at intranet, extranet, and branch-office Internet 

perimeters. Network administrators enjoy more robust protection against attacks on the network and can 

automatically respond to threats from internai or externai hosts. 

Cisco lOS IDS is intended to satisfy the security goals o f ali o f our customers, and is particularly appropriate for the 

following scenarios: 

• Enterprise: interested in a cost-effective way to extend perimeter security across ali network boundaries, 

specifically branch-office, intranet, and extranet perimeters . 

• Small and medium businesses: need a cost-effective router that has an integrated firewall with intrusion-detection 

capabilities. 

• Service Providers: may want to deploy this as the router/firewall for a managed service. They can set this at 

subscribers ' sites to provide firewalling and intrusion detection within the necessary function of a router. 

Commonly referred to as "perimeter protection " Cisco IOS IDS can be placed to monitor tra:[;;;;-:::t;..'V.~ff~'ffl~~~~~ 
and the Internet. Companies generally also use a firewall to protect the perimter, which h t o 

deployment scenario . This enables the both incoming and outgoing traffic to be monito cC PMI · CORREIOS 
o ~~ f) f. 

Fls. N° ' ·· ) 
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An internai attacker can additionally take advantagte of network services that otherwise go unprotected. For this 

reason, the perimeter protection offers little help. Placing Cisco lOS lDS on other segments, and in the routing path 

solves this problem and can shield from outside attacks, while addressing often overlooked networks: extranet, 

remate access, and less secure intranet networks. 

Although partner companies generally have security policies of their own, there is often little reassurrance that these 

policies are adequately enforced. Outsiders often may enter a network through this type o f connection, so it should 

also be protected and firewalled. 

Remate access networks are also notorious for their vulnerability to attack. Although generally designated for 

employee use, externai attackers often expliot vunerabilities in authorization , authentication and or wireless 

technologies. Cisco lOS IDS defends and monitors against such weaknesses in this area. 

As mentioned earlier, intranet connections should also be monitored and protected with Cisco lOS lDS. Research 

and Development networks and Engineering resources, for example, often require additional security mesurements 

to protect proprietary information. For these areas, a robust security solution can be achieved by utilizing a combined 

approach of strong access controllists, Cisco lOS Firewall, and Cisco lOS IDS. (Figure 2). 

Figure 2. Combined Security Appro•ch 

Cisco lOS Firewall 
and lOS lOS 

Cisco lOS Firewall 
andiOSIDS 

Cisco lOS Firewall 
andiOS IDS 

Administration D~ ::s 
Cisco 

lOS Director 

When Cisco lOS IDS is deployed, audit rules are applied specifying the direction of traffic through an interface 

(in or out) . 

Audit rules applied to the in direction on an interface will allow packets passing through the interface to be audited 

before inbound ACLs. 

Cisco Systems. Inc. 
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Audit rules applied to the out direction of an interface allow signature matching to occur against packets after they 

enter the router through another interface. In this case, inbound ACLs may discard packets before they are audited. 

Unintentionalloss o f Cisco IOS IDS alarms may result, despite the avoidance o f an attack or information-gathering 

activity. Detection o f such unsuccessful violations and attack attempts are often equally as important as detecting 

successful attacks. 

Memory and Performance lmpact 

The performance impact of intrusion detection will depend on the configuration o f the signatures, the levei o f traffic 

on the router, the router platform, and other individual features enabled on the router (ie: encryption, source route 

bridging). Enabling or disabling individual signatures will not alter performance significantly; however, signatures 

that are configured to use ACLs will have a significant performance impact. 

The network only uses this router as a security device; therefore, no packet is allowed to bypass the security 

mechanisms. Cisco lOS IDS sits directly in the packet path, so it searches each packet for signature matches. In some 

cases, the entire packet will need to be searched, while the router must maintain state information, application state, 

and awareness. 

There is no traflic-dependent memory requirement for auditing atomic signatures. For auditing compound 

signatures, CBAC allocates memory to maintain the state of each session for each connection. Memory is also 

allocated for the configuration database and for internai caching. 

Differing Cisco IDS Products 

• Cisco lOS IDS (Router Sensor): Cisco lOS IDS delivers in-line integrated intrusion protection in the routing path 

with a feature-rich set of networking services. It provides real-time monitoring, interception, and response to 

network misuse with a broad set of the most common attack and information-gathering intrusion detection 

signatures. 

• Cisco IDS -4210, 4235, 4250 (Network Sensor Appliance): Network sensor provides a comprehensive dedicated 

appliance model to protect the network of observation from malicious activity. 

• Cisco IDS Module (lntegrated Switch sensor): lntegrated Switch Sensor is designed to protect switched 

environments by integrating full-featured IDS functionality directly into the network infrastructure. This allows 

the user to monitor traflic directly off the switch backplane. 

• Cisco IDS Host Sensor: The Host Sensor provides comprehensive protection for the server operating system and 

the applications running on the servers. It is installed on each server, guarding operating system and applications, 

as well as access to those applications. The system employs call interception techniques to provide the only 

proactive server security system. 

• Firewall Senso r: Integration o f IDS functionality in to Cisco PIX Series Firewalls. This protects common 

network-based attacks. 

Conclusion 

Cisco lOS IDS supports intrusion detection technology for midrange and high-end router platforms with firewall 
.--:-----·- --·--··-··-' . •.. 

support. It is ideal for any network perimeter, and especially for locations which a r · h · __ 

additional security between network segments is required. It also can protect intranet n ~rn:t C?fR'R~~<f§e e 

additional security is mandated, as well as branch-office sites connecting to the cor rate ofti ce or'1riternet. 

Cisco Systems, Inc. Fls . N° o ? n 8 
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Intrusion detection should be considered an integral component when designing and implementing a layered approach towards security. 

Sensors may be placed on a lmost any network segment of the enterprise-wide network where security visibility is required . Perimeter 

placements. internai network segments where criticai resources are located, extranet connections, and DMZs are the most minimal of 

locations to consider when implementing and maintaining a security policy. 

The Security Wheel can help to attain the goal o f security in an ever-changing environment. To ensure that a high percentage of security 

objectives are achived , always secure, monitor, test, and improve. 
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Cisco lOS lntrusion Detection Systems Signature List 

The following is a complete list of Cisco lOS ® lntrusion Oetection Systems (lOS) 
signatures, listed sequentially, by signature number, which is documented in the 
Cisco Secure Encyclopedia and Cisco lOS Signature Oatabase. 

Cisco lOS lDS identifies one hundred of the 

most common attacks that use "signatures" 

to detect patterns of misuse in network 

traffic. Forty-two of these are new 

signatures that have been added, based on 

analyzed data from the Security Posture 

Assessment (SPA) Database, PlX signature 

data base, and fifteen of the most dangerous 

HTTP signatures in the Network Security 

Data base (NSDB). 

Fifty-nine intrusion-detection signatures 

were provided in Cisco lOS Firewall in 

images prior to Cisco lOS Software Release 

12.2(ll)YU. Forty-two new signatures are 

included in this release. in addition to ali 

images after the next release of Cisco lOS 

Software Release 12.2T. These signatures. 

which were chosen from a broad 

cross-section o f intrusion-detection 

signatures, represent the most severe 

breaches of security, common network 

attacks and information-gathering scans 

that are commonly found in an operational 

network. 

Cisco Systems. Inc. 

Cisco lOS lDS signatures can be categorized 

by severity and complexity: 

• Severity 

- Info signatures (forty): detect 

information-gathering activities 

(ie: port sweep) 

- Attack signatures (sixty-one) : detect 

malicious activity (ie: illegal ftp 

commands) 

• Complexity 

- Atomic signatures (seventy-four): 

detect sim pie patterns (ie: attempt on 

a specific host) 

- Compound signatures 

(twenty-seven) : detect complex 

patterns (ie: attack on multiple 

hosts, over extended time periods 

with multiple packets) 
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Cisco lOS IDS Signatures 

To access Cisco Secure Encyclopedia information about each signature , click on the signature name, enter your 

CCO login/password , and accept the Terms & Conditions that are stated. 

Signature Severity Complexity Timeframe Description 

1000 IP Options-Bad In f o Atomic Original 59 Triggers on receipt of an IP datagram where 
Option List signatures the list of IP options in the IP datagram header 

is incomplete or malformed. The IP options 
list contains one or more options that perform 
various network management or debugging 
tasks. 

1001 IP Options- Record lnfo Atomic Original 59 Triggers on receipt of an IP datagram where 
Packet Route signatures the IP option list for the datagram includes 

option 7 (Record Packet Route). 

10021P Original 59 Triggers on receipt of an IP datagram where 
Options-Timestamp signatures the IP option list for the datagram includes 

option 4 (Timestamp) . 

10031P Options-Provide In f o Ato mie Original 59 Triggers on receipt of an IP datagram where 
s,c,h,tcc signatures the IP option list for the datagram includes 

option 2 (Security options). 

1004 IP Options-Loose In f o Atomic Original 59 Triggers on receipt of an IP datagram where 
Source Route signatures the IP option list for the datagram includes 

option 3 (Loose Source Route) . 

1005 IP In f o Ato mie Original 59 Triggers on receipt of an IP datagram where 
Options-SATNET ID signatures the IP option list for the datagram includes 

option 8 (SATNET stream identifier) . 

1006 IP Options-Strict In f o Ato mie Original 59 Triggers on receipt of an IP datagram in which 
Source Route signatures the IP option list for the datagram includes 

option 2 (Strict Source Routing) . 

1100 IP Fragment Attack Attack Atomic Original 59 Triggers when any IP datagram is received 
signatures with an offset value less than 5 but greater 

than O indicated in the offset field. 

1101 Unknown IP In f o Ato mie Modified Triggers when an IP datagram is received with 
Protocol signature of the protocol field set to 134 or greater. These 

the original protocol types are undefined or reserved and 
should not be used. 

1102 lmpossible IP Attack A tom i c Original 59 This triggers when an IP packet arrives with 

Packet signatures source equal to destination address. This 
signature will catch the so-called Land Attack. 

1104 IP Localhost Attack Atomic 41 This signature triggers when an IP packet with 
Source Spoof additional a address of 127.0 .0 .1 is detected . 

signatures 

1105 Broadcast Source Attack Ato mie 41 This signature triggers when an IP packet with 
Address additional a source address of 255 .255.255 .255 is 

signatures detected . 

( 
____ ........ - .... . ~~ ~· 
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Signature Severity Complexity Timeframe Description 

1106 Multicast lp Source Attack Atomic 41 This signature triggers when an IP packet with 
Address additional a source address of 224.x.x.x is detected. 

signatures 

1107 RFC 1918 In f o Atomic 41 This signature fire when RFC 1918 addresses 
Addresses Seen additional a r e detected . 

signatures 

1202 IP Fragment Attack Ato mie 41 Triggers when a reassembled fragmented 
Overrun-Datagram additional datagram would exceed the declared IP data 
Too Long signatures length or the maximum datagram length . 

1206 IP Fragment Too Attack Ato mie 41 Triggers when any fragment other than the 
Small additional final fragment is less than 400 bytes, 

signatures indicating that the fragment is likely 
intentionally crafted . 

2000 ICMP Echo Reply In f o Atomic Original 59 Triggers when a IP datagram is received with 
signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to O (Echo Reply) . 

2001 ICMP Host In f o Atomic Original 59 Triggers when an IP datagram is received with 

Unreachable signatures the protocol field of the IP header set to 1 
(ICMP) and the type field in the ICMP header 

set to 3 (Host Unreachable). 

2002 ICMP Source In f o Atomic Original 59 Triggers when an IP datagram is received with 
Quench signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 4 (Source Quench). 

2003 ICMP Redirect lnfo Atomic Original 59 Triggers when a IP datagram is received with 
signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 5 (Redirect). 

2004 ICMP Echo In f o Atomic Original 59 Triggers when a IP datagram is received with 

Request signatures the protocol field of the IP header set to 1 
(ICMP) and the type field in the ICMP header 
set to 8 (Echo Request). 

2005 ICMP Time In f o Atomic Original 59 Triggers when a IP datagram is received with 

Exceeded for a signatures the protocol field of the IP header set to 1 

Datagram (ICMP) and the type field in the ICMP header 

set to 11 (Time Exceeded for a Datagram). 

2006 ICMP Parameter In f o Atomic Original 59 Triggers when a IP datagram is received with 
Problem on Datagram signatures the protocol field o f the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 12 (Parameter Problem on Datagram) . 

2007 ICMP Timestamp In f o Atomic Original 59 Triggers when a IP datagram is received with 

Request signatures the protocol field of the IP header set to 1 
(ICMP) and the type field in the ICMP header 
set to 13 (Timestamp Request) . 

· - ·~os ne 0~1'20~. c . 
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Signature Severity Complexity Timeframe Description 

2008 ICMP Timestamp In f o Atomic Original 59 Triggers when a IP datagram is received with 
Reply signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 14 (Timestamp Reply). 

2009 ICMP lnformation lnfo Atom ic Original 59 Triggers when a IP datagram is received with 
Request signatures the protocol fie ld of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 15 (lnformation Request) . 

2010 ICMP lnformation In f o Atomic Original 59 Triggers when a IP datagram is received w ith 
Reply signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 16 (ICMP lnformation Reply) . 

2011 ICMP Address In f o Atomic Original 59 Triggers when a IP datagram is received with 
Mask Request signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 17 (Address Mask Request). 

2012 ICMP Address In f o Atomic Original 59 Triggers when a IP datagram is received with 
Mask Reply signatures the protocol field of the IP header set to 1 

(ICMP) and the type field in the ICMP header 
set to 18 (Address Mask Reply). 

2150 Fragmented ICMP Attack Atomic Original 59 Triggers when a IP datagram is received with 
Traffic signatures the protocol field of the IP header set to 1 

(ICMP) and either the more fragments flag is 
set to 1 (I C MP) or there is an offset indicated in 
the offset field. 

2151 Large ICMP Traffic Attack Atomic Orig inal 59 Triggers when a IP datagram is recei ved with 
signatures the protocol field of the IP header set to 

1(1CMP) and the IP length > 1024. 

2154 Ping of Death Attack Atomic Original 59 Triggers when a IP datagram is received with 
Attack signatures the protocol field of the IP header set to 

1(1CMP). the Last Fragment bit is set, and ( IP 
offset • 8) + ( IP data length) > 65535 that isto 
say. the IP offset (which represents the starting 
position of this f ragment in the original 

packet, and which is in 8 byte units) plus the 
rest of the packet is greater than the 
maximum size for an IP packet. 

3038 Fragmented NULL Attack A tom i c 41 Triggers when a sing le fragmented TCP packet 
TCP Packet add itiona l with none of the SYN. F IN. ACK, or RST flags 

signatures set has been sent to a specific host. 

3039 Fragmented Attack Ato mie 41 Triggers when a sing le fragmented orphaned 

Orphaned FIN Packet additional TCP FIN packet is sent to a privileged port 
signatures (having port number less than 1024) on a 

specific host. 

3040 NULL TCP Packet Attack Atomic Origina l 59 Triggers when a single TCP packet with none 
signatures of the SYN, F IN , ACK, or RST flags set has 

been sent to a specific host. 

Cisco Systems. Inc. 
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Signature Severity Complexity Timeframe Description 

3041 SYN/FIN Packet Attack Atomic Original 59 Triggers when a single TCP packet with the 
signatures SYN and FIN flags are set and is sent to a 

specific host. 

3042 Orphaned Fin Attack Atomic Original 59 Triggers when a single orphaned TCP FIN 
Packet s ignatures packet is sent to a privileged port (having port 

number less than 1024) on a specific host. 

3043 Fragmented SYN/ Attack Atomic 41 Triggers when a single fragmented TCP packet 
FIN Packet additional with the SYN and FIN flags are set and is sent 

signatures to a specific host. 

3050 Half-open SYN Attack Compound Original 59 Triggers when multiple TCP sessions have 
Attack signatures been improperly initiated on any of severa ! 

well known service ports. Detection of this 
signature is currently limited to FTP. Telnet, 
WWW. SSH and E-mail servers (TCP ports 21, 
23, 80, 22 and 25 respectively). 

3100 Smail Attack Attack Compound Original 59 Triggers on the very common smail attack 
signatures against e-mail servers. 

3101 Sendmail lnvalid Attack Compound Original 59 Triggers on any mail message with a pipe (IJ 
Recipient signatures symbol in the recipient field . 

3102 Sendmail lnvalid Attack Compound Original 59 Triggers on any mail message with a pipe (I) 
Sender signatures symbol in the From: field . 

3103 Sendmail Attack Compound Original 59 Triggers when expn or vrfy commands are 
Reconnaissance signatures issued to the SMTP port. 

3104 Archaic Sendmail Attack Compound Original 59 Triggers when wiz or debug commands are 
Attacks signatures sent to the SMTP port. 

3105 Sendmail Decode Attack Compound Original 59 Triggers on any mail message with : decode@ 
Alias signatures in the header. 

3106 Mail Spam Attack Compound Original 59 Counts number of Rcpt to : I ines in a single 
signatures mail message and alarms after a 

user-definable maximum has been exceeded 
(default is 250). 

3107 Majordomo Attack Compound Original 59 A bug in the Majordomo program will a llow 
Execute Attack signatures remote users to execute arbitrary commands 

at the privilege levei of the server. 

3150 FTP Remote Attack Compound Original 59 Triggers when someone tries to execute the 
Command Execution signatures FTP SITE command. 

3151 FTP SYST In f o Compound Original 59 Triggers when someone tries to execute the 
Command Attempt signatures FTP SYST command . 

3152 FTP CWD -root In f o Compound Original 59 Triggers when someone tries to execute the 
signatures CWD -root command. 

3153 FTP lmproper Attack Atomic Original 59 Triggers if a port command is issued with an 
Address Specified signatures address that is not the same as the requesting 

host. 
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Signature Severity Complexity Timeframe Description 

3154 FTP Jmproper Port Attack Atomic Original 59 Triggers if a port command is issued with a 
Specified signatures data port specified that is <1024 or >65535 . 

3215 IIS DOT DOT Attack Compound 41 Triggers on any attempt to cause Microsoft 's 
EXECUTE Attack additional Internet lnformation Server to execute 

signatures commands. 

3229 Website Attack Compound 41 This signature triggers when an attempt is 
Win-C-Sample Buffer additional made to access the win-c-sample program 
Overflow signatures distributed with WebSite servers. 

3233 WWW count-cgi Attack Compound 41 This signature triggers when an attempt is 
Overflow additional made to overflow a buffer in the cgi Count 

signatures program. 

4050 UDP Bomb Attack Atomic Original 59 Triggers when the UDP length specified is less 
signatures than the IP length specified . This malformed 

packet type is associated with a denial of 
service attempt. 

4051 Snork Attack Atomic 41 This signature triggers when a UDP packet 
additional with a source port of either 135, 7, or 19 anda 
signatures destination port of 135 is detected. 

4052 Chargen DoS Attack Atomic 41 This signature triggers when a UDP packet is 
additional detected with a source port of 7 and a 
signatures destination port of 19. 

4100 Tftp Passwd File Attack Compound Original 59 Triggers on an attempt to access the passwd 
signatures file via TFTP. lndicative of an attempt to gain 

unauthorized access to system resources . 

4600 lOS UDP Bomb Attack Atomic 41 This signature triggers on receipt of 
additional improperly formed SYSLOG transmissions 
signatures bound for UDP port 514. 

5034 WWW JJS newdsn Attack Compound 41 This signature triggers when an attempt is 
Attack additional made to run the newdsn.exe command via the 

signatures http server. 

5035 HTTP cgi HylaFAX Attack Compound 41 Triggers when an attempt is ma de to pass 

Faxsurvey additional commands to the CGI program faxsurvey. A 
signatures problem in the CGJ program faxsurvey, 

included with the HylaFAX package from SGJ, 

allows an attacker to execute commands on 
the host machine. These commands will 
execute at the privilege levei of the HTTP 
server. There are no legitimate reasons to 
pass commands to the faxsurvey command. 

5041 WWW Anyform Attack Compound 41 This alarm triggers when an attacker attempts 

Attack additional to execute arbitrary commands through the 
signatures anyform cgi-bin script . 

5043 WWW Cold Fusion Attack Compound 41 This alarm triggers when an attempt is ma de 

Attack additional to access example scripts shipped with Cold 
signatures Fusion Servers. 
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Signature Severity Complexity Timeframe Description 

5044 WWW Webcom.se Attack 

Guestbook Anack 

504 5 WWW xterm 
Display Attack 

5050 WWW II S .htr 
Overflow Attack 

5055 HTTP Basic 
Authentication 
Overflow 

5071 WWW msacds.dll 

Attack 

5081 WWW WinNT 
cmd.exe Access 

5090 WWW FrontPage 
htimage.exe Access 

5114 WWW JIS Unicode 
Attack 

5116 Endymion 
MaiiMan Remate 
Command Execution 

5117 phpGroupWare 
Remate Command Exec 

5118 eWave Serv letExec 
3.0C File Upload 

5123 WWW Host : Field 
Overflow 

6050 DNS HINFO 

Request 

Attack 

Attack 

Attack 

Attack 

Attack 

Attack 

Attack 

Attack 

Attack 

Attack 

Attack 

lnfo 

Compound 

Compound 

Compound 

Compound 

Compound 

Atomic 

Atomic 

Atomic 

Atomic 

Atomic 

A tom i c 

Atomic 

Atomic 

Cisco Systems. Inc. 

41 
additiona l 

signatures 

41 
additional 
signatures 

41 
add itional 
signatures 

41 
additional 
signatures 

41 
addition al 
signatures 

41 

additional 
signatures 

41 
additional 
signatures 

41 
additional 
signatures 

41 
additional 
signatures 

41 

additional 
signatures 

41 
additional 
signatures 

41 
add itiona l 

signatures 

41 
addi t iona l 
signatures 

This alarm triggers when an attacker attempts 
to execute arbitrary commands through 
Webcom .se's rguest .exe or wguest.exe 
cgi-bin script. 

Triggers when any cgi-bin script attempts to 
execute the command xterm -display. 

This signature triggers when an .htr buffer 
overrun attack is detected, indicating a 
possible attempt to execute remate 
commands, or cau se a denial of service 
against the targeted Windows NT IIS server. 

A buffer overflow can occur on vulnerable 
web serv ers if a very large username and 
password combination is used with Basic 
Authentication . 

An attempt has been ma de to execute 
commands or view secured filed , with 
privileged access. 

Triggers when the use of the Windows NT 

cmd.exe is detected in a URL. 

Triggers when the FrontPage CGI program is 
accessed with a filename argument ending 
with " 0,0'.' 

Triggers when an attempt to exploit the 
Unicode .. / directory traversal vulnerability is 
detected. 

Endymion MaiiMan insecurely uses the perl 
function apenO. which allows user-supplied 
input containing sh e ll m etacharacters to be 
executed as shell commands with the 
privilege levei of the CGI script. 

phpGroupWare is a multi-user groupware 
suite that is freely distributed. There exists a 
problem in the software could allow users to 
remotely execute malicious code by 
exploiting a vulnerable include0 command . 

UploadServlet is a servlet that ServletExec 
contains in its server side classes. 

This alarm will fire i f web traffic is detected 
sending an abnormally large GET request 
with a large 'Host' field. 

Triggers on an attempt to access HINFO 
records from a DNS server. 
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Signature Severity Complexity Timeframe Description 

6051 DNS Zone In f o Atomic 41 Triggers on normal DNS zone transfers, in 
Transfer additional which the source port is 53. 

signatures 

6052 DNS Zone Attack Atomic 41 Triggers on an illegitimate DNS zone transfer, 
Transfer from High Port additiona l in which the source port is not equal to 53. 

signatures 

6053 DNS Request for Attack Atomic 41 Triggers on a DNS request for ali records . 
Ali Records additional 

signatures 

6054 DNS Version Attack Atomic 41 Triggers when a request for the version of a 
Request additional DNS server is detected. 

signatures 

6055 DNS lnverse Attack Ato mie 41 This alarm triggers when an IQUERY request 
Query Buffer Overflow additional arrives with a data section that is larger than 

signatures 255 characters . 

6056 DNS NXT Buffer Attack Compound 41 This alarm triggers when a DNS server 
Overflow additional response arrives that has a long NXT resource 

signatures where the length of the resource data is > 
2069 bytes OR the length of the TCP stream 
containing the NXT resource is > 3000 bytes. 

6057 DNS SIG Buffer Attack Compound 41 This alarm triggers when a DNS server 
Overflow additional response arrives that has a long SIG resource 

signatures where the length of the resource data is > 
2069 bytes OR the length of the TCP stream 
containing the SIG resource is > 3000 bytes. 

6062 DNS Authors In f o Atomic 41 Alarms when a DNS query type TXT class 
Request additional CHAOS is detected with string "Authors.Bind" 

signatures (case insensitive). 

6063 DNS Incrementai In f o Atomic 41 Alarms when a DNS query type of 251 is 
Zone Transfer additional detected . 

signatures 

6100 RPC Port In f o Atomic1 Original 59 Triggers when attempts are made to register 

Registration signatures new RPC services on a target host. 

6101 RPC Port lnfo Atomic1 Original 59 Triggers when attempts are ma de to 

Unregistration signatures unregister existing RPC services on a target 
host. 

6102 RPC Dump In f o Atomic1 Original 59 Triggers when an RPC dump request is issued 
signatures to a target host. 

6103 Proxied RPC Attack Atomic1 Original 59 Triggers when a prox ied RPC request is sent 

Request signatures to the portmapper of a target host. 

6150 ypserv Portmap In f o Atomic1 Original 59 Triggers when a request is made to the 

Request signatures portmapper for the YP server daemon 
(ypserv) port . 

6151 ypbind Portmap In f o Atomic1 Original 59 Triggers when a request is made to the 

Request signatures portmapper fo_!:_th ii: J:8 biREI-cknó!mt5f~)?bEJ d) 
port. ·RtT5 n· \JJILUV'-1- vi~-
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Signature Severity Complexity Timeframe Description 

6152 yppasswdd In f o Atomic1 Original 59 Triggers when a request is made to the 
Portmap Request signatures portmapper for the YP password daemon 

(yppasswdd) port. 

6153 ypupdated In f o Atomic1 Original 59 Triggers when a request is made to the 
Portmap Request signatures portmapper for the YP update daemon 

(ypupdated) port. 

6154 ypx frd Portmap In f o Atomic1 Original 59 Triggers when a request is m ade to the 
Request signatures portmapper for the YP transfer daemon 

(ypxfrd) port. 

6155 M o untd Portmap In f o Atomic1 Original 59 Triggers when a request is made to the 
Request signatures portmapper for the mount daemon (mountd) 

port. 

617 5 rexd Portma p In f o Atomic1 Original 59 Triggers when a request is made to the 

Request signatures portmapper for the remate execution daemon 
(rexd) port. 

6180 rexd Attempt In f o Atomic1 Original 59 Triggers when a call to the rexd program is 
signatures made. The remete execution daemon is the 

server responsible for remate program 
execution. This may be indicative of an 
attempt to gain unauthorized access to system 
resources . 

6190 statd Buffer Attack Atomic1 Original 59 Triggers when a large statd request is sent. 

Overflow signatures This could be an attempt to overflow a buffer 
and gain access to system resources. 

8000 FTP Retrieve Attack Atomic1 Original 59 Triggers on string passwd issued during an 

Password File signatures FTP session. May indicate someone 
attempting to retrieve the password file from 
a machine in arder to crack it and gain 
unauthorized access to system resources. 

1. • Atomic signatures that are allocated memory for session states by Cisco lOS Firewall. 

Glossary 

Attack signature-A signature that detects attacks attempted in to a protected network, such as denial o f service 

attempts o r the execution o f illegal commands during an FTP session. 

Atomic signature-Detect pattems as simple as an attempt to access a specific port on a specific host. 

Compound signature-Can detect complex patterns, such as a sequence o f operations distributed across multiple 

hosts over an arbitrary period o f time . 

Info signature-A signature that detects information-gathering activity, such as a port sweep. 

Intrusion detection- Involves the ongoing monitoring of network traffic for potential misuse o r policy violations. It 

matches network traffic against lists of signatures , which look for patterns of misuse. 

NetRanger Director-The Director is NetRanger' s graphical control interface. A single Director can manage and 

monitor a group o f Sensors, which enables security personnel to secure a network ·-.. -.:c--:ran~ - õn -I ~ -
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NetRanger Sensor-The NetRanger Sensor is an intrusion detection 

appliance that analyzes network traffic. using signatures to search 

for signs of unauthorized activity. 

Signature-A signature detects patterns o f misuse in network traffi~ . 

In Cisco lOS IDS, signatures are categorized into four type~: I(lfo · 

Atomic, Info Compound, Attack Atomic, or Attack Compound. 
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Cisco IDS Sensor Software Version 4.0 (Cisco IDS 4.0) is 
the core ofthe Cisco Intrusion Detection System, providing 
unprecedented security. It is designed to accurately identify 
and classify known and unknown threats targeting your 
network, including worms, Denial o f Service, and application 
attacks. The first step in delivering an efficient and secure 
intrusion protection system is accurately detecting all possible 
threats. To achieve this goal, multiple detection methods are 
employed, thus ensuring comprehensive coverage. The 
methods include: stateful partem recognition, protocol 
analysis, traffic anomaly detection, and protocol anomaly 
detection. In addition, Cisco IDS 4.0 provides the capability to 
prevent detected attacks from executing. And, several ease of 
use features are integrated to maximize efficiency. 

Comprehensive Threat Protection 

• Multiple Detection Methods--Cisco IDS uses an array 
of detection methods to accurately detect nearly ali 
potential threats. Building on seven years o f IDS 
experience, Cisco delivers a hybrid system using 
detection methods most appropriate for the threat 
including stateful pattem recognition, protocol analysis, 
traffic anomaly detection, and protocol anomaly 
detection. Cisco IDS 4.0 delivers enhancements to these 
detection methods, most notably in the area o f protocol 
anomaly detection. Additionally, Cisco IDS delivers a 
Layer 2 signature engine to provide protection from 
ARP spoofing techniques in layer 2 environments. 
These advanced detection techniques, coupled with IP 
defragmentation, TCP streams reassembly, anti-IDS 
evasion protection, and deobfuscation techniques, 
provide comprehensive protection against an array to 
threats aliowing users to quickly identify and mitigate 
potential damage to data or networked assets. 

• Extensive Protocol Monitoring--Cisco IDS 4.0 can 
monitor ali ofthe major TCPIIP protocols, including, 
but not limited to IP, Internet Control Message Protocol 
(ICMP), TCP, and User Datagram Profocol (UDP). It 
can also statefuliy decode application-layer protocols 
such as FTP, Simple Mail Transfer Protocol (SMTP), 
HTTP, Domain Name System (DNS) , remote procedure 
call (RPC), NetBIOS, NNTP and Telnet. 

• Comprehensive Attack Detection--The Cisco IDS 4.0 
has the most extensive and comprehensive capability to 
detect attacks in ali o f the following categories: 
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o ExploitsActivity indicative of someone 
attempting to gain access or compromise systems 
on your network, such as Back Orifice, failed 
login attempts, and TCP hijacking 

o DoSActivity indicative o f someone attempting to 
consume bandwidth or computing resources to 
disrupt normal operations, such as Trinoo, TFN, 
and SYN floods 

o ReconnaissanceActivity indicative o f someone 
probing or mapping your network to identify 
"targets of opportunity," such as ping sweeps and 
port sweeps; usually a precursor to an actual 
exploit attempt 

o MisuseActivity indicative o f someone attempting 
to violate corporate policy; this can be detected 
by configuring the sensor to look for custom text 
strings in the network traffic; for example, XYZ 
Corporation could easily configure the Cisco IDS 
to send an alarm on and eliminate any connection 
that transmits the phrase "XYZ Confidential" in 
e-mail or File Transfer Protocol (FTP). 

Damage Prevention 
Cisco IDS uses multi-layer protection options to prevent an 
attack from successfully reaching the target. After the attack is 
accurately identified and classified, the system can stop the 
attack before damage occurs. Whether dropping the packet, 
terminating the session, reconfiguring ACLs on routers and 
switches, or dynamically modifying the firewall policy to 
"shun" the intruder, Cisco IDS offers an array o f immediate 
response actions to stop attacks that can cost you time and 
money. Cisco IDS 4.0 enhances these techniques by providing 
added leveis of granularity to the way in which these response 
actions can be configured by extending its capability to 
include shunning by source/destination port number in 
addition to source/destination IP address. 

Ease ofUse 

• Flexible Policy Language--Because the security 
objectives for each IDS deployment are unique, Cisco 
IDS allows users to create and modify policies to 
specifically suit the environment in which they are 
deployed. Using our innovative T.A.M.E. (Threat 
Analysis Micro Engine) policy language, users have the 
flexibility to create new policies or modify existing 
policies to meet their unique security objectives. Since 
T.A.M.E. policies are decoupled from the sensing 
application, changes do not effect the sensor 
performance or reliability. Unlike other security 
languages that rely on simple pattem matching, Cisco 
T.A.M.E language allows user to leverage the 
underlying protocol analysis capabilities. Cisco IDS 4.0 
simplifies the policy management with improved 
navigation allowing global changes to be implemented 
across categories. Additionally, Cisco IDS 4.0 now 
provides detailed information about the alarm trigger 
providing the user with forensics data and advanced 
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analysis data to speed the decision support process. 
• Autornated Updates Streamlines Management-­

Cisco IDS Active Update technology automates the 
process o f updating deployed sensors thus reducing the 
operating costs. This process provides a facility to 
automatically distribute new signature files and 
application upgrades to sensors without operator 
involvement. Utilizing a secure staging technique, new 
signature files are placed on a central server and passed 
to the sensor at scheduled intervals. After verifying the 
integrity o f the package, the sensor automatically 
instalis the update. This new capability significantly 
streamlines the process o f regularly updating remete 
sensors, thereby lowering the recurring operational 
costs associated with this task. Additionaliy, users can 
subscribe to Cisco Active Update notification services 
to stay informed about breaking vulnerability news and 
posted countermeasures. These policy updates are 
developed and maintained by Cisco' s Countermeasures 
Research Team (C-CRT). This elite team of"white hat" 
security professionals is dedicated to rapid response to 
new and evolving threats. 

Technical Documentation 

Quick Start 

(Ali Cisco IDS Sensor Software Quick Start) 

Quick Start Guide for the Cisco Intrusion Detection System 
Version 4.0 

Release Notes 

(Ali Cisco IDS Sensor Software Release Notes) 

Release Notes for the Cisco Intrusion Detection System 
Version 4.0 
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Ease of Management 
Cisco provides effective security monitoring and 
configuration regardless of deployment size using a range of 
management options. All management tools are designed with 
an intuitive user interface, and easy navigation enabling rapid 
installation, configuration, and management o f security events 
and devices. 
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Intuitive Event Display 

• Secure, browser-based GUI--Alarms can be easily 
viewed from practically any desktop, no matter which 
operating system is being used on the desktop. The 
result is rapid access to data from systems throughout 
the enterprise. The familiar browser interface enhances 
usability. And with Secure Sockets Layer (SSL), 
security o f data is maintained. 

• Unified, scalable view of ali security events--With the 
Cisco Works VPN/Security Management Solution 
(CiscoWorks VMS), events from all types ofsecurity 
devices, including firewall, VPN, and IDS can be 
viewed from a single console. Multiple data sources can 
be supported and managed. This enhances the ability to 
view security across the enterprise. 

Easy Alarm Processing 

• Forensic data--With Cisco Threat Response 
technology, the GUI provides a view into the steps 
taken to investigate and confirm intrusion events. To aid 
in remediation o f intrusions, forensic data collected by 
the Threat Response technology is accessible. Examples 
include Web logs, system logs, and other relevant data. 
(This capability is available only as part of a 
CiscoWorks VMS technology bundle.) 

• Correlation of events--CiscoWorks VMS provides 
event correlation to enable improved confidence in 
alarm data by corroborating data from multiple security 
devices. 
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Flexible Reporting and Notification 

• Default reports--Reporting allows the creation and 
viewing o f reports about network activities monitored 
by sensors on your network. The reports include 
summary reports based on alarms, sources, or 
destinations. Because these reports are HTML based, 
they can be sent in e-mail messages to key 
administration personnel. 

• Custom reporting--Custom reports can be created to 
meet the specific needs o f your environment. 

Simple Configuration 

• Wizard-based configuration--Wizards guide the user 
through the configuration process, allowing sensors to 
be configured quickly and easily. 

• Automatic updates--Automatic update capabilities 
maintain the effectiveness ofthe intrusion protection 
system, and simplify the regular maintenance. 

• Remote management--Because you are not always at 
the same computer, or where the IDS system is located, 
remate access capabilities using a secure Web browser 
connection allow for easy remote connectivity. 

Scalable Enterprise Management 

• Multi-tiered architecture--Cisco Works VMS 
prometes a three-tiered architecture providing enhanced 
scalability needs to enterprise security deployments. 

• Flexible devi c e grouping--Easily manage large !pS 
deployments by grouping devices by function, location, 
or by configuration to perform mass configuration 
changes. 

• Roles-based access controi--Control administrative 
access to ensure proper device authorization. 

• Tiered approval model ( optionai)--Separate 
configuration definition and deployment authorities to 
provide proper audit and control. 

For more details on the CiscoWorks VMS solution go to: 
http://www.cisco.com/en!US/products/sw/cscowork/ps2330/. 
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3 
lOS Device Manager Configuration 
Tasks 

After configuring system information, you are ready to configure signatures, set 
up blocking, set up automatic signature updates, and restare defaults . 

The following sections describe how to configure these options through the 
Configuration tab : 

• Configuring Signatures, page 3-1 

• Configuring Blocking, page 3-20 

• Configuring Automatic Updates, page 3-35 

• Restoring Default Settings, page 3-38 

·-- .._,_ 

Configuring Signatures 
You can create system variables, create event filters , and tune signatures through 
the Sensing Engine. 

--- -··-··--·- .. ---·--··-
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Configuring Signatures 
Chapter 3 IDS Devi c e Manager Configuration Tasks 

The following sections describe how to configure signatures through the Sensing 
Engine : 

• Explaining Signatures, page 3-2 

• Configuring Alarm Channel System Variables, page 3-3 

• Configuring Alarm Channel Event Filters, page 3-6 

• Configuring Virtual Sensor System Variables , page 3-9 

• Working with Virtual Sensor Signature Configuration Mode, page 3-12 

• Identifying Traffic Oversubscription, page 3- I 9 

Explaining Signatures 

Attacks or other misuses of network resources can be defined as network 
intrusions. Network intrusions can be detected by sensors that use a 
signature-based technology. A signature is a set of rules that your sensor uses to 
detect typical intrusive activity, such as denial of service (DoS) attacks . As 
sensors scan network packets , they use signatures to detect known attacks and 
respond with actions that you define . 

The sensor compares the list of signatures with network activity. When a match 
is found , the sensor takes an action, such as logging the event or sending an alarm 
to IDS Event Viewer. Sensors allow you to modify existing signatures and define 
new ones . 

Signature-based intrusion detection can produce false positives because certain 
normal network activity can be misinterpreted as malicious activity. For example, 
some network applications or operating systems may send out numerous ICMP 
messages , which a signature-based detection system might interpretas an attempt 
by an attacker to map out a network segment. You can minimize false positives 
by tuning your sensors . 

To configure a sensor to monitor network traffic for a particular signature, you 
must enable the signature. By default, the most criticai signatures are enabled 
when you install IDS Device Manager. When an attack is detected that matches 
an enabled signature, the sensor generates an alert event (formerly known as an 
alarm), which is stored in the sensor 's event store. The alert events, as well as 
other events, may be retrieved from the event store by web-based clients . By 
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Chapter 3 IDS Devi c e Manager Configuration Tasks 

Configuring Signatures 

default the sensor Jogs ali Informational alarms or higher. If you have added IDS 
Event Yiewer as a destination, the alarm is sent to the IDS Event Viewer database 
and you can view the alarm in IDS Event Viewer. 

Some signatures have subsignatures, that is , the signature is divided into 
subcategories. When you configure a subsignature, changes made to the 
parameters of one subsignature apply only to that subsignature . For example, if 
you edit signature 3050 subsignature 1 and change the severity, the severity 
change applies to only subsignature 1 and not to 3050 2, 3050 3, and 3050 4. 

Built-in signatures are known attack signatures that are included in the sensor 
software and are enabled by default. You cannot add to or delete from the list of 
built-in attack signatures . You also cannot rename them. You can tune built-in 
signatures by adjusting severa! signature parameters. Built-in signatures that have 
been modified are called tuned signatures. 

You can create new signatures, which are called custam signatures. Custam 
signature IDs begin at 20000. You can configure them for any number of things, 
such as matching of strings on UDP connections, tracking of network floods, and 
scans. Each signature is created using a signature engine specifically designed for 
the type of traffic being monitored. 

Configuring Alarm Channel System Variables 

lnstalli 

78-15283-01 

Alarms are sent to the alarm channel, where they are filtered and aggregated . You 
cannot select the alarm channel, because there is only one alarm channel in 
version 4.0. 

You can change the value o f an alarm channel system variable, but you cannot add 
variables or delete variables. You also cannot change the name, type, or 
constraints of a variable. 

For ali the Sensing Engine panels, you must click the Save Changes icon on the 
Activity bar to apply your new configuration. 

You use the system variables when configuring alarm channel event filters. When 
you want to use the same value within multiple filters, use a variable. When you 
change the value of a variable, the variables in ali the filters are updated. This 
saves you from having to change the variable repeatedly as you configure alarm 
filters. See Configuring Alarm Channel Event Filters, page 3-6, for more 
information. 
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Chapter 3 lOS Devi c e Manager Configuration Tasks 
Configuring Signatures 

Step 1 

Step 2 

For example, if you had an IP address space that applied to your engineering 
group and there were no Windows systems in that group, and you were not 
worried about any Windows-based attacks , you could set up a USER-ADDR 1 to 
be the engineering group 's IP address space. You could then use this variable on 
the Event Filters page to set up the filter to ignore ali Windows-based attacks for 
USER-ADDRl. 

To define alarm channel system variables , follow these steps: 

Select Configuration > Sensing Engine > Alarm Channel Configuration > 
System Variables. 

The System Variables page appears. 

Figure 3-1 System Variables Page 

-- ·..:..·! 

' · r 
, r 

Select the check box next to the system variable you want to edit, and then click 
Edit. 

The Editing page appears for the variable that you chose . 

~ .. 
Note You can edit only one variable ata time. You can adjust the page view 

using the Rows per page list box at the bottom of the page, or you can 
move to additional pages of variables by selecting a page from the Page 
list box . 
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Chapter 3 lOS Device Manager Configuration Tasks 

Step 3 

Figure 3-2 Editing Page 
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Configuring Signatures 

-!l 

Fill in the following values for the following system variables (according to the 
one that you are editing): 

• OUT 

OUT is defined as anything that is not included in IN . You cannot edit thi s 
variable. The default is 0-255 .255 .255.255. 

• IN 

IN is a list of ali internai IP address spaces. Enter your internai IP addresses. 

• DMZl , DMZ2, and DMZ3 

You can use DMZ to define any valid IP address . These are named DMZ for 
you to use with filtering signatures that pertain to firewalls. 

• USER-ADDRSI, USER-ADDRS2, USER-ADDRS3, USER-ADDRS4, and 
USER-ADDRS5 

You can use USER-ADDR to define any valid IP address. You can set up a 
USER-ADDR variable to apply to any group of IP addresses that you want to 
use a filter on. 

• SIG 1, SIG2, SIG3, SIG4, and SIG5 

~~ 

You can use SIG to define popular signatures that you like to exclude for 
certain addres ses . 

Note To reset the form, click Reset. 
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Chapter 3 lOS Device Manager Configuration Tasks 
Configuring Signatures 

Step 4 

Step 5 

Step 6 

Click Ok. 

Note To undo your changes, click the Undo Changes icon on the Activity bar. 

Click the Save Changes icon in the Activity bar to save your system variables . 

Note A message displays "Configuration update in progress. This page will be 
unavailable for a few minutes ." In a few minutes , click Alarm Channel 
Configuration > System Variables again to see the edited variable in the 
list. 

The new value appears in the Value column. 

Repeat Steps 2 though 5 to edit additional system variables. 

Configuring Alarm Channel Event Filters 

You can configure event filters that are based on source and destination addresses 
for specified signatures . You can use the alarm channel system variables that you 
defined on the Alarm Channel System Variables page to group addresses for your 
filters . 

For ali the Sensing Engine panels, you must click the Save Changes icon on the 
Activity bar to apply your new configuration. 
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Chapter 3 IDS Device Manager Configuration Tasks 

Step 1 

Step 2 

Configuring Signatures 

To configure alarm channel event filters , follow these steps: 

Select Configuration > Sensing Engine > Alarm Channel Configuration > 
Event Filters. 

The Event Filters page appears. 

Figure 3-3 Event Filters Page 
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Click Add to add an event filter. 

The Adding page appears. 

Figure 3-4 Adding Page 
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Chapter 3 IDS Devi c e Manager Configuration Tasks 
Configuring Signatures 

••=• 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

Step 8 

In the SIGID field , enter the signature IDs of the events to which thi s fi !ter should 
be applied. 

You can use a list (2001 , 2004), ora range (2001-2004), an asterisk (*)for ali 
signatures, or one o f the SIG variables i f you defined them on the Alarm Channel 
System Variables page. 

In the SubSig field, enter the subsignature IDs of the events to which this filter 
should be applied. 

In the Exception field , enter the exception (Boolean) to the event filter. 

~ .. 
Note If the filter describes an exception to an event filter, you can create a 

"general case" exclusion rather than adding more specific information. 

In the SrcAddrs field, enter the source addresses of events to which this filter 
should be applied. 

You can use one of the DMZ or USER-ADDR variables if you defined them on 
the Alarm Channel System Variables page. 

In the DestAddrs field, enter the destination addresses of events to which this 
filter should be applied. 

You can use one of the DMZ or USER-ADDR variables if you defined them on 
the Alarm Channel System Variables page. 

~ .. 
Note To reset the form, click Reset. 

Click Apply to Sensor. 

~ .. 
Note To undo your changes, click the Undo Changes icon on the Activity bar. 
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Step 9 

Configuring Signatures 

Click Saves Changes on the Activity bar to save your changes. 

~ .. 
Note A message displays "Configuration information is not available at this 

time. Try again in a few minutes. " After a few minutes , click Event 
Filters again to see the filter you added. 

The filtered signature appears on the Event Filters page. 

Figure 3-5 Added Event Filters Page 
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Step 10 To remove the filter, select the check box next to the signature and click Remove. 

Configuring Virtual Sensor System Variables 

You can change the value of a system variable but you cannot add variables or 
delete variables . You cannot change the name or type of a variable. You cannot 
select the virtual sensor, because there is only one virtual sensor in version 4.0. 
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Chapter 3 IDS Devi c e Manager Configuration Tasks 
Configuring Signatures 

Step 1 

Step 2 

To configure the virtual sensor system variables , follow these steps: 

Select Configuration > Sensing Engine > Virtual Sensor Configuration > 
System Variables. 

The System Variables page appears. 

Figure 3-6 System Variables Page 
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Select the system variable that you want to edit and click Edit. 

The Editing page appears . 

Figure 3-7 Editing Page 
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Chapter 3 IDS Devi c e Manager Configuration Tasks 

Step 3 

Step 4 

lnstallin 
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Configuring Signatures 

Fill in the value of the system variable that you want to edit: 

Note You can edit only one system variable at a time. You can adjust the page 
view using the Rows per page list box at the bottom of the page, or you 
can move to additional pages of variables by selecting a page from the 
Page list box . 

• WEBPORTS 

WEBPORTS has a predefined set of ports where web servers are running, but 
you can edit the value. This variable affects ali signatures that have web ports. 
The default is 80, 3128, 8000, 8010, 8080, 8888, 24326 . 

• Ports 1, Ports2, Ports3 , Ports4 

You can set up a list of ports to apply to particular signatures. 

• ADDRSI, ADDRS2, ADDRS3, ADDRS4 

You can set up this variable with a list of addresses to use anywhere you can 
use IP addresses . 

• IPReassembleMaxFrags 

You can define the total number of fragments you want the system to queue. 
You can define a number between 1000 and 50,000 . The default is 10,000. 

~ .. 
Note To reset the form, click Reset. 

Click OK. 

Note To undo your changes, click the Undo Changes icon on the Activity bar. 
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Configuring Signatures 

Step 5 

Step 6 

Click the Save Changes icon on the Activity bar to save your system variables. 

Note A message displays "Configuration update in progress. This page will be 
unavailable for a few minutes." After a few minutes, click Virtual Sensor 
Configuration > System Variables to see the edited variable . 

The new value appears in the Value column. 

Repeat Steps 2 though 5 to edit additional system variables . 

Working with Virtual Sensor Signature Configuration Mode 
The Signature Configuration Mode page displays a list of top levei categories of 
signature groups for the virtual sensor. You can see all the signatures in the list or 
you can see signatures that are grouped according to their signature engine type . 
Certain signatures are enabled by default to provide you immediately with a 
certain levei of security. When you modify a built-in signature, it becomes a tuned 
signature. You can also create signatures, which are called custam signatures . 

You cannot select the virtual sensor, because there is only one virtual sensor in 
version 4.0. 

You can display all individual signatures at once by clicking Ali Signatures. If 
you are looking for a particular signature, click Ali Signatures, and use the 
browser 's search option to find the string you are looking for-the signature ID 
or the signature name. 

You can display the signature list within a group by clicking the group name. Each 
group displays its enable levei (the disabled, partially enabled, or enabled icon). 
You can enable or disable one, some, or all signatures within the group . To select 
the signature for enabling or disabling, select the signature check box. 

You can tune built-in signatures. To tune a signature, select the check box and 
click Edit. Some signatures have subsignatures, which you can edit individually 
to have more contrai over the signature. You can create custam signatures, and 
then delete one, some, or ali custam signatures . To create a custam signature , 
choose the correct signature engine, and then click Add and configure the 
signature parameters . For more information on signature engines and their 
parameters , see Appendix A, "Working With Signature Engines ." 

lnstalling and Using the Cisco lntrusion Detection System Device Man 

CPM.l • CORREIOS 

0 ?~ 6 
Fls. N° · ~ 

Doe~~~\ ~" 



Chapter 3 IDS Device Manager Configuration Tasks 

Step 1 

Step 2 

Configuring Signatures 

A signature can be in multiple groups. Editing a signature in one group, affects it 
in ali groups. For example, i f you enable ali general attack signatures in the Attack 
category, it will enable 7107. If you disable the ATOMIC.ARP signature in the 
Engine category, 7107 will be disabled. Whichever action is the last one, is the 
one that is applied. 

To configure virtual sensor signature groups , follow these steps : 

Select Configuration > Sensing Engine > Virtual Sensor Configuration > 
Signature Configuration Mode . 

The Signature Groups page appears. 

Figure 3-8 Signature Groups Page 
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To enable or disable ali signatures in a group, select the check box next to the 
signature group, and then click Enable or Disable. 

~ ... 
Note 

~ ... 

A clear circle indicates that no signatures in that signature group are 
enabled . A solid circle indicates that ali signatures are enabled. A partia! 
circle indicates that at Ieast one signature in that group is enabled . 

Note Click Restore Defaults to return the signature group to its default 
settings . 
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Configuring Signatures 

Step 3 

Chapter 3 IDS Device Manager Configuration Tasks 

You can click Ali Signatures to display ali the IDS signatures or you can click a 
signature group name. 

The Ali Signatures page appears. 

~ .. 
Note If you select Ali in the Rows per page list box , it can take some time for 

ali signatures to display. 

Figure 3-9 AI/ Signatures Page 
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The Ali Signatures page contains the following : 

• Enabled or Disabled icon 

• Signature ID 

• Subsignature ID 

• Signature name 

• Type (built-in , tuned, custom) 

• Severity levei (Informational, Low, Medium, High) 

• Action 

• More (lists ali the signature parameters; these appear when you edit the 
signature) 
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Step 4 

~ 
Caution 

Configuring Signatures 

Select the check box(es) next to the signatures that you want to perform an action 
on: 

~ .. 
Note You can edit only one signature at a time. You can adjust the page view 

using the Rows per page list box at the bottom of the page, or you can 
move to additional pages of variables by selecting a page from the Page 
list box. 

• To enable or disable the signature(s), click Enable or Disable. 

Signatures can belong to more than one group. Enabling or disabling signatures 
in one group also affects those signatures that belong to other groups. 

• To restare the defaults to a signature(s), click Restore Defaults. 

• To delete a signature(s), click Delete. 

' Note You cannot delete built-in or tuned signatures, only custam 
signatures. 

• To edit the signature(s), click Edit. 

The Editing page appears . 

This is where you tune built-in signatures. You can see the definition of each 
parameter by passing your mouse over the parameter. Some parameters are 
required (red asterisk) , others have menu lists you can choose from , for others you 
must add text. For a detailed description of signature engines and parameters, see 
Appendix A, "Working With Signature Engines ." 
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Configuring Signatures 

Step 5 

Step 6 

Figure 3-10 Editing Page 

Click Ok to save the changes you made to the built-in signature. 

The Type has changed from Built-in to Tuned on the Ali Signatures page. 

~ .. 
Note Use the Back button at the bottom of the page as you tune or create 

multiple signatures. 

' Note To undo your changes , click the Undo Changes icon on the Activity bar. 

To create a custom signature, click the Engines category on the Signature Groups 
page . 

Figure 3-11 Signature Groups Page 
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Chapter 3 IDS Device Manager Configuration Tasks 

Step 7 

Step 8 

The Engines page appears. 

Figure 3-12 Engines Page 
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Configuring Signatures 

Click the engine you want to use to create a custam signature, for example, 
ATOMIC.ARP. 

The ATOMIC.ARP page appears. 

Figure 3-13 ATOM/C.ARP Page 
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Click Add. 

The Adding page appears. 
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Chapter 3 IDS Device Manager Configuration Tasks 
Configuring Signatures 

Step 9 

Figure 3-14 Adding ATOMIC.ARP Page 

--~ 

-=!~?~c-~ 

Fill in the parameters that you want, and then click OK. 

~ .. 
Note For a detailed description of signature engines and parameters, see 

Appendix A, "Working With Signature Engines." 

A note tells you that to add the signature you must click Save Changes on the 
Activity bar (see Step 10). The ATOMIC.ARP page appears with the custom 
signature in the list. 

Figure 3-15 ATOMIC.ARP Page with Custam Signature 
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Chapter 3 IDS Device Manager Configuration Tasks 
Configuring Signatures 

Step 10 Click the Save Changes icon on the Activity bar to save your changes. 

~ .. 
Note A message displays "Configuration update in progress. This page will be 

unavailable for a few minutes." Click Virtual Sensor Configuration > 
Signature Configuration Mode to return to the Signature Configuration 
Mode page. Click Ali Signatures or the relevant signature group to see 
the tuned signature in the list. 

The built-in signature that you edited now shows Tuned in the Type column. 

ldentifying Traffic Oversubscription 

Signature 993 alarms tell you if the sensor is dropping packets and the percentage 
dropped to help you tune the traffic levei you are sending to the sensor. For 
example, if the alarms show that there is zero or a very small percentage of 
dropped packets, the sensor is able to monitor the quantity of traffic being sent. 

If you are seeing 993 alarms with a higher percentage of dropped packets, your 
sensor is oversubscribed. When a sensor gets oversubscribed, it can have 
difficulty in detecting alarms in TCP streams in a nonlinear fashion. The 
percentage of streams that are affected by the dropped packets is not easy to 
predict. If you find that you are operating your sensor in an environment where it 
is oversaturated and you need to continue operating it in that environment, we 
recommend disabling the TCP3WayHandshake and setting 
TCPReassemblyMode to Ioose so that best security is ensured. 

Signature 993, which is part of the signature engine OTHER, has the following 
configuration parameters : 

• Mpclnterval in seconds 5 <= Mpclnterval <= 2500 (default = 30). 

Mpclnterval is the interval between alarms. 

• MpcPercentThreshold in percent O<= MpcPercentThreshold <= 100 (default 
= 0) . 

MpcPercentThreshold is the percentage of missed packets that must be 
exceeded to trigger an alarm. A value of 100 percent disables this threshold. 
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Configuring Blocking 
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Chapter 3 IDS Devi c e Manager Configuration Tasks 

• MpcAbsThreshold in packets O<= MpcAbsThreshold <= 65535 (default = 0). 

MpcAbsThreshold is the absolute number of missed packets that must be 
exceeded to trigger an alarm. A value of 65535 disables this threshold. 

If either the MpcPercentThreshold or the MpcAbsThreshold is exceeded, the 
alarm is triggered . 

Note If signature 993 is firing with 100 percent packet loss , the sensor is not generating 
alarms and there is a problem. Make sure that you have the most recent version of 
the sensor. If you have the most recent version, contact TAC to report the 
problem. 

See OTHER Engine, page A-30, for more information on the OTHER signature 
engine. 

Configuring Blocking 
You can configure a sensor to block an attack by generating ACL rules for 
publication to a Cisco lOS router, ora Catalyst 6500 family switch, or by 
generating shun rules on a PIX Firewall. 

The following sections describe how to set up blocking: 

• Configuring Blocking Properties, page 3-21 

• Configuring Addresses Never To Block, page 3-22 

• Setting Up Logical Devices, page 3-24 

• Configuring Blocking Devices, page 3-26 

• Configuring Router Blocking Device Interfaces, page 3-28 

• Configuring Catalyst 6K Blocking Device Interfaces, page 3-30 

• Configuring a Master Blocking Sensor, page 3-31 

• Setting Up a Blocking Forwarding Sensors , page 3-33 
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Chapter 3 IDS Device Manager Configuration Tasks 

Configuring Blocking 

Configuring Blocking Properties 

Step 1 

Step 2 

Lt 

You set up global blocking properties for the Network Access Controller (NAC) 
on this page. NAC is responsible for controlling blocking actions on managed 
devices . 

To configure blocking on the sensor, follow these steps: 

Select Configuration > Blocking Properties . 

The Blocking Properties page appears. 

Figure 3-16 8/ocking Properties Page 
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Do not select the Allow the Sensor IP to be Blocked check box unless necessary. 

Caution We suggest that you do not allow the sensor to block itself, because it will stop 
communicating with the managed device. You can select this option if you can 
ensure that if the sensor creates a rule to block its own IP address, it will not 
prevent the sensor from accessing the blocking device. 

Step 3 In the Maximum Block Entries field , enter how many blocks are to be maintained 
simultaneously (0 to 250). 

~. 
Note We do not recommend or support setting the maximum block entries 

higher than 250. 
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Configuring Blocking 

Step 4 

Chapter 3 lOS Device Manager Configuration Tasks 

The default value is 100. 

Note The number of blocks will not exceed the maximum block entries . lf the 
maximum is reached, new blocks will not occur until existing blocks time 
out and are removed . 

~ ... 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 

Configuring Addresses Neve r To Block 

• • ti• 

You must tune your sensor to identify hosts and networks that should never be 
blocked, not even manually, because you may have a trusted network device 
whose normal , expected behavior appears to be an attack. But such a device 
should never be blocked, and trusted, internai networks should never be blocked. 
Properly tuning signatures reduces the number o f false positives and helps ensure 
proper network operations . Tuning and filtering signatures prevents alarms from 
being generated. If an alarm is not generated, the associated block does not occur. 

If you specify a netmask, this is the netmask of the network that should never be 
blocked. If no netmask is specified, only the IP address you specify will never be 
blocked. 

Doe: 
3696 
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Chapter 3 lOS Device Manager Configuration Tasks 

Configuring Blocking 

To set up addresses never to be blocked by blocking devices, follow these steps : 

Step 1 

Step 2 

Step 3 

Select Configuration > Never Block Addresses. 

The Never Block Addresses page appears. 

Figure 3-17 Never 8/ock Addresses Page 
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Click Add to add addresses that should never be blocked. 

The Adding page appears. 

Figure 3-18 Adding Page 
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In the IP Address field , enter the IP address of the host that should never be 
blocked . 
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Chapter 3 lOS Devi c e Manager Configuration Tasks 
Configuring Blocking 

Step 4 

Step 5 

In the Network Mask field , enter the network mask of the network that should 
never be blocked. 

~ .. 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 

Setting Up Logical Devices 

• •t&• 

You can add logical devices that the senor will manage. For example, routers that 
ali share the same passwords and usernames can be under one logical device 
name. 

To set up logical devices , follow these steps: 

Step 1 Select Configuration > Logical Devices. 

Step 2 

The Logical Devices Configuration page appears. 

Figure 3-19 Logica/ Device Configuration Page 
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o . 
Click Add to add the logical devices that the sensor will manage. 

The Adding page appears. 
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Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

Figure 3-20 Adding Page 
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In the Name field, enter the name of the logical device . 

Configuring Blocking 

In the Enable Password field, enter the enable password for the Iogical device (1 
to 16 characters ). 

~. 
Note If there is no enable password, enter none. 

In the Password field, enter the Telnet or SSH password for the logical device (1 
to 16 characters). 

Note If there is no password, enter none. 

In the Username field, enter the username for the logical device . 

Note 

~. 
Note 

If there is no username, enter none. 

To reset the form , click Reset. 

Click Apply to Sensor to save your changes. 
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Chapter 3 lOS Device Manager Configuration Tasks 
Configuring Blocking 

Configuring Blocking Devices 

Step 1 

Lt. 
Caution 

Step 2 

You can configure your sensor to block an attack by generating ACL rules for 
publication to a Cisco lOS router, ora Catalyst 6500 switch, or by generating shun 
rules on a PIX Firewall. The router, sw itch , or firewall is called a blocking device. 

To configure blocking devices , follow these steps: 

Select Configuration > Blocking Devices. 

The Blocking Devices page appears. 

A single sensor can manage multi pie devices , but multi pie sensors cannot be used 
to control a single device. In this case, use a master blocking sensor. See 
Configuring a Master Blocking Sensor, page 3-31, for more information. 

Figure 3-21 8/ocking Devices Page 
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Click Add to add a blocking device . 

The Adding page appears. 

-~~~ 

== · --·· .. __ , 

~---.· 
:!..~-.. · 

CPMI ._CORREIOS 

- ns10 
Fls. N° _ _ ----

3696J 
Doe: ____ _ 

lnstalling and Using the Cisco lntrusion Detection System Device Manager and Event Viewer Version 4.0 

78-15283-01 



Chapter 3 lOS Devi c e Manager Configuration Tasks 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

Figure 3-22 Adding Page 
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Configuring Blocking 

In the IP Address field , enter the IP address of the blocking device. 

In the NAT Address field, enter the NAT address of the blocking sensor. 

Select an option from the Apply Logical Device list box. 

~~ 
Note The same logical device can be used for multiple blocking devices. If you 

do not have logical devices set up, the only option is None. 

In the Device Type field, enter the type of device that will do the blocking: 

• Cisco Router 

• Catalyst 6000 VACL 

• PIX Firewall 

In the Enable SSH field , select the type of secure communications you want to 
enable between the sensor and the blocking device : 

• SSH 3DES 

• SSH DES 

• Telnet CPMI -
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Configuring Blocking 

Step 8 

Note Before you can use SSH 3DES or SSH DES, you have to use the ssh 
host-key ipaddress to obtain the public key in the correct format so that 
you can add the host to the known hosts list. Refer to the Cisco Intrusion 
Detection System Appliance and Module Installation and Configuration 
Guide Version 4.0 for the procedure . 

~ .. 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 

Configuring Router Blocking Device Interfaces 

• WfJ:M 

You must configure the blocking interfaces on the router and specify the direction 
of traffic you want blocked. 

To configure the blocking interfaces on a router, follow these steps : 

Step 1 Select Configuration > Router Blocking Device Interfaces. 

The Router Blocking Device Interfaces page appears . 

Figure 3-23 Router 8/ocking Device Interfaces Page 
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Step 2 Click Add to configure the blocking interfaces on the router. 

The Adding page appears. 

Figure 3-24 Adding Pane/ 
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Configuring Blocking 

Step 3 In the IP Address field, enter the IP address of the router that will be used to block. 

Step 4 In the Blocking Interface field, enter the interface on the router that will be used 
for blocking (I to 32 characters) . 

Step 5 From the Blocking Direction list box, select the direction of the traffic through 
the interface that should be blocked (In, Out). 

Step 6 In the Pre-Block ACL Name field, enter the name of the Pre-Block ACL (I to 64 
characters). 

Step 7 

Step 8 

In the Post-Block ACL Name field, enter the name of the Post-Block ACL (I to 
64 characters). 

~~ 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 
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Configuring Blocking 

Configuring Catalyst 6K Blocking Device Interfaces 

Step 1 

Step 2 

You must configure the blocking interfaces on the Catalyst switch and specify 
which VLAN you want blocked. 

To configure the blocking interfaces on a Catalyst switch, follow these steps: 

Select Configuration > CAT 6K Blocking Device Interfaces. 

The CAT 6K Blocking Device Interfaces page appears. 

Figure 3-25 CAT 6K Blocking De vice Interfaces Page 
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Click Add to configure the blocking interfaces on the router. 

The Adding page appears . 

Figure 3-26 Adding Page 
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Configuring Blocking 

Step 3 In the IP Address field , enter the IP address o f the Catalyst switch that will be used 
to block. 

Step 4 In the VLAN field , enter the VLAN number that the sensor will configure for 
blocking. 

Step 5 In the Pre-Block VACL Name field, enter the name of the Pre-Block VACL (1 to 
64 characters) . 

Step 6 In the Post-Block VACL Name field , enter the name of the Post-Block VACL (1 
to 64 characters). 

~ .. 
Note To reset the form, click Reset. 

Step 7 Click Apply to Sensor to save your changes. 

-----------------------------Q-----------------·-------------

Configuring a Master Blocking Sensor 

~ .. 
Note 

Multiple sensors can forward blocking requests to a specified master blocking 
sensor, which controls one or more devices . The sensor that is sending its block 
requests to the master blocking sensor is referred to as a "blocking forwarding 
sensor." On the blocking forwarding sensor, you must specify which remote host 
serves as the master blocking sensor; on the master blocking sensor you must add 
the blocking forwarding sensors to its remote host configuration . 

Only the master blocking sensor is configured to manage the network devices . 
The blocking forwarding sensor should not be configured to manage network 
devices . 

See Setting Up a Blocking Forwarding Sensors, page 3-33 , for t l"k-·~OO;~~/tro05 ~ Cl\l -
.I 
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Configuring Blocking 

Step 1 

Step 2 

Step 3 

Chapter 3 lOS Device Manager Configuration Tasks 

To configure blocking forwarding sensors to a master blocking sensor, follow 
these steps: 

Select Device > Sensor Setup > Allowed Hosts. 

The Allowed Hosts page appears. 

Figure 3-27 Allowed Hosts Page 
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Click Add to add a sensor as a blocking forwarding sensor. 

The Adding page appears. 

Figure 3-28 Adding Page 
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Step 4 

Step 5 

Step 6 

Step 7 

Step 8 

Configuring Blocking 

If you are using SSH, the port number is the same port number that the master 
blocking sensor is using for IDM connections . 

~. 
Note For example, if you are connecting using https , it is port 443 by default. 

In the User Name field, enter your IDS Device Manager administrator username . 

In the Password field, enter your IDS Device Manager administrator password . 

If you select Use SSH, you have to use the tis trusted-host ip-address ipaddress 
command. 

~. 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 

~~ 
Note Repeat this procedure for each sensor you want to identify as a blocking 

forwarding sensor. 

Setting Up a Blocking Forwarding Sensors 

The blocking forwarding sensor sends block requests to the master blocking 
sensor. On the blocking forwarding sensor, you must specify which remate host 
serves as the master blocking sensor. 

See Configuring a Mas ter Blocking Sensor, page 3-31, for more information on 
how to set up a master blocking sensor. 
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Configuring Blocking 

Step 1 

Step 2 

Step 3 

-~ - . 

Chapter 3 IDS Devi c e Manager Configuration Tasks 

To set up a blocking forwarding sensor, follow these steps: 

Select Device > Sensor Setup > Allowed Hosts. 

The Allowed Hosts page appears. 

Figure 3-29 Allowed Hosts Page 
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Click Add to add a sensor as a master blocking sensor. 

The Adding page appears . 

Figure 3-30 Adding Page 

tn11J111111 

- IDS Devtce Maaaser ·e 
;~~H9fll ~li 
=· ;;,,,,..:. -·"·~ • ) 
>S!!tl , 

~~~~~~.c:..f)~ 
. ''~""""'::"..,...,; 

>Cttl!klll 

· l"'''"" '~ .• ~ 
· -'·l.'IF~K>W.;:! 

\'C:!i'-' ôl< 

... ~ • .:;..., : · ; ~::..!. ~ 

L.. -

t*~:j'~ · • I .... ~ ... , ... •-••oo•l .... ,. .... 
~=-:i; / ll!ftOSISton 
.... u .... 

'= 
~~ 

CPMI • CORREIOS 

Fls . N° Ü 818 



Chapter 3 lOS Device Manager Configuration Tasks 

Step 4 

Step 5 

Conliguring Automatic Updates 

In the Netmask field, enter the netmask of the master blocking sensor. 

~ .. 
Note To reset the form , click Reset. 

Click Apply to Sensor to save your changes . 

The master blocking sensor is added to both the Allowed Hosts page and to the 
Master Blocking Sensor page. 

Configuring Automatic Updates 

~ .. 

You can configure automatic service pack and signature updates , so that when 
service pack and signature updates are loaded on a central FTP or SCP server, 
they will be downloaded and applied to your sensor. The timeout default is 5 
minutes . 

Note The sensor cannot automatically download service pack and signature updates 
from Cisco.com. You must download the service pack and signature updates from 
Cisco.com to your FTP or SCP server, and then configure the sensor to download 
them from the FTP or SCP server. 

See Supported FTP Servers, page 3-37 , for alisto f supported servers. 

and Using lhe Cisco lntrusion Detection System Device Manager and Event Viewer 
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Chapter 3 lOS Devi c e Manager Configuration Tasks 
Configuring Automatic Updates 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

Step 8 

To configure automatic updates , follow these steps: 

Select Configuration >Auto Update . 

The Auto Update page appears. 

Figure 3-31 Auto Update Page 

IDS Devh:• MU1•1er 

e i11í!L.Z&J t!J&f 

--
j ...,_,~ · l i - .... . 

Select the Enable Auto Update check box to enable automatic updates . 

In the IP Address field, enter the IP address of the server to poli for updates . 

In the Directory field, enter the path to the directory on the server where the 
updates are located (I to 128 characters) . 

In the Username field , enter the username to use when logging in to the server ( l 
to 16 characters). 

In the Password field , enter the username password on the server (1 to 16 
characters) . 

In the File Copy Protocol list box, select either SCP or FTP. 

For hourly updates , select Hourly, and follow these steps: 

a. In the Start Time field , enter the time you want the updates to start 
(hh :mm:ss). 

b. In the Frequency field, enter the hour interval at which you want every update 
to occur (I to 8760). 

For example, i f you enter 5, every 5 hours the senso r looks at the directory o f 
files on the server. If there is an available update candidate, it is downloaded 
and installed. Only one update is install ed per cycle even i f there are multi pie 
avai lab le candidates. 
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Chapter 3 IDS Device Manager Configuration Tasks 

Step 9 

Configuring Automatic Updates 

For calendar updates , select Calendar, and follow these steps : 

a. In the Start Time field , enter the time you want the updates to start 
(hh :mm :ss). 

b. In the Day field , select the day(s) you want to download updates . 

~.6 
Note To reset the form , click Reset. 

Step 10 Click Apply to Sensor to save your changes. 

Supported FTP Servers 

~.6 
Note 

The following FTP servers are supported for service pack and signature updates: 

• Sambar FTP Server Version 5.0 (win32). 

• Web-mail Microsoft FTP Service Version 5.0 (win32). 

• Serv-U FTP-Server v2.5h for WinSock (win32) . 

• Solaris 2.8. 

• HP-UX (HP-UX qdir-5 B.l0.20 A 9000/715). 

• Windows 2000 (Microsoft ftp server version 5.0). 

• Windows NT 4.0 (Microsoft ftp server version 3.0). 

The sensor cannot download service pack and signature updates from Cisco .com. 
You must download the service pack and signature updates from Cisco. com to 
your FTP server, and then configure the sensor to download them from your FTP 
server. 
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Chapter 3 IDS Device Manager Conliguration Tasks 
Restoring Default Settings 

Restoring Default Settings 
You can restare the default configuration to your sensor. 

A 
Warning Clicking Apply to Sensor removes the current application settings and restores 

the default settings. Vour network settings also return to the defaults and you 
immediately lose connection to IDS Device Manager and the CU. 

~Q To restare the default configuration, follow these steps : 

Step 1 Select Device > Configuration > Restore Defaults. 

Step 2 

The Restare Defaults page appears. 

Figure 3-32 Restore Defaults Page 
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Click Apply to Sensor to restare the default configuration. 

The IP address , netmask, default gateway, allowed hosts, password, and time will 
not be reset. Manual and automatic blocks also remain in effect. 
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lOS Device Manager-Monitoring 
Tasks 

4 

This chapter describes how to set up monitoring from the Monitoring tab. 

This chapter contains the following sections: 

• Downloading IP Logs, page 4-1 

• Configuring Event Display, page 4-2 

• Viewing Sensor Statistics, page 4-4 

Downloading IP Logs 
The Ip Logs page displays ali IP logs that are available for downloading on the 
system. There is a hyperlink to each log file that is available for download. First, 
you have to tum on IP logging from Administration > IP Logging. The results of 
what you configure on that page show up in the list on the Ip Logs page. See 
Configuring IP Logging, page 5-5, for the procedure. You can also generate IP 
logs by setting a signature ' s EventAction to log. When the sensor detects an attack 
based on this signature, it automatically creates an IP log. See Configuring 
Signatures, page 3-1, for more information. 
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6 
IDS Event Viewer lntroduction 

IDS Event Viewer is a Java-based application that enables you to view and 
manage alarms for up to five sensors. With IDS Event Viewer you can connect to 
and view alarms in real time or in imported log files. You can configure filters and 
views to help you manage the alarms. You can also import and export event data 
for further analysis. IDS Event Viewer also provides access to the Network 
Security Database (NSDB) for signature descriptions. 

Figure 6-1 /OS Event Viewer 
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Chapter 6 lOS Event Viewer lntroduction 
System Requirements 

System Requirements 
IDS Event Viewer can be installed on the following platforms (English version 
only): 

• Windows NT 4 Service Pack 6. 

• Windows 2000 Service Pack 2. 

IDS Event Viewer installs and uses the following support applications: 

• Java 2 Runtime Environment Version 1.3 .1. 

• MySQL server Version 3.23 . 

IDS Event Viewer can be installed on a system that meets or exceeds the following 
minimum hardware requirements: 

• Pentium III 800 Mhz or greater. 

• 256MB Ram. 

• 500 MB free disk space . 

Working with IDS Event Viewer 

Step 1 

A 
Warning 

IDS Event Viewer enables you to view and manage alarm feeds from up to five 
sensors. The following task flow outlines the high-level tasks for configuring and 
working with IDS Event Viewer. 

Install and start IDS Event Viewer. 

Vou cannot upgrade from version 3.1 to version 4.0.lf you have lOS Event Viewer 
3.1, you must uninstall that version before installing version 4.0. 

For more information, see the following references: 

1. Installing IDS Event Viewer, page 6-4 

2. Uninstalling IDS Event Viewer, page 6-5 

3. Starting IDS Event Viewer, page 6-6 
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Chapter 6 lOS Event Viewer lntroduction 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

Working with IDS Event Viewer 

Specify the devices you will monitor with IDS Event Viewer. 

For more information, see the following references : 

1. Adding a Device, page 6-7 

2. Reviewing Device Status, page 6-1 O 

3. Accessing the IDS Device Manager, page 6-12 

Configure filters and views to specify the alarms you want to view. 

For more information, see the following references: 

1. Creating a Filter, page 6-13 

2. Creating a View, page 6-18 

Configure refresh cycle settings and database archival settings and verify 
application settings . 

For more information, see the following references: 

1. Configuring Refresh Cycle Settings, page 6-21 

2. Configuring Data Archival Settings, page 6-23 

3. Specifying Web Browser Application Location, page 6-25 

4. Specifying Ethereal Application Location, page 6-27 

5. Specifying NSDB Folder Location , page 6-28 

6. Changing the Auto Refresh View Setting, page 6-29 

View the events and individual alarms. 

For more information, see the following references : 

1. Viewing Event Data, page 6-30 

2. Working with Alarms, page 6-41 

Maintain the database by importing, exporting, and deleting event data. 

For more information, see Database Administration, page 6-44 
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Chapter 6 IDS Event Viewer lntroduction 
Working with IDS Event Viewer 

lnstalling lOS Event Viewer 

• . ,. 

A 

The following procedure assumes that you have downloaded the IDS Event 
Viewer executable file to the appropriate host. 

Warning You cannot upgrade from version 3.1 to version 4.0. lf you h ave lOS Event Viewer 
3.1, you must uninstall that version before installing version 4.0. Refer to 
Uninstalling IDS Event Viewer, page 6-5, for more information. 

Before You Begin 

You must be logged in to the host as a user with admini strative privileges to insta li 
IDS Event Viewer. 

To instai! IDS Event Viewer, follow these steps: 

Step 1 Locate and double-click the IDS Event Viewer executable to start the setup 
program. 

Step 2 

Step 3 

Step 4 

Step 5 

The Welcome pane! of the IDS Event Viewer setup program appears . 

Click Next to proceed with the setup program. 

The Select Destination Location pane! appears. 

To accept the default location for the IDS Event Viewer files , click Next. 
Otherwise, click Browse to locate a different folder, and then click Next. 

The Select Program Manager Group pane! appears . 

Click Next to proceed with the setup program. 

The Start Installation pane! appears . 

Click Next to proceed with the setup program. 

The lnstalling pane! appears . 

Step 6 Click Next to proceed with the setup program. 

The Installation Complete pane! appears. 

lnstalling and Using the Cisco lntrusion Detection System Device Manager and Event Viewer Version 4.0 

71t-t52BJ-o~ 

CORREIOS 

F l s~ No_0~8_2_7_ 



Chapter 6 IDS Event Viewer lntroduction 

Step 7 

Step 8 

Working with IDS Event Viewer 

Click Finish to complete the IDS Event Viewer setup program. 

The Install popup window appears. 

You must reboot this host to complete the IDS Event Viewer installation. Click 
OK to reboot the host. 

Uninstalling IDS Event Viewer 

Step 1 

Step 2 

Step 3 

You cannot upgrade from version 3.1 to version 4.0. Instead, you must uninstall 
3.1 before installing version 4.0. 

To uninstall IDS Event Viewer, follow these steps: 

Choose Start > Programs > Cisco Systems > Cisco IDS Event Viewer > 
Uninstall Cisco IDS Event Viewer. 

The Select Uninstall Method pane! appears. 

Select Automatic, and then click Next. 

The Perform Uninstall pane! appears. 

Click Finish to continue with the uninstallation. 

If you are uninstalling 3.1, the uninstallation program does not remove the paths 
that were created when 3.1 was installed. To complete the uninstallation o f 3.1, 
you must manually remove the following paths from the Windows system PATH 
variable: 

• [drive letter:\. .. ]Cisco IDS Event Viewer\MySQL\bin 

• [drive letter:\. .. ]Cisco IDS Event Viewer\JRE\bin 

• [drive letter:\. .. ]Cisco IDS Event Viewer\DataFeed\bin 

• [drive letter:\. .. ]Cisco IDS Event Viewer\IEV\bin 

• [drive letter:\. .. ]Cisco IDS Event Viewer\MySQL\lib\opt 

The Cisco IDS Event Viewer and MySQL services are stopped and removed along 
with the entire Cisco IDS Event Viewer directory. 
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Chapter 6 lOS Event Viewer lntroduction 
Working with IDS Event Viewer 

Starting IDS Event Viewer 

Tip Ensure the Windows NT services for IDS Event Viewer are running . You can 
review the status of the Cisco IDS Event Viewer and MySQL services by selecting 
Start > Settings > Contrai Pane! > Services. 

To start IDS Event Viewer, follow these steps : 

Step 1 Double-click the Cisco IDS Event Viewer shortcut on your desktop, or 

Step 2 From the Windows Start menu, select Programs > Cisco Systems > Cisco IDS 
Event Viewer > Cisco IDS Event Viewer. 

Specifying Devices to Monitor 

• . ,. 

IDS Event Viewer enables you to view alarms for up to five sensors ata time . To 
specify which five sensors IDS Event Viewer should monitor, you have to add 
each sensor to the Devices folder. You can !ater change the properties associated 
with a device or delete a device from IDS Event Viewer. This section includes the 
following procedures : 

• Adding a Device, page 6-7 

• Editing Device Properties, page 6-1 O 

• Deleting a Device, page 6-10 

• Reviewing Device Status, page 6-1 O 
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Chapter 6 lOS Event Viewer lntroduction 

Working with lOS Event Viewer 

Adding a Device 

Step 1 

Step 2 

lnstalling and 

78-15283-01 

To add a sensor to the IDS Event Viewer Devices folder, follow these steps: 

From the IDS Event Viewer main menu , select File > New > Device. 

The Device Properties pane! appears. 

Figure 6-2 Device Properties 

~ Dev1ce Propettle:s • i~ .d.QJ.29 
;-New Senso< lnformatlon----------------·-------·-----~, 

i Senso< P Address: 
! 
: Senso< Name: 

j User Neme: 

' Possword: 

i 

i -~-- ~ i 
i c·Choose lhe comnunicatlon protOC<JI-------------- - -------, i 
i I r. Use encrypted connectlon (~ps) ; ; 

f! r Use non-encrypted connect1on (hllp) 
!l 

[ 1evert stort Time (UTC)--- ---· 

f Í R: Lotes! Aletls 
i ! 

-----·- ------'i 
i 

!! 
j j 
; ; 

!! 

f :-Exclude olerts ofthe folowlng -Y level:s)- ------ ---: j 

i j L ntonnatlonal i i ;; !j 
l[ rLow · · il :: rll!edil.m .. 
1
:rligh I r 

'~· -----··-----------·-··-·-----··--·--··-----------------~ 

~ Concel I~ 

Complete the following fields in the Device Properties pane!: 

• Sensor IP Address 

• Sensor Name 

• User Name 
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Chapter 6 IDS Event Viewer lntroduction 
Working with lOS Event Viewer 

Step 3 

Step 4 

Step 5 

Step 6 

• Password 

• Web Server Port 

~ .. 
Note The information you provide in the Device Properties pane! should match 

the settings you entered during initial configuration of the sensor. If you 
have set up a user account with Viewer access for IDS Event Viewer, 
specify the username and password for that account. 

To specify the communication protocol IDS Event Viewer should use when 
connecting to the sensor, select the Use encrypted connection (https) or Use 
non-encrypted connection radio button. 

To specify what alerts to pull from the sensor, follow these steps: 

a. To pull the latest alerts from the sensor, select the Latest Alerts check box. 

IDS Event Viewer will receive alerts from the sensor, beginning with the first 
alert the sensor receives after connecting with IDS Event Viewer. 

b. To pull alerts from the sensor eventStore, deselect the Latest Alerts check 
box and specify the following: 

• Start Date 

• Start Time 

IDS Event Viewer will receive alerts from the sensor, beginning with the first 
alert that matches the criteria you specified. 

To exclude alarms of a certain severity levei, select one or more of the following: 

• Informational 

• Low 

• Medium 

• High 

Alarms that match the severity level(s) you selected are not pulled from the sensor 
event store and will not appear in the Statistical Graph. 

Click OK to close the Device Properties pane!. 

IDS Event Viewer sends a subscription request to the sensor. This request remains 
open until you modify the device properties or delete the device. 
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Chapter 6 lOS Event Viewer Jntroduction 

Step 7 

Working with lOS Event Viewer 

~. 
Note If you specified https as the communication protocol , IDS Event Viewer 

retrieves the certificate information from the sensor and displays the 
Certificate Information dialog box. You must click Yes to accept the 
certificate and continue the https connection between IDS Event Viewer 
and the sensor. 

Figure 6-3 Certificate lnformation 

~ Certlhcate Information '<r_.~ 

Do you·w•nt to trust the following certlf"!Hte? 

l .. ls;u~r -C-N=1 0 .89.1JO .9S,Õ LJ;;IÓs.4235, O="Ci;co-s~~ems. h'lc.", C=uS -~··-~· 
Vaüd From: Wed Oec 0418:12:18 CST 2002 : 

ValidTo: Sal Dec 0418:12:18CST 2004 : 

Serial Number: C208309C4E8EA085 · 

_Signature Algor~hm; SHA1withRSA 

;subject: CN• 1 0 .89.130.96, OU=IOS-4235, O•"Cisco Systems, Inc .", C•US 

Fingerprirt (MOS): 06 27 OF CB 32 99 81 90 88 2C BC EF 24 EF 88 40 

Fingerprint (SHA): 03 FS 04 70 05 1 8 EA A2 7 A 49 26 CS 66 9E A7 58 CO EC 86 BA 

~~~ 
------------------------------------------~Q 

Repeat Steps I through 3 for any additional sensors you want to monitor (up to 5). 

~ .. 
Note I f IDS Event Viewer cannot connect to the sensor, a red X appears next to 

the device name to indicate that no connection is present. IDS Event 
Viewer continues trying to connect to the sensor every 20 seconds until a 
connection is established or you delete the device from IDS Event Viewer. 
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Chapter 6 IDS Event Viewer lntroduction 
Working with IDS Event Viewer 

Editing Device Properties 

Step 1 

Step 2 

Step 3 

To edit properties for an existing device in the Devices folder, follow these steps: 

----~~-·---~---

Expand the Devices folder to view the list of devices . 

Right-click the device you want to edit, and then click Properties. 

The Device Properties pane! appears. 

Select and edit the properties you want change, and then click Update to save 
your changes. 

Deleting a Device 

Step 1 

Step 2 

Step 3 

To delete a device from the Devices folder, follow these steps: 

Expand the Devices folder to view the list of devices . 

Right-click the device you want to delete, and then click Delete Device. 

The Device Deletion Confirmation dialog box appears. 

Click Yes to delete the device from the Devices folder. 

Reviewing Device Status 

• . , ..• 

To review the version information and connection status for a device, follow these 
steps: 

Step 1 Expand the Devices folder to view the list of sensors. 

Step 2 Right-click the sensor for which you want to review status information, and then 
click Device Status. 

The Device Status dialog box displays the Sensor Version, Device Status, Web 
Server Statistic Information, Event Server Statistic Information, and Analysis 
Engine Statistic Information. 

lnstalling and Using the Cisco lntrusion Detection System Devi c e Manager and Event Viewer Version 4.0 

CP.Ml · . ~~RE I OS ~ 
Oo.-, 3 I ~' 

~ls . N° -~ · 

,~ 3 s m~ _- -~- ~- 1. 
'Doe: ----- -,__ ___ ....... . -· ·---- ----
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Working with IDS Event Viewer 

Figure 6-4 Device Status 

~ Devi~:e Status · ·. • -{~ 

Comection status 

fubscription successfully opened .j 

Sensor Version 

f.oco .7)S29(0.7) 

Web Server Slatislic lnformalion 

listener-443 

session-7 

Í remoteHosl remate hosl = 64 .101 .182.213 I isKeepAiiveActive session is persislent = yes I 
L--~~~~~~~~~.~.~~~ .. ~~~~ serviced on current c_o_n_ne_ct_ l_·o_n_= __ s ___________ ~_:l_•.J 

Event .Server Sta!islic information 

General 

openSubscriptions = 5 

blockedSubscriptions = 1 

Subscriptions 

sub-11-80b3d3c 

Analysis Engine Statistic.lnfbrmation 

VirtuaiSensorO 

General General Slatistics for !his Virtual Sensor 

SecondsSinceReset Number of seconds since a reset of lhe slalistics = 96614 

TotaiPackets Total number of packets processed since reset = 252462 

IPPackets Total number of IP packets processed since reset = 252462 

Non-IPPackets Total number of packets lha! were not IP processed since reset = O 

TCPPackets Total number of TCP packets processed since reset = 220560 

UDPPackets Total number of UDP packets processed since reset = 2330 

OI< I r 
______________________________________________ ._ ___________________ ~ ____ __J~ 

IDS Event Viewer will return one of the following connection status responses : 

• Subscription not open yet . 

• Subscription successfully opened . 
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Chapter 6 IDS Event Viewer lntroduction 
Working with IDS Event Viewer 

• Failed t o ope n s ubscr i p tion. Chec k commun ica ti on para meter s. 

• Net work con n e ction error. Is t he web s erv er running? 

• Status unknown . IEV server program may no t be run nin g . 

Step 3 To close the Device Status dialog box, click OK. 

Accessing the IDS Device Manager 

Step 1 

Step 2 

You can access IDS Device Manager for a particular sensor from IDS Event 
Viewer. 

To access IDS Device Manager, follow these steps: 

Expand the Devices folder to view the Iist of sensors . 

Double-click the sensor you want to manage. 

The browser application opens and connects to the IP address for this sensor, 
using the port number and encryption specified in the Device Properties panel. 

Configuring Filters 

• M:SfW 

Filters enable you to customize and refine your view of event data by specifying 
alarms to exclude from your view. IDS Event Viewer ships with a default filter ; 
however, you can create and store user-defined filters in the Filters folder. These 
filters can !ater be applied to any default or user-defined view. This section 
includes the following procedures: 

• Creating a Filter, page 6-13 

• Editing Filter Properties, page 6-16 

• Deleting a Filter, page 6- I 7 
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Chapter 6 IDS Event Viewer lntroduction 

Creating a Filter 

Step 1 

Step 2 

Step 3 

Working with IDS Event Viewer 

To create a filter, follow these steps : 

From the IDS Event Viewer main menu, select File > New > Filter. 

The Filter Properties pane! appears. 

Figure 6-5 Fi/ter Properties 

~ Filter Properbes . ~--:~i ~ _ 

FiKer Name: peteu~ mer 

18: Fitter Fu;;-ctions ----···--,Mmii~?~""'í'S$ ~~~m~"'f.i'~~""""~~""!'i'"""'~~ 
·15< By SeverHy 

·· tx I:MIWJ&@ 
·r By Dst Address 

, · r By Signalure Neme 
L. -r By Senso r Nem e 

r .. r ByTime 
' ·15< By Status 

r. lncluded 

f r Unique 

IP Adclress: 

r.R!II'lge 

start Adcress: ~ 0.89.130.1 

! l lnc<Jded 10.89.130.1 -10 .89.130.255 

ll 
i i 
! I 
! I 
i j 
i l 

r Excluded 

End Adclress: ~ O .89.130.255 

~ Oelete 

!i~ ----------------------------------------~ 
OK I Cancel ~ 

--------------------------------~~======~~ 
To name the filter, type an alpha or numeric text string (up to 64 characters) in the 
Filter Name field. 

To filter alarms by severity, select the By Severity check box under Filter 
Functions and select one or more of the following severity levei check boxes: 
Informational , Low, Medium, or High. 
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Chapter 6 IDS Event Viewer lntroduction 
Working with IDS Event Viewer 

Step 4 

Step 5 

To filter alarms by source address or destination address , select the By Src 
Address or By Dst Address check box, respectively, under Filter Functions and 
perform the following steps: 

a. To include an IP address or range , seiect the lncluded radio button. To 
exclude an IP address or range, select the Excluded radio button. 

b. To specify a single IP address , select the Unique radio button, enter a valid 
IP address in the IP Address field , and then click Add . 

The IP address is added to the group of addres ses excluded or included 
(depending on what you selected) by this filter. 

c. To specify a range o f IP addresses , select the Range radio button, enter a valid 
starting IP address in the Start Address field and a valid ending IP address in 
the End Address field, and then click Add. 

The IP address range is added to the group of addresses excluded or included 
(depending on what you selected) by this filter. 

d. Repeat Step 4 to continue adding IP addresses or ranges of IP addresses . 

To filter alarms by signature name, select the By Signature Name check box 
under Filter Functions and follow these steps : 

a. To locate a signature, click one of the following tabs : 

• Attack-Identifies the attack classification categories . You can select an 
attack category, such as Denial of Service, to exclude ali signatures 
contained in that category. 

• L2/L3/L4 Protocol-ldentifies the Layer 2, 3, and 4 pro toco! categories. 
You can expand each protocol category to view the individual signatures 
contained in that category. You can select an entire protocol category, 
such as UDP signatures, to exclude ali signatures contained in that 
category. 

• OS-Identifies the operating system categories. You can expand each 
operating system category to view the individual signatures contained in 
that category. You can select an entire operating system category, such as 
Windows NT, to exclude ali signatures contained in that category. 

• Service-ldentifies the service categories . You can expand each service 
category to view the individual signatures contained in that category. You 
can select an entire service category, such as DNS , to exclude ali 
signatures contained in that category. 
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Step 6 

Step 7 

Working with IDS Event Viewer 

Figure 6-6 Fi/ter Properties 
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rE· ·· ~ GeneraiiP 

tB · ~ ICMP 
!±I · ~ IP fragment 

8--~ TCP 
. EH -~ General TCP 

8 ·R TCP Anomalies 
:±l· ·R TCP floods 
!±I -~ TCP Hijacks 

itJ--·R TCP Host Sweeps 
:±l ···R TCP Port Sweeps 

G Ri" UDP 

$-·-li!! General UDP 

S··R UDP floods 

:±l ·R UOP Port Sweeps 

------~--------------------------~----------------· -· ==O=K==~'==C=an=c=e=l~~ 
b. To exclude individual signatures, expand the appropriate signature category 

and select the desired signatures. 

The signatures you select are excluded by this filter. 

To exclude alarms by sensor, select the By Sensor Name check box under Filter 
Functions and choose a sensor from the Devices folder. 

To exclude alarms by time and date, select the By UTC Time check box under 
Filter Functions and follow these steps: 

a. Enter a valid numerical start date , beginning with the 4-digit year, and then 
the 2-digit month and day in the Start Date field. 

b. Enter a valid start time, beginning with the 2-digit hour, and then minute and 
seconds in the Start Time field. 

p 
Tip 16:00:00 is the equivalent to 4:00p.m. 
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Step 8 

Step 9 

c. Enter a valid numerical end date, beginning with the 4-digit year, and then the 
2-digit month and day in the End Date field . 

d. Enter a valid end time, beginning with the 2-digit hour, and then minute and 
seconds in the End Time field . 

p 
Tip 22:30:00 is the equivalent to 10:30 p .m. 

e. Repeat Step 7 to add additional time periods . 

To exclude alarms by status, select the By Status check box under Filter 
Functions and select one or more of the following status levei check boxes: 

• New 

• Acknowledged 

• Assigned 

• Closed 

• Deleted 

To save the filter, click OK. 

The filter is added to the Filters folder and can now be used in a view. 

Editing Filter Properties 

Step 1 

Step 2 

To edit the properties for an existing filter in the Filters folder, follow these steps : 

_____ , -----·-----~~--Q-· ----~· 

Expand the Filters folder to view the list of defined filters. 

The Filter Properties pane] appears . 

Right-click the filter you want to edit, and then click Properties. 
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Step 3 

Step 4 

Deleting a Filter 

Step 1 

Step 2 

Step 3 

Working with lOS Event Viewer 

Select and edit the properties , as appropriate, listed under Filter Functions, and 
then click OK. 

A dialog box appears and warns you that you are about to overwrite the existing 
filter with the edited filter. 

Click Yes to overwrite the existing filter and save your changes . 

To delete a filter from the Filters folder, follow these steps: 

---------~----·--· 
Expand the Filters folder to view the list of defined filters. 

The Filter Deletion Confirmation dialog box appears. 

Right-click the filter you want to delete, and then click Delete Filter. 

Click Yes to delete the filter from the Filters folder. 

Configuring Views 
Views enable you to analyze filtered event data from a specified source. IDS 

Event Viewer ships with five default views; however, you can use the View Wizard 
to create and store user-defined views in the Views folder. This section includes 
the following procedures: 

• Creating a View, page 6-18 

• Editing View Properties, page 6-20 

• De1eting a View, page 6-21 
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Working with lOS Event Viewer 

Creating a View 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

To create a view, follow these steps: 

From the IDS Event Viewer main menu, select File > New > View. 

The View Wizard appears. 

To name the view, enter an alpha or numeric text string (up to 64 characters) in 
the View Name field . 

To specify a filter, select the Use Filter check box and choose a filter from the list. 

To specify how alarms are grouped in the table, select a grouping style under 
Select the grouping style on alarm aggregation table. 

To specify the columns that should appear in the table, select one or more check 
boxes under Select the columns initially shown on alarm aggregation table. 

To specify sort order for the columns, select an option from the Column 
Secondary Sort Order list. 

Click Next to advance to the final pane! of the View Wizard. 

The final pane! of the View Wizard appears. 
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Step 8 

Working with lOS Event Viewer 

Figure 6-7 View Wizard 
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---------------------------------------------------J ~ 
To specify the alarms that should populate this view, select a source from the 
Choose a data source list box . 

Note To view alarms in real time , select event_realtime_table . IDS Event 
Viewer also comes with a demo table. If the data source you want to use 
has not yet been established, you can select the default source 
(event_realtime_table) and later edit the view to assoei ate a different data 
source. 
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Step 9 To specify the columns that should appear in the alarrn detail, select one or more 
columns frorn the Select the columns initially shown on alarrn detail table list. 
You can rearrange the order of these colurnns by using the Up or Down buttons. 

Step 10 To save your changes and create the view, click Finish. 

The view is added to the Views folder. 

Editing View Properties 

p 
Tip If you only need to change the data source associated with this view, right-click 

the view and select Data Source . Frorn the Change Data Source pane! you can 
select a new source for the current view. For more inforrnation, see Specifying a 
Data Source, page 6-31. 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

To edit the properties for an existing view in the Views folder, follow these steps : 

Expand the Views folder to view the list of defined views. 

The View Wizard appears. 

Right-click the view you want to edit, and then click Properties. 

Select and edit the view narne, associated filter, grouping style, colurnns, or sort 
order. Or, click Next to advance to the final pane! frorn which you can edit the data 
source and colurnns for the alarm detail. 

Click Finish to accept your changes . 

A dialog box appears and warns you that you are about to overwrite the existing 
view with the edited view. 

Click Yes to overwrite the existing view and save your changes. 
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Deleting a View 

Step 1 

Step 2 

Step 3 

Working with lOS Event Viewer 

To delete a view from the Views folder, follow these steps: 

Expand the Views folder to view the list of defined views. 

The View Deletion Confirmation dialog box appears. 

Right-click the view you want to delete , and then click Delete View. 

Click Yes to delete the view from the Views folder. 

Configuring Preferences 

From the Edit menu, you can specify how often contents in a graph or table view 
are refreshed. You can also configure archival settings to optimize performance . 
This section includes the following procedures : 

• Configuring Refresh Cycle Settings, page 6-21 

• Configuring Data Archival Settings, page 6-23 

Configuring Refresh Cycle Settings 

Step 1 

To configure the Refresh Cycle settings , follow these steps : 

From the IDS Event Viewer main menu, select Edit > Preferences > Refresh 
Cycle. 

The Refresh Cycle tab of the Preferences pane! appears. 
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• MfjW 

Step 2 

Figure 6-8 Refresh Cycle 

@:; Preferences: Threat Analysis Console · -- Z>:i·'t 

r Every n Mint.te(s) 
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r Every day a! time: joo: 00 i) 

Cancel Apply 

..... 

~================================~~ 
To set the automatic refresh, perform one of the following steps : 

a. To set the automatic refresh to occur every 1 to 59 minutes, select the Every 
_ Minute(s) radio button, select a time interval from the list, and then click 
Apply. 

b. To set the automatic refresh to occur every I to 23 hours, select the Every _ 
Hour(s) radio button, select a time interval from the Iist, and then click 
Apply. 
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Step 3 

Working with IDS Event Viewer 

c. To set the automatic refresh to occur once a day, select the Every day at time 
radio button, select a specific time from the list, and then click Apply. 

d. To stop the automatic refresh, select the Stop Auto Refresh radio button, and 
then click Apply. 

To close the Preferences pane!, click the Close button. 

Configuring Data Archival Settings 

Step 1 

Step 2 

IDS Event Viewer includes a database archival feature that enables you to archive 
real-time events and ensure available disk space for incoming events. Two 
thresholds control the archival process. The first is a time interval and the second 
is a maximum number of records. Crossing either threshold triggers the archival 
processes . 

If the time interval threshold is crossed, ali records with a status matching the 
archival settings are moved from event_realtime_table to 
archive_table.timestamp. Any alarms with a status set to Deleted are deleted. 

If the maximum records threshold is crossed, any alarms with a status set to 
Deleted are deleted from the event_realtime_table. Then, ali records with a status 
matching the archival settings are moved from event_realtime_table to 
archive_table. timestamp. If, after the initial archival process, the 
event_realtime_table still contains more than half of the maximum number of 
records allowed, the archival process continues to archive and remove records 
(except those with a status set to New) . If the number of records remaining 
exceeds the maximum number of records allowed, ali remaining records are 
archived, including those with a status set to New. 

To configure data archival settings, follow these steps: 

From the IDS Event Viewer main menu, select Edit > Preferences > Data 
Archival Setup. 

The Data Archival Setup tab of the Preferences pane! appears. 

To specify the alarms that you want to archive, select one o r more o f the following 
alarm status check boxes: 

• New 

• Acknow ledged 
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Step 3 

Step 4 

• Assigned 

• Closed 

To enable a time interval threshold, select Enable time schedule for archiving 
events and follow these steps: 

a. To set the archival to occur every 1 to 59 minutes , select the Every _ 
Minute(s) radio button and select a time interval from the Iist. 

b. To set the archival to occur every 1 to 23 hours, select the Every _ Hour(s) 
radio button and select a time interval from the list. 

c. To set the archival to occur once a day, select the Every day at time radio 
button and select a specific time from the list. 

To specify the maximum number of real-time events to allow in the 
event_realtime_table, enter a numerical v alue (from 1000 to 1 ,000,000) in the 
Maximum number of events in 'event_realtime_table' field . When this 
threshold is met, IDS Event Viewer begins to archive events to make room for new 
events in the event_realtime_table. 

Step 5 To specify the maximum number of archived files, enter a numerical value (from 
10 to 400) in the Maximum number of archived files field. When this threshold 
is met, IDS Event Viewer begins to compress half of the oldest archived files and 
moves them to the compressed directory. 

Step 6 To specify the maximum number of compressed archived files , enter a numerical 
value (from 10 to 400) in the Maximum number of compressed archived files 
field . When this threshold is met, IDS Event Viewer begins to purge half of the 
oldest compressed archived files. 

Step 7 

Step 8 

~ .. 
Note To maintain available disk space for a full event_realtime_table, IDS 

Event Viewer purges compressed and archived files on a first-in, first-out 
basis until the available disk space is greater than three times the space 
needed. 

To save your changes, click Apply. 

To close the Preferences pane!, click the Close button. 

--------------------------------------------------=---
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Configuring Application Settings 

IDS Event Viewer relies on supporting applications to carry out database, 
retrieval , and communication functions. From the Edit menu, you can specify the 
location of these supporting applications . This section includes the following 
procedures: 

• Specifying Web Browser Application Location, page 6-25 

• Specifying Ethereal Application Location, page 6-27 

• Specifying NSDB Folder Location, page 6-28 

• Configuring Refresh Cycle Settings, page 6-21 

Specifying Web Browser Application Location 

' Note IDS Event Viewer detects the location of your web browser when you install IDS 

~ ... 

Event Viewer. You only need to specify the location of the browser application if 
you !ater move the Internet Explorer or Netscape executable file to a different 
directory. 

Note IDS Event Viewer version 4.0 supports Internet Explorer versions 5.5 and !ater 
and Netscape versions 4.7 and !ater. 
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Step 1 

Step 2 

Step 3 

To specify the location of your browser, follow these steps: 

From the IDS Event Viewer main menu , select Edit > Applications Settings . 

The Application Settings pane! appears . 

Figure 6-9 Application Settings 

[; Application Settings · ~ _,: •.. 

HTML ·Browset Location 

: JProgram FilesJlnternet Explorer Aexplore .ex e 6rowse ... 

Ethereal Executable File Location 
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P AUto refresh parent view oiH:Iàlabase modifications, ... 

. ·~ _ : _c_an_c_e_I~J ~ 
-~----.;. _____________ _.:_ ____ _ ~ 

Enter the path, beginning with the drive letter, to the Internet Explorer or Netscape 
executable file in the HTML Browser Location field , or click Browse to locate the 
file. 

Click OK to accept your changes and close the Application Settings pane!. 

--------------·-------------------------------·~ 
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Specifying Ethereal Application location 

~ .. 
Note 

Step 1 

Step 2 

Step 3 

If Ethereal is installed on your system when you install IDS Event Viewer, IDS 
Event Viewer detects the location. You only need to specify the location of 
Ethereal i f you la ter move the Ethereal executable file to a different directory or 
if you decide to install Ethereal after installing IDS Event Viewer. 

To specify the location of Ethereal , follow these steps: 

From the IDS Event Viewer main menu, select Edit > Applications Settings . 

The Application Settings pane! appears . 

Figure 6-10 Application Settings 

[iJ Application Settings · ~~'-.::· 
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··:· 

~ Caocel 

----------------~ 

Enter the path , beginning with the drive letter, to the Ethereal executable file in 
the Ethereal Executable File Location field , or click Browse to locate the file. 

Click OK to accept your changes and close the Application Settings panel. 

~ 
~ 
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Specifying NSDB Folder Location 

~ .. 
Note The NSDB is installed during IDS Event Viewer installation. You only need to 

specify the location of the NSDB if you have moved the NSDB HTML folder to 
a different directory since installing IDS Event Viewer. 

Step 1 

Step 2 

Step 3 

To specify the location of the NSDB, follow these steps: 

From the IDS Event Viewer main menu, select Edit > Applications Settings . 

The Application Settings pane! appears . 

Figure 6-11 Application Settings 

r.;;] Applrcation Settings · · ·-:;~ ' · 
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. "/ . · . . 

~ Cancel 
~ 

·----~----------~~ 

Enter the path, beginning with the drive letter, to the NSDB HTML folder in the 
NSDB HTML Folder Location field, or click Browse to locate the folder. 

Click OK to accept your changes and close the Application Settings pane!. 

=-·~-~----~-------

.. .. ..· · 
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Changing the Auto Refresh View Setting 

Step 1 

Step 2 

Step 3 

By default, if you delete a row in the Drill Down Dialog table or Expanded 
Details Dialog table, the aggregation table for that view is automatically refreshed 
to reflect the changes. However, you can change the default setting so that a 
change in a subordinate view is not reflected in the parent view until the next 
refresh cycle. 

To change the auto refresh database setting, follow these steps : 

From the IDS Event Viewer main menu , select Edit > Applications Settings. 

The Application Settings pane! appears . 

Figure 6-12 Application Settings 

[7;1 Application Settings :r: ,. · 
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To change the default auto refresh view setting, deselect the Auto refresh parent 
view on database modifications check box. 

Click OK to accept your changes and close the Application Settings pane!. 
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Viewing Event Data 

After you configure IDS Event Viewer, you can manipulate the views and tables 
to display event data from the sensors you are monitoring. This section includes 
the following introduction and procedures: 

• Introduction to Tables and Graphs , page 6-30 

• Specifying a Data Source, page 6-31 

• Viewing Ali Columns, page 6-32 

• Sorting Data in Columns, page 6-33 

• Displaying Multiple Views, page 6-33 

• Viewing Events in a Graph, page 6-34 

• Viewing Event Details, page 6-34 

• Viewing Events in the Realtime Dashboard, page 6-37 

• Using Ethereal , page 6-40 

lntroduction to Tables and Graphs 

IDS Event Viewer enables you to access various tables and graphs that provide 
specialized views into the event data you are analyzing. Before you create a view 
and begin working with the individual tables and graphs, you should review the 
following descriptions. 

The following tables and graph organize the events for a view. The events shown 
in these tables and graph differ depending on the data source you select for the 
view. The data source can be the event_realtime_table, archived tables, or 
imported log files . 

• Alarm Aggregation table-The first table displayed for any view. You access 
an alarm aggregation table by double-clicking the view name in the Views 
foi der. 

• Expanded Details Dialog table-Displays the details of a particular event 
listed in an alarm aggregation table. You access the Expanded Details Dialog 
table by right-clicking a row in the first column of an alarm aggregation table . 
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• Drill Down Dialog table-Displays the individual entries for a particular 
column in the alarm aggregation table, such as the individual source 
addresses associated with a UDP Bomb event. You access the Drill Down 
Dialog table by double-clicking a column (except first or Total Alarm Count) 
in an alarm aggregation table . 

• Alarm Information Dialog table-Displays the individual alarms for a 
particular event. You access the Alarm Information Dialog table by 
double-clicking the Total Alarm Count column in the alarm aggregation table, 
or by right-clicking the first column of the Expanded Details Dialog table. 

• Statistical Graph-Displays the average number of alarms received by IDS 
Event Viewer, based on the filter that is applied to the data source. Therefore, 
depending on the filter, the Statistical Graph may not reflect the true average 
number of alarms . The time stamp for these events reflects the time the sensor 
generated the alarm. 

The following table and graph organize events from a continuously running thread 
in IDS Event Viewer. This thread continuously monitors and aggregates the total 
number of alarms IDS Event Viewer receives . 

• Realtime Dashboard-Displays the events, in real time, as IDS Event Viewer 
receives these events from the sensor(s). The most recent events appear at the 
top of the table. By default, the Realtime Dashboard displays the most recent 
events received from every device configured in IDS Event Viewer. You can 
configure the Realtime Dashboard to display only events from a particular 
device or only events of a particular severity levei. You can also configure 
how often IDS Event Viewer should retrieve events from the sensor(s) and the 
maximum number of events to display. 

• Realtime Graph-Displays the average number of alarms received by IDS 
Event Viewer. The time stamp for these events reflects the time IDS Event 
Viewer received the alarm, not necessarily the time the sensor generated the 
alarm. 

Specifying a Data Source 

You must associate a data source with a view to indicate the events that view 
should display. 
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Step 1 

Step 2 

Step 3 

To specify or change the data source associated with a view, follow these steps : 

Expand the Views folder to view the list of defined views . 

Right-click the view for which you want to specify a data source, and then click 
Data Source. 

The Change Data Source di alog box appears . 

Select a data source from the Select the data source for current view(s) list, and 
then click OK. 

If the view is open, the table automatically refreshes with events from the new 
data source. Otherwise, to reset the view with events from the new data source, 
double-click the view in the Views folder. 

Viewing Ali Columns 

Step 1 

Step 2 

Step 3 

You can right-click a column to hide it from the current view. You can !ater display 
all columns, including those hidden from view. 

To view ali columns, follow these steps : 

To view ali columns for the current view, right-click a column heading and select 
Show Ali Columns . 

The columns configured for this view are displayed. 

To hide a single column, right-click the column heading and select Hide Column. 

~ .. 
Note You cannot hide the first or last column in an alarm aggregation table . 

The column is hidden from the current view only. The next time you open this 
particular view, the column appears. If you want to permanently remove the 
column, edit the view properties . 

For columns that display an ellipses ( ... ) after the column heading, click and drag 
the split bar that separates the columns to expand the column. 
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Chapter 6 lOS Event Viewer lntroduction 

Step 4 

Step 5 

Working with lOS Event Viewer 

For ali columns, except the first, double-click a cell in that column to drill down 
and view the contents of the column. 

The Drill Down Dialog appears, unless you double-click the Total Alarm Count 
column, in which case the Alarm Information Dialog appears . 

For cells that display an arrow (->) after the number o f occurrences, 
double-click that cell to display the contents of the cell. 

A second table appears in the Drill Down Dialog and displays the contents of the 
c e li. Double-clicking a cell containing an arrow (->)in this second table displays 
the Alarm lnformation Dialog. 

Sorting Data in Columns 

Step 1 

Step 2 

Step 3 

You can sort the table data in ascending or descending arder by column. 

To sort data in columns, follow these steps : 

To view ali columns for the current view, right-click a column heading, and then 
select Show Ali Columns. 

Double-click the column heading to select the column containing the data you 
want to sort. 

An Up Arrow or Down Arrow appears, indicating the possible sort arder for the 
column data. 

Click the arrow to sort the data in the order indicated. 

~ .. 
Note You can only sort the table by one column ata time. Therefore, when you 

double-click an additional column heading, the arrow is removed from the 
previous column and appears next to the selected column heading. 

--------,~----- ~ 

Displaying Multiple Views 

You can display multiple views at the same time . IDS Event Viewer places one 
view behind the other and displays a tab for each view. 
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Chapter 6 lOS Event Viewer lntroduction 
Working with IDS Event Viewer 

Step 1 

Step 2 

Step 3 

To display multiple views, follow these steps : 

---~-- -----~-----~~·-~--·---,--
Expand the Views folder to view the list of defined views. 

To open a view, double-click the view name. 

The view appears in the right view pane and displays an alarm aggregation table . 

Repeat Step 2 for each additional view that you want to open . 

Step 4 To close a single view, right-click the tab for that view and select CloseX, where 
X stands for the name o f the view. 

Step 5 To close ali views, right-click the tab for any view and select Close Ali Views. 

Ali open views close . 

Viewing Event Details 

You can expand an event to view the details , such as signature name and severity 
levei, associated with that event. 

To view event details, follow these steps : 

Step 1 Right-click a cell in the first column in an alarm aggregation table associated with 
the event you want to expand, and then select Expand Whole Details. 

Step 2 

The Expanded Details Dialog appears with the Whole Address panel displayed . 

To view the events by address category, click the Class A Levei, Class B Levei , 
or Class C Levei tab. 

------·-·---------------------~----~--------------· 

Viewing Events in a Graph 

You can view events in a Realtime Graph or Statistical Graph . Each graph 
provides a view of the average number of alarms per minute, based on severity 
levei. However, each graph represents a different data source and therefore a 
different view into the events . 
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Chapter 6 lOS Event Viewer lntroduction 

Step 1 

Working with lOS Event Viewer 

The Realtime Graph is populated with events from a continuously running thread 
in IDS Event Viewer. This thread continuously monitors and aggregates the total 
number of alarms IDS Event Viewer receives . The events displayed in the 
Realtime Graph reflect the average number of alarms received by IDS Event 
Viewer. The time stamp for these events reflects the time IDS Event Viewer 
received the alarm, not necessarily the time the sensor generated the alarm. 

The Statistical Graph is populated with events from the data source you select. 
Valid data sources include the event_realtime_table, any archived table, or any 
imported table. The events displayed in the Statistical Graph reflect the average 
number of alarms received by IDS Event Viewer, based on the fi! ter that is applied 
to the data source. Therefore, depending on the filter, the Statistical Graph may 
not reflect the true average number of alarms . The time stamp for these events 
reflects the time the sensor generated the alarm. 

To view a graph, follow these steps: 

To view the Realtime Graph, select Tools > Realtime Graph. 

The Realtime Graph appears. 
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Working with IDS Event Viewer 

• MflW 

Step 2 

Figure 6-13 Realtime Graph 

(i]Realtime Graph ~'~'tt~ 
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To view the Statistical Graph, follow these steps: 

a. Expand the Views foi der and locate the view that contains the alarm data you 
want to display in a graph. 

b. Right-click the view and select Statistical Graph. 

IDS Event Viewer queries the data source for the selected view and calculates 
the average alarms per minute . The Statistical Graph appears and displays the 
result. 
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Chapter 6 lOS Event Viewer lntroduction 

Step 3 

Step 4 

Working with lOS Event Viewer 

Figure 6-14 Statistica/ Graph 
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To change the range of events displayed in the graph, follow these steps: 

a. Specify the time span by which you want to advance the view. 

b. To adjust the start time by the interval selected in SPAN, use the forward and 
backward arrows . 

To change the presentation to a bar or area graph, click Bar or Area. 

Viewing Events in the Realtime Dashboard 

You can use the Realtime Dashboard to view a continuous stream of real-time 
events from the sensor. 
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Chapter 6 lOS Event Viewer lntroduction 
Working with IDS Event Viewer 

• Mifl:M 

Step 1 

Step 2 

Step 3 

Step 4 

To view events in the Real time Dashboard, follow these steps : 

Select Tools > Realtime Dashboard > Launch Dashboard. 

IDS Event Viewer opens a subscription request wíth the sensor. If the connection 
is successful , the Realtime Dashboard appears and displays the most recent events 
received by the sensor since the request was opened . 

Figure 6-15 Realtime Dashboard 

To pause the stream of real-time events, click Pause. 

IDS Event Viewer stops populating the Realtime Dashboard with events . 

To resume the stream of real-time events , click Resume. 

IDS Event Viewer populates the Realtime Dashboard with events, beginning with 
the first event that was received after the stream was paused. 

To clear ali existing events from the Realtime Dashboard, click Reconnect. 

Ali existing events are removed from the Realtime Dashboard and IDS Event 
Viewer opens a new subscription with the sensor. 
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Chapter 6 lOS Event Viewer lntroduction 

Working with IDS Event Viewer 

Configuring the Realtime Dashboard Settings 

Step 1 

By default, the Real time Dashboard displays the most recent events received from 
every device configured in IDS Event Viewer. You can configure the Realtime 
Dashboard to display only events from a particular device or only events of a 
particular severity levei. You can also configure how often the Realtime 
Dashboard should retrieve events from the sensor(s) and the maximum number of 
events to display. 

To configure the Realtime Dashboard settings, follow these steps: 

Select Tools > Realtime Dashboard > Properties. 

The Realtime Dashboard Properties pane) appears . 

Figure 6-16 Realtime Dashboard Properties 

~ Realtime Dashboard Properties •· : ·~, ~· 

r=xclude alarms of the following severity level(s) 
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I r Devices 

/ ' · ·Í sensor1 
i 

I 
l 
i L _ _ _ ______ _ 

Relrieve F events (Belween 1 to 200) every r second(s) (Belween 1 to 120). 

Maximum number of events in the dashboard: pooo (Between 25 to 5,000). 

Cancel 
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Working with lOS Event Viewer 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

Using Ethereal 

To exclude alarms by severity levei , select one or more of the following severity 
leveis : 

• Informational 

• Low 

• Medium 

• High 

Alarms that match the severity level(s) you selected will not appear in the 
Realtime Dashboard. 

To exclude events from a particular device, select that device under Exclude 
events from the following sensor(s) . 

IDS Event Viewer closes any open subscriptions to this device and no events are 
received from the sensor. 

To configure the number of events IDS Event Viewer retrieves each second, 
follow these steps: 

a. Specify the number of events (between 1 and 200) IDS Event Viewer should 
retrieve during each request. 

b. Specify the number o f seconds (between 1 and 120) that should elapse before 
IDS Event Viewer retrieves more events . 

Specify the maximum number of events to display in the Realtime Dashboard 
(between 25 and 5,000). 

If the maximum number is reached, the oldest alarm will be removed from the 
Realtime Dashboard. This process will continue until the number of alarms in the 
Realtime Dashboard is less than the maximum number you specified. 

Click Apply to save your changes and close the Realtime Dashboard Properties 
pane!. 

Ethereal is a network protocol analyzer for Windows that enables you to examine 
data from a live network or from a captured file. You can interactively browse the 
captured data and view summary and detail information for each packet, including 
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Chapter 6 lOS Event Viewer lntroduction 

Working with IDS Event Viewer 

the reconstructed stream of a TCP session . lf you have Ethereal installed on the 
same host as IDS Event Viewer, you can start the Ethereal application from IDS 
Event Viewer Tools menu and view IP log files. 

Working with Alarms 

After you know how to manipulate views and tables to display the event data you 
are interested in , you can begin to manage individual alarms within those events . 
This task includes setting a status for alarms you have reviewed, adding notes to 
an alarm you want to track, or reviewing detailed alarm and signature information. 

• Viewing Individual Alarms, page 6-41 

• Setting the Alarm Status , page 6-42 

• Adding Notes to an Alarm, page 6-43 

• Show Alarm Context, page 6-43 

• Show Attack Details, page 6-43 

• Accessing the NSDB , page 6-44 

Viewing Individual Alarms 

Step 1 

You can view individual alarms associated with an event. 

To view individual alarms, follow these steps: 

To view alarms from an alarm aggregation table, follow these steps: 

a. Expand the event details for the event containing the alarm you want to view. 

The Expanded Details Dialog appears. 

b. Right-click a row in the Expanded Details Dialog, and then select View 
Alarms. 

The Alarm Information Dialog appears. 
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Chapter 6 IDS Event Viewer lntroduction 
Working with IDS Event Viewer 

Step 2 To view al arms from any table, follow these steps: 

a. Scroll to locate the Total Alarm Count column . 

b. Double-click the cell containing the alarms you want to view in the Total 
Alarm Count column . 

The Alarm Information Dialog appears. 

Setting the Alarm Status 

• M!JfW 

p 

You can associate a status with the alarm, indicating what action should be taken 
by IDS Event Viewer (for alarms marked Deleted or during alarm archival) or by 
someone else in your organization . 

Tip You can right-click a cell in the first column of an alarm aggregation table and 
change the status for ali alarms in that cell. This is useful for deleting severa! 
alarms at the same time. 

Step 1 

Step 2 

To set the status for an alarm, follow these steps: 

Locate the alarm for which you want to set a status. 

To set the status for that alarm, follow these steps : 

a. Right-click the alarm and select Set Status To. 

b. Select one of the following: 

• New 

• Acknowledged 

• Assigned 

• Closed 

• Deleted 

c. Select the status in the Alarm Status column and select a status from the list. 
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Working with lOS Event Viewer 

Adding Notes to an Alarm 

Step 1 

Step 2 

Step 3 

Step 4 

Show Alarm Context 

Step 1 

Show Attack Details 

You can add notes (up to 255 characters) to an alarm entry and store these notes 
as part of the alarm entry in the database. 

To add notes to an alarm, follow these steps : 

Locate the alarm to which you want to add notes. 

Scroll to the Notes column. 

Double-click the cell in the Notes column for the alarm you want to add notes to . 

The cell becomes active and a cursor appears . 

Type the notes you want to store with this particular alarm, and then press Enter. 

-----------=-------------------------------------

Certain alarms may h ave context data associated with them. Context data provides 
a snapshot of the incoming and outgoing binary TCP traffic (up to 256 bytes in 
both directions) that preceded the triggering of the signature. 

To view the context for an alarm, follow these steps: 

From the Alarm Information Dialog or Realtime Dashboard, right-click a cell in 
the Context column, and then select Show Context. 

The Decoded Alarm Context pane! appears . 

Certain attacks , such as sweep attacks , affect multi pie victims orare the result of 
multiple attackers . The alarms generated from these attacks contain summary 
details of the attack. 
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Working with IDS EventViewer 

Step 1 

To view the attack detai ls for an alarm , follow these steps: 

From the Alarm Information Dialog or Realtime Dashboard, right-click the alarm , 
and then select Show Attack Details . 

The Summary Attack Details pane) appears . 

Accessing the NSDB 

The NSDB is a repository of information for individual signatures, including 
signature id, type, structure, and description . 

To access the NSDB , perform one of the following steps : 

Step 1 From the Expanded Details Dialog, right-click any column and then select NSDB 
Link. 

Step 2 

Step 3 

Step 4 

o r 

From the Alarm Information Dialog, right-click any column and then select 
NSDB Link . 

o r 

From the Drill Down Dialog, right-click a cell in the first column and then select 
NSDB Link. 

o r 

Select Tools > NSDB Link. 

---------------=------------------------------~--

Database Administration 

• MiJ@M 

Data base administration is essential to maintaining the integrity of IDS Event 
Viewer. Database administration incl udes routinely importing, exporting , and 
deleting event data . This section includes the following procedures: 

• lmporting Log Files, page 6-45 

• Exporting Tables , page 6-47 
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Chapter 6 lOS Event Viewer lntroduction 

lmporting Log Files 

Step 1 

Step 2 

Working with IDS Event Viewer 

• Deleting Tables from Data Source, page 6-48 

• Deleting Alarms, page 6-49 

To importa log file , follow these steps: 

From the IDS Event Viewer main menu, select File > Database 
Administration > lmport Log Files. 

The Import Log Files pane) appears. 

Figure 6-17 lmport Log Files 

~ Import Log Files ··•, ::. , .· ...J.QJ~ 

I [:~~~~~~~;:] Delete I Log files: 
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f~"-r. IEV 4 .O for!MI 

r Sensor Postoffice 3.x format 

1

-How to Impor! Log Files 

r. C reate New T able (case insens~ive) 

r Append to Existing Table 

f1arm_table_unt~led1 
I 

Jra-rc-hi·-ve-~-ab-le-_-20-0-20-S-23-0-84-. 6-00------------~~ ~ 
__] 

---------------------------------------=='=m=p=ort==~==C=an=c=e=l~~ 

Click Browse to locate the file you want to import. 
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Working with IDS Event Viewer 

• MJtW 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

To specify how the data fields are separated, select Comma (CSV) or Tab from 
the Fields in log file are separated by Iist box . 

To specify the format of the file you want to import, select the IEV 4.0 format or 
Sensor Postoffice 3.x format radio button under Log File Format. 

~ .. 
Note Log files with the Sensor Postoffice 3.x format are converted to IEV 4.0 

format upon import. 

To import the log file information into a new table, follow these steps: 

a. Select the Create New Table radio button under How to Import Log Files. 

b. Type a valid name for the table . 

To import the log file information into an existing table , follow these steps: 

a. Select the Append to Existing Table radio button under How to Import Log 
Files . 

b. Select an existing table from the list box. 

To import the log file, click Import. 

Depending on the option you chose, either the log file is appended to an existing 
table or a table is created. You can then select this table as the data source for a 
particular view and view the alarms in the log file . 
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Exporting Tables 

Step 1 

Step 2 

Working with IDS Event Viewer 

You can export data from the IDS Event Viewer tables to an ASCII file . 

To export a table, follow these steps: 

From the IDS Event Viewer main menu , select File> Database 
Administration > Export Tables. 

The Export Database Tables pane! appears. 

Figure 6-18 Export Database Tables 
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To specify where to store the exported table, click Browse and choose a directory 
for the file . 
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Working with IDS Event Viewer 

Step 3 

Step 4 

Step 5 

Step 6 

To name the exported file, enter a name in the ASCII file name field . 

Select the tables to export to the ASCII file. To select multi pie tables , hold down 
the Ctrl key and click the names of the tables you want to include . 

~ .. 
Note By default, tables are exported in the IEV 4.0 Format. This option appears 

dimmed. 

To specify how the table fields should be separated in ASCII format , select the 
Separate by Comma or Separate by TAB radio button under How to separate 
fields in ASCII file. 

To export the tables , click Export. 

Deleting Tables from Data Source 

• M$f:M 

You can delete an existing table from the list of available data sources for a view. 

To delete a table from the data source repository, follow these steps : 

Step 1 From the IDS Event Viewer main menu, select File > Database 
Administration >Data Source Information. 

Step 2 

Step 3 

The Data Source Information pane! appears . 

Select the row corresponding to the table you want to delete, and then click Delete 
Tables. 

The Table Deletion Confirmation dialog box appears . 

Click Yes to remove the table from the data source repository. 
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Deleting Alarms 

Step 1 

Step 2 

Step 3 

Workíng wíth lOS Event Víewer 

To delete alarms from a data source, follow these steps : 

To delete alarms with a status set to Deleted, follow these steps: 

a. Verify that you have set the status of ali the alarms you want to delete to 
Deleted . 

b. From the IDS Event Viewer main menu , select File> Database 
Administration > Data Source Information . 

The Data Source Information pane! appears . 

c. Select the row corresponding to the table containing the alarms you want to 
delete, and then click Purge Tables. 

Alarms with a status set to Deleted are removed from the table . 

To delete ali alarms from a table associated with an open view, right-click the tab 
for the view and select Set Ali Status to Deleted and Purge. 

The status of ali alarms in that table is set to Deleted and the table content is 
purged. 

To delete a single row from a table associated with an open view, select the row(s) 
you want to delete and then right-click the first column of the table and select 
Delete Row (s) from Database . 

~" 
Note You can delete a single row from an Alarm Aggregation table, the 

Expanded Details Dialog table , or the Drill Down Dialog table . 
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1 
Overview 

This quick start guide presents the requirements and procedures for installing and 
configuring select components o f the Cisco Works VPN/Security Management 
Solution (VMS) 2.1. This guide focuses on three components: 

• Management Center for PIX Firewalls (PIX MC) 

• Management Center for IDS Sensors (IDS MC) 

• Monitoring Center for Security (Security Monitor) 

Note This guide contains quick start installation instructions for evaluating these three 
components on a labor small network. For custom installation instructions, see 
the installation guides available in PDF in the Documentation directory on the 
product CDs. To read the PDF files, you must have Adobe Acrobat Reader 4.0 
installed. 

For deployment guidelines in a larger production environment, see the 
CiscoWorks VPN/Security Management Solution Deployment Guide. 

This guide assumes you are working with a simple Iab or small network that 
includes a PIX Firewall and IDS Sensor, and one Cisco Works2000 Serve r running 
the Management Centers, as depicted in Figure 1-1 . 

CPMI - CORREIOS 

Fls. No--Q-8 7 4 
. j o 9 o 



• 

e o 

Chapter 1 Overview 

Figure 1-1 Sirnple lab Network Exarnple 

® 

1 Outside network, or untrusted network, from which you are protecting 
the inside network. 

2 Hub to which the monitoring interface of the IDS Sensor is attached. 

/ 

3 Cisco Secure IDS Sensor that monitors the traffic on the outside network. 

4 CiscoWorks2000 Server running the PIX MC, IDS MC, and 

5 

Security Monitor, which are used to manage and monitor the IDS Sensor 
and PIX Firewall. 

Inside network, or trusted network, that you are protecting from users on 
the outside network. 

6 PIX Firewall that filters traffic between the inside and outside networks . 

- --- .,.,_ 

.. - ~-----~-- - ---- --~--- ··-- -... - ~ ..... - ·~--- · -··· 

This chapter contains the following sections : -
• About the VMS Bundle, page 1-3 

• VMS 2.1 Bundle Contents, page 1-4 
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Chapter 1 Overview 

Aboutthe VMS Bundle • 

About the VMS Bundle 
Cisco Works VPN/Security Management Solution (VMS), an integral part o f the 
SAFE Blueprint, combines web-based tools for configuring, monitoring and 
troubleshooting enterprise Virtual Private Networks (VPNs), firewalls , and 
network-based and host-based intrusion detection systems (IDS). VMS delivers 
the industry 's first robust and scalable architecture and feature set that addresses 
the needs of small and large-scale VPN and security deployments . 

What's New? 

78-14634-01 

VMS 2.1 includes four new security management and monitoring center modules : 

• Management Center for PIX Firewalls (PIX MC) 

• Management Center for lOS Sensors (IDS MC) 

• Monitoring Center for Security (Security Monitor) 

• Management Center for VPN Routers (Router MC) 

In addition, the CSPM, Cisco lOS Host Sensor and Console, VPN Monitor, CD 
One, and Essentials modules include updates . 

The following VMS 2. I features improve scalability and ease-of-use for security 
management and monitoring center modules: 

• A common architecture that provides a consistent user experience-including 
common user interfaces, workflows, user roles, platforms, installation, and 
administer authentication based on a common Cisco Secure ACS server. 

• A new scalability feature , Auto Update , that allows numerous PIX Firewalls 
to be updated eas ily and quickly. Auto Update enables devices , even those 
remote devices with dynamic IP addresses , to check periodically with an 
update server and download the most up-to-date security policies . 

• Smart Rules Hierarchy enables administrators to define device groups and to 
implement policy inheritance, which enables policies to be replicated quickly 
to across multiple devices . 
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• VMS 2.1 Bundle Contents 

Chapter 1 Overview 

• Command and Control Workflow enables separate groups control over 
network and security operations and provides distinct audit trails . 

• Role-Based Access Control enables organizations to offer different groups 
unique access rights to different devices and applications. 

VMS 2.1 Bundle Contents 
VMS 2.1 contains the VPN!Security Management Solution 2.1 Bundle Update , the 
Quick Start Guide for the VPN!Security Management Solution 2.1, and the 
following seven sub-boxes: 

• Cisco Secure Policy Manager-Contains the Cisco Secure Policy Manager 
for Firewalls and VPNs 3.1 CD. 

• Cisco IDS Host Sensor and Console-Contains the IDS Host Sensor and 
Console 2.5 CD. 

• CiscoWorks Common Services-Contains the Common Services 1.0 CD. 

• CiscoWorks Security Management Centers-Contains the Management 
Center for PIX Firewalls 1.0, Auto Update Server 1.0, Monitoring Center for 
Security and Management Center for IDS Sensors 1.0, and Management 
Center for VPN Routers 1.0 CDs. 

• CiscoWorks VPN Monitor-Contains the VPN Monitor 1.2 for Windows 
and Solaris CDs. 

• CiscoWorks CD One-Contains the CD One 5th Edition for Windows and 
Solaris CDs. 

• CiscoWorks Resource Manger Essentials-Contains the Resource 
Manager Essentials 3.4 for Windows and Solaris CDs. 

The following table provides information about the product CDs and lists the 
associated content for each CD. For the complete list ofpaper and online 
documentation, see Documentation Roadmap, page xiii . 

,, ' 

-- - -· • H HH- H 
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Chapter 1 Overview 

Product CD Enables you to .... 

Management Center Configure PIX Firewalls. 
for PIX Firewalls 1.0 

Management Center . Configure network-based 
for IDS Sensors 1.0 IDS Sensors. 
and Monitoring Center . Monitor network-based and 
for Security 1.0 host-based IDS events and 

lOS and PIX Firewall 
syslogs. 

Management Center Configure VPN routers. 
for VPN Routers 1.0 

Auto Update Server 1.0 Pull configurations from update 
server. 

CiscoWorks Provide common software and 
Common Services 1.0 services for the 

Management Centers . 

Cisco Secure Policy Configure PIX Firewalls, lOS 
Manager 3.1 firewalls, and VPNs. 

78-14634-01 

VMS 2.1 Bundle Contents • 

Associated content.. .. 

. 

. 

. 

. 

. 

. 

. 

. 

. 

. 

. 

. 

. 

PIX MC product CD 

Printed documentation 

- Release Notes 

IDS MC and Security Monitor 
product CDs 

Printed documentation 

- Release Notes 

Router MC product CD 

Printed documentation 

- Release Notes 

AUS product CD 

Printed Documentation 

- Release Notes 

Cisco Works Common Services 
product CD 

Printed Documentation 

- Registration and Licensing Notes 
for Common Services 

- Release Notes 

CSPM product CD 

Printed Documentation 

- Release Notes 

CSPM License Disk-Provides the 
license to use CSPM. For information 
about the number o f supported 
devices, see the device license 1abel 
on the disk. 
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Chapter 1 Overview 
• VMS 2.1 Bundle Contents 

Product CO Enables you to .... Associated content. ... 

IDS Host Sensor and Configure host-based IDS to o Cisco IDS Host Sensor product CD 
Console 2.5 

VPN Monitor 1.2 

Resource Manager 
Essen tials 3 .4 

CD One, 5th Edition 
(Cisco View) 

Note 

protect criticai servers. 
o Printed documentation 

- Cisco Intrusion Detection System 
Host Sensor Registration 

- Release Notes 

Monitor IPSec-based, site-to-site o VPN Monitor product CD 
and remote access VPNs. 

o Printed documentation 

- Release Notes 

Use operational management, o Essentials product CD 
such as software distribution, 
change audit, and syslog 

o Printed documentation 

analysis. - Release Notes 

Use CiscoView for graphical o CD One product CD 
device management. 

o Printed documentation 

- Release Notes 

CiscoWorks Common Services, CSPM, IDS MC, Security Monitor, Router MC, 
AUS, and PIX MC can be installed only on Windows 2000. The Cisco IDS Host 
Sensor Console can be installed on Windows 2000 and Windows NT servers. The 
Cisco IDS Host evaluation Agents can be installed on Windows 2000, 
Windows NT, and Solaris. 

Solution 2.1 
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VMS Bundle Component lnstallation 

This chapter describes the system requirements and procedures for installing 
CiscoWorks Common Services, Management Center for PIX Firewalls 
(PIX MC), Management Center for IDS Sensors (IDS MC), and 
Monitoring Center for Security (Security Monitor). It also includes procedures to 
verify that you successfully installed the components. 

System Requirements 

78-14634-01 

CiscoWorks Common Services, PIX MC, IDS MC, and Security Monitor are 
components of the VPN/Security Management Solution (VMS). 

You can instai! VMS CDs on Windows 2000. Table 2-1 shows VMS server 
requirements for Windows 2000 systems. 

lãble 2-1 Server Hequiren1ents 

System Component 

Hardware 

Processo r 

Requirement 

• IBM PC-compatible with a CD-ROM drive 

• Color monitor with video card capable of 16-bit 
colors 

Pentium, 1 GHz, minimum 

Quick Start Guide for lhe 
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Chapter 2 VMS Bundle Componenl lnstallation 
System Requirements 

.,. 

lãb!e 2-1 Server Requirements (continued} 

System Component 

Operating System 

File System 

Memory 

Virtual Memory 

Hard Drive Space 

Requirement 

You must have one o f the following operating 
systems: 

Note 

Windows 2000 Server, Service Pack 2 or 
Service Pack 3 

Windows 2000 Professional , Service Pack 2 or 
Service Pack 3 

Cisco Works Common Services h as not been 
tested with any other Windows or Windows 
2000 operating system or service pack; 
therefore , installing Cisco Works 
Common Services on any other operating 
system is not supported. 

NTFS 

I Gigabyte, minimum 

2 Gigabytes, minimum 

9 Gigabytes o f free hard drive space, minimum 

Note The a c tua! amount o f hard drive space 
required depends upon the number of 
CiscoWorks Common Services client 
applications you are installing and the number 
of devices you are managing with the client 
applications. 

Additionally, you should not instai! CiscoWorks Common Services on a Windows 
server that is running any o f the following services : 

• Primary domain controller 

Backup domain controller 

Terminal server 

You can access ali product features from a client that fulfills the hardware, 
software, and browser requirements . Table 2-2 shows client hardware and 
software requirements. 

• Quick Start Guide for lhe VPN/Security Managemenl Solution 2.1 
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Chapter 2 VMS Bundle Component lnstallation 

System Requirements 

Tab!e 2-2 Client Hardware and Software Requirements 

System Component 

Hardware/Software 

Hard Drive Space 

Memory 

Web Browser 

78-14634-01 

Requirement 

IBM PC-compatible compu ter with 300 MHz o r faster 
Pentium processar running one o f the following: 

• Windows 98 

• Windows NT 4.0 Workstation 

• Windows NT 4.0 Server 

• Windows 2000 Advanced Server 

• Windows 2000 Server or Professional Edition 
with Service Pack 2 or Service Pack 3 

Solaris SPARCstation or Sun Ultra 1 O with a 
333MHz processar running one o f the following 
operating systems : 

- Solaris 2.7 

- Solaris 2.8 

• 400MB virtual memory (for Windows) 

• 512 MB swap space (for Solaris) 

256MB, minimum 

You must also install one o f the following HTML 
browsers : 

• Microsoft Internet Explorer 6.0 or 5.5 with 
Service Pack 2, and Java Virtual Machine (JVM) 
5.00.3186 or !ater. 

Note PIX MC, Auto Update Server, and Router MC 
run only on Internet Explorer version 6.0 or 
5.5 with Service Pack 2, and Java Virtual 
Machine (JVM) 5.00.3186 or !ater. 

• Netscape Navigator 4. 79 (for Windows). 

• Netscape Navigator 4.76 (for Solaris) . 

-ROO"n~VJ - e~ - 1 
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Chapter 2 VMS Bundle Component lnstallation 

lnstallation Sequence 

~ .. 
Note CiscoWorks Common Services requires the Java Plugin from Sun Microsystems 

Java Runtime Environment (JRE) 1.3 .1. CiscoWorks Common Services is not 
compatible with Java Plugin from JRE versions 1.2.x, 1.4 .x, or any maintenance 
releases ofJRE 1.3.1 (such as 1.3 .1_01 , 1.3 .1_02, and so on). If the required JRE 
is not present on the client system, Cisco Works Common Services downloads and 
installs it automatically; you do not need to install the JRE before accessing 
Cisco Works Common Services. However, i f an incompatible version o f the JRE 
is present on the client system, you must remove it before accessing Cisco Works 
Common Services . Ifyou do not, some features ofCiscoWorks Common Services 
may not function properly. 

lnstallation Sequence 

Step 1 

Step 2 

StepJ 

Complete the following tasks to install CiscoWorks Common Services, PIX MC, 
IDS MC, and/or Security Monitor. 

Bootstrap the managed devices. 

Ensure that any supported devices you plan to manage, including PIX Firewalls 
and sensors, are installed on your network and that you can Telnet from the server 
to the managed device. 

For more information, see Appendix A, "Network Device Preparation." 

Prepare the server and client systems. 

Ensure that the server(s) on which you planto install VMS components meet the 
minimum server system requirements . Additionally, ensure that any clients you 
will use to access the VMS components meet the minimum client system 
requirements . 

For more information, see System Requirements , page 2-1. 

Instai! Cisco Works Common Services. 

Before you can install PIX MC, IDS MC, or Security Monitor, you must install 
Cisco Works Common Services. 

For more information, see Installing CiscoWorks Common Services as a 
Standalone Server, page 2-5 . 

• Quick Start Guide for the VPN/Security Management Solution 2.1 
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Chapter Z VMS Bundle Componentlnstallation 

Step 4 

Step 5 

Step 6 

~ .. 

lnstallatíon Sequence 

Instai! PIX MC. 

PIX MC allows you to manage PIX Firewalls. You must install PIX MC on a 
server where CiscoWorks Common Services is installed. 

For more information, see Installing PIX MC, page 2-11 . 

Install IDS MC. 

IDS MC allows you to manage IDS Sensors. You must insta li IDS MC on a server 
where Cisco Works Common Services is installed. 

For more information, see Installing IDS MC, page 2-12. 

Install Security Monitor. 

Security Monitor allows you to collect, monitor, and view IDS Sensor postoffice 
events and PIX Firewall sys1og messages. You must install Security Monitor on a 
serve r where Cisco Works Common Services is installed. 

Note For deployments in your production network and optimal performance, we 
recommend that you install Security Monitor on a server separate from the one 
running your Management Centers. 

Step 7 

For more information, see lnstalling Security Monitor, page 2-14. 

Verify your installations. 

Ensure that you successfully installed CiscoWorks Common Services, PIX MC, 
IDS MC, and Security Monitor. 

For more information, see Verifying Your Installations, page 2-16 . 

lnstalling CiscoWorks Common Services as a Standalone Server 

78-14634-01 

This section describes how to install CiscoWorks Common Services without first 
installing Cisco Works. Cisco Works Common Services contains the desktop and 
user authentication and authorization components found in Cisco Works. 
However, you cannot run CiscoWorks applications, such as Resource 
Management Essentials , on a standalone installation o f Cisco Works 
Common Services. 
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Chapter 2 VMS Bundle Component lnstallation 
lnstallation Sequence 

Note For information about installing Cisco Works Common Services on a server where 
Cisco Works is already installed, see Instal/ing Cisco Works Common Services I. O 
on Windows 2000. 

Step 1 

Step 2 

Step 3 

Before You Begin 

Obtain a license for CiscoWorks Common Services and make it available on 
the target server or floppy disk. 

Disable any virus scanning or intrusion detection software that may be 
running in the background on the server. These types o f software can interfere 
with the installation. 

Close ali other running programs . 

• I f you are reinstalling Cisco Works Common Services, make sure the target 
directory is empty or does not exist before beginning the installation. 

To insta!! Cisco Works Common Services in a standalone configuration, follow 
these steps : 

Put the Common Services 1.0 CD-ROM in the server CD-ROM drive, and then 
click Install on the lnstaller page that appears. 

The Cisco Works Common Services installation program starts. The Welcome 
page of the installation application appears. 

I f the installation program does not start, select Start > Run from the Windows 
taskbar, and then enter d : 1 setup in the Run dialog box, where d is the drive letter 
of the CD-ROM drive. Press Enter to start the installation program. 

Click Next. 

The Software License Agreement page appears . 

To accept the terms o f the license agreement, click Yes. 

Note I f you do not accept the terms o f the license agreement, click No. The 
insta!! wizard closes. 

I f you accepted the terms o f the license agreement, the Choose Destination 
Location page appears . The default installation directory, c: \ Prograrn 

F i les \ CSCOpx, appears in the Destination Folder area. 

Quick Stan Guide for the VPN/Security Management Solution 2.1 

78-14634-01 

t.---- - -···- · · - - -- ~. 

Feof"r@@~~- '1&7trOO - e rr i 
CPMI- - CORREios l. 

08 85 
Fls . N° ____ _ 

· ooc 3696 



Chapter 2 VJ\IIS Bundle Component lnstallation 

Step 4 

Step 5 

Step 6 

Step 7 

Step 8 

78-14634-01 

lnstallation Sequence 

To change the default installation directory, click Browse and perform one o f the 
following steps : 

Enter a new path in the Path field . Ifthe directory specified does not exist, the 
installation program creates it. 

Use the Directories and Drives fields to navigate to an existing directory. 

Click Next to continue. 

The System Requirements page appears. 

Review the requirements to ensure that the drive specified has enough free space 
for the installation. I f the selected drive does not h ave enough free space, perform 
one of the following steps: 

Click Back to return to the Choose Destination Location screen and select a 
drive that meets the drive space requirements . 

Click Cancel to terminate the installation. You need to either install 
additional drive space on the target system o r install Cisco Works 
Common Services on a system that has the drive space requirements . 

Verify that the system h as enough memory. I f the system does not have enough 
memory, click Cancel to terminate the installation. You should either install 
additional memory in the target system or install CiscoWorks Common Services 
on a system that meets the minimum memory requirements. 

I f your system meets ali o f the system requirements, click N ext. 

The Select License File screen appears. 

Enter the path to the license file in the License file location field. You can also use 
the Browse button to navigate to the correct license file. Click Next to continue. 

~~ 
Note You can bypass this step by clicking Skip. However, some o f the client 

applications will not function ifyou do not enter a valid license. Refer to 
your client application documentation to note the licensing requirements 
for the applications you plan to instai!. 

The Account Information page appears . 

Enter the password used to log in to Windows in the Password and Confirm 
Password fields. Click Next to continue. 

I f the two passwords do not match, the system prompts you to enter them again . 
If the passwords match, the Ports Configuration page appears. 

Quick Start Guide for the VPN/Security Management Solution 2.1 
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Chapter 2 VMS Bundle Componentlnstallation 

78-14634-01 

Step 9 

lnstallation Sequence • 

To change the externai port numbers used by the Lock Manager (lm.exe) and 
database (fms .exe) services, enter the new information in the following fields: 

• LM Port-The port used by Lock Manager. The default value is 1272. Use 
the default value unless it conflicts with another application on the server. 

• FMS Port-The port used by the Cisco Works Common Services database. 
The default value is 9652 . Use the default value unless it conflicts with 
another application on the server. 

Click Next to continue. 

The Database Configuration page appears. 

Step 10 Enter the information used by the SQL data base component o f Cisco Works 
Common Services: 

• Serve r Port-The port used by the SQL data base . The default value is I 0033. 
Use the default value unless it conflicts with another application on the server. 

• Password-The password used by the SQL data base. The password must be 
at least 4 characters long. 

• Confirm Password-The same value you entered in the Password field . 

Click Next to continue. 

The Apache Server Configuration page appears. 

Step 11 Enter the information used by the Apache serve r component o f Cisco Works 
Common Services: 

• HTTPS Port-The port used by Apache for Secure Socket Layer (SSL) 
requests. Use the default value, 443 , unless it conflicts with another 
application on the server. 

• Email Address-The e-mail address ofthe system administrator (required). 

• SMTP Server-The DNS name o r IP address o f your SMTP server. 

Click Next to continue. 

The Certificate Generation page displays . 

Quick Start Guide for the VPN/Security Management Solution 2.1 
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78-14634-01 

lnslallalion Sequence 

Step 12 Enter the following information required to generate the local certificate. The 
local certificate is used for authentication and authorization when you login to the 
CiscoWorks desktop: 

Country C ode-A two-character co de for the country where the Cisco Works 
Common Services server is located. 

State-The name o f the state or province where the Cisco Works 
Common Services server is located. 

City-The name ofthe city where the CiscoWorks Common Services server 
is located. 

Company-Your company name. 

Organization-The name o f the organization or division you work in. 

• Domain- The na me o f the domain the server resides in. 

• Certificate Password-A password for the certificate. The password must 
have a minimum o f 4 and a maximum of 1 O alphanumeric characters. 

Confirm Password- The same value you entered in the Certificate Password 
field. 

~ .. 
Note You cannot leave any o f the fields blank. I fone o f the above fields does 

not apply to you, enter any text ofyour choosing in the field . 

Click Next to continue. 

The Create Shortcuts page appears. 

Step 13 To create a shortcut on the Windows desktop, select the Create a shortcut ... 
check box, and then click Next to continue. 

The Verification page appears. 

Step 14 Review your settings. Ifyou need to change any settings, click Back to return to 
the setting you need to change. Click Next to continue. 

The Start Copying Files page appears . During the file copy, the system prompts 
you four different times to change passwords for the following components : 

The casuser account (the user created by CiscoWorks Common Services to 
run the desktop services) 

The "admin" account 
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Chapter 2 VMS Bundle Componentlnstallation 

78-14634-01 

lnstallation Sequence 

• The "guest" account 

• The CMF database 

Note I f you abort the installation during the file copy stage, you must run the 
uninstall program before you attempt to install CiscoWorks 
Common Services again. 

Step 15 To accept the default passwords, click No. 

Note The default password for the admin account is "admin". The default 
password for the "guest" account is none (blank). You can change these 
passwords at a !ater time. The default passwords for causer and the 
database are generated by the system; you cannot change them !ater. 

To change a password, follow these steps: 

a. Click Yes . 

b. Enter the password in the Password field. 

c. Re-enter the password in the Confirm field. 

d. Click OK. 

The installation may take a few minutes to complete while the components are 
installed and the services are configured. When the installation is complete, the 
Restart page appears. 

Step 16 Select Yes and click Finish to restart the computer. Select No and click Finish to 
restart the computer at a !ater time. 

~ .. 
Note You must restart the computer before you use CiscoWorks 

Common Services. 

Quick Start Guide for the VPN/Security Management Solution 2.1 
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lnstallation Sequence 

lnstalling PIX MC 

78-14634-01 

Step 1 

Step 2 

Step 3 

Step 4 

Lt. 

This section describes how to install PIX MC. This procedure assumes that you 
have already installed CiscoWorks Common Services. 

To install PIX MC, follow these steps: 

Log in as the local administrator on the system on which you installed 
CiscoWorks Common Services. 

This user account must be the same one used to insta li Cisco Works 
Common Services. 

Insert the PIX MC CD into the CD-ROM drive, and then click Install on the 
Installer page that appears . 

If the installation program does not start, select Start > Run from the Windows 
taskbar, and then enter d :/setup in the Run dialog box, where d is the drive letter 
of the CD-ROM drive . Press Enter to start the installation program. 

The Welcome page appears. 

Click Next. 

The Software License Agreement page appears . 

To accept the terms o f the license agreement, click Yes. 

~ .. 
Note If you do not accept the terms of the license agreement, click No. The 

install wizard closes. 

The System Requirements page lists the details ofyour available system resources 
compared with the requirements of PIX MC. 

Caution I f your system does not meet the system requirements, we recommend that you 
exit the installation and see your system administrator for assistance installing the 
application. 

Step 5 Click Next. 

The Verification page lists the details o f the installation and asks you to confirm 
that you want to proceed. 
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Chapter 2 VMS Bundle Component lnstallation 

Step 6 

Step 7 

lnstallation Sequence 

Click Next. 

Installation progress is displayed while files are copied and tools are configured. 
PIX MC is installed by default in the same location where CiscoWorks 
Common Services is installed. That default location is c: \ Program 

f iles \ cscopx. When the installation is complete, the Setup Complete page 
appears . 

Click Finish. 

lnstalling lOS MC 

78-14634-01 

p 

This section describes how to install IDS MC. 

This procedure assumes that you have already installed Cisco Works 
Common Services. 

Tip For enhanced performance, we recommend that you install IDS MC and 
Security Monitor on separa te servers . I f you are installing IDS MC and 
Security Monitor on the same server, follow the installation procedure in 
Installing Management Center for IDS Sensors 1.0 and Monitoring Center for 
Security 1. O on Windows 2000. 

Step 1 

Step 2 

To install IDS MC, follow these steps : 

Log in as the local administrator on the system on which you installed 
Cisco Works Common Services. 

Insert the Monitoring Center for Security and Management Center for IDS 
Sensors CD into the CD-ROM drive, and then click Install on the Installer page 
that appears . 

I f the installation program does not start, select Start > Run from the Windows 
taskbar, and then enter d:/setup in the Run dialog box, where d is the drive letter 
o f the CD-ROM drive. Press Enter to start the installation program. 

The Welcome page appears . 

Quick Start Guide for lhe VPN/Security Management Solution 2.1 
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Chapter 2 VMS Bundle Componentlnstallation 

78-14634-01 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

Step 8 

Step 9 

lnstallation Sequence 

Click Next to begin the installation. 

The Software License Agreement page appears. 

To accept the terms o f the license agreement, click Yes. 

~ .. 
Note I f you do not accept the terms of the license agreement click No . The 

install wizard closes. 

Select the Custom installation radio button. Then, click Next. 

To install IDS MC, select the IDS MC only radio button. Then, click Next. 

The System Requirements page appears. 

Verify that your system meets the minimum disk space and memory requirements . 
Then, click Next. 

The Verification page appears. 

Verify the selected components. Then, click Next. 

The Select Database Location page appears. 

By default, the database is located in the directory where Cisco Works 
Common Services is installed. To specify a different directory for the IDS 
database, enter a file path in the Database file Iocation field. Then, click Next. 

The Select Database Password page appears. 

Step 10 Enter the database password in the Password field. Then, to confirm the 
password, reenter it in the Confirm Password field. Then, click Next. 

The Restart page appears . 

Step 11 Select Yes, I want to restart my computer now and click Finish to restart the 
computer. Select No, I will restart my compu ter later and click Finish to restart 
the computer ata !ater time. 

~ .. 
Note You must restart the computer before you use IDS MC. 

Quick Start Guide for lhe VPN/Security Managemenl Solution 2.1 
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Chapter 2 VMS Bundle Component lnstallation 
lnstallation Sequence 

lnstalling Security Monitor 

• Wj( M 

p 

This section describes how to install Security Monitor. 

This procedure assumes that you h ave already installed Cisco Works 
Common Services . 

Tip For enhanced performance, we recommend that you install IDS MC and 
Security Monitor on separate servers . Ifyou are installing IDS MC and 
Security Monitor on the same server, follow the installation procedure in 
Installing Management Center for JDS Sensors I. O and Monitoring Center for 
Security I. O on Windows 2000. 

To install Security Monitor, follow these steps: 

Step 1 Log in as the local administrator on the system on which you installed 
Cisco Works Common Services. 

Step 2 Insert the Monitoring Center for Security and Management Center for IDS 
Sensors disc into the CD-ROM drive, and then click Install on the Installer page 
that appears. 

Step 3 

Step 4 

Step 5 

I f the installation program does not start, select Start > Run from the Windows 
taskbar, and then enter d:/setup in the Run dialog box, where d is the drive letter 
ofthe CD-ROM drive. Press Enter to start the installation program. 

The Welcome page appears. 

Click Next to begin the installation. 

The Software License Agreement page appears. 

To accept the terms o f the license agreement, click Yes. 

~ .. 
Note If you do not accept the terms o f the license agreement click No. The 

instai! wizard closes. 

Select the Custom installation radio button. Then, click Next. 

Quick Start Guide for lhe VPN/Security Management Solution 2.1 
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Chapter 2 VMS Bundle Component lnstallation 
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Step 6 

Step 7 

Step 8 

Step 9 

lnstallation Sequence 

To install Security Monitor, select the Security Monitor only radio button . Then, 
click Next. 

The System Requirements page appears . 

Verify that your system meets the minimum disk space and memory requirements. 
Then, click N ext. 

The Verification page appears. 

Verify the selected components. Then, click Next. 

The Select Database Location page appears . 

By default, the data base is located in the directory where Cisco Works 
Common Services is installed. To specify a different directory for the IDS 
database, enter a file path in the Database file location field . Then, click Next. 

The Select Database Password page appears . 

Step 10 Enter the database password in the Password field . To confirm the password, 
reenter it in the Confirm Password field. Then, click Next. 

The Select CW2000 Syslog Port page appears. 

Step 11 Specify which UDP port CiscoWorks uses . The value can be between I and 
65 ,535. By default, CiscoWorks uses UDP port 52514. We recommend that you 
use the default port value. Then, click Next. 

The Configure Communication Properties page appears. 

Step 12 To submit the communication properties for this host, enter the appropriate values 
in the Host ID, Organization ID, IP Address, Host Name, and Organization Name 
fields . Then, click Next. 

The properties are used to establish the communication infrastructure for this host 
and the IDS sensor. The Restart page appears. 

Step 13 Select Yes, I want to restart my computer now and click Finish to restart the 
computer. Select No, I will restart my compu ter later and click Finish to restart 
the computer at a !ater time . 

Note You must restart the computer before you use Security Monitor. 
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Chapter 2 VMS Bundle Component lnstallation 

Verifying Vour lnstallations 

Verifying Your lnstallations 
This section describes how to log in to CiscoWorks and how to verify installation 
o f Cisco Works Common Services, PIX MC, Security Monitor, and 
Security Monitor. It contains the following sections : 

• Verifying the Cisco Works Common Services Installation, page 2-16 

• Logging in to Cisco Works2000, page 2-17 

• Verifying Installation by Checking Package Options, page 2-18 

Verifying the CiscoWorks Common Services lnstallation 

You can verify the success o f the installation before you 1og in to Cisco Works 
Common Services. 

To verify the CiscoWorks Common Services installation, follow these steps: 

Step 1 Open a DOS prompt, enter net start, and press Enter. 

A 1ist o f Windows 2000 services appears. 

Step 2 Verify that the following services are running: 

• Apache WebServer 

• CMF rsh/rcp service 

• CMF syslog service 

• CMF tftp service 

• CW2000 Daemon Manager 

• CW2000 Device Agent Framework 

• CW2000 KRS Database 

• CW2000 Lock Manager 

• CW2000 Sybase Server 

• CW2000 Tomcat Servlet Engine 

• CW2000 Web Server 

• JRun Proxy Server for CW2000 

• Quick Start Guide for the VPN/Security Management Solution 2.1 
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Chapter 2 VMS Bundle Componentlnstallation 
Verifying Your lnstallations 

I f any o f these services is not present, reboot the system to start the services . I f 
the missing services do not appear after rebooting the server, the installation was 
unsuccessful. 

logging in to CiscoWorks2000 

78-14634-01 

Step 1 

Step 2 

Step 3 

Step 4 

The Cisco Works2000 Server desktop is the interface for the Cisco Works network 
management applications, including Security Monitor, IDS MC, and PIX MC . 
The desktop is a graphical user interface that runs in a browser. For additional 
information about the Cisco Works2000 Server desktop, see Getting Started with 
the CiscoWorks2000 Server Desktop . 

Before you log in, make sure that your browser is configured correctly for 
Cisco Works. For more information, se e Installing Cisco Works Common Services 
1.0 on Windows 2000. 

I f you have installed Cisco Works and are logging in for the first time, you can use 
the reserved "admin" usemame and password. 

To log in to CiscoWorks, follow these steps : 

Access the Cisco Works2000 Server from your web browser. 

Enter admin in both the N ame and Password fields o f the Login Manager. 

~ .. 
Note I f you changed the default password for the admin account during the 

install, use that new password. Ifyou did not change the default password 
when you installed CiscoWorks Common Services, we strongly 
recommend that you perform Step 4 to change it. 

Click Connect or press Enter. You are now logged in. 

Select Server Configuration > Setup > Security > Modify My Profile to 
change the admin password. 
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Chapter 2 VMS Bundle Component lnstallation 
Verifying Your lnstallations 

Verifying lnstallation by Checking Package Options 

You can verify the installation of PIX MC, IDS MC, and Security Monitor in the 
Packages Installed section o f the About the Server page from the 
CiscoWorks2000 desktop. 

To verify installation from the About the Server page, follow these steps: 

Step 1 Select Server Configuration > About the Server > Applications and Versions . 

The About the Server page appears. 

Step 2 Verify that IDS MC and Security Monitor are listed in the Applications Installed 
list o f the About the Server page and that Management Center for PIX Firewalls 
is listed in the Packages Installed list. 

Quick Start Guide for the VPN/Security Management Solution 2.1 
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CHAPTER 

lntroducing the Cisco IDS Director 

This chapter introduces the Cisco IDS Director, and includes the following 
sections: 

• The Director's Graphical Display 

• Alarrns 

• Starting the Director 

• Custornizing the Director 's Environrnent 

• Stopping the Director 

3 

The Director's Graphical Display 
This section describes the Director's hierarchical rnap display, and includes the 
following topics : 

• Translating Events to Alarrns 

• Root Subrnap (Top-Level ) 

• Network Typology Subrnap (NetRanger) 

• Daernons Subrnap 

• Status Subrnap 

Cisco Secure lntrusion Detection System Director for UNIX Configuration and Operations Guide Version 2.2.2 
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Chapter 3 lntroducing lhe Cisco lOS Director 
lhe Director's Graphical Display 

Translating Events to Alarms 

• . ,. 

Events are sent to the Director by a Sensor or IDSM that detects a security 
violation. The smid daemon on the Director interprets this event information and 
passes it to a daemon called nrdirmap. nrdirmap is responsible for displaying this 
information on the Director 's maps. 

Depending on the severity of an alarm, the alarm icon displays different colors : 
red for severe, yellow for moderate, green otherwise. The icons for the daemon, 
Sensor, and IDSM that generate the alarm will also be the same coloras the most 
severe alarm generated. 

Refer to the following documents for information on the Sensor and the IDSM: 

Cisco Intrusion Detection System Sensor Installation and Safety Note 

Cisco Intrusion Detection System Sensor Version 2.5 Configuration Note 

• Release Notes for Cisco Jntrusion Detection System Sensor Version 2.5(0)SO 

Catalyst 6000 Intrusion Detection System Module Installation and 
Configura/íon Note 

Cisco Secure lntrusion Detection System Director for UNIX Configuration and Operations Guide Version 2.2.2 
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Chapter 3 lntroducing lhe Cisco IDS Director 
The Director's Graphical Display 

Root Submap (T op-Level ) 

The top-level submap (called the Root submap) is the topmost map ofthe map 
hierarchy, and is illustrated in Figure 3-1. 

Figure 3-1 Root Submap 
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Double-click the NetRanger icon on the Root submap to get to the network 
typology submap. 

Cisco Secure lntrusion Detection System Director for UNIX Configuration and Operations Guide Version 2.2.2 

78-7017-01 



Chapter 3 lntroducing lhe Cisco lOS Director 
The Director's Graphical Display 

Network Typology Submap (NetRanger) 

• . ,. 

The network typology submap (called the NetRanger submap) contains icons for 
ali Sensor, IDSM, and Director machines (see Figure 3-2). 

Figure 3·2 Network Typology Submap (NetRanger) 

~_ ;,:;-----·· ~ ~ 

The Director automatically generates ali the icons on the submaps as events 
occur-however, you can manually add icons. For more information on manually 
adding icons to the Director, see "Working with Icons" in Chapter I O "Advanced 
Director Functions ." 
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Chapter 3 lntroducing lhe Cisco lOS Director 

The Director's Graphical Display 

Daemons Submap 

Double-clicking a Sensor/IDSM/Director (machine) icon displays the daemons 
submap, which contains icons for ali the daemons running on that machine (see 
Figure 3-3). 

Cisco IDS is a collection of discrete subsystems that have been implemented via 
daemons . See "Daemons" in Appendix C, "Cisco IDS Internai Architecture" for 
more information on the IDS daemons . 

Figure 3-3 Daemons Submap 
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Chapter 3 lntroducing lhe Cisco lOS Director 
The Director's Graphical Display 

Status Submap 

• . ,. 

Double-c licking a daemon icon displays a status submap , which shows th e status 
o f that daemon , for example, ali o f the alarms generated by that daemon (se e 
Figure 3-4). 

Figure 3-4 Status Submap 
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Chapter 3 lntroducing lhe Cisco IDS Director 

Alarms 

Alarms 

This section includes the following topics : 

Intrusion Alarms 

Context Buffer Alarms 

• Error Alarms 

• OKAlarms 

• Alarm Labels 

Alarms can be generated by Sensors/IDSMs and by Cisco IOS routers running the 
Intrusion Detection System feature of the Cisco lOS Firewall Feature Set, also 
known as IOS-IDS . 

When an alarm is sent to the Director, the Director's nrdirmap daemon interprets 
the alarm data in order to graphically present it on the user interface. Alarm icons 
can indicate different types o f events, specifically intrusions, context attacks , or 
errors. 

lfmultiple alarms ofthe same type (except for timestamp and sequence number) 
are generated, then the Director displays these alarms as a group called an alarm 
set. 

A special type o f alarm is the OKAlarm, which when displayed in a submap, 
indicates that there are no unresolved alarms for that daemon. 

lntrusion Alarms 
lntrusion alarms are depicted as lightning bolts, and indicate that some type of 
unauthorized activity has occurred. 

Intrusion alarm sets are depicted with three lightning bolts . Figure 3-5 illustrates 
both an intrusion alarm and intrusion alarm set icon. 
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Chapter 3 lntroducing lhe Cisco IDS Director 

Alarms 

Figure 3-5 lntrusion Alann and lntrusion Alann Set lcons 

~ 
TCP Hijack, sj 

~ 
~--------------------~~ 

Context Buffer Alarms 

• M§:M 

Certain alarms have associated context buffers, which contain up to 256 bytes of 
data in both incoming and outgoing directions. These context buffer alarms are 
depicted as a magnifying glass over a sheet ofpaper with writing on it. The 
magnifying glass is a visual reminder that you can view additional alarm 
information by selecting the alarm icon and clicking Security>Show>Context 
Buffer. 

Context buffer alarm sets are depicted as a magnifying glass over two sheets of 
paper with writing on them. Figure 3-6 illustrates a context buffer alarm and 
context buffer alarm set icon. 

Figure 3-6 Context Buffer Alann and Context Buffer Alann Set 

11
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Following is a partia! list of signatures that trigger context buffer alarms : 

3100 Smail Attack 

• 31 O I Sendmail Invalid Recipient 

3 I 02 Sendmail Invalid Sender 

• 3103 Sendmail Reconnaissance 

• 3 I 04 Archaic Sendmail Attacks 

• 3200 WWW Phf Attack 

Cisco Secure lntrusion Detection System Director for UNIX Configuration and Operations Guide Version 2.2.2 
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Chapter 3 lntroducing lhe Cisco IDS Director 

Error Alarms 

3201 WWW General cgi-bin Attack 

6251 Telnet Authorization Failure 

8000 FTP Retrieve Password File 

8000 Telnet-IFS Match 

8000 Telnet-/e tc/shadow Match 

8000 Telnet-+ + 

8000 Rlogin-IFS Match 

8000 Rlogin-/etc/shadow Match 

8000 Rlogin-+ + 

Alarrns 

For more information on signatures, see "Chapter 8, "The NSDB and Signatures." 

This section describes the types o f erro r alarms , and includes the following topics : 

• Daemon Down 

• Daemon Unstartable 

• Route Down 

Error alarms are depicted as a single bom h. Error alarm sets are depicted as two 
bombs. Both error alarms and error alarm sets are illustrated in Figure 3-7. 

Cisco Secure lntrusion Detection 

78-7017-01 

CPMI • CORREIOS 
I 

Fls . N' O 9 O 8 J 

~696-, 
"Doe: ! 

'------··--·- · · ···· ··- ·· · · ·-~ 



• Alarms 

Daemon Down 

Chapter 3 lntroducing lhe Cisco lOS Director 

Figure 3-7 Error Alarm lcons 

The daemon down erro r alarm indicates that postofficed has detected that a 
daemon has stopped. 

After an errar alarm occurs, you must manually delete the icon, regardless o f 
whether postofficed is able to restart the daemon. 

To delete the icon, right-click it, and click Delete Symbol. 

Daemon Unstartable 

The daemon unstartable error alarm indicates that postofficed cannot restar! a 
daemon that was previously down. 

After an error alarm occurs , you must manually delete the icon , regardless of 
whether you are able to manually restart the daemon . 
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Chapter 3 lntroducing lhe Cisco lOS Director 

Route Down 

OKAiarms 

Alarms 

The route down errar alarrn is generated each time postofficed detects that a 
connection to another machine is down. These error alarrns have a severity leve i 
of 5. To get details on the alarm, right-click the alarrn, and click Show>Alarm 
Details . The Alarm Details window for this alarrn displays the following 
inforrnation: 

Host!D. Org!D route route-number down 

where Host!D and Org!D indica te the host and organization ID o f the IDS host 
involved in the route down error alarm, and route-number indicates which route 
failed. 

A different error alarrn is generated for each communication route. For example , 
i f the route between sensor-one and sensor-two is down, then the managing 
Director will receive two error alarrns: one indicating that sensor-one is 
unreachable, and another indicating that sensor-two is unreachab le. 

Beca use posto.fficed repeated ly checks to see i f a machine is reachab le, there is a 
chance that error alarrn sets could be consolidated. For example, i f sensor-lwo in 
the preceding example remains unreachab le, then the error alarm associated with 
it is displayed as a consolidated error alarrn set. 

Route down error alarrns are automatically deleted when the Director receives an 
indication that the route is operational. 

I f a daemon h as not generated any alarrns o r alarrn sets, then the special OKA!arm 
is disp layed in the status submap (see Figure 3-8). As the name o f this alarm 
implies, it means that no alarrns have been generated by the daemon. 
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Alarms 

Alarm Labels 

Chapter 3 lntroducing the Cisco IDS Director 

Figure 3-8 OKA/ann 

In most cases, an alarm 's la bel will be the name o f the signature that matches the 
alann 's signature ID. The Director uses the /usr/nr/etc/signatures file to determine 
a match. However, there are exceptions to this rule: 

I f the signature ID o f the alann is not in the /usr/nr/etc/signatures file , then 
the label is the alarm 's signature ID. 

For alarm sets , the label has the name o f the signature ID followed by a 
comma, followed by a number indicating the number o f alarms in the set. 

For error alarms, the label is either "Down!" to indicate that a daemon has 
stopped running, or "Unstartable!" to indicate that a daemon cannot be 
restarted . 
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Chapter 3 lntroducing lhe Cisco IDS Director 

Starting lhe Director 

• For alarms triggered by string-matching signatures , the label is "Match :" 
followed by the string that was matched. 

• For policy violations , the la bel comes from the Alarm:Details field o f the 
alarm 's properties. 

Starting the Director 

Step 1 

Step 2 

Step3 

Step4 

' 

To start the Director, follow these steps: 

Log on as user netrangr. 

To see a status o f IDS daemons, type : 

ida status 

I f no daemons are running, type: 

idsstart 

To start the Director, type: 

ovw & 

Note I f the use r interface does not start, manually start the network 
management background processes by typing 
/opt/OV /bin/ovstart and then typing the ovw & command. 

The Director opens to the Root submap window. 

Customizing the Director's Environment 
This section provides information on configuring important Director settings, and 
includes the following topics : 

• Changing Map Contiguration Parameters 

Setting HTML Browser Preference 

Setting Calor Preferences 

Cisco Secure lntrusion Detection System Director for UNIX Configuration and Operations Guide Version 2.2.2 
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Customizing lhe Director's Environment 

Changing Map Configuration Parameters 

Step 1 

Step 2 

Step 3 

There are tive global map-level configuration parameters that can be set. These 
parameters affects the display o f ali Director security data, such as icon 
consolidation in to alarm sets and mappings o f alarm leveis to alarm colors. 

To set these global parameters, follow these steps: 

--------------------------------------·---------On the Director interface (Root submap), click: 

• Map>Maps>Describe/Modify ifyour Director machine has HP OpenView 
4.x or 5.x 

• click Map>Properties ifyour Director machine has HP OpenView 6.x 

The Map Description dialog box opens. 

Click NetRanger/Director, and click Configure For This Map. 

The NetRanger/Director Configuration window opens . 

Make entries to the following : 

a. Set the default lowest event severity that generates a marginal icon. For 
example, setting the default lowest event severity to 3 would create a marginal 
(yellow) icon if an alarm levei 3 is generated. 

b. Set the default lowest event severity that generates a criticai icon. For 
example, setting the default lowest event severity in this case to 4 would 
create a criticai (red) icon i f an alarm levei 4 is generated. 

c. Set the default number o f identical alarms before icon consolidation. For 
example, setting this number to 5 would c reate an Alarm Set when the number 
o f identical alarms reached 5 o r more. 

d. Make sure that nrdirmap is enabled. 

Setting HTML Browser Preference 

• . ,,. 
The Network Security Database (NSDB) is an HTML-based encyclopedia of 
network security information. To access this information from the Director 
interface, you must set your HTML browser preference. 
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Chapler 3 lntroducing lhe Cisco IDS Direclor 

Cuslomizing lhe Direclor's Environment 

To set your HTML browser preference, follow these steps: 

Step 1 On the Director interface (Root submap), click Security>Configure. 

Step2 

The NetRanger Configuration File Management Utility (nrConfigure) window 
opens. 

Click File>Preferences. 

The Preferences dialog box opens . 

Step 3 Type the path to your HTML browser in the Browser Location field , and click 
OK. 

--------·---------·--------·-----------------------------

Setting Color Preferences 

To configure your color preferences, follow these steps: 

Step 1 On the Director interface (Root submap) , click Security>Configure. 

Step 2 

Step 3 

The NetRanger Configuration File Management Utility (nrConfigure) window 
opens. 

Click File>Preferences. 

The Preferences dialog box opens. 

Click the System Colors tab. 

You can select from three color preferences: 

• Use System Color Scheme-This setting uses your windowing system 's 
(CDE, OpenWindows, and so forth) color scheme. 

• Use Colo r Scheme from nrConfigure.properties file- This setting uses the 
values found in the /usr/nr/etc/nrConfigure.properties file . The first time you 
select this, nrConfigure creates the file. You can customize it with any text 
editor. 

• Use NetRanger Colo r Scheme-This setting uses the Director 's predefined 
color scheme, and is the default setting. 
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Chapter 3 lntroducing lhe Cisco lOS Director 
Stopping lhe Director 

Stopping the Director 

• wsrw 

Step 1 

Step2 

Step 3 

Step4 

You may need to stop the Director to upgrade IDS software, perform maintenance 
or troubleshooting on the Director workstation, or for other reasons . 

To stop the Director, follow these steps: 

On the Director interface (Root submap), stop the network management user 
interface by clicking Map>Exit. 

' Note Stopping the network management user interface will not 
stop the background processes. To doso, log on as user root 
and type ovstop . 

As user netrangr, stop the IDS background processes by typing: 

/usr/nr/bin/idsstop 

Check the status o f the network management background processes by typing: 

ovstatus 

Check the status o f the IDS background processes by typing: 

idsstatus 
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5 
lOS Device Manager Administration 
Tasks 

The Administration tab enables you to perform the following tasks: 

• Viewing Diagnostics, page 5-1 

• Viewing System Information, page 5-3 

• Applying Service Pack and Signature Updates, page 5-4 

• Configuring IP Logging, page 5-5 

• Blocking Hosts Manually, page 5-7 

• Blocking Networks Manually, page 5-l O 

• Resetting and Powering Down the Sensor, page 5-12 

Viewing Diagnostics 

~ .. 

You can obtain diagnostics information on your sensors for troubleshooting 
purposes . 

Note Running diagnostics takes severa! minutes to complete. 

Instai and Using lhe Cisco lntrusion Detection System Device Mana and Event Viewer Version 4.0 
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Viewing Diagnoslics 

Step 1 

Step 2 

Step 3 

Chapter 5 lOS Device Manager Administralion Tasks 

To run diagnostics, follow these steps : 

Select Administration > Support > Diagnostics. 

The Diagnostics page appears. 

Figure 5-1 Diagnostics Page 

tnu Suu u 
- lOS Du lee M,ua gcr 

. , !i!il!iiiMti!IMQ !E ,_ 
,_,__,_.. ..,. m'IW'• :::..,n, · o~...u.., 

'~ D~OIU II ~~ . ..._,_. 
' ' """'- '-- """r 

__ lM ... _ .,__._ _ _ l'loo-----·--

-·--- !~_::• 

--· 
_,_, 
~~~ -· _ ......... ·-­N­_ .... _. 

'---"-""-" L ·- ~ ·-----------------~·--·---

Click Run Diagnostics. 

The Cancel Diagnostics Command page appears. Then, the View Diagnostics 
Result page appears. 

Click View Results to see the diagnostics report. 

The IDS 4.0 System Status Report appears in another window in HTML format. 

~ .. 
Note The next time you open the Diagnostics page, there is an additional 

button, View Last Report. Click View Last Report to view the most 
recent report. This report is deleted when you run a new one . 
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Chapler 5 lOS Device Manager Adminislralion Tasks 
Viewing Syslem lnformalion 

Viewing System lnformation 

Step 1 

Step 2 

lnslall 

78-15283-01 

The System Information page displays the following information: 

• TAC contact infonnation. 

Software version. 

Status of applications. 

Interface information. 

• Resource usage. 

To view system information, follow these steps: 

Select Administration > Support > System Information. 

The System Information page appears. 

Figure 5-2 System lnFonnation Page 
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To access the Cisco Technical Support Website, click the following link : 

http: //www.cisco .com/en/US/support/index.html 
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Chapter 5 lOS Device Manager Administration Tasks 

Applying Service Pack and Signature Updates 

Applying Service Pack and Signature Updates 

• . ,. 

The Update page enables you to immediately apply service pack and signature 
updates . 

Note The sensor cannot download service pack and signature updates from Cisco.com. 
You must download the service pack and signature updates from Cisco.com to 
your FTP server, and then configure the sensor to download them from your FTP 
server. 

See Supported FTP Servers, page 3-37, for a list ofsupported servers. 

To immediately apply a service pack and signature update , follow these steps : 

Step 1 Select Administration > Update. 

Step 2 

The Update page appears . 

Figure 5-3 Update Page 

--~--.. ·r-

-· -~r-

In the URL field, enter the URL where the update can be found. 

For example : 

URL: ftp: //user®l0.1.1 . 1 / UPDATES / IDS - K9-sp - 4.0-1.1 - S36-0.1-.rpm . p kg 

Note You must have already downloaded the update from Cisco. com and put it 
on the FTP server. 
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Chapter 5 lOS Device Manager Administration Tasks 

Step 3 

Step4 

Configuring IP Logging 

In the Password :field, enter the particular transport protocol password. 

Note You can use the following transport protocols : SCP, FTP, HTTP, or 
HTTPS. 

~ .. 
Note To reset the form, click Reset . 

Click Apply to Sensor to app ly the update. 

~ .. 
Note To schedule regular updates, see Con:figuring Automatic Updates, 

page 3-35. 

Configuring IP Logging 

~ .. 

You can configure the sensor to catch ali IP traf:fic associated with the hosts you 
specify by IP address. 

Note IP Logging requires that event logging be enabled with Informational as the 
severity levei. Se e Configuring Signatures, page 3-1 , for more information. 
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Chapter 5 IDS Device Manager Administration Tasks 

Configuring IP Logging 

• W JW 

Step 1 

Step 2 

Step 3 

Step4 

To generate logs files for specific IP addresses , follow these steps : 

Select Administration > IP Logging. 

The Ip Logging Configuration page appears. 

Figure 5-4 lp logging Confíguration Page 
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Click Add to add the IP addresses ofthe hosts whose IP traffic you want to log. 

The Adding page appears. 

Figure 5-5 Adding Page 
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In the IP address field , enter the source IP address ofthe host whose IP traffic you 
want to log. 

In the Duration field, enter the number of minutes you want to the senso r to log 
IP traffic ( optional). 

lnstalling and Using lhe Cisco lntrusion Detection System Device Manager and Event Viewer Version 4.0 

78-15283-01 



Chapter 5 lOS Device Manager Administration Tasks 

Step 5 

Step 6 

Step 7 

Step 8 

Blocking Hosts Manually 

In the Number o f Packets field, enter the number o f packets you want the sensor 
to count ( optional). 

In the Number ofBytes field, enter the number ofbytes you want to log (optional). 

~ .. 
Note To reset the forrn, click Reset. 

Click Apply to Sensor to save your changes. 

The Ip Logging Configuration page now displays the new Log ID . 

~ .. 
Note The sensor begins logging and creates a log file that you can view by 

selecting Monitoring > IP Logs. See Downloading IP Logs, page 4-1 , 
for more information. 

To discontinue logging IP traffic, select the check box next to the log ID, and then 
click Stop. 

~ .. 
Note The IP log is overwritten when the sensor uses up its allocated space for 

IP logging. 

Blocking Hosts Manually 
On occasion, you may want to block a host for a short time . From the Host Manual 
Blocks page, you can configure which host is blocked and for how long, and you 
can view a list of hosts that are being blocked. 
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Chapter 5 lOS Device Manager Administration Tasks 
Blocking Hosts Manually 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

To set up the manual blocking of a host, follow these steps: 

Select Administration > Manual Blocking > Host Manual Blocks. 

The Host Manual Blocks page appears. 

Figure 5-6 Host Manual Blocks Page 
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Click Add to add a host to block. 

The Adding Page appears. 

Figure 5-7 Adding Page 
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In the Source Address field , enter the IP address o f the host you want to block. 

In the Source Port field , enter the port you want to use to block the host ( optional) . 

In the Destination Address field , ente r the destination address ( optional). 
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Chapter 5 IDS Device Manager Administration Tasks 

Step 6 

Blocking Hosts Manually 

From the Protocollist box, select one o f these options ( optional): 

• None 

• tcp 

• udp 

Step 7 Select the Connection Shun check box to block only those connections that have 
the source IP address , destination IP address, destination port, or protocol 
specified ( optional). 

~c ~. 

78-15283-01 

Step 8 

Step 9 

Note Ifyou select the Connection Shun check box, the attacking hostis free to 
connect to other hosts or to other services on the protected host. If 
destination port and protocol are not specified, the attacking host cannot 
send packets to the protected host at ali, but can access other hosts on the 
network. 

In the Timeout field, enter the number o f minutes you want the block to last. 

Note To create a permanent block, enter -1. 

~. 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 

The Host Manual Blocks page lists the hosts that you are blocking and the time 
remaining. 

Step 10 To see how many minutes have passed for a specific block, select the check box 
next to the host you want to check and click Host Manual Blocks again. The page 
is refreshed and the remaining block time is shown. 

Step 11 To delete a block, select the check box next to the host you want to discontinue 
the block for, and then click Delete. 

The host is no longer in the list o f blocked hosts . 
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Chapter 5 IDS Device Manager Administration Tasks 

Blocking Networks Manually 

Blocking Networks Manually 

• 

Step 1 

Step 2 

On occasion, you may want to block a network for a short time. From the Network 
Manual Blocks page, you can configure which network is blocked and for how 
long, and you can view a list o f networks that are being blocked. 

To set up manual blocking of a network, follow these steps : 

Select Administration > Manual Blocking > Network Manual Blocks. 

The Network Manual Blocks page appears . 

Figure 5-B Network Manual B/ocks Page 
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Click Add to add a network to block. 

The Adding page appears. 
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Chapter 5 lOS Device Manager Administration Tasks 

Step 3 

Step4 

Step 5 

Step 6 

Step 7 

Step 8 

Figure 5-9 Adding Page 
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Blocking Networks Manually 

In the IP Address field, enter the IP address of the network you want to block. 

In the Netmask field, enter the netmask ofthe network you want to block. 

In the Timeout field, ente r the number o f minutes you want the block to last. 

~ .. 
Note To create a permanent block, enter -1. 

~ .. 
Note To reset the form, click Reset. 

Click Apply to Sensor to save your changes. 

The Network Manual Blocks page lists the networks that you are blocking and the 
time remaining. 

To see how many minutes have passed for a specific block, select the check box 
next to the network you want to check, and then click Network Manual Blocks. 
The page is refreshed and the remaining block time is shown. 

To delete a block, select the check box next to the network you want to 
discontinue a block for, and then click Delete. 

The network is no longer in the Iist of blocked networks . 

·~~~~· ---· ----·-~-------------·~~----~--
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Chapter 5 IDS Device Manager Administration Tasks 
Resetting and Powering Down lhe Sensor 

Resetting and Powering Down the Sensor 

• WjfW 

Step 1 

You can reset and power down the sensor from the System Control page. Reset 
shuts down the sensor safely and then restarts the sensor. Power Down safely 
shuts down the sensor. 

To reset or power down the sensor, follow these steps : 

Select Administration > System Control. 

The System Control page appears. 

Figure 5-10 Systern Control Page 
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Chapter 5 IDS Device Manager Administration Tasks 

Step 2 

Resetting and Powering Down the Sensor 

Select one of the following options from the list box: 

~ .. 

Reset-Shuts down the IDS applications and the sensor, and then reboots. 
After the reboot, you must log in again . 

Note There is a 30-second delay during which users who are currently 
logged in to the CLI are notified that the IDS applications and 
sensor are going to shut down. 

Power Down-Shuts down the IDS applications and then shuts off the 
senso r. 

Note There is a 30-second delay during which users who are currently logged 
in to the CLI are notified that the IDS applications and the sensor are 
going to shut down. 
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Chapter 5 IDS Device Manager Administration Tasks 
Resetting and Powering Down the Sensor 
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~. 

7 
Tuning Sensor Configurations 

After configuring your sensors, you need to tune them to achieve optimal 
performance on your network, particularly to minimize false positives and false 
negatives . 

Note Tuning sensor configurations should not be confused with tuning signature 
parameters. 

Some legitimate network activity, such as vírus scanning, can appear to be an 
attack on your network. When legitima te network activity is reported as an attack, 
that report is called aja/se positive. More generally, a false positive can be defined 
as the interpretation o f an instance oflegitimate and expected network activity as 
an attack because that activity meets cri teria that were specified to identify an 
attack prior to the occurrence o f the attack. You can decrease the number o f false 
positives by tuning your sensor configurations. 

Tuning your sensor configurations can also help you solve another problem. You 
can decrease the number ofjalse negatives by tuning your sensor configurations. 
A false negative can be defined as an attack that was not detected. 

You can tune sensor configurations by using four general methods : 

Specifying reassembly settings for IP fragments and TCP sessions. 

Port mapping (that is , identifying additional ports) . 

ldentifying hosts and networks that should be exempt from blocking. 

• Filtering alarms in accordance with their severity and their source. 
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Chapter 7 T uning Senso r Configurations 

Reassembly Options, Port Mapping, Never Block Addresses , and Filtering are in 
the TOC that appears when you select Configure > Settings in IDS MC. 
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You can tune sensor configurations by specifying reassembly options for IP 
fragments and TCP sessions. Specifying reassembly options prevents false 
negatives that are caused because the sensor cannot reconstruct the datagram or 
session. 

When using IDSM devices supported by IDS MC, you can identify additional 
ports that should be considered by a sensor signature. This process is known as 
port mapping. Examples o f these additional ports are those used by custom TCP 
services and those used by well-known services that you have reassigned to 
another port. Identifying additional ports is important because some sensor 
signatures are based on specific port numbers. 

You can tune sensor configurations by identifying hosts and networks that should 
be exempt from blocking. 

For example, your sensor configuration may include instructions to block sources 
o f a particular attack whenever that attack is detected; you may also have a trusted 
network device whose normal , expected behavior appears to be that attack. (This 
situation results in a false positive.) In this situation, you can tune your sensor 
configuration to ignore that particular perceived attack when its source is your 
trusted network device. In that way, you avoid false positives : You avoid the 
generation o f alarms from your trusted network device, and your trusted network 

• Using Management Center for lOS Sensors 1.2 
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Chapter 7 T uning Sensor Configurations 

T ask l i si for T uning Senso r Configurations 

device is not blocked. You still receive alam1s i f that particular attack is detected 
in traffic from other sources . Also , you can still block other, untrusted devices if 
your sensor detects that particular attack in traffic from those other, untrusted 
devices. 

You can tune sensor configurations by filtering audit events. Tuning a sensor by 
filtering audit events reduces the number o f false positives. You can set the 
minimum levei of events that will be reported to you. Also, you can enable and 
disable alarms from specific hosts and networks . 

When using IDSM devices supported by IDS MC, you can define rules that 
prevent the sensor from generating alarms and audit event records for suspicious 
behavior based on traffic originating from or destined to specific networks and 
hosts. You can use the Filters page to define these rules. 

Task List for Tuning Sensor Configurations 

78-15664-01 

After configuring your sensors, you need to tune them. You can tune sensor 
configurations by using four general methods: 

• Specifying reassembly options for IP fragments and TCP sessions. 

• Port mapping (that is, by identifying additional ports). 

• Identifying hosts and networks that should be exempt from blocking. 

• Filtering alarms in accordance with their severity and their source. 

You can tune sensor configurations by performing one ofthe following tasks. For 
step-by-step procedures on performing a specific task, refer to the corresponding 
section. 

• Specifying IP Fragment and TCP Session Reassembly Settings for a Sensor, 
page 7-4 

• Jdentifying Additional Ports Used by Specific Signatures Applied to a Sensor, 
page 7-5 

• Defining Filters for a Sensor, page 7-7 

Specifying Networks and Hosts that Should Never Be Blocked, page 7-13 
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Chapter 7 T uning Sensor Configurations 
Task List for T uning Sensor Configurations 

Specifying IP Fragment and TCP Session Reassembly Settings for 
a Sensor 

.,. 

The goal o f defining these reassembly settings isto ensure that the senso r does not 
alio cate ali o f its resources to datagrams that cannot be completely reconstructed, 
either because the sensor missed some frame transmissions or because an attack 
is generating random fragmented datagrams. 

These settings ensure that valuable system resources are not reserved for sessions 
that are no longer active . These settings apply to sensors globally, not to 
individual settings such as signatures . 

To specify IP fragment reassembly options and TCP session reassembly options, 
follow these steps : 

Step 1 Select Configuration > Settings. 

Step 2 In the TOC, click the Object Selector handle. 

Step 3 In the Object Selector, select the sensor for which you want to specify reassembly 
options. 

Step4 

The Object Selector closes. 

In the TOC, select Reassembly Options. 

The Reassembly Options page appears . 

When configuring an IDSM ora 4.x sensor appliance, you have the option ofTCP 
strict reassembly. The 3.x sensor appliance does not have that option. 

When configuring a sensor appliance (3 .x or 4.x) , you have the option of 
specifying Maximum Total Fragments . The IDS module does not have that option. 

Step 5 When configuring a 4.x sensor appliance, specify the operating system in the IP 
Reassemble Mode list box. 

Step 6 To specify that you want the sensor to reassemble IP datagrams, select the 
Reassemble Fragments check box under IP Fragment Reassembly. 
Reassembling fragments is done by default by ali sensors, both appliances and 
modules. 

Step 7 To specify the maximum number ofpartial datagrams that the sensor can attempt 
to reconstruct at one time, enter that value in the Maximum Partia! Datagrams 
field . Maximum Partia! Datagrams is not available for 4.x sensor appliances . 

• Using Management Center for IDS Sensors 1.2 
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T ask list for T uning Sensor Configurations 

Step 8 To specify the maximum number o f fragments that can be accepted in to a single 
datagram, enter that value in the Maximum Fragments Per Datagram field. 
Maximum Fragments Per Datagram is not available for 4.x sensors. 

Step 9 To specify the maximum total fragments, enter that value in the Maximum Total 
Fragments field. Maximum Total Fragments is available for sensor appliances but 
not for IDS modules . 

Step 10 To specify the maximum number o f seconds that can elapse before the sensor 
stops keeping track o f a particular exchange for which it is trying to reassemble a 
datagram, enter that value in the Fragmented Datagram Timeout field. 

Step 11 To specify that the sensor track only sessions for which the three-way handshake 
is completed, select the TCP Three Way Handshake check box. 

Step 12 To specify how strict the reassembly requirements for this sensor should be when 
it attempts to reassemble the entire TCP session, select that type from the TCP 
Strict Reassembly list box. TCP Strict Reassembly is available for IDS modules 
but not for sensor appliances. 

Step 13 To specify the number of seconds that can elapse before the sensor frees the 
resources allocated to a fully established TCP session, enter that value in the TCP 
Open Establish Timeout field . 

Step 14 To specify the number o f seconds that can elapse before the sensor frees the 
resources allocated for an initiated, but not fully established, TCP session, enter 
that value in the TCP Embryonic Timeout field . 

Step 15 To accept your changes and close the Reassembly Options page, click Apply. 

ldentifying Additional Ports Used by Specific Signatures Applied 
to a Sensor 

78-15664-01 

When using IDSM devices supported by IDS MC, you can specify additional 
ports that should be considered by signatures that study specific network services 
(identified by the TCP port used by that network service). These port settings 
enable you to identify any well-known network service ports that you have 
reassigned on your internai network. These port settings also enable you to 
identify any custam TCP-based services, running across your internai networks, 
that you want the sensor to study for specialized attacks that target these network 
serv1ces. 
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Chapter 7 T uning Sensor Configurations 
Task List for T uning Sensor Configurations 

Step 1 

Step 2 

Step 3 

Step4 

Step 5 

Step 6 

Step 7 

Port mapping applies only to 3.x IDS modules, 4.x sensor appliances, and 
IDS MC groups . It does not apply to 3.x sensor appliances. 

To identify additional o r remapped ports for more extensive evaluation by specific 
signatures, follow these steps: 

Select Configuration > Settings. 

Click the Object Selector handle. 

In the Object Selector, select the device or group for which you want to identify 
additional or remapped ports . 

The Object Selector closes. 

In the TOC, select Port Mapping. 

The Port Mapping page appears . 

DS 3 seltiJgs ~ 

TCPHIJACK Porls 121 .23.25.80.11 0.143.513 

TCP SYNFLOOD Porls 121 .23.25,80,11 0.113.119.1 

TCP Telnet Porls j2 3 

TCP HTTP Portsjr-8-0.-3-12--8-.8-0-80 ___ _ 

DS 4 set!ings ~-

Web Ports j8D.88.90.8000-9900 

· r lllandatory I Appty /I Reset j 8 
------------------------------------------------m 
To specify additional ports that should be considered by the signature that studies 
for hijacked ports on a TCP-based service, enter each port number in the TCP 
HIJACK Ports field, separating entries with a comma. 

To specify additional ports that should be considered by the signature that studies 
for TCP-based flood attacks, enter each port number in the TCP SYNFLOOD 
Ports field , separating entries with a comma. 

To specify additional ports that should be considered by the attack signature that 
studies for Telnet-based attacks, enter each port number in the TCP TELNET 
Ports field, separating entries with a comma. 
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Chapter 7 T uning Sensor Configurations 

Step 8 

Step 9 

Task list for Tuning Sensor Configurations 

To specify additional ports that should be considered by the attack signature that 
studies for HTTP-based attacks, enter each port number in the TCP HTTP Ports 
field , separating entries with a comma. 

To accept your changes and close the Port Mapping page, click Apply. 

Defining Filters for a Sensor 

78-15664-01 

~ .. 

Filters can be used to reduce the number of false positives reported by your 
sensors, so they are considered a method of tuning your sensors . 

Filtering an alarm means that the sensor will analyze the data stream but will not 
generate an alarm. Filtering ali alarms from a particular signature is not the same 
thing as disabling that signature, which results in no analysis of the data stream 
for that signature. 

Note Filters for a sensor in IDS MC should not be confused with event filters that are 
part of an event rule in Security Monitor. 

A filter is defined by specifying the signature, the source address, and the 
destination address and whether it is an inclusive or exclusive filter. You cannot 
define any particular part o f the fi !ter (sue h as the source address) as inclusive o r 
exclusive; you have to define the entire filter as inclusive or exclusive. Also, ifyou 
define more than one filter, IDS MC will apply them in the order in which you 
defined them. 

An example o f how filters work can be helpful in seeing how to define them. In 
this example, you want to exclude ai! alarms that originate from Network 
I O. I O. I 0.0/24 beca use that network is using some applications that generate large 
numbers o f false positives. However, there are two signatures that are important 
to you, so you don't want them to be excluded: They are 994 (Traffic Flow 
Started) and 995 (Traffic Flow Stopped). 
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Chapter 7 Tuning Sensor Configurations 
Task List for T uning Sensor Configurations 

Step 1 

Step 2 

Step 3 

Step4 

1. Begin by defining an exclusive filter. Specify the source address as 
I 0.1 0.1 0.0, which is the network that is generating large numbers o f false 
positives. Specify ali signatures so that no alarms are sent to 
Security Monitor. 

2. Next, define an inclusive filter. Specify the same source address , which is 
Network 10.10.1 0.0. But specify Signatures 994 and 995 , which are the ones 
that you want to include because they are important to you. 

By using these two filters , and in this order, you can filter out a 1arge number of 
alarms that would be false positives. But you can selectively let some of them 
(Signatures 994 and 995) pass through. This is possible because you defined the 
exclusive filter first and the inclusive filter next. Note that i f you had defined the 
inclusive fi.) ter first , then the exc1usive filter would have filtered out ali the a1arms 
from Network 10.10.10.0. This is because filters are eva1uated in order. 

This procedure defines fi1ters for a sensor as described in this example. The 
example assumes that you have added Device11 in GroupW to your network. 
Device 11 is a 4.x appliance senso r in this example. 

To define a filter for a sensor as described in the example, follow these steps: 

Select Configuration > Settings. 

In the TOC, click the Object Selector handle. 

In the Object Selector, select Devi c e 11, the senso r for which you want to define a 
fi1ter in this example. Device 11 is a 4.x senso r. 

The Object Selector closes. 

In the TOC, select Filters. 

The Filters page appears. This page shows that no filters have been defined for 
Device 11, the sensor that you selected. 

• Using Management Center for lOS Sensors 1.2 

·---- - ·· ·----- --- . -·- -- 1 8-15664-01 

CPMI · CORREIOS 

Fls. N° O 9 3 7 

Doe: 
3696 
------

• 



Chapter 7 T uning Sensor Configurations 

78-15664-01 

Step 5 

Step 6 

Step 7 

Step 8 

Task List for T uning Sensor Configurations 

Filters 

• Group: W Sensor: Device11 

Showing 0-0 ot O records 

No records. 

Rows per page:fiõ3 «Page1 » 

I Add li Edit li Detete I ~ 
----------------------~~~~~~ 

To begin defining the exclusive filter in this example, click Add. 

The Enter Fi i ter page appears. 

Enter a name for the filter: Use "First Filter--Exclusive" 

Select the action o f Exclude. 

The Enter Filter page now appears as shown here. 

Filter Name:* jFirst Filter-Exclusive 

Aclion: .. , Exclude ::::J 
Signatures:" Signatures 

Source Addresses:" Source Addresses 

Destination Addresses:" Destination Addresses 

I OK li Cancel 

------------------------~~==~~ 
Note: " - Required Field 

Click the Signatures link. 

The Enter Signatures page appears. 

Usi 

e! 
~ 

Center for lOS Sensors 1.2 
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Chapter 7 Tuning Sensor Configurations 

Task List for T uning Sensor Configurations 

M 4t•M 

Step 9 On the Enter Signatures page, add Ali Signatures from the Available Signatures 
field to the Selected Signatures field. 

The Enter Signatures page now appears as shown here . 

Ali Signatures 
993 Missed Packet Count 
994 Traflic Flow Started 
995 Tre.flic Flow Stopped 
1 000 BAO IP OPTION 
1001 Record Packet Rte 
1 002 Timestamp 
1 003 Provide s.c.h.tcc 
1 004 Laos e Src Rte 
1 005 SATNET lO 

Ali Signatures 

<< Remove < I 

I OK li Cancel I ~ 
------------------~~=---~~~~==~~ 

Step 10 Click OK 

The Enter Filter page appears again. 

Step 11 Click the Source Addresses link. 

The Filter Source Addresses page appears . 

Step 12 Click Add. 

The Enter Filter Address page appears. 

Step 13 Select the radio button corresponding to Network and enter I 0.1 0.1 0.0, the 
network address being used in this example, along with its network mask of 
255.255 .255 .0. The Enter Filter Address page now appears as shown here. 

• Using Management Center for lOS Sensors 1.2 
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Chapter 7 T uning Sensor Configurations 

Step 14 

Step 15 

Step 16 

Step 17 

Step 18 

Step 19 

Step 20 

Step 21 

78-15664-01 

r Any 

r Internai 

r Externai 

r Single iPAdclress 

r Range stariiP Adclress 

r. Network 

End IP Adclress 

IP Adclress j1 0.1 0.1 0.0 

Network Mask j255.255.255.0 

T ask List for T uning Sensor Configurations 

Bl Cancel I~ 
"' 

Click OK. 

The Filter Source Addresses page appears, showing the addition ofNetwork 
I 0.1 0.1 0.0 with a subnet mask o f 255 .25 .255.0 . 

Click OK. 

The Enter Filter page appears again. 

Click the Destination Addresses link. 

The Filter Destination Addresses page appears. 

Click Add. 

The Enter Filter Address page appears . 

Select the radio button corresponding to an address of Any and click OK. 

The Filter Destination Addresses page appears, showing the addition of Any. 

Click OK. 

The Enter Filter page appears again. 

Click OK. 

The Filters page now appears as shown here . You have just finished defining the 
first filter in this example. 

Using Management Center for IDS Sensors 1.2 
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Chapter 7 T uning Sensor Configurations 
Task list for Tuning Sensor Configurations 

Filters 

• Group: W Sensor: Device11 

Showing 1-1 o11 records 

:1. lo First Fitter--Exclusive Exclude Ali Signatures Ali Subsignatures 10.10.10.01255.255 .255.0 Any 

Rows per page:fi'õ3 « Page 1 » 

J Add IJ Edit IJ Oelete I ~ 
-~--------------------~~~~~~ 

Step 22 To begin defining the inclusive filter in this example, click Add. 

Step 23 Add a filter with the name "Second Filter--Inclusive" with an action oflnclude. 

Step 24 Continue with this example by adding Signature 994 and Signature 995. 

Step 25 Add the same source address and destination address that were used for the first 
fi! ter, and then display the Filters page again. It should now appear as shown here. 

Using Management Center for IDS Sensors 1.2 
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Chapler 7 T uning Sensor Configuralions 

Task Li si for T uning Sensor Configurations 

Filters 

,+- Group: W Sensor. Device11 

Showing 1-2 ot 2 records 

1 , r. First Finer --Exclusive Exclude Ali Signalures Ali Subsignalures 1 O, 1 O, 1 O .0/255 255 .255 .O Any 

2, r Second Fitter --Inclusive lnclude 994-995 AH Subsignalures 10.10.10.0/255.255.255.0 Any 

« P8ge 1 >> 

I Add li Edit li Delet e j ~ 
~--------------------~~=====~ 
The filter named First Filter- -Exclusive will be applied first . It will exclude 
ali alarms from Network 10.10.1 0.0. The fi! ter named Second 
Filter- - Inc l usive will be applied next. It will allow alarms from Network 
10.10.1 0.0 ifthey result from Signatures 994 or 995 . Signatures 994 and 995 will 
not be disabled. 

Specifying Networks and Hosts that Should Never Be Blocked 

78-15664-01 

You can configure a sensor to block an attack by generating ACL rules for 
publication to an Cisco lOS router. However, it is important to tune your sensor 
signatures to identify hosts and networks that should never be blocked. For 
example, you may have a trusted network device whose normal , expected 
behavior appears to be an attack. But such a device should never be blocked. Also, 
trusted , internai networks should never be blocked. Proper tuning reduces the 
number o f false positives and helps ensure proper network operation. 

Using Managemenl Cenler for lOS Sensors 1.2 
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Chapter 7 Tuníng Sensor Confíguratíons 

Task Líst for Tuníng Sensor Confíguratíons 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

To specify the networks or hosts that should never be blocked when an attack is 
detected, follow these steps : 

Select Configuration > Settings. 

Click the Object Selector handle. 

In the Object Selector, select the sensor for which you want to identify hosts and 
networks that should be exempt from blocking. 

In the TOC, select Blocking > Never Block Addresses . 

The IP Addresses page appears. This page shows the list of devices and networks 
that are capable ofbeing blocked by configuring the sensor that you selected. On 
this page, you can add, edit, and detete hosts and networks. 

Showihg 1-3 of 3 records 

1. r 10.1 .1 .a 

2. r 10.10.1 .1 

3. c 171.44.5.1 

255.255.255 .O 

255.255255.0 

255.255 .255.240 

Engineering 

Manufec!uring 

Sales 

Device41 

Devíce41 

Device41 

«Pege1 » 

I Add li Edit li Oelete I ~ 
~------------------~======~00 

To add a host o r network to the Iist o f those that should never be blocked by the 
sensor that you selected, click Add. 

The Enter Network page appears. 

Enter the following information in the Enter Network page : 

• IP address 

• N etwork mask 

• Comment 

To edit information associated with a host or network on the Iist of those that 
should never be blocked by the sensor that you selected, select the check box 
adjacent to the address o f that host or network, and click Edit. 

The Enter Network page appears. 

• Using Management Center for lOS Sensors 1.2 
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Chapter 7 T uning Sensor Configurations 

78-15664-01 

Step 7 

Step 8 

Step 9 

Task List for Tuning Sensor Configurations 

Enter the following information on the Enter Network page: 

• IP address 

• N etwork mask 

• Comment 

To delete a host or network from the list ofthose that should never be blocked by 
the sensor that you selected, select the check box corresponding to the address of 
that host or network, and click Detete. 

The host o r network that you selected is deleted. 

To add, edit, or delete additional hosts or networks, repeat Step 2 through Step 7. 

To continue configuring sensors, select Configuration > Settings. 

Using Management Center for lOS Sensors 1.2 



Task List for T uning Sensor Configurations 

Using Management Center for IDS Sensors 1.2 
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N etBA Y 42 Enterprise Rack Cabinet, 930842S I Página 1 de 2 

----------- -------------- -----==-=':'= •:5~ 

Select a country 

<(-· Servers 

lntel-based servers 

Rack-optimized 

Universal 

Appliance 

Storage 

Accessories & 
upgrades 

Services 

Support 

Certification 

av-"'tion and training 

~andawards 
Library 

HW/SW compatibility 

·- ·--. 
United States ,IJfld1 --, 

Home I Products & services I Support & downloads I My account 1 
4'2Jt):t 

Call 1-888-SHOP-IIiiVf' 

NetBAY42 Enterprise Rack Cabinet 

$2,649.00 IBM List Price 

Model Name: 

Part Number: 9308425 

llll 
New NetBAY rack cabinets províde a comprehensive selection of rugged, rack solutions tailored for 
"deep" servers and high-density ínstallatíons . Cabinet provides 42U of rack space with depth 
capacity to support "deep" servers up to 28 inches . Ali models feature a perforated-steel front 
doar to optimize cooling while maintaíning security by lock and key. These NetBAY rack cabinets 
support ali current rack-mountable IBM eServer xSeries and Netfinity servers. 

Features & Benefits: 

Includes side panels and a stabilizer kit 
• Robust desígn allows shípping with preconfígured servers 
• Perforated front doar provides improved air flow for a fan-free environment 
• Lockable front and rear doors maximize security 
Provídes the most room of ali NetBAY racks for cable management 

Technical Details 

Compatibility 
Restrictions: 

Supported software : 
Hardware prerequisites 
IBM systems: 

Non-IBM systems: 

Operating system requirements : 
Adapters: 
Mounting Kit etc.: 

Product Approvals 

When servicing or sliding devices out of the 
NetBAY42 ER or EX, it is required that the front 
stabilizer plate be used in accordance with the 
instructions included in the installation/safety 
publications . 

Netfinity 4500R, Netfinity 4500R Rack Mounted 
models, Netfinity 5100, Netfinity 5100 Rack 
Mounted models, Netfinity 5000, Netfinity 5000 
Rack Mounted models, Netfinity 5500, Netfinity 
5500 MlO, Netfinity 5500 MlO Rack Mounted 
models, Netfíníty 5500 M20, Netfinity 5500 M20 
Rack Mounted models, Netfinity 5600, Netfinity 
5600 Rack Mounted models, Netfinity 6000R, 
Netfinity 7000 M 10 Rack Mounted models, 
Netfíníty 7100, Netfinity 7600, Netfinity 8500 
Rack Mounted models, xSeries 200, xSeries 220, 
xSeries 230, xSeries 240, xSeries 250, xSeries 
330, xSeries 340, xSeries 232, xSeries 225, 
xSeries 235, xSeries 255, xSeries 342, xSeries 
345, xSeries 360, xSeries 380, xSeries 440, 
xSeries Datacenter solutions 
-To obtain pro per a ir flow and allow for servicing 
of internai devices, the following installation 
clearances are required : 
-Service : Front- 1524mm, Rear- 762mm 
-Operational: Front- 914mm, Rear- 660mm 
-Tower models are supported i f converted to 
rack configurations using a supported rack 
conversion kit . 

Cable requirements are dependent upon the 
devices installed ir.~ the-Ne~BAY4.2. ER .. ca.b.inets. 

- - ;-rr.--

0 
Technical Detai 
·Corn.Qatjbi lity 
·Technical Inforrr 
·W.fl_[!:_q[l_ty 
·Weíghts & Dime 
·Qther 

Product approval/certifications4: 
Energy Star Compliant: 

Technical Information 
Serve r Option: 
Su pported Devices: 
Connectíon to IBM Netfinity Rack Configurator: 

Netfinity Rack 

CPMI - CORREIOS ! ~ 

Fls. N1) 9 4 7 ·lJffi 
3696 i J;;Y Rack Options: 

Securíty Features: 
Caster set 
Lockable front/ re rQoo; Lockable side panel~ ~ 

--·-·.• .... ... .... 
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NetBAY42 Enterprise Rack Cabinet, 930842S I 

Safety Features: 
Cluster Compatible : 

Warranty 3 

Limited Warranty period and type: 

Weight & Dimentions 6 

Weight: 

Travei weight: 
Height: 

Width: 

Depth: 
Operating Temperature (C) (low; high): 
Relative Humidity (%) (low; high): 
Ship Information 
Box 1 
Weight: 
Height : 
Width: 
Depth: 
Box 2 
Weight: 
Height: 
Width: 
Depth : 
Special ship information: 

Other 
Recommendation: 

~ Important Legal Information 

About IB M 1 Pr iva cy i Legal I Contact 

-Heavy-duty rack cabinets specifically 
designed for enterprise environments. 
-Ideal solution for environments where 
multiple server types are required and 
where an extremely rugged, versatile 
enclosure is needed to handle demanding 
enterprise installations. 
-Supports up to fourteen Netfinity EXP 
storage units for massive data storage 
solutions of over 5 terabytes. 

,.· 

-Standard side panels 
-Support for larger servers and better cable 
management 
-Server consolidation supporting 
-High-availability, clustering of server 
nodes 
-1/S centralization/control 
-Multiple Netfinity Enterprise Rack and 
Netfinity Enterprise Expansion Cabinets 
can be installed side-by-side to support 
your expanding business requirements. 
These units bolt together to form multi­
rack suítes to efficiently handle clustering 
or server consolidation requirements. 
-Internai dimensions: Height: 1869mm; 
Width: 450mm; Depth: 1016mm frame; 
Depth: 717mm front to rear mounting 
flanges 

Three year Customer Carry-in 

5751bs 

79.5in 

25.5in 

43.3in 

340Kg 

2172mm 
762mm 
1207mm 

Página 2 de 2 
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ibm.com: United States I N etBA Y 1 U Flat Panel Monitor Console Kit tê)~\ P' . 1 d 2 l .. __ _e · agma e 

----------- -------------..:::....=..=...: ~ :.. ® 

Select a cou ntry 

(-· Servers 

Intel processor-based 
servers 

Rack-optimized 

Universal 

High-performance scalable 

Blade servers 

Storage 

Systems Management 

Accessories & upgrades 

Services 

-~'t 
~ation 
Education and training 

News and awards 

Literature 

HW/SW compatibility 

Solutions 

Shopping help 

Warranty info 

Shop by part number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

~r status 

~ ·ns policy 

Shopping guarantee 

Related links: 

Home I home office 
Small & Medium 
Business 
Government 

Education 

United States ,...----------:~ ,\j,jf.(A 
Home I Products & services I Support & downloads I My account I Call 1-888-SHOP"IBM 

NetBA Y 1 U Flat YourTeleWeb Hotline! 

Panel Monitor 
Console Kit 
IB ~1 Web Price 
$2, 195.00• 
$78.00 /mo. for 36 mos. SuccessLease®...fQr 
Srn~l_A!§i n~g;*** 

Availabili t y: Within 2-4 weeks** 

~I _Addto cart ~ 

This 1 U, high-density rack option comes complete with the key components to 
set up and monitor IBM eServer {logo) xSeries rack servers. lt includes a U.S. 
Space Saver 2 keyboard, 15-inch flat pane! monitor, slide rails and cable 
management and console switch mounting brackets. This rack option provides 
greater flexibility, saves valuable rack space and adds installation convenience 
to your NetBA Y rack solutions. 

Features and Benefits: 

High-density allows more room for other rack components 
ServerProven support for configuration and compatibility with xSeries servers 
and NetBAY rack products 
3-year limited warranty 

General 

Model name 

Description 

IBM Web Price* 

Successlease® fo r Small Business** * 

Compatibility 

Hardware prerequisites (System unit) 

Product approvalsjcertifications 

Memory 

Memory (RAM) std 

Standard features 

Keyboard type standard 

Power management 

Sound emissions 

32P1031 

NetBAY lU Flat Pane! Monitor Console Kit 

$2,195.00 

$78.00/mo. for 36 mos. 

Ali xSeries Servers 

BCIQEMC Type Certifications (Taiwan), C­
Tick Mark (AS/NZS 3548 Class A), 
CCIB/CCEE (China), CE MARK (EN 55022 
Class A), CSA C22.2 No. 950, FCC Class A­
Part 15, GOST (Russia), NOM 019, UL, 
VOE, VCCI Class A (Japan) 

Basic 101 key (rubber dome) 

Call f or exp ress zales set' •.' 

Dimensions 

Weight 

Height 

CPMI - CORREIOS 

Width 

Depth 

Warranty 

Limited Warranty period 

Type of Serv ice 

Monitor 

Monitor Included 

37 lbs 

1.75 inches 

19 inches 

29 .6 inches 

Three year 

Limited warranty 

No 

Fls. N°Q_9_.4JL_ 
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ibm.com: United States I NetBA Y 1 U Flat Panel Monitor Console Kit 

~~ Add to cart ~ 

*Pr ice does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices ma y vary. IBM does not wa rrant non-IBM products. PCs shown here, except 
for Servers and Network Station s, sll ip with an·oper·ating system. Ali offers subject to 
availability . IBM reserves the r ight to alter product offerings and specifications at any time 
wi thout notice. IBM is not responsib le for photog raphic or typographic errors. 

** An estimated ship date will be included with your order confirmation e- m ail. Availabilrty 
does not determine when your order will ship since inventory status may change before 
your order is final (following th e rece ipt of any credit or payment authorization) as other 
orders are processed. "In stock" indicates we currently have at least one of the item in 
stock. Orders are normally held unti l ali the products on the arder are in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 
"With in 2-4 Weeks" indicates t hat the product should be available in inventory in 2-4 
weeks. To obtain the la test inforrnation about the availability of a specific part number, 
please call 1-888-SHOP-IBM. 

'** Success l ease@ for Small Business is offe red and administered in the US and Canada 
by third party providers of business financing who are approved by I BM Global Financing. 
Ali terms are provided by th ird party prov iders of business financi ng who are approved by 
IBM Global Fi nancing.; example o f month ly I e a se payments based on a 36 month te rm, 
prespecified purchase option at end of lease, to qualified business customers installing in 
the US and are for planning purposes only, actual payrnents may vary. A documentation 
fee and first month payment due at signing. Any taxes are additiona l. Other terms and 
fi nancing structures are available. $750 minimum lease order applies. 

Successlease@ for Small Business 

Important Legal Informat ion 

About IBM I Privacy I Legal I Contact 
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----------- -------------..::......::...= ..=;-~ ® 

Select a country 

+- Personal computing 

Accessories & 
upgrades 

Services 

Support 

ThinkVantage 
Technologies 

Presentations 

News & awards 

Library 

Request a Catalog 

Shopping help 

ay-- 1nty info 

~P by part number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
Business 

Government 

Education 

United States -Home I Products & services I Support & downloads I My account Call 1-888-SHOP-IBM 

NetBAY 2X8 
Console Switch 
18~1 Web Pr ice 
$1,359.00" 
Availab il ity: In stock* * 

~~ Addto cart ~ 

The NetBA Y 2x8 CONSOLE Switch supports up to eight servers from one o r 
two consoles. This modular console switch provides versatility, lower-cost and 
increased functionality for your rack installation . This option supports universal 
voltage requirements (100-240V AC) and new locking-cable sets in 7-foot or 12-
foot lengths. 

Features and Benefits: 

Features eight ports to support up to eight servers on a single switch and can 
be tiered for larger configurations 
Utilizes easy to follow user interface 
Universal voltage (1 00-240V AC, 50-60Hz) 
Supports new locking cable set or current cable set 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Hardware prerequisites (System unit) 

Product approvals/certifications 

Characteristics 

Weight 

Height 

Width 

Depth 

09N4291 

NetBAY 2X8 Console Switch 

$1,359.00 

xSeries 130, xSeries 135, xSeries 200, 
xSeries 225, xSeries 220, xSeries 230, 
xSeries 240, xSeries 250, xSeries 340, 
xSeries 232, xSeries 342, xSeries 350, 
xSeries 360, xSeries 370, xSeries 380, 
xSeries 440, xSeries 235, xSeries 255, 
xSeries 345, Intelli 

BSMI (Taiwan), C-Tick Mark (AS/NZS 3548 
Class A), CSA, EMI, IEC, TUV, UL 

5.3 lbs 

1. 7 inches 

17 inches 

8 inches 

Your TeleWeb Hotline! 

Call for express sales ser~· 

---·----·-··· ·- · 

~~ Addto cart ~ 
S ne OJiztrtr~i 

CPMI • CORREIOS 

"'Price does not include ta x or expedited shipping and is subject to change wi thout notic 
Reseller pr·ices may va ry. IBfvl does not warrant non- IBI'-1 products. PCs shown here, ex 
for Servers and Network Stations, ship with an operating system . Al i offe rs subject to 
ava ilabilit y . IBM reserves the right to alter product offerings and specifications at an y t ir 
without notice. IBfvJ is not responsible for photographic or typograp l1i c errors . 
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'"' An estimated ship date wil l be included witl1 you r arder confi rmation e-mail. Ava ilability 
does not determ ine when your or·de r will ship since inventory status rnay cha nge before 
your· order ;s final (following the rece ipt of any credit or payment authorization) as ott1er 
orders are processed. "In stock" indicates we curTently have at least one of the item in 
stock. Order·s are nonnally lleld untrl ali til e products 011 the or·der ar-e in inventory. "Witi1in 
2 weeks" indicates tl1at tlle product should be avail able in inventory with in 2 wee ks. 
'W ithin 2-4 Weeks" indicares that the product should rJe available in inventory in 2·4 
weeks. To obta in the latest informa tion abou t the availabi lity of a specific part number, 
please ca ll l-888-SHOP-IB ~1 . 
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----------- -------------...:....=.=..: ';':.. ® 

United States lj§pjj 

Home I Products & services I Support & downloads I My account I Call 1-888-SHOP-IBM 

Select a country Your TeleWeb Hotline! 

~ Personal computing 

Accessories & 
upgrades 

Services 

Support 

ThinkVantage 
Technologies 

Presentations 

News & awards 

Library 

Request a Catalog 

Shopping l)elp 

ar··:::mty info 

~rvf-1 by part number 

View cart 

Open saved carts 

Estimate sh ipping 

Estimate leasing 

Order status 

Returns pol icy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
· Business 

Government 

Education 

NetBA Y Console 
Cable 12FT 
IBM Web Price 
$65.00 · 
Availabili ty : Within 2 weeks** 

~~ Addto cart j 

Options 
byiBM 

No matter what system you buy or own , chances are you bought it for one 
important reason : to help boost your productivity. So where do you turn when 
it's time to expand? The answer is simple--IBM. Options by IBM offers hundreds 
of peripherals and system enhancements for both IBM and non-IBM systems 
that let you make the most of your computing investment. 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Restrictions 

Hardware prerequisites (System unit) 

Hardware prerequisites(Adapters) 

Hardware prerequisites (Mounting kit etc.) 

Supported software 

Product approvals/certifications 

Warranty 

Limited Warranty period 

Type of Service 

94G7447 

NetBAY Console Cable 12FT 

$65 .00 

Netfinity Rack 9306 model 900, Netfinity 
4SOOR, Netfinity 4SOOR Rack Mounted 
models, Netfinity 5000, Netfinity 5000 Rack 
Mounted models, Netfinity 5100, Netfinity 
5500, Netfinity 5500 MlO, Netfinity 5500 
MlO Rack Mounted models, Netfinity 5500 
M20, Netfi 

Console Server Selector Switch 

One year 

Customer Carry-in Exchange (CCE) 

~~ Add to cart ~ 

'*Price does not include tax o r· expedited shipping and is subject to change without notice. 
Reselle r prices may vary. IBf\1 does not warrant non- IB!Vl products. PCs shown here, except 
for Servers and Network Stations, ship with an opera ting syst ern . Ali offers subject to 
ava ilabi lity. IBM reserves the right to alter product offerings and specifica t ions at any t ime 
without notice. I BM is not respons ible fo r photog rapllic ar typographic errors. 

Call for e x p r ess ::.ales ser •J 

r------· -·-. 
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"* An estimated ship date w ill be included with your arder· confirmation e-mail. Availability 
does not determine when your arder will ship since inventory status may change before 
your arder· is f ina l ( following the receipt of any creditar payrnent authorization) as ot l1er 
orde rs are processed. "In stock" indicates we currently have at least one of tt1e item in 
stock. Orders are normally held until al i the products on the arder are in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 

·~--- ..... .. , . 

"Within 2-4 Weeks" indicates that tl1e product should be available in inven tory in 2-4 
weeks. To obtain the latest inFormation about the availabiiity oF a specífic part number, 
please cal I 1-888-SHOP- IB!Vl. 

Important Legal Inform ati on 

About IBM I Privacy I Legal I Contact 

httn: / /v.;ww-132.ibm.com/webapp/wcs/stores/servlet/ProductDisplay? lang=en _ US&catalogld=-840&pml 23/7/2003 
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Select a country 

~ Personal computing 

Accessories & 
upgrades 

Services 

Support 

ThinkVantage 
Technologies 

Presentations 

News & awards 

Library 

Request a Catalog 

Shopping help 

8/éjrranty info 

~ oy par! number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
Business 

Government 

Education 

United States 1 if'Hi 
Home I Products & services I Support & downloads I My account Call 1-888-SHOP-IBM 

Blank Filler Panel 
Kit 
IBM Web Price 
$55.00• 
Availability: Within 2 weeks** 

~~ Addtocart ~ 

Options 
hyiBM 

Provides two 1 U panels, one 3U pane! and one 5U pane i to cover unused rack 
mounting space in the IBM Netfinity Rack. 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Restrictions 

Hardware prerequisites (System unit) 

Hardware prerequisites(Adapters) 

Hardware prerequisites (Mounting kit etc.) 

Supported software 

Product approvals/certifications 

Warranty 

Limited Warranty period 

Type of Service 

94G6670 

Blank Filler Pane/ Kit 

$55.00 

Netfinity Rack 9306 model 900 

One year 

Customer Carry-in Exchange (CCE) 

-~ Addto _cart ~ 

*Price does not include tax or expedited shipping and is subject to change without notice. 
Rese/ler prices may vary. IBM does not warrant non-IBM products. PCs shown here, except 
for Servers and Network Stations, ship with an operating system. Ali offers subject to 
avai/ability. IBM reserves the right to a/ter product offerings and specifications at any time 
without notice. IBM is not responsible for photographic or typographic errors. 

** An estimated sl1ip date wi/1 be included with your arder confirmation e-mail. Availability 
does not determine when your arder wi/1 ship since inventory status rnay change before 
your arder is final (fo/lowing the receipt of any credit or payment authorization) as other 
orders are processed. "In stock" indicates we cur-rently have at least one of the item in 
stock. Order·s are normally held until ali the products on the arder ar·e in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 
"Within 2-4 Weeks" indicates that the product should be available in inventory in 2-4 
weeks. To obtain the latest information about the availability of a specific part number, 
please cal/ 1-888-SHOP-IB~1. 

Irnportant Legal Information 

Your TeleWeb Hotline! 

c~ll for e x press ::.ales ser•J 

13{:20 
(.;4· 

About IBM I Privacy I Legal I Contact 
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>olutions 
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Varranty info 
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United States 1 i&Bil 
Home I Products & services I Support & downloads I My account I Call 1 - 888-SHOP- IBM 

NetBAY Rack Power Distribution Unit 
Technical Detai 
·Compatibil ity 
·Warra nty 
·Weight & Dimen 

$179 .00 IBM List Price 

Part Number: 37L6866 
ll ll 

The NetBAY RACK POWER DISTRIBUTION UNIT (PDU) is a low-cost, basic PDU that supports up to 
seven devices in which electrical demands do not exceed 15 amps. This universal voltage PDU 
provides versatility, lower-cost and increased function for your rack installation. The NetBAY Rack 
PDU is modular, can help you satisfy a wide array of rack power requirements and supports one 
universal voltage (100-240V) AC power input and seven outputs. This PDU gives you increased 
flex ibility and versatility as your needs require housing multiple servers and other equipment in a 
single cabinet and you must consider the power needs of each device and the effect of the 
combined needs on your power source. 

Features & Benefits : 

• Universal voltage (100-240V AC, 50-60Hz) 
• Brackets for vertical and horizontal rack mounting 
• Two pole 15-amp circuit breaker w ith time-delay protection 
• Seven !EC 320-C13 power out lets 
• One IEC 320-C20 power inlet 
• Cable retention aids 

Technical Details 

Characteristics 
Power adapter type: 
Input voltage : 
Output voltage: 
Form factor: 
Connector: 
Cable length (m): 
Power (Watts): 
Battery technology : 
Battery voltage : 
Battery intelligence: 
Other Information: 

Compatibility 
11 Restrictions : 

Hardware prerequisites : 
System Units 
_IBM Systems: 

_ Non-IBM sys tems : 

Operating system requirements: 
Ad apters : 
Mou nting kit etc.: 

-Low-cost, basic PDU that supports up to 
seven devices in which current demands do not 
exceed 3600 watts. 

-Universal voltages (100-240V AC 
50/60Hz) 
-Two pote 20-amp circuit breaker with 
time delay protection 
-Ten IEC 320-C13 power outlets 
-One IEC 320-C20 power inlet 
-Reversible side mounting bra ·kets-for-·· ··· 
vertical and horizontal rack m lfml~l'mS:~g1ir&&'l"'~rT'l'I"~..,..-..J. 
-Cable retention aids CPMI • CORREIOS 
-Power indicator light ( Ü r;: r;: 

Fls. N° , tt...i 0 t) 
- - -- --

3696 
Netfinity Enterprise Rack, Netfinity Ra

1 
IOoc: 

Netfinity NetBAY22, xSeries 130, xSecies 23",- -----­
xSeries 255, xSeries 135, xSeries 33o;··X"'Sêríes" ···· · ··· · · · · · · · · · · · ··~· · ·-
232, xSe~es 250, x5e~es342 , xse~es 360, 
xS eries 345, xSeries 380, xSeries 440, 
I ntell iStation R Pro (6851) 
-Require an ElA 3100 standard rack cabinet. 1 U 
of space is required o r space available in the .. ~- ') 
sidewa/1 compartment of a Netfinity Ra ck or ·- o.) 

Netfinity Enterprise Rack ~ 

.~ . ;;, "'""" '"'" ;1-, , r nm /n<: /nrn rlll(-:t c; _nsf/$wwwPartNumLookup/ 3716866 23/7/2003 
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Select a country 

t- Personal computing 

Accessories & 
upgrades 

Services 

Support 

ThinkVantage 
Technologies 

Presentations 

News & awards 

Library 

Request a Catalog 
\ 

Shopping help 

Warranty info 

Shop by par! number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I h o me office 

Small & Medium 
Business 

., 8 overnment 

Education 

United States 

Home I Products & services I Support & downloads I My account I Call 1- 888-S/ 

Yourl 

Power Cable Type 
C12 
IBM Web Price 
$19.00* 
Avai lability : In stock* * 

{jJ I Add to cart ~~ 

Options 
byiBM 

To connect server system units and other devices to a PDU or UPS in a rack 
enclosure when longer power cables are required. 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Restrictions 

Hardware prerequisites (System unit) 

Hardware prerequisites(Adapters) 

Hardware prerequisites (Mounting kit etc.) 

Supported software 

Product approvals/certifications 

Warranty 

Limited Warranty period 

Type of Service 

94G7448 

Power Cable Type C12 

$19.00 

Netfinity Rack 9306 model 900 

One year 

Customer Carry-in Exchange (CCE) 

-~ Addto cart ~ 

* Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may vary . IBM does not warrant non-IBM products. PCs shown here, 
except for Servers and Network Stations, ship with an operating system. Ali offers subject 
to availability . IBM reserves the right to ai ter product offerings and specifications at any 
time without notice. IBM is not responsible for photographic or typographic errors. 

** An estimated ship date wi ll be included with your order confirmation e-mail. Availability 
does not determine when your order will ship since inventory status may change before 
your order is final (following the receipt of any credit or payment authorization) as other 
orders are processed. "In stock" indicates we currently have at least one of the item in 
stock. Orders are normally held until ali the products on the order are in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 
"Within 2-4 Weeks" indicates that the product should be available in inventory in 2-4 
weeks. To obtain the latest information about the availabilit;+t of a specific part n mbe.r, . 

Call fc, 

please call 1-888-SHOP-IBM. R~~TT'"ff"f191AA~..P.~:-4 

Important Legal Information 

About IBM I Privacy I Legal I Contact 
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CISCO 'svsTEMS 

Cisco 1751 Modular Access Router 

~-

Figure 1 

The Cisco 1751 
Router delivers a 
versatile 
e-B usiness WAN 
access solution. 

Cisco 1751 Modular Access Router is 

ideally suited to help you evolve your 

organization into an e-Business. It supports 

e-Business features such as VPNs; secure 

Internet, intranet. and extranet access with 

optional firewall technology; broadband 

DSL and cable connectivity; and 

multiservice voice/video/data/fax 

integration. The Cisco 1751 Modular 

Access Router offers: 

• Flexibility to adapt to changing 

requirements 

• Modularity that allows you to 

individually configure the system to 

meet specific business needs 

• Investment protection with features and 

performance to support new WAN 

services such as broadband DSL and 

cable access, multiservice voice/data 

integration, and VPNs 

• Integration o f multi pie network 

functions, including an optional firewall 

VPN. and data service unit/channel 

service unit (DSU/CSU) to simplify 

deployment and management 

Ci sco Systems. Inc. 

The Cisco 1751 Router delivers these 

capabilities with the power of Cisco lOS 

Software in a modular integrated access 

solution. The Cisco 1751 Router provides a 

cost-effective solution to support e-Business 

applications through a comprehensive 

feature set including support for : 

• Multiservice voice/fax/data integration 

• Secure Internet, intranet, and extranet 

access with VPN and firewall 

• Integrated broadband DSL connectivity 

• VLAN support (IEEE 802 .1Q) 

The Cisco 1751 Router, a member of the 

Cisco 1700 Family, features a modular 

architecture that enables cost-effective 

upgrades and additions o f WAN and voice 

interfaces. Integrated network services and 

functions . such as optional firewall, DSU/ 

CSU, and VPN features , reduce the 

complexity of deploying and managing 

e-Business solutions. The Cisco 1751 

Router offers investment protection when 

your business needs it, with a RISC 

architecture and features to support new 

technologies and applications such as voice/ 

video/data/fax integration and VPNs. 

See Figure 2. 

-·---· ·-··-- ··---· ·· ·-~ .. ··· 
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Figure 2 

Ctsco 1751 Routers provtde ali necessary capabtltttes to connect to the Internet and commumcate with vendors, customers, and other employees 
and offices. 

Agents 

E-Business 
Application and 

Web Servers 

Cisco 1751 
Router with 

Cisco lOS Firewall 

Cisco 1751 
Router with 

Cisco lOS Firewall 

Internet Servi c e 
Provi der with 
Hosted E-Mail 

Telecommuter/ 
Branch Office 

Supplier 

T he Cisco 1751 Router is available in two models that enable you to easily tailor a n access solution to suit your 

e-B usiness requirements today and in the future. See Table 1. 

Table 1 The Cisco 1751 Modular Access Router 

Cisco 1751 

Base Model 

Cisco 1751-V 

Multiservice Model 

lncludes everything an office needs for data networking now (16MB 
Flash , 32 MB ORAM, and Cisco lOS IP software feature set). with a sim pie 
upgrade path to full voice functionality. WAN interface cards are available 
separately. 

lncludes ali the features needed for immediate integration of data and 
voice services w ith support for up to two vo ice channels (32MB Fl ash and 
64MB ORAM, one OSP (PVOM-256K-4). and Cisco lOS IP Plus Voice 
feature set). Voice and WAN interface cards are available separately. 

Ali Cisco 1751 models offer three modular slots for voice and data interface cards, an autosensing I 011 OOBaseT Fast 

Ethernet LAN port supporting standards-based IEEE 802. 1Q VLAN, a conso le port, and an auxi liary port. The 

Cisco 1751 Router supports the same WAN interface cards as the Cisco 1600, 1700, 2600, and 3600 Series routers, 

and the same voice interface cards and voice-over- IP (VoiP) technology as the Cisco 1700, 2600, and 3600 Series 

routers. This simpli fies support requirements. The WAN interface cards support a w ide range o f services, including 

synchronous and asynch ronous seria l. Integrated Services Digital Network Basic Rate-fTTtêYrãéê .. ISDN.BRI . 1\DSL. 

CPMI - • CORREIOS 
Cisco Systems, Inc. o 

Ali contents are Copyright © 1992-2003 Cisc o Systems, Inc. Ali rights reserved. lmportant Notices and Pr vacy Stateme f~ 9 Q 
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and serial with DSU/CSU options for primary and backup WAN connectivity. The voice ace cards support 

Foreign Exchange Office (FXO) . Foreign Exchange Station (FXS) , Network and User Side Voice BRI (ISDN BRI NT/ 

TE), Ear & Mouth (E &M) , direct inward dial (DID) . and Tl/E1 Multiflex VWICs. Additionally, an Ethernet 

interface card provides the Cisco 1751 Router with dual-Ethernet capability to support the externai broadband 

modem devices. See Figure 3. 

Figure 3 

Cisco 1751 Router lncorporating Ethernet WAN Interface Card (WIC) Deployed w 1th Broadband Modem 

Internet 

~/ 
DSUCable ~· · • ~.~%-~ Cisco 1751 Router with 

Modem . ·· , · Cisco lOS Firewall 

d.LAN '"' ""'1-Ethomot 

In addition, dual-Ethernet capability on the Cisco 1751 Router enables the creation ofperimeter/DMZ (demilitarized 

zone) LANs to enhance security by physically separating private and public data. See Figure 4. 

Figure 4 

C1sco 1751 Router lncorporatmg Ethernet W IC to Deploy Penmeter/DMZ LAN 

Internet 

T1 
~ Cisco 1751 Router with 

~ ~~~~ Cisco lOS Firewall 
LAN Segment;· and Duai-Ethernet 

DMZ LAN 

Priva te 
LAN 

Web 
Servers 

Co mbined, these in terfaces support a com prehensive set of applications, including multise rvice voice/video/data/fax 

integratio n, Frame Re lay, ISDN BRI, SMDS, X.25, broadband DSL and cable servi ces, and VPNs. 

R:OS ne o~ -C t~ - I 
CPMI · CORREIOS j 
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Key Benefits 

The Cisco 1700 Series routers support the value o f end-to-end Cisco network solutions with the following benefits : 

Flexibility-The modular Cisco 1751 Router adapts easily to fit the needs o f growing businesses. Interchangeable 

WAN interface cards enable easy additions or changes in WAN technologies without requiring a forklift upgrade of 

the entire platform. Modular data and voice slots enable users to tailor data and voice services as needed. With the 

ability to use the same field-upgradable WAN and voice interface cards across multi pie Cisco access router platforms, 

the Cisco 1751 Router reduces requirements for spare parts inventory and support training. 

Multiservice Access-For businesses that want to become e-Businesses and incorporate applications that integrate 

multiservice voice/video/data/fax capabilities now or in the future, the Cisco 1751 Router offers a flexible, 

cost-effective answer. The Cisco 1751 Router enables network managers to save on long-distance interoffice billing 

costs. lt also interoperates with next-generation voice-enabled applications such as integrated messaging and 

Web-based call centers. The Cisco 175 1 Router works with the existing telephone infrastructure- phones, fax 

machines. key telephone systems (KTS) units, and PBX (including digital PBXs)-minimizing capital costs. 

See Figure 5. 

Figure 5 

Vo1ce/v1 deo/data/fax mtegrat1on. The Cisco 1751 Router integrates data and vo1ce capabilities, s1gnificantly lowering toll charges for small- and 
med1um-s1zed bus1nesses and enterpnse smal l branch offices. 

Small Branch Office 

Phone 

Fax 

~~~ 

IP Phone MCM 
Gatekeeper 

Branch Office 

...,· .. m 
Cisco 2600 

Lower Cost ofOwnership-The Cisco 175 1 Router provid es a complete solution for integrated voice a nd data access 

in a single product , eliminat ing the need to insta li and maintain a large number o f separa te devices. Yo u can combine 

optional fun ct ions-in cluding a voice gateway, dynami c firewall, VPN tunnel server, DSU/CSU. ISDN network 

Ci sco Systems, Inc. 
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Table 2 Key Features and Benefits (Continued) 

Features Benefits 

IPSec DES and 3DES • Enable creation of VPNs by providing industry-standard data 
privacy, integrity, and authenticity as data traverses the 
Internet ora shared public network 

• Supports up to 168-bit encryption 

Hardware-Based Encryption Using Optional • Supports wire-speed encryption up to T1/E1 speeds 
VPN Module 

Device Authentication and Key Management 

IKE, X.509v3 digital certification, and support for • Ensure proper identity and authenticity of devices and data 
certificate enrollment protocol (CEP) with • Enable scalability to very large IPSec networks through 
certification authorities (CAs) such as Verisign automated key management 
and Entrust 

User Authentication 

PAP/CHAP, RADIUS, TACACS+ • Support ali leading user identity verification schemes 

VPN Tunneling 

IPSec, GRE, L2TP, L2F • Offer choice of standards-based tunneling methods to create 
VPNs for IP and non-IP traffic 

• Allow standards-based IPSec o r L2TP client to interoperate with 
Cisco lOS tunneling technologies 

• Fully interoperable with public certificate authorities and IPSec 
standards-based products 

• Part of the scalable Cisco end-to-end VPN solution portfolio 

Cisco Easy VPN client • Allows the router to act as remate VPN client and h ave VPN 
policies pushed down from the VPN concentrator 

Cisco Unified VPN Access Server • Allows the router to terminate remate access VPNs initiated by 
mobile and remate workers running Cisco VPN client software 
on PCs; and allows the router to terminate site-site VPNs 
initiated by lOS routers using the Cisco Easy CPN client feature 

Management 

IEEE 802.10 VLAN Support • VLANs enable efficient traffic separation, provide better 
bandwidth utilization, and alleviate scaling issues by logically 
segmenting the physical LAN infrastructure into different 
subnets 

Manageable via SNMP (CiscoView, • Allow central monitoring, configuration, and diagnostics for ali 
CiscoWorks2000), Telnet, and console port functions integrated in the Cisco 1751 router, reducing 

management time and costs 

Cisco SOM • Simplifies router and security configuration through smart 
wizards to enable customers to quickly and easily deploy, 
configure and monitor a Cisco access router without requiring 
knowledge of Cisco lOS Command Line Interface (CLI) 

· ---~----- ··--··-· .. --~- -~· · 
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Table 2 Key Features and Benefits (Continued) 

Features Benefits 

Ease of Use and lnstallation 

Cisco ConfigMaker, SETUP configuration utility, • Simplifies and reduces deployment time and costs with 
Autolnstall, color-coded ports/cables, and LED graphical LANNPN policy configurator; command-line, 
status indicators context-sensitive configuration questions; and straightforward 

cabling 

• LEDs allows quick diagnostics and troubleshooting 

Network Address Translation (NAT) and Easy IP • Simplifies deployment and reduces Internet access costs 

O oS 

CAR, Policy Routing, WFO, PO/CBWFO, GTS, • Allocates WAN bandwidth to priority applications for improved 
RSVP. DSCP. cRTP. MLPPP and LFI performance 

Reliability and Scalability 

Cisco lOS Software, dial-on-demand routing, • 1m proves network reliability and enables scalability to large 
dual-bank Flash memory, scalable routing networks 
protocols such as OSPF. EIGRP. and HSRP 

Broadband Connectivity Options 

ADSL and cable connectivity deliver • Leverage broadband access technologies like cable and DSL to 
business-class broadband access increase WAN connectivity speeds and reduce WAN access 

costs 

• The Cisco 1751 supports ADSL connectivity with ADSL WIC 

• Cable connectivity with the Cisco 1751 and optional integrated 
Cisco uBR910 Series Cable DSU deliver business-class 
broadband access 

Device lntegration 

lntegrated router, voice gateway, firewall, • Reduce costs and simplifies management 
encryption, VPN tunnel server, DSU/CSU, and 
NT1 in a single device 

Cisco lOS Technology 

Internet and Intranet Access 

Cisco lOS Software provides an extensive set of features that make the Cisco 1751 Router ideal for fl exible , 

high-performance communications across both intranets and the Internet: 

• Multiprotocol routing (IP, IPX, and AppleTalk), IBM/SNA, and transparent bridging over ISDN, asynchronous 

serial, and synchronous serial such as leased lines, Frame Relay, SMDS, Switched 56 , X.25 , and X .25 over 

ISDN D 

• WAN optimization- including dial-on-demand routing (DOR) . bandwidth-on-demand (BOD) 

and OSPF-on-demand circuit, Snapshot routing, compression, filtering, and spoofing to reduce WAN costs 

CPMl • CORREIOS 
Cisco System s, Inc. 
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Security 

Cisco lOS Software supports an extensive set o f basic and advanced network security features. including access 

controllists (ACLs); user authentication, authorization, and accounting (such as PAP/CHAP, TACACS+, and 

RADIUS); and data encryption. To increase security, the integrated Cisco lOS Firewall Feature Set protects internai 

LANs from attacks with context-based access control (CBAC) and Intrusion Detection (IDS), while IPSec tunneling 

with data encryption standard DES and 3DES encryption provide standards-based data privacy, integrity, and 

authenticity as data travels through a public network. Additionally, remote management applications, such as Cisco 

Security Device Manager (SDM), make it easier than ever to deploy and monitor security applications on your Cisco 

router. 

The Cisco 1700 Series routers support the Cisco Easy VPN client feature that allows the routers to act as remote 

VPN clients. As such, these devices can receive predefined security policies from the headquarters' VPN head-end, 

thus minimizing configuration o f VPN parameters at the remote locations. This solution makes deploying VPN 

simpler for remote offices with little IT support or for large deployments where it is impractical to individually 

configure multiple remote devices. While customers wishing to deploy and manage site-to-site VPN would benefit 

from Cisco Easy VPN client beca use ofits simplification ofVPN deployment and management, managed VPN service 

providers and enterprises who must deploy and manage numerous remote sites and branch offices with lOS routers 

for VPN will realize the greatest benefit. 

The Cisco 1700 Series routers also support the Cisco Unified VPN Access Server feature that allows a Cisco 1700 

router to act as a VPN head-end device. In site-to-site VPN environments, the Cisco 1700 router can termina te VPN 

tunnels initiated by the remote office routers using the Cisco Easy VPN client. Security policies can be pushed down 

to the remote office routers from the Cisco 1700 Series routers. In addition to terminating site-to-site VPNs, a Cisco 

1700 Series router running the Unified VPN Access Server can terminate remote access VPNs initiated by mobile and 

remote workers running Cisco VPN client software on PCs. This flexibility makes it possible for mobile and remote 

workers, such as sales people on the road, to access company intranet where criticai data and applications exist. 

For remote access, VPNs, Layer 2 Forwarding (L2F), and Layer 2 Tunneling Protocol (L2TP) combine with IPSec 

encryption to provide a secure multiprotocol solution for IP, IPX. and AppleTalk traffic. and more. Mobile users can 

dia! in to a servi c e provider's local point o f presence (POP) and data is "tunneled" (o r encapsulated inside a second 

protocol such as IPSec or L2TP) back to the Cisco 1751 router to securely access the corporate network via 

the Internet. 

Cisco lOS Software QoS Features 

Through Cisco lOS Software, the Cisco 1751 Router delivers quality o f service (QoS) capabilities , including Resource 

ReSerVation Protocol (RSVP) , Weighted Fair Queuing (WFQ) . Committed Access Rate (CAR) , and IP Precedence. 

These features enable businesses to prioritize traffic on their networks by user, application , traffic type , and other 

parameters. to ensure that business-critical data and delay-sensitive voice are appropriately prioritized. 

Because the Cisco 1751 Router provides robust voice compression, up to 8 voice calls can occupy a single 64K data 

channel simultaneously. without compromising data performance. Cisco lOS voice compression technology 

integrates data and voice traffic to enable efficient use o f existing data networks. 
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High-Performance Architecture for VPNs and Broadband Service 

A robust RISC architecture and Cisco IOS features enable the Cisco 1751 Router to support VPN applications with 

tunneling and security, as well as DSL, cable, and other broadband access technologies. An internai slot on the Cisco 

1751 motherboard supports an optional VPN module that provides hardware-assisted IPSec DES and 3DES 

encryption at Tl/E1 speeds. The Cisco 1751 Router equipped with the WIC-1ADSL supports VPN over ADSL 

service. See Figure 6. The Cisco 1751 Router with the uBR91 O series cable DSU supports business-class broadband 

cable access. The Ethernet WIC (WIC-1ENET) provides an alternate method of deploying DSL/cable Internet access 

with the use o f an externai modem. In some cases, the ISP provides the broadband modem. 

Figure 6 

The Crsco 1751 Router, deployed in conjunction with the ADSL WIC, enables SMB and small branch customers to reap the benefits of ADSL. 

Small Branch 
Office 

Headquarters 

Cisco 6000 
(DSLAM) 

Network Management and Ease of lnstallation 

Cisco 72XX 

The Cisco 1751 Router supports a range o f network-management and ease-of-installation tools: 

• The Cisco Security Device Manager (SDM) is an intuitive, web-based device management tool embedded within 

the Cisco lOS access routers . SDM simplifies router and security configuration through smart wizards to enable 

customers to quickly and easily deploy, configure and monitor a Cisco access router without requiring knowledge 

of Cisco IOS Command Line Interface (CLI) . For more information visit www.Cisco.com/go/sdm. 

• Cisco ConfigMaker is a Windows wizard-based tool designed to configure a small network of Cisco routers, 

switches, hubs , and other network devices from a single PC. This tool makes it easy to configure value-add 

security features such as the Cisco lOS Firewall Feature Set, IPSec encryption, and network address translation 

(NAT) ; establish VPN policies (including QoS and security); and configure the Dynamic Host Configuration 

Protocol (DHCP) server. 

• CiscoWorks for Windows , a comprehensive network management solution for small to medi um sized networks 

that provides Web-based network monitoring and device configuration management. 

• CiscoWorks2000, the industry-leading Web-based network management suíte from Cisco. simplifies tasks such 

as network inventory management and device change, rapid software image deployment, and troubleshooting. 

• For service providers, Cisco Service Management (CSM) provides an extensive suite of service management 

so lutions to enable planning. provisioning. monitoring. and billing. 
ROS ne 03/it)~ . C I ~ _wi 
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Extending Cisco End-to-End Solutions 

As parto f the comprehensive Cisco end-to-end networking solution, the Cisco 1700 Series routers enable businesses 

to extend a cost-effective , seamless network infrastructure to the small branch office. The Cisco 1700 Family of 

access routers includes the Cisco 1751 Router and Cisco 1721 Router-a modular device optimized for data-only 

connections . WAN cards work with both devices, as well as with Cisco 1600, 2600, and 3600 Series routers. They 

are powered by Cisco lOS Software for robust WAN service between branches and central offices in organizations 

with multiple sites. Both feature RISC-based processors to provide performance for encryption and support for 

emerging broadband technologies. 

The Cisco 1 7 51 Router also shares VoiP technology and analog voice interface cards with Cisco 2600 and 3600 

Series routers. This feature provides an end-to-end solution for multiservices communications between offices, 

simplifying inventory needs and leveraging IT expertise across more devices in an organization. 

For a complete list of physical interfaces, see Tables 3, 4 , 5, and 6. 

Table 3 Physical lnterfaces/Architecture 

One 10/100 BaseT Fast Ethemet Port Automatic speed detection; automatic duplex negotiation; VLAN support 
(RJ45} 

One Voice Interface Card Slot Supports a single voice interface card with two ports per card 

Two WAN Interface Card/Voice Supports any combination of up to two WAN interface cards or voice 
Interface Card Slots interface cards 

Ethemet WAN Interface Cards Supports PPP and PPPoE; operates in full and half-duplex modes 

One Auxiliary (AUX) Port RJ-45 jack with RS232 interface (plug compatible with Cisco 2500 Series 
AUX port); asynchronous serial DTE with fui I modem contrais (CO, DSR, 
RTS, CTS); asynchronous serial data rates up to 115.2 kbps 

One Console Port RJ-45 jack with RS232 interface (plug compatible with Cisco 1000/1600/ 
2500 series console ports); asynchronous serial DTE; transmit/receive 
rates up to 115.2 kbps (default 9600 bps, nota network data port); no 
hardware handshaking such as RTS/CTS 

One Internai Expansion Slot Supports hardware-assisted services such as encryption (up to T1 /E1) 

RISC Processar Motorola MPC860P PowerOUICC at 48MHz 

Table 4 WAN Support 

Asynchronous Serial Interfaces on Interface speed: up to 115.2 Kbps; asynchronous serial protocols: 
Serial WAN Interface Cards Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP); 

asynchronous interface; EIA/TIA-232 

ISDN WAN Interface Cards ISDN dialup and ISDN leased line (IDSL) at 64 and 128 Kbps; 
encapsulation over ISDN leased line; Frame Relay and PPP 

ADSL WAN Interface Cards Supports ATP adaption Layer 5 (AAL5) services and applicati o ns; 
interoperates with Alcatel DSLAM with Alcatel chipset and Cisco 6130/ 
6260 DSLAM with Globespan chipset; ANSI T1.413 issue 2 and ITU 992.1 
(G .DMT) compliant 
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Table 5 WAN Interface Cards for the Cisco 1751 Router 

Module Description 

WIC-1T One serial, async, and sync (T1/E1) 

WIC-2T Two serial, async, and sync (T1/E1) 

WIC-2AIS Two low-speed serial (up to 128 kbps), async, and sync 

WIC-18-S/T One ISDN BRI S/T 

WIC-18-U One ISDN BUI U with integrated NT1 

WIC-1DSU-56K4 One integrated 56/64-kbps, four-wire DSU/CSU 

WIC-1DSU-T1 One integrated T1 /fractional T1 DSU/CSU 

WIC-1ADSL One-port ADSL interface 

WIC-1ENET One-port 10BaseT Ethernet Interface 

WIC-1SHDSL One-port G.SHDSL interface 

WIC-1AM One-port V.90 analog modem WIC 

WIC-2AM Two-portV.90 analog modem WIC 

Table 6 Voice Interface Cards for the Cisco 1751 

VIC-2FXS Two-port FXS voice/fax interface card for voice/fax network module 

VIC-2010 Two-port DID (direct inward dial) voice/fax interface card 

VIC-2FXO Two-port FXO voice/fax interface card for voice/fax network module 

VIC-2FXO-EU Two-port FXO voice/fax interface card for Europe 

VIC-2FXO-MI Two-port FXO voice/fax interface card with battery reversal detection and 
Caller ID support (for US, Canada, and others) [enhanced version of the 
VIC-2FXO] 

VIC-2FXO-M2 Two-port FXO voice/fax interface card with battery reversal detection and 
Cal ler ID support (for Europe) [enhanced version of the VIC-2FXO-EU] 

VIC-2FXO-M3 Two-port FXO voice/fax interface card fo r Austral ia 

VIC-2E/M Two-port E&M voice/fa x interface card for voi ce/fax netwo rk m odul e 

VIC-28RI-NT /TE Two-port network Side ISDN BRI interface 

VIC-4FXS/DID 1 Four-port FXS and DID voice/fax interface card 

VWIC-1MFT-T1 One-port RJ-48 multiflex trunk- T1 

VWIC-2MFT-T1 Tw o-port RJ-48 multiflex trunk - T1 

VWIC-2MFT-T1-DI Two-port RJ-48 multiflex trunk- T1 with drop and insert 

VWIC-1MFT-E1 One-port RJ-48 multiflex trunk- E1 

,--· - r•••• -• ••• •~ -• ·-
VWIC-2MFT-E1 Tw o-port RJ-48 multifl ex trunk- E1 • 
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Table 6 Voice Interface Cards for the Cisco 1751 

VWIC-2MFT-E1-DI Two-port RJ-48 multiflex trunk · E1 with drop and insert 

VWIC-1MFT-G703 One-port RJ-48 multiflex trunk · E1 G.703 

VWIC-2MFT-G703 Two-port RJ-48 multiflex trunk · E1 G.703 

1. The Cisco 1751 can support three VIC-4FXS/DID cards with a maximum of four ports in DID mode 

Voice lmplementation Requirements 

The Cisco 1751 Modular Access Router supports FXO, FXS, E&M. ISDN BRI VICs, and Tl/E1 multiflex V/WICs. 

The FXO interface allows an analog connection to the central office o f the Public Switched Telephone Network 

(PSTN) . The FXS interface connects basic telephone service phones (home phones) , fax machines, key sets, and PBXs 

through ring voltage and dia! tone. The E&M interface allows connection for PBX trunk !ines (tie !ines). The 

ISDN-BRI NT!fE VIC is used to connect to the PSTN ora PBX/KTS. whereas the Tl/E1 multiflex V/WIC (multiflex 

V /WIC) supports both data and voice services. The multiservice-ready Cisco 1 751· V router version includes ali the 

features needed for immediate integration of data and voice services: 

• One DSP-(PVDM-256K-4) 

• 32-MB Flash memory 

• 64-MB ORAM 

• Cisco lOS IPNOX Plus feature set 

VICs and WICs are available separately. 

The Cisco 1751 and Cisco 1751-V routers h ave two DSP module slots on the motherboard and a maximum o f eight 

DSPs are supported per router. 

DSP Requirements 

Cisco 1751 routers support 3 types o f DSP images : high complexity (HC). medium complexity (MC) and Flexi-6. 

HC and MC are used for analog1 and BRI (VIC-2BRI-NT/TE) VICs; Flexi-6 is used for T1 /E1 VWICs2 and BRI VIC. 

MC is introduced in Cisco 1751 starting from Cisco IOS 12.2(8)YN release, which will merge into 12.3(1)T. 

Therefore . please make sure to use Cisco 12.2(8) YN or !ater releases when using MC. In addition . starting from 

12. 2(8)YN release. the default DSP image for BRI VIC is changed from HC to Flexi-6. Table 7lists the default images 

for each type o f VICs; Table 8 lists lOS support for each DSP image. Table 9 lists the number o f channels supported 

by one DSP (PVDM-256K-4) for each codec type. 

Please use the following rules for calculating DSP requ irements on the Cisco 1751: 

1. For the Early Deployment (ED) releases: Cisco lOS 12.2(2)XK. 12.2(4)XW. 12.2(4)XL. 12.2(4)XM, 12.2(4)YA. 

12.2(4)YB , 12.2(8)YL, 12.2(8)YM and 12.2(11)YT, or T train rel eases prior to 12.3(1) T: 

I. Analog VICs in clude VIC-2FXS. VIC.2FXO. VIC-2 FXO-M I. VIC.2FXO-M2. VIC-2 1'XO-M3 . VIC -ZFXO-EU . V IC- ZE/M. VIC -2DID. VIC-4 FXS/ 
DID 
2. TI/E I VW ICs inclucle VW IC-1 t\11'TT I. VWIC- ZMFT-TI . VWIC-Z MI'T-T I -DI. VW IC -I MFT-E J. VW IC-ZMFT-E . .!... Y.\::YJÇ· ZMFT-E I -0 1. 
VWIC-1 MFT-G 703 . VW IC. 2MFT- G 7o:J 
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- a. Each 2-port analog VIC requires 1 DSP (PVDM-256K-4) 

- b. Each VIC-2BRI-NT/TE requires 2 DSPs (PVDM-256K-8) 

- c. For VWICs, refer to Table 9. For example, 12 G.711 digital Tl/E1 voice calls require two DSPs; 12 G.729 

calls require four DSPs 

- d. Total DSP requirement is the sum ofa, b and c. The DSP resources can not be shared between analog VICs, 

BRI VIC and VWICs. 

2. For the Early Deployment (ED) releases: Cisco lOS 12.2(8)YN or !ater (Note: not including 12.2(ll)YT) or T 

train releases 12.3(1)T or later, please always refer to the DSP Calculator in the following link: 

http://www.cisco.com/cgi-bin/Support/DSP/cisco_prodsel.pl 

The DSP calculator optimizes the DSP resources for your configuration and suggests CLI configurations. 

Table 7 DSP Firmware for each type of VICs 

VIC Type Firmware Support 

2-port Analog VICs HC (default), MC ( starting from 12.2(8)YN) 

4-port Analog VIC HC, MC (default, starting from 12.2(8)YN) 

VIC-2BRI-NT /TE HC (default for ED releases prior to 12.2(8)YN or T train releases prior to 12.3(1 )T); 
MC; Flexi-6 (default for ED releases 12.2(8)YN o r !ater o r T trai n releases 12.3(1 )To r 
I ater); 

T1/E1 VWICs Flexi-6 (default) 

Table 8 Cisco lOS support for DSP firmware 

Firmware Support lOS Release Support 

HC 

MC 

Flexi-6 

In ali orderable lOS Releases 

ED Releases: Cisco lOS 12.2(8)YN or !ater 1 

T Train Releases: Cisco lOS 12.3(1 )T or I ater 

For T1/E1 VWICs: 

• ED Releases: Cisco lOS 12.2(4)YB or !ater 2 

• T Train Releases: 6th releases of 12.2T o r I ater 

For VIC-2BRI-NT/TE: 

• ED Releases: Cisco lOS 12.2(8)YN or !ater 3 

• T Train Releases: Cisco lOS 12.3( 1 )To r I ater 

1. lt doesn't include Cisco 12.2( 11)YT. 12.2( 11)YT doesn't support MC. 
2. lt doesn't include Cisco 12.2(11)YT. 12.2(11)YT doesn't support Flexi-6. 
3. lt doesn't include Cisco 12.2( 11)YT. 12.2(11)YT doesn't support Flexi-6. 

Table 9 The number of channels supported by one DSP (PVDM-256K-4) per codec type 
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Table 9 The number of channels supported by one DSP (PVDM-256K-4) per codec type 

Firmware 

G.711 2 4 6 

G.729ab2 /G.729a 2 4 3 

G.726 2 4 3 

G.723 2 - 2 

G.728 2 - 2 

Fax Relay 2 4 3 

1. BAI VIC support in Flexi-6 starts from 12.2(8)YN or 12.3(1)T. 
2. G.729 and G.729b is not supported in MC o r Flexi-6 images. 

Table 10 DSP Modules Available on Cisco 1751 

Modules DSPs 

PVDM-256K-4 1 DSP Module 

PVDM-256K-8 2 DSP Modules 

PVDM-256K-12 3 DSP Modules 

PVDM-256K-16HD 4 DSP Modules 

PVDM-256K-20HD 5 DSP Modules 

Cisco lOS Software Feature Sets 

The Cisco 1751 Router supports a choice of Cisco lOS Software feature sets. Each feature set requires specific 

amounts of Flash and DRAM memory in the product. For default memory configurations, please see Table 11. 

Table 11 Cisco 1751 Router Memory Defa ults and Maximums 

Model Number Default FLASH/Maximum FLASH Default DRAMIMaximum ORAM 

Cisco 1751 16MB/16MB 32MB/96MB 

Cisco 1751-V Multiservice Model 32MB/32MB 64MB/128MB 

The Cisco 1751 Router supports a choice of Cisco lOS Software feature sets with rich data features as we ll as data/ 

voice features (Table 12). Each feature set requires specific amounts o f RAM and Flash memory in the product. 

o Cisco lOS IP base feature sets include: NAT, OSPF, RADIUS, and NHRP. 

o Plus feature sets contain L2TP, L2F, the Border Gateway Protocol (BGP), lP Muliticast , Frame Relay SVC , RSVP. 

the NetWare Link Services Pro toco I (NLSP) , AppleTalk SMRP, the Web Cache L ont.r-ol .. P-re.towl (WCCP) ., and 
1- - ' 

the Network Timing Protocol (NTP). - - l 
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• Encryption is offered in special encryption feature sets (Plus IPSec 56, and Plus IPSec 3DES). The VPN encryption 

module requires an lOS IP Plus IPSec image. 

• DSL support is only in the Plus feature sets . 

. l 
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Table 12 Cisco lOS Features 

Cisco 1751 Router Data Software Feature Sets for Cisco lOS Release 12.1.(5)YB 

Feature Name Product Code CO Number 

IP S17C-12105YB CD17-C-12.1.5= 

IP ADSL S17C7-12105YB CD17-C-12.1 .5= 

IP Plus ADSL S17C7P-12105YB CD17-C7P-12.1.5= 

IP Plus IPSec 56 (DES) ADSL S17C7L:12105YB CD17-C7L-12.1 .5= 

IP Plus IPSec 3DES ADSL S17C7K2-12105YB CD17-C7K2-12.1.5= 

IP/FW/IDS S17CH-12105YB CD17-CH-12.1.5= 

IP/FW/IDS Plus IPSec 56 (DES) ADSL S17C7HL-12105YB CD17-C7HL-12.1 .5= 

IP/IPX S17B-12105YB CD17-B-12.1.5= 

IP/IPX/FW/IDS Plus ADSL S17B7HP-12105YB CD17-B7HP-12.1.5= 

IP/FWIIDS Plus IPSec 3DES ADSL S17C7HK2-12105YB CD17-C7HK2-12.1.5= 

IP/IPX/AT/IBM S170-12105YB CD17-Q-12.1.5= 

IP/IPX/AT/IBM Plus ADSL S1707P-12105YB CD17-07P-12.1.5= 

IPIIPX/AT/IBM/FW/IDS Plus IPSec 56 (DES) ADSL S1707HL:12105YB CD17-07HL-12.1.5= 

IP/IPX/AT/IBM/FWIIDS Plus IPSec 3DES ADSL S1707HK2-12105YB CD17-07HK2-12.1.5= 

Cisco 1751 Router DataNoice Software Feature Packs for Cisco lOS Release 12.1.(5)YB 

Feature Name Product Code 

IP/Voice Plus S17CVP-12105YB 

IP/Voice Plus ADSL S17C7VP-12105YB 

IP/Voice Plus IPSec 56 (DES) ADSL S17C7VL: 12105YB 

IP/Voice/FW/IDS Plus ADSL S17C7HV-12105YB 

IP/Voice/FW/IDS Plus IPSec 56 ADSL S17C7HVL-12105YB 

IP/Voice Plus IPSec 3DES ADSL S17C7VK2-12105YB 

IP/Voice/FWIIDS Plus IPSec 3DES ADSL S17C7HVK2-12105YB 

IP/ IPX/Voice/FW/IDS Plus ADSL S17B7HPV-12105YB 

IP/IPX/AT/IBM/FW/IDS Voice Plus IPSec 56 (DES) ADSL S1707HVL-12105YB 

IPIIPX/AT/IBM/FW/IDS/Voice Plus IPSec 3DES ADSL S1707HVK2-12105YB 
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Other lOS Features lnclude: 

QoS Features 

• Frame Relay Fragmentation (FRF.l2) 

• IP Precedence 

• Generic Traffic Shaping (GTS) 

• Frame Relay Traffic Shaping (FRTS) 

• Weighted Random Early Detection (WRED) 

• DSCP Marking 

• Compressed RTP 

• Multiple Link PPP & Link Fragmentation and Interleaving 

• Resourse Reservation Protocol (RSVP) 

• Queuing Techniques: Weighted Fair Queuing (WFQ), Priority Queuing (PQ), Low Laterey Queuing (LLQ) and 

Custam Queuing (CQ) 

• Preclassification for IPSec Tunneling 

Voice Support 

• VoiP 

• VoFR 

• VoATM 

• Fax Pass Through 

• Fax Relay 

• Modem Pass Through 

VoiP Protocol Support 

• H.323 V2 

• Media Gateway Contrai Protocol 1.0 

• Session Initiation Protocol 2.0 

Codec Support 

• G.711 

• G.729 

• G.729a 

• G.723.1 

G.726 

• G.728 
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Technical Specifications 

Dimensions 

• Width: 11.2 in. (28.4 em) 

• Height: 4.0 in . (10.0 em) 

• Depth: 8. 7 in. (22.1 em) 

• Weight (minimum): 3.0 lb (1.36 kg) 

• Weight (maximum): 3.5 lb (1.59 kg) 

Power 

• Loeking eonneetor on power soeket 

• Externai Power Briek 

• AC Input Voltage: 100 to 240 VAC 

• Frequeney: 50 - 60 Hz 

• AC Input Current: rated 1 A, measured 0.5 A 

• Power Dissipation: 20W (maximum) 

Environmental 

• Operating Temperature: 32 to 104 F (O to 40 C) 

• Nonoperating Temperature: - 4 to 149 F (- 20 to 65 C) 

• Relative Humidity: 10 to 85% noneondensing operating; 5 to 95% noneondensing, nonoperating 

Safety 

• Regulatory Approvals 

- UL 1950, 3rd Edition 

- CSA 22.2 No 950-95, 3rd Edition 

- EN60950 with A1 through A4 and A11 

- EN41003 

- TCA TS001 - 1997 

- AS/NZS 3260 with A1 through A4 

• IEC 60950 with Al through A4 and ali eountry deviations 

• NOM-019-SCFI 

• GB4943 

- ETSI 300-04 7 

- BS 6301 (power supply) EMI 

- AS/NRZ 3548 Class B 

• CNS-13438 

- FCC Part 15 Class B 

EN60555-2 Class B 
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' • - •EN55022 Class B 

- VCCI Class 11 

- CISPR-22 Class B 

• EN55024 comprised of: 

- IEC 1000-4-2 (EN61 000-4-2) 

IEC 1000-4-3 (ENV50140) 

- IEC 1000-4-4 (EN61000-4-4) 

- IEC 1000-4-5 (EN61 000-4-5) 

- IEC 1000-4-6 (ENV50141) 

- IEC 1000-4-11 

- IEC 1000-3-2 Network Homologation 

• Europe: CTR2, CTR3, TBR21 

• Canada: CS-03 

• United States: FCC Part 68 

• japan: ]ate NTT 

~ustralia/New Zealand: TSO 13/TS-031, TS002, TS003 

\ .1ong Kong: CR22 

Corporate Headquaners 
Cisco Systems. Inc. 
170 West Tasman Drivc 
San jose. CA 95134-1706 
USA 
www.cisco.com 
Tel: 408 526-4000 

800 553-NETS (6387) 
Fax: 408 526-4LOO 

European Headquarters 
Cisco Systems Europe 
LI Rue Camille Desmoulins 
92782 lssy-les-Moulineaux 
Cedex 9 
F rance 
www-europe.cisco.com 
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Service and Support 

Leading-edge technology deserves leading-edge support. Service and 

support for the Cisco 1751 is available on a one-time or an annual 

contract basis. Support options range from help desk assistance to 

proactive, onsite consultation. Ali support contracts include: 

• Major Cisco lOS Software updates in protocol, security, 

bandwidth, and feature improvements 

• Full access to Cisco.com for technical assistance, electronic 

commerce, and product information 

• 24-hour-a-day access to the industry's largest dedicated technical 

support staff 

A support contract maximizes the value of your technology 

investment throughout its lifecycle, ensuring optimum performance 

and availability. Augment your internai staff's capabilities by taking 

full advantage of Cisco expertise. 

Contact your local sales office for further information. 
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• Cisco 
Systems, 
lnc .(R) 

Close Window Je 

I Cisco Feature Navigator II 

Search by Feature Search by Release 

Objective: Define a specific software image in order to view its supported features. 

I•; I· I· I· ' 
Feedback I Help 

r 

Compare Images 

Select from the pull down menus to find releases which support particular platform and feature set combinations.View your 
results in the table below and repeat as necessary to define a specific software image. 

Your Selections: 

Major Release 

Release 

Platform 

12.2T 

j12.2(8)T 

11751 

Feature Set 

New Search 

IIP/ADSLNOICE/FW/IDS PLUS IPSEC 3DES 

! Search Results 

(' Image Info 

Irnage Narne (Drarn/Flash) : 

Enterprise Product Number : 

cl700-k9o3sv3y7-rnz. l2.2-8.T (48/16) 

S 17C7HVK9-12208T 
S 17C7HVK9-12208T= 

This irnage has software advisories associated with it.Ciick here for details. 
Get This Image Compare Images View MIBs Release Notes 

F e atures 

AAA Broadcast Accounting 

AAA DNIS Map for Authorization 

AAA Server Group 

AAA Serve r Group Deadtirner 

AAA Server Group Enhancements 

AAA Server Groups Baseei on DNIS 

Ability to Disable Xauth for Static TPsec Peers 

Accounting of VPDN Disconnect Cause 

" ACL Authentication of lncoming RSH and RCP 

'--. Aclclitional Vendor-Proprietarv RADIUS Attributes 

Address Resolution Protocol (ARP) 

ADSL - Asvrnmetric Digital Subscriber Line Support 

Always On Dvnamic ISDN fAO/Dl) 

Asvnchronous Rotarv Line Queuing 

Asynchronous Serial Traffic Over UDP 

ATM PVC Trap Support 

AT\1 SNtviP Trap anel OAM Enhancemem> 

ATM-DXI 

A uthenti c~nion Proxv Accountinrr fur HTTP 

Autolnsta ll over Frame Relav-ATM Interworking Connec tions 

Autolnstall U:-, inrr DHCP for LA N lnreri'ace~ 

Auwmatic rnodem confi gurati on 
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Bandwidth Allocation Control Protocol (BACP) 

BGP 

BGP4 

BGP 4 Multipath Support 

BGP 4 Prefix Filter and ln -bound Route Maps 

BGP 4 Soft Config 

BGP Conditional Route lnjection 

BGP Hide Locai-Autonomous System 

BGP Link Bandwidth 

BGP Multipath Load Shating for Both eBGP anel iBGP in an MPLS-VPN 

BGP Named Communitv Lists 

BGP Prefix-Based Outbouncl Route Filteting 

BGP Soft Reset 

Call Admission Control for H.323 VoiP Gateways 

CEF on Multipoint GRE Tunnels 

" CEF/dCEF- Cisco Express Forwarding 

'-._ .' Certificare Auto-Enrollment 

Certificare Enrollment Enhancements 

Certification Authority lnteroperabilitv (CA) 

CGMP - Cisco Group Management Protocol 

Challege Handshake Authentication Protocol (CHAP) 

Circuit Inteti"ace ldentification Persistence for SNMP 

Cisco Discovery Protocol (COP) 

Cisco Discovery Protocol (CDP) - IPv6 Address Fam.ilv Suppmt for Neighbor Inforrnation 

Cisco Discovery Protocol (CDP) over A TM 

Class Baseei Wei2:hted Fair Queuing (CBWFQ) 

Class-Based Packet Marking 

CU Stting Search 

CNS Agents SSL Security 

CNS Configuration Agent 

" CNS Event Agent 

"----, CNS Flow-Through Provisioning 

Commented IP Access List Entt·ies 

Committed Access R ate ( CAR l 

Compression Control Protm·nl 

Context-Based Access Control (CBACJ 

CUCJ Selection Facilitv Suppress Option 

Custom Queueing (C(}) 

2 o f 9 

C ustomer Profile lcll e Timer Enhancement s for lnterestinu Traffic 

Default Passive Interface 

DF Bit Override Functionalitv with JPSec Tunnels 

DHCP Client 

DHCP Cli ent - Dvn<tmi L· Subn et i'\llocation APJ 

DHCP C li ent nn W:\ N Int e rfaces 

··-······ · ·· -·- .. . .. . . .. ... , 
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DHCP Proxy Client 

DHCP Relay Agent Support for Unnumberecl Interfaces 

DHCP Server - On Demand Address Pool Manager 

DHCP Server- Option to Ignore ali BOOTP Reguests 

DHCP Server Options- Jmport anel Autoconfiguration 

DHCP Server-Easy IP Phase 2 

Dia! backup 

Dia! Peer Enhancements 

Dial-on-demand 

Dialer Idle Timer Inbound Traffic Configuration 

Dialer Map VRF Aware 

Dialer Persist.ent 

Dialer profiles 

Dialer Watch 

Dialer Watch Connect Delav 

Diffserv Compliant WRED c- Distinguisheel Name Baseei Crypto Maps 

DNS baseei X.25 routing 

DNS Lookups over an IPv6 Transport 

Double Authentication 

Dvnamic Multiple Encapsulation for Dial-in over ISDN 

Easy IP (Phase 1) 

Easv VPN Server 

Encrypted Vendor Specific Attributes 

Enhanced ATM VC Configuration anel Management 

Enhanced IGRP (EIGRP) 

Enh"anceel TGRP Stub Routing 

Enhanced Local Managemenl Interface (ELMIJ 

Enhanced Password Security 

Fast-Switched Policv Routing 

~ F~rewall Authentication Proxv 

'- Frrewall Feature Set 

Firewalllntrusion Detection System 

I of9 

FJO\,v-Based \VRED 

Frame Relay 

Frame Relav Encapsulati on 

Frame Relav End-to-Enel Keepalive 

Frame Relay Fragmentation (FRF.l2 ) 

Frame Relay FRF.9 Pav load Compress ion 

Frame Relay PVC Interface Priority Queueing 

Frame Relav Rourer ForeSight 

Frarne Rela y SVC Support (OTEJ 

Frame Re lav Swirching 

Frame Relav TraJTic Shapin g (FRTS) 
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FXO Answer and Disconnect Supervision 

Gatekeeper Ecosystem Interoperabilitv 

Generic Routing Encapsulation (GRE) 

Gene1ic Routing Encapsulation (GRE) Tunnel Keepalive 

Generic Traffic Shaping (GTS) 

H.323 Call Redirection Enhancements 

H.323 Scalability and Interoperability Enhancements for Gateways 

Half b1idge/half router for CPP and PPP 

Hoot and Holler over IP 

HSRP - Hot Standby Router Protocol 

HSRP - Hot Standby Router Protocol and lPSec 

HSRP support for ICMP Redirects 

HTTP Security 

iBGP Multipath Load Sharing 

IEEE 802.10 VLAN Support 

IGMP Version 3 C' TGMP Version 3- Explicit Tracking of Hosts. Groups, and Channels 

IGRP 

IKE- Initiate Aggressive Mode 

IKE Extended Authentication (Xauth) 

IKE Mode Configuration 

IKE Security Protocol 

IKE Shared Secret Using AAA Server 

Integrated routing and bridging (lRB) 

Interface Alias Long Name Support 

Interface Index Display 

Interface Range Specification 

Internet Protocol Control Protocol (JPCP) address negotiation 

IP Enhanced IGRP Route Authentication 

IP Header Cornpression Enhancement- PPPoATM and PPPoFR Support 

,...._. IP Multicast Load Splitting across Egual-Cost Paths 

~1P Named Access Control List 

~o f 9 

IP Precedence for GRE Tunnels 

IP Routing 

IP RTP Prioritv 

IP Summary Address for RIPv2 

IPSec MIB Support for Cisco IPSec VPN Managernent 

IPSec Network Securitv 

JPSec Trip le DES Encrvpt ion (3DES) 

JPSec VPN High Availabilitv Enhancement s 

1Pv6 for Cisco TOS Software 

ISDN 

ISDN Alhice of Charge ( AOC) 

JSDN Caller ID Callback 
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ISDN Cause Code Override 

ISDN Leased Line at 128kbps 

L2TP Diai-Out 

L2TP Layer 2 Tunneling Protocol 

L2TP Security 

L2TP Tunnel Preservation o f IP TOS 

Laver 2 Forwarding-Fast Switching 

Lock and Key 

Low Latency Queueing (LLQ) 

Low Latency Queueing (LLQ) for Frame Relay 

Low Latency Queueing (LLQ) with Ptiority Percentage Suppmt 

MD5 File Valiclation 

Message Banners for AAA Authentication 

Microsoft Point-to-Point Compression (MPPC) 

Modem User Interface Option 

Modular QoS CLI (MQC) 

MS Callback 

MS-CHAP Version I 

Multicast NAT 

Multicast Source Discoverv Protocol (MSDP) 

Multilink PPP 

Multiple RSA Kevpair Support 

Named Method Lists for AAA Authorization anel Accounting 

NAT-Network Adclress Translation 

NAT -Support for NetMeeting Directory (Internet Locator Service- ILS) 

NAT-Support for SIP 

NAT-Support of H.323v'"' RAS 

NAT -Suppmt of IP Phone lo Cisco C ali Manager 

NBAR- Network-basecl Application Recognition 

NBAR Real-time Transpmt Protocol Payload Classification 

"-Netflow 

'- NetFiow Aggregation 

of9 

Nettlow Multiple Export Destinations 

NetFiow Policy Routing !NPR) 

NetF!ow ToS-Based Router Aguregation 

Network Time Protocol (NTP) 

Next Hop Resolution Protocol (NHRP) 

On Dernand Routinu (ODR) 

OSPF 

OSPF ABR type 3 LSA Filtering 

OSPF Flooding Reduction 

OSPF Not-So-Stubby A rets (NSSAJ 

OSPF On Dem~md Circuit O<.FC 1703) 

OSPF Packet PaL·ing 
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OSPF Sham-Link Support for MPLS VPN 

OSPF Stub Router Advertisernent 

PAD Subaddressing 

Parse Bookmarks 

Parser Cache 

Passworcl Authentication Protocol (PAP) 

Per-User Contiguration 

PGM Router Assist 

PIM Dense Mode State Refresh 

PIM MIB Extension for IP Multicast 

PIM Multicast Scalability 

PIM Version 1 

PIM Version 2 

Policy-Based Routing (PBR) 

Port to Application Mapping (PAM) 

ppp 

PPP over ATM 

PPP o ver A TM (IETF-Cornpliant) 

PPP over Frame Relav 

PPPoE Client 

PPPoE on Ethernet 

PPTP with MPPE 

Ptiority Queueing (PQ) 

QoS Device Manager (QDM) 

QoS Packet Marking 

QoS Priority Percentage CLI Support 

RADTUS 

RADIUS Atuibute 44 (Accounting Session lD) in Access Requests 

RADIUS Attribute 82: Tunnel Assignment Id 

RADIUS for Multi pie User Datagram Protocol Ports 

,..._ RADIUS Route Download 

"---- RADIUS Tunnel Preference for Load Balancing anel Fail-over 

Ranclom Early Detection (RED) 

, ofCJ 

Rat e Queues for SVC's per sub-interface 

Refl ex ive Access Lists 

Response Time Rep01ter IRTR) 

Response Time Reponer (RTR) enhancements 

Restart-delav Granularity 

Reverse Route Injection (RRJJ 

RIP 

RMON events anel alarms 

Rotatin\! Through Dia! Strinro;s 

RS Vr- Resout·ce Rese rvation Protocol 

RSVP Sup[lort for Frmne Relay 
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RSYP suppott for LLQ 

RTP Header Compression 

Secure Copy (SCPJ 

Secure Shell SSH Support over IPv6 

Secure Shell SSH Terminal -line access 

Secure Shell SSH Yersion I Inte2:rated Client 

Secure Shell SSH Version I Server Support 

Service Assurance Ag:ent (SAA) APM Application Performance Monitor 

Service Assurance Agent (SAA) DHCP Operation 

Service Assurance Agent (SAA) Distribution of Data 

Servíce Assurance Agent (SAA) DLSW Operation 

Service Assurance A2:ent (SAA) DNS Operation 

Service Assurance A!!ent (SAA) Frame Relay Operation 

Service Assurance Agent (SAA) FTP Operation 

Service Assurance Agent (SAA) Historv Statístics 

Service Assurance Agent (SAA) HTTP Operation 

(_ Service Assurance A,!!ent (SAA) ICMP Echo Operation 

Service Assurance Agent (SAA) ICMP Path Echo Operation 

Servíce Assurance Agent (SAA) Jitter Operation 

Service Assurance Agent (SAA) MPLS YPN Operation 

Service Assurance Agent (SAA) One Way Jitter 

Service Assurance Agent (SAA) Path Jitter 

Servíce Assurance Agent (SAA) Reaction Threshold 

Service Assurance Agent (SAA) Scheduling Operation 

Service Assurance A!!ent (SAA) SNA LU2 Echo 

Service Assurance Agent (SAA) SNMP Support 

Service Assurance Agent (SAA) TCP Connect Operation 

Service Assurance A!!ent (SAA) UDP Echo Operation 

Simple Network Time Protocol (SNTP) 

Single Rate 3-Color Marker for Traffic Policing 

,..__ SIP- Session lnitiation Protocol for YoiP Enhancements 

~ Snapshot routing 

1 ofl) 

SNMP (Simple Network Management Protoco]) 

SNMP Inform Request 

SNJ\IIP Mana!!er 

SNMP Support for lOS vLAN Subinterfaces 

SNMP Support for vLAN (lSL DOT I Q) Subinterfaces 

SNMP Support over YPN 

SNMPv2C 

Spannin g Tree Protocol (STPJ 

Spanning T ree Protocol (STPJ Exte nsion 

Standaru IP Access Li st Logging 

Stari c Cache Entrv for ]p, r, Ne i!Chbm Di scoverv 

Stub IP Multi ca.-, t Ruutin!:! 

CPMI ..: CORREIOS 

09 85 
Fls . ·No ____ _ 

·L .. 
Doe: ____ _ 
--~---·- .. -------"'24/7 /2003 02 



:::isco Featl~re Navigator - Cisco Systems 

Subnetwork Bandwidth Manager (SBM) 

Switched Multimegabit Data Service (SMDS) 

T.38 Fax Relay for VolP H.323 

Tacacs SENDAUTH function 

Tacacs Single Connection 

TACACS+ 

TCP Window Scalin!': 

Time-Based Access Li sts Using Time Ranges 

Timer and Retry Enhancements for L?TP and L2F 

Traffic Policing 

Transparent Bridging 

T1iggered RIP 

Trusted Root Certification Authority 

Trustpoint CLI 

Tunnel Endpoint Discovery 

Tunnel Tvpe of Service (TOS) 

Turbo Flooding of t.JDP Datagrams 

UBLR::;Tunn'el ARP anel IGMP Proxv 
. . ~ -· . 

-:: tf"nf=-bí~ectional Link Routing (lJDLR ) 

Unicast Reverse Path Forwarding (uRPF) 

t.Jser Maximum Links 

Virtual Interface Template Service 

Virtual Privare Dial-up Network (VPDN) 

Virtual Profiles 

Voice over Frame Relay (FRF.Il) 

Voice Over IP 

VoTP Cal! Admission Control using RSVP 

VPDN Group Sess ion Limiting 

VPN Tunnel Manageme nt 

WCCP Redirection on Inbound Interfaces 

,._.. WCCP Version I 

'-_ WCCP Version 2 

~ o f 9 

Weighted Fair Oueueing (\VFQ) 

Wei2:hted RED (WRED) 

Wilclcard Pre-S hared Kev 

Vv'RED Enhancement- Explicit Congesti on Notification rECNl 

x Digital Subscriber Line (xDSL) Bridge Support 

X.25 

X.25 C losed Use r (jwur 

X .?S Fai lover 

X.25 Load Balancim.! 

X.'S on ISDN D-C hannel 

X') ove r Frame Rela v I.A nne\ Cí) 

X.25 o ve r TCP (XOT 1 
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X.25 Over TCP Profiles 

X.:25 Remote Failure Detection 

X.25 Switch Local Acknowledgement 

X.25 Switching between PVCs and SVCs 

X.28 Emulation 

Some features are dependent on product model, interface modules (i.e. Line Cards & Port Adapters) , and/or require a software 
feature license. Click here for more information . 

Close Window 

© 1992-2003 Cisco Systems, Inc . Ali rights reserved. I mportant Notices, Privacv Statement, and Trademarks of Cisco Systems, 
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I MIB Locator 

Close Window j-

Make Se1ections to get to a Specific Cisco lOS Re1ease: 

Release 

! 12.2(8)T ...J 
Platform Family 

11750 ...J 
Feature Set 

I IP/ADSLNOICE/FW/IDS PLUS IPSEC 3DES ...J 

New Search 

Download ali Y! , V2 MIBs 

[ Image Information r- c 1700-k9o3sv3y7-mz. l2.2-8.T 

MIBS Supported in this Image 

BGP4-MIB 

BRIDGE-MIB 

CISCO-AAL5-MIB 

CISCO-ATM-EXT-MIB 

CISCO-CALL-APPLICA TION-MIB 

CISCO-CALL-HISTORY -MIB 

CISCO-CAR-MIB 

CISCO-CAS-IF-MIB 

CISCO-CDP-MIB 

CISCO-CIRCUIT-INTERF ACE-MIB 

CISCO-CLASS-BASED-QOS-MIB 

CISCO-CONFIG-COPY -MIB 

CISCO-CONFIG-MAN-MIB 

,._ CISCO-DIAL-CONTROL-MIB 

'--- CISCO-DSL-CPE-MIB 

of:l 

CISCO-ENTITY -ASSET -MIB 

CISCO-ENTITY-VENDORTYPE-OID-MIB 

CISCO-FLASH-MIB 

CISCO-FRAME-RELA Y-MIB 

CISCO-H323-TC-MIB 

CISCO-HSRP-EXT-MIB 

CISCO-HSRP-MIB 

CISCO-ICS UDSU -MIB 

CISCO-IETF-ATM2-PVCTRAP-MIB 

CISCO-IETF-ATM2-PVCTRAP-MIB-EXTN 

CISCO-IMAGE-MIB 

CfSCO-lP-ST AT -MIB 

CfSCO-JPMROUTE-MIB 
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CISCO-IPSEC-FLOW-MONITOR-MIB 

CISCO-IPSEC-MIB 

CISCO-IPSEC-POLICY-MAP-MIB 

CISCO-ISDN-MIB 

CISCO-ISDNU-IF-MIB 

CISCO-MEMORY-POOL-MIB 

CISCO-MMAIL-DIAL-CONTROL-MIB 

CISCO-NTP-MIB 

CISCO-PIM-MIB 

CISCO-PING-MIB 

CISCO-PPPOE-MIB 

CISCO-PROCESS-MIB 

CISCO-PRODUCTS-MIB 

CISCO-QUEUE-MIB 

CISCO-RAS-MIB 

CISCO-RTTMON-MIB 

CISCO-SIP-UA-MIB 

~ CISCO-SNAPSHOT -MIB 

CISCO-ST ACKMAKER-MIB 

CISCO-SYSLOG-MIB 

CISCO-TCP-MIB 

CISCO-VOICE-ANALOG-IF-MIB 

CISCO-VOICE-COMMON-DIAL-CONTROL-MIB 

CISCO-VOICE-DIAL-CONTROL-MIB 

CISCO-VOICE-DNIS-MIB 

CISCO-VOICE-IF-MIB 

CISCO-VPDN-MGMT-EXT-MIB 

CISCO-VPDN-MGMT -MIB 

DIAL-CONTROL-MIB 

ENTITY-MIB 

ETHERLIKE-MIB 

HC-RMON-MIB 

IF-MIB 

,....__ lGMP-STD-MIB 

~ INT-SERV-GUARANTEED-MIB 

INT -SERV -MIB 

IP-FORWARD-MIB 

IPMROUTE-MIB 

of 3 

ISDN-MIB 

MSDP-MIB 

OLD-CISCO-CHASSJS-MIB 

O LD-CISCO-CPU-MIB 

OLD-CISCO-FLASH-MIB 

OLD-CISCO-JNTERF ACES-MIB 

OLD-CISCO-IP-MIB 

OLD-CISCO-MEMORY-MIB 

OLD-CISCO-SYSTEM-MIB 

O LO-CI SCO-TCP-MIB 
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ROM Monitor 

APPENDIX B 

This appendix describes the Cisco router ROM monitor (also called the bootstrap 
program). The ROM monitor firmware runs when the router is powered up or 
reset. The firmware helps to initialize the processor hardware and boot the 
operating system software. You can perform certain configuration tasks, such as 
recovering a lost password or downloading software over the console port, by 
using the ROM monitor. If there is no Cisco lOS software image loaded on the 
router, the ROM monitor runs the router. 

This appendix contains the following sections: 

• Entering the ROM Monitor 

• ROM Monitor Commands 

• Command Descriptions 

• Disaster Recovery with TFTP Download 

• Configuration Register 

• Console Download 

Entering the ROM Monitor 

78-5407-03 

To use the ROM monitor, you must be using a terminal or PC that is connected to 
the router by means of the console port. Refer to the installation chapter in the 
Hardware Installation Guide for your router, for information about connecting the 
router to a PC or terminal. 
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Entering the ROM Monitor 

Step 1 

Step 2 

Step 3 

Step 4 

c-_'~p5 

Step 6 

Command 

enable 

Follow these steps to configure the router to boot up m ROM monitor mode the 
next time it is rebooted. 

Router Prompt Task 

Router> If there is an enable password configured, enter 
the enable command and the enable password to 
enter privileged EXEC mode. 

configure terminal Router# Enter global configuration mode. 

config-reg OxO Router(config)# Reset the configuration register. 

exit 

reload 

Ti mesa ver 

Router(config)# Exit global configuration mode. 

Router# Reboot the router with the new configuration 
register value. The router remains in ROM 
monitor and does not boot the Cisco lOS 
software. 

As long as the configuration value is OxO, you 
must manually boot the operating system from 
the console. See the boot command in the 
"Command Descriptions" section on page B-4. 

rommon 1> After the router reboots, it is in ROM monitor 
mode. The number in the prompt increments 
with each new line. 

A break (system interrupt) is always enabled for 60 seconds after the router 
reboots, regardless o f its setting ( on o r off) in the configuration register. 
During this 60-second window, you can break to the ROM monitor prompt by 
pressing the Break key. 
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ROM Monitor Commands 

78-5407-03 

Enter ? or help at the ROM monitor prompt to d1sp ay a list of available 
commands and options, as follows: 

rornmon 1 

alias 
boot 
break 
confreg 
cont 
context 
cookie 
de v 
di r 
dis 
dnld 
f r ame 
help 
history 
meminfo 
repeat 
reset 
set 
stack 
sync 
sysret 
tftpdnld 
unalias 
unset 
xrnodem 

> ? 
set and display a l iases cornmand 
boot up an external process 
set/show/clear the breakpoint 
configuration register uti l ity 
continue executing a downloaded image 
display the context of a loaded image 
display contents of cookie PROM in hex 
list the device table 
l ist files in fi l e system 
display instruction stream 
serial download a program module 
print out a selected stack frame 
monitor builtin cornmand help 
monitor cornrnand history 
main memory information 
repeat a monitor cornmand 
system reset 
displ ay the monitor variables 
produce a stack trace 
write monitor environrnent to NVRAM 
print out info from last system return 
tftp image download 
unset an alias 
unset a monitor variable 
x/yrnodem image download 

Commands are case sensitive. You can halt any command by pressing the Break 
key on a terminal. lf you are using a PC, most terminal emulation programs halt 
a command when you press the Ctrl and the Break keys at the same time. If you 
are using another type of terminal emulator or terminal emulation software, refer 
to the documentation for that product for information on how to send a Break 
command. 

,\ 
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Command Descriptions 

Table B-1 Common ROM Monitor Commands 

Command Description 

help or ? Displays a summary of all available ROM monitor commands. 

-? Displays information about command syntax, for example: 

reset or i 

de v 

~)r device: 

rommon 16 > dis -? 
usage : dis [addr) [length) 

The output for this command is slightly different for the xmodem 
download command: 

rommon 11 > xmodem -? 

xmodem: illegal option -- ? 
usage: xmodem [-cyrx) destination filename 
-c CRC-16 
-y ymodem-batch protocol 
-r copy image to dram for launch 
- x do not launch on download completion 

Resets and initializes the router, similar to a power-up. 

Lists boot device identifications on the router. For example: 

rommon 2> dev 
Devices in device table: 

id name 
flash: flash 

eprom: eprom 

Lists the files on the named device (Flash, for example): 

rommon 1> dir flash: 
File size Checksum File name 

7729736 bytes (0x75f248) Oxb86d 
c1700-bk9no3r2sy7-mz.0412 
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aster Recovery with TFTP Download 

about the ROM monitor boot comman s, refer to the Cisco lOS Configuration 
Guide and Cisco lOS Command Reference publications. 

Tab/e 8-2 Boot Commands 

Command Description 

b 

b flash: [filename] 

~ flash:2: [filename] 

Boots the first image in Flash memory. 

Attempts to boot the image directly from the first partition o f Flash 
memory. lf you do not enter a filename, this command will boot the 
first image in Flash. 

Attempts to boot the image directly from the second partition of 
Flash memory. lf you do not enter a filename, this command will 
boot the first image in the second partition of Flash memory. 

Disaster Recovery with TFTP Download 

~ ... 

The standard way to load new software on your router is using the copy tftp flash 
privileged EXEC command from the Cisco lOS software command-line interface 
(CLI). However, if the router is unable to boot the Cisco lOS software, you can 
load new software while in ROM monitor mode. 

This section tells how, in ROM monitor mode, to download a Cisco lOS software 
image from a remote TFTP server to the router Flash memory. Use the tftpdnld 
command only for disaster recovery because it erases all existing data in Flash 
memory before downloading a new software image to the router. 

Note A 1 OBA SE-T Ethernet Port is not active in ROM monitor mode and, thus, 
cannot be used for TFTP download. 

TFTP Download Command Variables 

78-5407-03 

This section describes the system variables that can be set in ROM monitor mode 
and that are used during the TFTP download process. There are required and 
optional variables . 
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Dísaster Recovery wíth TFTP Download 

~ ... 
Note The commands described in this section are case sensitive and must be entered 

exactly as shown in the lists. 

Required Variables 

The following variabJes must be set with the commands shown before using the 
tftpdnld command: 

Variable Command 

IP address of the router. IP _ADDRESS= ip_address 

Subnet mask of the router. IP _SUBNET_MASK= ip_address 

IP address ofthe default gateway ofthe DEFAULT_GATEWAY= ip_address 
router. 

IP address of the TFTP server from 
which the software will be 
downloaded. 

The name of the file that will be 
downloaded to the router. 

Optional Variables 

TFTP _SERVER= ip_address 

TFTP _FILE= filename 

The following variables can be set with the commands shown before using the 
tftpdnld command: 

Variable Command 

Whether or not the router performs a TFTP _CHECKSVM=setting 
checksum test on the downloaded 
1mage: 

1-Checksum test is performed. 

O-No checksum test is performed. 
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Disaster Recovery with TFTP Download • 

Variable Command 

Number of times the router attempts TFTP _RETRY_COUNT= 
ARP and TFTP download. The default retry_times 
is 7. 

Amount oftime, in seconds, before the TFTP _TIMEOUT= time 
download process times out. The 
default is 2400 seconds (40 minutes). 

Configures how the router displays file TFTP _ VERBOSE= setting 
download progress. 

O-No progress is displayed. 

1-Exclamation points (!!!) are 
displayed to indicate file download 
progress . This is the default setting. 

2-Detailed progress is displayed 
during the file download process. For 
example: 

Initializing interface. 

Interface link state up. 

ARPing for 1.4.0.1 

ARP reply for 1.4.0.1 received. 
MAC address OO:OO:Oc:07:ac:01 

Using the TFTP Download Command 
~ The steps described in this section should be performed while in ROM monitor 

mode. 

Step 1 

Step 2 

78-5407-03 

Use the appropriate commands to enter ali the reguired variables and any optional 
variables. 

Enter the tftpdnld command as follows: 

r ommon 1 > tftpdnld [ -r ) 
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Configuration Register 

Step 3 

Appendix B ROM Monitor 

~ .. 
Note The -r variable is optional. Entering this variable downloads and boots 

the new software but does not save the software to Flash. You can then 
use the image that is in Flash the next time you enter the reload 
command in the Cisco lOS software CLI. 

You will see output similar to the following: 

IP_ADDRESS: 10.0.0.1 
IP_SUBNET_MASK: 255.255.0.0 

DEFAULT_GATEWAY: 1.3.0.1 
TFTP_SERVER: 223.255.254.254 

TFTP_FILE: c1700-bnr2sy-mz.070298 
Invoke this command for disaster recovery only. 
WARNING : all existing data in all partitions on flash will be lost! 
Do you wish to continue? y / n: [n]: 

If you are sure that you want to continue, enter y in response to the question in the 
output: 

Do you wish to continue? y/n: [n] :y 

The router will begin to download the new file. 

Pressing Ctrl-C or Break stops the transfer before the Flash memory is erased. 

Configuration Register 

~' The virtual configuration register is in NVRAM and has the same functionality as 
other Cisco routers. You can view or modify the virtual configuration register 
from either the ROM monitor or the operating system software. 

To change the virtual configuration register from the ROM monitor, enter confreg 
by itself for menu mode, o r enter the new value o f the register in hexadecimal. For 
example: 

confreg [hex num] 

Cisco 1700 Series Router Software Configuration Guide CPMl . CORREIOS 
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Configuration Register 

Whether or not an argument is provided, the new virtual configuration register 
value is written into NVRAM, but it does not take effect until you reset or 
power-cycle the router. 

The following display shows an example of menu mode: 

rornmon 7> confreg 

Configuration Surnmary 
enabled are: 
console baud: 9600 
boot: the ROM Monitor 

do you wish to change the configuration? y/n [n): y 
enable "diagnostic mode"? y/n [n): y 
enable "use net in IP bcast address"? y/n [n]: 
enable "load rom after netboot fails"? y/n [n]: 
enable "use all zero broadcast"? y/n [n] : 
enable "break/abort has effect"? y/n [n): 
enable "ignore system config info"? y/n [n]: 
change console baud rate? y / n [n] : y 
enter rate: O = 9600, 1 = 4800, 2 = 1200, 3 = 2400 

4 = 19200, 5 = 38400, 6 = 57600, 7 = 115200 [0): o 
change the boot characteristics? y/n [n) : y 
enter to boot: 

O = ROM Monitor 
1 = the boot helper image 
2 -15 = boot system 

[O) : O 

Configuration Summary 
enabled are: 
diagnostic mede 
console baud: 9600 
boot: the ROM Monitor 

do you wish to change the configuration? y/n (n]: 

You must reset or power cycle for new config to take effect 
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Console Download 

Console Download 

~~ 

You can use console download, a ROM monitor function, to download over the 
router console port either a software image or a configuration file. After 
downloading, the file is saved either to Flash memory or to main memory for 
execution (image files only). 

Use console download when you do not have access to a TFTP server. 

Note I f you want to download a software image or a configuration file to the router 
over the console port, you must use the ROM monitor command. 

~~ 
Note If you are using a PC to download a Cisco lOS image over the router console 

port at 115,200 bps, ensure that the PC serial port is using a 16550 universal 
asynchronous receiver/transmitter (UART). If the PC serial port is not using a 
16550 UART, we recommend using a speed of 38,400 or lower when 
downloading a Cisco lOS image over the console port. 

Command Description 
The following are the syntax and argument descriptions for the xmodem console 
download command. 

The syntax is as follows: 

xrnodem [-cyrx] destination_file_name 

The argument descriptions are as follows: 

Argument Description 

c Optional. Performs the download using 16-bit cyclic 
redundancy check (CRC) error checking to validate 
packets. Default is 8-bit CRC. 
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Appendix B ROM Monitor 

Argument 

y 

r 

X 

destination_file_name 

Console Download 

Description 

Optional. Sets the router to perform the download 
using ymodem protocol. Default is xmodem protocol. 
The protocols differ as follows: 

• The xmodem protocol supports a 128-block 
transfer size, whereas the ymodem protocol 
supports a 1024-block transfer size. 

• The ymodem protocol uses 16-bit CRC error 
checking to validate each packet. Depending on 
the device that the software is being downloaded 
from, this function rnight not be supported by the 
xrnodern protocol. 

Optional. Irnage is loaded into DRAM for execution. 
Default is to load the irnage into Flash rnernory. 

Optional. Irnage is loaded into DRAM without being 
executed. 

The narne of the systern irnage file or the systern 
configuration file . In order for the router to recognize 
it, the narne of the configuration file rnust be 
router _confg . 

Error Reporting 

78-5407-03 

Because the ROM monitor console download uses the console to perform the data 
transfer, error rnessages are displayed on the console only when the data transfer 
is terrninated. 

If an error does occur during a data transfer, the transfer is terrninated , and an 
error message is displayed. If you have changed the baud rate from the default 
rate, the error message is followed by a rnessage telling you to res tore the terminal 
to the baud rate specified in the configuration register. 
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Debug Commands 

Debug Commands 
Most ROM monitor debugging commands are functional only when Cisco lOS 
software has crashed or stopped. lf you enter a debugging command and 
Cisco lOS crash information is not available, you see the following error 
message: 

"xxx: kernel context state is inval i d, can not proceed." 

The following are ROM monitor debugging commands: 

• stack or k- Produce a stack trace. For example: 

romrnon 6> stack 
Stack trace: 
PC = Ox80111lb0 
F r ame 00: FP Ox80005ea8 PC Ox80111lb0 
F r ame 01: FP Ox80005eb4 PC Ox80113694 
F r ame 02: FP Ox80005f74 PC Ox8010eb44 
F r ame 03: FP Ox80005f9c PC Ox80008118 
Frame 04: FP Ox80005fac PC Ox80008064 
F r ame 05: FP Ox80005fc4 PC Oxfff03d70 

• context- Display processar context. For example: 

romrnon 7> context 
CPU context of the most recent exception: 
PC = Ox801111b0 MSR Ox00009032 CR Ox53000035 
Ox80113694 
CTR = Ox801065e4 XER Oxa0006d36 DAR Oxffffffff 
Oxffffffff 
DEC = Oxffffffff TBU Oxffffffff TBL Oxffffffff 
Oxffffffff 
RO = OxOOOOOOOO Rl Ox80005ea8 R2 Oxffffffff 
OxOOOOOOOO 
R4 = Ox8fab0d76 RS Ox80657d00 R6 Ox80570000 
Ox80570000 
RB = OxOOOOOOOO R9 Ox80570000 RlO Ox0000954c 
OxOOOOOOOO 
Rl 2 = OxOOOOOO BO R13 Ox ffffffff R14 Oxffffffff 
Oxffffffff 
R16 = Oxffffffff R17 Oxffffffff R18 Oxffffffff 
Oxffffffff 
R20 = Oxffffffff R21 Oxffffffff R22 Oxffffffff 

Oxffffffff 
R24 = Oxffffffff R25 Oxffffffff R26 Oxffffffff 
Oxffffffff 

LR 

DSISR 

IMMR 

R3 

R7 

Rll 

R15 

R19 

R23 

R27 
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Debug Commands 

R28 = Oxffffffff R29 
Oxffffffff 

Oxffffffff R30 = Oxffffffff R31 

• frame- Display an individual stack frame . 

• sysret- Display return information from the last booted system image. This 
information includes the reason for terminating the image, a stack dump of 
up to eight frames, and, if an exception is involved, the address where the 
exception occurred. For example: 

romrnon 8> sysret 
System Return Info: 
count : 19, reason: user break 
pc: Ox801111b0, erro r address: Ox801111b0 
Stack Trace : 
FP: Ox80005ea8 , PC: Ox801111b0 
FP: Ox80005eb4, PC: Ox80113694 
FP: Ox80005f74, PC: Ox8010eb44 
FP: Ox80005f9c, PC: Ox80008118 
FP: Ox80005fac, PC: Ox80008064 
FP : Ox 80005fc4, PC: Oxfff03d70 
FP: Ox80005ffc, PC: OxOOOOOOOO 
FP: OxOOOOOOOO, PC: OxOOOOOOOO 

• meminfo- Display size in bytes, starting address, available range of main 
memory, the starting point and size o f packet memory, and size o f nonvolatile 
random-access memory (NVRAM). For example: 

romrnon 3> meminfo 

Main memory size: 64 MB . 
Available main memory starts at OxlOOOO, size 65472KB 
IO (packet) memory size: 25 percent of main memory. 
NVRAM size: 32KB 
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New from Cisco 

Network and Enterprise Core 

Cisco SN 5420 Storagc Routcr 
The Cisco SN 5420 Storage Router is the 
industry's first Small Computer Systems 
lnterface-over-IP (iSCSl) networking platform -­
providing universal access to data over any 

• 
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distance, networking media, and operating system. The Cisco SN 5420 allows 
direct access to storage anywhere on an IP network with ali the robustness of 
the TCP/!P protocol suíte including security , availability, manageability, and 
quality o f service (QoS). The storage router fits seamlessly into existing Fibre 
Channel storage and TCP/!P data networks, allowing individual servers to 

- securely access only the storage they're allowed. The Cisco SN 5420 Storage 
- Router is covered in greater detail in "Tapping IP for Storage_." 

More product information 

Cisco VPN 3000 Concentrator Serics Vcrsion • 
3.0 
The Cisco VPN 3000 Concentrator Series helps 
enterprises build high-performance, scalable, 
robust virtual private network (VPN) infrastructures. Version 3.0 ofthe 
concentrator offers new support for load balancing, token card authentication 
using Remate Authentication Dial-ln User Service (RADIUS), data 
compression, and the Cisco VPN Unificd Client Framework. The Cisco VPN 
3000 Concentrator Series includes models to support any size enterprise, from 
small businesses with l 00 or fewer remote-access users to organizations with 
up to I 0,000 simultaneous users. 
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C is<:o VPN Sol ut ion Cc ntc r Vcrs in n 2.0 
The Cisco VPN Solution Center Version 2.0 application helps service 
providers rapidly deploy and manage IP VPN services baseei on Multiprotocol 
Label Switching (MPLS) technology. Product capabilities include service 
provisioning and activation, service auditing, service-level agreement (SLA) 
monitoring, and usage collection and reporting. Cisco VPN Solution Center 
Version 2.0 provides a rich set ofapplication programming interfaces (APis) 
and is integrated into most Cisco Service Management modules. The product 
supports num erous Cisco core routers and switches and enterprise access 
routers. 
More pn!duct ínfornwtion 

C isco 7200 Sc ri cs :\i ctworl, Srrviccs Enginc '\'SE- I 
Thc Cisco 7200 Series Network Services Engine (NSE-1) processar 
accelerates se lect sets o f I P services up to 300 percent o ver traditional route 
processing. Taking advantage o f Cisco Parallel Express Forwarding (PXF) 
technology. the Cisco 7200 can achi eve more than 300,000 packets per 
second (pps) performance with multiple services turned on in the network. 
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Catalyst 8540 Multiservicc Switch Routcr: Enhanced ATM Route1· 
Module 

Cisco Sccu1·e PL\ Fin'wall Operating Systcm Ve•·síon 6.0 
The Cisco Secure PIX® Firewall Operating System Version 6.0 deli vers a 
host o f new features, most notably support for the new Cisco PIX Device 
Manager (PDM), a browser-based GUI for setup, contiguration, and 
monitoring o f PIX tirewalls. VPN functionality has been enhanced via 
support for the Cisco VPN Unilied Client Framework as well as Layer 2 
Tunneling Protocol (L2TP) for Microsoft Windows clients. Voice-over-IP 
handling has also been improved with enhancements to Session lnitiation 
Protocol (SIP) and new Skinny Client Control Protocol (SCCP) support. 
Other features include dynamic shunning when combined with a Cisco 
lntrusion Detection Sensor (IDS ), PAT port redirection, stateful failover of 
HTTP (port 80) sessions, and more. 
More product info rmation 

Catalyst 6513 Switch 
The Cisco Catalyst 6513, a new 13-slot chassis in the Catalyst 6500 Series, 
delivers the industry's most scalable performance and richest set of intelligent 
network serv ices to meet the demanding requirements o f fast-growing 
enterprise and service provi der networks. With up to 576 I 01100 ports and 
194 gigabit pot1s per chassis, the Catalyst 6513 provides densities of 1152 
I O/ I 00 and 388 gigabit ports per 7-foot rack with unsurpassed leveis of 
network resilience. These high densities combined with the new Switch Fabric 
Module 2 option for Catalyst 6500 Series switches (see below) provide for 
scalable switching bandwidth up to 256 Gbps and 21 O million pps. 
l'v1ore product in formation 

Catalyst 6500 Scries: Switdt Fabrie Ylodule 2 
The Switch Fabric Module 2 provides a framework for delivering the 
256-Gbps hi gh-bandwidth architecture for Catalyst 6500 Series switches. The 
Switch Fabric Module 2 is a key enabler for the optional di stributed 
forwarding technology. The module combined with distributed swi tching line 
cards all ows up to 24 million pps of local forwarding per line card while 
providing the highest levei o f network availabi lity . 
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Central Office and Point of Presence 

Cis<:o 12406 l nll' rn et Route r 
The Cisco 12000 and 12400 Series oi" hi gh-end Internet routers has gained a 
new tàmil y member suited for use in smaller points ofpresence (POPs). The 
six-slot Cisco 12406 Internet Router scales to support fi ve I 0-Gbps 
( OC -1 92/STM-64) uplink connections. eight Fast Ethernet ( I 00 Mbps) 
intertàces. and three Gigabit Ethernet connections in a quarter-rack-unit 
footp rint. Ata pri ce po int that's about 40 percent less than the larger Cisco 
I 0-Gbps l P routers. the ne11 Cisco 12406 In tern et Router enables service 
prov iders with high-speed connecti1 ity requ irements in small er markcts to 
red uce th eir capita l im·estm cnts. The router is also suited for use in Intern et 
data cenrers o f Web hosting compani es and for sen ice prO\' ider 
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Cisco 0 '\S 15540 E\tended Servkes Platfonn 
The Cisco ONS 15540 Extended Services Platform (ESP) is 
a highl y modular, scalable, service-rich dense 
wavelength-division multiplexing (DWDM) system that 
delivers integrated data and storage networking and 
information streaming over an ultra-high bandwidth optical 
infrastructure capable o r supp011ing any packet on any 

• 

wavelength from any platform. The product supports up to 32 protected 
wavelengths per fiber pai r. operating at variable speeds from 16 Mbps to 2.5 
Gbps, for a capacity o f 80 Gbps per system that's scalable in the future. The 
Cisco ONS 15540 ESP is covered in greater detail in "The Metro Ramps Up." 
\ ·1ore product information 

C isco uBR 71 00 Seril'S lf niversa l Broadhand Router 
The Cisco uBR 7100 Series Universal Broadband Router is a Data-over-Cable 
Service Interface Specitication (DOCSIS) 1.0-qualified cable modem 
termination system (CMTS) that supports broadband cable services with 
speeds up to 39 Mbps downstream. The Cisco uBR7111 provides one 
downstream and one upstream channel , and the Cisco uBR 7114 provides one 
downstream and four upstream channels. These compact, two-rack-unit 
models are ideal for deployment in small distribution hubs serving small 
residential communities or inside multiunit buildings such as hotel s and 
apartments. Both uBR 7100 models include an integrated up converter and 
Cisco Network Registrar software. 
Mor..: prueluct inf'ormation 

Cisco 0'\S 15200 \lt•tro OWDf\1 Serics 
The Cisco ONS 15200 Seri es is the tirst metropolitan DWDI'v1 solution 
capable o f dei ivering wave lengths to buildings -- taking optical intelligence 
and bandwidth closer to end users. The multichannel Cisco ON S 15252 
combines with the single-channel ONS 1520 I to deli ver wave length services 
such as Gigabit Eth ernet anel OC-4R packet o1er SONET in a single rack uni t. 
The Cisco ONS 1521 6 prov ides optical tiltering to combine wave lengths 
launched by the Cisco ONS 15454 and I 5325 optical transpor! and metro 
edge optical transport platform s. respecti ve ly: as we ll as optical add-drop 
multiplexing to exchange 1vave lengths on SONET/SDH spans between the 
Cisco ONS 15252. 1520 I. and 15454 pl atform s. 
\:lmc prod uct in fo rmati !Jn 

Ci>('O 10005 lntrmct Routrr 
The Cisco I 0005 Internet RoLner incluel es seven slots supporting Layer 2 anel 
3 so li11 are services for th ousanel s oi' ded icated access conn ecti ons. This ne11· 
routet· enables three serv ice pro1·ider appli cati ons: deccntrali zed POPs. 
equi pment conso lidati ons J'or co ll ocati on. and hi gh-dcnsit; aggregati on of 
DS3 cit-cuits. The Cisco I 0005 r crJ'ormancc routing engine uses Cisco 
Parai lei Ex prcss Fon1 arcl in g (PXF) techn ology to cle li vcr linc-rate IP services. 

3696 
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The router also supports a broad range oftransport interfaces and serv· · 
modules. For more on the Cisco I 0005 Internet Router, see ''Neli' Rt 
Revenue." 
More product in formation 

Cisl'O lntelligell(:c Engíne 2100 Sel"ies 
The Cisco lntelligence Engine 2100 Series is a new type o f network dev 
that provides an intelligent network interface to app lications and users. Fully 
integrated with Cisco's Conliguration Express ordering solution and the new 
Cisco embedded agent technology, the !E 2 I 00 Series provides an end-to-end, 
hands-free deployment so lution for Cisco customer premises equipment 
(CPE)-based network services. The IE 2100 is covered in greater detail in 
"The lntclli 2cnt Enginc that Cou ld." 
i'v1orc pruduct in formation 

Cisco TransPath i\lultis~rvil'~ Systl•m • 
The Cisco TransPath TM Multiservice System is a cost-effective, 
turnkey solution for MPLS, Frame Relay, ATM, packet voice, 
and circuit emulation services. The system is optimized for 
applications such as network-based IP VPNs, DSL backhaul, and 
mobile wireless transpo11. The Cisco BPX® 8620 ATM switch 
provides the TransPath system foundation . Network managers 
can add up to two Cisco VXR 7204 Label Switch Controllers for 
MPLS functionality and tive Cisco MGX™ 8230 or Cisco MGX 
8250 Concentrators for narrowband services. 
\:!ore product in Cormation 

Cisl'O 7400 Internet Router 
The new Cisco 7400 Internet Router delivers OC-3 performance with Cisco 
PXF processing hardware-accelerated services. lts compact architecture offers 
a cost-effective, stackable, highly versatile solution for enterprises and service 
providers, with a choice o f more than 40 modular interfaces. The Cisco 7400 
is ideal for application-specitic deployments in the broadband subscriber 
aggregation and managed services (customer premises and customer leased 
equipment) markets. The Cisco 740 I ASR-BB delivers the highest subscriber 
density available with up to 640,000 subscribers per rack for DSL, ISDN, and 
fiber-to-the-curb as well as mobile or tixed wireless services. The Cisco 7401 
ASR-CP delivers a range o f bandwidth management and security services 
such as Network Address Translation (NA T), access control lists (ACLs), 
MPLS VPN , MPLS provider edge, and QoS features. The Cisco 7400 can 
also be deployed as an appliance dedicated to ce11ain network requirements. 
lts small form factor and stackable architecture enable implementation of 
specific IP services at optimum performance, for example, QoS enforcement 
with hardware-accelerated policing, Class-Based Weighted RED, and 
low-latency queuing. For more on the Cisco 7400 Internet Router, see ''Ne1~ 
Routcs to Rcvcnucs." 
\·1orc pruduct in formation 

Cisco 7600 I ntrrnet f{outcr : Two Optical Se rvice :\1odule~ 
The Cisco 7600 Internet Router 11 011 has two nc11· channeli zed optical service 
modules (OSMs) for high-speed WAN edge aggregation . The OSMs are 
a vai lable in OC-12 and OC-48 options, each with a choice o f two port 
densities: a four- and eight-port vers ion for OC-12 and a one- and two-port 
version for OC-48 . The Cisco 7600 can no'A· scale to more than 2000 DS3 
ports or up to 768 OC-3 c ports per 7-foot rac k -- mak ing it the hi ghest density, 
highest-perlo rmance edge aggregation so lution for IP-enabled DS3 and OC-3 
services. 

Campus, Departments, and Workgroups CPMI CORREIOS 
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Catalyst 3550-12T Switl'll 
The new multilayer Gigabit Ethernet Catalyst 3550-12T Switch gives network 
managers greater control oftheir LANs by combining the power ofCisco 
lOS® lntelligent Network Services with the simplicity of Web-based 
management using the Cisco Cluster Management Software interface. This 
I OOOBaseT switch significantly improves network availability, scalability, and 
security by deploying Cisco lOS lntelligent Network Services in either the 
network backbone or the wiring closet, where it functions as a 
top-of-the-stack aggregation switch using Category 5 copper cabling. The 
Catalyst 3550-12T enables multilayer services such as IP routing, advanced 
quality of service (QoS), and IP Security (IPsec). For more on the Catalyst 
3550-12T, see "This Old Wiring Closet." 
!'vlore product information 

Catalyst 2950 Serirs Switches 
The Catalyst 2950 Series switches deliver next-generation performance and 
functionality for the LAN with I 0/100/1 OOOBaseT uplinks, enhanced Cisco 
lOS services, QoS, and multicast management features using the simple, 
Web-based Cisco Cluster Management Software intertàce. These wire-speed, 
Fast Ethernet desktop switches include the Catalyst 2950-12 with 12 I 0/100 
ports, the 2950-24 with 24 I O/I 00 ports, the 2950T-24 with 24 I O/I 00 ports 
and two I 0/100/1 OOOBaseT uplink potis, and the 2950C-24 with 24 I 0/100 
ports and two I OOBaseFX uplink ports. For more on the Catalyst 2950 Series 
switches, see "This Old \Virin2 Closet." 
i'v1ore product inftmmllion 

Small and Midsized Businesses, Branch Offices, and Home 
Offices 

Cisl'O 1751 Modular .-\l'<:css Routrr • 
The Cisco 1751 Modular Access Router provides 
high-speed network access, com prehensive 
security features, VPN support, and integration _______ ·- - - _ 
ofmultiple services for voice, data. video. and tàx communication. Delivering 
12,000 packets per second (pps) routing performance. the Cisco 1751 
suppo rts a digital vo ice port. IEEE 802.1 Q virtual LAN (VLAN). an 
Asymmetric Digital Subscriber Line (ADSL) interface card. encrypt ion at 
speeds up to TI /E I , and two W AN/voice interlàce cards. 

JY..l~!.!:.e. .. l?t0_g.~.~ .~.\ ... i~llj1TQ!~~li..9!~ 

Ci.m.1 828 and Cist·o SOIIO 78 G.'dl DSL H.oulers 
The Cisco 828 and Cisco SOHO 78 Routers support G.SHDSL for small 
businesses and small oftice/home oftice (SOHO) customers. enabling 
value-added serv ices. The Cisco 828 suppo11s extens ive quality-of-service 
(QoS) features and business-class security with an opt ional stateful inspection 
firewall and IP Security (IPsec) Triple Data Encryption Standard (3DES) for 
virtual pri vate net110rks (VPN s) . Thc Cisco SOHO 78 provides multiuser 
access for SOl lO users 11·ith a packct tiltering tire,, ali. Both modcl s offer 
rcmok management and rcli ability through Cisco lOS R Softi\<Jrc. For more 
inlorm ation . sce "l . ~t -; l MiJ.: ." 

- N--­
CORREIOS 

Fls •. N° 1 Ü 12 

Doe: 
3 6 9 6' j 

24/7/2003 04: 



~acket V~l. 13 , No. 3, Third Quarter 2001 New Product Dispatches : ... file: ///C:/DOCUME-1 I AO MINI-I /LOCALS-1/Temp/Roteador_ 

6 of7 

More infórmation on Cisco 800 Scries Romer 
More informal íon on the Cisco SOHO Scries Router 

Cisco 806 Broadband Gatcway Routcr • 
The Cisco 806 Broadband Gateway Router offers 
a fixed contiguration for connecting two 
IOBaseT Ethernet LANs. The 
software-upgradable platform supports multiuser 
access over a single broadband connection. Business-class security features 
include a stateful inspection firewall for perimeter security and data 
encryption for VPNs. The router supports vídeo, voice, and data traffic 
management with QoS over DSL, cable, Ethernet, or Long-Reach Ethernet 
(LRE) technology. For more information on the Cisco 806 Broadband 
Gateway Router, see "Last l\:lilc." 
More_Qr<lQ~~-t_!nt'ormation 

Catalysl .t224 Af<:ess Gatcwny S\' it<:h 
The new Cisco Catalyst® 4224 Access Gateway Switch -- an integrated 
Ethernet switching, IP routing, and voice gateway device -- extends IP 
telephony to small branch offices with up to 24 users, and reduces capital and 
labor costs for enterprises. The two-rack-unit Catalyst 4224 allows enterprises 
to realize a lower total cost of ownership by lowering management and 
maintenance expenses, decreasing operational complexity, and accelerating 
time to deployment. The Catalyst 4224 uses the new Cisco Survivable Remate 
Site (SRS) Telephony software feature to provide backup services in the event 
o f WAN failure, making it a powerful platform for delivering ali o f Cisco's 
enhanced IP features and applications to small branch locations simply and 
cost effectively. For more on the Catalyst 4224 Access Gateway Switch, see 
"Blurring thc Lincs ." 
More product information 

New VPN Clients: Cisco VP!'I Client Vet·sion 3.0 and • 
Cisco VPN 3002 Hardware Clicnt 
Two new client products are now available for remate 
access to a VPN. The Cisco VPN Client Version 3.0 
establishes secure, end-to-end encrypted tunnels to selected Cisco devices that 
support the new Cisco Unified Client Framework. The Cisco VPN 3002 
Hardware Client is a small appliance for remote-office access to a VPN, 
accommodating connections to hundreds o f stations on a single LAN. This 
client works with any operating system and supports 56-bit DES or 168-bit 
3DES I Psec encryption. Both clients allow policies and configuration to be 
pushed from the central site. 
More informatiun on Cisco YPN 300U Concctrator Sc rics 
iv1urc in f'ormut ion on Virtua l Privatc NctwNks 

Cis<:o IP 'T't'lephony Solutions 
Eight new Cisco software and hardware products help enlerprises enhance 
com munications between corporate and branch offices, boost personal and 
workgroup produclivity. reduce adm inistrati ve costs. and provide greater 
tlex ihility in appl icati ons deployment to the desktop. New software so lutions 
in clude Cisco Personal Assistant. QoS Policy Manager Version 2.1. Cisco 
UnityTM 2.46 Unitied Communications Server, Cisco IP lntegrated Contact 
Distribution. the Cisco IP Phone Productivity Applications Suíte, Cisco 
Ca lll\!l anager Version 3.1 Call Processing System. and an innovati ve SRS 
Telephony l'eatu1·e that is 11011· part ofCisco lOS@ Software. Also avai lable is 
the Cisco Cata lyst 4224 Access Gate11·ay Switch. These new IP tel ephony 
so lutions are col'ered in greater detail in "Biurri m>. thc Lines". 
:v1on; pruduct int"orm<Jtion 

C isco ,.\T;\ 186 .\nalog Tdcphonr .\daptor 
The Cisco ATA 186 Analog Telephone Adaptar brings basic res idcntial 
tclephones into the networked wo rld. By turning analog phones into IP 
phones. th e Cisco ATA 186 adclresses th~ n e~d s o f an emerging mark~ t t()l" 
"scco nd-1 in c" vo ice-over-1 P scn ·ices among res idential customers. W ith thi s 
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Cisco lOS Software Update 

Cisco lOS Technologics Rclcasc IP Vl'rsion 6 (1Pv6) Support 
Cisco lOS® Software Release 12.2(2)T introduces the support of!P Version 
6 (1Pv6) protocols, which enable IP to scale for billions ofusers and Internet 
appliances. !Pv6 resolves the address shortage problem by quadrupling the IP 
address length to 128 bits, thus providing thousands o f IP addresses for each 
Internet user. !Pv6 also offers the benetits of integrated auto-contiguration 
and global addressing architecture for quality o f service (QoS), security, and 
mobility. The Cisco lOS 1Pv6 implementation enables coexistence with 1Pv4 
via a dual stack. 1Pv6 is covered in greater detail in ''Tcchnologv." 
f\:1orc pruduct informution 

About New Product Dispatches 

Keeping up with Cisco's myriad new products can be a challenge. To 
help readers stay informed, Packet™ magazine's "New Product 
Dispatches" provide snapshots ofthe latest products released by Cisco 
between January and April 200 I. For real-time announcements ofthe 
most recently released products, check the "\\'hat's New" section o f 
Cisco.com. 

Rcadcr Feedhack: Tell us what vou think. 

• • /\crobm 

Download a f'DF of"Ne11 Product Disparch.:s." (Or download a PDF ofthe 
entire Third ()uartcr 200 1 issuc uf PockN.I 
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·- --- 1028-6C4 IBM eServer pSeries 630 Model 6C4 

• Height: 172.8 mm (06.8 in) 

• Weight: 

o 32.0 kg (70.41b)- Minimum Configuration 
o 47.3 kg (104 lb) - Maximum Configuration with rails 

Operatjng Enyjronment 

• Temperature: 5 to 35 degrees C (41 to 95 F) 

• Relative humidity: 8% to 80% 

• Maximum wet bulb: 27 degrees C (80 F) 

• Operating voltage: (auto-ranging) 100 to 127 or 200 to 240 V ac 

• Operating frequency: 50/60 Hz 

• Power requirements : 

o 2-way (typical configuration) : 330 watts 
o 2-way (maximum configuration) : 500 watts 
o 4-way (typical configuration) : 500 watts 
o 4-way (maximum configuration): 750 watts 

• Thermal output: 

o 2-way (typical configuration): 1129 BTU/hour 
o 2-way (maximum configuration): 1693 BTU/hour 
o 4-way (typical configuration): 1693 BTU/hour 
o 4-way (maximum configuration): 2540 BTU/hour 

• Power source loading: 

o 2-way (typical configuration): 0.348 kVA 
o 2-way (maximum configuration) : 0.522 kVA 
o 4-way (typical configuration) : 0.522 kVA 
o 4-way (maximum configuration) : 0.783 kVA 
o Maximum altitude: 2,135 m (7,000 ft) 

Noise Levei and Sound Power 

• Sound Power: Model 6C4 6.0 Bels ldle/6.0 Bels Operating 

EMC Conformance Classification 

Page 26 of 129 

(r) 

• This equipment is subject to FCC rules and it shall comply with the appropriate FCC rules before final delivery to the 
buyer or centers of distribu~ion . 

o U.S.A.: FCC Class A for Rack Mount 
o Europe: CISPR 22 Class A for Rack Mount 
o Japan: VCCI-A for Rack Mounl 
o Korea: Korean Requirement Class A for Rack Mount 
o China: People's Republic of China commodity inspection law 

Homologation - Telecom Environmental Testing (Safety and EMC) 

• Homologation approval for specific countries has been initiated wilh the IBM Homologation and Type Approval 
(HT&A) organizalion in LaGaude. These IBM pSeries models and applicable features meel lhe environmenlal lesling 
requirements of lhe counlry TELE COM and h ave been designed and tested in complianc _ w_1I In-· . . .. .. al't - - . 
Assurance Approval (FQAA) processas delivered by lhe British Approval Board for Tele , .K. -
Telecom Regulalory authority. CPMl - CORREIOS 

Product Safety/Country Testing/Certification • 1 Ü 16 
• UL 1950 Underwriters Laboratory, Safety lnformation Fls ~ N° - - -

~ . 
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IBM UNIX systems consist of the IBM eServer pSeries and IBM RS/6000 product lines. Providing unprecedented value, 
these innovative systems feature IBM's leading-edge technology and run the top-rated UNIX operating system, AIX. This 
broad product line ranges from powerful workstations ideal for mechanical design; to mission -criticai symmetric 
multiprocessing (SMP) servers for ERP, SCM, CRM, transaction processing, and Web serving; up to parallel RS/6000 SP 
systems that can handle demanding scientific and technical computing and business intelligence tasks. These platforms 
provide the power to create change and the flexibility to manage it, with thousands of applications that provide real value. 
More than 1 ,000,000 systems have shipped to over 135,000 businesses worldwide. 

Model Abstract 7028iC4 
l'he 7028 IBM eServer pSeries 630 Model 6C4 is a Rack-mount Server. The Model 6C4 provides the power, capacity, and 
expandability required for e-business computing. lt offers 64-bit scalability via the 64-bit POWER4 or POWER4+ processar 
packaged as 1-way and 2-way cards. With its two-processor positions, the Model 6C4 can be configured into 1-, 2- or 4-way 
configurations. The processar cards operate at 1.0 GHz with 32 MB of L3 cache per processar card, or 1.2 and 1.45 GHz 
with 8 MB of L3 cache per processar. Memory DIMMs are mounted on the CPU card and can contain up to 32 GB of 
memory. 
The Model 6C4 contains six bays. The four front-accessible, hot-swap capable bays can accommodate up to 587.2 GB of 
disk storage. 
Other integrated features include: 

• Four hot-swap, 64-bit PCI-X slots with 1.0 GHz processar systems, Six hot-swap, 64-bit PCI-X slots with 1.2 and 
1.45 GHz processar systems. 

• Service processar 

• Two 10/100 ethernet ports 

• Two Ultra3 SCSI ports (internai/externai) 

• Three serial ports and one parallel port 

• Keyboard and mouse ports 

• Optional hot-swap fans 
CPMI · 
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• Attributes required: 1 processar card slot 
• For 7028-6C4: (#5132) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: O) 
o OS levei required: AIX 5.1, or later 
o lnitial Order/MES/Both/Supported: MES 
o CSU: No 
o Retum parts MES: Yes 

(#5133) 1-way 1.2 GHz POWER4+ Processar Card 
1-way processar card with 1.20 GHz POWER4+ processar, 8 memory DIMM slots, and 8MB of L3 cache. 

• Attributes provided: 1-way processar card 
• Attributes required: 1 processar card slot 
• For 7028-6C4: (#5133) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5.1 or AIX 5.2, or later 
o lnitial Order/MES/Both/Supported: 8oth 
o CSU: Yes 
o Return parts MES: Feature conversion only 

(#5134) 2-way 1.2 GHz POWER4+ Processar Card 
2-way processar card with 1.20 GHz POWER4+ processar, 8 memory DIMM slots, and 8MB of L3 cache per processar. 

• Attributes provided: 2-way processar card 
• Attributes required: 1 processar card slot 
• For7028-6C4:(#5134) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5.1 or AIX 5.2, or later 
o lnitial Order/MES/Both/Supported: 8oth 
o CSU: Yes 
o Return parts MES: Feature conversion only 

(#5700) IBM Gigabit EthernetSX PCI-X Adapter: 
The IBM Gigabit Ethernet-SX PCI-X Adapter provides a 1 Gbps (1000 Base-SX) full-duplex Ethernet LAN connection with 
throughput on a standard shortwave multimode optical cable which conforms to the IEEE 802.3z standard. The adapter 
supports distances of 260m for 62.5 micron Multi Mode Fiber (MMF) and 550m for 50.0 micron MMF. AIX Network lnstall 
Manager (NIM) boot capability is supported with this adapter. 
Note: For optimum performance, the adapter should be placed in a 64-bit PCI-X card slot. 
Note: The IBM Gigabit Ethernet-SX PC I-X Adapter (#5700) incorporates an LC type connector on the card . This new, 
smaller form factor connector is being used by the industry for the next generation of fiber optic networks. lf connecting into 
an older, existing se type connector network, an LC-SC 62.5 Micron Fiber Converter Cable (#2459) or LC-SC 50 Micron 
Fiber Converter Cable (#2456) is required. 
Limitation: Half-Duplex (HDX) mode is not supported. 

• Attributes provided: One full-duplex 1000Base-SX fiber connection to a Gigabit Ethernet LAN . 
• Attributes required : One available PCI or PCI-X card slot 
• For 7028-6C4: (#5700) 

o Minimum required: O 
o Maximum allowed: 5 (lnitial arder maximum: 5) 
o OS levei required: AIX 5.1 with the 12/2002 or I ater Update CO, AIX 5.2 with the 12;.:2:.r:;- -~-;;.· ~~~mA~~~-
o lnitial Order/MES/Both/Supported: Both 
o csu: Yes CPM I • CORREIOS 
o Return parts MES: No 1018 

(#5701) IBM 10/100/1000 Bas~TX Ethernet PC~X Adapter: ~ 05 
The IBM 10/100/1000 Base-TX Ethernet PC I-X Adapter is a Fuii -Duplex Giqabit Ethernet adapter t siqned ~ Al.IQ!Wv 
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integrated components. This adapter can be configured to run at 10, 100, or 1000 Mbps data rates. The adapter interfaces to 
the system via the PCI-X bus and connects to the network using a 4-pair CAT -5 Unshielded Twisted Pair (UTP) cable for 
distances of up to 100m. AIX Network lnstall Manager (NIM) boot capability is supported wit . .. · . , ter. The adapter 
conforms to the IEEE 802.3ab 1 OOOBase-T standard. The adapte r also supports jumbo fr e~Hen r ing at the 1000 

Mbps speed. rr 
Note: For optimum performance, adapter should be placed in a 64-bit PCI-X card slot. / . ....,. "'i\ \ 
Limitations: The 1000 Mbps speed is not supported in Half-Duplex (HDX) mode. .:::::j . : ) 

• Attributes provided: One full-duplex 10/100/1000Base-TX UTP connection to a i~)JtE:\~riJ-tLA . 
• Attributes required: One available PCI or PC I-X card slot 1.. ~· ~ 
• For 7028-6C4: (#5701) 

o Minimum required: O 
o Maximum allowed: 5 (lnitial order maximum: 5) 
o OS levei required: AIX 5.1 with the 12/2002 or later Update CD, AIX 5.2 with the 12/2002 or later Update CD 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
o Return parts MES: No 

(#5706) IBM 2-Port 10/100/1000 Base-TX Ethernet PC~X Adapter 
The IBM 2-Port 10/100/1000 Base-TX Ethernet PCI-X Adapter is a Fuii-Duplex, dual ported, Gigabit Ethemet adapter 
designed with highly integrated components. This adapter can be configured to run each port at 10, 100, ar 1000 Mbps data 
rates. The adapter interfaces to the system via a PCI ar PC I-X bus and connects to a network using a 4 -pai r CAT ~5 
Unshielded Twisted Pair (UTP) cable for distances of up to 100m. AIX Network lnstall Manager (NIM) boot capability is 
supported with this adapter. The adapter conforms to the IEEE 802.3ab 1000Base-T standard. The adapter also supports 
jumbo trames when running at the 1000 Mbps speed. 
A function called 'Large Send' ar sometimes known as TCP Segmentation is also provided by this adapter. This function 
offloads the TCP segmentation operation from the AIX IP layer to the adapter for outgoing (transmit side) TCP segments. 
Another function known as "Checksum Offload" which offloads the TCP/UDP Checksum Operation or workload from the 
CPU to the adapter is also provided. 
The IBM 2-Port 10/100/1000 Base-TX Ethernet PCI-X Adapter (#5706) should be considered where maximum port density is 
required per 110 card slot. For a suggested maximum number of adapters taking performance into consideration, refer to the 
RS/6000 & pSeries PCI Adapter Placement Reference SA38-0538. lf card slots are not the limiting factor and maximum 
throughput is required, the single port IBM 10/100/1000 Base-TX Ethernet PCI-X Adapter (#5701) is the preferred solution. 
Note: For optimum performance, the adapter should be placed in a 64 bit PCI-X card slot whenever possible. 
Limitations: The 1000 Mbps speed is not supported in Half-Duplex (HDX) mode. 

• Attributes provided: Two full-duplex 10/100/1000Base-TX UTP connections to Gigabit Ethemet LAN(s). 
• Attributes required: One available PCI or PC I-X card slot 
• For 7028-6C4: (#5706) 

o Minimum required: O 
o Maximum allowed: 6 (lnitial order maximum: 6) 
o OS levei required: AIX 5.1 or !ater, AIX 5.2 or !ater 
o lnitial Order/MES/Both/Supported: 8oth 
o CSU: Yes 
o Return parts MES: No 

Note: For optimum 2-Port Gigabit Ethernet PC I-X Adapter performance, systems manufactured prior to December 6, 2002 
may require a system firmware update. Check the following Web URL after December 6, 2002 to review and download latest 
firmware if needed. 

http://www.austin .ibm.com/supporUmicro/ 

lf Feature Number 9556 or Feature Number 6556 is not installed in the system, the Maximum Allowed and lnital arder 
maximum is 4. 

(#5707) IBM 2-Port Gigabit EtherneSX PC I-X Adapter ----··- ·-·· . 
The IBM 2-Port Gigabit Ethernet-SX PC I-X Adapter provides two 1 Gbps (1 000 Base-SX) full-du · 5" ~ ti~-:-~ 
connections with throughput on a standard shortwave multimode optical cable that conforms to t e ,I&Jifi: I 8Q2.~~~!Y3 
The adapter supports distances of 260m for 62.5 micron Multi Mode Fiber (MMF) and 550m for 5 .b'.hlrê 1cron ~lí1r ~l 
Network lnstall Manager (NIM) boot capability is supported with this adapter. l_ 1 
A function called 'Large Send' or sometimes known as TCP Segmentation is also provided QY thi MbuN°Tiiis function 
offloads the TCP segmentation operation from the AIX IP layer to the adapter for outgoing (trans it side) TCP segments . 

.:: · 3 69 G 
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• Interface: SCSI-2 16-bit Low Voltage Differentiai(LVD) I Single-ended (SE 
• Compatibility: See the following Technical Support Web page (8mm Tape I 

compatability information: 

http:/ /techsupport.services. ibm. com/serve r/ mdown load/tapewhdr. htm I 

• Attributes provided: 60/150GB 16-bit 8mm Internai Tape Drive 
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• Attributes required: One 1.6-inch(41rnm) half-high media bay and one SCSI-2 internal16-bit address 
• For7028-6C4: (#6134) 

o Minimum required: O 
o Maximum allowed: 1 (lnitial arder maximum: 1) 
o OS levei required: AIX 5.1 or later, AIX 5.2 or later 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
o Return parts MES: No 

(#6156) 20/40GB 16-bit 8mm Internai Tape Drive (Biack Bezel) 
(For IBM US, No Longer Available as of December 6, 2002) 
This feature consists of a 5.25-inch half-high, single-ended, 16-bit tape drive. This drive provides a high capacity tape drive 

.---- for save/restore and archiving functions. This tape drive uses IBM 8mm data cartridges and is compression capable, · · 
"--- , providing a capacity of up to 40 GB - a 400% increase over the previous 5/1 O GB 8mm internai tape drive. (Biack bezel) 

Characteristics: 

• Capacity: 20.0GB Native Mode, 40.0GB (typical) Compression Mode 
• Fonm Factor: 5.25-inch Half-high 
• Media: IBM 8mm Data Cartridge 
• Technology: Helical Scan, Rotating Head 
• Operation: Streaming 
• Data Transfer Rate: 3MB/Sec. Native Mode, 6MB/Sec. (typical) Compression M 
• Interface: SCSI-2 16-bit (Single-ended) Asynchronous/Synchronous 
• Compatibility: 2.3 GB Mode (Read only), 2.3 GB mode with Compression (Read only), 5 GB Mode (Read only), 5 GB 

Compression (Read only), 7GB Mode (Read only), 7GB Compression (Read only), 20GB Mode (RIW), 20GB 
Compression (RIW). 

• Attributes provided: 8mm tape capability 
• Attributes required: One 1.6-inch(41mm) half-high media bay and one SCSI-2 internai SE 16-bit address 
• For 7028-6C4: (#6156) 

o Minimum required: O 
o Maximum allowed: 1 (lnitial order maximum: 1) 
o OS levei required: AIX 5.1, or later 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
o Return parts MES: No 

(#6158) 20/40GB 4mm Internai Tape Drive 
The 20/40 GB 4-mm Internai Tape Drive is a 5.25-inch, half-high, single-ended 16-bit tape drive, which provides a high 
capacity for save/restore and achieve functions. This tape drive uses IBM 4-mm data cartridges and is compression capable, 
providing a capacity of up to 40GB -a significant increase in capacity over the previous 12/24 4-mm internai tape drives 
(when using DDS-4 media). 
Characteristics: 

• Capacity: 20 GB native mode, 40 GB (typical) compression mode 
• Form Factor: 5.25-inch half high CPMI . CORREIOS 
• Media: IBM 4-mm DDS-4 data cartridge 
• Technology: Helical scan, rotating head 
• Operation: Streaming 

F.ls- ~o j_ \) ~ Q 
• Data Transfer Rate: 3MBps native mode, 6MBps (typical) compression 
• Interface: SCSI-2 (single ended) asynchronous/synchronous • 

- 3696 
• Compatibility: 4GB mode (Read/Write) , 8GB compression (Read/Write); 12GB mode(Read/W rt!flcX;!:__:G::.:B=--- - -­

compression (Read/Write) , 20GB mode (Read/Write), 40 GB compression (Read/Write). 
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(:: 

your system firmware is at 

(#6273) Power Supply, 645 Watt AC, Hoswap, Base and Redundant 
This feature provides a 645 Watt AC power supply, either as the primary power supply in the system, or the secondary 
power supply for redundant power. Each power supply, base and redundant, comes with one power cord. 

• Attributes provided: 645 Watt AC Power Supply 
• Attributes required: Available Power Supply Bay 
• For 7028-6C4: (#6273) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5.1, or later 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
o Return parts MES: No 

(#6274) Power Supply, 645 Watt DC, Hot;wap, Base and Redundant 
This feature provides a 645 Watt DC power supply, either as the primary power supply in the system, or the secondary 
power supply for redundant power. 

• Attributes provided: 250 Watt DC Power Supply 
• Attributes required: Available Power Supply Bay 
• For 7028-6C4: (#627 4) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5,1 , or !ater 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
o Return parts MES: No 

(#6285) Power cable, DC, Drawer (3pin) to PDP (3-pin), 4M 
This 4 meter cable is available to connect a rack system drawer (3-pin) to the appropriate 3 -pin connection in the DC Power 
Distribution Pane! (PDP). 

• Attributes provided: Cable 
• Attributes required: DC power supply 
• For 7028-6C4: (#6285) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5.1, or !ater 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
o Return parts MES: No 

(#6286) Power Cable, DC, Drawer (3pin) to PDP (5pin) 
This 4 meter cable is available to connect a rack system drawer (3-pin) to the apporpriate 5 -pin connection in the DC Power 
Distibution Panel (PDP). 

• Attributes provided: Cable 
• Attributes required: DC power supply 
• For 7028-6C4: (#6286) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5.1, or later 
o lnitial Order/MES/Both/Supported: Both 
o CSU: Yes 
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Uncompromising high-end server for an on demand world 

~ 

IBM @server pSeries 690 

pSeries 690 high-end server with optional expansion frame 

• 

• 

• 

Highlights 

IBM POWER4+ microproces-

sors provide high performance 

for diverse work/oads 

pSeries on demand capabilities 

help businesses adapt at the 

pace of e-business 

Self-managing features 

enhance resiliency and help 

reduce total cost of ownership 

Success in today's e-business world 

requires that companies react imme­

diately-on demand-to any shift in 

the competitive environment. 

Customers expect instantaneous 

adaptation to changing market condi­

tions, which means that companies 

can no longer afford to wait for their IT 

infrastructure to catch up to their 

strategy. They need the agi lity to scale 

ata moment's notice with unprece­

dented power and performance from 

every component. And to support it 

ali , they need mainframe-level relia­

bili ty features designed to ensure that 

appl ications and data are ava ilable 24 

hours a day. 7 days a week. 

As the flagship system of the 

IBM @server™ pSeriesTM product 

line, the p690-a highly advanced 

server that can help lower costs, 

improve efficiency and speed trans­

formation to e-business-is the gold 

standard for UNIX® computing in the 
·'· 

on demand world . Through leading­

edge innovations such as high-per­

formance microprocessors, dense 

packaging, advanced clustering 

techniques and mainframe-inspired 

reliability, availability and servicea­

bility (RAS) features, the pSeries 690 

can deliver top power, flexibility and 

rel iabi lity for both commercial and 

technical computing applications. 

Features such as dynamic logical 

partitioning and flexible capacity on 

demand upgrades also contribute to 

strong pSeries 690 performance 

while preserving operational versa ­

tility. In addition. innovative self­

managing RAS features derived 

from the IBM autonomic computing 

initiative help drive down costs 

and complexity by lowering adminis­

trative overhead. By combining the 

most advanced IBM leadership tech­

nology for enterprise-class perform­

ance and flexib le adaptation to 

changing market cond itions, the 

CPMI _ CORREIOS 
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pSeries 690 delivers the key capabili­

ties businesses need to compete in 

today's e-business on demand™ 

environment. 

Fast processors/dense packaging for 

speed 

The pSeries 690 is the ultimate high­

end IBM UNIX server. Designed to 

provide datacenter-class capacity. 

performance and reliability. the 

POWER4+ rM microprocessors in the 

pSeries 690 utilize "SMP-on-a-chip" 

design. At 1.5 GHz or 1.7 GHz. these 

processors are among the fastest 64-

bit chips in the world '. Because they 

,..__. also incorporate copper and silicon­

'-.___ on-insulator (SOl) technology. these 

chips are designed to consume less 

power-saving energy while deliv­

ering high reliability and outstanding 

performance. For more value-oriented 

customers. available 1.1 GHz or 1.3 

GHz POWER4TM chips can provide 

similar processing characteristics at a 

reduced price. Customers with 

existing POWER4 pSeries 690 sys­

tems can upgrade to the POWER4+ 

configurations to boost application 

speed and throughput. 

lnnovative CPU packaging also con­

~ibutes to emerprise-class perform­

ance and reliability from the p690. 

Advanced Multichip Module (MCM) 

that it can fit in the palm of your hand. 

To further enhance performance. 

Levei 2 (L2) cache and 128MB of 

Levei 3 (L3) cache is packaged with 

the MCM. L3 cache helps stage infor­

mation more effectively from 

processar memory to application pro­

grams. By decreasing the physical 

distance between components. MCM 

architecture enables faster movement 

of information-resulting in greater 

speed and improved reliability com­

pared with earlier. less dense compo­

nent configurations. 

Additional "book" packaging for 

memory can help protect compo­

nents from electrostatic discharge 

and physical damage. With space for 

up to eight memory books per server. 

the pSeries 690 offers up to a 32-way 

configuration with 8GB to 512GB of 

total memory-providing tremendous 

enterprise-class processing power for 

both commercial and technical work­

loads. 

Designed to support the incredible 

speed of the processors. pSeries 690 

architecture also features a peak 

aggregate memory to L3 cache 

44GB/second. With its unique system 

architecture. the pSeries 690 can 

offer the speed and power to deliver 

efficient. cost-effective data sharing 

and application throughput. 

Partitioning for quick response to change 

IBM's logical partitioning (LPAR) 

implementation provides outstanding 

flexibility in matching resources to 

workloads. facilitating higher effi­

ciency and lower total cost of owner­

ship (TCO). while providing robust 

isolation of operating environments. 

The pSeries 690 system can be 

divided into as many as 32 inde­

pendem logical servers or partitions. 

each with its own memory. proces­

sors. 1/0 and copy of the AIX SLTM 

or Linux® operating system. By 

enabling consolidation of applications 

using both operating systems onto a 

sing le platform. the pSeries 690 can 

increase system utilization. provide 

greater flexibility of managing the 

dynamics of multiple workloads in a 

single server. reduce complexity and 

deliver significam administration 

savings. 

CPMI . CORREIOS 

Fls. No 10 23 

\Doe: 
~õClÓ 

....... ~-·-· ·___....-

J. 



Feature 

Choice of POWER4/POWER4+ 
microprocessors with L3 cache 

Copper and SOl technology 

High memory and VO bandwidth 

Up to 512GB ECC Chipkill™ bit-steering 

memory 

(:_ Capacity Upgrade on Demand 

On/Off Capacity on Demand 

Book packaging 

Logical partitioning (LPAR) 

Up to 160 PCVPCI-X hot-pluglblind-swap 

adapter slots 

Hot-swappable disk bays 

Built-in service processor 

Benefits 

• Provides improved system and application performance and higher reliability for 

commercial applications in a smaller, more efficient dual-processar chip 

• Enables capacity to grow to 32 processors 

• Provides flexibility to grow in performance as workloads increase with minimal disruption 

and incrementai cost 

• lmproves processar performance and reliability while using less power and producing 

less heat to help conseNe energy and help lower operational costs 

• Helps remove performance bottlenecks that can occur when fast processors must wait 

for data to be moved through the system 

• Delivers increased memory bandwidth for the needs of HPC applications 

• Allows exploitation of 54-bit addressing for large database, HPC and key criticai 

business applications 

• Provides growth options with outstanding throughput 

• Significantly lowers number of memory failures that can cause system outages. thus 
increasing system availability 

• Provides memory spares that are activated when multiple memory errors are 

encountered 

• Offers flexibility to cost-effectively and easily add permanent processing and memory 

capacity to help meet workload growth 

• Provides temporary processar use to meet unexpected workload demands 

• Protects memory components against accldental disconnection and/or contamination 

• Facilltates easler seNicing 

• Permits up to 32 UNIX or Linux operating system seNers to be consolidated on a single 

system, easing maintenance and administration 

• Offers greater flexibility in using available capacity and dynamically matching resources 

to changing business requirements (requires AIX SL V5.2) 

• Provides growth options for significantly increased capacity 

• Supports many commonly used adapters for increased availability at a lower cost 

• Allows adapters to be added or removed without interrupting the system 

• Provides greater system availability and smoother growth by allowing swapping or 

adding of disk drives without powering down the system 

• Continuously monitors system operations and takes preventive or corrective action for 

quick problem resolution and high system availability 

" • Allows diagnostics and maintenance to be performed remotely 
~----------

Redundant hot-plug power and cooling • Enhances system availability since cooling fans and power supplies can be changed 

subsystems without interrupting operations 

Dynamic processor and PCI bus slot 

deallocation 

IBM @server Cluster 1600 

Linux operating system 

AIX 5L operating system 

• Provides backup power and cooling if primary unit fa ils 

• Automatically deallocates resources when impending failure is detected, so applications 

continue to run uninterrupted 

• Provides centralized management of multiple inter-connected systems 

• Provides abil ity to handle unexpected workload peaks by sharing resources 

• Allows for more granular growth so user demands can be readily satisfied 

• Enables access to thousands of 32- and 64-bit Open Source Linux applications 

• Provides a common operating environment across IBM @server plaf gWci-f._;·;· · 'L u, _ vl'l-

• Delivers maximum throughput for mixed workloads without complex <i v~~nf. i g&ái)~IQS 
or tun1ng . 1 \J '?:, LJ. 

• Provides upward binary compatibility to help preserve software invest nf!l~. No _ _ -·--- - --
• Extends applica tion choices with Linux affinity 



pSeries 690 at a glance 

Minimum configuration 

Microprocessor 

L3 cache 
RAM (mernory) 

Internai disk drives 

Disk bays 

Media bays 

Expansion slots 

PCI bus width 

HPC minimum configuration 

Microprocessor: 

Standard features 

1/0 adapters 

Ports 

System expansion 

SMP configurations 

~-'L3cache 
RAM 

PCI expansion slots 

Disk bay expansion 

Optional battery backup 

Attachment 

HPC microprocessor expansion 

SMP configurations 

RAS features 

Operating systems 

Power requirements 

System dimensions 

Warranty 

8-way SMP (one 8-way MCM); 1.5 GHz or 1.7GHz POWER4+ or 1.1 GHz or 1.3 GHz 

POWER4 

128MB (ECC) 
8GB 

Two 18.2GB Ultra SCSI 

16 hot-swappable via one 7140.61 D 1/0 drawer 

Five (four available) 
20 PCI or PCI-X (64-bit) via one 7140-610 1/0 drawer 

32- and 64-bit 

8-way SMP (two 4-way MCMs); 1.3 GHz POWER4 HPC; 256MB of L3 cache 

Two integrated Ultra3 SCSI controllers 

Two serial ports for connecting Hardware Management Console for pSeries 

16-, 24-, 32-way SMP (two, three or four 8-way MCMs); 1.5GHz or 1.7GHz POWER4+ or 

1.1 GHz or 1.3 GHz POWER4 

128MB per MCM (512MB maximum) 

Up to 512GB (ECC, Chipkill) 

Up to 160 adapters via seven additional 7140-610 1/0 drawers 

Up to 128 hot-swappable disk bays via seven additional 7140-61 D 1/0 drawers; up to 

18.7TB (18.2GB, 36.4GB, 73.4GB and 146.8GB disk drives available) 

Up totwo 

SP System Attachment Adapter for use in a Cluster 1600 configuration 

16-way SMP (two 4-way MCMs); 1.3 GHz POWER4 HPC; 256MB of L3 cache 

Copper, SOl microprocessors 

Chipkill ECC, bit-steering memory 

ECC L2 cache, L3 cache 

Service processar 

Hot-swappable disk bays 

Hot-plug/blind-swap PCI slots 

Hot-plug power supplies and cooling fans 

Dynamic deallocation of logical partitions and PCI bus slots 

Redundant power supplies and cooling fans 

Battery backup (optional) 

AIX SL Versions 5.1/5.2 

SuSE Linux Enterprise Server Version 8 (runs in LPAR only) 

200v to 240v; 380v to 415v; 480v AC 

79.7" H x 30.9' W x 58.8" D (202 em x 79 em x 149 em) 

Weight 2,666 lb (1 ,209 kg)* 

On site 24x7 for one year (limited) at no additional cost 

• Wíth acouslic doar. Weight will vary when disks. adapters and other peripherals are installed. 
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Grid readiness for highly efficienl 

compuling 

The pSeries 690 is designed to par­

ticipate in Grid Computing-an 

emerging technology that creates vir­

tual computing resources across an 

intranet or the Internet using industry­

standard protocols. By harnessing 

unused computing cycles, Grid 

Computing allows organizations to 

make more efficient use of existing 

resources, giving them additional 

computing power while lowering their 

overall cost of computing. 

Keeping businesses running 

..- Severa! innovations stemming from 

'- . the IBM autonomic computing initia­

tive-a blueprint for self-managing 

systems-helps contribute to uncom­

promising pSeries reliability, manage­

ability and serviceability. lts goal is to 

create an intelligent IT infrastructure 

that responds to unexpected capacity 

demands or to system failures while 

at the same time helping to contrai 

spiraling pressure on criticai skills, 

software and service/support costs. 

To boost availability, an integrated 

service processar in every pSeries 

690 server monitors system health . 

~:'l i s feature can detect errar 

conditions within the hardware and 

automatically place a service call to 

IBM, often before the problem 

becomes apparent to users. Then, if 

repairs are necessary, the service 

processar can initiate dynamic recon­

figuration to correct the failure . In this 

manner. automated monitoring helps 

businesses minimize costly outages 

and reduce administrative overhead 

and support costs. 

First Failure Data Capture (FFDC) 

identifies and logs both the source 

and root cause of system failures to 

help prevent the reoccurrence of 

intermittent failures that diagnostics 

cannot reproduce. Designed to pre­

vent outages and reduce repair time 

by identifying failing components in 

real time. FFDC also contributes to 

outstanding pSeries system 

availability. 

To help prevent system shutdowns 

caused by main memory and L2/L3 

cache errors, error checking and 

correcting (ECC) memory detects 

both single- and double-bit errors 

and corrects ali single-bit errors 

dynamically-complementing Chipkill 

memory to improve reliability. In addi­

tion, the pSeries 690 includes redun­

dant. spare main memory chips. 

failing memory chip in the event that 

multiple memory bit errors exceed a 

threshold. 

The use of IBM Chipkill technology 

allows detection and correction of 

most multi-bit memory errors. This 

protection from memory failures helps 

prevent costly system memory 

crashes and improves pSeries relia­

bility. In fact. IBM studies show that 

systems with Chipkill memory are up 

to 100 times less likely to have out­

ages because of memory failure' . 

The pSeries 690 server also features 

the ability to deallocate criticai 

system resources, including the 

processors and PCI-X bus slots. In 

the unlikely event that one of these 

components fails or indicates an 

impending failure, this capability­

working with AIX SL and the service 

processor-can dynamically take the 

faulty component offline. The system 

automatically reassigns the workload 

to other processors to avoid interrup­

tion. lf the system must be rebooted. 

previously deallocated components 

will not be included to avoid 

- ··---···· . . 
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7040-61 D IBM 1/0 Drawer pSeries 690 Model 61 D 
IBM U.S. Sales Manual 
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Abstract 

IBM UNIX systems consist of the IBM eServer pSeries and IBM RS/6000 product !ines. Providing unprecedented 
value, these innovative systems feature IBM's leading-edge technology and run the top-rated UNIX operating 
system, AIX. This broad product line ranges from powerful workstations ideal for mechanical design; to mission­
critical symmetric multiprocessing (SMP) servers for ERP, SCM, CRM, transaction processing, and Web serving; 
up to parallel RS/6000 SP systems that can handle demanding scientific and technical computing and business 
intelligence tasks. These platforms provide the power to create change and the flexibility to manage it , with 
thousands of applications that provide real value. More than 1 ,000,000 systems have shipped to over 135,000 
businesses worldwide. 

Model Abstract 7040-61 D 
The IBM 7040 Model 61 D 1/0 drawer provides PCI or PCI-X adapter slots and internai disk capabilities for use 
with pSeries servers such as the pSeries 690 {7040-681 ). The Model 61 Ois a 4U drawer which mounts in the 
24-inch 7040-61 R System Rack and connects to the system Central Electronics Complex via remete 1/0 cables. 
Each model 61 O 1/0 drawer providas 20 blind-swap PCI or PC I-X slots and 16 hot-swap disk bays. The Model 
61 O utilizes redundant power converters and power cabling to ensure high reliability and availability. lt utilizes 
3p bulk power supplied from the 7040-61 R system rack. 
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Highlights 

Not applicable. 
t Back to top 

Description 

Not applicable. 
t Back to top 
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(#3168) RI0-2 (Remote 1/0-2) Cable, 2.5M 
This 2.5 meter RI0-2 (Remate 1/0-2) cable is utilized to connect RI0-2 based 1/0 planars and 1/0 drawers to the 
system CEC. 

• Attributes provided: 2.5M RI0-2 Cable 
• Attributes required: 1/0 Drawer and two RI0-2 connectors on the system CEC. 
• For 7040-61 D: (#3168) 

o Minimum required: o 
o Maximum allowed: 4 (lnitial arder maximum: 4) 
o OS levei required: Nane 
o lnitial Order/MES/8oth/Supported: 8oth 
o CSU:No 
o Return parts MES: No 

(#3275) 146.8 GB 10,000 RPM Ultra3 SCSI Disk Drive Assembly 
The 146.8 G8 10,000 RPM Ultra3 SCSI Disk Drive Assembly provides 146.8 G8 of storage capacity and 
supports the industry standard Ultra3 SCSI interface speed of up to 160 M8ps. 
Characteristics: 

• Form Factor: 3.5-inch, 1-inch (25 mm) high 
• Cable included: No 
• Externai Interface: Ultra3 SCSI (16-bit, Low Voltage Differential) 
• Attachment lndustry Spec: SCSI-3 fast 80 
• Average Seek Time : 4.94 ms (based on four(4) READS to one(1) WRITE) 
• Average Latency: 2.99 ms 
• Rotational Speed: 10,000 RPM 
• Maximum Data Transfer Rate: 67 M8ps 

L,..___1n: This disk drive requires attachment to a supported Ultra3 SCSI Adapter in a system that supports an 
uL_;cSI cable/backplane in arder for the drive to run at 160M8ps. Also, any and ali other SCSI devices on 
the same SCSI bus must also be Ultra2 or Ultra3 SCSI device(s) in arder for this disk drive to run at 160M8ps. 

• Attributes provided: 146.8 G8 of disk storage mounted in a carrier. 
• Attributes required: One disk drive bay. 
• For 7040-61 D: (#3275) 

o Minimum required: O 
o Maximum allowed: 16 (lnitial arder maximum: 16) 
o OS levei required: AIX 5.1 or AIX 5.2 ar !ater 
o lnitial Order/MES/8oth/Supported: 8oth 
o CSU:No 
o Return parts MES: No 

(#3277) 36.4 GB 15,000 RPM Ultra3 SCSI Disk Drive Assembly 
The 36.4 G8 15,000 RPM Ultra3 SCSI Disk Drive Assembly provides 36.4 G8 of storage capacity and supports 
the industry standard Ultra3 SCSI interface speed of up to 160 M8ps. 
Characteristics: 

• Form Factor: 3.5-inch, 1-inch (25 mm) high 
• Cable included: No 
• Externai Interface: Ultra3 SCSI (16-bit, Low Voltage Differential) 

Attachment lndustry Spec: SCSI-3 fast 80 
'\verage Seek Time: 3.7 ms (based on four(4) READS to one(1) WRITE) 
Average Latency: 2 ms 

• Rotational Speed: 15,000 RPM 
• Maximum Data Transfer Rate : 83 MBps 

Limitation: This disk drive requires attachment to a supported Ultra3 SCSI Adapter in an system that supports an 
Ultra3 SCSI cable/backplane in arder for the drive to run at 160M8ps. Also, any and ali other SCSI devices on 
the same SCSI bus must also be Ultra2 or Ultra3 SCSI device(s) in order for this disk drive to run at 160M8ps. 

• Attributes provided: 36.4 GB of disk storage mounted in a carrier. 
• Attributes required : One disk drive bay. 
• For 7040-61 D: (#3277) 

o Minimum required: O 
o Maximum allowed: 16 (lnitial arder maximum: 16) 
o OS levei required : AIX 5.1 , or !ater, AIX 5.2 or !ater M5'"-c r~ -
o lnitial Order/MES/8oth/Supported : 8oth 
o CSU: No 

CPMI • CORREIOS 

o Return parts MES: No 

(#3278) 73.4 GB 15,000 RPM Ultra3 SCSI Disk Drive Assembly 
The 73.4 G8 15,000 RPM Ultra3 SCSI Disk Drive Assembly provides 73.4 G8 of storage capacity and SUPR 
lhe industry standard Ultra3 SCSI interface speed of up to 160 M8ps. 
Characteristics: 

. 1028 
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13U locátion of the expansion rack. 

• Attributes provided: Redundant 1/0 Drawer Power Cables 
• Attributes required: 1/0 Drawer with Placement Feature #4413 
• For 7040-61 D: (#6128) 

o Minimum required: O 
o Maximum allowed: 1 (lnitial arder maximum: 1) 
o OS levei required: None 
o lnitial Order/MES/8oth/Supported: 8oth 

(#6129) 1/0 Drawer Attachment Cable Group, Drawer Position #4419 
This feature provides redundant power cabling for an 1/0 drawer with the bottom of the drawer positioned at the 
19U location of the expansion rack. 

• Attributes provided: Redundant 1/0 Drawer Power Cables 
• Attributes required: 1/0 Drawer with Placement Feature #4419 
• For 7040-61 D: (#6129) 

o Minimum required: O 
o Maximum allowed: 1 (lnitial order maximum: 1) 
o OS levei required: None 
o lnitial Order/MES/8oth/Supported: 8oth 

(#6172) Power Converter Assembly, 1/0 Drawer 
This feature converts power from the bulk power assembly to the voltage leveis required for the components 1/0 
drawer. 

Attributes provided : 1/0 Drawer Power Converter 
Attributes required: Empty Power Converter Location 

·For 7040-61 D: (#6172) 

o Minimum required: 2 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: None 
o lnitial Order/MES/8oth/Supported: lnitial 

(#6179) Power Cable, 1/0 Drawer to Media Drawer 
This cable provides power from an 1/0 drawer to run media devices mounted in the media drawer feature. 

• Attributes provided: Power Cable 
• Attributes required: 1/0 drawer and Media Drawer 
• For 7040-61 D: (#6179) 

o Minimum required : O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: None 
o lnitial Order/MES/8oth/Supported: 8oth 

(#6203) PCI Dual Channel Ullra3 SCSI Adapter 

( ). Each SCSI bus can either be internai (on systems that support internai SCSI device or backplane 

The PCI Dual Channel Ultra3 SCSI Adapter (#6203) is a 64-bit adapter and is an excellent solution for high­
prsance SCSI applications. The PCI Dual Channel Ultra3 SCSI Adapter provides two SCSI channels 

att \ents) o r externai and will support a data rate of up to 160 MBytes per second, up to twice the maximum 
data transfer rale of the previous Dual Channel Ultra2 SCSI adapter (80 M8ytes per second). 
In order to achieve an Ultra3 SCSI bus data rate of up to 160 M8ytes per second and also maintain a reasonable 
drive distance, the adapter utilizes Low Voltage Differential (LVD) drivers and receivers . To fully utilize this Ultra3 
160 MBytes per second performance, ali attaching devices or subsystems should also be Ultra3 L VD devices. 
But, if Ultra2 and Ultra3 devices coexist on the same bus, each device will operate at its rated speed. For lower 
speed single-ended (SE) devices, the SCSI bus will switch to single-ended (SE) performance and interface at the 
lower SE bus data rate of lhe device . 
Two industry standard VHDCI 68-pin connectors are mounted on the adapter's end bracket allowing attachment 
of various LVD and SE externai subsystems . A .3 meter converter cable, VHDCI to P, Mini-68 pinto 68-pin , 
{#2118) can be used with older externai SE subsystems to allow connection to the VHDCI connector on the PCI 
Dual Channel Ultra3 SCSI Adapter. 
Note: lf any Single Ended (SE) SCSI subsystem is attached to an externai port of this adapter, the SCSI port will 
auto-throttle to a "Fast" interface speed running no faster than 20MB/s maximum. This auto- throttle function is 
performed to ensure best signal quality between host adapter and attaching subsystem. The second externai -·--·-----· 
port is unaffected unless a SE subsystem is also attached to it. lf so, it would also auto- throttle as describ ' etJ-5-:·-eN·-
above. RREIOS 
The PCI Dual Channel Ultra3 SCSI Adapter (#6203) also is a native boot adapter with AIX 4.3.3 or AIX 5.1 (wlrt-M I - CO 1 

approprAiat~bupdates) indthde sAuppohrted pSferies o r 
1

RSSC/6SOIOdO system( s. h . t 
1 

SCSI No __ 1 ___ \) 2 ~ 
• ttn utes provi e : ttac ment o 1nterna ev1ces on systems t at support an 1n erna Fls. 

device or backplane attachment with this adapter) and externai SCSI devices 
• Attributes required: One available PCI slot 3 O 9 0 Ljo 

boc: ____ _ 



... . . 
The above link contains link~ to SSA publications and other SSA Web sites, including the one below. 

http://www.storage .ibm.com/hardsoft/products/ssa/rs6k!index.html 

The above link contains lists of the latest SSA support code and provides code download capability for the 
RS/6000 and AIX environments. 
LIMITATION: Internai ports on the adapter are not supported. See machine/model specific information to 
determine if internai SSA disk drives and associated hardware/cables are supported. 

• Attributes provided: Attachment of SSA devices 
• Attributes required: One PCI bus slot 
• For 7040-61 O: (#6230) 

o Minimum required: O 
o Maximum allowed: 12 (lnitial order maximum: 12) 
o OS levei required: AIX 5.1 or later 
o lnitial Order/MES/Both/Supported: 8oth 

Note: Maximum of 6 adapters per #6563 PCI planar. 

(#6231) 128 MByte ORAM Optlon Card 
The 128 MByte ORAM Option Card (#6231) is a field only optional feature to the Advanced Serial RAIO Adapte r 
(#6225) ora factory or field option for the Advanced Serial RAIO Plus Adapter (#6230). This option is 
recommended for dual initiator fail-over Fast Write Cache (FWC) configurations. The option increases the 
existing ORAM on the adapter to 128 MBytes. In this type of dual initiator FWC configuration , the existing ORAM 
does not have enough capacity to completely contain a copy of each adapter's 32 MByte FWC and also provide 
.--ai working space. The 128 MByte ORAM Option Card provides this additional space needed to contain a 
f~, of each adapters 32 MByte FWC content and allows for full32 MByte fail-over protection . lf the 128 
MByte ORAM Option Card (#6231) is not used with dual-initiator FWC configurations, the effective FWC capacity 
is reduced to 16 MBytes per adapter. 
lf this feature is ordered as a field upgrade to an existing SeriaiRAIO adapter (#6225 or 6230), a CO-ROM with 
appropriate software and publications are also provided. 

• Attributes provided: 128 MByte ORAM memory 
• Attributes required: Advanced SeriaiRAIO Adapter (#6225) or Advanced SeriaiRAID Plus Adapter 

(#6230). ~ 32 MByte Fast-Write Cache Option Card (#6235) is also recommended. 
• For 7040-610: (#6231) 

o Minimum required: O 
o Maximum allowed: 12 (lnitial order maximum: 12) 
o OS levei required: AIX 5.1 or !ater 
o lnitial Order/MES/Both/Supported: 8oth 

(#6235) 32 MByte Fast-Write Cache Optlon Card 
The 32 MByte Fast-Write Cache Option Card (#6235) is a 32 MByte fast- write optional feature that plugs into the 
IBM RS/6000 Advanced SeriaiRAIO Adapter (#6225) or the Advanced SeriaiRAIO Adapter Plus (#6230). lt 
utilizes non-volatile RAM. Ouring the unlikely event of an Advanced SeriaiRAIO Adapter failure, a replacement 
Advanced SeriaiRAIO Adapter can be installed and the fast-write cache can be removed from the failing adapter 
and installed in the new adapter insuring data integrity. The 32 MByte Fast-Write Cache Option Card can provide 
a~:· ant improvement of data throughput and response time during certain sequence write operations 
c .dto SSA RAIO adapters without the fast-write cache. The response time and data transfer improvement 
using e optional card will vary depending upon lhe data block sizes, the percentage of sequential writes, 
machine type/model, and application parameters. The 32 MByte Fast-Write Cache Option Card plugged into the 
Advanced SeriaiRAID Adapter (# 6225) will operate in either non-RAID or RAIO 5 mode, in single-initiator 
configurations. The 32 MByte Fast-Write Cache Option Card plugged into lhe Advanced SeriaiRAIO Plus 
Adapte r (# 6230) will operate in non-RAIO, RAIO 5, or RAIO 0+ 1 mode, in single-or dual-initiator configurations. 

• Attributes provided: None 
• Attributes required: One Advanced SeriaiRAID Adapter (#6225) or Advanced SeriaiRAIO Plus Adapter 

(#6230). 
• For 7040-61 0: (#6235) 

o Minimum required: O 
o Maximum allowed: 12 (lnitial order maximum: 12) 
o OS levei required: AIX 5.1 or !ater 
o lnitial Order/MES/Both/Supported : 8oth CPM+ · CORREIOS 

1_03 0 
(#6239) 2 Gigabit Fibre Channel PCI-X Adapter 
The 2 Gigabit Fibre Channel PCI-X Adapter is a 64-bit address/data, short form factor PC I-X adapter with an 
type externai fiber connector that provides single or dual initiator capability over an optical fiber link or loop. 

... Fls. N° _ ___ _ 

lhe use of appropriate optical fiber cabling, this adapter provides lhe capability for a network of high speed loc 1
0 

. 't ~ g 6 
and remote located storage. The 2 Gigabit Fibre Channel PC I-X Adapter will auto-negotiate for the highest da a oc._-iloHe:t-i-T-"--­
rate (either 1 Gbps or 2 Gbps) of which lhe device or switch is capable . Distances of up to 500 meters runninn'4let-- - - · 
1 Gbps data rale and up to 300 meters running at 2 Gbps data rate are supported between lhe adapter and an 
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Chapter 1. Overview 

The 10/100/1000 Base-TX Ethernet PCI-X Adapter and Dual Port 10/1 ase-TX PCI-X Adapter are 
high performance, highly integrated, universal Ethernet LAN adapters for PCI-X and PCI systems. The 
adapters provi de 10/1 00/1 000 Mbps connectivity over 4 pairs of standard CAT-5 cable up to 1 00 meters. 
Both conform to IEEE 802.3ab 1000 Base-T standard. The adapters run in standard PCI-X V1.0a 
compliant systems with 32-bit or 64-bit PCI-X Bus Master slots at 66 MHz or 133 MHz, as well as PCI 2.2 
compliant systems with 32-bit or 64-bit PCI bus master slots at 33 MHz or 66 MHz. 

Both adapters provide the following features: 

• Support for 64-bit Direct Bus Mastering on the PCI/PCI-X bus 

• Use a shared memory structure in host memory and copy data directly from and to host memory 

• Support Boot ROM 

• Opera te in 1 0/1 00/1 000 Base-T modes 

• Support 1000 Mbps throughput on 4 pairs of standard CAT-5 cabling 

• Support 100 Mbs and 1 O Mbps throughput on 2 pairs of standard CAT-5 and CAT-3 cabling 

• Full-duplex operation 

• IEEE 802.3ab 1000 Base-T compliant 

• IEEE 802.3u 100 Base-TX compliant 

• IEEE 802.3 10 Base-T compliant 

• Support Dual address cycle for access to 64-bit addresses 

• Support 64-bit addressing for systems with physical memory greater than 4 GB 

• Support PCI-X split transactions 

• Two bicolor LED adapter status indicators for link activity and baud rate. See the following illustrations. 

• RJ-45 UTP Connector for Category-5 Copper Cabling 

• Surface mount technology (SMT) 

1 0/1 00/1000 Base-TX Ethernet PC I-X Adapte r 

1 

2 

3 

o 

ACT/LNK LED 

RJ-45 Connector 

Link Speed LED 

DDD 
o 

o 
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AIX 5L is IBM's 64-bit Unix operating system for enterprise computing. AIX has a wide range of 
availability, connectivity, Linux compatibility, scalability and security features. 
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..J I~ AIX 5L Operating System 

4 

Dynamic Capacity Upgrade on Demand enables POWER4 systems to be ordered and installed with 
additional processors that can be held in reserve until required by future application workloads. To enable 
the additional resources, the system administrator can dynamically turn on the resources using dynamic 
logical partition (DLPAR) services without having to bring down the system. Dynamic CPU Guard 
automatically and dynamically removes failing processors from a system image before they cause a 
system failure. lf reserve processors are available on the system, they can automatically replace the 
failing processors. 

Table 1: Features and Functions: IBM AIX SL Version 5.2 

Overview • AIX 5L is the current version of IBM's 64-bit Unix operating system. 

• lt is used on IBM POWER processors and provides compatibility with Linux. 

• lt runs on a broad range of IBM eServer pSeries systems, including workstations, 

workgroup servers and enterprise servers . 

....___ Standards • X/Open Portability Guide release 4 (XPG4) and XPG5 . 

.-· 'compliance • Posix lnstitute of Electrical and Electronics Engineers (IEEE) 1003.1-1996 

(1003.1c), 1003.2, 1003.4a. 

• LP64 (32-bit integers, 64-bit long and pointer types) System V Interface Definition 

3 (SVID3). 

• Berkeley Software Distribution (BSD) 4.3. 

• Open Software Foundation (OSF) Advanced Encryption Standard (AES) 

• Federallnformation Processing Standard (FIPS) 151-2. 

• 32-bit operating system is Unix 98 branded. 

• 64~bit operating system is in the process of obtaining Unix 98 branding. 

• AIX 5L v.5.2 is designed to conform to the lnternational Organization for 

Standardization/lnternational Electrotechnical Commission (ISO/IEC) 9899:1999 

international standard for the C programming language, commonly referred to as 

C99. 

• AIX 5L v.5.2 is designed to provide the asynchronous input and output option from 

IEEE Standard 1003.1-2001 . 

~ 
• AIX 5L v.5.2 supports the Universal Disk Formal (UDF) v.1.50 file system for the 

~· 
pSeries and RS/6000-supported DVD-RAM and DVD-ROM optical drives. 

• AIX 5L v.5.2 supports the Common host bus adapter (HBA) API (application 

program interface) specification revision 1.92, developed through the Storage 

Networking lndustry Association (SNIA} and provides a standard and consistent 

interface for accessing information Fibre Channel storage area networks (SANs). 

The Common HBA API includes a set of C programming language library functions, 

enabling access to Fibre Channel HBA attributes and operating system mapping 

information. 

Gartner Research 
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111 UNIX systems consist of the IBM eServer pSeries and IBM RS/6000 product lines. Providing unprecedented 
ue, these innovative systems feature IBM's leading-edge technology and run lhe top-rated UNIX operating 
;tem, AIX. This broad product line ranges from powerful workstations ideal for mechanical design; to mission­
ical symmetric multiprocessing (SMP) servers for ERP, SCM, CRM, transaction processing, and Web serving; 
to parallel RS/6000 SP systems that can handle demanding scientific and technical computing and business 
llligence tasks. These platforms provide the power to create change and lhe flexibility to manage it, with 
usands of applications that provide real value. More than 1,000,000 systems have shipped to over 135,000 
;inesses worldwide. 

del Abstlad 7040-681 
l IBM 7040 Model 681 Central Electronics Complex pSeries 690 provides outstanding 64-bit compute 
formance for the UNIX environment. 1t features SOl (silicon on insulator) copper chip technology, mainframe 
Jired logical partitioning (LPAR) and self-managing capabilities. 
3ack to top 

I~ 
clel Highlights 7040-681 
llnnovative Technology --A top performing UNIX server featuring 

• IBM SOI/copper chip technology 

• Mainframe-inspired LPAR and self-managing capabilities 

• Cost-efficient growth path to the future 

o 64-bit system scalability: 

• 8-way, 16-way, 24-way, o r 32-way -- packaged on four Multi-Chip Modules (four o r eight 
POWER4 or POWER4+ processors per MCM) 

• 1.1 GHz or 1 .3 GHz POWER4 processors 

• 1.5 GHz or 1.7 GHz POWER4+ processors 

• 128 MB of L3 ECC cache per MCM 

Fls. No-1 Q 3 5 
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service action requests are forwarded from lhe operating system partitions to a Service Focal Point (SFP) 
application running on lhe Hardware Management Console (HMC). The service focal point application analyzes 
lhe potentially duplicata reported failures from the various logical partitions, attempts to determine lhe root cause 
of lhe fault , and upon identifying the cause, initiates call -home requests to IBM support utilizing the HMC modem 
and the Service Agent application program. This enables IBM service representativas to have available needed 
replacement hardware components when a service call is placed, thus minimizing system repair time. 
Availability -- Backup and Replication 
Power and Cooling Subsystem 
fhe pSeries 690 brings new a levei of availability features and functions to the Enterprise Server. Within the CEC 
=!ack, the N+ 1 power and cooling subsystem can provide complete redundancy in case of failures in the bulk o r 
·egulated power supplies, the power controllers and the cooling units. Concurrent repair is supported on ali of the 
)Ower and cooling components. 
rhe p690 also features redundant Internai Battery Features (IBF) to hold the system up during brown-out 
:onditions. For full power loss protection, lhe p690 supports optional uninterruptible power supply (UPS) systems 
n addition to, or in place of, the IBF features. 
n lhe 1/0 drawers, N+ 1 power and cooling is provided with lhe capability for concurrent repair of lhe power 
:omponents and deferred repair of the cooling units. 
~onstant power monitoring hardware assists in detection of early loss of source power, and is designed to notify 
1e operating system to effect an orderly shutdown. This same power monitoring hardware can detect the loss of 
3dundant bulk power supplies, regulators, fans, and blowers and report !hem to lhe operating system for entry in 
1e system error log and for maintenance notification. 
:EC Subsystem 
tAS features such as ECC on the L 1 data cache and L2 data and directory caches can provida dynamic 
etection and correction of hard or soft array cell failures. Dynamic de-allocation functions include: 

• L3 cache line detect and L2 cache de-allocation 
Individual L3 cache memory bypass · ·· · 
.2 cache and CPU de-allocation · "· ·· - · · · -· · ··- ._., - -
ledundant bit steering in L 1 and L2 caches and L2 and L3 directory arrays 

uilding on lhe robust features of the processar complex, the p690 system has enhanced errar detection and 
·evention capabilities. These processar RAS features are called Dynamic Processar De-allocation and 
ersistent Processar De-allocation. Predictive failure analysis is performed on recoverable processar errors 
Jring run-time. lf a processar exceeds a threshold of recoverable errors such as on L2 cache accesses, the 
rstem is designed to log the event marked and deconfigure the processar from the system while the operating 
•stem continues to run. This feature allows the processar to be repaired on a deferred basis while helping 
event an unscheduled system outage. 
3rsistent Processar De-allocation is designed to ensure that on subsequent reboots, the processar remains out 
the system configuration until replaced. The standard memory card has single error-correct and double-error 
ltect ECC circuitry to correct single-bit memory failures . The double-bit detection helps maintain data integrity 
· detecting and reporting multiple errors beyond what lhe ECC circuitry can correct. The memory chips are 
:Janized such that the failure of any specific memory module should only affect a single bit within an ECC word 
it scattering), thus allowing for errar correction and continued operation in the presence of a complete chip 
lure (Chipkill recovery). 
1is memory card also utilizes memory scrubbing and thresholding to determine when spare memory modules 
:hin each bank of memory should be used to replace ones that have exceeded their threshold value (dynamic 
steering). Memory scrubbing is the process of reading the contents of memory during idle time and checking 
d correcting any single-bit errors that have accumulated. These single-bit failures could be either solid 
chnology failures) or soft failures (intermittent errors caused by noise or other cosmic effects). lf an errar is 
tected, the system is designed to correct it by passing the data through the ECC logic that corrects the fault 
j~writing the corrected contents back to its memory address location . 
) 1 preveni an uncorrectable memory errar from causing a system outage, lhe service processar is 
:;ig to initiate a deferred maintenance request on memory cards that have used their spare bits and are 
)eriencing additional correctable errors (memory predictive failure analysis). 
SD predictive failure analysis is designed to detect an imminent disk failure and report lhe findings through 
AIX log. Then the disk can be replaced either immediately or scheduled at a later time , depending on the 

1figuration of lhe DASD subsystem. With the hot-plug disk design, normal operation can continue in lhe 
sence of a failed disk and a concurrent repair can be performed while the application continues uninterrupted. 
3ilability - UE Error Handling 
·e events in the processar, cache, and memory subsystems sometimes cause errors that exceed lhe errar 
rection capability, and become Uncorrectable Errors (Ues) . In other systems, these result in immediate 
ckstop with the offending component fully identified by lhe run time diagnostics. In lhe p690 system, is 
igned not to cause a checkstop of the system. lnstead, lhe corrupted data is specially marked until used by a 
~essor, at which time a new synchronous machine check interrupt allows AIX to localize lhe effect to a single 
\R partition ora software process. This providas the capability of localizing a global system resource to 
cting only the partition utilizing lhe resource instead of checkstopping ali system partitions. The affected 
ition can then be rebooted with significantly reduced boot time as compared to a full system reboot. 

Subsystem 
interface from the processar to lhe 1/0 is through lhe Remate 1/0 (RIO) link. This link uses a loop 

·connect technology to provide redundant paths to 1/0 drawers . There is a maximum of 1 1/0 drawer on each 
1 path , with a total of 8 1/0 drawers per system. RIO availability features include CRC checking on the RIO 
with packet retry on bus timeouts. In addition , if a RIO link fails , the hardware is designed to automatically 
!le a RIO bus reassignment to route the data through the alternate path to its intended destination . 
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o 8.0 bels (operating/idling with slim line covers) 

• Sound Pressure: 

o 58 dBa {operating/idling with acoustic covers) 
o 66 dBa (operating/idling with slim line covers) 

• Maximum Altitude: 

o 1.1, 1.5, and 1.7GHz Processors: 3,040 meters (1 0,000 ft) 
o 1.3GHz Processors: 2,134 meters (7,000 ft) 
o Maximum altitude with OVO-R, OVO-R/W/CO-R, or CO-R/W media in the 

Media Orawer (#8692) is 2134 meters (7,000 ft). 

1ower Requirements 

• Operating voltage@ 50/60Hz: (3-phase) 

o 200 to 240 V AC 
o 380 to 415 V AC 
o 480 V AC 

• Electrical output: 15,400 watts (maximum) 

• Power source loading: 15.0 kVA (maximum configuration) 

• Thermal Output: 15,550 joules/sec (53,390 Btu/hr) (maximum configuration, 32-way CEC with eight 1/0 
drawers) · 

~ nformance Classification - ·· · 
h~uipment 1s subJect to FCC rules and 11 shall comply w1th the appropnate FCC rules before fmal dehvery to 
1e buyer or centers of distribution. 

• U.S.- FCC CFR47 Part 15 Class A 
• Europe - CISPR 22 Class A; "CE" Mark of Conformity 
• Japan- VCCI-1 
• Korea - Korean Requirement Class A 

omologation: Telecom Environmental Testing (Safety and EMC) 
omologation approval for specific countries has been initiated with the IBM Homologation and Type Approval 
IT&A) organization in LaGaude. 
1is IBM pSeries model and applicable features meet the environmental testing requirements of the country 
::LECOM and have been designed and tested in compliance with the Full Quality Assurance Approval (FQAA) 
ocess as delivered by the British Approval Board for Telecom (BABT), the U.K. Telecom Regulatory authority. 
roduct Safety/Country Testing/Certification 

• U.S.: UL 
• Canada: CNL (CSA or cUL) 
• Germany/Europe: GS Mark (Safety, TUV, EN60 950) 

eneral Requirements 
1e pSeries 690 is in compliance with IBM Corporate Bulletin C-8 0-2594-000 Statement of Conformity of IBM 
oduct to Externai Standard (Suppliers Oeclaration). 

~:C, Central Electronics Complex (CEC) (7040-681) 

• The pSeries 690 CEC (7040-681) is a 17U-tall, 24-inch, rack-mounted device. lt houses the system 
processors, memory, system support processar, 1/0 drawer connection capability, and associated 
components. lt is installed with the bottom of the drawer at placement indicator (#4418) , the 18U position 
of the 7040-61 R rack. 

• The p690 is powered by one to four multi-chip processar modules. Each Multi-Chip Module (MCM) 
contains either four or eight processors. The p690 is available in lhe following configurations: 

o 8-and 16-way 1.3 GHz, POWER4, HPC option processors (4 processors per MCM) 

o 8- , 16-, 24-, 32-way 1.1 GHz, POWER4 processors (8 processors per MCM) l-e.t:~~I'7MH~4 
CPMI · CORREIOS 

o 8-, 16-, 24-, 32-way 1.3 GHz, POWER4, Turbo option processors (8 processors per MCM) 1037 
o 8-, 16-, 24- , 32-way 1.5 GHz, POWER4+ processors (8 processors per MCM) 

o 8-, 16-, 24-, 32-way 1.7 GHz, POWER4+ Turbo option processors (8 processors per MCM) 

• Ali processors in a p690 must operate at lhe same speed . 



• ·supports ali major CD-ROM formats including Mode 1, Mode 2, XA, CDDA and audio 
• Contains headphone output and line output for audio 

Limitations: 

• OVO video is not supported. 
• Attributes provided: 4.7GB 2X OVO (2705 KB/Sec) DVD-RAM 
• Attributes required: 1 half high media bay and one SCSI address 
• For 7040-681: (#2623) 

o Minimum required: O 
o Maximum allowed: 4 (lnitial order maximum: 4) 
o OS levei required: AIX s.-1 or later 
o lnitial Order/MES/Both/Supported: 8oth 

Note: One device capable of reading CO media is required per 7040-681. This OVO RAM may be 
mounted in the rear bays of the #8962 media drawer only if the operating environment is maintained at 
24 degrees C (75.2 degrees F) or below. This device is allowed in the rear bays of lhe #8692 media 
drawer on systems installed at 2134 meters (7,000 ft) or below. 

(#2624) 32X (Max) SCSI-2 CD-ROM Dr1ve 
The 32X (Max) SCSI-2 Internai CD-ROM Drive is a tray loading CD-ROM drive providing up to 4800KB/sec 
maximum media data transfer rale. 11 is a 5.25 inch half-high form factor, single ended, 8 bit, multi-session 
capable, CD-ROM drive which providas state of lhe art performance and supports existing 600MB CD-ROM 
discs. 
Characteristics: 

• Media Data Transfer Rale: 4800 KB/sec (Max) 
Interface: SCSI-2 8 bit Single Ended (SE) 
Avg. Random Access Time: 90ms (typical) 
Buffer Memory: 512KB 

• Media capacity: Greater than 600MB 
• Multisession capable (Reads COR & CDRW media) 
• 5.25-inch half-high form factor 
• Operates in either vertical or horizontal positions 
• Interface supports standard and extended XA formais 
• Loading tray supports 12cm and Sem disks 

• Attributes provided: 600MB 32X (max)(up to 4800KB/sec) CDROM 
• Attributes required: 1 half high media bay and 1 SCSI-2 internai SE 8-bit address 
• For 7040-681: (#2624) 

o Minimum required: O 
o Maximum allowed: 4 (lnitial order maximum: 4) 
o OS levei required: AIX 5.1 or later. 
o lnitial Order/MES/Both/Supported: 8oth 

Note: One device capable of reading CD mediais required per 7040-681. 

(#2634) 16X/48X(rnax) IDE DVD-ROM Drive 
The 16X/48X(max) IDE DVD-ROM Drive is an internai tray loading DVD-ROM drive providing up to 7200KB/sec 
[CD-ROM) and 22.16MB/sec (DVD-ROM) data transfer rates . lt is a 5.25 inch half-high form factor multi-session 
~~. DVD-ROM drive which providas state of the art performance and supports existing 650MB CD-ROM, 
4. -DVD-ROM, and 9.4 GB DVD-ROM (double-sided) discs. This drive also reads Type 11 (removable from 
~a e) DVD-RAM discs at DVD-ROM speeds. System boot and install functions are supported with CD-ROM 
md DVD-RAM media. 
::::haracteristics : 

• Media Data Transfer Rale: CD-ROM=7200 KB/sec (max): DVD-ROM=22.16MB/sec (max) 
• Interface: IDE/ATAPI 
• Avg. Random Access Time : CD-ROM=90ms(typical); DVD-ROM=135ms(typical) 
• Buffer Memory: 256KB 
• Media capacity: CD-ROM=650MB; DVD-ROM= 4.7 GB(single sided); 9.4 GB(double-sided) 
• Multisession capable (Reads CO/R & CD-R/W media) 
• 5.25-inch half-high form factor 
• Operates in either vertical o r horizontal positions 
• Interface supports standard and extended XA formais 
• Loading tray supports 12cm and Bem disks 

_imitations: 

• DVD video is not supported . 
• This DVD-ROM drive is limited to reading only CD-type formatted media when running with AIX 5.1 

software . 
• Attributes provided: 16X/48X(max) IDE DVD-ROM Drive 
• Attributes required: 1 half-high media bay 

The 16X/48X(max) IDE DVD-ROM Drive (#2634) requires a SCSI-to-IDE Interface Bridge (#4253) whe 
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o lnitial Order/MES/Both/Supported: Both 

o Minimum required: O 
o Maximum allowed: 3 (lnitial order maximum: 3) 
o OS levei required: AIX 5.1 or !ater 
o lnitial Order/MES/Both/Supported: Both 

(#5257) Processar Bus Pass Through Module 
The Processar Bus Pass Through Module provides processar bus interconnection through processar positions 
which do not contain processar modules. 

• Attributes provided: Processar bus interconnection 
• Attributes required: Empty Processar Module position 
• For 7040-681: (#5257) 

o Minimum required: O 
o Maximum allowed: 2 (lnitial order maximum: 2) 
o OS levei required: AIX 5.1 or !ater 
o lnitial Order/MES/Both/Supported: Both 

Note: One #5257 Processar Bus Pass Through Module must be installed in each empty processar 
position on 7040-681 systems equipped with two or more processar modules. Processar Bus Pass 
Through Modules are not required on systems equipped with only one processar module. 

(#6120) IBM 80/160 GB lntemal Tape Drive wlth VXA Technology 
The IBM 80/160 GB Internai Tape Drive with VXA** Technology is a 5.25-inch, half-high, Ultra2 LVD 16-bit tape 
::lrive, which provides a high capacity for save/restore and achieve functions. This tape drive uses VXAtape** 
:lata cartridges and is compression capable, providing a capacity of up to 160 GB - a significant increase in 
::apacity over lhe previous internai tape drives. 
8haracteristics: 

• Capacity: 80GB native mode, 160GB (typical) compression mode 
• Form Factor: 5.25-inch half high 
• Media: uses VXAtape data cartridges 
• Technology: Helical scan, rotating head 
• Operation: Streaming 
• Data Transfer Rale: 6MBps native mode, 12MBps (typical) compression 
• Interface: SCSI-2 (L VD/SE) asynchronous/synchronous 
• Compatability: 80 GB mode (Read/Write), 160GB compression (Read/Write) 
• Attributes provided: One 80/160 GB internai tape drive 
• Attributes required: One 1.6-inch (41 mm) half-high media bay and one SCSI-2 internai 16-bit address 

The IBM 80/160 GB Internai Tape Drive with VXA Technology (#6120) is limited to systems without 
Primary lntegrated Battery Backup (#6200) or Redundant lntegrated Battery Backup (#6201) installed , 
Media Drawer (#8692) front bay locations only, anda maximum system ambient operating temperature of 
28 C (82.4 F) at a maximum operating altitude of 2134 m (7000 ft). Lower altitudes have higher maximum 
ambient operating temperatures. Reter to the 7040 System Planning Guide for additional details. 

• For 7040-681: (#6120) 

o Minimum required: O 
o Maximum allowed: 1 (lnitial arder maximum: 1) 
o OS levei required: AIX 5.1 or !ater, AIX 5.2 or later 
o lnitial Order/MES/Both/Supported : 8oth 
o CSU : No 
o Return parts MES: No 

:#6158) 20/40GB 4mm Internai Tape Drive 
íhe 20/40 GB 4-mm Internai Tape Drive is a 5.25-inch, half-high, single-ended 16-bit tape drive, which provid~C'FPT'Ml:-1ll"!!l..f- 'Rf.r~olfRf!R-=--Eei'-Of~S~ !,·• 

1 high capacity for save/restore and achieve functions. This tape drive uses IBM 4-mm data cartridges and is '"' 
;ompression capable , providing a capacity of up to 40 GB - a significant increase in capacity over the previou I 

S ) "\') () 12/24 4-mm internai tape drives (when using DO -4 media . Fls. No 1 { ,l v ~J __ j'. 

~haracteristics : __l_l 

• Form Factor: 5.25-inch half high ~ Ú ':J 
• Capacity: 20 GB native mode, 40 GB (typical) compression mode ('\ Ú j' 
• Media: IBM 4-mm DDS-4 data cartridge \ Doe: . _ç 
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AIX 5L represents the next generation of AIX. Built on a proven code base, AIX 5L is designed to exploit advanced 64-bit 
system and software architectures while introducing: 

• Logical partitioning 
• lmproved workload management 
• lntegrated Linux affinity 
• Network performance improvement 
• System security enhancements 
• Reliability, availability, and serviceability (RAS) enhancements and performance-tuning tools 
• Cluster Systems Management 

AIX 5L V5.2 moves the operating system into the next stage of IT infrastructure self-management with innovative scalability 
technology while continuing to offer application flexibility with Linux, tools that simplify systems management, leadership 
security mapping between heterogeneous platforms, and affinity with pSeries focus market segments. The addition of 
dynamic logical partitioning and keyed Capacity Upgrade on Demand significantly improves flexibility, workload 
management, and system resource use in the datacenter. 
AIX 5L V5.2 reliability and scalability, combined with application binary compatibility across ali AIX V5 releases and 
concurrent 32/64-bit functionality, make it the best choice for customers who: 

• Require a robust platform for business-critical applications 

• Want to leverage their IT investments in technology and skills 

• Have network interoperab11ity requirements with heterogeneous systems 

• Need components and tools to build tailored solutions 

• Want to reduce the cost of computing through improved systems and network management 

· - --~·-·- -·----··~--·· 

• Need security at ali leveis of their operating, application and network environments 

• Deploy applications worldwide requiring multilingual support 
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AIX 5L V5.2 offers: 

• Dynamic logical partitioning for processors, memory, and 1/0 

• Dynamic Capacity Upgrade on Demand 

• Enhancements to Scalability and Workload Manager 

• Enhancements to Enterprise Storage Management 

• Cluster Systems Management for monitoring and administering multiple machines (both AIX and Linux) from a single 
point of contrai 

• Advanced RAS features 

• Additional security features and enhancements 

• Network enhancements including Mobile 1Pv6, SNMP V3, and upgrade to BIND V9 

• APis from the latest C language and single UNIX specification standards 

t Back to top 

[)_!scljp!io _______ ·--------··. ·--------·---·---.. ------
Scalability and Resource Management 

• Dynamic logical partitioning adds and removes processors, real memory, and 1/0 from active logical partitions 
without rebooting the systems. Processors, memory, and 1/0 slots can be assigned via the Hardware Management 
Console. 

• Dynamic Capacity Upgrade on Demand enables you to arder and install POWER4 systems with additional hardware 
resources (processors) than what is currently required and keep these resources in reserve until they are required as 
future business application workloads dictate. To enable the additional resources, the system administrator can 
dynamically turn on the resources using DLPAR services without having to bring down the system. This function is 
well suited for those who have unpredictable application workload requirements . 

• Dynamic CPU Guard automatically and dynamically removes failing processors from a system image before they 
cause a system failure. lf spare processors are available on the systems, they can automatically replace the failing 
processors. 

• Memory affinity support may improve the performance of memory-access- intensive, high-performance computing 
jobs running on multichip module p690 and p670 systems. 

• The POWER4 processar in the p690 system supports 4 KB and 16MB virtual page sizes. 
The large page provides performance improvements to high-performance computing applications. AIX V5.2 supports 
large page use for both 32-and 64-bit applications and on both 32-bit and 64-bit kernels . 

• Enhanced Workload Manager (WLM) gives system administrators more contrai of resources. Functions such as 
time-based setting make changes to configuration easier. A set of processors may be associated with a WLM class. 
Jobs assigned to such a WLM class run only on the processors associated with the WLM class. 

• The existing per-process file descriptor limit is increased from 32K to 64K under both 32-bit and 64-bit kernels. 

• Enhanced journaled file system, JFS2, increases file and file system sizes to 16 terabytes (TB) with the 64-bit kernel. 
The 32-bit kernel continues to support 1 TB . Larger file systems created under the 64 -bit kernel can be mounted only 
with the 64-bit kernel. 
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• AIX V5.2 includes support for the Universal Oisk Format (UOF) V1.50 file system for the pSeries and RS/6000-
supported OVO-RAM and OVO-ROM optical drives. 
With the UOF file system you can back up and restare AIX files and back la"iTTT:=rt'loOõL<:. 

and install fram disks created using the mkcd command with OVO- m ia. o re vendors and other users 
can create OVO distribution media for programs and data. AIX creat ;p?1· s fil ames only in 8-bit OSTA 
compressed UNICOOE format. I · ~ 

~ A I 
Reliability, Availability, and Serviceability 0 , ."'f C, 

• With the impraved system dump estimation mechanism, system admim 'tors h~ more accurate measure of the 
storage required for a complete system dump. As a result, the prabability o g a crash dump due to space 
overflow is reduced. 

• Core dumps are generated without stopping and restarting applications. The core dumps can be sent to IBM support 
for further analysis. This function, combined with the snapshot backup, yields easier prablem determination. 

• Hang conditions on 1/0 devices can be detected and recovered without bringing systems to a slow halt. Based on a 
user-defined timeout threshold, lost 1/0 is detected and the system alerts the user. Users can also configure the 
system for an automatic reboot. 

• More information is displayed on the second line of LEO display pane/, if one is available. The extra information 
corresponds to the LEO code that is displayed and helps system operators monitor the ·boot pracess. 

• Automated dump analysis tool, adump, is enhanced to execute custam Perl scripts for dump analysis. 

• AIX V5.2 iso/ates the damage caused by uncorrectable data corruptions to a user process. This can help avoid more 
severe situations such as an entire partition reboot or a complete system reboot if it is not partitioned. 

Enterprise Storage Management 

• .An industry-standard pragramming interface, Common Host Bus Adapter (HBA) API, accesses management 
information in Fibre Channel HBAs. Storage area network (SAN) developers can use HBA to manage, monitor, and 
deploy a SAN. 

• Logical Volume Manager (L VM) enhancements: 

o The alignment and size restrictions of l/O to the L VM device driver are removed, helping to imprave large 
unaligned 1/0 performance by not requiring that the 1/0 devices be divided into severa! smaller aligned 1/0 
devices~ 

o LVM enables a RAIO to increase the size of a logical unit number (LUN) up to 1 TB. After a varyoffvg and 
varyonvg cycle completes, the new disk size becomes effective and L VM can use the additional disk space. 

o L VM supports splitting one or more disks fram an active mirrored volume graup into a new temporary volume 
group so that a backup of the volume graup can be made. The temporary volume can be disbanded and the 
split disk reincorporated into the original volume graup. Stale partitions are automatically synchranized. Only 
partitions that are written to while the temporary volume graup is in place need to be marked as stale and 
synchranized when the disks are reincorporated. 

• A snapshot feature enables a point-in-time backup of a JFS2 file system. 

• System administrators can use SMIT to specify file system sizes in blocks of 512 bytes, 1 MB, or 1 GB during 
creation ar modification of a file system. 

Cluster Systems Management (CSM) 

• CSM for AIX can manage multiple machines fram one single point of contrai. This solution for distributed systems 
management allows a system administrator to install and set up a cluster that can include pSeries servers, xSeries 
servers, or both. The system administrator can contrai the cluster by using remate parallel command execution, file 
synchranization, hardware contrai, and distributed monitoring with automated responses. 

• CSM for A/X enables xSeries servers running CSM V1.3 for Linux to join the cluster a~~~~~~~~~4 oSeries servers from the same sinqle ooint of control. 
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CORREIOS- EDITAL DO PREGÃO N.o 05012003- CPUAC 

SPECjbb2000 solicitado = 
SPECjbb2000 expansível = 

260.000 
330.000 

Equipamento auditado: IBM eServer pSeries 690 modelo 681 POWER4+ 
Turbo (1.7 GHz) 

SPECjbb2000 auditado: 553.480 
Nr. de CPU auditadas: 32 
Nr. de CPU ofertadas: 16 

Cálculo (ANEXO 1-8, item 2, subitem 2.1): 

SPECjbb2000 estimado= SPECjbb2000 auditado * (no de CPU ofertadas I no 
CPU auditadas) 

SPECjbb2000 estimado= 553.480 * (16 I 32) 
SPECjbb2000 estimado= 553.480 * 0.5 
SPECjbb2000 estimado= 276.740 

--- ...__ .. ··---.... ·· · - . .__ . .. ·-
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The basic type of file system is called the Journaled File System (JFS). This file system uses database 
journaling techniques to maintain its structural consistency. This prevents damage to the file system when 
the system is halted abnormally. 

• Backing up file systems to guard against data loss if the system fails 

• Maintaining file systems in a consistent state 

These tasks should be performed by your system administrator. 

Fi I e System Types 
The operating system supports multiple file system types. These include: c; Journaled File System (JFS) 

Enhanced Journaled File System (JFS2) 

Network File System (NFS) 

CD-ROM File System (CDRFS) 

File System Structure 

The basic file system type, it supports the entire set of file 
system commands. 
The basic file system type, it supports the entire set of file 
system commands. 
A file system type that permits files residing on remote 
machines to be accessed as though they reside on the local 
machine. 
A file system type that allows the contents of a CD-ROM to be 
accessed through the normal file system interfaces (open, read, 
and close). 

On standalone machines, the following file systems reside on the associated devices by default: 

/File System /Device 

/dev/hd1 /h o me 

/dev/hd2 /usr 

/dev/hd3 /tmp 

/dev/hd4 /(root) 

/dev/hd9var /var 

/proc /proc 

/dev/hd1 Oopt /opt 

The file tree has the following characteristics: 

• Files that can be shared by machines of the same hardware architecture are located in the /usr file 
system. 

• Variable per-client files, for example, spool and mail files, are located in the /var file system. 

• The /(root) file system contains files and directories criticai for system operation. For example, it 
contains 

- A device directory (/dev) 

- Mount points where file systems can be mounted onto the root file system, for 

54 System User's Guide: Operating System and Devices 
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Chapter 17. Network lnstallation Manage 

This chapter provides an introduction to AIX Network lnstallation Management (NIM) and the operations 
you can perform to manage the installation of the Base Operating System (BOS) and optional software on 
one or more machines. 

The types of machines you can manage are standalone, diskless, and dataless. A standalone machine is 
one that can boot (start up) by itself. Diskless and dataless systems cannot boot by themselves. They 
must use remate resources to boot. Diskless systems have no disk drive. Oataless systems have a local 
disk drive but they cannot boot from it. This section provides concepts and procedures for setting up the 
NIM environment, initiating the installation of standalone machines, and initializing resources for diskless 
and dataless machines. 

Using NIM, you can instai! a group of machines with a common configuration or customize an installation 
for the specific needs of a given machine. The number of machines you can instai! simultaneously 
depends on the throughput of your network, the disk access throughput of the installation servers, and the 
platform type of your servers. 

The NIM environment comprises client and server machines. A server provides resources (for example, 
files and programs required for installation) to another machine. A machine that is dependent on a server 
to provide resources is known as a c/ient. In this guide and reference, any machine that receives NIM 
resources is a client, although the same machine can also be a server in the overall network environment. 

Ali operations on clients in the NIM environment require one or more resources. NIM resource objects 
represent files and directories that are used to support some type of NIM operation. Because NIM 
resources are ordinary file system objects in the AIX operating system, most of them are provided to 
clients with standard Network File System (NFS) software. This means that many resources must reside 
locally on the servers providing these resources, because NFS can only export file system objects that are 
stored on local media in the machines from which they are exported. 

Most installation tasks in the NIM environment are performed from one server, called the master. A set of 
installation tasks can also be performed from NIM clients. Once the network installation setup is complete, 
users of standalone clients can, from the client, instai! software that is available on NIM servers. 

The machines you want to manage in the NIM environment, their resources, and the networks through 
which the machines communicate are ali represented as objects within a central database that resides on 
the master. Network objects and their attributes reflect the physical characteristics of the network 
environment. This information does not affect the running of a physical network but is used internally by 
NIM for configuration information. 

Each object in the NIM environment has a unique name that you specify when the object is defined. The 
NIM name is independent of any of the physical characteristics of the object it identifies and is only used 
for NIM operations. The benefit of unique names is that an operation can be performed using the NIM 
name without having to specify which physical attribute should be used. NIM determines which object 
attributes to use. For example, to easily identify NIM clients, the host name of the system can be used as 
the NIM object name, but these names are independent of each other. When an operation is performed on 
a machine, the NIM name is used, and ali other data for the machine (including the host name) is 
retrieved from the NIM database. 

For more information about NIM concepts, see Chapter 24, "Network lnstallation Management Concepts", 
on page 239. For information on a particular NIM task, refer to Chapter 18, "NIM Task Roadmap", on 

page 169. 
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r IBM US, No Longer Available as of December 31 , 2003) 
r IBM US, Program Services Discontinued as of December 31, 2004) 
I customers with mission-critical environments can better protect their multiprocessing systems with the High 
Lilability Cluster Multi-Processing for AIX SL, V4.5.0 (HACMP V4.5) . HACMP is designed to detect system 
Jres and manage fallover to a recovery node, providing continuous application availability. HACMP 4.5.0 
!rs improved usability and performance, easier configuration, and additional hardware and software support 
IBM eServer Cluster 1600, pSeries, and RS/6000 customers with mission-critical applications. 
rv features include: 

• Reduced Fallover Time through parallel processing of resources 

f:egration with AIX Workload Manager (WLM) for better operational performance after fallover 

• Streamlined configuration process via automated Network Discovery 

• lmproved security for cluster administration via HAView and HATivoli 

• Persistent IP address support for applications (such as Tivoli) which require invariant node addresses 

• Expanded WAN and X.25 support 

• Cluster status information in a Web Browser 

• Enhanced Custom Pager Notification support 

]itionally, in Enhanced Scalability (ES) and ES/Concurrent Resource Manager (ESCRM): 

r age 1 UI 1 ':I 

• Eas.ier configuration of AIX Enhanced Concurrent Mode to define concurrent volume groups on a Y4'á§~~;-Õ3i2"ÔÔ~ 
devlce CP.MI - COR..,RElOS i 

• New Application Availability Analysis Tool for customer measurement of system and application" p time" 1 O 4 8 
Fls. No·""' :'· - - -'-----

• Tighter integration with GPFS V1 .5 Cluster Filesystem 

Doe: - --- --
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xREF by eServer Field Skllls. Enàblimenf Team ; 
-./! · ~~~f'iq-- fliili ... ~ .... 

IBM® L3 L4 l~ J ~:~~ ~h-· Slots SMP/RXE Hot-swap Mgmt Available 
Type-model Oty x Processar cache cache Memory D , r,, nt 11 (J 1cal x bays Exp Ports pwr supplies adapter date 

8687-4RX 2 x XeonrM MP 1.5GHz 1MB 32MB 2GB Chipkii!TM None~Uifta~U4 rack 6x4 3/1 Tworedundant PCI Nov2002 
8687-SRX 2 x Xeon MP 1.9GHz 1MB 32MB 2GBChipkill None 2x~O 4U rack 6x4 3/1 Two redundant PCI Nov2002 
8687-6RX 4 x Xeon MP 1.9GHz 1MB 32MB 4GBChipkill None 2xUitra160 4U rack 6x4 3/1 Two redundant PCI Nov2002 
8687-?RX 4 x Xeon MP 2.0GHz 2MB 32MB 2GBChipkill None 2xUitra160 4U rack 6x4 3/1 Two redundant PCI Nov2002 

Positioning Up to 8-way power for high-end databases, serve r conso/idation and mission-critica/ business applications 
Processors 2 or 4 x lntei" Xeon"' Processor MP 1.5, 1.9, or 2.0GHz' with 400MHz frontside bus I supports Hyper-Threading tedmology 
L2cache 512KB each processar I on die of processar I at processar speed 
L3cache 1MB or 2MB each processar I on die of processar I at processar speed 
L4cache 32MB XceL4rM Server Accelerator Cache (up to 64MB with optional SMP Expansion Module) I 

32MB in each SMP Expansion Module I ECC /64-bit 400MHz bus from Cache and Scalability Controller 
Processo r upgrade 4-way SMP (up to 8-way SMP with optional SMP Expansion Module) 
SMP Expansion One SMP Expanion Module std I two max I each contains four Intel 603-pin micro-PGA ZIF sockets for Xeon MP, 32MB 

Module L4 cache, sixteen DIMM sockets, three SMP Expansion Ports (second module connected via one o r two SMP Expansion 
Ports) I each SMP Expansion Module activates one RXE Expansion Port (only one RXE Expansion Port supported) 

Additional boards One 1/0 Board (PCI-X Host Bridge, SCSI, ethernet, graphics, South Bridge, Super 1/0, slot for Mgmt Adapte r), one 
PCI Board (PCI-X Host Bridge, six PCI-X slots), one Midplane Board (connects SMP Exp Modules, 1/0 Board, PCI Board) 

Memory 2GB or 4GB std /16GB max13 (up to 32GB with optional SMP Expansion Module) I four DIMMs installed (512MB or 1GB) I 
16 DIMM gold-connector slots I must instai! four indentical DIMMs at same time /4-way interleaving I PC133-compliant I 
3.3v registered 168-pin SDRAM RDIMMs /133MHz I Error Checking and Correcting (ECC) and ChipkiiiTM via 
Memory ProteXionrM (1, 2, 3, or 4-bit errors on same chip; up to two chips at once; redundant bit steering) I 
Active MemoryrM via memory mirroring (memory mirroring supported with any OS) 

SCSI disk controller Adaptec" AIC-7899W I Wide Ultra 160 SCSI (L VD 160MB/sec) I dual channel/64-bit 66MHz PC I/ integrated on 1/0 Board 
SCSI implementation First channel to internai 2-port SCSI backplane for internai hot-swap disks (16-bit LVD cable to SCSI backplane) I 

second channel to one externai .8mm VHDCI 68-pin connector (16-bit L VD cable from 1/0 Board to ext connector) I 
one standard (longe r) 16-bit LVD cable included for attaching an optional ServeRAID adapte r to the two-baC backplane 

I DE controller Enhanced I DE A T A-1 00 controller in South Bridge I one one-drop I DE cable to ba.ckplane for diskette and D-ROM 
Disk - capacitylbays No disks standard I supports up to 15K rpm SCSI disks I two hot-swap bays I converged tray I 80-pin SCA-2 connectors 

Mechanical ElA 19" rack models (4U4) x 28' deep I supported in NetBAYTM Racks (such as NetBAY42 SR, NetBAY42 ER) 

Chipset IBM XA-32rM chipset /IBM Cache and Scalability Controller with L4 cache controller and three SMP Expansion Ports I 
IBM Memory 1/0 Controller with two remate 1/0 ports (each to a IBM PC I-X Host Bridge) I each IBM PCI-X Host Bridge 
provides three peer PCI buses I PCI 2.2 Bus E supports graphics, adapter slot with Remate Supervisor Adapter, 
VIA" 82C686B South Brid8e (IDE ATA-1 00, USB, Super 1/0 PC97317VUL [keyboard, mouse]) I 
PCI 2.2 Bus F supports S SI, ethemet I PC I-X Bus A, B, C, D support PC I-X slots I designed to the PC I-X 1.0 specification 

Slots (ActiverM PCI-X) Six hot-swap PC I-X 1.0 slots 10 available with power and attention indicator lights (optical sensors contrai power to slot) I 
hot replace, hot upgrade, hot expansion /separated by insulative plastic dividers 

RXE Expansion Port One port to support up to 12 additional PCI-X slots via an optionaiiBM RXE-1 00 Remete Expansion Enclosure 

CD-ROM I diskette 24X-1 OX6 CD-ROM /3.5' 1.44MB diskette drive I both removable from Ultrabay™ 2000 bays I supports CD-RW, DVD 
Ethemet Broadcom" 5700 10/100/1000 ethemet controller I on 1/0 Board I full duplex /64-bit 66MHz PCI bus I Wake on LAN" 
Graphicscontroller SVGA I S3" Savage4 Pro I on 1/0 Board /8MB SDRAM 125MHz std/max I up to 1280x1 024 at 64K colors at 85Hz 
Ports Rear: RXE-1 00 Expansion Port (to connect optional RXE-1 00), RXE Management Port, two USB (Vers 1.1 ), keyboard, 

mouse, analog DB-15 graphics, ethernet I no serial or parallel ports I Front: one USB (Vers 1.1) 

Security Power-on and administrator passwords I unattended boot I selectable boot 

Systems mgmt Remote Supervisor Adapter I PCI adapte r I includes 10/100 ethemet, RJ-11, and serial connectors I provides remate 
console and mgmt I power on/off system I monitors power status, op system, temperatura, disks, fans, power supplies 

Diagnostics Light Path DiagnosticsrM I primary indicator on information pane I with LEDs associated with failing components I 
IBM Real Time Diagnostics (operated through IBM Director) 

xSeries SMP Expansion Module 59P5188 available even while serve r runnin~ 
512MB PC133 ECC SDRAM RDIMM 33L3324 Software ServerGuiderM (CD-ROM installatton and configuration 
1GB PC133 ECC SDRAM RDIMM 31P8300 utilities), IBM Director, and others 
Xeon MP 1.5GHz/1 MB L3 Cache Proc Upg 59P5171 

Keyboard I mouse None standard (because rack-based) Xeon MP 1.9GHz/1 MB L3 Cache Proc Upg 59P5172 
Power supplies Std: two; max: two I hot-swap /1 050 watts at 220v or 550 Xeon MP 2.0GHz/2MB L3 Cache Proc Upg 59P5173 

watts at 11 Ov I redundant at 220v with two power supplies I IBM 73.4GB 1 OK Ultra 160 SCSI Hot-Swap 06P5756 
front access I worldwide I voltage-sensing I auto-restart I IBM ServeRAIDT'-'-4H Ultra160 SCSI Adapter 37L6889 
fans in each power supply I PFA 8X/4X/24X Max CD-RW Ultrabay 2000 22P9101 

Coolingfans F ou r hot-swap, redundant, multi-speed fans I IBM T540 15" Flat Panel Colo r Monitor (black) 9511AG4 
one additional fan in each power supply I PFA Other options at ibm.com/pc/us/accessories 

Six available 3.3 volt Active PC I-X slots: o Dimensions: H7.0" x W19.0" x 027.5" 
Slot 1 : fullsize, 64-bit 66MHz PCI-X, hot-swap Bus A Dimensions: H178mm x W483mm x D699mm 

LIMITED WARRANTY3 

Slot2: fullsize, 64-bit66MHz PCI-X, hot-swap Bus A o Max weight: 11 O lbs; 50kg 
Slot 3: fullsize, 64-bit 1 OOMHz PCI-X, hot-swap, Bus B o Stealth black colar ,.. 1 year parts and labor 
Slot 4: fullsize, 64-bit 1 OOMHz PC I-X, hot-swap, Bus B o Tool-free serviceability ,.. lnternational Warranty Service3 

Slot5: fullsize, 64-bit133MHz PCI-X, hot-swap, Bus C o Access processors, memory, adapters, and ,.. On site, 24 hr x 7 day coverage, 
Slot6: fullsize, 64-bit133MHz PCI-X, hot-swap, Bus D SMP Expansion Module from top same day response time7 

Slot: used by Remate Supervisor Adp, 32-bit 33MHz o Access power supplies and disks from front ,.. 1 year on site warranty service 
o Setup Program by pressing F1 at startup upgrade option (in eligible 

I . Jl . ~1 
o Diagnostics (PC-Doctor) by pressing F2 at startup locations):7 

Std Std or opt o SCSISelect by pressing Ctri+A at startup • 24 h r x 7 day coverage, 
Power Power 

4U Rack o lnformation LED panel and front-accessible pull- 2 hour response time 
Supply Supply out Light Path panel (1st and 2nd levei (No ServicePac available) 

1 Opl disk • 11 Opl disk • I diagnostics without removing cover) ,.. Post warranty maintenance 
o Predictive Failure Analysis'" alerts on processors, services available 

" CJ 
XceL4 Server Accelerator Cache, memory, fans, ~~r Bay CD 3.5", 0.5", access, diskette (Uitrabay 2000} power supplies, and optional disks with :::f{ - - ... - • . e 

Bay @ 3.5", 0.5", access, CD-ROM (Uitrabay 2000) IBM Director c ~f«i"~Y Pctmk E 1 os . Bay ® 3.5" , SL 1 ", access, hot-swap IA /I models: Maximum internai disk capaci~: 
Bay ® 3.5", SL 1", access, hot-swap 146.8GB with two 73.4GB2 hot-swap SCSI isks 

See footnotes for important warranty information ftfg40~1jf~~r ber2002 
US models announced November 5, 2002 
• = Hot-swap 

·+ . j 696 ~·. Doe: 
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Benchmark Stats 
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Result ID: 103040401 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 04/04/03 

System Information 
Total System Cost 781,556 us $ 

TPC-C Throughput 119,115 

Price f Performance 6.56 us $ 

Availability Date 10/04/03 

Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operating System Microsoft Windows Server 2003 Datacenter Edition 

Transaction Monitor Microsoft COM+ 

Server Information 
CPU: Intel Xeon MP 2.0 GHz 

# of CPUs: 8 

Cluster: N 

Client Information 
# of clients: 4 

CPU: Intel Xeon DP 2.4GHz 

CPUs per client: 8 

• Executíve Summary (148 KB) 

• Full Disclosure Report (2513 KB) 

:A top 
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xSeries 2.0GHz 2MB L3 
Cache Upgrade with Xeon 
Processar MP 
!P.f'i w::b P;·: o~ 

$6.599.00" 
:wd <:I:·N·.- · Withln 2 weeks• • 

~~ Addto cart iJ 

®server 

This 2.0GHz server processar based on lhe new Intel NetBurst microarchitecture providas fast processing 
speeds, a new integrated 1MB L3 cache architecture, a high-bandwidth 400MHz system bus and 
advanced features for availability and manageability. 1t also includes a revolulionary new Hyper-Threading 
technology which helps improve system performance by simultaneously processing software threads in 
parallel. 

Features and Benefits: 

Available in 1.5GHz, 1.9GHz and 2.0GHz speeds and 1MB and 2MB L3 cache sizes 
400MHz system bus enables increased data throughput, thereby delivering up to 3.2GB of data per 
second in and out o f the processar 
The winning combination of NetBurst microarchitecture, Hyper-Threading technology and the integrated L3 
cache architecture provide enhanced performance, greater system bandwidth and scalable headroom for 
compute, database, directory, security, middleware and collaboration applications 
This new Intel Xeon Processar MP delivers outstanding throughput and performance headroom for large 
server workloads resulting in support for more end-users 
2MB integrated Level-3 cache further improves application performance by allowing more instructions to 
reside in hi!=lh -speed memorv on the processar core 

General 

Model na me 

Descriptlon 

IBM Web Price• 

Compatlblllty 

Hardware prerequlsltes (System unlt) 

Product approvals/certifications 

Characterlstlcs 

Processar (CPU) 

Processar Internai clock speed 

Processar manufacturer 

Processo r 

Planar clock speed 

59P5173 

xSerles 2.0GHz 2MB L3 Cache Up9rade wlth Xeon 
Processor MP 

$6,599.00 

xSeries 440 

FCC, Ul, CE, CSA, EN 

Intel® Xeon 1M MP 

2.00 GHz 

Intel® 

400 r-f-iz 

(OI Addtei cart ~ 
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xSeries SMP Expansion 
Module 
! !:'. r~ •:Jt: ~, r- ::.;~ 

$5.199.00 · 

~~ Addto Cllrt j 

®server 

This option module is installed on lhe x440 centerplane next to lhe standard module. lt is compatible with 
ali Intel Xeon Processar MP models ar lhe x440. This option module must be used for installation of lhe 
1.5GHz (part# 59P5171), 1.9GHz (part# 59P5172) and 2.0GHz (part# 59P5173) processar options. Prior 
to installation, the standard SMP expansion module must be fully populated with four Intel Xeon 
Processors MP of the same type and speed. 

Features and Benefits: 

F ou r addilional CPU connectors 
32MB of l4 system cache 
16 memory connectors supporting an additionai1 6GB of system memory 
Three SMP expansion ports 

Gen•ral 

Model name 

Descriptlon 

IBM Web Price'" 

Compatib ll ity 

Hardware prerequlslt es (System unit) 

Product approvals/certifications 

Warranty 

Limited Warranty perlod 

Type of Service 

59P 5188 

xSeries SMP Expanslon Module 

$5,199.00 

xSerles 440 

CE, Ul, FCC, EN, CSA 

One year 

Customer Carry-ln Repair, Customer Carry-in Exchange 

(\11 Add to, cert ~ 
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512MB PC133 CL3 ECC 
SDRAM RDIMM 
1\':.t-"Wt:bl'• 

$499. 00. 

~~ Add to cart ~ 

Upgrade your standard system memory capacity with this IBM memory option, improving your overall 
system performance. SDRAM enables faster performance than either traditional fast page mode ar hyper­
page mede memory. Add ing additionaiiBM Memory is a cost-effective way to improve your system's 
performance. 

Features and Benefits: 

Fast access time-- synchronous to processor's front-side bus dock 
168-pin DIMM wilh gold·plated leads 
Serial presence detecUdecode runctions 

Gener al 

Model name 

Descrlptlon 

IBM Web Prlce• 

Compatlblllty 

Hardware prerequlsites (System unlt) 

Product approvals/certifications 

Characterlstlcs 

Memory capaclty 

Memory type 

Average access time 

Form factor 

HehJht 

Wtdth 

Oepth 

Warranty 

Umited Warranty period 

Type or Servtce 

33L3324 

512MB PCIJJ CLJ ECC SDRAM RDIMM 

$499.00 

xSer tes 232 , xS eries 342, xSertes 343, xSerles 440 

CE Mark (EN 55024:1998) 

512 MB 

PC13J SORAM 

133 

DIMM 

5.251nches 

.15 lnchi!S 

1.7 Inches 

Three year 
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Features and specifications 
The following table provides a sum 
xSeries 440. 

Microprocessor: 

• Supports the following 
microprocessors (depending on 
your configuration): 

Up to 8 lnteiTM Xeon MP 
microprocessors 

OR 

- Up to 4 Intel Xeon DP 
m icroprocessors 

Power supply: 

Two hot-swap power supplies (550 
watts at 11 O V ac or 1 050 watts ai 
220 V ac) 

Cooling: 

Four hot-swap fans 

• Two 150 mm x 51 mm redundant 
fans 

Note: Use lhe lnformation in BIOS • Two 1so mm x 38 mm fans 
to determine lhe type and speed of 
the microprocessors installed in 
your server. 

• IBM XA-32 chip set with integrated 
memory, 1/0, system cache, and 
remate 1/0 controllers 

Memory: 
Minimum: 2 GB 
Maximum: 32GB (depending on 
your configuration) 
Type: 4-way interleaved PC133 
MHz, ECC SDRAM, registered 
DIMMs only 
Supports 512MB and 1GB dual 
inline memory modules (DIMMs) 
Xcel4 Server Accelerator Cache 
(up to 64 MB depending on your 
configuration) 

Drives : 
• Diskette: 1.44 MB 
• CD-ROM: 24X IDE 
• Supports up to two internai 

Ultra160 SCSI hard disk drives 

ActiveTM PCI-X expansion slots: 

Six 64-bit Aclive PCI-X expansion 
slots: 

• Two 66 MHz PCI-X slots 

• Two 100 MHZ PC I-X slots 

• Two 133 MHZ PCI-X slots 

• Additional PCI-X slots available in 
an optional remate 1/0 expansion 
enclosure (models 1 RX, 2RX, 3RX, 
4RX, 5RX, 6RX, 7RX, 3R~4RY 

only) 

Video: 
• S3 Savage4 Pro vídeo on system 

board 
• PCI bus interface 
• Compatible with SVGA 
• 8 MB SDRAM vídeo memory at 

125 MHz 

Size (4U): 

• Height: 17.8 em (7 inches, 4U) 

• Depth: 69.85 em (27.5 inches) 

• Width: 48.3 em (19 inches) 

Maximum weight: 50 kg (110 lb) 
depending on your configuration 

lntegrated functions: 
• Broadcom 5700 1 0/100/1000 

Ethernet controller 
• Light path diagnostics 
• Adaptec 7899W Dual Ultra160 

SCSI controller 
• Remate Supervisor Adapter 

(service processar) 
- ASM interconnect 

(peer-to-peer) port 
- Ethernet port 
- Serial port 

• IDE controller 
• RXE Management Port 
• Three USB ports 
• Keyboard port 
• SCSiport 
• Mouse port 
• Symmetrical multiprocessar (SMP) 

Expansion Ports (up to six ports 
depending on your configuration) 

• Two remete 1/0 expansion 
enclosure (RXE) Expansion Ports 

4 xSeries 440 Type 8687: Hardware Maintenance Manual 

res and specifications for each 

Acoustical noise emissions: 

• Sound power, idlíng: 6.2 bel 
maximum 

• Sound power, operating: 6.2 bel 
maxir:num ~- '~ , .. ,.. =:.,..--.· 

-.~ ~ .. ..... 
_ _ A .... ~..!.,:t:"_..;__ 

Environment: 
• Air temperatura: 

- Server on: 10° to 35°C (50.0° to 
95.0°F). Altitude: O to 914 m 
(2998.7 ft) 

- Server on: 1 o o to 32° C (50.0° to 
89.6° F). Altitude: 914 m (2998.7 
ft) to 2133 m (6998.0 ft) 
Server off: -40° to 60° C 
(-104° to 140° F). Maximum 
altitude: 2133 m (6998.0 ft) 

• Humidity: 
- Server on: 8% to 80% 
- Server off: 5% to 100% 

Heat output: 

Approximate heat output in British 
thermal units (Btu) per hour 
• Minimum configuration: 855 Btu (250 

watts) 
• Maximum configuration: 2726 Btu 

(800 watts) 

Electrical input: 
• Sine-wave input (47-53 or 57-63 Hz) 

required 
• lnput voltage low range: 

- Minimum: 100 V ac 
- Maximum: 127 V ac 

• lnput voltage high range: 
- Minimum: 200 V ac 
- Maximum: 240 V ac 

• lnput kilovolt-amperes (kVA) 
approximately: 
- Minimum: 0.250 kVA 
- Maximum: 0.800 kVA 

CPMI • CORREIOS 

Fls. No 1. O 5 6 
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Rear view 

CD-ROM drive eject button: Push this button to release a CD-ROM drive from the 
serve r. 

CD eject button: Push this button to release a CO from the drive. 

CD-ROM drive activity light: When this light is on, it indicates that the CD-ROM 
drive is in use. 

Diskette drive eject button: Push this button to release a diskette drive from the 
serve r. 

Diskette eject button: Push this button to release a diskette from the drive. 

Diskette drive activity light: When this light is on, it indicates that the diskette 
drive is in use. 

Power supply latch: This latch is used to secure the power-supply in place. 

Reset button: Press this button to reset the server and run the power-on self-test 
(POST). You might need to use a pen or the end of a straightened paper clip to 
press the button. 

Power button: Press this button to manually turn the server on or off. 

System power System power 
connector (1) connector (2) 

SMP Expansion Por! 1 

SMP Expansion Por! 2 

RXE Expansion Port (8) 
Auxiliary pointing 
device connector 

Video port 

ii~~li!~..jJJ;l...-- Ethernet 
activity light 

Ethernet 
link light 

Gigabit Ethernet 
por! 

RXE Expansion 
Port (A) 

System power connectors (1 and 2): The system power cords are connected to 
these two connectors to provide power to the system. 

RXE Expansion Port (8): Use this port to connect the serr · r.~# ~~~ 
enclosure (models 1 RX, 2RX, 3RX, 4RX, SRX, 6RX, 7RX, ~p~AY-~o'1(;1)'3 'R1{J~Th~ 
two SMP Expansion Modules are installed. C I · 

8 
! 

xSeries 440 Type 8687: Hardware Maintenance Manual Fls. N° 1 O J 7 

Doe: 3696 
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IBM @server™ xSeries™ 360 (November 2002) 

IBM" 
Type-model Qty x Processar 

L3 
cache Memory Disks 

SCSI M~n[ s·IÕls)o. '-l~E Hot-swap Mgmt Avallable 
controller iclll....: lr.lys )i!(p Ports pwr supplies adapter date 

8686-?RX 1 x Xeon"' MP 1.5GHz 
8686-8RX 2 x Xeon MP 1.9GHz 
8686-9RX 2 x Xeon MP 2.0GHz 

1MB 
1MB 
2MB 

1GB ChipkiiiT" 
2GBChipkill 
2GBChipkill 

None 
None 
None 

Ultra 160 3U4 rack 6x5 One One (no! redun) PCI Dec 2002 
Ultra160 3U rack 6x5 One Tworedundant PCI Dec 2002 
Ultra160 3U rack 6x5 One Tworedundant PCI Dec 2002 

Positioning 
Processors 
L2 cache 
L3 cache 
Processorupgrade 
lmplementation 

Memory 

SCSI disk controller 
SCSI connectors 
SCSicabling 

Space efficient 4-way, 3U, rack-dense server with ground breaking Enterprise X-Architecturen• technology 
1 or 2 x lntei" Xeonn• Processar MP 1.5, 1-9, or 2.0GHz' with 400MHz frontside bus I Hyper-Threading technology 
512KB I on die oi processar I ai processar speed 
1MB or 2MB I on die oi processar I ai processar speed 
4-way SMP I up to four Xeon Processors MP (same speedlcache size) 
Systemboard contains four Intel 603-pin micro-PGA ZIF sockets, one memory board slot, six Activen• PC I-X slots, 
and integrated SCSI , ethernet, graphics 

1GB or 2GB std I 16GB max12·13 I two (1GB model) or four (2GB models) 512MB DIMMs installed I 1.7-inch tall I 
one memory board standard with 8 DIMM gold-connector slots I DIMMs must be installed in matched pairs I 
128-bit simultaneous transfer from two DIMMs I PC1600 200MHz registered 184-pin DDR-SDRAM RDIMMs I 
Error Checking and Correcting (ECC) via 16-bit Checksum Chipkill"' (corrects 1, 2, 3, or 4-bit errors on same chip and 
detects 2- through 8-bit errors contained in two chips) 

Adaptec" AIC-7892 I Wide Ultra160 SCSI (LVD 160MBisec) I single channel I 64-bit 33MHz PCI I integrated on planar 
Controller hard-wired to SCSI backplane (no cable) I no externai SCSI connector 
One standard 16-bit LVD cable included for attaching an optional ServeRAID adapter to lhe three-bay backplane; 
SCSI RAIO adapter 68-pin connector on systemboard for this cable to get signals to three-bay backplane 

IDE controller I cabling Enhanced IDE ATA-33 controller in OSB4 South Bridge 
Disk - capacity Nane standard I supports up to 15,000 rpm disks 
Disk - bays Three hot-swap bays I converged tray I 80-pin SCA-2 connectors 

Mechanical ElA 19" rack models (3U4
) x 28" deep I supported in NetBAYT" Racks (such as NetBAY42 SR, NetBAY42 ER) 

Chipset 

Slots (Activen.o PCI-X) 

RXE Expansion Port 

CD-ROM I diskette 
Ethernet 
Graphics controller 
Ports 

IBM XA-32T" chipset I IBM Memory 1/0 Controller (improved performance from earlier models) with two remate 110 ports 
(one to IBM PC I-X Host Bridge; one to RXE Expansion Port) I IBM PC I-X Host Bridge provides three peer PCI buses (two 
PC I-X 1.0, one PCI 2.2) I PCI2.2 Bus O supports SCSI, graphics, ethernet, adapte r slot with Remate Supervisor Adapte r, and 
ServerWorks" OSB4 South Bridge (IDE, USB, ISA bus for Super 1/0 NS PC97317VUL (diskette, keyboard, mouse]) 
Six hot-swap PC I-X 1.0 slots'0 available with power and attention indicator lights (optical sensors contrai power to slot) I 
hot replace, hot upgrade, hot expansion / separated by insulative plastic dividers 
One port to support up to 12 additional PCI-X slots via an optionaiiBM RXE-100 Remote Expansion Enclosure 

24X-1 OX6 CD-ROM /3.5" 1.44MB diskette drive 
Intel 82559 101100 ethernet controller I on systemboard I full duplex I 32-bit PCI I Wake on LAN~ I Alert on LAN'" 2 
SVGA I 83® Savage4 L TI on systemboard I 8MB SDRAM stdlmax I up to 1280x1 024 at 64K colors at 85Hz 
Rear: RXE-1 00 Expansion Port (to connect optional RXE-1 00), RXE Mana!ilement Port (to manage optional RXE-1 00) , two 
USB (Ver 1.1). keyboard, mouse, analog DB-15 graphics, ethemet I no senal or parallel ports I Front: one USB (Ver 1.1) 

Security Power-on and administrator passwords I unattended boot I selectable boot 

Systems management Remote Supervisor Adapter I PCI adapter I includes 1011 00 ethernet, RJ-11, and serial connectors I provides remate 
console and mgmt I power onloff system I monitors power status, op system, temperature, disks, fans, power supplies 
Light Path DiagnosticsT" I primary indicator on information panel with LEDs associated with failing components I Diagnostics 

Software 

Keyboard I mouse 
Power supplies 

Coolingfans 

18~ Real Time Di~gnostics (ope_rated through IBM Director) RXE-1 00 Remate Expansion Enclosure 86841 RX 
ava1lable even while serve r runmng 
ServerGuide"'(CD-ROMinstallationandconfiguration 512MB PC1600 ECC DDR SDRAM RDIMM 33L3283 

. . . . 1GB PC1600 ECC DOR SDRAM RDIMM 33L3285 
utihtles), IBM D1rector, and others 2GB pc1600 ECC DOR SDRAM RDIMM'2 33L3287 
None standard (beca use rack-based) Xeon MP 1.5GHz/1 MS L3 Cache Proc Upg 59P6815 
Std: one o r two 370 watt hot-swap; Max: three hot-swap I Xeon MP 1.9GHz/1 MS L3 Cache Proc Upg 59P6816 
redundant with two power supplies (some configurations) I Xeon MP 2.0GHz/2MB L3 Cache Proc Upg 59P6817 
worldwide I voltage-sensing I auto-restar! I 370 watt Hot-Swap Redundant Power Supply 31 P61 08 
fans in each power supply I PFA IBM ServeRAIDT"-4Mx Ultra160 SCSI Adapter 06P5736 
Six hot-swap, redundant, multi-speed fans I IBM 73.4GB 1 OK Ultra160 SCSI Hot-Swap SL 06P5756 
one additional fan in each power supply I PFA I IBM NetBAY42 Standard Rack (SR) 9306420 
fan failure signals Diagnostic LED and mgmt processar IBM lntegrated xSeries Adapte r for iSeries 1519100 

,---- ---------------- - ------- -1 IBM T54115" Flat Panel Color Monitor (black) 9512AB1 
Six available 3.3 volt Aclive PC I-X slots: Other options at ibm.com/pc/uslaccessories 
•Bus 2 (8) with two slots supports (slots 1, 2): 
- one fullsize, 64-bit, 133MHz PC I-X, hot-swap c Dimensions: H5.25" x W17.4" x 027.6" LIMITEDWARRANTY3 
- or two fullsize, 64-bit, 1 OOMHz PC I-X, hot-swap Dimensions: H133.4mm x W442.0mm x 0701 mm 
- or two fullsize, 64-bit, 66MHz PCI-X, hot-swap c Weight: 58.4 to 701bs; 24.9 to 31.8kg ""'3 year parts and labor 
- or two fullsize, 64-bit, 66MHz PC I, hot-swap v Stealth black calor ""' lnternational Warranty Service3 
- or two fullsize, 64-bit, 33MHz PCI, hot-swap c Tool-free serviceability ""' On site, 8 am- 5 pm, Mon - F ri 

•Bus 1 (A) with four slots supports (slots 3, 4, 5, 6): c Access adapters, processors, memory, and coverage excluding holidays, 
- four fullsize, 64-bit, 66MHz PC I-X, hot-swap systemboard from top next business day response time7 

_ ortwo fullsize, 64-bit, 66MHz PC I, hot-swap c Access power supplies and disks from front ""'On site service upgrade options 
- or four fullsize, 64-bit, 33MHz PC I, hot-swap c Setup Program by press1ng F1 at startup (in eligible locations): 7 

•Bus o with one slot supports: v D1aonostlcs (PC-Doctor) by press1ng F2 at startup • 3 year IOR 24x7, 4 h r avg response 
-only for standard Remate Supervisor Adapte r c SCSISelectby press1n!il Ctri+A at startup (ServicePac" pari num 96P2253) 
halfsize 64-bit 33MHz PCI no! hot-swap c Top cover L1ght Path D1agnost1CS (level2 • 3 year IOR 24x7, 2 hr avg response 

' ' ' diagnostic pane I) for outside view o f potential (ServicePac part num 96P2254) 
D S<d I •tt"o.} 1 problem without removing cover • 4 year lO R 9x5, NBD response 

P!: .. ;~;~~ P~~~~ (• Oisk @ 1 c lnformation LED panel, diagnostic LED panel , (ServicePac pari num 96P2255) 
s,pp< s,ppl s"PP' I• Oisk ,4) 1 3U Rack and component LEDs give visual indications of • 5 year IOR 9x5, NBD response 
• • • 1• Opt disk 1 system well-being (ServicePac part num 96P2259) 

c Predictive Failure Analysis" alerts on disks, • Other ServicePac options at 
Bay ·X 3.5", 
Bay ® 3.5", 
Bay ® 3.5", 
Bay ® 3.5", 
Bay @ 3.5", 

0.5'', access, diskette power supplies, memory, processors, VRMs, ,_.-ibJn.cOmlse~icesMs/us/1 0.5" , access, CD-ROM and fans with IBM Director ~-&~'i''NfiJnx u.pdf 
SL 1", access, hot-swap lr-:--- --- --- ---------1 o>'2lWi'" t oit.>ftéWl!ltip-p\:irt' fÕrwarranty 
SL 1", access, hot-swap AI/ models: Maximum internai disk capacity: C ib'MJes_dutJOOIRE't®"&r ty period3 
SL 1", access, hot-swap 220.2GB with three 73.4GB2 hot-swap SCSI disks 

See footnotes for imporlant warranty information 
US models announced November 5, 2002 

(X360D~ ©1 1~ ~on Dec ~mber 2002 

Fls. N l. U v tJ lCf 
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Transaction Processing Performance Council 
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~Home 

l±l Results 
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TPC-C 
- Results 
- Description 
- FAQ 
TPC-H 
TPC-R 
TPC-W 
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- TPC-A 
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• 
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TPC-C Result Highlights 
--------- ·-- ----------- -- --------· IBM eServer xSeries 360/2.0GHz/4p ---·-

Benchmark Stats 
Result ID: 103022802 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 02/28/03 

System Information 
Total System Cost 226,504 us $ 

TPC-C Throughput 52,587 

Price/ Performance 4.31 us $ 

Availability Date 04/30/03 

Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operating System Microsoft Windows · Serve r 2003 Enterprise Serve r 

Transaction Monitor Microsoft COM+ 

Server Information 
CPU: Intel Xeon MP 2.0 GHz 

# of CPUs: 4 

Cluster: N 

Client Information 
# of clients: 2 

CPU: Intel Xeon DP 2.4GHz 

CPUs per client: 1 

• Executive Summary (216 KB) 

• Full Disclosure Report (1433 KB) 

~ t.op 

Page 1 of 1 

Home Results Benchmarks Technica l Articles Related Links What 's New 

About the TPC Who We Are Privacy Pol icy About Pric ing 

•D 2001- 2002 TPC. Ali rights res 

http :/ /www. tpc.org/tpcc/results/tpcc_resu lt_detail. asp ?id= 1 03022802 

boc: - - - - --



---------- -------------- -----==-=-:-='i' 

Select a country 

+- Personal computing 

Accessories & 
upgrades 
Services 

Support 
ThinkVantage 
Technologies 
Presentations 

News & awards 

Library 

Request a Catalog 

Shopping help 

Warranty info 

Shop by pari number 

View cart 

Open saved caris 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 
Small & Medium 
Business 
Government 

Education 

Page 1 of2 

United States ··· ························· ············ ···· Jl 
Home I Products & services My account Call 1-888-SHOI 

xSeries 
2.0GHz/2MB L3 
cache upgrade with 
Xeon Processar 
MP 
IBt•1 Web Price 
$5,749.00• 
Availability: In stock** 

®serve r 

This 2.0GHz server processar based on lhe new Intel NetBurst 
microarchitecture provides fast processing speeds, a new integrated 2MB L3 
cache architecture, a high-bandwidth 400MHz system bus and advanced 
features for availability and manageability. lt also includes a revolutionary new 
Hyper-Threading technology which helps improve system performance by 
simultaneously processing software threads in parallel. 

Features and Benefits: 

Available in 1.5GHz, 1.9GHz and 2.0GHz speeds and 1MB and 2MB L3 cache 
sizes 
400MHz system bus enables increased data throughput, thereby delivering up 
to 3.2GB of data per second in and out of the processor 
The winning combination of NetBurst microarchitecture, Hyper-Threading 
technology and the integrated L3 cache architecture provide enhanced 
performance, greater system bandwidth and scalable headroom for compute, 
database, directory, security, middleware and collaboration applications 
This new Intel Xeon Processor MP delivers outstanding throughput and 
performance headroom for large server workloads resulting in support for more 
end-users 
2MB integrated Level-3 cache further improves application performance by 
allowing more instructions to reside in high-speed memory on the processor · 
core 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Hardware prerequisites (System unit) 

Product approvals/certifications 

Characteristics 

Processar (CPU) 

Processar internai clock speed 

Processar manufacturer 

59P6817 

xSeries 2.0GHz/2MB L3 cache upgrade with 
Xeon Processar MP 

$5,749.00 

xSeries 255 

UL, FCC, EN,CSA,CE 

Intel® Xeon TM MP 

2.00 GHz 

Intel® 

YourTele'IJ 

@:N:J1 
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Planar clock speed 400 MHz 
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512MB PC1600 
ECC DOR SDRAM 
RDIMM 
IBM Web Price 
$325.00* 
Availabil ity: In stock* * 

CJI Addtocart ~ 

This memory option features a new high-speed, double data rate (DOR) 
SDRAM Registered DIMM that enables the memory data transfer rate to 
increase without increasing the system processar front-side bus clock speed. 
This double data rate is accomplished by delivering data on both the rising and 
falling edge of the processar clock signal once the data transfer begins. This will 
enable the doubling of the memory transfer rate for the PC1 00 to 200MHz 
without increasing the 100MHz front-side bus clock speed. This option features 
two-way memory interleaving that expands the memory bandwidth and 
improves the system's overall performance. 

Features and Benefits: 

These memory data transfer rate enhancements translate into 6 to 8 percent 
improvements for typical applications. In some server applications where large 
contiguous blocks of data are transferred, significantly greater performance 
improvements will be achieved. 
Chipkill memory technology increases overall system and data reliability and 
corrects many soft memory errors automatically without any software 
intervention 

General 

Model name 
Description 
IBM Web Price* 

Compatibility 

Hardware prerequisites (System unit) 
Product approvals/certifications 

Characteristics 

Memory type 

33L3283 
512MB PC1600 ECC DOR SDRAM RDIMM 
$325.00 

xSeries36~ xSeries255 
CE Mark (EN 55024:1998) 

PC1600 DOR SDRAM 

(IJI Add to cart ~ 

YourTeleiJII 

' Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may va ry. IBt>-1 does not warrant non-IBI'-1 products. PCs shown here, except 
for Servers and Netvvork Stations, ship with an operating system . Ali of grs· '§b~tt'f''"·- :--· -- -:--· · ~ .. - · 
availability. 151'1 reserves the right to alter product offerings and specifi a 
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xSeries 370W Hot 
Swap Redundant 
Power Supply 
IBM Web Pri ce 
$249.00* 

Availability: In stock** 

OI Addto eart ·~ 

®serve r 

This 370-watt, auto-sensing power supply option can be installed in the IBM eServer 
(logo) xSeries 360 server to support robust configurations where redundancy is a 
requirement. 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Hardware prerequisites (System unit) 

31P6108 

xSeries 370W Hot Swap Redundant 
Power Supply 

$249 .00 

xSeries 360 

• ••••• ••• •• •••• • •• •••• ••••••• •• • • •• ••• • ••• • •• ••• •-•••• • • •P•• ••••••~ ••• o• •••• • -

OJ Add to eertH I 
*Price does not include tax or expedited shipping and is subject to change without 
notice. Reseller prices may vary. IBM does not warrant non-IBM products. PCs 
shown here, except for Servers and Network Stations, ship with an operating 
system. Ali offers subject to availability. IBM reserves the right to alter product 
offerings and specifications at any time without notice. IBM is not responsible for 
photographic or typographic errors. 

** An estimated ship date will be included with your arder confirmation e-mail. 
Availability does not determine when your arder will ship since inventory status 
may change before your order is final (following the receípt of any creditar 
payment authorization) as other orders are processed. "In stock" índicates we 
currently have at least one of the item in stock. Orders are normally held until ali 
the products on the order are in inventory . "Within 2 weeks" indicates ttlat the 
product should be available in inventory wíthin 2 weeks. "Wíth in 2-4 Weeks" 
indicates that tl1e product should be available in inventory in 2-4 weeks. To obtain 
the latest information about the avaílab ility of a specífíc part number, please call 
1-888-SHOP-I BM. 
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Features and specifications 
The following table provides a summary of the specifications and features for the 
xSeries 360 server. 

Microprocessor: 

• Intel® Xeon™ Processor MP 
(frequency varies with server 
model, each MP processor 
functions as two logical 
processors) 

- Minimum: One 

- Maximum: Four 

• Level-3 cache size varies with 
model 

• 100 MHz front-side bus (FSB) 

Chipset : 

IBM XA-32™ Chipset with integrated 
memory, 1/0 controller, and remote 1/0 
controller. 

Memory: 

• DOR registered SDRAM DIMMs 
with ECC and Chipkill™ memory 

- Minimum: 512 MB 

- Maximum: 8 GB 

• Slots: lnterleaved, 8 slots 

Drives standard: 

Slim diskette: 1.44 MB 

Slim CD-ROM: 24X-10X IDE 

Hard disk drives: 

• Slim-high hot-swap drives. 
(number of drives and drive 
capacity vary with model) 

• Maximum: Three 

Aclive™ PCI-X expansion slots: 

• Two 100 MHz/64-bit PCI-X 

• Four 66 MHz/64-bit PC I-X 

Hot-swap power supplies: 

370 W (115-230 V ac) 

Minimum: One 

Maximum: Three 

2 IBM® xSeries 360: User's Reference 

Hot-swap cooling: 

Six hot-swap fans 

Video: 

• S3 video controller 

• Compatible with SVGA 4 

• 8 MB SDRAM video memory 

Size (3 U) 

• Height: 134 mm (5.28 in.) 

Depth: 720 mm (28.35 in.) 

Width: 440 mm (17.32 in.) 

Weight: 25 kg (551b) to 31.7 kg • 
(70 lb) depending upon 
configuration 

lntegrated functions: 

• Light Path Diagnostics™ 

• Ultra160 SCSI controller 

• One 10BASE-T/100BASE-TX 
Intel Ethernet controller 

• Remote Supervisor Adapter 
(service processor) 

ASM interconnect (peer-to­
peer) port 

RXE expansion port 

RXE management port 

Environment: 

• Air temperature: 

Server on: 10° to 35°C (50° 
to 95°F). Altitude: O to 914 m 
(3000 ft) 

Serve r on: 1 oo to 32°C (50° 
to 89.6°F). Altitude: 914 m 
(3000 ft) to 2133 m (7000 ft) 

Server off: 10° to 43°C (50° 
to 11 0°F). Maximum altitude: 
2133 m (7000 ft) 

• Humidity: 

Server on: 8% to 80% 

Server off: 8% to 80% 

Heat output: 

Approximate heat output in British 
thermal units (Btu) per hour 

• Minimum configuration: 1232 Btu 
(0.36 kilowatts) 

• Maximum configuration: 3566 
Btu (1.045 kilowatts) 

Electrical input: 

• Sine-wave input (50-60 Hz) 
required 

• lnput voltage low range: 

- Minimum: 1 00 V ac 

Ethernet port - Maximum: 127 V ac 

Serial port • lnput voltage high range: 

• Three universal serial bus ports - Minimum: 200 V ac 

• Keyboard port - Maximum: 240 V ac 

• Mouse port 

• Video port 

Acoustical noise emissions: 

• Sound power, idling: 6.3 bel 
maximum 

• Sound power, operating: 6.3 bel 
maximum 

Sound pressure, operating: 47 
dBa maximum 

• lnput kilovolt-amperes (kVA) 
approximately: 

Minimum: 0.08 kVA (ac 
power connected, serve r off) 

Minimum: 0.38 kVA (de 
power on, server idle) 

Maximum: 1.1 kVA 

-···--·--M-•'' 
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Server controls and indicators 
The following illustration shows the contrais and indicators on the front ot the server. 

Operator information 
pane I 

Power 
supply 3 

Power 
supply 2 

Diskette drive 

CD-ROM drive 

Hard disk drive 
filler panels 

Activity LED 
(green) 

Status LED 
(amber) 

Hard disk drive 

Operator information panel: This panel, also known as the front LED panel, 
contains contrais, indicators, and one of the three USB ports. See "Operator 
information panel" on page 7 for details. 

AC LED: Each hot-swap power supply has an ac power LED to indicate that ac power 
is available to the power supply. 

DC LED: Each hot-swap power supply has a de power LED to indicate that the power 
supply is active. 

Diskette drive: The server contains one standard 3.5 diskette drive with an LED to 
indicate when it is active. 

CD-ROM drive: The server contains one standard IDE CD-ROM drive with an LED to 
indicate when it is active. 

Hard disk drive filler panels: A filler panel is used to cover empty hard disk drive 
bays. A filler panel must be installed in each empty bay to ensure proper system 
cooling. 

Activity LED: Each hot-swap hard disk drive has an activity LED, which flashes if the 
drive is being accessed. 

Status LED: Each hot-swap hard-disk drive has a status LED. lf this amber LED is on 
continuously, the drive has failed. lf an optional IBM ServeRAID™ adapte r is installed 
in the server and the LED flashes slowly (one flash per second), the drive is being 
rebuilt. lf the LED flashes rapidly (three flashes per second), the controller is 
identifying the drive. 

Hard disk drive: The server supports a maximum of three hot-swap hard disk drives. 

Power supplies 1, 2, and 3: The serve r comes with a minimum of one hot-swap 
power supply and supports a maximum of three hot-swap pow~r s_U..P..Riie_s_. =-· :·-_ 
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IBM @server™ xSeries™ 235 (February 2003) xREF by Field Skills Enablement Team 1 - ---- ......__ 
IBM" 
Type-model Qty x Processar 

L2 FSB SCS~ /• 1 ~ '-J /Siots x bays Power Avallable 
cache MHz Memory Disk controlle~chanlcal/(hot-swap bays) supply Ethernet date 

8671 -61X 1 x Xeon® 2.67GHz 
8671-6AX 1 x Xeon 2.67GHz 
8671 -71X 1 x Xeon 2.8BGHz 
8671-7AX 1 x Xeon 2.8BGHz 

512KB 533Mhz 512MB None 2 x Ultra320Tower 6x10 (6 hot-swap std; 9 max) 1 fixed Gigabit Mar 2003 
512KB 533Mhz 512MB None 2 x Ultra320Tower 6x10 (6 hot-swap std; 9 max) 2 hot-swp Gigabit Mar 2003 
512KB 533Mhz 512MB None 2 x Ultra320Tower 6x10 (6 hot-swap std; 9 max) 1 fixed Gigabit Mar 2003 
512KB 533Mhz 512MB None 2 x Ultra320Tower 6x10 (6 hot-swap std; 9 max) 2 hot-swp Gigabit Mar 2003 
512KB 533Mhz 512MB None 2 x Ultra320Tower 6x10 (6 hot-swap std; 9 max) 1 fixed Gigabit May 2003 
512KB 533Mhz 512MB None 2 x Ultra320Tower 6x10 /6 hot-swao std· 9 mail 2 hot-swo Giaabit Mav 2003 

~GY 8671-81 X 1 x Xeon 3.06GHz 
,.. 8671-8AX 1 x Xeon 3.06GHz 

Positioning 
Processor(s) 
L2cache 
SMPsupport 
lmplementation 

Memory 

Universal server; two-way server using the Xeon processar to provide power and performance at an affordable price 
1 x Intel~ XeonrM Processar 2.67, 2.88 or 3.06 GHz with 533MHz frontside bus I Hyper-Threading technology 
512KB I on die of processar I at processar speed (no L3 cache) 
2-way SMP I up to two Xeon Processors (same speedlcache size) 
Systemboard contains two Intel 603-pin micro-PGA ZIF sockets, six memory gold-connector DIMM slots, 
six PCI slots (two hot-swap ActiverM PCI slots), and integrated SCSI, ethemet, graphics 

512MB std I 12GB max I two slots used I four slots available 
PC21 00 266MHz registered 184-pin ECC DDR-SDRAM DIMMs 
DIMMs must be installed in matched pairs [a bank] I 2-way memory interleave I dual channel I memory bus runs at 2x1 OOMHz I 
Error Checking and Correcting (ECC) via 16-bit Checksum Chipki111M (corrects 1, 2, 3, or 4-bit errors on same chip 
and detects 2- through 8-bit errors contained in two chips) I Chipkill requires ali 256MB or higher x4 DIMMs 

SCSI disk controller LSI Logic" 53C1 030 I dual channel Ultra320 SCSI controller (LVD 320MBisec) I on planar I 64-bit 1 OOMHz PC I-X I 
supports RAID-1 mirroring with up to one hot-spare disk I shared with optional IBM ServeRAID1M·5i Controller for 
low-cost RAIO O, 1, 1 E, 5, 00, 1 O, 1 EO, 50 (installed only in Slot 4) 

SCSI channels Two 16-bit channels I SCSI Channel A: 16-bit 68-pin LVD cable from controller to backplane; Channel 8: 16-bit 68-pin 
interface for Bay 8 and 9 (may require a cable) or with optional 3-Pack Kit (cable included); supports externai SCSI 
devices via externai SCSI knockout in rear (cable req 32P8164) or via opt ServeRAID adapter with externai connector(s) 

IDE controller I cable Enhanced IDE ATA-100 controller in CSBS South Bridge I one connector on planar I one 1-drop IDE cable (CD-ROM) 
Disk - capacity None standard I supports 7200-15000 rpm disks I one backplane I ali disk bays Ultra320-enabled 
Disk - bays Six hot-swap I 80-pin SCA-2 connectors I three additional hot-swap bays with Kit 33P2751 for up to nine 15K rpm disks 

Mechanical 
Chipset 

Ethernetcontroller 
CD-ROM I diskette 
Rearports 
F ront port I graphics 

Security 

Systems mgmt 

Diagnostics 

Software 

Keyboard I mouse 
Power supply 

Fans 

Tower I conversion to or ElA 19" Rack (5U4) via optional kit for support in IBM NetBAY1M Racks 
ServerWorks" Grand Champion1M 4.0 LEI CMIC LE Host Bridge (memory controller and 1/0 Bridge) I 
two CIOB-X2 1/0 Bridges (IMB2 busto Host Bridge for PC I-X 1.0 Bus B with slots 2, 3, 4 and Ultra320 and ethernet 
controllers; IMB2 busto Host Bridge for PC I-X 1.0 Bus C with slots 5 and 6) I CSBS South Bridge (Thin 1MB to Host Bridge 
for PCI2.2 bus A with slot 1 and graphics controller, EIDE, USB, SMBus, LPC busto Super 110) I NS PC87417 Super 1/0 

10110011000 gigabitl Broadcom" BCM 5703 I on planar I PC I-X 64-bit 100MHzlfull duplexiWake on LAN" I AlertStandard Formal 
48X-20X6 CD-ROM I IDE I 1.6" HH; Diskette: 3.5" 1.44MB diskette drive I dust cover 
Rear: two USB (Vers 1.1 ), keyboard, mouse, parallel, two serial (9-pin),graphics (DB-15), ethemet (RJ-45), two RJ-45 (sys mgmt) 
Front: one USB (Vers 1.1 ); Graphics: SVGA I A TI" Rage XL I on planar I 8MB SDRAM stdlmax I 32-bit 33MHz PCI 2.2 Bus 

Power-on password I administrator password I hinged and lockable front door to cover disk bays, power button, and reset 
button I unattended boot/ selectable boot Xeon 2.67GHz/S12KB L2 Cache Proc Upg 71 p8966 
IBMintegratedsystemmanagementprocessor(ISMP)I Xeon 2.8BGHz/512KB L2 Cache Proc Upg 71P8967 
H8S2148 I on planar I provides system and environmental Xeon 3.06GHZ/512KB L2 Cache Proc Upg 02R 19~8 
monitoring such as temp, optional disks, fans, power supp I 256MB PC21 00 CL2.5 ECC DDR-SDRAM DIMM 33L5037 
supports optional Remete Supervisor Adapter with 20-pin 512MB PC21 00 CL2.5 ECC DDR-SDRAM DIMM 33L5038 
connector on planar for continuous power (no ext pwr reqd) 1GB PC21 00 CL2.5 ECC DDR-SDRAM RDIMM 33L5039 
Light Path Diagnostics"' panel providing LED map to 2GB PC21 00 CL2.5 ECC DDR-SDRAM RDIMM 33L5040 
failing part (under side cover) I lnformation LED Panel in front IBM ServeRAID-Si Controller (adapte r for slot 4) 25P3492 
ServerGuideTM (CD-ROM installation and configuration IBM R e mote Supervisor Adapte r (PC I adapte r) 09N7585 
utilities), IBM Director, others IBM T541 15" Flat Panel Colo r Monitor (black) 9512AB1 
IBM 101-key keyboard 1 IBM mouse (both black) 36.4GB 15K-2 80 Ultra320 SCSI Hot-Swap SL HDD 06P5776 
BxX: stdlmax: oneltwo 660 watt (3.06Ghz Procs Only) 3-Pack Ultra320 Hot-Swap Expansion Kit 33P2751 
Rest: stdlmax: onel two 560 watt IBM 560W Hot-Swap Power Upgrade Kit* 02R187<1 
Ali: voltage-sensing 1 auto-restart 1 fan in each power supp IBM 660W Hot-Swap Power Upgrade Kit (3.06 Only) 02R201 E 

Four fans and two blowers I variable speed I hot-swap I 
redundant I PFA I fan in each power supply 

Other options at ibm.comlpcluslaccessories 
*Not backward compatible with 400Mhz FSB x235 

LIMITE O WARRANTY3 

Slot 1: full, 32-bit 33MHz 5v PCI 2.2, Bus A o Quick release adapter slots (no screws) 
Slot 2: full, 64-bit 1 OOMHz 3.3v PC I-X, not hot, Bus B o ConfigurationiSetup Utility invoked by 

.::> 3 year parts and labor 

Slot 3: full, 64-bit 1 OOMHz 3.3v PC I-X, not hot, Bus B pressing F1 at startup 
Slot 4: full, 64-bit 1 OOMHz 3.3v PCI-X, not hot, Bus s· c LSI Logic Configuration Utility near startup 
Slot 5: full, 64-bit 133MHz 3.3v PC I-X, hot-swap, Bus C by pressing CTRL+C 
Slot 6: full, 64-bit 133MHz 3.3v PCI-X, hot-swap, Bus C c Diagnostics (PC-Doctor"') by pressing 
• Extended slot for opt IBM Serve RAIO-Si Controller F2 at startup 
.--------, Bay cD 3.5" SL 1" access, diskette c ACPI2.0-compliant 

Bay !2J 3 5" , SL 1 ,' access, hot-swap c Operator lnformation Panel (in front) 
5.25" HH 

0 Bay (; 3:s< SL 1 < access, hot-swap c Predictive failure analysis on disk options, 
5 25" HH ~ Bay \41 3 5" SL 1" access, hot-swap memory, processors, VRMs, power 
· iil Bay ® s·s,' SL 1 , ' access, hot-swap supplies, and fans in conjunction with IBM 

CD·ROM ~ Bay ® s·s, ' SL 1 ,' access, hot-swap Director can alert the system administrator 
Bay ® 3:s< SL 1 < access, hot-swap of an imminent c~mponen~ failure , 

~ Bay @ 5.25", HH 1.6" access, open•• c Tower: H 17.31 x W 8.5 x D 27.6 
~ Bay ® 5.25", HH 1.6" access, open** c 74 to 101 pounds 
~ Bay ® 5.25", HH 1.6" access, CD-ROM c Stealth black colar 
~ 

.::> lnternational Warranty Service3 

.::> On site, 8 am - 5 pm, Mon - F ri 
coverageexcluding holidays, next 
business day response time7 

.::> 3 year on site warranty service 
upgrade options (in eligible 
locations ): 7 

• 9 hour coverage, 
Mon-Fri excluding holidays, 
4 hour average response 
(ServicePac" part num 21 P2083) 

• 24 h r x 7 day coverage, 
4 hour average response 
(ServicePac part number 21 P2084) 

• 24 h r x 7 day coverage, 
2 hour average response 

~ Bays 2 through 7 support 6 SL disks 
:::.=:::::::::: via SCA-2 connectors. Ali models: Max int disk capacity: (ServicePac part number 21 P2085) 

1.321TB2 with nine 146.8GB SL disks..Joillh- !?-.~Ax7-'-' toll-free~pport for war~anty L------' •• Bays 8 and 9 support three 3.5" 
Tower disks via 3-Pack Kit 33P2751 3-Pack Ultra160 Hot-Swap Expansio . "9t. , L lK _ 0 1,_,-•. warranty penod3 

See footnotes for important warranty information • = Hot-swap 
•·"'" US models announced May 13, 2003; others February 18, 2003 
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Benchmark Stats 
Result ID: 103071001 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 07/10/03 

System Information 
Total System Cost 46,539 us $ 

TPC-C Throughput 18,936 

Price f Performance 2.46 us $ 

Avaílability Date 07/10/03 

Database Manager Microsoft SQL Server 2000 Standard Ed. 

Page 1 of 1 

l±l About the TPC 

l±l Who We Are 

l!l Member Login Operating System Microsoft Windows Server 2003 Standard Edition 

Transaction Monitor Microsoft COM+ 

Server Information 
CPU: Intel Xeon DP 3.06GHz 

# of CPUs: 1 

Cluster: N 

Client Information 

# of clients: 1 

CPU: Intel Xeon DP 2.4GHz 

CPUs per client: 1 

• Executive Summary (242 KB) 

• Full Disclosure Report (1492 KB) 
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Home I Products & services I Supp Call 1-888-SHOI 

IBM xSeries 
3.06GHz/533MHz -
512 KB L2 Cache 
Xeon Processar 
IBM Web Price 
$1,099.00* 

Availability : Within 2 weeks** 

~~ Add to cart à 

®server 

This 3.06GHz Intel Xeon processar with 533MHz front-side bus speed helps 
deliver processing power, throughput and headroom for peak performance to 
your application-intensive xSeries systems. lt features the new Intel NetBurst 
microarchitecture, which helps increase overall throughput via a 533MHz 
system bus and enhanced 512KB Level2 cache. lt also features new Hyper­
Threading technology which allows it to execute more than one thread per 
processar. These advances increase the throughput of your server applications 
and enable outstanding scalability for Internet infrastructure and mail servers. 
These enhancements can add up to faster response times, support for more 
simultaneous users and increased transaction workloads. This processor is 
designed to provida performance headroom for unpredictable server workloads 
and escalating computing needs. Coupled with DDR memory, this processar 
delivers the processing power and headroorri to accommodate unexpected 
peaks in serve r workloads. 

Features and Benefits: 

Allows your IT the capability to expand the number of processors on a system 
as the workload and number of users grows 
Targeted for middleware applications that power e-businesses and data centers 
533MHz system bus transfers information from the processar to the rest of the 
system ata rate up to four times faster than the 133MHz system bus used on 
Pentium 111 processors. Also, providas increased bandwidth to route traffic on 
front end of Internet, preventing the bus from becoming a bottleneck. 
NetBurst microarchitecture and Hyper-Threading technology help provi de 
enhanced performance, throughput and scalability for multiprocessing server 
applications on xSeries servers 

General 

Model name 
Description 

IBM Web Price* 

Compatibility 

Product approvals/certifications 

02R1988 
IBM xSeries 3.06GHz/533MHz - 512 KB L2 
Cache Xeon Processar 
$1,099.00 

UL-1950, NOM 018, ICES-003 Class A 

................... ·····-······ 

YourTele'IJI 

J4:I:I:J1 
...... .... . ,, ...... .... ,) 

Call fc•r -= ~< ~ 

(Canada) FCC Class A- Part -5.,-GSA-· - --- ..... --- .. ..... .. .. - ~ 

c22.2 No: 95o · ~e~ fi 8 tJ~/2M~eM'"1 

Characteristics 

Processar (CPU) 

Processar internai clock speed 

Processar manufacturer 

Intel® Xeon TM 

3.06 GHz 

Intel ® 
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ibm.com: United States I IBM xSeries 3.06GHz/533MHz- 512 KB L2 Cache Xeon Proce5 ... Page 2 of 2 

(ÕI Add to cart ~ 

* Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may vary. IBt•l does not warrant non-IBM products. PCs shown here, except 
for Servers and Network Stations, ship with an operating system. Ali offers subject to 
availability. IBM reserves the right to alter product offerings and specifications at any time 
without notice. !Btvl is not responsible for photograph ic or typographic errors . 

....- An estirnated ship date will be included with your arder confirmation e-mail. Availability 
does not determine when your arder will ship since inventory status may change before 
your order is final (following the receipt of any credit o1· payment authorization) as other 
orders are processed. "In stock" indicates we currently have at least one of the item in 
stock. Orders are normally 11eld until ali the products on the order are in inventory . "Within 
2 wecks" indicates that the product should be available in inventory within 2 weeks. 
"Within 2-4 Weeks" indicares that the product should be available in inventory in 2-4 
weeks. To obtain the latest infonnation about the availability of a specific pa1t number, 
please call 1-888-SHOP-IBI'-1. 
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IBM 512MB 
PC21 00 CL2.5 
ECC DOR SDRAM 
DIMM 
IBM Web Price 
$305.00* 
Availability: In stock** 

(ÍDI Add to cart ·~ 

This Double Data Rate (DOR) memory option allows you to execute up to twice 
the number of operations per cycle than traditional SDRAM memory. This can 
effectively double the data exchange rate between memory and processors, 
allowing customers to retrieve and process information faster and more 
efficiently. · 
Faster speed memory does not necessarily mean faster system performance, 
especially when combined with the latest Intel Xeon processar technology. For 
example, the new Intel Xeon processors require 400MHz memory data transfer 
rates, but the 400MHz transfer rate is actually performed using dual 1 OOMHz 
double data rate clocks. The technique of combining dual 1 OOMHz clocks and 
double data rate transfers delivers 400MHz data transfer rates. DDR memory is 
typically used for servers that require high-density packaging to optimize rack 
space. 

Features and Benefits: 

Optimizes customer floor space requirements when used in a high-density 
server package 
Performs two operations per clock speed while ORAM performs one operation 
per clock speed 
Yields about a 6-8% performance gain over SDRAM memory 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Hardware prerequisites (System unit) 

33L5038 

IBM 512 MB PC2100 CL2.5 ECC DOR 
SDRAM DIMM 

$305.00 

x5eries 235, xSeries 345, xSeries 225, 
IntelliStation Z Pro (6221) 

512MB 

YourTele" 

Cal! fc•r e ;q: 

Characteristics 

Memory capacity 

Memory type 

Form factor 

PC2100 DOR SDRAM 

DIMM .:.RÓ5 n° Oj/2~5 - CN -
CPMI . CORREIOS 

Warranty 

Limited Warranty period 

Type of Service 
Fls. W 1 (\ 4; Q Three year 

Customer Carry-in Exchar;~g 

~~ Addto cart 1 
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*Price does not include tax or expedited shipping and is subject t o change without notice. 
Reseller prices may vary. IBM does not warrant non-IBtvl products. PCs shown here, except 
for Servers and Network Stations, ship with an operating systern. Ali offers subject to 
availability. IBtvl reserves the right to alter product offerings and specifications at any time 
without notice. IB~1 is not responsible for photographic or typographic errors. 

*" An estimated ship date will be included with your· order confirrnation e-mail. Availability 
does not determine when your order will ship since inventory status may change before 
your order is final (following the receipt of any credit or payment authorization) as other 
orders are processed. "In stock" indicates we currently h ave at least one of the item in 
stock. Orders are normally held until ali the products on the order are in inventory . "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks. 
"Within 2-4 vVeeks" indicates that the product should be available in inventory in 2-4 
weeks. To obtain the latest inforrnation about the availability of a specific part nurnber, 
please call 1-888-SHOP-IBM. 

Irnportant Legal Inforrnation 

About IBM I Privacy I Legal I Contact 
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Features and specifications 
The Table 1 provides a summary of the features and specifications for your server. 

Table 1. Features and specifications 

Microprocessor: 
• Intel Xeon'M, 1.8 GHz or higher 

depending on server model 
• 512 KB (minimum) Level-2 cache 
• 400 MHz or 533 MHz front-side bus 

(FSB) depending on server model 
• Support for up to two 

microprocessors 
Note: Vou can use the 
Configuration/Setup program in your 
server to determine the specific type 
of microprocessor on your system 
board. 

Memory: 
• Standard: 256MB or 512MB, 

depending on server model, 
expandable to 6 GB 

• Type: 133 MHz/266 MHz, registered, 
ECC, double data rale, SDRAM 

• Sizes: 128MB, 256MB, 512MB, or 
1 GB, in pairs 
Connectors: two-way interleaved, six 
dual inline memory module (DIMM) 
connectors 

• Maximum: Three pairs of DIMMs 

Drives standard: 
• Diskette: 1.44 MB 
• CD-ROM: IDE 

Expansion bays: 

• Six open hot-swap, slim-high, 
3.5-inch drive bays 

• Three 5.25-inch bays (CD-ROM drive 
installed in one bay) 

• One 3.5-inch removable-media drive 
bay (diskette drive installed) 

PCI expansion slots : 
• Two Aclive PCJ-X'M (hot-plug) 133 

MHz/64-bit 
• Three PCI-X non-hot-plug 100 

MHz/64-bit 
• One PCJ non-hol-plug, 33 MHz/32-bit 

Upgradeable microcode: 
BJOS, diagnostics, and IBM integrated 
system management upgrades (when 
available) can update EEPROMs on lhe 
syslem board 

Predictive Failure Analysis® (PFA) 
alerts: 
• Power supplies 
• Fans 
• Memory 
• Hard disk drives 
• Microprocessors 
• Voltage regulator modules (VRMs) 

lntegrated functions: 
• IBM integrated system management 

processar (ISMP) 
- Service processar with Light Path 

Diagnostics 'M 
- RS-485 (ASM interconnect) 
- Support for IBM Remate Supervisor 

Adapte r 
• Broadcom 5703 10/1 00/1000 Ethernet 

controller (one port, controller on 
system board) 

• One serial port 
• One parallel port 
• Two internai Ultra320 SCSI ports 

(dual-channel integrated SCSI controller 
with RAIO capabilities on the system 
board) 

• Three Universal Serial Bus (USB) v1 .1 
ports (one on the front and two on the 
rear of the enclosure) 

• Keyboard port 
• Mouse port 
• ATI Rage XL video (controller on 

system board) 
- Compatible with SVGA and VGA 
- 8 MB video memory 

Security features: 
• Door and side cover lock 
• Power-on and administrator passwords 
• Remote-control security settings 
• Selectable drive startup 
• Keyboard password 
• System-management security 

- User login password 
- Read-only or read/write access 
- Dial-in call-back 

Power supplies: 
• Hot-swap (some models) 

- Slandard: Two 560 watts (115-230 V 
ac) for redundancy 

- RedundanVnonredundant indicator 
on diagnostic LED panel 

Non-hot-swap (some models) 
- Standard: One 560 watts (115-230 V 

ac) 
- Upgradeable to two hot-swap power 

supplies 

Acoustical noise emissions: 
• Sound power, idle: 6.5 bel 
• Sound power, operaling: 6.5 bel 
• Byslander sound pressure, idle: 49 dBa 
• Bystander sound pressure, operating: 49 

dBa 

Redundant cooling: 
Six hot-swap fans 

Electrical input: 
• Sine-wave input (50-60 Hz) required 
• Jnput voltage range automatically selected 
• Jnput voltage low range: 

- Minimum: 100 V ac 
- Maximum: 127 V ac 

• lnput voltage high range: 
- Minimum: 200 V ac 
- Maximum: 240 V ac 

• lnput kilovolt-amperes (kVA) approximately: 
- Minimum: 0.1 kVA 
- Maximum: 0.8 kVA 

Power available for drives: 
• +5 V de 
• +12Vdc 

Heat output: 
Approximate heat output in British thermal 
units (Btu) per hour 
• Minimum configuration: 341 Btu (100 

watts/hour) 
• Maximum configuration: 2600 Btu (760 

watts/hour) 

Environment: 
• Ai r temperatura: 

- Server on: 10° to 35°C (50° to 95°F) 
Altitude: O to 2134 m (7000 ft) 

- Serve r off: -40° to +60°C ( -40° to 140°F) 
Maximum altitude: 2133 m (7000 ft) 

Humidity: 
- Server on: 8% to 80% 
- Server off: 8% to 80% 

Size (tower model): 
• Height: 440 mm (17.3 in.) 
• Depth: 700 mm (27.5 in.) 
• Width: 221 mm (8.7 in.) 
• Weight: 33.5 kg (74 lb) to 45.8 kg (1 01 lb) 

depending upon configuration 

Size (5 U) (rack configuration): 
• Height: 216 mm (8.5 in.) 

Depth: 674 mm (26.5 in.) 
Widlh: 440 mm (17.3 in.) 

• Weight: 33.5 -~fM-7'4-Ibj-to-4'5:8-kg ·(t'O I Itl) 
depending U r'-"'"""' r_, VV'-' 0 V~-
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73.4GB 1 OK Ultra 160 
SCSI Hot Swap SL HDD 
JE'r.-! •:Jt-t r· = ..: ·~ 

$639.00. 

~~ Addtocart ~ 

®server 

Take advantage or IBM's latest SCSI hard disk drive (HODs) technology with optional high- speed, high­
density 10,000rpm Ultra160 SCSI slim-line HDDs in hot -swap xSeries servers and lntelliStation 
workstations. 
These 3.5-inch, hot-swap HDD options can double xSeries storage capacities for those who need high· 
speed data storage for demanding enterprise server and workstation applications. These HOOs slore a 
tremendous amount of data in a slim-line form factor. This optimizes lhe storage 
capacities of supported servers, while providing excellent storage subsystem performance. 

Features and Benefits: 

10,000rpm HDDs -- Detiver solid reliability and excellent performance 
Ultra1 60 SCSI interface-- wide bandwidlh for streaming data transfers 
Available in hot-swap version: 
- Converged hot-swap drive tray -- Supports xSeries servers, 
Netfinity servers, lntelliStation workstations, and EXP storage units with hot-swap bays 
Predictive Faiture Analvs is CPFA) - Can alert vou of a problem before il occurs 

Gener~l 

Model na me 

Oe scription 

IBM Web Prlce• 

Compatlbllity 

Hard ware prerequlsltes (System unit) 

Ch~racterlstlcs 

Pre dlctlve fallure m onitor 

Crive Interface type 

Storage capaclty 

Buffer size 

Seek time 

Platter RPM 

Interface bus 

Form factor 

Weight 

Helght 

Wldth 

oepth 

Hard disk 

Ave rage latency 

Warranty 

Umlted Warranty perlod 

Type of Service 

06P5756 

73 .4GB 10K Ultra 160 SCSI Hot Swap SL HDO 

$639 .00 

xSerles 220, xSerles 330, xSer1es 232, xSerles 225, 
xSerles 230, xSerles 240, xSerles 250, xSerles 340, 
xSerles 342, xSerles 350, xSerles 360, xSerles 370, 
xSerles 440, xSerles 235, xSerles 255, xSerles 345 

,., 
Ultra 160 SCSI 

73 .4GB 

8 KB 

4.9 ms 

10000 

SCSI 

Sl 

1.3 Jbs 

1 Inches 

4 Inches 

5.75 Inches 

2.99ms 

~ 888-SHOP-IBM X 7000 
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ServeRAID-4Mx, -4Lx Ultra160 
SCSI Controllers - Overview 

Ata glance 

The advanced ServeRAI0-4Mx and -4Lx Ultra160 SCSI controllers, updated to 
66MHz PCI bus performance, deliver excellent performance, scalability, and 
control for mid- and entry-range storage environments. 

• New offerings join the popular ServeRAID-4 family to provide: 

o Compatibility with current line 

o Same ease-of-use and setup features 
o Common support requirements across the enterprise 

• High-performance features include: 

o Wide band-width 
o Supports 64- or 32-bit PCI installations 
o High-speed, 66 MHz PCI bus performance 
o Supports Ultra 160 SCSI technology - 160 MB/s data transfers 

• lndustry-leading RAIO support - leveis O, 00, 1, 1 E, 1 EO, 5, 50, SE, and 
10 

• IBM X-architected Active PCI 
. • Supports clustering and failover 

• Excellent price/performers for basic- to moderate- RAIO data storage 
• Three-year, limited warranty 

Warranty 

• 3 year Customer Carry-ln/Exchange 

This product replaces 

• Not applicable 

This product was replaced by 

• Not applicable 

Packaging 
You will receive one box containing the following items: 

Page 1 of 5 

...... ........ ........... ·1 
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CPMI - CORREIOS 
• Controller card assembly 
• ServeRAIO support CO-ROM 10 17 4 
• ServeRAIO User's Guide/Warranty Fls: N° --- --
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Product marketing and replacement part numbers (FRU) 
Worldwide 

IDescription IIMarketing JlReplacement part 
part number number(FRU) 

IServeRAIO 
4Mx 

1106P5736 llAdapter - 06P5737 
Battery - 37L6903 

IIServeRAIO li06P5738 IIAdapter - 06P5739 
4Mx (Japan) Battery - OON9561 

lserveRAIO 4Lx 1106P5740 IIAdapter- 06P5741 I 

Product dates 
Worldwide 

• Announce date: 22 May 2001 
• Planned availability date: 30 May 2001 
• Withdrawal date: N/A 
• Etfective withdrawal date: N/ A 

Technical specifications 
Physical, environmental, and compatibility specifications as known at time of 
announcement 

• ServeRAI0-4Mx Ultra160 SCSI Controller: 

o Up to 66 MHz PCI bus speed 
o 64-bit, full-length PCI adapter card 
o Two VHOCI .8 mm externai connectors 
o Two internai, industry standard, 68-pin connectors 
o Two RAIO channels 
o Supports Ultra160 SCSI (160 MB/s) 

• ServeRAI0-4Lx Ultra160 SCSI Controller: 

o Up to 66 MHz PCI bus speed 
o 64-bit, half-length PCI adapter card 
o One VHOCI .8 mm externai connector 
o One internai, industry standard, 68-pin connector 
o One RAIO channel 
o Supports Ultra160 SCSI {160 MB/s) 

The above Ultra 160 SCSI controllers are backward compatible with legacy 
SCSI medes: 

• Wide Ultra2 SCSI {80 MB/s) 
• Wide Ultra SCSI (40 MB/s) 
• Fast/Wide SCSI (20 MB/s) 

Operating temperature 

• Between 1 O to 35 degrees C {50 to 95 degrees F) at Om to 914m (O to 
3,000 ft.) 

• Between 1 O to 32 degrees C (50 to 90 degrees F) at 914m to 2, 133m 
(3,000 to 7,000 ft .) 

Relative humidity 

,. 
h 

• Operating: between 8% and 80% 

http://www-3.ibm.com/pc/support/site.wss/document.do?lndocid=MIGR-4WYJQG 7/24/2003 
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IBM Redbooks I ServeRAID adapter quick reference Page 5 of9 

ServeRAID-4L (part 37L6091, 2000) 

Key identifiers: 

• One externai VHDCI connector 
• One internai 68-pin industry-standard SCSI connector 
• Space for two internai connectors, but only one present (same circuit board as ti 

ServeRAID-4Lx (part 06P57 40, 2001) 

!--~----~-M- O o oO OO - 00• OooO O O 

Key identifiers: 

• Half-length card 
• Square heat sink in the middle of the card 
• One externai VHDCI connector 
• One internai 68-pin industry-standard SCSI connect 
• 64-bit PCI connector (long) 

ROSne 03/~ -
CPMI · CORREIOS 

1. (\., r7 5 
Fls: N° r ----

Doe: 3 6 9 6 
l-___ ..... ... .1.. -~ .. -~.~ ........ --.... . 

http: //publib-b.boulder. ibm.com/Redbooks .nsf/9445fa5b4 16f6e32852569ae006bb65fl7fd7c.. . 7/24/2003 
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ServeRAID-4M (part 37L6080, 2000) 

Key identifiers: 

• Two externai VHDCI connectors 
• Two internai 68-pin industry-standard SCSI connector 
• Battery integrated into a daughter card lengthwise along card, near handle 
• No heat sinks (4Mx has heat sinks) 

ServeRAID-4Mx (part 06P5736, 2001) 

Key identifiers: 
' I '1 ' ' ' ; 1 ' • Similar to ServeRAID-4M (check for heat sinks) 

• Two externai VHDCI connectors 

2 http: //publi b-b.boulder. ibm.com/Redbooks .nsf/9445fa5b416f6e32852569ae006bb65f/7fd7c... 7/24/2003 
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• Two internai 68-pin industry-standard SCSI connector 
• Battery integrated into a daughter card lengthwise along card, near handle 
• Heat sink on central chip and smaller chip near PCI connector 

ServeRAID-4H (part 37L6889, 2000) 

Key identifiers: 
• Four externai VHDCI connectors 
• Two internai 68-pln industry-standard SCSI connectors 
• Large daughter card with battery attached to the main board 

' 
ServeRAID-5i (part 25P3492, 2002) cP~~~R~E~gs \ 

Frs. N° _ _ _ Key identifiers: 

• No internai or externai SCSI connectors (uses the se er's onboard SCSI) 

.__.-
!l.:' http ://publ ib-b. boulder. i bm .com/Redbooks. nsf/944 5fa5b4 16f6e328525 69ae006bb65f/7fd7 d... 7/24/2003 
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) • Feature comparison 

The following table provides a comparison of features between the members of the Se1 

IFeature lisA llsR-n llsR-3L llsR-3H llsR-3HB llsR-4L llsR-4Lx llsR-4M 

ICodename 11Copperheadllg~lr~~~eadll8~:nnet IICiannet IICiannet ~~~:pheusiiNeo Lite IIMorpheL 

IF1rst ava1lable 111996 111997 111998 111998 111999 112000 112001 112000 

US Announcement 1196-134 111 97-256 
11

198-232 w98-232 w99-15g 111_00·0~ W01 -146 WOO·Q~ 
Letter 

Marketing part 170G8489 1176H3584 1101 K73641101 K7207 1137L6086 1137L6091 1106P57401137L608C 
number 

FRU part number 106H9334 1176H3587 ~~~~~~~~~~~01 K7396 1101 K7396 1109N9540 1106P57411137L725f 
(adapte r only) 

I Internai connectors 113 113 111 111 111 111 111 I~ 
Externai DDDDDLJDL connectors 
(std/max) 

Cable for extra INone w)ptional IEJIIncluded lllncluded lr:=JEJINone 
externai connector 76H5400 • 
Externai connector 168 pin 
type 

IIVHDCI IIVHDCI IIVHDCI IIVHDCI IIVHDCI IIVHDCI IIVHDCI 

lcache 114MB 114MB 114MB 1132MB 1132MB 1116MB 1132MB 1164MB 

Battery backup for Dlfptional 
ILJifptional Jl7es )IDLJL cache 76H5401 28L1003 (Poseidon) 

28L1003 (Poseidon) 

lscs l channels 113 113 111 113 113 111 111 I~ 
loisks per channel 111 5 1115 111 5 111 5 1115 1115 111 4 I~ 
lsCSIIevel 11scs1 FIW lluura llultra2 llultra2 llultra2 llultra160 llultra160 llultra1 6 o 
IPCI bus speed 1133 MHz 1133 MHz 1133 MHz 1133 MHz 1133 MHz 1133 MHz 1166 MHz 1133 MHz 

IPCI bus width 1132 bit 11 32 bit 1132 bit 1164 bit 1164 bit 1164 bit 1164 bit I~ 
IPCI bus voltage 115V 11 5V lr=JDDI3.3 or 5V li;~ or 11 3.3 or 5 

IAutosync li No II Yes IIYes IIYes IIYes IIYes IIYes I~ 
I"Optimal" SCSI li No li No IIYes IIYes IIYes IIYes IIYes I Yes 

http://publi b-b.bou !der. i bm.com/Redbooks. nsf/9445fa5b4 16f6e32852569ae006bb65fl7fd7 c.. . 7/24/2003 
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Special Notices 

This material has not been submitted to any formal IBM test and is published AS 18. lt has not been the subject of r 
responsibility for its accuracy or completeness. The use of this information or the implementation of any of these te' 
responsibility and depends upon the customer's ability to evaluate and integrate them into the customers operation; 
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IBM TotaiStorage FC2-
133 Host Bus Adapter 
n:. 1-'~ '.Vct· .-.,,..:~ 

$1.405.00. 

~~ Add to cart ~ 

®server 

This host bus adapter option is a 64-bit, low-profile adapter that supports auto-sensing for 1Gbps or 2Gbps 
operations on point-to-point FC-AL-2 and switched fabric topolog ies with FC SCSI (FCP) and IP protocols. 
I! provides a full133 MHz, PCI-X based solution incorporating improved storage interoperability , broad 
heterogenous host and NOS support . This option attaches FAStT Storage Servers to IBM eServer xSeries 
and other lntel-based servers. 

Features and Benefits: 

Features integrated adapter management software 
lmplements lhe lates! 2Gb and PCI-X technologies 
Operates in any PCI o r PCI-X slot 
Backward compatible with previous generations of FAStT host bus adapters 

General 

Model name 

Oescrlption 

IBM Web Price-

Compa tlbility 

Hardware prerequisites (System unlt) 

Hemory 

Memory (RAM) std 

Power management 

Sound emisslons 

Warranty 

Umlted Warranty period 

Type of Servlce 

24P0960 

IBM TotaiStorag~ FC2-133 Host Bus Adapt~r 

$1,485.00 

xSerles 250, xS~rles 300, xSeries 330, xSertes 340, 
xSertes 350, xsenes 370 

Three year 

Customer Carry ·In Exchange 

!DI Addtocert ~ 
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NetXtreme 1000 T Ethemet Adapter, 31P6301 I Page 1 of2 
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United States 

My account I Call 1-888-SHOP-IE 

Ethernet Adapter 
$139.00 IBM List Price 

Part Number: 31P6301 
... .. . . 

- •• 11 "" .... . . 
- . r · 
.. · l '. :, · re.:. . 
~- -

nu 
This single-port Ethernet adapter option helps deliver high-performance network connections for 
your IBM eServer xSeries server and is designed to help reduce system l/0 bottlenecks in high­
performance networking applications. This adapter offers a low-profile form factor for 2U servers 
and the latest 133MHz PCI-X interface to help achieve higher throughput and lower CPU utilization 

Features 8t Benefits: 

• Support for Full Smart Load Balancing for optimized bandwidth and failover for fault tolerant 
environments 
• Flexible architecture, which matches the hardware behavior to the operating system, is designed 
to help allow higher data throughput and increased CPU performance. 
• Higher data throughput offers better utilization of the whole network and contributes to lower 
latencies for the applications. 
• Lower CPU utilization enables the server to execute applications faster when communicating 
over the network. 

Technical Details 

Characteristics 
Interface bus: 
Adapter/Device form factor: 
Data rates: 
Wiring type(s): 
Connectors: 
Status LED : 
Supported standards: 

Su pported protocols : 

SMP: 
LAN Client: 
Wake on LAN: 
Full duplex: 
Remate program load (RPL) : 
Cables: 
Compatible networks : 
Data/address width : 
Data transfer rates (Burst) : 
Other Information : 

Compatibility 
li Restrictions : 

Hardware prerequisites : 
System Units 
_ IBM Systems: 
_ Non -IBM systems: 
Operating system requirements: 

PCI-X 
Halfsize 

CAT-5 
RJ45 
Yes 
IEEE 802.3u, IEEE 802.3, IEEE 802.1p, IEEE 802.1Q 
VLAN Tagging, IEEE 802 .3x, DMI 2.X, Wired for 
Management (WfM) baseline 2.0, Wired for 
Management (WfM) baseline 1.1, SNMP, PCI 2.1, 
IEEE 802.3z, IEEE 802.3x FCOFDL, PXE 2.X, SMBus 
2.X, PCI-X, PCI 2.2, IEEE 802.3ad, IEEE 802.3ab 
NETBEUI, Collision Sense Multiple Access/Collision 
Avoidance, 802.2 NetBios, IPX/SPX, IPX, IP, TCP/IP 
Yes 
Yes 
Yes 
Yes 
Yes 

Gigabit Ethernet 
64bit 

.--- - --··- ····-· .. . . 

·RQ~G'ijj!2 

CPMI - CORREIOS 

10 79 
Fls. N°-,-__ _ 

Doe: --- - - -
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NetXtreme 1000 T Ethernet Adapter, 31P6301 I 

Adapters: 
Mounting kit etc.: 
Supported software: 
Product a pprovals/ certifications4: 

Energy Star Compliant: 

Warranty 3 

Limited Warranty period and type: 

Weight & Dimensions 6 

11 Weight: 
Travei weight: 
Height: 
Width: 
Depth: 
Operating Temperature (C) (low; high): 
Relative Humidity (%) (low; high): 
Ship Information 
Box 1 
Weight: 
Height: 
Width: 
Depth: 
Box 2 
Weight: 
Height: 
Width: 
Depth: 
Special ship information: 

~ Important Legal Information 

About IBM I Privacy I Legal 1 Contact 

..... 
,. 
' 

Page 2 of2 

BSMI (Taiwan), VCCI, UL, MI C (Korea), FCC, CE, 
C-Tick 
No 

Three year Customer Carry- in Exchange 

.1671bs 

6.6in 
2.54in 
.55in 
O; 55 
5; 95 

http://www5.pc.ibm.com/us/products.nsf/$wwwPartNumLookup/_31P6301 7/24/2003 
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Broadcom Advanced Control Suite: Broadcom Gigabit Ethernet Adapter User's Guide 

• TBI (SERDES style) Transceiver interfaces 
• Jumbo trames (9KB) - BCM5705 and Netware 5.1 do not suppo~~IQ• 
• Layer 2 Priority Encoding (802.1 P) }'\ 
• Dual, High-Speed On-Chip RISC Processors 1 (li' · 
• Adaptive interrupt frequency ' . . y ) i \ ) 
• Programmable rule che~king and frar:ne classification ·. o ~· .,J 
• Up to 16 classes of serv1ce (CoS) (4 1f no externai memory) ·· ... ~ l -· ~ '-' 
• Up to 16 Distribution Rings (4 if no externai memory) -
• lntegrated 96KB Frame Buffer Memory 
• GMI/MII Management Interface 
• 16M externai SSRAM address space 
• Selectable memory protection for externai (on-board) memory 
• Statistics for SNMP MIB 11, Ethernet like MIB, and Ethernet MIB (802.3z, Clause 30} 
• Four unique MAC unicast addresses 
• Support for multicast addresses via 128 bits hashing hardware function 
• Serial EEPROM (5703 uses Flash) 
• Support for PXE available (tested against the following programs: Linux Red Hat PXE 

server, Windows 2000, Intel APITEST, DOS UNDI, 3Com boot server) 
• JTAG support 
• PCI v2.2 32/64-Bit, 33/66 MHz Bus Interface (5700, 5701, 5703} 
• PCI-X v1.0 64-bit 100 MHz Bus Interface (5701, 5703} 
• PCI Power Management Interface (v1.1) 
• PCI Hot Plug (IBM, Compaq, Dell, and Microsoft) 
• ACPI and Wake-on-LAN Support 
• 64 Bit BAR support 
• 3.3 V/1.8 V CMOS with 5V tolerant l/Os 

Back to Top 

Physical Description 

The faceplate on the 10/100/1 OOOBASE-T adapte r provides an RJ-45 connector for connecting the 
adapter to another network device. 

Figure 5. Broadcom NetXtreme™ Gigabit Ethernet Adapter Faceplate 

The adapte r faceplate has four LEDs, one for each port speed option (1 O Mbps, 100 Mbps, and 
1000 Mbps), and one for Activity. The three port speed LEDs indicate active links, and the ACT LED 
indicates data transfer status. Once the adapter is installed and the cables are connected properly, 
the appropriate speed LED is lit and the ACT LED is on if data traffic is present.--- -·· .. ·- · .. . . . .. .. . 

. ' 
Once the adapter hardware has been properly installed on your system, the L(~ftM:J indi6~R6lCS 
following adapter states: No J. O 8 Ü 

Fls. 

Physical Description 
3o96 
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ibm.com: United States I NetBA Y42 Enterprise Rack·~ 
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NetBA Y 42 Enterprise 
Rack Cabinet 
l t './-'!'/h t"· f·: '('!: 

$2.649.00 . 

~~ Add to cert ~ 

New NetBAY rack cabinets provide a comprehensive selection of rugged, rack solutions tailored ror "deep" 
servers and high·densily installations. Cabine! provides 42U of rack space with depth capacity to support 
"deep" servers up to 28 inches. Ali models feature a perforated-steel front doar to oplimize cooling while 
maintaining security by lock and key. These NetBAY rack cabinets support ali current rack·mountable IBM 
eServer xSeries and Netfinity servers. 

Features and Beneflts: 

lncludes side panels and a stabilizer kit 
Robust design allows shipping with preconfigured servers 
Perforated front doar provides improved air now for a fan · free environment 
Lockable front and rear doors maximize security 
Provides the most roam of ali NetBAY racks for cable manaQement 

General 

Model name 

Descriptlon 

IBM Web Price 

Compatlbillty 

Restr ictions 

Hardware prerequisltes (System un it) 

Hardwa re prereq ulsltes (Mounting kit etc.) 

Product approvals/ certifications 

Charactarlstlcs 

Space 

Type of cabinet 

Memory 

Nemory ( RAM) std 

Power ma nagamant 

Sound emisston s 

Dimensions 

Weight 

Height 

Wldth 

Depth 

Securlty 

9308425 

NetBAY42 Enterprise Rack Cablnet 

$2,649.00 

When servlcing or sllding devices out of the NetBAY42 ER 
or EX, lt ts requtred that the front stabillzer plate be used 
In accordance wlth the lnstructions included In the 
lnstallatlon/safety pubilcatlons. 

Netflnity 4SOOR, Netflnlty 4500R Rack Mounted models, 
Netflnlty 5100, Netflnlty 5100 Rack Mounted models, 
Netfinlty 5000, Netflnlty 5000 Rack Mounted models, 
Netflnlty 5500, Netflnlty 5500 MIO, Netfinlty 5500 M10 
Rack Mounted models, Netfinlty 5500 M20, 

Cable requirements are dependent upon the devlces 
instalied In the NetBAY42 ER cabinets. 

CSA C22.2 No. 950 Third Edltron, IEC-950/EN 60950 
Second Edltlon, UL-1950 Thlrd Edltion 

42 

Type A 19• (ElA standard 310-0) 

575 lbs 

79.51nches 

25.51nches 

43.31nches 

Page I• of2 

YourTeleWeb Hotline! 

~ 888-SHOP-IBM X 7000 
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Secunty features 

Warranty 

Ll mlted Warran ty period 

Type of Service 

Lockable frontjrear door, Lockable slde panels 

Three year 

Customer Carry ·in 

-~ Add to cart ~ 
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NetBA Y 42 Rack Standard 
Expansion Cabinet 
t i':i r~ 'Nl:t.· r- =; .:~ 

$1.439.00 . 

tDI Add to c:art ~ 

rê>server 

This 42U NetBAY rack option joins lhe IBM famity of rugged. heavy·duty rack sofutions to meet your 
requirements from entry to advanced -enterprise environments. 1t providas an excellent solution for creating 
rack suites to economically support multi pie servers and supporting devices. This rack option contains lhe 
same features as the NetBAY42 Standard Rack with the exception that as an expansion cabine! it does 
not require nor include Side panels. lnstead of side panels, it includes rack attachment hardware as a 
standard feature. 

This 19-inch, industry-standard rack option supports rack-mountab le IBM eServer xSeries and Netfinity 
servers. 

Features and BenefUs: 

Locking front and rear doors provide security 
Perforated front doar provides improved ai r flow for a fan -free environment 
lmproved cable management system-cable channel runs from top to boHom 
Standard depth does not require purchase ar a rack extension kit 
lncludes side oanels and a stabilizer kit 

General 

Model na me 

Oe scriptlon 

IBM Web Price• 

Compatlblllty 

Hardware prerequlsl tes (System unit) 

Product approvals/certlf lcat lons 

Characterlstlcs 

Space 

Type of cabinet 

Memory 

Memory (RAM) std 

Power manaoement 

Sound emlsslons 

Dlmenalons 

We!Qht 

Height 

Width 

Oepth 

Securlty 

Security features 

Warranty 

9306~21 

NetBAY~2 Rack Standard Expansion Cablnet 

$1 ,~39.00 

xSerles 200, xSerles 230, xSerles 232, xSerles 235, 
xSerh!:s 255, xSeries 240, xSerles 250, xSerles 300, 
xSerles 3•0, xSerles 342 , xSerles 3~5, xSerles 350, 
xSerles 360, xSerles 370, xSeries 440, IntelliStatlon R 
Pro (6851) 

CSA C22.2 No. 950 Thlrd Edltlon, IEC-950/EN 60950 
Second Edltlon, UL-1950Thlrd Edltlon 

25 

Type A 19" (ElA standard 310-0) 

205 lbs 

81.71nches 

23 .6 Inches 

~0 .9 Inches 

Lockable front/rear doer 

.I\ Page 1' of2 ' 
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ibm.com: United States I NetBA Y42 Rack Standard Expansion Cabinet 

About IUI"-1 ! Pri,.. a cy 

Umited Warranty pertod 

Type of Servlce 

Three year 

Umlted warranty .i Add to Rrt ~ 
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E74 17.0-inch (16.0-inch 
viewable) MPRII Color Monit 
(6332) - Parts lnformation 

The parts information matrix provides a listing of marketing part numbers, FRU 
replacement part numbers, and additional part numbers applicable to your 
monitor. For additional information, such as user's guides, downloadable files, 
technical specifications and images select the hot-linked description to view an 
overview document for this product. 

• Description.: A description of the product. 
• Machine type/model number: The machine type (the four characters 

before the hyphen) and the model number (the three characters after 
the hyphen) used to identify the product. 

• Marketing part number: The marketing part number is the part number 
used for purchasing the product. 

• Replacement part number (FRU): The service part number for the 
product or one of the product's components. 

• Geography: The geography where the product is available. 

Monitor Part Numbers 

Description Machine Marketing Replacement Geography 
ltype/model part part number 
lnumber number (FRU) 

!;Z4. .J.Z.,Q~ioçb 6332-4LE 31P8136 31P8138 Brazil , 
(1.9&Jnçb. Paraguay, 
yj ª_wa_t?J-ªLÇ_Q)_QI Uruguay 
Moni!oL{9.9;3.?} 
{$teªlth StªçkJ 
E74 17.0-inch 6332-4LE 31P8137 31P8138 Argentina 
(16.0-inch 
viewable) Color 
Monitor (6332) 
(Stealth Black) 

Miscellaneous Part Numbers 

CPMI - CORR 

Documen 

Product cc 

Hardwa 

Monitor 

CRTMo 

E Seriel 

6332 

4LE 

Version: 
11HT16\ 

Reference 
MIGR-4: 

IBM Grou~ 
PSGSu 
Service: 

Modified d 
2002-07 

Does thi~ 
provida y 
informati< 

r Yes 

ls the lan 
understa1 

r Yes 

Please pr 
comment: 
improve ti 

Appl icable countries and regions 

Argentina, Brazil , Paraguay, Uruguay 

Back to top 1 o 8 - <: i <:lc,. h r P 
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Select a country 

+- Support & downloads 

Search result 

Feedback 

Related links: 

IT product training 

IBM Redbooks 

Sales manual 

Announcement letters 

Software support 
handbook 

Developers 

Home I Products & services Support & downloads 

E74 17.0-inch (16.0-inch 

• Parts lnformation 
• Publications 
• Fil~ê 
• Lr!1ª9!l-ª 

AtA Glance 

IBM Business Partners Features: 

• Stealth black version 
• A 17.0-inch FST (Fiatter Squarer Tube) CRT with a viewable image 

size of 16.0 inches (406 mm), incorporating a 0.27 mm diagonal dot 
pitch and a 0.23 mm horizontal dot pitch 

• A maximum horizontal frequency of 70 kHz for flicker-free operation at 
a recommended addressability of 1024 x 768 pels at 85 Hz with a 
maximum addressability of 1280 x 1 024 pels at 60 Hz 

• Vídeo Electronics Standards Association (VESA) Display Data Channel 
(DDC) capability for plug and play and asset tracking for DDC-enabled 
attaching system unit hardware and software 

• Meets the ENERGY STAR guidelines for energy efficiency 
• Timings for the VESA 85Hz refresh rate display modes for 640 x 480, 

720 x 400, 800 x 600, and 1 024 x 768 addressabilities 
• Minimum Swedish MPR-11 compliance 

Warranty 

3 year Limited - customer carry-in exchange 

This product was replaces: 

A70 17.0-inch FST Colar Monitor (6632-0AE and 6632-4AE) 

Packaging 

You will receive one box containing the following items: 

• E? 4 monitor with attached vídeo signal cable 
• Tilt-swivel stand 
• Power cord 

Documen 

Product Cé 

Hardwa 

Monitor 

CRTMo 

E Serie! 

6332 

4LE 

Version: 
11HT16\ 

Reference 
MIGR-4: 

IBM Grou~ 
PSGSu 
Service 

Modified d 
2002-07 

Does this 
provide y 
informati< 

r Yes 

ls the lan 
understa1 
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Please pr 
comment: 
improve ti 

l-el'l"'r'i~il-f'l"~flftl~~~ Your respo1 
• Setup Guide 
• Warranty and Safety Booklet 
• Compact Disk containing E74 Users Guide and 

Product dates 
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Worldwide 

• Announce date: 04 Jun 2002 
• Planned availability date: June 2002 

Technical specifications 

Physical, environmental, and compatibility specifications as known at 
time of announcement 

Weight 

• 31.8 lbs (unpacked) 
• 14.4 kg (unpacked) 
• 37.5 lbs (packed) 
• 17.0 kg (packed 

Height 

• 15.6 inches (unpacked) * 
• 395 mm (unpacked) * 
• 18.3 inches (packed) 
• 465 mm (packed) 

Width 

• 15.7 inches (unpacked) 
• 400 mm (unpacked) 
• 19.5 inches (packed) 
• 496 mm (packed) 

Depth 

• 16.5 inches (unpacked) 
• 420 mm (unpacked) 
• 22.6 inches (packed) 
• 573 mm (packed) 

* lncludes tilt/swivel stand 

Power requirements 

• lnput voltage: 90 to 264 V ac (Universal Voltage) 
• Frequency: 50/60 Hz 
• Heat dissipation (Maximum): 341 btu/hr 
• Power consumption (Maximum) : < 100 watts 
• Power consumption (Normal Use) :< 5 watts 
• Maximum earth leakage current: - <3.5 mA at 264 V ac, 50 Hz 
• Maximum earth leakage current: - <1.0 mA at 115 V ac, 60 Hz 

Actual power consumption depends on the screen mode used, the images 
displayed, and how user contro ls are set. 

Operating parameters 

• Temperature: between O degrees Celsius and 40 degrees Celsius 

http:/ /www-1. ibm.com/support/docview. wss ?rs=O&uid=psg 1 MIGR -42778&1oc=en_ US 
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Select a country 

+- Personal computing 

Accessories & 
upgrades 

Services 

Support 

ThinkVantage 
Technologies 

Presentations 

News & awards 

Library 

Request a Catalog 

Shopping help 

Warranty ínfo 

Shop by par! number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
Business 

Government 

Education 

United States 

Home I Products &. servíces I Support & downloads I My account Call 1-888-SHOI 

IBM Sleek 2-Bu.J.C'e'N..... 
Mouse- Ste 
Black (PS/2) 
IBM Web Price 
$14.95* 
Availability: In stock** 

The IBM Sleek Mouse provides precision that fits in your hand. This easy-to­
install mouse has a simple, natural shape and 400DPI for comfort and control. 
In modem Stealth Black color, this is the pertect all-purpose mouse. 
The IBM Sleek Mouse is fully compatible with IBM-compatible computers with a 
PS/2 (mini-din)-style mouse port.y 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Restrictions 

Hardware prerequisites (System unit) 

Hardware prerequisites(Adapters) 

Hardware prerequisites (Mounting kit etc.) 

Supported software 

Product approvals/certifications 

Characteristics 

Type 

Number of keys 

28L3673 

IBM Sleek 2-Button Mouse - Stealth Black 
(PS/2) 

$14.95 

Does not meet ESD CB-2-0001-024 
standard 

PC 300, PC 300GL, PC 300PL, PC 300XL, 
ThinkPad 240, ThinkPad 310, ThinkPad 
365, ThinkPad 380, ThinkPad 385, 
ThinkPad 390, ThinkPad 560, ThinkPad 
570, ThinkPad 600, ThinkPad 760, 
ThinkPad 765, ThinkPad 770, ThinkPad i 
Series, ThinkPad A Series, ThinkPad T 

Microsoft Windows NT, Microsoft Windows 
3.1, Microsoft Windows 95, Microsoft 
Windows 98, IBM OS/2 3.0 or later, DOS 
5.0 or later 

BCIQ, C-Tick, CE, CSA No. 950, EMI 
(Korea), FCC Class B (US), GS (Germany), 
ICES-003 Class B (Canada), IEC-801.2-4, 
IEC-950/EN 60950 Second Edition, MOC, 
NMB-003 Class B (Canada), NOM 019, UL-
1950 Third Edition, VCCI 

2 

PS/2 6-Pin mini -D..,IN.,__ __ . __ __ __ . 

YourTele'W 

Keyboard - pointing device 

Keyboard - connector 

Weight 

Height 

Width 

Depth 

.3 lbs 

1.44 inches 

2.44 inches 

4.5 inches 

'0,~~""1\1--f 

CPMI · CORREIOS 
- 1. () Q5 

Fls. f\1 ° J.. -' u 
Warranty 

Doe: .. · : ~ :rs 
http://www-132.ibm.com/webapp/wcs/stores/servlet/ProductDisplay?catal · gfd ~ij)if'::::-:--'7: 24/2003 
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Limited Warranty period 

Type of Service 

One year 

Customer Carry-in Exchange (CCE) .I Add to cart ~ 

*Price does not include tax or expedited shipping and is subject to change without notice. 
Reseller prices may vary. IBM does not warrant non-IBf\1 products. PCs shown here, except 
for Servers and Network Stations, ship with an operating syst em . Ali offers subject to 
availability. IBM reserves the right to alter product offerings and specifications at any time 
without notice. IBM is not responsible for photographic or typographic errors. 

** An estimated ship date will be included with your order confirmation e-mail. Availabi lity 
does not determine when your order will ship since inventory status may change before 
your arder is final (following the receipt of any credit o r payment authorization) as other 
orders are processed. "In stock" indicates we currently have at least one of the item in 
stock. Orders are normally held until ali the products on the order are in inventory. "Within 
2 weeks" indicates that the product should be available in inventory within 2 weeks . 
"Within 2-4 Weeks" indicates that the product should be available in inventory in 2-4 
weeks. To obtain the latest information about the availability of a specific part number, 
please call l.-888-SHOP-IB!Vl. 

Important Legal Information 

About IBM I Privacy I Legal I Contact 

) 
e 

• 
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Select a country 

+- Personal computing 

Accessories & 
upgrades 
Services 

Support 

ThinkVantage 
Technologies 

Presentations 

News & awards 

Library 

Request a Catalog 

Shopping help 

Warranty info 

Shop by pari number 

View cart 

Open saved carts 

Estimate shipping 

Estimate leasing 

Order status 

Returns policy 

Shopping guarantee 

Related links: 

Home I home office 

Small & Medium 
Business 

Government 

Education 

United States L .. 
Home I Products & services I Support &. downloads I My account Call 1- 888- SHOI 

YourTele'll IBM DPI Universal 
Rack PDU with 
Nema L5-20P and 
L6-20P (US lines) 
IBM Web Price 
$179.00* 
Availability: In stock** 

OI Add to cart ~ 

Features and Benefits: 

Features connector-linking components rather than country specific hardware 
Designed to plug directly into appropriate wall outlets or for use with the 
innovative DP lnterconnect Front-End PDUs. 
Breaker-protected outlets help keep loads safe from catastrophic power events 

General 

Model name 

Description 

IBM Web Price* 

Compatibility 

Product approvals/certifications 

Characteristics 

Height 

Width 

Depth 

32P1736 

IBM DPI Universal Rack PDU with Nema L5-
20P and L6-20P (US lines) 

$179.00 

TUV-GS - ZH/618, UL 1950 First Edition, 
VCCI Class A (Japan), CISPR-22 Class A, 
CNS-13438 (Taiwan), CSA C22.2 No. 950, 
FCC Class A - Part 15, ICES-003 Class A 
(Canada), IEC-60950 Certificate/Report, 
NOM 018, TUV-GS - EN60950, BSMI 
(Taiwan), C-Tick Mark ( 

1.63 inches 

8.76 inches 

4 .51 inches 

~~ Add to cart j 

* Price does not inciude tax or expedited shipping and is subject to change without notice. 
Rese ller prices may vary. IBM does not warrant non - I BI'-1 product s. PCs shown here, except 
for Servers and Network Stations, ship with an operating systern. Ali offers subject to 
ava!labil1ty IBr-1 reserves the nght to a!ter· product offermgs ano spec.f1catrons aJ'ã~Cltl-Qlr:..,~ 
w1thout not1ce IB~1 1s not r·espons1ble for photographlc or typog1 aph1c erro1·s. Kl ;::, W Vo.J/ L UUJ- vi ~ -

CPM! - CORREIOS 
*"' An est1mated sh1p date w1ll be mcludea w1th your order conf11·mat1on e-rna11 allab111ty 1 o O 6 
aoes not determme when your oraer wrll Silip SlllCe mventory status may change bfj>fwe N o - r c5 
your order 1s fma! (follow,ng the rece1ct of any cred1t or payment authonzat1on) s lõt~er 
oroers are processea "In stock' 1nd·cates we currently have at least one of the f m 1n 
stocK Oroers a··e normally held unt<i ali ::ne produc::s on the order ar·e 1n mvent: y. "W·thm 

6 
9 6 

2 weeks'' •nd1cates :hat the product shoula be ava1laole rn 1nventory w1thm 2 we ks. 3 
"W1thm 2-4 Weeks' .na1cates that the pwcluct shoulcJ be ava1lable 1n 1nventory 1n 2EJoc. 
weeks. To obta1n the latest mfonnar•on about the availabi11ty of a speC1f1c part n rnber, -------
please cal! 1-888-SHOP-IBI'-1. 1- ..._;,--.... - .......... _. ___ _ 

http://www-132.ibm.com/webapp/wcs/stores/servlet/ProductDisplay?lang=en_US&catalog .. . 7/24/2003 
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Hardware I Software 
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Series 690 Turbo 

rocessor [POWER4+ 
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of Procs 132 -

!Software Vendor ~BM Corporation I .. 

lvendor URL ~ttp://www.ibm.com 
~ava Precompiler Version 

rcava Precompiler 
Command Line 
llava Precompiler Way Of 
!Exciuding Classes 

~VM Version 
J2RE 1.4.1 IBM AIX build cadev-20030522 (32 bit 
VM) 

[emory ~5536 tiB) 

I 
~VM Command Line 

~ava -Xlp -Xcompactexplicitgc -Xgcpolicy:subpool -

I ms3072m -mx3072m -ss128k spec.jbb.JBBmain -
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~~Y!!~~----· . ___ -- li _ ----------·---·-____ , jre~r.jar __ _ _____ j 
Disks · ~ x 36.4GB SCSI . ·: 1 .llj ava/cadev-20030522/jre/lib/core.jar: ! 

Oth ! I ··-----·- · • ! , 'java/cadev-20030522/jre/lib/graphics.jar: I 
h ; r I • 1 'java/cadev-20030522/jrellib/security.jar: 1 

ar :W~!"e · - · - -- ! ~VM BOOTCLASSPATH· 'java/cadev-20030522/jre/lib/server.jar: I 
I 'j ava/cadev-20030522/jre/lib/xrnl.jar: [ 
: ; 'java/cadev-20030522/jre/lib/charsets.jar: I 
i ; oava/cadev-20030522/jre/class~s - - J 
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t er s w :_ 1 

vailable Fls . N° 1 O 8 8 I 
)etails of Runs 

=-c -·-· . . . -. .. .,u., ' • '' ""~u--... 
. ,._., ....... -- •.. 

Total heap . ouses IThrput (M B) Thread spread 
% 

. I Size I Used 

1 22804 3072 30.8 <0.01 % 

2 144503 3072 52.4 <0.01 % 
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I 
_1 DoC ~J 6 9 6 I_ 

.. - '" "'~· . ~ ... '~ - . . .. 

~ transaction · seco d ) n s F . ~-· · Time (in · I 

s 

<0.01 I. 
L 
I 
I 
I 

<0.01 I 
I 
I 
I 
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f<ü.Oll 
I I 

.. 

type 

new_order 

payment 

order_status 

delivery 

stock_leve1 

new_order 

payrnent 

order_status 

deli very 

stock_level 

.. . [ total I max 

1 1189844 [ 65 .5 I .019 

I 1189837 [ 2o.s I <0.01 
• ••u• 

1 11s9s4l 2.54 I <0.01 . 

<0.01 1 118984 1 9.o6J 
1 118984 [ 16.2 ,___1 -.o- 1-s l 

I 2321883 1 13o I 
1 2321877 1 41.8 1 

1 232 188 [ s.1 1 l 
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.029 1 
<0.0 1 i 

.028 I 232189 1 18.41 
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I 

.029 1 payrnent I 3455691 I 63 .1 I 
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Chapter 1. Storage Agent Overview 

IBM Tivoli Storage Manager for Storage Area Networks is a feature of Tivoli 
Storage Manager that enables LAN-free client-data movement. 

This feature allows the client system to directly write data to, or read data from, 
storage devices attached to a storage area network (SAN), instead of passing or 
receiving the information over the network. Data movement is thereby off-loaded 
from the LAN and from the Tivoli Storage Manager server, making network 
bandwidth available for other uses. For instance, using the SAN for client data 
movement decreases the load on the Tivoli Storage Manager server and allows it to 
support a greater number of sirnultaneous client connections. See Figure 1. The 
storage agent, a component of the feature, makes LAN-free data movement 
possible. 

You install the storage agent on the client machine where it shares storage 
resources with the Tivoli Storage Manager server. A Tivoli Storage Manager server, 
acting as a library manager, controls the storage devices. This server may be the 
server working in conjunction with the storage agent or another server in the 
enterprise. The Tivoli Storage Manager server keeps track of the metadata that the 
client has stored. The metadata, such as policy information and file name and size, 
is passed over the LAN connection between the storage agent and server. 

Client 
Storage Agent installed Tivoli Storage Manager Server 

Library Contrai 
Client Metadata ________________________ ..,.. 

~ 
~ - ' ~~ , ___ ..-- Client ~.~-----... ' -- ·· 

Data / '' Library 
f Control 
i Si\N 

~~ 

I! 
File Library 

Tape Library 

~~~ii+9AI~--eN-=­
Figure 1. SAN Data Movement. Solid lines indicate data movemen . (3(0Mtn un~@Rl~@l~S 
movement of contrai information and metadata. (\ 0 5 
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Ksy ~satures 
.... As many as 16 users 

have keyboard/mouse/ 
video control over as 
many as 1024 PC, Sun, 
RS/6000, SGI, HP, and/or 
Alpha computers. 

.... With additional 
converters, also supports 
Apple computers. 

.... Easily expandable with 
plug-in Port Cards and 
flexible cabling. 

.......- free lifetime firmware 
'--- upgrades. 

.... Supports video resolu­
tions up to 1280 x 1024. 

.... High leveis of security, 
including passwords 
and access profiles. 

.... Controlled through on­
screen display, with 
additional keyboard 
commands anda 
terminal-based serial­
port options menu. 

.... Some models have 
redundam power supplies. 

~ 6/26/2001 #22921 
~~ 

SfRVSWITCH™ A~~INI 

Affordable many-to-many 
multiplatform KVM switching . . ~ ............................ .. 

I s your server raom grawing by 
leaps and bounds? Wouldn't it be 

nice to have a keyboard/video/ 
mouse-switching system that could 
keep up with ali the hardware, ali 
the users, the constant changes, 
and the realities of your budget? 

Ou r ServSwitch™ Affinity 
could be the one. lt will support 
most major hardware platforms, 
including IBM* PS/2*, PC/Ar*, and 
RS/600!r; Sun•; SGI™; H f>* 700 and 
9000 series; and Compaq• Alpha™. 
IBM type computers can use any 
keyboard mo de and any of a 
variety of mo use types. Vide o can 
be any of severa I types at up to 
1280 x 1024 resolution. With 
additional adapters, you can 
attach Apple• Macintosh" CPUs 
too-see '"What else you might 
need'" on page 4. 

Vou can attach as many as 
16 computers to a single unit or 
1024 computers to a daisychained 
Affinity system. Either way, you 
can also attach up to 4, 8, o r 
16 independent users; more users 
can be connected, but they'll h ave 
to contend for access. 

Here's how itworks: Each 
ServSwitch Affinity h as tour slots 
for Port Cards. O x 4 Port Cards 
(product c ode KV1300C) have four 

CPU (compute r) ports and a serial system configuration; they are 
port only; 1 x 4 Cards (KV1301 C) also used to upgrade the Affinity's 
also have a KVM (use r) port. firmware (upgrades are tree for 

The Affinity chassis ais o h as a the lifetime of the Affinity!). 
fifth, top slot used for expansion The ServSwitch Affinity's ma in 
purposes; the lfi-User models have contrais are its on-screen menus 
a matching sixth, bottom slot. (with a full range of configuration 
4-User models ship with a Termi- and operating tunctions). These 
nator Card (KV1304C) installed in menus are augmented by a 
the expansion slot; you can swap number of keyboard commands. 
in a 4-User Expansion Card For added security, the Affinity 
(KV1305C) if you'll be daisychaining supports password-protected 
the Affinity. 8- and 16-User models, access graups. Computers can 
which are designed to be part of a belong to multiple groups, but 
daisychain, come without anything users can only belong to one. 
installed in the expansion slot(s). Users will only be able to access 
Vou need to purchase and insta li the computers in their group. 
an 8-User Expansion Card When users do access 
(KV1306C) for each slot in order computers, they'll h ave one of 
forthe unitto work. four assigned access leveis: view 

The only difference between only (no keyboard/mouse contrai), 
the three 4-User Affinity models share (view access until current 
with single power supplies is use r becomes inactive, then add 
which Cards they're preinstalled keyboard and mouse), contrai 
with; se e the start ot '"Ordering (sole contrai but others can view), 
lnformation'" on page 5 for a list of o r private (sole control, no one 
which Cards come with each model. else can interruptor view). 

Vou can add capacity to your For mission-critical applications, 
Affinity system at anytime by we offer models ofthe Affinity 
installing Port Cards in vacant with dual, redundant power 
slots o r adding more chassis ~-_s_upplies .- lf one povver supply e ver 
daisychain. - r11 t ke on the 

The Port Card's serial p s . e.nti r.a ~~e!(O$l lacement 
are used for terminal-base i~~~Ml suppl y can ~ ~wr d. 

~ ' i ,, 
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......... ----------------~~~--Resolution: Up to 1280 x 1024, but Humidity Tolerante: Snor"lf.lfl!ltio ns will depend on the length of CPU 5to 80% noncondensing 
p l.il.J l.JU and User Cables in your system Entlosure: Steel 

Hardware Required: Monitor that 
supports your computers' highest 
video standard; in multiplatform 
applications, should be multisync 
model that can video from either 
composite sync or separate 
horizontaVvertical sync signals 

Compliance: CE, FCC Part 15 
Subpart J Class A, IC Class/ 
classe A 

Standards: 
With original Serv cabling: VGA 

(calor or monochrome/page 
white) video; 

With original Serv cabling 
(minimal) or coaxial cabling 
(recommended): SVGA and 
(with KV99MA adapter) Ma c 
video; 

With coaxial cabling: XGA (colar 
or monochrome), Sun, 

,---. RS/6000, or SGI video 

'- .1tertaces: 
- On CPU ports and user ports of 

Port Cards and IN 1 and OUT 1 
ports of primary Expansion 
Cards: 
Proprietary composite of: 

IBM PS/2, PC/AT, or Sun 
compatible keyboard; 

PS/2, RS-232 serial (except 
on user ports), or Sun 
compatible mouse; and 

Video (see Standards above); 
With the KV99MCON converter, 

also supports ADB (Mac 
compatible) keyboard and 
mouse ports; 

IN 1 and OUT 1 also carry 
system-control signals; 

On Expansion Cards' other IN 
and OUT ports: Proprietary 
video composite (see 
Standards above); 

On serial ports of Port Cards: 
,_- ·. ElA/TIA RS-232 pr?.prie~arily 
'-- pinned on RJ-12 ( 6-w1re 

RJ-11 ") conneetors, DTE 

Serial (RS-232) Charatteristits: 
Protocol: Asynchronous; 
Data format 8 data bits, 1 stop 

bit, no parity (fixed); 
Data rate: 9600 or 57,600 bps 

Maximum Distante: 
20ft (6.1 m) of CPU or Use r 

Cable-possibly as much as 
100ft (30.5 m) if Cable is 
coaxial, depending on C PUs, 
monitor, and video resolution­
from any Affinity Port Card to 
any device attached to it; 

100ft (30.5 m) of Expansion Cable 
between any two Affinity units; 

50ft (15.2 m) of serial cable from 
the RS-232 port of any Affinity 
Port Card to a computer's 
serial port 

User Contrais: 
For system: Keyboard commands 

and on-screen menus; 
On Affinity chassis: Rear-mounted 

ON/OFF rocker switch(es); 
KV13xDA models: (2); 
Ali other models: (1); 

On ali Expansion Cards (KV1305C 
and KV1306C): Board-mounted 
BUS/RING jumper; 

On 8-User Expansion Cards 
(KV1306C): (2) Board-mounted 
jumper blocks for user-port 
numbering 

lndicators: 
Ali models: ON/OFF switch(es) 

are dark when ServSwitch 
Affinity is OFF, backlit when 
Affinity is ON; 

KV13xDA models: (3) Front­
mounted power-supply status 
LEDs: 
(1) for supply 1 (the upper 

transformer), lit while 
supply is outputting power; 

(1) for supply 2 (the lower 
transformer), lit while 
supply is outputting power; 

(1) for the Affinity chassis 
(marked "SYSTEM"). lit 
while either supply is 
outputting power unless 
internai diodes h ave failed 

eonnections; 
On 4-User Expansion Cards 

(KV1305C): 
(2) DB15 female: (1) for inputto 

Port Cards in slots 1 and 2, 
(1) for input to Port Cards in 
slots 3 and 4; 

(2) DB15 mal e: (1) for output 
from Port Cards in slots 1 
and 2, (1) for outputfrom 
Port Cards in slots 3 and 4 

On 8-User Expansion Cards 
(KV1306C): 
(4) HD15 female: 

(1) for inputto Port Cards 
set as KVM 1/2 o r 9/1 O; 

(1)for inputto Port Cards 
set as KVM 3/4 or 11/12; 

(1) for inputto Port Cards 
setas KVM 5/6 or 13/14; 

(1) for inputto Port Cards 
setas KVM 7/8 or 15/16; 

(4) HD15 male: 
(1) for output from Port Cards 

setas KVM 1/2 or 9/10; 
(1) for output from Port Cards 

set as KVM 3/4 or 11/12; 
(1) for output from Port Cards 

setas KVM 5/6 or 13/14; 
(1) for output from Port Cards 

setas KVM 7/8 or 15/16 

Maximum Altitude: 
10,000 ft (3048 m) 

Temperature Tolerante: 
32 to 113'F (O to 45'C) 

Size: 
KV139A and KV139DA chassis: 

7'H (4U) x 16.7W x 7"D 
(17.8 x 42.4x 17.8 em); 

Ali other Affinity chassis: 
5.25"H (3U) X 16.7W x 7"D 

(13.3 x 42.4 x 17.8 em); 
Port Cards and Expansion Cards: 

0.9"H X 13.9'W X 4.8"D 
(2.3 x 35.3 x 12.2 em); 

Terminator Card (4-User models 
only): 
0.4'H X 2.1W X 0.8"0 

(1 x5.3x2cm) 

Weight: 
KV130A, KV130DA, KV138A, and 

KV138DA: 10.51b. (4.8 kg); 
KV132A: 12lb. (5.5 kg); 
KV134A: 14lb. (6.4 kg); 
KV139A and KV139DA: 11lb. 

(5 kg); 
KV1300C, KV1301C, and KV1306C: 

0.9lb. (0.4 kg); 
KV1304C: 0.21b. (0.1 kg); 
KV1305C: 0.41b. (0.2 kg) 
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•. ~ ...................................... .. 
I f you need to share access to a 
large number of C PUs, think 

about putting in an Affinity 
daisychain made up of4-User 
Expansion Chassis (like the fully 
loaded one shown below) o r 8- or 
16-User Chassis. They come 
empty (no Cards installed), but 
you can insta li one Expansion 
Card (ortwo in the 16-User units) 
and add as many as four O x 4 o r 

Power inlet and switch; models 
with dual power supplies will 
have another inlet and switch 

above this one 

1 x 4 Port Cards to them, giving 
you a maximum of four, eight, or 
sixteen use r stations and sixteen 
C PUs attached to each unit. (Keep 
in mind that however many use r 
stations a unit is designed for, 
only that many vide o paths can be 
open through that unit ata time. 
For example, a 4-User unit only 
h as four vide o paths, so ifthere 
are already four users attached to 

a 4-User unit and a use r at 
another Affinity unit selects one of 
the 4-User unit's C PUs, one ofthe 
4-User unit's users-and ali other 
users on that slot-will be locked 

o·~· ·-· ·~· ·-· 

~ 
~ 

o·-··-··-· ........ ~ 
o·-··-· .... ·-· ·-·111 
o·-··-· .... ·-· ·-·111 
o·-··-· .... ·-· ·-·111 

1 x 4 Port Cards (KV1301C) with 
(4) DB25female CPU ports, 
(1) 0825 female use r port, and 
(1) RJ-45 female serial port 

~-~: -----O-UT_2 ________ 1_N_2 ________ 0-UT_1 ________ 1_N_1----------------------------------------

o 

OUT1 IN1 

On the 4-User Expansion Cards 
(above, top), IN 1 and OUT 1 

carry signals for the Port Cards in 
slots 1 and 2, while IN 2 and OUT 2 
carry signals for the Port Cards in 
slots 3 and 4. 

On the 8-User Expansion 
Cards (above, bottom). IN 1 and 

~T 1 carry the signals for either 

··-·-·1! - ··- ·11 - ·- ·• -·--·-·!1 

OUT2 IN2 OUT3 

KVM 1 and 2 o r, if installed in the 
bottom slot of a 16-User unit, KVM 
9and 10; IN 2and OUT2carythe 
signals for either KVM 3 and 4 or 
KVM 11 and 12; and so on. A pair 
of jumper blocks, mentioned 
above, determines which four 
KVM slots the four users on that 
Affinity chassis will use. 

IN3 OUT4 IN4 

Beca use the contrai paths are 
carried on different connectors 
this way, you h ave maximum 
flexibility for designing your 
daisychain layout: 

• lf ali of your users are on one 
Chassis, use the regular bus 
topology (below, left). 

DB 15 tem ale expansion ports 
o on 4-User Expansion Card 

(KV1305C) 

HD15 female expansion ports 
on 8- and 16-User Expansion 

Card (KV1306C) 

• lfyou have two users on one 
Chassis and two on another, 
use the "split bus" topology 
(below, middle). 

• lf your users are spread 
across severa I Chassis, use 
the ring topology (below, 
right).* 

Slot 4 

Doe: ____ _ 
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... 
Tna complata packaga 

• The ServSwitch Affinity, including 
any cards and blanking plates that 
are normally preinstalled with your 
mo dei. (Bianking plates will cover 
ali unused slots, as well as the slot 
on 4-User models that the tiny 
Terminator Card is installed in.) 

• A power cord. 

• KV73xDA models only: A second 
power cord. 

• A 6-ft. (1.8-m) serial cable with 
RJ-12 ("6-wire RJ-11 ") plugs. 

• An RJ-12 to DB9 modular adapte r. 

• A manual. 

Clf you can use a screw~river. 
you can install tnB 
Rackmount Kits. 

W~at else you mig~t nee~ ~ ~<;, 
• CPU Adapte r Cables, Use r Adapte r Cables, and (if you're c a in9_l~>.<R 10n Cables. 
• Keyboards, mice, and monitors for your users. lf you're mixing platforms, we recommend true 

multiscan, multisync monitors capable of syncing to each CPU's video-outputfrequencies and 
compatible with ali ofthe CPUs' vide o cards. Also, if one ofthe multiple platforms is IBM, the 
monitors must be able to accept both separate HN sync and composite sync. (Such monitors are 
widely available.) We recommend thatthe monitors be able to display a maximum resolution of 
not less than 1280 x 1024 ata maximum refresh rate of not less than 75Hz. 

• An AC-power surge protector and uninterruptible power supply. 

• Data-I in e surge protectors for the keyboard and mouse lines. 

• To attach an Apple Ma c~: A ServSwitch™ Micro Ma c* Converter (product c ode KV99MCON), a 
G3™/G4™ o r legacy Macintosh* style CPU-Extension Cable, and, ifthe Ma c needs to se e 10 bits 
from its monitor, a Ma c Video Adapte r for ServSwitch (KV99MA). 

• /f you purchase a 4-User Expansion Chassis or an 8- or 16-User Chassis: Port Cards for your CPU 
and user-station connections. 

• To cascade a ServSwitch Affinity: An Expansion Card. 

• To rackmount a ServSwitch Affinity: A ServSwitch Affinity Rackmount Kit. 

o 
o 
o 
o 
o 

· O 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 
o 

Ordering lnformation 
ITEM CODE 
ServSwitch Affinity 

4-User Expansion Chassis (Terminator Card installed, no Port Cards installed) 
Single power supply ............................................................................................................ .. .................................................. KV130A 
Dual power supply ................................................................................................................................................................ KV130DA 

4-User Standalone Chassis: 
2 Users by 8 C PUs (Terminator Card installed, 1 x 4 Port Cards installed in slots 1 and 2) ............................ ........ KV132A 
4 Users by 16 CPUs (Terminator Card installed, 1 x 4 Port Cards installed in slots 1 through 4) .......................... KV134A 

8-User Chassis (no Cards installed) 
Single power supply ............................... ... .. .. ........ .. ........ ........................................ ....... ..................... .. .................................. KV138A 
Dual power supply ..... ....... .... ........... ... ........... .... .... ............... ....... ................ .. .. .................................................................... . KV138DA 

16-User Chassis (no Cards installed) 
Single power supply ........................................................................................... ..................................................................... KV139A 
Dual power supply ................ ...................... .. .. ... ................... .. .............................................................................................. KV139DA 

Port Cards 
O x 4 (No Users, Four CPUs) ... .... ... ................................................................................... ~ .... . _ ; ............. KV1300C 
1 x 4 (One Use r, Four CPUs) .. ... .. ........ ................. ...... ...................................................... ...................... C'O~R~0&· ......... KV1301 C 

4-User Termin~tor Card .............................................................................................. ....... .. .. Ç .~~.::: .. yt{) .. \l· .......... ..... KV1304C 
4-User Expans10n Car~ ........................ ....... ....................................... .......... ..... .... .... ....... .... " F" i·~·: .. N6... .:f:: ......................... KV1305C 
8- and 16-User Expans1on Card .. .. ...... ..... ........ .. .. ...................... ... ............. ..................... .................................................. ........ KV1306C 

~ 
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Ordering lnformation (continued) 
ITEM CODE 

NOTE: For CPU and Use r Cables, specify length by adding any of these suffixes to the product c ode (not ali cables are 
available in ali lengths): 
"-0001" for 1ft. (0.3 m, User Cables only), 
"-0005" for 5 ft. ( 1.5 m), 
"-0010" for 10ft. (3m), 
"-0020" for 20ft. (6.1 m), 
"-0035" for 35ft (10.7 m), 
"-0050" for 50ft ( 15.2 m ), 
"-0075" for 75ft. (22.8 m), o r 
"-0100" for 100ft. (30.5 m) 

You wi/1 need a CPU Cable for each CPU vou attach: 
Standard CPU Cables, available in standard lengths up to 20ft. (6.1 m)-Mac styles require keyboard/mouse conversion 

IBM PS/2 style ........................................................................... ................................................................................................... EHN051 
IBM PC/AT style ............................................................................................................................................................................ EHN048 
Ma c style with legacy OB15 video connectors .................................................................................................................... EHN215 c· : · Ma c style with H015 VGA video connectors for G3™, G4™; and similar models.: .................................................. :;.EHN550 

Coaxial CPU Cables-IBM and Sun styles available in ali standard lengths, SGI and RS/6000 styles available in 
standard lengths up to 20ft. (6.1 m), Ma c styles require keyboard/mouse conversion 
Universal IBM style ........................................................................................................ : ............................................................ EHN282 
Sun style with traditionai13W3 video connectors ........... : .................................................................................................. EHN206 
Sun style with VGA (H015) video connectors ....................................................................................................................... EHN515 
SGI style ......................................................................................................................................................................................... EHN500 
RS/6000 style ............ ..................................................................................................................................................................... EHN520 
Ma c style with traditional OB15 video connectors ............................................................................................................. EHN208 
Ma c style with 1'1015 VGA video connectors for G3, G4, and similar models ............................................................... EHN560 

ServSwitch™ Micro Ma c® Converter to convert PS/2 kbd/mouse to AOB™ kbd/mouse signals ...................... KV99MCON 
For o/der Ma c models that must se e monitor /D: Ma c® Vide o Adapte r for ServSwitch™ .......................................... KV99MA 

You wi/1 need a User Cable for each monitor!kevboard!mouse use r station you attach: 
Regular (non-coaxial) Use r Cables, available in standard lengths up to 20ft. (6.1 m) 

IBM PS/2* style ......................................................................................................................................................................... ... EHN054 
Sun style with VGA (H015) video connector for multisync monitor ................................................................................ EHN059 

-0oaxial User Cables 
IBM PS/2* style, available in ali standard lengths except 1 ft. (0.3 m) ............................................................................ EHN283 
Sun style with 13W3 video connector for Sun monitor, available in ali standard lengths ......................................... EHN201 
Sun style with VGA (H015) video connector for multisync monitor, available in ali standard lengths .................. EHN225 
SGI style, 1ft. (0.3 m) only ................................................................................................................ ................................. EHN501-0001 
RS/6000 style, 1ft. (0.3 m) only ........ ................ : ............................................................................................................... EHN521-0001 

*We no longe r offer IBM PC/AT type Use r Cables for the ServSwitch Affinity, beca use its current firmware does not support serial 
mie e, although it will still translate signals from PS/2 type mie e into serial protocol for PC/AT C PUs. 

"F\00 11 V.JI LUVJ - ,I 'I . 
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Orderi'ng lnformati'on (conti'nued) 
ITEM CODE 
You might also need: 
Expansion Cables for 4-User Units . . . _ 

10ft. (3m) ........................................................................................................................ . :::.f..:.:~L ...... ........................... KV140010 
20ft. (6.1 m) .................................................................................................................. ...... f·~.~ .. \ .. ........................ KV140020 
35ft. (10.7 m) .................................................................... ........................................... ... 1 ... -..... q ...... .l.J·· ..... ....................... KV140035 
50ft. (15.2 m) ................................................................................................................ ------~----~------- ''-'" ......................... KV140050 
100ft: (30.5 m) ............................................ : ..................................................................... <;:.::).r ..... _. ... ,... .............................. KV140100 

Expans10n Cables for 8- and 16-User Umts ....__··· --
10ft. (3m) .................................... ................................................................................................................................................ KV180010 
20ft. (6.1 m) ................................................ ................................................................................................................................. KV180020 
35ft. (10.7 m) ............................................................................................................................................................................... KV180035 
50ft (15.2 m) ............................................................................................................................................................................... KV180050 
100ft. (30.5 m) ............................................................................................................................................................................. KV180100 

Replacement 6-wire straight-through-pinned flat-satin cable for serial management {specify length) ......... EL06MS-MM 

C · Ra{:~~~~~:~t~r 8-User units in 19" Racks .............................................................................................................................. RMK19A 
To mount 4- ar 8-User units in 23" Racks .............................................................................................................................. RMK23A 
To mount4- ar 8-User units in 24" Racks .............................................................................................................................. RMK24A 
To mount 16-User units in 19" Racks ................................................................................................................................ RMK19A 139 
To mount 16-User units in 23" Racks .. .... .......................................................................................................................... RMK23A139 
To mount 16-User units in 24" Racks ................................................................................................................................ RMK24A 139 

Surge protectorfor IBM PS/2 style keyboard and mouse lines (6-pin mini-O IN M/F) ............................................. SP519A-R2 
Surge protectorfor IBM PC/AT style keyboard lines {5-pin DIN M/F) .......................................................................... SP518A-R2 

Cal/ 8/ack Box Tech Support for help determining your best options for AC-power backup and protection. 

Black Box offers the best warranty program in the 
industry-Fido Protection•. For more information, 
request FaxBack 22512. 

BLACK BOX, the • logo, and Fi do Protection are registered trademarks, and ServSwitch and ServSwitch Affinity are trademarks, of 
Black Box Corporation. 

AI/ other trademarks mentioned in this documentare acknow/edged to be the property o f the trademark owners. 
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Important Notice 

Concord Communications, Inc., eHealth, eHealth Suite, the Concord Logo, e ROI , AdvantEDGE, SystemEDGE, Live Health, NetworkHealth, Live Status, 

System Health, Application Health, Automating Technology Management, Constellation, Enterprise, Enterprise Monitor, Firstsense, FirstSense and 
design, FirstSense Enterprise, Pulse, Pulsecheck, Token/Net, Token/Scope, We See lt Happening, Fault Manager, Empire, Empire Technologies and/or 
other Concord marks o r products referenced herein are either registered trademarks o r trademarks o f Concord Communications, Inc. Other trademarks 
are the property o f their respective owners. 

Adobe, Acrobat. and the Acrobat logo are trademarks. which may be registered in certain jurisdictions. and PostScript is a registered 
trademark of Adobe Systems lncorporated . 
Linux is a registered trademark of Linus Torvalds. 
Microsoft, Windows, Windows NT, Windows 2000, and Windows XP are trademarks ofMicrosoft Corporation. 
Intel is a registered trademark of Intel Corporation. 

Red Hat is a registered trademark of Red Hat, Inc. 
Sun. Solaris. and SunOS are trademarks ofSun Microsystems. Inc. 
UNIX is a trademark in the United States and other countries licensed exclusively through X/Open Company Ltd. 

This product includes software developed by the Apache Group for use in the Apache HTTP server project (http://www.apache.orgl). 

© Copyright Bigelow and Holmes 1986. 1985. Lucida is a registered trademark ofBigelow & Holmes. Sun Microsystems Inc .. AT&T. and 
Bigelo"' & Holrnes make no represemations aboUI the ~uttabiltt:y oi the source LOÚt for any purpose. lt •s provided ·as is- without express 
·Jr implied warranty of any kind . 

General Notice: Some o f the product names used herein have been used for identification purposes only and may be trademarks o f their 
respective companies. 

Proprietary Notice 

The information and descriptions contained herein are the property o f Concord Communications, Inc. Such information and descriptions may not be 
copied, disseminated, o r distributed without the express written consent ofConcord Communications, Inc. Concord Communications,lnc., assumes no 
responsibility for any inaccuracies that may appear in this document. Concord Communications, Inc., reserves the.right to improve its products and 
change specifications at any time without notice. 

U. S. Government Restricted Rights 

Use, reproduction, and disclosure by the U.S. Government are subject to the restrictions set forth in FAR §52.227-19 (c) (I) and (2) and 
DFAR$§252.227-7013 (c) (I) (ii). 

U. S. Patent 5,615,323 

Patents Pending 

Patent Information 

© 2001 Concord Communications, Inc. 
AJI Rights Reserved 
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Audience 

This guide describes how to install and use the eHealth application 
insight module (AIM) for Apache for Solaris SPARC, Linux x86, 
HP-UX, and Windows NT 4.0, Windows 2000, and Windows XP 
systems. This guide supports the following: 

• eHealth AIM for Apache Release 1.0 Patchlevel 2 and later 

• eHealth SystemEDGE Release 4.0 Patchlevel 3 and la ter 

This product supports the Apache Web server Version 1.3.2 
and later. 

This guide is intended for the person responsible for installing and 
configuring eHealth AIM for Apache. To use eHealth AIM for 
Apache, you should h ave a basic understanding o f the Apache W eb 
server, eHealth SystemEDGE, and your host's operating system 
environment. For more information, refer to Apache 
documentation (http://www.apache.org) and the eHealth 
SystemEDGE User Guide. 

About This Guide 
This section describes the changes and enhancements that have 
been made since the last release of this guide. It also includes the 
documentation conventions used in this guide. 
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8 • Preface 

Revision lnformation 
This guide now includes installation and configuration 
instructions for eHealth AIM for Apache on Windows NT, 
Windows 2000, Windows XP, and HP-UX lO.x and ll.x 
systems. 

Documentation Conventions 
Table llists the conventions used in this document. 

Table 1 . Documentation Conventions (Page 1 of 2) 

Convention Description 

File or Directory Name File or directory names. 

c ode System, code, or operating system 
command line examples. 

emphasis Emphasis and guide titles. 

ente r Text that you must type exactly as 
shown. 

Na me Text that defines menus, fields in 
dialog boxes, o r keyboard keys. 

NewTerm A new term, that is, one that is being 
introduced. 

Variable Variable values that you substitute. 

-7 A sequence of menus or menu 
options. For example, File -7 Exit 
means "Choose Exit from the File 

)) 

menu. 

eHealth AIM for Apache User Guide 
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Technical Support 

Technical Support • 9 

Table 1. Documentation Conventions (Page 2 of 2) 

Convention Description 

NoTE Important information, tips, or other 
noteworthy details. 

CAUTION 
Information that helps you avoid 
data corruption or system failures. 

WARNING Information that helps you avoid 
physical danger. 

I f you need any assistance with this product o r the 
SystemEDGE agent, contact Technical Support at the following: 

Phon~ (888)832-4340 

Fax: 

E-mail: 

Web site: 

(508) 303-4300 

(508) 303-4343 

support@concord.com 

http:/ /www.concord.com 

Professional Services 
If you need any assistance with customizing this product, 
contact Professional Services at the following: 

Phone: (800) 851-8725 (Choose option 7) 

Fax: (508) 486-4555 

E-mail: 

Web site: 

proserv@concord.com 

http:/ /www.concord.com 
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This chapter provides an overview of eHealth AIM for Apache. 

lntroducing eHealth AIM for Apache 
eHealth AIM for Apache is a plug-in for the SystemEDGE agent 
that enables information technology (IT) operators to monitor 
the Apache Web server. The power and flexibility of the Apache 
Web server make it the server of choice for many corporations. 

eHealth AIM for Apache enables you to monitor the Apache 
server's performance and availability on these operating 
systems: 

• Sun Solaris Release 2.5 and later 

• RedHat Linux Release 6.0 and later 

• HP-UX Release 10.x and 1l.x (not including 10.01) 

• Microsoft Windows NT 4.0, Windows 2000, and 
WindowsXP 

To use eHealth AIM for Apache, you must install it on every 
Apache server that you want to monitor. For more information, 
refer to Chapter 2, "lnstalling eHealth A1M for Apache." 

11 
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12 • Chapter 1 lntroduction 

Features 

NOTE----------------------------------------­

This guide is not intended to describe how to install, 
administer, or use the Apache Web server. For help with 
Apache, refer to your Apache Web server documentation. 

eHealth AIM for Apache monitors the following: 

• Apache server processes 

• Apache server log files 

• Performance metrics that are specific to Apache 

• Web service response and availability 

eHealth AIM for Apache monitors httpd process attributes. For 
example, it monitors whether each process is running (alive). It 
can also restart processes, if necessary. In addition, it monitors 
memory usage, memory size, and page faults. 

Because the Apache Web server records Web accesses and 
errors in log files, eHealth AIM for Apache can use the 
SystemEDGE agent log-file monitoring capability to scan those 
logs and forward certain events as Simple Network 
Management Protocol (SNMP) traps when appropriate. 

eHealth AIM for Apache is designed to monitor one or more 
Apache servers running on a single system. To support multiple 
servers, the data presented in the eHealth AIM for Apache 
management information base (MIB) is organized into tables 
that are indexed by server port number. For instance, if you 
have a server running on port 80 and another on port 8080, 
entries appear in each table for index 80 and index 8080. For 
more information, refer to Chapter 3, "Using the eHealth AIM 
for Apache MIB." 

eHea/th AIM for Apache User Guide 
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Using eHea/th AIM for Apache • 13 

Using the mod_info and mod_status Facilities 
eHealth AIM for Apache obtains server status and behavior 
information from the Apache server through the Apache 
mod_info and mod_status facilities. To access this type of 
information, you must enable these facilities in your Apache 
configuration file (httpd.conf). If these facilities are secured 
through the use of an authentication mechanism, you must also 
provide a valid user name and password for accessing these 
resources in the apachemod.cf file. For more information, refer 
to "Editing the httpd.confFile'' 011 page 23 a11d "Editi11g the 
apachemod.cfFile" 011 page 25. 

Caching Disk Space lnformation 
As part o f the application footprint calculations, eHealth AIM 
for Apache can calcula te the total amount o f disk space used by 
your Apache server. On some systems with large amounts 
(greater than 1 GB) ofWeb data, this calculation can take a long 
time. For this reason, eHealth AIM for Apache is designed to 
cache the disk space information to avoid frequent 
recalculations. You can control the frequency o f the disk space 
calculations in the eHealth AIM for Apache configuration file 
(apachemod.cf). For more information, refer to "Editi11g the 
apachemod.cfFile" on page 25. 

Using eHealth AIM for Apache 
eHealth AIM for Apache provides you with the tools and 
information that are necessary for monitoring the health and 
availability ofthe Apache Web server. It makes important 
information about Apache available to management software 
through the SystemEDGE agent a11d SNMP. 

eHea/th AIM for Apache User Guide 
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14 • Chapter 1 lntroduction 

eHealth AIM for Apache works with the SystemEDGE agent to 
closely manage the Apache Web server, providing real-time 
fault detection and automatically correcting problems, if 
necessary. You can use eHealth AIM for Apache with any 
SNMP-compliant management software, including Concord's 
eHealth suite ofproducts, AdvantEDGE View, HP OpenView, 
and others. 

eHealth AIM for Apache and the SystemEDGE agent can 
provi de you with the following types o f information: 

o Number of"hits" your Web server is receiving, which can 
help you keep up with daily volume and set monitor points 
to watch for unusual traffic loss o r denial o f service attacks 

Amount of space your Web log and Web server files are 
consummg 

o How effectively the Apache processes monitor idle services, 
warn you when the number of idle services is too low, and 
monitor the number of active processes 

o How much ofyour system resources (Central Processing 
Unit [CPU] and memory) Apache is using on your server 

o Whether bottlenecks on your W eb servers are caused by 
problems with the CPU, memory, disk, or network 

Using eHealth AIM for Apache with AdvantEDGE 
View 

@\ 
\U 

You can use AdvantEDGE View with eHealth AIM for Apache 
to monitor the performance, configuration, availability, and 
health of the Apache Web server. 

To run an AdvantEDGE View query for Apache: 

1 . Select the target system or group from the System or 
Group list in the AdvantEDGE View interfac<;;. 

2. Select Apache from the Applications list. 

3. Click the Applications icon. 

eHealth AIM for Apache User Guide 
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Using eHealth AIM for Apache • 15 

Figure 1 shows a sample image map that AdvantEDGE View 
displays when you run a query on the target Apache 
workstation. Click the area for which you want to display 
information. 

Confiwation ~Performance 

Figure 1 . AdvantEDGE View lmage Map for Apache Queries 

For example, if you click the Footprint area, AdvantEDGE 
View displays information about Apache's CPU, memory, and 
disk resource consumption. Figure 2 shows the Disk Usage 
section of the AdvantEDGE View Footprint query for an 
Apache Web server. 

Disk Usage 

Size o f Logfiles: 31.15 (MB) Size o f Documents: 5.05 (MB) 

Total Apache Size: 36.20 (MB) Percent ofTotal Disk: 0.38% 

~ ~ ~ · ~ ~ ~ ~ ~ ~ -
Logs Does. 

Figure 2. Sample Section of an AdvantEDGE View Footprint 
Query for Apache 
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16 • Chapter 1 lntroductíon 

Using eHealth AIM for Apache with eHealth 
In previous releases, eHealth­
Application Insight was called 
eHealth- Application 
Assessment. 

You can use eHealth AIM for Apache and the SystemEDGE 
agent with the eHealth product suite to provide historical data 
for long-term trending analysis and capacity planning. With 
eHealth- Application Insight, you can run At-a-Glance, Trend, 
Top N, and MyHealth reports for the following types of 
information: 

• Amount ofCentral Processing Unit (CPU), total memory, 
and disk space the Apache W eb server is using 

• Number of users who are connected to the Apache server 

• Number and type ofprocesses that are running 

• Amount ofWeb traffic 

• To tal size o f the Apache service logs 

• End-to-end performance summaries for your Apache 
application, host system, and network 

For more information about the variables you can monitor and 
reports that you can run when you integra te eHealth AIM for 
Apache with eHealth, refer to the eHealth W eb Help. 

Using eHealth AIM for Apache with Live Health 
You can also use eHealth AIM for Apache and the SystemEDGE 
agent with Live Health for real-time detection o f potential 
problems. Live Health applies intelligent algorithms to the data, 
resulting in precise assessments of application health and 
performance. For more information about how Live Health can 
detect "brownouts" and service delays across applications, 
systems, and networks, refer to the Live Health Web Help. 

eHealth AIM for Apache User Guide 
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This chapter explains how to install, configure, and license 
eHealth AIM for Apache. 

NOTE-------------------------------------------

For the most current information about installing this 
module, refer to the relnotes.txt file on the eHealth AIM for 
Apache installation CD-ROM. 

lnstallation Requirements 
Before you install eHealth AIM for Apache, you must first 
install, license, and configure the SystemEDGE agent Release 
4.0, Patchlevel 3 or later. For more information, refer to the 
eHealth SystemEDGE User Guide. Also, your system must be 
running the Apache Web server Release 1.3.2 or later on oile of 
these operating systems: 

o Sun Solaris (SPARC) Release 2.5 or later 

o Red Hat Linux (x86) Release 6.0 or later 

o HP-UX Release lO.x and ll.x (not including 10.01) 

o Microsoft Windows NT 4.0, Windows 2000, o r 
WindowsXP 

17 
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1 B • Chapter 2 lnsta/ling eHea/th AIM for Apache 

lnstalling the Software 
This section describes how to install eHealth AIM for Apache 
for Solaris, Linux, HP-UX, and Windows operating systems. 

lnstalling the Software for UNIX Systems 
For Solaris, Linux, and HP-UX systems, eHealth AIM for 
Apache is distributed as a tar file. 

To install eHealth AIM for Apache: 

1. Locate the Apache server that you want to monitor. 

2. Log in to the UNIX system where that server is located as 
root. 

3. Copy the apachemod.tar file from the CD-ROM to the 
/tmp directory. 

4. Change directory to the SystemEDGE agent directory on 
your system by entering the following: 

cd /opt/EMPsysedge 

5. Create the plugins directory, if it is not already present, by 
entering the following: 

mkdir plugins 

6. Change directory to the plugins directory by entering the 
following: 

cd plugins 

7. Enter the following to start the installation. 

eHealth AIM for Apache User Guide 

For Solaris, enter the following command: 

tar xvf /tmp/apachemod_l.Op2_sol . tar 

For Linux, enter the following command: 

tar xvf /tmp/apachemod_l.Op2_linux.tar 

For HP-UX, enter the following command: 

tar xvf /tmp/apachemod_l.Op2_ hpux.tar 

The installation creates files in the plugins / apachemod 
directory. eHealth AIM for Apache is now installed. 

Doe: -----



lnstalling the Software • 19 

lnstalling the Software for Windows NT Systems 
Throughout this guide, the term 
Windows NT encampasses 
Windows NT 4.0, W indows 
2000, and Windows XP. 

For Windows NT 4.0, Windows 2000, and Windows XP 
systems, eHealth AIM for Apache is distributed as a 
self-extracting executable named apachemod_l.Op2_ntx86.exe. 

To install eHealth AIM for Apache: 

1. Log in to the Windows NT system as administrator. 

2. Click Start. 

3. Select Programs ~ Command Prompt. 

4. Insert the CD containing the Concord software 
distributions into the CD-ROM drive. 

5. Windows automatically mounts the drive using the 
CD-ROM drive' s corresponding drive letter. The particular 
drive letter is specific to your system and depends on the 
number and types of disks attached to your system. 

6. Determine which directory you want to use as the 
installation directory for eHealth AIM for Apache. If the 
SystemEDGE agent is installed in C:\sysedge, the 
recommended installation directory is C:\ sysedge \ pl ugins. 

NOTE------------------------------------------­
You cannot run apachemod.exe by double-clicking the 
executable from the CD-ROM. 

7. Run the self-extracting executable by entering the following 
at the command prompt, where D: is the CD-ROM drive 
for your system, and c: sysedge \plugins is the 
installation directory: 

D:\apachemod\ntx86\apachemod1.0p2_ntx86.exe -dir C:\sysedge\plugins 

The -dir option instructs the self-extracting executable to 
create the intended subdirectory hierarchy that is described 
throughout this guide. It then places the distribution in an 
apachemod subdirectory within the specified target 
directory (such as C:\sysedge\plugins). eHealth AIM for 
Apache is now installed. 

eHealth AIM for Apache User Guide 
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20 • Chapter 2 Jnstalling eHealth AIM for Apache 

eHealth AIM for Apache Files 
Table 2 describes the files created by the eHealth AIM for 
Apache installation procedure. 

Table 2. Files Jnstalled by eHealth AIM for Apache 

File Name Description 

apachemod.asn 1 eHealth AIM for Apache MIB 
specification 

apachemod.cf eHealth AIM for Apache 
configuration file 

apachemod.pdf eHealth AIM for Apache User Guide 

apachemod.dll eHealth AIM for Apache dynamic 
(Windows only) link library (DLL) module for 

Windows NT, Windows 2000, and 
WindowsXP 

apachemod.so eHealth AIM for Apache shared 
(Solaris and Linux only) library for 32-bit Solaris and Linux 

operating systems 

apachemod-sparcv9.so eHealth AIM for Apache shared 
(Solaris only) library for 64-bit Solaris operating 

systems 

apachemod-hpux.so eHealth AIM for Apache shared 
(HP-UX only) library for 32-bit HP-UX (lO.x and 

ll.x) operating systems 

apachemod- hpuxll - 64.so eHealth AIM for Apache shared 
(HP- UX only) library for 64-bit HP-UX (ll.x) 

operating systems 

relnotes.txt Release notes for eHealth AIM for 
Apache 

eHealth AIM for Apache User Guide 

CPMI - CORREIOS 

1_1_2 3 
Fls. N° _ __ _ 

~696 r . . 
·~~ 

Doe:. ___ _ _ 
t---~-~· ··· -· .__.-yT>~ 



Configuring eHea/th AIM for Apache • 21 

Configuring eHealth AIM for Apache 
After you install eHealth AIM for Apache, you must configure it 
by editing the following files: 

sysedge.cf 
httpd.conf 
apachemod.cf 

Editing the sysedge. cf File 
By default, the SystemEDGE agent does not load any plug-ins at 
initialization time, but you can edit the sysedge.cf file to 
configure the agent to load any eHealth AIMs that you have 
installed. To enable the SystemEDGE agent to load eHealth 
AIM for Apache at startup, you must edit the sysedge.cf 
configuration file. This file is located in your system directory 
by default; for example, it is located in the /etc/sysedge.cf 
directory on UNIX systems and in C:\winnt\system32 for 
Windows NT and 2000 systems. Use the sysedge_plugin 
keyword as described in the following sections to configure 
SystemEDGE to load eHealth AIM for Apache at startup. 

NOTE-----------------------------------------

To configure the SystemEDGE agent to start eHealth AIM 
for Apache, you must provi de the complete pathname to the 
shared library file for your system. 

Enabling eHealth AIM for Apache for UNIX 
Systems 
Add one o f the following lines to the sysedge.cf file. 

For Solaris or Linux systems in 32-bit mode, add the following 
line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod.so 
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For Solaris 2.7 and later systems in 64-bit mode, add the 
following line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod-sparcv9.so 

For HP-UX lO.x systems in 32-bit mode, add the following line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod-hpux.so 

For HP-UX lO.x and ll.x systems in 64-bit mode, add the 
following line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod-hpuxll-64.so 

Enabling eHealth AIM for Apache for Windows 
Systems · 

To enable eHealth AIM for Apache for Windows NT, Windows 
2000, and Windows XP systems, you must provide the 
complete path name to apachemod.dll. The actual path depends 
on the location you selected when you installed eHealth AIM 
for Apache. For example, enter the following command if you 
installed the files in the C:\sysedge\plugins\apachemod 
directory: 

sysedge_plugin C:\sysedge\plugins\apachemod\apachemod.dll 

For more information about the sysedge.cf file, refer to the 
eHealth SystemEDGE User Cuide. 

Editing the httpd.conf File 
Edit the httpd.conf file to enable the Apache mod_info and 
mod_status facilities. These facilities control access to HTML 
pages that provide information about the server's status and 
behavior. When these modules are enabled, eHealth AIM for 
Apache can use them to obtain information about the Apache 
server's status and behavior. For more information about the 
mod_info and mod_status modules, refer to Apache 
documentation (at http://www.apache.org). 
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NOTE-----------------------------------------
You must ensure that your server has server-status and 
server-info built into Apache by enabling the mod_status 
and mod_info facilities, as described in the following 
section. If you do not, you may experience 
process-termination errors. 

To enable the mod_info and mod_status features in your 
Apache server: 

1. Remove the pound sign (#)in front o f the following lines in 
httpd .conf: 

LoadModule status_module modules / mod_status.so 

LoadModule info_module modules / mod_info . so 

2. Add the following lines to httpd.conf: 

# Turn on Extended Status Infor.mation 

ExtendedStatus On 
# Enable server-status access from the local host 

<Location /server-status> 

SetHandler server-status 

Order deny,allow 

Deny from all 

Allow from 127.0.0 . 1 

</Location> 

# Enable server-info access from the local host 

<Location /server-info> 

SetHandler server-info 

Order deny,allow 

Deny from all 

Allow from 127.0 . 0.1 

</Location> 

NOTE -------------------------------------------­
You must restart the Apache server after you make these 
changes to ensure that they take effect. 
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Editing the apachemod. cf File 
You can edit the apachemod.cf file to do the following: 

• Indica te which Transmission Control Protocol (TCP) port 
your Apache server is using. 

• Assign user names and passwords for the mod_info and 
mod_status facilities. You must include user names and 
passwords to the apachemod .cf file, even if they are not 
specifically required by the Apache W eb server. The Apache 
Web server requires these fields only i f you have enabled the 
mod_info and mod_status facilities as described in the 
previous section, "Editing the httpd.confFile," and you are 
using authentication (through user names and passwords) 
to restrict access to those modules. The apachemod.cf file, 
however, always requires these fields. 

NOTE-------------------------------------------

eHea/th AIM for Apache User Guide 

Even ifyou do not password protect your server-info and 
server-status pages, you must configure artificial user 
name/password combinations in apachemod.cf. The 
Apache Web server and eHealth AIM for Apache then 
ignore those user names and passwords. 

• Indicate which Apache server(s) eHealth AIM for Apache 
should monitor i f you are running more than one Apache 
server on your system through port numbers. Port 80 is the 
default W eb server port. 

• Set the interval for calculating the total amount of disk 
space being used by the Apache server, or disable this 
checking. 
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Sample apachemod.cf File 
The following is a sample apachemod.cf file: 

# apachemod . cf 

# Configuration file for eHealth AIM for Apache 

# 

# For each apache server running on your system, specify the following: 

# apache port username password filestat-interval 

# port - port number on which the server is running 

# username - the username for accessing server-status and server-info pages 

# password the password for accessing server-status and server-info pages 

# filestat-interval - interval in seconds between checks of the file sizes 

# specify •o• to disable file size checking 

# Primary server - example 

apache 80 status statpassl 3600 

# Application server - example 

# apache 8080 sta r · statpassl 3600 

NOTE-----------------------------------------

After you make any changes to the apachemod.cf file, you 
must restart the SystemEDGE agent to ensure that the 
changes take effect. 

Licensing eHealth AIM for Apache 
Like the SystemEDGE agent, eHealth AIM for Apache utilizes a 
host-based license method. Copies of eHealth AIM for Apache 
can run only on systems that possess a valid license key. This 
license is separate from the one used for the SystemEDGE 
agent. 

eHealth AIM for Apache User Guide 

CPMI . CORREIOS 

1_1 28 
Fls. N° ____ _ 

~G9ó 
Doe: ------ --



. 
• 

26 • Chapter 2 lnstalling eHealth AIM for Apache 

The first time that you attempt to start the SystemEDGE agent 
after installing eHealth AIM for Apache, the agent displays a 
message stating that it could not find a valid license for eHealth 
AIM for Apache. lt then provides you with a public key that is 
used to generate a permanent license key for your host 
machine. 

A license key is composed o f four space-separated, 8-character 
sequences, totaling 32 characters. The sysedge.lic file contains 
the eHealth AIM for Apache license, as well as the SystemEDGE 
agent license and other eHealth AIM licenses. For an example, 
refer to the sample license file in "Sample License File" on page 
34. 

Obtaining a License 
To o btain a license, you can do any o f the following: 

• Complete the online license forro through the Internet, as 
described in the next section, "Generating the License 
through the Web-Based License Forro." 

• Use AdvantEDGE View to receive an SNMP license trapo r 
to query and license the plug-in without a trap. For more 
information, refer to "Generating a License through 
AdvantEDGE View Event Processing" on page 30 or 
"Generating a License through AdvantEDGE View Host 
Administration" on page 32. 

• Send an e-mail request to licenses@concord.com, and place 
the returned license key in the sysedge.lic file. Always 
include your user name in license requests that you send 
through e-mail. 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

For more information about licensing, refer to the eH ealth 
SystemEDGE User Guide and the Automating the Licensing o f the 
AdvantEDGE Point Plug-in Modules white paper. 
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Generating the License through the Web-Based 
License Form 

This section describes how to generate the eHealth AIM for 
Apache license through the Web-based license form. 

NOTE---------------------------------------------
If you are using an evaluation copy o f eHealth AIM for 
Apache, you must request a temporary license to enable it 
to operate during the evaluation period. 

To generate a license: 

1. Start the SystemEDGE agent as follows: 

a. Log in as root. 

b. Change directory (cd) to /opt/EMPsysedge. 

c. Enter the following: 

bin/sysedge 

The SystemEDGE agent displays a message indicating that 
you need a license for the eHealth AIM for Apache module 
on this host system. It then displays a message similar to the 
following: 

SystemEDGE Version 4.1 Patchlevel 1 
Copyright 2001 by Concord Communications, Inc. 
Please contact Concord Communications, Inc. to obtain a license 
http: //www.concord . com/ support, Email: licenses@concord.com 
Provide this: apachemod neptune sol2 5 . 9 346561363366bl9c 1.0 Patchlevel 2 

2. Using a Web browser, go to the licensing Web site at 
http:/ /license.concord.com, and select the Create License 
option that matches your use o f the agent: 

• Create SystemEDGE/AdvantEDGE Eval License (if 
you are evaluating the AIM orare a Concord partner 
o r reseller) 

• Create SystemEDGE Outsource License (if you are 
outsourcing the AIM) 

• Create SystemEDGE/ AdvantEDGE License (i f you 
have purchased the AIM) 
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NOTE------------------------------------­
You must supply a user name and password to access 
the license form. 

3. Complete the license form, entering the information that 
was printed by the SystemEDGE agent. You must supply 
the following information: 

• Name 

• E-mail address 

• Software version number (1.0 in the example) 

• Patchlevel (2 in the example) 

• System name (neptune in the example) 

• Operating system name (sol2 in the example) 

• Operating system version (5.9 in the example) 

NOTE -------------------------------------
When you request a license, select the option for 
eHealth AIM for Apache in the product field o f the 
licensing form. 

After you submit the license request form, the Concord 
Web server generates a license and displays it on your Web 
browser. It also e-mails the license to the contact person in 
your organization. 

4. Copy the license in to the sysedge.lic file. This fileis located 
in the 1 etc directory for UNIX operating systems and in the 
\winnt\system32 directory for Windows NT, Windows 
2000, and Windows XP operating systems. 

The license key is case sensitive. Copy it exactly as it 
appears. If possible, use your system's copy-and-paste 
facility instead o f typing it by hand. If you are entering the 
license key manually, be careful not to confuse characters 
such as the letters I and I and the number l, or the letter O 
and the number O. 

5. Save the sysedge.lic file. 
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6 . Restart the SystemEDGE agent. 

For UNIX systems, restart the SystemEDGE agent by 
entering the following when you are logged in as root: 

bin/sysedge -b 

For Windows systems, stop and restart the Windows NT 
Master agent by entering these commands at the command 
prompt: 

net stop snmp 
net start snmp 

Generating a License through AdvantEDGE View 
Event Processing 

In arder to use AdvantEDGE View event processing to license 
eHealth AIM for Apache, your system must meet the following 
requirements: 

• You must be using SystemEDGE Release 4.0 Patchlevel3 o r 
later with AdvantEDGE View. 

• You must configure the SystemEDGE agent to send SNMP 
traps to AdvantEDGE View. For more information, refer to 
the section on configuring the SystemEDGE agent in the 
eHealth SystemEDGE User Guide. 

• You must configure the SystemEDGE agent with a 
read-write community so thatAdvantEDGE View can issue 
an SNMP Set to transmit the license key to it. For more 
information, refer to the section on configuring the 
SystemEDGE agent in the eHealth SystemEDGE User Guide. 

• Your AdvantEDGE View system must have access to the 
Internet, either directly o r through a W eb proxy. 

• The AdvantEDGE View User who is generating the license 
must have either write or admin permissions. 
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To generate a license through AdvantEDGE View: 

1. Start the SystemEDGE agent with eHealth AIM for Apache 
in unlicensed mode. SystemEDGE sends a license trap to 
AdvantEDGE View for that module. 

2. Start AdvantEDGE View, and click the Events icon to 
display the Event Processing screen. 

AdvantEDGE View displays a license trap for the system 
that requires a license. 

3. Click the index number for that system to view the Trap 
Details form for License Software to display the 
AdvantEDGE View Software Licensing form. 

4. Complete the licensing form, and click Get License. 

SOftware Ucensing, System SyslemN6me 

UserMrH t~.s~i__-~~~ 

Pusword [!_~-~~~- ------~-~.-~-~· 
N..,e I AdvantED~E Vlewusse( 

Co- I Compa_~>i. 

E•llil I us~r@company .corr! 

Phone jsss.sss.~sss~ .. 

Custome!IO 1It;66" . ~ .. 

Lic:ense Dura.lion 
+ N/A v 3 months v 6 months v 9 months v 12 

month!l 
(Only applicable ifleasing Mcense) 

End -use r CempMy I I 
(Only applicable if le~ing ~cense) 

[" .. ~~~---~-i-~~-~-~-~T Clearl 
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NDTE--------------------------------------­

If you have configured AdvantEDGE View preferences, 
AdvantEDGE View fills in ali o f the information 
(except password) on this form . You must enter the 
password each time you use the form for security 
purposes. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for eHealth AIM for Apache and issues an 
SNMP Set to the target SystemEDGE agent to inform it of 
the new software license key. 

Generating a License through AdvantEDGE View 
Host Administration 

You can also license systems through AdvantEDGE View Host 
Administration. 

To access Host Administration: 

1. Start AdvantEDGE View, and click the Administration 
icon. AdvantEDGE View displays the Administration page. 

2. Click the Host Administration icon. AdvantEDGE View 
displays the host list. 

SystemEDGE Host Configuration 

I Add New Host I 
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3. Click the name o f the system that you want to license from 
the System Name column. AdvantEDGE View displays 
the Modify Host form. 

Modiry Host avlew: 

Community: rjp-ub- li-c -... -.. -.. ----.-... -.... -.. . -... - , ~~5a~~5~mmunity string for use with 

..-----------.. Read/Write community string for use Read/Write 
Community: 

Port: 

Timeout: 

Retries: 

js 

· · · · ··· ·· ····· ·· .... . ····· ···· · ··· ······· ·····' with this host 

UDP Port to use with this host (e.g. 
161 or 1691) 
Timeout value (in seconds) to use with 
this host (e.g . 3) 

' l,JpdCle Host 

4. Click License Host/Software to display the licensing 
form. 

5. Select the product you want to license from the Product 
list, and then click License Software. 

eHealth AIM for Apache User Guide 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for the software, and issues an SNMP Set 
to the target SystemEDGE agent, informing it of the new 
software license key. 
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Sample License File 
The following is a sample SystemEDGE agent license file. A 
pound character (#)in column 1 indicates that the entire line is 
a comment. 

# license file for SystemEDGE Agent 
# Concord Communications, Inc. 
# http://www.concord.com 
# 

# file / etc / sysedge . lic or %SystemRoot%\ system32 \ sysedge . lic 
# A valid license key has four parts of 8 characters per part 
# parts are separated by space(s) with one license key per line 

# sysedge neptune sol2 5 . 8 807cb1da007cb1da 4.1 Patchlevel 1 

e13311d3 OF2a7cb1 abC512dc fF8C923a 

# apachemod neptune sol2 5.8 807cb1da007cb1da 1 . 0 Patchlevel 2 

a7943fde 098a87ij a4kiuf39 afafEkj4 
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The figures in the following 
sections represent AdvantEDGE 
View queries on information that 
is available through the 
AdvanatEDGE for Apache MIB. 

3 

This chapter explains the organization and content o f the 
Concord Communications MIB for the Apache Web server. 
The MIB specification (apachemod.asn 1) defines a collection o f 
objects for monitoring and managing Apache. You must 
configure the SystemEDGE agent to monitor the MIB objects 
that are relevant for your configuration. For more information, 
refer to Chapter 4, "Using eHealth AIM for Apache." Figure 3 
shows the organization o f the Apache MIB. 

Figure 3. eHealth AIM for Apache MIB 

The MIB is organized into sections for server configuration and 
performance. Within the performance section, a footprint 
section defines MIB objects that convey how much o f the 
underlying system's resources are consumed by Apache. This 
chapter defines all sections o f the Apache MIB and highlights 
important MIB objects from each section. For a complete list of 
MIB objects, refer to the eHealth AIM for Apache MIB 
specification (apachemod.asnl ). 
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Configuration Section 
The Configuration section of the eHealth AIM for Apache MIB 
contains configuration parameters and settings that are 
important for streamlining the health and performance of the 
Apache Web server. It also includes information about server 
configuration. 

Server Configuration 
The Server Configuration group contains configuration 
parameters, process IDs, and version numbers. Table 3 defines 
important Server Configuration parameters. 

Table 3. Selected MIB Objects - Apache Server Configuration Group 
(Page 1 of 2) 

MIB Object Description 

apacheConfigTable Table of configuration settings for each Apache installation. 

a pacheConfigEn try Entry in the Apache configuration table. 

apacheConfigPort TCP port currently used by this Apache configuration. 

NOTE This value serves as the index for this table. 

apacheConfigVersion Apache Web server version. 

apacheConfigPID Process ID (PID) ofthe master Apache process; zero ifthe 
server is not running. 

apacheConfigRunMode Current operating mode (for example, standalone). 

apacheConfigUser User who is currently running the server processes. 

apacheConfigGroup Group that is currently running the server processes. 

apacheConfigHostname Host name used by this Apache configuration. 

apacheConfigStartProcs Number of server processes started by the Apache server at 
startup. 

apacheConfigMinidleProcs Minimum number ofidle server processes maintained by the 
Apache server. 
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Table 3. Selected MIB Objects - Apache Server Configuration Group 
(Page 2 of 2) 

MIB Object Description 

apacheConfigMaxldleProcs Maximum number ofidle server processes allowed by the 
Apache server. 

apacheConfigMaxProcs Maximum number o f server processes allowed by the Apache 
serve r. 

apacheConfigRequestsMaxPerChild Number of requests handled by a server process before it is 
recycled by the Apache server. 

apacheConfigRequestsKeepAlive Status o f whether keep-alive mode is enabled 
for persistent connections: disabled = O; enabled = 1. 

apacheConfigRequestsMaxPerConn Number of requests handled in a single connection if 
keep-alive mode is enabled. 

apacheConfigThreadsPerChild Maximum number o f threads per child process. 

apacheConfigConnectionTimeout Timeout value for closing inactive connections. 

apacheConfigKeepAliveTimeout Keep-alive timeout value for open connections. 

apacheConfigServerRoot Root directory for this Apache installation. 

apacheConfigConfigFile Current configuration file for this Apache installation. 

apacheConfigPIDFile Current PID file for this Apache installation. 

apacheConfigScoreboardFile Current scoreboard file for this Apache installation. 

apacheConfigDocumentRoot Current document root directory for this Apache 
installation. 

apacheConfigAccessLogFile Current access or transaction log file for this Apache 
installation. 

a pacheConfigError LogFile Current error log file for this Apache installation. 

apacheConfigScriptLogFile Current script log file for this Apache installation. 
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Figure 4 shows a sample AdvantEDGE View Apache Server 
Configuration query. 

Server Configuration 

f!!!1;_ 80 

1'4!ache l{ersion: Apache/1 .3.9 

Server Hostname: aview.empire.com 

1'4!ache User: aview(1 01) 

1'4!ache Groyp: 1 01 

Server Root: /opt/aview/apache 

Config File: conf/httpd.conf 

Document Root: /opt/aviewlhtdocs 

Access Log: /opt/aview/var/log/access_log 

f!:!:!!!:.!!!Q. /opt/aview/var/log/error_tog 

Script l..og: /opt/aview/var/log/script_log 

Apache Tuning Settings 

Start Pmcs: 5 

Min kle ptucs: 5 
Max Pmcs: 150 

Max ldle Pmcs: 1 o 
,epAiive Enab!ed?: 1 Max Per Conneçtion: 1 00 

eguests Per Qri!d: 1 000 Threa!ls Per Olild: O 

nnection limeout: O Keep Alive limeout: O 

Figure 4. Sample AdvantEDGE View Server Configuration Query 
for Apache 

Performance Section 
The Performance section o f the eHealth AIM for Apache MIB 
contains performance data that is necessary for capacity 
planning and trend analysis, as well as real-time performance 
and availability monitoring. The Performance group is divided 
into subgroups for footprint data and server performance. 

Apache Footprint 
The Footprint group provides information about the Apache 
CPU, memory, data flow, and disk-resource consumption, 
which is more commonly called the footprint. Long-term 
trending analysis of footprint information is useful for 
anticipating and avoiding problems dueto resource exhaustion. 
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You can also monitor footprint information in real time to 
detect and correct temporary resource exhaustion dueto 
viruses, security incidents, and hardware failures. Table 4 
defines important Apache Footprint metrics. 

Table 4. Selected MIB Objects - Apache Footprint Group (Page 1 of 2) 

MIB Object Description 

apacheFootprintTable Table that reports the performance footprint for each Apache 
serviCe. 

apacheFootprintEntry Entry in the Apache Performance Footprint table. 

apacheFootprintPort TCP port that is currently used by this Apache configuration. 

Non: This value serves as the index for this table. 

apacheFootprintCPUTime CPU time, in seconds, accumulated bythe Apache server, including 
all Apache processes. 

apacheFootprintPercentCPU Percentage o f CPU utilization by the Apache server over the last 
.... ·. ó:.• 'Sàlnpre interval; the value reported is percentage multiplied by 100 . 

' :'.:~.~;:;;, ~ç ·.... • - -· - · • . 

apacheFootprintTotalMEMSize .Combined size of Apache's text, data, and stack segments in KB; 
summation o f the process sizes for all Apache server processes. 

a pacheFootprintTotalRSS Real memory (resident set) size (RSS) ofthe Apache server in KB; 
summation o f ali process RSS for ali Apache server processes. 

apacheFootprintPercentMEM Percentage (O to 100) o f real memory used by the Apache server, 
which includes ali Apache server processes. 

a pacheFootprintN um Threads Number o f threads executing within ali Apache processes o f which 
the operating system is aware. 

apacheFootprintlnBlks Number ofblocks of data input by the processes. 

apacheFootprintOutBlks Number ofblocks of data output by the processes. 

a pacheFootprin tMsgsSen t Number o f messages sent by the processes. 

apacheFootprintMsgsRecv Number o f messages received by the processes. 

apacheFootprintSysCalis Number of system calis invoked by the processes. 
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Table 4. Selected MIB Objects- Apache Footprint Group (Page 2 of 2) 

MIB Object 

apacheFootprintMinorPgFits 

apacheFootprintMajorPgFlts 

apacheFootprintNumSwaps 

apacheFootprintVolCtx 

apacheFootprintlnvolCtx 

apacheFootprintTotalLogSize 

apacheFootprintDocSize 

a pacheFootpringT otalDiskSize 

Description 

Number ofminor page faults (which do not require input/output 
[I/O] to retrieve the page) incurred by the processes. 

Number o f major page faults (which require I/O to retrieve the 
page) incurred by the processes. 

Number oftimes the processes have been swapped. 

Number o f voluntary context switches incurred by the processes. 

Number of involuntary context switches incurred by the processes. 

Size in KB o f the Apache service logs; sum o f the access and error log 
file sizes. 

Size in KB o f the Apache document root directory and ali files 
beneath it. 

Size in KB o f ali the Apache disk storage areas; summation o f log 
sizes and service directories. 

The following figures show sample AdvantEDGE View 
Footprint queries for an Apache system that is serving a 
medium-sized company. Figure 5 shows a sample Disk Usage 
query. 

Oisk Usage 

Size of LDqfiles: 5.25 (MB) Size of Oocuments: 4.43 (MB) 

Total Apache Size: 9.66 (MB) Pen:ent of Total Oisk: 0.1 % 

Figure 5. AdvantEDGE View Disk Usage Query for Apache 
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Figure 6 shows a sample CPU and Memory Footprint query. 

CPU & Memory Usage 

Apache Memorv Size: 151 (MB) Apache RSS Size: 62 (MB) 

System Physical Memorv: 1 ZB (MB) Apache Memorv Usage: 49.06 % 

Apache CPU Time 133 secs Apache CPU Usage: 0.01 % 

rotal RSS <MBl ~ 
OL---1~3----26~--3~8--~51----6~4--~77----9~0---1~02----11~5 

Apache Ph~sical Memor~ Usage 

% Mem -~ ~ ' .. ~1- • 

• ,..,.,.~t~, ::~..-....st:_ ... .;:it, .< ,.,.._,z_ "''' ....~..L; :'1).,;,.,,~,L~ 

% CPU 

% Disk 

o 10 20 30 40 50 60 70 80 90 

Apache Resource Utilization 

Figure 6. AdvantEDGE View CPU and Memory Footprint Guery 
for Apache 

Server Performance 
The Server Performance group provides performance metrics 
and counters for the Apache Web server, including user 
statistics and transfer statistics. These metrics include those 
useful for real-time management and longer-term capacity 
planning and trend analysis. Table 5 defines important Server 
Performance metrics. 
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Table 5. Selected MIB Objects- Apache Server Performance Group 
[Page 1 of 2) 

MIB Object Description 

apacheServerPerfiable Table that reports the performance o f each Apache service. 

apacheServerPerfEntry Entry in the Apache Server Performance table. 

apacheServerPerfport TCP port that is currently used by this Apache 
configuration; index for this table. 

apacheServer Per tU ptime Number of seconds that the Apache server has been 
running. 

a pacheServer Perfi ota!Accesses Number of accesses (bits) to this server since it was last 
started. 

a pacheServer Perfi ota!Traffic Number ofKB transferred by this server since it was last 
started. 

apacheServerPerfCurrentUsers Number o f current active users (connections) maintained 
by the Apache server. 

apacheServerPerfCurrentldleProcs Number of current idle processes available on the Apache 
serve r. 

a pacheServer PerfCurren tS tartu p Procs Number o f processes that are currently in startup mode on 
the Apache server. 

apacheServerPerfCurrentReadProcs Number o f processes that are currently reading requests 
on the Apache server. 

apacheServer PerfCurrentReplyProcs Number o f processes that are currently replying to 
requests on the Apache server. 

apacheServerPerfCurrentKeepAliveProcs Number o f processes that are currently in keep-alive mode 
on the Apache server. 

apacheServerPerfCurrentDNSProcs Number o f processes that are currently doing a Domain 
Name System (DNS) lookup on the Apache server. 
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Table 5. Selected MIB Objects - Apache Server Performance Group 
(Page 2 of 2) 

MIB Object Description 

apacheServerPerfCurrentLoggingProcs Number o f processes that are currently logging 
transactions on the Apache server. 

apacheServerPerfCurrentFinishingProcs Number of processes that are currently finishing 
transactions on the Apache server. 

apacheServerPerfCurrentTotalProcs Total number of Apache processes that are currently 
running on the Apache server. 

Figure 7 shows an Apache server Performance summary. 

SeiVer Performance 

Port: 80 
Apache Version: Apache,/1.3.4 

Server Upüme: 1 days 13:20:5 Total Accesses: 32,728 

OJrrent Users: 6 Total Traffic: 337 (MB) 

Process States 

o 1.3 2.6 3.9 5.2 6.5 7.8 9.1 10 12 13 

Lo r;a FnÇJ) 
ldle Procs: 7 Startup Procs: O 

Read Procs: 1 Reply Procs: 2 

Keep Alive Procs: 3 DNS Prucs: O 

LDgging Procs: O Finishing Prucs: O 

Figure 7. AdvantEDGE View Serve r Performance Summary for 
Apache 
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Overview 

4 

This chapter describes how to use eHealth AIM for Apache. 
This moduleis implemented as a SystemEDGE agent plug-in. 
After you enable this plug-in in the sysedge.cf file and obtain a 
license for it, it willload automatically at SystemEDGE start 
time. For more information, refer to "Editing the sysedge.cf 
File" on page 21 and "Licensing eHealth AIM for Apache" on 
page 25. 

The eHealth AIM for Apache plug-ín implements additional 
MIB objects that provide advanced information about the 
health and availability o f the Apache W eb server. I t can opera te 
with any SNMP-compliant management software such as 
Concord's eHealth suíte of products, AdvantEDGE View, HP 
Open View, and others. I f you are using eHealth AIM for 
Apache with eHealth, refer to the eHealth Web Help for more 
information about the reports you can generate. 

The default configuration settings of eHealth AIM for Apache 
enable you to use the advanced self-monitoring capabilities of 
the SystemEDGE agent in conjunction with eHealth AIM for 
Apache. 

45 
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eHealth AIM for Apache MIB Branch 
Y ou can use AdvantEDGE View o r another SNMP tool to edit 
the SystemEDGE configuration file to utilize the MIB objects 
found in eHealth AIM for Apache with the process-monitoring, 
threshold-monitoring, and history-collection features o f the 
SystemEDGE agent. Ali MIB objects related to eHealth AIM for 
Apache exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.3 in the Concord Systems Management MIB. 
The MIB is defined in the apachemod.asn 1 file, which is 
available in the eHealth AIM for Apache product installation. 

Assigning Entry Rows for the SystemEDGE 
Self-Monitoring Tables 

All SystemEDGE self-monitoring tables require the use of 
unique row numbers. Each table contains an Index column 
which acts as a key field to distinguish rows in the table. This 
section describes the benefits o f reserving a block of rows (in 
the range of 11 to the maximum number of rows in your table) 
for use by the system or application administra to r. 

Setting Local Policy 
You may choose, as a matter oflocal policy, to reserve a block o f 
rows for system administration. This policy allows you to define 
row entries within a reserved block of rows without being 
concerned that the row might already be taken by another 
user's entry. In compliance with the local policy, all other users 
should use row índices that are outside the reserved range when 
defining user-configured entries. 

Reserving Blocks of Rows 
By reserving a block o f rows, you can define a consistent set o f 
conditions (row entries) to be monitored across all machines 
such that the same condition is defined in the same row 
number on each machine. For example, you can use row 3000 
in each table to define entries monitoring the number of 
accesses to the serve r ( apacheServer PeriT otalAccesses). Y ou can 
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then distribute this configuration to every host so that every 
system that is running Apache uses row 3000 for monitoring 
the number of accesses to the server in any of the SystemEDGE 
agent monitoring tables. 

To reserve a block of rows for monitoring Apache: 

1. Decide which block o f rows you want to reserve for use with 
monitoring Apache. 

2. Use that block of rows to define a set of row entries for each 
SystemEDGE self-monitoring table. For more information, 
refer to the chapter on self monitoring in the eHealth 
SystemEDGE User Cuide. 

3. Distribute configuration ftle entries to all hosts that are 
running the Apache W eb server and eHealth AIM for 
Apache. For more information, refer to the Automating the 
Deployment of SystemEDGE and the AdvantEDGE Point 
Plug-in Modules white paper. 

NOTE --------------------------------------
As an alternative, you can use this row-number 
assignment policy with AdvantEDGE View for 
group-configuration operations. 

4. Require end users to avoid your block o f rows when 
defining their own self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
This section provides examples ofhow to use SystemEDGE 
process, threshold, and history monitoring to monitor the 
Apache Web server. Add these commands to the sysedge.cf file 
to enable monitoring of the MIB objects that they specify. 
Modify these examples as necessary to monitor the MIB objects 
and thresholds that are relevant for your configuration. 
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The examples in the following sections present row numbers in 
the 5000 range; select a row number for your configuration that 
conforms to local policies. For more information on row 
assignment, refer to "Assigning Entry Rows for the 
SystemEDGE Self-Monitoring Tables" on page 46. 

The following command, for example, instructs the 
SystemEDGE agent to monitor whether the Apache process is 
alive at 30-second intervals and to store the data in row 5000 of 
the Process Monitoring table: 

watch process procAlive 'httpd' 5000 Ox0100 ,3.0 . 'Apache Web Server' '' 

For more information about the syntax for the commands in 
this section, refer to the eHealth SystemEDGE User Guide. 

NOTE-----------------------------------------
Enter the commands throughout this chapter on one line. Do 
not use a carriage return to match the formatting shown 
here. 

Using SystemEDGE Process Monitoring 
This section provides an example ofhow to use the 
SystemEDGE agent to monitor the availability of a criticai 
Apache process. For more information, refer to the section on 
process and service monitoring in the eHealth SystemEDGE 
User Guide. 

To ensure that the Apache Web server is running, enter the 
following command in the sysedge.cf file: 

watch process procAlive 'httpd' 5000 Ox0100 30 'Apache Web Server' '' 

You must include the OxOlOO flag to force the SystemEDGE 
agent to monitor the parent process o f the Apache process 
group. 
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Using SystemEDGE Threshold Monitoring 
This section provides examples ofhow to use the SystemEDGE 
agent to monitor thresholds for important Apache metrics. Add 
the commands in the following sections to the sysedge.cf file to 
monitor thresholds for these MIB objects. For more 
information, refer to the section on threshold monitoring in the 
ei-Iealth SystemEDGE User Guide. 

NOTE-------------------------------------------
The thresholds in this section may not be appropriate for 
your Apache Web server. Select thresholds that are 
appropriate for your environment. 

Monitoring ldle Apache Processes 

To monitor the number of idle Apache processes on the server 
that is running on port 80, enter the following: 

monitor oid apacheServerPerfCurrentidleProcs.SO 5000 OxO 60 
absoluta< 10 'Idle Server Processes' '' 

Monitoring Total Resident Memory Size of an 
Apache Service 
To monitor the total resident memory size of the Apache 
service that is running on port 80, enter the following: 

monitor oid apacheFootprintTotalRSS.BO 5001 OxO 60 absoluta > 50000 
'Total Resident Memory' '' 

Monitoring Total Size of Apache Service Log 
Files 

To monitor the total size of the log files for the Apache service 
that is running on port 80, enter the following: 

monitor oid apacheFootprintTotalLogSize . BO 5002 OxO 60 
absoluta> 100000 'Total Log Size' '' 
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Monitoring Total Size of Apache Service 
Document Files 

To monitor the total size of the document files for the Apache 
service that is running on port 80, enter the following: 

monitor oid apacheFootprintTotalDocSize . 80 5003 OxO 60 
a bsoluta> 500000 'Total Document Size' '' 

Using SystemEDGE History Collection 
This section provides examples o f how to use SystemEDGE 
history collection to track the value o f important Apache 
metrics over time. Add the commands in the following sections 
to the sysedge.cf file to collect history for these MIB objects. 
For more information, refer to the section on history collection 
in the eHealth SystemEDGE User Cuide. 

NOTE-------------------------------------------
The number of samples and the interval between samples 
used in this section may not be appropriate for your Apache 
system; select values that are suitable for your environment. 

Collecting History on Number of Hits to the 
Serve r 
To collect history on the number ofhits to the server on port 
8080, enter the following: 

emphistory 5000 60 apacheServerPerfTotalAccesses.8080 300 'Total Hits 
To Port 8080 Server' 

Collecting History on the Number of Current 
Active Users 

To collect history on the number of current active users that are 
being maintained by the Apache server on port 8080, enter the 
following: 

emphistory 5001 60 apacheServerPerfCurrentUsers.8080 300 'Total Users 
On Port 8080 Server' 
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Abstract Notation One (ASN.1) A language that describes 
data types independent of computer structures and 
representations. For more information refer to ISO 
International Standard 8824. 

Active Server Page (ASP) An HTML file that includes one 
or more scripts written using VBScript, JavaScript, or 
ActiveX Data Objects program statements. ASP files 
(named with the ".asp" suffix) receive a user request and 
create a customized Web page for the user (usually based 
on database information). 

AdvantEDGE View A Web-based management interface for 
use with the SystemEDGE agent that enables an 
administrator to use a Web browser to manage systems 
and applications. 

agent In network management, a program that provides 
information from a management information base (MIB) 
for SNMP agents. eHealth ora network management 
system (NMS) use the information about managed devices 
and take corrective action when appropriate. 

American Standard Code for lnformation lnterchange 
(ASCII) The most common format for character 

representation in computers and the Internet. Characters 
fit in to a single byte. It was developed by the American 
National Standards Institute (ANSI). 
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Apache A freely distributed Web server that runs on most 
UNIX, Linux, and Windows NT operating systems. For 
details about the Apache server, refer to the Apache Web 
si te, http:/ /www.apache.org. 

application A program that performs a specific function for 
one or more users or for another application program. 
Types of applications include communication programs, 
management programs, word processors, databases, and 
drawing programs. 

ASCII See American Standard Code for Information 
lntercha11ge (ASCII). 

ASN.1 See Abstract Notation One (ASN.l). 

ASP See Active Server Page (ASP). 

buffer A temporary storage area for data. Often 
implemented as holding areas betwee11 the backpla11e a11d 
an interface; data remains in the buffer until it ca11 be 
transmitted 011 the interface o r processed by the central 
processing unit (CPU). 

central processing unit [CPU) The compone11t within a 
device that performs the i11struction execution for the 
applicatio11s a11d programs that run 011 the device. Also 
referred to as a processar or microprocessor. 

CGI See Commo11 Gateway Interface (CGI). 

client A computer system, usually a desktop compu ter or 
laptop, that presents data directly to a user and accepts 
input. They drive the computing process, supporti11g local 
processing and accessing remote servers as needed for data 
access and analysis. 

Also refers to the application software residi11g on a 
machi11e that is used by a11 e11d user. 
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Common Gateway Interface (CGI) A server-side interface 
for Web-based applications that defines how a Web server 
can exchange data with an application. The Active Server 
Pages (ASP) and Internet Server Application Program 
Interface (ISAPI) technologies are alternatives to CGI. 

congestion A condition in which the network traffic is 
greater than the amount that the network can carry. Often 
causes performance problems and delays on a network. 

CPU See central processing unit (CPU). 

DHCP See Dynamic Host Configuration Protocol 

DNS See domain name system (DNS). 

doma in na me system (DNS) The system that locates and 
translates Internet domain names such as concord.com 
in to Internet Protocol (IP) addresses. A DNS server is 
typically a device that translates domain names to IP 
addresses within your network. 

Dynamic Host Configuration Protocol A protocol that 
enables dynamic allocation ofiP addresses so that they can 
be reused. 

eHealth AIM See eHealth application insight module. 

eHealth application insight module A plug-in 
(supplementary program) that extends the functionality of 
the SystemEDGE agent. AIMs add the capability to 
manage application-specific events, processes, thresholds, 
and health. 

event An occurrence on a system that typically results in a 
message, such as an SNMP trap, being sent to a configured 
management system. Common events include system 
failures, system reboots, exceeded thresholds, or any 
user-configurable situation that the user wants to identify. 

file cache A block of memory that holds frequently or 
recently used data. A system can read those blocks at 
memory speed rather than the slower disk access speed. 
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File Transfer Protocol (FTP) A means for uploading and 
downloading files on the Internet ( the oldest Internet 
protocol for retrieving files). Y ou can use an FTP client 
application to request files from or transfer files to an FTP 
serve r. 

FTP See File Transfer Protocol (FTP). 

Host Resources MIB A MIB (management information 
base) that defines a set of objects that are useful for the 
management ofhost computers. For example, it defines 
host storage areas, devices, and file systems. This MIB is 
defined in RFC 1514. 

hostname The name for an individual IP (Internet Protocol) 
address on a computer. While many computers have only 
one hostname, some machines, such as network servers 
have multiple hostnames~ 

HTML See Hypertext Markup Language (HTML). 

HTTP See Hypertext Transfer Protocol (HTTP) . 

Hypertext Markup Language (HTML) A programmatic 
language used for controlling the way that text and images 
appear when a file is displayed on the W orld Wide W eb. 

Hypertext Transfer Protocol (HTTP) An application 
protocol that defines the set of rules for exchanging files 
(text, graphics, multimedia, and other files) on the World 
WideWeb. 

1/0 See input/output (I/0) . 

lnformation Technology (IT) A widely-used term to describe 
all o f the technologies used for creating, exchanging, 
managing, and using information in various forms. 

input/output (1/0) Any operation, program, or device that 
transfers data to or from a computer. 

Internet Contrai Message Protocol (ICMP) A protocol 
between a server anda gateway to the Internet. 
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Internet Protocol (IP) The method (o r protocol) by which 
packets o f information are sent across the Internet. IP 
defines addressing, error handling, routing, and option 
codes for data transmission. IP requires no continuing 
connection between the endpoints that are 
communicating. 

IP See Internet Protocol (IP). 
. .... ::- .· .. : .. '_.....:;...... 

IT See Information Technology (IT). 
_ ...... ~: --~ 

management information base [MIB) A formal 
description o f a set o f network objects that can be managed 
using Simple Network Management Protocol (SNMP). 

MIB See management information base (MIB). 

network A collection of computers, printers, routers, 
switches, and other devices that are able to communicate 
using a common transmission media such as TCP/IP. 

network management system [NMS) An application 
program usually residing on a compu ter that manages at 
least parto f a network, including systems and applications. 
The NMS communicates with agents to monitor network 
statistics and resources, control network device 
configuration, and analyze network problems. See also 
agent. 

NMS See network management system (NMS). 

object identifier [OI O) a uni que identifier o f a managed · 
object in a MIB hierarchy. See also management 
information base (MJB). 

010 See object identifier (OID). 

operating system [OS) The program that manages ali other 
programs (applications or application programs) on a 
compu ter. Provides the following services: determining the 
order in which each application runs and the time allotted 
for that application, managing the sharing o f internai 
memory among multiple applications and handling input 
to and output from attached hardware devices. 
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OS See operating system (OS). 

packet A logical unit of data routed between an origin and a 
destination on the Internet or any other packet-switched 
network. On the Internet, the Transmission Control 
Protocol (TCP) layer ofTCP/IP divides a file into packets 
of manageable size for routing. 

packet-switched network A communications network in 
which datais transferred in small units called packets. 
Individual packets for a file may travei different routes. 
When ali packets for a file reach their destination, the fileis 
reassembled. 

packet-switching A networking technology in which 
network nodes share bandwidth by sending packets. The 
same data path can be shared by many users in the 
network. Packet-switching is widely used throughout the 
Internet. 

page In computers that utilize virtual memory, a unit of data 
storage. Systems transfer pages of data from disk storage to 
memory and back again. 

On the World Wide Web, a file written using Hypertext 
Markup Language (HTML) that specifies how text, images, 
and other multimedia will be presented to the user. A Web 
si te delivers information to the user one page at a time. 

paging The process by which a compu ter moves portions o f 
programs between random access memory and auxiliary 
storage (on disk). 

partition A logical division of a hard disk on a PC that is 
created so that each partition can have a different 
operating system or can be used for different purposes (for 
example, file management or multiple users). 

performance threshold The upper limit of acceptable 
response time. 
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ping An Internet echo message used to confirm the 
reachability of a network device. An abbreviation for 
Packet Internet or Inter-Network Groper. 

process Typically, an instance o f a program o r application 
that is running on a server. Applications can have one or 
more associated processes. 

protocol The set of rules by which the endpoints in a 
telecommunication connection communicate. The 
protocol defines the packet format of the transmitted 
information. On the Internet, common protocols are TCP, 
IP, HTTP and FTP. 

queue In a system, a set of jobs awaiting resources. In a 
network device such as a router, a collection of packets 
waiting to be processed or forwarded. Insufficient central 
processing unit ( CPU) speed, memory, o r interface speeds 
can contribute to long queues, and therefore, to delay on 
the network. 

real-time A levei o f compu ter responsiveness that an end user 
would deem as immediate o r fast enough to show 
incrementai changes of an externai process (for example, 
to present visualizations of the weather as it constantly 
changes). 

Request For Comments (RFC) The name of the document 
series regarding Internet design. Most RFCs define 
protocol specifications such as Telnet and FTP. RFCs are 
widely available online. 

RFC See Request For Comments (RFC). 

server A program that provides services to other programs 
in the same and other computers. 

Also a compu ter that performs file storage and application 
hosting as well as provides computing services to other 
devices and users on the network. Typically has one o r 
more central processing units ( CPUs), disks, interfaces, and 
storage partitions. 
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Simple Network Management Protocol [SNMP) The 
network management protocol used almost exclusively in 
data networks. A method for monitoring and controlling 
network devices, as well as managing configurations, 
statistics collection, performance, and security. 

SNMP Sec Simple Network Management Protocol (SNl'vlP). 

SNMP agent A program such as the SystemEDGE agent that 
conforms to a management information base (MIB) 
specification to collect information about managed devices 
and to take corrective action ( using SNMP traps) when 
appropriate. 

SystemEDGE agent Concord's SNMP agent that 
autonomously monitors system configuration, status, 
performance, users, applications, file systems, and other 
criticai resources. 

Systems Management MIB A set o f MIB (management 
information base) objects that extends the capabilities of 
the Host Resources MIB. It provides greater visibility into 
systems and specific information about Windows NT and 
UNIX systems. 

TCP /IP See Transmission Control Pro toco! (TCP) and 
"Internet Protocol (IP). 

threshold Sec performance threshold. 

Transmission Contrai Protocol [TCP) A connection-based 
protocol used along with the Internet Protocol (IP) to send 
data in the form of message units between computers over 
the Internet. While IP is responsible for the actual delivery 
o f the data, TCP is responsible for dividing data in to 
packets at the sending system and constructing the data 
message from individual packets at the receiving system. 

trap A message sent by an SNMP agent to a console or 
network management system (NMS) to indicate that a 
threshold has been reached or another user-defined 
condition has occurred. The SystemEDGE agent defines a 
number of traps for system and application management. 
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UDP Sec User Datagram Protocol (UDP). 

User Datagram Protocol (UDP) A communications 
protocol that uses Internet Protocol (IP) to send and 
receive data and is similar to Transmission Control 
Protocol (TCP), but provides fewer packet management 
serv1ces. 

variable A performance metric for an element. A 
characteristic or behavior upon which eHealth gathers 
data and evaluates the performance of the element. 
SystemEDGE agents can also monitor local variables to 
reduce network polls and increase scalability. 

Web See World Wide Web (Vv'"VvW, Web). 

workstation A powerful computer that is equipped with a 
fast processar, a large amount of random access memory, 
and other features such as high-speed graphical rendering 
that make it suitable for business users such as engineers, 
graphic designers, and architects. 

World Wide Web (WWW, Web) All of the resources on 
the Internet that use Hypertext Transfer Protocol (HTTP). 
Users of the Web access information through browser 
software. 
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Audience 

This guide explains how to install, license, and configure eHealth 
Service Response Release 1.2 Patchlevel 2. This release of eHealth 
Service Response supports the monitoring of common Internet 
applications on the following operating systems: 

• Solaris 2.x and later 

• HP-UX lO.xand ll.x 

• IRIX 6.x 

• AIX 4.2 and later 

• Microsoft Windows 4.0, Windows 2000, and Windows XP 

• Red Hat Linux 6.0 and later 

This release of eHealth Service Response supports eHealth 
SystemEDGE Release 4.0 Patchlevel 3 and later. 

This guide is intended for the person who is installing and 
configuring eHealth Service Response to monitor the response time 
and availability of criticai Internet applications. To use this guide, 
you must have a basic familiarity with the SystemEDGE agent, the 
Internet applications you are monitoring, and your host's operating 
system environment. 

~~~AA~ 
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8 • Preface 

About This Guide 
This section describes the changes and enhancernents that have 
been rnade since the last release of this guide. It also includes 
the docurnentation conventions used in this guide. 

Revision lnformation 
Since Release 1.2 Patchlevell, this guide has been updated to 
use a new docurnentation ternplate and to include a glossary. 

Documentation Conventions 
Table 1 lists the conventions used in this docurnent. 

Table 1. Documentation Conventions (Page 1 of 2) 

Convention Description 

File or Directory Name File or directory names. 

c ode System, code, or operating system 
command line examples. 

emphasis Emphasis and guide titles. 

ente r Text that you must type exactly as 
shown. 

Na me Text that defines menus, fields in 
dialog boxes, or keyboard keys. 

NewTerm A new term, that is, one that is being 
introduced. 

Variable Variable values that you substitute. 

~ A sequence of menus or menu 
options. For example, File ----7 Exit 
means "Choose Exit from the File 
menu. " 

n 5 - Ci~ · 
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Table 1. Documentation Conventions (Page 2 of 2) 

Convention Description 

NOTE Important information, tips, o r other 
noteworthy details. 

CAUTION 
Information that helps you avoid 
data corruption or system failures. 

WARNING Information that helps you avoid 
physical danger. 

Customer Support 

If you need any assistance with eHealth Service Response, 
contact Customer Support at the following: 

Phone: (888) 832-4340 

(508) 303-4300 

Fax: 

E-mail: 

Web site: 

Professional Services 

(508) 303-4343 

support@concord.com 

http:/ /www.concord.com 

If you need any assistance with customizing eHealth Service 
Response, contact Professional Services at the following: 

Phone: (800) 851-8725 (Choose option 7) 

Fax: (508) 486-4555 

E-mail: 

Web site: 

proserv@concord.com 

http:/ /www.concord.com 
CPMI _· CORREIOS 
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lntroducing eHealth Service Response 
eHealth Service Response is a plug-in to the SystemEDGE agent 
that monitors the response and availability of criticai network 
services. Through the Service Response plug-in, the 
SystemEDGE agent performs real, active test transactions to 
measure response time and track availability for the following 
Internet applications from a user's perspective: 

• Domain Name System (DNS) 

• File Transfer Protocol (FTP) 

• Hypertext Transfer Protocol (HTTP) 

• Secure HTTP (HTTPS) 

• Packet Inter-Network Groper (PING) 

• Network News Transfer Protocol (NNTP) 

• Post Office Protocol version 3 (POP3) 

• Simple Mail Transfer Protocol (SMTP) 

• Transmission Control Protocol connections 
(TCPConnect) 

eHealth Service Response also enables you to define your own 
service tests through custom scripts and programs. Y ou can 
perform these measurements from any system within the 
enterprise network. 

CPMI - CORREIOS 
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Using eHealth Service Response 
eHealth Service Response provides the flexibility you need to 
monitor service delivery. Y ou can use eHealth Service Response 
to monitor ali criticai applications on a single system or to 
monitor a particular service or application across a group of 
systems. Y ou can also modify Service Response tests in real time 
so that you always get the information you need. 

The SystemEDGE agent provides configuration and reporting 
for the Service Response module through Simple Network 
Management Protocol (SNMP). Its self-monitoring and 
autonomous management capabilities work with the data that 
eHealth Service Response gathers. 

Y ou can configure eHealth Service Response and the 
SystemEDGE agent to do the following: 

• Monitor the response times o f various W eb servers and 
send a warning when the servers become unavailable. 

• Warn you o f response slowdowns o r unavailable 
applications. 

• Test site access and issue an alarm if it detects a service 
disruption. 

eHea/th Service Response User Guide 
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Performance Criteria Measured by eHealth 13 

Performance Criteria Measured by eHealth Service 
Response 

Table 2 shows the performance criteria that eHealth Service 
Response measures and rep0rts-for services. 

-- -~ r 

Table 2. Performance Criteria for Each Service 

Criterion Description 

A vailability Percentage o f successful service requests. 

Name Lookup Time Time required to resolve the server name for the service to a network 
address. eHealth Service response provides values for Last Sample, Mean, 
Minimum, Maximum, and Sample Variance. 

Connection Time Time required to connect to the server providing this service. eHealth 
Service response provides values for Last Sample, Mean, Minimum, 
Maximum, and Sample Variance. 

Transaction Time Time required to perform the requested transaction, after the connection 
is established. For example, this value could be the amount o f time required 
to download the Web page or check the mail status. eHealth Service 
response provides values for Last Sample, Mean, Minimum, Maximum, 
and Sample Variance. 

Total Response Time Total time required for the given service to correctly respond to the request. 
This value is simply the sum of the other three measurements: Name 
Lookup Time, Connection Time and Transaction Time. eHealth Service 
response provides values for Last Sample, Mean, Minimum, Maximum, 
and Sample Variance. 

CPMI 
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Configuration Options 
eHealth Service Response allows you to configure service 
measurement mechanisms to best meet the needs o f your 
network environment. Table 3 shows the options that you can 
specify for each measurement entry. 

Table 3. Configuration Options for Each Measurement Entry 

Option 

Target Host 

Timeout 

Sample Interval 

Samples Per Interval 

Sample Window 

Oescription 

Host that provides the service to be tested. 

Time (in seconds) to wait before canceling the service request. 

Interval at which to perform the sample operation. For example, set this value 
to 60 to instruct Service Response to query the DNS server every 60 seconds. 

Number of samples to take at each interval. For example, set this option to 3 
to instruct Service Response to PING the server three times in succession at 
each interval. 

Time (in seconds) over which to make the statistics calculations. Service 
Response calculates the statistics over a sliding window o f the most samples. 
For example, set this value to 600 to instruct Service Response to use all 
samples it took during the past 10 minutes to calculate the results. 

For severa! of the services, eHealth Service Response requires 
additional configuration information to complete the sample 
transactions. Table 4 shows the additional information that is 
required for each service. 

Table 4. lnformation Required for Each Service [Page 1 of 2) 

Service Additional lnformation Required 

HTTP Target URL [proxy host] [username:user password:pass] 

HTTPS Target URL [proxy host] [ username:user password:pass] 

SMTP None 

POP3 User name and password for valid POP user 

eHea/th Service Response User Guide CPMI · CORREIOS 
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Table 4. lnformation Required for Each Service [Page 2 of 2) 

Service Additional lnformation Required 

DNS Internet name to lookup 

NNTP None 

FTP User name and password for valid FTP user 

PING Packet size 

TCPCONNECT Port number 

CUSTOM Name of script to run for each sample 

Using eHealth Service Response with AdvantEDGE View 
Y ou can use eHealth Service Response with AdvantEDGE View 
to run queries for monitoring the response and availability of 
Internet applications. =-

To run an AdvantEDGE View Application query for . ~ 
Service Response: 

1. Select the target system or group from the System or 
Group list. 

2. Select Service Response from the Applications list. 

3. Click the Applications icon. 

AdvantEDGE View runs the query for the specified application 
on the system or group you selected. 

NDTE------------------------------------------­

If you run a query for a group of systems, AdvantEDGE 
View may request additional information before running 
the query. For more information, refer to the AdvantEDGE 
View Web Help. 

I 
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AdvantEDGE View displays the response time, service 
availability, and configuration details for all o f the services that 
are running on the system or group that you selected. Figure 1 
shows the Mean Service Response Times portion o f the 
AdvantEDGE View Service Response query. 

Mean Service Response Times 

(in mi 11 iseconds) 

1 www.avansys.com 

20 Maryville Technologies 

2000 Monitor amazon.com web response 

2005 Monitor yahoo.com web response 

Name Resolution 

3000 ONS test 

Connection 

o 500 1000 1500 2000 2500 3000 3500 4000 4500 5000 

Transaction~ 

Figure 1. Sample Portion of AdvantEDGE View Service 
Response Query 
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Throughout this guide, the term 
Windows NT encampasses 
Windows NT 4. O, Windows 
2000, and Windows XP. 

2 

This chapter describes how to install and license eHealth Service 
Response for UNIX and Windows NT systems. I f you are 
installing the software on a UNIX system, refer to "Installing 
eHealth Service Response on UNIX Systems." Ifyou are 
installing the software on a Windows NT system, refer to 
"Installing eHealth Service Response on \Vindows NT Systems" 
on page 2-18. 

Before installing eHealth Service Response, you must install, 
license, and configure the SystemEDGE agent Release 4.0 
Patchlevel 3 or later. For more information, refer to the ellealth 
SysternEDGE User Guide. 

lnstalling eHealth Service Response on UNIX Systems 
This section describes how to install eHealth Service Response 
on UNIX systems. 

lnstalling the Software 
eHealth Service Response for UNIX systems is distributed as a 
tar file named svcrsp.tar. 

To install the software: 

1. Log in as root by entering su and the root password at the 
command prompt. 
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1 8 • Chapter 2 lnstalling eHealth Service Response 

2. Verify that the plugins directory exists in the SystemEDGE 
agent distribution area. For most systems, the 
recommended directory is /opt/EMPsysedge/plugins. 
If that directory does not exist, verify that you have 
SystemEDGE agent Release 4.0 Patchlevel 3 or later 
installed, and then create the directory manually. 

3. Insert the CD containing the software distributions in to the 
CD-ROM drive and mount it on the partition ;cdrom. For 
mounting instructions, refer to your system 
documentation. For example, enter the following 
command for Solaris systems: 

mount -r -t hsfs /dev/srO /cdrom 

4. Change directory to the eHealth Service Response home 
directory, and load the files from the CD-ROM. For 
example, enter the following commands for Solaris 
systems: 

cd /opt/EMPsysedge/plugins 

tar xvof /cdrom/svcrsp/sol2/svcrsp.tar 

eHealth Service Response is now installed. 

5. Review the installed files. For more information, refer to 
"eHealth Service Response Files" on page 2-20. 

6. License eHealth Service Response. For more information, 
refer to "Licensing eHealth Service Response" on page 23 . 

lnstalling eHealth Service Response on Windows NT 
Systems 

This section describes how to install eHealth Service Response 
on Windows NT systems. 

lnstalling the Software 
eHealth Service Response for Windows NT is distributed as a 
self-extracting executable named svcrsp.exe. 

CPMI . CORREIOS 
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lnstalling eHealth Service Response on Windows NT 

To install eHealth Service Response: 

1. Log on to the Windows NT system as administra ter. 

2. Select Start -7 Programs -7 Command Prompt. 

3. Insert the CD-ROM that contains the Concord software 
distributions into the CD-ROM drive. 

Windows NT automatically mounts the drive using the 
CD-ROM drive's corresponding drive letter. The drive 
letter is specific to your system and depends on the number 
and types of disks attached to your system. Step 5 in this 
procedure uses D: as the CD-ROM drive. Modify that step 
if necessary to use the drive letter for your system's 
CD-ROM drive. 

4. Determine which directory you want to use as the 
installation directory for eHealth Service Response. I f the 
SystemEDGE agent is installed in C:\ sysedge, the 
recommended installation directory is C:\sysedge\plugins. 

5. Run the self-extracting executable by typing the following 
at the command prompt: 

D:\svcrsp\ntx86\svcrsp.exe -dir C:\sysedge\plugins 

where D: is the CD-ROM drive for your system, and 
c: \ sysedge \pl ugins is the installation directory. 

NOTE---------------------------------------­

The -dir option instructs the self-extracting executable 
to recreate the intended sub-directory hierarchy 
described throughout this guide. This command 
places the distribution in a svcrsp subdirectory 
within the specified target directory (for example, 
C:\ sysedge \ plugins \ svcrsp ). 

eHealth Service Response is now installed. 

6. Review the installed files. For more information, refer to 
''cHealth Servicc Response Files" on page 2-20. 

7. License eHealth Service Response. For more information, 
refer to ''Licensing eHealth Service Response" on page 23 . 

eHealth Service 
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20 • Chapter 2 lnstalling eHealth Service Response 

eHealth Service Response Files 
This section describes the files installed with eHealth Service 
Response. 

Files lnstalled for UNIX Systems 
Table 5 shows the files that the eHealth Service Response 
installation program installs on UNIX systems. 

Table 5. Files lnstalled on UNIX Systems 

File 

collector.exe 

svcrsp.asn 1 

svcrsp.cf.exam pie 

svcrsp.pdf 

svcrsp.so 

svcwatch 

svcwatch.1 

Description 

eHealth Service Response collector program. 

eHealth Service Response MIB specification. 

Sample configuration file for eHealth Service Response. 

eHealth Service Response User Cuide. 

Shared library module for eHe, ith Service Response. 

Configuration utility program for eHealth Service Response. 

Manual page that explains how to use the svcwatch utility. 

Files lnstalled for Windows NT Systems 
Table 6 shows the files that the eHealth Service Response 
installation program installs on Windows NT systems. 

Table 6. Files lnstalled on Windows NT Systems [Page 1 of 2) 

File Description 

collector.exe eHealth Service Response collector program. 

svcrsp.asn 1 eHealth Service Response MIB specification. 

svcrsp.dll Dynamic link library (DLL) module for eHealth Service Response. 

svcrsp.cf.example Sample configuration file for eHealth Service Response. 

eHealth Service Response User Guide 

1-e,~~~'l't'r'~ 

CPMI • CORREIOS 

- ~ o1184 
Fls . N .J'.=~· -=----

3 69 6 
Doe :~-=---



Configuring eHealth Service • 21 

Table 6. Files lnstalled on Windows NT Systems [Page 2 of 2) 

File 

svcrsp.pdf 

svcwatch.exe 

svcwatch. txt 

Description 

eHealth Service Response User Guide. 

Configuration utility program for eHealth Service Response. 

Text file that explains how to use the svcwatch utility. 

Files Created for UNIX and Windows NT Systems 
eHealth Service Response also creates two files while it is 
running. It creates these files in the directory that contains the 
executables and configuration files. Table 7 shows the files that 
eHealth Service Response creates. 

Table 7. Files Created for UNIX and Windows NT Systems 

File Name Description 

svcrsp.dat Shared data file used by the collector. 

svcrsp.lck Lock file for access control. 

Configuring eHealth Service Response Startup 
You must edit the sysedge.cf file to use the correct shared 
library file for your system and to enable the SystemEDGE 
agent to load eHealth Service Response. Y ou can use the 
sysedge_plugin keyword in the sysedge.cf configuration file to 
specify which plug-in modules the SystemEDGE agent willload 
at system initialization. By default, the SystemEDGE agent does 
not load any plug-ins at initialization, but you can edit the 
sysedge.cf file to configure the agent to load any plug-ins that 
you have installed. 

eHealth Service soens.rg Usegc. G,vide , 
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Table 8. sysedge.cf Entries 

Platform 

Solaris SPARC (32-bit) 

Solaris SPARC ( 64-bit) 

Windows NT, Windows 2000, o r 
Windows XP (x86) 

HPUX lü.x and ll.x 

Linux 

AIX 

IRIX 

The sysedge.cf file is located in your system directory by 
default; for example, it is located in the I etc/ sysedge.cf 
directory on UNIX systems and in the C:\winnt\system32 
directory on Windows NT systems. For more information 
about the sysedge.cf file, refer to the eHealth SystemEDGE User 
Guíde. 

NOTE-------------------------------------------

To configure the SystemEDGE agent to start eHealth 
Service Response, you must provide the complete 
pathname to the shared library file for your version of 
eHealth Service Response. The path depends on the 
location you selected when you installed eHealth Service 

. Response. 

Table 8 shows the recommended path names for the shared 
library file for each operating system. Add the command shown 
in the right column to your sysedge.cf file to instruct the 
SystemEDGE agent to load eHealth Service Response at system 
initialization. 

Recommended sysedge. cf Entry 

sysedge_pl ugi n 1 optl EMPsysedgel plugins l svcrspl svcrsp.so 

sysedge_plugin 1 optl EMPsysedgel plugins l svcrspl svcrsp- sparcv9.so 

sysedge_pl ugin \ sysedge\ plugins \ svcrsp \ svcrsp .dll 

sysedge_pl ugin I optl EMPsysedge l plugins l svcrsp I svcrsp.so 

sysedge_pl ugi n 1 optl EMPsysedge l pl ugins 1 svcrsp I svcrsp .so 

sysedge_plugin 1 usr I lpp I EMPsysedge l pl ugi ns I svcrsp I svcrsp .so 

sysedge_pl ugin I opt l EMPsysedge l pl ugins l svcrsp l svcrsp.so 

eHealth Service Response User Guide 
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Licensing eHealth Service Response 
Like the SystemEDGE agent, eHealth Service Response utilizes a 
host-based license method. Copies of eHealth Service Response 
can run only on systems that possessa valid license key. This 
license key is separate from the one used for the SystemEDGE 
agent. 

The first time that you attempt to start the SystemEDGE agent 
after installing eHealth Service Response, the agent displays a 
message stating that it could not find a valid license for eHealth 
Service Response. It then provides you with a public key that is 
used to generate a permanent license key for your host 
machine. 

A license key is composed o f four space-separated, 8-character 
sequences, totaling 32 characters. The sysedge.lic file contains 
the license for eHealth Service Response, as well as the 
SystemEDGE agent license and licenses for any eHealth 
application insight modules (AIMs) that you have installed. For 
an example, refer to the sample license file in "Sample License 
File" on page 30. 

Obtaining a License 
To obtain a license, you can do any o f the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use AdvantEDGE View to receive an SNMP license trap or 
to query and license the plug- in without a trap. For more 
information, refer to "Generating a License through 
"d cr1c··· c \ '' c 1) . " 1 7 J\ vantc .. _J c ' 1ew 1:.vent . rocessmg on page ~ or 
"Generating a License through Adva ntEDGE View Host 
Adm inistration" on page 29. 

• Send an e-mail request to licenses@concord.com and place 
the returned license key in the appropriate license file. 

. .CJ~MI - C0~1RJ),OS eHealth Serv1ce R e . pun,'S'& Use{ l (5~ 
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NOTE-------------------------------------­

Always include the user name in license requests that 
you send through e-mail. 

• Complete the online license form through the Internet, as 
described in the next section, "Generating the License 
through the \Veb-based License Form." 

For more information about licensing, refer to the ei-Iealth 
SystemEDGE User Guíde. 

Generating the License through the 
Web-based License Form 

This section describes how to generate the license using the 
Web-based license form. 

NOTE-----------------------------------------­

If you are using an evaluation copy o f eHealth Service 
Response, you must request a temporary license that will 
enable it to operate during the evaluation period. 

To generate a license for eHealth Service Response: 

1. Start the SystemEDGE agent. 

Do the following for UNIX systems: 

a. Log in as root. 

b. Change directory (cd) to jopt /EMPsysedge. 

c. Enter the following: 

. /bin/ sysedge -b 

Do the following for Windows NT systems: 

a. Log in as administrator. 

b. Open a command prompt window, and enter the 
following: 

C:\sysedge\setup -1 

eHealth Service Response User Guide 
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The SystemEDGE agent displays a message indicating that 
you need a license for the eHealth Service Response module 
on this system. It displays a message similar to the 
following: 

SysternEDGE Version 4.0 Patchlevel 3 

Copyright 2001 by Concord Cornrnunications, Inc. 

Please contact Concord Cornrnunications, Inc. to obtain a license 

http: //www.concord.com / support, Ernail: license@concord.corn 

Provide this: svcrsp pluto SunOS 5.8 8035b1f8f643ab43 1.2 Patchlevel 2 

2. Using a Web browser, go to the licensing Web site at 
http:/ /license.concord.com, and select the Create License 
option that matches your use o f the module: 

• Create SystemEDGE/AdvantEDGE Eval License (if 
you are evaluating the module orare a Concord partner 
o r reseller) 

• Create SystemEDGE Outsource License (if you are 
outsourcing the module) 

• Create SystemEDGE/AdvantEDGE License (ifyou 
have purchased the module) 

NOTE-------------------------------------­

You must specify a user name and password to access 
the license form. 

I f you do not have Web access, fill out the license request 
form, ;config/license.txt (available as part ofthe eHealth 
Service Response installation), with the complete string 
generated by the SystemEDGE agent, and e-mail the 
completed form to licenses@concord.com. 

3. Fill out the license form, entering the information that was 
printed by the SystemEDGE agent. You must supply the 
following information: 

• Name 

• E-mail address 

eHealth Service Re 
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• Software version number ( 1.2 in the example on 
page 25) 

• Patchlevel (2 in the example on page 25) 

• System name (pluto in the example on page 25) 

• Operating system name (SunOS in the example on 
page 25) 

• Operating system version (5.8 in the example on 
page 25) 

• System identifier (8035blf8f643ab43 in the example 
on page 25) 

NOTE---------------------------------------

Select the option for eHealth Service Response from the 
product list on the licensing form. 

After you submit the license request form, the Concord 
Web server generates a license and displays it on your 
Web browser. It also e-mails the license to the contact 
person in your organization. 

4. Copy the license into the sysedge.lic file (located in /etc or 
C:\winnt\system32), and save that file. 

5. Restart the SystemEDGE agent. 

For UNIX systems, enter the following: 

./bin/sysedge - b 

For Windows NT systems, stop and start the Windows NT 
Master agent by entering the following: 

C:\net stop snmp 

C:\net start snmp 

eHealth Service Response is now licensed and ready to use. 

l-e1~~~'\+'f~l 
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Generating a License through AdvantEDGE View 
Event Processing 

In arder to use AdvantEDGE View event processing to license 
eHealth Service Response, your system must meet the following 
requirements: 

• Y ou must be using SystemEDGE Release 4.0 Patchlevel 3 o r 
later with AdvantEDGE View. 

• Y ou must configure the SystemEDGE agent to send SNMP 
traps to AdvantEDGE View. For more information, refer to 
the section on configuring the SystemEDGE agent in the 
eHealth SystemEDGE User Guide. 

• Y ou must configure the SystemEDGE agent with a 
read-write community so that AdvantEDGE View can issue 
an SNMP Set to transmit the license key to it.-For more 
information, refer to the section on configuring the 
SystemEDGE agent in the eHealth SystemEDGE User Guide. 

• Y our AdvantEDGE View system must have access to the 
Internet, either directly or through a Web proxy. 

• The AdvantEDGE View user who is generating the license 
must have either write or admin permissions. 

To generate a license through AdvantEDGE View: 

1. Start the SystemEDGE agent with eHealth Service Response 
in unlicensed mode. SystemEDGE sends a license trap to 
AdvantEDGE View for that module. 

2. Start AdvantEDGE View, and click the Events icon to 
display the Event Processing screen. 

AdvantEDGE View displays a license trap for the system 
that requires a license. 

3. Click the index number for that system to view the Trap 
Details form for License Software to display the 
AdvantEDGE View Software Licensing form. 

eHealth Service R ~pe- Lf6e-R~{l~ 
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4. Complete the licensing form, and click Get License. 

eHealth Service Response User Guide 

Software Ucensing, System SystemNome 

U.semame 

Pa:s.sword 

Name 

Company 

Email 

Pbone 

Cu.stomeriD 

License Type 

License Duralion 

I use~ 

I AdvantEDGE View Us se~ 

I Compan~ 
I user@company.conf 

1555.555 555~ 

II666 

Perman~nt -A I 
• NIA v 3 month• '-" 6 month• v 9 month• v 12 
month~ 
(Only opplicable if le.,ing licen>e) 

End-u.ser Company I I 
( Only opplicable i f le .. ing licen•e) 

r····-······--·..,.-
1 Get licensel · Clearl 

NOTE--------------------------------------
1[ you have configured AdvantEDGE View preferences, 
AdvantEDGE View fills in ali o f the information 
( except password) on this form. 

AdvantEDGE View contacts the Web-based licehse server, 
obtains a license for eHealth Service Response, and issues 
an SNMP Set to the target SystemEDGE agent to inform it 
of the new software license key. 

R03 r 1
9 él31~oorerq -
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Generating a License through AdvantEDGE View 
Host Administration 

Y ou can also license systems through AdvantEDGE View Host 
Administration. 

To access Host Administration: 

1. Start AdvantEDGE View, and click the Administration 
icon. AdvantEDGE View displays the Administration page. 

'\•J 2. Click the Host Administration icon. AdvantEDGE View 
\ _.:; displays the host list. 

SystemEDGE Host Configuraüon 

ReadiWrite Commturity IDIIIIIIIII r·--·--·----.. -------.. ------·--·-- r1s·r· f2-·--··---· :2·----
!mailserver ;: ............................. ,. ....... · ... ·· .... ..... .. ............ . ...... iú5T .. f6 .................. ::3 ........ ........ ! 
; ::::=:::::::::--·~·-·-··· ,--·-:····-·---·-·-· ~- ·······-····-··-·- ·-· -· · ···-··--·- ·- · -· -· ·- ~--·· -·-· ~·-:- ·-··-·-·-·-··· ; ·-·-·-····-·- l 
jnethealth jpublic i !J 61 i3 !3 1 
ii11c.iien1 · ················ ipüii.iic ··············· ~ - ··· · ····· ····· ·········· ............................. iú3T .. [6 .. ................ i3 ... ··········· • 
intserver·-·····-·-- ipüblic ................ r-·-····-····-···--·-·-·····-·-·-····-·-····· iúi'i .... [3' .................. !2--·-··-·-· 
iüiii·x·ciiii.ii'i············· ipüiiiic:· .. ··········r ······················-·-························· ii s·i···rs ................. !3 .............. .. 
iün·i~-;~rver·-·-···· iP"übi\C ................. ['·-·-·-·-·-··-·-·-····-·-·--··-·-·--·- fisT· [3--··-·-·--·· !3·--·-·-·-
!;;:;ii12i<.ciie.ni" ......... !pü.iiii·;;··· .... ········ , ........................................................... !ú3T .. rs·······-·········· 13 ............... . 
:;;:;;;:;;;:; ........................ iP~b,;;;··-·-·-· -··· r---··-·-·-·-··--·-·-·····-·---............... ii.sT .. ts·--·-··-·-·- i3 __ ......... . -- I Ad d New Hostj 

3. Click the name o f the system that you want to license from 
the System Name column. AdvantEDGE View displays 
the Modify Host form. 

eHealth Service Re Pcf,Mé CJs&PfJB,fAPS 
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Modlfy Host avlew: 

Communitv: 

Read!Write 
Community: 

Port: 

Timeout: 

Retries: 

I .-p.-ub-li-c. --------- Read community string for use with 
.... this host 

r----------- ReadNVrite community string for use 

1161 

ls 

with this host 
UDP Port to use with this host (e .g. 
161 or 1691) 

Timeout value (in seconds) to use with 
this host (e .g. 3) 

Number of times to retry an operation 
on this host (e .g. 3) 

UpdateHost License HosVSoftwe.re Delete Host I 

4. Click License Host/Software to display the licensing 
form. 

5. Select the product you want to license from the Product 
list, and then click License Software. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for the software, and issues an SNMP Set 
to the target SystemEDGE agent, informing it o f the new 
software license key. 

Sample License File 
The following is a sample SystemEDGE agent license file. A 
pound character (#) in column 1 indicates that the entire line is 
a comment. 

# license file for SystemEDGE Agent 
# Concord Commu nications , Inc . 
# http : //www .conco r d.com 
# 

# f il e / etc / sysedge.li c or %SystemRoot%\system32\ sysedge . lic 
# A valid license key has four parts of 8 characters per part 
# par t s are s eparated b y spa ce(s) with one li cense key per line 

# sysedge j upi t er so l 2 5 . 8 8 07 cb1da00 7cb1da 4 .1 PL 1 

e1331 1d3 OF2a7cb1 abC51 2dc f F8C9 23a 

# svcrsp pluto SunOS 5. 8 8 07cb1da00 7cb1da 1 . 2 PL 2 

a79 43 fde 098a87ij a4ki u f39 a f afEkj4 

~~~~,~~r 
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This chapter explains how to configure and use eHealth Service 
Response. 

The Service Response Table 
eHealth Service Response is implemented as an SNMP table in 
the Systems Management MIB. The Service Response table 
provides information about each of the services that the 
SystemEDGE agent is currently monitoring. Each row o f the 
table represents a single monitored service. Y ou can specify as 
many service monitor entries (rows) as necessary for your 
Service Response implementation. For each entry, the table 
provides information such as the service being monitored, 
specific arguments (for example, the URL to query), how often 
the agent checks the service, and the measurement results. 

In addition to the Service Response table, eHealth Service 
Response provides two additional MIB objects: 

• svcRsp Version, which reports the eHealth Service Response 
version information. 

• svcRspPID, which reports the process identifier o f the 
eHealth Service Response collector process. 

CPMI · CORREIOS 1 

1195 Fls . N° ____ _ 

.. 
o\i:. :....._ _ ___ _ 



32 • Chapter 3 Configuring eHealth Service Response 

Ali MIB objects that are related to eHealth Service Response 
exist at object identifier (OID) branch 1.3.6.1.4.1.546.16.6 in the 
Systems Management MIB. The MIB is defined in the 
svcrsp.asn 1 file, which is installed as parto f the eHealth Service 
Response installation. Table 9 shows the columns of the Service 
Response table. 

Table 9. Service Response Table (Page 1 of 5) 

MIB Object Permissions 

svcRspTableindex Read-Only 

svcRspTableDescr Read-Only 

svcRspTableSvc Read-Write 

eHealth Service Response User Guide 

Description 

An integer ( 1 through MAXINT) that indicates 
the row index for this entry. 

A textual description o f the row entry. This field is 
entirely for the user and is not interpreted by the 
software. 

An integer that indicates the type of service to be 
sampled. The following are possible values: 

. NNTP(l) 

. DNS(2) 

. POP3(3) 

. HTTP(4) 

. FTP(S) 

. SMTP(6) 

. PING(7) 

. TCPCONNECT(8) 

. CUSTOM(9) 

. HTTPS(lO) 

Additional values will be defined in the future as 
new services are implemented. 

~---- - - . 
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Table 9. Service Response Table (Page 2 of 5) 

MIB Object Permissions 

svcRspTableArgs Read-Write 

svcRspTableinterval Read-Write 

svcRspTableSamplesPerinterval Read-Write 

svcRspTableTimeout Read-Write 

The Service • 33 

Description 

A quoted string (O through 128 characters) that 
specifies the service-specific arguments that the 
module uses for measuring purposes. The 
following are examples of service arguments: 

• DNS - dns-server hostname 

• HTTP - Target URL [proxy 
host] [username:user password:pass] 

• HTTPS - Target URL [proxy 
host] [ username:user password:pass] 

• FTP - ftp-server username passwd 

• POP3 - pop3-server username passwd 

• NNTP- nntp-server 

• SMTP - smtp-server 

• PING- target-host [size] 

• TCPCONNECT- target-host port-number 

• CUSTOM- script-name 

An integer value (30 through MAXINT) that 
indicates how often (in seconds) the agent should 
measure the service response. For example, the 
value 30 instructs the agent to sample theservice 
every 30 seconds. This value must be a multiple of 
30 seconds 

An integer value ( 1 through MAXINT) that 
indicates the number o f times that the agent 
should perform the sample query at each interval. 
For example, you can specify 3 to perform a PING 
measurement three times each interval. 

An integer value ( 1 through MAXINT) that 
indicates the time (in seconds) that this 
measurement should wait for a response. A 
sample that does not return within the timeout 
value is recorded as "unavailable" for the purposes 
o f the availability measurement. 

1\\...10 fi UJ/LUU;J ·v i ~· 

eHealth Service R~hse C/61fim~~ 

Fls. N° 11 9 7 
'.6~ 3696 
Doe: --- ---



34 • Chapter 3 Configuring eHealth Service Response 

Table 9. Service Response Table (Page 3 of 5) 

MIB Object Permissions 

svcRspTableStatsWindow Read-Write 

svcRspTableStatus Read-Write 

svcRspTableLastUpdate Read-Only 

svcRspTableNumSamples Read-Only 

svcRspTableTotalLastSample Read-Only 

svcRspTableTota!Min Read-Only 

svcRspTableTotalMax Read-Only 

eHealth Service Response User Guide 

Description 

j , I ..._ 

\ ~\~ \ . . -i ' (J. 
, . L . ~ 

An integer value ( 1 through MAXINT) that 
indicates the time in seconds to be used in the 
statistical calculations. For instance, a value of 
1800 specifies that the agent will calculate all 
statistical results (for example, mean and 
availability) over the last 30 minutes. 

Row status; one o f the following values: 

. active 

. notlnService 

. notReady 

. createAndGo 

. createAndWait 

These values are identical in meaning to the 
SNMPv2 SMI RowStatus textual convention. 
Normally, a row is either active or notlnService. 

Time (based on sysUpTime) at which the agent 
last sampled this service. A value ofü indicates 
that this service has not yet been sampled. 

Total number o f samples that the agent has taken 
for this response time entry since the row was 
initialized. 

Last recorded total response time (in 
milliseconds) for this service. A value o f O 
indicates that the last sample failed to respond 
within the given timeout. 

Smallest successful total response time (in 
milliseconds) for this service during the current 
measurement window. 

Largest successful total response time (in 
milliseconds) for this service during the current 
measurement window. 

l=aiF'I'e"~~~'ô'5~-~'l--l 
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Table 9. Service Response Table [Page 4 of 5) 

MIB Object Permissions Description 

svcRspTableTotalMean Read-Only Sample mean of the successful total response 
times (in milliseconds) for this service during the 
current measurement window. 

svcRspTableTotalVariance Read-Only Sample variance o f the successful total response 
times (in milliseconds) for this service during the 
current measurement window. 

svcRspTableTotalAvailability Read-Only Percentage of the total response measurement 
attempts that were successful during the current 
measurement window. 

svcRspTableNameLastSample Read-Only Last recorded name lookup time (in milliseconds) 
for this service. A value o f O indicates that the last 
sample failed to respond within the given 
timeout. 

svcRspTableNameMin Read-Only Smallest successful name lookup time (in 
milliseconds) for this service during the current 
measurement window. 

svcRsp TableN ame Max Read-Only Largest successful name lookup time (in 
milliseconds) for this service during the current 
measurement window. 

svcRspTableN ameMean Read-Only Sample mean o f the successful na me lookup times 
(in milliseconds) for this service during the 
current measurement window. 

svcRspTableNameVariance Read-Only Sample variance o f the successful na me lookup 
times (in milliseconds) for this service during the 
current measurement window. 

svcRspTableConnLastSample Read-Only Last recorded connection time (in milliseconds) 
for this service. A value o f O in di cates that the last 
sample failed to respond within the given 
timeout. 

svcRspTableConnMin Read-Only Smallest successful connection time (in 
milliseconds) for this service during the current 
measurement window. 

eHealth Service Re 
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Table 9. Service Response Table [Page 5 of 5) 

MIB Object Permissions Description 

svcRspTableConnMax Read-Only Largest successful connection time (in 
milliseconds) for this service during the current 
measurement window. 

svcRspTableConnMean Read-Only Sample mean o f the successful connection times 
(in milliseconds) for this service during the 
current measurement window. 

svcRspTableConn Variance Read-Only Sample variance o f the successful connection 
times (in milliseconds) for this service during the 
current measurement window. 

svcRspTableTranLastSample Read-Only Last recorded transaction time (in milliseconds) 
for this service. A value o f O in di cates that the last 
sample failed to respond within the given 
timeout. 

svcRspTableTranMin Read-Only Smallest successful transaction time (in 
milliseconds) for this service during the current 
measurement window. 

svcRspTableTranMax Read-Only Largest successful transaction time (in 
milliseconds) for this service during the current 
measurement window. 

svcRspTableTranMean Read-Only Sample mean of the successful transaction times 
(in milliseconds) for this service during the 
current measurement window. 

svcRspTableTran Variance Read-Only Sample variance o f the successful transaction 
times (in milliseconds) for this service during the 
current measurement window. 

~l"'rE!""""'"'~~·cr·~. """""--~ 
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Sample Entry in the Service Response Table 
The following shows a sample entry in the Service Response 
table for monitoring the HTTP service. 

Arguments Interval SamplesPerlnterval Timeout StatsWindow Status 

"http:/ /www.empire.com" 60 10 3600 ACTIVE(l) 

The entry is the 10th row in the table, and its purpose isto 
monitor the HTTP service by retrieving the Web page that is 
located at http:/ /www.empire.com. The agent performs this 
query once every 60 seconds with a timeout of 10 seconds. The 
value of 3600 in the statistics window column indicates that the 
agent uses only the last 3600 seconds (or 1 hour) of samples to 
calcula te statistical results. The current status o f this row is 
active. 

Assigning Entry Rows for the Service Response Table 
The svcRspTableindex column is the row index of the Service 
Response table, and it acts as a key field to distinguish rows in 
the table. You may choose, as a matter oflocal policy, to reserve 
a block o f rows to be used solely for system administration. By 
reserving a block o f rows, you can define a consistent set o f 
conditions (row entries) to be monitored across ali systems 
such that the same condition is defined in the same row 
number on each of the systems. For example, you might use 
row 11 (svcRspTableindex = 11) to define an entry for 
monitoring the DNS service throughout the enterprise. You can 
then distribute this configuration to every system so that they 
ali use row 11 to measure the DNS service. 

To reserve a block of rows: 

1. Decide on a block o f rows that you want to reserve for your 
use in the Service Response table. 

eHealth Service Re 

3695 
Doe: ------



38 • Chapter 3 Configuring eHealth Service Response 

2. Define a set of row entries (services to be measured) in the 
svcrsp.cf configuration file (in the block o f rows you 
decided to reserve). For more information, refer to the next 
section, ''Configuring the Service Response Table." 

3. Distribute the svcrsp.cf configuration file to all systems on 
which eHealth Service Response is installed. 

4. Require end users to avoid your block of rows when 
defining their own Service Response table entries. 

Configuring the Service Response Table 
Y ou can control the services that eHealth Service Response 
monitors by adding, deleting, or modifying entries in the 
Service Response table. 

Y ou can configure the Service Response table in one o f the 
following ways: 

• Dynamically. Use SNMP commands from a management 
station to modify the table. For more information, refer to 
the next section, "Dynamic Configuration During 
Operation." For information about how to use the 
SystemEDGE agent svcwatch utility to dynamically 
configure the agent to monitor MIB variables, refer to 
"Using the svnvatch Utility" on page 52. 

• At start-up initialization. Specify the process attributes to 
monitor through the svcrsp.cf configuration file. For more 
information, refer to "Initial Configuration During 
S U. ,, . "}9 tart- p on page J • 

• Through AdvantEDGE View configuration. For more 
information, refer to the AdvantEDGE View Web Help. 

Dynamic Configuration During Operation 
You can use your network management system (NMS) to issue 
SNMP SetRequest messages to the agent to modify the entries 
in the Service Response table. The agent uses the SNMPv2 SMI 
Row-Status textual convention for creating, deleting, and 
modifying rows in the table. 
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Configuring the Service Re 

Each time the Service Response table is successfully modified, 
the agent updates the svcrsp.cf file to record the changes so that 
when the agent is restarted, it starts up with the same Service 
Response table configuration as it had when it was stopped. 

NOTE -----------------------------------------­

Service Response table entries are saved to the svcrsp.cf 
configuration file so that any changes made during the 
operation of the agent are preserved across agent and 
system restarts. You can edit the svcrsp.cffile onlywhen the 
SystemEDGE agent is not running. 

lnitial Configuration During Start-Up 
On start-up, eHealth Service Response reads the svcrsp.cf file. 
Y ou can use this file to specify the services that you want the 
agent to measure. I f you are configuring several systems to 
measure services throughout an enterprise, you can create a 
single svcrsp.cf file and distribute that file to all of your systems. 

The Service Response configuration file consists of a series of 
entries that are delimited by brackets ( { } ). Within each entry, 
fields exist on separate lines. The format for an entry is as 
follows: 

Index 

Description 

Service 

Arguments 

Interval 

SamplesPerinterval 

Timeout 

Window Size 

SNMP Row Status 

1-e~~f'RI''ffi'A'S-:-ett:-i 
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Table 10 describes each field of an entry in the svcrsp.cf file . 

Table 1 O. Configuration File Entries 

Entry Description 

Index Row (index) o f the Service Response table for this entry. Each row in the 
Service Response table is uniquely identified by an index number. 

Description Quoted string o f up to 128 characters that describes the entry. 

Service N ame o f the service to be tested. Currently one o f the following: 

~ · 
. NNTP 

. DNS 

. POP3 

. HTTP 

. HTTPS 

. FTP 

. SMTP 

. PING 

. TCPCONNECT 

. CUSTOM 

Arguments Quoted string o f up to 128 characters that contains the service-specific 
parameters. 

Interval Measurement interval in seconds. This value must be a multiple of 30. 

SamplesPerinterval Number of samples to be taken at each interval. 

Timeout Sample timeout in seconds. 

Window Size Time window in seconds to use for calculating statistical results. 

Row Status SNMP row status for this row. Values of active or notlnService are 
recommended. 
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Sample Entries for the svcrsp. cf Configuration File 
This section contains several examples for using eHealth Service 
Response to monitor services through entries in the svcrsp.cf 
file. 

Measuring Web Server Response (HTTP) 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to access the main Web 
page at www.cnn.com. 

6 

"Test CNN Web Server" 

HTTP 

"http: I /www. cnn. com/" 

60 

1 

20 

300 

active 

The entry is created as row 6 in the Service Response table. The 
agent tests the service once every 60 seconds and waits up to 20 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes). This entry is active. 
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Measuring Web Server Response by Proxy 
(HTTP) 

The following entry instructs eHealth Service Response to 
monitor the amount oftime required to access the main Web 
page at www.weather.com. In this case, the testing system does 
not access the site directly; instead, it uses the Web proxy host 
myproxy that is running on port 8080. 

6 

"Test Weather Channel Server Via Proxy" 

HTTP 

"http://www.weather.com/ myproxy:8080" 

60 

1 

20 

300 

active 

The entry is created as row 6 in the Service Response table. The 
agents tests the service once every 60 seconds and waits up to 20 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes). This entry is active. 
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Measuring Secure Web Server Response 
(HTTPS) 

• 43 

The following entry instructs eHealth Service Response to 
monitor the amount of time required to access the main Web 
page at charge.mycredit. 

"Test Secure Web Server" 

"https: // charge.rnycredit / cornrnit.exe usernarne:ernpire password:tech" 

60 

1 

20 

300 

active 

The entry is created as row 12 in the Service Response table. The 
agent tests the service once every 60 seconds and waits up to 20 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes). This entry is active. 
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Measuring Domain Name Service Response 
(DNS) 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to resolve the IP address 
for www.cnn.com using the name server at 194.13.12.92. In this 
case, the agent is testing the response time for lookups at host 
194.13.12.92. In your environment, use the IP address ofyour 
local DNS server. The actual name that is being resolved is not 
the most criticai parameter. 

11 

"Test DNS Lookup" 

DNS 

"194.13.12.92 www.cnn.com" 

300 

1 

10 

86400 

active 

The entry is created as row 11 in the Service Response table. The 
agent tests the service once every 300 seconds (5 minutes) and 
waits up to 10 seconds for a successful response. The agent 
calculates statistics over the last 86,400 seconds (1 day). This 
entry is active. 
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Measuring Sendmail Response (SMTP) 
The following entry instructs eHealth Service Response to 
monitor the amount of time required to connect to the SMTP 
service on host mailserver.yourdomain and to perform a null 
transaction. This test is a good measure o f the baseline time that 
is required to senda mail message. 

7 

"Test Sendmail Response" 

SMTP 

"mailserver.yourdomain" 

60 

1 

10 

300 

active 

The entry is created as row 7 in the Service Response table. The 
agent tests the service once every 60 seconds and waits up to 10 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes). This configuration works 
well if you are using a polling station to sample the mean and 
availability values for this entry. This entry is active. 
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Measuring Post Office Protocol Service 
Response (POP) 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to log in to and test the 
status of the POP mail service at host popserver.yourdomain. 
The username poptest and password popl23 must be a valid 
username-password combination for a POP user on this server. 
Any valid account works, and the sample query does not affect 
the contents o f the mailbox. 

5 

"Test POPmail Response" 

POP3 

"popserver.yourdomain poptest pop123" 

300 

1 

10 

21600 

active 

The entry is created as row 5 in the Service Response table. The 
agent tests the service once every 300 seconds (5 minutes) and 
waits up to 1 O seconds for a successful response. The agent 
calculates statistics o ver the last 21,600 seconds ( 6 hours). This 
entry is active. 

r-------- ·--·. -·, 
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Measuring Network News Service Response 
(NNTP) 

The following entry instructs eHealth Service Response to 
monitor the amount of time required to connect to the NNTP 
service at host news.yourdomain and to perform a simple 
transaction. 

1 

"Test Net News Response" 

NNTP 

"news.yourdornain" 

3600 

1 

10 

86400 

active 

The entry is created as row 1 in the Service Response table. The 
agent tests the service once every 3600 seconds ( 1 hour) and 
waits up to 10 seconds for a successful response. The agent 
calculates statistics over the last 86,400 seconds (1 day). This 
entry is active. 
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Measuring File Transfer Service Response (FTP) 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to log in to and test the 
status of the FTP service at host ftpserver.yourdomain. The 
username ftptest and password ftp 123 must be a valid 
username-password combination for an FTP user on this 
server. Any valid account works. 

2 

"Test FTP Service Response" 

FTP 

"ftpserver.yourdomain ftptest ftp123" 

3600 

1 

10 

604800 

active 

The entry is created as row 2 in the Service Response table. The 
agent tests the service once every 3600 seconds ( 1 hour) and 
waits up to 10 seconds for a successful response. The agent 
calculates statistics over the last 604,800 seconds (1 week). This 
entry is active. 
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Measuring Network Reachability (PING) 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to perform a 
network-level ping ofhost server.yourdomain. This test is an 
excellent way to determine whether the system is up and 
network connectivity exists. 

3 

"Test PING Response" 

PING 

"server.yourdornain" 

60 

3 

5 

86400 

active 

The entry is created as row 3 in the Service Response table. The 
agent tests the service 3 times every 60 seconds (1 minute) and 
waits up to 5 seconds for a successful response. The agent 
calculates statistics over the last 86,400 seconds (1 day). This 
entry is active. 
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Measuring TCP Service Connections 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to connect to port 2049 
on host server.yourdomain. This tes is an excellent way to 
determine whether the service is up and network connectivity 
exists. 

9 

"Test TCP Connection" 

TCPCONNECT 

"nfsserver.yourdomain 2049" 

60 

1 

5 

600 

active 

The entry is created as row 9 in the Service Response table. The 
agent tests the service once every 60 seconds (1 minute) and 
waits up to 5 seconds for a successful response. The agent 
calculates statistics over the last 600 seconds (lO minutes). This 
entry is active. 
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Measuring Custam Services 
The following entry causes eHealth Service Response to execute 
the /local/bin/custom-response script and to use the output as 
the response time values for this custam service. 

99 

"Test Custom Service" 

CUS TOM 

"/local/bin/custom-response" 

120 

1 

20 

3600 

active 

The entry is created as row 99 in the Service Response table. The 
agent test the service once every 120 seconds (2 minutes) and 
waits up to 20 seconds for a successful response. The agent 
calculates statistics over the last 3600 seconds (1 hour). This 
entry is active. 

Y ou can create a custam script to perform any desired test o r 
operation. Y ou can write the script as a binary executable o r in a 
scripting language such as UNIX shell o r Perl. Custam response 
modules work very much like SystemEDGE agent extension 
objects. For more information, refer to the section on extension 
objects in the eHenlth SystemEDGE User Guide. 

eHealth Service Response expects the custam script to provide a 
single line of output with three values followed by a line feed. It 
interprets the values as the name lookup time, connection time, 
and transaction time. The script must report ali times in 
milliseconds. 

eHealth Service R 
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Using the svcwatch Utility 
svcwatch is a command-line utility that automatically 
configures eHealth Service Response to monitor the service that 
you specify. Y ou identify the service, arguments, measurement 
interval, timeout, and statistics window, and the svcwatch 
utility issues an SNMP SetRequest to create the appropriate 
entry in the target Service Response table. 

Use svcwatch as follows: 

svcwatch hostname[:port][,timeout] community command 

Table 11 describes the svcwatch arguments. 

Table 11. svcwatch Arguments 

Argument 

hostname[:port][,timeout] 

community 

command 

eHealth Service Response User Guide 

Description 

Specifies the hostname or IP address (in dotted quad notation) 
o f the system that contains the agent and MIB object to be 
monitored. Ifthe agent is running on an alternative UDP port 
(for example, 1691), specify that port number along with the 
hostname/address with a colon-separator. In addition, you can 
specify an optional SNMP timeout value (in seconds) using a 
command -separa to r. 

Specifies the community string that svcwatch uses in its SNMP 
requests to the agent. Beca use svcwatch uses SNMP SetRequests, 
the community string must provide read-write access to the 
target agent. 

Specifies the command and associated arguments. Supported 
commands include the following: 

oid- for monitoring an object 

filesystem - for monitoring a file system 

list- for listing the current entries 

setstatus- for setting the status of an entry 

delete- for deleting an entry 

For more information about these commands, refer to the next 
section, ''svcwatch Command Arguments." 
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svcwatch Command Arguments 

These are the svcwatch commands and associated arguments: 

• add index "descr" service "arguments" interval 

samples timeout window 

• setstatus index status 

• delete index 

• list 

• vers10n 

Table 12 describes the svcwatch arguments that are associated 
with the svcwatch commands. 

Table 12. svcwatch Arguments Associated with Commands (Page 1 of 2) 

Argument 

index 

"descr" 

service 

"argumen ts" 

in terval 

Description 

Specifies the row (index) o f the Service Response table for this entry. 

Describes the rows in a quoted string of up to 128 characters. 

Specifies the service to monitor. One o f the following: 

• HTTP 

• HTTPS 

• FTP 

• NNTP 

• DNS 

• SMTP 

• POP3 

• PING 

• TCPCONNECT 

• CUSTOM 

Specifies the service-specific arguments in a quoted string o f up to 128 characters. 

Specifies an integer value (30 to MAXINT) that indicates how often (in seconds) the 
service should be performed tested. This value must be a multiple of 30 seconds. 

,--- ·---· - ··- - . " 
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Table 12. svcwatch Arguments Associated with Commands (Page 2 of 2) 

Argument 

samples 

status 

timeout 

window 

Description 

Specifies an integer value ( 1 to MAXINT) that indicates how many times the agent 
should monitor the service at each interval. 

Row status; one of the following: 

. active- Activates a table row . 

. notlnService- Deactivates but preserves a row . 

. destroy- Deletes a row . 

Specifies the time in seconds to wait for the service (in an integer value). 

Specifies the time window of samples to include in statistical calculations. 

svcwatch Example 
Enter the following to create an entry, at index 11 in the Service 
Response table, that tests the network reachability to the 
pingtarget system: 

svcwatch 143.45.0.12 private add 11 "Test PING" PING 
"pingtarget" 120 1 10 3600 

Removing Service Response Entries 
To stop the sampling of a particular service, you must remove 
the appropriate entry from the Service Response table. There 
are two options for removing these table entries: 

• Manually removing the entry from the svcrsp.cf file 

• Dynamically removing the entry with the svcwatch utility 

Manually Removing an Entry 
Y ou can remove an entry from the Service Response table by 
removing the entry from the svcrsp.cf configuration file . 

eHealth Service Response User Guide 
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Removing Service Resp 5 

NOTE ------------------------------------------­

Before you edit the svcrsp.cf file, you must stop the 
SystemEDGE agent. 

To remove an entry from the svcrsp. cf file: 

1. Stop the SystemEDGE agent. For more information, refer 
to the eHeolth SystemE'DGE User Guide. 

2. Edit the file svcrsp.cf. Locate and remove the entry you 
want to delete. Remove the entire entry, including the 
bracket characters ( { and } ) . 

3. Save the svcrsp.cf file. 

4. Restart the SystemEDGE agent. 

Dynamically Removing an Entry 
To dynamically remove an entry from the Service Response 
table, use the svcwatch utility. The following example deletes 
row 14 from the Service Response table on the 143.45.0.12 
system. Enter the following to remove that row from memory 
and from the svcrsp.cf file. 

svcwatch 143.45.0.12 private delete 14 

In some cases, it may not be possible to use the svcwatch utility 
to delete entries. For example, if you have configured the 
SystemEDGE agent to prevent SNMP SET operations, the 
svcwatch utility does not work. In this situation, you need to 
remove the Service Response entry from the table manually. For 
more information, refer to "ivlanually Re moving an Entry'' on 

page 54. - ---·--- _ 
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Using SystemEDGE Self-Monitoring to Monitor Service 
Response Metrics 

This section describes how to use SystemEDGE threshold 
monitoring and history collection to monitor service-response 
metrics. In addition to using the svcrsp.cf file to add monitoring 
entries to the Service Response table, you can add entries 
directly to the SystemEDGE agent configuration file, 
sysedge.cf. 

Each o f the following examples presents a row number in the 
5000 range; select a row number for your configuration that 
conforms to local policies. The metrics used in these examples 
were chosen for illustrative purposes only; you may choose to 
measure other metrics. Y ou may also choose to use other 
thresholds, numbers of samples, and intervals between samples. 
Use values that make sense for your environment. 

NOTE------------------------------------------­

Enter the commands throughout this section as one line. 
Do not use a carriage return to match the formatting shown 
here. 

Using SystemEDGE Threshold Monitoring 
This section provides examples for using SystemEDGE 
threshold monitoring to monitor Service Response metrics. 
Enter the following examples into the sysedge.cf file to instruct 
the agent to perform the monitoring they describe. For more 
information about SystemEDGE threshold monitoring, refer to 
the eHealth SystemEDGE User Guide. 

There are nearly 30 useful values recorded for each Service 
Response entry. The most common values are the Mean 
Response Time (svcRspTableTotalMean) and Mean Availability 
(svcRspTableTotalAvailability). Other values also provide 
interesting real-time monitoring solutions. For example, you 
can monitor the variance (svcRspTableTotalVariance) to watch 
for periods o f large variation in response. 

-----~·-··-
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~0-~' 
Sending a Trap when a Service Fails to 
Respond 
To configure the agent to senda trap when a service fails to 
respond, you must monitor the svcRspTableTotalLastSample 
MIB variable. This value records the last sampled response time 
(in milliseconds) for this service entry. I f the last test failed, the 
value is zero. 

If, for example, you have created a Web server 
response-monitoring entry at row index 100 of the Service 
Response table, and this entry tests the server every 60 seconds, 
set up a SystemEDGE self-monitoring entry to watch the 
samples for that row and senda trap if the value is zero. To do 
so, enter the following in sysedge.cf: 

monitor oid svcRspTableTotalAvailability.100 5001 OxO 60 
absolute =O 'Web Server Down' .~, 

Sending a Trap when a Response Sample is 
Greater than 7000 
To senda trap if any response sample is greater than 7000, enter 
the following in sysedge.cf: 

monitor oid svcRspTableTotalLastSample.100 5002 OxO 60 absolute 
> 7000 'Web Server Too Slow' '' 

Sending a Trap when the Mean Response Time 
is Greater than 5000 

To send a trap when the mean response time is greater than 
5000, enter the following in sysedge.cf: 

monitor oid svcRspTableTotalMean.100 10 OxO 60 absolute > 5000 
'Web Server Too Slow On Average' '' 

ô~ - C~ -
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Sending a Trap when a New Maximum Value 
Appears 

To send a trap whenever a new maximum value appears, 
regardless o f the value, enter the following in sysedge.cf: 

monitor oid svcRspTableTotalMax.lOO 10 OxO 60 delta > O 'New 
Maximum Web Server Response' '' 

Using SystemEDGE History Collection 
This section outlines the use o f SystemEDGE history collection 
to track the value of important Service Response metrics over 
time. For more information about SystemEDGE history 
collection, refer to the eH.ealth SystemEDGE User Guide. 

Collecting History on Mean Response Time 
To collect historical data on the mean service response time, 
you must gather history on the svcRspTableTotalMean MIB 
variable. This value records the mean over the sample window 
for this service entry. 

For example, if you have created a Web server 
response-monitoring entry at row index 100 of the Service 
Response table, and this entry tests the server every 60 seconds, 
you can set up a SystemEDGE History table entry to record the 
samples for that row. To doso, enter the following command in 
sysedge.cf: 

emphistory 5002 60 svcRspTableTotalMean.lOO 400 'Web Response 
History' 

Collecting History on Connect Time 

Enter this command to collect history on the connect time: 

ernphistory 5002 60 svcRspTableConnMean.lOO 400 'Web Connection 
History' 

eHealth Service Response User Guide 
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Abstract Notation One (ASN.1) A language that describes 
data types independent of computer structures and 
representations. For more information refer to ISO 
International Standard 8824. 

access list A list of devices or IP addresses that can use a 
router, device, or application for particular services. 

AdvantEDGE View A Web-based management interface for 
use with the SystemEDGE agent that enables an 
administrator to use a Web browser to manage systems 
and applications. 

agent In network management, a program that provides 
information from a management information base (MIB) 
for SNMP agents. eHealth or a network management 
system (NMS) use the information about managed devices 
and take corrective action when appropriate. 

American Standard Code for lnformation lnterchange 
(ASCII) The most common format for character 

representation in computers and the Internet. Characters 
fit into a single byte. It was developed by the American 
National Standards Institute (ANSI) . 
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application A program that performs a specific function for 
one or more users or for another application program. 
Types of applications include communication programs, 
management programs, word processors, databases, and 
drawing programs. 

ASCII See American Standard Code for Information 
I nterchange (ASCII). 

ASN.1 See Abstract Notation One (ASN.l). 

availability The percentage o f time that an element is 
operational during the report period. 

bandwidth The throughput of a communications line 
usually measured in megabits per second (Mbps). Also 
refers to the difference between the highest and lowest 
frequencies in a communications channel, expressed in 
units ofhertz (Hz), or cycles per second. 

baseline A levei of performance that is considered normal, 
average, o r typical over a period o f time such as a day, 
week, or month. Compare current performance metrics 
against baseline data to identify trends in performance 
leveis and service delivery. 

buffer A temporary storage area for data. Often 
implemented as holding areas between the backplane and 
an interface; data remains in the buffer until it can be 
transmitted on the interface or processed by the central 
processing unit (CPU). 

capacity A measurement of the volume that an element can 
support. For interfaces, this is the bandwidth that can be 
carried. For hard disks, this is the disk size or the amount 
o f information that can be stored on the disks. 

central processing unit (CPU) The component within a 
device that performs the instruction execution for the 
applications and programs that run on the device. Also 
referred to as a processar or microprocessor. 
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client A computer system, usually a desktop computer or 
laptop, that presents data directly to a user and accepts 
input. They drive the computing process, supporting local 
processing and accessing remote servers as needed for data 
access and analysis. 

Also refers to the application software residing on a 
machine that is used by an end user. 

client process The client-side part of a distributed 
application. 

connect time The total time that a user is connected to a 
network. 

CPU See central processing unit (CPU). 

delay The time required for a packet or frame to travei from 
the sending station (source) to the receiving station 
( destination) . 

DHCP See Dynamic Host Configuration Protocol 

disk thrashing A condition that results when a server 
performs high disk input /output (I/O) operations-reads 
and writes to the disk-without producing actual work. 
Often occurs when a server performs excessive paging and 
swapping dueto physical memory limitations. 

DNS See domain name system (DNS ). 

domain name system [DNS) The system that locates and 
translates Internet domain names such as concord.com 
into Internet Protocol (IP) addresses. A DNS server is 
typically a device that translates domain names to IP 
addresses within your network. 

Dynamic Host Configuration Protocol A protocol that 
enables dynamic allocation o f IP addresses so that they can 
be reused. 

eHealth AIM See eH ealth applicat io n insigbt module. 

CPMI · CORREIOS 
eHealth Service R sponse User Guide 

Fls~ N°-h12 5 
3696 

Doe: ------



62 • Glossary 

eHealth application insight module A plug-in 
(supplementary program) that extends the functionality of 
the SystemEDGE agent. AIMs add the capability to 
manage application-specific events, processes, thresholds, 
and health. 

event An occurrence on a system that typically results in a 
message, such as an SNMP trap, being sent to a configured 
management system. Common events include system 
failures, system reboots, exceeded thresholds, or any 
user-configurable situation that the user wants to identify. 

fault tolerance A mechanism that protects networks and 
devices against downtime due to system failure. Fault 
tolerant solutions typically rely on redundancy in 
hardware and mirroring of applications and data. 

file cache A block of memory that holds frequently o r 
recently used data. A system can read those blocks at 
memory speed rather than the slower disk access speed. 

File Transfer Protocol (FTP) A means for uploading and 
downloading files on the Internet ( the oldest Internet 
protocol for retrieving files). You can use an FTP client 
application to request files from or transfer files to an FTP 
server. 

filter A set of selection criteria used to focus a report on the 
desired data. 

FTP See File Transfcr Protocol (FTP). 

Gbps An acronym representing gigabits per second, a 
common measurement of data transfer rates. One Gbps is 
equivalent to 109 bits per second. 

group A collection of monitored elements. Typically, groups 
are used to organize elements by geographic location, 
department, market segment, vendor, or customer. Users 
can enter localized text for group names. 

group list A set of one or more groups. Users can enter 
localized text for group list names. 
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Host Resources MIB A MIB (management information 
base) that defines a set of objects that are useful for the 
management ofhost computers. For example, it defines 
host storage areas, devices, and file systems. This MIB is 
defined in RFC 1514. 

hostname The name for an individual IP (Internet Protocol) 
address on a computer. While many computers have only 
one hostname, some machines, such as network servers 
have multiple hostnames. 

HTML See Hypertext Markup Language (HTML) . 

HTIP See Hypertext Transfer Protocol (HTTP). 

Hypertext Markup Language (HTML) A programmatic 
language used for controlling the way that text and images 
appear when a file is displayed on the World Wide Web. 

Hypertext Transfer Protocol (HTIP) An application 
protocol that defines the set of rules for exchanging files 
(text, graphics, multimedia, and other files) on the World 
WideWeb. 

Hertz (Hz) A unit of frequency of one cycle per second that 
measures the change in the state of an alternating current, 
sound wave, or other cyclical wave form. 

1/0 See input/output (I/0 ). 

ICMP See Internet Control Message Protocol (ICMP l. 
<-· 

lnformation Technology (IT) A widely-used term to describe 
ali o f the technologies used for creating, exchanging, 
managing, and using information in various forms. 

input/output (1/0) Any operation, program, or device that 
transfers data to or from a computer. 

lntegrated Services Digital Network (ISDN) A 
high-speed carrier service offered by telecommunications 
compames. 

Internet Contrai Message Protocol (ICMP) A protocol 
between a server and a gateway to the Internet. 

' · 
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internet infrastructure The applications, systems, and 
networks that a company uses to run its business, for both 
internai use and for interfaces to the outside world. 

Internet Protocol (IP) The method (o r protocol) by which 
packets o f information are sent across the Internet. IP 
defines addressing, error handling, routing, and option 
codes for data transmission. IP requires no continuing 
connection between the endpoints that are 
communicating. 

Internet Service Provider (ISP) A company that provides 
individuais and companies with access to the Internet. ISPs 
also provide related services such as Web site building and 

. virtual hosting. 

IP See Internet Protocol (IP). 

ISDN See Integrated Services Digital Network (ISDN). 

ISP See Internet Servjce Provider. 

IT See Information Technology (IT). 

LAN See local area network (LAN). 

latency A measure of delay, often network delay. Depending 
on the type of element, eHealth reports can show two types 
oflatency: round-trip latency, which is the length of time 
in milliseconds for a ping packet to travei from the eHealth 
system to a polled element and back. Alternate latency, 
which is the length o f time in milliseconds for a ping 
packet to travei from a network resource (the alternate 
latency source) such as a router to other criticai network 
resources such as routers and servers ( the alterna te latency 
partner). 

local area network (LAN) A shared communication 
medium that connects computers and devices over a 
limited area. The area limitations of a LAN usually result 
from the electrical signallimits of the medi um. 
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management information base (MIB) A formal 
description o f a set o f network objects that can be managed 
using Simple Network Management Protocol (SNMP). 

MB Megabytes. 

Mbits Megabits. 

MBps An acronym representing megabytes per second. 

Mbps An acronym representing megabits per second, a 
common measurement of data transfer rates. 

MIB See managernent information base (1\lliB). 

MIB Translation File (MTF) A file that normalizes the data 
collected from standard and proprietary SNMP (Simple 
Network Management Protocol) agents. eHealth uses an 
MTF to translate MIB variables into its own variables. 
Each MTF consists o f the associated MIB and its filename, 
an agent for the element type, and a set of statements that 
map MIB variables to the appropriate eHealth database 
column. 

mirroring A process by which datais duplicated on separate 
disk systems to provide faster access and fault tolerance in 
the event of a disk failure. 

MTF See Iv11B Translation File (MTF). 

network A collection of computers, printers, routers, 
switches, and other devices that are able to communicate 
using a common transmission media such as TCP/IP. 

network management system (NMS) An application 
program usually residing on a cornputer that manages at 
least part of a network, including systems and applications. 
The NMS communicates with agents to monitor network 
statistics and resources, contrai network device 
configuration, and analyze network problems. See also 
agent. 
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Network News Transfer Protocol [NNTP) The 
predominant protocol used by computers for managing 
messages posted on Usenet newsgroups. 

network operations center [NOC) The place where 
network administrators manage a telecommunications 
network or networks. lt usually contains visualizations of 
the networks and workstations that are used to distribute 
software, troubleshoot problems, and monitor 
performance. 

network time The time spent establishing network 
connections to complete a transaction. 

NMS See network management system (NMS). 

NNTP See Network News Transfer Protocoi (NN1'P). 

object identifier [010) a unique identifier of a managed 
object in a MIB hierarchy. See also management 
information base (MIB). 

010 See object identifier (OID). 

operating system [OS) The program that manages all other 
programs (applications or application programs) on a 
compu ter. Provides the following services: determining the 
order in which each application runs and the time allotted 
for that application, managing the sharing of internai 
memory among multiple applications and handling input 
to and output from attached hardware devices. 

operational support system [OSS) A network 
management system (NMS) with a specific focus such as 
provisioning services or alarm surveillance. 

OS Scc operating sys tem (OS) . 

OSS See operat ional suppo rt system ( OSS) . 
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packet A logical unit of data routed between an origin anda 
destination on the Internet or any other packet-switched 
network. On the Internet, the Transmission Control 
Protocol (TCP) layer ofTCP/IP divides a file into packets 
of manageable size for routing. 

page In computers that utilize virtual memory, a unit of data 
storage. Systems transfer pages of data from disk storage to 
memory and back again. 

On the World Wide Web, a file written using Hypertext 
Markup Language (HTML) that specifies how text, images, 
and other multimedia will be presented to the user. A Web 
site delivers information to the user one page at a time. 

part1t1on A logical division of a hard disk on a PC that is 
created so that each partition can have a different 
operating system or can be used for different purposes (for 
example, file management or multiple users). 

path In networking, a path is a route from one location to 
another in a network. 

PC See personal computer (PC). 

personal computer (PC) A computer designed for 
individual use. Prior to the PC, computers were designed 
to be used by many individuais and system resources were 
shared by all. A PC often refers to a compu ter with an Intel 
microprocessor architecture and an operating system such 
as Microsoft DOS or Windows. 

ping An Internet echo message used to confirm the 
reachability of a network device. An abbreviation for 
Packet Internet or Inter-Network Groper. 

port The physical (hardware) connection on a device that 
connects the device to a network. 

process Typically, an instance of a program or application 
that is running on a server. Applications can have one or 
more associated processes. 

...--- --···· ·--
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process set A collection of one or more processes that 
relate to a specific application. Using eHealth- System 
At-a-Glance reports, you can obtain information about the 
impact and performance of process sets running on 
systems that have Concord SystemEDGE agents. 

protocol The set o f rules by which the endpoints in a 
telecommunication connection communicate. The 
protocol defines the packet format o f the transmitted 
information. On the Internet, common protocols are TCP, 
IP, HTTP and FTP. 

queue In a system, a set of jobs awaiting resources. In a 
network device such as a router, a collection of packets 
waiting to be processed or forwarded. Insufficient central 
processing unit (CPU) speed, memory, or interface speeds 
can contribute to long queues, and therefore, to delay on 
the network. 

RAIO See Redundant Array of lnexpensive Disks (RAID). 

RAS See remate access server (RAS). 

real time A levei of compu ter responsiveness that an end user 
would deem as immediate or fast enough to show 
incrementai changes of an externai process (for example, 
to present visualizations o f the weather as it constantly 
changes). 

Redundant Array of lnexpensive Oisks (RAIO) A 
technology that merges severa! inexpensive disks into a 
single large disk to increase speed, capacity, and reliability. 
The RAID controller manipulates disks to share the work 
on file reads and writes for large files or to perform 
multiple simultaneous reads or writes for small files . 

remate access server (RAS] A device that provides 
remate users with dial-up access to a network. RAS devices 
usually contain modem or Integrated Services Digital 
Network (ISDN) cards that provide the connection 
serv1ces. 
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remate network monitoring [RMON) A type of device that 
collects nine kinds of network management information, 
including packets sent, bytes sent, packets dropped, 
statistics by host, by conversations between two sets of 
addresses, and certain kinds of events that have occurred. 
A probe is an example of an RMON device. 

Request For Comments [RFC) The name of the document 
series regarding Internet design. Most RFCs define 
protocol specifications such as Telnet and FTP. RFCs are 
widely available online. 

RFC See Request For Commcnts (RFC). 

RMON See remate network monitoring (RMON). 

RMON2 A type of device that collects network management 
information as specified in the latest version o f the MIB 
(management information base) specification, RMON, 
version 2. For more information, refer to RFC 2021, a 
document widely available on the Internet. 

router A device that connects networks. Routers learn the 
addresses o f the network points that send data by reading 
the address information in the data frames. Hardware 
vendors often use the terms router and switch 
interchangeably. 

routing The process of finding paths through a network to a 
destination. 

server A program that provides services to other programs 
in the same and other computers. Also, a computer that 
performs file storage and application hosting as well as 
provides computing services to other devices and users on 
the network. Typically has one or more central processing 
units (CPUs), disks, interfaces, and storage partitions. 

server process A server-side part of a distributed 
application. 
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server time The amount o f time that a server requires to 
process a transaction. I t is calculated by determining 
network time and subtracting it from remote time. 

server type The kind of server process associated with a 
particular server request protocol. 

Simple Network Management Protocol (SNMP) The 
network management protocol used almost exclusively in 
data networks. A method for monitoring and controlling 
network devices, as well as managing configurations, 
statistics collection, performance, and security. 

SNMP See Simple Network Management Protocol (SNMP). 

SNMP agent A program such as the SystemEDGE agent that 
conforms to a management information base (MIB) 
specification to collect information about managed devices 
and to take corrective action ( using SNMP traps) when 
appropriate. 

speed The capacity (bandwidth) of an interface in bits per 
second (bps). 

swapping The process in which a computer moves entire 
programs in and out o f random access memory to and 
from auxiliary storage (swap partition or pagefile). 

SystemEDGE agent Concord's SNMP agent that 
autonomously monitors system configuration, status, 
performance, users, applications, file systems, and other 
criticai resources. 

Systems Management MIB A set o f MIB (management 
information base) objects that extends the capabilities of 
the Host Resources MIB. lt provides greater visibility into 
systems and specific information about Windows NT and 
UNIX systems. 

TCP /IP See Transm ission Control Protocol (TCP ) and 
"Internet Protocol (IP). 

throughput The rate of data transfer on an interface over 
time. 
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Transmission Contrai Protocol (TCP) A connection-based 
protocol used along with the Internet Protocol (IP) to send 
data in the form of message units between computers over 
the Internet. While IP is responsible for the actual delivery 
of the data, TCP is responsible for dividing data in to 
packets at the sending system and constructing the data 
message from individual packets at the receiving system. 

trap A message sent by an SNMP agent to a console or 
network management system (NMS) to indicate that a 
threshold has been reached or another user-defined 
condition has occurred. The SystemEDGE agent defines a 
number o f traps for system and application management. 

Trivial File Transfer Protocol (TFTP) An Internet utility 
that uses User Datagram Protocol (UDP) instead of 
Transmission Control Protocol (TCP) to transfer files. 
TFTP is simpler than FTP, but does not support user 
authentication and directory visibility. 

UDP See User Datagram Protocol (UDP). 

User Datagram Protocol [UDP) A communications 
protocol that uses Internet Protocol (IP) to send and 
receive data and is similar to Transmission Control 
Protocol (TCP), but provides fewer packet management 
serv1ces. 

variable A performance metric for an element. A 
characteristic or behavior upon which eHealth gathers data 
and evaluates the performance of the element. The 
SystemEDGE agents can also monitor local variables to 
reduce network polls and increase scalability. 

variance A statistical term that indicates how closely most of 
the data points differ from the average o f the data points. 

WAN See wid e arca net\,vork CWAN) . 

Web Sec World \Vide Web ( \VW\V, We b). 

wide area network (WAN) A network that interconnects 
multiple systems or networks over unlimited distances. 
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workstation A powerful compu ter that is equipped with a 
fast processar, a large amount of random access memory, 
and other features such as high-speed graphical rendering 
that make it suitable for business users such as engineers, 
graphic designers, and architects. 

World Wide Web [WWW, Web) All o f the resources on 
the Internet that use Hypertext Transfer Protocol (HTTP). 
Users ofthe Web access information through browser 
software. 
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About This Guide 

The AdvantEDGE for Microsoft SQL Server User Guide provides instructions for 
installing and using AdvantEDGE for Microsoft SQL Server. This guide is 
intended for the person responsible for installing and configuring 
AdvantEDGE for Microsoft SQL Server. This guide supports AdvantEDGE 
for Microsoft SQL Server Release 1.0 and later and the SystemEDGE agent 
Release 4.0, Patchlevel 3 and later. 

To use AdvantEDGE for Microsoft SQL Server, you should have a basic 
understanding of the Microsoft SQL Server application, the Concord 
SystemEDGE agent, Simple Network Management Protocol (SNMP), the 
Host Resources management information base (MIB), and your host's 
operating systems environment. For more information, refer to Microsoft 
documentation and the SystemEDGE Agent User Guide. 

How This Guide ls Organized 
This guide is organized as follows: 

• Chapter 1, "Introduction," provides an overview of AdvantEDGE for 
Microsoft SQL Server and its capabilities for monitoring Microsoft SQL 
Server. 

• Chapter 2, "Installing AdvantEDGE for Microsoft SQL Server," explains 
how to install and configure the Concord AdvantEDGE for Microsoft SQL 
Server software on a host system. 

• Chapter 3, "Using the AdvantEDGE for Microsoft SQL Server MIB," 
describes the information that is available through the Concord 
AdvantEDGE for Microsoft SQL Server MIB. 

• Chapter 4, "Using AdvantEDGE for Microsoft SQL Server," explains how 
to configure and use Concord's AdvantEDGE for Microsoft SQL Server in 
your host environment. --·---· -· 
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Conventions in This Guide 
The following paragraph shows a sample command. Throughout this guide, 
commands are formatted this way to distinguish them from other 
information. Dueto space limitations in this guide, some commands wrap 
from one line to the next. Disregard these line breaks and enter each 
command on one line. Otherwise, your command syntax will be incorrect. 

watch process procAlive 'sqlservr' 5000 OxO 
30 'Microsoft SQL Server' '' 

You must enter the command on one line, as shown here: 

watch process procAlive 'sqlservr' 5000 OxO 30 'Microsoft SQL Server' '' 

c 
Contact lnformation 

vi 

If you need any assistance with the SystemEDGE agent or the AdvantEDGE 
for Microsoft SQL Server Point module, contact Customer Support, using one 
of the following methods: 

Phone: (888) 832-4340 (for calls from the USA and Canada) 
(508) 303-4300 (for calls from other countries) 

Fax: (508) 303-4343 

Email: 

Web site: 

support@concord.com 

http:/ /www.concord.com 

AdvnntEDGE for Microsoft SQL Server User Cuide 
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Introduction 

This chapter provides an overview of the purpose and features of 
AdvantEDGE for Microsoft SQL Server. 

lntroducing AdvantEDGE for Microsoft SQL Server 
AdvantEDGE for Microsoft SQL Server is a plug-in for the SystemEDGE 
agent that brings the intelligent self-management capabilities of the 
SystemEDGE agent to the application levei. You can configure this plug-in to 
monitor the Microsoft SQL Server processes and features that are relevant to 
your organization. You can also configure it to alert you to any potential 
issues with the application or the system on which it is running before those 
issues become problems. 

AdvantEDGE for Microsoft SQL Server makes important information about 
Microsoft SQL Server available to network management software through the 
SystemEDGE agent and Simple Network Management Protocol (SNMP). It 
can provide information at the system, application, and database leveis. 

AdvantEDGE for Microsoft SQL Server enables you to monitor the health and 
availability of Microsoft SQL Server running on the Windows NT or 
Windows 2000 operating system. It must be installed on every SQL Server 
system that needs to be monitored. For more information, refer to Chapter 2, 
"Installing AdvantEDGE for Microsoft SQL Server." 

NOTE 

This document is not intended as a manual on how to install, administer, 
or use Microsoft SQL Server. For assistance, refer to Microsoft 
documentation. 
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Purpose of AdvantEDGE for Microsoft SQL Server 
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At its best, an instance of Microsoft SQL Server can process queries from 
thousands of concurrent users who connect over a network. It can support 
data warehouses or data marts that process complex queries required to 
discover trends and analyze criticai factors in enterprise activity. 

Despite advances in the design of database management systems in the last 
ten years, issues remain that frequently impact the health and availability of 
Microsoft SQL Server. 

These issues include the following: 

• Performance tuning, which involves trade-offs between resources for 
queries and resources for indexing colurnns 

• Table locking, which can prevent users frorn being able to update records 

• Tuning the rnaximurn size of transaction logs to ensure that records can 
be updated 

The purpose of AdvantEDGE for Microsoft SQL Server is to provide you with 
the tools and inforrnation necessary for rnonitoring the health and availability 
of Microsoft SQL Server. 

Functionality of AdvantEDGE for Microsoft SOL 
Serve r 

AdvantEDGE for Microsoft SQL Server accomplishes its purpose depending 
on the way it is deployed. It can operate with any SNMP-cornpliant 
rnanagernent software such as Concord's eHealth suite of products, 
AdvantEDGE View, HP OpenView, and others. 

Using AdvantEDGE for Microsoft SQL Server 
As a plug-in for the SystemEDGE agent, AdvantEDGE for Microsoft SQL 
Server works to closely rnanage the Microsoft SQL Server application. Right 
out-of-the-box, it provides real-time fault detection and is capable of 
correcting problems without hurnan intervention. 

CPMI - CORREIOS 
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icrosoft SQL Server 

Using AdvantEDGE for Microsoft SQL Server with 
eHealth 

When teamed with the eHealth product suite, AdvantEDGE for Microsoft 
SQL Server and the SystemEDGE agent provide the historical data for 
long-term trending analysis and capacity planning. 

With eHealth- Application Assessment, you can run At-a-Glance, Trend, 
Top N, and MyHealth reports for the following types of variables: 

• Amount of central processing unit (CPU), memory, and disk space the 
Microsoft SQL Server application is using 

• Size of the Microsoft SQL Server configuration and database logs 

• Transaction log size and percentage of transaction log space used 

• Frequency of hits within Microsoft SQL Server caches 

For more information about the variables that you can monitor and the 
reports that you can run when you integrate AdvantEDGE for Microsoft SQL 
Server with eHealth, refer to the eHealth Web Help. 

Using AdvantEDGE for Microsoft SQL Server with Live 
Health 

In a deployment with Live Health, AdvantEDGE for Microsoft SQL Server 
and the SystemEDGE agent provide the data for real-time detection of faults, 
potential outages, and delays associated with Microsoft SQL Server database 
activity. Unlike other real-time monitoring solutions and network 
management systems, Live Health applies intelligent algorithms to the data, 
resulting in precise assessments of application health and database 
performance. For more information about how Live Health can detect 
brownouts and service delays across applications, systems, and networks, 
refer to the Live Health Web Help. 
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Installing AdvantEDGE for 
Microsoft SQL Serve.r 

This chapter explains how to install, configure, and license the AdvantEDGE 
for Microsoft SQL Server Point module. 

NOTE --------~------------------------------------------­

For the most current information about installing AdvantEDGE for 
Microsoft SQL Server, refer to the release notes (relnotes.txt) on the 
installation CD-ROM. 

lnstallation Requirements 
Before you install AdvantEDGE for Microsoft SQL Server, you must first 
install, license, and configure the SystemEDGE agent Release 4.0, Patchlevel3 
or later. For more information, refer to the SystemEDGE Agent User Guide. 
Also, your system must be running Microsoft SQL Server 7.0 or Microsoft 
SQL Server 2000 on Windows NT 4.0 or later. For more information, refer to 
the Microsoft documentation. 

lnstalling the Software 
AdvantEDGE for Microsoft SQL Server is distributed as a self-extracting 
executable named sqlmod.exe. 

To install it: 

1. Locate the SQL Server system that you need to mo.lw~.......e-T'r"t"+'>ftf'!~~-=~ 

2. Log on to the system as the administrator. 

3. Click Start. 

4. Select Programs ---7 Command Prompt. 

CP-MI- . CORREIOS 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT SQL SERVER 
lnstalling the Software 

• • • • • • • • • • • • • • • • • • • • • • 

2-2 

5. Insert the CD-ROM containing the Concord software distributions in to the 
CD-ROM drive. 

Windows NT automatically mounts the drive using the CD-ROM drive's 
corresponding drive letter. 

NOTE 

The particular drive letter is specific to your system and depends on 
the number and types of disks attached to your system. 

6. Determine the directory that you want to use as the installation directory 
for AdvantEDGE for Microsoft SQL Server. If the SystemEDGE agent is 
installed at C: \sysedge, you should use C: \sysedge \plugins. 

7. Run the self-extracting executable by entering the following at the 
command prompt: 

D:\sqlmod\ntx86\sqlmod.exe -dir C:\sysedge\plugins 

where D is the CD-ROM drive foryoursystem,and c: \sysedge\plugins 

is the installation directory. 

NOTE --------------------------------------------------­

The -dir option is important because it instructs the self-extracting 
executable to recreate the intended subdirectory hierarchy used 
throughout this manual. 

The executable then places the distribution in an sqlmod subdirectory 
within the specified target directory (for example, 
C: \sysedge \plugins \sqlmod). 

NOTE ------------------------------------------------------­

You cannot execute sqlmod.exe directly from the CD-ROM. 

AdvantEDGE for Microsoft SQL Server is now installed. 

AdvantEDGE for Microsoft SQL Server User Cuide 
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Table 2-1 describes the files created by the installation process. 

Table 2-1: Files lnstalled by AdvantEDGE for Microsoft SOL Server 

Filename Description 

sqlmod.asnl AdvantEDGE for Microsoft SQL Server MIB specification 

sqlmod.cf AdvantEDGE for Microsoft SQL Server configuration file 

sqlmod.dll AdvantEDGE for Microsoft SQL Server dynamic link library (DLL) 
for Windows NT and Windows 2000 

sqlmod.pdf AdvantEDGE for Microsoft SQL Server User Cuide 

examples AdvantEDGE for Microsoft SQL Server monitoring examples 

relnotes.txt Release notes for AdvantEDGE for Microsoft SQL Server 

Configuring AdvantEDGE for Microsoft SQL Server 
After you install AdvantEDGE for Microsoft SQL Server, you must configure 
the Point module by editing the following files: 

• sysedge.cf 

• sqlmod.cf 

Editing the sysedge.cf File 
The SystemEDGE agent uses the configuration file sysedge.cf and the 
sysedge_plugin keyword to specify which AdvantEDGE modules to load at 
system start time. By default, the SystemEDGE agent does not load any 
plug-ins at initialization time, but you can edit the sysedge.cf file to configure 
the agent to load any AdvantEDGE Point modules that you have installed. 
The sysedge.cf file is located in your system directory (for example, 
C:\ winnt\system32) . For more information about the sysedge.cf file, refer to 
the SystemEDGE Agent User Cuide. 

' 
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"""-· 
To configure the SystemEDGE agent to start AdvantEDGE for Microsoft SQL 
Server at system start time, open the sysedge.cf file for editing; then add the 
following lines: 

# SQL Server 

sysedge_plugin C: \ sysedge\plugins\sqlmod\sqlmod.dll 

where C:\sysedge\plugins\sqlmod is the directory in which you installed 
the AdvantEDGE for Microsoft SQL Server files. This command line provides 
the complete pathname to sqlmod.dll, the AdvantEDGE for Microsoft SQL 
Server dynamic link library. 

Editing the sqlmod.cf File 
The sqlmod.cf file describes the AdvantEDGE for Microsoft SQL Server Point 
module configuration. Make sure that this fileis located in the same directory 
as sqlmod.dll (for example, C:\sysedge\plugins\sqlmod). If you are running 
more than one instance of Microsoft SQL Server on your systern, edit the 
configuration file to associate the Open Database Connectivity (ODBC) 
connections with the instances that you want l monitor. 

The following is a sample sqlmod.cf file. 

sqlmod 1 "{SQL Server}" SLOWPOKE MSSQLODBC sa password 

sqlmod 2 "{SQL Server}" SLOWPOKE\INSTANCEl ODBCinstancel sa password 

sqlmod 3 "{SQL Server}" SLOWPOKE\INSTANCE2 ODBCinstance2 sa password 

2-4 

• Position 1: sqlmod. 

• Position 2: The index nurnber uniquely assigned to the instance. 

• Position 3: The name of the driver to connect with Microsoft SQL Server; 
it will usually be "ISQL Server)". The driver name must be enclosed in 
brackets. 

• Position 4: The name of the Microsoft SQL Server to which to connect. 

• Position 5: The name of the ODBC connection. 

• Position 6: A user name; for example, "sa" would be an appropriate choice 
for a user with a system administrator role. 

• Position 7: An appropriate password. 

NOTE 

The user that you specify in this file does not need to be ~~~~~1ft9ii-:-f':'IV"'="i 

administrator and does not need db_owner levei access. CPMI CORREIOS 
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I ~-~\ Editing Guidelines ~ ') J 

When editing the sqlmod.cf file, follow these guidelin c:~ ~CJ 
• Enclose an entry in quotation marks if it contains a space character. 

• After you modify the sqlmod.cf file, save it and restart the SystemEDGE 
agent. 

• After restarting the SystemEDGE agent, license the module as described 
in "Licensing AdvantEDGE for Microsoft SQL Server" on page 2-6. 

• The user that you specify in sqlmod.cf does not need to have a server role, 
but must have at least db_datareader access to the master database. You 
can set up and verify this access from the Enterprise Manager under 
Security -> Logins. 

Creating an ODBC Connection to Microsoft SQL Server 
The system administrator should set up an ODBC connection to use Microsoft 
SQL Server authentication with a login ID and password. This connection 
stays open after it is established. 

NOTE ------------------------------------------------------­

It is important that the username assigned for the ODBC connection have 
the proper Microsoft SQL Server access permissions. Failure to do so may 
cause SQL Server operation to lock up when attempting the connection. 

To create a new ODBC connection using Microsoft SQL Server 
authentication: 

1. Log on to the system as the administrator. 

2. Click Start. 

3. Select Settings ~ Control Panel. The Control Panel window appears. 

4. Double-click the ODBC Data Sources icon. (In Windows 2000, this is in 
the Administrative Tools folder of the Control Panel window.) The ODBC 
Data Sources Administrator window appears. 

5. Select the User DSN tab (if it is not already selected.) 

6. Select Add. 

7. Select SQL Server from the list of ODBC drivers and click Finish. The 

8. 

Create a New Data Source to SQL Server wizard ap 

Specify a connection name in the Name field. 
~~~~~Mõi-:-t~~ 
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Licensing AdvantEDGE for Microsoft SQL Server 
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9. Optionally, specify a description of the data source in the Description 
field. 

1 O. Specify the serve r for the ODBC connection in the Serve r field. 

11. Select Next. 

12. Select With SQL Server authentication using a login lO and password 
entered by the user. 

13. Select Next. 

14. Select Next to accept the default values. The ODBC Microsoft SQL Server 
Setup window appears. 

15. Select Test Data Source. 

Çicensing AdvantEDGE for Microsoft SQL Server 

2-6 

Like the SystemEDGE agent, AdvantEDGE for Microsoft SQL Serve:r utilizes 
a host-based license method. Copies of AdvantEDGE for Microsoft SQL 
Server can run only on systerns that possessa valid license key. This license is 
separate frorn the one used for the SystemEDGE agent. 

The first time that you atternpt to start the SystemEDGE agent after installing 
AdvantEDGE for Microsoft SQL Server, the agent displays a rnessage stating 
that it did not finda valid license for AdvantEDGE for Microsoft SQL Server. 
It then provides you with a public key that you can use to generate a 
permanent license key for your host machine. 

A license key is made up of four space-separated, 8-character sequences, 
totaling 32 characters. The sysedge.lic file contains the AdvantEDGE for 
Microsoft SQL Server license, as well as the SystemEDGE agent license and 
other AdvantEDGE Point module licenses. For an example of a license file, 
refer to "Sample License File" on page 2-9. 

NOTE ------- · --~- ---- - - ------~ 

If you are using an evaluation copy of AdvantEDGE for Microsoft SQL 
Server, you must request a temporary license that will enable 
AdvantEDGE for Microsoft SQL Server to operate during the evaluation 
period. 

\ ' 
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Obtaining a License 
.,.t' ........... ·-· •• - ~-·- ~ -·- ·~ ........ 

To obtain a license, choose one of the following methods: i ·0q "-. . :·)\ 
L ~ ' _\. 

• Run the Concord licenseutil.pl script. t t ~ ) ~ :.'l 
• Run the licenseme.exe license utility. í ' -,~rJ ' . / 

.. ' 

• Use the AdvantEDGE View licensing procedure; refer to the · ... _.., ,.,. ~ .. ' _, .. · 

AdvantEDGE View Web Help. 

• Send an e-mail request to license@empire.com. 

• Complete the online license form through the Internet, as described in 
"Generating the License" on page 2-7. 

You can obtain a license at any time from the Concord licensing Web server 
(http:/ /license.concord.com). If you use AdvantEDGE View licensing, 
AdvantEDGE View can automatically retrieve and set up licenses for the 
SystemEDGE agent and the plug-ins. For more information, refer to the 
Automating the Licensing of SystemEDGE and AdvantEDGE Point Plugin 
Modules white paper and the SystemEDGE Agent User Cuide. 

Generating the License 
The SystemEDGE setup program generates the licensing information for your 
system. 

To generate a license: 

1. Run the SystemEDGE agent setup command by entering the following at 
the command prompt: 

sysedge\setup -1 

The setup program displays a message similar to the following: 

Sys temEDGE Version 4.0 Patchlevel 3 

Copyright 2001 by Concord Communications, Inc. 

Please contact Concord Communications, Inc. to obtain a license 

http: //www.concord.com/support, Email: license@concord.com 

Provide: sysedge neptune NTx86 5.0 346561363366b19c 4.0 Patchlevel 3 

2. Complete the Web-based license form for AdvantEDGE for Microsoft SQL 
Server available from Concord's licensing Web server at the following 
URL: - ----

http:/ /license.concord.com CPMI · CORREIOS . 
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2-8 

NOTE ----------------------------------------------------­

y ou must supply a user name and password to access the license 
form. 

Supply the following information on the form: 

• Customer ID 

• Name 

• E-mail address 

• Software version number (4.0 in the example above) 

• Patchlevel 

• System name (neptune in the example above) 

• Operating system name (NTx86 in the example above) 

• Version (5.0 in the example above) 

• System identifier (346561363366b19c in the example above) 

NOTE ----------------------------------------------------­
When you are licensing AdvantEDGE for Microsoft SQL Server, select 
sqlmod as the product on the licensing form. 

After you submit the license request, the Concord Web server generates a 
license and displays it to your Web browser. It also e-mails the license to 
the contact person in your organization. 

3. Copy the generated license key into the sysedge.lic file in the system32 
subdirectory (C:\ winnt \system32) and save this file. 

NOTE----------------------------------------------------­

The license key is case-sensitive. Copy it exactly as it appears. If 
possible, use your system's cut-and-paste feature instead of entering it 
manually. If you do enter the license key manually, ensure that you do 
not confuse characters such as the letters 1 and I and the number 1, or 
the letter O and the number O. 

4. Stop and restart the Windows NT Master agent by entering these 
commands at the command prompt: 

net stop snmp 

net start snmp 

AdvantEDGE for Microsoft SQL Server is now licensed and read 
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............ ; . ~~ ·~ 
Sample License File ·:. ~~~ 

,~-b ~ 
The following is a sample SystemEDGE agent license file. A pou '"""' ......... ~""' 
(#) in column 1 indicates that the entire line is a comment. 

# license file for SystemEDGE Agent 

# Empire Technologies, Inc. 

# A Concord Communications Company 

# http: //www. empire.com 

# 

# file / etc/sysedge.lic or %SystemRoot%\system32\sysedge.lic 

# A valid license key has four parts of 8 characters per part 

# parts are separated by space(s) with one license key per 
line 

# sysedge neptune NTx86 5.0 807cblda007cblda 4.0 

e13311d3 OF2a7cbl abC512dc fF8C923a 

# sqlmod neptune NTx86 5 . 0 807cblda007cblda 1 .0 

a7943fde 098a87ij a4kiuf39 afafEkj4 

~~~~~·~~ 
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Using the AdvantEDGE for 
Microsoft SQL Server MIB 

This chapter outlines the information available from the Concord 
Communications Management Information Base (MIB) for the Microsoft SQL 
Server. The MIB specification (sqlmod.asnl) defines a collection of objects for 
monitoring and managing Microsoft SQL Server. All MIB objects related to · 
AdvantEDGE for Microsoft SQL Server exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.8 in the Concord Systems Management MIB. 

This chapter explains the organization and content of the AdvantEDGE for 
Microsoft SQL Server MIB. You must configure the SystemEDGE agent to 
monitor the MIB objects that are relevant to your configuration. For that 
information, refer to Chapter 4, "Using AdvantEDGE for Microsoft SQL 
Server." 

MIB Overview 
The MIB is organized into broad sections for server configuration, footprint, 
and performance. The server configuration section describes MIB objects that 
capture data such as database names, database creation dates, database 
status, and database device names, as well as overall server-level activity 
indicators. The footprint section defines MIB objects that convey how much of 
the underlying system' s resources are consumed by Microsoft SQL Serve r. 
The performance section contains MIB objects that capture data regarding 
lock requests, access methods, transaction log activity, memory management, 
SQL statistics, buffer management, and cache management. 

SQL Server 2000 supports multiple instances of the sqlserver process. The 
Concord Communications MIB for Microsoft SQL Server was-sgecificall~ ·· 
designed to handle data from multiple instances. The inf ~ffi~~C~0~0R5R-E I Ot~S· j 
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Configuration Section 

• • • • • • • • • • • • • • • • • • • • • • 

The following sections briefly describe the MIB objects. Refer to the 
AdvantEDGE for Microsoft SQL Server MIB Specification (sqlmod.asnl) for a 
list of MIB objects and their syntax sequences and statuses. 

Configuration Section 

3-2 

The Configuration section of the AdvantEDGE for Microsoft SQL Server MIB 
contains configuration parameters and settings that are important for 
monitoring the Microsoft SQL Server process and configuring databases. 

Database Description Group 
The Database Description group contains high-level information about the 
Microsoft SQL Server application including the status of the database. 
Table 3-1 describes the Database Description MIB objects. 

Table 3-1: SOL Server Database Description MIB Objects 

MIB Object 

sqlmodDBDesclnstanceidx 

sqlmodDBDesc V endor 

sqlmodDBDescProdN ame 

sqlmodDBDesc Vers 

sqlmodDBDescContact 

sqlmodDBDescStatus 

sqlmodDBDescUptime 

sqlmodDBDesclsClustered 

Description 

SQL Server instance Instanceldx 

Database server vendor 

Product name for the database server 

SQL Server version 

Contact individual or organization 

Number indicating SQL Server status where 
l=initialized, 2=ready, 3=running, 4=standby, 
S=terminated, 6=waiting, 7=transitioning, 
8=unknown 

SQL Server uptime in msec 

Number indicating SQL Server clustering status 
where 1 =not clustered, 2=clustered, 
3=not determined 

1-e,~~I"W'?·~()'S~- 'f"M-~ 
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SQL Server General lnformation Group 

The SQL Server General Information group contains MIB objects t at capture 
basic information about an instance of Microsoft SQL Server and the status of 
this process. Table 3-2 describes the SQL Server General Information MIB 
objects. 

Table 3-2: SQL Server General lnformation MIB Objects 

MIB Object 

sqlmodDBGenProclnstanceldx 

sqlmodDBGenProcServN ame 

sqlmodDBGenProcStartTime 

sqlmodDBGenProcCompPageRead 

sqlmodDBGenProcCompPageWrite 

sqlmodDBGenProcTDSPackRead 

sqlmodDBGenProcTDSPackWrite 

sqlmodDBGenProcBlkngLocks 

sqlmodDBGenProc U sersBlkd 

Description 

SQL Server instance Instanceldx 

Name of SQL Server instance 

Date and time that the SQL Server instance 
started 

Number of physical page reads completed for 
this instance since it started 

Number of physical page writes completed 
for this instance since it started 

Number of TDS packets read from network 
for this instance since it started 

Number of TDS packets written to network 
for this instance since it started 

Total number of blocking locks for this 
instance 

Number of users blocked by other users for 
this instance 

- - - --- -- ·- -· 
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3-4 

Advanced Configuration Group 
The Advanced Configuration group contains MIB objects that capture data 
about advanced configuration parameters such as locks, query wait, and 
maximum number of worker threads. Table 3-3 describes the Advanced 
Configuration MIB objects. 

Table 3-3: Advanced Configuration MIB Objects 

MIB Object Description 

sqlmodDBAdvCfglnstanceldx SQL Server instance Instanceldx 

sqlmodDBAdvCfgParams SQL Server configuration values (For a list of 
values, refer to the sqlmod.asnl file.) 

sqlmodDBAdvCfgParamName Description of parameter 

sqlmodDBAdvCfgMin Minimum value of parameter 

sqlmodDBAdvCfgMax Maximum value of parameter 

sqlmodDBAdvCfgCfg Configured value for parameter 

sqlmodDBAdvCfgRun Runtime value for parameter 

Databases lnformation Group 

Adv 

The Databases Information group includes MIB objects that report on total 
database size, transaction log size, and other measures of database 
management activity. Table 3-4 describes the Database Information MIB 
objects. 

Table 3-4: Database lnformation MIB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodDBDbaseslnfolnstanceldx SQL Server instance Instanceldx 

sqlmodDBDbaseslnfoDBID SQL Server DBID 

sqlmodDBDbaseslnfoName SQL Server database name 

sqlmodDBDbaseslnfoState SQL Server database state. (For a list of 
values, refer to the sqlmod.asnl file.) 

sqlmodDBDbaseslnfoCrea t Database creation date and time 

sqlmodDBDbaseslnfoOwn Database owner 
- - ·- . -

-·RQSTFU372"trvw _r, 

sqlmodDBDbaseslnfoSz Database size in KB - v l 'l -
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Table 3-4: Database lnformation MIB Objects (Page 2 of 2) f$;) 
MIB Object Descri ption \C')~ · l. ., 
sqlmodDBDbaseslnfoUnalloc Unallocated space in KB ~ ' • ~ 
sqlmodDBDbaseslnfoReserv Reserved space in KB 

sqlmodDBDbaseslnfoUseddata Used data space in KB 

sqlmodDBDbaseslnfo U sedldx Used index space in KB 

sqlmodDBDbaseslnfoUnused Unused space in KB 

sqlmodDBDbaseslnfoLasttranslog Date and time of last transaction log dump 

sqlmodDBDbaseslnfoTranslogsz Transaction log size in KB 

sqlmodDBDbaseslnfoTranslogsp Percent of transaction log space used 

sqlmodDBDbaseslnfoLastfull Date and time of last transaction log full 
backup 

sqlmodDBDbaseslnfo Lastdifferential Date and time of last transaction log 
differential backup 

sqlmodDBDbaseslnfoLastfilegroup Date and time of last transaction log 
file/filegroup backup 

Database Options Group 
The Database Options group relates the database ID and database name to a 
database option which has been set. Table 3-5 describes the Database Options 
MIB objects. 

Table 3-5: Database Options MIB Objects 

MIB Object Description 

sqlmodDBDbasesOptlnstanceldx SQL Server instance Instanceldx 

sqlmodDBDbasesOptDBID SQL Server database ID 

sqlmodDBDbasesOptOptiD Option index 

sqlmodDBDbasesOptN ame Name of SQL Server database to which 
option applies 

sqlmodDBDbasesOptOption Name of the database option which is set 
- . 
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Database Devices Group 
The Database Devices group includes MIB objects for device-specific 
information such as device description, device status, and device size. 
Table 3-6 describes the Database Devices MIB objects. 

Table 3-6: Database Devices MIB Objects 

MIB Object Description 

sqlmodDBDbasesDevlnstanceldx SQL Server instance Instanceldx 

sqlmodDBDbasesDevDevice SQL Server device index 

sqlmodDBDbasesDev N ame SQL Server device name 

sqlmodDBDbasesDev PhysN ame SQL Server device physical name 

sqlmodDBDbasesDevDescrip SQL Server device description 

sqlmodDBDbasesDevStatus SQL Server device status 

sqlmodDBDbasesDevCtrlType SQL Server device controller type 

sqlmodDBDbasesDevSize SQL Server device size 

Footprint Section 

3-6 

The Footprint section of the AdvantEDGE for Microsoft SQL Server MIB 
contains footprint statistics that are important for monitoring the SQL Server 
process and its impact on the system. Long-term trend analysis of footprint 
information is useful for anticipating and avoiding problems dueto resource 
exhaustion. You can also monitor footprint information in real time to detect 
and correct temporary resource exhaustion dueto viruses, security incidents, 
and hardware failures . 
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Footprint Section 

General Footprint Group 

stern, 

Table 3-7: General Footprint MIB Objects 

MIB Object Description 

sqlmodFootprintTotCPUTime Total CPU time for all SQL Server instances 

sqlmodFootprint TotPercentCPU Total percent of CPU usage for ali SQL Server 
instances 

sqlmodFootprint T otMEMSize Total memory usage for ali SQL Server 
instances 

sqlmodFootprintTotRSS Total resident set size for all SQL Server 
instances 

sqlmodFootprintT otPercentMEM Total percent of memory usage for all SQL 
Server instances 

sqlmodFootprint T ot Threads Total number of threads for ali SQL Server 
instances 

sqlmodFootprintTotFaults Total number of page faults for ali SQL Server 
instances 

Physical Disk Group 
The Physical Disk group contains MIB objects that describe the physical disks 
in which database files are stored. Table 3-8 describes the Physical Disk MIB 
objects. 

Table 3-8: Physical Disk MIB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodFootprintPhysicalOiskldx Number indicating the disk drive 
being monitored where 1 =total, 
2 = drive C, 3 = drive O, 
4 = drive E, 5 = drive F, etc. 

sqlmodFootprintPhysica 1 Oisk Whichdr Name of the disk drive (for 
example, "C", "O") or "Total" 

- ' 
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Table 3-8: Physical Disk MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodFootprintPhysicalDiskDisktrans Total disk transfers 

sqlmodFootprintPhysicalDiskCurrdskquelen Current disk queue length 

sqlmodFootprintPhysicalDiskDskbytes Total number o f bytes moved 

SQL Server Process Footprint Group 
The SQL Server Process Footprint group contains MIB objects that report the 
impact of the SQL Server process on the CPU and virtual memory. Table 3-9 
describes the SQL Server Process Footprint MIB objects. 

Table 3-9: SOL Server Process Footprint MIB Objects 

MIB Object Description 

sqlmodFootprintProcesslnstanceldx SQL Server Instanceldx 

sqlmodFootprintProcessMEM Percent of real memory used by the 
process 

sqlmodFootprintProcessSize Combined size of the text, data, and stack 
segments in bytes 

sqlmodFootprintProcessRSS Size o f resident set used by the process in 
kilobytes 

sqlmodFootprintProcessTime Accumulated CPU time used by the 
process in seconds 

sqlmodFootprintProcessThreads Number of threads used by the process 

sqlmodFootprintProcessFaul ts Number of page faults related to the 
process 

sqlmodFootprintProcessPercentCPU Percent of CPU usage by the process 

Performance Section 

3-8 

The Performance section of the AdvantEDGE for Microsoft SQL Server MIB 
contains MIB objects that are indicators of the availability and performance of 
the application. This information is necessary for capacity planning and trend 
analysis. 
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Performance Section 

Table 3-10: Locks MIB Objects 

MIB Object Description 

sqlmodLockslnstanceldx SQL Server Instanceldx 

sqlmodLocks Whichlock Number indicating lock type where 1 = extent, 
2 = key,3 = page,4 = table,S = rid, 6 = database, and 
7 =total 

sqlmodLocksA vgwaittime A verage wait time (in msec) for lock request 

sqlmodLocksLockreq Number of lock requests 

sqlmodLocksLocktimeouts Number of lock timeouts 

sqlmodLocksLockwaittime Totallock wait time (in msec) 

sqlmodLocksLockw aits Number of lock requests that require a wait 

sqlmodLocksDeadlocks Number of deadlocked lock requests 

Access Methods Group 
The Access Methods group contains MIB objects that reflect the types of 
searching that the SQL Server process performs during execution. Table 3-11 
describes the Access Methods MIB objects. 

Table 3-11: Access Methods MIB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodAccessMethodslnstanceldx SQL Server Instanceldx 

sqlmodAccessMethodsExtalloc Number of extents allocated to database 
objects 

sqlmodAccessMethodsFrwdrec Number of records fetched through 
forwarded pointers 

sqlmodAccessMethodsFullscans Number of unrestricted full scans 

sq lmodAccessMe thodsldxsearch Number of index searches 
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Table 3-11: Access Methods MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodAccessMethodsPagesplits Number of page splits (overflowing 
index pages) 

sqlmodAccessMethodsPagesalloc Number of pages allocated to database 
objects 

sqlmodAccessMethodsProbescans Number of probe scans 

sqlmodAccessMethodsRangescans Number of range scans 

sqlmodAccessMethodsSkipghostrec Number of ghosted records skipped 

sqlmodAccessMethodsTablelockescl Number of times locks on a table were 
escalated 

sqlmodAccessMethods Worktb lere a t Number of worktables created 

Log Management Group 

3-10 Advn 

The Log Management group includes MIB objects that relate instances of the 
database to key indicators of transaction log activity. Table 3-12 describes the 
Log Management MIB objects. 

Table 3-12: Log Management MIB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodDatabasePerflnstanceldx SQL Server Instanceldx 

sqlmodDatabasePerfDBidx SQL Server DBidx 

sqlmodDatabasePerfName Name of SQL Server database or 
"Total" 

sqlmodDatabasePerfActtrans Number of active transactions 

sqlmodDatabasePerfBulkcopyrows Number of rows bulk copied 

sqlmodDatabasePerfBulkcopythroughput Size of bulk data copied (in KB) 

sqlmodDatabasePerfDatafilesizes Cumulative size of data files (in KB) 

sqlmodDatabasePerfLogcachehitratio Percent of reads satisfied from the log 
c ache 

sqlmodDatabasePerfLogfilesize Cumulative size of the transaction log 
files 
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Table 3-12: Log Management MIB Objects (Page 2 of 2) \r ; ) 

MIB Object Description 'L. 'J . 9' 
sqlmodDatabasePerfLogflushes 

sqlmodDatabasePerfLoggrowths 

sqlmodDatabasePerfLogshrinks 

sqlmodDatabasePerfLogtruncs 

sqlmodDa tabasePerfLogutilized 

sqlmodDa tabasePerfShrinkda ta 

sqlmodDatabasePeriTrans 

Memory Management Group 

Number of flushes of the transaction 
log 

Number of times that the transaction 
log has expanded 

Number of times that the transaction 
log has shrunk 

Number of times that the transaction 
log has been truncated 

Percent of log space used 

Amount of data being moved by 
autoshrink operations (in bytes) 

Number of transactions 

The Mernory Managernent group contains MIB objects that characterize 
rnanagernent of dynarnic rnernory. Table 3-13 describes the Mernory 
Managernent MIB objects. 

Table 3-13: Memory Management MIB Objects (Page 1 of 2} 

MIB Object Description 

sqlmodMemoryManagerlnstanceldx SQL Server Instanceldx 

sqlmodMemory ManagerConnmem Total dynamic memory used for 
connections 

sqlmodMemoryManagerLockmem Total dynamic memory used for 
locks 

sqlmodMemoryManagerMaxworkspacemem Maximum memory for executing 
processes 

sqlmodMemoryManagerMemgrantsou t Number of processes with a 
workspace memory grant 

sqlmodMemoryManagerMemgrantspend Number of processes awaiting a 
workspace memory grant 

sqlmodMemoryManagerOptmern Total dynamic rnernory for query 
optirnizc tiorr-·- ·-.-- · 
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3-12 

Table 3-13: Memory Management MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodMemoryManagerSQLcachemem Total dynamic memory for the 
SQL cache 

sqlmodMemoryManagerTargservmem Total dynamic memory that the 
server may consume 

sqlmodMemoryManagerTotservmem Total dynamic memory that the 
server is using 

SQL Statistics Group 
The SQL Statistics group contains the MIB objects that characterize the 
autoparameterizations (comparisons of SQL text to a template as part of 
query optimization) that take place in response to batch Transact-SQL (TSQL) 
requests. Table 3-14 describes the SQL Statistics MIB objects. 

Table 3-14: SQL Statistics MIB Objects 

MIB Object Description 

sqlmodSQLStatisticslnstanceldx SQL Server Instanceldx 

sqlmodSQLStatisticsAutoparamattmpt Total failed, safe, and unsafe 
a utoparameterizations 

sqlmodSQLStatisticsBatchreq Number of TSQL batch requests 

sqlmodSQLStatisticsFailedautoparam Number of failed autoparameterizations 

sqlmodSQLSta tisticsSafea u toparam Number of safe autoparameterizations 

sqlmodSQLSta tisticsSQLComp Number of SQL compilations 

sqlmodSQLStatisticsUnsafeautoparam Number of unsafe autoparameterizations 
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Buffer Management Group ~ rY- 1 ) 

;O~ ~() 
The Buffer Management group contains the MIB objects that tra · 1cs 
that are relevant to the efficiency of buffer management. Table 3-15 describes 
the Buffer Management MIB objects. 

Table 3-15: Buffer Management MIB Objects 

MIB Object Description 

sq lmod Buffer Manager Instanceldx SQL Server Instanceldx 

sqlmodBufferManagerPagereads Number of SQL Server (not total 
system) page reads 

sqlmodBufferManagerChkptpages Number of checkpoint pages 

sqlmodBufferManagerPagewrites Number of SQL Server page writes 
(inclusive) 

sqlmodBufferManagerBuffercachehitratio Percent of data being retrieved from 
c ache 

sqlmodBufferManagerLazWriteFlush Number of pages flushed by 
LazyWriter for this instance since it 
started 

sqlmodBufferManagerPhysRead Number of physical reads by Read 
Ahead Manager for this instance since 
it started 

General Statistics Group 
The General Statistics group contains MIB objects that track the levei of user 
login activity. Table 3-16 describes the General Statistics MIB objects. 

Table 3-16: General Statistics MIB Objects 

MIB Object Description 

sqlmodGeneralStatisticslnstanceldx SQL Server Instanceldx 

sq 1 mod Genera 1St a tisticsLogins Number of logins 

sqlm od GeneralSta tistics Logou ts Number of logouts 

sqlm od GeneralSta tis tics U serConns Number of user connections 
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3-14 

Cache Management Group 
The Cache Management group contains MIB objects that are factors in the 
efficiency and effectiveness of cache management. Table 3-17 describes the 
Cache Management MIB objects. 

Table 3-17: Cache Management MIB Objects 

MIB Object Description 

sqlmodCacheManagerlnstanceldx SQL Server Instanceldx 

sqlmodCacheManagerAdhocSQLCachehitratio Percent of data found in cache 
for adhoc SQL queries 

sqlmodCacheManagerAdhocSQLNumobj Number of objects for adhoc 
SQL queries 

sqlmodCacheManagerAdhocSQLNumpages Number of pages for adhoc 
SQL queries 

sqlmod CacheManager ProcplansCachehitra tio Percent of data found in cache 
for procedure plans 

sqlmodCacheManagerProcplansNumobj Number of objects for 
procedure plans 

sqlmodCacheManagerProcplansNumpages Number of pages for 
procedure plans 

sqlmodCacheManagerTrigplansCachehitratio Percent of data found in cache 
for trigger plans 

sqlmodCacheManagerTrigplansNumobj Number of objects for trigger 
plans 

sqlmodCacheManagerTrigplansNumpages Number of pages for trigger 
plans 

SqlmodCacheManagerPrepSQLplansCachehitratio Percent of data found in cache 
for prepared SQL plans 

sqlmodCacheManagerPrepSQLplansNumobj Number of objects for 
prepared SQL plans 

sglmodCacheManagerPrepSQLplansNumpages Number o f pages for prepared 
SQLplans 
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Flat lnformation Group 

Table 3-18: Flat lnformation MIB Objects 

MIB Object Description 

sqlmodDBDbasesFlatlnfolnstanceldx SQL Server instance 

sqlmod DBDbasesFla tlnfoANDedSta te SQL Server database state where 
64=pre-recovery, 128=recovering, 
256=notrecovered,32768=emergency 
mode 

sqlmodDBDbasesFlatlnfoSzT o tal Da tabase size in kilobytes 

sqlmodDBDbasesFlatlnfoUnallocTotal Unallocated space in kilobytes 

sqlmodDBDbasesFlatlnfoTrçmslogszTotal Transaction log size in kilobytes 

sqlmodD BDbasesFlatlnfo Translogsp To tal Percent of transaction log space used 

sqlmodDBDbasesFlatlnfoLasttranslog Date and time of last transaction log 
backup 

sqlmodDBDbasesFla tlnfo Lastfull Date and time of last transaction log 
full backup 

sqlmodDBDbasesFlatlnfoLastdifferential Date and time of last transaction log 
differential backup 

sqlmodDBDbasesFlatlnfoLastfilegroup Date and time of last transaction log 
file I filegroup backup 
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3-16 

Flat Transaction Performance Group 
The Flat Transaction Performance group contains MIB objects that are totais 
across the set of databases for each instance of Microsoft SQL Server. 
Table 3-19 describes the Flat Transaction Performance MIB objects. 

Table 3-19: Flat lnformation MIB Objects 

MIB Object Description 

sqlmodDatabaseFlatPerflnstanceldx SQL Server instance 

sqlmodDatabaseFlatPeriTransTotal Number of total transactions 

sqlmodDatabaseFlatPerfLogcachehitsTotal Total number of log cache hits 

sqlmodDatabaseFlatPerfLogcachemissesTotal Total number of log cache misses 
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Using AdvantEDGE for Microsoft 
SQL Server 

This chapter describes how to configure and use AdvantEDGE for Microsoft 
SQL Server. After you license this plug-in and enable it in the sysedge.cf file 
(refer to "Configuring AdvantEDGE for Microsoft SQL Server" on page 2-3), 
it willload automatically at SystemEDGE start time. 

This plug-in implements additional MIB objects that provide advanced 
information about the health and availability of Microsoft SQL Server. 
AdvantEDGE for Microsoft SQL Server can operate with any 
SNMP-compliant management software such as Concord's eHealth suite of 
products, AdvantEDGE View, HP OpenView, and others. If you are using 
AdvantEDGE for Microsoft SQL Server with eHealth, refer to the eHealth 
Web Help for more information about the reports that you can generate. 

The purpose of this chapter is to illustrate how you can edit the SystemEDGE 
configuration file to utilize the new MIB objects with the process-monitoring, 
threshold-monitoring, and history-collection features of the SystemEDGE 
agent. For more examples of configuration file commands, refer to the 
examples file, which is available in the AdvantEDGE for Microsoft SQL 
Server product installation. 

~R·~~~~~~ 
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Assigning Entry Rows for the SystemEDGE 
Self-Monitoring Tables 

All of the SysternEDGE self-rnonitoring tables (for exarnple, Log Monitor 
table, Windows NT Event Monitor table, Process/Service Monitor table, 
Threshold Monitor table, and History table) require the use of unique row 
nurnbers. Each table contains an Index colurnn which acts as a key fteld to 
distinguish rows in the table. The following sections describe the benefits of 
reserving a block of rows (sornewhere in the range of 11 to the rnaxirnurn 
nurnber of rows in your table) for use by the systern or application 
adrninistrator. 

~ Setting Local Policy 

4-2 

Systern adrninistrators rnay choose, as a rnatter of local policy, to reserve a 
block of rows for systern adrninistration. In cornpliance with this policy, ali 
other users should use row índices that are outside of the reserved range 
when defining user-configured entries. This policy prevents users frorn using 
rows reserved for systern adrninistration. 

Reserving Blocks of Rows 
This policy also allows systern adrninistrators to define a consistent set of 
conditions (row entries) to be rnonitored across ali rnachines such that the 
sarne condition is defined in the sarne row nurnber on each rnachine. For 
exarnple, you can use row 3000 in each table to define entries rnonitoring the 
total nurnber of page faults (sqlrnodFootprintGeneralPageFaults) MIB object. 
You can then distribute this configuration to every host so that every rnachine 
running Microsoft SQL Server uses row 3000 for rnonitoring the total nurnber 
of page faults, whether it is the Threshold Monitoring table or the History 
table. 

To reserve a block of rows for rnonitoring Microsoft SQL Server: 

1. Identify a block of rows that you want to reserve for use with rnonitoring 
Microsoft SQL Server. 

2. Use that block of rows to define a set of row entries for each SysternEDGE 
self-rnonitoring tables. For more inforrnation, refer to the chapter on 
self-rnonitoring in the SystemEDGE Agent User Guide. --·-·-- ___ , ___ -. ---- -- ~ 
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NOTE -------- ---------------------------------------------­
Alternatively, you can use this row-number assignment policy with 
AdvantEDGE View for group configuration operations. 

4. Require end users to avoid your block of rows when defining their own 
self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
This section provides examples of how to use SystemEDGE 
process-monitoring, threshold-monitoring, and history-collection features to 
monitor the Microsoft SQL Server application. Add these examples to the 
sysedge.cf file to enable monitoring of the MIB objects they specify. Modify 
these examples as necessary to monitor the MIB objects that are relevant for 
your configuration. 

The examples in this section use row numbers in the 5000 range; use a row 
number for your configuration that conforms to local policies. For more 
information on row assignment, refer to "Assigning Entry Rows for the 
SystemEDGE Self-Monitoring Tables" on page 4-2. For more information on 
SystemEDGE process monitoring and service monitoring, refer to the 
SystemEDGE Agent User Guide. 

NOTE ------------------------------------------------------­
Enter the commands in this section and throughout this chapter as one, 
line. Do not use a carriage return to match the formatting shown here. 

Using SystemEDGE Process Monitoring 
This section provides an example of how to use the SystemEDGE agent to 
monitor the availability of a criticai Microsoft SQL Server process. For more 
information, refer to the chapter on process monitoring in the SystemEDGE 
Agent User Guide. 
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4-4 

Monitoring the Microsoft SOL Server Process 

To ensure that Microsoft SQL Server is running, enter the following 
command: 

watch process procAlive fsqlservrf 5000 OxO 
30 fSQL Serverf f f 

This entry instructs the SystemEDGE agent to monitor the run-status ( or 
liveness) of the Microsoft SQL Server process every 30 seconds and to store 
the data in row 5000 of the Process Monitor table. 

Using SystemEDGE Threshold Monitoring 
This section provides examples of how to use SystemEDGE 
threshold-monitoring capabilities to monitor important Microsoft SQL Server 
metrics. Add the following commands to the sysedge.cf file to monitor 
thresholds for these MIB objects. For more information on SystemEDGE 
threshold-monitoring, refer to the chapter on threshold monitoring in the 
SystemEDGE Agent User Guide. 

NOTE ------------------------------------------------------­

The thresholds used in these examples may not be appropriate for your 
system; select thresholds that are appropriate for your environment. 

Monitoring the Status of the SQL Server Process 
To monitor if the SQL Server process has paused, enter the following 
command: 

monitor oid sqlrnodDBDescStatus 5002 OxO 60 absolute = 2 fSQL 
Server has pausedf 

This entry instructs the SystemEDGE agent to track the object, 
sqlmodDBDescStatus, and save the data to row 5002 of the agent's monitor 
table. The agent will sample the status of the SQL Server process every 60 
seconds. The sample-type is f absolute f since the object is an integer. The 
operator type f= f instructs the agent to send a trap whenever the status of the 
SQL Server process is equal to f 2 f which is specified in Concordf s MIB for 
Microsoft SQL Server as indicating a paused process. 
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monitor oid sqlmodDBGenProcUsersBlkd 5004 OxO 60 absolute > 

20 'Number of Blocked Users exceeds threshold' 

Monitoring the Percentage of Log Space Used 

To monitor the percentage of the transaction log that is used, enter the 
following command: 

monitor oid sqlmodDatabasePerfLogutilitzed 5005 OxO 60 
absolute > 85 'Percentage of Transaction Log Utilized 
exceeds threshold' 

Monitoring the Number of Processes Awaiting a Workspace 
Memory Grant 

To monitor the number of processes awaiting a workspace memory grant, 
enter the following command: 

monitor oid sqlmodMemoryManagerMemgrantspend 5006 OxO 60 
absolute > 20 'Number of Processes Awaiting a Workspace 
Memory Grant exceeds threshold' 

Using SystemEDGE History Collection 
This section provides examples of how to use SystemEDGE history collection 
to track the value of important Microsoft SQL Server metrics over time. Add 
the following commands to the sysedge.cf file to collect history for these MIB 
objects. For more information on SystemEDGE history capabilities, refer to 
the chapter on history collection in the SystemEDGE A gent User Cuide. 

NOTE - -----------------
The number of samples and the interval between samples used in these 
examples rnay not be appropriate for your system; select values that are 
appropriate for your environment. 
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Collecting Number of Blocked Users History 
To collect history for the number of blocked users, enter the following 
command: 

emphistory 5010 60 sqlmodDBGenProcUsersBlkd 400 'Num Blocked 
Users History' 

This entry instructs the SystemEDGE agent to track the value of the object, 
sqlmodDBGenProcUsersBlkd, and save the data in row 5010 of the 
empireHistoryCtrlTable. The agent will sample the value every 60 seconds 
and store the last 400 samples. 

Collecting Lock Requests Requiring a Wait History 

To collect history for the number of lock requests requiring a wait, enter the 
following command: 

emphistory 5011 60 sqlmodLocksLockwaits 480 'Number of Lock 
Requests Requiring a Wait History' 

Collecting Average Length of Disk Queue History 
To collect history for the average length of the disk queue, enter the following 
command: 

emphistory 5012 60 sqlmodPhysicalDiskAvgdskquelen 480 
' Average Length of Disk Queue History' 

Collecting Number of Database Transactions History 
To collect history for the number of database transactions, enter the following 
command: 

emphisto r y 501 3 60 sqlDatabas e Pe rfTrans 4 8 0 'Number o f 
Da t a b a se Tra n s actions History' 

Collecting Total Amount of Dynamic Memory Used History 

To collect history for the total amount of dynamic memory used, enter the 
following command: 

emphi stor y 50 14 60 sqlMe mo r yManagerTotservmem 480 'Total 
Amount of Dyn a mic Memo r y Used Hi stor y ' 
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C Audience 

This guide describes how to install and use the eHealth application 
insight module (AIM) for Oracle. It is intended for the person 
responsible for installing and configuring eHealth AIM for Oracle. 
This guide supports eHealth AIM for Oracle Release 1.3 Patchlevel1 
or later, and eHealth SystemEDGE Release 4.0, Patchlevel3 or later. 
eHealth AIM for Oracle supports the following operating systems: 

• Sun Solaris ( SP ARC) Release 2.6 o r late r in 32-bit mo de and one 
of the following versions o f Ora de in 32-bit mode: 

- Oracle 8.0.4, 8.0.5, 8.0.6 

- Oracle 8i (8.1.5, 8.1.6, or 8.1.7) 

• AIX Releases 4.2 and 4.3 on Oracle 8i 

• HP-UX Releases 11.0 and 11.1 on Oracle Si 

This guide is intended for the person who is installing and using 
eHealth AIM for Oracle. To use eHealth AIM for Oracle, you should 
h ave a basic understanding o f the Oracle data base, eHealth 
SystemEDGE, and your host's operating system environment. For 
more information, refer to Oracle documentation 
(http://www.oracle.com) and the eHcalth SystemEDGE Uscr Gu ide. 
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8 • About This Guide 

About This Guide 
This section describes the changes and enhancements that have 
been made since the last release of this guide. It also includes 
the documentation conventions used in this guide. 

Revision lnformation 
This guide describes information that is specific to eHealth AIM 
for Oracle 1.0 Patchlevel 2. The following is new in this version 
o f the guide: 

• Installation instructions for the AIX and HP-UX versions 
of eHealth AIM for Oracle 

• Licensing through AdvantEDGE View Event Processing 
and Host Administration 

• Glossary 

Documentation Conventions 
Table llists the conventions used in this document. 

Table 1. Documentation Conventions (Page 1 of 2) 

Convention Description 

File or Directory Name File or directory names. 

c ode System, code, or operating system 
command line examples. 

emphasis Emphasis and guide titles. 

ente r Text that you must type exactly as 
shown. 

Na me Text that defines menus, fields in 
dialog boxes, or keyboard keys. 

NewTerm A new term, that is, one that is being 
introduced. 

Variable Variable values that you substitute. 
- . . . -
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Technical Support 

Table 1. Documentation Conventions [Page 2 of 2) 

Convention Description 

~ A sequence of menus or menu 
options. For example, File ~ Exit 
means "Choose Exit from the File 

" menu. 

NOTE Important information, tips, or other 
noteworthy details. 

CAUTION 
Information that helps you avoid 
data corruption or system failures. 

WARNING Information that helps you avoid 
physical danger. 

If you need any assistance with this product, contact Technical 
Support at the following: 

Phone: (888) 832-4340 

Fax: 

E-mail: 

Web site: 

(508) 303-4300 

(508) 303-4343 

support@concord.com 

http:/ /www.concord.com 

eHealth AI 
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Professional Services 

I f you need any assistance with customizing this product, 
contact Professional Services at the following: 

eHealth AIM for Oracle User Guide 

Phone: (800) 851-8725 (Choose option 7) 

Fax: (508)486-4555 

E-mail: 

Web site: 

proserv@concord.com 

http:/ /www.concord.com 
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This chapter provides an overview of eHealth AIM for Oracle. 

lntroducing eHealth AIM for Oracle 
eHealth AIM for Oracle is a plug-in for the SystemEDGE agent 
that enables information technology (IT) operators to monitor 
the health and availability o f Oracle databases and servers. Y ou 
can configure this plug-in to monitor the Oracle processes and 
features that are relevant to your organization. Y ou can also 
configure eHealth AIM for Oracle to alert you to any potential 
issues with the application or the system on which it is running 
before those issues become problems. 

To use eHealth AIM for Oracle, you must install it on every 
Oracle system that you want to monitor. For more information, 
refer to Chapter 2, "Install ing eHealth AIM for Oracle." 

NDTE------------------------------------------­

This guide is not intended to describe how to install, 
administer, or use Oracle databases. For help with Oracle, 
refer to your Oracle documentation. 

CPMI - J~~~S : 
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Features 
eHealth AIM for Oracle monitors the following: 

• Oracle database configuration 

• Oracle log files (including alert, redo, database, and 
configuration logs) 

• Performance metrics 

• Database response and availability 

eHealth AIM for Oracle monitors database process attributes. 
For example, it monitors whether each process is alive; and it 
can restart processes, if necessary. In addition, it monitors 
memory use, log sizes, number o f transactions, and efficiency o f 
the library and the data dictionary. 

Because the Oracle application records error information in 
alert log files, eHealth AIM for Oracle can use the log-file 
monitoring capability o f the SystemEDGE agent to scan the logs 
and forward certain events as SNMP traps when appropriate. 

For more information about the management information base 
(MIB) objects that you can monitor with eHealth AIM for 
Oracle, refer to Chapter 3, "Using the eHea.lth AI!'vl for Oracle 
Iv1IB." For more information about configuring the 
SystemEDGE agent to monitor these MIB objects, refer to 
Chapter 4, "Using eHealth Ali\'1 for Oracle." 

eHealth AIM for Oracle is designed to monitor one or more 
Oracle data bases o f the same Oracle release that are running on 
a single system. To support multiple databases, the data in the 
eHealth AIM for Oracle MIB is organized into tables that are 
indexed by database session identification (SID) number. Each 
table includes an entry for the SID. For more information , refer 
to Chapte r 3, "Using th e eHealth AIJ'vl fo r Oracle MJB." 

eHealth AIM for Oracle User Guide 

· -R03 ng o3n~fi'A'4~~:-; 
CPMI - CORREIOS 

1297 
Fls. N° _ ___ _ 

\ 3 6 9 6 
Doe: ------



Using eHealth AIM for Oracle 
eHealth AIM for Oracle provides important information about 
Oracle to management software through the SystemEDGE 
agent and Simple Network Management Protocol (SNMP). 
This AIM works with the SystemEDGE agent to closely manage 
the Oracle application, providing real-time fault detection and 
automatically correcting problems, if necessary. 

You can use eHealth AIM for Oracle with any SNMP-compliant 
management software, including Concord's eHealth suíte of 
products, AdvantEDGE View, HP Open View, and others. 
eHealth AIM for Oracle and the SystemEDGE agent can 
provide you with the following types of information: 

• Number and type o f users connected to the database 

• Amount o f work that each transaction performs 

• Database workload per transaction 

• Number of client and database requests per transaction 

• Rate at which application systems reference the database 

• Effectiveness o f the data base buffer cache and library cache 

• Number of changes to the database 

• Amount o f memory allocated to sessions 

• Sort statistics and efficiency percentages 

• Server statistics 

Using eHealth AIM for Oracle with AdvantEDGE 
View 

You can use eHealth AIM for Oracle with AdvantEDGE View to 
run queries for monitoring the performance, configuration, 
availability, and health o f the Oracle application. 

To run an AdvantEDGE View Application query for Oracle: 

1. Select the target system or group from the System or 
Group list. 

2. Select Oracle from the Applícatíons list. 

C~MI . C:ORREIOS 
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3. Click the Applications icon. 

AdvantEDGE View runs the query for the specified application 
on the system or group you selected. 

NDTE------------------------------------------­

If you run a query for a group of systems, AdvantEDGE 
View may request additional information before running 
the query. For more information, refer to the AdvantEDGE 
View Web Help. 

Figure 1 shows the image map that AdvantEDGE View displays 
when you run an Application query for Oracle. Click the area 
for which you want to display information. 

ORACLE 

Figure 1. AdvantEDGE View lmage Map for Oracle Queries 

~~~~· ~~­
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For example, if you click the Metrics area, AdvantEDGE View 
displays the Oracle metrics. Figure 2 shows a sample Metrics 
query for the Oracle application. 

Oracle Metrics 

lnstance : 15 

Block Get Rate : 4 

C ache Hit Ratio : 233 

Calls Per Transaction: 158,886 

Consistent Change Ratio : O 

Librarv Cache Miss Ratio : 99 

Redo Log Space Wait Ratio : O 

Row Source Ratio : 3 

User Call Rate Ratio : 23,833 

User Rollback Ratio : 72 

Data Dict. Cache Efficiency: O 

Block Chanaes: 6,116,597 

Consistent Gets: 336,722 

Disk Sorts: 6,982 

Free Block Wait: O 

Highwater Session Memory: 344,548 

Highwater Number of Sessions : 1 

User Commits : 39 

Transactions : O 

Rows Table Scan : O 

Continued Row Fetch: 4,448,746 

Consistent Changes: 39,833 

CPU Time : 230,087 

Block Changes Per Transaction : 25,664 

Block Visits Per Transaction : 90,653 

Call Rate : 90,653 

Changed Blocks: 44,981 

Continued Row Ratio : O 

Recursive To Use r C ali Ratio : 18,666 

Row Source Ratio: 1,608,212,080 

Transaction Rate Ratio : 15 

Users Calls Per Parse : 59 

Libray Cache Efficiency : 98 

Reads and Writes : 336978 

Block Gets : 556 

Physical Reads : 279 

Memory Sorts: O 

Multi-threaded Queue Wait : 341 ,612 

Maximum Session Memory: 3 

Sessions current: 15 

Use r Rollbacks : 23,833 

Physical Writes : 16,082,075 

Rowid Rows fetched: 135 

Recursive Calls : O 

Parses: 4 

Redo Log File Switches: O 

Figure 2. Sample AdvantEDGE View Oracle Metrics Query 

~ Using eHealth AIM for Oracle with eHealth 
' In previous releases, eHealth- Y ou can use eHealth AIM for Oracle and the SystemEDGE 

Application Insight was called agent with the eHealth product suíte to provi de the historical 
eHealth -Application data for long-term trending analysis and capacity planning. 
Assessment. With eHealth- Application Insight, you can run At-a-Glance, 

Trend, Top N, and MyHealth reports for the following types of 
variables: 

• Amount ofCentral Processing Unit (CPU), memory, and 
disk space that the Oracle application is using 

• Size of the Oracle configuration and data base logs 
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• Number of transactions that the Oracle application is 
performing each second 

• Amount ofCPU used, disk input/output, work performed, 
and user calls for each transaction 

• Ratio o f transaction rollbacks and failures in writing to the 
redo logs 

• Frequency with which the Oracle application uses the 
database cache to redisplay information 

For more information about the variables that you can monitor 
and reports that you can run when you integrate eHealth AIM 
for Oracle with eHealth, refer to the eHealth Web Help. 

Using eHealth AIM for Oracle with Live Health 
You can also use eHealth AIM for Oracle and the SystemEDGE 
agent with Live Health for real-time detection of potential 
problems. Live Health applies intelligent algorithms to the data, 
resulting in precise assessments of application health and 
performance. For more information about how Live Health can 
detect "brownouts" and service delays across applications, 
systems, and networks, refer to the Live Health Web Help. 

eHealth AIM for Oracle User Guide 
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This chapter explains how to install, configure, and license 
eHealth AIM for Oracle. 

NOTE-----------------------------------------­

For the most current information about installing this 
AIM, refer to the relnotes.txt file on the eHealth AIM for 
Oracle installation CD-ROM. 

lnstallation Requirements 
Before you install eHealth AIM for Oracle, you must first 
install, configure, and license the SystemEDGE agent 
Release 4.0, Patchlevel 3 or later. For more information, 
refer to the eHealth SystemEDGE User Cuide. 

To use eHealth AIM for Oracle, your system must be running 
one o f the following: 

• Sun Solaris ( SPARC) Release 2.6 o r !ater in 32-bit mo de and 
one of the following versions o f Oracle in 32-bit mode: 

- Oracle 8.0.4, 8.0.5, 8.0.6 

- Ora ele 8i ( 8.1.5, 8.1.6, o r 8.1. 7) 

• AIX Releases 4.2 and 4.3 and Oracle 8i 

• HP-UX Releases 11.0 and 11.1 and Oracle 8i 

CPMI . COR~E)OS . 
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NDTE----------------------------------·--------­

If you are using the Solaris operating system, you must run 
both Solaris and Oracle in 32-bit mode only. 

lnstalling the Software 
eHealth AIM for Oracle is distributed as a tape archive (tar) file. 
The name o f the ta r file varies for each operating system, as 
follows: 

• oramod_l.3pl_sol.tar for Solaris systems 

• oramod_l .3pl_aix.tar for AIX systems 

• oramod_l.3pl_hpux.tar for HP-UX systems 

To install eHealth AIM for Oracle: 

eHealth AIM for Oracle User Guide 

1. Locate the Oracle database that you need to monitor. 

2. Log on to that system as the root user. 

3. Copy the tar file for your system from the CD-ROM to the 
/tmp directory. 

4. Change directory to the SystemEDGE agent directory on 
your system by entering one o f the following commands. 

For Solaris and HP-UX systems, enter the following: 

cd /opt/EMPsysedge 

For AIX systems, enter the following: 

cd /usr/lpp/EMPsysedge 

5. Create the plugins directory, if it is not already present, by 
entering the following: 

mkdir plugins 

'OOB - Cl~ · 
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6. Change directory to the plugins directory by entering the 
following: 

cd plugins 

7. Enter one o f the following commands to launch the 
installation, depending on your operating system. 

For Solaris systems, enter the following: 

tar xvf /tmp/oramod_1.3pl_sol.tar 

For AIX systems, enter the following: 

tar xvf /tmp/oramod_1.3pl_aix.tar 

For HP-UX systems, enter the following: 

tar xvf /tmp/oramod_1.3pl_hpux.tar 

The installation creates files in the plugins/oramod 
directory. 

8. Edit the sysedge.cf file as described in "Editing the 
sysedge.cfFile" on page 21. After you install the files, you 
must edit the sysedge.cf file to specify the correct shared 
library for your version o f Oracle. 

9. Edit the oramod.cf file to indicate which databases, SIDs, 
and Oracle home directories to use, as described in "Editing 
the oramod.cf File" on page 22. 

1 O. Edit the SystemEDGE startup file to include Oracle 
environment variables so that the agent and AIM can find 
the Oracle home and lib directories, as described in 
"Editing th e SystemEDGE Startup File'' on page 24. 

11. Start the SystemEDGE agent, using one o f the following 
commands. 

For Solaris systems, enter the following: 

/etc/rc2.d/S99sysedge start 

For AIX systems, enter the following: 

bin/sysedge -b 

eHealth AIM 
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For HP-UX systems, enter the following: 

/sbin/rc2.d/S990sysedge start 

12. License the AIM, as described in "Licensing eHealth All'v1 
for Orade" on page 27. 

13. Restart the SystemEDGE agent. 

eHealth AIM for Oracle Files 
Table 2 describes the files created by the eHealth AIM for 
Oracle installation procedure. 

Table 2. Files lnstalled by eHealth AIM for Oracle 

File Name Description 

oramod.asnl eHealth AIM for Oracle MIB specification 

oramod.cf eHealth AIM for Oracle configuration file 

oramod.pdf eHealth AIM for Oracle User Guide 

oramod8.so eHealth AIM for Oracle shared library for Oracle 
8.0.4, 8.0.5, and 8.0.6 

oramod8i.so eHealth AIM for Oracle shared library for Oracle 8i 
(verions 8.1.5, 8.1.6, and 8.1.7) 

relnotes.txt Release notes for the eHealth AIM for Oracle 
module 

Configuring eHealth AIM for Oracle 
After you install eHealth AIM for Oracle, you must configure it 
by editing the following files: 

• sysedge.cf(page2 l) 

• oramod.cf (page 21) 

• SystemEDGE startup file ( page 24) 

eHealth AIM for Drac/e User Guide 
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Editing the sysedge. cf File 
You must edit the sysedge.cf file to use the correct shared 
library file for your system and to enable the SystemEDGE 
agent to load eHealth AIM for Oracle. Y ou can use the 
sysedge_plugin keyword in the sysedge.cf configuration file to 
specify which eHealth AIMs the SystemEDGE agent willload at 
system initialization. By default, the SystemEDGE agent does 
not load any AIMs at initialization, but you can edit the 
sysedge.cf file to configure the agent to load any eHealth AIMs 
that you have installed. 

The sysedge.cf file is located in your system directory by 
default; for example, it is located in the jetc/sysedge.cf 
directory on UNIX systems. For more information about the 
sysed.ge.cf file, refer to the eHealth SystemEDGE User Cuide. 

NOTE-------------------------------------------

To configure the SystemEDGE agent to start eHealth AIM 
for Oracle, you must provide the complete pathname to the 
shared library file for your version o f Oracle. 

Enabling eHealth AIM for Oracle for 
Oracle 8.0.4, 8.0.5, or 8.0.6 (Solaris] 
To enable the eHealth AIM for Oracle module in the 
SystemEDGE agent for Oracle 8.0.4, 8.0.5, or 8.0.6 on Solaris 
systems, add the following line to /etc/sysedge.cf: 

sysedge_plugin /opt/EMPsysedge/plugins/oramod/oramodB.so 

Enabling eHealth AIM for Oracle for Oracle Bi 
(Solaris and HP-UX) 

To enable the eHealth AIM for Oracle module in the 
SystemEDGE agent for Oracle Si (versions 8.1.5, 8.1.6, or 8.1.7) 
on Solaris and HP-UX systems, add the following line to 
I etc / sysedge.cf: 

sysedge_plugin /opt/EMPsysedge/plugins/oramod/oramodBi.so 

eHealth AIM fo 
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Enabling eHealth AIM for Oracle for Oracle Bi 
(A IX) 

To enable the eHealth AIM for Oracle module in the 
SystemEDGE agent for Oracle Si for AIX systems, add the 
following line to /etc/sysedge.cf: 

sysedge_plugin /usr/lpp/EMPsysedge/plugins/oramod/oramod8i.so 

Editing the oramod. cf File 
The oramod.cf file describes the eHealth AIM for Oracle 
configuration. You can edit the oramod.cf file to indicate the 
following: 

eHealth AIM for Oracle User Guide 

• User name and password. 

• Name (SID) ofthe database that you are monitoring. This 
value is contained in the oramodDbCfgSID MIB object. 

NOTE---------------------------------------­
Ifyou are using Transparent Network Substrate (TNS) 
names, use the TNS name that matches your database 
name in the oramod.cf file. 

• SID index. This value is also the value o f the 
oramodDbCfgSIDINDX MIB object. This value is 
user-configurable. You can set it to any integer greater than 
zero. Each instance must have a unique index for the 
platform. 

• SID-home. Installation directory for Oracle, or 
ORACLE_HOME. This value is also the value ofthe 
oramodDbCfgHOME MIB object. 

• SID-base. Base directory for Oracle, or ORACLE_BASE. 
This value is also the value o f the oramodDbCfgBASE MIB 
object. 

• File Check Interval. This value is the interval for checking 
files, in seconds. 

• Tablespace Check lnterval. This value is the interval for 
checking tablespaces. 

CPMI - CORREIOS 

Fls. No13 O 7 

3696 
Doe: ---- -



# oramod.cf 

Configuring eHealth AIM for 

To use eHealth AIM for Oracle, you must have a user ID that 
has either DBA privileges or SELECT_CATALOG_ROLE 
permissions for Oracle Version 8i and later. For earlier versions 
ofOracle, the SELECT_ANY_TABLE permissions should 
suffice. 

eHealth AIM for Oracle can monitor different versions of 
Oracle databases on the same platform only if you are running 
multiple versions of the SystemEDGE agent on different ports. 
Otherwise, eHealth AIM for Oracle can simultaneously monitor 
only instances o f Oracle that are the same Oracle version. 

Sample oramod.cf File 

The following is a sample oramod.cf file. 

# Configuration file for the eHealth AIM for Oracle Module 
# Concord Communications, Copyright 2001 
# 
# For each Oracle database running on your system, specify the following: 
# 
# oramod username passwd sid sid-index sid-home sid-base 
# file-check-interval table-space-check-interval 
# 
oramod fred elTsdim VIS 15 / uOl / app / oracle / 8.0.5 / uOl / app / oracle 60 60 

NOTE------------------------------------------­

After you make any changes to the oramod.cf file, you must 
restart the SystemEDGE agent to ensure that the changes 
take effect. 

eHealth AIM ~ ~~~-~mal@'~ 
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Editing the SystemEDGE Startup File 
The SystemEDGE startup fileis the shell script for starting and 
stopping the SystemEDGE agent. This file was installed with the 
SystemEDGE agent. Y ou must edit the file for your system to 
match your Oracle installation environment. 

For Solaris, edit the following file: 

I etc/ rc2 .dI S99sysedge 

For HP-UX, edit the following file: 

I sbin I rc2 .d/S990sysedge 

For AIX, edit the following file: 

/etc/rc.tcpip 

You must set the following environment variables in the 
SystemEDGE startup file to export the environment variables 
that Oracle requires: 

• ORACLE_BASE=/oracle; export ORACLE_BASE 

• ORACLE_SID=NHTD; export ORACLE_SID 

• ORACLE_HOME=/oracle/product/8.1.5; export 
ORACLE_HOME 

• LD_LIBRARY_PATH=$0RACLE_HOME/lib; export 
LD_LIBRARY_PATH 

For more information, refer to the following sections. 

NOTE-----------------------------------------­

The eHealth AIM for Oracle installation includes a sample 
SystemEDGE startup file. Do not install this sample file in 
place of your existing file. Use the sample file only as an 
example to help you edit the existing startup file to export 
the Oracle environment variables. 

eHealth AIM for Oracle User Guide 
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Configuring eHealth AIM for Ora 

Setting Environment Variables for Solaris 
Systems 

Before you start SystemEDGE, add the following to your site's 
/etc/rc2.d/S99sysedge to customize directory locations for 
your Oracle installation for Solaris systems: 

ORACLE_BASE=/export/ahab3/oracle/oracle.8.1.7 

export ORACLE_BASE 

ORACLE_SID=EHSS 

export ORACLE_SID 

~ . ORACLE_HOME=$0RACLE_BASE 

~ export ORACLE_HOME 

LD_LIBRARY_PATH=$0RACLE_HOME/lib:$0RACLE_HOME/jdbc/lib:/usr/dt/lib 

export LD_LIBRARY_PATH 

Setting Environment Variables for AIX Systems 

Before you start SystemEDGE, add the following to your site's 
/etc/rc.tcpip file to customize directory locations for your 
Oracle installation for AIX systems: 

ORACLE_BASE=/oracle/uOl/app/oracle 

export ORACLE_BASE 

ORACLE_SID=POSl 

export ORACLE_SID 

ORACLE_HOME=$0RACLE_BASE/8i 

export ORACLE_HOME 

LD_LIBRARY_PATH=$0RACLE_HOME/lib 

export LD_LIBRARY_PATH 

Setting Environment Variables for HP-UX 
Systems 
Before you start SystemEDGE, add the following to your site's 
/ etc / rc2.d /S990sysedge file to customize directory locations 
for your Oracle installation: 

ORACLE_BASE=/export/ahab3/oracle/oracle.8.1.7 

eHealth AIM 
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export ORACLE_BASE 

ORACLE_SID=EHSS 

export ORACLE_SID 

ORACLE_HOME=$0RACLE_BASE 

export ORACLE_HOME 

LD_LIBRARY_PATH=$0RACLE_HOME/lib:$0RACLE_HOME/jdbc/lib:/usr/dt/lib 

export LD_LIBRARY_PATH 

SHLIB_PATH=$0RACLE_HOME/lib:$ORACLE_HOME/jdbc/lib:/usr/dt/lib 

export SHLIB_PATH 

LD_PRELOAD=/usr/lib/libpthread.sl:/usr/lib/libcl.sl:/export/ahab3/ 
oracle/oracle.8.1.7/JRE/lib/PA_RISC/native_threads/libjava.sl 

export LD_PRELOAD 

Verifying that the Startup File is Set Up 
Correctly 
I f your SystemEDGE startup file is not set up correctly, you will 
receive an error message similar to the following: 

brahma# .. / .. / bin / sysedge 
Sy stemEDGE Version 4.0 Patchlevel 3 
Copyright 2001 by Concord Communications, Inc. 
l oad_plugin: dlopen of / opt / EMPsysedge / plugins / oramod / oramod8.so failed, 9, 
ld.so . 1: . . / .. / bin / sysedge: fatal: libclntsh . so.1.0: open failed: No such file 
or directory 
syse dge: load plugin / opt / EMPsysedge / plugins / oramod / oramod8.so failed 
sysedge: using port 161, config file / etc / sysedge .cf 

If you receive an erro r message, verify that you h ave set up the 
SystemEDGE startup file correctly and that you have loaded the 
correct shared library file for your version o f Oracle. 

Licensing eHealth AIM for Oracle 
Like the SystemEDGE agent, eHealth AIM for Oracle utilizes a 
host-based license method. Copies of eHealth AIM for Oracle 
can run only on systems that possess a valid license key. This 
license key is separate from the one used for the SystemEDGE 
agent. 
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Licensing eHealth AIM for 

The first time that you attempt to start the SystemEDGE agent 
after installing eHealth AIM for Oracle, the agent displays a 
message stating that it could not finda valid license for eHealth 
AIM for Oracle. It then provides you with a public key that is 
used to generate a permanent license key for your host 
machine. 

A license key is composed of four space-separated, 8-character 
sequences, totaling 32 characters. The sysedge.lic file contains 
the eHealth AIM for Oracle license, as well as the SystemEDGE 
agent license and other eHealth AIM licenses. For an example, 
refer to the sample license file in "Sample License File'' on page 
33. 

Obtaining ·a license 
To obtain a license, you can do any o f the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the Iicenseme.exe license utility. 

• Use AdvantEDGE View to receive an SNMP license trap or 
to query and license the plug-in without a trap. For more 
information, refer to "Cenerating a License through 
AdvantEDCE View Event Processing" on page 30 or 
"Generating a License through .AdvantEDGE View Host 
Administrat ion" on page 32. 

• Send an e-mail request to licenses@concord.com and place 
the returned license key in the appropriate license file. 

• Complete the online license form through the Internet, as 
described in the next section, "Generating the License 
through the Web-based License Form." 

For more information, refer to the eilealth SystemEDGE Uscr 
Guide and the Automatillg the Licensing of-SystemEDGE and 
AdwmtEDGE Point Plug-in Modules white paper. 
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Generating the License through the Web-based 
License Form 

This section describes how to generate the license using the 
Web-based license form. 

NDTE------------------------------------------­

If you are using an evaluation copy o f eHealth AIM for 
Oracle, you must request a temporary license that will 
enable it to operate during the evaluation period. 

To generate a license for eHealth AIM for Oracle: 

1. Start the SystemEDGE agent as follows: 

a. Log in as root. 

b. Change directory (cd) to /opt/EMPsysedge. 

c. Enter the following: 

./bin/sysedge -b 

The SystemEDGE agent displays a message indicating that 
you need a license for the eHealth AIM for Oracle module 
on this host machine. It displays a message similar to the 
following: 

SystemEDGE Version 4.1 Patchlevel 1 
Copyright 2001 by Concord Communications, Inc. 
Please contact Concord Communications, Inc. to obtain a license 
http: //www.concord.com / support, Email: licenses@concord.com 
Provide this: sysedge neptune sol2 5.8 346561363366b19c 1.3 Patchlevel 1 

eHealth AIM for Oracle User Guide 

2. Using a Web browser, go to the licensing Web site at 
http://license.concord.com, and select the Create License 
option that matches your use o f the agent: 

• Create SystemEDGE/AdvantEDGE Eval License (if 
you are evaluating the AIM or are a Concord partner 
o r reseller) 

• Create SystemEDGE Outsource License (ifyou are 
outsourcing the AIM) 
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• Create SystemEDGE/AdvantEDGE License (ifyou 
have purchased the AIM) 

NDTE--------------------------------------­

You must supply a user name and password to access 
the license form. 

I f you do not have Web access, fill out the license request 
form, /config/license.txt (available as part ofthe eHealth 
AIM for Oracle installation), with the complete string 
generated by the SystemEDGE agent, and e-mail the 
completed form to licenses@concord.com. 

3. Fill out the license form, entering the information that was 
printed by the SystemEDGE agent. Y ou must supply the 
following information: 

• Name 

• E-mail address 

• Software version number ( 1.3 in the example on 
page 28) 

• Patchlevel (1 in the example on page 28) 

• System name (neptune in the example on page 28) 

• Operating system name (sol2 in the example on 
page 28) 

• Operating system version (5.8 in the example on 
page 28) 

• System identifier (346561363366bl9c in the example on 
page 28) 

NDTE-------------------------------------­
Select the option for eHealth AIM for Oracle from the 
product list on the licensing form. 

After you submit the license request form, the Concord 
Web server generates a license, displays it on your Web 
browser, and e-mails it to the contact person in your 
organization. 
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4. Copy the license into /etc/sysedge.lic, and save that file. 

5. Restart the SystemEDGE agent as root by entering the 
following: 

./bin/sysedge -b 

Generating a License through AdvantEDGE View 
Event Processing 

~J 

In arder to use AdvantEDGE View event processing to license 
eHealth AIM for Oracle, your system must meet the following 
requirements: 

• Y ou must be using SystemEDGE Release 4.0 Patchlevel3 o r 
later with AdvantEDGE View. 

• You must configure the SystemEDGE agent to send SNMP 
traps to AdvantEDGE View. For more information, refer to 
the section on configuring the SystemEDGE agent in the 
cHealth SystemEDGE User Guiâc. 

• You must configure the SystemEDGE agent with a 
read-write community so that AdvantEDGE View can issue 
an SNMP Set to transmit the license key to it. For more 
information, refer to the section on configuring the 
SystemEDGE agent in the eHealth Sys tnnEDGE User Guide. 

• Y our AdvantEDGE View system must have access to the 
Internet, either directly or through a Web proxy. 

• The AdvantEDGE View user who is generating the license 
must have either write or admin permissions. 

To generate a license through AdvantEDGE View: 

1. Start the SystemEDGE agent with eHealth AIM for Oracle 
in unlicensed mode. SystemEDGE sends a license trap to 
AdvantEDGE View for that module. 

2. Start AdvantEDGE View, and click the Events icon to 
display the Event Processing screen. 

AdvantEDGE View displays a license trap for the system 
that requires a license. 
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3. Click the index number for that system to view the Trap 
Details form for License Software to display the 

. AC!J<!hJEDGE View Software Licensing form. 

4. Complete the licensing form, and click Get License. 

Software Ucensing, System SystemNBme 

U3emame I use~ 
PiU3WOrd 

Nome 

Company 

Email 

Phone 

Cu:stomeriD 

licen:se T'Jpe 

I AdnntEDGE View Usse~ 

I Compani 

I user@company.corri: 

lsss . sss . sss~ 

II666 

Permanent ...J I 
•N/A v3monlhs v6montho v9months vl2 
months 
( Dnly appücable if lea.oing license) 

End -user Compan\11 l 
( Dnly applicable if leasing license) 

NOTE---------------------------------------­

lf you have configured AdvantEDGE View preferences, 
AdvantEDGE View fills in ali o f the information 
(except password) on this form. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for eHealth AIM for Oracle, and issues an 
SNMP Set to the target SystemEDGE agent to inform it of 
the new software license key. 
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Generating a License through AdvantEDGE View 
Host Administration 

You can also license systems through AdvantEDGE View Host 
Administration. 

To access Host Administration: 

1. Start AdvantEDGE View, and click the Administration 
icon. AdvantEDGE View displays the Administration page. 

•1 2. Click the Host Administration icon. AdvantEDGE View 
\ ..,....) displays the host list. 

SystemEDGE Host ConfiguratJon 

.~-H·-·-·-----·-·-

1 Add New Hostl 
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3. Click the name o f the system that you want to license from 
the System Name column. AdvantEDGE View displays 
the Modify Host form. 

Modlfy Host avfew: 

Community: 
.... ,p-ub-li_c ________ Read community string for use with 

this host 

Read!Write 
Community: 

.------------ ReadMirite community string for use 
with this host 

Port: ,, 61 UDP Port to use with this host (e.g. 
161 or 1691) 

Timeout: ls Timeout value (in seconds) to use with 
this host (e .g. 3) 

Retries: Number of times to retry an operation 
on this host (e.g . 3) 

Update Host License HosVSoftware Delete Host j 

4. Click License Host/Software to display the licensing 
form. 

5. Select the option for eHealth AIM for Oracle from the 
Product list, and then click License Software. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for the software, and issues an SNMP Set 
to the target SystemEDGE agent, informing it o f the new 
software license key. 

Sample License File 

The following is a sample SystemEDGE agent license file. A 
pound character (#)in column l indicates that the entire line is 
a comment. 

# license file for SystemEDGE Agent 
# Concord Communications, Inc. 
# http: //www.concord.com 
# file / etc/sysedge.lic or %SystemRoot%\system32\sysedge.lic 
# A valid license key has four parts of 8 characters per part 
# parts are separated by space(s) with one license key per line 

# sysedge jupiter sol2 5.8 807cb1da007cb1da 4.1 PL 1 
e13311d3 OF2a7cb1 abC512dc fF8C923a 

# oramod jupiter sol2 5 . 8 807cb1da007cb1da 1.3 PL 1 
a794 3fde 098a87 i j a4kiuf39 afafEkj4 
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This chapter explains the organization and content o f the 
Concord Communications MIB for the Oracle application. The 
MIB specification (oramod.asnl) defines a collection of objects 
for monitoring and managing Oracle. You must configure the 
SystemEDGE agent to monitor the eHealth AIM for Oracle 
MIB objects that are relevant for your configuration. For 
more information, refer to Chapter 4, "Using eHealth AIJ'vl for 
Oracle." Figure 3 shows part of the eHealth AIM for 
Oracle MIB. 

_c:n:_~fll_a_~U_P.L:_!: g ~~ !J D!:_~~d!:!.l:l~fi_l_a_tJ_!_~~-~J _:>~_a."!_ad.IJ_t:~'::.i~l1..!'~!!_l_l !J 

I 
oramodCf'gDf(2ll oramodCfgDf'Table<t)l oramodCf~~:DfEntr!J(l): 

or....,odCfg (10). , 

J 
oramodCfglf (3) I oramodCfglf'Table<1) I oramodCfglfEntr~ (1) ' 

oramadCfgS&a (4) ·-: --- aramadCi'&SgaTable<t l 1--- oramodCf&SgaEntr!,!(l) I 

< oramodFootprt <1) I orarnodFootprtTable (1) I or...,odFootprtEntr!J <1 >' 
J or...,odFootprlnt(1) I 
j ; ------ -- - -- - - - or..,odFlleFootprt(2) 1--- orarnodFil eFootprtT~ or....,odFlleFootprtEntr!,l(1) 

\ torarnodMetrlcs<2>1--- oramodMetricsTable<l> ,-' -- orarnodMetncsEntr;~{l> I 

I -------- orarnodSgaDddAgg {1) I orarnodSgaDddAggTable (1) I oramodSgaDddAggEntr!,l (1) i 
1 oramodSGA <3>1~ 
/ orarnodS&aDlcl (2) I orarnodSgaDlcl Table (1) I oramodSgaDlciEntr\,1 (1) 1 

g _()_r arno_d_l<~do~~~uF_ ( 4} j-- o~.an1~~-R':'.ci~l_o!!Ju fT a~J:.':'~ f-- ~':'~~~~·~d_'!.~."-~<:f-~~rlt.~ 1_? ; 

\ orarnodRollBack (5) 1- - orarnodRollBackTable (1) 1-- orarnodRoUBackEntr!J <1) I 
oramodPerf <11) i 

~a.!:_ra~rn~o~dW~a~l~· t~sJ_<§_G>~I----~o~r~arn~o~d~R~es~W~a~l~ts~<~2~l Jl- - --- orarnodResWai tsT abl e (1 } 1--- orarnodResWai tsEntry ( 1) j 

orarnodTrnsactn(7) 1-- oretr~odTrnsactnTable(1) 1-- oramodTrnsactnEntr!::j{1) I 
.~~-odE>p_?j.!_{~~-' ---.'!.~-~odExp_§_'\l.I abl~'-!2J---_orarnod~:P~~l En~~~ 
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The eHealth AIM for Oracle MIB is organized into sections for 
database configuration and performance. Within the 
performance section, a footprint section defines MIB objects 
that show how much ofthe underlying system's resources 
Oracle is consuming. The following sections describe the 
eHealth AIM for Oracle MIB. For the most current list o f MIB 
objects, refer to the eHealth AIM for Oracle MIB specification 
(oramod.asnl ). 

Configuration Section 
The Configuration section o f the eHealth AIM for Oracle MIB 
contains configuration parameters and settings that are 
important for monitoring the health and performance o f the 
Oracle database. The Configuration section includes groups 
for database, database files, redo logs, and the System Global 
Area (SGA). 

Database Configuration Group 
The Database Configuration group contains instance names, 
index numbers, and initial startup information. Table 3 defines 
the Database Configuration parameters. 

Table 3 . MIB Objects - Oracle Database Configuration Group 
[Page 1 of 3) 

MIB Object Description 

oramodDbCfgSIDINDX Specifies the SID index number. 

oramodDbCfgSID Specifies the database name. 

oramodDbCfgVERSION Provides the description and version o f this 
Oracle installation. 

oramodDbCfgHOME Specifies the installation directory for Oracle. 

oramodDbCfgBASE Specifies the base directory for Oracle, or 
ORACLEBASE. 
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Table 3. MIB Objects - Oracle Database Configuration Group 
(Page 2 of 3) 

MIB Object 

oramodDbCfgiD 

oramodDbCfgCRTDT 

oramodDbCfgLOGMODE 

oramodDbCfgCTRLFILETYPE 

oramodDbCfgOPENMODE 

oramodDbCfgMAXPROCESS 

oramodDbCfgMAXSESSI ON 

ormodDbCfgTIMEDSTATISTICS 

oramodDbCfgCPUCNT 

oramodDbCfgSHAREDPOOLSIZE 

oramodDbCfgSHAREDPOOLRSSSIZE 

oramodDbCfgLARGEPOOLSIZE 

Description 

Specifies the database ID that was calculated 
when the database was created; this value is 
stored in all file headers. 

Specifies the original creation date and time 
o f the data base. 

Specifies the archive log mode: 
NOARCHIVELOG or ARCHIVELOG. 

Specifies the control file type: CURRENT, 
STANDBY, CLONE, BACKUP, or 
CREATED. 

Indicates whether the data base is set to READ 
WRITE or READ ONLY mode. 

Specifies the maximum number o f user 
processes that can simultaneously connect to 
an Oracle server for a multi-process 
operation. 

Specifies the maximum number o f use r and 
system sessions. 

Specifies whether timing is on. Set this 
variable to FALSE for optimum 
performance. 

Specifies the maximum number of CPUs for 
this instance. 

Specifies the shared pool size in KB. This 
variable controls the size o f the memory are a 
that is used for parsing and executing SQL 
statements. 

Specifies the shared pool reserved size in KB. 

Specifies the large pool reserved size in KB. 
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Table 3. MIB Objects- Oracle Database Configuration Group 
(Page 3 of 3) 

MIB Object 

oramodDbCfgCPUJA V APOOLSIZE 

oramodDbCfgCPUCNTRLFILES 

oramodDbCfgCPUDBBLKBUFF 

oramodDbCfgBLKSIZE 

oramodDbCfgCKPTINTRVL 

oramodD BCfgDBFILES 

oramodDbCfgSORT AREASIZE 

oramodD BCfgOPENCURSO RS 

oramodDBCfgTRNSACTNS 

oramodDBCfgTRNSACTNSPERSEG 

oramodDBCfgMAXROLLSEG 

eHealth AIM for Oracle User Guide 

Description 

Specifies the Java pool size in KB. The default 
value is 20,000 KB. 

Specifies the name and path of the control 
files. 

Specifies the number of database block 
buffers in blocks. 

Specifies the size of the database blocks. 

Specifies the redo log checkpoint interval. 

Specifies the maximum number of database 
files. 

Specifies the maximum sort area size. This 
object controls the amount of memory 
allocated to each process in the Process 
Global Area for any sorting activity. 

Specifies the maximum number of 
simultaneous open cursors that a single-user 
process can have. 

Specifies the maximum number of 
simultaneous, concurrent transactions. 

Specifies the maximum number of 
concurrent transactions per segment. 

Specifies the maximum number of rollback 
segments. 
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Database File Configuration Group 
The Database File Configuration group describes the Oracle 
database files. Ta:blle 4 defines the Database File Configuration 
parameters. 

Table 4. MIB Objects - Oracle Datahase File Configuration Group 
(Page 1 of 2) 

MIB Object 
-y··· 

1- Description 
I, 

----·--+ . 
NUM oramodCfgDfFILE 

oramodCfgDfSTAT us 

____ ~ ~;ecifies the file identification number. 

:I ·specifies the type o f file ( system o r use r) and 
) 

ij ü:t~~ status. The value can be OFFLINE, 
I; ONLINE, SYSTEM, RECOVER, or SYSOFF. 

-----------+-
oramodCfgDfENA BLED (! ~)~scribes how accessible a file is from SQL. 

-~----· .. ·----· 
oramodCfgDfUNR CVllli-LECJ-~G 

-~·--·---·---··-

.CVRBLE'rH-..TE oramodCfgDfUNR 

~-------------------·-·-· 
f'ES oramodCfgDfKBY' 

~---------------
· oramodC(~DfCRTKB YTES 

---·--· 
![E oram od CfgDfFN AI\ 

oramodCfgDfCRTT IME 

-··--
PACENUM 

---

---·-· 

o ramod CfgDITBLS 

oramodCfgDITBLE SPACERflLENUM 

--
~KS oramodCfgDfBLOC 

lfliu~. value· can be DISABLED, READ ONLY, 
READ WRITE, or UNKNOWN. 

:1 Spe~:ifies the last unrecoverable change 
li JJ:i~nnber that was made to this data file. 
\I 

Specifies the last unrecoverable change time 
that was made to this data file. 

-~~cifies the current size of the file in 
!i i'Kilübytes (KB). 
\ 

Specifies the size o f the data file when it was 
created. 

:. 5t~ecifies the file name. 
~· l .:.. 

. Specifies the time at which the data file was 
created. 

Specifies the tablespace number. 

Specifies the tablespace relative data file 
number. 

Specifies the current size of the data file in 
blocks. 
·-
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Table 4. MIB Objects - Oracle Database File Configuration Group 
(Page 2 of 2) 

MIB Object Description 

oramodCfgDfBLOCKSIZE Specifies the block size o f the data file. 

oramodCfgDfERROR Indicates whether the datafile header read an 
error. If so, a restore is required. A value of 
NULL indicates success. 

oramodCfgDfRECOVER Indicates whether the file needs media 
recovery. The value can be YES orNO. 

oramodCfgDfRSTLOGSCHGNUM Specifies the reset log change number. 

oramodCfgDfRSTLOGSTIME Specifies the reset log timestamp. 

Redo Log File Configuration Group 
The Redo Log File Configuration group describes the redo log 
file locations and status for each Oracle installation. Table 5 
defines the Redo Log File Configuration parameters. 

Table 5. MIB Objects - Oracle Redo Log File Configuration Group 

MIB Object Description 

oramodCfgLfMEMBERINDX Specifies the log file member index. 

oramodCfgLfGROUPNUM Specifies the log file group number. · 

oramodCfgLfST ATUS Specifies the log file status. 

oramodCfgLfMEMBER Specifies the log file name and path. 
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Performance 

System Global Area Configuration Group 
The System Global Area (SGA) Configuration group 
summarizes the Oracle system global area. Table 6 defines the 
SGA Configuration parameters. 

Table 6. MIB Objects - Oracle SGA Configuration Group 

MIB Object Description 

oramodCfgSgaTOTALMEMALLOC Specifies the total real memory allocated. 

oramodCfgSgaFIXEDSGA Specifies the fixed memory allocated in KB. 

oramodCfgSgaVARIABLE Specifies the variable memory that is 
allocated in the SGA. 

oramodCfgSgaDBBUFF Specifies the database buffers allocated in 
KB. The typical range is from 4 KB to 2 GB. 

oramodCfgSgaREDOBUFF Specifies the redo buffers allocated in KB. 

Performance Section 
The Performance section o f the eHealth AIM for Oracle MIB 
contains performance data that is necessary for capacity 
planning and trend analysis, as well as real-time performance 
and availability monitoring. The Performance group is divided 
into subgroups for footprint data, metrics, the SGA, redo logs, 
rollback segments, waits, expensive SQL, tablespaces, and locks. 

Oracle Footprint Group 
The Footprint group provides information about the Oracle 
CPU, memory, data flow, and disk-resource consumption, 
more commonly called the footprint. Long-term trending 
analysis of footprint information is useful for anticipating and 
avoiding problems due to resource exhaustion. Y ou can also 
monitor footprint information in real time to detect and 
correct temporary resource exhaustion dueto viruses, security 
incidents, and hardware failures. The Footprint group includes 
subgroups for footprint and file footprint. 

eHealth AI ygJY1brac~P8~~i e 

Fls . N° 1 3 2 5 

Doe: 3 6 9 6 



42 • Chapter 3 Using the eHealth AIM for Oracle M/8 

Footprint Group 

The Footprint group describes the performance footprint for 
each Oracle service. Table 7 defines the Oracle Footprint 
parameters. 

Table 7. MIB Objects - Oracle Footprint Group [Page 1 of 2) 

MIB Object 

oramodFootprtCPUTIME 

oramodFootprtPERCENTCPU 

oramodFootprtMEMSIZE 

oramodFootprtRSS 

oramodFootprtPERCENTMEM 

oramodFootprtTHREADS 

oramodFootprtiNBLKS 

o ramod FootprtO UTBLKS 

oramodFootprtMSGSSENT 

eHea/th AIM for Oracle User Guide 

Description 

Specifies the CPU time in seconds accumulated by Oracle. 
This time includes all core components and the database 
instance. 

Specifies the percentage of CPU utilization by Oracle over 
the last sample interval. This value is reported as the 
percentage multiplied by 100. It is the sum of the CPU 
utilization of ali Oracle core services and components, and 
provides a good indication o f the CPU resource 
consumption by the entire Oracle application. Do not use 
this variable as a counter. 

Specifies the combined size of all Oracle text, data, and 
stack segments in KB. This value is the sum of ali process 
sizes for ali core Oracle services and optional connectors. 

Specifies the total real memory (resident size set [RSS]) of 
Oracle in KB. This value is the sum o f process RSS for ali 
core Oracle services and optional connectors. 

Specifies the percentage (0-100) ofreal memory used by 
Oracle, including core services and optional connectors. 

Specifies the total number of threads operating within the 
respective Oracle components as seen by the operating 
system. 

Specifies the number ofblocks of data input by the 
processes. 

Specifies the number ofblocks of data output by the 
processes. 

Specifies the number of messages sent by the processes. 
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Table 7. MIB Objects - Oracle Footprint Group (Page 2 of 2) 

MIB Object 

oramodFootprtMSGSRCVD 

oramodFootprtSYSCALLS 

oramodFootprtMINORPGFLTS 

oramodFootprtMAJ ORPG FL TS 

oramodFootprtNUMSW APS 

oramodFootprtVOLCNTX 

oramodFootprtiNVOLCNTX 

oramodFootprtH O MESIZE 

oramodFootprtD BD ISKSIZE 

oramodFootprtSTARTUPTIME 

oramodFootprtST ATUS 

oramodFootprtDATABASES1 ATUS 

oramodFootprtSHUTDOWNPENDING 

Description 

Specifies the number of messages received by the processes. 

Specifies the number of system calls invoked by the 
processes. 

Specifies the number of minor page faults incurred by the 
process. 

Specifies the number of major page faults incurred by the 
process. 

Specifies the number of times the processes have been 
swapped. 

Specifies the number ofvoluntary context switches 
incurred by the processes. 

Specifies the number of involuntary context switches 
incurred by the processes. 

Specifies the size in KB of the Oracle root directory and all 
files beneath it. 

Specifies the size in KB of all Oracle database disk storage 
areas. This value is a sum of all data base files. 

Specifies the date and time that the Oracle instance was 
started. 

Specifies the status of the instance: STARTED, 
MOUNTED, or OPEN. 

Specifies the data base status o f the instance. 

Specifies whether the database is about to be shut down: 
YES orNO. 

~~'e"''"!"!'""1""11"rf1~~­
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File Footprint Group 
The File Footprint group describes the Oracle file footprint. 
Table 7 defines the Oracle File Footprint parameters. 

Table 8. MIB Objects - Oracle File Footprint Group 

MIB Object 

oramodFFootprtFILEINDX 

oramodFFootprtFILETYPE 

oramodFFootprtFILENAME 

oramodFFootprtCRTTS 

oramodFFootprtCRTKBYTES 

oramodFFootprtKBYTES 

oramodFFootprtBLOCKS 

oramodFFootprtSTA TUS 

oramodFFootprtRECOVER 

oramodFFootprtA VGIOTIM 

eHealth AIM for Oracle User Guide 

Description 

Specifies the file index number. 

Specifies the file type. 

Specifies the file name. 

Specifies the timestamp o f the last update. 

Specifies the file creation size in KB. 

Specifies the file size in KB. 

Specifies the file blocks. 

Specifies the file status. 

Indicates whether the file needs recovering. 

Specifies the average input/output time for the file. 
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Metrics Group 
The Metrics Group describes the Oracle database metrics. 
Table 9 defines the Oracle Metrics parameters. 

45 

Table 9. MIB Objects- Oracle Metrics Group (Page 1 of 4) 

MIB Object 

oramodMetricsBCPT 

oramodMetricsBGR 

oramodMetricsBVPT 

oramodMetricsCHR 

oramodMetricsCR 

oramodMetricsCPT 

oramodMetricsCBR 

oramodMetricsCCR 

oramodMetricsCRR 

oramodMetricsLCM 

Description 

Block Changes Per Transaction (scaled by 100). Measures the 
amount of data manipulation language (DML) work that 
each transaction performs. 

Block Get Rate per second (scaled by 100). Measures the rate 
at which application systems reference the database. 

Block Visits Per Transaction (scaled by 100). Measures the 
database load imposed for each transaction. 

Cache Hit Ratio (scaled by 100). Measures the effectiveness 
of the hits against the buffer cache. 

Call Rate (user and recursive) over time. Measures the work 
demand rate that all work sources are placing on the data base 
instance. 

Calls Per Transaction (scaled by 100). Indicates the number 
of database requests per committed transaction. 

Changed Blocks (scaled by 100). Measures the balance 
between queries and DML and can indicate changes in 
application use or indexes. 

Consistent Change Ratio (scaled by 100). Measures 
consistent database changes and gets, or the extent to which 
applications are exercising the read-consistency mechanism. 

Continued Row Ratio (scaled by 100). Measures the space 
usage of data blocks. 

Library Cache Miss Ratio (scaled by 100). Measures the 
missed requests and reloads to access library-cached objects 
since instance startup. Monitor the library cache to help 
determine whether you should resize the shared pool. 
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Table 9. MIB Objects- Oracle Metrics Group (Page 2 of 4) 

MIB Object Description 

oramodMetricsRTUC Recursive To User Call Ratio (scaled by 100). Measures the 
ratio of recursive and user to application calls. 

oramodMetricsRLSW Redo Log Space Wait Ratio (scaled by 100). Shows the rate at 
which failures are occurring in writing to the redo log space. 
lt can measure memory allocation. 

oramodMetricsRSR Row Source Ratio (scaled by 100). Specifies the percentage of 
total rows retrieved from full table scans. 

oramodMetricsSOR Sort Overflow Ratio (scaled by 100). Indicates the number of 
sorts that are using temporary segments. 

oramodMetricsTRR Transaction Rate Ratio (scaled by 100). Indicates the rate at 
which users or applications are committing transactions. 

oramodMetricsUCR User Call Rate Ratio (scaled by 100). Indicates the rate at 
which client users or applications are requesting SQL 
statements. 

oramodMetricsUCPP User Calls Per Parse Ratio (scaled by 100). Specifies the ratio 
of user calls to parses in the shared SQL area. This value 
indicates how well the application is managing its context 
area. 

oramodM etrics URR User Rollback Ratio (scaled by 100). Indicates the rate at 
which application transactions are failing. 

oramodMetricsSGALCE Library Cache Efficiency Percentage (scaled by 100). 
Specifies the percentage o f times that an SQL statement did 
not need to be reloaded because it was already in the library 
cache. 

oramodMetricsSGADDCE Data Dictionary Cache Efficiency Percentage (scaled by 1 00) . 
Shows the ratio of gets to misses within the shared pool. 

oramodMetricsDBTOTALRW Specifies the total number o f physical reads and writes since 
the instance started. 

oramodMetricsD BBLK CH G Specifies the total number of database block changes. 

-eN -
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Table 9. MIB Objects- Oracle Metrics Group (Page 3 of 4) 

MIB Object 

oramodMetricsDBBLKGET 

oramodMetricsDBCNSTGET 

oramodMetricsDBPHYSREAD 

oramodMetricsDBSORTDISK 

oramodMetricsDBSO RTMEM 

oramodMetricsBLKFREEW AIT 

oramodMetricsMTHRDQUEUEWAIT 

oramodMetricsSESSHIWTRMEM 

oramodMetricsSESSCURRMEM 

oramodMetricsSESSHIWTR 

oramodMetricsSESSCURRENT 

oramod M etrics USERCO MMITS 

oramodM etricsUSERROLLBACK 

oramodMetricsUSERCALLS 

oramodMetricsD BPHYSWRTS 

Description 

Specifies the total number of database block gets since the 
instance started. 

Specifies the total number of consistent gets since the 
instance started. 

Specifies the total number o f physical reads since the instance 
started. 

Specifies the total number of database disk sorts since the 
instance started. 

Specifies the total number of database memory sorts since 
the instance started. 

Specifies the percentage o f times that a request resulted in a 
wait for a free block. 

Specifies the number of seconds that a request waited in the 
queue for m ulti-threaded servers. 

Specifies the maximum high-water amount of session 
memory that has been used. 

Specifies the current maximum amount of session memory 
that has been used. 

Specifies the high-water mark for the number of sessions. 

Specifies the current number of sessions. 

Specifies the number of successfully completed and aborted 
database transactions. 

Specifies the number of transactions that have been rolled 
back since the instance started. 

Specifies the number of transactions that h ave been started 
since the instance started. 

Specifies the total number of physical writes since the 
instance started. 

,---~-- - MO• •• • ~ - · - - --

Fls . N° 13 31 
L 3696 

Doe: - -----



48 • Chapter 3 Using the eHealth AIM for Orac/e M/8 

Table 9. MIB Objects- Oracle Metrics Group (Page 4 of 4) 

MIB Object Description 

oramodMetricsTBLSCANROWS Specifies the number of rows that were retrieved through 
table scans since the instance started. 

oramodMetricsTBLFTCHROWID Specifies the number o f rows that were retrieved through 
table fetches by row ID since the instance started. 

oramodMetricsTBLFTCH CROW Specifies the number o f rows that were retrieved through 
table fetches by row since the instance started. 

oramodMetricsRECRSVCALLS Specifies the number of recursive calls since the instance 
started. 

oramodMetricsCNSTCH GS Specifies the number of consistence changes since the 
instance started. 

oramodMetricsPARSECNT Specifies the number o f parses since the instance started. 

oramodMetricsCPUTM Specifies the amount o f time that was taken to work requests. 

oramodMetricsLOGFILESWTCH Specifies the number of redo log file switches. 

SGA Group 
The SGA area o f the Oracle MIB stores aggregate information 
about the performance o f the dictionary cache. Each user and 
data request that connects to the database references this data 
dictionary. Retaining as much of the data dictionary 
information as possible in memory contributes to database 
efficiency. The SGA Group includes subgroups for Data 
Dictionary Aggregate (DDA) and Detailed Library Cache 
Information (DLCI). 
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SGA DOA Group 

The SGA DDA group describes the data dictionary aggregates. 
Table 10 defines the Oracle SGA DDA parameters. 

Table 1 O. MIB Objects - Oracle SGA DOA Group 

MIB Object 

oramodSGAAGGCNT 

oramodSGAAGGUSG E 

oramodSGAAGGFIX 

oramodSGAAGGGET 

oramodSGAAGGGETMISS 

oramodSGAAGGSCAN 

oramodSGAAGGSCANMISS 

oramodSGAAGGSCANCPLT 

oramodSGAAGGMODS 

oramodSGAAGGFLUSH 

Description 

Specifies the total number of entries in the data dictionary cache 
since the instance started. 

Specifies the total number of cache entries with valid data since the 
instance started. 

Specifies the total number of fixed entries in the data dictionary 
cache since the instance started. 

Specifies the total number o f information requests since the 
instance started. 

Specifies the total number o f information requests that resulted in 
cache misses since the instance started. 

Specifies the total number of scan requests since the instance 
started. 

Specifies the total number of scan requests that resulted in misses 
since the instance started. 

Specifies the total number of times that the list was scanned 
completely since the instance started. 

Specifies the total number ofinsertions, updates, and deletions since 
the instance started. 

Specifies the total number o f times the data was flushed to disk since 
the instance started. 
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SGA DLCI Group 

The SGA DLCI group describes the detailed library cache 
information. Table 11 defines the Oracle SGA DLCI 
parameters. 

Table 11. MIB Objects - Oracle SGA DLCI Group 

MIB Object Description 

oramodSGADLCINAME Specifies the Library Cache Namespace: SQL AREA, 
TABLE/PROCEDURE, BODY, TRIGGER, INDEX, CLUSTER, 
OBJECT, or PIPE. 

oramodSGAD LCI GET Specifies the total number of request handles to the library 
namespace since instance startup. 

oramodSGADLCIGETHIT Specifies the total number o f times that handles were already 
allocated in the cache. 

oramodSGADLCI GETHITRT Specifies the Get/Hit ratio that indicates the percentage o f parse calls 
that find a cursor to share. 

oramodSGADLCIPIN Specifies the number of pin requests for objects in the cache since 
the instance started. 

oramodSGADLCIPINHIT Specifies the number o f pin hits o r executions o f objects that are 
already allocated and initiated in the cache. 

oramodSGADLCIPINHITRT Specifies the ratio o f pin hits to pins. 

oramodSGADLCIRELOAD Specifies the number o f times a statement had to be reparsed in 
order to be executed. 

oramodSGADLCIINV ALID Specifies the number of times that non-persistent library objects 
have been invalidated. 

- - ----·-· .. ~-----
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Redo Logs Group 
Oracle stores data that is being changed by transactions in redo 
logs. The application can later use these redo logs to perform 
database recoveries, if necessary. Table 12 defines the Oracle 
Redo Log parameters. 

Table 12. MIB Objects- Oracle Redo Log Group 

MIB Object Description 

oramodREDOBLKWRT Specifies the total number of redo blocks written since instance 
startup. 

oramodREDOENTRIES Specifies the total number of redo entries in the redo log since 
instance startup. 

oramodREDOSIZE Specifies the size o f the r e do log. 

oramodREDOSPACERQST Specifies the number o f redo log space requests. If this value is not 
dose to zero, the buffer is too small. 

oramodREDOSP ACEW AIT Specifies the total number of redo log space wait times since the 
instance started. 

oramodREDOSYNCHWRT Specifies the total number o f redo synch writes since the instance 
started. 

oramodREDOSSYNCHTM Specifies the total amount of redo synch time. 

oramodREDOW ASTAGE Specifies the total amount of redo log waste. 

oramodREDORETRIES Specifies the total number of redo retries. 

Rollback Segment Group 
The Rollback Segment section o f the Oracle MIB records 
cumulative statistics about the use of all rollback segments since 
the database was last started. These segments contain records of 
data that have not yet been modified in a transaction. The 
database can use these segments to remove changes that were 
performed for a transaction that was canceled. That is, they can 
return the record to the state it was in before any changes were 
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made. For best performance, try to size the rollback segment so 
that each of its extents is large enough to support a typical 
transaction. Table 13 defines the Oracle Rollback Segment 
parameters. 

Table 13. MIB Objects - Oracle Rollback Segment Group (Page 1 of 2) 

MIB Object 

oramodRollBackSEGNAME 

oramodRollBackEXTENTS 

oramodRollBackRSSIZE 

oramodRollBackWRITES 

oramodRollBackGETS 

oramodRollBackWAITS 

oramodRollBackOPTSIZE 

oramodRollBackSHRINKS 

oramodRollBackWRAPS 

oramodRol!BackEXTENDS 

eHealth AIM for Oracle User Guide 

Description 

Specifies the rollback segment name. 

Specifies the total number o f rollback segment extends since the 
instance started. 

Specifies the size of the rollback segment. 

Specifies the total number of segment Writes since the instance 
started. 

Specifies the total number o f rollback segment Gets since the 
instance started. 

Specifies the total number o f rollback segment Waits since the 
instance started. 

Specifies the optimal size of the rollback segment. Base this value on 
application use to minimize space management issues. 

Specifies the total number of rollback segment shrinks (return to 
normal size after an extend) since the instance started. 

Specifies the total number of rollback segment wraps since instance 
startup. I f this value is not equal to zero, recreate the rollback 
segments with larger extent sizes. 

Specifies the number o f rollback segments extends ( extensions for 
handling larger transactions that what the segment was designed to 
handle) . 
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Table 13. MIB Objects- Oracle RollbackSegment Group [Page 2 of 2) 

MIB Object Description 

oramodRollBackA VESHRINK Specifies the average shrink size o f this rollback segment since the 
instance started. 

oramodRollBackA VEACTIVE Specifies the average activity for this rollback segment since the 
instance started. 

oramodRollBackSTATUS Specifies the rollback segment status. 

Waits Group 
Wait time contributes most significantly to total response time. 
The Waits table identifies the events that are contributing to the 
longest wait times. Table 14 defines the Oracle Waits 
parameters. 

Table 14. MIB Objects- Oracle Waits Group 

MIB Object Description 

oramodWaitsEVENT Specifies the name o f the 
resource that is experiencing 
waits. 

oramodWaitsTOT AL W AITS Specifies the total number of 
waits for the resource. 

oramodW aitsTOT AL TIM OUT Specifies the total number of 
timeouts for the resource. 

orarnodWaitsTIMEWAITED Specifies the total time the 
resource waited . 

oramodWaitsA VGWAIT Sp~cifies the average time the 
resource waited. 
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Expensive SQL Group 
SQL queries that are not optimized can significantly reduce the 
overall performance of a system. The Expensive SQL table 
identifies statements that require too many disk reads or parses. 
Table 15 defines the Oracle Expensive SQL parameters. 

Table 15. MIB Objects - Oracle Expensive SQL Group 

MIB Object Description 

oramodExpSqlEXECUTION Specifies the number of 
executions of expensive SQL. 

oramodExpSqlDISKREAD Specifies the number of disk 
reads. 

oramodExpSqlP ARSECNT Specifies the number o f parses. 
A large number ofhard parses 
requires more memory for the 
shared pool. 

oramodExpSqlBUFFGETS Specifies the number ofBuffer 
Gets. 

oramodExpSqlSORTS Specifies the number o f Sorts. 

oramodExpSqlSQL Specifies the SQL statement. 
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Tablespace Group 
The Tablespace group identifies the fragmentation within each 
database tablespace. For best performance, you must have 
enough free block space to fill database requests. The 
Tablespace table describes the amount of space left in a 
tablespace after the next largest extent of any table in the 
tablespace is allocated. Table 16 defines the Oracle Tablespace 
parameters. 

Table 16. MIB Objects - Oracle Tablespace Group 

MIB Object Description 

oramodTblspTBLSPINDX Specifies the tablespace index number. 

oramodTblspTBLSPNAME Specifies the tablespace name. 

oramodTblspKBYTESLEFT Specifies the number ofKB that are left after the next largest 
extent is allocated. 

oramodTblspFILNAME Specifies the tablespace file name. 

oramodTblspEXTENTS Specifies the number of extents. 

oramodTblspLRGEXTENT Specifies the size in bytes o f the largest extent. 

oramodTblspSMEXTENT Specifies the size in bytes o f the smallest extent. 

oramodTblspiNCREMENTBY Specifies the size in bytes o f the next extent increment. 

oramodTblspBYTESCOALSD Specifies the number of free bytes that were coalesced. 

oramodTblspBYTESFREE Specifies the number of free bytes that are available. 

Lock Group 
Locks are access restrictions in a multi-user environment. They 

can maintain securíty and protect the integrity of the data by 
remaining in place until a commit (which saves ali changes to a 
database since the start of a transaction) or rollback (which 
removes updates performed by a partially completed 
transaction ) takes place. The Lock Group includes subgroups 
for locks and latches. 

~---·-- - - - ' 
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Locks Group 

The Locks table identifies lock holders and requestors. Table 17 
defines the Oracle Locks parameters. 

Table 17. MIB Objects - Ora ele Locks Group 

MIB Object 

oramodLock USERINDX 

oramodLockUSERNAME 

oramodLockO B JECT 

oramodLockTYPE 

oramodLockMODE 

oramodLockCTIME 

oramodLockBLOCK 

Description 

Specifies the user's index number. 

Specifies the name of the user who is holding the lock. 

Specifies the name of the locked object. 

Specifies the object type of the locked object. 

Specifies the type of lock mo de that is being held: Null, Row share, 
Row exclusive, Share, Share row exclusive, or Exclusive. 

Specifies the amount of time since the current mode was granted. 

Indicates whether the lock is blocking another lock. 

Latches Group 

Latches are subsets o f locks that can prevent access to Oracle 
internai memory structures while a process is accessing them. I f 
the database spends too much time waiting for latches, it can 
affect performance. The Latch table identifies latches held per 
instance. Table 18 defines the Oracle Latch parameters. 

Table 18. MIB Objects- Oracle Latch Group [Page 1 of 2) 

MIB Object Description 

oramodLatchLA TCHNUM Specifies the latch number. 

oramodLatchLATCHNAME Specifies the latch name. 

oramodLatchGETS Specifies the number of times that Oracle satisfied requests for 
latches without waiting. 
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Table 18. MIB Objects - Oracle Latch Group [Page 2 of 2] 

MIB Object Description 

oramodLatchMISSES Specifies the number of times that Oracle did not satisfy latch 
requests. 

oramodLatchSLEEPS Specifies the number of latch sleeps. 

oramodLatchiMDGETS Specifies the number o f latch immediate gets. 

oramodLatchiMD MISSES Specifies the number oflatch immediate misses. 

oramodLatch WAITSHOLDING Specifies the number o f latch waits that are holding. 

oramodLatchSPIN GETS Specifies the number oflatch spin gets. 

Backup Group 
The Backup group provides physical backup information. Table 19 
defines the Backup parameters. 

Table 19. MIB Objects - Oracle Backup Group 

MIB Object 

oramodBackupFILENUM 

oramodBackupST A TUS 

oramodBackupCHANGENUM 

oramodBackupDATE 

Description 

Specifies the backup file index 
number. 

Specifies the status o f the backup. 

Specifies the change n umber o f the 
backup file. 

Specifies the date o f the backup. 
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Archive Group 
The Archive group provides physical backup information. Table 20 
defines the Backup parameters. 

Table 20. MIB Objects - Oracle Archive Group 

MIB Object Description 

oramodArcDestARCMODE Specifies the mode o f the archive 
log. 

oramodArcDestSTATUS Specifies the status ofthe archive log 
file. 

o ramodArcDestD EST Specifies the archive log file 
destination. 
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This chapter describes how to configure and use eHealth AIM 
for Oracle. This module is implemented as a SystemEDGE 
agent plug-in. After you enable this plug-in in the sysedge.cf 
file and obtain a license for it, SystemEDGE willload it 
automatically at startup. For more information, refer to 
"Editing the sysedge.cf File" on page 21 and "Licensi.ng eHealth 
AJM for Oracle" on page 26. 

eHealth AIM for Oracle implements additional MIB objects 
that provide advanced information about the health and 
availability of Oracle databases. lt can opera te with any 
SNMP-compliant management software such as Concord's 
eHealth suíte of products, AdvantEDGE View, HP Open View, 
and others. I f you are using eHealth AIM for Oracle with 
eHealth, refer to the eHealth Web Help for more information 
about the reports that you can generate. 

The default configuration settings of the eHealth AIM for 
Oracle plug-in enable you to use the advanced self-monitoring 
capabilities of the SystemEDGE agent in conjunction with 
eHealth AIM for Oracle. 
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eHealth AIM for Oracle MIB Branch 
Y ou can use AdvantEDGE View o r another SNMP tool to edit 
the SystemEDGE configuration file to utilize the eHealth AIM 
for Oracle MIB objects with the process-monítoring, 
threshold-monitoríng, and history-collectíon features o f the 
SystemEDGE agent. All MIB objects that are related to eHealth 
AIM for Oracle exíst at object identifier (OID) branch 
1.3.6.1.4.1.546.16.4 in the Concord Systems Management MIB. 
The MIB is defined in the oramod.asn 1 file, which is available in 
the eHealth AIM for Oracle product installation. 

Assigning Entry Rows in the SystemEDGE 
Self-Monitoring Tables 

Ali SystemEDGE self-monitoring tables (including log 
monitoríng, process/servíce monitoríng, threshold monitoring, 
and history collection) require the use of unique row numbers. 
Each table contains an Index column which acts as a key field to 
distinguish rows in the table. This section describes the benefits 
of reserving a block of rows (in the range of 11 to the maximum 
number of rows in your table) for use by the system or 
application administrator. 

Setting Local Policy 
Y ou may choose, as a matter oflocal policy, to reserve a block o f 
rows for system administratíon. Thís policy allows you to define 
entries within a reserved block of rows without being concerned 
that the row might already be taken by another user's entry. In 
compliance with the local policy, ali other users should use row 
índices that are outside the reserved range when they define 
user-configured entries. 

Reserving Blocks of Rows 
By reserving a block of rows, you can define a consistent set of 
conditions (row entries) to be monitored across all machines 
such that the same condition is defined in the same row 
number on each machine. For example, you can use row 3000 
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in each table to define entries monitoring the MIB object for 
total number ofSQL disk reads (oramodExpSqlDISKREAD). 
You can then distribute this configuration to every host so that 
every system that is running Oracle uses row 3000 for 
monitoring the number o f SQL disk reads, for each 
SystemEDGE self-monitoring table. 

To reserve a block of rows for monitoring Oracle: 

1. Decide which block o f rows you want to reserve for use with 
monitoring Oracle. 

2. Use that block o f rows to define a set o f row entries for each 
SystemEDGE self-monitoring table. For more information, 
refer to the chapter on self-monitoring in the eHenlth 
S'ystemEDGE User Cuide. 

3. Distribute configuration file entries to all hosts that are 
running Oracle and eHealth AIM for Oracle. For more 
information, refer to the Automating the Deployment of 
SystemEDGE and the AdvantEDGE Point Plug-in Modules 
white paper. 

NOTE--------------------------------------
As an alternative, you can use this row-number 
assignment policy with AdvantEDGE View for 
group-configuration operations. 

4. Require end users to avoid your block o f rows when 
defining their own self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
This section provides examples o f how to use SystemEDGE 
process, threshold, and history monitoring to monitor the 
Oracle application. Add these commands to the sysedge.cf file 
to enable monitoring o f the MIB objects that they specify. 
Modify these examples as necessary to monitor the MIB objects 
that are relevant for your configuration. 
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The examples in this section use row numbers in the 5000 
range; use a row number for your configuration that conforms 
to local policies. For more information on row assignment, 
refer to "Assigning Entr}' Rows in the SystemEDGE 
Self-l\lionitoring Tables" on page 60. 

The following command, for example, instructs the 
SystemEDGE agent to monitor the RSS of the Oracle database 
every 60 seconds for values that are greater than 50,000 and to 
store the data in row 5001 of the Threshold Monitoring table: 

monitor oid oramodFootprtRSS 5001 OxO 60 absoluta > 50000 'Total 
Resident Memory' '' 

For more information about the syntax for the commands in 
this section, refer to the ei-Iealth SystemEDGE User Guide. For 
more information about eHealth AIM for Oracle MIB objects, 
refer to Chapter 3, "Using the eHealth All'v1 for Oracle MIB," or 
to the MIB specification (oramod.asnl ). 

NOTE---------------------------------------------

Enter the commands throughout this chapter on one line. Do 
not use a carriage return to match the formatting shown 
here. 

Using SystemEDGE Process Monitoring 
This section provides an example ofhow to use the 
SystemEDGE agent to monitor the availability of a criticai 
Oracle process. For more information, refer to the chapter on 
process monitoring in the eHenlth SystemEDGE User Guíde. 

Monitoring the Oracle database 

To ensure that the Oracle database is running, enter the 
following command in the sysedge.cf file: 

watch process procAlive 'oracle' 5000 30 'Oracle Database' '' 
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Using SystemEDGE Threshold Monitoring 
This section provides examples ofhow to use the SystemEDGE 
agent to monitor important Oracle metrics. Add the commands 
that are provided in the following sections to the sysedge.cf file 
to monitor thresholds for these MIB objects. For more 
information, refer to the chapter on threshold monitoring in 
the ei-Iealth SystemEDGE User Guide. 

NOTE-------------------------------------------

The thresholds used in this section may not be appropriate 
for your Oracle application; select thresholds that are 
appropriate for your environment. 

Monitoring Total Resident Memory Size of an 
Oracle Service 

To monitor the total resident memory size of an Oracle service, 
enter the following: 

monitor oid oramodFootprtRSS 5001 OxO 60 absoluta > 50000 'Total 
Resident Memory ' ' ' 

Monitoring Combined Size of Oracle Text, Data, 
and Stack Segments 
To monitor the total size of the Oracle text, data, and stack 
segments, enter the following: 

monitor oid oramodFootprtMEMSIZE 5002 OxO 60 absoluta > 1000000 'Total 
Memory Size' '' 

Monitoring Total Size of Oracle Redo Log File 
To monitor the total size of the Oracle redo log file, enter the 
following: 

monitor oid oramodREDOSIZE 5003 OxO 60 absolute > 500000 'Total Redo 
Log Size' '' 

- -------
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Monitoring Total Number of Database Disk 
Sorts 

To monitor the total number of database disk sorts, enter the 
following: 

monitor oid oramodMetricsDBSORTDISK 5004 OxO 60 absoluta > 50000 'Total 
Number Database Disk Sorts' '' 

Using SystemEDGE History Collection 
This section provides examples ofhow to use SystemEDGE 
history capabilities to track the value of important Oracle 
metrics over time. Add the commands that are provided in the 
following sections to the sysedge.cf file to collect history for 
these MIB objects. For more information about history 
collection, refer to the chapter on history collection in the 
eHealth SystemEDGE User Guide. 

NOTE-----------------------------------------­

The number of samples and the interval between samples 
used in this section may not be appropriate for your Oracle 
system; select values that are suitable for your environment. 

Collecting History on Number of Hits to the 
Data base 

To collect history on the number hits to the database, enter the 
following: 

emphistory 5000 60 oramodMetricsCHR 300 'Total Hits To Oracle Database' 

Collecting History on Block Changes Per 
Transaction 

To collect history on the number ofblock changes per 
transaction for the Oracle database, enter the following: 

emphistory 5001 60 oramodMetricsBCPT 300 'Oracle Database Block Changes 
Per Transaction' 
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Collecting History on the Number of 
Transactions Started 

To collect history on the number of transactions started since 
the last instance startup, enter the following: 

emphistory 5002 60 oramodMetricsUSERCALLS 300 'Total Transactions 
Started Since Instance Startup' 
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Abstract Notation One (ASN.1) A language that describes 
data types independent of computer structures and 
representations. For more information refer to ISO 
International Standard 8824. 

AdvantEDGE View A Web-based management interface for 
use with the SystemEDGE agent that enables an 
administrator to use a Web browser to manage systems 
and applications. 

agent In network management, a program that provides 
information from a management information base (MIB) 
for SNMP agents. eHealth or a network management 
system (NMS) use the information about managed devices 
and take corrective action when appropriate. 

American Standard Code for lnformation lnterchange 
(ASCII) The most common format for character 

representation in computers and the Internet. Characters 
fit into a single byte. lt was developed by the American 
National Standards Institute (ANSI). 

application A program that performs a specific function for 
one or more users or for another application program. 
Types of applications include communication programs, 
management programs, word processors, databases, and 
drawing programs. 

l-eo~~'t'tt'7005~~ 
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ASCII See American Standard Code for Information 
J nterchange (ASCII). 

ASN.1 SeeAbstractNotationOne (ASN.l). 

baseline A levei of performance that is considered normal, 
average, or typical over a period of time such as a day, 
week, or month. Compare current performance metrics 
against baseline data to identify trends in performance 
leveis and service delivery. 

buffer A temporary storage area for data. Often 
implemented as holding areas between the backplane and 
an interface; data remains in the buffer until it can be 
transmitted on the interface or processed by the central 
processing unit (CPU). 

capacity A measurement of the volume that an element can 
support. For interfaces, this is the bandwidth that can be 
carried. For hard disks, this is the disk size or the amount 
of information that can be stored on the disks. See also 
traffic. 

central processing unit (CPU] The component within a 
device that performs the instruction execution for the 
applications and programs that run on the device. Also 
referred to as a processor or microprocessor. 

client A computer system, usually a desktop computer or 
laptop, that presents data directly to a user and accepts 
input. They drive the computing process, supporting local 
processing and accessing remote servers as needed for data 
access and analysis. 

Also refers to the application software residing on a 
machine that is used by an end user. 

congestion A condition in which the network traffic is 
greater than the amount that the network can carry. Often 
causes performance problems and delays on a network. 

CPU .See central processing unit (CPU). 

CORREIOS 
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Database Management System (DBMS) A program such 
as Oracle, Microsoft SQL Server, or Sybase for creating and 
providing access to one or more databases. 

delay The time required for a packet or frame to travei from 
the sending station (source) to the receiving station 
( destination) . 

disk thrashing A condition that results when a server 
performs high disk input /output (1/0) operations-reads 
and writes to the disk-without producing actual work. 
Often occurs when a server performs excessive paging and 
swapping due to physical memory limitations. 

DNS See domain mune system (DNS). 

domain name system (DNS) The system that locates and 
translates Internet domain names such as concord.com 
into Internet Protocol (IP) addresses. A DNS server is 
typically a device that translates domain names to IP 
addresses within your network. 

eHealth AIM See eHealth application insight module. 

eHealth application insight module A plug-in 
(supplementary program) that extends the functionality of 
the SystemEDGE agent. AIMs add the capability to 
manage application-specific events, processes, thresholds, 
and health. 

event An occurrence on a system that typically results in a 
message, such as an SNMP trap, being sent to a configured 
management system. Common events include system 
failures, system reboots, exceeded thresholds, or any 
user-configurable situation that the user wants to identify. 

File Transfer Protocol (FTP) A means for uploading and 
downloading files on the Internet ( the oldest Internet 
protocol for retrieving files). You can use an FTP client 
application to request files from or transfer files to an FTP 
serve r. 

FTP Sec Fil e Tnmsfer Protocol (FTP). 

CPMI · CORREIOS 

eHealth AIM for O éJJ:.Ie User f~r:t 2 
. Hs. N° . u tJ 

3696 
Doe: ------
~-----··--- -···-



70 • Glossary 

Host Resources MIB A MIB (management information 
base) that defines a set of objects that are useful for the 
management o f host computers. For example, it defines 
host storage areas, devices, and file systems. This MIB is 
defined in RFC 1514. 

hostname The name for an individual IP (Internet Protocol) 
address on a computer. While many computers have only 
one hostname, some machines, such as network servers 
have multiple hostnames. 

HTML See Hypertext Markup Language (HTML). 

HTTP See Hypertext Transfer Protocol (HTTP). 

Hypertext Markup Language (HTML) A programmatic 
language used for controlling the way that text and images 
appear when a file is dis.played on the World Wide Web. 

Hypertext Transfer Protocol (HITP) An application 
protocol that defines the set of rules for exchanging files 
(text, graphics, multimedia, and other files) on the World 
WideWeb. 

Hertz (Hz) A unit o f frequency o fone cycle per second that 
measures the change in the state of an alternating current, 
sound wave, or other cyclical wave form. 

1/0 See input/output (I/0). 

lnformation Technology (IT) A widely-used term to describe 
ali o f the technologies used for creating, exchanging, 
managing, and using information in various forms. 

input/output (1/0) Any operation, program, or device that 
transfers data to or from a computer. 

internet infrastructure The applications, systems, and 
networks that a company uses to run its business, for both 
internai use and for interfaces to the outside world. 

"·-- ·- · - · · 
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Internet Protocol (IP) The method (o r protocol) by which 
packets o f information are sent across the Internet. IP 
defines addressing, error handling, routing, and option 
codes for data transmission. IP requires no continuing 
connection between the endpoints that are 
communicating. 

IP See Internet Protocol (IP). 

IT See Information Technology (IT). 

KB Kilobytes. 

1 

latency A measure of delay, often network delay. Depending 
on the type o f element, eHealth reports can show two types 
oflatency: round-trip latency, which is the length oftime 
in milliseconds for a ping packet to travei from the eHealth 
system to a polled element and back. Alternate latency, 
which is the length o f time in milliseconds for a ping 
packet to travei from a network resource (the alternate 
latency source) such as a router to other criticai network 
resources such as routers and servers ( the alterna te latency 
partner). 

management information base [MIB) A formal 
description of a set o f network objects that can be managed 
using Simple Network Management Protocol (SNMP). 

MB Megabytes. 

MIB See man agement information base (.t-.. .:JIB) . 

network A collection of computers, printers, routers, 
switches, and other devices that are able to communicate 
using a common transmission media such as TCP/IP. 

network management system (NMS) An application 
program usually residing on a computer that manages at 
least part of a network, including systems and applications. 
The NMS communicates with agents to monitor network 
statistics and resources, control network device 
configuration, and analyze network problems. See olso 
<~gen t. 
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NMS See network management system (NMS). 

object identifier (010) a unique identifier o f a managed 
object in a MIB hierarchy. See also management 
information base (J'viTB). 

010 See object id.entifier (OID). 

operating system (OS) The program that manages ali other 
programs (applications or application programs) on a 
compu ter. Provides the following services: determining the 
order in which each application runs and the time allotted 
for that application, managing the sharing of internai 
memory among multiple applications and handling input 
to and output from attached hardware devices. 

OS Se e operating systern (OS). 

packet A logical unit of data routed between an origin and a 
destination on the Internet or any other packet-switched 
network. On the Internet, the Transmission Control 
Protocol (TCP) layer ofTCP!IP divides a file into packets 
of manageable size for routing. 

page In computers that utilize virtual memory, a unit of data 
storage. Systems transfer pages of data from disk storage to 
memory and back again. 

On the World Wide Web, a file written using Hypertext 
Markup Language (HTML) that specifies how text, images, 
and other multimedia will be presented to the user. A W eb 
site delivers information to the user one page ata time. 

paging The process by which a computer moves portions of 
programs between random access memory and auxiliary 
storage ( on disk). 

part1t1on A logical division of a hard disk on a PC that is 
created so that each partition can have a different 
operating system or can be used for different purposes (for 
example, file management or multiple users) . 

.--~-------- - -- - - . 
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path In networking, a path is a route from one location to 
another in a network. In an Asynchronous Transfer Mode 
(ATM) network, a path is a virtual pipe that can carry a 
number of channels. 

PC See personal computer (PC). 

performance threshold The upper limit of acceptable 
response time. 

personal computer (PC) A computer designed for 
individual use. Prior to the PC, computers were designed 
to be used by many individuais and system resources were 
shared by ali. A PC often refers to a compu ter with an Intel 
microprocessor architecture and an operating system such 
as Microsoft DOS or Windows. 

ping An Internet echo message used to confirm the 
reachability of a network device. An abbreviation for 
Packet Internet or Inter-Network Groper. 

port The physical (hardware) connection on a device that 
connects the device to a network. 

process Typically, an instance of a program or application 
that is running on a server. Applications can have one or 
more associated processes. See olso Database 1V1anagement 
System (DBI\'lS) . 

process set A collection of one or more processes that 
relate to a specific application. Using eHealth- System 
At-a-Glance reports, you can obtain information about the 
impact and performance of process sets running on 
systems that have Concord SystemEDGE agents. 

protocol The set o f rules by which the endpoints in a 
telecommunication connection communicate. The 
protocol defines the packet format of the transmitted 
information. On the Internet, common protocols are TCP, 
IP, HTTP and FTP. 

eHea/th AIM 
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7 4 • Glossary 

queue In a system, a set of jobs awaiting resources. In a 
network device such as a router, a collection of packets 
waiting to be processed or forwarded. Insufficient central 
processing unit ( CPU) speed, memory, o r interface speeds 
can contribute to long queues, and therefore, to delay on 
the network. 

real-time A levei of compu ter responsiveness that an end user 
would deem as immediate or fast enough to show 
incrementai changes of an externai process (for example, 
to present visualizations of the weather as it constantly 
changes). 

Request For Comments (RFC) The name ofthe document 
series regarding Internet design. Most RFCs define 
protocol specifications such as Telnet and FTP. RFCs are 
widely available online. 

RFC See Request Por Comments (RFC). 

server A program that provides services to other programs 
in the same and other computers. 

Also a compu ter that performs file storage and application 
hosting as well as provides computing services to other 
devices and users on the network. Typically has one or 
more central processing units (CPUs), disks, interfaces, and 
storage partitions. 

server process A server-side part of a distributed 
application. 

Simple Network Management Protocol (SNMP) The 
network management protocol used almost exclusively in 
data networks. A rnethod for rnonitoring and controlling 
network devices, as well as rnanaging configurations, 
statistics collection, performance, and security. 

SNMP Sec Simplc Network ivJanagcmcnt Protocol (SN?v!P) . 
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SNMP agent A program such as the SystemEDGE agent that 
conforms to a management information base (MIB) 
specification to collect information about managed devices 
and to take corrective action (using SNMP traps) when 
appropriate. 

speed The capacity (bandwidth) of an interface in bits per 
second (bps). 

swapping The process in which a computer moves entire 
programs in and out o f random access memory to and 
from auxiliary storage (swap partition or pagefile). 

SystemEDGE agent Concord's SNMP agent that 
autonomously monitors system configuration, status, 
performance, users, applications, file systems, and other 
criticai resources. 

Systems Management MIB A set of MIB (management 
information base) objects that extends the capabilities of 
the Host Resources MIB. It provides greater visibility into 
systems and specific information about Windows NT and 
UNIX systems. 

TCP /IP See Transmission Control Protocol CfCP ) and 
"Internet Protocol (IP). 

threshold See performance threshold. 

throughput The rate of data transfer on an interface over 
time. At each poll, eHealth calculates throughput by 
dividing the total number ofbits for an interface by the 
elapsed time in seconds since the previous poll. 

traffic The data that travels over a network. 

Transmission Contrai Protocol [TCP) A connection-based 
protocol used along with the Internet Protocol (IP) to send 
data in the form of message units between computers over 
the Internet. While IP is responsible for the actual delivery 
o f the data, TCP is responsible for dividing data in to 
packets at the sending system and constructing the data 
message from individual packets at the receiving system. 

eHealth AIM C (iMfc/fõ' e'~~ 
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trap A message sent by an SNMP agent to a console or 
network management system (NMS) to indicate that a 
threshold has been reached or another user-defined 
condition has occurred. The SystemEDGE agent defines a 
number of traps for system and application management. 

UDP See User Datagram Protocol (UDP ). 

User Datagram Protocol (UDP) A communications 
protocol that uses Internet Protocol (IP) to send and 
receive data and is similar to Transmission Control 
Protocol (TCP), but provides fewer packet management 
serv1ces. 

variable A performance metric for an element. A 
characteristic or behavior upon which eHealth gathers 
data and evaluates the performance o f the element. 
SystemEDGE agents can also monitor local variables to 
reduce network polls and increase scalability. 

Web See vVorld \Vide vVeb (W\VW, vVeb). 

workstation A powerful computer that is equipped with a 
fast processar, a large amount of random access memory, 
and other features such as high-speed graphical rendering 
that make it suitable for business users such as engineers, 
graphic designers, and architects. 

World Wide Web (WWW, Web) All o f the resources on 
the Internet that use Hypertext Transfer Protocol (HTTP). 
Users ofthe Web access information through browser 
software. 
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About This Guide 

The AdvantEDGE for Microsoft IIS User Guide provides instructions for 
installing and using AdvantEDGE for Microsoft IIS for Windows NT x86 and 
Windows 2000 systems. This guide is intended for the person responsible for 
installing and configuring AdvantEDGE for Microsoft IIS. 

This version supports AdvantEDGE for Microsoft IIS Release 1.0 Patchlevel 2 
or later, and the SystemEDGE agent Release 4.0, Patchlevel3 and later. 

NOTE ----------------------------------------------
The acronym IIS stands for Internet Information Server in version 4.0 
for Windows NT, and for Internet Information Services in version 5.0 
for Windows 2000. 

To use AdvantEDGE for Microsoft IIS, you should have a basic 
understanding of the Microsoft IIS application, the Concord SystemEDGE 
agent, and your host' s operating systems environment. Refer to Microsoft 
documentation and the SystemEDGE Agent User Guide for more information. 

How This Guide ls Organized 
This guide is organized as follows: 

• Chapter 1, "Introduction," provides an overview of AdvantEDGE for 
Microsoft IIS and its capabilities for monitoring Microsoft IIS. 

• Chapter 2, "Installing AdvantEDGE for Microsoft IIS," explains how to 
install, configure, and license the Concord AdvantEDGE for Microsoft IIS 
software on a host system. 

• Chapter 3, "Using the AdvantEDGE for Microsoft IIS MIB," describes the 
information that is available through the Concord AdvantEDGE for 
Microsoft IIS MIB. k - - -· . 

• Chapter 4, "Using AdvantEDGE for Microsoft 115," e l)fm~~ ~~o cr~ - i 
configure and use Concord's AdvantEDGE for Micro Sfi~is.:inC§ls\~~ 
environment. Fls. ~ •o 13 6 9 

\-· 
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ABOUT THIS GUIDE 

• • • • • • • • • • • • • • • • • • • • • • 

Conventions in This Guide 
The following paragraph shows a sample command. Dueto space limitations 
in this guide, some commands wrap from one line to the next. Disregard 
these line breaks, and enter each command as one line. Otherwise, your 
command syntax will be incorrect. 

For example, when you see a command such as the following: 

watch process procAlive 'inetinfoiiNETINFO' 5000 OxO 
30 'IIS' '' 

You must enter the command on one line, as shown here: 

watch process procAlive 'inetinfoiiNETINFO' 5000 OxO 30 'IIS' '' 

C ontact lnformation 

c 

vi 

If you need any assistance with the SystemEDGE agent or the AdvantEDGE 
for Microsoft 115 Point module, contact Customer Support, using one of the 
following methods: 

Phone: (888) 832-4340 (for calls from the USA and Canada) 
(508) 303-4300 (for calls from other countries) 

Fax: (508) 303-4343 

E-mail: 

Web site: 

Licensing: 

support@concord.com 

http:/ /www.concord.com 

http:/ /license.concord.com 

AdvantEDGE for Microsoft IIS User Cuide 
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Introduction 

This chapter provides an overview of how you can use the AdvantEDGE for 
Microsoft IIS Point module to monitor the Microsoft IIS application. You 
must install this Point module on every IIS workstation that you want to 
monitor. 

NOTE ----------------------------------------------------­
Unless otherwise stated, the term IIS, as used throughout this guide and 
the Management Information Base (MIB) specification, refers to the 
Microsoft IIS application in its entirety, which encampasses ali of the 
services and optional components. 

lntroducing AdvantEDGE for Microsoft IIS 
AdvantEDGE for Microsoft IIS is a plug-in module for the SystemEDGE 
agent. This plug-in enables information technology (IT) operators to monitor 
the performance and availability of Microsoft IIS on Microsoft Windows NT 
4.0 and Windows 2000. Microsoft IIS is a super server that consists of severa! 
services, which are described in the next section, "Microsoft IIS Architecture". 

AdvantEDGE for Microsoft IIS makes important information about IIS 
available to management software through the SystemEDGE agent and 
Simple Network Management Protocol (SNMP). The SystemEDGE agent 
enables the monitoring of important IIS metrics, processes, and services, as 
well as the sending of SNMP traps when exceptions or exception conditions 
occur. 

NOTE ------
This document is not intended as a manual on how to install, administer, 
or use Microsoft IIS. For help with IIS, refer to your Microsoft 
documentation. 

l-e1~~moo~~ -
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1 INTRODUCTION 
Microsoft IIS Architecture ........ ; ............. . 

Microsoft IIS Architecture 

c 

1-2 

Microsoft IIS is a complex piece of software with many components. At the 
core of IIS are the following services: 

• World Wide Web (WWW) service, which services the Web content to and 
frorn users 

• File Transfer Protocol (FTP) service, which services file transfer requests 
to and frorn users 

• Sirnple Mail Transfer Protocol (SMTP) service, which provides a rnail 
transport rnechanism for IIS 

• Network News Transfer Protocol (NNTP) service, which provides news 
groups for IIS 

Figure 1-1 shows the core cornponents of AdvantEDGE for Microsoft IIS. 

Figure 1-1: AdvantEDGE for Microsoft IIS Components 

IIS controls worker threads, and it can use each worker thread to provide a 
specific service that the user has requested. This architecture requires the 
monitoring of the IIS process and other processes in order to obtain sufficient 
inforrnation on the performance of IIS. Beca use IIS includes so many 
components, its proper functioning requires the availability of a_~0_e_!y_of 

processes; configuration parameters and settings; and Windowt;' H~~mootr-i~~ 
queues, and system resources. CPML : CORREIOS 
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Using AdvantEDGE for Microsoft 115 

AdvantEDGE for Microsoft IIS provides you with the tools and information 
that you need to monitor and respond to the IIS application and its use of 
your system resources. With AdvantEDGE for Microsoft IIS, you can fix 
potential problems before users-and your business-are affected. 

You can use AdvantEDGE for Microsoft IIS with any SNMP-compliant 
management software, including Concord's eHealth suite of products, 
AdvantEDGE View, HP OpenView, and others. With AdvantEDGE for 
Microsoft IIS and the SystemEDGE agent, you can perform the following 
types of tasks: 

• Monitor the availability of IIS and its various services. 

• Automatically restart any service that fails. 

• Alert IT staff when IIS starts to consume significant leveis of system 
resources, including CPU, disk space, and memory. 

• Monitor logs for security, system, and application events across the Web, 
FTP, SMTP, and NNTP services. 

• Detect error statistics across the Active Server Pages (ASP), Common 
Gateway Interface (CGI), and Internet Server Application Program 
Interface (ISAPI) application extension pages, including Web 404 
(page not found) errors and ASP script errors. 

Using AdvantEDGE for Microsoft IIS with eHealth 
You can use AdvantEDGE for Microsoft IIS and the SystemEDGE agent with 
the eHealth product suite to provide the historical data for long-term trending 
analysis and capacity planning. With eHealth- Application Assessment, you 
can run At-a-Glance, Trend, Top N, and MyHealth reports for the following 
types of information: 

• Amount of Central Processing Unit (CPU), total memory, and disk space 
the IIS application is using 

• Size of the IIS service logs 

• Number of times the IIS application is using the database cache to 
redisplay information 

• Number of bytes and number of files processed by the WWW and FTP 
services 

• N umber o f users for the WWW and FTP services 

CPMI - -CORREIOS 
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1-4 

• Number of WWW requests the IIS application is processing per second 

• Number of page not found errors the WWW service is encountering 

For more information about the variables that you can monitor and reports 
that you can run when you integrate AdvantEDGE for Microsoft IIS with 
eHealth, refer to the eHealth Web Help. 

Using AdvantEDGE for Microsoft IIS with Live Health 
You can also use AdvantEDGE for Microsoft IIS and the SystemEDGE agent 
with Live Health for real-time detection of potential problems. Live Health 
applies intelligent algorithms to the data, resulting in precise assessments of 
application health and performance. For more information about how Live 
Health can detect "brownouts" and service delays across applications, 
systems, and networks, refer to the Live Health Web Help. 

AdvantEDGE for Microsoft IIS User Cuide 
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Installing AdvantEDGE for 
Microsoft IIS 

This chapter explains how to install, configure, and license AdvantEDGE for 
Microsoft IIS. 

NOTE -----------------------------------------------------~ 
For the most current information about installing the AdvantEDGE for 
Microsoft IIS module, refer to the release notes (relnotes.txt) that ship on 
the installation CD. 

lnstallation Requirements 
Before you install AdvantEDGE for Microsoft IIS, you must first install, 
license, and configure the SystemEDGE agent Release 4.0, Patchlevel3 or 
later. For more information, refer to the SysternEDGE Agent User Guide. 

Your system must also be running the Microsoft IIS application. Use Table 2-1 
to determine which version of IIS and which service packs are required for 
your operating system. 

Table 2-1: Required IIS Version and Service Pack by Operating System 

Operatir •9 System Required Software Required 
Service Pack 

Windows NT 4.0 x86 Microsoft Internet Information Server 6a 
Version 4.0 

Windows 2000 Microsoft Internet Information Services 1 
Version 5.0 

For more information, refer to Microsoft documentation. 

l-t;;w"''@-r~tf7f'ff~- ' e~l 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT IIS 
Installing the Software 

• • • • • • • • • • • • • • • • • • • • • • 

lnstalling the Software 
AdvantEDGE for Microsoft IIS is distributed as a self-extracting executable 
named iismod.exe for Windows NT and Windows 2000. 

Follow these steps to install AdvantEDGE for Microsoft IIS: 

1. Locate the IIS workstation that needs to be monitored. 

c 

2. Log on to the system as administrator. 

3. Click Start. 

4. Select Programs ~ Command Prompt. 

5. Insert the CD containing the Concord software distributions into the 
CD-ROM drive. 

The operating system automatically mounts the drive using the CD-ROM 
drive's corresponding drive letter. The particular drive letter is specific to 
your system and depends on the number and types of disks attached to 
your system. 

6. Determine which directory you want to use as the installation directory 
for AdvantEDGE for Microsoft IIS.If the SystemEDGE agent is installed at 
C: \sysedge, the recommended installation directory is 
C: \sysedge \plugins. 

7. Run the self-extracting executable by entering the following at the 
command prompt, where D: is the CD-ROM drive for your system, and 
c: \ sysedge \pl ugins is the installation directory: 

D:\iismod\ntx86\iismod.exe -dir C:\sysedge\plugins 

The -dir option is important because it instructs the self-extracting 
executable to create the intended subdirectory hierarchy that is used 
throughout this guide. The distribution is then placed in an iismod 
subdirectory within the specified target directory (for example, 
C: \sysedge \plugins \iismod). 

NOTE --- -

You cannot execute iismod.exe directly from the CD-ROM. 

AdvantEDGE for Microsoft IIS is now installed. 

2-2 AdvantEDGE for Microsoft JJS Llser Guide 
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Table 2-2 describes the files created by the installation proce . l. . ~~ / 

Table 2-2: Files lnstalled by AdvantEDGE for Microsoft IIS 

File Name Description 

iismod.dll AdvantEDGE for Microsoft IIS dynamic link library (DLL) module 
for Windows NT and Windows 2000 

iismod.pdf AdvantEDGE for Microsoft IIS User Guide 

iismod.asnl AdvantEDGE for Microsoft IIS MIB specification 

examples AdvantEDGE for Microsoft IIS monitoring examples 

relnotes. txt Release notes for AdvantEDGE for Microsoft IIS 

Configuring AdvantEDGE for M_icrosoft IIS 
The SystemEDGE agent uses the configuration file sysedge.cf and the 
sysedge_plugin keyword to specify which AdvantEDGE modules to load at 
system initialization. By default, the SystemEDGE agent does not load any 
plug-ins at initialization time, but you can edit the sysedge.cf file to configure 
the agent to load any AdvantEDGE Point modules that you have installed. 

The sysedge.cf fileis located, by default, in your system directory; for 
example, C:\winnt\system32. To configure the SysternEDGE agent to start 
AdvantEDGE for Microsoft IIS, you must provide the complete path name to 
iismod.dll, the AdvantEDGE for Microsoft IIS dynarnic link library. The 
actual path depends on the location you selected when you installed the 
AdvantEDGE for Microsoft IIS files. For example, enter this command if you 
installed the files in the C:\sysedge\plugins\iismod directory: 

s ysedge plugin C : \ s y sedge \ plugins \ iismod \ iismod.dll 

For more information about the sysedge.cf file, refer to the SystemEDGE Agent 
User Guide. 

Licensing AdvantEDGE for Microsoft IIS 
Like the SystemEDGE agent, AdvantEDGE for Microsoft IIS utilizes a 
host-based license method. Copies of AdvantEDGE for Microsoft IIS can run 
only on systems that possessa valid license key. This license is separa te frorn 
the one used for the SystemEDGE agent. 

~ 
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The first time that you attempt to start the SystemEDGE agent after installing 
AdvantEDGE for Microsoft IIS, the agent will display a message saying that a 
valid license was not found for AdvantEDGE for Microsoft IIS. It then 
provides you with a public key that is used to generate a permanent license 
key for your host machine. 

A license key is made up of four space-separated, 8-character sequences, 
totaling 32 characters. The AdvantEDGE for Microsoft IIS license is stored in 
the sysedge.lic file, the same file that contains the SystemEDGE agent 
licenses. Refer to the sample license file on page 2-6. 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use the AdvantEDGE View licensing procedure, which uses SNMP traps. 
For more information, refer to the AdvantEDGE View Web Help. 

• Send an e-mail request to license@concord.com and place the returned 
license key in the appropriate license file. 

NOTE -----------------------------------------------------

Always include the Customer ID and user name in license requests 
that you send through e-mail. 

• Complete the online license form through the Internet, as described in the 
next section, "Generating the License" ." 

For more information about licensing, refer to the SystemEDGE Agent 
User Guide and the Automating the Licensing of SystemEDGE and AdvantEDGE 
Point Plug-in Modules white paper. 

Generating the License 
This section describes how to generate the license using the Web-based 
license form. The SystemEDGE setup program can generate the licensing 
information for your system. 

NOTE -- --- --

If you are using an evaluation copy of AdvantEDGE for Microsoft IIS, you 
must request a temporary license that will enable it to operate during the 
evaluation period. - - ----
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To generate a license, follow these steps: ~ ~ ~ } 
~L ~ ·.)/ .,.,. ' 

1. Run the SystemEDGE agent setup command by entering the fol1ou,.,.........,,...... 
the command prompt: 

sysedge\setup -1 

The setup program displays a message similar to the following: 

SysternEDGE Version 4.0 Patchlevel 3 

Copyright 2001 by Concord Cornrnunications, Inc. 

Please contact Concord Cornrnunications, Inc. to obtain a license 

http://www.concord.com/support, Ernail: license@concord.com 

Provide: sysedge neptune NTx86 4.0 346561363366b19c 4 . 0 Patchlevel 3 

2. To obtain a license for AdvantEDGE for Microsoft IIS, fill out the online 
Web-based license form available from Concord's licensing Web server at 
the following URL: 

http://license.concord.corn 

NOTE ------------------------------------------------------­

You must supply a user name and password to access the license 
form. 

The license form asks you to supply the following information: 

• Customer ID 

• Name 

• E-mail address 

• Software version number (4.0 in the example above) 

• Pa tchlevel 

• System name (neptune in the example above) 

• Operating system name (NTx86 in the example above) 

• Operating system version (4.0 in the example above) 

• System identifier (346561363366b19c in the example above) 

NOTE --- - -

When you are licensing AdvantEDGE for Microsoft IIS, select iismod 
as the prod uct on the licensing form. 

After you submit the license request, the Concord Web server generates a 
license and displays it to your Web browser. It also e-ITI.~he . .licens . to 
the contact person in your organization. 
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3. Copy the generated license key into the sysedge.lic file in the system32 
subdirectory (for example, C:\ winnt\system32), and then save the file. 

The license key is case sensitive. Copy it exactly as it appears. If possible, 
use your system's cut-and-paste facility instead of entering it by hand. 
If you do enter the license key by hand, be careful not to confuse characters 
such as the letters 1 and I and the number l,or the letter O and the 
number O. 

4. Stop and then restart the Windows NT Master agent by entering the 
following commands at the command prompt: 

net stop snrnp 

net start snrnp 

The AdvantEDGE for Microsoft IIS moduleis now licensed and ready to use. 

Sample License File 
The following is a sample SystemEDGE agent license file. A pound character 
(#) in column 1 indicates that the entire line is a comment. 

# license file for SysternEDGE Agent 

# Ernpire Technologies, Inc . 

# A Concord Cornrnunications Cornpany 

# http:/ / www.concord.corn 

# 

# file /etc / sysedge.lic or %SysternRoot%\systern32\sysedge.lic 

# A valid license key has four parts of 8 characters per part 

# parts are separated by space(s) with one license key per line 

# sysedge neptune NT / x86 4 . 0 807cblda007cblda 4.0 

e13311d3 OF2a7cbl abC512dc fF8C923a 

# i isrno d n e ptune NT /x86 4.0 8 0 7 cblda007cblda 1.0 

a7943fde 09 8a 87ij a4kiuf39 afafEkj4 

AdvantEDG E for Microsoft IIS Use r Cuide 
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Using the AdvantEDGE for 
Microsoft IIS MIB 

This chapter explains the organization and content of the Concord 
Communications MIB for Microsoft IIS. This MIB specification (iismod.asnl) 
defines a collection of objects for rnonitoring and managing IIS. You rnust 
configure the SystemEDGE agent to monitor the AdvantEDGE for Microsoft · 
IIS MIB objects that are relevant for your configuration. For more inforrnation 
about configuring the SysternEDGE agent to monitor the IIS application, refer 
to Chapter 4, "Using AdvantEDGE for Microsoft IIS." 

Figure 3-1 shows the organization of the AdvantEDGE for Microsoft IIS MIB. 

Figure 3-1: AdvantEDGE for Microsoft IIS MIB 
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The MIB is organized into broad sections for server, services, and extension 
information. Within those broad sections are subsections for configuration 
and performance. Within the performance section, a footprint section defines 
MIB objects that convey how much o f the underlying system' s resources are 
consumed by IIS. 

The following sections highlight important MIB objects from the IIS MIB. This 
chapter defines ali sections of the IIS MIB, but it does not define ali of the MIB 
objects. For a complete list of MIB objects, refer to the AdvantEDGE for 
Microsoft IIS MIB specification (iismod.asnl). 

Configuration Section 
C/ The Configuration section of the AdvantEDGE for Microsoft IIS MIB contains 

configuration parameters and settings that are important for streamlining the 
health and performance of IIS. lt also includes information about server 
configura tion. 

3-2 

Server Configuration 
The Server Configuration group contains configuration parameters, process 
IDs, and version numbers. Table 3-1 defines important Server Configuration 
parameters. 

Table 3-1: Selected MIB Objects -IIS Server Configuration Group 

MIB Object Description 

iisVersion IIS version. 

iisPid IIS process ID. 

iisObjectCache TIL How often the cache scavenger runs. 

iisMAXPoolThreads How many threads IIS will use to perform tasks. 

iisListenBackLog Maximum number of connection requests in the queue 
for each service. 

iisOpenFileslnCache Number of files IIS will keep open in the cache. 

AdvantEDGE for Microsoft IIS User Cuide 
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Figure 3-2 shows a sample AdvantEDGE View process-s . · IIS. 

Process 

Figure 3-2: Sample 115 Process ID and Status 

Performance Section 
The Performance section of the AdvantEDGE for Microsoft IIS MIB contains 
performance data that is necessary for capacity planning and trend analysis, 
as well as for real-time performance and availability monitoring. The 
Performance group is divided into subgroups for footprint data and server 
performance. 

IIS Footprint 
This group provides information about IIS CPU, memory, and disk resource 
consumption, more commonly called its footprint. Long-term trending 
analysis of footprint information is useful for anticipating and avoiding 
problems due to resource exhaustion. You can also monitor footprint 
information in real time to detect and correct temporary resource exhaustion 
dueto viruses, security incidents, and hardware failures. Table 3-2 defines 
important IIS Footprint metrics. 

Table 3-2: Selected MIB Objects - 115 Footprint Group 

MIB Object Description 

iisCPUTime IIS total accumulated CPU time. 

iisPercentCPU Percentage of CPU, over the last interval, used by IIS. 

iisTotalRSS Total real memory currently in use by JIS. 

iisPercentMEM Percentage of real memory currently in use by IIS. 

iisTotalLogSize Estima te of the current disk space used by all IIS services. 

iisTotalDiskSize Estima te of the current total disk space used by IIS. 

iisTotalThreads Total number of system threads ,. · ·1 . · nn. 
·~viJ' VVo'-VV V • VI ~~ 
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The following figures show sample AdvantEDGE View footprints for an IIS 
machine serving a medium-sized company. They represent real data 
collected from live IIS servers and displayed in AdvantEDGE View reports. 

Figure 3-3 shows an example of disk usage by service: 

~ 
. . . 

Disk Usage <MB) !";::==:;:::=:;:::=~. . . . _:. 
o 195 390 585 780 974 1169 1364 1559 1754 1949 

NNTP SMTP- FTP ~ WWW-

Figure 3-3: IIS Disk Usage b}' Service 

Figure 3-4 shows an example of memory usage: 

Total RSS (MB) ~ .... -~: __ ...:....__~---=---'---....;._----'-----'---'---' 
o 51 102 153 204 256 307 358 409 460 511 

IIS Ph~sical Memor~ Usage 

Figure 3-4: IIS Memory Usage 

Figure 3-5 shows a sample IIS footprint summary: 

% Mern 

% CPU 

% Disk 

o 10 20 30 40 50 60 70 

IIS Resource Utilization 

Figure 3-5: IIS Footprint Summary 
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The Server Performance group provides performance metrics a cou ~ rs 
for IIS, including user statistics and transfer statistics. These metrics include 
those useful for real-time management and longer-term capacity planning 
and trend analysis. Table 3-3 defines important Server Performance metrics. 

Table 3-3: Selected MIB Objects- 115 Server Performance Group (Page 1 of 2) 

MIB Object Description 

iisCacheHits Total number of times an item was found by IIS in 
the object cache. 

iisCacheMisses Total number of times an item was not found by IIS 
in the object cache. 

iisCacheFI ushes Number of times an item was deleted from the IIS 
object cache. 

iisTtlCurAnonUsr Total number of current anonymous users 
maintained by ali IIS services. 

iisTtlCurNAnonUsr Total number of current non-anonymous users 
maintained by ali IIS services. 

iisTtlCurU sr Total number of users maintained by ali IIS services. 

iisTtlMaxAnonUsr Total maximum number of anonymous users 
maintained by ali IIS services. 

iisTtlMaxNAnonU sr Total maximum number of non-anonymous users 
maintained by all IIS services. 

iisTtlMaxUsr Total maximum number of users maintained by ali 
IIS services. 

iisTtlAnon Usr Running count of anonymous users maintained by 
ali IIS services. 

iisTtlNAnonUsr Running count of non-anonymous users maintained 
by all IIS services. 

iisTtlUsr Running count of ali users maintained by ali IIS 
services. 

iisTtlBytesSent Count of KB sent by ali IIS services. 

iisTtlBytesRecv Count of KB received by ali IIS services. 

iisTtlBytes Count of KB transferred by ali IIS services. 

iisTtlFilesSent Count of files sent by all IIS ''li~~·w ·U,) I LUU.J- v i ~~ 
(.;t-'MI • \..UI'\1'\CIVv 
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Table 3-3: Selected MIB Objects -IIS Server Performance Group (Page 2 of 2) 

MIB Object Description 

iisTtlFilesRecv Count of files received by ali IIS services. 

iisTtlFiles Count of files transferred by all IIS services. 

iisWebAppReqTtl Total number of Web requests made by IIS. 

Figure 3-6 shows a sample user statistics summary: 

IIS Current Users 

IIS MAX Users 

c o 165 330 494 659 824 989 1154 1318 1483 1648 

NNTP- FTP- WWW Çb 

IIS Totõl -.-, M ~ 
o 50000 100000 150000 200000 250000 300000 350000 400000 450000 500000 

NNTP FTP- WWW ~ 

Figure 3-6: IIS User Statistics Summary 

Services Group r , 

3-6 

The Services group provides configuration information, performance metrics, 
and counters for IIS services, including WWW, FTP, SMTP, and NNTP. These 
metrics include those useful for real-time management and longer-term 
capacity planning and trend analysis. 

WWWGroup 
The World Wide Web (WWW) group provides configuration information, 
performance metrics, and counters for the IIS WWW Service. It looks at the 
WWW Service as a whole and provides totais of ali WWW service activities 
in IIS. 
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············~~~-
www Configuration Group ( ';/:~) 1) 

The WWW Configuration group provides version informatio~c"f~e U;C'J J 
WWW service. 1. ~ 

WWW Performance Group 

The WWW Performance group provides performance metrics and counters 
for the IIS WWW service, including user statistics and transfer statistics. 
These metrics include those useful for real-time management and longer-term 
capacity planning and trend analysis. Table 3-4 defines important WWW 
Performance metrics. 

Table 3-4: Selected MIB Objects - IIS WWW Performance Group (Page 1 of 2) 

MIB Object Description 

iis Www LogSize Estima te of the current disk space used by the WWW · 
service logs. 

iis WwwTtlDiskSize Total size in KB of log and service directories. 

iisWwwRezSysSize Size in KB of the WWW service resident system code. 

iisWwwTtlNotFoundErr Total count of the page-not-found errors for the 
WWW service. 

iis WwwTtlConnAtempt Total number of connections to the well-known port 
of the WWW service. 

iisWwwTtlLogonAtempt Total number of logins that have been attempted to 
the WWW service. 

iisWwwTtlCurAnonUsr Total number of current anonymous users 
maintained by the WWW service. 

iis WwwTtlCurN AnonUsr Total number of current non-anonymous users 
maintained by the WWW service. 

iis WwwTtlCurU sr Total number of users maintained by the WWW 
service. 

iis WwwTtlMaxAnon U sr Maximum number of anonymous users maintained 
by the WWW service. 

iis W w wTtlMaxNAnon U sr Maximum number of non-anonymous users 
maintained by the WWW service. 

iisWwwTtlMaxUsr Maximum number of users maintained by the 
WWW service. . -- ·- --· 

- . 
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Table 3-4: Selected MIB Objects - IIS WWW Performance Group (Page 2 of 2) 

MIB Object Description 

iisWwwTtlAnonUsr Running count of anonymous users maintained by 
the WWW service. 

iisWwwTtlNAnonUsr Running count of non-anonymous users maintained 
by the WWW service. 

iisWwwTtlUsr Running count of ali users maintained by the WWW 
servi c e. 

iis W wwTtlBytesSen t Count of KB sent by the WWW service. 

iis W wwTtlBytesRecv Count of KB received by the WWW service. 

iisWwwTtlBytes Count of KB transferred by the WWW service. 

iisWwwTtlFilesSent Count of files sent by the WWW service. 

iisWwwTtlFilesRecv Count of files received by the WWW service. 

iis WwwTtlFiles Count of files transferred by the WWW service. 

iis W wwTtlGetReq Total GET methods on the WWW service. 

iis WwwTtlHeadReq Total HEAD methods on the WWW service. 

iisWwwTtlPostReq Total POST methods on the WWW service. 

iisWwwTtlPutReq Total PUT methods on the WWW service. 

iisWwwTtlTraceReq Total TRACE methods on the WWW service. 

iisWwwTtlDeleteReq Total DELETE methods on the WWW service. 

iisWwwTtlOtherReq Total methods that are not using GET, POST, PUT, 
DELETE, TRACE, or HEAD. 

iis WwwTtlMethodReq Total methods that are using GET, POST, PUT, 
DELETE, TRACE, and HEAD. 

FTP Group 
The FTP group provides performance rnetrics and counters for the IIS FTP 
service. It includes information such as user statistics and transfer statistics. 
This group looks at the FTP Service as a whole and provides totais of all FTP 
service activities in IIS. 
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~~esGroup ........ y,· ,,.~ ~,,, ... 
FTP Configuration Group \ -:- ;;j .f) 

The FTP Configuration group provides version informatio~TP 
service. 

FTP Performance Group 

The FTP Performance group provides performance metrics and counters for 
the IIS FTP service, including the total current users, total users, total files 
transferred, and total KB transferred. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-5 defines important FTP Performance metrics. 

Table 3-5: Selected MIB Objects - IIS FTP Performance Group (Page 1 of 2) 

MIB Object Description 

iisFtp LogSize Estirnate of the current disk space used by the FTP 
service logs. 

iisFtp TtlDiskSize Total size in KB of log and service directories. 

iisFtpTtlConnAternpt Total nurnber of connections to the well-known port 
of the FTP service. 

iisFtpTtlLogonAtempt Total nurnber of logins that have been attempted to 
the FTP service. 

iisFtpTtlCurAnonUsr Total number of current anonymous users 
maintained by the FTP service. 

iisFtpTtlCurNAnonUsr Total number of current non-anonymous users 
rnaintained by the FTP service. 

iisFtpTtlCurUsr Total number of users maintained by the FTP service. 

iisF tp TtlMaxAnon U sr Maxirnurn nurnber of anonyrnous users maintained 
by the FTP service. 

iisFtpTtlMaxNAnon Usr Maxirnurn nurnber of non-anonymous users 
rnaintained by the FTP service. 

iisFtpTtlMaxUsr Maxirnum number of users maintained by the FTP 
service. 

iisFtp TtlAnon U sr Running count of anonyrnous users rnaintained by 
the FTP service. 

iisFtpTtlNAnonUsr Running count of non-anonymous users maintained 
by the FTP service. ·-- ---- - -
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Table 3-5: Selected MIB Objects - 115 FTP Performance Group 

MIB Object Description 

iisFtpTtlUsr Running count of ali users maintained by the FTP 
service. 

iisFtp TtlBytesSen t Count of KB sent by the FTP service. 

iisFtp TtlBytesRecv Count of KB received by the FTP service. 

iisFtpTtlBytes Count of KB transferred by the FTP service. 

iisFtp TtlFil esSen t Count of files sent by the FTP service. 

iisFtp TtlFilesRecv Count of files received by the FTP service. 

iisFtp TtlFiles Count of files transferred by the FTP service. 

SMTP Group 
The SMTP group provides configuration information, performance metrics, 
and counters for the IIS SMTP Service. This group contains information such 
as transfer statistics and queue lengths. It looks at the SMTP service as a 
whole and provides totais of all SMTP service activities in IIS. 

SMTP Configuration Group 

The SMTP Configuration group provides version information for the IIS 
SMTP service. 

SMTP Performance Group 

The SMTP Performance group provides performance metrics and counters 
for the IIS SMTP service, including total messages transferred, total KB 
transferred, and various queue lengths. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-6 defines important SMTP Performance metrics. 

Table 3-6: Selected MIB Objects - 115 SMTP Performance Group 

MIB Object Description 

iisSm tp LogSize Estimate of the current disk space used by the SMTP 
service logs. 

iisSm tp TtlDiskSize Total size in KB of log and service directories. 

f iisSmtpTtlConErr Total connection errors for the SMT~~'5 -1. ,1\1. ' 
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Table 3-6: Selected MIB Objects -IIS SMTP Performance GroJp ~ ~~ )} \) 

MIB Object Description \::L ~/ ·-
iisSrntpTtlBytesSent Count of KB sent by the SMTP service. 

iisSrn tp TtlBytesRecv Count of KB received by the SMTP service. 

iisSrn tp TtlB ytes Count of KB transferred by the SMTP service. 

iisSrntpTtlMsgSent Count of rnessages sent by the SMTP service. 

iisSrntpTtlMsgRecv Count of rnessages received by the SMTP service. 

iisSrntpTtlMsg Count of rnessages transferred by the SMTP service. 

iisSrntpCurlnConn Nurnber of connections that are currently inbound. 

iisSrntpCurOutConn Nurnber of connections that are currently outbound. 

iisSrntpTtllnConn Total nurnber of inbound connections received. 

iisSrntpTtlOutConn Total nurnber of outbound connections atternpted. 

iisSrntpLocQueLen Nurnber of rnessages in the local queue. 

iisSmtpRtryQueLen Number of messages in the local retry queue. 

iisSrntpRemtQueLen Number of messages in the remate queue. 

iisSrntpRerntRtryQueLen Nurnber of rnessages in the remate retry queue for 
remate delivery. 

iisSmtpPicupQueLen Number of messages in the directory pickup queue. 

NNTP Group 
The NNTP group provides configuration inforrnation, performance rnetrics, 
and counters for the IIS NNTP service. This group contains inforrnation such 
as transfer statistics and article statistics. It looks at the NNTP service as a 
whole and provides totais of all NNTP service activities in IIS. 

NNTP Configuration Group 

The NNTP Configuration group provides version information for the IIS 
NNTP service. 
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NNTP Performance Group 

The NNTP Performance group provides performance metrics and counters 
for the IIS NNTP service, including total current users, total users, total KB 
transferred, and total articles transferred. Table 3-7 defines important NNTP 
Performance metrics. 

Table 3-7: Selected MIB Objects -IIS NNTP Performance Group (Page 1 of 2) 

MIB Object Description 

iisNntpLogSize Estima te of the current disk space used by the NNTP 
service logs. 

iisN ntp TtlDiskSize Total size in KB of log and service directories. 

iisNntpTtlLogonAternpt Total nurnber of logins that have been atternpted to 
the NNTP service. 

iisNntpTtlCurAnonUsr Total nurnber of current anonyrnous users 
rnaintained by the NNTP service. 

iisNntpTtlCurNAnonUsr Total nurnber of current non-anonyrnous users 
rnaintained by the NNTP service. 

iisNntpTtlCurUsr Total nurnber of users rnaintained by the NNTP 
servi c e. 

iisNntp TtlMaxAnon U sr Maxirnurn nurnber of anonyrnous users rnaintained 
by the NNTP service. 

iisNntpTtlMaxNAnonUsr Maxirnurn nurnber of non-anonyrnous users 
rnaintained by the NNTP service. 

iisNntpTtlMaxUsr Maxirnurn nurnber of users rnaintained by the NNTP 
service. 

iisNntpTtlAnonUsr Running count of anonyrnous users rnaintained by 
the NNTP service. 

iisNntpTtlNAnonUsr Running count of non-anonyrnous users rnaintained 
by the NNTP service. 

iisNntpTtlUsr Running count o f all users rnaintained by the NNTP 
service. 

iisNntpTtlBytesSent Count of KB sent by the NNTP service. 

iisNntpTtlBytesRecv Count of KB received by the NNTP service. 

iisNntpTtiBytes Count of KB transferred by the NN;f.E..s.er..\Lice. -
1\Vu ll V.J / LVVJ - v -
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MIB Object Description 

iisN n tp TtlArtclSen t Total articles sent for the NNTP service. 

iisNntpTtlArtclRecv Total articles received for the NNTP service. 

iisNntpTtlArtcl Total articles for the NNTP service. 

Extensions Group 
The Extensions group provides performance metrics and counters that extend 
IIS services. This group contains metrics for ASP, CGI, and ISAPI. 

ASP Group 
The ASP group contains ASP extension configuration and performance data. 
ASP is a server-side scripting environment used in Web-based applications. 
This group looks at ASPas a whole and provides totais of all ASP activities 
in IIS. 

ASP Performance Group 

The ASP Performance group provides performance metrics and counters for 
Active Server Pages, including total requests, total requests that succeeded, 
and total number of script errors. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-8 defines important ASP Performance metrics. 

Table 3-8: Selected MIB Objects - IIS ASP Performance Group (Page 1 of 2) 

MIB Object Description 

iisAspMernAlcated Total rnernory in KB that is currently allocated 
to ASP. 

iisAspRegExecuting Current nurnber of ASP reguests that are executing. 

iisAspRegQued Current nurnber of ASP reguests that are waiting for 
service frorn the gueue. 

iisAspReqDiscnt Nurnber of reguests that were disconnected due to 
cornrnunications failure. 

iisAspRegNAuth Nurnber of reguests that failed due tQ in~llffi__dent 
--- I 
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Table 3-8: Selected MIB Objects - IIS ASP Performance Group (Page 2 of 2) 

MIB Object Description 

iisAspReqNFnd Number of requests for files that were not found. 

iisAspReqRej Number of requests that were not executed because 
of insufficient processing resources. 

iisAsp Req W ait Time Number of milliseconds that the most recent request 
waited in the queue. 

iisAspReqExecTime Total number of milliseconds to execute the most 
recent request. 

iisAspReqSucceeded Number of requests that executed successfully. 

iisAspReqTtl Total number of requests since the service was 
started. 

iisAspSessCur Number of sessions being serviced. 

iisAspSessDur Number of milliseconds that the most recent session 
persisted. 

iisAspSessTmdOut Number of sessions that timed out. 

iisAspSessTtl Number of sessions since the service was started. 

iisAspTrnsPending Number of transactions in progress. 

iisAsp TrnsCommitted Number of transactions committed. 

iisAsp TrnsAbort Number of transactions aborted. 

iisAsp TrnsTtl Total number of transactions since the service 
started. 

iisAsp ErrScrptR un Number of requests that failed dueto runtime errors. 

iisAspErrScrptCmp Number of requests that failed dueto 
script-compilation errors. 

iisAsp ErrScrp t Ttl Total number of script errors, both runtime and 
compila tion. 

CGI Group 
The CGI group contains CGI extension configuration and performance data. 
CGI is a server-side gateway interface used in Web-based applications. This 
group looks at CGI as a whole and provides totals of all CGI activi~~:~ i~_ IIS. 
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CGI Performance Group e>~ \li >:; 
The CGI Performance group provides performance metrics d cout.t.te' for 
the Common Gateway Interface, including number of current re sts, 
maximum number of requests, and total number of requests. These metrics 
include those useful for real-time management and longer-term capacity 
planning and trend analysis. Table 3-9 defines important CGI Performance 
metrics. 

Table 3-9: Selected MIB Objects - IIS CGI Performance Group 

MIB Object Description 

iisCgiReqCur Number of current CGI requests. 

iisCgiReqMax Maximum number of simultaneous CGI requests. 

iisCgiReqTtl Total number of CGI requests since the service 
started. 

ISAPI Group 
The ISAPI group contains ISAPI extension configuration and performance 
data. ISAPI is a server-side program interface used in Web-based 
applications. This group looks at ISAPI as a whole and provides totais 
of ali ISAPI activities in 115. 

ISAPI Performance Group 

The ISAPI group provides performance metrics and counters for the ISAPI, 
including number of current requests, maximum number of requests, and 
total number of requests. These metrics include those useful for real-time 
management and longer-term capacity planning and trend analysis. 
Table 3-10 defines important ISAPI Performance metrics. 

Table 3-10: Selected MIB Objects -115 ISAPI Performance Group 

MIB Object Description 

iislsapiReqCur Number of current ISAPI requests. 

iislsa piReqMa x Maximum number of simultaneous ISAPI requests. 

iislsapiReqTtl Total number of ISAPI requests since service startup. 

13 95 
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Using AdvantEDGE for 
Microsoft IIS 

This chapter describes how to configure and use AdvantEDGE for Microsoft 
IIS. This Point moduleis implemented as a SystemEDGE agent plug-in. After 
you enable this plug-in in the sysedge.cf file and obtain a license for it, it will 
load automatically at SystemEDGE start time. For more information, refer to 
"Configuring AdvantEDGE for Microsoft IIS" on page 2-3 and "Licensing 
AdvantEDGE for Microsoft IIS" on page 2-3. 

The AdvantEDGE for Microsoft IIS plug-in implements additional MIB 
objects that provide advanced information about the health and availability 
of IIS. AdvantEDGE for Microsoft IIS can operate with any SNMP-compliant 
management software, such as Concord's eHealth suite of products, 
AdvantEDGE View, HP OpenView, and others. If you are using 
AdvantEDGE for Apache with eHealth, refer to the eHealth Web Help for 
more information about the reports that you can generate. 

The default configuration settings of the AdvantEDGE for Microsoft IIS 
plug-in enable you to use the advanced self-monitoring capabilities of the 
SystemEDGE agent in conjunction with AdvantEDGE for Microsoft IIS. 

Editing the SystemEDGE Configuration File 
You can use AdvantEDGE View or another SNMP management tool 
to edit the SystemEDGE configuration file to utilize the MIB objects 
that exist in AdvantEDGE for Microsoft IIS with the process-monitoring, 
threshold-monitoring, Windows NT event-monitoring, and history-collection 
features of the SystemEDGE agent. Ali MIB objects related to AdvantEDGE 
for Microsoft IIS exist at object identifier (OID) branch 1.3.6.1.4.1.546.16.2 in 
the Concord Systems Management MIB. The MIB is defined i~- fue .. __ _ 
iismod.asnl file, which is available in the AdvantED ··-·-- . oo·~~"t::l 
product installation. CPMI - -CORREIOJ 
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Assigning Entry Rows for the SystemEDGE 
Self-Monitoring Tables 

All SystemEDGE self-monitoring tables (for example, log monitoring, 
Windows NT event monitoring, process/service monitoring, threshold 
monitoring, and history collection) require the use of unique row numbers. 
Each table contains an Index column which acts as a key field to distinguish 
rows in the table. This section describes the benefits of reserving a block of 
rows (somewhere in the range of 11 to the maximum number of rows in your 
table) for use by the system or application administrator. 

Setting Local Policy 
You may choose, as a matter of local policy, to reserve a block of rows for 
system administration. This policy allows you to define row entries within a 
reserved block of rows without worrying about the row already being taken 
by another user's entry. In compliance with the local policy, all other users 
should use row índices that are outside of the reserved range when they 
define user-configured entries. 

By reserving a block of rows, you can define a consistent set of conditions 
(row entries) to be monitored across all machines such that the same 
condition is defined in the same row number on each of the machines. For 
example, you can use row 3000 in each table to define entries monitoring the 
page-not-found errors (iisWwwTtlNotFoundErr). You can then distribute this 
configuration out to every host so that every machine running IIS uses row 
3000 for monitoring page-not-found errors, whether it is the threshold 
monitoring table or the history table. Further, every machine can use row 
3000 for monitoring the WWW service in the process/service monitoring 
table. 

Reserving Blocks of Rows 
To reserve a block of rows for monitoring Microsoft IIS: 

1. Decide on a block o f rows that you want to reserve for use with moni toring 
Microsoft IIS. 

2. Using that block of rows, define a set of row entries for each of the 
respective SystemEDGE self-monitoring tables. For more information, 
refer to the chapter on self-monitoring in the SystemEDGE l 1gt:11l llser _. 
Cuide. ~05 tl 8 0j/2Ct!5 -
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3. Distribute configuration file entries out to all hosts that are running IIS 
and AdvantEDGE for Microsoft IIS. For more information, refer to the 
Automating the Deployment of SystemEDGE and AdvantEDGE Point Plug-in 
Modules white paper. 

NOTE 
As an alternative, you can use this row-number assignment policy with 
AdvantEDGE View for group configuration operations. 

4. Require end users to avoid your block of rows when defining their own 
self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
The examples in this section show SystemEDGE configuration-file commands 
for monitoring Microsoft IIS. Add these commands to the sysedge.cf file to 
enable monitoring of the MIB objects that they specify. Modify these 
examples as necessary to monitor the MIB objects that are relevant for your 
configuration. 

The examples in the following sections present row numbers in the 5000 
range; select a row number for your configuration that conforms to local 
policies. For more information on row assignment, refer to "Assigning Entry 
Rows for the SystemEDGE Self-Monitoring Tables" on page 4-2. 

The following command, for example, instructs the SystemEDGE agent to 
monitor whether the IIS process is alive every 30 seconds and to store the data 
in row 5000 of the Process Monitoring table: 

watch process procAlive 'inetinfoiiNETINFO' 5000 OxO 
30 'IIS' " 

For more information about the syntax for the commands in this section, refer 
to the SystemEDGE A gent User Cuide. 

NOTE -·· ~ - - --- - - - --

Enter the commands throughout this chapter as one line. Do not use a 
carriage return to match the formatting shown here. 

CPMI CORREIOS 
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Using SystemEDGE Process Monitoring 
This section provides examples of how to use the SystemEDGE process- and 
service-monitoring capabilities to monitor the availability of crucial IIS 
processes and services. Add the commands in the following sections to the 
sysedge.cf file to monitor these processes. For more information on the 
SystemEDGE process- and service-monitoring capabilities, refer to the 
chapter on process and service monitoring in the SystemEDGE Agent User 
Guide. 

Monitoring IIS 

To make sure IIS is ninning, enter the following command: 

watch process procAlive 'inetinfoiiNETINFO' 5000 OxO 
30 'IIS' I I 

Monitoring the IIS WWW Service 

To make sure the IIS WWW Service is running, enter the following command: 

watch ntservice 'World Wide Web Publishing Service' 5002 OxO 
30 'IIS WWW Service' '' 

Monitoring the IIS FTP Service 

To make sure the IIS FTP Service is running, enter the following command: 

watch ntservice 'FTP Publishing Service' 5003 OxO 30 'IIS FTP 
Service' '' 

Monitoring the IIS SMTP Service 

To make sure the IIS SMTP Service is running, enter the following command: 

watch ntservice 'Microsoft SMTP Servi c e' 5004 OxO 3 O 'IIS SMTP 
Service' '' 

Monitoring the IIS NNTP Service 

To make sure the IIS NNTP Service is running, enter the following command: 

watch ntservice 'Microsoft NNTP Service' 5005 OxO 30 'IIS NNTP 
Service' '' 

CPMl · 
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Using SystemEDGE Threshold Monitoring ~;<:> ~~/· .{ 
1 

"-L .. ~ 
This section outlines the use of SystemEDGE threshold-monitõ g 
capabilities to monitor important IIS metrics. Add the commands in the 
following sections to the sysedge.cf file to monitor thresholds for these MIB 
objects. For more inforrnation on SysternEDGE threshold monitoring, refer to 
the chapter on threshold monitoring in the SystemEDGE Agen.t User Guide. 

NOTE ----------------------------------------------------------

The choice of thresholds used in these examples rnay not be appropriate 
for your configuration; select thresholds that are appropriate for your 
environrnent. 

Monitoring the Total Current Users 

To monitor the total number of current users, enter the following command: 

monitor oid iisTtlCurUsr.O 5002 OxO 60 delta> 100 'Total 
Current Users exceeds threshold' 

Monitoring the KB Transferred 

To monitor the nurnber of KB transferred, enter the following command: 

monitor oid iisTtlBytes.O 5003 OxO 60 delta> 524288 'Total 
KBytes Transferred exceeds threshold' 

Monitoring the Number of WWW 404 Errors 

To monitor the nurnber of WWW 404 (page-not-found) errors, enter the 
following cornrnand: 

monitor oid iisWwwTtlNotFoundErr.O 5004 OxO 60 delta > 100 
'WWW Total 404 Errors exceeds threshold' 

Monitoring the Number of Web Application Requests 

To monitor the number of Web application requests, enter the following 
command: 

monitor oid iisWebAppReqTtl.O 5005 OxO 60 delta > 100 'Web 
Application Requests exceeds threshold' 

~ 
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Monitoring the Number of ASP Script Errors 

To monitor the number of ASP script errors, enter the following command: 

monitor oid iisAspErrScript.O 5006 OxO 60 absolute > 40 'ASP 
Total Script Errors exceeds threshold' 

Monitoring WWW 404 Errors on an Individual Web Site 

To monitor the number of WWW 404 (page not found) errors on an 
individual Web site, enter the following command: 

monitor oid ntRegPerf.50.0 5007 OxO 60 absolute > 200 'WWW 
Total 404 Errors on WebA exceeds threshold' 

NOTE ------------------------------------------------------­

If you are monitoring WWW 404 errors on an individual Web site, you 
must use the corresponding ntRegPerf item. Refer to "Using the Windows 
NT RegPerf Extensions" on page 4-12. 

Monitoring the Number of Web Logon Failures Over Time 

To monitor for 20 Web Logon Failure events in the system log within one 
minute, enter the following command: 

monitor oid ntEventMonMatches.5012 50010 OxO 60 delta > 20 
'More than 20 Logon Failures in Web Server in 1 Min' 

NOTE --------------------------------------------------------­

To use this Web Logon Failure example, you need a corresponding 
Windows NT Event Monitor 5012 to monitor Web Logon Failures. For the 
corresponding entry, refer to "Monitoring IIS Web Logon Failure Events 
for IIS WWW Service in the System Event Log" on page 4-11. 

Monitoring the Number of FTP Logon Failures Over Time 

To monitor for 20 FTP Logon Failure events in the system log within one 
minute, enter the following command: 

monitor oid ntEv entMonMatches .5013 50011 OxO 60 delta > 20 
'More than 20 Logon Failures on FTP Server in 1 Min' 

NOTE --------- ------------ ----

To use this FTP Logon Failure example, you need a corresponding 
Windows NT Event Monitor 5013 looking at FTP Logon Failures. For the 
corresponding entry, refer to "Monitoring IIS FTP Logon F--·:---=-:e=- --- ---_- _ 
for IIS FTP Service in the System Event Log" on page 4-11. CPMI . CORREIOS 
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Using SystemEDGE History Collection c~ ~ { 
. !.. - ~ 

This section outlines the use of SystemEDGE history capabih · ack the 
value of important IIS metrics over time. Add the commands in the following 
sections to the sysedge.cf file to collect history for these MIB objects. For more 
information, refer to the chapter on history collection in the SystemEDGE 
Agent User Cuide. 

NOTE ------------------------------------------------------­

The number of samples and the interval between samples used in these 
examples may not be appropriate for your IIS system; select values that are 
appropriate for your environment. 

Collecting History for Current Number of Users for the IIS 
Service 

To collect history for the current number of users for the WWW service, enter 
the following command: 

emphistory 5002 60 iisWwwCurUsrs.O 400 ~www Num Current Users 
History' 

Collecting History for Current Number of Users for the IIS FTP 
Service 

To collect history for the current number of users for the FTP service, enter 
the following command: 

emphistory 5003 60 iisFtpCurUsrs.O 200 'FTP Num Current Users 
History' 

CPMl .. CORREIOS 
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Figure 4-1 shows a sample history for total current users. 

O biect I dentifier: iis T tiCurU sr 

Variable is of Type Gauge.The following graph shows absolute values. 

Sampl~s = 60 Min =O Max= 69 Mea~ = 17.05 Var = 493.98 
69 .---------------------~---------.~---------------------, 

I :\ 
52 . .... . . .. . . .. .. .. · . . .. . . ... ... . . .. · . .. . .. .. . . .. ·f· "-------

3q ' ' ' ' ---' ' ' ' · ' o' • · 

Cn 
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Figure 4-1: IIS Total Current Users Count History 
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Collecting History for Local Queue Length for the SMTP 
Service 

To collect history for the local queue length for the SMTP service, enter the 
following command: 

emphistory 5004 60 iisSmtpLocQueLen.O 480 'SMTP Local Queue 
Len History' 

Collecting History for the Local Retry Queue Length for the 
SMTP Service 

To collect history for the local retry queue length for the SMTP service, enter 
the following command: 

emphistory 5005 60 iisSmtpRtryQueLen.O 480 'SMTP Local Retry 
Queue Len History' 

--····- - ·- -- ~ 
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This section outlines the use of SystemEDGE Windows NT event monitoring 
to capture important IIS-related Windows NT events and forward them to the 
appropriate management software as SNMP traps. The examples in this 
section show SystemEDGE configuration-file commands that instruct the 
SystemEDGE agent to monitor for certain types of Windows NT events 
that are related to IIS. Add the commands in the following sections to the 
sysedge.cf file to monitor for these Windows NT events. For more 
information, refer to the chapter on Windows NT event monitoring in the 
SystemEDGE Agent User Cuide. 

Monitoring IIS WWW Service Events in the System 
Event Log 

To monitor for WWW service events in the system event log, enter the 
following command: 

watch ntevent 5000 OxOO System All 'W3SVC' 
WWW Service System Events' '' 

I *I 'Monitor IIS 

Monitoring 115 WWW Service Events in the 5ecurity Event Log 

To monitor for WWW service events in the security event log, enter the 
following command: 

watch ntevent 5001 OxOO Security All 'W3SVC' 
WWW Service Security Events' '' 

I * I 'Monitor IIS 

Monitoring 115 WWW 5ervice Events in the Application 
Event Log 

To monitor for WWW service events in the application event log, enter the 
following command: 

watch ntevent 5002 OxOO Appl ication All ' W3SVC' ' *' 'Monitor 
IIS WWW Service App lication Events' '' 

Monitoring IIS FTP Service Events in the System 
Event Log 

To monitor for FTP service events in the system event log, enter the following 
command: ___ - -·- -

watch ntevent 5003 OxOO System All 'MSFT Pg~ ,f1 9 ~~~~00'3 ,.-&.~~i or 
IIS FTP Service System Events' ' ' CPMI · CORREIO 
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Monitoring IIS FTP Service Events in the Security 
Event Log 

To monitor for FTP service events in the security event log, enter the 
following command: 

watch ntevent 5004 OxOO Security All 'MSFTPSVC' ' *' 'Monitor 
IIS FTP Service Security Events' '' 

Monitoring IIS FTP Service Events in the Application Event Log 

To monitor for FTP service events in the application event log, enter the 
following command: 

watch ntevent 5005 OxOO Application All 'MSFTPSVC' 
IIS FTP Service Application Events' '' 

Monitoring IIS SMTP Service Events in the System 
Event Log 

I *I 'Monitor 

To monitor for SMTP service events in the system event log, enter the 
following command: 

watch ntevent 5006 OxOO Systern All 'SMTPSVC' 
SMTP Service Systern Events' '' 

I *I 'Monitor IIS 

Monitoring IIS SMTP Service Events in the Security Event Log 

To monitor for SMTP service events in the security event log, enter the 
following command: 

watch ntevent 5007 OxOO Security All 'SMTPSVC' ' *' 'Monitor 
IIS SMTP Service Security Events' '' 

Monitoring IIS SMTP Service Events in the Application 
Event Log 

To monitor for SMTP service events in the application event log, enter the 
following command: 

watch ntevent 5008 OxOO Applicat i on All 'SMTPSVC' 
'Monitor IIS SMTP Service Application Events' '' 

I * I 

r---- - -
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Monitoring IIS NNTP Service Events in the System (')~! .;] .{. ) 
Eventlog ~· 

To monitor for NNTP service events in the system event log, enter the 
following command: 

watch ntevent 5009 OxOO System All 'NNTPSVC ' ' *' 'Monitor IIS 
NNTP Service System Events' '' 

Monitoring IIS NNTP Service Events in the Security 
Event Log 

To monitor for NNTP service events in the security event log, enter the 
following command: 

watch ntevent 5010 OxOO Security All 'NNTPSVC' 
IIS NNTP Service Security Events' '' 

I *I 

Monitoring IIS NNTP Service Events in the Application 
Event Log 

'Monitor 

To monitor for NNTP service events in the application event log, enter the 
following command: 

watch ntevent 5011 OxOO Application All 'NNTPSVC' 
'Monitor IIS NNTP Service Application Events' '' 

I *I 

Monitoring IIS Web Logon Failure Events for IIS WWW Service 
in the System Event Log 

To monitor for Web Logon Failure events in the system event log, enter the 
following command: 

watch ntevent 5012 OxOO System All 'W3SVC' 
'.*Logon.*failure.*' 'Web Logon Failure' 

Monitoring IIS FTP Logon Failure Events for IIS FTP Service in 
the System Event Log 

To monitor for FTP Logon Failure events in the system event log, enter the 
following command: 

watch ntevent 5013 OxOO System All 'MSFTPSVC' 
' . *Logon.*failure.* ' 'FTP Logon Failure' '' 

CPMI - CORREIOS . 
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Monitoring IIS FTP Timeouts for IIS FTP Service in the Syste ·' 5 
Event Log 

To monitor for FTP Timeout events in the system event log, enter the 
following command: 

watch ntevent 5014 OxOO System All 'MSFTPSVC' 
'.*User.*timed-out.*' 'FTP User Time-out' '' 

Using the Windows NT RegPerf Extensions 
This section outlines the use of SystemEDGE Windows NT RegPerf 
extension-monitoring capabilities to capture extended IIS-related 
information. The examples in this section show the SystemEDGE 
configuration-file commands that instruct the SystemEDGE agent to provide 
information on an individual Web si te. Y ou can use this variable with 
threshold monitoring to provide traps on specific user sites. Place these 
commands in the SystemEDGE configuration file, sysedge.cf. 

Add the commands in the following sections to the sysedge.cf file to monitor 
these Windows NT RegPerf extensions. The following examples use values of 
50 and 51; select values for your system that conform to local policies. 

For more information, refer to the chapter on Windows NT Registry MIB 
objects in the SystemEDGE Agent User Cuide. 

Monitoring IIS WWW 404 Errors 

To monitor for WWW 404 errors on Web site A (WebA), enter the following 
command: 

ntregperf 50 Integer Performance 'Web Service' 'Total Not 
Found Errors' 'WebA' 

Monitoring Unauthorized ASP Requests 

To monitor for ASP requests that are not authorized on Web site B (Web B), 
enter the following command: 

ntregper f 51 Integer Performance ' Act i ve Server Pages' 
'Requests Not Authori zed' 'WebB' 
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About This Guide 

The AdvantEDCE for Microsoft Exchange User Cuide provides instructions for 
installing and using AdvantEDGE for Microsoft Exchange for Windows NT 
x86 and Windows 2000 systems. 

NOTE ----- --------------------------------------­
AdvantEDGE for Microsoft Exchange supports Exchange 5.5 and 
Exchange 2000. 

This guide is intended for the person responsible for installing and 
configuring AdvantEDGE for Microsoft Exchange. This version supports 
AdvantEDGE for Microsoft Exchange Release 1.1 or later, and the 
SystemEDGE Agent Release 4.0, Patchlevel 3 and later. 

To use AdvantEDGE for Microsoft Exchange, you should be familiar with the 
Microsoft Exchange application and the Concord SystemEDGE agent. Refer 
to Microsoft documentation and the SystemEDCE Agent User Cuide for more 
information. 

NOTE ---------- - -----------------------------
Unless otherwise specified, the content of this guide applies to 
both Exchange 5.5 and Exchange 2000. In areas where there are 
differences, this guide specifies to which version the content applies. 

How This Guide ls Organized 
This guide is organized as follows: 

• Chapter 1, "lntroduction," provides an overview of AdvantEDGE for 
Microsoft Exchange and its features. 

• Chapter 2, "Installing AdvantEDGE for Microsoft Exchange," explains 
how to install, configure, and license the AdvantEDGE for Microsoft 
Exchange software on a host system. _ ______ _ 
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• Chapter 3, "Using the AdvantEDGE for Microsoft Exchange MIB," .. .. ·f. . ~(.>,. 
describes the information that is available through the AdvantEDGE r,.. ___ 

Microsoft Exchange MIB. 

• Chapter 4, "Using AdvantEDGE for Microsoft Exchange," explains how 
to configure and use AdvantEDGE for Microsoft Exchange in your host 
environrnent. 

Conventions Used in This Guide 

c 

This section describes conventions used in this guide. 

System Root Text Convention 

This guide uses the system root text convention that is used by Microsoft to 
denote the Windows NT root directory: 

%SystemRoot%\ system32\ 

where %SystemRoot% is C: \winnt for Windows NT 4.0 and Windows 
2000. 

Conventions for Commands 

The following paragraph shows a sample command. Dueto space limitations 
in this guide, some commands wrap from one line to the next. Disregard 
these line breaks, and enter each command as one line. Otherwise, your 
command syntax will be incorrect. For example, when you see a command 
such as the following: 

watch process procAliv e 'emsmtaiEMSMTA' 5000 OxO 30 
'Ex change MTA' ' ' 

You must enter the command on one line, as shown here: 

wa t c h p r ocess procAlive ' e rns rnt a iEMSMTA ' 5 000 Ox O 30 'Exch a n ge MTA' 

1-e,<~~~~ 
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Contact lnformation ~J 

If you need any assistance with the SystemEDGE agent or the AdvantEDGE 
for Microsoft Exchange Point module, contact Customer Support, using one 
of the following methods: 

Phone: (888) 832-4340 (for calls from the USA and Canada) 
(508) 303-4300 (for calls from other countries) 

Fax: (508) 303-4343 

E-mail: 

Web site: 

Licensing: 

support@concord.com 

http:l l www.concord.com 

http: I I license.concord.com 

CPMI CORREIOS 

Fls .- ~o 1418 
AdvantEDGE for Microsoft Exc 1nngc Llscr G;ét) 

- Doe: 3 6 'j 
~----

vi i 



,• 

11 
I I 

I I 1\ 
I I I I 

I I I I 

·--------J I I ~---------· 

C : 

I I 
I I 
I I 

11 

Introduction 

This chapter provides an overview of the AdvantEDGE Point module for 
Microsoft Exchange and of the Microsoft Exchange architecture. 

NOTE ---------------------------------------------------------­

Unless otherwise stated, the term Exchange, as used throughout this guide 
and the Management Information Base (MIB) specification, refers to the 
Microsoft Exchange application in its entirety, which encampasses all the 
core services, connectors, and optional components. 

Features of AdvantEDGE for Microsoft Exchange 
AdvantEDGE for Microsoft Exchange is a plug-in for the SystemEDGE agent. 
It enables information technology (IT) operators to monitor the performance 
and availability of Microsoft Exchange. Microsoft Exchange is a groupware 
application that enables cornmunication and collaborative work. At its coreis 
an e-mail routing, distribution, and storage facility. Exchange serves as the 
e-mail backbone for many corporations. Therefore, monitoring its health and 
availability is crucial to ensuring the smooth functioning of today's corporate 
informa tion infrastructure. 

The AdvantEDGE for Microsoft Exchange Point module makes irnportant 
information about Microsoft Exchange available to management software 
through the SystemEDGE agent and Simple Network Management Protocol 
(SNMP). The SystemEDGE agent's self-monitoring capabilities enable the 
monitoring of important Exchange metrics, processes, and services, as well as 
the sending o f SNMP traps when exceptions or exception conditions occur. 

This release of AdvantEDGE for Microsoft Exchange supports Exchange 55 
and Exchange 2000. 

NOTE -- - - - - · ---

This document does not explain how to install, adliJiíWi~~~!fOO~;N'"!, 

Microsoft Exchange. For help with Microsoft Exc 
Microsoft documenta tion. 
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Microsoft Exchange Architecture 
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Microsoft Exchange Architecture 

1-2 

Microsoft Exchange is a complex piece of software containing many 
components. At the core of Microsoft Exchange are the following services: 

• Mail transfer agent (MTA), which is responsible for routing e-mail 
messages to and from users. 

• Directory service (DS), which maintains information about recipients, 
mailboxes, public and private folders, mailing lists, and other distribution 
lists (Exchange 5.5 only; Exchange 2000 uses Active Directory). 

• Information store (IS), which serves as the repository of all messages on 
the Exchange server, and is composed of private and public areas. 

• System attendant, which maintains the Exchange application's database 
and directory integrity, and on which all other Exchange services depend. 

• Connectors, which transfer messages between sites, organizations, and 
non-native Exchange e-mail formats (for example, Internet, Lotus Notes, 
and Microsoft Mail). Several connectors are available from Microsoft and 
from third parties. 

• Internet Information Services (IIS), which provides SMTP, IMAP, and 
POP services for Exchange 2000. 

Figure 1-1 shows the relationships between the components of Microsoft 
Exchange 5.5. The architecture of Exchange 2000 is similar. 

Figure 1-1: Microsoft Exchange 5.5 Architecture CPMI -. C~RJ~~ . 
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Using AdvantEDGE for .· ·~s~ ange 

.......... 7;t~i)· 
Because Microsoft Exchange is a complex application, monit~€-~ ExcJi~ie 
is more complex than ensuring that a single process or Windo~ice 
is up and running. The many components that make up Exchange can 
function properly only through the availability of a variety of configuration 
parameters, settings, processes, Windows NT services, queues, and system 
resources. 

Using AdvantEDGE for Microsoft Exchange 
AdvantEDGE for Microsoft Exchange can provide you with the tools and 
information that you need to monitor the health and availability of your 
Exchange server.lt works with the SystemEDGE agent to closely manage 
the Microsoft Exchange application, providing real-time fault detection and 
automatically correcting problems, if necessary. You can use AdvantEDGE 
for Microsoft Exchange with any SNMP-compliant management software, 
including Concord's eHealth suíte of products, AdvantEDGE View, HP 
OpenView, and others. 

You can use this plug-in with the SystemEDGE agent to perform the 
following tasks: 

• Detect failed Exchange services (such as the Information Store or Message 
Transfer Agent) and restart them automatically. 

• Alert an administrator when message queues become dangerously large, 
indicating potential security violations through SystemEDGE intelligent 
self-monitoring. 

• Watch for Information Stores and disk partitions that are nearing 
capacity. 

• Automatically delete temporary files when a threshold is reached to free 
up disk space and ensure continuous availability and performance. 

• Detect types of Windows NT Events and forward them as SNMP traps to 
your network management system (NMS). 

..------ ... --· - . .. 
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1-4 

You can use AdvantEDGE for Microsoft Exchange and the SystemEDGE 
agent with the eHealth product suíte to provide the historical data for 
long-term trending analysis and capacity planning. With eHealth­
Application Assessment, you can run At-a-Glance, Trend, Top N, or 
MyHealth reports for the following types of variables: 

• Amount of Central Processing Unit (CPU), total memory, and disk space 
that the Exchange application is using 

• Size of the MTA and DS logs (Exchange 5.5 only) 

• Amount of data, and number and type (public or private) of messages 
being processed by the MT A service 

• Number of messages waiting to be processed by the MTA service 

• Number of users 

• SMTP traffic 

For more information about the variables that you can monitor and reports 
you can run when you integrate AdvantEDGE for Microsoft Exchange with 
eHealth, refer to the eHealth Web Help. 

Using AdvantEDGE for Microsoft Exchange with 
Live Health 

You can also use AdvantEDGE for Microsoft Exchange and the SystemEDGE 
agent with Live Health for real-time detection of potential problems. Live 
Health applies intelligent algorithms to the data, resulting in precise 
assessments of application health and performance. For more information 
about how Live Health can detect "brownouts" and service delays across 
applications, systems, and networks, refer to the Live Health Web Help. 
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Installing AdvantEDGE for 
Microsoft Exchange 

This chapter explains how to install, configure, and license AdvantEDGE for 
Microsoft Exchange. 

lnstallation Requirements 
Before you install AdvantEDGE for Microsoft Exchange, you must first 
install, license, and configure the SystemEDGE agent Release 4.0, Patchlevel 3 
or later. Refer to the SystemEDGE Agent User Guide for more information. 
Also, you must be running Windows NT 4.0 or Windows 2000. For more 
information, refer to your Microsoft documentation. 

lnstalling the Software 
AdvantEDGE for Microsoft Exchange is distributed as a self-extracting 
executable named xchgmod.exe. 

Follow these steps to install AdvantEDGE for Microsoft Exchange: 

1. Log on to the Windows NT system as administrator. 

2. Click Start. 

3. Select Programs ~ Command Prompt. 

4. Insert the CD containing the Concord software distributions into the 
CD-ROM drive. 

Windows NT or Windows 2000 automatically mounts the drive using the 
CD-ROM drive's corresponding drive letter. The particular drive letter is 
specific to your system and depends on the number and types of_s!i sks · 
attached to your system. i =· ~- ·~-· ..,..· e.,···"'I'W'~~'1&":~ 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 

AdvantEDGE for Microsoft Exchange Files 

• • • • • • • • • • • • • • • • • • • • • • 

5. Determine which directory you want to use as the installation directory 
for AdvantEDGE for Microsoft Exchange. If the SystemEDGE agent is 
installed in C: \sysedge, the recommended installation directory is 
C: \sysedge \plugins. 

6. Run the self-extracting executable by entering the following at the 
command prompt, where D: is the CD-ROM drive for your system, and 
c: sysedge \pl ugins is the installation directory: 

D:\xchgrnod\ntx86\xchgrnod.exe -dir C:\sysedge\plugins 

The -dir option instructs the self-extracting executable to create the 
intended subdirectory hierarchy that is described throughout this 
guide. It then places the distribution in an xchgmod subdirectory within 
the specified target directory (for example, C:\sysedge\plugins). 

NOTE 
You cannot run xchgmod.exe directly from the CD-ROM. 

AdvantEDGE for Microsoft Exchange is now installed. 

AdvantEDGE for Microsoft Exchange Files 

2-2 

Table 2-1 describes the files that are installed during the AdvantEDGE for 
Microsoft Exchange installation. -

Table 2-1: Files lnstalled by AdvantEDGE for Microsoft Exchange 

File Name 

xchgmod.dll 

xchgmod.pdf 

xchgmod.asnl 

examples 

relnotes. txt 

Description 

AdvantEDGE for Microsoft Exchange dynamic link library (DLL) 
module for Windows NT and Windows 2000 

AdvantEDGE for Microsoft Exchange User Guide 

AdvantEDGE for Microsoft Exchange MIB specification 

AdvantEDGE for Microsoft Exchange monitoring examples 

Release notes for AdvantEDGE for Microsoft Exchange 
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The SystemEDGE agent reads the configuration file sysedge.cf and uses the 
sysedge_plugin keyword to specify which AdvantEDGE Point modules to load 
at system initialization. By default, the SystemEDGE agent does not load any 
plug-ins at initialization time, but you can configure the agent to load any 
AdvantEDGE Point modules that you have installed by editing the sysedge.cf 
file as follows. 

To configure the SystemEDGE agent to start AdvantEDGE for Microsoft 
Exchange, provi de the complete path name to xchgmod.dll, the AdvantEDGE 
for Microsoft Exchange DLL. The actual path depends on the location you 
selected when installing AdvantEDGE for Microsoft Exchange files. For 
example, enter this command if you installed the files in the 
C: \sysedge \plugins \xchgmod directory: 

sysedge_plugin C:\sysedge\plugins\xchgmod\xchgmod.dll 

For more information about the sysedge.cf file, refer to the SystemEDGE Agent 
User Cuide. 

Licensing AdvantEDGE for Microsoft Exchange 
Like the SystemEDGE agent, AdvantEDGE for Microsoft Exchange utilizes a 
host-based license method. Copies of AdvantEDGE for Microsoft Exchange 
can run only on systems that possessa valid license key. This license is 
separate from the one used for the SystemEDGE agent. 

The first time that you attempt to start the SystemEDGE agent after installing 
AdvantEDGE for Microsoft Exchange, the agent displays a message that says 
that a valid license was not found for AdvantEDGE for Microsoft Exchange. It 
then provides you with a public key that is used to generate a permanent 
license key for your host machine. 

A license key is made up of four space-separated, 8-character sequences, 
totaling 32 characters. The AdvantEDGE for Microsoft Exchange license is 
stored in the sysedge.lic file, the same file that is used for SystemEDGE agent 
licenses. Refer to the sample license file on page 2-6. 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
Licensing AdvantEDGE for Microsoft Exchange 

• • • • • • • • • • • • • • • • • • • • • • 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use the AdvantEDGE View licensing procedure, which is based on SNMP 
traps. For more information, refer to the AdvantEDGE View Web Help. 

• Send an e-mail request to license@concord.com and place the returned 
license key in the appropriate license file. 

NOTE -------------------------------------------------­

Always include the Customer ID and user narne in license requests 
that you send through e-mail. 

• Complete the online license form through the Internet, as described in the 
next section, "Generating the License". 

For more information about licensing, refer to the SystemEDGE Agent User 
Guide and the Automating the Licensing of SystemEDGE and AdvantEDGE Point 
Plug-in Modules white paper. 

NOTE ------------------------------------------------------­
If you are using an evaluation copy of AdvantEDGE for Microsoft 
Exchange, you must request a ternporary license that will enable it to 
operate during the evaluation period. 

Generating the License 

This section describes how to generate the license using the Web-based 
license forrn. For Windows NT and Windows 2000, the setup prograrn 
generates the licensing inforrnation for your systern. 

1. Run the SysternEDGE agent setup cornrnand to request licensing 
inforrnation by entering the following at the cornmand prompt: 

sysedge\setup -1 

The setup prograrn displays a rnessage similar to the following: 

SystemEDGE Version 4.0 Patchlevel 3 

Copyright 20 01 by Concord Communications, Inc. 

Please contact Concord Communications, Inc. to obtain a licen e 
1-e-,~~'tf'tf'tff"."~~ 

h ttp : //www .c oncord . com/support, Email: licens e@conc ord.com 

Pr ovide this: s ysedg e neptune NTx8 6 4.0 346 5 61 363366b19c 4. 0 

2-4 AdvnntEDGE for Microsoft Exchnnge User Cuide 

CPMI • CORREIOS 
atchlev,f2J.t ~ 6 
Fls. N° 1 'i -----

Doe: - -----
.___......_._-~--



INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
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2. Fill out the online Web-based license form that is available 
licensing Web server at the following URL: 

http://license.concord.com 

NOTE ------------------------------------------~~~~-­

You must supply a user name and password to access the license 
form. 

The license form asks you to supply the following information: 

• Customer ID 

• Name 

• E-mail address 

• Software version number (4.0 in the example above) 

• Patchlevel (3 in the example above) 

• System name (neptune in the example above) 

• Operating system name (NTx86 in the example above) 

• Version (4.0 in the example above) 

• System identifier (346561363366b19c in the example above) 

NOTE ----------------------------------------------------­
When you are licensing AdvantEDGE for Microsoft Exchange, select 
xchgmod as the product on the licensing form. 

After you submit the license request, the Concord Web server generates a 
license and displays it to your Web browser. It also e-mails the license to 
the contact person in your organization. 

3. Copy the generated license key into the sysedge.lic file in the 
system32 subdirectory (for example, C:\winnt\system32), and then save 
the file. 

The license key is case sensitive. Copy it exactly as it appears. If possible, 
use your system's cut-and-paste facility instead of typing it by hand. If you 
are entering the license key by hand, be careful not to confuse characters 
such as the letters 1 and I and the number 1, or the letter O and the 
number O. 

4. Stop and restart the Windows NT Master agent by entering these 
commands at the command prompt: 

net stop snmp 

n e t start snmp CPMI . CORREIOS 
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__ / 
The AdvantEDGE for Microsoft Exchange Point moduleis now licensed and 
ready to use. 

Sample License File 

The following is a sample SystemEDGE agent license file. A pound character 
(#) in column 1 indicates that the entire line is a comment. 

# license file for SystemEDGE Agent 

# Empire Technologies, Inc. 

# A Concord Communications Company 

# http://www.concord.com 

# 

# file /etc/sysedge.lic or %SystemRoot%\system32\sysedge.lic 

# A valid license key has four parts of 8 characters per part 

# parts are separated by space(s) with one license key per line 

# sysedge jupiter NTx86 4.0 807cblda007cblda 4.0 

e13311d3 OF2a7cbl abC512dc fF8C923a 

# xchgmod jupiter NTx86 4.0 807cblda007cblda 4.0 

a7943fde 098a87ij a4kiuf39 afafEkj4 

. . 

i=-s,<:~~f7ftfl~ 
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Using the AdvantEDGE for 
Microsoft Exchange MIB 

This chapter outlines the organization and content of the Concord 
Communications MIB for Microsoft Exchange. The MIB specification 
(xchgmod.asnl) defines a collection of objects for monitoring and managing 
Microsoft Exchange. You must configure the SystemEDGE agent to monitor 
the MIB objects that are relevant for your configuration. For more 
information, refer to Chapter 4, "Using AdvantEDGE for Microsoft 
Exchange." 

Figure 3-1 shows the organization of the AdvantEDGE for Microsoft 
Exchange MIB. 

. .. . . ~ ~chgServerConf'1g(1) I 
xchgConf1g <10) 1......._____ 

. . . xch Perf'Foot r1nt(1) empne(546)l- appllcatlons(16)l- rnsExchange<DI / g P I < 
xchgConnectorConfig(2) 

xchgPerformance(11)1~ xchgServerPerf<2>1 

xchgAssoci a ti ons (12} I "-. xchgConnectorPerf (3 >I 

Figure 3-1: AdvantEDGE for Microsoft Exchange MIB 

The MIB is organized into broad sections for configuration and performance. 
Within those broad sections are subsections for connector configuration and 
performance, and for core server configuration and performance. Within the 
performance section, a footprint section defines MIB objects that convey how 
much of the underlying system's resources are consumed by the Microsoft 
Exchange application. 

~-~- ;;;w;. ;-~·i-f- -'l"t-~-retr-'l 
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• • • • • • • • • • • • • • • • • • • • • • ~ ry) /~~. ) 

/C!~ 9 
The following sections define important MIB objects from the Exchange MIB. 
This chapter defines all sections of the AdvantEDGE for Microsoft Exchange 
MIB, but it does not define all of the MIB objects. For a complete list of MIB 
objects, refer to the AdvantEDGE for Microsoft Exchange MIB Specification 
(xchgmod.asnl). 

NOTE - - ----- ---

Unless otherwise noted, these MIB objects are supported for both 
Exchange 5.5 and Exchange 2000. 

Configuration Section 
The Configuration section of the AdvantEDGE for Microsoft Exchange MIB 
contains configuration parameters and settings that are important for 
streamlining the health and performance of your Exchange server. It also 
includes configuration information about core servers and connectors. 

Server Configuration 

3-2 Adv 

The server configuration MIB group contains configuration parameters, 
process identifiers (IDs), and version and build numbers, as well as log and 
database locations. Table 3-1 defines important Server Configuration 
parameters. 

Table 3-1: Selected MIB Objects- Exchange Server Configuration Group 
(Page 1 of 2) 

MIB Object Description 

xchgVersion Exchange version. 

xchgBuildNumber Exchange build number. 

xchglnstallLocation Location where Exchange is installed. 

xchgStore Buffers Number of Exchange storage buffers configured. 
(Exchange 5.5 only) 

xchgMinStoreThreads Minimum number of information store (IS) threads. 
(Exchange 5.5 only) 

xchgMaxStoreThreads Maximum number of IS threads. (Exchange 5.5 only) 

xchgPubStoreFile Filename of the public IS. 
-

xchgPrivStoreFile Filename of the private IS. '' -R-OS ne ll3't200:J - f--I ~ -

CPMI - ~.;UKKt:IOS 
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Table 3·1: Selected MIB Ob)ects .- Exchange Server Configuratio~oui'N) ); ) 
(Page 2 of 2) ,-6 L --J j,\.. r:~ . 

MIB Object Description 
........ _..,...,.. 

xchgiSWorkDir IS working directory. 

xchgMTARunDir Mail Transfer Agent (MTA) run directory where 
temporary and working files are stored. 

xchgMTADBPath Directory containing the MTA database file(s). -- -

xchgDSDBFile Directory database filename. (Exchange 5.5 only) 

xchgDSWorkDir Exchange working directory where temporary and 
working files are stored. (Exchange 5.5 only) 

xchgSApid Process ID of the Exchange system attendant. 

xchgiSpid Process ID of the Exchange information store. 

xchgMTApid Process ID o f the Exchange MT A. 

xchgDSpid Process ID of the Exchange Directory. 

xchgCoreiiSPID Process ID of the core IIS service, which provides SMTP, 
IMAP4, POP3, NNTP, and the core message routing 
engine. (Exchange 2000 only) 

Figure 3-2 shows an example of an AdvantEDGE View core server status for 
Microsoft Exchange 5.5 . 

Comppnent Process ID Start~Thne · · ................................................................... ~J..tl.iJfj ................................. ....................... , .................... ............................................................ .. 
jDirectory IUp 1251 IFri J~-~ .. ?.~ ... ?.~.:-~-~-:-~~ ... ~?..?.?. .. 1 frvt'TÃ ............................................... [ü}) ...................... [30'6 ......... ...... ....................... i'F'lT'Jun 09 06:22:45 2000 i 
ltiliüi~lli'aüüit ... stüi~e !ü!' ...... .. .................. J.2'9s .............................................. ·Frl .. 1iin._'ü9·_-ü6·:·:z-2·:-3·9 .. _-~?..?.?. .. · 
rsys'teffi" 'A:iien'dai1i' fü})"""""" """"""'[i3'~f"""""""""""""""""""""" . Jun 09 06:22:39 2000 i 

Figure 3-2: Core Server Listing for Exchange 5.5 

AdvantEDGE for Microsoft Exch nge User Cuide -3 

DocJ 6 9 6 

-



~~ 
3 USING THE ADVANTEDGE FOR MICROSOFT EXCHANGE MIB 

.,;·"~r'\ 
I l _:;f"\ ' 

Configuration Section f -~-_)} I j 
C> _"fi l 

• • • • • • • • • • • • • • • • • • • • • • ;(> ~ ' ) I '- (•. ' , / 
· - ~ 

Figure 3-3 shows an exarnple of an AdvantEDGE View core server status for 
Microsoft Exchange 2000. 

IMTA 

•·!;"'~- I ~ : ! 
!SatFeb 17 17:02:47 2001 ! 
' ' 

Component 

~ I 

!satFeb 17 17:02:31 200 1 i 
isat Feb 17 17: o 2: 31 200 1 J 

. . . .. .. .. . . ..... I 

jsatFeb 17 17:02:312001 1 

I 
Figure 3-3: Core Server Listing for Exchange 2000 

C Connector Configuration 

3-4 

The Connector Configuration MIB group contains the configuration 
pararneters, process IDs, and installation status of the various Exchange 
connectors. Table 3-2 defines irnportant Connector Configuration pararneters. 

Table 3-2: Selected MIB Objects- Exchange Connector Configuration Group 
(Page 1 of 2) 

MIB Object 

xchgMMCinstalled 

xchgMMCpid 

xchgCCMCinstalled 

xchgCCMCpid 

xchgiMSinstalled 

xchgiMSpid 

xchgKMSinstall ed 

xchgKMSpid 

Description 

Indicates whether MS Mail connector is installed. 

Provides the process ID of the MS Mail connector. 

Indicates whether Lotus cc:Mail connector is installed. 

Provides the process ID of the cc:Mail connector. 

Indicates whether the Internet Mail connector is installed. 
On Exchange 2000, this object indicates whether the 
IIS/SMTP service is installed. 

Provides the process ID of the Internet Mail connector. 
On Exchange 2000, this object reports the PID of the 
IIS/ SMTP service. 

lndicates whether Key Management Service connector is 
installed. 

Provides the process ID of the Key Management Service 
connector. 

---
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Table 3-2: Selected MIB Objects - Exchange Connector Configu 'ir G!!)i'P. \ 
(Page 2 of 2) ( lf ") \ J 

MIB Object Description ,. "</ -~ l 
A I ---<o ~- , -· / 

xchgNEWSinstalled Indicates whether the Microsoft Exchange ......___ ....... 
USENET /News connector is installed. On Exchange 
2000, this object reports on whether the IIS /NNTP servi c e 
is installed. 

xchgNEWSpid Provides the process ID of the USENET /News connector. 
On Exchange 2000, this object reports the PID of the 
IIS/NNTP service. 

xchgiMAP4Installed Indicates whether the Exchange 2000 IIS/IMAP 4 service 
is installed. (Exchange 2000 only) 

xchgPOP3Installed Indicates whether the Exchange 2000 IIS/POP3 service is 
installed. (Exchange 2000 only) 

xchgRou telns talled Indicates whether the Exchange 2000 IIS/RoutingEngine 
service is installed. (Exchange 2000 only) 

xchgSRSinstalled Indicates whether the Exchange 2000 Site Replication 
Service is installed. SRS enables Exchange 2000 to 
emula te Exchange 5.5 directory services. (Exchange 2000 
only) 

xchgSRSPID Provides the process ID of the Exchange 2000 Site 
Replication Service. 

-=t{es t\9 031200 - -
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Figure 3-4 shows an exarnple of an AdvantEDGE View connector 
configuration status for Microsoft Exchange 5.5. 

Connector Installed Running ProcessiD 
j"ivis···rvúiif ........................................................... [Yes ...................................... ji~io ........................................ [6" ................................ .................... . 

[tvfs···rvfãü .. tXIJ'J)fe~tãtkf·········l-r~iü ........................................ fl\iü·········· ······ ························lú······················································ 
icc-:i\1'ãü················································ ······· ······ rves··················· ............... ii~io······· ·· ·· · ·· · ······ · · ·· ·· · ·· ··· .. ·····ró"·································· .. ·······••oo••••oo 

fhl'iernei···Kira:Irs·en;ace······· ·· ··· ·· :ves············ ··························rves ...................................... 14·3·2'·································· .. ········· 
~·40'6"······· ·· ····· ·· ···· ·· · · ···· ···· · · · · · ··· · ··· ··· ······ ·········· ········· fl\iü··········· ·· ·················· ·······l'f~iü······· ·· ··············· · ············· ·· [0" ............................... ··············· ··· ··· 
rsiie ............................................................................... rNü ............... .. ....................... fl\iü ........................................ ió'···················· ·································· 
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Figure 3-4: Exchange 5.5 Connector Configuration Listing 
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Figure 3-5 shows an example of an AdvantEDGE View connector 
configuration status for Microsoft Exchange 2000. 

11!1111MM114i#M .. ' ~~~~~~~~ :-··--·-·-·-·-----··--------··------~-. -r--= 
[MS Mail ~ ~~o !~·Jo jo I 
rMs--Mã"-(AppieTãi)- --------- ~JÕ ___ INo -[o ~--- --· ----- ---
[Cc - :i~iail __________ ------------------ ------------- ---- ------ -fi~;; --·- !r·-Jo --- ~-------- [ ___ .. __ .. ____ .. _________ .. ____ ................................ _____ .. ___ .. 

'i~t~~~et""M~~ -c;~-sMiP· s~~~c~- :;;.~-ês ___ !ves --- filos --- isatFe"b-1717~o2-:31-2oõi 

~:=_~~=~~==:~-===~=-~ [~;--= [ve;·-----.li76o-"-- r---·····---~-------------- ···············----------
:site iNo ii'Jo Jo ~--------
___________________ .. ______ ~-- r---'--r'----------

;.......!No __ ii\Jo 10 
fsche-CilTe-Free/Busv _______ /No /No .-lo____ _ __ .... 
iR.A.S 

Management Server íNo- ·Jr-.Jo ~--- -~ ----- ---------
---- ------

/USENET News jve:;: 1-J -e:;-- --11108 lsat Feb 17 17 :O 2: 31 200 1 
'iiR_C_ C_ha_t _______ jNo jNo lo . . - 1 -

fM __ s_ c_o_n-fe-re_n_c-in_g ______ lr·>Jo i ~·Jo ,o ~---'--------

!Lotl.Js Notes iNo _JNo jo I ----------- ~------~--
/GroupWise !No !No lo I 
[iMAP4 _______________ f{es ___ jYes -- [1 1ç)s:--lsat Feb--17 17 :o 2: 31 200 1 

rP-oF>3 ____________ - ----------lv es------ r;es-- f11o_s ____ rsãtl=eS-i7-17:02:-3i-2ooi 
iRouting Engine -----fteS-I'{es fliüs-_ -ISat Feb 17 17:02:31 2001 

/Site Replication Service IYes !r-.Jo Jo 
, .. ----1-2·0------ ------------------------ --[~,Jo ___ ;-ii\J-o -lo----------------

Figure 3-5: Exchange 2000 Connector Configuration Listing 

Performance 
The Performance section of the Exchange MIB contains performance data that 
is necessary for capacity planning and trend analysis, as well as real-time 
performance and availability monitoring. The Performance group is divided 
into several subgroups for footprint data (page 3-8), server performance 
(page 3-10), and connector performance (page 3-11). 
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Exchange Footprint 

The Exchange Footprint group provides information about the Exchange 
CPU, memory, and disk resource consumption, more commonly called its 
footprint. Long-term trending analysis of footprint information is useful for 
anticipating and avoiding email problems dueto resource exhaustion. 
Footprint information can also be monitored in real time to detect and correct 
temporary resource exhaustion dueto viruses, security incidents, and 
hardware failures. Table 3-3 defines important Footprint metrics. 

Table 3-3: Selected MIB Objects - Exchange Footprint Group 

MIB Object Description 

xchgCPUTime Total accumulated central processing unit (CPU) time for 
Exchange. 

xchgPercentCPU Percentage of CPU, over the last interval, used by 
Exchange. 

xchgTotalRSS Total real memory currently in use by Exchange. 

xchgPercentMEM Percentage of real memory currently in use by Exchange. 

xchgDirSize Current size of the Exchange directory. (Exchange 5.5 
only) 

xchgPrivStoreSize Current size of the private IS. 

xchgPubStoreSize Current size of the public IS. 

xchg To tal DiskSize Estima te of the current total disk space used by Exchange. 

xchgTotalThreads Total number of system threads used by Exchange. 

The following figures show sample footprints for a live Exchange application 
that is serving a mediurn-sized company. They represent real data collected 
frorn live Exchange servers and displayed in AdvantEDGE View reports . 
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Figure 3-6 shows a sample AdvantEDGE View footprint 
usage. 

Disk Usage 

o 5000 10000 15000 20000 25000 30000 35000 40000 45000 50000 

Pub 3tore 3z: Dir 3iz:eÇb Otl1er. 

Figure 3-6: Exchange Disk Usage Footprint 

Figure 3-7 shows a sample AdvantEDGE View footprint for Exchange 
memory usage (resident set size [RSS]). 

Total RSS 

o 51 102 153 204 256 307 358 409 460 511 

Exchange Physical Memory Usage. 

Figure 3-7: Exchange Memory Usage (RSS) Footprint 

Figure 3-8 shows a sample AdvantEDGE View footprint summary for 
Exchange. 

Z Disk 

o 10 20 30 40 50 60 70 80 90 100 

Exchange Resour' ce Uti l ization 

Figure 3-8: Exchange Footprint Summary 
~ 
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Server Performance 
The Server Performance group provides performance metrics and counters 
for the core Exchange server including the information store, directory, MTA, 
and system attendant. These metrics include those useful for real-time 
management and longer-term capacity planning and trend analysis. Table 3-4 
defines important Server Performance metrics. 

Table 3-4: Selected MIB Objects - Exchange Server Performance Group (Page 1 
of 2) 

MIB Object Description 

xchgStore U serCount Current number of information store 
users I connections. 

xchgMT A WorkQueueLen Current number of messages waiting to be processed 
by theMTA. 

xchgMT AAssoc Current number of MTA-to-MTA associations. 

xchgMTAMessages Total number of messages sent and received by the 
MTA. 

xchgiSPublnMessages Total number of public messages submitted to 
clients. 

xchgiSPubOu tMessages Total number of public messages delivered to 
recipients. 

xchgiSPubSend QueLen Current length of the public message send queue. 

xchgiSPrivSendQueLen Current length of the private message send queue. 

xchgiSPriv InMessages Total number of private messages submitted to · 
clients. 

xchgiSPrivOutMessages Total number of priva te messages delivered to 
recipients. 

xchgDirABbrowse Number of address book browses processed by the 
Microsoft Exchange directory service. (Exchange 5.5 
only; Exchange 2000 uses the Active Directory 
service.) 

xchgDirABreads Number of address book browses reads by the 
Microsoft Exchange directory service. (Exchange 5.5 
only; Exchange 2000 uses the Active D' l"ectorv.:-. -- · · 
service.) 1\\..10 li V.)/ LVV 
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Table 3-4: Selected MIB Objects- Exchange Server Perforrjlanee ~upj(l?je 2 
of 2) \c· ~ ·~ · 

. ; ' ,. ) 
MIB Object Description ~-;;/ 
xchgDirEXDSReads Number of extended directory service client reads 

processed by this Exchange service. (Exchange 5.5 
only; Exchange 2000 uses the Active Directory 
service.) 

xchgDir Rep lU pda tes Number of replication updates processed by this 
Exchange server. (Exchange 5.5 only; Exchange 2000 
uses the Active Directory service.) 

xchgDirThreads Number of directory threads currently allocated. 
(Exchange 5.5 only; Exchange 2000 uses the Active 
Directory service.) 

Connector Performance 
The Connector Performance group provides performance metrics and 
counters for Exchange connectors including the Internet Mail connector, 
Lotus Notes cc:Mail, and others. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-5 defines important Connector Performance metrics. 

Table 3-5: Selected MIB Objects - Exchange Connector Performance Group 

MIB Object Description 

xchgMMCMT AMsgs Total number of messages moved through the 
Microsoft Mail Connector. 

xchgiMSinQueLen Number of Internet messages awaiting delivery in 
the Exchange server. (Exchange 5.5 only; Exchange 
2000 uses the IIS/SMTP service.) 

xchgiMSOutQueLen Number o f messages awaiting conversion to Internet 
mail format. (Exchange 5.5 only; Exchange 2000 uses 
the IIS/SMTP service.) 

xchgiMSTotQueLen Total number of messages waiting in Internet Mail 
Service (IMS) queues. On Exchange 2000, this 
number represents the sum of the local and remate 
SMTP server queue lengths, plus the SMTP server 
local and remate retry queue lengths. ---- - ·- · . ---
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Table 3-5: Selected MIB Objects - Exchange Connector Performance Grou 

MIB Object Description 

xchgiMSTotalConn Total number of successful Internet mail 
connections. On Exchange 2000, this object 
represents the sum of the SMTP server total 
incoming and outgoing connections. 

xchgiMSQueOut Number of messages waiting for delivery to the 
Internet. On Exchange 2000, this object represents the 
SMTP server local queue length. 

xchgiMST otallnMsgs Total number of Internet messages delivered to 
Exchange. On Exchange 2000, this object represents 
the total number of messages received by the SMTP 
server. 

xchgiMSTotalOutMsgs Total number of outbound messages delivered to 
Exchange server. On Exchange 2000, this object 
represents the total number of messages sent by the 
SMTP server. 

xchgCCMCQueln Number of messages in the cc:Mail connector queue 
awaiting delivery to Exchange. 

xchgCCMCQueOut Number of messages in Exchange awaiting delivery 
to cc:Mail connector. 
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Figure 3-9 shows a sample AdvantEDGE View Exchange 5.5 

IS Priv Receive 

IS Priv Send 

IS Pub Recv 

IS Pub Send 

MTA Work 

IMS Out 

IMS In 

IMS Total 

IMS Inbound 

IMS Outbound 

CCMC Inbound 

CCMC Outbound 

o 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5 

Queue Length 

Figure 3-9: Exchange Queues for Exchange 5.5 Server 
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Using AdvantEDGE for 
Microsoft Exchange 

This chapter describes how to configure and use AdvantEDGE for Microsoft 
Exchange. This Point module is implemented as a SystemEDGE plug-in. 
After you enable this Point module in the sysedge.cf file and license it, it will 
load automatically at SystemEDGE start time. For more information, refer to 
"Configuring AdvantEDGE for Microsoft Exchange" and "Licensing 
AdvantEDGE for Microsoft Exchange" on page 2-3. 

The AdvantEDGE for Microsoft Exchange plug-in implements additional 
MIB objects that provide advanced information about the health and 
availability of the Microsoft Exchange groupware application. lt can operate 
with any SNMP-compliant management software, such as Concord's eHealth 
suíte of products, AdvantEDGE View, HP OpenView, and others. If you are 
using AdvantEDGE for Microsoft Exchange with eHealth, refer to the eHealth 
Web Help for more information about the reports that are available. 

The default configuration settings of the AdvantEDGE for Microsoft 
Exchange plug-in enable you to use the advanced self-monitoring capabilities 
of SystemEDGE in conjunction with AdvantEDGE for Microsoft Exchange. 

Editing the SystemEDGE Configuration File 
You can use AdvantEDGE View or another SNMP tool to edit the 
SystemEDGE configuration file to utilize the MIB objects found in 
AdvantEDGE for Microsoft Exchange with the process-monitoring, 
threshold-monitoring, Windows NT event-monitoring, and history-collection 
features of the SystemEDGE agent. All MIB objects that are related to 
AdvantEDGE for Microsoft Exchange exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.1 in the Concord Systems Manageme t-M-:l-B:-Fhe MIB -· ·· 
defined in the xchgmod.asn1 file, which is available in 1 \ - ~ r 
Microsoft Exchange product installation. CPMJ ...: 
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Assigning Entry Rows in the SystemEDGE 
Self-Monitoring Tables 

4-2 

All SysternEDGE self-rnonitoring tables (for exarnple, log rnonitoring, 
Windows NT event rnonitoring, process/service monitoring, threshold 
rnonitoring, and history coliection) require the use of unique row nurnbers. 
Each table contains an Index colurnn which acts as a key field to distinguish 
rows in the table. This section describes the benefits of reserving a block of 
rows (sornewhere in the range of 11 to the rnaxirnurn number of rows in your 
table) for use by the systern or application administrator. 

Setting Local Policy 
You rnay choose, as a rnatter of local policy, to reserve a block of rows for 
systern adrninistration. This policy aliows you to define row entries within a 
reserved block of rows without worrying about the row already being taken 
by another user's entry. In cornpliance with the local policy, ali other users 
should use row índices that are outside of the reserved range when they 
define user-configured entries. 

By reserving a block of rows, you can define a consistent set of conditions 
(row entries) to be rnonitored across ali rnachines such that the same 
condition is defined in the sarne row nurnber on each of the machines. For 
exarnple, you rnight use row 3000 in each table to define entries monitoring 
the Exchange MTA work queue length (xchgMTAWorkQueueLen). You can 
then distribute this configuration to every host so that every rnachine that is 
running Microsoft Exchange uses row 3000 for rnonitoring MTA work queue 
length, whether it is the threshold rnonitoring table or the history table. 
Further, every rnachine can also use row 3000 for rnonitoring the MTA service 
in the process/service rnonitoring table. 

Reserving Blocks of Rows 
To reserve a block of rows for rnonitoring Microsoft Exchange: 

1. Decide on a block of rows that you want to reserve for your use with 
rnonitoring Microsoft Exchange. 

2. Use that block of rows to define a set of row entries for each of the 
respective SysternEDGE self-rnonitoring tables. For more inforrnation, 
refer to the chapter on self-rnonitoring in the System EDGE A_gn1.t. Use r -
Cuide . · · 
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Using the SystemEDGE Self-MonitorÍf!_g>!~~-•.... . . . . . . . . . . ... ::..~. ', 

/ ' ~lj' \\ 

Distribute configuration file entries out to all hosts that are ru ff}_;} ~{ ) 
Microsoft Exchange and AdvantEDGE for Microsoft Exchange. rlmor~ 
information, refer to the Automating the Deployment of SystemEDGE an 
AdvantEDGE Point Plug-in Modules white paper. 

NOTE ---

As an alterna tive, you can use this row-number assignment policy with 
AdvantEDGE View for group configuration operations. 

4. Require end -users to avoid your block of rows when defining their own 
self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
The examples in this section show SystemEDGE configuration-file commands 
for monitoring Microsoft Exchange. Add these commands to the sysedge.cf 
file to enable monitoring of the MIB objects they specify. Modify these 
examples as necessary to monitor the MIB objects that are relevant for your 
configura tion. 

The examples in the following sections present row numbers in the 5000 
range; select a row number for your configuration that conforms to local 
policies. For more information on row assignment, refer to "Assigning Entry 
Rows in the SystemEDGE Self-Monitoring Tables" on page 4-2. 

The following command, for example, instructs the SystemEDGE agent to 
monitor whether the Exchange MTA process is alive every 30 seconds and to 
store the data in row 5000 of the Process Monitoring table: 

watch process procAlive 'emsmtajEMSMTA' 5000 Ox O 30 
'Exchange Dir' '' 

For more information about the syntax for the commands in this section, refer 
to the SystemEDGE A gent User Cuide. 

NOTE -

Enter the cornrnands throughout this chapter on one line. Do not use a 
carriage return to match the formatting shown here. 
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Using SystemEDGE Process Monitoring 

This section provides examples for monitoring the availability of criticai 
Microsoft Exchange processes and services through SystemEDGE process 
and service monitoring. Enter the following commands in the sysedge.cf file 
to monitor these processes. For more information, refer to the chapter on 
process and service monitoring in the SystemEDGE Agent User Guide. 

Monitoring the Exchange 5.5 Directory Service 

To make sure the Exchange 5.5 Directory Service is running, enter the 
following command: 

watch process procAlive 1 dsarnainiDSAMAIN 1 5000 OxO 30 
1 Exchange Dirl I I 

Monitoring the Exchange MTA 

To make sure the Exchange MTA is running, enter the following command: 

watch process procAlive lernsrntaiEMSMTA 1 5001 OxO 30 1 Exchange 
MTA 1 

I I 

Monitoring the Exchange lnformation Store 

To make sure the Exchange Information Store is running, enter the following 
command: 

watch process procAlive 1 Store!STORE 1 5002 OxO 30 IExchange 
Info Store l 

Monitoring the Exchange Attendant 

To make sure the Exchange Attendant is running, enter the following 
cornrnand: 

watch process procAlive lrnad!MAD 1 5003 OxO 30 1 Exchange 
Attendant I I I 

Monitoring the Exchange Event Service 

To rnake sure the Exchange Event Service is running, enter the following 
cornrnand: 

watch process procAlive levents i EVENTSI 5004 OxO 30 IExchange 
Event Servicel I I 

AdvnntEDGE for Microsoft Exchange Use r Cuide 
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Using the SystemEDGE Self-Monitoring Features 

watch process procAlive 'smtp/SMTP' 5005 OxO 30 'Exchange 2000 
SMTP Service' ' ' 

Monitoring the Core 115 Service 

To make sure the Core IIS Service is running, enter the following command: 

watch process procAlive 'iis/IIS' 5006 OxO 30 'Core IIS 
Servi c e' '' 

Using SystemEDGE Threshold Monitoring 
This section provides examples for monitoring important Exchange metrics 
through SystemEDGE threshold monitoring. Add the commands that are 
provided in the following sections to the sysedge.cf file to monitor thresholds 
for these MIB objects. For more information, refer to the chapter on threshold 
monitoring in the SystemEDGE Agent User Guide. 

NOTE --------------------------------------------------------­

The thresholds used in these examples may not be appropriate for your 
Microsoft Exchange server; select thresholds that are appropriate for your 
environrnent. 

Monitoring the MTA Work Queue Length 

To monitor MTA work queue length, enter the following command: 

monitor oid xchgMTAWorkQueueLen.O 5002 OxO 60 absolute > 1 5 
' MTA Queue Len e x ceeds threshold' ' ' 

Monitoring Messages Received by the MT A 

To monitor the number of messages received by the MTA, enter the following 
command: 

moni t o r oid xchgMTAinMessag es.O 5 003 OxO 60 d e lta > 3 5 ' MTA 
I n Messag es e x c eeds thresh o l d ' 

-
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Monitoring Messages Sent by the MT A 

To monitor the number of messages sent by the MTA, enter the following 
command: 

monit or o id x chgMTAOutMessages.O 5004 OxO 60 delta > 35 'MTA 
Out Me ssages Ex ceeds threshold' 

Monitoring lnformation Store Users 

To monitor the number of Information Store users, enter the following 
command: 

monitor oid x chgStoreUserCount.O 5005 OxO 60 absolute > 750 
'Store User Cnt exceeds threshold' '' 

Monitoring Private Store Messages Submitted by Clients 

To monitor the number of Private Store messages submitted by clients, enter 
the following command: 

monitor oid xchgiSPrivinMessages.O 5006 OxO 60 delta > 35 
'Priv Store In Msg crosses threshold' 

Monitoring Private Store Messages Delivered to Recipients 

To monitor the number of Private Store messages delivered to recipients, 
enter the following command: 

monitor o id xchgiSPrivOutMessage s .O 5007 Ox O 60 d e lta > 35 
'Priv Store Out Msg crosses threshold' 

Monitoring SMTP Queue Length 

To monitor the SMTP Queue Length, enter the following command: 

monitor o i d xchg iMSTo t Qu e Le n . O 500 8 Ox O 60 del t a > 35 'SMTP 
Qu e u e Le ngth c r os ses thresh o l d ' '' 
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Using SystemEDGE History Collection ()_r.'> ·"<:, 
,.~ L ~ 

This section provides examples for tracking the value of impor icrosoft 
Exchange metrics over time through SystemEDGE history collection. Add the 
commands in the following sections to the sysedge.cf file to collect history for 
these MIB objects. For more information, refer to the chapter on history 
collection in the SystemEDGE Agent User Guide. 

NOTE 
The number of samples and the interval between samples used in these 
examples may not be appropriate for your Microsoft Exchange server; 
choose values that are appropriate for your environment. 

Collecting History for MTA Work Queue Length 
To collect history for MTA work queue length, enter the following command: 

emphistory 5002 60 xchgMTAWorkQueueLen.O 480 'MTA Queue Len 
History' 

Figure 4-1 shows a sample AdvantEDGE View Exchange Work Queue 
Length History. 

Variable is of Type Gauge. The following graph shows absolutevalues. 

Samples = 292 Min = O Max = 12 Mean = 0.18 Var = 1.41 
12 ~~------------------~----~-----------------------------. 

.. . .. . . .. . ... . . . : .. .... .. . . ... . .. · ...... . . . . 9.0 

6 .() 

:3.0 ... . .... .. .. . .. ..... . .. . ... . · . .... . . ''"( '' 
0 [_____Lj___-~----+-___!L__j_,L_II~ J~__jl.L...ll_I_+--_--LLIJlill__j 
::::47 9:45 10:43 11:41 12:39 1:3:38 

14 Jun 2000 14 Jun 2000 14 Jun 2000 14 Jun 2000 14 Jun 2000 14 Jun 2000 

Figure 4-1: Exchange MTA Work Queue Length History 
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Collecting History for MTA Message Reception 

To collect history for MTA message reception, enter the following command: 

emphistory 5003 60 xchgMTAinMessages.O 180 'MTA In Messages 
History' 

Collecting History for MTA Message Delivery 

To collect history for MTA message delivery, enter the following command: 

emphistory 5004 60 xchgMTAOutMessages.O 180 'MTA Out Messages 
History' 

Collecting History for lnformation Store User Count 

To collect history for the Information Store user count, enter the following 
command: 

emphistory 5005 60 xchgStoreUserCount . O 120 'Store User Cnt 
History' 

Figure 4-2 shows an AdvantEDGE View sample history for user count. 

Samples = 120 Min = 556 Max = 679 Mean = 645.09 Var = 1163.58 
679 r---------------------~~----------~~~~~------------~ ,J : ..._/ -.__/\~_/'"'-'-._J 

: _/_/v·--....,.1 

64C: · · · ·· · · ·· · · ·· · · ·· · · ·· · · · ·· i:--'r.. · · ·· · · ·· · .... : ......... .. .. ... ·: .. . .. . . .... . .. . . 
. (~~-··/-......._.(~~· : . 

.--/-~ 

l"l 61;:: ' .. . . .. . . .. . . ··r'·: ·· . 
rv·'' ' 
f . : . 

. . .. .. •; . . .. .. .. . ..... · ·: · . .... .. . . ... . .. ·. · .. . ... ..... . .. . 

~87·/······ ··· ·· · · · ·· ··· · · · · · ···· ··· ·· ·· ····· · ·· · · · · ·· · · ·· · · ···· ················ 

/ 556 LL--------~~--------~~----------~----------~--------~ 
9:15 9:39 1() :1)3 10:27 10:51 11 :14 

14 Jun 2000 14 .lun 200(• 14 Jun 20(H) 14 J1~n 2000 14 Jun 2000 14 Jun 2000 

Figure 4-2: Sample History for Exchange User Count 

Collecting History for Private Store Message Reception 

To collect history for Private Store message reception, enter the following 
command: 

emphistory 5006 60 xchgiSPrivinMessages.O 12 0 
Msg Histor y' 
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To collect history for Private Store message delivery, enter the 
command: 

ernphistory 5007 60 xchgiSPrivOutMessages.O 120 'Priv Store 
Out Msg History' 

Using SystemEDGE Windows NT Event Monitoring 
This section provides examples for using the SystemEDGE Windows NT 
event-monitoring capabilities to capture important Microsoft 
Exchange-related Windows NT events and forward them to the appropriate 
configuration-management software as SNMP traps. Add the commands in 
the following sections to the sysedge.cf file to monitor these Windows NT 
events. For more information, refer to the chapter on Windows NT event 
monitoring in the SystemEDGE Agent User Cuide. 

Monitoring Exchange Events in the System Event Log 

To watch for Exchange events in the system event log, enter the following 
command: 

watch ntevent 5000 OxOO Systern All 'MSExchange' 
'Monitor Exchange Systern Events' '' 

Monitoring Exchange Events in the Security Event Log 

I *I 

To watch for Exchange events in the security event log, enter the following 
command: 

watch ntevent 5000 OxOO Systern All 'MSExchange' 
'Monitor Exchange Security Events 1 

' ' 

I *I 

Monitoring Exchange Events in the Application Event Log 

To watch for Exchange events in the application event log, enter the following 
command: 

watch ntevent 5000 OxOO Systern All 'MSExchange' 
'Monitor Exchange Application Events' '' 

I *I 
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Monitoring Exchange Database Error Events in the Syste 
Event Log 

To watch for Exchange database error events in the systern event log, enter 
the following cornrnand: 

watch ntevent 5003 OxOO System Error 'EDB' ' 
Exchange Database Events' '' 

' *' 'Monitor 

Monitoring Exchange Database Error Events in the Security 
Event Log 

To watch for Exchange database error events in the security event log, enter 
the following cornrnand: 

watch ntevent 5004 OxOO Security Error 'EDB' 
Exchange Database Events' '' 

' *' 'Monitor 

Monitoring Exchange Database Error Events in the Application 
Eventlog 

To watch for Exchange database error events in the application event log, 
enter the following cornrnand: 

watch ntevent 5005 OxOO Application Error 'EDB' ' *' 'Monitor 
Exchange Database Events' '' 
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Manual Informativo ThinkPad G40 - 2388-BP 

O ThinkPad G40 é perfeito para quem está 
acostumado com um computador desktop, 
mas deseja ter a flexibilidade de trabalhar fora 
do escritório. Possui um preço bastante 
atraente e já vem equipado com um poderoso 
processador Intel® Pentium® ou um Intel® 
Celeron™, 4 portas USB além de uma unidade 
de disquete e uma unidade ótica já integradas 
ao conjunto. 

CARACTERÍSTICAS PRINCIPAIS 

Modelo 2388-BP2 
Sistema Operacional Microsoft Windows XP Pro 

Processador Intel® Pentium® 4 2.4GHz 
Tela Tela matriz ativa TFT de 14.1 polegadas XGA (1024 x 768) 

Disco Rígido 
Unidade ótica 

Memória 
Teclado 

Dispositivo Apontador 
Modem 
Rede 

Manual Informativo ThinkPad G40 

40GB 
DVD-ROM 8X 

256MB DDR-SDRAM 
Confortável, tamanho padrao com Paim Reste botão Access IBM 

TrackPoint pointing com "Press-to-Select" 
56K V.90 

Ethernet 1 0/1 00 
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O novo IBM ThinkPad G40 é a melhor alternativa para a substit pois combina, em 
um único gabinete, o conforto e poder de um desktop com o design e de um notebook IBM 
ThinkPad. Ele foi desenhado para usuários que necessitam de um computador completo que ofereça 
mobilidade ocasional e, por isso, é perfeito para quem está acostumado com um computador desktop 
mas deseja ter a flexibilidade de trabalhar fora do escritório. 

O IBM ThinkPad G40 também incorporou todos os elementos que os usuários de notebooks mais 
experientes esperam da IBM. 

Detalhes inteligentes que fazem toda a diferença. 

Dentre os notebooks disponíveis no mercado, o IBM ThinkPad G40 está entre os mais resistentes, 
seguros, confortáveis e fáceis de usar. 

A nova família IBM ThinkPad G40 oferece excelentes telas de cristal líquido com ampla área de 
visualização, gabinete e painel reforçados com dobradiças de aço, 4 portas USB, placa de vídeo 
integrada Intel Extreme Graphics com até 32MB de memória e a reconhecida ergonomia presente em 
toda a linha de notebooks IBM ThinkPad que, adicionalmente para esta nova família, apresenta as 
seguintes inovações: 

• 

• 

Teclado "ComfortSiant" - com teclas para controle do volume e botão ·~ccess IBM", para rápido 
acesso à todas as unções e informações que o usuário necessita. Possui um excelente apoio para as 
mãos (palm rest) e uma inclinação ergonômica que o torna ainda mais confortável. 

Apoio "Easy Pivot" - um ponto de apoio fixo que permite a fácil rotação do equipamento na mesa 
para ajustes de posicionamento. 

• Dispositivo apontador "TrackPoint" com o recurso "Press-to-Select" (aperte para selecionar) e com 
três opções de revestimento cuidadosamente elaborados para oferecer o máximo de conforto e 
precisão, dependente da preferência do usuário: 

Classic Dome Soft Dome 
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Melhor tecnologia por um preço acessível. 

Um bom exemplo disso é o botão Access IBM, um "portal para o suporte IBM", que aproveita um rico 
conjunto de recursos internos, ferramentas de diagnósticos, soluções automatizadas e links para 
atualizações e serviços on-line. 

Também podemos citar as vantagens da ferramenta Rapid Restare PC que oferece uma solução de 
backup inteligente com armazenamento de dados do usuário, aplicações e configurações críticas do 
sistema operacional em uma partição protegida do disco rígido, possibilitando a fácil recuperação destas 
informações (até mesmo em sistemas com problemas ou que não conseguem inicializar) . 

Tanto o Access IBM como o Rapid Restare PC ajudam a diminuir o tempo de paradas de sistemas, 
maximizando a produtividade e contribuindo para a redução dos altos custos de suporte técnico. 

CONECTIVIDADE 

Os recursos de comunicação convenientemente agregados ao IBM ThinkPad G40 perm item fácil e 
rápida conexão onde quer que você esteja. Opcionais podem ser adicionados via slot PCMCIA. 

• 

• 

• 

Portas Padrão - Quatro Portas USB v.2.0, uma porta paralela e uma PS/2 . 

Modem - Modem de 56Kbps V.90 permite rápida conexão via linha discada para mantê-lo sempre 
conectado onde você estiver, trabalhando ou viajando. 

Ethernet - Rede Ethernet de 10/100 com PXE e Wake-on-LAN . 

CONFIABILIDADE 

Só o ThinkPadtem a garantia e a confiabilidade da IBM, que foi a pioneira na prestação de serviços para 
computadores portáteis no Brasil. 

• 

• 

Suporte Técnico - Suporte telefônico oferecido pelo HelpCenter grátis por 30 dias após a 1 o ligação 
para o SOFTWARE pré-carregado, e para determinação de problemas de HARDWARE durante o 
período de garantia. 

(*)EasyServ - Um serviço inédito e exclusivo, com 98% de clientes satisfeitos, que utiliza um courier 
para retirar e entregar o ThinkPad a ser restaurado pela Central de Reparos da própria IBM. O 
EasyServ encontra-se disponível , gratuitamente, para pessoas jurídicas emitentes de nota fiscal, 
durante a vigência da Garantia. 

- · ~~ ...--~-·~·-- ··-· ... 
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DESCRIÇÃO TÉCNICA DETAL~~~~DA 

Modelo 2388-BP2 
Sistema Operacional Microsoft Windows XP Pro 

Processador Intel® Pentium® 4 2.4GHz 
Cache L2 512KB onboard (na velocidade do processador) 

., 
Memória 256MB DDR-SDRAM 

Disco Rígido Padrão 40GB 
Unidade ótica DVD-ROM 8X 
Disco Flexível 3.5" 1.44MB fixo 

T.ela Tela matriz ativa TFT de 14.1" polegadas XGA (1024 x 768) 
Dispositivo Apontador TrackPoint pointing com "Press-to-Select" 
Controladora de Vídeo Intel Extreme Graphics I Direct AGP I 8 a 32 MB DDR-SDRAM 

Bateria Lithium lon 6-cell - inteligente 
Bateria· Duração 1,75 hora 

Bateria - Tempo de Carga De 3 a 6 horas, dependendo da utilização 
Audio AC97 

Modem 56K V.90 
Rede Ethernet 1 0/1 00 

Portas 4 USB v.2.0, 1 paralela, 1 DB-15 para monitor externo,-1 RJ-11 
(modem), 1 RJ-45 (ethernet), 1 PS/2 (teclado/mouse) 

Dimensões aprox. Largura: 32,9cm 
Profundidade: 28,2cm 

Espessura: 3,71 (frente)- 5,09cm (atrás) 
Peso aproximado 3,46Kg ' 

Soquetes de memória 2 soquetes SO-DIMM (1 soquete livre) 
Slots PCMCIA 1 slot (tipo I, 11 ou 111) 
Slot Mini-PCI Não 
Security Chip Não 

Garantia 1 (um) ano com o serviço e suporte IBM EasyServ(*) 

SOFTWARE PRÉ-INSTALADO 

2388-BP2 
Microsoft Windows XP Pro em Português 
Access IBM 
Access Connections 
Adobe Acrobat Reader 
IBM Rapid Restore PC 
PC Doctor 
ThinkPad Utilities 
IBM Update Connector . . ---~· - ~----- - ~- ·~·* · --·. - - - . 

Disk-to-disk recoverv r<U~ fl UJ/LUVJ- , 1\1 -

CPM+- - l. Ut<. Kc.IO'S 
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Opcional Part Number 

Memórias: 
128MB Memory DDR-SDRAM SO DIMM PC2100 266MHz 10K0028 
256 MB Memory DDR-SDRAM SO DIMM PC21 00 266MHz 10K0030 
512MB Memory DDR-SDRAM SO DIMM PC2100 266MHz 10K0032 

Armazenamento: 
HD 20GB 08K9686 
HD40GB 08K9816 
HD 60GB 08K9688 
HD 80GB 08K9869 
HD 20 GB portátil USB 2.0 09N4211 
CD-RW 8X4X24X externo USB 22P5297 
IBM Microdrive 1 GB 07N5574 
Chaveiro- Mernory Key 64MB USB 2.0 22P9024 
Chaveiro - Mernory Key 256MB USB 2.0 22P9025 
Fontes de energia: 
Bateria de Li-ion p/ TP G40 08K8178 
AC Adapter 120W p/ ThinkPad G40 22P9161 

Rede: 
PC Card 16/4 Token-Ring 34L1401 
CardBus 16/4 Token-Ring 34L4801 

Acessórios: 
ThinkPad Monitor Stand 22P5265 
Mini Scroll Point Mouse 800dpi Black Pro para Mini-Din/USB 31P7410 
Teclado Português USB com hub de 2 portas preto 10K3852 
Teclado Inglês USB com hub de 2 portas preto 10K3849 

Wireless: 
IBM H Rate Wireless LAN PC Card 128 09N9904 
IBM H R Wireless LAN Access Point 500 09N9906 

Malas: 
Maleta de couro TargusQ_ara ThinkPad 10K0209 
Maleta de nylon Targus para ThinkPad 10K0207 

PRE OS 

c Modelo Street Price* R$ 
2388-BP2 Consulte 
Maleta PCC0017 Consulte 

ThinkPad Marketing Team - Brasil 

i-e1"1'@-r~W"ffiMJ"7C N - : 
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eHealth application insight module for Microsoft Exchange is a 
plugin module that extends the functionality of eHealth 
SystemEDGE by adding the capability to monitor and manage the 
Microsoft Exchange groupware application. Management functions 
are distributed out to the host system, helping you free up 
Exchange administrators to focus on more value-added initiatives. 
With eHealth SystemEDGE's automatic local corrective action, you 
can now fix problems before your e-mail users - and your business -
are affected. 
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Real-time queríes, like 
the Exchange Footprint 
shown here, identify 
CPU, d isk, and memory 
shortages that can affect 
your application's 
performance. 

" Product Demo 
" Downtoad Data Slleet 
" Request an Evaluation 
.,. Current Eva luation Accounts 
" Content Guide (pdf) 

Download it for 
free now! 
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• Delivers real-time problem detection and self-healing 
corrective action for Microsoft Exchange 

• Ensures maximum uptime and performance of business-
critical e-mail services 

• Improves service, and productivity through faster e-mail 
• Identifies potential security breaches and vulnerabilities 
• Reduces the total cost of ownership associated with Microsoft 

Exchange 

QucstionsiCom ments : ínfo@lconcord.corn o r ca l I (800) 851·872 5 
Copyri9ht ( 2001 - 200} Concon;:t Communicªtions, Jnc, 
1~11 rigl1ts reserve(l. 
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Product Quick List 
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With SystemEDGE agents, system administrators can distribute 
tedious management tasks away from overworked staff and down to 
the host systems - closest to where problems occur. SystemEDGE 
operates autonomously on a host workstation or server, 
continuously monitoring changing conditions and providing detailed 
information about the host's configuration, status, performance, 
users, applications, file systems, and other criticai resources. 
SystemEDGE's real-time self-monitoring quickly detects system 
problems and automatically fixes them with pre-defined actions. 
SystemEDGE enables operators to fix problems before they impact 
users, free up valuable IT human resources, maximize ROI, and 
minimize costs. 
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eHea lth SystemEDGE 
provides quick at-a­
glance reports on 
systems and 
applications, disk and file 
system statistics, 
hardware/software 
inventories, and more. 

Contact 
' ."" 

'nt inte.-Qted - Cal! mel 

"' eHealth AdvantEDGE View 
"' eHealth Console 
" eHealth-Live Health Fault Manager 

' . . N .. . · 
"' Product Demo 
~>- Download Data Sheet (English) 
,.. Download Data Sheet (French) 
,.. Download Data Sheet (German) 
"' Request an Evaluation 
"' Current Evaluation Accounts 
,. Çontent Guide {pdf) 

Download it for 
free now! 
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Loncord ~ystems Pertormance Management Sottware: SystemEDGE 

.... - .... ~ -

• SNMP support- SystemEDGE is a pure SNMP agent; no 
proprietary protocols 

• Lightweight footprint- with an average of < 1% CPU 
utilization and "'3MB memory, SystemEDGE has negligible 
system impact 

• Multi-platform support - SystemEDGE works seamlessly 
across a wide range of operating systems and platforms 

• Distributed self-management - push work out to self­
managing SystemEDGE agents throughout your distributed 
client-server environment 

• Scaleable -automated management enables you to scale to 
managing thousands of clients workstations and servers 
using existing IT staff 

• Extensible - extend with eHealth application lnsight 
modules, or add your own custam MIB variables to add 
SNMP management capabilities for homegrown applications 

• Out of the box value - SystemEDGE installs quickly with 
minimal administrative footprint to deliver immediate value 

• Complement existing tools - SystemEDGE provides 
information and can send industry standard SNMP traps to 
any SNMP-compliant network management station (NMS), 
enabling you to preserve your existing operational workflow 
and investment in other management software 

• Standalone or integrated with eHealth - SystemEDGE is 
available as a standalone solution or as part of a 
comprehensive eHealth solution 

QuestionsíCornments: info@concord.com o r call ( 800) 851 -8725 
Copyright •,ê_; 2001-2003 C:onçqrçJ Com rmm i c;.;~U on$,JOC. 
/\ li rights resc rved . 
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Concord eHealth Application Insight Module for Microsoft IIS 
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eHealth -: Application insíght Module 
fo r~ f\11 ic ro soft ·~~ llS 

eHealth application insight module (AIM) for Microsoft IIS is a plugln 
module that extends the functionality of eHealth SystemEDGE by 
adding the capability to monitor and manage the Microsoft IIS 
application. AIM for IIS delivers maximum availability and 
performance of Microsoft IIS by detecting problems in real-time, 
tracking usage statistics, and monitoring the lmpact on system 
resources. 
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The eHealth application 
insight module for 
Microsoft IIS provides · · 
rea l-time performance 
and fault management· 
for Microsoft IIS, 24x7, 
from a web browser. 

.,. Request an Evaluation 
"' Current Evaluation Accounts 
"' Content Guide (pdf) 
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• Proactive self-management frees up IT personnel, keeps IIS 
up and running 

• Ensure sufficient system resources with proactive capacity 
planning 

• Meet and exceed SLA's for hosted and managed sites 
• Reduce the overall cost to manage your IIS environment 
• Real-time fault detection and self-healing corrective actlon 

through scalable, distributed self management 

Questions/Comme nts: ínfo@çonç:ord.corn or cal ! (800) 851. -872.5 
Copyright r~~ 2001 -2003 Concorcl Çomrnun íc~Jt iqns, Inc. 
AI! righls reservet1. 
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Cbncord Application lnsight Module for Apache 
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Product Quick List 
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eHeaith@ Application Jnsigf1t 
r\~O d l~le for Apache 

Despite the pervasive use and reliance on Apache software by 
today 's biggest Internet movers and shakers, minimal attention is 
spent addressing performance and availability issues. Small periods 
of downtime and subtle brownouts quickly result in financiai 
penalties and failure to comply with service levei agreements. With 
this in mind , Concord offers a self-managing solution for ensuring 
the health and availability of distributed Apache web server 
environments. 
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Distributed, self­
managing agents 
automatically manage 
Apache performance, 
availability, and 
configuration. Apache 
server performance is 
shown here monitoring 
for sudden changes in 
traffic activity. 

Management functions are distributed out to the host system, 
helping you to free up Web administrators to focus on more 
strategic activities. Leveraging management-by-exception 
torhnnlnn\1 oUo'=ll~h 1\ TM fi'\ r- An'=llrho rnnti ru lt"\11~1" n·u'u"\it-nP"C' 1\ n":~~rho 
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Download lt for 
free now! 
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services and system resources, alerting you only when something 
requires your attention. Whether you alert a staff member or have 
eHealth SystemEDGE initiate automatic, local corrective action, you 
can now fix problems before users-and your business are ·affected . 

• ! ·, . t ~ ' ! 

• Real-time fault detection and self-healing corrective action 
for mission-critical Apache Web servers 

• Scalable, distributed, self management frees up IT resources 
• Eliminate web server downtime and optimize Apache 

performance 
• Ensure sufficient system resources with proactive capacity 

planning 
• Lower support costs associated with managing your Apache 

implementation 

Qucstions/C:ornments : infq\g)c;Qpcord.com o r call (800) 851·872 5 
Copyrigllt { J 2001-2003 Coqco1·~j CormmHIÍÇ(:ltiOfl!:i,Inc, 
AI! r ights reserve ti . 

• 

rage 1.. or 1.. 

• 



Concord eHealth Applicatíon lnsíght Module for Oracle -r) 
~ancoro. I ô!pplicatlons systems networks 

sol ut ion ftH t f indc:r O so!utions & 
servlces 

suppott partners 

f !orne > So lutions > eHealth app lication insight module for Ora ele 

eHea lth ·~~) Appl ication lnsight 
r·J1odu I e for Orac:l e~.·~} 

O tonta.c:t us C site index O login 

I J 

' . , ,. :í;• : " ' i i: i! : •1 1: •:;:1! i· •:Ji:ill :il!'ll!!li!iiLiWi ii ll!!ll l •; "';;:::::======:::::~~=== 
1· Database Administrators and Systems Managers need a reliable 
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I, 

Prod uct Quick List 

1 solution to ensure that databases are available and delivering strong 
performance - eHealth Aim for Oracle delivers on that need. eHealth 
AIM for Oracle extends the functionality of eHealth SystemEDGE by 
adding the capability to monitor and manage Oracle RDBMSs. 
Employing management-by-exception technology, eHealth AIM for 
Oracle only alerts IT staff when a problem requires their attention, 
and takes automated corrective actions to resolve problems. 

eHealth AIM for Oracle also integrates with Concord's eHealth Llve 
Health for detection of faults, potential outages, and brownouts 
across the entire IT infrastructure. With eHealth Live Health, 
database staff can 

• Identify peculiar behavior patterns 
• Improve SQL efficiency 
• Identify transaction bottlenecks 
• Eliminate brownouts before they lead to database failures 

.,t.t...Oilrloe llepot1 ... N.._W..._._ 

~L---
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Oracle faults and 
potential outages are 
detected in real-time and 
historical reports ease 
troubleshooting and 
increase IT staff 
efficiency. The At-a­
Giance report, shown 
here, correlates key 
database metrics on a 
single page over time to 
isolate database 

Download it for 
free now! 
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• Distributed self-management for a truly scalable applications 
management 

• Ensure continuous scalability and automatically re-start 
Oracle database processes upon failure 

• Establish automated monitoring for over 300 Oracle 
performance metrics spanning Oracle re-do logs, SQL 
statement efficiency, rollback segments, System Global Area 
(SGA), waits, tablespaces, and locks 

• Extensible architecture can take unlimited corrective actions 
based on your own scripts 

• Maintain your existing workflow with industry standard SNMP 
that integrates with your existing operational environment 

• Fault, availability, and performance management across the 
entire IT infrastructure with eHealth Suite's end-to-end 
integration 

· Guarantee database uptime, performance, and reliability 
"' . ·- .. ---.. -~·-·-····*' ·-··· ·---·-1 

Leverage limited IT resources by automating database 
management -··. ·- ..... _,. -·--·-·--·- .. -·- .. --.. ------------1 
Ensure that your database keeps up with changing business trend 

Improve customer sat isfaction and deliver t he best possible user 
experience 

Quest1ons/Cornments: info@concord.corn o r ca ll (800) 851-8725 
Copyright ,_;:; 200 l -200 3 Concord Cornrnunicatíons, I nc. 
i\11 rights reserved . 
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Càncord eHealth Application Insight Module for Microsoft SQL Server -(\ 
~~encero. I applícôJtlons syste-ms networks 

O contact us C site index 

~ ol ution fa s t f i nder O solutions & 
servlces 

support partners 

!!orne > Soluti on s > eHeallh ap pli cation insight module for Microsoft SQL Server 

Product Quick Líst 

eHeéilth : Apptication !nsight [v1odule 

f o t~ rviícrosoft7 soL Serve r 

SQL DBAs face the ongoing challenge of ensuring database uptime 
and optimal performance. Without the right set of tools, time will be 
spent reacting to fires instead of proactively ensuring a superior 
customer experience. eHealth application insight"module (AIM) for 
Microsoft SQL Server offers fault and event management, proactive 
alarm notification, and the ability to fix problems automatically 
without the need for human intervention. And with seamless access 
to historical content, capacity planning and long term trend analysis 
are easier and more automated than ever before. 

--
-
~·->:::::=-:::---=----.... ' ' 

.... -.. -~ . 
- i 

':t..-J~ 
u1 

1 j r--~ . ~ ·~ • ··-·· • ---••·• - ~ . •· , 

' • 
• i 

__ :k~~:~.;:··~-

Automatícally detect SQL 
Server faults and events, 
take corrective actions, 
and access integrated 
performance reports for 
rapid problem resolution. 

.. Request an Evaluation 

.. Current Evaluation Accounts 
"" Content ÇJuide (pdf) 

Download it for 
free now! 
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• SNMP Support-SystemEDGE is a pure standards-based 
SNMP agent, lightweight footprint, with an average of < 1% 
CPU utilization and 5MB memory, your SQL Server database 
management has negligible system impact 

• Distributed Self-management-push work down to self­
managing agents across your database and systems 
environment 

• Extensible architecture can take unlimited corrective actions 
based 011 your own scripts 

• Complement Existing Tools-integrate SystemEDGE with 
your existing operations tools by sending lndustry-standard 
SNMP traps. Add value to your current investment while 
maintaining your existing workflow 

• Standalone or Integrated Solution-deploy a standalone SQL 
Server management solution or integrate with the eHealth 
Suite for complete end-to-end IT management 

Establish automated monitorlng for SQL Server performance 
: metrics including lock requests, access methods, transaction log 
activity, memory utilization, SQL efficiency, buffer efficiency, and 

, user logon activity. 
1 
Access database configuration information in real-time, as well as 

, track hardware and software assets for the underlying host 
system. 

' Monitor and restart failed SQL Server processes and services to 
ensure maximum uptime. 

Watch SQL Server log files for regular text expressions that may 
1 indicate security or user violations, as well as application and 
system events. 

Questions/ Corn rnents : infq@çoncord.copl or cal! (800) 851-8725 
Copyright c.' 2001 -20Q:}(QncorçJComrntJniçilJions,Jnç. 
Ali rights reserve Li . 
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Cõncord eHealth Application Insight Module for Check Point FireWall-1 en 
:~ancoro. I <!ppliéãllôiis systét'tíS network.s 

C tontact us Csite i ndex 

~ ol uti c n fl'lst find ar O solutions & 
servlces 

supp01t partners 

Home > So lutíons > eHealth application insight module for Check Point FireWal l-l 

Produ ct Quick List 

· -~ --
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eHealth·: Application .lnsight ·Module 
for Check Point FirewaU-l @ 

Concord offers the only fully integrat ed solution for managing fault, 
performance, and availability across the entire internet 
infrastructure including applications, systems, networks, and now 
firewalls. 
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Concord's eHealth 
solution for FireWall-1 
combines real-time fault 
and performance 
management with an 
integrated historical 
perspective. Using the 
At-A-G iance report 
(shown here}, eHealth 
automatically correlates 
and isolates problem 
areas when faults of 
suspicious activities are 
encountered . 

Contact 

.,. Request an Evaluation 

.,. Cu rrent Eva luation Accounts 
"' Content Guide (pdf) 

Download it for 
free now! 
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Loncord eHealth ApplicatiOn lns1ght Module tor Check Point .FireWaJl-1 

1 he eHealth application insight module (AlMJ tor ChecK Polnt 
FireWall-1, in combination with Concord's eHealth SystemEDGE 
agents, delivers comprehensive, proactive management of Check 
Point FireWall-1 to ensure availability and performance of mission 
criticai firewall services. The AIM for Check Point FireWall-1 deploys 
quickly and easily, automatically discovering management servers 
and enforcement points. It can then automatically monitor firewall 
status, detect performance bottlenecks, identify suspicious traffic 
flows that can jeopardize the security of your organization, and 
automate fault notification. With the eHealth AIM for Check Polnt 
FireWall-1, you can identify security and performance issues before 
they have a chance to wreak havoc on your business. 

• Footprint Management ensures adequate system capacity for 
firewall services 

• Configuration Management for troubleshooting and problem 
resolution 

• Performance Management detects potential Denlal of Service 
(DoS) attacks through industry-standard SNMP and OPSEC 
API's 

, Ensure firewall availability with automated failure detection and 
correction 

Automatic identification and notification of faults and suspicious 
firewall or network activity 

-.. --- ------ - -----·------·---·····----------- ----1 
Maximize firewall availability, performance, and security 

· ··~ ··- -·~~~- · '' · ~---~ ._._ ........... .. V~-~--,~~- ~-

Lower IT costs through consolidated management of security 
infrastructure with applications, systems, and networks 

Questions/Comments : info(.(ilconcord.corn o r ca ll (800) 851-8725 
Cqpyright r~.> 200 1-200:? Çqpcqrçi _ÇornrnqrJic9Jiorl?,Joc. 
Ali rig hl s reserveti . 
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Concord eHeal th Application Insight Module for Check Point F ire Wall-1 

·~ 
~~ancoro. I <~ppliutlons systems networks 

O c:ontact us O site index 

~olut ion fost f inder 1:) 
solutíons 8: 
servlces 

support partners 

i !orne > Solution s > eHealth app licalion insight modu le for Check Point FireWall - l 

I I 
Prod uct Quick List 
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eHealth -· App lication lnsight Module 

for· Check Point Firevva l! -18:: 

Concord offers the only fully integrated solution fo r managlng fault, 
performance, and availability across the entire internet 
infrastructure including applications, systems, networks, and now 
firewalls. 
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l'in<lij,lf-1 Concord's eHealth 
solution for FireWall- 1 

~~­
] -

·····~ ., .... ~ 
~ "1': '-.'I'> '~" > 'I,.PH "'t. 

~ l-
~1 .......... 4 .... ,.,... . 

combines real-time fault 
and performance 
management with an 
integrated h istorical 
perspective. Using the 
At-A-Giance report 
(shown here), eHea lth 
automatically correlates 
and isolates problem 
areas when faults of 
suspicious activities are 
encountered . 

Contact 

,lnteresteél - .cau mel 

Download it for 
free now! 
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Concord eHealth ApplicatiOn lnsight Module for Check Point FireWall-1 

1 ne eHealth application insight module {AlM) tor cnecK Polnt 
FireWall-1, in combination with Concord's eHealth SystemEDGE 
agents, delivers comprehensive, proactive management of Check 
Point FireWall-1 to ensure availability and performance of mission 
criticai firewall services. The AIM for Check Point FireWall~1 deploys 
quickly and easily, automatically discovering management servers 
and enforcement points. It can then automatically monitor firewall 
status, detect performance bottlenecks, identify suspicious traffic 
flows that can jeopardize the security of your organization, and 
automate fault notification. With the eHealth AIM for Check Point 
FireWall-1, you can identify security and performance issues before 
they have a chance to wreak havoc on your business. 

• Footprint Management ensures adequate system capacity for 
firewall services 

• Configuration Management for troubleshooting and problem 
resolution 

• Performance Management detects potent ial Denial of Service 
(DoS) attacks through industry-standard SNMP and OPSEC 
API 's 

Ensure firewall availability with automated failure detection a 
correction 

Automatic identification and notification of faults and suspicious 
firewall or network activity 

Maximize firewall availability, performance, and security 

Lower IT costs through consolidated management of securitv 1 

1 infrastructure with applications, systems, and networks 

Questions/Comments: i nfo@concord. com o r ca l I (800) 851-8 725 
copyr i gh t (t' 2 o o 1-20 Q:? . ç oncorçLComrnqrJíçªJion~, JrJc. 
Ali rig hls reserve c:. 
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Cõnco rd eHealth Application Insight Module for Network Services (UNIX) -'\ 
~~ancoro. I applicatlons systems networks 

O conta.tt us Osite index 

solutions & 
servlces 

support partoers 

Horne > Soluti ons > eHealth App lication Tn si ght Modul e for Network Services (UNIX) 

Prod u ct Quick List 
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eHea lth: /~ppticatlon lnsight Module 
for !~et\vork Services (UNIX) 

,;:;I 
1
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BUSineSS applications and processes rely on underlying network !;.. 
services like Sendmail, LDAP, DHCP and DNS. When these mission 
criticai services are unavailable or performing poorly, they can bring 
business activities to a halt, affecting end user productivity, 
revenue, and customer satisfaction. Concord's eHealth applicatlon 
insight module (AIM) for Network Services [UNIX] ensures the 
health and performance of your underlying infrastructure so your 
revenue-generating services go un-interrupted. 

The eHealth AIM for 
Network Services [UNIX] 
provides users with 
automated management 
and reporting for a 
va r iety of mission criticai 
app lications. 

The eHealth AIM for Network Services [UNIX] works with eHealth 
SystemEDGE agents to proactively detect, isolate, and correct 
service failures and bottlenecks before end users are affected. 

The eHealth AIM for Network Services [UNIX] can be used alongside 
eHealth Service Availability to perform continuous, active tests for 

. . 

Download it for 
free now! 

Page 1 of2 
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services like DNS, SMTP, POP3, PING, TCP Connect and more. This 
combined approach ensures availability from both the back-end 
servers, as well as the end-user perspective - minimizing impact on 
the business. 

Ensure availability and performance of criticai network services 
including: 

• Sendmail 
• Lightweight Directory Access Protocol (LDAP) 
• Dynamic Host Configuration Protocol (DHCP) 
• Network File System (NFS) 
• Network Information Service (NIS) 
• Une Printer (LP) 

Ensure availability of criticai network services with automated 
failure detection and correction 

Detect performance bottlenecks before service outages occur 

Automate fault notification through integration with eHealth Fault 
, Manager and 3rd party tools 

-- "--- ·--------.. ----------"--'-1 
Lower IT costs through consolidated management of applications 
systems and networks 

Questions/ C:omments: info@cQnconi .corn or cal! (800) 851-8725 
Copyr·ight ,(:J 200 l-2003 , Concord CornrmHJications,Jnc, 
i\11 1·ig l'lts reserved. 
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Cóncord eHealth Application Insight Module for Network Services (Windows) . I'"\ 
-~ancoro. I applit atlons systems networks 

O tontact u~ () Sitê index 

~ o l u tio n fn~t finde r !) solutions li 
services 

suppon pa rtners 

f Iom e > Solutions > eHealth Appl ication Tns ight IV1 oclule for Network Services (Windows) 

Product Quick Li st 
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! O") ~rn, 
1 o j· í l cn , 

ef-jealth - AppHcatfon lnsight tvlodule 
fo r r~et'NOrk Services [VVindows) 

Business applications and processes rely on underlying network 
services like Active Directory, WINS, DNS, and DHCP. When these 
mission criticai services are unavailable or performing poorly, they 
can bring business activities to a halt , affecting end user 
productivity, revenue, and customer satisfaction . Concord's eHealth 
application insight module (AIM) for Network Services (Windows) 
ensures the health and performance of your underlying 
infrastructure so your revenue-generating services go un­
interrupted. 
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The eHealth AIM for 
Network Serv ices 
(Windows) provides 
users with automated 
management and 
rcporting for a variety of 
mission critica i 
appl ications. 

~>- Request an Evaluation 
~>- Cu rrent Eva luation Accounts 
~o- Content Guide (pdf) 

Download it for 
free now! 

Page 1 of 3 

O login 



'--Vl t l..-u tu c;nc;ct tut J-\.)J)J IIl:ctuulllllSigm 1V1oau1e ror J'lletworK ~erv1ces t wmaows) 

~l""''h ~- ~ 
Ot1n.ln; -..c ·-.~ :T Qrolf~""~ kx :r..< 

~..,~; ~Jl "J.;r:,;,. 

Oh11"ltG ;1 ~twaJ&M.a,i( 

~O.riJMbw:o 
f~lJIMMJt4ÓW!I4 "~•; '16-

The eHealth AIM for Network Services (Windows) works with 
eHealth SystemEDGE agents to proactively detect, isolate, and 
correct service failures and bottlenecks before end users are 
affected. 

The eHealth AIM for Network Services (Windows) can be used 
alongside eHealth Service Availability to perform continuous, active 
tests for services like DNS, PING, TCP Connect and more. This 
combined approach ensures availability from both the back-end 
servers, as well as the end-user perspective - minimizing lmpact on 
the business. 

E n su r e ava i I a bi I ity a n . ..cd ,~p""e""rf'.,~·~;"';;'"'"-~~-~~ ,of~~lti ~a!!ill~n=!e""tw~o!!:!!rk!!"..A'!se!!!r,;v!!llic~e=s~····1" 

including: !I 

• Active Directory 
• Windows Internet Naming Service (WINS) 
• Dynamic Host Configuration Protocol (DHCP) 
• Domain Name Server (DNS) 

Ensure availability of criticai network services with automated 
· failure detection and correction 

Detect performance bottlenecks before service outages occur 

Automate fault notification through integration with eHealth Fault 
1 Manager and 3rd party tools 

' Lower IT costs through consolidated management of applications, 
systems and networks 

Questions/Cornrnents: info@çoocorci,com or ca l I (800) 851-8725 
Copy right @ 2001 200< Concord Comn1JJ!}icê:\tions.Jnc, 
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Concord eHealth Application Insight Module for Network Services (UNIX) 

·~-' 
:~encero. I applicãtlons systems network.s 

Q contactus O site i ndex 

""' 

50iut.inn fost finder O solutions & 
services 

support partners 

f Iom e > Solutions > eHea lth App li cation Tnsight Module for Netwl. • t · ervices {UNIX) 
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Product Quick List 
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eHealth: Applicat1on lnsíght Module 
foT Netvvo rk Services (UNIX) 

Business applications and processes rely on underlying network 
serv ices like Sendmail, LDAP, DHCP and DNS. When these mission 
criticai services are unavailable or performing poorly, they can bring 
business activities to a halt, affecting end user productivity, 
revenue, and customer satisfaction. Concord 's eHealth appllcation 
insight module (AIM) for Network Services [UNIX] ensures the 
health and performance of your underlying infrastructure so your 
revenue-generating services go un-interrupted. 

The eHealth AIM for 
Network Services [UNIX] 
prov ides users wíth 
automated management 
and report ing for a 
variety of m ission critica i 
applications. 

The eHealth AIM for Network Services [UNIX] works with eHealth 
SystemEDGE agents to proactively detect, isolate, and correct 
service fa ilures and bottlenecks before end users are affected . 

The eHealth AIM for Network Services [UNIX] can be used alongside 
eHealth Service Availability to perform continuous, active tests for 

Download it for 
free now! 
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Loncora erteann Appucauon 1ns1gnt Module tor Network Servíces (UNIX) 

.. ' 

services like DNS, SMTP, POP3, PING, TCP Connect and more. This 
combined approach ensures availability from both the back-end 
servers, as well as the end-user perspective - minimizing impact on 
the business. 

Ensure availability and performance of criticai network services 
including: 

• Sendmail 
• Lightweight Directory Access Protocol (LDAP) 
• Dynamic Host Configuration Protocol (DHCP) 
• Network File System (NFS) 
• Network Information Service (NIS) 
• Une Printer (LP) 

' I 

j Ensure availability of criticai network services with automated 
failure detection and correction i 

..... l 
Detect performance bottlenecks before service outages occur 

Auto~ate fault not·i -fi~~ti~~ th-r~-~gh int~-~r~-ti·~~- wit h ~H~~-jt't; ' F~-uit -~ 
Manager and 3rd party tools I 
Lower IT costs through ~-;-~~oÍidated -m~~;g~-rne~t;~pplica-ti~~;,-1 
systems and networks J 

~- "'·' '''' ~ N o ' • ,,, _ o----~'" ' "-~' .~- ··~-----· • • "-••~ - • -·----~--~~-~~----~-

Quesltons/C:omments: info@conco J~çi , _çorn o r cal I (800) 851--8725 
Copyrig ht •{: 200 l-200:;l Concord Commur)ici:lt ions,Jnç. 
Al i rights rese rved . 
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Chapter 1. lntroducing IBM Tivoli Storage Managerf -~). l 
,_ ~·~ ':}_ j 

IBM Tivoli Storage Manager provides automated, policy-based, d1 tí~te9 djit() 
and storage management for file servers and workstations in an ente · work 
environment. The base functions provided by Tivoli Storage Manager include: 

Backup and Restore: 
The backup process creates a copy of the file or application data that can 
be recovered if the original data is lost or destroyed. Unlike other backup 
applications, Tivoli Storage Manager implements a progressive backup 
methodology to move data quickly and reliably. Using progressive backup, 
the number of file versions maintained by Tivoli Storage Manager and the 
length of time they are retained can be specified by the storage 
administrator. Refer to "Common Backup Methodologies" on page 6 for 
more information. 

Backups can be scheduled, performed manually from the Tivoli Storage 
Manager client interface, or performed remotely using a Web-based 
interface. 

The restare process transfers a backup data copy from Tivoli Storage 
Manager server-managed storage onto a designated machine. 

Archive and Retrieval: 
The archive process creates a copy of a file or a set of files and stores it as 
a unique object for a specified period of time. This function is useful for 
maintaining copies of vital records for historical purposes. 

Like the backup process, the archive process can be scheduled, performed 
manually from the Tivoli Storage Manager client interface, or performed 
remotely using a Web-based interface. 

The retrieval process transfers the archival data copy onto a designated 
machine. 

Instant Archive and Rapid Recovery: 
IBM Tivoli Storage Manager allows for the creation of a complete set of 
client files, called a backup set, on the Tivoli Storage Manager server system 
using the most recent backup versions stored by the server. In a process 
called Instant Archive, a backup set is used to retain a snapshot of a client 
file system for a designated period of time. The Rapid Recovery process 
allow you to copy backup sets onto portable media for LAN-free recovery 
of a client system. 

IBM Tivoli Storage Manager also offers a number of separately licensed optional 
features. These include: 

Space Manager Client: 

© Copyright IBM Corp. 1994, 2003 

This feature provides for the automatic and transparent movement of 
operational data from a client system to server-managed storage. This 
process, called Hierarchical Space Management (HSM), is implemented as a 
client installation and controlled by policy defined to the Tivoli Storage 
Manager server. HSM frees up space on a client machine by using 
distributed storage media as a virtual hard drive for thatrr.@::b.~!J~ , J::i~es are 
automatically moved and stored according to i~~§~~t'!~en a 
user acceSS~S this data, it ÍS dynamica!ly and t acFimfei}tl(:ó~k-F.~s the 
chent machme. -

1 
. 
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Chapter 1. lntroducing IBM Tivoli Storage Manager ((~~ 
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IBM Tivoli Storage Manager provides automated. policy-based, distri k dat~ · 
and storage management for file servers and workstations in an enterprise network 
environment The base functions provided by Tivoli Storage Manager include: 

Backup and Restore: 
The backup process creates a copy of the file or application data that can 
be recovered if the original data is lost or destroyed. Unlike other backup 
applications. Tivoli Storage Manager implements a progressive backup 
methodology to move data quickly and reliably. Using progressive backup, 
the number of file versions maintained by Tivoli Storage Manager and the 
length of time they are retained can be specified by the storage 
administrator. Refer to "Common Backup Methodologies" on page 6 for 
more information. 

Backups can be scheduled, performed manually from the Tivoli Storage 
Manager client interface, or performed remotely using a Web-based 
interface. 

The restare process transfers a backup data copy from Tivoli Storage 
Manager server-managed storage onto a designated machine. 

Archive and Retrieval: 
The archive process creates a copy of a file or a set of files and stores it as 
a unique object for a specified period of time. This function is useful for 
maintaining copies of vital records for historical purposes. 

Like the backup process. the archive process can be scheduled. performed 
manually from the Tivoli Storage Manager client interface, or performed 
remotely using a Web-based interface. 

The retrieval process transfers the archival data copy onto a designated 
machine. 

Instant Archive and Rapid Recovery: 
IBM Tivoli Storage Manager allows for the creation of a complete set of 
client files , called a backup set, on the Tivoli Storage Manager server system 
using the most recent backup versions stored by the server. In a process 
called Instant Archive, a backup set is used to retain a snapshot of a client 
file system for a designated period of time. The Rapid Recovery process 
allow you to copy backup sets onto portable media for LAN-free recovery 
of a client system. 

IBM Tivoli Storage Manager also offe rs a number of separately licensed optional 
features. These include: 

Space Manager Client: 

v Copyright ll3M Corp. 1993 . 2003 

This feature provides for the automatic and transparent movement of 
operational data from a client system to server-managed storage . Thi s 
process. called Hierarchical Space Management (HSM) . is implemented as a 
client install ation and controlled by policy defin ed to the Tivoli Storage 
Manager server. HSM frees up space on a client machine by using 
distributed storage med ia as a virtual hard drive fo r that machine. Files are 
automatica lly moved and stored according to s i z~_<;l..ru:Lusage .. When a 
user accesses this data, it is dynamically and t ra ~~~~"i::t€!Mm~!t}:'"t1 

cli ent machine. 
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IBM Tivoli Storage Manager for System Backup and Recovery 
Overview 

IBM Tivoli Storage Manager for System Backup and Recovery (also known as 
"SysBack") provides system administrators and other system users with a simple, 
efficient way to backup and recover data from a command line ora SMIT 
menu-driven interface. SysBack lets you recover all or part of the system. SysBack 
is _also _flexi~le; Y?u can n:stall one system insta~latior: image to anoth~, :Y~ . . 
w1th e1ther 1denhcal or d1fferent hardware conftgurahons, called "c . " l',, 

\ 
SysBack features let you: / \vq) \ \ 

;~~'f))· • Create various types of backups, including: 

- Full system (installation image) ;-.:.. <:J 
. L - ~ . 

- Volume groups 

- Logical volumes (raw data) 

- Filesystems 

- Specific directories or files 

• Incrementally backup and restare data. 

• Perform "power" system backups that enable faster backup and. restare times by 
backing up all data as raw logical volumes and heighten read/write 
performance while reducing CPU usage. 

Perform backups to locally attached tape drives or files on disk and remate 
hosts across the network. 

• Selectively exclude specific files, directories, filesystems, or logical volumes from 
backups. 

• Centrally manage backup clients using "pull" backups from a single server. 

• Create backup scripts for easy automation. 

• Define backup schedules for easy automation. 

• Execute pre and post-backup scripts that enable environment-specific task 
automation, including halting database applications before beginning a backup. 

• Perform backups to multiple sequential devices, automatically continuing the 
backup on the next device when the first is full and minimizing manual 
intervention when autoloading libraries are not available. 

• Perform backups to multiple parallel devices, called "striping," which lets you 
complete a single backup in a fraction of the normal time. 

• Create multiple copies of a single backup to different devices in approximately 
the same time it takes for a single copy. 

• View progress status indicators that display estimated backup or restare sizes, 
times, performance estimates and a completion percentage estimate. 

• Receive completion status logs on ali backup, list and verification operations. 

• Use SMIT menus to configure SysBack options, which let you backup and 
restare volume groups, logical volumes, filesystems, directories, or files and list 
and verifying backup images. 

• Use sequential autoloading devices to minimize manual intervention and tape · 
loading operations. 

• "Stack" multiple backups on a single tape for all backu 
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Chapter 1. Storage Agent Overview 

IBM Tivoli Storage Manager for Storage Area Networks is a featu 
Storage Manager that enables LAN-free client-data movement. 

This feature allows the client system to directly write data to, or read data from, 
storage devices attached to a storage area network (SAN), instead of passing or 
receiving the information over the network. Data movement is thereby off-loaded 
from the LAN and from the Tivoli Storage Manager server, making network 
bandwidth available for other uses. For instance, using the SAN for client data 
movement decreases the load on the Tivoli Storage Manager server and allows it to 
support a greater number of simultaneous client connections. See Figure 1. The 
storage agent, a component of the feature, makes LAN-free data movement 
possible. 

You install the storage agent on the client machine where it shares storage 
resources with the Tivoli Storage Manager server. A Tivoli Storage Manager server, 
acting as a library manager, controls the storage devices. This server may be the 
server working in conjunction with the storage agent or another server in the 
enterprise. The Tivoli Storage Manager server keeps track of the metadata that the 
client has stored. The metadata, such as policy information and file name and size, 
is passed over the LAN connection between the storage agent and server. 

File Library 

Tape Library 

Figure 1. SAN Data Movement. Solid lines indicate data movem~nt..,...-Br0ken·lines indis;ate 
movement of control information and metadata. - -
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Chapter 1. lntroducing Data Protection for SQL 

/"'{~ .. 
·#~., 

. . ' 

Data Protection for SQL allows you to perform online backups and restares of 
Microsoft SQL Server databases to Storage Manager Server storage using either 
command-line or graphical user interfaces (GUI) on Windows NT and Windows 
2000. This chapter provides the following information about Data Protection for 
SQL: 

• Version migration and coexistence 

• Features 

• Functions 

• Security 

• Performance 

• Backup strategy considerations 

• Online help 

• Microsoft Cluster Server (MSCS) considerations 

Version migration and coexistence considerations 
IMPORTANT! 

Data Protection for SQL Version 5.1.5 utilizes the same backup naming 
conventions, file space names and placement, and meta contents as Data Protection 
for SQL Version 2.2 . Like Version 2.2, Data Protection for SQL Version 5.1.5 is 
completely incompatible with Data Protection for SQL Version 1. You cannot query 
or restare backup objects created by Version 1 with Version 2.2 or Version 5.1.5. As 
a result, if you are storing backup objects created by Version 1, you must retain 
Version 1 for as 1ong as you retain those backup objects. Version 5.1.5 and 
Version 2.2 can coexist with Version 1. However, like Version 2.2, the Data 
Protection for SQL Version 5.1.5 interfaces are not compatible with the Version 1 
interfaces. No migration tool is provided to help convert Version 1 command line 
scripts to Version 5.1.5 syntax. The Version 5.1.5 installation program will not 
replace any installed Version 1. 

Data Protection for SQL Version 5.1.5 is compatible with Data Protection for SQL 
Version 2.2. 

Data Protection for SQL features 
Data Protection for SQL helps you protect and manage SQL Server data by making 
it easy to: 
• Back up any SQL database to any Storage Manager Server. 
• Perform full and transaction log backups and restares of SQL databases. 
• Perform backups with an expanded range of options such as differential , file , 

and group operations. See " SQL Server database backup" on page 2 for more 
detail. 

• Perform operations from multiple SQL Server instances on the same machine as 
Data Protection for SQL (for SQL Server 2000) . 

Note: You can access on ly one SQL Server per execwTiõ ·· of ·- -~~~'t;~~(i!Fll for 
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