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Preface 

IBM Tivoli Storage Manager for Databases Version 5.2 Data Protection for Oracle is 
referred to as Data Protection for Oracle throughout this book . 

Data Protection for Oracle performs online or offline backups of Oracle8i or 
Oracle9i databases to Tivoli Storage Manager storage. This integration with the 
RMAN Media Management API maximizes the protection of data , thus providing 
a comprehensive storage management solution . 

Tivoli Storage Manager is a separate client-server licensed product that provides 
storage management services in a multi-platform computer environment. 

Who should read this publication 
The target audience for this publication are system installers, system users , Oracle 
database administrators. and system administrators . 

In this book, it is assumed that you have an understanding of the following 
applications: 
• Oracle Server 
• Tivoli Storage Manager Server 
• Tivoli Storage Manager backup-archive client 
• Tivoli Storage Manager Application Program Interface 

It is also assumed that you have an understanding of one of the following 
operating systems: 

• AIX 

• HP-UX 

• Linux 

• Solaris Operating Environment (hereinafter referred to as Solaris) 

IBM Tivoli Storage Manager Web site 
Technical support information and publications are available at the following 
address: 

www.ibm.com/software/sysmgmt/products/support/IBMTivoliStorageManager.html 

By accessing the Tivoli Storage Manager home page, you can access subjects that 
interest you. You can also keep up-to-date with the newest Tivoli Storage Manager 
product information . 

IBM Tivoli Storage Manager publications 

Tab/e 1. Related Tivo/i Storage Manager publications 

Title Order Number 

IBM Tivoli Storage Manager for Windows Backup-Archive Client GC32-0788 
Installation and User 's Cuide 

IBM Tivoli Storage Manager for UNIX Backup-Archive Clients 
Installation and User 's Cuide 

© Copyright IBM Corp. 1997. 2003 

GC32-0789 

2 

Doe: • 4 =--=-----



• • • • • • • • • • • • • • • • :c 
I 

• • 
' • • • • 
~ 
~ 
~ 
~ 

:c 
• 

Manual 13 

IBM Tivoli Storage Manager for Mail 
5.1.5 

Data Protection for Microsoft 
Exchange Server 

Installation and User's Guide 



-• • • • • • • • • • • • • • • • :c 
• • • • • • • • • • • • •c· • • • • • • • • • • • • • • 

IBM Tivoli Storage Manager for Mail 5.1.5 

Data Protection for 
Microsoft Exchange Server 
lnstallation and User's Cuide 

--RQS no 03 2005 - CN -, 
CPMI • ~iJ~ S 

Fls. N° ~~-oo 

' Oõc: 



• • • • • • • • • • • • • • • • :c 
• • • • • • • • • • • • :c 
• • • • • • • • • • • • • 

Preface 

IBM Tivoli Storage Manager for Mail 5.1.5 Data Protection for Microsoft Exchange Server 
is referred to as Data Protection for Exchange throughout this book . 

Tivoli Storage Manager and Tivoli Storage Manager Server are referred to as Storage 
Manager and Storage Manager Server respectively throughout this book . 

Data Protection for Exchange performs online backups of Microsoft Exchange 
Server databases to Tivoli Storage Manager storage. This integration with the 
Microsoft Exchange Server application program interface (API) maximizes the 
protection of data, thus providing a comprehensive storage management solution . 

Storage Manager is a separate client-server licensed product that provides storage 
management services in a multi-platform computer environment. 

Who should read this book 
The target audience for this book are system installers, system users, and system 
administrators . 

In this book, it is assumed that you have an understanding of the following 
applications: 

Microsoft Exchange Server 

Storage Manager Server 

Storage Manager Backup-Archive Client 

Storage Manager Application Program Interface 

It is also assumed that you have an understanding of one of the following 
operating systems: 

• Windows NT 

• Windows 2000 

Throughout this document, the term Windows refers to both Windows NT Server 
and Windows 2000 Server. 

What this book contains 
The book contains the following sections: 

• Chapter 1, "Introducing Data Protection for Exchange" on page 1 

This section provides an overview of Data Protection for Exchange . 

• Chapter 2, "Installing Data Protection for Exchange" on page 9 

This section explains the environment requirements and steps necessary to 
install Data Protection for Exchange . 

• Chapter 3, "Configuring Data Protection for Exchange" on page 13 

This section explains registering and configuring Data Protection for Exchange 
and provides policy recommendations . 

• Chapter 4, "Using the Graphical User Interface (GUI)" on page 19 

This section explains how to perform Data Protection for Exchange functions 
from a graphical user interface. 
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Note -----------------------------------___:""t--··---
Before using lhis informalion and lhe producl il supports, read lhe informalion in "Nolices" on page 227 . 

Third Edition (October 2002) 

This edition applies to AIX 5L Version 5.2 and to ali subsequent releases of this product until otherwise indicated in 
new editions . 

(c) Copyright KnowledgeSet Corporation, Mountainview, California, 1990 . 

(c) Copyright AT& T, 1984, 1985, 1986, 1987, 1988, 1989. Ali rights reserved . 

This software and documentation is based in part on the Fourth Berkeley Software Distribution under license from 
The Regents of lhe University of California. We acknowledge the foliowing institutions for their role in its 
development: lhe Electrical Engineering and Computer Sciences Department at the Berkeley Campus . 
The Rand MH Message Handling System was developed by the Rand Corporation and the University of California. 
Portions of lhe code and documentation described in this book were derived from code and documentation 
developed under the auspices of the Regents of the University of California and have been acquired and modified 
under the provisions that the foliowing copyright notice and permission notice appear: 
Copyright Regents of lhe University of California, 1986, 1987, 1988, 1989. Ali rights reserved . 
Redistribution and use in source and binary forms are permitted provided that this notice is preserved and that due 
credit is given to the University of California at Berkeley. The name of lhe University may not be used to endorse or 
promete products derived from this software without specific prior written permission. This software is provided "as 
is" without express or implied warranty. 

Copyright (c) 1993, 1994 Hewlett-Packard Company 
Copyright (c) 1993, 1994 lnternational Business Machines Corp. 
Copyright (c) 1993, 1994 Sun Microsystems, Inc . 
Copyright (c) 1993, 1994 Novell , Inc. 
Ali rights reserved. This product and related documentation are protected by copyright and distributed under licenses 
restricting its use, copying, distribution, and decompilation. No part of this product or related documentation may be 
reproduced in any form by any means without prior written authorization. 
RESTRICTED RIGHTS LEGEND: Use, duplication, or disclosure by the United States Government is subject to the 
restrictions set forth in DFARS 252.227-7013 (c)(1 )(ii) and FAR 52.227-19. 
THIS PUBLICATION IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS 
FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. 
THIS PUBLICATION COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS. CHANGES 
ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE CHANGES WILL BE INCORPORATED IN 
NEW EDITIONS OF THE PUBLICATION. HEWLETT-PACKARD COMPANY, INTERNATIONAL BUSINESS 
MACHINES CORP., SUN MICROSYSTEMS, INC., ANO UNIX SYSTEMS LABORATORIES, INC., MAY MAKE 
IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S) AND/OR THE PROGRAM(S) DESCRIBED IN THIS 
PUBLICATION AT ANY TIME . 

© Copyright lnternational Business Machines Corporation 1997, 2002. Ali rights reserved. 
US Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Se • 8ule \Ç;qf1t]e'W _ L 1, _ 

with IBM Corp. CPMJ . CORREIO" 

'· ; 1' 1Fis. f'O_{]_j_J__ ~ 
c 
rroc: 4 



-• • • • • • • • • • • • • • • • :c 
• • • • • • • • • • • • •C • • • • • • • • • • • • • • 

Contents 

About This Book . . . . 
Who Should Use This Book . 
Highlighting . . . . . 
Case-Sensitivity in AIX . 
ISO 9000 . . . . 
Related Publications . 

Chapter 1. Login Names, System IDs, and Passwords 
Login and Logout OveNiew . . 
User and System ldentification . . . . . . . . . . 
Passwords . . . . . . . . . . . . . . . . . 
Command Summary for Login Names, System IDs, and Passwords 
Related lnformation . . . . . . . . . . . . . . . . . . . 
Chapter 2. User Environment and System lnformation 
Listing System Devices (lscfg Command). . . . 
Displaying the Console Name (lscons Command) 
Displaying the Terminal Name (tty Command) . . 
Listing Available Displays (lsdisp Command) . . 
Listing Available Fonts (lsfont Command). . . . 
Listing the Current Software Keyboard Map (lskbd Command) . 
Listing Available Software Products (lslpp Command) . . . . 
Listing Control Key Assignments for Your Terminal (stty Command) 
Listing Environment Variables (env Command) . . . . . . . . 
Displaying the Value of an Environment Variable (printenv Command) 
Working with Bidirectional Languages (aixterm Command) . . . . 
Command Summary for User Environment and System lnformation . 

Chapter 3. The Common Desktop Environment . . . . . . . 
Starting and Stopping the Common Desktop Environment . . . . 
Modifying Desktop Profiles . . . . . . . . . . . . . . . . 

vi i 
vi i 
vi i 
vi i 
vi i 
vii 

1 
4 
7 
8 
9 

11 
11 
12 
13 
13 
13 
14 
14 
14 
15 
16 
16 
16 

Adding and Removing Displays and Terminais for Common Desktop Environment 
Customizing Display Devices for Common Desktop Environment . 

19 
19 

. 20 

. 20 

. 22 

Chapter 4. Commands and Processes . 
Commands OveNiew . . . . . . . . 
Processes OveNiew . . . . . . . . 
Command Summary for Commands and Processes . 

Chapter 5. lnput and Output Redirection . . . . 
Standard lnput, Standard Output, and Standard Error 
Redirecting Standard Output . . . . . . 
Redirecting Output to a File. . . . . . . . . . 
Redirecting Output and Appending to a File . . . . 
Creating a Text File with Redirection from the Keyboard 
Concatenating Text Files . . . . . . 
Redirecting Standard lnput . . . . . . . 
Discarding Output with the /dev/null File . . 
Redirecting Standard Error and Other Output 
Using lnline lnput (Here) Documents . . . 
Using Pipes and Filters . . . . . . . . 
Displaying Program Output and Copying to a File (tee command) . 
Clearing Your Screen (clear Command) . . . . . . . . . . 

© Copyright IBM Corp. 1997, 2002 

25 
26 
35 
43 

45 
45 
46 
46 
46 
47 
47 
47 
47 
48 
48 

. 49 

. 50 
~~- . ... . 50 

RQS no 0312005 - C~~ -
P,P,MJ . .o 

1 
~os iii 

Fls. N° -----

4 
Doe: ----



• • • • • • • • • • • • • • • • :c 
• • • • • • • • • • • • •C' • • • • • • • • • • • • • • 

Sending a Message to Standard Output (echo Command) . . . . 
Appending a Single Line of Text to a File (echo Command) . . . . 
Copying Your Screen to a File (capture and script Commands) . . . 
Displaying Text in Large Letters on Your Screen (banner Command) 
Command Summary for lnput and Output Redirection . 

Chapter 6. File Systems and Directories 
File Systems . . . . . . . 
Oirectory Overview . . . . . . . . . 
Directory-Handling Procedures . . . . 
Command Summary for File Systems and Directories 

Chapter 7. Files. . . . 
Types of Files . . . . . 
File Handling Procedures 
Linking Files and Directories 
DOS Files . . .. . . . 
Command Summary for Files . 

Chapter 8. Printers, Print Jobs, and Queues 
Printer Terminology . . . . . . . . 
Starting a Print Job (qprt Command) . . . 
Canceling a Print Job (qcan Command) . . 
Checking Print Job Status (qchk Command) 
Printer Status Conditions. . . . . . . . 
Prioritizing a Print Job (qpri Command) . . 
Holding and Releasing a Print Job (qhld Command) . 
Formatting Files for Printing (pr Command) . . . . 
Printing ASCII Files on a PostScript Printer . . . . 
Automating the Conversion of ASCII to PostScript . . . 
Overriding Automatic Determination of Print File Types . 
Command Summary for Printers, Print Jobs, and Queues 

Chapter 9. Backup Files and Storage Media . . . . 
Establishing a Backup Policy . . . . . . . . . . . 
Formatting Diskettes (format or fdformat Command) . . 
Checking the lntegrity of the File System (fsck Command) . 
Copying to o r from Oiskettes (flcopy Command) . . 
Copying Files to Tape or Disk (cpio -o Command) . 
Copying Files from Tape or Disk (cpio -i Command) 
Copying to or from Tapes (tcopy Command) . . . 
Checking the lntegrity of a Tape (tapechk Command) . 
Compressing Files (compress and pack Commands) . 
Expanding Compressed Files (uncompress and unpack Commands) 
Backing Up Files (backup Command) 
Restoring Backed-Up Files (restore Command) . . . . 
Archiving Files (tar Command) . . . . . . . . . . 
Command Summary for Backup Files and Storage Media 

Chapter 1 O. File and System Security . 
Security Threats . . . . . . . . . 
File Ownership and User Groups . . . 
Access Control Lists . . . . . . . . 
Locking Your Terminal (lock o r xlock Command) . 
Command Summary for File and System Security . 

iv System User's Guide: Operating System and Devices 

53 
53 
56 
58 
64 

67 
68 
71 
82 
84 
86 

89 
89 
91 
94 
95 
96 

. 96 

. 97 

. 99 
100 
101 
102 
102 

103 
103 
105 
106 
107 
107 
108 
109 
109 
109 

. 111 
112 
113 
114 
115 

117 
117 
119 

. 123 
. . 128 

RQ'S ti
0 3. 0' 51~~~~ -~ 

CPMJ - CORREI 5 

_ F;s N'O O 7 5 ~, 
......, __ 

' I c -
J ...f)<fc: 4 

-----



I 

• • • • • • • • I 
I 

• • • • • :c 
• • • • • • • • • I 

• • •c • • • • • I 

• • • • I 

• • I 

Chapter 11 . Customizing the User Environment. 
System Startup Files Overview . . . . . . 
AIXwindows Startup Files Overview . . . . 
Customization Procedures. . . . . . . . 
Summary for User Environment Customization 

Chapter 12. Shells . . . . . . . 
Shell Features . . . . . . . . . 
Korn Shell or POSIX Shell Commands 
Quoting in the Korn Shell or POSIX Shell 
Reserved Words in the Korn Shell or POSIX Shell . 
Command Aliasing in the Korn Shell or POSIX Shell . 
Parameter Substitution in the Korn Shell or POSIX Shell 
Command Substitution in the Korn Shell or POSIX Shell 
Arithmetic Evaluation in the Korn Shell or POSIX Shell . 
Field Splitting in the Korn Shell or POSIX Shell . . . . 
File-Name Substitution in the Korn Shell or POSIX Shell 
lnput and Output Redirection in the Korn Shell or POSIX Shell 
Exit Status in the Korn Shell or POSIX Shell . . . . 
Korn Shell or POSIX Shell Built-ln Commands . . . . . 
List of Korn Shell or POSIX Shell Built-in Commands. . . 
Conditional Expressions for the Korn Shell or POSIX Shell . 
Job Control in the Korn Shell or POSIX Shell . 
lnline Editing in the Korn Shell or POSIX Shell 
Enhanced Korn Shell (ksh93) 
Bourne Shell. . . . . 
Restricted Shell . . . . . . 
Bourne Shell Commands . . 
Variable and File-Name Substitution in the Bourne Shell . 
lnput and Output Redirection in the Bourne Shell 
List of Bourne Shell Built-in Commands . 
C Shell .......... . 
C Shell Commands . . . . . . 
History Substitution in the C Shell . 
Alias Substitution in the C Shell. . 
Variable and File-Name Substitution in the C Shell . 
Environment Variables in the C Shell . . . 
lnput and Output Redirection in the C Shell 
Job Control in the C Shell . . . . 
List of C Shell Built-in Commands . 
Related lnformation . . . . . 

Chapter 13. AIX Documentation 
IBM eServer pSeries lnformation Center 
Documentation Library Service . 

Appendix. Notices 
Trademarks 

lndex .. 

2 

139 
140 
144 
149 
151 
151 
152 
157 
158 
159 
159 
161 
163 
163 
173 
174 
175 
176 
181 
184 
185 
186 
193 
199 
199 

. 200 

. 201 

. 209 

. 212 
213 

. 216 

. 218 

. 219 
219 

. 221 

. 223 

. 223 

. 223 

227 
228 

. 229 

ROS nú C3-2.J05 - c,~­
CPM/ · COf\ntiOS 

O
cQonteTD-nts v~ 

· , F;I~ . , N° 
-t++-1-' 

-Boc: 
4 r 

~ - :/< 
------



• • • • • 
I 

• • • I 

• • • • • • :c 
• • • • • • • • • • • • • C' • • • • • • • • • • • I 

• • 
Vi System User's Guide: Operating System and Devices 

RQS 11° G3. 2005 - CN -
CPMl · CO"REI!:>S 

'· ; I , I o O 1 7 
fls.N° __ _ 

J 4 
Doe: ----



• • • • • • • • • • • • • • • • :c 
• • • • • • • • • • • • •c • • • • • • • • • • • • • • 

About This Book 

This book contains information for novice system users who want to acquire greater expertise with the 
operating system. lt covers information such as running commands , handling processes, handling files and 
directories, and printing. In addition, it introduces tasks such as securing files, using storage media, 
customizing environment files (.profile, .Xdefaults, .mwmrc), and writing shell scripts. For DOS users, this 
guide presents procedures on using DOS files in this environment. 

Users in a networked environment who are interested in learning more about operating system 
communications commands should read the A/X 5L Version 5.2 System User's Guide: Communications 
and Networks . 

Who Should Use This Book 
This book is intended for ali system users . 

Highlighting 

The following highlighting conventions are used in this book: 

Bold ldentifies commands, keywords, files, directories, and other items whose names are predefined by 
the system . 
ldentifies parameters whose actual names or values are to be supplied by the user. ltalics 

Monospace ldentifies examples of specific data values, examples of text similar to what you might see 
displayed, examples of portions of program code similar to what you might write as a programmer, 
messages from the system, or information you should actually type . 

Case-Sensitivity in AIX 
Everything in the AIX operating system is case-sensitive, which means that it distinguishes between 
uppercase and lowercase letters. For example, you can use the ls command to list files. lf you type LS, the 
system responds that the command is "not found." Likewise, FILEA, Filea, and filea are three distinct file 
names, even if they reside in the same directory. To avoid causing undesirable actions to be performed, 
always ensure that you use the correct case . 

ISO 9000 
ISO 9000 registered quality systems were used in the development and manufacturing of this product. 

Related Publications 
The following books contain pertinent information: 

• A/X 5L Version 5.2 System User's Guide: Communications and Networks 

• A/X 5L Version 5.2 System Management Guide: Operating System and Devices 

• A/X 5L Version 5.2 System Management Concepts: Operating System and Devices 

• A/X 5L Version 5.2 Guide to Printers and Printing 

• AIX 5L Version 5.2 Commands Reference 

• A/X 5L Version 5.2 Files Reference 
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Chapter 1. Login Names, System lOs, and Passwords 

The operating system must know who you are in order to provide you with the correct environment. To 
identify yourself to the operating system, log in by entering your login name (also known as your user 10 
or user name) anda password. Passwords are a form of security. People who know your login name 
cannot log in to your system unless they know your password . 

lf your system is set up as a multiuser system, each authorized user will have an account, password, and 
login name on the system. The operating system keeps track of the resources used by each user. This is 
known as system accounting. Each user will be given a private area in the storage space of the system, 
called the file system. When you log in, the file system appears to contain only your files, although there 
are thousands of other files on the system . 

lt is possible to have more than one valid login name on a system. lf you want to change from one login 
name to another, you do not have to log out of the system. Rather, you can use the different login names 
simultaneously in different shells or consecutively in the same shell without logging out. In addition , if your 
system is part of a network with connections to other systems, you can log in to any of the other systems 
where you have a login name. This is referred to as a remate /ogin. 

When you have finished working on the operating system, you log out to ensure that your files and data 
are secure . 

This chapter contains the following sections: 

• "Login and Logout Overview" 

- "Logging In to the Operating System" on page 2 

- "Logging in More Than One Time (login Command)" on page 2 

- "Becoming Another User on a System (su Command)" on page 3 

- "Suppressing Login Messages" on page 3 

- "Logging Out of the Operating System (exit and logout Commands)" on page 3 

- "Stopping the Operating System (shutdown Command)" on page 4 

• "User and System ldentification" on page 4 

- "Oisplaying Your Login Name {whoami and logname Commands)" on page 4 

- "Oisplaying the Operating System's Name (uname Command)" on page 5 

- "Oisplaying Your System's Name (uname Command)" on page 5 

- "Oisplaying Who ls Logged In (who Command)" on page 6 

- "Oisplaying User lOs (id Command)" on page 6 

• "Passwords" on page 7 

- "Password Guidelines" on page 7 

- "Changing Passwords (passwd Command)" on page 7 

- "Setting Passwords to Null (passwd Command)" on page 8 

• "Command Summary for Login Names, System lOs, and Passwords" on page 8 

Login and Logout Overview 
To use the operating system, your system must be running and you must be logged in. When you log in to 
the operating system, you identify yourself to the system and allow the system to set up your environment. 

This section describes the following procedures: 

• "Logging In to the Operating System" on page 2 

• "Logging in More Than One Time (login Command)" on page 2 

© Copyright IBM Corp. 1997, 2002 
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• "Becoming Another User on a System (su Command)" on page 3 

• "Suppressing Login Messages" on page 3 

• "Logging Out of the Operating System (exit and logout Commands)" on page 3 

• "Stopping the Operating System (shutdown Command)" on page 4 

Logging In to the Operating System 

Your system might be set up so that you can only log in during certain hours of the day and on certain 
days of the week. lf you attempt to log in at a time other than the time allowed, your access will be denied . 
Your system administrator can verify your login times . 

You log in at the login prompt. When you log in to the operating system, you are automatically placed into 
your home directory (also called your login directory) . 

After your system is turned on, log in to the system to start a session . 

1. Type your login name following the l ogi n: prompt and press Enter: 

login: LoginName 

For example, if your login name is denise: 
login: den i se 

2. lf the password: prompt appears, type your password and press Enter. (The screen does not display 
your password as you type it in .) 
password: [your password] 

lf the password prompt does not appear, you have no password defined; you can begin working in the 
operating system . 

lf your machine is not turned on, do the following before you log in: 

1. Set the power switches of each attached device to On. 

2. Start the system unit by setting the power switch to On (1). 

3. Look at the three-digit display. When the self-tests complete without errar, the three-digit display is 
blank . 

lf an errar requiring attention occurs, a three-digit code remains, and the system unit stops. See your 
system administrator for information about errar codes and recovery . 

When the self-tests complete successfully, a login prompt similar to the following displays on your screen: 

1 ogi n: 

After you have logged in, depending on how your operating system is set up, your system will start up in 
either a command line interface (shell) or a graphical interface (for example, AIXwindows or Common 
Desktop Environment (COE)) . 

lf you have questions concerning the configuration of your password or user name, please consult your 
system administrator. 

Logging in More Than One Time (login Command) 

lf you are working on more than one project and want to maintain separate accounts, you can have more 
than one concurrent login. You do this by using the same login name o r by using different login names to 
log in to your system . 

2 System User's Guide: Operating System and Devices 
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For example, if you are already logged on as denise1 and your other login name is denise2, at the prompt, 
type: 

l og in denise2 

lf the password: prompt displays, type your password and press Ente r. (The screen does not display your 
password as you type it.) You now have two logins running on your system . 

See the login command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Becoming Another User on a System (su Command) 

You can change the user ID associated with a session (if you know that user's login name)by using the su 
(switch user) command . 

For example, if you want to switch and become user joyce, at the prompt, type: 

su joyce 

lf the password: prompt displays, type joyce's password and press Enter. Your user ID is now joyce. lf you 
do not know the password, the request is denied. 

To verify that your user ID is joyce, use the id command. For more information on the id command, see 
"Displaying User lOs (id Command)" on page 6. 

See the su command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Suppressing Login Messages 

After a successful login , the login command displays the message of the day, the date and time of the last 
successful and unsuccessfullogin attempts for this user, and the total number of unsuccessful login 
attempts for this user since the last change of authentication information (usually a password) . You can 
suppress these messages by including a .hushlogin file in your home directory. 

At the prompt in your home directory, type: 

touch .hushlogin 

The touch command creates the empty file named .hushlogin if it does not already exist. The next time 
you log in, ali login messages will be suppressed. You can instruct the system to retain only the message 
of the day, while suppressing other login messages . 

See the touch command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Logging Out of the Operating System (exit and logout Commands) 

To log out of the operating system, do one of the following at the system prompt: 

Press the end-of-file control-key sequence (Ctri-D keys) . 

OR 

Type exit and press Enter . 
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OR 

Type l ogout and press Enter . 

After you log out, the system displays the l ogi n: prompt. 

Stopping the Operating System (shutdown Command) 

Attention: Do not turn off the system without first shutting down. Turning off the system ends ali 
processes running on the system. lf other users are working on the system, or if jobs are running in 
the background, data might be lost. Perform proper shutdown procedures before you stop the 
system . 

lf you have root user authority, you can use the shutdown command to stop the system. lf you are not 
authorized to use the shutdown command, simply log out of the operating system and leave it running . 

At the prompt, type: 
shutdown 

When the shutdown command completes and the operating system stops running, you receive the 
following message: 
. ... Shutdown completed .... 

See the shutdown command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

User and System ldentification 
This section describes following procedures available for displaying information that identifies users on 
your system and the system you are using. 

• "Displaying Your Login Name (whoami and logname Commands)" 

• "Displaying the Operating System's Name (uname Command)" on page 5 

• "Displaying Your System's Name (uname Command)" on page 5 

• "Displaying Who ls Logged In (who Command)" on page 6 

• "Displaying User lOs (id Command)" on page 6 

Displaying Your Login Name (whoami and logname Commands) 

When you have more than one concurrent login, it is often easy to lose track of the login names or, in 
particular, the login name that you are using at the time . 

Using the whoami Command 

To determine which login name is being used, at the prompt, type: 

whoami 

The system displays information similar to the following: 

denise 

In this example, the login name being used is deni se . 

See the whoami command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 
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A variation of the who command, the who am i command, allows you to display the login name, ter~inãr·:~~-·­
name, and time of the login .At the prompt, type: 
who am i 

The system displays information similar to the following : 

denise pt s/0 Jun 21 07:53 

In this example , the login name is deni se, the name of the terminal is pts/0, and this user logged in at 
7:53 a.m. on June 21 . 

See the who command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Using the logname Command 

Another variation of the who command, the logname command displays the same information as the who 
command. 

At the prompt, type: 

logname 

The system displays information similar to the following: 

denise 

In this example, the login name is deni se . 

Displaying the Operating System's Name (uname Command) 

To display the name of the operating system, use the uname command . 

For example, at the prompt, type: 

uname 

The system displays information similar to the following: 

AIX 

In this example, the operating system name is AIX. 

See the uname command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Displaying Your System's Name (uname Command) 

To display the name of your system if you are on a network, use the uname command with the -n flag . 
Your system name identifies your system to the network; it is not the same as your login 10 . 

For example, at the prompt, type: 

uname -n 

The system displays information similar to the following: 

barnard 

In this example, the system name is barnard . 
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See the uname command in the A/X 5L Version 5.2 Commands Reference Book for the complete syntax . 

Displaying Who ls Logged In (who Command) 

To display information about ali users currently on the local system, use the who command . The following 
information is displayed: login name, system name, and date and time of login . 

Note: This command only identifies users on the local node. 

To display information about who is using the local system node, type: 

who 

The system displays information similar to the following: 

joe lft/0 Jun 8 08:34 
denise pts/1 Jun 8 07:07 

In this example, the user joe, on terminal l ft/8, logged in at 8:34 a.m. on June 8. 

See the who command in the A/X 5L Version 5.2 Commands Reference for the exact syntax. 

Displaying User lOs (id Command) 

To displays the system identifications (lOs) for a specified user, use the id command . The system lOs are 
numbers that identify users and user groups to the system. The id command displays the following 
information, when applicable: 

• User name and real user 10 

• Name of the user's group and real group 10 

• Name of the user's supplementary groups and supplementary group lOs, if any 

For example, at the prompt, type: 

id 

The system displays information similar to the following: 
uid=l544(sah) gid=300(build) euid=0(root) egid=9(printq) groups=0(system),10(audit) 

In this example, the user has user name sah with an lO number of 1544; a primary group name of bui l d 
with an 10 number of 388; an effective user name of root with an 10 number of 8; an effective group name 
of pri ntq with an lO number of 9; and two supplementary group names of system and audi t , with lO 
numbers 8 and 18, respectively . 

For example, at the prompt, type: 

id denise 

The system displays information similar to the following: 

uid=2988(denise) gid=l(staff) 

In this example, the user deni se has an 10 number of 2988 and only has a primary group name of staff 
with an 10 number of 1. 

See the id command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 
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Passwords 
Your system associates a password with each account. A unique password providas some system security 
for your files . Security is an important part of computer systems because it keeps unauthorized people 
from gaining access to the system and from tampering with other users' files . Security can also allow 
some users exclusive privileges to which commands they can use and which files they can access. For 
protection, some system administrators permit the users access only to certain commands or files . 

This section describes the following procedures: 

• "Password Guidelines" 

• "Changing Passwords (passwd Command)" 

• "Setting Passwords to Null (passwd Command)" on page 8 

Password Guidelines 

You should have a unique password. Passwords should not be shared. Protect passwords as you would 
any other company asset. When creating passwords, make sure they are difficult to guess, but not so 
difficult that you have to write them down to remember them. 

Using obscure passwords keeps your user ID secure. Passwords based on personal intormation, such as 
your name or birthday, are poor passwords. Even common words can be easily guessed . 

Good passwords have at least six characters and include nonalphabetic characters. Strange word 
combinations and words purposely misspelled are also good choices . 

Note: lf your password is so hard to remember that you have to write it down, it is not a good 
password. 

Use the following guidelines when selecting a password: 

• Do not use your user ID as a password. Do not use it reversed, doubled, or otherwise modified. 

• Do not reuse passwords. The system might be set up to deny the reuse of passwords. 

• Do not use any person's name as your password. 

• Do not use words that can be found in the online spelling-check dictionary as your password. 

• Do not use passwords shorter than six characters. 

• Do not use obscene words; they are some of the first ones checked when guessing passwords. 

• Do use passwords that are easy to remember, so you won't have to write them down. 

• Do use passwords that use both letters and numbers and that have both lowercase and uppercase 
letters. 

• Do use two words, separated by a number, as a password. 

• Do use pronounceable passwords. They are easier to remember. 

• Do not write passwords down. However, if you must write them down, place them in a physically secure 
place, such as a locked cabinet. 

Changing Passwords (passwd Command) 

To change your password, use the passwd command. 

1. At the prompt, type: 

passwd 

lf you do not already have a password, skip step 2. 

2. The following prompt displays: 
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Changing password for UseriD 
UseriD's Old password: 

This request keeps an unauthorized user from changing your password while you are away from your 
system. Type your current password and press Enter . 

3. The following prompt displays: 
UseriD's New password: 

Type the new password you want and press Enter . 

4. The following prompt displays, asking you to reenter your new password. 

Enter the new password again: 

This request protects you from setting your password to a mistyped string that you cannot re-create . 

See the passwd command in the AIX 5L Version 5.2 Commands Reference for the complete syntax . 

Setting Passwords to Null (passwd Command) 

lf you do not want to enter a password each time you log in, set your password to null (blank) . 

To set your password to null, type: 
pas swd 

When you are prompted for the new password, press Enter or Ctrl-0 . 

The passwd command does not prompt again for a password entry. A message verifying the null 
password displays. 

See the passwd command in the A/X 5L Version 5.2 Commands Reference Book for more information 
and the exact syntax. 

Command Summary for Login Names, System lOs, and Passwords 

Login and Logout Commands 

login 
logout 
shutdown 
su 

lnitiates your session 
Stops ali your processes 
Ends system operalion 
Changes lhe user ID associated wilh a session 

touch Updales lhe access and modification times of a file, or creates an empty file 

User and System ldentification Commands 

id 
logname 
uname 
who 
whoami 

Displays the system idenlifications of a specified user 
Displays login name. 
Displays lhe name of the current operating system 
ldentifies the users currently logged in 
Displays your login name 

Password Command 

passwd Changes a user's password 
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Related lnformation 
For further information on this topic, see the following 

• Chapter 4, "Commands and Processes" on page 25 

• Chapter 1 O, "File and System Security" on page 117 

• Chapter 2, "User Environment and System lnformation" on page 11 

• Chapter 11 , "Customizing the Use r Environment" on page 129 

Related lnformation 
Chapter 4, "Commands and Processes" on page 25 

Chapter 1 O, "File and System Security" on page 117 

Chapter 2, "User Environment and System lnformation" on page 11 

Chapter 11 , "Customizing the User Environment" on page 129 

Chapter 12, "Shells" on page 139 

"Korn Shell or POSIX Shell Commands" on page 144 

"Bourne Shell" on page 184 

"C Shell" on page 200 
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Chapter 2. User Environment and System lnformation 

Each login name has its own system environment. The system environment is an area where information 
that is common to ali processes running in a session is stored. You can use severa! commands to display 
information about your system. 

This chapterdiscusses the following procedures for displaying information about your environment. 

• "Listing System Devices (lscfg Command)" 

• "Displaying the Console Name (lscons Command)" on page 12 

• "Displaying the Terminal Name (tty Command)" on page 13 

• "Listing Available Displays (lsdisp Command)" on page 13 

• "Listing Available Fonts (lsfont Command)" on page 13 

• "Listing the Current Software Keyboard Map (lskbd Command)" on page 14 

• "Listing Available Software Products (lslpp Command)" on page 14 

• "Listing Contrai Key Assignments for Your Terminal (stty Command)" on page 14 

• "Listing Environment Variables (env Command)" on page 15 

• "Displaying the Value of an Environment Variable (printenv Command)" on page 16 

• "Working with Bidirectional Languages (aixterm Command)" on page 16 

• "Command Summary for User Environment and System lnformation" on page 16 

Listing System Devices (lscfg Command) 

To display the name, location, and description of each device found in the current configuration, use the 
lscfg command. The list is sorted by device Jocation. 

For example, to list the devices configured in your system, at the prompt, type : 

l scfg 

Press Enter . 

The system displays output similar to the following: 

INSTALLED RESOURCE LIST 

The following resources are installed on your machine . 

+/- = Added/Deleted from Diagnostic Test List . 
* = NOT Supported by Diagnostics . 

Model Architecture: chrp 
Model Implementation : Multiple Processor , PCI bus 

+ sysplanar0 
+ fpa0 
+ mem0 
+ meml 
+ ioplanar0 
+ rs2320 
+ tty0 
- ttyl 

00-00 
00-00 
00-0A 
00-08 
00-00 
00-01 
00-01-0-01 
00-01-0-02 

© Copyright IBM Corp. 1997, 2002 

CPU Plana r 
Floating Point Processor 
Memory Card 
Memory Card 
I/0 Planar 
R$232 Card 
R$232 C a rd Port 
R$232 Card Port 
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has multiple children , the children are sorted by device location. lf the children have the same device ''-'·, ... , .. :: ·. · 
location, they are displayed in the order in which they were obtained by the software. To display 
information about a specific device, you can use the -1 flag. For example , to list the information on device 
sysplanaro, at the prompt, type : 

l scfg -1 sysplana rO 

Press Enter . 

The system displays output similar to the following: 

DEV IC E LOCATION DESCRIPTION 

syspl anarO 00-00 CPU Planar 

You can also use the lscfg command to display vital product data (VPD) , such as part numbers, serial 
numbers, and engineering change leveis. For some devices, the VPD is collected automatically and added 
to the system configuration . For other devices, the VPD is entered manually. An ME preceding the data 
indicates that the data was entered manually. 

For example, to list VPD for devices configured in your system, at the prompt, type: 
lsc fg -v 

Press Enter . 

The system displays output similar to the following: 

INSTALLED RESOURCE LI ST WITH VPD 

The following resources are installed in your machine . 

Model Architectu re: chrp 
Mod el Implementation: Multiple Processar, PCI bus 

syspl anarO 00-00 CPU Planar 
Part Number . .... . . .. 342522 
EC Level ..... . .... . . 254921 
Ser i al Number .. . ... . 353535 

fpaO 00-00 Floating Point Processar 
memO 00-0A Memory Card 

EC Level .. .. . .. . ... . 990221 

See the lscfg command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Displaying the Console Name (lscons Command) 

To write the name of the current console device to standard output (usually your screen) , use the lscons 
command. 

For example, at the prompt, type: 

l scons 

Press Enter . 

The system displays output similar to the following: 

/dev/ l f tO 
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Displaying the Terminal Name (tty Command) 

To display the name of your terminal , use the tty command . 

For example, at the prompt, type : 

tty 

Press Enter . 

The system displays information similar to the following: 

/dev /tty06 

In this example, tty06 is the name of the terminal, and /dev/tty06 is the device file that contains the 
interface to this terminal. 

See the tty command in the A/X 5L Version 5.2 Commands Reference for the exact syntax. 

Listing Available Displays (lsdisp Command) 

To list the displays currently available on your system, providing a display identification name, slot number, 
display name, and description of each of the displays, use the lsdisp command . 

For example, to list ali available displays, type: 

l sdis p 

Press Enter . 

Following is an example of the output. The list displays in ascending order according to slot number . 

Name 5lot Name 
pprO 00-01 POWER G4 
gdaO 00-03 colorgda 
pprl 00-04 POWER Gt3 

Description 
Midrange Graphics Adapter 
Colar Graphics Display Adapter 
Midrange Entry Graphics Adapter 

See the lsdisp command in the AIX 5L Version 5.2 Commands Reference for the complet syntax . 

Listing Available Fonts (lsfont Command) 

To display a list of the fonts available to your display, use the lsfont command . 

For example, to list ali fonts available to the display in list format, type: 

1 s font 

Press Enter . 

Following is an example of the output, showing the font identifier, file name, glyph size and font encoding: 

FONT FILE GLYPH FONT 
ID NAME 5IZE ENCODING 

============== ========= 
o Erg22. i sol. snf 12x30 1508859-1 
1 Ergl l. i so l. snf 8xl5 1508859-1 

See the lsfont command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 
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To display the absolute path name of the current software keyboard map loaded into the system, use the 
lskbd command . 

For example , to list your current keyboard map, type: 
lskbd 

Press Enter . 

The following is an example of the listing displayed by the lskbd command: 

The current software keyboard map = /usr/ lib/nls/loc/C. lftkeymap 

Listing Available Software Products (lslpp Command) 

To display information about software products available for your system, use the lslpp command. 

For example, to list ali the software products in your system, at the system prompt, type: 

l s l pp - l -a 

Press Enter . 

Following is an example of the output: 

Fil eset 

Path: /us r /lib/objrepos 
Xll_3d.gl .dev.obj 

Fonts 
Xll fnt. o l dX. fnt 

XllmEn _ US . msg 

Leve l State Description 

APPLIED AIXwindows/30 GL 
Development Utilities 

APPLIED AIXwindows Miscellaneous 
X Fonts 

APPLIED AIXwindows NL Message 
files 

lf the listing is very long, the top portion may scroll off the screen. To display the listing one page (screen) 
at a time, use the lslpp command piped to the pg command. At the prompt, type: 

lslpp I pg 

Press Enter. 

See the lslpp command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Listing Control Key Assignments for Your Terminal (stty Command) 

To display your terminal settings, use the stty command. Note especially which keys your terminal uses 
for contrai keys . 

For example , at the prompt, type: 

stty -a 

Press Enter . 
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The system displays information similar to the following: 

intr = ~c; quit = ~\; erase =~H; kill = ~u ; eof = ~o; 

eol = ~@ start = ~q; stop = ~s ; susp = ~z; dsusp = ~v; 
repr int = ~R discard = ~o ; werase = ~w; lnext = ~v 

In this example, lines such as intr ="'C; quit = "'\; erase ="'H; are your control key settings. The "'H 
key is the Backspace key, and it is set to perform the erase function . 

lf the listing is very long, the top portion may scroll off the screen. To display the listing one page (screen) 
at a time, use the stty command piped to the pg command. At the prompt, type: 

stty -a J pg 

Press Enter. 

See the stty command in the A/X SL Version 5.2 Commands Reference for the complete syntax . 

Listing Environment Variables (env Command) 

Ali variables (with their associated values) known to a command at the beginning of its execution 
constitute its environment. This environment includes variables that a command inherits from its parent 
process and variables specified as keyword parameters on the command line that calls the command. The 
shell interacts with the environment in several ways. When started, the shell scans the environment and 
creates a parameter for each name found, giving the parameter the corresponding value and marking it for 
export. Executed commands inherit the environment. 

To display your current environment variables, use the env command. An environment variable that is 
accessible to ali your processes is called a global variable. 

For example, to list ali environment variables, type: 

env 

Press Enter . 

Following is an example of the output: 
TMPDIR=/usr/tmp 
myi d=deni se 
LANG=En US 
UNAM E =bar na rd 
PAGER=/bin / pg 
VISUAL=vi 
PATH=/usr/ ucb: / us r/ lpp /X ll/bin:/bin:/usr/b in:/etc:/u/denise:/u/deni se /bin:/u/binl 
MAI LPATH=/usr/mail/denise?denise has mail ! ! ! 
MAILRECORD=/u/denise/.Outmail 
EXIN IT=set beautify noflash nomesg report=l showmode showmatch 
EDITOR= vi 
PSCH=> 
HI STFILE= /u/denise/ . history 
LOGNAME=den ise 
MAIL=/usr/mail/denise 
PSl=denise@barnard:${PWD}> 
PS3=# 
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PS2=> 
epath=/usr/ bin 
USER=denise 
SHELL=/bin/ksh 
HISTSIZE=588 
HOME=/u/deni se 
FCEDIT= vi 
TERM=l ft 
MAILMSG=**YOU HAVE NEW MAIL. USE THE mail COMMAND TO SEE YOUR PWD=/u/denise 
ENV= /u/deni se/ .env 

lf the listing is very long, the top portion scrolls off the screen. To display the listing one page (screen) at a 
time, use the env command piped to the pg command. At the prompt, type: 

env J pg 

Press Enter . 

See the env command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Displaying the Value of an Environment Variable (printenv Command) 

To display the values of environment variables, use the printenv command. lf you specify the Name 
parameter, the system only prints the value associated with the parameter you requested. lf you do not 
specify the Name parameter, the printenv command displays ali current environment variables, showing 
one Name =V alue sequence per line . 

For example, to find the current setting of the MAILMSG environment variable, type: 

printenv MAILMSG 

Press Enter . 

The command returns the value of the MAILMSG environment variable. For example: 

YOU HAVE NEW MAIL 

See the printenv command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Working with Bidirectional Languages (aixterm Command) 

The aixterm command supports Arabic and Hebrew, which are bidirectional languages. Bidirectional 
languages have the ability to be read and written in two directions, such as from left to right, and from right 
to left. You can work with Arabic and Hebrew applications by opening a window specifying an Arabic or 
Hebrew locale . 

See the aixterm command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Command Summary for User Environment and System lnformation 

aixterm 
env 
lscfg 
lscons 
lsdisp 
lsfont 
lskbd 
lslpp 

Enables you work wilh bidireclionallanguages 
Displays lhe currenl environmenl or sels lhe environmenl for lhe execulion of a command 
Displays diagnoslic informalion aboul a device 
Displays lhe name of lhe currenl console 
Lisls lhe displays currenlly available on lhe syslem 
Lisls lhe fonls available for use by lhe display 
Lisls lhe keyboard maps currently loaded in lhe syslem 
Lisls software producls 
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printenv 
stty 

tty 

Displays the values of environment variables 
Displays system settings 
Displays the full path name of your terminal 

Related lnformation 
• Chapter 4, "Commands and Processes" on page 25 

• Chapter 5, "lnput and Output Redirection" on page 45 

• "User and System ldentification" on page 4 

• Chapter 11 , "Customizing the User Environment" on page 129 

I RQS no 03/2005 - CN -
Chapter 2. User Environment ans Yv1 811J. ln~(Tia~r!I0~;'71 

;,, FI~ N' o o 3 6 ~· 

Doe: ?fd ~ 4 



• • • • • • • I 

• • • • • • • • :c 
• • • • • • I 

• • • • • •c • • • • • • • I 

• • • I 18 System User's Guide: Operating System and Devices 

• I 

RQS no 03'2085 - CN -
.CPMI . · CORi\LIOS 
I / , I 003 
~ls. N° 7 

) 4 



~ 

~ 

~ , 
~ 

• 
• 
• 
• 
~ 

• 
• 
• 
• 
~ 

:~ 
~ 

~ 

• 
• 
• 
• 
• 
• 
~ 

• 
• 
• . c 
• 
• 

Chapter 3. The Common Desktop Environment 

With the Common Desktop Environment, you can access networked devices and tools without having to 
be aware of their location. You can exchange data across applications by simply dragging and dropping 
objects . 

System administrators find many tasks that previously required complex command line syntax can now be 
done more easily and similarly from platform to platform. They can also maximize their investment in 
existing hardware and software by configuring centrally and distributing applications to users. They can 
centrally manage the security, availability, and interoperability of applications for the users they support . 

Note: The Common Desktop Environment (COE) 1.0. Help volumes, web-based documentation, and 
hardcopy manuais might reter to the desktop as Common Desktop Environment, the AIXwindows 
desktop, the Common Desktop Environment, COE 1.0, or simply, the desktop . 

Topics covered in this chapter are: 

• "Starting and Stopping the Common Desktop Environment" 

• "Modifying Desktop Profiles" on page 20 

• "Adding and Removing Displays and Terminais for Common Desktop Environment" on page 20 

• "Customizing Display Devices for Common Desktop Environment'' on page 22 

Starting and Stopping the Common Desktop Environment 
You can set up the system so that Common Desktop Environment comes up automatically when you start 
the system, or you can start Common Desktop Environment manually. You must log in as root to perform 
each of these tasks. 

• "Enabling and Disabling Desktop Autostart" 

• "Starting Common Desktop Environment Manually" 

• "Stopping Common Desktop Environment Manually" on page 20 

Enabling and Disabling Desktop Autostart 

You may find it more convenient to set up your system to start Common Desktop Environment 
automatically when the system is turned on. You can do this through the Web-based System Manager 
(type wsm, then select System) , through the System Management Interface Tool (SMIT), or from a command 
line . 

Prerequisite 
You must have root user authority to enable or disable desktop auto-start . 

Starting!Stopping the Common Desktop Environment Automatically Tasks 

Task SMIT Fast Path Command or File 

Enabling the Desktop Auto-Start 1 smit dtconfig /usr/dt/bin/dtconfig -e 

Disabling the Desktop Auto-Start 1 smit dtconfig /usr/dt/bin/dtconfig -d 

1 Note: Restart the machine after completing this task. 

Starting Common Desktop Environment Manually 

You can start Common Desktop Environment manually. ROS n° 03,2005- CN­
CPMI • COr K lOS 
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Start the Desktop Login Manager Manually 
1. Log in to your system as root. 

2. At the command line, type: 

/u sr/dt/bin/dtlogin -daemon 

A Desktop Login screen is displayed. When you log in, you will start a desktop session. 

Stopping Common Desktop Environment Manually 
You can stop Common Desktop Environment manually . 

Stop the Login Manager Manually 
When you manually stop the login manager, ali X-servers and desktop sessions that the login manager 
started are stopped . 

1. Open a terminal emulator window and log in as root. 

2. Obtain the process ID of the Login Manager by typing the following: 
cat /var/dt/Xpid 

3. Stop the Login Manager by typing: 
kill -term process_id 

Modifying Desktop Profiles 

When a user logs in to the desktop, the shell environment file (.profile or .login) is not automatically read . 
The desktop runs the X-server before the user logs in, so the function provided by the .profile file or the 
.login file must be provided by the desktop's login manager. 

User-specific environment variables are set in !Home Directoryl .dtprofile. A template for this file is located 
in /usr/dt/config/sys.dtprofile. Place variables and shell commands in .dtprofile that apply only to the 
desktop. Add lines to the end of the .dtprofile to incorporate the shell environment file . 

System-wide environment variables can be set in Login Manager configuration files. For details on 
configuring environment variables, see the Common Oesktop Environment 1.0: Advanced User's and 
System Administrator's Guide. 

Adding and Removing Displays and Terminais for Common Desktop 
Environment 
The login manager can be started from a system with a single local bitmap or graphics console. Many 
other situations are also possible, however (see the following figure) . You can start Common Desktop 
Environment from: 

• Local consoles 

• Remate consoles 

• Bitmap and character-display 

• Xterminal systems running on a host system on the network 
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Figure 1. COE Interface Points. This illistration shows the connection points between a console, a network, a bitmap 
display, a charactor display, and a workstation. 

An Xterminal system consists of a display device, keyboard, and mouse that runs only the Xserver. 
Clients, including Common Desktop Environment, are run on one or more host systems on the networks . 
Output from the clients is directed to the Xterminal display . 

The following Login Manager configuration tasks support many possible configurations . 

• "Removing a Local Display" 

• "Adding an ASCII or Character-Display Terminal" 

Using a Workstation as an Xterminal 
From a command line, type: 

/ usr/bin/Xll/X -query hostname 

The X server of the workstation acting as an Xterminal must: 

• Support XDMCP and the -query command-line option . 

• Provide xhost permission (in /etc/X*.hosts) to the terminal host. 

Removing a Local Display 

To remove a local display, remove its entry in the Xservers file in the /usr/dt/config directory . 

Adding an ASCII or Character-Display Terminal 

A character-display console is a configuration in which the console is not a bitmap device . --
Chapter 3. The Com 
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Adding an ASCII or Character-Display Console i f No Bitmap Display ls Present \ . \ ~ R;Y . 
1 . lf the /etc/dt/config/Xservers file does not exist, copy the /usr/dt/config/Xservers file to the ' -_:~ 

/etc/dt/config directory . 

2 . lf you have to copy XseNers to /etc/dt/config, you must change or add the Dtlogin.servers: line in 
/etc/dt/config/Xconfig to be: 

Dtlogin*servers: /etc/dt/config/Xservers 

3 . Comment out the line in /etc/dt/config/Xservers that starts the XseNer. This will disable the Login 
Option Menu. 

# * Local local@console /path/X :0 

4. Reread the Login Manager configuration files . 

Adding a Character-Display Console if a Bitmap Display Exists 
1. lf the /etc/dt/config/Xservers file does not exist, copy the /usr/dt/config/Xservers file to the 

/etc/dt/config directory . 

2. lf you have to copy XseNers to /etc/dt/config, you must change or add the Dtlogin.servers: line in 
/etc/dt/config/Xconfig to be: 

Dtlogin*servers: /etc/dt/config/Xservers 

3. Edit the line in /etc/dt/config/Xservers that starts the XseNer to read: 
* Local local@none /path/X :O 

4. Reread the Login Manager configuration files . 

Customizing Display Devices for Common Desktop Environment 

You can configure Common Desktop Environment Login Manager to run on systems with two or more 
display devices . 

When a system includes multiple displays, the following configuration requirements must be met: 

• A seNer must be started on each display . 

• No Windows mode must be configured for each display . 

lt might be necessary or desirable to use different dtlogin resources for each display . 

lt may also be necessary or desirable to use different systemwide environment variables for each display 
device . 

Starting the Server on Each Display Device 
1 . lf the /etc/dt/config/Xservers file does not exist, copy the /usr/dt/config/Xservers file to the 

/etc/dt/config directory. 

2. lf you have to copy XseNers to /etc/dt/config, you must change the Dtlogin.servers: line in 
/etc/dt/config/Xconfig to: 

Dtlogin*servers: /etc/dt/config/Xservers 

3. Edit /etc/dt/config/Xservers to start an X seNer on each display device. 

Syntax 
The general syntax for starting the seNer is: 

DisplayName DisplayClass DisplayType [ @ite ] Command 

Only displays with an associated Internai Terminal Emulator (ITE) can operate in No Windows mode. No 
Windows mode temporarily disables the desktop for the display and runs a getty process if one is not 
already started. This allows you to log in and perform tasks not possible under Common Desktop 
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Environment. When you log out, the desktop is restarted for the display device. lf a getty is not already 
running on a display device, Login Manager starts one when No Windows mode is initiated. 

Default configuration 
When ite is omitted, display:O is associated with the ITE (/dev/console) . 

Specifying a Different Display as ITE 
• On the ITE display, set ITE to the character device. 

• On ali other displays, set ITE to none. 

Examples 
The following entries in the Xserver file start a server on three local displays on sysaaa: 0. Display :0 will 
be the console (ITE) . 

sysaaa:0 Local local /usr/bin/X11/X :0 
sysaaa:1 Local local /usr/bin/X11/X :1 
sysaaa:2 Local local /usr/bin/X11/X :2 

On host sysbbb, the bitmap display :0 is not the ITE; the ITE is associated with device /dev/ttyi1. The 
following entries in the Xserver file start servers on the two bitmap displays with No Windows Mode 
enabled on : 1. 
sysaaa:0 Local local@none /usr/bin/X11/X :0 
sysaaa:1 Local local@ttyil /usr/bin/X11/X :1 

Specifying the Display Name in Xconfig 
You cannot use regular hostname:O syntax for the display name in /etc/dt/config/Xconfig. 

• Use underscore in place of the colon. 

• In a fully qualified host name, use underscores in place of the periods. 

Example 
Dtlogin . claaa 0.resource: value 
Dtlogin.sysaaa_prsm_ld_edu_0.resource: value 

Using Different Login Manager Resources for Each Display 
1. lf the /etc/dt/config/Xconfig file does not exist, copy the /usr/dt/config/Xconfig file to the 

/etc/dt/config directory. 

2. Use the resources resource in /etc/dt/config/Xconfig to specify a different resource file for each 
display: 
Dtlogin.DisplayName.resources: path/file 

whereas path is the pathname of the Xresource files to be used and fileis the file name of the 
Xresource files to be used. 

3. Create each of the resource files specified in the Xconfig file. A language specific Xresources file is 
installed in /usr/dt/config/<LANG>. 

4. In each file, place the dtlogin resources for that display. 

Example 
The following !ines in the Xconfig file specify different resource files for three displays: 

Dtlogin.sysaaa_0.resources: /etc/dt/config/Xresources0 
Dtlogin.sysaaa l.resources: /etc/dt/config/Xresources1 
Dtlogin.sysaaa=2.resources: /etc/dt/config/Xresources2 
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Running Different Scripts for Each Display 
1. lf the /etc/dt/config/Xconfig file does not exist, copy the /usr/dt/config/Xconfig file to the 

/etc/dt/config directory . 

2. Use the startup, reset, and setup resources in /etc/dt/config/Xconfig to specify different scripts for 
each display (these files are run instead of Xstartup, Xreset, and Xsetup. file) : 

Dtlogin*DisplayName*startup: /path/file 
Dtlogin*DisplayName*reset: /path/file 
Dt login*DisplayName*setup : /path/file 

whereas path is the pathname of the file to be used and fileis the file name of the file to be used. The 
startup script is run as root after the user has logged in , before the Common Desktop Environment session 
is started . 

The script /usr/dt/config/Xreset can be used to reverse the setting made in the Xstartup file. The Xreset 
file runs when the user logs out. 

Example 
The following !ines in the Xconfig file specify different scripts for two displays. 
Dtlogin.sysaaa_Ü*startup: 
Dtlogin.sysaaa_l*startup: 
Dtlogin . sysaaa Ü*setup: 
Dtlogin.sysaaa=l*setup: 
Dtlogin . sysaaa_O*reset: 
Dtlogin.sysaaa_l*reset : 

/etc/dt/config/XstartupO 
/etc/dt/config/Xstartupl 
/etc/dt/config/XsetupO 
/etc/dt/config/Xsetupl 
/etc/dt/config/XresetO 
/etc/dt/config/Xresetl 

Setting Different Systemwide Environment Variables for Each Display 
1. lf the /etc/dt/config/Xconfig file does not exist, copy the /usr/dt/config/Xconfig file to the 

/etc/dt/config directory . 

2. Set the environment resource in /etc/dt/config/Xconfig separately for each display: 

Dtlogin*DisplayName*environment: value 

The following points apply to environment variables for each display: 

• Separate variable assignments with a space or tab. 

• Do not use the environment resource to set TZ and LANG . 

• There is no shell processing within the Xconfig file . 

Example 
The following !ines in the Xconfig file set variables for two displays. 

Dtlogin*syshere Ü*environment:EDITOR=vi SB DISPLAY ADDR=OxB00000 
Dtlogin*syshere=l *environment: EDITOR=emacs \ -

SB DISPLAY ADDR=OxB00000 - -
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Chapter 4. Commands and Processes 

A command is a request to perform an operation or run a program. You use commands to tell the 
operating system what task you want it to perform. When commands are entered, they are deciphered by 
a command interpreter (also known as a shel~ and that task is processed . 

A program or command that is actually running on the computer is referred to as a process. The operating 
system can run many different processes at the same time . 

The operating system allows you to manipulate the input and output (1/0) of data to and from your system 
by using specific 1/0 commands and symbols. You can contrai input by specifying the location from which 
to gather data. For example, you can specify to read input while data is entered on the keyboard (standard 
input) or to read input from a file. You can contrai output by specifying where to display or store data. For 
example, you can specify to write output data to the screen (standard output) or to write it to a file . 

This chapter discusses the following : 

• "Commands Overview" on page 26 

- "Command Syntax" on page 26 

- "Reading Usage Statements" on page 28 

- "Using Web-based System Manager" on page 28 

- "Using the smit Command" on page 29 

- "Locating a Command or Program (whereis Command)" on page 29 

- "Displaying lnformation about a Command (man Command)" on page 29 

- "Displaying the Function of a Command (whatis Command)" on page 30 

- "Listing Previously Entered Commands (history Shell Command)" on page 30 

- "Repeating Commands Using the history Shell Command" on page 31 

- "Substituting Strings Using the history Shell Command" on page 32 

- "Editing the Command History" on page 32 

- "Creating a Command Alias (alias Shell Command)" on page 33 

- "Working with Text-Formatting Commands" on page 34 

• "Processes Overview" on page 35 

- "Foreground and Background Processes" on page 36 

- "Daemons" on page 36 

- "Zombie Process" on page 36 

- "Starting a Process" on page 36 

- "Checking Processes (ps Command)" on page 37 

- "Setting the lnitial Priority of a Process (nice Command)" on page 38 

- "Changing the Priority of a Running Process (renice Command)" on page 39 

- "Canceling a Foreground Process" on page 39 

- "Stopping a Foreground Process" on page 40 

- "Restarting a Stopped Process" on page 40 

- "Scheduling a Process for Later Operation (at Command)" on page 40 

- "Listing Ali Scheduled Processes (at or atq Command)" on page 41 

- "Removing a Process from the Schedule (at Command)" on page 42 

- "Removing a Background Process (kill Command)" on page 42 

• "Command Summary for Commands and Processes" on page 43 
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Some commands can be entered simply by typing one word. lt is also possible to combine commands so 
that the output from one command becomes the input for another command. This is known as piping. For 
more information on piping, see "Shell Features" on page 140 . 

Flags further define the actions of commands. A flag is a modifier used with the command name on the 
command line, usually preceded by a dash . 

Commands can also be grouped together and stored in a file. These are known as she/1 procedures or 
she/1 scripts. lnstead of executing the commands individually, you execute the file that contains the 
commands. For more information on scripts and procedures, see "Creating and Running a Shell Script" on 
page 143 . 

To enter a command, type the command name at the prompt, and press Enter . 

$ CommandName 

This section describes the following procedures: 

• "Command Syntax" 

• "Reading Usage Statements" on page 28 

• "Using Web-based System Manager" on page 28 

• "Using the smit Command" on page 29 

• "Locating a Command or Program (whereis Command)" on page 29 

• "Displaying lnformation about a Command (man Command)" on page 29 

• "Displaying the Function of a Command (whatis Command)" on page 30 

• "Listing Previously Entered Commands (history Shell Command)" on page 30 

• "Repeating Commands Using the history Shell Command" on page 31 

• "Substituting Strings Using the history Shell Command" on page 32 

• "Editing the Command History" on page 32 

• "Creating a Command Alias (alias Shell Command)" on page 33 

• "Working with Text-Formatting Commands" on page 34 

Command Syntax 

Although some commands can be entered by simply typing one word, other commands use flags and 
parameters. Each command has a syntax that designates both the required and optional flags and 
parameters. The general format for a command is as follows: 

CommandName flag(s) parameter(s) 

The following are some general rules about commands: 

• Spaces between commands, flags, and parameters are significant. 

• Two commands can be entered on the same line by separating the commands with a semicolon (;). For 
example: 

$ CommandOne;CommandTwo 

The shell runs the commands sequentially . 

• Commands are case-sensitiva. The shell distinguishes between uppercase and lowercase letters. To the 
shell, pri nt is not the same as PRINT or Pri nt . 
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• A very long command can be entered on more than one line by using the backslash (\) character. \A . . >.---~_, ­
backslash signifies line continuation to the shell. The following example is one command that spans ·tiNo· · 
I ines : 

$ ls Mail info temp \ 
(press Enter) 

> di ary 
(the > prompt appears) 

The > character is your secondary prompt ($ is the non-root user's default primary prompt), indicating 
that the current line is the continuation of the previous line. Note that csh (the C shell) gives no 
secondary prompt, and the break must be at a word boundary, and its primary prompt is % . 

Command Name 

The first word of every command is the command name. Some commands have only a command name . 

Command Flags 

A number of flags might follow the command name. Flags modify the operation of a command and are 
sometimes called options. A flag is set off by spaces or tabs and usually starts with a dash (-). Exceptions 
are ps, tar, and ar, which do not require a dash in front of some of the flags. For example, in the following 
command: 

ls -a -F 

l s is the command name and -a -F are the f/ags . 

When a command uses flags, they come directly after the command name. Sing/e-character flags in a 
command can be combined with one dash. For example, the previous command can also be written as 
follows: 

ls -aF 

There are some circumstances when a parameter actual/y begins with a dash (-). In this case, use the 
delimitar dash dash H before the parameter. The - tells the command that whatever follows is not a flag 
but a parameter . 

For example, if you wanted to create a directory named -tmp and you typed the following command: 

mkdir - tmp 

The system displays an error message similar to the following: 

mkdir: Not a recognized flag: t 
Usage: mkdi r [ -p] [ -m mode] Directory . . . 

The correct way of entering the command is as follows: 

mkdir -- -tmp 

Your new directory, -tmp , is now created . 

Command Parameters 

After the command name, there might be a number of flags, followed by parameters. Parameters are 
sometimes called arguments or operands. Parameters specify information that the command needs in 
order to run . /f you do not specify a parameter, the command might assume a default va/ue. For example, 
in the following command: 

l s -a temp 

, 
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1 s is the command name, -a is the flag, and temp is the parameter. This command displays ali (-a) the ._ , . \ 
files in the directory temp. In the following example: '• . 

l s - a 

the default value is the current directory because no parameter is given. In the following example: 
ls temp mai l 

no flags are given, and temp and ma i 1 are parameters. In this case, temp and ma i 1 are two different 
directory names. The ls command displays ali but the hidden files in each of these directories. 

Whenever a parameter or option-argument is, or contains, a numeric value, the number is interpreted as a 
decimal integer, unless otherwise specified. Numerais in the range O to INT_MAX, as defined in the 
/usr/include/sys/limits.hfile, are syntactically recognized as numeric values. 

lf a command you want to use accepts negative numbers as parameters or option-arguments, you can use 
numerais in the range INT _MIN to INT _MAX, both as defined in the /usr/include/sysllimits.h file. This 
does not necessarily mean that ali numbers within that range are semantically correct. Some commands 
have a built-in specification permitting a smaller range of numbers, for example, some of the print 
commands. lf an errar is generated, the errar message lets you know the value is out of the supported 
range, not that the command is syntactically incorrect. 

Reading Usage Statements 

Usage statements are a way to represent command syntax and consist of symbols such as brackets ([ ]) , 
braces ({ }), and vertical bars (1) . The following is a sample of a usage statement for the unget command: 

unget [ -rSID ] [ -s ] [ -n ] File ... 

The following conventions are used in the command usage statements: 

• ltems that must be entered literally on the command line are in bold. These items include the command 
name, flags, and literal charactors. 

• ltems representing variables that must be replaced by a name are in italics. These items include 
parameters that follow flags and parameters that the command reads, such as Files and Directories. 

• Parameters enclosed in brackets are optional. 

• Parameters enclosed in braces are required. 

• Parameters not enclosed in either brackets or braces are required. 

• A vertical bar signifies that you choose only one parameter. For example, [ a I b ] indicates that you 
can choose a, b, o r nothing. Similarly, { a I b } indicates that you must choose either a o r b. 

• Ellipses ( . . . ) signify the parameter can be repeated on the command line. 

• The dash ( - ) represents standard input. 

Using Web-based System Manager 
Web-based System Manager is a graphical user interface for managing the system, either from a locally 
attached display or remotely from another system or personal computer equipped with a Web browser. 
You can start Web-based System Manager in a variety of ways: 

• From a command line terminal in the Common Desktop Environment (COE) by entering the wsm 
command. 

• From a command line terminal in the AIXwindows environment by entering the wsm command. 

• From the COE Application Manager by going to the System_Admin folder and clicking the Management 
Console icon . 

• From an HTML 3.2-compatible Web browser on a personal computer that is configured as desct:Lbed ir:1 
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Using the smit Command 

The smit command is a tool you can use to run other commands. Command names entered as a 
parameter to the smit command might take you to a submenu or pane! for that command. For example, 
smit lsuser command takes you directly to List Ali Users, which lists the attributes of users on your 
system . 

See the smit command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Locating a Command or Program (whereis Command) 

The whereis command locates the source, binary, and manuais sections for specified files. The command 
attempts to find the desired program from a list of standard locations . 

To find files in the current directory that have no documentation, type: 

wherei s -m -u * 

Press Enter. 

To find ali o f the files that contain the name Ma i 1, type: 

whereis Mail 

Press Enter . 

The system displays information similar to the following: 

Mail : /usr/bin/Mail /usr/lib/Ma i l.rc 

See the whereis command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Displaying lnformation about a Command (man Command) 

The man command displays information on commands, subroutines, and files. The general format for the 
man command is as follows: 

man CommandName 

To obtain information about the pg command, type: 

man pg 

Press Enter. 

The system displays information similar to the following: 

pg Command 

Pu rpose 

Fo rmats files to the display. 

Syntax 

pg [ - Number ] [ -c ] [ -e ] [ -f ] [ -n ] [ -p Stri ng ] 
[ -s ] [ +Li neNumber I +/Pattern/ ] [ File . .. ] 

Descr iption 

The pg command reads a f i le name from the File parameter and 
wr i tes the file to standard output one screen at a time . If you 
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specify a - (dash) as the File parameter, or run the pg command 
without options, the pg command reads standard input. Each 
screen is followed by a prompt. If you press the Enter key, 
another page is displayed. Subcommands used with the pg command 
let you review or search in the file . 

See the man command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Displaying the Function of a Command (whatis Command} 

The whatis command looks up a given command, system call, library function, or special file name, as 
specified by the Command parameter, from a database you create using the catman -w command. The 
whatis command displays the header line from the manual section. You can then issue the man command 
to obtain additional information . 

The whatis command is equivalent to using the man -f command . 

To find out what the ls command does, type: 

whatis ls 

Press Enter . 

The system displays information similar to the following: 

ls(l) -Displays the contents of a directory . 

See the whatis command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Listing Previously Entered Commands (history Shell Command) 

The history command is a Korn shell built-in that lists the last 16 commands entered. The Korn shell 
saves commands that you entered to a command history file, usually named $HOME/.sh_history. This 
action saves time when you need to repeat a previous command . 

By default, the Korn shell saves the text of the last 128 commands. The history file size (specified by the 
HISTSIZE environment variable) is not limited, although a very large history file size can cause the Korn 
shell to start slowly . 

Note: The Bourne shell does not support command history . 

For detailed information about shells, see Chapter 12, "Shells" on page 139. 

To list the previous commands you entered, at the prompt, type: 

history 

Press Enter. 

The history command entered by itself lists the previous 16 commands entered. The system displays 
information similar to the following: 

928 1 s 
929 ma i 1 
930 printenv MAILMSG 
931 whereis Mail 
932 whatis ls 
933 cd /usr/include/sys 
934 ls 
935 man pg 
936 cd 
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937 1 s 1 pg 
938 lscons 
939 tty 
940 ls *.txt 
941 printenv MAILMSG 
942 pwd 
943 h i story 

The listing first displays the position of the command in the $HOME/.sh_history file followed by the 
command. 

To list the previous tive commands, at the prompt, type: 
history -5 

Press Enter. 

A listing similar to the following displays: 
939 tty 
940 ls *.txt 
941 printenv MAILMSG 
942 pwd 
943 history 
944 history -5 

The history command followed by a number lists ali the previous commands entered, starting at that 
number. 

To list the commands since 938, at the prompt, type: 
history 938 

Press Enter. 

A listing similar to the following displays: 

938 l scons 
939 tty 
940 ls *.txt 
941 printenv MAILMSG 
942 pwd 
943 history 
944 history -5 
945 history 938 

~ Repeating Commands Using the history Shell Command 

Use the r Korn shell alias to repeat previous commands. Type r and press Enter, and you can specify the 
number or the first character or characters of the command. 

lf you want to list the displays currently available on the system, type lsdisp and press Enter at the 
prompt. The system returns the information on the screen. lf you want the same information returned to 
you again , at the prompt, type: 

r 

Press Enter. 

The system runs the most recently entered command again . In this example, the lsdisp command runs. 

To repeat the ls *.txt command, at the prompt, type: 

r ls ROS nn 03'2085- C4 - ~ 
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Press Enter . 

The r Korn shell alias locates the most recent command that begins with the character or characters 
specified . 

·'-...... 

Substituting Strings Using the history Shell Command 

You can also use the r Korn shell alias to modify a command before it is run . In this case, a substitution 
parameter of the form 0/d=New can be used to modify the command before it is run . 

For example, if command line 940 is ls *.txt, and you want to run Js *.exe, at the prompt, type: 
r txt=exe 940 

Press Enter . 

This runs command 940, substituting exe for txt. 

... ~.. . . 

For example, if the command on line 940 is the most recent command that starts with a lowercase letter /, 
you can also type: 

r txt=exe 1 

Press Enter. 

Note: Only the first occurrence of the 0/d string is replaced by the New string. Entering the r Korn 
shell alias without a specific command number or character does the substitution to the previous 
command entered . 

Editing the Command History 

Use the fc Korn shell built-in command to list or edit portions of the command history file . To select a 
portion of the file to edit or list, specify the number or the first character or characters of the command . 
You can specify a single command or range of commands . 

lf you do not specify an editor program as an argument to the fc Korn shell built-in command, the editor 
specified by the FCEDIT variable is used. lf the FCEDIT variable is not defined, the /usr/bin/ed editor is 
used. The edited command or commands are printed and run when you exit the editor. Use the printenv 
command to display the value of the FCEDIT variable. 

• • • 
~ For example, if you want to run the command: 

~ cd /usr/tmp 

t 

• 
~ 

~ 

which is very similar to command line 933, at the prompt type: 

fc 933 

Press Enter. 

At this point, your default editor appears with the command line 933. You would change i ncl ude/sys to 
tmp, and when you exit your editor, the edited command is run. 

~ You can also specify the editor you want to use in the fc command. 

• For example, if you want to edita command using the /usr/bin/vi editor, at the prompt, type: 

~ fc -e vi 933 
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Press Enter . 

At this point, the vi editor appears with the command line 933 . 

You can also specify a range of commands to edit. 

For example , if you want to edit the commands 930 through 940, at the prompt, type : 

fc 930 940 

Press Enter . 

At this point, your default editor appears with the command lines 930 through 940. When you exit the 
editor, ali the commands that appear in your editor are run sequentially . 

Creating a Command Alias {alias Shell Command) 

An alias lets you create a shortcut name for a command, a file name, or any shell text. By using aliases, 
you save a lot of time when doing tasks you do frequently. The alias Korn shell built-in command defines 
a word as an alias for some command. You can use aliases to redefine built-in commands but not to 
redefine reserved words . 

The first character of an alias name can be any printable character except the metacharacters. Any 
remaining characters must be the same as for a valid file name . 

The format for creating an alias is as follows: 

alias Name=String 

in which the Name parameter specifies the name of the alias and the String parameter specifies a string of 
characters. lf String contains blank spaces, enclose it in quotation marks . 

To create an alias for the command rm -i (prompts you before deleting files), at the prompt, type: 

alias rm="/usr/bin/rm -i" 

Press Enter. 

In this example, whenever you type the command rm and press Enter, the actual command performed is 
/usr/bin/rm -i. 

To create an alias for the command ls -aiF I pg (displays detailed information of ali the files in the current 
directory, including the invisible files ; marks executable files with an * and directories with a /; and scrolls 
per screen), at the prompt, type: 

al ias dir="/usr/bin/ls -alF I pg" 

Press Enter . 

In this example, whenever you type the command dir and press Enter, the actual command performed is 
/usr/bin/ls -aiF I pg. 

To display ali the aliases you have, at the prompt, type: 

ali as 

Press Enter. 

The system displays information similar to the following: RQS n° ·Q3.20"1- C.'­
~~ ~~ . cfyu~·~ r-c-
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rm="/usr/bin/rm -i" 
dir="/usr/bin/ls - al F I pg" 

Working with Text-Formatting Commands 

You can use text-formatting commands to work with text composed of the international extended character 
set used for European languages . 

lnternational Character Support in Text Formatting 

The international extended character set provides the characters and symbols used in many European 
languages, as well as an ASCII subset composed of English-language characters, digits, and punctuation . 

Ali characters in the European extended character set have ASCII forms. These forms can be used to 
represent the extended characters in input, or the characters can be entered directly with a device such as 
a keyboard that supports the European extended characters . 

The following text-formatting commands support ali international languages that use single-byte characters. 
These commands are located in /usrlbin. (The commands identified with an asterisk (*) support text 
processing for multibyte languages. For more information on multibyte languages, see "Multibyte Character 
Support in Text Formatting" on page 35.) 
addbib* hyphen pie* pstext 
checkmm ibm3812 ps4014 refer* 
checknr* ibm3816 ps630 roffbi b* 
cal* ibm5587G* psbanne soelim* 
co 1 crt ibm5585H-T* psdit sortbib* 
deroff* indxbib* psplot tbl* 
enscript lookbib* psrev troff* 
eqn* makedev* psroff vgri nd 
grap* neqn * psrv xpreview* 
hplj nroff* 

Text-formatting commands and macro packages not in the preceding list have not been enabled to 
process international characters . 

Entering Extended Single-Byte Characters 

lf your input device supports characters from the European-language extended character set, you can 
enter them directly. Otherwise, use the following ASCII escape sequence form to represent these 
characters: 

The form \[Nj, where N is the 2- or 4-digit hexadecimal code for the character. 

Note: The NCesc form \<xx> is no longer supported. 

Text containing extended characters is output according to the formatting conventions of the language in 
use. Characters that are not defined for the interface to a specific output device produce no output or errar 
indication. 

Although the names of the requests, macro packages, and commands are based on English, most of them 
can accept input (such as file names and parameters) containing characters in the European extended 
character set. 

For the nroff and troff commands and their preprocessors, the command input must be ASCII, or an 
unrecoverable syntax error will result. lnternational characters, either single-byte or multibyte, can be 
entered when enclosed within quotation marks and within other text to be formatted. For example, sing 
macros from the pie command: RQS n' Q3120r:'i _C _ 
define f o oba r % SomeText % ·C J • 
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After the de fine directive, the first name, foobar, must be ASCII. However, the replacement text, sàm~ r,t:xt ,' . . · . 
can contain non-ASCII characters. ·- . .. .. ·. · .. - · 

Multibyte Character Support in Text Formatting 

Certain text-formatting commands can be used to process text for multibyte languages. These commands 
are identified with an asterisk (*) in the list under "lnternational Character Support in Text Formatting" on 
page 34. Text-formatting commands not in the list have not been enabled to process international 
characters . 

Entering Multibyte Characters 
lf supported by your input device, multibyte characters can be entered directly. Otherwise, you can enter 
any multibyte character in the ASCII form \[N] , where N is the 2-, 4-, 6-, 7-, or 8-digit hexadecimal 
encoding for the character . 

Although the names of the requests, macros, and commands are based on English, most of them can 
accept input (such as file names and parameters) containing any type of multibyte character . 

lf you are already familiar with using text-formatting commands with single-byte text, the following list 
summarizes characteristics that are noteworthy or unique to the multibyte locales: 

• Text is not hyphenated. 

• Special format types are required for multibyte numerical output. Japanese format types are available . 

• Text is output in horizontal lines, filled from left to right. 

• Character spacing is constant, so characters automatically align in columns . 

• Characters that are not defined for the interface to a specific output device produce no output or errar 
indication . 

Processes Overview 

A program or command that is actually running on the computer is referred to as a process. Processes 
exist in parent-child hierarchies. A process started by a program or command is a parent process; a child 
process is the product of the parent process. A parent process can have several child processes, but a 
child process can have only one parent. 

The system assigns a process identification number (PID number) to each process when it starts. lf you 
start the same program several times, it will have a different PID number each time . 

When a process is started on a system, the process uses a part of the available system resources. When 
more than one process is running, a scheduler that is built into the operating system gives each process 
its share of the computer's time, based on established priorities. These priorities can be changed by using 
the nice or renice commands . 

Note: To change a process priority to a higher one, you must have root user authority. Ali users can 
lower priorities on a process they start by using the nice command, or on a process they have 
already started, by using the renice command . 

This section describes the following procedures: 

• "Foreground and Background Processes" on page 36 

• "Daemons" on page 36 

• "Zombie Process" on page 36 

• "Starting a Process" on page 36 

• "Checking Processes (ps Command)" on page 37 

• "Setting the lnitial Priority of a Process (nice Command)" on page 38 
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• "Changing the Priority of a Running Process (renice Command)" on page 39 

• "Canceling a Foreground Process" on page 39 

• "Stopping a Foreground Process" on page 40 

• "Restarting a Stopped Process" on page 40 

• "Scheduling a Process for Later Operation (at Command)" on page 40 

• "Listing Ali Scheduled Processes (at or atq Command)" on page 41 

• "Removing a Process from the Schedule (at Command)" on page 42 

• "Removing a Background Process (kili Command)" on page 42 

Foreground and Background Processes 

Processes that require a user to start them or to interact with them are called foreground processes . 
Processes that are run independently of a user are referred to as background processes. Programs and 
commands run as foreground processes by default. To run a process in the background, place an 
ampersand (&) at the end of the command name that you use to start the process . 

Daemons 

Daemons are processes that run unattended. They are constantly in the background and are available at 
ali times. Daemons are usually started when the system starts, and they run until the system stops. A 
daemon process pertorms system services and is available at ali times to more than one task or user. 
Daemon processes are started by the root user or root shell and can be stopped only by the root user. For 
example, the qdaemon process providas access to system resources such as printers. Another common 
daemon is the sendmail daemon . 

Zombie Process 

A zombie process is a dead process that is no longer executing but is still recognized in the process table 
(in other words, it has a PIO number) . lt has no other system space allocated to it. Zombie processes 
have been killed or have exited and continue to exist in the process table until the parent process dies or 
the system is shut down and restarted. Zombie processes display as <defunct> when listed by the ps 
command . 

Starting a Process 

You start a foreground process from a display station by either entering a program name or command 
name at the system prompt. After a foreground process has started, the process interacts with you at your 
display station until it is complete . This means no other interaction (for example, entering another 
command) can take place at the display station until the process is finished or you halt it. 

A single user can run more than one process at a time, up to a default maximum of 40 processes per 
use r . 

To Start a Process in the Foreground 
To run a process in the foreground, type the name of the command with ali the appropriate parameters 
and flags: 

$ CommandName 

Press Enter . 

To Start a Process in the Background 
To run a process in the background, type the name of the command with ali the aJ3J3r-opriate paramete~s 
and flags, followed by an ampersand (&): ROS n° 03ZtJ"'5 -CJ ­
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$ CommandName& 

Press Enter . 

When the process is running in the background, you can perform additional tasks by entering other 
commands at your display station . 

Generally, background processes are most useful for commands that take a long time to run . However, 
because they increase the total amount of work the processar is doing, background processes also slow 
down the rest of the system . 

Most processes direct their output to standard output, even when they run in the background. Unless 
redirected, standard output goes to the display device. Because the output from a background process can 
interfere with your other work on the system, it is usually good practice to redirect the output of a 
background process to a file or a printer. You can then look at the output whenever you are ready . 

Note: Under certain circumstances, a process might generate its output in a different sequence when 
run in the background than when run in the foreground. Programmers might want to use the fflush 
subroutine to ensure that output occurs in the correct arder regardless of whether the process runs in 
foreground or background. 

As long as a background process is running, you can check its status with the ps command . 

Checking Processes (ps Command) 

Any time the system is running, several processes are also running. You can use the ps command to find 
out which processes are running and to display information about those processes . 

ps Command 
The ps command has several flags that enable you to specify which processes to list and what information 
to display about each process. 

To show ali processes running on your system, at the prompt, type: 

ps -ef 

Press Enter. 

The system displays information similar to the following: 

USER PIO PPID c STIME TTY TIME CMD 
root 1 o o Jun 28 - 3:23 /etc/init 
root 1588 6963 o Jun 28 - 0:02 /usr/etc/biod 6 
root 2280 1 o Jun 28 - 1:39 /etc/syncd 60 
mary 2413 16998 2 07:57:30 - 0:05 aixterm 
mary 11632 16998 o 07:57:31 lft/1 0:01 xbiff 
mary 16260 2413 1 07 :57:35 pts/1 0:00 /bin/ ks h 
mary 16469 1 o 07:57:12 lft/1 0:00 ksh /usr/lpp/X11/bin/xin it 
mary 19402 16260 20 09:37:21 pts/1 0:00 ps -ef 

The columns in the previous output are defined as follows : 

USER 
PIO 

PPID 
c 
STIME 
TTY 
TIME 

User login name 
Process ID 
Parent process I D 
CPU utilization of process 
Start time of process 
Controlling workstation for the process 
Total execution time for the process 
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CMD Command 

In the previous example , the process ID for the ps -efcommand is 19402. lts parent process ID is 16260, 
the /bin/ksh command . 

lf the listing is very long, the top portion scrolls otf the screen. To display the listing one page (screen) at a 
time, use the ps command piped to the pg command. At the prompt, type: 

ps -ef I pg 

Press Enter . 

To show status information of ali processes running on your system, at the prompt, type: 
ps gv 

Press Enter . 

This form of the command lists a number of statistics for each active process. Output from this command 
looks similar to the following: 

PIO TTY STAT TIME PGIN SIZE RSS LIM TSIZ TRS %CPU %MEM COMMAND 
o - A 0:44 7 8 8 XX o o 0. 0 0. 0 swapper 
1 - A 1:29 518 244 140 XX 21 24 0.1 1.0 /etc/init 

771 - A 1:22 o 16 16 XX o o 0. 0 0.0 kproc 
1028 - A 0:00 10 16 8 XX o o 0.0 0. 0 kproc 
1503 - A 0:33 127 16 8 XX o o 0.0 0.0 kproc 
1679 - A 1:03 282 192 12 32768 130 0 0.7 0.0 pcidossvr 
2089 - A 0:22 918 72 28 XX 1 4 0.0 0.0 /etc/sync 
2784 - A 0:00 9 16 8 XX o o 0.0 0.0 kproc 
2816 - A 5:59 6436 2664 616 8 852 156 0. 4 4.0 /usr/lpp/ 
3115 - A 0:27 955 264 128 XX 39 36 0.0 1.0 /usr/lib/ 
3451 - A 0:00 o 16 8 XX o o 0.0 0. 0 kproc 
3812 - A 0:00 21 128 12 32768 34 o 0.0 0.0 usr/lib/lpd/ 
3970 - A 0:00 o 16 8 XX 0 0 0.0 0.0 kproc 
4267 - A 0:01 169 132 72 32768 16 16 0.0 0.0 /etc/sysl 
4514 1 ft/0 A 0:00 60 200 72 XX 39 60 0.0 0.0 /etc/gett 
4776 pts/3 A 0:02 250 108 280 8 303 268 0.0 2.0 -ksh 
5050 - A 0:09 1200 424 132 32768 243 56 0.0 1.0 /usr/sbin 
5322 - A 0:27 1299 156 192 XX 24 24 0.0 1. O I etc/ cron 
5590 - A 0:00 2 100 12 32768 11 0 0.0 0.0 /etc/writ 
5749 - A 0: 00 0 208 12 XX 13 o 0.0 0.0 /usr/lpp/ 
6111 - T 0:00 66 108 12 32768 47 o 0.0 0.0 /usr/lpp/ 

See the ps command in the A/X SL Version 5.2 Commands Reterence for the complete syntax . 

Setting the lnitial Priority of a Process (nice Command) 

You can set the initial priority of a process to a value lower than the base scheduling priority by using the 
nice command to start the process . 

Note: To run a process at a higher priority, you must have root user authority . 

nice Command 

To set the initial priority of a process, type: 

nice -n Number CommandString 
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where Number is in the range of O to 39, with 39 being the lowest priority. The nice va/ue is the decir\kl\ \, (\~ , i 
value of the system-scheduling priority of a process. The higher the number, the lower the priority. lf y('n~ > ~. .... . . 
use zero, the process will run at its base scheduling priority. CommandString is the command and flags ·,< ... _ :~ .- ... :-" · 
and parameters you want to run . 

See the nice command in the A/X SL Version 5.2 Commands Reference for the complete syntax . 

You can also use the smit nice command to perform this task . 

Changing the Priority of a Running Process (renice Command) 

You can change the scheduling priority of a running process to a value lower or higher than the base 
scheduling priority by using the renice command from the command line. This command changes the nice 
value of a process . 

Note: To run a process at a higher priority or to change the priority for a process that you did not 
start, you must have root user authority . 

From the Command Line 

To change the initial priority of a running process, type: 

renice Priori ty -p Process/0 

where Priority is in the range of -20 to 20. The higher the number, the lower the priority. lf you use zero, 
the process will run at its base scheduling priority. Process/0 is the PIO for which you want to change the 
priority . 

You can also use the smit renice command to perform this task . 

Canceling a Foreground Process 

lf you start a foreground process and then decide that you do not want it to finish , you can cancel it by 
pressing INTERRUPT. This is usually Ctri-C or Ctri-Backspace. To find out what your INTERRUPT key is 
set to, see "Listing Contrai Key Assignments for Your Terminal (stty Command)" on page 14 . 

Note: INTERRUPT (Ctri-C) does not cancel background processes. To cancel a background process, 
you must use the kill command . 

Most simple commands are not good examples for demonstrating how to cancel a process. They run so 
quickly that they finish before you have time to cancel them. The examples in this section, therefore, use a 
command that takes more than a few seconds to run : find I -type f. This command displays the path 
names for ali files on your system. Vou do not need to study the find command in arder to complete this 
section; it is used here simply to demonstrate how to work with processes . 

In the following example, the find command starts a process. After the process runs for a few seconds, 
you can cancel it by pressing the INTERRUPT key: 
$ f ind I -type f 
/ usr/sbin/acct/lastlogin 
/usr/sbin/acct/prctmp 
/usr/sbin/acct/prdaily 
/u sr/ sbin/acct/ runacct 
/us r / sbin/acct/sdisk 
/ us r/sbin/acct/shutacct INTERRUPT (Ctrl-C) 
$ 

The system returns the prompt to the screen. Now you can enter another command. 
. ; I , 
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Stopping a Foreground Process 

lt is possible for a process to be stopped but not have its process 10 (PIO) removed from the process 
table . You can stop a foreground process by pressing Ctri-Z from the keyboard . 

Note: Ctri-Z works successfully in the Korn shell (ksh) and C shell (csh), but not in the Bourne shell 
(bsh) . 

Restarting a Stopped Process 

This procedure describes how to restart a process that has been stopped with a Ctri-Z . 

Note: Ctri-Z works successfully in the Korn shell (ksh) and C shell (csh), but not in the Bourne shell 
(bsh). To restart a stopped process, you must either be the user who started the process or have 
root user authority . 

1. To show ali the processes running or stopped but not those killed on your system, type: 
ps -ef 

You might want to pipe this command through a grep command to restrict the list to those processes 
most likely to be the one you want to restart. For example, if you want to restart a vi session, you 
could type: 

ps -ef I grep vi 

Press Enter. This command would display only those lines from the ps command output that contained 
the word vi . The output would look something like this: 
UID PID PPID C STIME TTY TIME COMMAND 
root 1234 13682 O 00:59:53 0:01 vi test 
root 14277 13682 1 01:00:34 0:00 grep vi 

2. In the ps command output, find the process you want to restart and note its PIO number. In the 
example, the PIO is 1234. 

3. To send the CONTINUE signal to the stopped process, type: 
ki ll -19 1234 

Substituta the PIO of your process for the 1234. The -19 indicates the CONTINUE signal. This 
command restarts the process in the background. lf the process can run in the background, you are 
finished with the procedure. lf the process must run in the foreground (as a vi session would), you 
must proceed with the next step. 

4. To bring the process in to the foreground, type: 

fg 1234 

Once again, substitute the PIO of your process for the 1234. Your process should now be running in 
the foreground. (Vou are now in your vi edit session) . 

Scheduling a Process for Later Operation (at Command) 

You can set up a process as a batch process to run in the background at a scheduled time. The at and 
smit commands let you enter the names of commands to be run at a later time and allow you to specify 
when the commands should be run. 

40 

Note: The /var/adm/cron/at.allow and /var/adm/cron/at.deny files control whether you can use the 
at command. A person with root user authority can create, edit, or delete these files. Entries in these 
files are user login names with one name to a line. The following is an examRI af an at~atroym ,; , 
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root 
nick 
de e 
sara h 

lf the at.allow file exists, only users whose login names are listed in it can use the at command. A system 
administrator can explicitly stop a user from using the at command by listing the user's login name, in the 
at.deny file . lf only the at.deny file exists, any user whose name does not appear in the file can use the at 
command . 

Vou cannot use the at command if any one of the following is true: 

• The at.allow file and the at.deny file do not exist (allows root user only) . 

• The at.allow file exists but the user's login name is not listed in it. 

• The at.deny file exists and the user's login name is listed in it. 

lf the at.allow file does not exist and the at.deny file does not exist or is empty, only someone with root 
user authority can submit a job with the at command . 

The at command syntax allows you to specify a date string, a time and day string, or an increment string 
for when you want the process to run. lt also allows you to specify which shell or queue to use. The 
following examples show some typical uses of the command . 

at Command 

For example, if your login name is joyce and you have a script named WorkReport that you want to run at 
midnight, do the following: 

1. Type the time you want the program to start running . 
at midnight 

2. Type the names of the programs to run, pressing Enter after each name. After typing the last name, 
press the end-of-file character (Ctri-D) to signal the end of the list. 

WorkReport"'D 

After you press Ctrl-0, the system displays information similar to the following: 
job joyce.741502800.a at Fri Jul 6 00:00:00 CDT 2002 . 

The program WorkReport is given the job number joyce. 741502800.a and will run at midnight July 6 . 

To list the programs you have sent to be run !ater, type: 

at -1 

The system displays information similar to the following: 

joyce.741502800.a Fri Jul 6 00:00:00 cor 2002 

See the at command in the A/X 5L Version 5.2 Commands Reference for the exact syntax. 

Listing Ali Scheduled Processes (at or atq Command) 

Vou can list ali scheduled processes by using the -1 flag with the at command or with the atq command. 
Both commands give the same output, but the atq command can order the processes by the time the at 
command was issued and can display just the number of processes in the queue. 

Vou can list ali scheduled processes in the following ways: 

• With the at command from the command line 

• With the atq command RQS r, o 03 '20"5 - c, i - I 
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For user restrictions on using the at command, see the Note inScheduling a Process for Later Operatl~n\.., _ \.' ~·c:/ 
(at Command). - .:· '-

at Command 
To list the scheduled processes, type: 

at -1 

This command lists ali the scheduled processes in your queue. lf you are a root user, this command lists 
ali the scheduled processes for ali users. For complete details of the syntax, see the at command . 

atq Command 
To list ali scheduled processes in the queue, type : 
atq 

lf you are a root user, you can list the scheduled processes in a particular user's queue by typing: 

atq UserName 

To list the number of scheduled processes in the queue, type : 
atq -n 

Removing a Process from the Schedule (at Command) 

You can remove a scheduled process with the at command using the -r flag. For user restrictions on using 
the at command, see the Note inScheduling a Process for Later Operation (at Command) . 

From the Command Line 
1. To remove a scheduled process, you must know the process number. You can obtain the process 

number using the at -1 command or the atq command. See "Listing Ali Scheduled Processes (at or atq 
Command)" on page 41 for details. 

2. When you know the number of the process you want to remove, type: 

at -r ProcessNumber 

You can also use the smit rmat command to perform this task . 

Removing a Background Process (kill Command) 

lf INTERRUPT does not halt your foreground process or if you decide, after starting a background 
process, that you do not want the process to finish, you can cancel the process with the kill command. 
Before you can cancel a process using the kill command, you must know its PIO number. The general 
format for the kill command is as foliows: 

kill ProcessiD 

Note: To remove a process, you must have root user authority or be the user who started the 
process. The default signal to a process from the kill command is -15 (SIGTERM). 

kill Command 
Note: To remove a zombie process, you must remove its parent process. 

1. Use the ps command to determine the process 10 of the process you want to remove. You might want 
to pipe this command through a grep command to list only the process you want. For example, if you 
want the process 10 of a vi session, you could type: 

ps -1 / grep vi 

2. In the following example, you issue the find command to run in the background. You then decide to 
cancel the process. lssue the ps command to list the PIO numbers. 
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$ f ind I -type f> dir.path s & 
[1] 21593 
$ ps 

PIO TTY TIME COMMANO 
1627 pts 3 0:00 
5461 pts3 O: 00 

17565 pts3 0:00 
21593 pts3 0:00 

$ kill 21593 

ps 
ksh 
- ksh 
find I 

$ ps 
PIO 

1627 
5461 

17565 

TTY TIME COMMANO 
pts3 0:00 ps 

[1] + 

pts3 O: 00 ksh 
pts3 0:00 - ksh 
Terminated 21593 

-type f 

find I -type f > dir.path s & 

The command kill 21593 ends the background find process, and the second ps command returns no 
status information about PIO 21593. The system does not display the termination message until you 
enter your next command, unless that command is cd . 

The kill command lets you cancel background processes. Vou might want to do this if you realize that 
you have mistakenly put a process in the background or a process is taking too long to run. 

See the kill command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

The kill command can also used in smit by typing: 
smit ki 11 

Command Summary for Commands and Processes 

Commands 

alias 
history 
man 
wsm 
whatis 
whereis 

Processes 

Shell command that prints a list of aliases to standard output 
Shell command that displays the history event list 
Displays information about commands, subroutines, and files online 
Performs system management from a web browser 
Describes the function a command performs 
Locates the source, binary, or manual for installed programs 

at Runs commands at a !ater time, lists ali scheduled processes, or removes a process from the 
schedule 

atq 
kill 

nice 
ps 
renice 

Displays the queue of jobs waiting to be run 
Sends a signal to running processes 
Runs a command at a lower or higher priority. 
Shows current status of processes. 
Alters priority of running processes 

Related lnformation 
"Commands Overview" on page 26 

"Processes Overview" on page 35 

Chapter 12, "Shells" on page 139 
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"Korn Shell or POSIX Shell Commands" on page 144 

"Bourne Shell" on page 184 

"C Shell" on page 200 
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Chapter 5. lnput and Output Redirection 

The operating system allows you to manipulate the input and output (1/0) of data to and from your system 
by using specific 1/0 commands and symbols . You can control input by specifying the location from which 
to gather data. For example, you can specify to read input while data is entered on the keyboard (standard 
input) or to read input from a file. You can control output by specifying where to display or store data. You 
can specify to write output data to the screen (standard output) or to write it to a file . 

The operating system, because it is multitasking, is designed to handle processes in combination with 
each other. This chapter discusses the advantages of redirecting input and output and of tying processes 
together. 

This chapter discusses the following: 

• "Standard lnput, Standard Output, and Standard Error" 

• "Redirecting Standard Output" on page 46 

• "Redirecting Output to a File" on page 46 

• "Redirecting Output and Appending to a File" on page 46 

• "Creating a Text File with Redirection from the Keyboard" on page 47 

• "Concatenating Text Files" on page 47 

• "Redirecting Standard lnpuf' on page 47 

• "Discarding Output with the /dev/null File" on page 47 

• "Redirecting Standard Error and Other Output" on page 48 

• "Using lnline lnput (Here) Documents" on page 48 

• "Using Pipes and Filters" on page 49 

• "Displaying Program Output and Copying to a File (tee command)" on page 50 

• "Ciearing Your Screen (clear Command)" on page 59 
• "Sending a Message to Standard Output (echo Command)" on page 50 

• "Appending a Single Une of Text to a File (echo Command)" on page 51 

• "Copying Your Screen to a File (capture and script Commands)" on page 51 

• "Displaying Text in Large Letters on Your Screen (banner Command)" on page 52 

• "Command Summary for lnput and Output Redirection" on page 52 

Standard lnput, Standard Output, and Standard Error 
When a command begins running, it usually expects that the following files are already open: standard 
input, standard output, and standard error (sometimes called errar output or diagnostic output). A number, 
called a file descriptor, is associated with each of these files, as follows: 

File descriptor O 
File descriptor 1 
File descriptor 2 

Standard input 
Standard output 
Standard error (diagnostic) output 

A child process normally inherits these files from its parent. Ali three files are initially assigned to the 
workstation (O to the keyboard, 1 and 2 to the display). The shell permits them to be redirected elsewhere 
before control is passed to a command. 

When you enter a command, if no file name is given, your keyboard is the standard input, sometimes 
denoted as stdin . When a command finishes, the results are displayed on your screen. ______ _ 
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Your screen is the standard output, sometimes denoted as stdout. By default, commands take input frorri· - \_ . ·· . 
the standard input and send the results to standard output. __ .. >'_.· 

Error messages are directed to standard error, sometimes denoted as stderr. By default, this is your 
screen . 

These default actions of input and output can be varied. You can use a file as input and write results of a 
command to a file. This is called input/output redirection. 

The output from a command, which normally goes to the display device, can easily be redirected to a file 
instead. This is known as output redirection. This is useful when you have a lot of output that is difficult to 
read on the screen or when you want to put files together to create a larger file . 

Though not used as much as output redirection, the input for a command, which normally comes from the 
keyboard, can also be redirected from a file. This is known as input redirection. Redirection of input lets 
you prepare a file in advance and then have the command read the file . 

Redirecting Standard Output 

When the notation > fi/ename is added to the end of a command, the output of the command is written to 
the specified file name. The > symbol is known as the output redirection operator. 

Any command that outputs its results to the screen can have its output sent to a file. 

Redirecting Output to a File 

The output of a process can be redirected to a file by typing the command followed by the file name. For 
example, to send the results of the who command to a file called users, type: 

who > users 

Press Enter. 

Note: lf the users file already exists, it is deleted and replaced, unless the noclobber option of the 
set built-in ksh (Korn shell) or csh (C shell) command is specified. 

To see the contents of the users file , type: 

cat users 

~ Press Enter. 

A list similar to the following displays: 

denise lft/0 May 13 08:05 
marta pts/1 May 13 08:10 
endrica pts/2 May 13 09 :33 

Redirecting Output and Appending to a File 

When the notation » filename is added to the end of a command, the output of the command is 
appended to the specified file name, rather than writing over any existing data. The » symbol is known as 
the append redirection operator. 

For example, to append file2 to file1 , type: 

cat file2 >> file! 

46 System User's Guide: Operating System and Devices 
I I, I 

ls . N° 0065 



• • I 
I 

• I 
I 

' • • 
' ' • • • t 

:~ 
• 
~ 

~ 

/<': ·; .. = .. !:=·"'-.._, 
. ,/ ~ ~ ..... , \ 

'/ l\v)~· ). '\ 
.. ~ \\· \J ~ 
· .. . , '· \: / 

... ,, · -~-~t: ··<>' Press Enter . 

Note: lf the file1 file does not exist, it is created, unless the noclobber option of the set built-in k~h"---·-·-· .. ·· 
(Korn shell) or csh (C shell) command is specified. 

Creating a Text File with Redirection from the Keyboard 

Used a/one, the cat command uses whatever you type at the keyboard as input. Vou can redirect this 
input to a file . Enter Ctrl-0 on a new line to signal the end of the text. 

At the system prompt, type: 
cat > f ilename 
Thi s i s a test. 
"D 

Concatenating Text Files 

Combining various files into one file is known as concatenation. 

For example, at the system prompt, type: 
cat filei file2 file3 > file4 

Press Enter. 

The previous example creates fi 1 e4, which consists of fi 1 el , fi 1 e2 , and fi 1 e3, appended in the order 
given. 

The following example shows a common error when concatenating files: 

cat fil el file2 file3 > filel 

Attent ion: In this example, you might expect the cat command to append the contents of f i 1 e 1, 
fi 1 e2, and fil e3 into fi 1 el. The cat command creates the output file first, so it actually erases the 
contents of fil el and then appends fil e2 and fil e3 to it. 

Redirecting Standard lnput 

When the notation < fílename is added to the end of a command, the input of the command is read from 
the specified file name. The < symbol is known as the input redirection operator. 

Note: Only commands that normally take their input from the keyboard can have their input 
redirected. 

For example, to send the file 1 etterl as a message to user deni se with the mail command, type: 

mai l deni se < letterl 

Press Enter. 

Discarding Output with the /dev/null File 

The /dev/null file is a special file . This file has a unique property; it is always empty. Any data you send to 
/dev/null is discarded. This is a useful feature when you run a program or command that generates output 
you want to ignore. 
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For example, you have a program named myprog that accepts input from the screen and generates \<.'\ ~~ ~~ · . 
. ··~- .. 

messages while it is running that you would rather ignore. To read input from the file myscri pt and discard ··· , . 
the standard output messages, type: 

myprog < myscr ipt >/dev/null 

Press Enter . 

In this example, myprog uses the file myscri pt as input, and ali standard output is discarded . 

Redirecting Standard Errar and Other Output 

In addition to the standard input and standard output, commands often produce other types of output, such 
as errar or status messages known as diagnostic output. Like standard output, standard errar output is 
written to the screen unless redirected . 

lf you want to redirect standard errar or other output, you must use a file descriptor. A file descriptor is a 
number associated with each of the 1/0 files that a command ordinarily uses. File descriptors can also be 
specified to redirect standard input and standard output, but are already the default values. The following 
numbers are associated with standard input, output, and errar: 

O Standard input (keyboard) 
Standard output (display) 

2 Standard errar (display) 

To redirect standard error output, type the file descriptor number 2 in front of the output or append 
redirection symbols (> or > >) anda file name after the symbol. For example, the following command 
takes the standard errar output from the cc command where it is used to compile the testfile.c file and 
appends it to the end of the ERRORS file: 

cc t es t f il e .c 2 >> ERRORS 

Other types of output can also be redirected using the file descriptors from O through 9. For example , if the 
cmd command writes output to file descriptor 9, you can redirect that output to the savedata file with the 
following command: 

cmd 9> savedata 

lf a command writes to more than one output, you can independently redirect each one. Suppose that a 
command directs its standard output to file descriptor 1, directs its standard error output to file descriptor 
2, and builds a data file on file descriptor 9. The following command line redirects each of these outputs to 
a different file : 

command > st and ard 2> errar 9> data 

Using lnline lnput (Here) Documents 

lf a command is in the following form: 

comma nd << eofst r i ng 

and eofstring is any string that does not contain pattern-matching characters, then the shell takes the 
subsequent lines as the standard input of command until the shell reads a line consisting of only eofstring 
(possibly preceded by one or more tab characters). The lines between the first eofstring and the second 
are frequently referred to as an ínlíne ínput, or here, document. lf a hyphen (-) immediately follows the « 
redirection characters, the shell strips leading tab characters from each line of the here document before it 
passes the line to the command . 
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The shell creates a temporary file containing the here document and performs variable and command ···---... > ~~ ·. _· ~ -
substitution on the contents before passing the file to the command. lt performs pattern matching on file ·-, __ " ____ .. - · 
names that are part of command lines in command substitutions. To prohibit ali substitutions, quote any 
character of the eofstring: 

command < < \eofstring 

The here document is especially useful for a smali amount of input data that is more conveniently placed 
in the sheli procedure rather than kept in a separate file (such as editor scripts) . For instance, you could 
type: 
cat <<- xyz 

This message will be shown on the 
display with leading tabs removed . 
xyz 

Press Enter . 

Using Pipes and Filters 

You can connect two or more commands so that the standard output of one command is used as the 
standard input of another command. A set of commands connected this way is known as a pipeline. The 
connection that joins the commands is known as a pipe. Pipes are useful because they let you tie many 
single-purpose commands into one powerful command . 

You can direct the output from one command to become the input for another command using a pipeline . 
The commands are connected by a pipe (I) symbol. 

When a command takes its input from another command, modifies it, and sends its results to standard 
output, it is known as a fi/ter. Filters can be used alone but they are especially useful in pipelines. The 
most common filters are as follows: 

• sort 

• more 

• pg 

For example, the ls command writes the contents of the current directory to the screen in one scrolling 
data stream. When more than one screen of information is presented, some data is lost from view. To 
control the output so the contents display screen by screen, you can use a pipeline to direct the output of 
the ls command to the pg command, which controls the formal of output to the screen as shown in the 
following example: 

l s I pg 

In the example, the output of the lscommand is the input for the pg command. Press Enter to continue to 
the next screen. 

Pipelines operate in one direction only (left to right) . Each command in a pipeline runs as a separate 
process and ali processes can run at the same time. A process pauses when it has no input to read or 
when the pipe to the next process is full. 

Another example of using pipes is with the grep command. The grep command searches a file for lines 
that contain strings of a certain pattern. To display ali your files created or modified in July, type: 

ls -1 I grep Jul 

Press Enter. 

In the example, the output of the ls command is the input for the grep command. 
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Displaying Program Output and Copying to a File (tee command) \,,_ ,':-- :--~ - _ • 
. ... "··---. .: 

The tee command, used with a pipe, reads standard input, then writes the output of a program to standard 
output and simultaneously copies it into the specified file or files. Use the tee command to view your 
output immediately and at the same time, store it for future use . 

For example, type : 

ps -ef I tee program.ps 

Press Enter. 

This displays the standard output of the ps -ef command at the display device, and at the same time 
saves a copy of it in the program.ps file. lf the program.ps file already exists, it is deleted and replaced, 
unless the noclobber option of the set built-in command is specified . 

For example, to view and save the output from a command to an existing file : 

ls -1 I tee -a program.ls 

This displays the standard output of ls -1 at the display device and at the same time appends a copy of it 
to the end of the program.ls file . 

The system displays information similar to the following, and the program.ls file contains the same 
information: 
-rw-rw-rw-
-rw-rw-rw-
-rw-rw-rw-

1 j ones 
1 jones 
1 j ones 

staff 2301 
staff 6317 
staff 5550 

Sep 19 
Aug 31 
Sep 10 

08:53 161414 
13:17 def.rpt 
14:13 try.doc 

See the tee command in the A/X 5L Versíon 5.2 Commands Reference for the complete syntax . 

Clearing Your Screen (clear Command) 

Vou can empty the screen of messages and keyboard input with the clear command. 

At the prompt, type: 

clear 

Press Enter. 

The system clears the screen and displays the prompt. 

Sending a Message to Standard Output (echo Command) 

Vou can display messages on the screen with the echo command . 

For example, to write a message to standard output, at the prompt, type: 
echo Please insert di skette 

Press Enter . 

The system displays the following : 

Please insert diskette ... 

For example, to use the echo command with pattern-matching characters, at the pro J)t, ty13e~ ..,- r , -
RCS r0 c .J LU - VI -
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echo The back-up files are: *.bak 

Press Enter . 

The system displays the message The back-up files are: followed by the file names in the current 
directory ending with . bak . 

Appending a Single Line of Text to a File (echo Command) 

You can add a single line of text to a file with the echo command, used with the append redirection 
operator. 

For example, at the prompt, type : 

echo Remember to backup mail files by end o f week .> 

>notes 

Press Enter. 

This adds the message Remember to backup ma i l files by end of week. to the end of the file notes . 

Copying Your Screen to a File (capture and script Commands) 

You can copy everything printed on your terminal to a file that you specify with the capture command, 
which emulates a VT1 00 terminal. 

You can use the script command to copy everything printed on your terminal to a file that you specify, 
without emulating a VT1 00 terminal. 

8oth commands are useful for printing records of terminal dialogs. 

For example, to capture the screen of a terminal while emulating a VT1 00, at the prompt, type: 

cap t ure screen .01 

Press Enter. 

The system displays information similar to the following: 

Capture command i s started . The file i s screen . 01 . 
Use AP t o dump screen to file sc reen.01. 
Vou are now emulating a vtlOO terminal. 
Press Any Key to continue . 

After entering data and dumping the screen contents, stop the capture command by pressing Ctri-D or 
typing exit and pressing Enter. The system displays information similar to the following: 

Capture command is complete . The file is screen.01. 
Vou are NO LONGER emulating a vt100 terminal . 

Use the cat command to display the contents of your file . 

For example, to capture the screen of a terminal, at the prompt, type: 

scri pt 

r----~--
Press Enter. 

The system displays information similar to the following: 

RQS nc 00 '2005 - C -
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Script command i s st ar t ed. The f ile is typesc ript . 

Everything displayed on the screen is now copied to the typescript file . 

To stop the script command, press Ctrl-0 o r type ex i t and press Ente r. The system displays information 
similar to the following : 

Scr i pt comma nd i s complete. The file i s t ypescript . 

Use the cat command to display the contents of your file . 

See the capture and script commands in the A/X 5L Version 5.2 Commands Reference for the complete 
syntax . 

Displaying Text in Large Letters on Your Screen (banner Command) 

The banner command displays ASCII characters to your screen in large letters. Each line in the output 
can be up to 1 O digits (o r uppercase o r lowercase characters) in length. 

For example, at the prompt, type: 

banne r GOODBYE! 

Press Enter . 

The system displays GOODBYE! in large letters on your screen . 

Command Summary for lnput and Output Redirection 

> 
< 

>> 

banner 
capture 
clear 
echo 
script 
tee 

"Redirecting Standard Output" on page 46 
"Redirecting Standard lnput" on page 47 
"Redirecting Output and Appending to a File" on page 46 
"Using Pipes and Filters" on page 49 
Writes ASCII character strings in large letters to standard output 
Allows terminal screens to be dumped to a file 
Clears the terminal screen 
Writes character strings to standard output 
Allows terminal input and output to be copied to a file 
Displays the standard output of a program and copies it into a file 

Related lnformation 
"Commands Overview" on page 26 

"Processes Overview" on page 35 

Chapter 12, "Shells" on page 139 

"Korn Shell or POSIX Shell Commands" on page 144 

"Bourne Shell" on page 184 

"C Shell" on page 200 

Chapter 7, "Files" on page 67 
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Chapter 6. File Systems and Directories 

File systems consist of groups of directories and the files within the directories. File systems are commonly 
represented as an inverted tree. The root directory, symbolized by the slash (/) symbol, defines a file 
system and appears at the top of a file system tree diagram. Directories branch downward from the root 
directory in the tree diagram and can contain bothfiles and subdirectories. Branching creates unique paths 
through the directory structure to every object in the file system . 

Collections of files are stored in directories. These collections of files are often related to each other; 
storing them in a structure of directories keeps them organized . 

A file is a collection of data that can be read from or written to. A file can be a program you create, text 
you write, data you acquire, or a device you use. Commands, printers, terminais, correspondence, and 
application programs are ali stored in files. This allows users to access diverse elements of the system in 
a uniform way and gives great flexibility to the file system . 

This chapter discusses the following: 

• "File Systems" 

- "File System Types" on page 54 

- "File System Structure" on page 54 

- "Displaying Available Space on a File System (df Command)" on page 55 

• "Directory Overview" on page 56 

- "Types of Directories" on page 56 

- "Directory Organization" on page 57 

- "Directory Naming Conventions" on page 57 

- "Directory Path Names" on page 57 

- "Directory Abbreviations" on page 58 

• "Directory-Handling Procedures" on page 58 

- "Creating a Directory (mkdir Command)" on page 59 

- "Moving or Renaming a Directory (mvdir Command)" on page 59 

- "Displaying the Current Directory (pwd Command)" on page 60 

- "Changing to Another Directory (cd Command)" on page 60 

- "Copying a Directory (cp Command)" on page 61 

- "Displaying Contents of a Directory (ls Command)" on page 61 

- "Deleting or Removing a Directory (rmdir Command)" on page 63 

- "Comparing the Contents of Directories (dircmp Command)" on page 63 

• "Command Summary for File Systems and Directories" on page 64 

File Systems 
A file system is a hierarchical structure (file tree) of files and directories. This type of structure resembles 
an inverted tree with the roots at the top and the branches at the bottom. This file tree uses directories to 
organize data and programs into groups, allowing the management of many directories and files at one 
time . 

Some tasks are performed more efficiently on a file system than on each directory within the file system. 
For example, you can back up, move, or secure an entire file system. 

© Copyright IBM Corp. 1997, 2002 
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The basic type of file system is called the Journaled File System (JFS). This file system uses databas€ · ~ -- · ·· ·· · 
journaling techniques to maintain its structural consistency. This prevents damage to the file system when 
the system is halted abnormally . 

Some of the most important system management tasks have to do with file systems, specifically: 

• Allocating space for file systems on logical volumes 

• Creating file systems 

• Making file system space available to system users 

• Monitoring file system space usage 

• Backing up file systems to guard against data loss if the system fails 

• Maintaining file systems in a consistent state 

These tasks should be performed by your system administrator . 

File System Types 
The operating system supports multiple file system types. These include: 

Journaled File System (JFS) 

Enhanced Journaled File System (JFS2) 

Network File System (NFS) 

CD-ROM File System (CDRFS) 

File System Structure 

The basic file system type, it supports the entire set of file 
system commands. 
The basic file system type, it supports the entire set of file 
system commands. 
A file system type that permits files residing on remote 
machines to be accessed as though they reside on the local 
machine. 
A file system type that allows the contents of a CD-ROM to be 
accessed through the normal file system interfaces (open, read, 
and close) . 

On standalone machines, the following file systems reside on the associated devices by default: 

/File System /De vice 

/dev/hd1 /h o me 

/dev/hd2 /usr 

/dev/hd3 /tmp 

/dev/hd4 /(root) 

/dev/hd9var /v ar 

/pro c /proc 

/dev/hd10opt /opt 

The file tree has the following characteristics: 

• Files that can be shared by machines of the same hardware architecture are located in the /usr file 
system. 

• Variable per-client files, for example, spool and mail files , are located in the /var file system. 

• The /(root) file system contains files and directories criticai for system operation. For example, it 
contains 

- A device directory (/dev) 

- Mount points where file systems can be mounted onto the root file system, for example, tnff.1í'S no 03 ?OC~ - CN -
CP,JII · COF\ lOS 
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The /home file system is the mount point for users' home directories . 

• For servers, the /export directory contains paging-space files, per-client (unshared) root file systems, 
dump, home, and /usr/share directories for diskless clients, as well as exported /usr directories . 

• The /proc file system contains information about the state of processes and threads in the system . 

• The /opt file system contains optional software, such as applications . 

The following list provides information about the contents of some of the subdirectories of the /(root) file 
system . 

/bin Symbolic link to lhe /usr/bin directory. 
/dev Contains device nodes for special files for local devices. The /dev directory contains special files for 

tape drives, printers, disk partitions, and terminais . 
/etc Contains configuration files that vary for each machine. Examples include: 

/export 
/h o me 

/lib 

/sbin 

/tmp 
lu 
/usr 

/v ar 

• /etc/hosts 

• /etc/passwd 
Contains the directories and files on a server that are for remate clients. 
Serves as a mount point for a file system containing user home directories. The /home file system 
contains per-user files and directories. 

In a standalone machine, a separate local file system is mounted over lhe /home directory. In a 
network, a server might contain user files that should be accessible from severa! machines. In this 
case, lhe server's copy of the /home directory is remotely mounted onto a local/home file system. 
Symbolic link to the /usr/lib directory, which contains architecture-independent libraries with names in 
lhe form lib*.a . 
Contains files needed to boot the machine and mount lhe /usr file system. Most of the commands used 
during booting come from the boot image's RAM disk file system; therefore, very few commands reside 
in the /sbin directory. 
Serves as a mount point for a file system that contains system-generated temporary files . 
Symbolic link to lhe /home directory. 
Serves as a mount point for a file system containing files that do no! change and can be shared by 
machines (such as executable programs and ASCII documentation) . 

Standalone machines mount a separate local file system over lhe /usr directory. Diskless and disk-poor 
machines mount a directory from a remate server over the /usr file system . 
Serves as a mount point for files that vary on each machine. The /var file system is configured as a file 
system because the files that it contains tend to grow. For example, it is a symbolic link to the /usr/tmp 
directory, which contains temporary work files . 

Displaying Available Space on a File System (df Command) 

You can use the df command to display information about total space and available space on a file 
system. The FileSystem parameter specifies the name of the device on which the file system resides, the 
directory on which the file system is mounted, or the relative path name of a file system. lf you do not 
specify the FileSystem parameter, the df command displays information for ali currently mounted file 
systems. lf a file or directory is specified, then the df command displays information for the file system on 
which it resides. 

Normally, the df command uses free counts contained in the superblock. Under certain exceptional 
conditions, these counts might be in error. For example, if a file system is being actively modified when the 
df command is running, the free count might not be accurate. 

See the df command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Note: On some remate file systems, such as Network File Systems (NFS), the columns reJ:>Fesenting the 
available space on the display are left blank if the serve r does not provide the imf<;> fi(ati,ô!Q.0 . ..:.1''5 - 1 
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The following are examples of how to use the df command: 

1. To display information about ali mounted file systems, type : 

df 

Press Enter . 

lf your system is configured so the /, /usr, /site, and /usr/venus directories reside in separate file 
systems, the output from the df command is similar to the following : 

Filesystem 512-blocks free %used Iused %Iused Mounted on 
/dev /hd4 20480 13780 32% 805 13% I 
/de v/hd2 385024 15772 95% 27715 28% / usr 
/dev/hd9var 40960 38988 4% 115 1% /var 
/ dev /hd3 20480 18972 7% 81 1% / tmp 
/dev/hd1 4096 3724 9% 44 4% /home 

2. To display available space on the file system in which your current directory resides , type : 

df . 

Press Enter. 

Directory Overview 
A directory is a unique type of file that contains only the information needed to access files or other 
directories. As a result, a directory occupies less space than other types of files. Directories enable you to 
group files and other directories, allowing you to organize the file system into a modular hierarchy and 
giving the file-system structure flexablilty and depth. Unlike other types of files, a special set of commands 
control directories . 

Directories contain directory entries. Each entry contains a file or subdirectory name and an index node 
reference number (i-node number). To increase speed and enhance use of disk space, the data in a file is 
stored at various locations in the memory of the computer. The i-node number contains the addresses 
used to locate ali the scattered blocks of data associated with a file. The i-node number also records other 
information about the file, including time of modification and access, access modes, number of links, file 
owner, and file type. lt is possible to link severa! names for a file to the same i-node number by creating 
directory entries with the In command . 

Because directories often contain information that should not be available to ali users of the system, 
directory access can be protected. By setting a directory's permissions, you can control who has access to 
the directory, also determining which users (if any) can alter information within the directory. See "File and • • • • 

~ Directory Access Modes" on page 119 for more information . 
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~ This section discusses: 

• "Types of Directories" 

• "Directory Organization" on page 57 

• "Directory Naming Conventions" on page 57 

• "Directory Path Names" on page 57 

• "Directory Abbreviations" on page 58 

• "Directory-Handling Procedures" on page 58 

Types of Directories 

Directories can be defined by the operating system, the system administrator, or users. The 
system-defined directories contain specific kinds of system files , such as commands. At the tog of the fije 
system hierarchy is the system-defined /(root) directory. The /(root) directory usually contains Ft_te3fR II <e~ing"-. r 

standard system-related directories: .CPMI · . Cv _,._ 
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Conlains special files for 110 devices . /de v 
/etc Contains files for system initialization and system management. 

Contains login direclories for lhe syslem users. 
--- ... .. 

/h orne 
/tmp 
/usr 
/usr/bin 

Contains files that are temporary and can be deleted in a specified number of days. 
Contains lhe lpp, include, and other syslem directories. 
Contains user-executable programs. 

Some directories, such as your login or home directory ($HOME), are defined and customized by the 
system administrator. When you log in to the operating system, the login directory is the current directory . 

Directories that you create are called user-defined directories. These directories help you organize and 
maintain your files . 

Directory Organization 

Directories contain files, subdirectories, or a combination of both. A subdirectory is a directory within a 
directory. The directory containing the subdirectory is called the parent directory. 

For the operating system to track and find directories, each directory has an entry for the parent directory 
in which it was created, .. (dot dot), and an entry for the directory itself, . (dot). In most directory listings, 
these files are hidden . 

Directory Tree 
The file system structure of directories can easily become complex. Attempt to keep the file and 
directory structure as simple as possible. Also, create files and directories with easily recognizable 
names. This makes working with files easier . 

Parent Directory 
Each directory, except for /(root), has one parent directory and can have zero or more child 
directories . 

Home Directory 
When you log in, the system puts you in a directory called your home directory or login directory. 
This directory is set up by the system administrator for each user. Your home directory is the 
repository for your personal files. Normally, directories that you create for your own use will be 
subdirectories of your home directory. To return to your home directory at any time, type the cd 
command and press Enter at the prompt. 

Working Directory 
Vou are always working within a directory. Whichever directory you are currently working in is 
called your current or working directory. The pwd (present working directory) command reports the 
name of your working directory. Use the cd command to change working directories . 

Directory Naming Conventions 

The name of each directory must be unique within the directory where it is stored. This ensures that the 
directory also has a unique path name in the file system. Directories follow the same naming conventions 
that files do, as explained in "File-Naming Conventions" on page 69 . 

Directory Path Names 

Each file and directory can be reached by a unique path , known as the path name, through the file system 
tree structure. The path name specifies the location of a directory or file within the file system . 

Note: Path names cannot exceed 1023 characters in length. 
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The file system uses the following kinds of path names: 

absolute path name Traces the path from the /(root) directory. Absolute path names always begin 
with the slash (/) symbol. 

relative path name Traces the path from the current directory through its parent or its 
subdirectories and files . 

An absolute path name represents the complete name of a directory or file from the /(root) directory 
downward. Regardless of where you are working in the file system, you can always find a directory or file 
by specifying its absolute path name. Absolute path names start with a slash (/), the symbol representing 
the root directory. The path name /A/D/9 is the absolute path name for 9. The first slash (/) represents the 
/(root) directory, which is the starting place for the search. The remainder of the path name directs the 
search to A, then to D, and finally to 9 . 

Two files named 9 can exist because the absolute path names to the files give each file a unique name 
within the file system. The path names /A/D/9 and /C/E/G/9 specify two unique files named 9. 

Unlike full path names, relative path names specify a directory or file based on the current working 
directory. For relative path names, you can use the notation dot dot ( .. ) to move upward in the file system 
hierarchy. The dot dot ( .. ) represents the parent directory. Because relative path names specify a path 
starting in the current directory, they do not begin with a slash (/) . Relative path names are used to specify 
the name of a file in the current directory or the path name of a file or directory above or below the levei of 
the current directory in the file system. lf D is the current directory, the relative path name for accessing 10 
is F/1 O, but the absolute path name is always /A/D/F/1 O. Also, the relative path name for accessing 3 is 
../ . ./8/3 . 

You can also represent the name of the current directory by using the notation dot (.). The dot (.) notation 
is commonly used when running programs that read the current directory name. 

Directory Abbreviations 

Abbreviations provide a convenient way to specifycertain directories. The following is a list of 
abbreviations . 

Abbreviation Meaning 
The current working directory . 
The directory above the current working directory (the parent directory) . 
Your home directory (this is not true for the Bourne shell. For more information, see 
"Bourne Shell" on page 184). 

$HOME Your home directory (this is true for ali shells). 

Directory-Handling Procedures 
You can work with directories and their contents in a variety of ways . 

The command and an example are presented for each of the following directory tasks: 

• "Creating a Directory (mkdir Command)" on page 59 

• "Moving or Renaming a Directory (mvdir Command)" on page 59 

• "Displaying the Current Directory (pwd Command)" on page 60 

• "Changing to Another Directory (cd Command)" on page 60 

• "Copying a Directory (cp Command)" on page 61 

• "Displaying Contents of a Directory (ls Command)" on page 61 

• "Deleting or Removing a Directory (rmdir Command)" on page 63 
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• "Comparing the Contents of Directories (dircmp Command)" on page 63 

Creating a Directory (mkdir Command) 

You can use the mkdir command to create one or more directories specified by the Directory parameter . 
Each new directory contains the standard entries dot (.) and dot dot ( .. ). You can specify the permissions 
for the new directories with the -m Mode flag . 

When you create a directory, it is created within the current, or working, directory unless you specify an 
absolute path name to another location in the file system . 

The following are examples of how to us the mkdir command: 

1. To create a new directory called Test in the current working directory with default permissions, type : 

mkdir Test 

Press Enter . 

2. To create a directory called Test with rwxr-xr-x permissions in a previously created 
/home/demo/sub1 directory, type: 

mkdir -m 755 /home/demo/subl/Test 

Press Enter . 

3. To create a directory called Test with default permissions in the /home/demo/sub2 directory, type: 
mkdir -p /home/demo/sub2/Test 

Press Enter . 

The -p flag creates the /home, /home/demo, and /home/demo/sub2 directories if they do not already 
exist. 

See the mkdir command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Moving or Renaming a Directory (mvdir Command) 

To move or rename a directory, use the mvdir command . 

For example, to move a directory, type: 

mvdir book manual 

Press Enter. 

This moves the book directory under the directory named manual, if the manual directory exists. 
Otherwise, the book directory is renamed to manual. 

For example, to move and rename a directory, type: 

mvdir book3 proj4/manual 

Press Enter. 

This moves the book3 directory to the directory named proj4 and renames proj4 to manual (if the 
manual directory did not previously exist) . 

See the mvdir command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 
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Displaying the Current Directory (pwd Command) 

You can use the pwd command to write to standard output the full path name of your current directory 
(from the /(root) directory). Ali directories are separated by a slash (/) . The /(root) directory is represented 
by the first slash (/) , and the last directory named is your current directory . 

For example, to display your current directory, type: 

pwd 

Press Enter. 

The full path name of your current directory displays similar to the following: 

/home/thomas 

Changing to Another Directory (cd Command) 

The cd command moves you from your present directory to another directory. You must have execute 
(search) permission in the specified directory. 

lf you do not specify a Directory parameter, the cd command moves you to your login directory ($HOME in 
the ksh and bsh environments, or $home in the csh environment). lf the specified directory name is a full 
path name, it becomes the current directory. A full path name begins with a slash (/) indicating the /(root) 
directory, a dot (.) indicating current directory, or a dot dot ( .. ) indicating parent directory. lf the directory 
name is not a full path name, the cd command searches for it relative to one of the paths specified by the 
$CDPATH shell variable (or $cdpath csh variable). This variable has the same syntax as, and similar 
semantics to, the $PATH shell variable (or $path csh variable) . 

The following are examples of how to use the cd command: 

1. To change to your home directory, type: 

cd 

Press Enter. 

2. To change to the /usr/include directory, type: 

cd /usr/include 

t PressEn~~ 
t 3. To go down one levei of the directory tree to the sys directory, type: 

a~ cd sys 

t Press Enter . 

• 
~ 

~ 

~ 

• 
~ 

lf the current directory is /usr/include and it contains a subdirectory named sys, then /usr/include/sys 
becomes the current directory. 

4. To go up one levei of the directory tree, type: 

cd . . 

Press Enter. 

The special file name, dot dot ( .. ), refers to the directory immediately above the current directory, its 
parent directory. 

See the cd command in the AIX SL Version 5.2 Commands Reference for the complete syntax. 
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Copying a Directory (cp Command) 

You can use the cp command to create a copy of the contents of the file or directory specified by the 
SourceFile or SourceOirectory parameters into the file or directory specified by the TargetFile or 
TargetDirectory parameters . lf the file specified as the TargetFile exists, the copy writes over the original 
contents of the file . lf you are copying more than one SourceFile, the target must be a directory . 

To place a copy of the SourceFile into a directory, specify a path to an existing directory for the 
TargetDirectory parameter. Files maintain their respective names when copied to a directory unless you 
specify a new file name at the end of the path. The cp command also copies entire directories into other 
directories if you specify the -r or -R flags . 

The following are examples of how to use the cp command. 

1. To copy ali the files in the /home/accounts/customers/orders directory to the 
/home/accounts/customers/shipments directory, type: 

cp /home/accounts/customers/orders/* /home/accounts/customers/shipments 

Press Enter. 

This copies only the files in orders directory into the shipments directory. 

2. To copy a directory, including ali its files and subdirectories, to another directory, type: 

cp -R /home/accounts/customers /home/accounts/vendors 

Press Enter . 

This copies the customers directory, including ali its files, subdirectories, and the files in those 
subdirectories, into the vendors directory . 

See the cp command in the A/X SL Version 5.2 Commands Reference for the complete syntax . 

Displaying Contents of a Directory (ls Command) 

You can display the contents of a directory by using the ls command . 

ls command 

The ls command writes to standard output the contents of each specified Directory or the name of each 
specified File, along with any other information you ask for with the flags. lf you do not specify a File or 
Directory, the ls command displays the contents of the current directory. 

By default, the ls command displays ali information in alphabetic arder by file name. lf the command is 
executed by a user with root authority, it uses the -A flag by default, listing ali entries except dot (.) and 
dot dot ( .. ). To show ali entries for files, including those that begin with a . (dot), use the ls -a command. 

You can format the output in the following ways: 

• List one entry per line, using the -1 flag . 

• List entries in multiple columns, by specifying either the -C or -x flag. The -C flag is the default format 
when output is to a tty. 

• List entries in a comma-separated series, by specifying the -m flag . 

To determine the number of character positions in the output line, the ls command uses the $COLUMNS 
environment variable. lf this variable is not set, the command reads the terminfo file . lf the ls command 
cannot determine the number of character positions by either of these methods, it uses a default value of 
80. 
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The information displayed with the -e and -1 flags is interpreted as follows: 

The first charactor may be one of the following: 

d Entry is a directory . 
b Entry is a block special file. 
c Entry is a character special file. 
I Entry is a symbolic link . 
p Entry is a first-in , first-out (FIFO) pipe special file. 
s Entry is a local socket. 

Entry is an ordinary file . 

The next nine characters are divided into three sets of three characters each. The first three characters 
show the owner's permission. The next set of three characters shows the permission of the other users in 
the group. The last set of three characters shows the permission of anyone else with access to the file . 
The three characters in each set show read, write, and execute permission of the file . Execute permission 
of a directory lets you search a directory for a specified file . 

Permissions are indicated as follows: 

Read permission granted 
Only the directory owner or the file owner can delete or rename a file within that directory, even if others have 
write permission to the directory. 

w Write (edit) permission granted 
x Execute (search) permission granted 

Corresponding permission not granted. 

The information displayed with the -e flag is the same as with the -1 flag, except for the addition o f an 11th 
character, interpreted as follows: 

+ lndicates a file has extended security information. For example, the file might have extended ACL, TCB, or TP 
attributes in the mode. 
lndicates a file does not have extended security information . 

When the size of the files in a directory are listed, the ls command displays a total count of blocks, 
including indirect blocks. 

1 ~For example , to list ali files in the current directory, type: 

ls -a 
I 

Press Enter. 

This lists ali files , including 

• dot (.) 

• dot dot ( .. ) 

• Other files whose names might or might not begin with a dot (.) 

For example, to display detailed information, type: 

1 s -1 chapl . profil e 

Press Enter. 

This displays a long listing with detailed information about chap1 and .profile. 
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For example, to display detailed information about a directory, type: 

l s -d -1 . manual manual/chapl 

Press Enter. 

This displays a long listing for the directories . and manual, and for the file manual/chap1 . Without the -d 
flag, this would list the files in the . and manual directories instead of the detailed information about the 
directories themselves . 

See the ls command in the AIX 5L Version 5.2 Commands Reference for the complete syntax . 

Deleting or Removing a Directory (rmdir Command) 

You can use the rmdir command to remove the directory, specified by the Directory parameter, from the 
system. The directory must be empty (it can only contain . and .. ) before you can remove it, and you must 
have write permission in its parent directory. Use the ls -a Directory command to check whether the 
directory is empty . 

The following are examples of how to use the rmdir command: 

1. To empty and remove a directory, type: 

rm mydir/ • mydir/. • 
rmdir mydir 

Press Enter. 

This removes the contents of mydir, then removes the empty directory. The rm command displays an 
errar message about trying to remove the directories dot (.) and dot dot ( .. ), and then the rmdir 
command removes them and the directory itself . 

Note: rm mydir/* mydir/.* first removes files with names that do not begin with a dot, and then 
removes those with names that do begin with a dot. You might not realize that the directory 
contains file names that begin with a dot because the Js command does not normally list them 
unless you use the -a flag. 

2. To remove the /tmp/jones/demo/mydir directory and ali the directories beneath it, type: 

cd /tmp 
rmdir -p jones/demo/mydir 

Press Enter. 

This removes the jones/demo/mydir directory from the /tmp directory. lf a directory is not empty or 
you do not have write permission to it when it is to be removed, the command terminates with 
appropriate errar messages. 

See the rmdir command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Comparing the Contents of Directories (dircmp Command) 

You can use the dircmp command to compare two directories specified by the Directory1 and Directory2 
parameters and write information about their contents to standard output. First, the dircmp command 
compares the file names in each directory. lf the same file name is contained in both, the dircmp 
command compares the contents of both files . 

In the output, the dircmp command lists the files unique to each directory. lt then lists the files with 
identical names in both directories, but with different contents. lf no flag is specified , it also lists files that 
have identical contents as well as identical names in both directories. G 
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The following are examples of how to use the dircmp command: 

1. To summarize the differences between the files in the proj.ver1 and proj.ver2 directories, type: 

dircmp proj.verl proj.ver2 

Press Enter . 

This displays a summary of the differences between the proj.ver1 and proj.ver2 directories. The 
summary lists separately the files found only in one directory or the other, and those found in both . lf a 
file is found in both directories , the dircmp command notes whether the two copies are identical. 

2. To show the details of the differences between the files in the proj.ver1 and proj.ver2 directories, 
type: 

dircmp -d -s proj.verl proj .ver2 

Press Enter. 

The -s flag suppresses information about identical files . The -d flag displays a diff listing for each of 
the differing files found in both directories. 

See the dircmp command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Command Summary for File Systems and Directories 

File Systems 

df Reports informalion aboul space on file syslems. 

Directory Abbreviations 

$HOME 

The currenl working direclory. 
The direclory above lhe currenl working direclory (lhe parenl direclory). 
Your home direclory (lhis is nol lrue for lhe Bourne shell. For more informalion, see "Bourne 
Shell" on page 184 ). 
Your home directory (lhis is lrue for ali shells). 

Directory Handling Procedures 

I «J cd 
I cp 

Changes lhe current directory. 
Copies files or direclories. 

dircmp 
ls 
mkdir 
mvdir 
pwd 
rmdir 

Compares two directories and the conlenls of lheir common files. 
Displays lhe contenls of a direclory. 
Creales one or more new direclories. 
Moves (renames) a direclory. 
Displays the palh name of the working direclory. 
Removes a direclory. 

Related lnformation 
"Commands Overview" on page 26 

"Processes Overview'' on page 35 

Chapter 5, "lnput and Output Redirection" on page 45 
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"File Systems" on page 53 

"Directory Overview" on page 56 

Chapter 7, "Files" on page 67 

"Linking Files and Directories" on page 82 

Chapter 9, "Backup Files and Storage Media" on page 103 

Chapter 1 O, "File and System Security" on page 117 
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Chapter 7. Files 

Files are used for ali input and output (1/0) of information in the operating system. To standardize access 
to both software and hardware. lnput occurs when the contents of a file is modified or written to . Output 
occurs when the contents of one file is read or transferred to another file. For example, to create a printed 
copy of a file, the system reads the information from the text file and writes that information to the file 
representing the printer . 

This chapter discusses the following: 

• "Types of Files" on page 68 

- "File-Naming Conventions" on page 69 

- "File Path Names" on page 69 

- "Pattern Matching with Wildcards and Metacharacters" on page 69 

- "Pattern Matching versus Regular Expressions" on page 70 

• "File Handling Procedures" on page 71 

- "Deleting Files (rm Command)" on page 71 

- "Moving and Renaming Files (mv Command)" on page 72 

- "Copying Files (cp Command)" on page 72 

- "Finding Files (find Command)" on page 74 

- "Displaying the File Type (file Command)" on page 75 

- "Displaying File Contents (pg, more, page, and cat Commands)" on page 75 

- "Finding Text Strings Within Files (grep Command)" on page 76 

- "Sorting Text Files (sort Command)" on page 77 

- "Comparing Files (diff Command)" on page 78 

- "Counting Words, Lines, and Bytes in Files (wc Command)" on page 78 

- "Displaying the First Lines of Files (head Command)" on page 79 

- "Displaying the Last Lines of Files (tail Command)" on page 79 

- "Cutting Sections of Text Files (cut Command)" on page 80 

- "Pasting Sections of Text Files (paste Command)" on page 80 

- "Numbering Lines in Text Files (nl Command)" on page 81 

- "Removing Columns in Text Files (colrm Command)" on page 81 

• "Linking Files and Directories" on page 82 

- "Types of Links" on page 82 

- "Linking Files (In Command)" on page 83 

- "Removing Linked Files" on page 84 

• "DOS Files" on page 84 

- "Copying DOS Files to Base Operating System Files" on page 84 

- "Copying Base Operating System Files to DOS Files" on page 85 

- "Deleting DOS Files" on page 85 

- "Listing Contents of a DOS Directory" on page 85 

• "Command Summary for Files" on page 86 

© Copyright IBM Corp. 1997, 2002 
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Types of Files 
The following basic types of files exist: 

regular 
directory 
special 

Stores data (text, binary, and executable) 
Contains information used to access other files 
Defines a F/FO (first-in, first-out) pipe file or a physical device 

Ali file types recognized by the system fali into one of these categories. However, the operating system 
uses many variations of these basic types . 

Regular Files 

Regular files are the most common files and are used to contain data. Regular files are in the form of text 
files or binary files: 

Text Files 
Text files are regular files that contain information stored in ASCII and readable by the user. You can 
display and print these files. The lines of a text file must not contain NUL characters, and nane can 
exceed {LINE_MAX} bytes in length, including the new-line character . 

The term text file does not prevent the inclusion of contrai or other nonprintable characters (other than 
NUL). Therefore, standard utilities that list text files as inputs or outputs are either able to process the 
special characters or they explicitly describe their limitations within their individual sections . 

Binary Files 
Binary files are regular files that contain information readable by the computar. Binary files might be 
executable files that instruct the system to accomplish a job. Commands and programs are stored in 
executable, binary files. Special compiling programs translate ASCII text into binary code . 

Text and binary files differ only in that text files have lines of less than {LINE_MAX} bytes, with no NUL 
characters, each terminated by a newline character . 

Directory Files 

Directory files contain information that the system needs to access ali types of files, but directory files do 
not contain the actual file data. As a result, directories occupy less space than a regular file and give the 
file system structure flexibility and depth. Each directory entry represents either a file or a subdirectory. 
Each entry contains the name of the file and the file 's index node reference number (i-node number) . The 
i-node number points to the unique index nade assigned to the file. The i-nade number describes the 
location of the data associated with the file . Directories are created and controlled by a separata set of 
commands. 

Special Files 

Special files define devices for the system or temporary files created by processes. The basic types of 
special files are FIFO (first-in, first-out) , block, and character. FIFO files are also called pipes. Pipes are 
created by one process to temporarily allow communication with another process. These files cease to 
exist when the first process finishes. Block and character files define devices. 

Every file has a set of permissions (called access modes) that determine who can read, modify, or execute 
the file. 

To learn more about file access modes, see "File and Directory Access Modes" on page 119 . 
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File-Naming Conventions 

The name of each file must be unique within the directory where it is stored. This ensures that the file also 
has a unique path name in the file system. File-naming guidelines are: 

• A file name can be up to 255 characters long and can contain letters, numbers, and underscores . 

• The operating system is case-sensitive, which means it distinguishes between uppercase and lowercase 
letters in file names. Therefore, FI LEA, Fi Lea, and fi l ea are three distinct file names, even if they reside 
in the same directory. 

• File names should be as descriptive and meaningful as possible . 

• Directories follow the same naming conventions as files . 

• Certain characters have special meaning to the operating system. Avoid using these charactors when 
you are naming files. These characters include the following: 

/\"' *; - ? []() ~ ! $ {} < > # @ & ! 

• A file name is hidden from a normal directory listing if it begins with a dot (.). When the ls command is 
entered with the -a flag, the hidden files are listed along with regular files and directories . 

File Path Names 
The path name for each file and directory in the file system consists of the names of every directory that 
precedes it in the tree structure. 

Because ali paths in a file system originate from the /(root) directory, each file in the file system has a 
unique relationship to the root directory, known as the absolute path name. Absoluta path names begin 
with the slash (/) symbol. For example, the absoluta path name of file h could be/8/C/h. Notice that two 
files named h can exist in the system. Because the absoluta paths to the two files are different, /8/h and 
/8/C/h , each file named h has a unique name within the system. Every component of a path name is a 
directory except the final component. The final component of a path name can be a file name . 

Note: Path names cannot exceed 1023 characters in length . 

Pattern Matching with Wildcards and Metacharacters 
Wildcard characters provida a convenient way for specifying multiple file or directory names with one 
character. The wildcard characters are asterisk (*) and question mark (?) . The metacharacters are open 
and close square brackets ([]) , hyphen (-), and exclamation mark (!) . 

Using the * Wildcard Charactor 

Use the asterisk (*) to match any sequence or string of characters. The (*) indicates any characters, 
including no characters. For example, if you have the following files in your directory: 

ltest 2test afil el afile2 bfilel file filei f i le10 file2 file3 

and you want to reter to only the files that begin with file , you would use: 

fi l e* 

The files selected would be: file fi 1 el fil el0 fil e2 fil e3 

To reter to only the files that contain the word file, you would use: 

*fil e* 

The files selected would be: a fi 1 el afil e2 bfil el file fil el fi 1 elO f i 1 e2 fi 1 e3 
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Using the ? Wildcard Charactor 
Use the ? to match any one character. The ? indicates any single character. 

To reter to only the files that start with file and end with a single character, use : 
file ? 

The files se/ected would be: fi l el fi l e2 fi l e3 

To reter to only the files that start with file and end with any two characters, use: 
file ?? 

The file selected would be: fi l elO 

Using [ ] Shell Metacharacters 

Metacharacters offer another type of wildcard notation by enclosing the desired characters within [ ]. lt is 
like using the ?, but it allows you to choose specific characters to be matched. The [] also allow you to 
specify a range of values using the hyphen (-).To specify ali the letters in the alphabet, use [[:alpha:]]. To 
specify ali the /owercase letters in the alphabet, use [[:lower:]]. 

To refer to only the files that end in 1 or 2, use: 

*fi 1 e [12] 

The files se/ected wou/d be: afilel afile2 filel file2 

To reter to only the files that start with any number, use: 

[0123456789] * or [0-9]* 

The files selected would be: ltest 2test 

To reter to only the files that do not begin with an a, use: 

[!a] * 

The files se/ected wou/d be: 1 test 2test bfi l el file fi l el fi l e10 fi l e2 fi l e3 

Pattern Matching versus Regular Expressions 
Regular expressions allow you to select specific strings from a set of character strings. The use of regular 
expressions is generally associated with text processing. 

Regular expressions can represent a wide variety of possible strings. While many regular expressions can 
be interpreted differently depending on the current loca/e, internationalization features provide for 
contextua/ invariance across locales. 

See the examples in the following comparison between File Matching Patterns and Regular Expressions: 

Pattern Match;ng 

* 
? 

[!a] 

[abc] 

[[:alpha :]] 

Regular Express;on 

* 

[A a] 

[abc] 

[[:alpha :]] 

See the awk command in the A/X 5L Version 5.2 Commands Reference for the exact syntax . 
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File Handling Procedures 

There are many ways to work with the files on your system. Usually you create a text file with a text editor. 
The common editors in the UNIX environment are vi and ed. Because severa! text editors are available , 
you can choose to edit with the editor you feel comfortable with. 

You can also create files by using input and output redirection, as described in "Chapter 5, "lnput and 
Output Redirection" on page 45" . You can send the output of a command to a new file or append it to an 
existing file . 

Atter creating and modifying files, you might have to copy or move files from one directory to another, 
rename files to distinguish different versions of a file, or give different names to the same file. You might 
also need to create directories when working on different projects. 

Also, you might need to delete certain files . Your directory can quickly get cluttered with files that contain 
old or useless information. To release storage space on your system, ensure that you delete files that are 
no longer needed. 

This section discusses the following: 

• "Deleting Files (rm Command)" 

• "Moving and Renaming Files (mv Command)" on page 72 

• "Copying Files (cp Command)" on page 72 

• "Finding Files (find Command)" on page 74 

• "Displaying the File Type (file Command)" on page 75 

• "Displaying File Contents (pg, more, page, and cat Commands)" on page 75 

• "Finding Text Strings Within Files (grep Command)" on page 76 

• "Sorting Text Files (sort Command)" on page 77 

• "Comparing Files (diff Command)" on page 78 

• "Counting Words, Lines, and Bytes in Files (wc Command)" on page 78 

• "Displaying the First Lines of Files (head Command)" on page 79 

• "Displaying the Last Lines of Files (tail Command)" on page 79 

• "Cutting Sections of Text Files (cut Command)" on page 80 

• "Pasting Sections of Text Files (paste Command)" on page 80 

• "Numbering Lines in Text Files (nl Command)" on page 81 

• "Removing Columns in Text Files (colrm Command)" on page 81 

Deleting Files (rm Command) 

When you no longer need a file, you can remove it with the rm command. The rm command removes the 
entries for a specified file , group of files , or certain select files from a list within a directory. User 
confirmation, read permission, and write permission are not required before a file is removed when you 
use the rm command. However, you must have write permission for the directory containing that file . 

The following are examples of how to use the rm command: 

1. To delete the file named myfile, type: 

rm myfile 

Press Enter. 

2. To delete ali the files in the mydir directory, one by one, type: 

rm -i mydi r /* 
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Press Enter. 

After each file name displays, type y and press Enter to delete the file. Or to keep the file, just press 
Ente r . 

See the rm command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Moving and Renaming Files (mv Command) 

To move files and directories from one directory to another or rename a file or directory, use the mv 
command. lf you move a file or directory to a new directory without specifying a new name, it retains its 
original name . 

Attention: The mv command can overwrite many existing files unless you specify the -i flag. The -i flag 
prompts you to confirm before it overwrites a file. The -f flag does not prompt you. lf both the -f and -i 
flags are specified in combination, the last flag specified takes precedence. 

Moving Files with mv Command 
The following are examples of how to use the mv command: 

1. To move a file to another directory and give it a new name, type: 
mv intro manual/chapl 

Press Enter. 

This moves the introfile to the manual/chap1 directory. The name intro is removed from the current 
directory, and the same file appears as chap1 in the manual directory . 

2. To move a file to another directory, keeping the same name, type: 

mv chap3 manual 

Press Enter. 

This moves chap3 to manual/chap3 . 

Renaming Files with mv Command 
You can use the mv command to change the name of a file without moving it to another directory . 

To rename a file , type: 

mv appendix apndx.a 

Press Enter . 

This renames the appendixfile to apndx.a. lf a file named apndx.a already exists, its old contents are 
replaced with those of the appendix file . 

See the mv command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Copying Files (cp Command) 

You can use the cp command to create a copy of the contents of the file or directory specified by the 
SourceFile or SourceDirectory parameters into the file or directory specified by the TargetFile or 
TargetDirectory parameters. lf the file specified as the TargetFile exists, the copy writes over the original 
contents of the file without warning. lf you are copying more than one SourceFile, the target must be a 
directory . 
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lf a file with the same name exists at the new destination, the copied file overwrites the file at the n~w. 
destination . Therefore, it is a good practice to assign a new name for the copy of the file to ensure thal·a ·. 
file of the same name does not exist in the destination directory . 

To place a copy of the SourceFile into a directory, specify a path to an existing directory for the 
TargetDirectory parameter. Files maintain their respective names when copied to a directory unless you 
specify a new file name at the end of the path. The cp command also copies entire directories into other 
directories if you specify the -r or -R flags. 

You can also copy special-device files using the -R flag. Specifying -R causes the special files to be 
re-created under the new path name. Specifying the -r flag causes the cp command to attempt to copy the 
special files to regular files . 

The following are examples of how to use the cp command: 

1. To make a copy of a file in the current directory, type: 

cp prog.c prog.bak 

Press Enter. 

This copies prog.c to prog.bak. lf the prog.bak file does not already exist, then the cp command 
creates it. lf it does exist, then the cp command replaces it with a copy of the prog.c file . 

2. To copy a file in your current directory into another directory, type: 
cp jones /home/nick/clients 

Press Enter . 

This copies the jones file to /home/nicklclients/jones. 

3. To copy ali the files in a directory to a new directory, type: 

cp /home/janet/clients/* /home/nick/customers 

Press Enter. 

This copies only the files in the clients directory to the customers directory . 

4. To copy a specific set of files to another directory, type: 

cp jones lewis smith /home/nick/clients 

Press Enter. 

This copies the jones, lewis, and smith files in your current working directory to the 
/home/nick/clients directory. 

5. To use pattern-matching characters to copy files, type: 

cp programs/* .C 

Press Enter . 

This copies the files in the programs directory that end with . c to the current directory, indicated by 
the single dot (.). You must type a space between the c and the final dot. 

See the cp command in the A/X 5L Version 5.2 Commands Reference for the exact syntax . 
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Finding Files {find Command) 

You can use the find command to recursively searche the directory tree for each specified Path, seeking 
files that match a Boolean expression written using the terms given in the following text. The output from 
the find command depends on the terms specified by the Expression parameter. 

The following are examples of how to use the find command: 

1. To list ali files in the file system with the name .profile, type: 

f ind I -name .profile 

Press Enter. 

This searches the entire file system and writes the complete path names of ali files named . pro fi 1 e . 
The slash (/) tells the find command to search the /(root) directory and ali of its subdirectories . 

To save time, limit the search by specifying the directories where you think the files might be . 

2. To list files having a specific permission code of 0600 in the current directory tree, type: 
fi nd . -perm 0600 

Press Enter. 

This lists the names of the files that have only owner-read and owner-write permission. The dot (.) telis 
the find command to search the current directory and its subdirectories. For an explanation of 
permission codes, see the chmod command. 

3. To search several directories for files with certain permission codes, type: 

find manual cl i ents proposals -perm -0600 

Press Enter . 

This lists the names of the files that have owner-read and owner-write permission and possibly other 
permissions. The manual, clients, and proposals directories and their subdirectories are searched. In 
the previous example, -perm 0600 selects only files with permission codes that match 0600 exactly. In 
this example, -perm -0600 selects files with permission codes that aliow the accesses indicated by 
0600 and other accesses above the 0600 levei. This also matches the permission codes 0622 and 
2744 . 

4. To list ali files in the current directory that have been changed during the current 24-hour period, type : 

fin d . -c time I 

Press Enter . 

5. To search for regular files with multiple links, type : 

f i nd . -type f -lin ks +1 

Press Enter. 

This lists the names of the ordinary files (-type f) that have more than one link (-links +1) . 

Note: Every directory has at least two links: the entry in its parent directory and its own . (dot) entry . 
For more information on multiple file links, see the In command. 

6. To search for ali files that are exactly 414 bytes in length, type: 

fi nd . -size 414c 

Press Enter. 
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See the find command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Displaying the File Type (file Command) 

You can use the file command to read the files specified by the File or -f FileList parameter, perform a 
series of tests on each one. The command attempt to classify the files by type. The command then writes 
the file types to standard output. 

lf a file appears to be ASCII, the file command examines the first 512 bytes and determines its language. 
lf a file does not appear to be ASCII , the file command further attempts to determine whether it is a binary 
data file or a text file that contains extended characters . 

lf the File parameter specifies an executable or object module file and the version number is greater than 
O, the file command displays the version stamp. 

The file command uses the /etc/magic file to identify files that have a magic number, that is, any file 
containing a numeric or string constant that indicates the type . 

The following are examples of how to use the file command: 

1. To display the type of information the file named myfile contains, type: 
file myfile 

Press Enter. 

This displays the file type of myfile (such as directory, data, ASCII text, C-program source, and 
archive) . 

2. To display the type of each file named in the filenames.lstfile, which contains a list of file names, type: 

file -f filenames.lst 

Press Enter . 

This displays the type of each file named in the filenames.lst file. Each file name must display on a 
separate line. 

3. To create the filenames.lst file , so that it contains ali the file names in the current directory, type: 

ls > filenames.lst 

Press Enter. 

Edit the filenames file as desired. 

See the file command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Displaying File Contents (pg, more, page, and cat Commands) 

The pg, more, and page commands allow you to view the contents of a file and contrai the speed at 
which your files are displayed. You can also use the cat command to display the contents of one or more 
files on your screen. Combining the cat command with the pg command allows you to read the contents 
of a file one full screen at a time. 

You can also display the contents of files by using input and output redirection. See Chapter 5, "lnput and 
Output Redirection" on page 45 for more details on input and output redirection . 

I . 2 --Doe: ------



pg Command 

The pg command reads the file names from the File parameter and writes them to standard output one 
screen ata time. lf you specify hyphen (-) as the File parameter, or run the pg command without options, 
the pg command reads standard input. Each screen is followed by a prompt. lf you press the Enter key, 
another screen displays. Subcommands used with the pg command let you review something that has 
already passed. 

For example, to look at the contents of the file myfi 1 e one page at a time, type: 

pg myfile 

Press Enter. 

See the pg command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

more or page Command 

The more or page command displays continuous text one screen at a time. lt pauses after each screen 
and prints the filename and percent completed (for example, myfi l e (7%)) at the bottom of the screen. lf 
you then press the Enter key, the more command displays an additional line. lf you press the spacebar, 
the more command displays another screen of text. 

Note: On some terminal models, the more command clears the screen, instead of scrolling, before 
displaying the next screen of text. 

For example, to view a file named myfi 1 e, type: 

more myfi l e 

Press Enter. 

Press the spacebar to view the next screen. 

See the more command in theA/X 5L Version 5.2 Commands Reference for the complete syntax. 

cat Command 

The cat command reads each File parameter in sequence and writes it to standard output. 

For example, to display the contents of the file notes, type: 

cat notes 

Press Enter. lf the file is more than 24 lines long, some of it scrolls off the screen. To list a file one page at 
a time, use the pg command. 

For example, to display the contents of the files notes, notes2 , and notes3, type: 

cat notes notes2 notes3 

Press Enter. 

See the cat command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Finding Text Strings Within Files (grep Command) 

The grep command searches for the pattern specified by the Pattern parameter and writes each matching 
line to standard output. 
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---:i\:; The foliowing are examples o f how to use the grep command: _ ·· \ 

1. To search in a file named pgm.s for a pattern that contains some of the pattern-matching characters -*, 
1\, ?, [, ], \ (, \), \{, and \}, in this case, lines starting with any lowercase or uppercase letter, type : 
grep "A[a- zA -Z]" pgm.s 

Press Enter. 

This displays ali lines in the pgm.s file that begin with a letter. 

2. To display ali lines in a file named sorte that do not match a pattern, type: 

grep -v bubble sort.c 

Press Enter. 

This displays ali lines that do not contain the word bubble in the sort.c file . 

3. To display lines in the output of the ls command that match the string staff, type: 

ls -1 I grep staff 

Press Enter. 

See the grep command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Sorting Text Files (sort Command) 

You can use the sort command to alphabetize or sequence lines in the files specified by the File 
parameters and writes the result to standard output. lf the File parameter specifies more than one file, the 
sort command concatenates the files and alphabetizes them as one file . 

Note: The sort command is case-sensitive and orders uppercase letters before lowercase (this is 
dependent on the locale) . 

In the foliowing examples, the contents of the file named names are: 

marta 
denise 
joyce 
endri ca 
melanie 

and the contents of the file named states are: 

texas 
colorado 
ohio 

1. To display the sorted contents of the file named names, type: 

sort names 

Press Enter . 

The system displays information similar to the foliowing: 

denise 
endrica 
joyce 
marta 
melanie 

2. To display the sorted contents of the names and states files , type: 

sort names states 
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Press Enter. 

The system displays information similar to the following: 

co lorado 
denise 
endri c a 
joyce 
marta 
me l anie 
oh io 
texas 

3. To replace the original contents of the file named names with its sorted contents, type: 
sort -o names names 

Press Enter. 

This replaces the contents of the names file with the same data but in sorted arder . 

See the sort command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Comparing Files (diff Command) 

You can use the diff command to compare text files. lt can compare single files or the contents of 
directories . 

When the diff command is run on regular files, and when it compares text files in different directories, the 
diff command tells which lines must be changed in the files so that they match . 

The following are examples of how to use the diff command: 

1 . To compare two files, type: 

diff chapl.bak chapl 

Press Enter . 

This displays the differences between the chap1.bak and chap1 files . 

2. To compare two files while ignoring differences in the amount of white space, type: 

diff -w prog . c. bak prog.c 

Press Enter. lf the two files differ only in the number of spaces and tabs between words, the diff -w 
command considers the files to be the same. 

See the diff command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Counting Words, Unes, and Bytes in Files (wc Command) 

By default, the wc command counts the number of lines, words, and bytes in the files specified by the File 
parameter. lf a file is not specified for the File parameter, standard input is used. The command writes the 
results to standard output and keeps a total count for ali named files . lf flags are specified, the ordering of 
the flags determines the ordering of the output. A word is defined as a string of characters delimited by 
spaces, tabs, or newline characters . 

When files are specified on the command line, their names are printed along with the counts. 

For example, to display the line, word, and byte counts of the file named chapl, type : 

wc chapl 
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Press Enter. This displays the number of lines, words, and bytes in the chapl file . 

For example, to display only byte and word counts, type: 

wc -cw chap* 

Press Enter. This displays the number of bytes and words in each file where the name starts with chap, 
and displays the totais. 

See the wc command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Displaying the First Unes of Files (head Command) 

The head command writes to standard output the first few lines of each of the specified files or of the 
standard input. lf no flag is specified with the head command, the first 1 O I ines are displayed by default. 

For example, to display the first tive lines of the Test file, type : 

head -5 Test 

Press Enter. 

See the head command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Displaying the Last Unes of Files {tail Command) 

The tail command writes the file specified by the File parameter to standard output beginning at a 
specified point. 

For example, to display the last 1 O lines of the notes file, type: 

ta i l notes 

Press Enter. 

For example, to specify the number of lines to start reading from the end of the notes file, type: 

tail -20 notes 

Press Enter. 

For example, to display the notes file one page at a time , beginning with the 200th byte, type: 

tail -c +200 notes I pg 

Press Enter. 

For example, to follow the growth of the file named accounts , type: 

ta i l - f accounts 

Press Ente r. This displays the last 1 O lines of the accounts file. The tail command continues to display 
lines as they are added to the accounts file. The display continues until you press the (Ctri-C) key 
sequence to stop the display. 

See the tail command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 
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Cutting Sections of Text Files (cut Command) 

To write selected bytes, characters, or fields from each line of a file to standard output, use the cut 
command. 

For example, to display several fields of each line of a file, type: 

cut -fl,S -d: /etc/passwd 

Press Enter. This displays the login name and full user name fields of the system password file . These are 
the first and fifth fields ( -fl, 5) separated by colons ( -d: ). 

For example, if the /etc/passwd file looks like this: 

su: * :O :O:User with special privileges:/:/usr/bin/sh 
daemon: *:1:1: :/etc: 
bin: *:2 :2: :/usr/bin: 
sys: *: 3:3::/usr/src: 
adm: *:4:4 :System Administrator : /var/adm:/usr/bin/sh 
pierre :* :200:200 : Pierre Harper:/home/pierre:/usr/bin/sh 
joan: *:202:200 :Joan Brown:/home/joan:/usr/bin/sh 

the cut command produces: 

su:User with special privileges 
daemon : 
bin: 
sys: 

~ adm:System Administrator 
pierre:Pierre Harper 
joan:Joan Brown 

(J 

See the cut command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Pasting Sections of Text Files (paste Command) 

The paste command merges the lines of up to 12 files into one file . 

For example, if you have a file named names that contains the following text: 

rachel 
jerry 
mark 
linda 
scott 

another file named p laces that contains the following text: 

New York 
Austin 
Chicago 
Boca Raton 
Seattle 

and another file named dates that contains the following text: 

February 5 
March 13 
June 21 
Jul y 16 
November 4 

To paste the text of the files names , places, and dates together, type: 

pas te names places dat es > npd 
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Press Enter. This creates a file named npd that contains the data from the names file in one column, the· 
places file in another, and the dates file in a third. The npd file now contains the following: 

rac hel New York February 5 
jerry Austin March 13 
mark Chicago June 21 
linda Boca Raton July 16 
scot t Seattl e November 4 

A tab character separates the name, place, and date on each line. These columns do not align, because 
the tab stops are set at every eighth column. 

For example, to separate the columns with a character other than a tab, type : 

paste -d"!@" names places dates> npd 

Press Ente r. This alternates ! and @ as the column separators. lf the names, p laces, and dates files are 
the same as in example 1, then the npd file contains the following : 
rachel !New York@February 5 
jerry!Austin@March 13 
mark!Chicago@June 21 
linda!Boca Raton@Ju1y 16 
scott!Seatt1e@November 4 

For example, to list the current directory in four columns , type: 

1 s I paste - - - -

Press Enter. Each hyphen (-) tells the paste command to create a column containing data read from the 
standard input. The first line is put in the first column, the second line in the second column, and so on . 

See the paste command in the A/X 5L Version 5.2 Commands Reference for the exact syntax . 

Numbering Lines in Text Files (nl Command) 

The nl command reads the specified file (standard input by default), numbers the lines in the input, and 
writes the numbered lines to standard output. 

For example, to number only the nonblank lines, type: 

n 1 chap1 

Press Enter. This displays a numbered listing of chapl, numbering only the nonblank lines in the body 
sections . 

For example, to number ali lines, type: 
n1 -ba chapl 

Press Enter. This numbers ali the lines in the file named chapl, including blank lines . 

See the nl command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Removing Columns in Text Files (colrm Command) 

The colrm command removes specified columns from a file . lnput is taken from standard input. Output is 
sent to standard output. 

lf the command is called with one parameter, the columns of each line from the specified column to the 
last column are removed. lf the command is called with two parameters, the columns from the first 
specified column to the second specified column are removed . ~, ~ -
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Note: Column numbering starts with column 1. 

, . - ' 
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For example, to remove columns from the text. fi l file , type: 

co lrm 6 < text .fil 

· ....... ,_ 

Press Enter. 

lf text. fi l contains : 

123456789 

then the colrm command displays: 

12345 

See the colrm command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Linking Files and Directories 

Links are connections between a file name and an index node reference number (i-nade number), the 
internai representation of a file . Because directory entries contain file names paired with i-node numbers, 
every directory entry is a link. The i-nade number actually identifies the file, not the file name. By using 
links, any i-node number or file can be known by many different names. 

For example , i-nade number 798 contains a memo regarding June sales in the Omaha office. Presently, 
the directory entry for this memo is as follows: 

i-node Number File Name 
798 memo 

Because this information relates to information stored in the sal es and orna h a directories, linking is used to 
share the information where it is needed. Using the In command, links are created to these directories. 
Now the file has three file names as follows: 

i-node Number File Name 
798 memo 
798 sales/june 
798 omaha/junesales 

When you use the pg or cat command to view the contents of any of the three file names, the same 
information is displayed. lf you edit the contents of the i-node number from any of the three file names, the 
contents of the data displayed by ali of the file names will reflect any changes. 

Types of Links 

Links are created with the In command and are of the following types: 

hard link 

symbolic link 

Allows access to the data of a file from a new file name. Hard links ensure lhe existence of a file . 
When the last hard link is removed, the i-nade number and its data are deleted. Hard links can be 
created only between files that are in the same file system. 
Allows access to data in other file systems from a new file name. The symbolic link is a special 
type of file that contains a path name. When a process encounters a symbolic link, lhe process 
may search that path. Symbolic links do not protect a file from deletion from the file system . 
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Note: The use r who creates a file retains ownership of that file no matter how many links are \ .. , · ~. · 
created. Only the owner of the file or the root user can set the access mode for that file. However> -· ·-· 
changes can be made to the file from a linked file name with the proper access mode. 

A file or directory exists as long as there is one hard link to the i-node number for that file. In the long 
listing displayed by the ls -1 command, the number of hard links to each file and subdirectory is given. Ali 
hard links are treated equally by the operating system regardless of which link was created first. 

Linking Files (In Command) 

Linking files with the In command is a convenient way to work with the same data in more than one place. 
Links are created by giving alternate names to the original file . The use of links allows a large file , such as 
a database or mailing list, to be shared by severa! users without making copies of that file . Not only do 
links save disk space, but changes made to one file are automatically reflected in ali the linked files. 

The In command links the file designated in the SourceFile parameter to the file designated by the 
TargetFile parameter or to the same file name in another directory specified by the TargetDirectory 
parameter. By default, the In command creates hard links. To use the In command to create symbolic 
links, designate the -s flag. 

lf you are linking a file to a new name, you can list only one file . lf you are linking to a directory, you can 
list more than one file. 

The TargetFile parameter is optional. lf you do not designate a target file, the In command creates a file in 
your current directory. The new file inherits the name of the file designated in the SourceFile parameter. 

Note: You cannot link files across file systems without using the -s flag. 

For example, to create another link to a file named chapl, type: 

ln -f chapl intro 

Press Ente r. This links chap 1 to the new name, i nt ro. When the -f flag is used, the file name i nt ro is 
created if it does not already exist. I f i nt ro does exist, the file is replaced by a link to chap 1. Then both the 
chapl and i nt ro file names will reter to the same file. Any changes made to one file also appear in the 
other. 

For example, to link a file named i ndex to the same name in another directory named ma nua 1, type: 

ln index manual 

Press Enter. This links i ndex to the new name, ma nua 1 li ndex. 

For example, to link severa! files to names in another directory, type: 

ln chap2 jim/chap3 /home/manual 

Press Enter. This Jinks chap2 to the new name /home/manua 1 I chap2 and j i m/ chap3 to /home/manua 1 I chap3 . 

For example, to use the In command with pattern-matching characters, type: 

ln manual/* , 

Note: You must type a space between the asterisk and the period. 

Press Enter. This links ali files in the ma nua 1 directory into the current directory, dot (.), giving them the 
same names they have in the manual directory. 

For example, to create a symbolic link, type: 
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ln -s /tmp/toc toe 

Press Enter. This creates the symbolic link, toe , in the current directory. The toe file points to the /tmp/toe 
file. lf the /tmp/toe file exists, the cat toe command lists its contents. 

To achieve identical results without designating the TargetFile parameter, type: 

ln -s /tmp/toc 

Press Enter. 

See the In command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Removing Linked Files 

The rm command removes the link from the file name that you indicate. When one of several hard-linked 
file names is deleted, the file is not completely deleted because it remains under the other name. When 
the last link to an i-node number is removed, the data is removed as well. The i-node number is then 
available for reuse by the system. 

See the rm command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

DOS Files 

The AIX operating system allows you to work with DOS files on your system. Copy to a diskette the DOS 
files you want to work with. Your system can read these files into a base operating system directory in the 
correct format and back onto the diskette in DOS format. 

Note: The wildcard characters * and ? (asterisk and question mark) do not work correctly with the 
commands discussed in this section (although they do with the base operating system shell) . lf you 
do not specify a file name extension, the file name is matched as if you had specified a blank 
extension . 

Copying DOS Files to Base Operating System Files 

The dosread command copies the specified DOS file to the specified base operating system file . 

Note: DOS file-naming conventions are used with one exception. Because the backslash (\) 
character can have special meaning to the base operating system, use a slash (/) character as the 
delimitar to specify subdirectory names in a DOS path name . 

For example , to copy a text file named ehapl. doe from a DOS diskette to the base operating file system, 
type: 

dosread -a chapl.doc chapl 

Press Enter. This copies the DOS text file \CHAP1.DOC on the /dev/fdO default device to the base 
operating system file chap1 in the current directory. 

For example , to copy a binary file from a DOS diskette to the base operating file system, type: 

dosread -0/dev/fdO /survey/test.dta /home/fran/testdata 

Press Enter. This copies the \SURVEY\TEST.DTADOS data file on /dev/fd1 to the base operating system 
file /home/fran/testdata . 

See the dosread command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 
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Copying Base Operating System Files to DOS Files ....... ..... . 

The doswrite command copies the specified base operating system file to the specified DOS file . 

Note: DOS file-naming conventions are used with one exception. Because the backslash (\) 
character can have special meaning to the base operating system, use a slash (/) character as the 
delimiter to specify subdirectory names in a DOS path name . 

For example , to copy a text file named chapl from the base operating file system to a DOS diskette, type: 
doswr i te -a cha pl chapl.doc 

Press Enter. This copies the base operating system file chapl in the current directory to the DOS text file 
\CHAPl. DOC on /dev/fdO . 

For example, to copy a binary file named /survey/test.dta from the base operating file system to a DOS 
diskette, type: 

do swrite -D/ dev/ fd0 /home/fran/testdata / survey/t es t.dta 

Press Enter. This copies the base operating system data file /home/fran/testdata to the DOS file 
\SURVEY\ TEST. DTA on /dev/fd1 . 

See the doswrite command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Deleting DOS Files 

The dosdel command deletes the specified DOS file . 

Note: DOS file-naming conventions are used with one exception. Because the backslash (\) 
character can have special meaning to the base operating system, use a slash (/) character as the 
delimiter to specify subdirectory names in a DOS path name . 

The dosdel command converts lowercase characters in the file or directory name to uppercase before it 
checks the disk. Because ali file names are assumed to be full (not relative) path names, you need not 
add the initial slash (/) . 

For example, to delete a DOS file named file. ext on the default device {/dev/fdO), type: 

dos de 1 f ile. ext 

Press Enter. 

See the dosdel command in the A/X 5L Version 5.2 Commands Reference for the completet syntax . 

Listing Contents of a DOS Directory 

The dosdir command displays information about the specified DOS files or directories. 

Note: DOS file-naming conventions are used with one exception. Because the backslash (\) 
character can have special meaning to the base operating system, use a slash (/) character as the 
delimiter to specify subdirectory names in a DOS path name. 

The dosdir command converts lowercase characters in the file or directory name to uppercase before it 
checks the disk. Because ali file names are assumed to be full (not relative) path names, you need not 
add the initial I (slash). 
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For example, to read a directory of the DOS files on /dev/fdO, type: 

dosdi r 

Press Enter. The command returns the names of the files and disk-space information, similar to the 
following . 

PG3 -25.TXT 
PG4-25. TXT 
PG5-25.TXT 
PG6-25.TXT 
Free space: 312320 bytes 

See the dosdir command in the A/X SL Version 5.2 Commands Reference for the complete syntax. 

Command Summary for Files 

? 
[ ] 

Wildcard, matches any characters . 
Wildcard, matches any single character. 
Metacharacters, matches enclosed characters. 

File-Handling Procedures 

cat 
cmp 
colrm 
cp 
cut 
diff 
file 
find 
grep 
head 
more 
mv 
nl 
pg 
rm 
paste 
page 

Concatenates or displays files 
Compares two files 
Extracts columns from a file 
Copies files 
Writes out selected bytes, characters, or fields from each line of a file 
Compares text files 
Determines the file type 
Finds files with a matching expression 
Searches a file for a pattern 
Displays lhe first few lines or bytes of a file or files 
Displays continuous text one screen at a time on a display screen 
Moves files 
Numbers lines in a file 
Formats files to the display 
Removes (unlinks) files or directories 
Merges the lines of several files or subsequent lines in one file 
Displays continuous text one screen at a time on a display screen 

-. 

sort Sorts files, merges files that are already sorted, and checks files to determine if they have been 
sorted 

tail 
wc 

Writes a file to standard output, beginning at a specified point 
Counts the number of lines, words, and bytes in a file 

~~ - ... -~ · .. 

• Linking Files and Directories 

• 
• 

In 

• DOS Files 

dosdel 
dosdir 
dosread 
doswrite 

Links files and directories 

Deletes DOS files 
Lists the directory for DOS files 
Copies DOS files to Base Operating System files 
Copies Base Operating System files to DOS files 
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Related lnformation 
"Commands Overview" on page 26 

"Processes Overview" on page 35 

Chapter 5, "lnput and Output Redirection" on page 45 

Chapter 12, "Shells" on page 139 

"File Systems" on page 53 

"Directory Overview" on page 56 

Chapter 7, "Files" on page 67 

"Linking Files and Directories" on page 82 

Chapter 8, "Printers, Print Jobs, and Queues" on page 89 

Chapter 9, "Backup Files and Storage Media" on page 103 

Chapter 1 O, "File and System Security" on page 117 
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Chapter 8. Printers, Print Jobs, and Queues 

Depending on the printer, you can contrai the appearance and characteristics of the final output. The 
printers need not be located in the same area as the system unit and the system console . A printer can be 
attached directly to a local system, or a print job can be sent over a network to a remate system. 

To handle print jobs with maximum efficiency, the system places each job into a queue to await printer 
availability. The system can save output from one or more files in the queue. As the printer produces the 
output from one file, the system processes the next job in the queue. This process continues until each job 
in the queue has been printed. 

For detailed information about printers, print jobs, and queues, see the A/X 5L Version 5.2 Guide to 
Printers and Printing. 

This chapter discusses the following chapters: 

• "Printer Terminology" 

• "Starting a Print Job (qprt Command)" on page 91 

• "Canceling a Print Job (qcan Command)" on page 94 

• "Checking Print Job Status (qchk Command)" on page 95 

• "Printer Status Conditions" on page 96 

• "Prioritizing a Print Job (qpri Command)" on page 96 

• "Holding and Releasing a Print Job (qhld Command)" on page 97 

• "Moving a Print Job to Another Print Queue (qmov Command)" on page 98 

• "Formatting Files for Printing (pr Command)" on page 99 

• "Printing ASCII Files on a PostScript Printer" on page 1 00 

• "Automating the Conversion of ASCII to PostScript" on page 101 

• "Overriding Automatic Determination of Print File Types" on page 1 02 

• "Command Summary for Printers, Print Jobs, and Queues" on page 1 02 

• "Related lnformation" on page 1 02 

Printer Terminology 
The following describes terms commonly used with printing. 

Local Printers 

When a printer is attached to a node or host, the printer is referred to as a local printer. 

Print Job 

A print job is a unit of work to be run on a printer. A print job can consist of printing one o r more 
files, depending on how the print job is requested. The system assigns a unique job number to 
each job it runs. 

Print Spooler 

The spooler used for printing is not specifically a print job spooler. lnstead, it provides a generic 
spooling function that can be used for queuing various types of jobs, including print jobs queued to 
a printer. 

The spooler does not normally know what type of job it is queuing. When the system administrator 
defines a spooler queue, the purpose of the queue is defined by the spooler backend program that 
is specified for the queue. For example, if the spooler backend program is the piobe command 
(the printer 1/0 backend), the queue is a print queue. Likewise, if the spooler backend program is 
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a compiler, the queue is for compile jobs. When the spooler's qdaemon command selects a job ~~ \ ..::;..~ 
from a spooler queue, it runs the job by invoking the backend program specified by the sys.tern 1 tY'r-· 
administrator when the queue was defined. ~v 

The main spooler command is the enq command. Although you can invoke this command dire~Úy · __ .. ~ . 
to queue a print job, the following front-end commands are defined for submitting a print job: the 
lp, lpr, and qprt commands. A print request issued by one of these commands is first passed to 
the enq program, which then places the information about the file in the queue for the qdaemon 
to process . 

Printer Backend 

The printer backend is a collection of programs called by the spooler's qdaemon command to 
manage a print job that is queued for printing. The printer backend performs the following 
functions: 

• Receives from the qdaemon command a list of one or more files to be printed 

• Uses printer and formatting attribute values from the database, overridden by flags entered on 
the command line 

• lnitializes the printer before printing a file 

• Runs filters as necessary to convert the print-data stream to a format supported by the printer 

• Provides filters for simple formatting of ASCII documents 

• Provides support for printing national language characters 

• Passes the filtered print-data stream to the printer device driver 

• Generates header and trailer pages 

• Generates multiple copies 

• Reports paper out, intervention required, and printer errar conditions 

• Reports problems detected by the filters 

• Cleans up after a print job is canceled 

• Provides a print environment that a system administrator can customize to address specific 
printing needs 

qdaemon 

Queue 

The qdaemon is a process that runs in the background and contrais the queues. lt is generally 
started when the system is turned on. 

The queue is where you direct a print job. lt is a stanza in the /etc/qconfig file whose name is the 
name of the queue and points to the associated queue device. The following is a sample listing: 
Msal: 

devi c e ; l pO 

In the previous example, Msal is the queue name, and 1 p0 is the device name. 

Queue Device 

The queue device is the stanza in the /etc/qconfig file that normally follows the local queue 
stanza. lt specifies the /dev file (printer device) that should be printed to and the backend that 
should be used. Following is a sample listing: 

lpO : 
file; /dev/lpO 
header ; never 
trailer; never 
access ; both 
backend ; /usr/lpd/piobe 
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In the previous output, 1 p0 is the device name and the rest of the !ines define how the devi.ce is. \ 0 
- • 

used. • 

Note: There can be more than one queue device associated with a single queue . 

Real Printer 

A real printer is the printer hardware attached to a serial or parallel port at a unique hardware 
device address. The printer device driver in the kernel communicates with the printer hardware 
and provides an interface between the printer hardware and a virtual printer, but it is not aware of 
the concept of virtual printers . 

Remate Printers 

A remate print system allows nodes that are not directly linked to a printer to have printer access . 
To use remate printing facilities , the individual nades must be connected to a network using the 
Transmission Control Protocol/lnternet Protocol (TCP/IP) and must support the required TCP/IP 
applications . 

Virtual Printer 

A virtual printer is a set of attributes that define a specific software view of a real printer. This view 
of the virtual printer refers only to the high-level data stream (such as ASCII or PostScript) that the 
printer understands. lt does not include any information about how the printer hardware is attached 
to the host computer or about the protocol used for transferring bytes of data to and from the 
printer. Virtual printers are defined by the system manager . 

Starting a Print Job (qprt Command) 

To request a print job, use the qprt Command or the smit Command. For more information, see"Using the 
qprt Command" on page 92 and "Using the smit Command" on page 94. When using these commands, 
specify the following: 

• Name of the file to print 

• Print queue name 

• Name of the output bin 

• Number of copies to print 

• Whether to make a copy of the file on the remate host 

• Whether to erase the file after printing 

• Whether to send notification of the job status 

• Whether to send notification of the job status by the system mail 

• Burst status 

• User name for "Delivery To" label 

• Console acknowledgment message for remate print 

• File acknowledgment message for remate print 

• Priority levei 

Prerequisites 
Before yu start a print job, ensure the following : 

• For local print jobs, the printer must be physically attached to your system. 

• For remate print jobs, your system must be configured to communicate with the remate print seNer. 
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Using the qprt Command 

The qprt command creates and queues a print job to print the file you specify. lf you specify more than 
one file, ali the files together make up one print job. These files are printed in the order specified on the 
command line . 

Betore you can print a file , you must have read access to it. To remove a file after it has printed, you must 
have write access to the directory that contains the file . 

The most commonly used flags of the qprt command is as follows: 

-b Number 

-8 Va/ue 

-e Option 

-E Option 

-f FilterType 

-i Number 

Specifies lhe bottom margin. The bottom margin is lhe number of blank lines to be left 
at lhe bottom of each page. 
Specifies whether burst pages (continuous-form pages separated at perforations) 
should be printed. The Va/ue variable consists of a two-character string. The first 
character applies to header pages. The second character applies to trailer pages . 
Each of the two characters can be one of the following : 

a 

n 

g 

Always prints the (header or trailer) page for each file in each print job. 

Never prints the (header or trailer) page. 

Prints the (header or trailer) page once for each print job (group of files). 

For example, the -8 ga flag specifies that a header page be printed at the beginning 
of each print job and that a trailer page be printed after each file in each print job. 

Note: In a remote print environment, lhe default is determined by lhe remote 
queue on lhe server. 

Specifies whether emphasized print is wanted. 

+ lndicates emphasized print is wanted. 

lndicates emphasized print is not wanted. 
Specifies whether double-high print is wanted. 

+ lndicates double-high print is wanted. 

lndicates double-high print is not wanted. 
A one-character identifier that specifies a filter through which your print file or files are 
to be passed before being sent to lhe printer. The available filter identifiers are p, 
which invokes lhe pr filter, and n, which processes output from the troff command. 
Causes each line to be indented lhe specified number of spaces. The Number variable 
must be included in the page width specified by the -w flag. 
Specifies whether condensed print is wanted. 

+ lndicates condensed print is wanted. 

~ -K Option 

-1 Number 

-L Option 

-N Number 

lndicales condensed prinl is nol wanled. 
Sets lhe page length to lhe specified number of lines. I f the Number variable is O, 
page lenglh is ignored, and lhe output is considered to be one continuous page. The 
page length includes the top and bottom margins and indicates lhe printable length of 
lhe paper. 
Specifies whelher lines wider lhan lhe page widlh should be wrapped to lhe next line 
or lruncaled ai lhe righl margin. 

+ lndicates that long lines should wrap to lhe next line. 

lndicates that long lines should no! wrap but instead should be truncated at 
lhe right margin. 

Specifies lhe number of copies to be printed. lf lhis flag is nol specified, one copy is 
prinled. 
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-p Number 

-P Queue[: QueueOevice] 

-Q Value 

-t Number 

-w Number 

-W Option 

-z Va/ue 

-= OutputBin 

-# Value 

Sets the pitch to Number characters per inch. Typical values for Number are 1 O and 
12. The actual pitch of the characters printed is also affected by the values for the -K 
(condensed) flag and the -W (double-wide) flag. 
Specifies the print queue name and the optional queue device name. lf this flag is not 
specified, the default printer is assumed . 
Specifies paper size for the print job. The Value for paper size is printer-dependent. 
Typical values are: 1 for letter-size paper, 2 for legal, and so on. Consult your printer 
manual for the values assigned to specific paper sizes . 
Specifies the top margin . The top margin is the number of blank lines to be left at the 
top of each page. 
Sets the page width to the number of characters specified by the Number variable. 
The page width must include the number of indention spaces specified with the -i flag . 
Specifies whether double-wide print is wanted. 

+ lndicates double-wide print is wanted . 

lndicates double-wide print is not wanted . 
Rotates page printer output the number of quarter-turns clockwise as specified by the 
Value variable. The length (-1) and width (-w) values are automatically adjusted 
accordingly. 

O Portrait 

1 Landscape right 

2 Portrait upside-down 

3 Landscape left 
Specifies the output bin destination for a print job. The possible values are listed 
below. However, the valid output bins are printer-dependent. 

O Top printer bin 

1-49 High Capacity Output (HCO) bins 1 - 49 

49 Printer-specific output bins 
Specifies a special function. 

Displays the job number for the specified print job . 

h Queues the print job, but puts it in the HELD state until it is released again. 

v Validates the specified printer backend flag values. This validation is useful in 
checking for illegal flag values at the time of submitting a print job. lf the 
validation is not specified, an incorrect flag value will stop the print job later 
when the job is actually being processed . 

For example, to request the myfile file to be printed on the first available printer configured for the default 
print queue using default values, type: 

qprt myfile 

For example, to request the file somefile to be printed on a specific queue using specific flag values and 
to validate the flag values at the time of print job submission, type: 

qprt -f p -e+ -Pfastest - # v somefile 

This passes the somefile file through the pr filter command (the -f p flag) and prints it using emphasized 
mode (the -e + flag) on the first available printer configured for the queue named fastest (the -Pfastest 
flag) . 

For example, to print myfile on legal-size paper, type: 

qprt -QZ myfile 
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For example, to print three copies of each of the new.index.c, print.index.c, and more.c files at the print 
queue Msp1, type: 
qprt -PMsp l -N 3 new.index.c print.index. c more.c 

For example, to print three copies o f the concatenation of the files new. i ndex . c, pri nt. i ndex. c, and 
more. c, type: 

cat new. index. c print . index . c more .c I qprt -PMspl -N 3 

Note: The AIX operating system also supports the BSD UNIX print command (lpr) and the System V 
UNIX print command (lp). See the lpr and lp commands in the A/X 5L Version 5.2 Commands 
Reference for the complete syntax. 

See the qprt command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Using the smit Command 

You can also issue the qprt command with smit. At the prompt, type: 
smit qprt 

Press Enter . 

Canceling a Print Job (qcan Command) 

You can cancel any job in the print queue by using the qcan Command or the smit Command. When you 
cancel a print job, you are prompted to provide the name of the print queue where the job resides and the 
job number to be canceled . 

This procedure applies to both local and remate print jobs . 

Prerequisites 
• For local print jobs, the printer must be physically attached to your system . 

• For remate print jobs, your system must be configured to communicate with the remate print server . 

Using the qcan Command 
The qcan command cancels either a particular job number in a local or remate print queue, or ali jobs in a 
local print queue. To determine the job number, type the qchk command. 

The common format of the qcan command is as follows: 

qcan -PQueueName -x JobNumber 

For example, to cancel job number 123 on whichever printer the job is on, type: 

qcan -x 123 

For example, to cancel ali jobs queued on printer 1 pO, type: 

qcan -X -PlpO 

Note: The AIX operating system also supports the BSD UNIX cancel print command (lprm) and the 
System V UNIX cancel print command (cancel) . See the lprm and cancel commands in the A/X 5L 
Version 5.2 Commands Reference for more information and the exact syntax. 
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Using the smit Command 
To cancel a print job using SMIT, type: 

smit qcan 

See the qcan command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Checking Print Job Status (qchk Command) 

To display the current status information for specified job numbers, queues, printers, or users, you can use 
the Web-based System Manager Fast Path, qchk Command, or the smit Command. 

Prerequisites 
• For local print jobs, the printer must be physically attached to your system . 

• For remate print jobs, your system must be configured to communicate with the remate print server . 

Web-based System Manager Fast Path 
To check the status of a print job using the Web-based System Manager fast path , type: 

wsm printers 

In the Printer Queues container, select the print job, then use the menus to check its status . 

Using the qchk Command 
You can use the qchk command to display the current status information regarding specified print jobs, 
print queues, or users. 

The common format of the qchk command is: 

qchk -P QueueName -# JobNumber -u OwnerName 

See the qchk command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

The following are examples of howto use the qchk command: 

1. To display the default print queue, type: 

qchk -q 

Press Enter. 

2. To display the long status of ali queues until ali queued jobs are complete, while updating the screen 
every 5 seconds, type: 

qchk -A -L -w 5 

To return to the command prompt, type AC. 

3. To display the status for print queue 1 pO, type: 

qchk -P lpO 

Press Enter. 

4. To display the status for job number 123, type: 

qchk - # 123 

Press Enter. 

5. To check the status of ali jobs in ali queues, type: 

qchk -A 
~()'"'" I r r~ \ ~v•• lJv,/ - J -
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Note: The AIX operating system also supports the BSD UNIX check print queue command (lpq) and the· · . 
System V UNIX check print queue command (lpstat) . 

See the lpq and lpstat commands in the A/X 5L Version 5.2 Commands Reference for the complete 
syntax . 

Using the smit Command 
To check a print job's status using SMIT, type: 

smit qchk 

Printer Status Conditions 

Some of the status conditions that a print queue can have are as follows: 

DEV_BUSY 

DEV_WAIT 

DOWN 

HELD 

QUEUED 
READY 
RUNNING 

lndicates that: 

• More than one queue is defined to a printer device (lpO), and another queue is currently using 
lhe printer device. 

• qdaemon attempted to use lhe printer port device (lpO), but another application is currently 
using that printer device. 

To recover from a DEV _BUSY, wait until lhe queue o r application has released lhe printer device 
or cancel lhe job or process that is using lhe printer port . 
lndicates that lhe queue is waiting on lhe printer because lhe printer is offline, out of paper, 
jammed, or lhe cable is loose, bad, or wired incorrectly . 

To recover from a DEV_WAIT, correct lhe problem that caused it to wait. Sometimes, lhe jobs 
have to be removed from the queue before the problem can be corrected. 
A queue will usually go in to a DOWN state after it h as been in lhe DEV _ WAIT state. This 
situation occurs when the printer device driver cannot tell if the printer is there due to absence of 
correct signallng. However, some printers might not have the capability to signal the queuing 
system that it is offline, and instead signals that it is off. 11 the printer device signals ar appears to 
be off, the queue will go into the DOWN state. 

To recover from a DOWN state, correct the problem that has brought lhe queue down and have 
lhe system administrator bring the queue back up. The queue must be manually brought up 
before it can be used again. 
Specifies that a print job is held. The print job will not be processed by the spooler until it is 
released . 
Specifies that a print file is queued and is waiting in line to be printed. 
Specifies that everything involved with lhe queue is ready to queue and print a job. 
Specifies that a print file is printing. 

Prioritizing a Print Job (qpri Command) 

To change the priority of a print job, use the qpri Command or smit Command. You can only assign job 
priority on local queues. Higher values indicate a higher priority for the print job. The default priority is 15 . 
The maximum priority for most user print jobs is 20. However, print jobs from users with root user authority 
or members of the printq group (group O) can recieve a priority of 30 . 

Note: You cannot assign priority to a remote print job. 

Prerequisites 
• For local print jobs, the printer must be physically attached to your system . 

• For remote print jobs, your system must be configured to communicate with the remote print server. 
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Using the qpri Command(qpri Command) 
The qpri command reassigns the priority of a print job that you submitted. lf you have root user authority 
or belong to the printq group, you can assign priority to any job while it is in the print queue . 

The basic format of the qpri command is: 

qpr i - # Jo bNumber -a Pri or itylevel 

For example, to change job number 123 to priority number 18, type: 

qpr i - # 123 -a 18 

For example , to prioritize a local print job as it is submitted, type: 

qp r t -PQueueName -R Prio ri tylevel FileName 

See the qpri command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Using the smit Command 
To change the priority of a print job using SMIT, type : 

smi t qpr i 

Holding and Releasing a Print Job (qhld Command) 

After you have sent a print job to a print queue, you can put the print job on hold by using the Web-Based 
System Manager Fast Path, the qhld Command, or the smit Command. "Web-based System Manager 
Fast Path", the "Using the qhld Command", or the "Using the smit Command" on page 98. Vou can 
use the same commands to later release the print job for printing. 

Prerequisites 
• For local print jobs, the printer must be physically attached to your system . 

• For remate print jobs, your system must be configured to communicate with the remate print server. 

Web-based System Manager Fast Path 
To hold or release a print job using the Web-based System Manager fast path , type: 

wsm pr i nters 

In the Printer Queues container, select the print job, then use the menus to put it on hold or to release it 
for printing. 

Using the qhld Command 
The qhld command puts a print job on hold after you have sent it. Vou can either put a particular print job 
on hold, or you can hold ali the print jobs on a specified print queue. To determine the print job number, 
type the qchk command. 

The common format of the qhld command is: 
qhl d [ - r ] { [ - #JobNumber ] [ -PQueue ] [ -uUser ] } 

See the qhld command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

The following are examples of how to use the qhld command: 

1. To hold job number 452 on whichever print queue the job is on , type : 

qhl d - #452 
,...-
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Press Enter. 

2. To hold ali jobs queued on print queue hp2, type : 

qhld - Php2 

Press Enter. 

3. To release job number 452 on whichever print queue the job is on , type: 

qhld - #452 - r 

Press Enter . 

4. To release ali jobs queued on print queue hp2, type : 

qhld -Php2 - r 

Press Enter . 

Using the smit Command 
To hold or release a print job using SMIT, type : 

smit qhld 

Moving a Print Job to Another Print Queue (qmov Command) 

After you have sent a print job to a print queue, you might want to move the print job to another print 
queue. You can move it with the qmov command or the smit command . 

Prerequisites 
• For local print jobs, the printer must be physicaliy attached to your system. 

• For remote print jobs, your system must be configured to communicate with the remote print server . 

Using the qmov Command 
You can either move a particular print job, or you can move ali the print jobs on a specified print queue or 
ali the print jobs sent by a specified user. To determine the print job number, type the qchk command. 

The common format of the qmov command is: 

qmov -mNewQueue { [ -#JobNumber ] [ -PQueue ] [ -uUser ] } 

See the qmov command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

The foliowing are examples of how to use the qmov command: 

1. To move job number 288 to print queue hp2, type: 

qmov -mhp2 -#280 

Press Enter. 

2. To move ali print jobs on print queue hp4D to print queue hp2, type: 

qmov -mhp2 -Php4D 

Using the smit Command 
To move a print job using SMIT, type: 

smit qmov 
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Formatting Files for Printing (pr Command) 

The pr command performs simple formatting of the files you sent to be printed . Pipe the output of the pr 
command to the qprt command to formal your text. 

Some useful pr command flags are as follows: 

-d 
-h "String' 

-1 Unes 

-m 

-n ( Width][ Charactet'j 

-o Offset 

-sCharacter 

-t 

-w Width 

-Co/umn 

+Page 

Double-spaces the output. 
Displays the specified string, enclosed in quotation marks (" ") , instead of the file name as 
the page header. The flag and string should be separated by a space. 
Overrides the 66-line default and resets the page length to the number of lines specified by 
the Lines variable. lf the Lines value is smaller than the sum of both lhe header and trailer 
depths (in lines) , the header and trailer are suppressed (as if the -t flag were in effect). 
Merges files . Standard output is formatted so that lhe pr command writes one line from each 
file specified by a File variable, side by side into text columns of equal fixed widths, based on 
the number of column positions. Do not use this flag with the -Column flag. 
Provides line numbering based on the number of digits specified by the Width variable. The 
default is 5 digits. lf the Character (any non-digit character) variable is specified, it is 
appended to the line number to separate it from what follows on the line. The default 
character separator is the ASCII TAB character. 
lndents each line by the number of character positions specified by the Offset variable. The 
total number of character positions per line is lhe sum of lhe width and offset. The default 
value of Offset is O. 
Separates columns by lhe single character specified by the Character variable instead of by 
the appropriate number of spaces. The default value for Character is an ASCII TAB 
character. 
Does not display the five-line identifying header and the five-line footer. Stops after the last 
line of each file without spacing to the end of the page. 
Sets the number of column positions per line to the value specified by the Width variable. 
The default value is 72 for equal-width multicolumn output. There is no limit otherwise. lf the 
-w flag is not specified and lhe-s flag is specified, the default width is 512 column positions. 
Sets lhe number of columns to the value specified by the Column variable. The default value 
is 1. Do not use his option with the -m flag. The -e and -i flags are assumed for multicolumn 
output. A text column should never exceed the length of the page (see the -1 flag) . When this 
flag is used with the -t flag , use the minimum number of lines to write the output. 
Begins the display with the page number specified by the Page variable. The default value is 
1. 

For example, to print a file named prog.cwith headings and page numbers, type : 

pr prog.c I qprt 

Press Enter. 

The pr Command , by default, adds page headings and page numbers to prog.c and sends it to the qprt 
command. The heading consists of the date the file was last modified, the file name, and the page 
number. 

For example, to specify a title for a file named prog.c , type: 

pr -h "MAIN PROGRAM" prog . c I qprt 

Press Enter. 

This prints prog.c with the title MAIN PROGRAM in place of the file name. The modification date and page 
number are still printed . 

For example, to print a file named word.lst in multiple columns, type: 
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pr -3 word. l st I qprt 

Press Enter. 

This prints the word.lst file in three vertical columns. 

For example, to print severa! files side by side on the paper: 

pr -m -h "Members and Visitors" member.lst visitor.lst I qprt 

This printsmember.lst and visitor.lst side by side with the title Members and Vis i tors . 

For example, to modify a file named prog. c for !ater use, type: 

pr -t -e prog . c > prog . notab.c 

Press Enter. 

This replaces tab characters in prog. c with spaces and puts the result in prog. notab. c. Tab positions are 
at columns 9, 17, 25, 33, and so on. The -e flag tells the pr command to replace the tab characters; the -t 
flag suppresses the page headings. 

For example , to print a file named myfi l e in two columns, in landscape, and in 7-point text, type: 

pr -166 -w172 -2 myfile I qprt -zl -p7 

Press Enter . 

See the pr command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Printing ASCII Files on a PostScript Printer 

The Text Formatting System includes the enscript filter for converting ASCII print files to PostScript for 
printing on a PostScript printer. The qprt -da command calls this filter when a print job is submitted to a 
PostScript print queue . 

Prerequisites 
• The printer must be physically attached to your system . 

• The printer must be configured and defined. 

• The transcript portion of Text Formatting Services must be installed. 

You might specify the following flags with the qprt command to customize the output when submitting 
ASCII files to a PostScript print queue. 

-1+ 
-2+ 
-3+ 

-4+ 
-5+ 

-h string 

-1 value 

-L! 
-p 

Adds page headings. 
Formais lhe output in two columns. 
Prints the page headings, dates, and page numbers in a fancy style. This is sometimes referred 
to as gaudy mode. 
Prints the file, even if it contains unprintable characters. 
Lists characters that are not included in a font. 
Specifies a string to be used for page headings. lf this flag is not specified, the heading consists 
of the file name, modification date, and page number. 
Specifies the maximum number of lines printed per page. Depending on the point size, fewer 
lines per page might actually appear. 
Truncates lines longer than lhe page width. 
Specifies lhe point size. lf this flag is not specified, a point size of 1 O is assumed, unless 
two-column rotated mode (-2+ -z1) is specified, in which case a value ot 7 is used. 
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Specifies lhe font style. lf this flag is not specified, lhe Courier font is used. Acceptable valu_es 

-z1 

are as follows: 
Courier-Oblique 
Helvetica 
Helvetica-Oblique 
Helvetica-Narrow 
Helvetica-Narrow-Oblique 
NewCenturySchlbk-ltalic 
Optima 
Optima-Oblique 
Palatino-Roman 
Palatino-ltalic 
Times-Roman 
Times-ltalic 

Note: The PostScript printer must have access to the specified font. 
Rotates the output 90 degrees (landscape mode). 

For example, to send the ACSII file myfil e. a sei i to the PostScript printer named Mspsl, type: 

qprt -da -PMspsl myfile.ascii 

Press Enter . 

For example, to send the ACSII file myfi 1 e. a sei i to the PostScript printer named Msps 1 and print in the 
Helvetica font , type: 

qprt -da -PMspsl -sHelvetica myfile.ascii 

Press Enter. 

For example, to send the ASCII file myfile.ascii to the PostScript printer named Mspsl and print in the 
point size 9, type: 

qprt -da -PMspsl -p9 myfile.ascii 

Press Enter. 

Automating the Conversion of ASCII to PostScript 

Many applications that generate PostScript print files follow the convention of making the first two 
characters of the PostScript file %! which identifies the print file as a PostScript print file. To configure the 
system to detect ASCII print files submitted to a PostScript print queue and automatically convert them to 
PostScript files before sending them to the PostScript printer, perform these steps: 

1. At the prompt, type: 

smit chpq 

Press Enter. 

2. Type the PostScript queue name, or use the List feature to select from a list of queues. 

3. Select Printer Setup menu option. 

4. Change value of AUTOMATIC detection of print file TYPE to be done? field to yes. 

Any of the following commands now convert an ASCII file to a PostScript file and print it on a PostScript 
printer. To convert myfi 1 e. a sei i, type any of the following at the command line: 

qprt -Pps myfile . ps myfile . ascii 

----- -----· ... ·---· 
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l pr -Pps myf ile.ps myfil e.ascii 
lp -dps myfil e.ps myfil e.a csii 

where ps is a PostScript print queue . 

Overriding Automatic Determination of Print File Types 

You might need to override the automatic determination of print file type for PostScript printing in the 
following situations . 

• To print a PostScript file named myfi l e. ps that does not begin with %! , type the following at the 
command line, for example: 

qprt -ds -Pps myfile . ps 

• To print the source listing of a PostScript file named myfi l e. ps that begins with %! , type the following at 
the command line, for example: 

qprt - da -Pps myf ile.ps 

Command Summary for Printers, Print Jobs, and Queues 

cancel 
lp . 
lpq 
lpr 
lprm 
lpstat 
pr 
qcan 
qchk 
qhld 
qmov 
qpri 
qprt 

Cancels requests to a line printer 
Sends requests to a line printer 
Examines the spool queue 
Enqueues print jobs 
Removes jobs from the line printer spooling queue 
Displays line printer status information 
Writes a file to standard output 
Cancels a print job 
Displays the status of a print queue 
Holds or releases a print job 
Moves a print job to another print queue 
Prioritizes a job in the print queue 
Starts a print job 

Related lnformation 
"Commands Overview" on page 26 

"Processes Overview" on page 35 

Chapter 5, "lnput and Output Redirection" on page 45 

"File Systems" on page 53 

"Directory Overview" on page 56 

Chapter 7, "Files" on page 67 

Chapter 2, "User Environment and System lnformation" on page 11 
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Chapter 9. Backup Files and Storage Media 

Once your system is in use, your next consideration should be to back up the file systems, directories, and 
files . Ali computer files are potentially easy to change or erase, either intentionally or by accident. lf you 
use a careful and methodical approach to backing up your file systems, you should always be able to 
restare recent versions of files or file systems with little difficulty. 

Note: When a hard disk crashes, the information contained on that disk is destroyed. The only way 
to recover the destroyed data is to retrieve the information from your backup copy . 

There are several different methods of backing up. The most frequently used method is a regular backup, 
which is a copy of a file system, directory, or file that is kept for file transfer or in case the original data is 
unintentionally changed or destroyed. Another form of backing up is the archive backup; this method is 
used for future reference, historical purposes, or for recovery if the original data is damaged or lost. 

This chapter discusses the following: 

• "Establishing a Backup Policy'' 

• "Formatting Diskettes (format o r fdformat Command)" on page 1 05 

• "Checking the lntegrity of the File System (fsck Command)" on page 106 

• "Copying to or from Diskettes (flcopy Command)" on page 1 07 

• "Copying Files to Tape o r Disk (cpio -o Command)" on page 107 

• "Copying Files from Tape or Disk (cpio -i Command)" on page 108 

• "Copying to or from Tapes (tcopy Command)" on page 1 09 

• "Checking the lntegrity of a Tape (tapechk Command)" on page 109 

• "Compressing Files (compress and pack Commands)" on page 109 

• "Expanding Compressed Files (uncompress and unpack Commands)" on page 111 

• "Backing Up Files (backup Command)" on page 112 

• "Restoring Backed-Up Files (restare Command)" on page 113 

• "Archiving Files (tar Command)" on page 114 

• "Command Summary for Backup Files and Storage Media" on page 115 

Establishing a Backup Policy 

No single backup policy can meet the needs of ali users. A policy that works well for a system with one 
user, for example, could be inadequate for a system that serves 5 or 1 O different users. Likewise, a policy 
developed for a system on which many files are changed daily would be inefficient for a system on which 
data changes infrequently. Only you can determine the best backup policy for your system, but the 
following general guidelines should help: 

Make sure you can recover from major losses . 

Can your system continue to run after any single fixed disk fails? Can you recover your system if ali the 
fixed disks should fail? Could you recover your system if you lost your backup diskettes or tape to fire or 
theft? Although these things are not likely, any of them are possible. Think through each of these possible 
losses and design a backup policy that would enable you to recover your system after any of them. 

Check your backups periodically. 

Backup media and its hardware can be unreliable. A large library of backup tapes or diskettes is useless if 
their data cannot be read back onto a fixed disk. To make certain that your backups are usable,.,lry to __ 
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display the table of contents from the backup tape periodically (using restare -T, or tar -t for archive 
tapes) . lf you use diskettes for your backups and have more than one diskette drive, try to read diskettes 
from a different drive than the one on which they were created. You also might want the security of 
repeating each levei O backup with a second set of diskettes. lf you use a streaming tape device for 
backups, you can use the tapechk command to perform rudimentary consistency checks on the tape . 

Keep old backup media . 

Develop a regular cycle for reusing your backup media; however, do not reuse ali of your backup media. 
Sometimes it might be months before you or another system user notices that an important file is 
damaged or missing. Do save old backup media for such possibilities. For example, you could have the 
foliowing three cycles of backup tapes or diskettes: 

• Once per week, recycle ali daily diskettes except the one for Friday. 

• Once per month, recycle ali Friday diskettes except for the one from the last Friday of the month. This 
makes the last four Friday backups always available. 

• Once per quarter, recycle ali monthly diskettes except for the last one. Keep the last monthly diskette 
from each quarter indefinitely, perhaps in a different building . 

Check file systems before backing them up . 

A backup that was made from a damaged file system might be useless. Before making your backups, it is 
good policy to check the integrity of the file system with the fsck command . 

Ensure files are not in use during a backup . 

Ensure your system is not in use when you make your backups. lf the system is in use, files can change 
while they are being backed up, and the backup copy wili not be accurate . 

Back up your system before major changes are made to the system . 

Back up your entire system before any hardware testing or repair work is performed or before you instali 
any new devices, programs, or other system features . 

Other Factors 

When planning and implementing a backup strategy, concider the foliowing factors: 

• How often does the data change? The operating system data does not change very often so you do not 
need to back it up frequently. User data, on the other hand, usually changes frequently and you should 
back it up frequently. 

• How many users are on the system? The number of users affects the amount of storage media and 
frequency required for backups . 

• How difficult would it be to re-create the data? lt is important to consider that some data cannot be 
re-created if there is no backup available . 

Having a backup strategy in place to preserve your data is very important. Evaluating the needs of your 
site wili help you to determine the backup policy that is best for you . Perform user information backups 
frequently and regularly. Recovering from data loss is very difficult if a good backup strategy has not been 
implemented. 

Backup Media 
Several different types of backup media are available. The different types of backup media available to 
your specific system configuration depend upon both your software and hardware. The types most 
frequently used are the 5.25-inch diskette, 8-mm tape, 9-track tape, and the 3.5-inch diskette. 

" J 
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Attention: Running the backup command results in the loss of ali material previously stored on the 
selected backup medium . 

Diskettes 
Diskettes are the standard backup medium. Unless you specify a different device using the backup -f 
command, the backup command automatically writes its output to the /dev/rfdO device, which is the 
diskette drive. To back up to the default tape device, type /dev/rmtO and press Enter . 

Be careful when you handle diskettes. Because each piece of information occupies such a sma/1 area on 
the diskette, sma/1 scratches, dust, food, or tobacco particles can make the information unusable. Be sure 
to remember the following: 

• Do not touch the recording surfaces. 

• Keep diskettes away from magnets and magnetic field sources such as telephones, dictation equipment, 
and electronic calculators . 

• Keep diskettes away from extreme heat and cold. The recommended temperature range is 1 O degrees 
Celsius to 60 degrees Celsius {50 degrees Fahrenheit to 140 degrees Fahrenheit) . 

• Proper care helps preveni loss of information. 

• Make back-up copies of your diskettes regularly. 

Attention: Diskette drives and diskettes must be the correct type to store data successfully. lf you 
use the wrong diskette in your 3.5-inch diskette drive, the data on the diskette could be destroyed . 

The diskette drive uses the fol/owing 3.5-inch diskettes: 

• 1 MB capacity (stores approximately 720 KB of data) 

• 2 MB capacity (stores approximately 1.44 MB of data) . 

Tapes 

Because of its high capacity and durability, tape is is often chosen for storing large files or many files, such 
as archive copies of file systems. lt is also used for transferring many files from one system to another. 
Tape is not widely used for storing frequently accessed files because other media provide much faster 
access times . 

Tape files are created using commands such as backup, cpio, and tar, which open a tape drive, write to 
it, and close it. 

Formatting Diskettes (format or fdformat Command) 

Attention: Formatting a diskette destroys any existing data on that diskette. 

You can formal diskettes in the diskette drive specified by the Device parameter {lhe /dev/rfdO device by 
default) with the format and fdformat commands. The format command determines the device type, 
which is one of the following: 

• 5.25-inch low-density diskette (360 KB) containing 40x2 tracks, each with 9 sectors 

• 5.25-inch high-capacity diskette (1.2 MB) containing 80x2 tracks, each with 15 sectors 

• 3.5-inch low-density diskette (720 KB) containing 80x2 tracks, each with 9 sectors 

• 3.5-inch high-capacity diskette (2.88 MB) containing 80x2 tracks, each with 36 sectors 

The sector size is 512 bytes for ali diskette types . 

The format command formais a diskette for high density unless the Device parameter specifies a different 
density . 
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The fdformat command formats a diskette for low density unless the -h flag is specified. The Device 
parameter specifies the device containing the diskette to be formatted (such as the /dev/rfdO device for 
drive 0) . 

Before formatting a diskette, the format and fdformat commands prompt for verification . This allows you 
to end the operation cleanly if necessary . 

For example, to format a diskette in the /dev/rfdO device, type: 

format -d /dev/rfd0 

Press Enter . 

For example, to format a diskette without checking for bad tracks, type: 
format -f 

Press Enter . 

For example, to format a 360 KB diskette in a 5.25-inch, 1.2 MB diskette drive in the /dev/rfd1 device, 
type: 
format -1 -d /dev/rfdl 

Press Enter . 

For example, to force high-density formatting of a diskette when using the fdformat command, type: 

fdformat -h 

Press Enter . 

See the format command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Checking the lntegrity of the File System (fsck Command) 

You can check and interactively repair inconsistent file systems with the fsck command. lt is important run 
this command on every file system as part of system initialization. You must be able to read the device file 
on which the file system resides (for example, the /dev/hdO device). Normally, the file system is 
consistent, and the fsck command merely reports on the number of files, used blocks, and free blocks in 
the file system. lf the file system is inconsistent, the fsck command displays information about the 
inconsistencies found and prompts you for permission to repair them. The fsck command is conservative 
in its repair efforts and tries to avoid actions that might result in the loss of valid data. In certain cases, 
however, the fsck command recommends the destruction of a damaged file. 

Attention: Always run the fsck command on file systems after a system malfunction. Corrective 
actions can result in some loss of data. The default action for each consistency correction is to wait 
for the operator to enter yes or no. lf you do not have write permission for an affected file, the fsck 
command will default to a no response. 

For example, to check ali the default file systems, type: 

fsck 

Press Enter. 

This form of the fsck command asks you for permission before making any changes to a file system. 

For example, to fix minar problems automatically with the default file systems , type: 
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f sck -p 

Press Enter . 

For example, to check the /dev/hd1file system , type: 

fsck /dev/hdl 

Press Enter. 

This checks the unmounted file system located on the I de v /hd 1 device . 

Note: The fsck command does not make corrections to a mounted file system . 

See the fsck command in the AIX 5L Version 5.2 Commands Reference for the complete syntax . 

Copying to or from Diskettes (flcopy Command) 

Vou can copy a diskette (opened as /dev/rfdO) to a file named fl oppy created in the current directory with 
the flcopy command. The message: Change fl oppy, h i t return when done displays as needed. The 
flcopy command then copies the fl oppy file to the diskette . 

For example, to copy /dev/rfdl to the floppy file in the current directory, type: 
flcopy -f /dev/rfdl -r 

Press Enter . 

For example, to copy the first 100 tracks of the diskette, type: 
flcopy -f /dev/rfdl -t 100 

Press Enter . 

See the flcopy command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Copying Files to Tape or Disk (cpio -o Command) 

Vou can use the cpio -o Command to read file path names from standard input and copy these files to 
standard output, along with path names and status information.Path names cannot exceed 128 characters. 
Avoid giving the cpio command path names made up of many uniquely linked files, as it might not have 
enough memory to keep track of the path names and would lose linking information. 

For example, to copy files in the current directory whose names end with . c onto diskette, type: 
ls *.C I cpio -ov >/dev/rfdO 

Press Enter. The -v flag displays the names of each file . 

For example, to copy the current directory and ali subdirectories onto diskette, type: 

find . -print I cpio -ov >/dev/rfdO 

Press Enter. 

This saves the directory tree that starts with the current directory (.) and includes ali of its subdirectories 
and files. To use a shorter command string, type: 

find . -cpio /dev/rfdO -print 
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Press Enter . 

The -pri nt entry displays the name of each file as it is copied . 

See the cpio command in the A/X 5L Versíon 5.2 Commands Reference for the complete syntax. 

Copying Files from Tape or Disk (cpio -i Command) 

The cpio -i command reads from standard input an archive file created by the cpio -o command and 
copies from it the files with names that match the Pattern parameter. These files are copied into the 
current directory tree. You can list more than one Pattern parameter, using the file name notation 
described in the ksh command. The default for the Pattern parameter is an asterisk (*), selecting ali files 
in the current directory. In an expression such as [a-z], the hyphen (-) means through according to the 
current collating sequence . 

Note: The patterns "*. c" and "* .o" must be enclosed in quotation marks to prevent the shell from 
treating the asterisk (*) as a pattern-matching character. This is a special case in which the cpio 
command itself decodes the pattern-matching characters. 

For example, to list the files that have been saved onto a diskette with the cpio command, type: 

cpio -itv </dev/rfd0 

Press Enter . 

This displays the table of contents of the data previously saved onto the /dev/rfd0 file in the cpio 
command format. The listing is similar to the long directory listing produced by the Js -1 command. To list 
only the file path names, use only the -it flags . 

For example, to copy the files previously saved with the cpio command from a diskette, type: 

cpio -idmv </dev/rfd0 

Press Enter. 

This copies the files previously saved onto the /de v /rfd0 file by the cpio command back into the file 
system (specify the -i flag). The -d flag allows the cpio command to create the appropriate directories if a 
directory tree is saved. The -m flag maintains the last modification time in effect when the files are saved. 
The -v flag causes the cpio command to display the name of each file as it is copied . 

For example , to copy selected files from diskette, type: 

cpio -i "*.c" "*.o" </dev/rfd0 

Press Enter . 

This copies the files that end with . c o r . o from diskette. 

See the cpio command in the AIX 5L Versíon 5.2 Commands Reference for the complete syntax. 
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Copying to or from Tapes (tcopy Command) 

You can use the tcopy command to copy magnetic tapes. 

For example, to copy from one streaming tape to a 9-track tape, type: 

tcopy /dev/rmtO /dev/rmtB 

Press Enter. 

See the tcopy command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

Checking the lntegrity of a Tape (tapechk Command) 

You can perform rudimentary consistency checking on an attached streaming tape device with the 
tapechk command. Some hardware malfunctions of a streaming tape drive can be detected by simply 
reading a tape. The tapechk command provides a way to perform tape reads at the file levei. 

For example, to check the first three files on a streaming tape device, type: 

tapechk 3 

Press Enter . 

See the tapechk command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Compressing Files (compress and pack Commands) 

You can compress files for storage with the compress Command and pack Command, and use the 
uncompress and unpack to expand the restored files. The process of compressing and expanding files 
takes time but, after the files are packed, the data uses less space on the backup medium . 

To compress a file system, use one of the following methods: 

• Use the -p option with the backup command 

• Use the compress or pack commands 

The reasons for compressing files generally fali into the following categories: 

• Saving storage and archiving system resources: 

- Compress file systems before doing backups to preserve tape space. 

- Compress log files created by shell scripts that run at night; it is easy to have the script compress 
the file before it exits. 

- Compress files that are not currently being accessed. For example, the files belonging to a user who 
is away for extended leave can be compressed and placed into a tar archive on disk or to a tape 
and later be restored. 

• Saving money and time by compressing files before sending them over a network. 

Notes: 

1. The compress command might run out of working space in the file system while compressing. 
The command creates the compressed files before it deletes any of the uncompressed files so 
it needs a space about 50% larger than the total size of the files. 

2. A file might fail to compress because it is already compressed. lf the compress command 
cannot reduce file sizes, the command fails . 
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Using the compress Command 
The compress command reduces the size of files using adaptive Lempei-Zev coding. Each original file 
specified by the File parameter is replaced by a compressed file with a .Z appended to its name. The 
compressed file retains the same ownership, modes, and access and modification times of the original file. 
lf no files are specified, the standard input is compressed to the standard output. lf compression does not 
reduce the size of a file, a message is written to standard error and the original file is not replaced. 

To restare compressed files to their original form, use the uncompress command. 

The amount of compression depends on the size of the input, the number of bits per code specified by the 
Bits variable , and the distribution of common substrings. Typically, source code or English text is reduced 
by 50 to 60 percent. The compression of the compress command is generally more compact and takes 
less time to compute than the compression achieved by the pack command, which uses adaptive Huffman 
coding. 

For example, to compress the foo file and write the percentage compression to standard error, type: 
comp ress - v fo o 

: ~ Press Enter. 

I See the compress command in theAIX SL Version 5.2 Commands Reference for the complete syntax. 
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Using the pack Command 
The pack command stores the file or files specified by the File parameter in a compressed form using 
Huffman coding . The input file is replaced by a packed file with a name derived from the original file name 
(File.z), with the same access modes, access and modification dates, and owner as the original file . The 
input file name can contain no more than 253 bytes to allow space for the added .z suffix. lf the pack 
command is successful , the original file is removed. To restare packed files to their original form, use the 
unpack command. 

lf the pack command cannot create a smaller file, it stops processing and reports that it is unable to save 
space. (A failu re to save space generally happens with small files or files with uniform character 
distribution.) The amount of space saved depends on the size of the input file and the character frequency 
distribution. Because a decoding tree forms the first part of each .z file , you do not save space with files 
smaller than three blocks. Typically, text files are reduced 25 to 40 percent. 

t The exit value of the pack command is the number of files that it could not pack. Packing is not dane 
under any of the following conditions: 

t ~ • The file is already packed. 

t -.___; • The input file name has more than 253 bytes. 

t · The file has links. 

• t 

• t 
t 
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• The file is a directory . 

• The file cannot be opened. 

• No storage blocks are saved by packing . 

• A file called File.z already exists. 

• The .z file cannot be created. 

• An 1/0 error occurred during processing . 

For example, to compress the files chapl and chap2 , type: 

pack chapl cha p2 

Press Enter . 
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This compressas chapl and chap2, replacing them with files named chap1.z and chap2.z. The pack 
command displays the percent decrease in size for each file . 

See the pack command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Expanding Compressed Files (uncompress and unpack Commands) 

You can expand compressed files with the uncompress and unpack commands . 

Using the uncompress Command 
The uncompress command restares original files that were compressed by the compress command . 
Each compressed file specified by the File variable is removed and replaced by an expanded copy. The 
expanded file has the same name as the compressed version, but without the .Z extension. The expanded 
file retains the same ownership, modes, and access and modification times as the original file. lf no files 
are specified, standard input is expanded to standard output. 

Although similar to the uncompress command, the zcat command always writes the expanded output to 
standard output. 

For example, to uncompress the foo file, type: 

uncompress foo 

Press Enter. 

See the uncompress command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Using the unpack Command 
The unpack command expands files created by the pack command. For each file specified, the unpack 
command searches for a file called File.z. lf this file is a packed file, the unpack command replaces it by 
its expanded version. The unpack command renames the new file by removing the .z suffix from File. The 
new file has the same access modes, access and modification dates, and owner as the original packed 
file . 

The unpack command operates only on files ending in .z. As a result, when you specify a file name that 
does not end in .z, the unpack command adds the suffix and searches the directory for a file name with 
that suffix. 

The exit value is the number of files that the unpack command was unable to unpack. A file cannot be 
unpacked if any of the following situations exits: 

• The file name (exclusive of .z) has more than 253 bytes . 

• The file cannot be opened . 

• The file is not a packed file. 

• A file with the unpacked file name already exists. 

• The unpacked file cannot be created. 

Note: The unpack command writes a warning to standard error if the file it is unpacking has links. 
The new unpacked file has a different i-node (index node) number than the packed file from which 
it was created . However, any other files linked to the original i-node number of the packed file still 
exist and are still packed. 

For example, to unpack the packed files chapl. z and chap2 , type: 

unpa ck chap l.z chap2 
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Press Enter . 

This expands the packed files chapl.z and chap2.z, and replaces them with files named chapl and chap2 . 
Note that you can provide the unpack command with file names with or without the .z suffix . 

See the unpack command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Backing Up Files (backup Command) 

Attention: lf you attempt to back up a mounted file system, a message displays. The backup 
command continues, but inconsistencies in the file system can occur. This situation does not apply to 
the root (f) file system . 

I You can create copies of your files on backup media, such as a magnetic tape or diskette, with the 
I backup Command or smit Command. The copies are in one of the following backup formats: 

• Specific files backed up by name, using the -i flag. 

I · Entire file system backed up by i-nade number, using the -Leve/ and FileSystem parameters. 
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Notes: 

1. The possibility of data corruption always exists when a file is modified during system backup . 
Therefore, make sure that system activity is at a minimum during the system backup 
procedure. 

2. lf a backup is made to 8-mm tape with the device block size set to o (zero), it is not possible 
to directly restare from the tape. lf you have dane backups with the O setting, you can restare 
from them by using special procedures described under the restore command . 

Attention: Be sure the flags you specify match the backup media. 

Using the backup Command 
For example, to back up selected files in your $HOME directory by name, type: 

find $HOME -print I backup -i -v 

Press Enter . 

The -i flag prompts the system to read from standard input the names of files to be backed up. The find 
• command generates a list of files in the user's directory. This list is piped to the backup command as 
~ ~ standard input. The -v flag displays a progress report as each file is copied . The files are backed up on 

the default backup device for the local system. 

~ 
For example, to back up the root file system, type: 

backup -O -u I 

Press Enter. 

The O levei and the I tell the system to back up the I (root) file system. The file system is backed up to the 
ldevlrfdO file . The -u flag tells the system to update the current backup levei record in the letcldumpdates 
file. 

For example, to back up ali files in the I (root) file system that were modified since the last O levei backup, 
type: 
backup -1 -u I 

Press Enter. 
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See the backup command in the A/X SL Versíon 5.2 Commands Reference for the complete syntax . 

Using the smit Command 

You can also use smit to run the backup command . 

1. At the prompt, type: 

smit backup 

Press Enter . 

2. Type the path name of the directory on which the file system is normally mounted in the DIRECTORY 
full pathname field: 

/home/bill 

Press Enter . 

3. In the BACKUP device or FILE fields, type the output device name, as in the following example for a 
raw magnetic tape device: 

/dev/rmtO 

Press Enter. 

4. Use the Tab key to toggle the optional REPORT each phase of the backup field if you want errar 
messages printed to the screen . 

5. In a system management environment, use the default for the MAX number of blocks to write on 
backup medium field, because this field does not apply to tape backups. 

6. Press Enter to back up the named directory or file system . 

7. Run the restare -t command. lf this command generates an errar message, you must repeat the entire 
backup . 

Restoring Backed-Up Files (restore Command) 

You can read files written by thebackup command from backup media and restare them on your local 
system with the restare command or smit command . 

Notes: 

1 . Files must be restored using the same method by which they were backed up. For example, if a 
file system was backed up by name, it must be restored by name. 

2. When more than one diskette is required, the restare command reads the diskette that is 
mounted, prompts you for a new one, and waits for your response. After inserting the new 
diskette, press the Enter key to continue restoring files . 

Using the restore Command 
For example, to list the names of files previously backed up, type: 

restore -T 

Press Enter. 

lnformation is read from the /dev/rfdO default backup device. lf individual files are backed up, only the file 
names are displayed. lf an entire file system is backed up, the i-node number is also shown. 

For example, to restore files to the main file system, type : 

restore -x -v 
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Press Enter . 

The -x flag extracts ali the files from the backup media and restares them to their proper places in the file 
system. The -v flag displays a progress report as each file is restored. lf a file system backup is being 
restored, the files are named with their i-nade numbers. Otherwise, only the names are displayed . 

For example , to copy the /home/mike/manual/chap1file , type: 

res to re -xv /home / mike/manual/chapl 

Press Enter. 

This command extracts the /home/mike/manual/chap1 file from the backup medium and restares it. The 
/home/mike/manual/chap1 file must be a name that the restare -T command can display . 

For example, to copy ali the files in a directory named manual , type: 

restore -xdv manual 

Press Enter. 

This command restares the manual directory and the files in it. lf the directory does not exist, a directory 
named manual is created in the current directory to hold the files being restored . 

See the restare command in the A/X SL Version 5.2 Commands Reterence for the complete syntax . 

Using the smit Command 

Vou can also use smit to run the restare command . 

1. At the prompt, type: 

smi t restore 

Press Enter. 

2. Make your entry in the Target DIRECTORY field . This is the directory where you want the restored 
files to reside. 

3. Proceed to the BACKUP device or FILE field and type the output device name, and press Enter, as in 
the foliowing example for a raw magnetic tape device: 
/de v /rmtO 

lf the device is not available, a message similar to the foliowing is displayed: 

Ca nnot open /dev/rmt X, no such file or directory. 

This message indicates that the system cannot reach the device driver because there is no file for 
rrntX in the I de v directory. Only items in the a vai 1 ab 1 e state are in the/ devdirectory. 

4. For the NUMBER of blocks to read in a single input field, the default is recommended. 

5. Press Enter to restare the specified file system or directory. 

Archiving Files (tar Command) 

The archive backup is another form of backing you can use; this method is used for a copy of one or more 
files , or an entire database that is saved for future reference, historical purposes, or for recovery if the 
original data is damaged or lost. Usualiy an archive is used when that specific data is removed from the 
system. 
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Vou can write files to or retrieve files from an archive storage with the tar command. The tar command \ ~Y 
looks for archives on the default device (usually tape) , unless you specify another device. · : 

When writing to an archive, the tar command uses a temporary file {the /tmp/tar* file) and maintains in 
memory a table of files with severa! links. You receive an errar message if the tar command cannot create 
the temporary file or if there is not enough memory available to hold the link tables . 

For example, to write the fi 1 el and fi 1 e2 files to a new archive on the default tape drive, type: 

tar -c filel file2 

Press Enter . 

For example, to extract ali files in the /tmp directory from the archive file on the /dev/rmt2 tape device 
and use the time of extraction as the modification time, type: 

tar -xm -f/dev/rmt2 /tmp 

Press Enter . 

For example, to display the names of the files in the out . ta r disk archive file from the current directory, 
type: 

tar -vtf out. t ar 

Press Enter . 

See the tar command in the A/X 5L Version 5.2 Commands Reference for more information and the exact 
syntax . 

Command Summary for Backup Files and Storage Media 

backup 
compress 
c pio 
fdformat 
flcopy 
format 
fsck 

Backs up files and file systems 
Compressas and expands data 
Copies files into and out of archive storage and directories 
Formats diskettes 
Copies to and from diskettes 
Formats diskettes 
Checks file system consistency and interactively repairs the file system 
Compressas files pack 

restore Copies previously backed-up file systems or files, created by the backup command, from a local 
device 

tapechk 
ta r 
tcopy 
uncompress 
unpack 

Checks consistency of the streaming tape device 
Manipulates archives 
Copies a magnetic tape 
Comprasses and expands data 
Expands files 

Related lnformation 
"Commands Overview" on page 26 

"Processes Overview" on page 35 

Chapter 5, "lnput and Output Redirection" on page 45 

"File Systems" on page 53 
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"Directory Overview" on page 56 

Chapter 7, "Files" on page 67 

Chapter 1 O, "File and System Security" on page 117 

116 System User's Guide: Operating System and Devices 

RCS n C 
CPril · 

) 
Doe: ____ _ 



• • • • • • • • • I 

• • I 
I 

• I 

=~ • • • • • t 
t 
t 
t 
t 
t 
t 

:~ 
~ 

~ 

~ 

~ 

~ 

~ 

Chapter 1 O. File and System Security 

The goal of computer security is the protection of information stored on the computer system, a valuable 
resource. lnformation security is aimed at the following: 

lntegrity The value of ali information depends upon its accuracy. /f unauthorized changes are made to data, 
this data loses some or ali of its value. 

Privacy 
Availability 

The value of much information depends upon its secrecy. 
lnformation must be readily available. 

lt is helpful to plan and implement your security policies before you begin using the system. Security 
policies are very time-consuming to change later, so upfront planning can save a lot of time later. 

This chapter discusses the following: 

• "Security Threats" 

• "File Ownership and User Groups" on page 119 

- "Changing File or Directory Ownership (chown Command)" on page 119 

- "File and Directory Access Modes" on page 119 

- "Displaying Group lnformation (lsgroup Command)" on page 121 

- "Changing File or Directory Permissions (chmod Command)" on page 123 

• "Access Control Lists" on page 123 

- "Base Permissions" on page 124 

- "Extended Permissions" on page 124 

- "Access Control List Example" on page 125 

- "Access Authorization" on page 126 

- "Displaying Access Contrai lnformation (aclget Command)" on page 127 

- "Setting Access Contrai lnformation (aclput Command)" on page 127 

- "Editing Access Control lnformation (acledit Command)" on page 127 

• "Locking Your Terminal (lock or xlock Command)" on page 128 

• "Command Summary for File and System Security" on page 128 

Security Threats 

Threats to information security can arise from the following types of behavior: 

Carelessness lnformation security is often violated due to the carelessness of the authorized users of lhe 
system. lf you are careless with your password, for instance, no other security mechanisms 
can preveni unauthorized access to your account and data. 

Browsing 

Penetration 

Many security problems are caused by browsers, authorized users of lhe system exploring 
lhe system looking for carelessly protected data. 
Penetration represents deliberate attacks upon lhe system. An individual trying to penetrate 
the system wi/1 study it for security vulnerabilities and deliberately plan attacks designed to 
exploit those weaknesses. 

Although system penetration usually represents the greatest threat to information security, do not 
underestimate problems caused by carelessness or browsing. 

Basic Security 
Every system should maintain the levei of security represented by the following basic seGurity policies: 

K~""'Sn liv '~-C. -
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Backups 

• • • • • • • • 
Physically secure , reliable, and up-to-date system backups are the single mos! important security policy . 
With a good system backup, you can recover from any system problems with minimal loss. Document your 
backup policy and include information regarding the following: 

• How often backups will be made 

• I 

• What types of backups (system, data, or incrementai) will be made 

• How backup tapes will be verified 

• How backup tapes will be stored 

I 

• I 
I 
I 
I 

For more information, see "Chapter 9, "Backup Files and Storage Media" on page 1 03" . 

ldentification and Authentication 
ldentification and authentication establish your identity. You are required to log in to the system. You 
supply your user name and a password, if the account has one (in a secure system, ali accounts should 
either have passwords orbe invalidated) . lf the password is correct, you are logged in to that account; you 
acquire the access rights and privileges of the account. 

:~ 
Because lhe password is the only protection for your account, select and guard your password carefully. 
Many attempts to break into a system start with attempts to guess passwords. The operating system 
provides significant password protection by storing user passwords separately from other user information. 
The encrypted passwords and other security-relevant data for users are stored in the 
/etc/security/passwd file. This file should be accessible only by the root user. With this restricted access 
to the encrypted passwords, an attacker cannot decipher the password with a program that simply cycles 
through ali possible or likely passwords . 
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lt is still possible to guess passwords by repeatedly attempting to log in to an account. lf the password is 
trivial or is infrequently changed, such attempts might easily succeed. 

Login User lOs 

The operating system also identifies users by their login user 10. The login user 10 allows the system to 
trace ali user actions to their source. After a user logs in to the system but before the initial user program 
is run, the system sets the login 10 of the process to the user 10 found in the user database. Ali 
subsequent processes during the login session are tagged with this ID. These tags provide a trail of ali 
activities performed by the login user 10 . 

The user can reset the effective user 10, real user 10, effective group 10, real group 10, and supplementary 
group 10 during lhe session, but cannot change the login user 10. 

~ Unattended Terminais 
~ Ali systems are vulnerable if terminais are left logged in and unattended. The most serious problem occurs 

when a system manager leaves a terminal unattended that has been enabled with root authority. In 
general , users should log out anytime they leave their terminais. 

You can force a terminal to log out after a period of inactivity by setting the TMOUT and TIMEOUT 
parameters in lhe /etc/profile file. The TMOUT parameter works in the ksh (Korn) shell, and the 
TIMEOUT parameter works in the bsh (Bourne) shell. For more information about the TMOUT parameter, 
see "Parameter Substitution in the Korn Shell or POSIX Shell" on page 152. For more information about 
the TIMEOUT parameter, see "Variable Substitution in the Bourne Shell" on page 193. 

The following example, taken from a .profile file, forces the terminal to log out after an hour of inactivity: 

T0=3600 
echo "Setting Autologout to $TO" 
TIMEOUT= $TO 
TMOUT=$TO 
export TIMEOUT TMOUT 
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Note: Users can override the TMOUT and TIMEOUT values in the /etc/profile file by specifying 
different values in the .profile file in your home directory . 

File Ownership and User Groups 

lnitially, a file's owner is identified by the user 10 of the person who created the file . The owner of a file 
determines who may read, write (modify), or execute the file . Ownership can be changed with the chown 
command . 

Every user 10 is assigned to a group with a unique group 10. The system manager creates the groups of 
users when setting up the system. When a new file is created , the operating system assigns permissions 
to the user 10 that created it, to the group 10 containing the file owner, and to a group called others, 
consisting of ali other users. The id command shows your user 10 (UIO), group 10 (GIO), and the names 
of ali groups you belong to . 

In file listings (such as the listings shown by the ls command), the groups of users are always represented 
in the following arder: user, group, and others. lf you need to find out your group name, the groups 
command shows ali the groups for a user 10. 

Changing File or Directory Ownership (chown Command) 

To change the owner of your files, use the chown command . 

When the -R option is specified, the chown command recursively descends through the directory structure 
from the specified directory. When symbolic links are encountered, the ownership of the file or directory 
pointed to by the link is changed; the ownership of the symbolic link is not changed . 

Note: Only the root user can change the owner of another file. Errors are not displayed when the -f 
option is specified. 

For example, to change the owner of the program.c file, type: 
chown jim program.c 

Press Enter . 

The user-access permissions for the program.c file now apply to jim. As the owner, jim can use the 
chmod command to permit or deny other users access to the program.c file. 

See the chown command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 

File and Directory Access Modes 

Every file has an owner. For new files, the user who creates the file is the owner of that file. The owner 
assigns an access mode to the file . Access modes grant other system users permission to read, modify, or 
execute the file. Only the file's owner or users with root authority can change the access mode of a file. 

There are the three classes of users: user/owner, group, and ali others. Access is granted to these user 
classes in some combination of three modes: read, write, or execute. When a new file is created, the 
default permissions are read, write, and execute permission for the user who created the file. The other 
two groups have read and execute permission. The following table illustrates the default file-access modes 
for the three classes of user groups: 

Classes Read Write Execute 

Owner Yes Yes Yes 
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The system determines who has permission and the levei of permission they have for each of these 
activities. Access modes are represented both symbolically and numerically in the operating system . 

Symbolic Representation of Access Modes 

Access medes are represented symbolically, as follows: 

lndicates read permission, which allows users to view the contents of a file. 
lndicates write permission, which allows users to modify the contents of a file. 

r 
w 
X lndicates execute permission. For executable files (ordinary files that contain programs), execute permission 

means that the program can be run. For directories, execute permission means the contents of the directory 
can be searched . 

The access medes for files or directories are represented by nine charactors. The first three charactors 
represent the current Owner permissions, the second sent of three charactors represents the current 
Group permissions, and the third set of three charactors represents the current settings for the Other 
permissions. A Hyphen (-) in the nine charactor set indicates that no permission is given. For example, a 
file with the access modes set to rwxr-xr-x gives read and execute permission to ali three groups, but 
write permission only to the owner of the file . This is the symbolic representation of the default setting . 

The ls command, when used with the -1 (lower case L) flag, gives a detailed listing of the current directory . 
The first 1 O characters in the ls -1 listing show the file type and permissions for each of the three groups. 
The ls -1 command also tells you the owner and group associated with each file and directory . 

The first character indicates the type of file. The remaining nine characters contain the file permission 
information for each of the three classes of users. The following symbols are used to represent the type of 
file: 

d 
b 
c 
p 
I 
s 

Regular files 
Directory 
Block special files 
Character special files 
Pipe special files 
Symbolic links 
Sockets. 

For example, this is a sample ls -1 listing: 
-rwxrwxr-x 2 janet acct 512 Mar OI 13:33 january 

Here, the first hyphen (-) indicates a regular file . The next nine charactors (rwxrwxr-x represent the User, 
Group, and Other access modes, as discussed above. janet is the file owner and acct is the name of 
Janet's group. 512 is the file size in bytes, Mar 01 13 : 33 is the last date and time of modification, and 
j anua ry is the file name. The 2 indicates how many links exist to the file. 

Numeric Representation of Access Modes 

Numerically, read access is represented by a value of 4, write permission is represented by a value of 2 , 
and execute permission is represented by a value of 1 . The total value between 1 and 7 represents the 
access mode for each group (user, group, and other) . The following table illustrates the numeric values for 
each levei of access: 

. '-c -
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Total Value Read Write Execute 
. .. 

o - - -
1 - - 1 

2 - 2 -
3 - 2 1 

4 4 - -

5 4 - 1 

6 4 2 -
7 4 2 1 

When a file is created, the default file access mode is 755. This means the user has read, write, and 
execute permissions (4+2+1=7), the group has read and execute permission (4+1=5) , and ali others have 
read and execute permission (4+1=5). To change access permission modes for files you own, run the 
chmod (change mode) command. 

Displaying Group lnformation (lsgroup Command) 

To display the attributes of ali the groups on the system (or of specified groups), use the lsgroup 
command. lf one or more attributes cannot be read, the lsgroup command lists as much information as 
possible. The attribute information displays as Attribute= Value definitions, each separated by a blank 
space . 

Listing Ali of the Groups on the System 
To list ali of the groups on the system, type: 

lsgroup ALL 

Press Enter . 

The system displays each group, group 10, and ali of the users in the group in a list similar to the 
following: 
system 0 arne,pubs,ctw,geo,root,chucka,noer,su,dea, 
backup,build,janice,denise 
staff 1 john,ryan,flynn,daveb,jzitt,glover,maple,ken 
gordon,mbrady 
bi n 2 
sys 3 

root,bin 
root,su,bin,sys 

Displaying Specific Attributes for Ali Groups 
To display specific attributes for ali groups, do either of the following: 

• You can list attributes in the form Attribute=Value separated by a blank space. This is the default style. 
For example, to list the 10 and users for ali of the groups on the system, type: 

lsgroup -a id users ALL I pg 

Press Enter. The addition of the lists the attributes . 

A list similar to the following displays: 

system id=0 users=arne,pubs,ctw,geo,root,chucka,noer,su,dea,backup,build 
staff id=l users=john,ryan,flynn,daveb,jzitt,glover,maple,ken 

• You can also list the information in stanza format. For example, to list the ID and users for ali of the 
groups on the system in stanza format, type: 

1 sgroup -a -f i d users ALL I pg 
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Press Enter . 

A list similar to the following displays: 

system: 
id=0 
users=pubs,ctw,geo,root,chucka,noer,su,dea,backup,build 

staff: 
id=l 
users=john,ryan,flynn,daveb,jzitt,glover,maple,ken 

bin: 
id=2 
users=root,bin 

sys: 
id=3 
users=root,su,bin,sys 

Displaying Ali Attributes for a Specific Group 
To display ali attributes for a specific group, you can use one of two styles for listing specific attributes for 
ali groups: 

• You can list each attribute in the form Attribute=Value separated by a blank space. This is the default 
style. For example, to list ali attributes for the group system, type: 
lsgroup system 

Press Enter . 

A list similar to the following displays: 

system id=0 users=arne,pubs,ctw,geo,root,chucka,noer,su,dea,backup,build,janice,denise 

• You can also list the information in stanza format. For example, to list ali attributes for the group bi n in 
stanza format, type: 

lsgroup -f system 

Press Enter. 

A list similar to the following displays: 

system: 
id=0 users=arne,pubs,ctw,geo,root,chucka,noer,su,dea, 

backup,build,janice,denise 

Listing Specific Attributes for a Specific Group 
To list specific attributes for a specific group, type: 

lsgroup -a Attributes Group 

Press Enter. 

For example, to list the lO and users for group bi n, type: 

lsgroup -a id users bin 

Press Enter. 

A list similar to the following displays: 

bin id=2 users=root,bin 

See the lsgroup command in the A/X 5L Version 5.2 Commands Reference for the complete syntax. 
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Changing File or Directory Permissions (chmod Command) 

To modify the read, write, and execute permissions of specified files and modify the search permission 
modes of specified directories, use the chmod command . 

• For example, to add a type of permission to the chap1 and chap2files, type: 

chmod g+w chapl chap2 

Press Enter . 

This adds write permission for group members to the files chapl and chap2 . 

• For example, to make severa! permission changes at once to the myd i r directory, type: 

chmod go-w+x mydir 

Press Enter. 

This denies (-) group members (g) and others (o) the permission to create or delete files (w) in the 
mydir directory and allows (+) group members and others to search the mydir directory or use (x) it in 
a path name. This is equivalent to the following command sequence: 

chmod g-w mydir 
chmod o-w mydir 
chmod g+x mydir 
chmod o+x mydir 

• For example, to permit only the owner to use a shell procedure named cmd as a command, type : 
chmod u=rwx,go= cmd 

Press Enter . 

This gives read, write, and execute permission to the user who owns the file (u=rwx) . lt also denies the 
group and others the permission to access cmd in any way (go=) . 

• For example, to use the numeric mode form of the chmod command to change the permissions of the 
text , file type: 

chmod 644 text 

Press Enter . 

This sets read and write permission for the owner, and it sets read-only mode for the group and others. 

See the chmod command in the A/X 5L Versíon 5.2 Commands Reference for the complete syntax. 

Access Control Lists 

Access control consists of protected information resources that specify who can be granted access to such 
resources. The operating system allows for need-to-know or discretionary security. The owner of an 
information resource can grant other users read or write access rights for that resource. A user who is 
granted access rights to a resource can transfer those rights to other users. This security allows for 
user-controlled information flow in the system; the owner of an information resource defines the access 
permissions to the object. 

Users have user-based access only to the objects that they own. Typically, users receive either the group 
permissions or the default permissions for a resource. The major task in administering access control is to 
define the group memberships of users, because these memberships determine the users' access rights to 
the files that they do not own . 
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Access contrai lists (ACLs) increase the quality of file access contrais by adding extended permissions that 
modify the base permissions assigned to individuais and groups. With extended permissions, you can 
permit or deny file access to specific individuais or groups without changing the base permissions . 

Note: The access contrai list for a file cannot exceed one memory page (approximately 4096 bytes) 
in size . 

To maintain access contrai lists, use the aclget, acledit, and the aclput commands . 

The chmod command in numeric mode (with octal notations) can set base permissions and attributes . 
The chmod subroutine, which the command calls, disables extended permissions. lf you use the numeric 
mode of the chmod command on a file that has an ACL, extended permissions are disabled. The 
symbolic mode of the chmod command does not disable extended permissions. For information on 
numeric and symbolic mode, reter to the chmod command . 

Base Permissions 

Base permissions are the traditional file-access modes assigned to the file owner, file group, and other 
users. The access modes are: read (r) , write (w), and execute/search (x) . 

In an access contrai list, base permissions are in the following format, with the Mode parameter expressed 
as rwx (with a hyphen (-) replacing each unspecified permission): 

base permissions: 
owner(name) : Mode 
group(group): Mode 
others: Mode 

Attributes 
Three attributes can be added to an access contrai list: 

setuid (SUID) 
Set-user-10 mode bit. This attribute sets the effective and saved user lOs of the process to the 
owner 10 of the file on execution . 

setgid (SGID) 
Set-group-10 mode bit. This attribute sets the effective and saved group lOs of the process to the 
group 10 of the file on execution . 

savetext (SVTX) 
Saves the text in a text file format. 

t ~ These attributes are added in the following format: 

t ~ attributes: SUID, SGID , SVTX 

Extended Permissions 

Extended permissions allow the owner of a file to define access to that file more precisely. Extended 
permissions modify the base file permissions (owner, group, others) by permitting, denying, or specifying 
access modes for specific individuais, groups, or user and group combinations. Permissions are modified 
through the use of keywords. 

The permit, deny, and specify keywords are defined as follows: 

permit 
deny 
specify 

Grants the user or group the specified access to the file 
Restricts the user or group from using the specified access to the file 
Precisely defines the file access for the user or group 

124 System User's Guide: Operating System and Devices 

~., .J "'.c .. 
c I .. !C 
o 1 4 3 

6 



• • • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • 
:~ 
• • • • • • t 
t 
~ 

~ 

• 
~ 

• 

.·•· 

lf a user is denied a particular access by either a deny or a specify keyword, no other entry can overrid'é 
that access denial. 

The enabled keyword must be specified in the ACL for the extended permissions to take effect. The 
default value is the disabled keyword . 

In an ACL, extended permissions are in the following format: 
extended permissions: 

enabled I disabled 
permit Mode User lnfo ... : 
deny Mode Userlnfo .. . : 
specify Mode Userlnfo ... : 

Use a separate line for each permit, deny, or specify entry. The Mode parameter is expressed as rwx 
(with a hyphen (-) replacing each unspecified permission) . The Userlnfo parameter is expressed as 
u: UserName, o r g: GroupName, o r a comma-separated combination of u: UserName and g: GroupName . 

Note: lf more than one user name is specified in an entry, that entry cannot be used in an access 
control decision, because a process has only one user ID. 

Access Contrai List Example 

The following is an example of an ACL: 

attributes: SUID 
base permissions: 

owner(frank): rw­
group(system) : r-x 
others : ---

extended permissions: 
enabled 

permit rw- u:dhs 
deny r-- u:chas, g:system 
specify r-- u:john, g:gateway, g:mail 
permit rw- g:account, g:finance 

The parts of the ACL and their meanings are the following: 

• The first line indicates that the setuid bit is turned on . 

• The next line, which introduces the base permissions, is optional. 

• The next three lines specify the base permissions. The owner and group names in parentheses are for 
information only. Changing these names does not alter the file owner or file group. Only the chown 
command and the chgrp command can change these file attributes. 

• The next line, which introduces the extended permissions, is optional. 

• The next line indicates that the extended permissions that follow are enabled . 

• The last four lines are the extended entries. The first extended entry grants user dhs read (r) and write 
(w) permission on the file . 

• The second extended entry denies read (r) access to user chas only when he is a member of the 
system group . 

• The third extended entry specifies that as longas user john is a member of both the gateway group and 
the ma i 1 group, has read (r) access. lf user john is nota member of both groups, this extended 
permission does not apply . 

• The last extended entry grants any user in both the account group and the fi nane e group read (r) and 
write (w) permission. 

Note: More than one extended entry can be applied to a process, with restrictive modes taking 
precedence over permissive modes. 
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See the acledit command in the AIX 5L Version 5.2 Commands Reference for the complete syntax . 

Access Authorization 
The owner of the information resource is responsible for managing access rights. Resources are protected 
by permission bits, which are included in the mode of the object. The permission bits define the access 
permissions granted to the owner of the object, the group of the object, and for the others default class . 
The operating system supports three different modes of access (read, write, and execute) that can be 
granted separately . 

When a user logs in to an account (using the login or su commands), the user lOs and group lOs 
assigned to that account are associated with the user's processes. These lOs determine the access rights 
of the process. 

For files, directories, named pipes, and devices (special files), access is authorized as follows: 

:~ • • t 

• For each access contrai entry (ACE) in the access contrai list (ACL) , the identifier list is compared to 
the identifiers of the process. lf there is a match, the process receives the permissions and restrictions 
defined for that entry. The logical unions for both permissions and restrictions are computed for each 
matching entry in the ACL. lf the requesting process does not match any of the entries in the ACL, it 
receives the permissions and restrictions of the default entry. 

• lf the requested access mode is permitted (included in the union of the permissions) and is not 
restricted (included in the union of the restrictions) , access is granted. Otherwise, access is denied . 
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A process with a user ID of Ois known as a root user process. These processes are generally allowed ali 
access permissions. But if a root user process requests execute permission for a program, access is 
granted only if execute permission is granted to at least one user . 

The identifier list of an ACL matches a process if ali identifiers in the list match the corresponding type of 
effective identifier for the requesting process. A USER-type identifier matched is equal to the effective user 
lO of the process, and a GROUP-type identifier matches if it is equal to the effective group lO of the 
process or to one of the supplementary group lOs. For instance, an ACE with an identifier list such as the 
following: · 

USER:fred , GROUP : philosophers , GROUP : software_programmer 

would match a process with an effective user 10 of fred and a group set of: 

philosophers , philanthropists , software_programmer, doc_design 

• but would not match for a process with an effective user 10 of f r ed and a group set of: 
• ~ philosophers, iconoclasts , hardware_developer , graphi c_design 

• ~Note that an ACE with an identifier list of the following would match for both processes: 

• USER : f red , GROUP:philosophers 

In other words, the identifier list in the ACE functions is a set of conditions that must hold for the specified 
access to be granted. 

Ali access permission checks for these objects are made at the system call levei when the object is first 
accessed. Because System V lnterprocess Communication (SVIPC) objects are accessed statelessly, 
checks are made for every access. For objects with file system names, it is necessary to be able to 
resolve the name of the actual object. Names are resolved either relatively (to the process' working 
directory) or absolutely (to the process' root directory). Ali name resolution begins by searching one of 
these. 

The discretionary access control mechanism allows for effective access contrai of information resources 
and provides for separate protection of the confidentiality and integrity of the information. Owner-controlled 
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access contrai mechanisms are only as effective as users make them. Ali users must understand how \. · . \ 
access permissions are granted and denied, and how these are set. 

Displaying Access Contrai lnformation (aclget Command) 

To display the access contrai information of a file , use the aclget command. The information that you view 
includes attributes, base permissions, and extended permissions . 

For example, to display the access contrai information for the status file, type: 

aclget status 

Press Enter. The access contrai information that displays includes a list of attributes, base permissions, 
and extended permissions. For an example, see "Access Contrai List Example" on page 125 . 

See the aclget command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Setting Access Control lnformation (aclput Command) 

To set the access contrai information for a file, use the aclput command. 

Note: The access contrai list for a file cannot exceed one memory page (approximately 4096 bytes) 
in size . 

For example, to set the access contrai information for the status file with the access contrai information 
stored in the acldefs file, type: 

aclput -i acldefs status 

Press Enter . 

For example, to set the access contrai information for the status file with the same information used for 
the plans file, type: 

aclget plans I aclput status 

Press Enter . 

See the aclput command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Editing Access Control lnformation (acledit Command) 

To change the access contrai information of a file, use the acledit command. The command displays the 
current access contrai information and lets the file owner change it. Before making any changes 
permanent, the command asks if you want to proceed . 

Note: The EDITOR environment variable must be specified with a complete path name; otherwise, 
the acledit command will fail. 

The access contrai information that displays includes a list of attributes, base permissions, and extended 
permissions. For an example, see "Access Contrai List Example" on page 125 . 

For example, to edit the access contrai information of the p 1 ans file, type: 

acledit plans 

Press Enter. 
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See the acledit command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Locking Your Terminal {lock or xlock Command) 

To lock your terminal , use the lock command. The lock command requests your password, reads it, and 
requests the password a second time to verify it. In the ínterim, the command locks the terminal and does 
not relinquish it until the password is received the second time. The timeout default value is 15 minutes, 
but this can be changed with the -Number flag . 

Note: lf your interface is AIXwindows, use the xlock command in the same manner . 

For example, to lock your terminal under password control, type: 

lock 

Press Enter. You are prompted for the password twice so the system can verify it. lf the password is not 
repeated within 15 minutes, the command times out. 

To reserve a terminal under password control with a timeout interval of 10 minutes, type: 

lock -10 

Press Enter . 

See the lock or the xlock command in the A/X 5L Version 5.2 Commands Reference for the complete 
syntax . 

Command Summary for File and System Security 

acledit 
aclget 
aclput 
chmod 
chown 
lock 
lsgroup 
xlock 

Edits the access control information of a file 
Displays the access control information of a file 
Sets the access control information of a file 
Changes permission modes 
Changes lhe user associated with a file 
Reserves a terminal 
Displays the attributes of groups 
Locks lhe local X display until a password is entered 

Related lnformation 
"Commands Overview" on page 26 

"Processes Overview" on page 35 

"File Systems" on page 53 

"Directory Overview" on page 56 

Chapter 7, "Files" on page 67 

Chapter 9, "Backup Files and Storage Media" on page 103 
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Chapter 11. Customizing the User Environment 

The operating system provides various commands and initialization files that enable you to customize the 
behavior and the appearance of your user environment. 

You can also customize some of the default resources of the applications you use on your system. 
Defaults are initiated by the program at startup. When you change the defaults, you must exit and then 
restart the program for the new defaults take effect. 

For information about customizing the behavior and appearance of the Common Desktop Environment, 
see theCommon Desktop Environment 1.0: Advanced User's and System Administrator's Guide. 

This chapter discusses the following: 

• "System Startup Files Overview" 

- "/etc/profile File" on page 130 

- "/etc/environment File" on page 130 

- ".profile File" on page 131 

- ".env File" on page 131 

• "AIXwindows Startup Files Overview" on page 132 

- ".xinitrc File" on page 132 

- ".Xdefaults File" on page 133 

- ".mwmrc File" on page 134 

• "Customization Procedures" on page 135 

- "Exporting Shell Variables (export Shell Command)" on page 135 

- "Changing the Display's Font (chfont Command)" on page 136 

- "Changing Control Keys (stty Command)" on page 137 

- "Changing Your System Prompt" on page 137 

• "Summary for User Environment Customization" on page 138 

System Startup Files Overview 

When you log in, the shell defines your user environment after reading the initialization files that you have 
set up. The characteristics of your user environment are defined by the values given to your environment 
variables. You maintain this environment until you log out of the system. 

The shell uses two types of profile files when you log in to the operating system. lt evaluates the 
commands contained in the files and then executes the commands to set up your system environment. 
The files have similar functions except that the /etc/profile file controls profile variables for ali users on a 
system whereas the .profile file allows you to customize your own environment. 

The shell first evaluates the commands contained in the /etc/profile file and then runs the commands to 
set up your system environment in the /etc/environment file. After these files are run, the system then 
checks to see if you have a .profile file in your home directory. lf the .profile file exists, it runs this file. 
The .profile file will specify if there also exists an environment file. lf an environment file exists, (usually 
called .env) , the system then runs this file and sets up your environment variables. 

The /etc/profile, /etc/environment, and the .profile files are run once at login time. The .env file, on the 
other hand, is run every time you open a new shell or a window. 

This section discusses the following initialization files: 

© Copyright IBM Corp. 1997, 2002 
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• "/etc/profile File" 

• "/etc/environment File" 

• ". profile File" on page 131 

• ". env File" on page 131 

/etc/profile File 

The first file that the operating system uses at login time is the /etc/profile file . This file contrais 
systemwide default variables , such as: 

• Export variables 

• File creation mask (umask) 

• Terminal types 

• Mail messages to indicate when new mail has arrived 

The system administrator configures the profile file for ali users on the system. Only the system 
administrator can change this file . 

The following example is a typical/etc/profile file: 

#Set file creation mask 
unmask 022 
#Tell me when new mail arrives 
MAIL=/usr/mail/$LOGNAME 
#Add my /bin directory to the shell search sequence 
PATH=/usr/bin : /usr/sbin:/etc:: 
#Set terminal type 
TERM=lft 
#Make some environment variables global 
export MAIL PATH TERM 

See the A/X SL Version 5.2 Files Reference for detailed information about the /etc/profile file . 

/etc/environment File 

The second file that the operating system uses at login time is the /etc/environment file. The 
/etc/environment file contains variables specifying the basic environment for ali processes. When a new 
process begins, the exec subroutine makes an array of strings available that have the form Name= Value. 
This array of strings is called the environment. Each name defined by one of the strings is called an 
environment variable or she/1 variab/e. The exec subroutine allows the entire environment to be set at one 
time . 

When you log in, the system sets environment variables from the environment file before reading your 
login profile, named .profile. The following variables make up the basic environment: 

HOME 

LANG 

NLSPATH 
LOCPATH 
PATH 

TZ 

The full path name of the user's login or HOME directory. The login program sets this to 
lhe name specified in the /etc/passwd file . 
The locale name currently in effect. The LANG variable is initially set in the /etc/profile 
file at installation time. 
The full path name for message catalogs. 
The full path name of the location of National Language Support tables. 
The sequence of directories that commands, such as sh, time, nice and nohup, search 
when looking for a command whose path name is incomplete. 
The time zone information. The TZ environment variable is initially set by the /etc/profile 
file, lhe system login profile. 

See the A/X 5L Version 5.2 Files Reference for detailed information about the /etc/environment file . 
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.profile File 

The third file that the operating system uses at login time is the .profile file . The .profile file is present in 
your home ($HOME) directory and enables you to customize your individual working environment. 
Because the .profile file is hidden, use the ls -a command to list it. 

After the login program adds the LOGNAME (login name) and HOME (login directory) variables to the 
environment, the commands in the $HOME/.profile file are executed if the file is present. The .profile file 
contains your individual profile that overrides the variables set in the /etc/profile file . The .profile file is 
often used to set exported environment variables and terminal modes. You can tailor your environment by 
modifying the .profile file . Use the .profile file to contrai the following defaults: 

• Shells to open 

• Prompt appearance 

• Keyboard sound 

The following example is a typical .profile file: 

PATH=/usr/bin:/etc : /home/binl : /usr/lpp/tps4.0/user:: 
epath=/home/gsc/e3: 
export PATH epath 
csh 

This example has defined two path variables (PATH and epath) , exported them, and opened a C shell 
(csh) . 

You can also use the .profile file (or if it is not present, the /etc/profile file) to determine login shell 
variables. You can also customize other shell environments. For example, use the .cshrc file and .kshrc 
file to tailor a C shell and a Korn shell, respectively, when each type of shell is started . 

.env File 

A fourth file that the operating system uses at login time is the .env file, if your .profile contains the 
following line: export ENV=$HOME/. env 

The .env file enables you to customize your individual working environment variables. Because the .env 
file is hidden, use the ls -a command to list it. The .env file contains the individual user environment 
variables that override the variables set in the /etc/environment file. You can tailor your environment 
variables as desired by modifying your .env file . 

The following example is a typical .env file: 

export myid='id I sed -n -e 's/). *$//' -e 's/A.*(//p'­
#set prompt : login & system name & path 
if [ $myid = root ] 

fi 

then typeset -x PSCH=' #: \${PWD}> ' 
PS1="#:\${PWD}> " 

else typeset -x PSCH='>' 
PS1="$LOGNAME@$UNAME:\${PWD} > " 
PS2=">" 
PS3=" #?" 

export PSl PS2 PS3 
#setup my command aliases 
alias ls="/bin/ls -CF" \ 

d="/bin/ls -Fal I pg" \ 
rm="/bin/rm -i" \ 
up="cd .. " 

~ - r 1 
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Note: When modifying the .env file , ensure that newly created environment variables do not conflicf 
with standard variables such as MAIL, PS1, PS2, and IFS . 

AIXwindows Startup Files Overview 
Because different computer systems have different ways of starting the X server and AIXwindows, consult 
with your system administrator to learn how to get started. Usually, the X server and AIXwindows are 
started from a shell script that runs automatically when you log in. You might, however, find that you need 
to start the X server or AIXwindows, or both . 

lf you log in and find that your display is functioning as a single terminal, with no windows displayed, you 
can start the X server by typing the following: 

xi nit 

Press Enter . 

lf this command does not start the X server, check with your system administrator to ensure that your 
search path contains the X11 directory containing executable programs. The appropriate path might differ 
from one system to another. 

Note: Before entering this command, make sure that the pointer rests within a window that has a 
system prompt. 

lf you log in and find one or more windows without trames, you can start AIXwindows Window Manager by 
typing the following: 

mwm & 

Press Enter . 

Because AIXwindows permits customization both by programmers writing AIXwindows applications and by 
users, you might find that mouse buttons or other functions do not operate as you might expect from 
reading this documentation. You can reset your AIXwindows environment to the default behavior by 
pressing and holding the following four keys: 

Alt-Ctri-Shift-! 

You can return to the customized behavior by pressing this key sequence again. lf your system does not 
permit this combination of keystrokes, you can also restore default behavior from the default root menu . 

.xinitrc File 

The xinit command uses a customizable shell script file that lists the X client programs to start. The 
.xinitrc file in your home directory controls the windows and applications that start when you start 
AIXwindows . 

The xinit command first looks for the $XINITRC environment variable to start AIXwindows. lf the 
$XINITRC environment variable is not found, it looks for the $HOME/.xinitrc shell script. lf the 
$HOME/.xinitrc shell script is not found, the xinit command starts the /usr/lib/X11/$LANG/xinitrc shell 
script. lf /usrllib/X11/$LANG/xinitrc is not found, it looks for the /usr/lpp/X11/defaults /$LANG/xinitrc 
shell script. lf that script is not found, it searches for the /usr/lpp/X11/defaults/xinitrc shell script. 

The xinitrc shell script starts commands, such as the mwm (AIXwindows Window Manager), aixterm, and 
xclock commands . 

The xinit command performs the following operations: 
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• Starts an X server on the current display 

Sets up the $DISPLAY environment variable 

• Runs the xinitrc file to start the X client programs 

The following example shows the part of the xinitrc file you can customize : 
# Thi s scri pt is invoked by / usr/ lpp/Xll / bi n/xin i t 

#*************************************************************** 
# St ar t the X client s. Change the following lines to * 
# whatever command(s) you desire! * 
# The default cl ien ts are an analog clock (xcloc k) , an lft * 
# t ermi nal emulato r (ai xterm) , and the Motif Win dow Manager * 
# (mwm). * 
#**************************************************************** 
exec mwm 

.Xdefaults File 

/ 

lf you work in an AIXwindows interface, you can customize this interface with the .Xdefaults file . 
AIXwindows allows you to specify your preferences for visual characteristics, such as colors and fonts . 

Many aspects of a windows-based application's appearance and behavior are controlled by sets of 
variables called resources. The visual or behavioral aspect of a resource is determined by its assigned 
value. There are several different types of values for resources. For example, resources that control color 
can be assigned predefined values such as DarkS!ateB/ue or 8/ack. Resources that specify dimensions 
are assigned numeric values. Some resources take Boolean values (True or False) . 

lf you do not have a .Xdefaults file in your home directory, you can create one with any text editor. After 
you have this file in your home directory, you can set resource values in it as you wish . A sample default 
file called Xdefaults.tmpl is in the /usr/lpp/X11/defaults directory . 

The following example shows part of a typical .Xdefaults file: 

*AutoRai se: on 
*DeiconifyWa rp: on 
*Warp:on 
*TitleFont :andysansl2 
*S crollBa r : true 
*font : Roml0.500 
Mwm*menu*foreground : bla ck 
Mwm*menu*background: CornflowerBlue 
Mwm*menu*Roo tMenu*foreground: bl ack 
Mwm*menu*Roo t Menu*bac kground: Co rnflowerBlue 
Mwm*icon*foreground : grey25 
Mwm* iCOn* background : Li ghtGray 
Mwm*foreground : bl ack 
Mwm*backgrou nd: Li ght SkyBlue 
Mwm*bottomShado wColor : Bluel 
Mwm*topShadowCo lor : CornflowerBlue 
Mwm*act iveFo reground : whit e 
Mwm*ac t iveBackgrou nd: Blue l 
Mwm*acti veBottomShadowColor : black 
Mwm*activeTopShad owColor: LightSkyBlue 
Mwm*bo rde r : bl ack 
Mwm*hi ghlight :wh i te 

ai xt erm. foreground : green 
ai xt erm. background : bl ack 
ai xterm.ful lcursor: t rue 
ai xterm.ScrollKey: on - l 
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ai xt erm .a utoRaise: t r ue 
ai xterm.a utoRai seDelay : 2 
ai xt erm.boldFont : Roml0.500 
ai xterm.geometry: 80x25 
ai xterm.iconFont: Rom8.500 
ai xterm.iconStartup: fa1se 
ai xt erm. j umpScro11 : t rue 
ai xterm.reverseWrap : true 
ai xte rm. saveLines: 500 
ai xterm.scro11Input: true 
ai xterm .scro11Key: fa1 se 
ai xterm . tit1e : AI X 

.mwmrc File 

Most of the features that you want to customize can be set with resources in your .Xdefaults file . 
However, key bindings, mouse button bindings, and menu definitions for your window manager are 
specified in the supplementary .mwmrc file , which is referenced by resources in the .Xdefaults file . 

lf you do not have a .mwmrc file in your home directory, you can copy it as follows : 
cp / usr/1ib/Xll/syst em.mwmrc .mwmrc 

Because the .mwmrc file overrides the systemwide effects of the system.mwmrc file, your specifications 
do not interfere with the specifications of other users . 

The following example shows part of a typical system.mwmrc file: 
# DEFAULT mwm RESOURCE DESCRIPTION FILE {system.mwmrc) 
# 
# menu pane descriptions 
# 
# Root Menu Description 

Menu RootMenu 
{ "Root Menu" 

no-1abe1 
"New Window" 
"Shuff1e Up" 
"Shuffle Down" 
"Refresh" 
no-1abe1 
"Res t art" 
"Quit" 

f. tit1e 
f. separa to r 
f . exec "ai xterm &" 
f.circ1e up 
f. c i rc1 e-down 
f.refresh 
f. sepa rato r 
f. restart 
f.quit_mwm 

# Defau1t Window Menu Description 

Menu Defau1tWindowMenu MwmWindowMenu 
{ "Resto re" R A1t<Key>F5 

"Move" M A lt<Key> F7 
"Size" _s Alt <Key>F8 
"Minimi ze" n A1t<Key> F9 
"Maximize" x A1t <Key> Fl0 
"Lower" L A1t <Key>F3 
no-1abe1 
"C1ose" C A lt<Key> F4 

# no acc1erator window menu 
Menu NoAccWindowMenu 
{ 

"Restore" R 
"Move" M 
"Size" S 
"Minimi ze" n 
"Max imi ze " x 

f. norma 1 i ze 
f. move 
f. resize 
f.minimize 
f. max imi ze 

f. norma 1 i ze 
f .move 
f. resize 
f.minimize 
f.ma ximi ze 
f. 1 ower 
f . separator 
f. ki 11 
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''Lower" 
no-label 
"Close" 

L 

c 

f. l ower 
f.separator 
f o ki 11 

Keys DefaultKeyBindings 
{ 

icon window 
icon window 

Sh ift<Key>Escape 
Me ta<Key>space 
Meta<Key>Tab 
Meta Shift<Key>Tab 
Meta<Key>Escape 
Meta Shift<Key>Escape 
Meta Ctrl Shift<Key>exclam 

root icon window 
root i con wi ndow 
root i con wi ndow 
root i con wi ndow 
root icon window 

f.post_wmenu 
f.post_wmenu 
f. next_key 
f.prev key 
f.next=key 
f.prev_key 
f. set beha v i o r 

# 
# button binding descriptions 
# 

Buttons DefaultButtonBindings 
{ 

<Btn lDown> frame I i con 
<B tn3Down> frame icon 
<Bt nlDown> root 
<Bt n3Down> root 
Meta<BtnlDown> i con jwi ndow 
Meta<Btn2Down> wi ndow I i con 
Meta<Btn3Down> window 

Buttons PointerButtonBindings 
{ 

# 

<B tnlDown> 
<Btn2 Down> 
<Btn3Down> 
<BtnlDown> 
Met a<Btn2Down> 
Meta<Btn3Down> 

framelicon 
frame icon 
frame icon 
root 
window,icon 
window icon 

# END DF mwm RESOURCE DESCRIPTION FILE 
# 

Customization Procedures 

f. raise 
f.post_wmenu 
f.menu RootMenu 
f.menu RootMenu 
f. l ower 
f . resi ze 
f.move 

f.raise 
f.post wmenu 
f.lower 
f.menu RootMenu 
f.resize 
f. move 

This section discusses the following procedures to customize your system environment: 

• "Exporting Shell Variables (export Shell Command)" 

• "Changing the Display's Font (chfont Command)" on page 136 

• "Changing Control Keys (stty Command)" on page 137 

• "Changing Your System Prompt" on page 137 

Exporting Shell Variables (export Shell Command) 

A local shell variable is a variable known only to the shell that created it. lf you start a new shell , the old 
shell 's variables are unknown to it. lf you want the new shells that you open to use the variables from an 
old shell, export the variables to make them global . 

You can use the export command to make local variables global. To make your local shell variables global 
automatically, export them in your .profile file . 

Note: Variables can be exported down to child shells, but not exported up to parent sheiiS:':". -------­
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For example, to make the local shell variable PATH global, type: 

export path 

Press Enter . 

For example , to list ali your exported variables, type: 

export 

Press Enter . 

The system displays information similar to the following: 

DI SPLAY=uni x: O 
EDITOR=v i 
ENV=$HOME/. env 
HI STFILE=/u/denise/.hi story 
HI STSI ZE=SOO 
HOME= / u/denise 
LANG=En US 
LOGNAME=deni se 
MAIL= / usr/mail/denise 
MAILCHEC K=O 
MAILMSG= **YOU HAVE NEW MAIL . 
USE THE mail COMMAND TO SEE YOUR MAILPATH=/usr/ma i l/denise?deni se has mail ! !! 
MAILRECORD=/u/den i se/.Outmail 
PATH=/u sr/ucb:/usr/lpp/Xll/bin:/bin:/usr/bin:/etc:/u/deni se:/u/denise/bin : /u/binl 
PWD=/u/denis e 
SHELL=/bin/ ksh 

Changing the Display's Font ( chfont Command) 

To change the default font at system startup, use the chfont or smit command. A tont palette is a file that 
the system uses to define and identify the fonts it has available . 

Note: To run the chfont command, you must have root authority . 

chfont Command 
For example, to change the active font to_ the fifth font in the font palette, type: 

chfont -as 

Press Enter. Font ID 5 becomes the primary font. 

For example, to change the font to an italic, roman , and bold face of the same size , type: 

chfon t - n /u sr/lpp/fonts/Itll4 . snf /usr/lpp/fonts/Bldl4. snf /usr/lpp/fonts/Roml4. snf 

Press Enter . 

See the chfont command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

smit Command 
The chfont command can also be run using smit . 

To select the active font, type: 

smi t chfont 

Press Enter . 

To select the font palette, type: 
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smit chfontpl 

Press Enter. 

Changing Control Keys (stty Command) 

To change the keys that your terminal uses for control keys, use the stty command. Your changes to 
control keys last until you log out. To make your changes permanent, place them in your .profile file . 

For example, to assign Ctri-Z as the interrupt key, type: 

stty intr "Z 

Be sure to place a space charactor between i nt r and .I'L Press Ente r . 

For example, to reset ali control keys to their default values, type: 

st ty sane 

Press Enter. 

For example, to display your current settings, type: 

stty -a 

Press Enter . 

See the stty command in the A/X 5L Version 5.2 Commands Reference for the complete syntax . 

Changing Your System Prompt 

Your shell uses the following prompt variables: 

PS1 
PS2 
PS3 

Prompl used as lhe normal syslem prompt 
Prompl used when lhe shell expecls more input 
Prompl used when you have root aulhorily 

You can change any of your prompt characters by changing the value of its shell variable. Your prompt 
changes remain in effect until you log out. To make your changes permanent, place them in your .env file . 

For example, to display the current value of the PS1 variable, type: 

echo "prompt is $PS1" 

Press Enter. The system displays information similar to the following: 

prompt i s $ 

For example, to change your prompt to Ready> , type: 

PSl="Ready> " 

Press Enter . 

For example, to change your continuation prompt to Enter more-> , type : 

PS2="Enter more->" 

Press Enter. 

For example, to change your root prompt to Root-> , type: 
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PS3= "Root-> " 

Press Enter . \·<:::.:;.:·:;/. 
--------------------------------------------------------------------------------~ 
Summary for User Environment Customization 

System Startup Files 

/etc/profile 

/etc/environment 

$HOME/.profile 

$HOMEI.env 

System file that contains commands that the system executes when you log 
in 
System file that contains variables specifying the basic enviranment for ali 
processes 
File in your home directory that contains commands that override the system 
/etc/profile when you log in. For more information, see ".profile File" on 
page 131 
File in your home directory that overrides the system /etc/environment and 
contains variables specifying the basic environment for ali processes. For 
more information, see ".env File" on page 131 

AIXwindows Startup Files 

$HOME!.xinitrc File in your home directory that contrais the windows and applications that start 
up when you start AIXwindows. For more information, see ".xinitrc File" on 
page 132 . 

$HOMEI.Xdefaults File in your home directory that contrais the visual or behavioral aspect of 
AIXwindows resources. For more information, see ".Xdefaults File" on page 133. 
File in your home directory that defines key bindings, mouse button bindings, and 
menu definitions for your window manager. For more information, see ".mwmrc 
File" on page 134 . 

$HOMEI.mwmrc 

Customization Procedures 

PS1 
PS2 
PS3 
chfont 
stty 

Normal system prompt 
More input system prompt 
Root system prompt 
Changes the font used by a display at system restart 
Sets, resets, and reports workstation operating parameters 
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Chapter 12. Shells 

Your interface to the operating system is called a she/1. The shell is the outermost layer of the operating 
system. Shells incorporate a programming language to contrai processes and files, as well as to start and 
contrai other programs. The shell manages the interaction between you and the operating system by 
prompting you for input, interpreting that input for the operating system, and then handling any resulting 
output from the operating system . 

Shells provide a way for you to communicate with the operating system. This communication is carried out 
either interactively (input from the keyboard is acted upon immediately) or as a shell script. A she/1 script is 
a sequence of shell and operating system commands that is stored in a file . 

When you log in to the system, the system locates the name of a shell program to execute. After it is 
executed, the shell displays a command prompt. This prompt is usually a$ (dollar sign). When you type a 
command at the prompt and press the Enter key, the shell evaluates the command and attempts to carry it 
out. Depending on your command instructions, the shell writes the command output to the screen or 
redirects the output. lt then returns the command prompt and waits for you to type another command. 

A command tine is the line on which you type. lt contains the shell prompt. The basic format for each line 
is as follows: 
$ Command Argument(s) 

The shell considers the first word of a command line (up to the first blank space) as the command, and ali 
subsequent words as arguments . 

This chapter discusses the following: 

• "Shell Features" on page 140 

• "Korn Shell or POSIX Shell Commands" on page 144 

• "Quoting in the Korn Shell or POSIX Shell" on page 149 

• "Reserved Words in the Korn Shell or POSIX Shell" on page 151 

• "Command Aliasing in the Korn Shell or POSIX Shell" on page 151 

• "Parameter Substitution in the Korn Shell or POSIX Shell" on page 152 

• "Command Substitution in the Korn Shell or POSIX Shell" on page 157 

• "Arithmetic Evaluation in the Korn Shell or POSIX Shell" on page 158 

• "Field Splitting in the Korn Shell or POSIX Shell" on page 159 

• "File-Name Substitution in the Korn Shell or POSIX Shell" on page 159 

• "lnput and Output Redirection in the Korn Shell or POSIX Shell" on page 161 

• "Exit Status in the Korn Shell or POSIX Shell" on page 163 

• "Korn Shell or POSIX Shell Commands" on page 144 

• "Korn Shell or POSIX Shell Built-ln Commands" on page 163 

• "Conditional Expressions for the Korn Shell o r POSIX Shell" on page 17 4 

• "Job Contrai in the Korn Shell or POSIX Shell" on page 175 

• "lnline Editing in the Korn Shell or POSIX Shell" on page 176 

• "List of Korn Shell or POSIX Shell Built-in Commands" on page 173 

• "List of Bourne Shell Built-in Commands" on page 199 

• "List of C Shell Built-in Commands" on page 219 

• "Bourne Shell" on page 221 

• "C Shell" on page 221 

• "Bourne Shell" on page 184 
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• "Restricted Shell" on page 185 

• "Bourne Shell Commands" on page 186 

"Variable and File-Name Substitution in the Bourne Shell" on page 193 

• "lnput and Output Redirection in the Bourne Shell" on page 1 99 

"C Shell" on page 200 

• "C Shell Commands" on page 201 

• "History Substitution in the C Shell" on page 209 

• "Alias Substitution in the C Shell" on page 212 

• "Variable and File-Name Substitution in the C Shell" on page 213 

• "Environment Variables in the C Shell" on page 216 

• "lnput and Output Redirection in the C Shell" on page 218 

• "Job Contrai in the C Shell" on page 219 

Shell Features 

The primary advantages of interfacing to the system through a shell are as follows: 

• Wildcard substitution in file names (pattern-matching} 

Carries out commands on a group of files by specifying a pattern to match, rather than an actual file 
name. 

For more information, see the following: 

- "File-Name Substitution in the Korn Shell or POSIX Shell" on page 159 

- "File-Name Substitution in the Bourne Shell" on page 198 

- "File-Name Substitution in the C Shell" on page 214 

• Background processing 

Sets up lengthy tasks to run in the background, freeing the terminal for concurrent interactive 
processing. 

For more information, see the bg command in the following: 

- "Job Control in the Korn Shell or POSIX Shell" on page 175 

- "C Shell Built-ln Commands" on page 202 

Note: The Bourne shell does not support job control. 

• Command aliasing 

Gives an alias name to a command or phrase. When the shell encounters an alias on the command line 
or in a shell script, it substitutas the text to which the alias refers. 

For more information, see the following: 

- "Command Aliasing in the Korn Shell or POSIX Shell" on page 151 

- "Alias Substitution in the C Shell" on page 212 

Note: The Bourne shell does not support command aliasing . 

• Command history 

Records the commands you enter in a history file. You can use this file to easily access, modify, and 
reissue any listed command. 

For more information, see the history command in the following: 

- "Korn Shell or POSIX Shell Command History'' on page 149 

- "C Shell Built-ln Commands" on page 202 

- "History Substitution in the C Shell" on page 209 

140 System User's Guide: Operating System and Devices 

Doe: ------



I 

• • • • • • • • • • • • • • • :(J 
• • • • • • • • • • • • 
:~ 
t 
t 
~ 

~ 

~ 

~ 

~ 

~ 

• 
• 
~ 

Note: The Bourne shell does not support command history . 

• File-name substitution 

Automatically produces a list of file names on a command line using pattern-matching characters . 

For more information, see the following: 

- "File-Name Substitution in the Korn Shell or POSIX Shell" on page 159 

"File-Name Substitution in the Bourne Shell" on page 198 

"File-Name Substitution in the C Shell" on page 214 

• lnput and output redirection 

Redirects input away from the keyboard and redirects output to a file or device other than the terminal. 
For example, input to a program can be provided from a file and redirected to the printer or to another 
file . 

For more information, see the following: 

"lnput and Output Redirection in the Korn Shell or POSIX Shell" on page 161 

- "lnput and Output Redirection in the Bourne Shell" on page 199 

"lnput and Output Redirection in the C Shell" on page 218 

• Piping 

Links any number of commands together to form a complex program. The standard output of one 
program becomes the standard input of the next. 

For more information, see the pipeline definition in "Shells Terminology" on page 142 . 

• Shell variable substitution 

Stores data in user-defined variables and predefined shell variables. 

For more information, see the following: 

- "Parameter Substitution in the Korn Shell or POSIX Shell" on page 152 

- "Variable Substitution in the Bourne Shell" on page 193 

- "Variable Substitution in the C Shell" on page 213 

Available Shells 

The following shells are provided with the operating system: 

• Korn shell (started with the ksh command) 

• Bourne shell (started with the bsh command) 

• Restricted shell (a limited version of the Bourne shell started with the Rsh command) 

• POSIX shell (also known as the Korn Shell, and started with the psh command) 

• Default shell (started with the sh command) 

• C shell (started with the csh command) 

o Trusted shell (a limited version of the Korn shell started with the tsh command) 

o Remate shell (started with the rsh command) 

The login she/1 refers to the shell that is loaded when you log in to the computer system. Your login shell is 
set in the /etc/passwd file . The Korn shell is the standard operating system login shell and is backwardly 
compatible with the Bourne Shell (see "Bourne Shell" on page 184). 

The default or standard she/1 refers to the shell linked to and started with the /usr/bin/sh command. The 
Bourne shell is set up as the default shell and is a subset of the Korn shell. 

The /usr/bin/sh resides as a copy of the Korn shell , which is /usr/bin/ksh. Hence, the Korn shell can be 
substituted as the default shell. The POSIX shell , which is invoked by the /usr/bin/psh command, resides 
as a link to the/usr/bin/sh command . 
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Shells Terminology 

The following definitions are helpful in understanding shells : 

blank 

built-in command 

command 

comment 

identifier 

list 

metacharacter 

parameter assignment 
list 

A blank is one of the characters in the blank character class defined in the LC 
category. In the POSIX shell, a blank is either a tab or space. 

A command that the shell executes without searching for it and creating a separate 
process. 

A sequence of characters in the syntax of the shell language. The shell reads each 
command and carries out the desired action either directly or by invoking separate 
utilities. 

Any word that begins with pound sign (#) . The word and ali characters that follow it, until 
the next newline character, are ignored . 
A sequence of letters, digits, or underscores from the portable character set, starting with 
a letter or underscore. The first character of an identifier must not be a digit. ldentifiers 
are used as names for aliases, functions, and named parameters . 

A sequence of one or more pipelines separated by one of the following symbols: 
semicolon (;), ampersand (&) , double ampersand (&&), or double bar (11) . The list is 
optionally ended by one of the following symbols: semicolon (;) , ampersand (&), or bar 
ampersand (I &). 

Sequentially processes the preceding pipeline. The shell carries out each 
command in turn and waits for the most recent command to complete . 

& Asynchronously processes the preceding pipeline. The shell carries out each 
command in turn , processing the pipeline in the background without waiting for 
it to complete . 

I& Asynchronously processes the preceding pipeline and establishes a two-way 
pipe to the parent shell. The shell carries out each command in turn, processing 
the pipeline in the background without waiting for it to complete . The parent 
shell can read from and write to the standard input and output of the spawned 
command by using the read -p and print -p commands. Only one such 
command can be aclive at any given time . 

&& Processes the list that follows this symbol only if the preceding pipeline returns 
an exit value of zero (O) . 

11 Processes the list that follows this symbol only if the preceding pipeline returns 
a nonzero exit value. 

The semicolon (;), ampersand (&), and bar ampersand (I&) have a Jower priority than the 
double ampersand (&&) and double bar (11) . The ;, &, and I& symbols have equal priority 
among themselves. The && and 11 symbols are equal in priority. One or more newline 
characters can be used instead of a semicolon to delimit two commands in a list. 

Note: The I& symbol is valid only in the Korn shell. 

Each metacharacter has a special meaning to the shell and causes termination of a word 
unless it is quoted. Metacharacters are: pipe (I), ampersand (&), semicolon (;), less-than 
sign (<) , greater-than sign (>), Jeft parenthesis (() , right parenthesis ()) , dollar sign ($) , 
backquote n. backslash (\) , right quote ('), double quotation marks ("), newline 
character, space character, and tab character. Ali characters enclosed between single 
quotation marks are considered quoted and are interpreted literally by the shell. The 
special meaning of metacharacters is retained )f not quoted. (Metacharacters are also 
known as parser metacharacters in the C shell.) 
lncludes one o r more words of the form ldentifier= Value in which spaces surrounding the 
equal sign (=) must be balanced. That is , leading and trailing blanks, or no blanks, must 
be used . 

Note: In the C shell, the parameter assignment list is of the form set ldentifier = 
Value. The spaces surrounding the equal sign (=) are required . 
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pipeline 

shell variable 

simple command 

subshell 
wildcard character 

word 

--~ 
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A sequence of one or more commands separated by pipe (1) . Each command in lhe\ Q..Y / / 
pipeline, except possibly the last command, is run as a separate process. However, lhe >~/ 
standard output of each command that is connected by a pipe becomes the standard·--,, · 
input of lhe next command in the sequence. lf a list is enclosed with parentheses, it is 
carried out as a simple command that operates in a separate subshell . 

lf lhe reserved word ! does not precede the pipeline, the exit status will be lhe exit status 
of the last command specified in the pipeline. Otherwise, the exit status is the logical 
NOT of lhe exit status of lhe last command. In other words, if the last command returns 
zero, lhe exit status will be 1. I f the last command returns greater than zero, the exit 
status will be zero . 

The formal for a pipeline is as follows : 

[!] commandl [ I command2 ... ] 

Note: Early versions of the Bourne shell used the caret (" ) to indicate a pipe. 
A name or parameter to which a value is assigned. Assign a variable by typing lhe 
variable name, an equal sign (=) , and then the value. The variable name can be 
substituted for the assigned value by preceding lhe variable name with a dollar sign ($) . 
Variables are partic~Jiarly useful for creating a short notation for a long path name, such 
as $HOME for the home directory. A predefined variable is one whose value is assigned 
by lhe shell. A user-defined variable is one whose value is assigned by a user. 
A sequence of optional parameter assignment lists and redirections, in any sequence. 
They are optionally followed by commands, words, and redirections. They are terminated 
by ; , I, &, I I, &&, I&, ora newline character. The command name is passed as 
parameter O (as defined by the exec subroutine). The value of a simple command is its 
exit status of zero if it terminates normally or nonzero if it terminates abnormally. The 
sigaction, sigvec, or signal Subroutine in the A/X 5L Version 5.2 Technical Reference: 
Base Operating System and Extensions Volume 2 includes a list of signal-exit status 
values . 
A shell that is running as a child of lhe login shell or the current shell. 
Also known as a pattern-matching character. The shell associates them with assigned 
values. The basic wildcards are ?, *, [set], and [!set]. Wildcard characters are particularly 
useful when performing file-name substitution . 
A sequence of characters that does not contain any blanks. Words are separated by one 
or more metacharacters . 

Creating and Running a Shell Script 

Shell scripts provide an easy way to carry out tedious commands, large or complicated sequences of 
commands, and routine tasks. A shell script is a file that contains one or more commands. When you type 
the name of a shell script file, the system executes the command sequence contained by the file . 

Vou can create a shell script using a text editor. Your script can contain both operating system commands 
and shell built-in commands . 

The following steps are general guidelines for writing shell scripts: 

1. Using a text editor, create and save a file. You can include any combination of shell and operating 
system commands in the shell script file . By convention, shell scripts that are not set up for use by 
many users are stored in the $HOME/bin directory . 

Note: The operating system does not support the setuid or setgid subroutines within a shell 
script. 

2. Use the chmod command to allow only the owner to run (or execute) the file . For example, if your file 
is named scriptl, type: 

chmod u=rwx sc riptl 

I" 
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Press Ente r. \., · . ___ -~- ... <:- ·>/ 
3, Enter the script name on the command line to run the shell script To run the script1 shell script, ty~e· : -:--.:.~-- .. >/ 

se ri ptl 

Press Entec 

Note: You can run a shell script without making it executable if a shell command (ksh, bsh, or 
csh) precedes the shell script file name on the command line, For example, to run a 
nonexecutable file named script1 under the control of the Korn shell , type: 

ksh se ri ptl 

Specifying a Shell for a Script File 

When you run an executable shell script in either the Korn (the POSIX Shell) or Bourne shell, the 
commands in the script are carried out under the contrai of the current shell (the shell from which the 
script is started) unless you specify a different sheiL When you run an executable shell script in the C 
shell, the commands in the script are carried out under the control of the Bourne shell (/usr/bin/bsh) 
unless you specify a different sheiL 

You can run a shell script in a specific shell by including the shell within the shell script 

To run an executable shell script under a specific shell , type # ! Path on the first line of the shell script, and 
press Enter. The # ! characters identify the file type. The Path variable specifies the path name of the shell 
from which to run the shell script 

For example, to run the bsh script in the Bourne shell , type: 

#!/usr/bin/bsh 

Press Enter . 

When you precede a shell script file name with a shell command, the shell specified on the command line 
overrides any shell specified within the script file itself. Therefore, typing ksh myfi l e and pressing Enter 
runs the file named myfile under the control of the Korn shell, even if the first line of myfile is 
# !/usr/bin/csh . 

Korn Shell or POSIX Shell Commands 

The Korn shell is an interactive command interpreter and command programming language. lt conforms to 
the Portable Operating System Interface for Computer Environments (POSIX) , an international standard for 
operating systems. POSIX is not an operating system, but is a standard aimed at portability of 
applications, at the source levei, across many systems. POSIX features are built on top of the Korn shell. 
The Korn shell (also known as the POSIX shell) offers many of the same features as the Bourne and C 
shells, such as 1/0 redirection capabilities, variable substitution, and file name substitution. lt also includes 
severa! additional command and programming language features: 

Arithmetic evaluation The Korn shell , or POSIX shell , can perform integer arithmetic using the built-in let 
command, using any base from 2 to 36. "Arithmetic Evaluation in the Korn Shell or POSIX 
Shell" on page 158 further describes this feature, 

Command history The Korn shell, or POSIX shell, stores a file that records ali of the commands you enter. You 
can use a text editor to alter a command in this history file and then reissue the command . 
For more information about the command history feature, see "Korn Shell or POSIX Shell 
Command History" on page 149 . 

Coprocess facility Enables you to run programs in the background and send and receive information to these 
background processes. For more information, see"Coprocess Facility" on page 162. 
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Editing The Korn shell, or POSIX shell, ofters inline editing options that enable you to edit the ·-··--···_:,/· 
command line. Editors similar to emacs, gmacs, and vi are available. "lnline Editing in the 
Korn Shell or POSIX Shell" on page 176 further describes this feature. 

A Korn shell command is one of the following: 

• Simple command 

• Pipeline 

• List 

• Compound command 

• Function 

When you issue a command in the Korn shell or POSIX shell , the shell evaluates the command and does 
the following : 

• Makes ali indicated substitutions. 

• Determines whether the command contains a /. lf it does, the shell runs the program named by the 
specified path name. 

lf the command does not contain a /, the Korn shell or POSIX shell continues with the following actions: 

• Determines whether the command is a special built-in command. lf it is, the shell runs the command 
within the current shell process . 

For information about special built-in commands, see ""Korn Shell or POSIX Shell Built-ln Commands" 
on page 163". 

• Compares the command to user-defined functions. lf the command matches a user-defined function , the 
positional parameters are saved and then reset to the arguments of the function call. When the 
function completes or issues a return, the positional parameter list is restored, and any trap set on EXIT 
within the function is carried out. The value of a function is the value of the last command executed. A 
function is carried out in the current shell process . 

• lf the command name matches the name of a regular built-in command, that regular built-in command 
will be invoked. 

For information about regular built-in commands, see '"'Korn Shell or POSIX Shell Built-ln Commands" 
on page 163" . 

• Creates a process and attempts to carry out the command by using the exec command (if the 
command is neither a built-in command nor a user-defined function) . 

The Korn shell, or POSIX shell, searches each directory in a specified path for an executable file . The 
PATH shell variable defines the search path for the directory containing the command. Alternativa directory 
names are separated with a :. The default path is /us r/bi n: (specifying the /usr/bin directory, and the 
current directory, in that order). The current directory is specified by two or more adjacent colons, or by a 
colon at the beginning or end of the path list. 

lf the file has execute permission but is nota directory or an a.out file, the shell assumes that it contains 
shell commands. The current shell process spawns a subshell to read the file . Ali nonexported aliases, 
functions, and named parameters are removed from the file . lf the shell command file has read 
permission, or if the setuid or setgid bits are set on the file , then the shell runs an agent that sets up the 
permissions and carries out the shell with the shell command file passed down as an open file. A 
parenthesized command is run in a subshell without removing nonexported quantities. 

This section discusses the following: 

• "Korn Shell Compound Commands" on page 146 

• "Korn Shell Functions" on page 148 

• "Korn Shell or POSIX Shell Built-ln Commands" on page 163 
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• "Conditional Expressions for the Korn Shell or POSIX Shell" on page 174 

Korn Shell Compound Commands 

A compound command can be a list of simple commands, a pipeline, or it can begin with a reserved word. 
Most of the time, you will use compound commands such as if, while, and for when you are writing shell 
scripts . 

List of Korn Shell or POSIX Shell Compound Commands 

for ldentifier [in Word ... ] ;do 
List ;done 

select ldentifier [in Word ... ] 
;do List ;done 

case Word in [[ (] Pattern [ I 
Pattern] ... ) List ;;] ... esac 

if List ;then List [elif List ;then 
Lis~ ... [;else Lis~ ;fi 

while List ;do List ;done 
until List ;do List ;done 

( List) 

Each time a for command is executed, the ldentifier parameter is set to the next 
word taken from the in Word ... list. lf the in Word ... command is omitted, then the 
for command executes lhe do List command once for each positional parameter that 
is set. Execution ends when there are no more words in the list. For more 
information on positional parameters, reter to ""Parameter Substitution in the Korn 
Shell o r POSIX Shell" on page 152" . 
A select command prinls on slandard error (file descriplor 2) lhe sei of words 
specilied, each preceded by a number. lf lhe in Word ... command is omitted, then 
lhe positional parameters are used instead. The PS3 prompt is printed and a line is 
read from the slandard input. 11 this line consists of lhe number oi one oi lhe listed 
words, then lhe value of the /dentifier parameter is set to lhe word corresponding to 
this number. 
11 the line read from standard input is empty, lhe selection list is printed again . 
Otherwise, the value of the ldentifier parameter is set to nu li. The contents of the line 
read lrom standard input is saved in the REPLY parameter. The List parameter is 
executed for each selection until a break or an end-of-file character is encountered . 
For more information on positional parameters, reter to ""Parameter Substitution in 
the Korn Shell o r POSIX Shell" on page 152" . 
A case command executes the List parameter associated with the lirst Pattern 
para meter that matches lhe Word parameter. The lorm of the patterns is the same as 
that used for file-narne substitution . 
The List parameter specifies a list of cornmands to be run. The shell executes the if 
List command first. lf a zero exit status is returned, it executes lhe then List 
command. Otherwise, lhe commands specified by the List parameter following the 
elif command are executed . 
11 the value returned by the last command in the elif List command is zero, the then 
List command is executed. lf the value returned by the last command in the then List 
command is zero, lhe else List command is executed. 11 no commands specified by 
the List parameters are executed for lhe else or then command, the if command 
returns a zero exit status . 

The List parameter specifies a list of commands to be run . The while command 
repeatedly executes the commands specified by lhe List parameter. lf the exit status 
oi the last command in the while List command is zero, the do List command is 
executed. lf lhe exit status of the last command in lhe while List command is not 
zero, the loop terminates. lf no commands in the do List command are executed, 
then the while command returns a zero exit status. The until command might be 
used in place of the while command to negate the loop termination test. 
The List parameter specifies a list of commands to run. The shell executes the List 
parameter in a separate environment. 

Note: lf two adjacent open parentheses are needed for nesting, you must 
insert a space between them in arder to differentiate between the command 
and arithmetic evaluation . 
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{ List;} The List parameter specifies a list of commands to run. The List parameter is si~?iY. \ v.,.:}J 
executed. ''·. ,_ :;·· - ___ · 

[[ Expression]] 

function ldentifier { List ;} or 
function ldentifier () {List ;} 

t ime Pipeline 

Shell Startup 

Note: Unlike lhe metacharacters ( ), { } denote reserved words (used for 
special purposes, no! as user-declared identifiers). To be recognized, these 
reserved words must appear at lhe beginning of a line or after a ; . 

Evaluates the Expression parameter. lf the expression is true, the command returns 
a zero exit status. 
Defines a function that is referred to by lhe ldentifier parameter. The body of the 
function is lhe specified list of commands enclosed by { }. The () consists of two 
operators, so mixing blank characters with the identifier, ( and ) is permitted, but is 
not necessary . 
Executes the Pipeline parameter. The elapsed time, user time, and system time are 
printed to standard error. 

You can start the Korn shell with the ksh command, psh command (POSIX shell), or the exec command. 

lf the shell is started by the exec command, and the first character of zero argument ($0) is the hyphen 
(-), then the shell is assumed to be a login shell. The shell first reads commands from the /etc/profile file, 
and then from either the .profile file in the current directory or from the $HOME/.profile file , if either file 
exists. Next, the shell reads commands from the file named by performing parameter substitution on the 
value of the ENV environment variable, if the file exists . 

lf you specify the File [Parameter] parameter when invoking the Korn shell or POSIX shell , the shell runs 
the script file identified by the File parameter, including any parameters specified. The script file specified 
must have read permission; any setuid and setgid settings are ignored. The shell then reads the 
commands. 

Note: Do not specify a script file with the -c or -s flags when invoking the Korn shell or POSIX shell. 

For more information on positional parameters, see "Parameter Substitution in the Korn Shell or POSIX 
Shell" on page 152. 

Korn Shell Environment 

Ali variables (with their associated values) known to a command at the beginning of its execution 
constitute its environment. This environment includes variables that a command inherits from its parent 
process and variables specified as keyword parameters on the command line that calls the command. The 
shell interacts with the environment in several ways. When it is started, the shell scans the environment 
and creates a parameter for each name found, giving the parameter the corresponding value and marking 
it for export. Executed commands inherit the environment. 

lf you modify the values of the shell parameters or create new ones using the export or typeset -x 
commands, the parameters become part of the environment. The environment seen by any executed 
command is therefore composed of any name-value pairs originally inherited by the shell, whose values 
might be modified by the current shell, plus any additions that resulted from using the export or typeset -x 
commands. The executed command (subshell) will see any modifications it makes to the environment 
variables it has inherited, but for its child shells or processes to see the modified values, the subshell must 
export these variables. 

The environment for any simple command or function is changed by prefixing with one or more parameter 
assignments. A parameter assignment argument is a word of the form ldentifier= Va/ue. Thus, the two 
following expressions are equivalent (as far as the execution of the command is concerned)-: 

r<C) r,"~" 
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TERM=450 Command arg ume nts 

(export TERM ; TERM=450; Command arguments) 

Korn Shell Functions 

The function reserved word defines shell functions. The shell reads and stores functions internally. Alias 
names are resolved when the function is read. The shell executes functions in the same manner as 
commands, with the arguments passed as positional parameters. For more information on positional 
parameters, reter to "Parameter Substitution in the Korn Shell or POSIX Shell" on page 152. 

The Korn shell or POSIX shell executes functions in the environment from which functions are invoked. Ali 
of the following are shared by the function and the invoking script, and side effects can be produced : 

• Variable values and attributes (unless you use typeset command within the function to declare a local 
variable) 

• Working directory 

• Aliases, function definitions, and attributes 

• Special parameter $ 

• Open files 

The following are not shared between the function and the invoking script, and there are no side effects: 

• Positional parameters. 

• Special parameter #. 

• Variables in a variable assignment list when the function is invoked . 

• Variables declared using typeset command within the function. 

• Options . 

• Traps. However, signals ignored by the invoking script will also be ignored by the function. 

Note: In earlier versions of the Korn shell, traps other than EXIT and ERA were shared by the 
function as well as lhe invoking script. 

lf trap on O or EXIT is executed inside the body of a function , the action is executed after the function 
completes, in the environment that called the function. lf the trap is executed outside the body of a 
function, the action is executed upon exit from the Korn shell . In earlier versions of the Korn shell, no trap 
on O or EXIT outside the body of a function was executed upon exit from the function. 

• When a function is executed, it has the same syntax-error and variable-assignment properties described in 
~ ~ '"'Korn Shell or POSIX Shell Built-ln Commands" on page 163. 

~ The compound command is executed whenever the function name is specified as the name of a simple 
~ command. The operands to the command temporarily will become the positional parameters during the 

execution of the compound command. The special parameter # will also change to reflect the number of 
operands. The special parameter O will not change. 

The return special command is used to return from function calls. Errors within functions return contrai to 
the caller. 

Function identifiers are listed with the -for +f option of the typeset special command. The -f option also 
lists the text of functions. Functions are undefined with the -f option of the unset special command. 

Ordinarily, functions are unset when the shell executes a shell script. The -xf option of the typeset special 
command allows a function to be exported to scripts that are executed without a separate invocation of the 
shell. Functions that must be defined across separate invocations of the shell should be specified in the 

,-:o•·' 
/"· -::-~ 

ENV file with the -xf option of the typeset special command. 
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The exit status o f a function definition is zero i f the function was not successfully declared. Otherwis::~.i ;\ ~ K c}r' 
will be greater than zero. The exit status of a function invocation is the exit status of the most recent "' ··.,,'.: ·-- ~ ·-· 
command executed by the function . ~"---·~ ·· 

Korn Shell or POSIX Shell Command History 

The Korn shell or POSIX shell saves commands entered from your terminal device to a history file. lf set, 
the HISTFILE variable value is the name of the history file . lf the HISTFILE variable is not setor cannot 
be written, the history file used is $HOME/.sh_history. lf the history file does not exist and the Korn shell 
cannot create it, or if it does exist and the Korn shell does not have permission to append to it, then the 
Korn shell uses a temporary file as the history file. The shell accesses the commands of ali interactive 
shells using the same named history file with appropriate permissions . 

By default, the Korn shell or POSIX shell saves the text of the last 128 commands entered from a terminal 
device. The history file size (specified by the HISTSIZE variable) is not limited, although a very large 
history file can cause the Korn shell to start slowly. 

Command History Substitution 
Use the fc built-in command to list or edit portions of the history file . To select a portion of the file to edit or 
list, specity the number or the first character or characters of the command. You can specify a single 
command or range of commands . 

lf you do not specity an editor program as an argument to the fc regular built-in command, the editor 
specified by the FCEDIT variable is used. lf the FCEDIT variable is not defined, then the /usr/bin/ed file is 
used. The edited command or commands are printed and run when you exit the editor . 

The editor name hyphen (-) is used to skip the editing phase and run the command again. In this case, a 
substitution parameter of the form 0/cf=New can be used to modify the command before it is run . For 
example, if r is aliased to f c -e -, then typing r bad=good c runs the most recent command that starts 
with the letter c, and replaces the first occurrence of the bad string with the good string. 

For more information about using the history shell command, see "Listing Previously Entered Commands 
(history Shell Command)" on page 30 and the fc command in the AIX 5L Version 5.2 Commands 
Reference. 

Quoting in the Korn Shell or POSIX Shell 

When you want the Korn shell or POSIX shell to read a character as a regular character, rather than with 
any normally associated meaning, you must quote it. To negate the special meaning of a metacharacter, 
use one of the quoting mechanisms in the following list. 

Each metacharacter has a special meaning to the shell and, unless quoted, causes termination of a word . 
The following characters are considered metacharacters by the Korn shell or POSIX shell and must be 
quoted if they are to represent themselves: 

• pipe (I) 

• ampersand (&) 

• semicolon (;) 

• less-than sign ($1t;) and greater-than sign (>) 

• left parenthesis (() and right parenthesis ()) 

• dollar sign ($) 

• backquote C) and single quotation mark (') 

• backslash (\) 

• double-quotation marks (") 

rJ'3r, L·, '14~9;-c -
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• newline character 

• space character 

• tab character 

The quoting mechanisms are the backslash (\) , single quotation mark ('), and double quotation marks (") . 

Backslash) 

Single Quotation Marks 

Double Quotation Marks 

A backslash (\) that is not quoted preserves the literal value of the following 
character, with the exception of a newline character. lf a new-line character 
follows the backslash, the shell interprets this as line continuation . 
Enclosing characters in single quotation marks ( ' ') preserves the literal 
value of each character within the single quotation marks. A single quotation 
mark cannot occur within single quotation marks . 

A backslash cannot be used to escape a single quotation mark in a string 
that is set in single-quotation marks. An embedded quotation mark can be 
created by writing, for example: ·a·\ " b ·, which yields a'b . 
Enclosing characters in double quotation marks (" ") preserves lhe literal 
value of ali characters within lhe double quotation marks, with lhe exception 
of lhe dollar sign, backquote, and backslash characters, as follows: 

$ The dollar sign retains its special meaning introducing parameter 
expansion, a form of command substitution, and arithmetic 
expansion . 

The input characters within lhe quoted string that are also enclosed 
between $( and lhe matching ) will not be affected by lhe double 
quotation marks, but define that command whose output replaces 
lhe$( ... ) when the word is expanded . 

Within lhe string of characters from an enclosed ${ to the matching 
}, there must be an even number of unescaped double quotation 
marks or single quotation marks, if any. A preceding backslash 
character must be used to escape a literal { or } . 

The backquote retains its special meaning introducing the other 
form of command substitution. The portion of lhe quoted string, 
from lhe initial backquote and lhe characters up to lhe next 
backquote that is not preceded by a backslash, defines that 
command whose output replaces - . . . - when lhe word is 
expanded. 

\ The backslash retains its special meaning as an escape character 
only when followed by one o f lhe following characters: $, -, ", \, o r 
a newline character. 

: ~ A double quolalion mark musl be preceded by a backslash to be included within double quotation marks. 
• When you use double quotation marks, if a backslash is immediately followed by a character that would be 

interpreted as having a special meaning, the backslash is deleted, and the subsequent character is taken 
• literally. lf a backslash does not precede a character that would have a special meaning, it is left in place 
• unchanged, and the character immediately following it is also left unchanged. For example: 

"\$" - > $ 
"\a" - > \a 

The following conditions apply to metacharacters and quoting characters in the Korn or POSIX shell : 

• The meanings of dollar sign , asterisk ($*) and dollar sign, at sign ($@) are identical when not quoted, 
when used as a parameter assignment value, or when used as a file name. 

• When used as a command argument, double quotation marks, dollar sign , asterisk, double quotation 
marks ("$*") is equivalent to "$1 cl$2d ... ", where d is the first character of the IFS parameter. 

• Double quotation marks, at sign, asterisk, double quotation marks (''$@ ")are equivalent te ~~~1 " 0 '~2 " .. , . ~ ... 
O v n· U-.J " - c.' -
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• Parameter and command substitution occurs inside double quolation marks (" ") . 

• The special meaning of reserved words or aliases is removed by quoting any character of the reserved 
word. You cannot quote function names or built-in command names . 

Reserved Words in the Korn Shell or POSIX Shell 

The following reserved words have special meaning to the shell: 

case do 
done elif else 
esac fi for 
function i f in 
select then time 
until while { 
} [[ ]] 

The reserved words are recognized only when they appear withoul quolalion marks and when the word is 
used as the following: 

• First word of a command 

• First word following one of the reserved words other than case, for, or in 

• Third word in a case or for command (only in is valid in this case) 

Command Aliasing in the Korn Shell or POSIX Shell 

The Korn shell , or POSIX shell , allows you to create aliases to cuslomize commands. The alias command 
defines a word of the form Name=Stri ng as an alias. When you use an alias as the first word of a 
command line, the Korn shell checks to see if it is already processing an alias with the same name. lf it is, 
the Korn shell does not replace the alias name. lf an alias with lhe same name is not already being 
processed, the Korn shell replaces the alias name by the value of lhe alias. 

The first characler of an alias name can be any printable character, excepl the metacharacters. The 
remaining characters must be the same as for a valid identifier. The replacement string can contain any 
valid shell lext, including the melacharaclers. 

lf the last character of the alias value is a blank, the shell also checks the word following the alias for alias 
substitution. You can use aliases to redefine special built-in commands, but not to redefine reserved 
words. Alias definitions are not inherited across invocations of ksh. However, if you specify alias -x, the 
alias stays in effect for scripts invoked by name, that do not invoke a separate shell. To expor! an alias 
definition and to cause child processes to have access to them, you must specify the alias -x, as well as 
the alias definition in your environment file. 

To create, list, and expor! aliases, use the alias command. To remove aliases, use lhe unalias command. 

The formal for creating an alias is as follows: 

alias Name=String 

in which the Name parameter specifies the name of the alias and the String parameter specifies the value 
of the alias . 

The following exported aliases are predefined by the Korn shell, but can be unset or redefined. lt is not 
recommended thal you change them, because this might !ater confuse anyone who expects the alias to 
work as predefined by the Korn shell . 
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autoload='typeset -fu ' 
fals e='let 0' 
fun ctions ='typeset -f' 
has h='ali as -t' 
hi story=' fc -1' 
integer='typeset -i' 
nohup='nohup ' 
r= 'fc -e -' 
t rue=' : ' 
type='whence -v' 

Aliases are not supported on noninteractive invocations of the Korn shell (ksh); for example, in a shell 
script, or with the -c option in ksh , as in the following: 

ks h - c alias 

For more information about aliasing, see "Creating a Command Alias (alias Shell Command)" on page 33 
and the alias command in the A/X 5L Version 5.2 Commands Reference . 

Tracked Aliases 
Frequently, aliases are used as shorthand for full path names. One aliasing facility option allows you to 
automatically set the value of an alias to the full path name of a corresponding command. This special 
type of alias is a tracked alias. Tracked aliases speed execution by eliminating the need for the shell to 
search the PATH variable for a full path name . 

The set -h command turns on command tracking so that each time a command is referenced, the shell 
defines the value of a tracked alias. This value is undefined each time you reset the PATH variable . 

These aliases remain tracked so that the next subsequent reference will redefine the value . Several 
tracked aliases are compiled into the shell. 

Tilde Substitution 

After the shell performs alias substitution, it checks each word to see if it begins with an unquoted tilde (-) . 
lf it does, the shell checks the word, up to the first slash (/) , to see if it matches a user name in the 
/etc/passwd file. lf the shell finds a match, it replaces the - character and the name with the login 
directory of the matched user. This process is called ti/de substitution . 

The shell does not change the original text if it does not find a match. The Korn shell also makes special 
replacements if the - character is the only character in the word or followed by plus sign (+) or hyphen (-): 

=~ =+ 
Replaced by the value of the HOME variable. 
Replaced by the $PWD variable (the full path name of the current directory). 
Replaced by the $0LDPWD variable (the full path name of the previous directory) . • • • • • • • • • • • • 

~ .. 

In addition, the shell attempts tilde substitution when the value of a variable assignment parameter begins 
with a tilde - character . 

Parameter Substitution in the Korn Shell or POSIX Shell 
The Korn Shell , or POSIX shell , enables you to do parameter substitutions . 

This section discusses the following: 

• "Parameters in the Korn Shell" on page 153 

• "Parameter Substitution" on page 153 

• "Predefined Special Parameters" on page 154 
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• "Variables Set by the Korn Shell or POSIX Shell" on page 155 

• "Variables Used by the Korn Shell or POSIX Shell" on page 155 

Parameters in the Korn Shell 

A parameter is defined as the following : 

• ldentifier of any of the characters asterisk (*), at sign (@), pound sign (#), question mark (?), hyphen (-) , 
dollar sign ($), and exclamation point (!) . These are called special parameters . 

• Argument denoted by a number (positional parameter) 

• Parameter denoted by an identifier, with a value and zero or more attributes (named 
parameter/ variables ) . 

The typeset special built-in command assigns values and attributes to named parameters. The attributes 
supported by the Korn shell are described with the typeset special built-in command. Exported parameters 
pass values and attributes to the environment. 

The value of a named parameter is assigned by: 

Name=Value [ Name=Value] ... 

lf the -i integer attribute is set for the Name parameter, the Value parameter is subject to arithmetic 
evaluation. Refer to "Arithmetic Evaluation in the Korn Shell or POSIX Shell" on page 158 for more 
information about arithmetic expression evaluation . 

The shell supports a one-dimensional array facility. An element of an array parameter is referenced by a 
subscript. A subscript is denoted by an arithmetic expression enclosed by brackets ([ ]) . To assign values 
to an array, use set-A Name Value .. . . The value of ali subscripts must be in the range of O through 511 . 
Arrays need not be declared. Any reference to a named parameter with a valid subscript is legal and an 
array will be created, if necessary. Referencing an array without a subscript is equivalent to referencing the 
elementO . 

Positional parameters are assigned values with the set special command. The $0 parameter is set from 
argument O when the shell is invoked. The $ character is used to introduce parameters that can be 
substituted . 

Parameter Substitution 
The following are substitutable parameters: 

${Para mete!} 

${#Parametel} 

${ # ldentifier[*]} 

The shell reads ali lhe characters trom lhe ${ to lhe matching } as pari ot the same 
word, even if that word contains braces or metacharacters. The value, it any, ot the 
specified parameter is substituted. The braces are required when the Parameter 
parameter is followed by a letter, digit, or underscore that is not to be interpreted as 
pari ot its name, or when a named parameter is subscripted . 

lf lhe specified parameler conlains one or more digils, it is a positional parameter. A 
posilional parameter ot more lhan one digit musl be enclosed in braces. lf lhe value 
of the variable is an * or an @), each posilional parameter, starling wilh $1, is 
substituted (separaled by a field separalor character). lf an array idenlifier with a 
subscript * or an @ is used, then lhe value for each of lhe elements (separated by 
a field separator character) is substituted . 
lf the value of the Parameter parameter is an • o r an @, lhe number of positional 
parameters is substituted. Otherwise, the length specified by the Parameter 
parameter is substituted . 
The number ot elements in the array specitied by the ldentifier parameter is 
substiluted . 
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${ Parameter:- Wora} lf the Parameter parameter is set and is not nu li , then its value is substituted; 
otherwise, lhe value of the Word parameter is substituted . 

S{Parameter:= Wora} I f the Parameter parameter is not set o r is null, then it is set to lhe value of the 
Word parameter. Positional parameters cannot be assigned in this way . 

${ Parameter:? Wora} I f lhe Parameter parameter is set and is not null, then substitute its value. 
Otherwise, print the value of the Word variable and exit from the shell. I f the Word 
variable is omitted, then a standard message is printed . 

${Parameter:+ Wora} I f the Parameter parameter is set and is not nu li, then substitute the value of the 
Word variable . 

${Parameter#Pattern} I 
${Parameter##Pattern} 

lf the specified shell Pattern parameter matches the beginning of the value of the 
Parameter parameter, then the value of this substitution is the value of the 
Parameter parameter with the matched portion deleted. Otherwise, the value of the 
Parameter parameter is substituted. In the first form, the smallest matching pattern 
is deleted. In the second form, the largest matching pattern is deleted. 

${Parameter%Pattern} I 
${Parametef'lo%Pattern} 

lf the specified shell Pattern matches the end of the value of the Parameter 
variable, then lhe value of this substitution is the value of lhe Parameter variable 
with the matched part deleted. Otherwise, substitute the value of the Parameter 
variable. In the first form, the smallest matching pattern is deleted; in the second 
form, the largest matching pattern is deleted. 

In the previous expressions, the Word variable is not evaluated unless it is to be 
used as the substituted string. Thus, in the following example, the pwd command is 
executed only if the -d flag is not set or is null: 

echo ${d:-$(pwd)} 

Note: lf the : is omitted from the previous expressions, the shell checks only whether the Parameter 
parameter is set. 

Predefined Special Parameters 
The following parameters are automatically set by the shell: 

@ Expands the positional parameters, beginning with $1 . Each parameter is separated by a space. 

I f you place " around $@, the shell considers each positional parameter a separate string. lf no 
positional parameters exist, the shell expands the statement to an unquoted null string. 
Expands the positional parameters, beginning with $1. The shell separates each parameter with the 
first character of the IFS parameter value . 

lf you place " around $*, the shell includes the positional parameter values in double quotation 
marks. Each value is separated by the first character of the JFS parameter. 

' ··· 

=~# 
Specifies the number (in decimais) of positional parameters passed to the shell, not counting the 
name of the shell procedure itself. The $# parameter thus yields the number of the highest-numbered 
positional parameter that is set. One of the primary uses of this parameter is to check for the 
presence of lhe required number of arguments . • • • • • • • • • • • • t 

? 

154 

Supplies flags to the shell on invocation or with the set command . 
Specifies the exit value of the last command executed. lts value is a decimal string. Most commands 
return O to indicate successful completion. The shell itself returns the current value of lhe $? 
parameter as its exit value . 
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ldentifies the process number of this shell. Because process numbers are unique among all ·e~isting K~ 
processes, this string of up to 5 digits is often used to generate unique names for temporary fil es. · 

The following example illustrates the recommended practice of creating temporary files in a directbry · -
used only for that purpose: 

temp=$HOME / temp/$$ 
l s >$ t emp 

rm $t emp 
Specifies the process number of the most recent background command invoked . 
Expands to the name of the shell or shell script. 

Variables Set by the Korn Shell or POSIX Shell 

The following variables are set by the shell : 

underscore (_) 

ERRNO 

LINENO 
OLDPWD 
OPTARG 

OPTIND 

PPID 
PWD 
RANDOM 

REPLY 

SECONDS 

lndicates initially the absolute path name of the shell or script being executed as passed 
in the environment. Subsequently, it is assigned the last argument of the previous 
command. This parameter is not set for commands that are asynchronous. This 
parameter is also used to hold the name of the matching MAIL file when checking for 
mail. 
Specifies a value that is set by the most recently failed subroutine. This value is 
system-dependent and is intended for debugging purposes . 
Specifies the line number of the current line within the script or function being executed. 
lndicates the previous working directory set by the cd command. 
Specifies the value of the last option argument processed by the getopts regular built-in 
command. 
Specifies index of the last option argument processed by the getopts regular built-in 
command . 
ldentifies the process number of the parent of the shell. 
lndicates the present working directory set by the cd command. 
Generates a random integer, uniformly distributed between O and 32767. The sequence 
of random numbers can be initialized by assigning a numeric value to the RANDOM 
variable. 
Set by the select statement and by the read regular built-in command when no 
arguments are supplied. 
Specifies the number of seconds since shell invocation is returned. lf this variable is 
assigned a value, then the value returned upon reference will be the value that was 
assigned plus the number of seconds since the assignment. 

Variables Used by the Korn Shell or POSIX Shell 

The following variables are used by the shell: 

CDPATH 
COLUMNS 
EDITOR 

ENV 

FCEDIT 

lndicates the search path for the cd (change directory) command. 
Defines the width of the edit window for the shell edit modes and for printing select lists. 
lf the value of this parameter ends in emacs, gmacs, or vi, and the VISUAL variable is not set 
with the set special built-in command, then the corresponding option is turned on. 
lf this variable is set, then parameter substitution is performed on the value to generate the 
path name of the script that will be executed when the shell is invoked. This file is typically 
used for alias and function definitions. 
Specifies the default editor name for the te regular built-in command. 
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FPATH 

HISTFILE 

HISTSIZE 

HOME 

IFS 

LANG 
LC_ALL 
LC_COLLATE 
LC_CTYPE 
LC_MESSAGES 
LINES 

MAl L 

MAILCHECK 

MAILPATH 

NLSPATH 
PATH 

PS1 

PS2 
PS3 

PS4 

SHELL 
SHELL PROMPT 

. / __ .•. ~-~- ··-:::-:"\ 
/ . ~ ·. 
/ ,:" ·~~ ·~ty · 

Specifies lhe search path for function definitions. This path is searched when a function wttt\ ~c.5 
the -u flag is referenced and when a command is not found. lf an executable file is found\ .thên. "v · 
it is read and executed in the current environment. '·."' · ·: 
lf this variable is set when the shell is invoked, then the value is the path name of the file that 
will be used to store the command history . 
lf this variable is set when lhe shell is invoked, then lhe number of previously entered 
commands that are accessible by this shell will be greater than or equal to this number. The 
default is 128. 
lndicates lhe name of your Jogin directory, which becomes lhe current directory upon 

· .~ .. - .,.. .. 

completion of a login. The login program initializes lhis variable. The cd command uses lhe 
value of lhe $HOME parameter as its default value. Using this variable rather than an explicit 
path name in a shell procedure allows lhe procedure to be run from a different directory wilhout 
alterations . 
Specifies IFS (internai field separators), normally space, tab, and newline, used to separale 
command words that resull from command or parameter subslitution and for separating words 
with lhe regular built-in command read. The first characler of lhe IFS parameter is used to 
separate arguments for the $* substitution . 
Provides a default value for the LC_* variables. 
Overrides the value of the LANG and LC_* variables. 
Determines lhe behavior of range expression within pattern matching. 
Defines character classification, case conversion, and other character attributes. 
Determines the language in which messages are written. 
Determines lhe column length for printing select lists. Select lists print vertically until about 
two-thirds of !ines specified by the LINES variable are filled . 
Specifies lhe file path name used by lhe mail system to detect the arrival of new mail. Jf this 
variable is sei to the name of a mail file and the MAILPATH variable is not sei, then the shell 
informs lhe user of new mail in lhe specified file . 
Specifies how often (in seconds) the shell checks for changes in lhe modification time of any of 
the files specified by lhe MAILPATH or MAIL variables. The default value is 600 seconds . 
When lhe time has elapsed, lhe shell checks before issuing lhe next prompt. 
Specifies a list of file names separated by colons. lf this variable is set, then lhe shell informs 
lhe user of any modifications to lhe specified files that have occurred during lhe period, in 
seconds, specified by lhe MAILCHECK variable. Each file name can be followed by a ? and a 
message that will be printed. The message will undergo variable substitution with the $_ 
variable defined as lhe name of lhe file that has changed. The default message is you have 
mail in $_. 
Determines lhe location of message catalogs for lhe processing of LC_MESSAGES. 
lndicates lhe search path for commands, which is an ordered list of directory path names 
separated by colons. The shell searches these directories in lhe specified order when it looks 
for commands. A null string anywhere in the list represents lhe current directory . 
Specifies lhe string to be used as lhe primary system prompt. The value of this parameter is 
expanded for parameter substitution to define the primary prompt string, which is a $ by default. 
The ! character in lhe primary prompt string is replaced by the command number. 
Specifies the value of lhe secondary prompt string, which is a > by default. 
Specifies lhe value of lhe selection prompt string used wilhin a select loop, which is #? by 
default. 
The value of this variable is expanded for parameter substitution and precedes each line of an 
execution trace. lf omitted, lhe execution trace prompt is a + . 
Specifies lhe path name of lhe shell, which is kept in the environment. 
When used interactively, lhe shell prompts with the value of the PS1 parameter before reading 
a command. lf at any time a new line is entered and lhe shell requires further input to complete 
a command, the shell issues the secondary prompt (lhe value of lhe PS2 parameter) . 
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TMOUT Specifies lhe number of seconds a shell waits inactive before exiting. lf lhe TMOUT\Y?~iabi~·B.:'L.J" 

set to a value greater than zero (O) , the shell exits if a command is not entered withi h._t~e _ ~..._, 
prescribed number of seconds after issuing the PS1 prompt. (Note that the shell can b'e 
compiled with a maximum boundary that cannot be exceeded for this value.) 

Note: After lhe timeout period has expired, there is a 60-second pause before the shell 
exits . 

VISUAL lf the value of this variable ends in emacs, gmacs, or vi , then the corresponding option is 
turned on . 

The shell gives default values to the PATH, PS1, PS2, MAILCHECK, TMOUT, and IFS parameters, but 
the HOME, SHELL, ENV, and MAIL parameters are not set by the shell (although the HOME parameter is 
set by the login command) . 

Command Substitution in the Korn Shell or POSIX Shell 

The Korn Shell, or POSIX Shell, enables you to do command substitution. 

In command substitution, the shell executes a specified command in a subshell environment and replaces 
that command with its output To execute command substitution in the Korn shell or POSIX shell, perform 
the following: 

$(command) 

or, for the backquoted version, use: 

·command-

Note: Although the backquote syntax is accepted by ksh, it is considered obsolete by the X/Open 
Portability Guide lssue 4 and POSIX standards. These standards recommend that portable 
applications use the $ ( command) syntax . 

The shell expands the command substitution by executing command in a subshell environment and 
replacing the command substitution (the text of command plus the enclosing $( ) or backquotes) with the 
standard output of the command, removing sequences of one or more newline characters at the end of the 
substitution . 

In the following example, the $( ) surrounding the command indicates that the output of the whoami 
command is substituted: 

echo My name is: $(whoami) 

You can perform the same command substitution with: 

echo My name is: -whoami-

The output from both examples for user dee is: 

My name is : dee 

You can also substitute arithmetic expressions by enclosing them in ( ). For example, the command: 

echo Each hour contains $((60 * 60)) seconds 

produces the following result: 

Each hour contains 3600 seconds 

The Korn shell or POSIX shell removes ali trailing newline characters when performing command 
substitution. For example, if your current directory contains the fi 1 el, fi 1 e2, and fi 1 e3 files, the 
command: 

" r .... r...... r' 
f \ ) I I .,) ~ 
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ec ho $(l s ) 

removes the newline characters and produces the following output: 
filel file2 file3 

To preserve newline charac!ers, insert the substituted command in " ": 

echo "$(ls)" 

Arithmetic Evaluation in the Korn Shell or POSIX Shell 

The Korn shell or POSIX shell regular built-in let command enables you to perform integer arithmetic. 
Constants are of the form [Base]Number. The Base parameter is a decimal number between 2 and 36 
inclusive, representing the arithmetic base. The Number parameter is a number in that base. lf you omit 
the Base parameter, the shell uses a base of 1 O . 

Arithmetic expressions use the same syntax, precedence, and associativity of expression as the C 
language. Ali of the integral operators, other than double plus (++) , double hyphen (- ), question mark, 
colon (?: ), and comma (, ), are supported. The following table lists valid Korn shell or POSIX shell 
operators in decreasing order of precedence: 

Operator Definition 

- Unary minus 

! Logical negation 

- Bitwise negation 

* M ultiplication 

I Oivision 

% Remainder 

+ Addition 

- Subtraction 

<<, >> Left shift, right shift 

<=,>=, <>, ==, != Comparison 

& Bitwise ANO 

1\ Bitwise exclusive OR 

I Bitwise OR 

&& Logical ANO 

li Logical OR 

= * =. 1=, &= +=, -=. <<=, > >=, &=. A=, I= Assignment 

Many arithmetic operators, such as *, &, <, and >, have special meaning to the Korn shell or POSIX shell . 
These characters must be quoted. For example, to multiply the current value of y by 5 and reassign the 
new value to y, use the expression: 

l et "y = y * 5" 

Enclosing the expression in quotation marks removes the special meaning of the * character. 

You can group operations inside let command expressions to force grouping. For example, in the 
expression: 

1 et "z = q * (z - lO)" 
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the command multiplies q by the reduced value of z . 

The Korn shell or POSIX shell includes an alternative form of the let command if only a single expression 
is to be evaluated. The shell treats commands enclosed in (( )) as quoted expressions. Therefore, the 
expression: 

(( x = x/3)) 

is equivalent to: 
l et "x = x I 3" 

Named parameters are referenced by name within an arithmetic expression without using the parameter 
substitution syntax. When a named parameter is referenced , its value is evaluated as an arithmetic 
expression . 

Specify an internai integer representation of a named parameter with the -i flag of the typeset special 
built-in command. Using the -i flag, arithmetic evaluation is performed on the value of each assignment to 
a named parameter. lf you do not specify an arithmetic base, the first assignment to the parameter 
determines the arithmetic base. This base is used when parameter substitution occurs . 

Field Splitting in the Korn Shell or POSIX Shell 

After performing command substitution, the Korn shell scans the results of substitutions for those field 
separator characters found in the IFS (Internai Field Separator) variable. Where such characters are 
found, the shell splits the substitutions into distinct arguments. The shell retains explicit null arguments ("" 
or ") and removes implicit null arguments (those resulting from parameters that have no values) . 

• lf the value of IFS is a space, tab and newline character, or if it is not set, any sequence of space, tab 
and newline characters at the beginning or end of the input will be ignored and any sequence of those 
characters within the input will delimit a field. For example, the tollowing input yields two tields, school 
and days: 
<newline><space><tab>school<tab><tab>days<space> 

• Otherwise, and if the value of IFS is not null, the tollowing rules apply in sequence. IFS white space is 
used to mean any sequence (zero or more instances) of white-space characters that are in the IFS 
value (for example, it IFS contains space/comma/tab, any sequence of space and tab characters is 
considered IFS white space). 

1. IFS white space is ignored at the beginning and end of the input. 

2. Each occurrence in the input of an IFS character that is not IFS white space, along with any 
adjacent IFS white space, delimits a field. 

3. Non-zero length IFS white space delimits a field . 

File-Name Substitution in the Korn Shell or POSIX Shell 
The Korn shell , or POSIX shell , performs file-name substitution by scanning each command word specified 
by the Word variable for certain characters . lf a command word includes the *), ? or [ characters, and the 
-f flag has not been set, the shell regards the word as a pattern. The shell replaces the word with file 
names, sorted according to the collating sequence in effect in the current locale, that match that pattern. lf 
the shell does not find a file name to match the pattern , it does not change the word . 

When the shell uses a pattern for file-name substitution, the . and I characters must be matched explicitly . 

Note: The Korn shell does not treat these characters specially in other instances of pattern matching . 
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These pattern-matching characters indicate the following substitutions: 

Matches any string, including the null string . 
? Matches any single character . 
[ .. . ] Matches any one o f lhe enclosed characters. A pai r o f characters separated by a - matches any character 

lexically within the inclusive range of that pair, according to the collating sequence in effect in the current 
locale. lf the first character following the opening [ is an !, then any character not enclosed is matched. A­
can be included in the character set by putting it as the first or las! character . 

You can also use the [: charcl ass :] notation to match file names within a range indication. This format 
instructs the system to match any single character belonging to cl ass . The definition of which characters 
constitute a specific character class is present through the LC_CTYPE category of the setlocale 
subroutine. Ali character classes specified in the current locale are recognized . 

The names of some of the character classes are as follows: 

• alnum 

• alpha 
• cntrl 

• digit 

• graph 

• lower 

• print 

• punct 

• space 
• upper 

• xdig it 

For example, [[:upper:]] matches any uppercase letter . 

The Korn shell supports file-name expansion based on collating elements, symbols, or equivalence 
classes . 

A PatternList is a list of one or more patterns separated from each other with a I. Composite patterns are 
formed with one or more of the following: 

?(PatternList) 
*( PatternList) 
+( PatternList) 
@(PatternList) 

!(PatternList) 

Optionally matches any one of the given patterns 
Matches zero or more occurrences of the given patterns 
Matches one or more occurrences of the given patterns 
Matches exactly one of the given patterns 
Matches anything, except one of the given patterns 

Pattern matching has some restrictions. lf the first character of a file name is a dot (.), it can be matched 
only by a pattern that also begins with a dot. For example, * matches the file names myfi l e and yourfi l e 
but not the file names .myfi l e and .yourfi l e. To match these files, use a pattern such as the following : 

. •f i 1 e 

lf a pattern does not match any file names, then the pattern itself is returned as the result of the attempted 
match . 

File and directory names should not contain the characters *, ? , [ , or] because they cari cause infinite 
recursion (that is, infinite loops) during pattern-matching attempts . 
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Quote Remova! 

The quote characters, backslash (\), single quote ('), and double quote (") that were present in the original 
word will be removed unless they have themselves been quoted . 

lnput and Output Redirection in the Korn Shell or POSIX Shell 
Before the Korn shell executes a command, it scans the command line for redirection characters. These 
special notations direct the shell to redirect input and output. Redirection characters can appear anywhere 
in a simple command or can precede or follow a command. They are not passed on to the invoked 
command . 

The shell performs command and parameter substitution before using the Word or Digit parameter except 
as noted. File-name substitution occurs only if the pattern matches a single file and blank interpretation is 
not performed . 

<Word 
>Word 

>IWord 

> >Word 

<>Word 
«[-]Word 

Uses lhe file specified by lhe Word parameler as slandard inpul (file descriplor O). 
Uses lhe file specified by lhe Word param ele r as standard outpul (file descriptor 1 ). I f lhe file does 
not exisl, lhe shell creates it. lf lhe file exists and lhe noclobber option is on, an errar resulls ; 
otherwise, lhe file is truncated to zero length. 
Same as lhe > Word command, except lha! this redirection statement overrides the noclobber 
option . 
Uses the file specified by the Word parameter as standard output. lf the file currently exists, the 
shell appends the output to it (by first seeking the end-of-file character) . lf the file does not exist, 
lhe shell creates it. 
Opens the file specified by lhe Word parameter for reading and writing as standard input. 
Reads each line of shell input until it locates a line containing only the value of lhe Word param ele r 
or an end-of-file character. The shell does not perform parameter substitution, command 
substitution, or file name subslitulion on lhe file specified. The resulting documenl, called a here 
document, becomes lhe standard input. For more information on here documents, see '"'Using 
lnline lnput (Here) Documents" on page 48". lf any character of lhe Word parameter is quoted, no 
interpretation is placed upon the charactars of the documant. 

The here documant is treated as a single word that begins after the next newline character and continues 
until there is a line containing only the delimiter, with no trailing blank characters. Then the next here 
document, if any, starts. The format is as follows: 

[n] «word 
here document 

del imiter 

lf any character in word is quoted, the delimiter is formed by removing the quote on word. The here 
document !ines will not ba expanded. Otherwise, the delimiter is the word itself. lf no characters in word 
are quoted, ali !ines of the here document will be expanded for parameter expansion , command 
substitution, and arithmetic expansion. 

The shell performs parameter substitution for the redirected data. To prevent the shell from interpreting the 
\, $, and single quotation mark (') characters and the first character of the Word parameter, precede the 
characters with a \ character . 

lf a - is appended to <<, the shell strips ali leading tabs from the Word parameter and the document. 

<&Digit 
>& Digit 

<&-
>&-

<&p 

Duplicatas standard input from the file descriptor specified by the Digit parameter 
Duplicatas standard output in the file descriptor specifiad by the Digit parameter 
Gloses standard input 
Gloses standard output 
Moves inpul from the coprocess to standard input 
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lf one of these redirection options is preceded by a digit, then the file descriptor number referred to is 
specified by the digit (instead of the default O o r 1 ). In the following example, the shell opens file descriptor 
2 for writing as a duplicate of file descriptor 1: 

. . . 2>&1 

The arder in which redirections are specified is significant. The shell evaluates each redirection in terms of 
the (FileDescriptor, File) association at the time of evaluation. For example, in the statement: 

. .. 1>File 2>& 1 

the file descriptor 1 is associated with the file specified by the File parameter. The shell associates file 
descriptor 2 with the file associated with file descriptor 1 (File) . lf the arder of redirections were reversed , 
file descriptor 2 would be associated with the terminal (assuming file descriptor 1 had previously been) and 
file descriptor 1 would be associated with the file specified by the File parameter . 

lf a command is followed by an ampersand (&) and job contrai is not active, the default standard input for 
the command is the empty file, /dev/null. Otherwise, the environment for the execution of a command 
contains the file descriptors of the invoking shell as modified by input and output specifications. 

For more information about redirection , see Chapter 5, "lnput and Output Redirection" on page 45 . 

Coprocess Facility 

The Korn shell, or POSIX shell, allows you to run one or more commands as background processes . 
These commands, run from within a shell script, are called coprocesses . 

Designate a coprocess by placing the I& operator after a command. 8oth standard input and output of the 
command are piped to your script. 

A coprocess must meet the following restrictions: 

• lnclude a newline character at the end of each message 

• Send each output message to standard output 

• Clear its standard output after each message 

The following example demonstrates how input is passed to and returned from a coprocess : 

echo "Initial process" 
. / Fi l eB.sh I& 
read -p a b c d 
echo "Read from coproces s: $a $b $c $d" 
print -p "Passed to the coprocess" 
read -p a b c d 
echo "Passed back from coproces s : $a $b $c $d" 

FileB.sh 
echo "The coprocess is running" 
read a b c d 
echo $a $b $c $d 

The resulting standard output is as follows: 

Initial process 
Read from coprocess : The coprocess i s running 
Pas sed bac k from coprocess : Passed to the coprocess 

To write to the coprocess , use the print -p command. To read from the coprocess, use the read -p 
command . 
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Redirecting Coprocess lnput and Output 

The standard input and output of a coprocess is reassigned to a numbered file descriptor by using 1/0 
redirection . For example, the command: 

exec S>&p 

moves the input of the coprocess to file descriptor 5 . 

After this has completed, you can use standard redirection syntax to redirect command output to the 
coprocess. You can also start another coprocess. Output from both coprocesses is connected to the same 
pipe and is read with the read -p command. To stop the coprocess, type: 

read -u5 

Exit Status in the Korn Shell or POSIX Shell 

Errors detected by the shell , such as syntax errors, cause the shell to return a nonzero exit status . 
Otherwise, the shell returns the exit status of the last command carried out. The shell reports detected 
run-time errors by printing the command or function name and the errar condition. lf the number of the line 
on which an errar occurred is greater than 1, then the line number is also printed in [] (brackets) after the 
command or function name . 

For a noninteractive shell, an errar encountered by a special built-in or other type of command will cause 
the shell to write a diagnostic message as shown in the following table: 

Erro r Special Built-ln Other Utilities 

Shell language syntax error will exit will exit 

Utility syntax error (option or operand errar) will exit will not exit 

Redirectian errar will exit will not exit 

Variable assignment error will exit will not exit 

Expansion error will exit will exit 

Cammand nat faund not applicable may exit 

Dat script nat faund will exit not applicable 

lf any of the errors shown as "will (may) exit" occur in a subshell, the subshell will (may) exit with a 
nonzero status, but the script containing the subshell will not exit because of the errar. 

In ali cases shown in the table, an interactive shell will write a diagnostic message to standard errar, 
without exiting . 

Korn Shell or POSIX Shell Built-ln Commands 

Special commands are built in to the Korn shell and POSIX shell and executed in the shell process . 
Unless otherwise indicated, the output is written to file descriptor 1 and the exit status is zero (O) if the 
command does not contain any syntax errors. lnput and output redirection is permitted. There are two 
types of built-in commands, special bui/t-in commands and regular built-in commands . 

Special built-in commands differ from regular built-in commands in the following ways: 

• A syntax errar in a special built-in command might cause the shell executing the command to end. This 
does not happen if you have a syntax errar in a regular built-in command. lf a syntax errar in a special 
built-in command does not end the shell program, the exit value is nonzero . 
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• Variable assignments specified with special built-in commands remain in effect after the command\, \ ·. ~(J 
completes. ·-" .. 

1/0 redirections are processed after parameter assignments . 

In addition, words that are in the form of a parameter assignment following the export, readonly, and 
typeset special commands are expanded with the same rules as a parameter assignment Tilde 
substitution is performed after the =, and word-splitting and file-name substitution are not performed . 

For an alphabetical listing of these commands, reter to the "List of Korn Shell or POSIX Shell Built-in 
Commands" on page 173 

Special Built-in Command Descriptions 
The Korn Shell provides the following special built-in commands : 

break 
continue 

: [Argument ... ] 

. File [Argument .. . ] 

break [n] 

continue [n] 

eval [Argument ... ] 

exec [Argument .. . ] 

exit [n] 

export -p [Name[= 
Value]] ... 

eval newgrp shi ft 
ex e c readonly times 
exit return trap 
export set typeset 

unset 

Expands only arguments. lt is used when a command is necessary, as in the then condition 
of an if command, but nothing is to be dane by the command . 
Reads lhe complete specified file and then executes lhe commands. The commands are 
executed in lhe current shell environment. The search path specified by the PATH variable is 
used to find the directory containing lhe specified file. lf any arguments are specified, they 
become lhe positional parameters. Otherwise, the positional parameters are unchanged. The 
exit status is lhe exit status of lhe most recent command executed. Reter to "Parameter 
Substitution in lhe Korn Shell or POSIX Shell" on page 152 for more information on positional 
parameters . 

Note: The .File [Argument .. . ] command reads the entire file before any commands are 
carried out. Therefore, the alias and unalias commands in the file do not apply to any 
functions defined in the file . 

Exits from the enclosing for, while, until , or select loop, if one exists. lf you specify the n 
parameter, the command breaks lhe number of leveis specified by the n parameter. The 
value of n is any integer equal to or greater than 1 . 

Resumes the next iteration of the enclosing for, while, until, or select loop. lf you specify 
the n variable, the command resumes at the nth enclosing loop. The value of n is any integer 
equal to o r greater than 1. 

Reads lhe specified arguments as input to the shell and executes lhe resulting command or 
commands . 
Executes the command specified by the argument in place of this shell (without creating a 
new process). lnput and output arguments can appear and affect the current process. lf you 
do not specify an argument, the exec command modifies file descriptors as prescribed by the 
input and output redirection list. In this case, any file descriptor numbers greater than 2 that 
are opened with this mechanism are closed when invoking another program . 
Exits the shell with the exit status specified by the n parameter. The n parameter must be an 
unsigned decimal integer with range 0-255. lf you omit the n parameter, the exit status is that 
of the most recent command executed. An end-of-file character also exits the shell , unless 
the ignoreeof option of the set special command is turned on . 
Marks the specified names for automatic expor! to the environment of subsequently executed 
commands. 

-p writes to standard output the names and values of ali exported variables, in the following 
formal: 

"export %s= %s \n" , <name> <value> 

n 
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newgrp [ Group] 

readonfy -p [Name[= 
Va/ue]] ... 

return [n] 

set [+ 
1-abCefhkmnostuvx ] 
[+ 1-o Option] ... [+ 1-A 
Name] [Argument .. . ] 

Equivalent to the exec/usr/bin/newgrp [Group] command. 

Note: This command does not return. 
Marks the names specified by the Name parameter as read-only. These names cannot be 
changed by subsequent assignment. 

-p writes to standard output the names and values of ali exported variables, in the following 
forma!: 

"export %s= %s\n", <name> <value> 
Causes a shell function to return to the invoking script. The return status is specified by the n 
variable. /f you omit the n variable, the return status is that of the most recent command 
executed. /f you invoke lhe return command outside of a function or a script, then i! is the 
same as an exit command . 
lf no options or arguments are specified, the set command writes the names and values of ali 
shell variables in the collation sequence of the current locale. When options are specified, 
they will set or unset attributes of the shell , described as follows: 

-A Array assignment. Unsets lhe Name parameter and assigns va/ues sequentially from 
the specified Argument parameter list. I f the +A flag is used, the Name parameter is 
not unset first. 

-a Exports automatically ali subsequent parameters that are defined. 

-b Notifies the user asynchronously of background job completions . 

-C Equivalent to set -o nocl obber . 

-e Executes the ERR trap, if set, and exits if a command has a nonzero exit status. 
This mode is disabled while reading profiles . 

-f Disables file name substitution . 

-h Designates each command as a tracked alias when first encountered . 

-k Places ali parameter-assignment arguments in the environment for a command, not 
only those arguments that precede the command name . 

-m Runs background jobs in a separate process and prints a line upon completion . The 
exit status of background jobs is reported in a completion message. On systems 
with job control, this flag is turned on automatically for interactive shells. For more 
information , see "Job Contrai in the Korn Shell or POSIX Shell" on page 175 . 

-n Reads commands and checks them for syntax errors, but does not execute them. 
This flag is ignored for interactive shells . 
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Prints current option settings and an error message if you do not specify an 
argument. You can sei more than one option on a single ksh command line. lf lhe 
+O flag is used, lhe specified option is unset. When arguments are specified, they 
wili cause positional parameters to be set or unset. Arguments, as specified by the 
Option variable , can be one of lhe foliowing : 

allexport 
Same as lhe -a flag . 

bgnice 
Runs ali background jobs at a lower priority. This is lhe default mode . 

emacs 
Enters an emacs-style inline editor for command entry . 

errexit Same as lhe -e flag . 

gmacs 
Enters a gmacs-style inline editor for command entry . 

ignoreeof 
Does not exit the sheli when it encounters an end-of-file character. To exit 
the sheli, you must use the exit command, or press the Ctri-D key 
sequence more than 11 times . 

keyword 
Same as the -k flag . 

Note: This flag is for backward compatibility with the Bourne shell 
only. lts use is strongly discouraged . 

markdirs 
Appends a I to ali directory names that are a result of file-name 
substitution . 

monitor 
Same as the -m flag . 

noclobber 

noexec 

noglob 

Prevents redirection from truncating existing files. When you specify this 
option, a vertical bar must foliow the redirection symbol (>I) to truncate a 
file . 

Same as the -n flag . 

Same as the -f flag. 

nolog Prevents function definitions in .profile and $ENV files from being saved in 
the history file . 

nounset 
Same as lhe -u flag . 

privileged 
Same as the -p flag . 
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shift [n] 

times 

trackall 
Same as lhe -h flag . 

verbose 
Same as the -v flag . 

vi Enters the insert mode of a vi-style inline editor for command entry. 
Entering escape character 033 puts the editor into the move mode. A return 
sends the line . 

viraw Processes each character as it is typed in vi mode . 

xtrace Same as the -x flag . 

-p Disables processing of the $HOMEJ.profile file and uses lhe /etc/suid _profile file 
instead of the ENV file. This mode is enabled whenever lhe effective user ID (UID) 
or group ID (GID) is not equal to lhe real UID or GID. Turning off this option sets lhe 
effective UID or GID to lhe real UID and GID . 

Note: The system does not support the -p option since the operating system 
does not support setuid shell scripts. 

-s Sorts lhe positional parameters lexicographically . 

-t Exits after reading and executing one command . 

-u 

Note: This flag is for backward compatibility with the Bourne shell only. lts use 
is strongly discouraged . 

Treats unset parameters as errors when substituting . 

-v Prints shell input lines as they are read . 

-x Prints commands and their arguments as they are executed . 

Turns off the -x and -v flags and stops examining arguments for flags . 

Prevents any flags from being changed. This option is useful in setting lhe $1 
parameter to a value beginning with a -. lf no arguments follow this flag, the 
positional parameters are not set. 

Preceding any of the set command flags with a + rather than a - turns off the flag . You can 
use these flags when you invoke the shell. The current set of flags is found in the $­
parameter. Unless you specify the -A flag, the remaining arguments are positional parameters 
and are assigned, in order, to $1, $2, .. . , and so forth. lf no arguments are given, the names 
and values of ali named parameters are printed to standard output. 
Renames the positional parameters, beginning with $n+1 ... through $1 .. .. The default value 
of the n parameter is 1. The n parameter is any arithmetic expression that evaluates to a 
nonnegative number less than or equal to the $# parameter. 
Prints the accumulated user and system times for the shell and for processes run from lhe 
shell. 

CS n vJ Lur ... - -. -
CPMI • co. I 

Ghapter 12. Shells 167 , 

. ~ 'FI$. N°-Bi~ 

·~~oc l 



-• • • • • • • • • • • • • • • • :u 
• • • • • • • • • • • • •() • • • • • • • • • • • • • • 

trap [ Command] 
[Signa~ ... 

typeset [+HLRZfilrtux 
[n]] [Name[= Va/ue]] ... 
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' \ ' \.\: ' . ·. \ o , , \: 
Runs the specified command when lhe shell receives the specified signal o r signals. The \ '- ~ L)Y 
Command parameter is read once when lhe lrap is set and once when the trap is taken . Th~ .· 
Signal parameter can be given as a number or as the name of lhe signal. Trap commands ·· . 
are executed in order of signal number. Any attempt to set a trap on a signal that was 
ignored on entry to the current shell is ineffective . 

lf the command is a·, ali traps are reset to their original values. lf you omit the command and 
the first signal is a numeric signal number, then lhe ksh command resets lhe value of lhe 
Signal parameter o r parameters to the original values . 

Note: lf you omit the command and the first signal is a symbolic name, the signal is 
interpreted as a command . 

lf the value of lhe Signal parameter is the ERA signal, the specified command is carried out 
whenever a command has a nonzero exit status. lf the signal is DEBUG, then the specified 
command is carried ou! after each command. lf the value of lhe Signal parameter is the O or 
EXIT signal and the trap command is executed inside the body of a function , lhe specified 
command is carried out afie r the function completes. lf the Signal parameter is o o r EXIT for 
a trap command set outside any function, the specified command is carried out on exit from 
the shell . The trap command with no arguments prints a list of commands associated with 
each signal number. 

For a complete list of Signal parameter values, used in the trap command without lhe SIG 
prefix, reter to the sigaction, sigvec, or signal subroutine in the A/X 5L Version 5.2 
Technical Reference: Base Operating System and Extensions Volume 2. 
Sets attributes and values for shell parameters. When invoked inside a function , a new 
instance of the Name parameter is created. The parameter value and type are restored when 
the function completes. You can specify the following flags with the typeset command: 

-H Provides AIX-to-host-file mapping on non-AIX machines . 

·L Left-justifies and removes leading blanks from lhe Value parameter. lf lhe n 
parameter has a nonzero value, it defines the width of the field; otherwise, it is 
determined by the width of the value of its first assignment. When the parameter is 
assigned, it is filled on the right with blanks or truncated, if necessary, to fit into the 
field. Leading zeros are removed if the ·Z flag is also set. The -R flag is turned off . 

-R Right-justifies and fills with leading blanks. lf the n parameter has a nonzero value, it 
defines the width of lhe field; otherwise, it is determined by the width of the value of 
its first assignment. The field remains filled with blanks or is truncated from the end 
if the parameter is reassigned. The L flag is turned off . 

-Z Right-justifies and fills with leading zeros if the first nonblank character is a digit and 
the ·L flag has not been set. lf the n parameter has a nonzero value, it defines the 
width of the field; otherwise, it is determined by the width of the value of its first 
assignment. 

-f lndicates that the names reter to function , rather than parameter, names. No 
assignments can be made and the only other valid flags are -t, -u , and -x . The ·t 
flag turns on execution tracing for this function. The -u flag causes this function to 
be marked undefined. The FPATH variable is searched to find the function definition 
when the function is referenced. The -x flag allows lhe function definition to rernain 
in effect across shell scripts that are not a separate invocation of the ksh command . 

-i ldentifies the parameter as an integer, making arithmetic faster. lf lhe n parameter 
has a nonzero value, it defines the output arithmetic base; otherwise, the first 
assignment determines the output base . 

-1 Converts ali uppercase characters to lowercase. The -u uppercase conversion flag is 
turned off . 

-r Marks the names specified by the Name parameter as read-only. These names 
cannot be changed by subsequent assignment. 
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-t 

-u 

-x 

. ····· ··--:----..... . - r;y. . · .. •' -\~<~~ '" 
Tags the named parameters. Tags can be defined by the user and have n~~s~ci~~ 
meanmg to the shell. \ · , \ ~ 

., . 

Converts ali lowercase characters to uppercase characters. The -I lowercase flag--is .. .. 
turned off . 

Marks lhe name specified by lhe Name parameter for automatic expor! to the 
environment of subsequently executed commands . 

Using a + rather than a - turns off the typeset command flags. lf you do not specify 
Name parameters but do specify flags, a list of names (and optionally the values) of 
lhe parameters that have these flags set is printed. (Using a + rather than a - keeps 
lhe values from being printed.) lf you do no! specify any names or flags , the names 
and attributes of ali parameters are printed. 

unset [-fv ] Name ... Unsets lhe values and attributes of the parameters given by the list of names. lf -v is 
specified, Name refers to a variable name, and lhe shell will unset it and remove it from the 
environment. Read-only variables cannot be unset. Unsetting the ERRNO, LINENO, 
MAILCHECK, OPTARG, OPTIND, RANDOM, SECONDS, TMOUT, and underscore ( _) 
variables removes their special meanings even if they are subsequently assigned . 

lf the -f flag is set, then Name refers to a function name, and the shell will unset the function 
definition. 

Regular Built-in Command Descriptions 
The Korn Shell provides the following regular built-in commands: 

a 1 i as 
bg 
cd 
command 
echo 
f c 

fg 
getopts 
jobs 
ki 11 
1 et 

pri nt u1 imit 
pwd umask 
read unalias 
setgroups wait 
test whence 

alias [-t] [-x ] Creates or redefines alias definitions or writes existing alias definitions to standard output. 
[AiiasName{= String]] 

For more information, reter to the alias command in lhe A/X 5L Version 5.2 Commands 
Reference . 

bg [Job/0 ... ] Puts each specified job into the background. The current job is put in the background if a 
Job/0 parameter is not specified. Reter to "Job Control in the Korn Shell or POSIX Shell" on 
page 175 for more information about job control. 

cd [Argumenn 
cd 0/d New 

For more information about running jobs in lhe background, reter to the bg command in the 
A/X 5L Version 5.2 Commands Reference . 

This command can be in either of two forms. In lhe first form, it changes the current directory 
to the one specified by the Argument parameter. lf lhe value of lhe Argument parameter is -, 
the directory is changed to the previous directory. The HOME shell variable is the default 
value of the Argument parameter. The PWD variable is set to the current directory . 

The CDPATH shell variable defines the search path for the directory containing the value of 
lhe Argument parameter. Alternative directory names are separated by a :. The default path is 
null, specifying lhe current directory. The current directory is specified by a null path name, 
which appears immediately after the equal sign or between the colon delimiters anywhere in 
the path list. lf the specified argument begins with a /, the search path is not used. Otherwise, 
each directory in the path is searched for the argument . 

The second form of the cd command substitutas lhe string specified by lhe New variable for 
the string specified by the 0/d variable in the current directory name, PWD, and tries to 
change to this new directory . 

Doe: ----- -
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command [-p ] 
CommandName 
[Argument ... ] 
command [-v I -V ] 
CommandName 

Causes the she/1 to treat lhe specified command and arguments as a simple command, 
suppressing she/1-function lookup. 

For more information, reter to lhe command command in the A/X 5L Version 5.2 Commands 
Reference. 

echo [String ... ] Writes character strings to standard oulput. Reter to the echo command for usage and 
description. The -n flag is not supported . 

fc [-r] [-e Editor] [First 
[Lasm 
fc -1 [-n ] [-r ] [First 
[Lasm 
fc -s [0/d= New] [Firs~ Displays the contents of your command history file or invokes an editor to modify and 

re-executes commands previously entered in the she/1 . 

For more information, reter to lhe fc command in the A/X 5L Version 5.2 Commands 
Reference. 

fg [Job/0] Brings each job specified into the foreground. /f you do not specify any jobs, the command 
brings the current job into the foreground. 

getopts OptionString 
Name [Argument ... ] 

jobs [-1 I -n I -p ] 
[Job/0 ... ] 

ki ll ( -s { Signa!Name I 
Signa/Number } ] 
Process/0 ... 
kill ( -Signa!Name I 
-Sígna/Number) 
Process/0 ... 
kill -1 [ ExitStatus ] 

let Expression ... 

For more information about running jobs in the foreground, reter to the fg command in the 
A/X 5L Version 5.2 Commands Reference. 
Checks the Argument parameter for legal options . 

For more information, reter to the getopts command in the A/X 5L Version 5.2 Commands 
Reference . 
Displays the status of jobs started in the current she/1 environment. /f no specific job is 
specified with the Job/0 parameter, status information for ali active jobs is displayed. /f a job 
termination is reported, lhe she/1 removes that job's process ID from the list of those known 
by lhe current shel/ environment. 

For more information, reter to lhe jobs command in the A/X 5L Version 5.2 Commands 
Reference . 

Sends a signal (by default, the SIGTERM signal) to a running process. This default action 
normally stops processes. /f you want to stop a process, specify the process ID (PIO) in the 
Process/0 variab/e. The she/1 reports the PIO of each process that is running in the 
background (unless you start more than one process in a pipeline, in which case the shel/ 
reports the number of the last process). You can also use the ps command to find the 
process ID number of commands. 
Lisls signal names. 

For more information, reter to the kill command in the A/X 5L Version 5.2 Commands 
Reference . 
Evaluates specified arithmetic expressions. The exit status is O if the value of the last 
expression is nonzero, and 1 otherwise. Reter to "Arithmelic Evaluation in the Korn She/1 or 
POSIX She/1" on page 158 for more information. 
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print (-Rnprsu [n]] 
[Argument .. . ] 

pwd 

read [-prsu (n ]] 
[Name?Promp~ 

[Name ... ] 

setgroups 

test 

lj_'f~} \(" 
\\ ') ./ ,\\. 

o~ 
Prints shell output. lf you do not specify any flags, or if the hyphen (-) or double hyphen'{-) \J\J 
flags are specified, the arguments are printed to standard output as described by the echo . 
command. The flags do the following: 

-R Prints in raw mode (lhe escape conventions of lhe echo command are ignored). The 
-R Flag prints ali subsequent arguments and flags other than -n . 

-n Prevents a new-line character from being added to lhe output . 

-p Writes the arguments to the pipe of the process run with I& instead of to standard 
output. 

-r Prints in raw mode. The escape conventions of the echo command are ignored . 

-s Writes the arguments to the history file instead of to standard output . 

-u Specifies a one-digit file descriptor unit number, n, on which lhe output is placed. 
The default is 1 . 

Equivalent to print -r - $PWD. 

Note: The internai Korn shell pwd command does not support symbolic links . 
Takes shell input. One line is read and broken up into fields, using lhe characters in the IFS 
variable as separators. 

For more information, reter to the read cornmand in the A/X 5L Version 5.2 Commands 
Reference . 
Executes the /usr/bin/setgroups command, which runs as a separate shell . See the 
setgroups command for information on this command. There is one difference, however. The 
setgroups built-in command invokes a subshell, but the setgroups command replaces the 
currently executing shell. Because the built-in command is supported only for compatibility, it 
is recommended that scripts use the absolute path name /usr/bin/setgroups rather than the 
shell built-in command . 
Same as [expression]. See "Conditional Expressions for the Korn Shell or POSIX Shell" on 
page 174 for usage and description. 

o 
"' 

o 
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ulimit [-HSacdfmst ] 
rumm 

umask [-S] [Mask] 

unalias { -a 
AliasName ... 

Sets or displays user-process resource limits as defined in the /etc/security/limits file. This 
file contains the following default limits: 

fsiz e = 2097151 
core = 2048 
cpu = 3600 
data = 131072 
rs s = 65536 
stack = 8192 

These values are used as default settings when a user is added to the system. The values 
are set with the mkuser command when the user is added to the system, or changed with 
the chuser command . 

Limits are categorized as either soft or hard. Users might change their soft limits, up to the 
maximum set by the hard limits, with the ulimit command. You must have root user authority 
to change resource hard limits . 

Many systems do not contain one or more of these limits. The limit for a specified resource is 
set when lhe Limit parameter is specified. The value of the Limit parameter can be a number 
in lhe unit specified with each resource, o r lhe value un li mi ted. You can specify the following 
ulimit command flags: 

-H Specifies that the hard limit for the given resource is set. lf you have root user 
authority, you can increase the hard limit. Any user can decrease it. 

-S Specifies that lhe soft limit for the given resource is set. A soft limit can be increased 
up to lhe value of the hard limit. lf neither the -H or -S options are specified, the limit 
applies to both . 

-a Lists ali of the current resource limits . 

-c Specifies the number of 512-byte blocks on the size of core dumps . 

-d Specifies the size, in KB, of the data area. 

-f Specifies the number of 512-byte blocks for files written by child processes (files of 
any size can be read) . 

-m Specifies the number of KB for the size of physical memory . 

-n Specifies the limit on the number of file descriptors a process might have open . 

-s Specifies the number of KB for the size of the stack area . 

-t Specifies the number of seconds to be used by each process . 
The current resource limit is printed when you omit lhe Limit variable. The soft limit is printed 
unless you specify the -H flag. When you specify more than one resource, the limit name and 
unit is printed before the value. lf no option is given, the -f flag is assumed. When you 
change the value, set both hard and soft limits to Limit unless you specify -H or -S . 

For more information about user and system resource limits, reter to the getrlimit, setrlimit, 
or vlimit subroutine in the A/X 5L Version 5.2 Technica/ Reference: Base Operating System 
and Extensions Volume 1 . 
Determines file permissions. This value, along with the permissions of the creating process, 
determines a file's permissions when the file is created. The default is 022. lf the Mask 
parameter is not specified, the umask command displays to standard output the file-mode 
creation mask of the current shell environment. 

For more information about file permissions, reter to lhe umask command in the A/X SL 
Version 5.2 Commands Reference . 
Removes the definition for each alias name specified, or removes ali alias definitions if lhe -a 
flag is used. Alias definitions are removed from the current shell environment. 

For more information , reter to the unalias command in the A/X 5L Version 5.2 Commands 
Reference. 
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wait [Process/0 ... ] Wails for lhe specified job and lerminales . I f you do no I specify a job, lhe command wail~ •• for ~ \\v 

ali currently aclive child processes. The exit status from this command is lhat of the proce;s ·"-~ 
for which it waits . 

For more informalion , reler to lhe wait command in lhe A/X 5L Version 5.2 Commands 
Reference . 

whence [-pv ] Name lndicates, for each name specified, how it would be interpreted if used as a command name . 
When used without either flag, whence wili display the absolute path name, if any, that 
corresponds to each name . 

-p Does a path search for the specified name or names even if these are aliases, 
functions , or reserved words . 

-v Produces a more verbose report that specifies which type each name is . 

List of Korn Shell or POSIX Shell Built-in Commands 

Special Built-in Commands 

: (colon) 
• (do!) 
break 
continue 
e vai 
ex e c 

exit 
export 
newgrp 
readonly 
return 
set 

shift 
times 

trap 
typeset 
unset 

Expands only arguments. 
Reads a specified file and lhen executes lhe commands . 
Exits from lhe enclosing for , while, until, or select loop, if one exists. 
Resumes the next iteration of the enclosing for, while, until, or select loop. 
Reads the arguments as input to the shell and executes lhe resulting command or commands. 
Executes lhe command specified by the Argument parameter, instead of this sheli, wilhout creating 
a new process . 
Exits the sheli whose exit status is specified by the n parameter. 
Marks names for automatic export to the environment of subsequently executed commands. 
Equivalent to the exec /usr/bin/newgrp [Group ... ] command. 
Marks the specified names read-only. 
Causes a sheli to return to lhe invoking script. 
Unless options or arguments are specified, writes the names and values of ali sheli variables in the 
coliation sequence of lhe current locale. 
Renames positional parameters. 
Prints lhe accumulated user and system times for both the shell and the processes run from the 
shell . 
Runs a specified command when lhe shell receives a specified signal or signals. 
Sets attributes and values for sheli parameters. 
Unsets the values and attributes of the specified parameters . 

Regular Built-in Commands 

alias 
bg 
cd 

echo 
f c 

fg 
getopts 
jobs 
kill 
let 
print 

Prints a list of aliases to standard output. 
Puts specified jobs in the background. 
Changes lhe current directory to lhe specified directory or substitutes lhe currenl string with lhe 
specified string. 
Writes character strings to standard output. 
Selects a range of commands from lhe las! HISTSIZE variable command typed at lhe terminal. 
Re-executes lhe specified command after old-to-new substitution is performed. 
Brings lhe specified job to lhe foreground. 
Checks the Argument parameter for legal options. 
Lists information for the specified jobs. 
Sends the TERM (terminale) signal to specified jobs or processes. 
Evaluates specified arithmetic expressions. 
Prints sheli output. 
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pwd 
read 
ulimit 
umask 
unalias 
wait 
whence 

Equivalent to the print -r -$PWD command. 
Takes shell input. 
Sets or displays user process resource limits as defined in the /etc/security/limits file. 
Determines file permissions. 
Removes the parameters in the list of names from the alias list. 
Waits for lhe specified job and terminates. 
lndicates how each specified name would be interpreted if used as a command name. 

·.....,, .. 

For more information , see "Korn Shell or POSIX Shell Built-ln Commands" on page 163 . 

Conditional Expressions for the Korn Shell or POSIX Shell 

A conditional expression is used with the [[ compound command to test attributes of files and to compare 
strings . Word splitting and file name substitution are not performed on words appearing between [[ and ]]. 
Each expression is constructed from one or more of the following unary or binary expressions: 

-a File 
-b File 
-c File 
-d File 
-e File 
-f File 
-g File 
-h File 
-k File 
-n String 
-o Option 
-p File 
-r File 
-s File 
-t FileDescriptor 
-u File 
-w File 

-x File 

True, if the specified file is a symbolic link that points to another file that does exist. 
True, if the specified file exists and is a block special file. 
True, if the specified file exists and is a character special file. 
True, if the specified file exists and is a directory. 
True, if the specified file exists. 
True, if lhe specified file exists and is an ordinary file. 
True, if lhe specified file exists and its setgid bit is set. 
True, if lhe specified file exists and is a symbolic link. 
True, if the specified file exists and its sticky bit is set. 
True, if the length of the specified string is nonzero. 
True, if the specified option is on . 
True, if the specified file exists and is a FIFO special file ora pipe. 
True, if the specified file exists and is readable by the current process. 
True, if the specified file exists and has a size greater than o. 
True, if specified file descriptor number is open and associated with a terminal device. 
True, if the specified file exists and its setuid bit is set. 
True, if the specified file exists and the write bit is on. However, the file will not be writable on 
a read-only file system even if this test indicates true . 
True. if the specified file exists and the execute flag is on. lf the specified file exists and is a 
directory, then the current process has permission to search in the directory. 
True, if length of the specified string is O. 
True, if the specified file exists and is a symbolic link. 

-z String 
• -L File 

t ~ -0 File 
• ~ -GFile 
• -S File 

• • • t 

• • • • 

File 1 -nt File2 
File 1 -ot File2 
File 1 -et File2 
String1 = String2 
String1 l= String2 
String = Pattern 
String l= Pattern 
String1 < String2 
String1 > String2 
Expression 1 -eq 
Expression2 
Expression 1 -ne 
Expression2 

True, if the specified file exists and is owned by the effective user ID of this process. 
True, if the specified file exists and its group matches the effective group ID of this process. 
True, if the specified file exists and is a socket. 
True, if File1 exists and is newer than File2. 
True, if File1 exists and is older than File2. 
True, if File1 and File2 exist and reter to the same file. 
True, if String1 is equal to String2. 
True, if String1 is not equal to String2. 
True, if the specified string matches the specified pattern. 
True, if lhe specified string does not match the specified pattern. 
True, if String1 comes before String2 based on the ASCII value of their characters. 
True, if String1 comes after String2 based on the ASCII value of their characters. 
True, if Expression1 is equal to Expression2. 

True, if Expression1 is not equal to Expression2. 

• • • • 
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Expression 1 -rt 
Expression2 
Expression 1 -gt 
Expression2 

Expression 1 -I e 
Expression2 
Expression 1 -ge 
Expression2 

True, if Expression1 is less than Expression2. 

True, i f Expression 1 is greater than Expression2. 

True, if Expression1 is less than or equal to Expression2. 

True, if Expression1 is greater than or equal to Expression2. 

Note: In each of the previous expressions, if the File variable is similar to /dev/fd/n, where n is an 
integer, then the test is applied to the open file whose descriptor number is n . 

You can construct a compound expression from these primitives, or smaller parts, by using any of the 
following expressions, listed in decreasing order of precedence: 

(Expression) 
! Expression 

True, if the specified expression is true. Used to group expressions. 
True, if lhe specified expression is false. 

Expression1 && Expression2 
Expression 1 11 Expression2 

True, if Expression1 and Expression2 are both true. 
True, if either Expression 1 o r Expression2 is true. 

Job Control in the Korn Shell or POSIX Shell 

The Korn shell, or POSIX shell , provides a facility to control command sequences, or jobs. When you 
execute the set -m special command, the Korn shell associates a job with each pipeline. lt keeps a table 
of current jobs, printed by the jobs command, and assigns them small integer numbers. 

When a job is started in the background with an & , the shell prints a line that looks like the following : 
[1] 1234 

This output indicates that the job, which was started in the background, was job number 1. lt also shows 
that the job had one (top-level) process with a process 10 of 1234. 

lf you are running a job and want to do something else, use the Ctri-Z key sequence. This key sequence 
sends a STOP signal to the current job. The shell normally indicates that the job has been stopped and 
then displays a shell prompt. You can then manipulate the state of this job (putting it in the background 
with the bg command) , run other commands, and then eventually return the job to the foreground with the 
fg command. The Ctri-Z key sequence takes effect immediately, and is like an interrupt in that the shell 
discards pending output and unread input when you type the sequence. 

A job being run in the background stops if it tries to read from the terminal. Background jobs are normally 
allowed to produce output. You can disable this option by issuing the stty tostop command. lf you set this 
terminal option, then background jobs stop when they try to produce output or read input. 

You can reter to jobs in the Korn shell in severa! ways. A job is referenced by the process lO of any of its 
processes, or in one of the following ways: 

%Number 
%String 
%?String 

%% 

%+ 
%-

Specifies the job with lhe given number 
Specifies any job whose command line begins with the String variable 
Specifies any job whose command line contains lhe String variable 
Specifies lhe current job 
Equivalent to %% 
Specifies lhe previous job 



I 

• I 
I 
I 
I 
I 

• • • I 

• I 
I 

• I 

=~ I 

• • I 

• • t 
I 

• t 
I 

• 
:~ 
• t 
t 
t 

• • t 

• • t 

• t 
t 

. ..... , 

' ' ~ : ' { \q;~ \0 
\. .... "'··\ ~& 

This shell immediately recognizes changes in the process state. lt normally informs you whenever a job 
becomes blocked so that no further progress is possible. The shell does this just before it prints a prompt 
so that it does not otherwise disturb your work. 

When the monitor mode is on , each completed background job triggers traps set for the CHLD signal. 

lf you try to leave the shell (either by typing exit or using the Ctrl-0 key sequence) while jobs are stopped 
or running , the system warns you with the message There are stopped (running) jobs. Use the jobs 
command to see which jobs are affected. lf you immediately try to exit again, the shell terminates the 
stopped and running jobs without warning. 

Signal Handling 

The SIGINT and SIGQUIT signals for an invoked command are ignored if the command is followed by & 
and the job monitor option is not active. Otherwise, signals have the values that lhe shell inherits from its 
parent. 

When a signal for which a trap has been set is received while the shell is waiting for the completion of a 
foreground command, the trap associated with that signal will not be executed until after the foreground 
command has completed. Therefore, a trap on a CHILD signal is not performed until the foreground job 
terminates. 

lnline Editing in the Korn Shell or POSIX Shell 

Normally, you type each command line from a terminal device and follow it by a new-line character 
(RETURN or UNE FEED). When you activate the emacs, gmacs, or vi inline editing option, you can edit 
the command line . 

The following commands enter edit modes: 

set -o emacs 

set -o gmacs 

set -o vi 

Enlers emacs ediling mode and iniliales an emacs-style inline editor. For more information, 
see "emacs Editing Mode" on page 177. 
Enlers emacs ediling mode and iniliales a gmacs-slyle inline editor. For more information, 
see "emacs Editing Mode" on page 177. 
Enters vi editing mode and iniliates a vi-style inline editor. For more information, see ''vi 
Editing Mode" on page 178. 

An editing option is automatically selected each time the VISUAL or EDITOR variable is assigned a value 
that ends in any of these option names. 

Note: To use the editing features, your terminal must accept RETURN as a carriage return without 
line feed. A space must overwrite the current character on the screen . 

Each editing mode opens a window at the current line. The window width is the value of lhe COLUMNS 
variable if it is defined; otherwise, the width is 80 character spaces. lf the line is longer than the window 
width minus two, the system notifies you by displaying a mark at the end of the window. As the cursor 
moves and reaches the window boundaries, the window is centered about the cursor. The marks displayed 
are as follows: 

> lndicates that lhe line extends on lhe right side of lhe window. 
< lndicates that lhe line extends on lhe left side of lhe window. 

lndicates that the line extends on both sides of lhe window . 
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The search commands in each edit mode provide access to the Korn shell history file. Only strings are 
matched . lf the leading character in the string is a A, the match must begin at the first character in the line . 

emacs Editing Mode 

The emacs editing mode is entered when you enable either the emacs or gmacs option . The only 
difference between these two modes is the way each handles the Ctri-T edit command . To edit, move the 
cursor to the point needing correction and insert or delete characters or words, as needed. Ali of the 
editing commands are contrai characters or escape sequences. 

Edit commands operate from any place on a line (not only at the beginning). Do not press the Enter key or 
line-feed (Down Arrow) key after edit commands, except as noted . 

Ctri-F 
Esc-F 

Ctrl-8 
Esc-8 
Ctri-A 
Ctri-E 
Ctrl-] c 
Esc-Ctrl-] c 
Ctri-X Ctri-X 
ERAS E 

Ctri-D 
Esc-O 
Esc-8ackspace 
Esc-H 
Esc-Delete 

Ctri-T 

Ctri-C 
Esc-C 
Esc-L 
Ctri-K 

Ctri-W 
Esc-P 
KILL 

Ctri-Y 
Ctri-L 
Ctrl-@ 
Esc-space 
Ctri-J 
Ctri-M 
EOF 

Moves the cursor forward (right) one character. 
Moves the cursor forward one word (a string of characters consisting of only letters, digits, 
and underscores) . 
Moves the cursor backward (left) one character. 
Moves the cursor backward one word. 
Moves the cursor to the beginning of the line. 
Moves the cursor to the end of the line. 
Moves the cursor forward on the current line to the indicated character. 
Moves the cursor backward on the current line to the indicated character . 
lnterchanges the cursor and the mark . 
Deletes the previous character. (User-defined erase character as defined by the stty 
command, usua/ly the Ctr/-H key sequence.) 
Deletes the current character. 
Deletes the current word. 
Deletes the previous word. 
Deletes the previous word. 
Deletes the previous word. /f your interrupt character is the Delete key, this command does 
not work. 
Transposes the current character with the next character in emacs mode. Transposes the 
two previous characters in gmacs mode. 
Capitalizes the current character. 
Capitalizes the current word. 
Changes lhe current word to /owercase. 
Deletes from the cursor to the end of the line. /f preceded by a numeric parameter whose 
value is less than the current cursor position, this editing command de/eles from lhe given 
position up to the cursor. /f preceded by a numeric parameter whose value is greater than 
the current cursor position, this editing command deletes from the cursor up to the given 
cursor position. 
Deletes from the cursor to the mark. 
Pushes the region from the cursor to the mark on the stack. 
User-defined ki/1 character as defined by the stty command, usua/ly the Ctri-G key 
sequence o r an @. Ki/ls the entire current line. /f two ki/1 characters are entered in 
succession, ali subsequent ki/1 characters cause a line feed (useful when using paper 
terminais) . 
Restares the las! item removed from the line. (Yanks the item back to the line.) 
Line feeds and prints the current line. 
(Nu// character) Sets a mark. 
Sets a mark. 
(New line) Executes the current line. 
(Return) Executes the current line. 
Processes lhe end-of-file character, normally the Ctri-D key sequence, as an end-of-file 
only if the current line is nu// . 
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Ctri-P 

Esc-< 
Esc-> 
Ctri-N 

Ctri-R String 

Ctrl-0 

Esc Digits 

Esc Letter 

Esc-[ Letter 

Esc-. 

Esc-_ 
Esc-* 

Esc-Esc 

Esc-= 
Ctri-U 
\ 

Ctri-V 
Esc-# 

vi Editing Mode 

Fetches the previous command. Each time the Ctri-P key sequence is entered, the . 
previous command back in time is accessed. Moves back one line when not on the first lini:l 
of a multiple-/ine command. 
Fetches lhe least recent (oldest) history line. 
Fetches the mos! recent (youngest) history line. 
Fetches the next command line. Each time the Ctri-N key sequence is entered, the next 
command /ine forward in time is accessed. 
Reverses search history for a previous command line containing the string specified by the 
String parameter. /f a va/ue of O is given, lhe search is forward. The specified string is 
terminated by an Enter or new-line character. /f the string is preceded by a /\, the matched 
line must begin with the String parameter. /f the String parameter is omitted, then the next 
command line containing lhe most recent String parameter is accessed. In this case, a 
value of o reverses the direction of the search . 
(Operate) Executes the current line and fetches the next line relative to the current line 
from the history file. 
(Escape) Defines the numeric parameter. The digits are taken as a parameter to the next 
command. The commands that accept a parameter are Ctri-F, Ctrl-8, ERASE, Ctri-C, 
Ctrl-0, Ctri-K, Ctri-R, Ctri-P, Ctri-N, Ctrl-] , Esc-., Esc-Ctrl-] , Esc-_, Esc-8, Esc-C, 
Esc-O, Esc-F, Esc-H, Esc-L, and Esc-Ctri-H. 
(Soft-key) Searches the alias list for an alias named _Letter. /f an alias of this name is 
defined, its value is placed into the input queue. The Letter parameter must not specify one 
of the escape functions. 
(Soft-key) Searches the alias list for an alias named double underscore Letter (_Letter'). /f 
an alias of this name is defined, its value is p/aced into the input queue. This command can 
be used to program function keys on many terminais. 
lnserts on the line the last word of the previous command. /f preceded by a numeric 
parameter, the va/ue of this parameter determines which word to inseri rather than the last 
word. 
Same as the Esc-. key sequence. 
Attempts file-name substitution on the current word. An asterisk is appended if the word 
does not match any file or contain any special pattern characters . 
File-name completion. Rep/aces the current word with the longes! common prefix of ali file 
names that match the current word with an asterisk appended. /f the match is unique, a I is 
appended if the file is a directory and a space is appended if the file is not a directory. 
Lists the files that match the current word pattern as if an asterisk were appended. 
Multiplies the parameter of the next command by 4. 
Escapes the next character. Editing characters and the ERASE, KILL and INTERRUPT 
(normally the Delete key) characters can be entered in a command /ine or in a search 
string if preceded by a \. The backs/ash removes the next character's editing features , if 
any. 
Displays the version of the she/1. 
lnserts a # at the beginning of the line and then executes lhe line. This causes a comment 
to be inserted in the history file . 

The vi editing mode has two typing modes. When you enter a command, you are in lnput mode. To edit, 
you must enter the Contrai mode by pressing the Esc key . 

Most contrai commands accept an optional repeat Count parameter prior to the command. When in vi 
mode on most systems, canonical processing is initially enabled. The command is echoed again if one or 
more of the following are true: 

• The speed is 1200 baud or greater. 

• The command contains any control characters . 

• Less than one second has elapsed since the prompt was printed. 
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The Esc character terminates canonical processing for the remainder of the command, and you c~h.the[l ~~'-' 
modify the command line. This scheme has the advantages of canonical processing with the type-aheq_~ · 
echoing of raw mode. lf the viraw option is also set, canonical processing is always disabled. This mode- · - · 
is implicit for systems that do not support two alternate end-of-line delimiters and might be helpful for 
certain terminais . 

Available vi edit commands are grouped into catagories. The categorias are as follows: 

• "lnput Edit Commands" 

• "Motion Edit Commands" 

• "Search Edit Commands" 

• "Text-Modification Edit Commands" on page 180 

• "Miscellaneous Edit Commands" on page 181 

lnput Edit Commands 
Note: By default, the editor is in input mode . 

ERAS E 

Ctrl-W 
Ctrl-D 
Ctri-V 

\ 

(User-defined erase character as defined by the stty command, usually Ctri-H or #.) Deletes the previous 
character. 
Deletes the previous blank separated word. 
Terminates the shell. 
Escapes the next character. Editing characters, such as the ERASE or KILL characters, can be entered 
in a command line or in a search string if preceded by a Ctri-V key sequence. The Ctri-V key sequence 
removes the next character's editing features (if any). 
Escapes the next ERASE or KILL character. 

Motion Edit Commands 
Motion edit commands move the cursor as follows: 

[CounaJ 
[Coun~w 

[Coun~W 

[Coun~e 

[Coun~E 

[Coun~h 

[Coun~b 

[Coun~B 

[Coun~l 

[Coun~fc 

[Coun~Fc 

[Counntc 
[Coun~Tc 

[Coun~; 

[Coun~, 

o 
" 
$ 

Moves the cursor forward (right) one character . 
Moves the cursor forward one alphanumeric word. 
Moves the cursor to the beginning of the next word that follows a blank. 
Moves the cursor to lhe end of the current word. 
Moves the cursor to the end of the current blank-separated word. 
Moves the cursor backward (left) one character. 
Moves the cursor backward one word. 
Moves the cursor to the previous blank-separated word. 
Moves the cursor to the column specified by the Count parameter. 
Finds the next character c in the current line. 
Finds the previous character c in the current line. 
Equivalent to f followed by h. 
Equivalent to F followed by I. 
Repeats for the number of times specified by the Count parameter the last single-character find 
command: f, F, t, or T. 
Reverses the last single-character find command lhe number of times specified by the Count 
parameter . 
Moves the cursor to the start of a line. 
Moves the cursor to the first nonblank character in a line. 
Moves the cursor to the end of a line. 

Search Edit Commands 
Search edit commands access your command history, as follows: 

[Coun~k 

[Coun~­

[Counm 

Fetches the previous command. 
Equivalent to lhe k command. 
Fetches the next command. Each time the j command is entered, the next command is accessed. 
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[Counn+ 
[CounnG 

!String 

?String 
n 
N 

Equivalent to the j command. 
Fetches lhe command whose number is specified by lhe Count parameter. The default is the least 
recent history command. 
Searches backward through history for a previous command containing the specified string. The 
string is terminated by a RETURN or newline character. lf the specified string is preceded by a A, the 
matched line must begin with the String parameter. lf the value of the String parameter is null, the 
previous string is used . 
Same as /String except that the search is in the forward direction. 
Searches for the next match of the last pattern to /String or? commands . 
Searches for the next match of the last pattern to /String or? commands, but in the opposite 
direction. Searches history for lhe string entered by lhe previous /String command . • • • • • • 

Text-Modification Edit Commands 
Text-modification edit commands modify the line as follows : 

a 
A 
[ CounncMotion 
c[ CounnMotion 

:~ 
t c 

• • t 
t 
t 
t 
t 
t 
t 

• 

s 
D 

[ Coun~dMotion 

d[ CounnMotion 

[CounnP 
[Counnp 
R 
[Counnrc 

t [Counnx 

t ~ [Counnx 

t ~[Counn. 
[Counn-

t 

• • • • • • • 
• • 

[Count}_ 

Enters the input mode and enters text after the current character. 
Appends text to the end of the line. Equivalent to the $a command. 

Deletes the current character through lhe character to which the Motion parameter 
specifies to move the cursor, and enters input mode. lf the value of the Motion 
parameter is c, the entire line is deleted and the input mode is entered. 
Deletes the current character through the end of the line and enters input mode. 
Equivalent to the c$ command . 
Equivalent to the cc command. 
Deletes the current character through the end of line. Equivalent to the d$ command. 

Deletes the current character up to and including the character specified by the 
Motion parameter. lf Motion is d, the entire line is deleted. 
Enlers the inpul mode and inserts texl before the currenl character. 
lnserts text before lhe beginning of the line. Equivalent to the Oi command. 
Places the previous lext modification before the cursor. 
Places the previous text modification after lhe cursor. 
Enters the inpul mode and types over the characters on lhe screen. 
Replaces the number of characters specified by the Count parameter, starting at lhe 
currenl cursor position, with the characters specified by the c parameter. This 
command also advances the cursor after the characters are replaced. 
Deletes the current characler. 
Deletes the preceding characler. 
Repeats the previous texl-modification command. 
lnverts the case of the number of characters specified by the Count parameter, 
starting at the currenl cursor position, and advances the cursor. 
Appends the word specified by the Count parameler of the previous command and 
enters input mode. The last word is used if the Count parameter is omitted . 
Appends an * to the currenl word and attempts file-name subslilulion. lf no malch is 
found, it rings the bel!. Olherwise, the word is replaced by lhe matching pattern and 
inpul mode is enlered. 
File name completion. Replaces lhe current word wilh the longes! common prefix of 
ali file names malching lhe current word wilh an aslerisk appended. lf lhe malch is 
unique, a I is appended if the file is a directory. A space is appended if the file is not 
a directory . 
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Miscellaneous Edit Commands 
The most commonly used edit commands include the following : 

[CounnyMotion 
y[ CounnMotion 

y 

u 
u 
[Counnv 

Ctri-L 
Ctri-J 
Ctri-M 

# 

@Letter 

Yanks the current character up to and including the character marked by lhe cursor 
position specified by lhe Motion parameter and puts ali of these characters into the delete 
buffer. The text and cursor are unchanged . 
Yanks from lhe current position to lhe end of the line. Equivalent to the y$ command. 
Undoes the last text-modifying command. 
Undoes ali the text-modifying commands performed on the line. 
Returns lhe command fc -e ${VISUAL:-${EDITOR:-vi}} Count in lhe input buffer. Jf the 
Count parameter is omitted, then the current line is used . 
Line feeds and prints the current line. This command is effective only in contrai mode. 
(New line) Executes the current line, regardless of the mode. 
(Return) Executes the current line, regardless of the mode. 
Sends the line after inserting a# in front of the line. Useful if you want to insert the 
current line in lhe history without executing it. 

lf the command line contains a pipe or semicolon or newline character, then additional #s 
will be inserted in front of each of these symbols. To delete ali pound signs, retrieve the 
command line from history and enter another # . 

Lists the file names that match the current word as if an asterisk were appended to it. 
Searches lhe alias list for an alias named _Letter. lf an alias of this name is defined, its 
value is placed into the input queue for processing . 

Enhanced Korn Shell (ksh93) 

In addition to the default system Korn shell (/usr/bin/ksh) , AIX providas an enhanced version available as 
/usr/bin/ksh93. This enhanced version is upwardly compatible with the current default version, and 
includes a few additional features that are not available in /usr/bin/ksh. 

The following features are available in /usr/bin/ksh93: 

Arithmetic 
Enhancements 

Compound 
Variables 

Compound 
Assignments 

You can use libm functions (math functions typically found in the C programming Janguage), 
within arithmetic expressions, such as $ v a 1 ue=$ ( ( sqrt ( 9))) . More arithmetic operators are 
available, including the unary +, ++, --, and the ? : construct (for example, "x ? y : z "), as well 
as the , (comma) operator. Arithmetic bases are supported up to base 64. Floating point 
arithmetic is also supported. "typeset -E" (exponential) can be used to specify the number of 
significant digits and "typeset - F" (float) can be used to specify the number of decimal places 
for an arithmetic variable. The SECONDS variable now displays to the nearest hundredth of a 
second, rather than to the nearest second . 

Compound variables are supported. A compound variable allows a user to specify multiple values 
within a single variable name. The values are each assigned with a subscript variable, separated 
from lhe parent variable with a . (period) . For example: 

$ myvar=( x=l y=2 ) 
$ print "${ myvar. x}" 
1 

Compound assignments are supported when initializing arrays, both for indexed arrays and 
associative arrays. The assignment values are placed in parentheses, as shown in the following 
example: 

$ numbers=( zero one two three ) 
$ print ${numbers[O]} ${numbers[3]} 
zero three 
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Associative 
Arrays 

Variable Name 
References 

Parameter 
Expansions 

An associative array is an array with a string as an index. 

The typeset command used with the -A flag allows you to specify associative arrays within 
ksh93. For example: 

$ typeset -A teammates 
$ teammates=( [john]=smith [mary]=jones ) 
$ print ${teammates[mary]} 
jones 

The typeset command used with the -n flag allows you to assign one variable name as a 
reference to another. In this way, modifying lhe value of a variable will in turn modify the value of 
the variable that is referenced. For example: 

$ greeting="hello" 
$ typeset -n welcome=greeting # establishes the reference 
$ welcome="hi there" # overrides previous value 
$ print $greeting 
hi there 

The following parameter-expansion constructs are available: 

• ${ !varname} is the name of lhe variable itself . 

• $ {! varname [@]} names lhe indexes for the varname array. 

• ${param:ojjset} is a substring of param, starting at ottset. 

• ${param:offset:num} is a substring of param, starting at offset, for num number of characters. 

• $ {@ : offset} indicates ali positional parameters starting at offset . 

• ${@:ojjset:num} indicates num positional parameters starting at offset . 

• ${param/pattern/repl} evaluates to param, with lhe first occurrence of pattern replaced by 
rep/. 

• ${param/ I pattern/rep Z} evaluates to param, with every occurrence o f pattern replaced by 
repl . 

• ${param/#pattern/repl} if param begins with pattern, then param is replaced by repl . 

• ${param/%pattern/repl} if param ends with pattern, then param is replaced by repl . 
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Discipline 
Functions 

Function 
Environments 

Variables 

Command Return 
Values 

PATH Search 
Rufes 

Shell History 

<0 
~~·~c; 
~ .'r-"V A discipline function is a function that is associated with a specific variable. This allows you .to \"0"' 

define and call a function every time that variable is referenced, set, or unset. These functions 
take lhe form of vamame.function, where varname is the name of lhe variable and function is the 
discipline function. The predelined discipline functions are get, set, and unset. 

• The vamame.get function is invoked every time varname is referenced. lf lhe special variable 
.sh.value is set within this function, then the value of varname is changed to this value. A 
simple example is the time of day: 

$ function time.get 
> ( 

> .sh.value=$(date +%r) 
> } 
$ print $time 
09:15:58 AM 
$ print $time 
09:16 :04 AM 

# it will change in a few seconds 

• The vamame.set function is invoked every time vamame is set. The .sh.value variable is 
given lhe value that was assigned. The value assigned to vamame is lhe value of .sh.value 
when the function completes. For example: 

$ function adder.set 
> { 

> let .sh.value=" 
$ {.sh.value} + 1" 
> } 
$ adder=0 
$ echo $adder 
1 
$ adder=$adder 
$ echo $adder 
2 

• The vamame.unset function is executed every time varname is unset. The variable is not 
actually unset unless it is unset within the function itself; otherwise it retains its value . 

Within ali discipline functions, the special variable .sh.name is set to lhe name of the variable, 
while .sh.subscript is set to the value of the variables subscript, if applicable . 

Functions declared with lhe function myfunc formal are executed in a separate function 
environment. Functions declared as myfunc () execute with lhe same environment as the parent 
shell . 

Variables beginning with . sh . are reserved by lhe shell and h ave special meaning. See lhe 
description of Discipline Functions in this table for an explanation of .sh.name, .sh.value, and 
.sh.subscript. Also available is .sh.version, which represents the version of the shell . 

Return values of commands are as follows : 

• lf the command to be executed is not found, the return value is set to 127. 

• lf the command to be executed is found, but not executable, the return value is 126 . 

• lf the command is executed, but is terminated by a signal, the return value is 256 plus the 
signal number . 

Special built-in commands are searched for first, followed by ali functions (including those in 
FPATH directories), followed by other built-ins. 

The hist command allows you to display and edit the shells command history. In the ksh shell , 
the fc command was used. The fc command is an alias to hist. Variables are HISTCMD, which 
increments once for each command executed in lhe shells current history, and HISTEDIT, which 
specifies which editor to use when using the hist command . 
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Built-ln 
Commands 

Bourne Shell 

The enhanced Korn shell contains the following built-in commands: 

• The builtin command lists ali available built-in commands . 

• The printf command works in a similar manner as the printf() C library routine. Reler to the 
printf command . 

• The disown blocks the shell from sending a SIGHUP to the specified command . 

• The getconf command works in the same way as the stand-alone command 
/usr/bin/getconf. Reter to the getconf command. 

• The read built-in command has the following flags: 

- read -d {char} allows you to specify a character delimiter instead of the default newline . 

- read -t {seconds} allows you to specify a time limit in seconds after which the read 
command will time out. 11 read times out, it will return FALSE. 

• The exec built-in command has the following flags: 

- exec -a {name} {cmd} specifies that argument O of cmd be replaced with name . 

- exec -c {cmd} tells exec to clear the environment before executing cmd . 

• The kill built-in command has the following flags: 

- kill -n {signum} is used for specifying a signal number to send to a process, while kill -s 
{signame} is used to specify a signal name. 

- kill -1, with no arguments, lists ali signal names but not their numbers. 

• The whence built-in command has the following flags: 

- The -a flag displays ali matches, not only the first one found . 

- The -f flag tells whence not to search for any functions . 
• An escape character sequence is used for use by the print and echo commands. The Esc 

(Escape) key can be represented by the sequence \E. 

• Ali regular built-in commands recognize the -? flag, which shows the syntax for the specified 
command . 

The Bourne sheli is an interactive command interpreter and command programming language. The bsh 
command runs the Bourne sheli . 

The Bourne sheli can be run either as a login shell or as a subshell under the login shell. Only the login 
command can cali the Bourne sheli as a login shell. lt does this by using a special form of the bsh 
command name: -bsh . When calied with an initial hyphen (-), the sheli first reads and runs commands 
found in the system /etc/profile file and your $HOME/.profile, if one exists. The/etc/profile file sets 
variables needed by ali users. Finaliy, the sheli is ready to read commands frorn your standard input. 

lf the File [Parameteij parameter is specified when the Bourne shell is started, the sheli runs the script file 
identified by the File parameter, including any parameters specified. The script file specified must have 
read permission; any setuid and setgid settings are ignored. The sheli then reads the commands. lf either 
the -c ar -s flag is used, do not specify a script. 

Bourne Shell Environment 

Ali variables (with their associated values) known to a command at the beginning of its execution 
constitute its environment. This environment includes variables that a command inherits from its parent 
process and variables specified as keyword parameters on the command line that calis the command . 

The shell passes to its child processes the variables named as arguments to the built-in export command. 
This command places the named variables in the environments of both the shell and ali its future child 
processes . 
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Keyword parameters are vanable-value pa1rs that appear m the form of ass1gnments, normally before th.e ' ::Z. ~ 
procedure name on a command line (but see also the flag for the set command) . These variables are · 
placed in the environment of the procedure being called . 

For example, consider the following procedure, which displays the values of two variables (saved in a 
command file named key_command): 

# key command 
echo $a $b 

The following command !ines produce the output shown : 

Input 
a=key l b=key2 key_command 
a=tom b=j ohn key_command 

Output 
keyl key2 
tom john 

A procedure's keyword parameters are not included in the parameter count stored in $# . 

A procedure can access the values of any variables in its environment lf it changes any of these values, 
however, the changes are not reflected in the shell environment The changes are local to the procedure in 
question. To place the changes in the environment that the procedure passes to its child processes, you 
must export the new values within that procedure. 

To obtain a list of variables that are exportable from the current shell, type: 
export 

Press Enter . 

To obtain a list of read-only variables from the current shell , type: 

readonly 

Press Enter. 

To obtain a list of variable-value pairs in the current environment, type: 

env 

Press Enter . 

For more information about user environments, see "/etc/environment File" on page 130 

Restricted Shell 

The restricted shell is used to set up login names and execution environments whose capabilities are more 
controlled than those of the regular Bourne shell. The Rsh or bsh -r command opens the restricted shell . 
The behavior of these commands is identical to those of the bsh command, except that the following 
actions are not allowed: 

• Changing the directory (with the cd command) 

• Setting the value of PATH or SHELL variables 

• Specifying path or command names containing a slash (/) 

• Redirecting output 

lf the restricted shell determines that a command to be run is a shell procedure, it uses the Bourne shell to 
run the command. In this way, it is possible to provide an end user with shell procedures that access the 
full power of the Bourne shell while imposing a limited menu of commands. This situation assumes that 
the end user does not have write and execute permissions in the same directory. 
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lf the File [Parameter] parameter is specified when the Bourne shell is started, the shell runs the script file ·· 
identified by the File parameter, including any parameters specified. The script file specified must have 
read permission. Any setuid and setgid settings for script files are ignored. The shell then reads the 
commands. lf using either the -c or -s flag is used, do not specify a script file . 

When started with the Rsh command, the shell enforces restrictions after interpreting the .profile and 
/etc/environment files . Therefore, the writer of the .profile file has complete control over user actions by 
performing setup actions and leaving the user in an appropriate directory (probably not the login directory) . 
An administrator can create a directory of commands in the /usr/rbin directory that the Rsh command can 
use by changing the PATH variable to contain the directory. lf it is started with the bsh -r command, the 
shell applies restrictions when interpreting the .profile files . 

When called with the name Rsh, the restricted shell reads the user's .profile file ($HOME/.profile). lt acts 
as the regular Bourne shell while doing this, except that an interrupt causes an immediate exit instead of a 
return to command levei. 

Bourne Shell Commands 

When you issue a command in the Bourne shell, it first evaluates the command and makes ali indicated 
substitutions. lt then runs the command provided that: 

• The command name is a Bourne shell special built-in command . 

OR 

• The command name matches the name of a defined function. lf this is the case, the shell sets the 
positional parameters to the parameters of the function . 

lf the command name matches neither a built-in command nor the name of a defined function and the 
command names an executable file that is a compiled (binary) program, the shell (as parent) spawns a 
new ( child) process that immediately runs the program. I f the file is marked executable but is not a 
compiled program, the shell assumes that it is a shell procedure. In this case , the shell spawns another 
instance of itself (a subshel~, to read the file and execute the commands included in it. The shell also runs 
a parenthesized command in a subshell. To the end user, a compiled program is run in exactly the same 
way as a shell procedure. The shell normally searches for commands in file system directories, in this 
arder: 

1. /usr/bin 

2 . /etc 

3 . /usr/sbin 

4. /usr/ucb 

5 . $HOME/bin 

6 . /usr/bin/X11 

7. /sbin 

8 . Current directory 

The shell searches each directory, in turn, continuing with the next directory if it fails to find the command . 

Note: The PATH variable determines the order in which the shell searches directories. You can 
change the particular sequence of directories searched by resetting the PATH variable . 

lf you give a specific path name when you run a command (for example, /usr/bin/sort), the shell does not 
search any directories other than the one you specify. lf the command name contains a slash (/), the shell 
does not use the search path . 

You can give a full path name that begins with the root directory (such as /usr/bin/sort) . You can also 
specify a path name relative to the current directory. lf you specify, for example: 
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bin/myfile 

the shell looks in the current directory for a directory named bi n and in that directory for the file myfi 1 e . 

Note: The restricted shell does not run commands containing a I (slash) . 

The shell remembers the location in the search path of each executed command (to avoid unnecessary 
exec commands later). lf it finds the command in a relative directory (one whose name does not begin 
with /), the shell must redetermine the command's location whenever the current directory changes. The 
shell forgets ali remembered locations each time you change the PATH variable or run the hash -r 
command . 

This section discusses the following: 

"Quoting Characters" 

• "Signal Handling" on page 188 

• "Bourne Shell Built-ln Commands" on page 189 

• "Command Substitution in the Bourne Shell" on page 192 

Quoting Characters 

Many characters have a special meaning to the shell. Sometimes you want to conceal that meaning . 
Single (') and double (") quotation marks surrounding a string, or a backslash (\) before a single character 
allow you to conceal the character's meaning . 

Ali characters (except the enclosing single quotation marks) are taken literally, with any special meaning 
removed. Thus, the command: 

stuff='echo $? $*; ls * I wc' 

assigns the literal string echo $? $*; ls * I wc to the variable stuff. The shell does not execute the 
echo, ls, and wc commands or expand the $? and $* variables and the * (asterisk) special character . 

Within double quotation marks, the special meaning of the $ (dollar sign), - (backquote), and " (double 
quotation) characters remains in effect, while ali other characters are taken literally. Thus, within double 
quotation marks, command and variable substitution takes place. In addition, the quotation marks do not 
affect the commands within a command substitution that is part of the quoted string, so characters there 
retain their special meanings . 

Consider the following sequence: 

l s * 
filel file2 file3 

message="This directory contains ·1s * - " 

echo $message 

This directory contains filei file2 file3 

This shows that the * (asterisk) special character inside the command substitution was expanded. 

To hide the special meaning of the $ (dollar sign), ' (backquote ), and " (double quotation) characters 
within double quotation marks, precede these characters with a \ (backslash) . When you do not use 
double quotation marks, preceding a character with a backslash is equivalent to placing it within single 
quotation marks. Hence, a backslash immediately preceding a newline character (that is, a backslash at 
the end of the line) hides the newline character and allows you to continue the command line on the next 
physical line . 
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Signal Handling 
\., 

The shell ignores INTERRUPT and QUIT signals for an invoked command if the command is terminated 
with an & (ampersand) ; that is, if it is running in the background. Otherwise, signals have the values 
inherited by the shell from its parent, with the exception of the SEGMENTATION VIOLATION signal. For 
more information, reter to the Bourne shell built-in trap command . 

Bourne Shell Compound Commands 

A compound command is one of the following: 

• Pipeline (one or more simple commands separated by the I (pipe) symbol) 

• List of simple commands 

• Command beginning with a reserved word 

• Command beginning with the control operator ( (left parenthesis) . 

Unless otherwise stated, the value returned by a compound command is that of the last simple command 
executed. 

Reserved Words 

The following reserved words are recognized only when they appear without quotation marks as the first 
word of a command: 

for 
case 
i f 
elif 
while 
{ 
( 

do 
esac 
then 
else 
unti 1 
} 
) 

for /dentífíer [in Word . . . ] do 
Líst done 

case Word in Pattern 
[IPattern] ) Líst;; [Pattern 
[IPattern] . .. ) Líst;;] ... 
esac 

if Líst then Líst (elif Líst then 
Lís~ . .. [else Lís~ fi 

while Líst do Líst done 

until Líst do Líst done 

done 

fi 

Sets the ldentífíer parameter to the word or words specified by the Word parameter 
(one ata time) and runs the commands specified in the Líst parameter. lf you omit in 
Word .. . , then the for command runs lhe Líst parameter for each positional 
parameter that is set, and processing ends when ali positional parameters have been 
used . 
Runs the commands specified in the Líst parameter that are associated with the first 
Pattern parameter that matches the value of the Word parameter. Uses the same 
character-matching notation in patterns that are used for file name substitution, 
except that a I (slash), leading . (dot), ora dot immediately following a slash do not 
need to match explicitly. 
Runs lhe commands specified in the Líst parameter following the if command. lf the 
command returns a zero exit value, the shell runs the Líst parameter following the 
first then command. Otherwise, it runs lhe Líst parameter following the elif command 
(if it exists). lf this exit value is zero, the shel/ runs lhe List parameter following the 
next then command. lf lhe command returns a non-zero exit value, the shell runs the 
Líst parameter following the else command (if it exists). lf no else Líst or then Líst is 
performed, lhe if command returns a zero exit value . 
Runs lhe commands specified in lhe Líst parameter following lhe while command. lf 
the exit value of the last command in the while Líst is zero, lhe shell runs the Líst 
parameter following the do command. lt continues looping through the lists until the 
exit value of lhe last command in the while Líst is non-zero. lf no commands in the 
do Líst are performed, the while command returns a zero exit value . 
Runs lhe commands specified in lhe Líst parameter following the until command. lf 
the exit value of lhe las! command in lhe until Líst is non-zero, runs lhe Líst fol/owing 
the do command. Continues looping through the lists until lhe exit value of lhe last 
command in the until Líst is zero. lf no commands in the do Líst are performed, lhe 
until command returns a zero exit value . 
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Runs the commands in the List parameter in a subshell. . _ -..zv 
Runs lhe commands in lhe List param ele r in lhe currenl shell process and does nÕ:I· . 
start a subshell. 
Defines a function that is referenced by lhe Name parameter. The body of the 
function is the list of commands between the braces specified by lhe List parameter . 

Bourne Shell Built-ln Commands 

Special commands are built in to the Bourne shell and run in the shell process. Unless otherwise 
indicated, output is written to file descriptor 1 (standard output) and the exit status is O (zero) if the 
command does not contain any syntax errors. lnput and output redirection is permitted . 

Reter to the "List of Bourne Shell Built-in Commands" on page 199 for an alphabetical listing of these 
commands . 

The following special commands are treated somewhat differently from other special built-in commands: 
; (colon) exec shift 

(dot) exit times 
break export trap 
continue readonly wait 
eval return 

The Bourne shell processes these commands as follows: 

• Keyword parameter assignment lists preceding the command remain in effect when the command 
completes . 

• 1/0 redirections are processed after parameter assignments . 

• Errors in a shell script cause the script to stop processing . 

Special Command Descriptions 
The Bourne shell provides the following special built-in commands: 

Built-ln Commands 

. File 

break [ n] 

continue [ n ] 

cd Directory ] 

echo String . . . ] 

eval [ 
Argument . .. ] 

Returns a zero exit value. 
Reads and runs commands from the File parameter, and returns. Does not start a subshell. 
The shell uses the search path specified by the PATH variable to find the directory containing 
the specified file. 
Exits from the enclosing for, while, or until command Joops, if any. lf you specify the n 
variable, the break command breaks the number of leveis specified by the n variable . 
Resumes the next iteration of the enclosing for, while, or until command loops. lf you 
specify the n variable, the command resumes at the nth enclosing loop. 
Changes the current directory to Directory. lf you do not specify Directory, the value of the 
HOME shell variable is used. The CDPATH shell variable defines the search path for 
Directory. CDPATH is a colon-separated list of alternative directory names. A null path name 
specifies the current directory (which is the default path). This null path name appears 
immediately after the equal sign in the assignment or between the colon delimiters anywhere 
else in the path list. lf Directory begins with a I (slash), the shell does not use the search 
path . Otherwise, lhe shell searches each directory in the CDPATH shell variable . 

Note: The restricted shell cannot run the cd shell command . 
Writes character slrings to standard output. Reler to the echo command for usage and 
parameter information . The -n flag is not supported . 
Reads arguments as input to the shell and runs the resulting command or commands. 
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Built-ln Commands 
exec [ 
Argument .. . ] 

exit [ n] 

export [ Name . . . ] 

hash [-r][ 
Command . . . ] 

pwd 

read [ Name . . . ] 

readonly [ 
Name . . . 

return [ n] 

Runs lhe command specified by lhe Argument parameter in place of this shell without 
creat ing a new process. lnput and output arguments can appear and if no other arguments 
appear, cause lhe shell input or output to be modified. This is not recommended for your 
login shell. 
Causes a shell to exit with lhe exit value specified by the n parameter. lf you omit this 
parameter, the exit value is that of the last command executed (the Ctrl-0 key sequence also 
causes a shell to exit) . The value of the n parameter can be from O to 255, inclusive. 
Marks the specified names for automatic export to the environments of subsequently 
executed commands. lf you do not specify the Name parameter, the export command 
displays a list of ali names that are exported in this shell. You cannot export function names. 
Finds and remembers lhe location in lhe search path of each Command specified. The -r flag 
causes the shell to forget ali locations. lf you do not specify lhe flag or any commands, the 
shell displays information about the remembered commands in the following formal: 

Hits Cost Command 
H i t s indicates lhe number of times a command has been run by lhe shell process. Cost is a 
measure of lhe work required to locate a command in lhe search path. Command shows the 
path names of each specified command. Certain situations require that the stored location of 
a command be recalculated; for example, the location of a relative path name when the 
current directory changes. Commands for which that might be done are indicated by an * 
(asterisk) next to the H i ts information . Cost is incremented when the recalculation is done . 
Oisplays the current directory. Reter to the pwd command for a discussion of command 
options . 
Reads one line from standard input. Assigns lhe first word in lhe line to lhe first Name 
parameter, the second word to the second Name parameter, and so on , with leftover words 
assigned to the last Name parameter. This command returns a value of O unless it 
encounters an end-of-file character . 
Marks the name specified by the Name parameter as read-only. The value of the name 
cannot be reset. lf you do not specify any Name, the readonly command displays a list of ali 
read-only names. 
Causes a function to exit with a return value of n. lf you do not specify lhe n variable , the 
function returns the status of lhe las! command performed in that function. This command is 
valid only when run within a shell function . 
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Built-ln Commands 
set [ Flag ( Argument 
l ... l 

shift [n] 

test Expression I [ 
Expression ] 
times 

Sets one or more of the following flags: 

-a Marks for expor! ali variables to which an assignment is performed. lf the 
assignment precedes a command name, the expor! attribute is effective only for that 
command execution environment, except when the assignment precedes one of the 
special built-in commands. In this case, the expor! attribute persists after the built-in 
command has completed. lf the assignment does not precede a command name, or 
if the assignment is a result of the operation oi the getopts or read commands, the 
expor! attribute persists until the variable is unset. 

-e Exits immediately if ali of lhe following conditions exist for a command: 

• lt exits with a return value greater than O (zero) . 

• lt is not part of the compound list oi a while, until , or if command . 

• lt is not being tested using AND or OR lists . 

• lt is not a pipeline preceded by the ! (exclamation point) reserved word . 

-f Disables file-name substitution . 

-h Locates and remembers lhe commands called within functions as the functions are 
defined. (Normally these commands are located when the function is performed; see 
the hash command.) 

-k Places ali keyword parameters in the environment for a command, not jus! those 
preceding the command name . 

-n Reads commands but does not run them. To check for shell script syntax errors, use 
the -n flag . 

-t Exits after reading and executing one command . 

-u Treats an unset variable as an error and immediately exits when performing variable 
substitution. An interactive shell does not exit. 

-v Displays shell input lines as they are read . 

-x Displays commands and their arguments before they are run . 

Does not change any of lhe flags. This is useful in setting lhe $1 positional 
parameter to a string beginning with a hyphen (-) . 

Using a plus sign (+) rather than a hyphen (-) unsets flags. You can also specify these flags 
on the shell command line. The $- special variable contains the current set of flags . 

Any Argument to the set command becomes a positional parameter and is assigned, in 
arder, to $1, $2, and so on. I f you do not specify a flag o r Argument, the set command 
displays ali the names and values of the current shell variables. 
Shifts command line arguments to the left; that is, reassigns the value of the positional 
parameters by discarding the current value oi $1 and assigning the value of $2 to $1 , of $3 to 
$2, and so on. I f there are more than 9 command fine arguments, lhe 1Oth is assigned to $9 
and any that remain are still unassigned (until after another shift). 11 there are 9 or fewer 
arguments, the shift command unsets the highest-numbered positional parameter that has a 
value . 

The $0 positional parameter is never shifted. The shift n command is a shorthand notation 
specifying n number oi consecutive shifts. The default value of the n parameter is 1. 
Evaluates conditional expressions. Reter to the test command for a discussion of command 
flags and parameters. The -h flag is not supported by the built-in test command in bsh. 
Displays the accumulated user and system times for processes run from the shell. 
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Built-ln Commands 
trap ( Command] [ n 
l . . . 

type [Name .. . ] 
ulimit [-HS] [ -c I -d I 
-f I -m I -s I -t] [limi~ 

umask [nnn] 

unset [Name . .. ] 

wait [n] 

Runs lhe command specified by the Command parameler when lhe shell receives lhe signal 
or signals specified by lhe n parameler. The trap commands are run in arder of signal 
number. Any attempt to sel a lrap on a signal that was ignored on entry to lhe currenl shell is 
ineffective . 

Note: The shell scans lhe Command parameler once when lhe trap is set and again 
when lhe trap is taken. 

lf you do not specify a command, lhen ali traps specified by lhe n parameler are reset to lheir 
currenl values. lf you specify a null slring, th is signal is ignored by lhe shel/ and by lhe 
commands it invokes. lf lhe n parameler is zero (0) , lhe specified command is run when you 
exit from lhe shell. lf you do not specify either a command ora signal, lhe trap command 
displays a list of commands associaled with each signal number. 
For each Name specified, indicates how lhe shell would interpret it as a command name. 
Displays or adjusts allocated shell resources. The shell resource settings can be displayed 
either individual/y or as a group. The defaull mode is to display resources set to lhe soft 
selting, or lhe lower bound, as a group . 

The setting of shell resources depends on lhe effeclive user 10 of lhe currenl shell. The hard 
levei of a resource can be set only if lhe effeclive user lO of lhe currenl shell is root. You wil/ 
gel an errar if you are nol rool user and you are attempling to set lhe hard levei of a 
resource. By defaull, lhe root user sets bolh lhe hard and soft limits of a particular resource. 
The root user should therefore be careful in using the -S, -H, or defaull flag usage of limit 
settings. Unless you are a root user, you can set only lhe soft limit of a resource. Afler a limit 
has been decreased by a non-root user, it cannot be increased, even back to lhe original 
system limit. 

To sel a resource limit, select lhe appropriate flag and lhe limit value of lhe new resource, 
which should be an integer. You can set only one resource limit al a time. lf more than one 
resource flag is specified, you receive undefined resulls. By default, ulimit with only a new 
value on lhe command line sets lhe file size of the shell. Use of lhe -f flag is optional. 

You can specify lhe following ulimit command flags : 

-c Sets or displays core segment for shell. 

-d Sets or displays data segment for shel/ . 

-f Sets or displays file size for shell . 

-H Seis or displays hard resource limil (rool user only) 

-m Sels or displays memory for shell . 

-s Sets or displays stack segmenl for shell. 

-S Sets or displays soft resource limit. 

-t Sets or displays CPU time maximum for shell . 
Determines file permissions. This value, along with the permissions of lhe creating process, 
determines a file's permissions when the file is created. The default is 022. When no value is 
enlered, umask displays the currenl value. 
Removes lhe corresponding variable or funclion for each name specified by lhe Name 
parameter. The PATH, PS1 , PS2, MAILCHECK, and IFS shell variables cannol be unset. 
Waits for lhe child process whose process number is specified by lhe n parameler to exil and 
lhen returns the exit status of that process. lf you do nol specify lhe n parameter, the shel/ 
waits for ali currenlly aclive child processes and lhe relurn value is O. 

Command Substitution in the Bourne Shell 

~ Command substitution allows you to capture the output of any command as an argument to another 
~ command. When you place a command line within backquotes C ' ), the shell first runs the command or 
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commands, and then replaces the entire expression, including the backquotes, with the output. This ., '-- ·, ~:)Y · . 
feature is often used to give values to shell variables . For example, the statement: 

today= ' date-

assigns the string representing the current date to the today variable. The following assignment saves, in 
the files variable , the number of files in the current directory: 
files=-ls I wc -1 -

You can perform command substitution on any command that writes to standard output. 

To nest command substitutions, precede each of the nested backquotes with a backslash (\), as in: 
l ogmsg=·ec ho Your login directory is \ · pwd\--

You can also give values to shell variables indirectly by using the read special command. This command 
takes a line from standard input (usually your keyboard) and assigns consecutive words on that line to any 
variables named. For example: 

read first init l ast 

takes an input line of the form : 

J . Q. Public 

and has the same effect as if you had typed: 
first=J. init=Q . last=Public 

The read special command assigns any excess words to the last variable. 

Variable and File-Name Substitution in the Bourne Shell 
The Bourne shell permits you to do variable and file-name substitutions. 

The following sections discuss creating and substituting variables in the Bourne shell : 

• "Variable Substitution in the Bourne Shell" 

• "User-Defined Variables" 

• "Conditional Substitution" on page 196 

• "Positional Parameters" on page 197 

• "File-Name Substitution in the Bourne Shell" on page 198 

• "Character Classes" on page 198 

Variable Substitution in the Bourne Shell 
The Bourne shell has several mechanisms for creating variables (assigning a string value to a name). 
Certain variables, positional parameters and keyword parameters are normally set only on a command 
line. Other variables are simply names to which you or the shell can assign string values . 

User-Defined Variables 
The shell recognizes alphanumeric variables to which string values can be assigned. To assign a string 
value to a name, type: 

Name=String 

Press Enter . 

A name is a sequence of letters, digits, and underscores that begins with an underscore or a letter. To use 
the value that you have assigned to a variable, add a dollar sign ($) to the beginning of its name. Thus, 

~--
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the $Name variable yields the value specified by the String variable. Note that no spaces are on either\_. · '"'\ 
side of the equal sign (=) in an assignment statement. (Positional parameters cannot appear in an 
assignment statement. They can be set only as described in "Positional Parameters" on page 197.) You 
can put more than one assignment on a command line, but remember that the shell performs the 
assignments from right to left . 

lf you enclose the String variable with double or single quotation marks (" or '), the shell does not treat 
blanks, tabs, semicolons, and newline characters within the string as word delimiters, but imbeds them 
literally in the string . 

lf you enclose the String variable with double quotation marks ("), the shell still recognizes variable names 
in the string and performs variable substitution; that is, it replaces references to positional parameters and 
other variable names that are prefaced by do/lar sign ($) with their corresponding values, if any. The shell 
also performs command substitution within strings that are enclosed in double quotation marks . 

lf you enclose the String variable with single quotation marks (') , the shell does not substitute variables or 
commands within the string. The following sequence illustrates this difference: 

Vou : 

System: 
You: 
System : 

num=875 
numberl="Add $num" 
number2='Add $num' 
echo $numberl 
Add 875 
echo $number2 
Add $num 

The shell does not reinterpret blanks in assignments after variable substitution. Thus, the following 
assignments result in $fi rst and $second having the same value: 

first='a string with embedded blanks' 
second=$first 

When you reference a variable, you can enclose the variable name (or the digit designating a positional 
parameter) in { } to delimit the variable name from any string following. In particular, if the character 
immediately following the name is a letter, digit, or underscore, and the variable is not a positional 
parameter, then the braces are required: 

Vou: 

System : 
Vou: 
System: 

a='This is a' 
echo "${a}n example" 
This is an example 
echo "$a test" 
This is a test 

Refer to "Conditional Substitution" on page 196 for a different use of braces in variable substitutions_ 

Variables Used by the Shell 
The shell uses the following variables. Although the shell sets some of them, you can set or reset ali of 
them: 

CDPATH 

HOME 

IFS 

Specifies the search path for the cd (change directory) command. 
lndicates the name of your login directory, lhe directory that becomes the current directory 
upon completion of a login. The login program initializes this variable. The cd command uses 
the value of the $HOME variable as its default value. Using this variable rather than an explicit 
path name in a shell procedure allows the procedure to be run from a different directory without 
alterations . 
The characters that are IFS (internai field separators), the characters that the shell uses during 
blank interpretation; see "Biank lnterpretation" on page 196. The shell initially sets the IFS 
variable to include the blank, tab, and newline characters . 
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LANG 

LC_ALL 

LC_COLLATE 

LC_CTYPE 

LC_MESSAGES 
LIBPATH 
LOGNAME 
MAl L 

MAILCHECK 

MAILMSG 

MAILPATH 

PATH 

PS1 

PS2 

SHACCT 
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Determines the loca/e to use for the loca/e categories when both the LC_ALL variable 'and the 
corresponding environment variable (beginning with LC_) do not specify a loca/e. For mo're .. 
information aboul locales, see "Loca/e Overview" in A/X SL Version 5.2 National Language 
Support Guide and Reference . 
Determines lhe /ocale to be used to override any values for locale categories specified by the 
settings of the LANG environment variable or any environmenl variables beginning with LC_ . 
Defines the collating sequence to use when sorting names and when character ranges occur in 
patterns . 
Determines the locale for the interpretation of sequences of bytes of texl data as characters 
(lhat is, single- versus multibyte characters in arguments and input files) , which characters are 
defined as letters (alpha character class), and the behavior of character classes within pattern 
matching . 
Determines lhe language in which messages should be written . 
Specifies the search path for shared libraries . 
Specifies your login name, marked readonly in the /etc/profile file. 
lndicales the path name of the file used by the mail system to detect the arrival of new mail. lf 
this variable is sei, lhe shell periodically checks the modification time of lh is file and displays 
the value of $MAILMSG if the time changes and the length of the file is greater than O. Set the 
MAIL variable in lhe .profile file. The value normally assigned to it by users of the mail 
command is /usr/spool/maii/$LOGNAME. 
The number of seconds that the shell lets elapse before checking again for lhe arrival of mail in 
the files specified by the MAILPATH or MAl L variables. The default value is 600 seconds (1 O 
minules). lf you sei the MAILCHECK variable to O, the shell checks before each prompt. 
The mail notificalion message. lf you explicitly set the MAILMSG variable to a null string 
(MAILMSG=""), no message is displayed. 
A list of file names separated by colons. lf this variable is set, the shell informs you of lhe 
arrival of mail in any of the files specified in the list. You can follow each file name by a % and a 
message to be displayed when mail arrives. Otherwise, the shell uses lhe value of the 
MAILMSG variable or, by default, the message [YOU HAVE NEW MAIL] . 

Note: When the MAILPATH variable is set, these files are checked instead of the file set 
by the MAIL variable. To check the files set by the MAILPATH variable and the file set by 
the MAIL variable, specify the MAIL file in your list of MAILPATH files. 

The search path for commands, which is an ordered list of directory path names separated by 
colons. The shell searches these directories in the specified order when it looks for commands . 
A null string anywhere in the list represents the current directory . 

The PATH variable is normally initialized in the /etc/environment file, usually to 
/usr/bin :/etc:/usr/sbin:/usr/ucb:/usr/bin/X11 :/sbin. You can reset this variable to suit your own 
needs. The PATH variable provided in your .profile file also includes $HOME/bin and your 
current directory. 

lf you have a project-specific directory of commands, for example, /project/bin , that you want 
searched before the standard system directories, set your PATH variable as follows : 

PATH=/project/bin: $PATH 

The best place to set your PATH variable to a value other than the default value is in your 
$HOMEI.profile file. You cannot reset the PATH variable if you are executing commands under 
the restricted shell . 
The string to be used as the primary system prompt. An interactive shell displays this prompt 
string when il expecls input. The default value of the PS1 variable is $ followed by a blank 
space, for nonrool users . 
The value of the secondary prompt string. lf the shell expects more input when it encounters a 
new-line character in its input, it prompts with the value of the PS2 variable. The default value 
of the PS2 variable is > , followed by a blank space . 
The name of a file lhat you own. lf this variable is set, the shell writes an accounting record in 
lhe file for each shell script executed. You can use accounting programs such as acctcom and 
acctcms to analyze the data collected . 
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SHELL The path name of the shell , which is kept in lhe environment. This variable should be set and 
exported by the $HOMEI.profile file of each restricted login. 

TIMEOUT The number of minutes a shell remains inactive before it exits. /f this variable is set to a value 
greater than zero {O) , the she/1 exits if a command is not entered within the prescribed number 
of seconds after issuing the PS1 prompt. (Note that the shell can be compiled with a maximum 
boundary that cannot be exceeded for this value.) A va/ue of zero indicates no time /imit. 

Predefined Special Variables 
Severa! variables have special meanings. The following variables are set only by the shell . 

$@ 

$* 

Expands the positiona/ parameters, beginning with $1 . Each parameter is separated by a space. 

/f you place " " around $ @, the she/1 considers each positional parameter a separate string. /f no positional 
parameters exist, the Bourne shell expands the statement to an unquoted null string. 
Expands the positional parameters, beginning with $1 . The shell separates each parameter with the first 
character of the IFS variable va/ue . 

/f you place " " around $*, lhe shell includes lhe positional parameter va/ues, in double quotation marks. Each 
va/ue is separated by the first character of the IFS variable. 

\ . - ~ 

:u $# 

Specifies the number of positional parameters passed to the shell , not counting the name of the she/1 
procedure itself. The $# variable thus yields lhe number of the highest-numbered positional parameter that is 
set. One of lhe primary uses of this variable is to check for the presence of the required number of arguments. 
Only positional parameters $0 through $9 are accessible through the she/1. See ""Positional Parameters" on 
page 197 for more information. • • • • • • • • • • • • •U • • • • • • • • • • • • • • 

$? 

$$ 

$! 
$-

Specifies the exit va/ue of the /ast command executed. lts value is a decimal string. Most commands return a 
value of O to indicate successful completion. The shell itself returns the current value of the $? variable as its 
exit value. 
/dentifies the process number of the current process. Because process numbers are unique among ali existing 
processes, this string is often used to generate unique names for temporary files . 

The following example illustrates the recommended practice of creating temporary files in a directory used only 
for that purpose: 

temp=/tmp/$$ 
ls >$temp 

rm $temp 
Specifies the process number of the last process run in the background using the & terminator. 
A string consisting of the names of the execution flags currently set in the shell. 

Blank lnterpretation 
After the shell performs variable and command substitution, it scans the results for internai field separators 
(those defined in the IFS shell variable) . The shell splits the line into distinct words at each place it finds 
one or more of these characters separating each distinct word with a single space. lt then retains explicit 
null arguments ("" or ") and discards implicit null arguments (those resulting from parameters that have no 
values) . 

Conditional Substitution 
Normally, the shell replaces the expression $ Variable with the string value assigned to the Variab/e 
variable, if there is one. However, there is a special notation that allows conditional substitution, depending 
on whether the variable is set or not null, or both . By definition, a variable is set if it has ever been 
assigned a value. The value of a variable can be the null string, which you can assign to a variable in any 
one of the following ways: 

A= 
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Efg= " 
set " 

Assigns the null string to the A, bcd, and Efg . 
Sets the first and second positional parameters to the null string and unsets ali other positional 
parameters . 

The following is a list of the available expressions you can use to perform conditional substitution : 

${ Variabl&- String} 

${ Variable:-String} 

${ Variable= String} 

${ Variabla:=String} 

${ Variable? String} 

${ Variable:? String} 

${ Variable+String} 

${ Variab/e:+String} 

lf lhe variable is set, substitute the Variab/e value in place of this expression . 
Otherwise, replace this expression with the String value . 
11 the variable is set and not null, substitute the Variable value in place of this 
expression. Otherwise, replace this expression with lhe String value. 
lf lhe variable is set, substitute the Variable value in place of this expression. 
Otherwise, set the Variab/e value to lhe String value and then substitute the 
Variab/e value in place of this expression. You cannot assign values to 
positional parameters in this fashion . 
lf the variable is set and not null, substitute the Variable value in place of this 
expression. Otherwise, set the Variable value to the String value and then 
substitute lhe Variable value in place of this expression. You cannot assign 
values to positional parameters in this fashion . 
lf the variable is set, substitute the Variable value in place of this expression. 
Otharwisa, display a massage of the following form: 

Variable: String 

and axit from lhe current shell (unless the shell is the login shell) . lf you do not 
specify a value for the String variable, the shell displays the following message: 

Variable: parameter null or not set 
lf lhe variable is set and not null, substitute lhe Variable value in place of this 
expression. Otherwise, display a message of the following form: 

Variable: String 

and exit from the currant shell (unless tha shall is tha login shall) . lf you do not 
spacify tha String valua, the shall displays lhe following message: 

Variable : parameter null or not set 
lf tha variable is sat, substituta the String valua in place of this expression. 
Otherwise, substitute tha null string . 
lf tha variable is sat and not null, substituta the String value in place of this 
axprassion. Otherwise, substituta tha null string . 

In conditional substitution, the shell does not evaluate the String variable until the shell uses this variable 
as a substituted string. Thus, in the following example, the shell executes the pwd command only if d is 
not set or is null: 

echo ${d:- -pwd"} 

Positional Parameters 
When you run a shell procedure, the shell implicitly creates positional parameters that reference each 
word on the command line by its position on the command line. The word in position O (the procedure 
name) is called $0, the next word (the first parameter) is called $1, and so on, up to $9. To reter to 
command line parameters numbered higher than 9, use the built-in shift command . 

You can reset the values of the positional parameters explicitly by using the built-in set command. 

Note: When an argument for a position is not specified, its positional parameter is set to null. 
Positional parameters are global and can be passed to nested shell procedures. 

RQS nc 00 20..,5 - CN - 1 

CCha~ er 12.CSvhells L~1"97 
~~~ · v ... 



• • • • • • • • • • • • • • • • :() 
• • • • • • • • • • • • •«J • • • • • • • t 
t 
t 

• t 
t 
t 

\ 

File-Name Substitution in the Bourne Shell 
Command parameters are often file names. You can automatically produce a list of file names as 
parameters on a command line. To do this, specify a character that the shell recognizes as a 
pattern-matching character. When a command includes such a character, the shell replaces it with the file 
names in a directory . 

Note: The Bourne shell does not support file-name expansion based on equivalence classification of 
characters . 

Most characters in such a pattern match themselves, but you can also use some special pattern-matching 
characters in your pattern. These special characters are as follows: 

? 
[ ... ] 

Matches any string, including the null string 
Matches any one character 
Matches any one of the characters enclosed in square brackets 

[! ... ] Matches any character within square brackets other than one of lhe characters that follow the 
exclamation mark 

Within square brackets, a pair of characters separated by a - specifies the set of ali characters 
lexicographically within the inclusive range of that pair, according to the binary ordering of character 
values . 

Pattern matching has some restrictions. lf the first character of a file name is a dot (.), it can be matched 
only by a pattern that also begins with a dot. For example, * matches the file names myfile and yourfile 
but not the file names .myfile and .yourfile. To match these files, use a pattern such as the following : 

. *file 

lf a pattern does not match any file names, then the pattern itself is returned as the result of the attempted 
match . 

File and directory names should not contain the characters *, ?, [, or] because they can cause infinite 
recursion (that is, infinite loops) during pattern-matching attempts . 

Character Classes 
You can also use character classes to match file names, as follows: 

[[ :charclass: ]] 

This format instructs the system to match any single character belonging to the specified class. The 
defined classes correspond to ctype subroutines, as follows: 

Character Class 
alnum 
alpha 
blank 
cntrl 
digit 
graph 
Jower 
print 
punct 

Definition 
Alphanumeric characters 
Uppercase and lowercase letters 
Space or horizontal tab 
Control characters 
Digits 
Graphic characters 
Lowercase letters 
Printable characters 
Punctuation characters 

space 
upper 

Space, horizontal tab, carriage return , newline, vertical tab or form-feed character 
Uppercase characters 

xdigit Hexadecimal digits 
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lnput and Output Redirection in the Bourne Shell 

In general, most commands do not know whether thei r input or output is associated with the keyboard, the 
display screen, or a file . Thus , a command can be used conveniently either at the keyboard or in a 
pipeline . 

The following redirection options can appear anywhere in a simple command. They can also precede or 
follow a command, but are not passed to the command . 

<File 
>File 

>>File 

<<[-]eofstr 

<&Digit 
>&Digit 
<&­
>&-

Uses the specified file as standard input. 
Uses the specified file as standard output. Creates the file if it does not exist; otherwise, 
truncates it to zero length. 
Uses the specified file as standard output. Creates the file if it does not exist; otherwise, adds 
the output to the end of the file . 
Reads as standard input ali /ines from lhe eofstr variable up to a /in e containing only eofstr o r 
up to an end-of-file character. I f any character in the eofstr variable is quoted, the shell does 
not expand or interpret any characters in the input /ines. Otherwise, it performs variab/e and 
command substitution and ignores a quoted newline character (\newline). Use a\ to quote 
characters within the eofstr variable o r within the input /ines. 

/f you add a - to the « redirection option, then ali leading tabs are stripped from the eofstr 
variab/e and from the input /ines . 
Associates standard input with the file descriptor specified by the Digit variable. 
Associates standard output with the file descriptor specified by the Digit variable. 
Gloses standard input. 
Gloses standard output. 

Note: The restricted shell does not allow output redirection . 

For more information about redirection, see Chapter 5, "lnput and Output Redirection" on page 45 . 

List of Bourne Shell Built-in Commands 

break 
cd 
continue 
echo 
e vai 
ex e c 

exit 
export 
hash 
pwd 
read 
readonly 
return 
set 
sh ift 
test 
t imes 
trap 
type 

Returns a zero exit value 
Reads and executes commands from a file parameter and then returns. 
Exists from the enclosing for, while, or until command loops, if any. 
Changes the current directory to the specified directory. 
Resumes the next iteration of the enclosing for, while, or until command loops. 
Writes character strings to standard output. 
Reads lhe arguments as input to the shell and executes lhe resulting command or commands. 
Executes the command specified by the Argument parameter, instead of this shell , without creating a 
new process . 
Exits the shell whose exit status is specified by lhe n parameter. 
Marks names for automatic expor! to lhe environment of subsequently executed commands. 
Finds and remembers the location in the search path of specified commands. 
Displays the current directory. 
Reads one line from standard input. 
Marks name specified by Name parameter as read-only. 
Causes a function to exit with a specified return value. 
Contrais the display of various parameters to standard output. 
Shifts command-line arguments to the left. 
Evaluates conditional expressions. 
Displays the accumulated user and system times for processes run from the shell . 
Runs a specified command when the shell receives a specified signal or signa/s. 
lnterprets how the shell would interpret a specified name as a command name. 

• 
1F!s . 

º c 
Doe: 

4 
------



• • • • • • • • • • • • • • • • :() 
• • • • • • • • • • • • 
·~ • • • • • • • • I 
I 

• • • • 

ulimit 
umask 
unset 
wait 

C Shell 

Displays or adjusts allocated shell resources. 
Determines file permissions. 
Removes the variable or function corresponding to a specified name. 
Waits for the specified child process to end and reports its termination status. 

The C shell is an interactive command interpretar and a command programming language. lt uses syntax 
that is similar to the C programming language. The csh command starts the C shell . 

When you log in , the csh command first searches the systemwide setup file /etc/csh.cshrc. lf the setup 
file is there, the C shell executes the commands stored in that file . Next, the C shell executes the 
systemwide setup file /etc/csh.login if it is available. Then, it searches your home directory for the .cshrc 
and .login files . lf they exist, they contain any customized user information pertinent to running the C shell . 
Ali variables set in the /etc/csh.cshrc and /etc/csh.login files might be overridden by your .cshrc and 
.login files in your $HOME directory. Only the root user can modify the /etc/csh.cshrc and /etc/csh.login 
files. 

The /etc/csh.login and $HOME/.Iogin files are executed only once at login time. These files are generally 
used to hold environment variable definitions, commands that you want executed once at login, or 
commands that set up terminal characteristics . 

The /etc/csh.cshrc and $HOMEJ.cshrc files are executed at login time, and every time the csh command 
or a C shell script is invoked. They are generally used to define C shell characteristics like aliases and C 
shell variables (for example, history, noclobber, or ignoreeof). lt is recommended that you only use the C 
Shell built-in commands (see "C Shell Built-ln Commands" on page 202) in the /etc/csh.cshrc and 
$HOME/.cshrc files because using other commands increases the startup time for shell scripts . 

This section discusses the following: 

• "C Shell Limitations" on page 201 

• "Signal Handling" on page 201 

• "C Shell Commands" on page 201 

- "C Shell Built-ln Commands" on page 202 

- "C Shell Expressions and Operators" on page 207 

- "Command Substitution in the C Shell" on page 208 

- "Nonbuilt-in C Shell Command Execution" on page 209 

• "History Substitution in the C Shell" on page 209 

- "History Lists" on page 209 

- "Event Specification" on page 21 O 

- "Quoting with Single and Double Quotes" on page 211 

• "Alias Substitution in the C Shell" on page 212 

• "Variable and File-Name Substitution in the C Shell" on page 213 

- "Variable Substitution in the C Shell" on page 213 

- "File-Name Substitution in the C Shell" on page 214 

- "File-Name Expansion" on page 214 

- "File-Name Abbreviation" on page 215 

- "Character Classes" on page 216 

• "Environment Variables in the C Shell" on page 216 

• "lnput and Output Redirection in the C Shell" on page 218 
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• "Job Control in the C Shell" on page 219 

• "C Shell" on page 221 

C Shell Limitations 

The following are limitations of the C shell : 

• Words can be no longe r than 1024 bytes . 

• Argument lists are limited to ARG_MAX bytes. Values for the ARG_MAX variable are found in the 
/usr/include/sys/limits.h file . 

• The number of arguments to a command that involves file-name expansion is limited to 1 /6th the 
number of bytes allowed in an argument list. 

• Command substitutions can substitute no more bytes than are allowed in an argument list. 

• To detect looping, the shell restricts the number of alias substitutions on a single line to 20. 

• The csh command does not support file-name expansion based on equivalence classification of 
characters . 

• File descriptors (other than standard in, standard out, and standard error) opened before csh executes 
any application are not available to that application. 

Signal Handling 

The C shell normally ignores quit signals. Jobs running detached are not affected by signals generated 
from the keyboard (INTERRUPT, QUIT, and HANGUP). Other signals have the values the shell inherits 
from its parent. You can control the shell's handling of INTERRUPT and TERMINATE signals in shell 
procedures with onintr. Login shells catch or ignore TERMINATE signals depending on how they are set 
up. Shells other than login shells pass TERMINATE signals on to the child processes. In no cases are 
INTERRUPT signals allowed when a login shell is reading the .logout file . 

C Shell Commands 

A simple command is a sequence of words separated by blanks or tabs . 

A word is a sequence of characters or numerais, or both, that does not contain blanks without quotation 
marks. In addition, the following characters and doubled characters also form single words when used as 
command separators or terminators: 

& 
&& 

,, 
< > 

<< > > 

These special characters can be parts of other words. Preceding them with a \, however, prevents the 
shell from interpreting them as special characters. Strings enclosed in ' ' or 11 11 (matched pairs of 
quotation characters) or backquotes can also form parts of words. Blanks, tab characters, and special 
characters do not form separate words when they are enclosed in these marks. In addition , you can 
enclose a newline character within these marks by preceding it with a \ . 

The first word in the simple command sequence (numbered O) usually specifies the name of a command . 
Any remaining words, with a few exceptions, are passed to that command. lf the command specifies an 
executable file that is a compiled program, the shell immediately runs that program. lf the file is marked 
executable but is not a compiled program, the shell assumes that it is a shell script. In this case, the shell 
starts another instance of itself (a subshell) to read the file and execute the commands included in it. 

This section discusses the following: 

• "C Shell Built-ln Commands" on page 202 

;_ . ls ~ ~o~ 
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• "C Shell Expressions and Operators" on page 207 

• "Command Substitution in the C Shell" on page 208 

• "Nonbuilt-in C Shell Command Execution" on page 209 

C Shell Built-ln Commands 

Built-in commands are run within the shell. lf a built-in command occurs as any component of a pipeline , 
except the last, the command runs in a subshell . 

Note: lf you enter a command from the C shell prompt, the system searches for a built-in command 
first. lf a built-in command does not exist, the system searches the directories specified by the path 
shell variable for a system-level command. Some C shell built-in commands and operating system 
commands have the same name. However, these commands do not necessarily work the same way . 
For more information on how the command works, check the appropriate command description . 

I f you run a shell script from the shell and the first line of the shell script begins with # ! /She ll Pathname, the 
C shell runs the shell specified in the comment to process the script. Otherwise, it runs the default shell 
(the shell linked to /usr/bin/sh) . lf run by the default shell, C shell built-in commands might not be 
recognized. To run C shell commands, make the first line of the script #!/usr/bin/csh . 

Refer to the "List of C Shell Built-in Commands" on page 219 for an alphabetic listing of the built-in 
commands . 

C Shell Command Descriptions 
The C shell provides the following built-in commands: 

alias [Name [Wordusm 

bg [%Job ... ] 

break 

breaksw 
case Label: 
cd(Name] 
chdir [Name] 

continue 

default: 

dirs 
echo 
eis e 

Displays ali aliases if you do not specity any parameters. Otherwise, the 
command displays the alias for the specitied Name. lt WordList is specitied, 
this command assigns lhe value ot WordList to the alias Name. The specitied 
alias Name cannot be alias or unalias . 
Puts the current job or job specified by Job into the background, continuing 
the job if it was stopped . 
Resumes running after the end ot the nearest enclosing foreach or while 
command. 
Breaks from a switch command; resumes atter the endsw command. 
Defines a Label in a switch command. 
Equivalent to the chdir command (see tollowing description). 
Changes the current directory to that specified by the Name variable. lt you do 
not specity Name, the command changes to your home directory. lf the value 
of the Name variable is not a subdirectory of the current directory and does 
not begin with /, ./, or . ./, the shell checks each component ot the cdpath shell 
variable to see if it has a subdirectory matching the Name variable. lf the 
Name variable is a shell variable with a value that begins with /, the shell tries 
this to see it it is a directory. The chdir command is equivalent to the cd 
command. 
Continues execution at the end ot the nearest enclosing while or foreach 
command . 
Labels lhe default case in a switch statement. The default should come after 
ali other case labels . 
Displays the directory stack. 
Writes character strings to the standard output of the shell . 
Runs the commands that tollow the second else in an if (Expression) then 
. .. else if (Expression2) then ... else .. . endif command sequence . 
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end 

endif 

endsw 

eval Parameter . . . 

exec Command 
exit [(Expression) 

fg [%Job ... ] 

foreach Name (List) Command . 

glob List 

goto Word 

hashstat 

history [-r I -h] [n] 

---,\) 
·~~ \\ :yc 

\ \ .Qt~-' 
Successively sets the Name variable to each member specified by the Li'st. · 
variable and runs the sequence of Commands between the foreach and the 
matching end statements. The foreach and end statements must appear 
alone on separate !ines . 

Uses lhe continue statement to continue the loop and the break statement to 
end the loop prematurely. When the foreach command is read from the 
terminal, lhe C shell prompts with a ? to allow Commands to be entered. 
Commands within loops, prompted for by ? , are not placed in lhe history list. 
lf the Expression variable is true, runs lhe Commands that follow lhe first then 
statement. lf the else if Expression2 is true, runs the Commands that follow 
the second then statement. lf the else if Expression2 is false, runs the 
Commands that follow the else. Any number of else if pairs are possible. 
Only one endif statement is needed. The else segment is optional. The words 
else and endif can be used only at lhe beginning of input !ines. The if 
segment must appear alone on its input line or after an else command. 
Successively matches each case label against lhe value of lhe string variable. 
The string is command and file name expanded first . Use the 
pattern-matching characters *, ?, and [ . . . ] in the case labels, which are 
variable-expanded. lf none of the labels match before a default label is found, 
the execution begins after the default label. The case label and the default 
label must appear at the beginning of the line. The breaksw command causes 
execution to continue after the endsw command. Otherwise, control might fali 
through the case and default labels, as in the C programming language. 11 no 
label matches and there is no default, execution continues after the endsw 
command. 
Reads the value of the Para meter variable as input to the shell and runs the 
resulting command or commands in the context of lhe current shell. Use this 
command to run commands generated as the result of command or variable 
substitution, since parsing occurs before these substitutions . 
Runs the specified Command in place of the current shell . 
Exits the shell with either the value of the status shell variable (if no 
Expression is specified) or with the value of the specified Expression . 
Brings the current job or job specified by Job into the foreground, continuing 
the job if it was stopped. 
Successively sets a Name variable for each member specified by the List 
variable and a sequence of commands, until reaching an end command . 
Displays List using history, variable, and file name expansion. Puts a null 
character between words and does not include a carriage return at the end . 
Continues to run after the line specified by the Word variable. The specified 
Word is file name and command expanded to yield a string of the form 
specified by the Label: variable. The shell rewinds its input as much as 
possible and searches for a line of the form Label:, possibly preceded by 
blanks or tabs . 
Displays statistics indicating how successful the hash table has been at 
locating commands. 
Displays the history event list. The oldest events are displayed first. lf you 
specify a number n, only the specified number of the most recent events are 
displayed. The -r flag reverses the order in which the events are displayed so 
the most recent is displayed first. The -h flag displays the history list without 
leading numbers. Use this flag to produce files suitable for use with the -h flag 
of the source command . 
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i f ( Expression) Command 

jobs (-1] 

kill -1 I [[-Signa~ % Job ... IP/0 .. . ] 

limit [-h] [Resource [Max-Use]] 

login 

logout 
nice [+n] [Commandj 

Runs lhe specified Command (including its arguments) if the specified 
Expression is !rue. Variable substitution on lhe Command variable happens 
early, at lhe same time as the rest of the if statement. The specified 
Command must be a simple command (rather than a pipeline, command list , 
or parenthesized command list) . 

Note: lnput and output redirection occurs even if the Expression 
variable is false and lhe Command is no! executed . 

Lists lhe aclive jobs. With lhe -1 (lowercase L) flag, lhe jobs command lists 
process IDs in addition to lhe job number and name. 
Sends either the TERM (terminate) signal or lhe signal specified by Signal to 
the specified Job or PIO (process). Specify signals either by number or by 
name (as given in lhe /usr/include/sys/signal.h file , stripped of the SIG 
prefix). The -1 (lowercase L) flag lists the signal names . 
Limits lhe usage of lhe specified resource by lhe current process and each 
process it creates. Process resource limits are defined in the 
/etc/securityllimits file. Controllable resources are the central processing unit 
(CPU) time, file size, data size, core dump size, and memory use. Maximum 
allowable values for these resources are set with the mkuser command when 
the user is added to lhe system. They are changed with lhe chuser 
command. 

Limits are categorized as either soft or hard. Users may increase their soft 
limits up to lhe cei ling imposed by lhe hard limits. You must have root user 
authority to increase a soft limit above lhe hard limit, or to change hard limits . 
The -h flag displays hard limits instead of lhe soft limits . 

lf a Max -Use parameter is no! specified, lhe limit command displays the 
current limit of the specified resource. lf lhe Resource parameter is not 
specified, lhe limit command displays lhe current limits of ali resources. For 
more information about lhe resources controlled by the limit subcommand, 
see the getrlimit, setrlimit, or vlimit subroutine in lhe A/X 5L Version 5.2 
Technica/ Reference: Base Operating System and Extensions Volume 1 . 

The Max-Use parameter for CPU time is specified in lhe hh:mm:ss formal. 
The Max-Use parameter for other resources is specified as a floating-point 
number or an integer optionally followed by a scale factor. The scale factor is: 
k or kilobytes (1 024 byles), m o r megabytes, o r b o r blocks (lhe units used by 
the ulimit subrouline as explained in the A/X 5L Version 5.2 Technical 
Reference: Base Operating System and Extensions Volume 2 ). lf you do not 
specify a scale factor, k is assumed for ali resources. For both resource 
names and scale factors, unambiguous prefixes of lhe names suffice . 

Note: This command limits lhe physical memory (memory use) available 
for a process only if there is contention for system memory by other 
aclive processes . 

Ends a login shell and replaces il with an instance of lhe /usr/binllogin 
command. This is one way to log out (included for compalibility wilh the ksh 
and bsh commands). 
Ends a login shell . This command must be used if lhe ignoreeof oplion is set. 
lf no values are specified, sets lhe priorily of commands run in this shell to 24. 
lf the +n flag is specified, seis lhe priority plus lhe specified number. lf the +n 
flag and Command are specified, runs Command ai priority 24 plus lhe 
specified number. lf you have rool user authority, you can run lhe nice 
slalement with a negative number. The Command always runs in a subshell , 
and lhe restrictions placed on commands in simple if slalemenls apply . 
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nohup [Commana] 

notify [%Job ... ] 

onintr [- I Labe~ 

popd [+n] 

pushd [+n!Name] 

rehash 

repeat Count Command 

set [[Name[n]] ( = Wora]]l [Name = 
(List)] 

setenv Name V alue 

Causes hangups to be ignored for the remainder of the script when no · 
Command is specified. !f Command is specified, causes the specified '> 
Command to be run with hangups ignored. To run a pipeline or list of ' 
commands, put the pipeline or list in a shell script, give the script execute 
permission, and use the shell script as lhe value of the Command variable. Ali 
processes run in the background with & are effectively protected from being 
sent a hangup signal when you log out. However, these processes are still 
subject to explicitly sent hangups unless lhe nohup statement is used . 
Causes lhe shell to notify you asynchronously when lhe status of lhe current 
job or specified Job changes. Normally, the shell provides notification just 
before it presents the shell prompt. This feature is automatic if lhe notify shell 
variable is set. 
Contrais the action of the shell on interrupts. !f no arguments are specified, 
restares the default action of the shell on interrupts, which ends shell scripts 
or returns to the command input levei. !f a - flag is specified, causes ali 
interrupts to be ignored. !f Label is specified, causes lhe shell to run a goto 
Label statement when lhe shell receives an interrupt or when a child process 
ends due to an interruption. In any case, if the shell is running detached and 
interrupts are being ignored, ali forms of the onintr statement have no 
meaning. lnterrupts continue to be ignored by lhe shell and ali invoked 
commands. 
Pops lhe directory stack and changes to the new top directory. !f you specify a 
+n variable, the command discards lhe nth entry in the stack. The elements of 
the directory stack are numbered from lhe top, starting at O . 
With no arguments, exchanges the top two elements of the directory stack. 
With lhe Name variable, the command changes to lhe new directory and 
pushes lhe old current directory (as given in the cwd shell variable) onto the 
directory stack. !f you specify a +n variable, lhe command rotates the nth 
component of the directory stack around to be the top element and changes 
to it. The members of the directory stack are numbered from lhe top, starting 
ato. 
Causes recomputation of the internai hash table of the contents of the 
directories in the path shell variable. This action is needed if new commands 
are added to directories in the path shell variable while you are logged in. The 
rehash command is necessary only if commands are added to one of the 
user's own directories or if someone changes the contents of one of the 
system directories. 
Runs the specified Command, subject to lhe same restrictions as commands 
in simple if statements, lhe number of times specified by Count . 

Note: 1/0 redirections occur exactly once, even if the Count variable 
equals O. 

Shows lhe value of ali shell variables when used with no arguments. Variables 
that have more than a single word as their value are displayed as a 
parenthesized word list. !f only Name is specified, the C shell sets the Name 
variable to the nu!! string. Otherwise, sets Name to the value of the Word 
variable, o r sets the Name variable to the list of words specified by the List 
variable. When n is specified, lhe nth component of the Name variable is set 
to the value of the Word variable; the nth component must already exist. In ali 
cases, the value is command and file name expanded. These arguments may 
be repeated to set multiple values in a single set command. However, variable 
expansion happens for ali arguments before any setting occurs . 
Sets the value of the environment variable specified by the Name variable to 
Va/ue, a single string. The most commonly used environment variables, 
USER, TERM, HOME, and PATH , are automatically imported to and exported 
from the C shell variables user, term, home, and path. There is no need to 
use the setenv statement for these . 
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shift [Variable] 

source[-h] Name 

stop [%Job ... ] 
suspend 
switch (string) 

time [Command] 

umask [Value] 

unalias *IPattern 

unhash 
unlimit [-h][Resource] 

Shifts the members of the argv sheli variable or the specified Variable to th-a 
left. An errar occurs if the argv shell variable or specified Variable is not set ô·r . . 
has less than one word as its value. 
Reads commands specified by the Name variable. You can nest the source 
commands. However, if they are nested toa deeply, the sheli might run out of 
file descriptors. An errar in a source command at any levei ends ali nested 
source commands. Normaliy, input during source commands is not placed on 
the history list. The -h flag causes the commands to be placed in the history 
list without executing them . 
Stops lhe current job or specified Job running in the background. 
Stops the sheli as if a STOP signal had been received. 
Starts a switch (String) case String: .. . breaksw default: .. . breaksw endsw 
command sequence. This command sequence successively matches each 
case label against the value of the String variable. lf nane of the labels match 
before a default label is found, the execution begins after the default label. 
The time command contrais automatic timing of commands. lf you do not 
specify lhe Command variable, the time command displays a summary of 
time used by this shell and its children. lf you specify a command with the 
Command variable, it is timed. The sheli then displays a time summary, as 
described under the time sheli variable. lf necessary, an extra sheli is created 
to display the time statistic when the command completes. 

The foliowing example uses time with the sleep command: 

time sleep 

The output from this command looks similar to the foliowing: 

0.0u 0.0s 0:00 100% 44+4k 0+0io 0pf+0w 

The output fields are as foliows : 

Field Description 

First Number of seconds of CPU time devoted to the user process 

Second 
Number of seconds of CPU time consumed by the kernel on behalf 
of the user process 

Third Elapsed (wali clock) time for the command 

Fourth Total user CPU Time plus system time, as a percentage of elapsed 
time 

Fifth Average amount of shared memory used, plus average amount of 
unshared data space used, in kilobytes 

Sixth Number of block input and output operations 

Seventh 
Page faults plus number of swaps 

Determines file permissions. This Value, along with the permissions of the 
creating process, determines a file 's permissions when the file is created. The 
default is 022. The current setting wili be displayed if no Value is specified . 
Discards ali aliases with names that match the Pattern variable. Ali aliases are 
removed by the unalias * command. The absence of aliases does not cause 
an errar. 
Disables the use of the internai hash table to locate running programs. 
Removes the limitation on the Resource variable. lf no Resource variable is 
specified, ali resource limitations are removed. See the description of the limit 
command for the list of Resource names . 

The -h flag removes corresponding hard limits. Only a user with root user 
authority can change hard limits . 
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unset *IPattern 

unsetenv Pattern 

wait 

co· ·~''-
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Removes ali variables with names that match the Pattern variable. Use unset - · . 
* to remove ali variables. 11 no variables are set, it does not cause an error . 
Removes ali variables from the environment whose name matches the 
specified Pattern. (See the setenv built-in command.) 
Waits for ali background jobs. 11 the shell is interactive, an INTERRUPT 
(usually the Ctri-C key sequence) disrupts the wait. The shell then displays 
the names and job numbers of ali jobs known to be outstanding . 

while (Expression) Command. 
end 

Evaluates the Commands between the while and the matching end 
statements while lhe expression specified by lhe Expression variable 
evaluates nonzero. You can use the break statement to end and the continue 
statement to continue the loop prematurely. The while and end statements 
must appear alone on their input lines. 11 lhe input is from a terminal, prompts 
occur after the while (Expression) similar to the foreach statement. 

@ [Name[n] = Expression] Oisplays the values of ali the shell variables when used with no arguments. 
Otherwise, sets the name specified by the Name variable to the value of the 
Expression variable. 11 the expression contains <, > , &, or I characters, this 
part of lhe expression must be placed within parentheses. When n is 
specified, the nth component of the Name variable is set to the Expression 
variable. 8oth the Name variable and its nth component must already exist. 

C language operators, such as ·= and +=, are available. The space 
separating the Name variable from the assignment operator is optional. 
Spaces are, however, required in separating components of the Expression 
variable, which would otherwise be read as a single word. Special suffix 
operators, double plus sign (++) and double hyphen (- -) increase and 
decrease, respectively, the value of the Name variable . 

C Shell Expressions and Operators 

The @ built-in command and the exit, if, and while statements accept expressions that include operators 
similar to those of C language, with the same precedence. The following operators are available: 

Operator 
() 

+ -

<< > > 

<= >= < > 

! : fV ! IV 

& 

&& 
11 

What it Means 
change precedence 
complement 
negation 
multiply, divide, modulo 
add, subtract 
left shift, right shift 
relational operators 
string comparison/pattern matching 
bitwise ANO 
bitwise exclusive OR 
bitwise inclusive OR 
logical ANO 
logical OR 

In the previous list, precedence of the operators decreases down the list (left to right, top to bottom) . 

Note: The operators + and - are right-associative. For example, evaluation of a + b - c is performed 
as follows: 

a + (b - c) 

and not as follows: 

(a + b) - c 
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The ==. != , =-, and !- operators compare their arguments as strings; ali others operate on numbers. Thé, , 
=- and !- operators are similar to == and !=, except that the rightmost side is a pattern against which the ··., 
leftmost operand is matched. This reduces the need for use of the switch statement in sheli procedures . 

The logical operators or (11) and and (&&) are also available. They can be used to check for a range of 
numbers, as in the foliowing example: 

if ($#a rgv > 2 && $#argv < 7) then 

In the preceding example, the number of arguments must be greater than 2 and less than 7 . 

Strings beginning with zero (O) are considered octal numbers. Null or missing arguments are considered O . 
Ali expressions result in strings representing decimal numbers. Note that two components of an expression 
can appear in the same word . Except when next to components of expressions that are syntactically 
significant to the parser (& I < > ( )), expression components should be surrounded by spaces . 

Also available in expressions as primitive operands are command executions enclosed in ( ) and file 
inquiries of the form (-operator Filename), where operator is one of the following : 

r Read access 
w Write access 
X Execute access 
e Existence 
o Ownership 
z Zero size 
f Plain file 
d Directory 

The specified Filename is command and file-name expanded and then tested to see if it has the specified 
relationship to the real user. lf Filename does not exist ar is inaccessible, ali inquiries return false(O) . lf the 
command runs successfuliy, the inquiry returns a value of true(1 ). Otherwise, if the command fails, the 
inquiry returns a value of false(O). lf more detailed status information is required, run the command outside 
an expression and then examine the status shell variable . 

Command Substitution in the C Shell 

In command substitution, the sheli executes a specified command and replaces that command with its 
output. To perform command substitution in the C shell, enclose the command or command string in 
backquotes C -). The shell normally breaks the output from the command into separate words at blanks, 
tabs, and newline characters. lt then replaces the original command with this output. 

In the following example, the backquotes C ' ) around the date command indicate that the output of the 
command will be substituted: 

echo The current date and time is: 'date· 

The output from this command might look like: 
The current date and time is: Wed Apr 8 13:52 : 14 CDT 1992 

The C shell performs command substitution selectively on the arguments of built-in shell commands. This 
means that it does not expand those parts of expressions that are not evaluated. For commands that are 
not built-in, the sheli substitutes the command name separately from the argument list. The substitution 
occurs in a child of the main shell, only after the shell performs input or output redirection . 

lf a command string is surrounded by " ", the sheli treats only newline characters as word separators, 
thus preserving blanks and tabs within the word. In ali cases, the single final newline character does not 
force a new word . 
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Nonbuilt-in C Shell Command Execution 
When the C shell determines that a command is not a built-in shell command, it attempts to run the 
command with the execv subroutine. Each word in the path shell variable names a directory from which 
the shell attempts to run the command. lf given neither the -c nor -t flag, the shell hashes the names in 
these directories into an internai table. The shell tries to call the exec subroutine on a directory only if 
there is a possibility that the command resides there. lf you turn off this mechanism with the unhash 
command or give the shell the -c or -t flag, the shell concatenates with the given command name to form 
a path name of a file. The shell also does this in any case for each directory component of the path 
variable that does not begin with a /. The shell then attempts to run the command . 

Parenthesized commands always run in a subshell. For example: 

(c d ; pwd) ; pwd 

displays the home directory without changing the current directory location. However, the command: 

cd ; pwd 

changes the current directory location to the home directory. Parenthesized commands are most often 
used to prevent the chdir command from affecting the current shell . 

lf the file has execute permission, but is not an executable binary to the system, then the shell assumes it 
is a file containing shell commands and runs a new shell to read it. 

lf there is an alias for the shell, then the words of the alias are prefixed to the argument list to form the 
shell command. The first word of the alias should be the full path name of the shell . 

History Substitution in the C Shell 

History substitution lets you modify individual words from previous commands to create new commands . 
History substitution makes it easy to repeat commands, repeat the arguments of a previous command in 
the current command, or fix spelling mistakes in the previous command with little typing . 

History substitutions begin with the ! character and can appear anywhere on the command line, provided 
they do not nest (in other words, a history substitution cannot contain another history substitution) . Vou can 
precede the! with a\ to cancel the exclamation point's special meaning. In addition, if you place the ! 
before a blank, tab, newline character, =, or (, history substitution does not occur . 

History substitutions also occur when you begin an input line with a"· The shell echoes any input line 
containing history substitutions at the workstation before it executes that line. 

This section discusses the following: 

• "History Lists" 

• "Event Specification" on page 21 O 

• "Quoting with Single and Double Quotes" on page 211 

History Lists 
The history list saves commands that the shell reads from the command line that consist of one or more 
words. History substitution reintroduces sequences of words from these saved commands into the input 
stream . 

The history shell variable controls the size of the history list. Vou must set the history shell variable either 
in the .cshrc file or on the command line with the built-in set command. The previous command is always 
retained regardless of the value of the history variable. Commands in the history list are numbered 
sequentially, beginning with 1. The built-in history command produces output similar to the foii.Qwing: ----· 

'·- -- ........ 

ROS n° 0J,'20"'". c _ 
Chapter ,· 1 ;ell§ Czytg, .... I..., 

: i · ftls . ~ 

.. -.•.. 
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9 write mi chae 1 
10 ed write. c 
11 cat oldwrite . c 
12 diff *writ e . c 

The shell displays the command strings with their event numbers. The event number appears to the left of 
the command and represent when the command was entered in relation to the other commands in the 
history. lt is not usually necessary to use event numbers to refer to events, but you can have the current 
event number displayed as part of your system prompt by placing an ! in the prompt string assigned to the 
PROMPT environment variable . 

A full history reference contains an event specification , a word designator, and one or more modifiers in 
the following general format: 

Event[.]Word:Modi f ie r [ :Modifier] ... 

Note: Only one word can be modified. A string that contains blanks is not allowed . 

In the previous sample of history command output, the current event number is 13. Using this example, 
the following reter to previous events: 

• • • ·~· :=~ 
Event number 1 O. 
Event number 11 (the current event minus 2) . 

• • • • • • • • • • • • 
:~ 

!d 
!?mie ? 

Command word beginning with d ( event number 12). 
Command word containing the string mi c (event number 9). 

These forms, without further modification, simply reintroduce the words of the specified events, each 
separated by a single blank. As a special case, !! refers to the previous command ; the command !! alone 
on an input line reruns the previous command . 

Event Specification 
To select words from an event, follow the event specification with a : and one of the following word 
designators (the words of an input line are numbered sequentially starting from 0): 

o 
n 

$ 
"'o 
x-y 
-y 

X" 
x-

First word (lhe command name) 
nth argument 
First argument 
Las! argument 
Word matched by an immediately preceding ? string? search 
Range of words from the xth word to the yth word 
Range of words from the first word (O) to the yth word 
First through the las! argument, or nothing if there is only one word (the command name) in the event 
xth argument through the las! argument 
Same as X" but omitting lhe las! argument 

lf the word designator begins with a " · $, *, -, or %, you can omit the colon that separatas the event 
specification from the word designator. You can also place a sequence of the following modifiers after the 
optional word designator, each preceded by a colon: 

h 

e 
s/ 0/dWord/ NewWordl 

Removes a trailing path name extension, leaving lhe head. 
Removes a trailing . xxx component, leaving lhe root name. 
Removes ali but the . xxx trailing extension. 
Substitutes lhe value of lhe NewWord variable for lhe value of lhe 0/dWord 
variable. 
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The left side of a substitution is not a pattern in the sense of a string recognized by an editor; rather, it ' i~? a R\Y 
word , a single unit without blanks. Normally, a I delimits the original word (0/dWord) and its replacement '··. 
(NewWorcl) . However, you can use any character as the delimiter. In the following example , using the % as 
a delimiter allows a I to be included in the words: 
s%/home/myfile%/ home /yourfile% 

The shell replaces an & with the 0/dWord text in the NewWord variable. In the following example, 
/home/my fi l e becomes /temp/home/myfi l e . 
s%/home/myfile%/temp&% 

The shell replaces a null word in a substitution with either the last substitution or with the last string used 
in the contextual scan !?String?. You can omit the trailing delimiter (/) if a newline character follows 
immediately. Use the following modifiers to delimit the history list: 

t Removes ali leading path name components, leaving the tail 
& Repeats the previous substitution 
g Applies the change globally; that is, ali occurrences for each line 
p Displays the new command, but does not run it 
q Quotes the substituted words, thus preventing further substitutions 
x Acts like the q modifier, but breaks into words at blanks, tabs, and new-line characters 

When using the preceeding modifiers, the change applies only to the first modifiable word unless the g 
modifier precedes the selected modifier . 

lf you give a history reference without an event specification (for example, ! $), the shell uses the previous 
command as the event. lf a previous history reference occurs on the same line, the shell repeats the 
previous reference. Thus, the following sequence gives the first and last arguments of the command that 
matches ? f o o? . 

! ?foo?" ! $ 

A special abbreviation of a history reference occurs when the first nonblank character of an input line is a 
"· This is equivalent to ! : s/\ , thus providing a convenient shorthand for substitutions on the text of the 
previous line. The command /\ l b/\ li b corrects the spelling of li b in the command . 

lf necessary, you can enclose a history substitution in { } to insulate it from the characters that follow. For 
example, if you want to use a reference to the command: 
ls -ld ~pau l 

to perform the command: 
l s -ld ~pau la 

use the following construction: 

! { 1} a 

In this example, ! { l } a looks for a command starting with l and appends a to the end . 

Quoting with Single and Double Quotes 
To prevent further interpretation of ali or some of the substitutions, enclose strings in single and double 
quotation marks. Enclosing strings in ' ' prevents further interpretation, while enclosing strings in " " 
allows further expansion. In both cases, the text that results becomes ali or part of a single word . 

I RQS nc Cv 'J - - '"J • -
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An alias is a name assigned to a command or command string. The C shell allows you to assign aliases 
and use them as you would commands. The shell maintains a list of the aliases that you define . 

After the shell scans the command line, it divides the commands into distinct words and checks the first 
word of each command, left to right, to see if there is an alias. lf an alias is found, the shell uses the 
history mechanism to replace the text of the alias with the text of the command referenced by the alias . 
The resulting words replace the command and argument list. lf no reference is made to the history list, the 
argument list is left unchanged . 

For information about the C shell history mechanism, see "History Substitution in the C Shell" on page 209 . 

The alias and unalias built-in commands establish, display, and modify the alias list. Use the alias 
command in the following format: 

alias [Name [Wordli s t]] 

The optional Name variable specifies the alias for the specified name. lf you specify a word list with the 
WordList variable , the command assigns it as the alias of the Name variable. lf you run the alias 
command without either optional variable, it displays ali C shell aliases . 

lf the alias for the ls command is l s - l , the following command: 

l s /usr 

is replaced by the command: 

l s -1 /usr 

The argument list is undisturbed because there is no reference to the history list in the command with an 
alias. Similarly, if the alias for the lookup command is as follows: 

grep \! A / et c/passwd 

then the shell replaces l ookup bi ll with the following: 

grep bill / etc/passwd 

In this example , !" refers to the history list, and the shell replaces it with the first argument in the input 
line, in this case bi ll . 

Vou can use special pattern-matching characters in an alias. The following command: 

ali as lp rint ' pr &bsl as h2. !* > 

> prin t' 

creates a command that formats its arguments to the line printer. The ! character is protected from the 
shell in the alias by use of single quotation marks so that the alias is not expanded until the pr command 
runs . 

lf the shell locates an alias, it performs the word transformation of the input text and begins the alias 
process again on the reformed input line. lf the first word of the next text is the same as the old , looping is 
prevented by flagging the alias to terminate the alias process. Other subsequent loops are detected and 
result in an error . 
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The C Shell permits you to do variable and file-name substitutions . 

This section discusses the following: 

• "Variable Substitution in the C Shell" 

• "File-Name Substitution in the C Shell" on page 214 

• "File-Name Expansion" on page 214 

• "File-Name Abbreviation" on page 215 

• "Character Classes" on page 216 

• "C Shell" on page 221 

Variable Substitution in the C Shell 

The C shell maintains a set of variables, each of which has as its value a list of zero or more words. Some 
of these variables are set by the shell or referred to by it. For instance, the argv variable is an image of 
the shell variable list, and words that comprise the value of this variable are referred to in special ways. 

To change and display the values of variables, use the set and unset commands . Of the variables 
referred to by the shell, a number are toggles (variables that turn something on and off) . The shell does 
not examine toggles for a value, only for whether they are set or unset. For instance, the verbose shell 
variable is a toggle that causes command input to be echoed. The setting of this variable results from 
issuing the -v flag on the command line . 

Other operations treat variables numerically. The @ command performs numeric calculations and the 
result is assigned to a variable. Variable values are, however, always represented as (zero or more) 
strings. For numeric operations, the null string is considered to be zero, and the second and subsequent 
words of multiword values are ignored . 

When you issue a command, the shell parses the input line and performs alias substitution. Next, before 
running the command, it performs variable substitution. The $ character keys the substitution. lt is, 
however, passed unchanged if followed by a blank, tab, or newline character. Preceding the $ character 
with a\ prevents this expansion, except in two cases: 

• The command is enclosed in " ". In this case, the shell always performs the substitution . 

• The command is enclosed in ' '. In this case, the shell never performs the substitution. Strings enclosed 
in ' ' are interpreted for command substitution. (See "Command Substitution in the C Shell" on 
page 208.) 

The shell recognizes input and output redirection before variable expansion, and expands each separately . 
Otherwise, the command name and complete argument list expands together. lt is therefore possible for 
the first (command) word to generate more than one word, the first of which becomes the command name 
and the rest of which become parameters . 

Unless enclosed in " " or given the :q modifier, the results of variable substitution might eventually be 
subject to command and file-name substitution. When enclosed by double quotation marks, a variable with 
a value that consists of multiple words expands to a single word or a portion of a single word, with the 
words of the variable's value separated by blanks. When you apply the :q modifier to a substitution, the 
variable expands to multiple words. Each word is separated by a blank and enclosed in double quotation 
marks to prevent !ater command or file-name substitution . 

The following notations allow you to introduce variable values into the shell input. Except as noted , it is an 
errar to reference a variable that is not set with the set command . 
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You can apply the modifiers :gh, :gt, :gr, :h, :r, :q, and :x to the following substitutions . lf { } appear in, tt1e _ "\\.:· .:' 
command form, then the modifiers must be placed within the braces. Only one : modifier is permitted ort-... :,- · -- _ ·; // 
each variable expansion. ··~- - - _ ... .. .. 

$Na me 
${Name} Replaced by the words assigned to lhe Name variable, each separated by a blank. Braces 

insulate the Name variable from any following characters that would otherwise be part of it 
Shell variable names start with a letter and consist of up to 20 letters and digits, including the 
underline (_) character. lf the Name variable does not specify a shell variable but is set in the 
environment, then its value is returned. The modifiers preceded by colons, as well as the other 
forms described here, are not available in this case . 

$Name[number] 
${Name[number]} Selects only some of the words from lhe value of the Name variable. The number is subjected 

to variable substitution and might consist of a single number, or two numbers separated by a -. 
The first word of a variable's string value is numbered 1. 11 the first number of a range is 
omitted, it defaults to 1. lf the last number of a range is omitted, it defaults to $#Name. The * 
symbol selects ali words. lt is not an error for a range to be empty if the second argument is 
omitted or is in a range . 

$#Name 
${#Name} 

$0 

$number 
${numbe!} 
$* 

Gives the number of words in the Name variable. This can be used in a [number] as shown 
above. For example, $Na me [$# Name]. 
Substitutes the name of the file from which command input is being read. An errar occurs if the 
name is not known . 

Equivalent to $argv[numbe r]. 
Equivalent to $a rgv [ *]. 

The following substitutions may not be changed with : modifiers: 

$?name 
${?name} 
$?0 
$$ 
$< 

Substitutes the string 1 if the name variable is set, zero (O) if this variable is not set. 
Substitutes 1 if the current input file name is known, zero (O) if the file name is not known. 
Substitutes the (decimal) process number of the parent shell . 
Substitutes a line from standard input, without further interpretation. Use this substitution to read from 
the keyboard in a shell procedure . 

File-Name Substitution in the C Shell 

The C shell provides severa! shortcuts to save time and keystrokes. lf a word contains any of the 
characters * , ?, [ ], or { }, or begins with a tilde (-) , that word is a candidate for file-name substitution. The 
C shell regards the word as a pattern and replaces the word with an alphabetized list of file names 
matching the pattern . 

The current collating sequence is used, as specified by the LC_COLLATE or LANG environment 
variables. In a list of words specifying file-name substitution , an errar results if no patterns match an 
ex isting file name. However, it is not required that every pattern match. Only the character-matching 
symbols *, ?, and [] indicate pattern-matching or file-name expansion . The tilde (-) and {} characters 
indicate file-name abbreviation . 

File-Name Expansion 
The * character matches any string of characters , including the null string. For example, in a directory 
containing the files: 

a aa aax alice b bb c cc 

the command echo a* prints ali files names beginning with the character a: 
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a aa aax alice 

Note: When file names are matched, the characters dot (.) and I must be matched explicitly . 

The ? character matches any single character. The following command: 
l s a? x 

lists every file name beginning with the letter a, followed by a single character, and ending with the letter x: 

aax 

To match a single character or a range of characters, enclose the character or characters inside of [ ]. The 
following command: 

1 s [abc] 

lists ali file names exactly matching one of the enclosed characters : 

a b c 

Within brackets, a lexical range of characters is indicated by [a-z] . The characters matching this pattern 
are defined by the current collating sequence. 

File-Name Abbreviation 
The tilde H and { characters indicate file-name abbreviation. A - at the beginning of a file name is used to 
represent home directories. Standing alone, the - character expands to your home directory as reflected in 
the value of the home shell variable. For example, the following command: 
ls ~ 

lists ali files and directories located in your $HOME directory . 

When the command is followed by a name consisting of letters, digits, and - characters, the shell searches 
for a user with that name and substitutes that user's $HOME directory . 

Note: lf the - character is followed by a character other than a letter or I, or appears anywhere 
except at the beginning of a word, it does not expand . 

To match characters in file names without typing the entire file name, use { } around the file names. The 
pattern a { b, c, d} e is another way o f writing abe ace a de. The shell preserves the lett-to-right arder and 
separately stores the results of matches at a low levei to preserve this arder. This construct might be 
nested. Thus, the following: 

~sourcelsl/{oldls,ls} . c 

expands to: 

lusrlsourcelslloldls.c lusrlsourcelsllls . c 

if the home directory for source is /usr/source. Similarly, the following: 

. . I {memo , *box} 

might expand to: 

.. lmemo .. lbox .. lmbox 

Note: memo is not sorted with the results of matching *box. As a special case, the {, }, and { } 
characters are passed undisturbed . 



• • • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • 
·~ • • • • • • • • • I 

• • • • 

Character Classes 
You can also use character classes to match file names within a range indication . The following forma! 
instructs the system to match any single character belonging to the specified class : 

[ :charc lass :] 

The following classes correspond to ctype subroutines : 

Character Class 
alnum 
alpha 
cntrl 
digit 
graph 
lower 
print 
punct 

Definition 
Alphanumeric characters 
Uppercase and lowercase letters 
Contrai characters 
Digits 
Graphic characters 
Lowercase letters 
Printable characters 
Punctuation character 

space 
upper 

Space, horizontal tab, carriage return, newline, vertical tab, or form-feed character 
Uppercase characters 

xdigit Hexadecimal digits 

Suppose that you are in a directory containing the following files: 

a aa aax Alice b bb c cc 

Type the following command at a C shell prompt: 

1 s [ : 1 owe r: ] 

Press Enter . 

The C shell lists ali file names that begin with lowercase characters: 

a aa aax b bb c cc 

For more information about character class expressions, reter to the ed command . 

Environment Variables in the C Shell 

Certain variables have special meaning to the C shell. Of these, argv, cwd, home, path, prompt, shell , 
and status are always set by the shell. Except for the cwd and status variables, this action occurs only at 
initialization. These variables maintain their settings unless you explicitly reset them . 

The csh command copies the USER, TERM, HOME, and PATH environment variables into the csh 
variables, user, term, home, and path, respectively. The values are copied back into the environment 
whenever the normal shell variables are reset. The path variable cannot be set in other than in the .cshrc 
file , because csh subprocesses import the path definition from the environment and reexport it if changed . 

The following variables have special meanings: 

argv 

cdpath 

cwd 

Contains the arguments passed to shell scripts. Positional parameters are substituted from this 
variable . 
Specifies a list of alternate directories to be searched by the chdir or cd command to find 
subdirectories . 
Specifies the full path name of the current directory. 
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echo 

histchars 

history 

h o me 

ignoreeof 

mail 

noclobber 

noglob 

nonomatch 

notify 

path 

prompt 

savehist 

shell 

status 

time 

/.~. -~~=~, 
/ \1· \ 

i i 0.., v -'-
;' . \.\"\ ~ -~~0' . 

Set when the -x command line flag is used; when set, causes each command and its arguments''to Q,o--
echo just before being run. For commands that are not built-in, ali expansions occur before · ., · 
echoing. Built-in commands are echoed before command and file-name substitution because these ··­
substitutions are then done selectively . 
Specifies a string value to change the characters used in history substitution. Use the first 
character of its value as the history substitution character, this replaces the default character, !. The 
second character of its value replaces the "character in quick substitutions . 

Note: Setting lhe histchars value to a character used in command or file names might cause 
unintentional history substitution . 

Contains a numeric value to control the size of the history list. Any command that is referenced 
within the number of events permitted is not discarded. Very large values of lhe history variable 
might cause lhe shell to run out of memory. Regardless of whether this variable is set, lhe C shell 
always saves lhe last command that ran on lhe history list. 
lndicates your home directory, initialized from the environment. The file-name expansion of the tilde 
(-) character refers to this variable. 
Specifies that lhe shell ignore an end-of-file character from input devices that are workstations. This 
prevents shells from accidentally being killed when the shell reads an end-of-file character (Ctri-D) . 
Specifies the files where the shell checks for mail. This is done after each command completion 
which results in a prompt if a specified time interval has elapsed. The shell displays the message 
Mail in file. if the file exists with an access time less than its change time. 
lf the first word of the value of the mail variable is numeric, it specifies a different mail-checking 
time interval (in seconds); lhe default is 600 (1 O minutes). lf you specify multiple mail files, the shell 
displays lhe message New ma i 1 in file, when there is mail in lhe specified file . 
Places restrictions on output redirection to ensure that files are not accidentally destroyed and that 
redirections append to existing files . 
lnhibits file-name expansion. This is most useful in shell scripts that do not deal with file names, or 
when a list of file names has been obtained and further expansions are not desirable. 
Specifies that no error results if a file name expansion does not match any existing files; rather, the 
primitive pattern returns. lt is still an error for the primitive pattern to be malformed. 
Specifies that the shell send asynchronous notification of changes in job status. The default 
presents status changes just before displaying lhe shell prompt. 
Specifies directories in which commands are sought for execution. A null word specifies the current 
directory. lf there is no path variable set, then only full path names can run . The default search 
path (from the /etc/environment file used during login) is as follows: 

/usr/bin /etc /usr/sbin /usr/ucb /usr/bin/Xll /sbin 
A shell given neither lhe -c nor the -t flag normally hashes the contents of the directories in the 
path variable after reading lhe .cshrc and also each time the path variable is reset. lf new 
commands are added to these directories while the shell is aclive, you must give the rehash 
command. Otherwise, the commands might not be found . 
Specifies the string displayed before each command is read from an interactive workstation input. lf 
an ! appears in the string, it is replaced by the current event number. lf the ! character is in a 
quoted string enclosed by single or double quotation marks, the ! character must be preceded by a 
\. The default prompt for users without root authority is % . The default prompt for the user with root 
authority is # . 
Specifies a numeric value to control lhe number of entries of the history list that are saved in the 
-/.history file when you log out. Any command referenced in this number of events is saved. 
During startup, the shell reads -/.history into lhe history list, enabling history to be saved across 
logins. Very large values of the savehist variable slow down lhe shell startup . 
Specifies the file in which the C shell resides. This is used in forking shells to interpret files that 
have execute bits set, but which are not executable by the system. This is initialized to the home of 
the C shell. 
Specifies the status returned by the last command. lf lhe command ends abnormally, 0200 is 
added to the status. Built-in commands that are unsuccessful return an exit status of 1. Successful 
built-in commands set status to a value of O . 
Controls automatic timing of commands. lf this variable is set, any command that takes more than 
the specified number of CPU seconds will display a line of resources used, at lhe end of execution . 
For more information about the default outputs, see lhe built-in time command . 
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Sei by lhe -v command line flag, this variable causes lhe words of each command to display afte'r \ .. ,.:,_ rY 
history substitution. \ . 

lnput and Output Redirection in the C Shell 

Before the C shell executes a command, it scans the command line for redirection characters . These 
special notations direct the shell to redirect input and output. 

You can redirect the standard input and output of a command with the following syntax statements: 

< File 

<< Word 

>File 

>!File 

>& File 

>&! File 

>>File 

> >! File 

>>& File 

>>&!File 

Opens the specified File (which is first variable, command, and file name expanded) as the 
standard input. 
Reads the shell input up to the line that matches lhe value o f the Word variable. The Word 
variable is not subjected to variable, file name, or command substitution. Each input line is 
compared to the Word variable before any substitutions are done on the line. Unless a 
quoting character (\, ", ' o r -) appears in the Word variable, the shell performs variable and 
command substitution on the intervening !ines, allowing the \ character to quote the $, \, and 
- characters. Commands that are substituted have ali blanks, tabs, and newline characters 
preserved, except for the final newline character, which is dropped. The resultant text is 
placed in an anonymous temporary file, which is given to the command as standard input. 

Uses the specified File as standard output. lf File does not exist, it is created. lf File exists, it 
is truncated, and its previous contents are lost. lf the noclobber shell variable is set, File 
must not exist orbe a character special file , or an error results. This helps prevent accidental 
destruction of files. In this case, use the forms including an ! to suppress this check. File is 
expanded in the same way as < input file names. The form >& redirects both standard output 
and standard error to the specified File. The following example shows how to separately 
redirect standard output to /dev/tty and standard error to /dev/null. The parentheses are 
required to allow standard output and standard error to be separate. 

% (find I - name vi -print > /dev/tty) >& /dev/null 

Uses the specified File as standard output like >, but appends output to lhe end of File. if 
the noclobber shell variable is set , an error results if File does not exist, unless one of 
the forms including an ! is given. Otherwise, it is similar to > . 

A command receives the environment in which the shell was invoked, as changed by the input/output 
parameters and the presence of the command as a pipeline. Thus, unlike some previous shells, 
commands that run from a shell script do not have access to the text of the commands by default. Rather, 
they receive the original standard input of the shell . Use the << mechanism to present inline data, which 
allows shell command files to function as components of pipelines and also lets the shell block read its 
input. Note that the default standard input for a command run detached is not changed to the empty 
/dev/nu ll file. Rather, the standard input remains the original standard input of the shell . 
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To redirect the standard errar thraugh a pipe with the standard output, use the farm I& rather than tcJ)'théic;f 
I. \ '~ ~ 

'""'~, ~ ' . 

Control Flow 
The shell cantains commands that can be used to regulate the flow of contrai in command files (shell 
scripts) and (in limited but useful ways) from shell command-line input. These commands ali operate by 
forcing the shell to repeat, or skip, in its input. 

..... ,. -· ~ 

The foreach, switch, and while statements, and the if-then-else form of the if statement, require that the 
major keywards appear in a single simple command on an input line . 

lf the shell input is not searchable, the shell buffers input whenever a loop is being read and searches the 
internai buffer to do the rereading implied by the loop. To the extent that this is allawed, backward gatos 
succeed on inputs that you cannot search . 

Job Control in the C Shell 

The shell associates a job number with each process. The shell keeps a table af current jobs and assigns 
them small integer numbers. When you start a job in the background with an & , the shell prints a line that 
looks like the follawing : 

[1] 1234 

This line indicates that the jab number is 1 and that the job is composed of a single process with a 
process ID of 1234. Use the built-in jobs command to see the table of current jobs . 

A job running in the background competes for input if it tries to read from the workstation. Background jobs 
can also produce output for the workstation that gets interleaved with the output of other jobs . 

You can reter to jobs in the shell in severa! ways. Use the % character to introduce a job name. This name 
can be either the job number or the command name that started the job, if this name is unique. For 
example, if a make process is running as job 1, you can reter to it as %1. You can also reter to it as %make, 
if there is only one suspended job with a name that begins with the string make. You can also use the 
following: 

%?St ri ng 

to specify a job whose name contains the String variable, if there is only one such job . 

The shell detects immediately whenever a process changes its state. lf a job becomes blocked so that 
further progress is impossible, the shell sends a message to the workstation. This message displays only 
after you press the Enter key. lf, however, the notify shell variable is set, the shell immediately issues a 
message that indicates changes in the status of background jobs. Use the built-in notify command to 
mark a single process so that its status changes are promptly reported. By default, the notify command 
marks the current process . 

List of C Shell Built-in Commands 

@ 

alias 
bg 
break 
breaksw 
case 
cd 
chdir 

Displays the value of specified shell variables. 
Displays specified aliases or ali aliases. 
Puts the current or specified jobs into the background. 
Resumes running after lhe end of lhe nearest enclosing foreach or while command. 
Breaks from a switch command. 
Defines a label in a switch command. 
Changes the current directory to the specified directory. 
Changes the current directory to the specified directory. 

o c:-------
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continue 
default 
dirs 
echo 
eis e 

end 
endif 

endsw 

e vai 

ex e c 
exit 

fg 
foreach 

glob 
goto 
hashstat 
history 
i f 
jobs 
kill 

limit 
login 
logout 
nice 
nohup 
notify 

onintr 
popd 
pushd 
rehash 

repeat 

set 
setenv 
shift 
source 
stop 
suspend 
switch 

time 
umask 
una lias 
unhash 

Continues execution of lhe nearest enclosing foreach or while command . 
Labels lhe default case in a switch statement. 
Displays lhe directory stack. 
Writes character strings to the standard output of the shell . 
Runs lhe commands that follow the second else in an if (Expression) then .. . else if (Expression2) 
then ... else .. . endif command sequence. 
Signifies lhe end of a sequence of commands preceded by the foreach command. 
Runs the commands that follow the second then statement in an if (Expression) then ... else if 
(Expression2) then .. . else ... endif command sequence. 
Marks the end of a switch (String) case String: .. . breaksw default: .. . breaksw endsw command 
sequence. This command sequence successively matches each case label against the value of the 
String variable. Execution continues after the endsw command if a breaksw command is executed 
or if no label matches and there is no default. 
Reads variable values as input to lhe shell and executes the resulting command or commands in the 
context ot lhe current shell . 
Runs lhe specified command in place of the current shell . 
Exits lhe shell with either the value of the status shell variable or the value of the specified 
expression . 
Brings the current or specified jobs into the foreground, continuing them if they are stopped. 
Successively sets a Name variable for each member specified by the List variable and a sequence of 
commands, until reaching an end command. 
Displays list using history, variable, and file-name expansion. 
Continues to run after a specified Jine. 
Displays statistics indicating how successful lhe hash table has been at Jocating commands. 
Displays the history event list. 
Runs a specified command if a specified expression is true. 
Lists the aclive jobs. 
Sends either lhe TERM (terminate) signal or lhe signal specified by the Signal variable to the 
specified job or process. 
Limits usage of a specified resource by the current process and each process it creates. 
Ends a login shell and replaces it with an instance of the /usr/sbin/login command. 
Ends a login shell. 
Sets the priority of commands run in the shell. 
Causes hangups to be ignored for the remainder of a procedure. 
Causes the shell to notify you asynchronously when the status of the current or a specified job 
changes. 
Contrais the action of lhe shell on interrupts. 
Pops the directory stack and returns to the new top directory. 
Exchanges elements of the directory stack. 
Causes recomputation of the internai hash table containing the contents of the directories in the path 
shell variable. 
Runs the specified command, subject to the same restrictions as lhe if command, the number of 
times specified. 
Shows the value of ali shell variables. 
Modifies the value of lhe specified environment variable. 
Shifts the specified variable to the left. 
Reads command specified by the Name variable. 
Stops the current or specified jobs running in the background. 
Stops lhe shell as if a STOP signal has been received. 
Starts a switch (String) case String : ... breaksw default: .. . breaksw endsw command sequence. 
This command sequence successively matches each case Jabel against the value of lhe String 
variable. lf none of the labels match before a default label is found , the execution begins after the 
default label. 
Displays a summary of the time used by the shell and its child processes. 
Determines file permissions. 
Discards ali aliases with names that match the Pattern variable. 
Disables the use of the internai hash table to locate running programs. RCS nJ C3 , J~5 -C 
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Removes resource limitations. 
Removes ali variables having names that match the Pattern variable. 

unlimit 
unset 
unsetenv 
wait 
while 

Removes ali variables from the environment whose names match the specified Pattern variable. 
Waits for ali background jobs. 
Evaluates the commands between the while and the matching end command sequence while an 
expression specified by the Expression variable evaluates nonzero . 

Related lnformation 

Korn Shell 
The ksh and stty commands . 

The alias, cd , export, fc, getopts, read, set, and typeset Korn shell commands . 

The /etc/passwd file . 

Bourne Shell 
The bsh or Rsh command, login command. 

The Bourne shell read special command . 

The setuid subroutine, setgid subroutine . 

The null special file . 

The environment file, profile file format. 

C Shell 
The csh command, ed command . 

The alias, unalias, jobs, notify and set C Shell built-in commands . 

,.., 
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Chapter 13. AIX Documentation 

This section discusses the online documentation available for AIX . 

IBM eServer pSeries lnformation Center 
IBM eServer pSeries lnformation Center provides a portal to AIX documentation as well as access to tools 
and resources . From the lnformation Center, the entire AIX software documentation library for releases 
4.3, 5.1, and 5.2 are available . Each book released in 5.1 and 5.2 are available in PDF format , and 
abstracts for books released in 5.2 are provided. Other tools and resources include: 

• An error message database showing users what the error messages mean and, in many cases, how 
they can recover from them. This database also provides information for LED codes, and error 
identifiers. 

• A resources page that links users to other IBM and non-IBM Web sites proven useful to system 
administrators, application developers, and users. 

• Severa! how-to's that provide users with step-by-step instructions for completing system administrator 
and user tasks . 

• Severa! FAQs (frequently asked questions) that provide users with quick answers to common questions. 

• Links to related frequently used documentation from IBM, including white papers, Redbooks, and 
technical reports on topics such as RS/6000 SP and HACMP for AIX. 

• A link to the documentation search tool is provided for each release, along with links to the release 
notes and readme files. 

• A link to the entire pSeries and RS/6000 hardware documentation library. 

Using the IBM eServer pSeries lnformation Center 
To bring up the lnformation Center on an AIX system, do the following : 

• On the AIX command line, type: 

i nfocenter 

Press Enter . 

OR 

• From the COE Help pane!, select the lnformation Center icon. 

OR 

• Go to the following Web address: 

http://publib16.boulder.ibm.com/pseries/en_US/infocenter/base 

Documentation Library Service 
The Documentation Library Service allows you to read, search, and print online HTML documents and 
provides a library application that appears in your web browser. The application includes links to read 
installed documents and a search form that you can use to search for text. When you search, a results 
page displays the results of the search with links to the documents containing the search target words . 

Starting with AIX 5.1 , you can also download printable versions of books. 

Two types of fo rms are provided: a global search form that shows ali the volumes installed on a search 
server, and a specific search form that only searches a specific set of volumes , such as the manuais for 
an application. 

© Copyright IBM Corp. 1997, 2002 
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The docum~ntation library servic~ _allows you_ to search documents that have been registered with th'~-l '-,. \\ Q(y\J -
search serv1ce. The system admm1strator reg1sters the documents. Vou cannot search the Internet or anY . "'\ 
unregistered documents on your search server. ·-..... . 

lf you write HTML documents at your site, your system administrator can add these documents to the 
documentation library so that you can read , search, and print the documents . 

Using the Documentation Library Service 
Vou can use the Documentation Library Service to do the following tasks: 

• To read the documentation installed in your system's default library, do one of the following: 

- Type docsearch at the command line . 

- Open the COE Oesktop Help subpanel. Click on the documentation search service icon, which looks 
like binoculars . 

Note: lf you have a copy of the AIX 4.3 (or later version) CO, you can read it on a PC. lnsert 
the CD into the CO-ROM drive on your PC. lf the documentation CO is AIX 4.3.3 or !ater, use a 
Web browser to open the CD file called readme.htm that is located in the top directory of the 
CO. lf you have an AIX 4.3.0 through AIX 4.3.2 version of the Base Oocumentation CO, open 
the usr/share/man/info/en_US/a_doc_lib/aixgen/topnav/topnav.htm file . 

• To open a library stored on a remate documentation server, in your browser's location bar, type the 
following Web address: 
http://server_name[:port_number]/cgi-bin/ds_form 

The global search form opens, where you can search the documents stored on the server with the 
name that you specified in server_name. Vou can also view ali of the books by category. 

Note: Vou need type the port_number only if the port is not the standard 80 . 

For example, if you want to search the registered documents on a search server named h i nson 
and it uses port 80, type: 

http://hinson/cg i -bin/ds_form 

After the search form for a server displays in your browser, you can create a bookmark that takes 
you back to the server. Your system administrator can also create a Web page that contains links 
to ali of the different documentation servers in an organization . 

The documentation is also available for reading and searching at the following Web address: 
http://www.ibm.com/servers/aix/library. Note that while this site contains the AIX base operating system 
documentation, it may not contain other documentation installed on your local documentation server. 

• Specific search forms are usually launched from search links inside HTML documents. They typically 
appear on the pages of applications manuais or help files. For example, each page in the library has a 
search link. Clicking on one of these search links launches a specific search form that allows you to 
search only the library volumes_ 

After the library application opens, you can click the Help link in the upper-right corner for instructions 
about how to use the library . 

Changing the Documentation Library Service Language 
By default, when you open the COE Desktop icons for the documentation search service or the base 
library, the documents display in the same language as your COE Desktop. 
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".·. O r}'v . However, you might need to see the documentation in a language that is different from your desktà·~ "\ 
language. For example, your desktop runs in your native language but the manuais may only be av~"ílable 
in English. You can change your documentation language so that documents display in a different - .. 
language from that used in your desktop . 

Notes: 

1. The procedure described below does not affect the language used if you are opening a document or 
search form from an HTML link inside another document. These steps affect only the language used 
for the documentation search service or the base library desktop icons . 

2. Make sure there is documentation already installed for the language you want to use . 

You can change your documentation language by running the following command: 

/usr/bi n/chdoclang locale 

Where loca/eis the locale name that is the new language for viewing and searching documentation . 
Locale names can be found in "Locale Naming Conventions" in A/X 5L Version 5.2 National Language 
Support Guide and Reference . 

Vou must log out and then log back in to see the language change take effect. 

lf you are using the COE Desktop, you must also edit your Desktop file $HOME/.dtprofile so that your 
documentation language setting in your $HOME/.profile file will be read during COE login. To do this, 
complete the following steps: 

1 . Open your .dtprofile file in the dtpad editor by typing the following command: 

dtpad $HOME/.dtprofile 

2. Find the line that contains the following text: 

DTSOURCEPROFILE=true 

3. lf there are any comment (#) characters at the start of that line, delete only the # characters, not the 
entire line. lf there are no comment characters, close the editor . 

4. Save your changed .dtprofile file . 

5. Log out and log back in . 

For example, if you want to change your documentation language to Spanish (locale name es_ES), type 
the following command: 
/u sr/ bin/chdoclang es_ES 

Log out and log back in to your desktop. 

After you change your documentation language, you can delete the language setting so that 
documentation will again display in the same language as your desktop. To delete your language setting, 
type the following command: 

/usr/bin/chdoclang -d 

Log out and log back in to your desktop . 
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Appendix. Notices 
· .... , .. 

This information was developed for products and services offered in the U.S.A. 

IBM may not offer the products, services, or features discussed in this document in other countries. 
Consult your local IBM representative for information on the products and services currently available in 
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only 
that IBM product, program, or service may be used. Any functionally equivalent product, program, or 
service that does not infringe any IBM intellectual property right may be used instead. However, it is the 
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service . 

IBM may have patents or pending patent applications covering subject matter described in this document. 
The furnishing of this document does not give you any license to these patents. You can send license 
inquiries, in writing, to: 

IBM Director of Licensing 
IBM Corporation 
North Castle Drive 
Armonk, NY 1 0504-1785 
U.S.A. 

The following paragraph does not apply to the United Kingdom or any other country where such 
provisions are inconsistent with locallaw: INTERNATIONAL BUSINESS MACHINES CORPORATION 
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, 
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer 
of express or implied warranties in certain transactions, therefore, this statement may not apply to you . 

This information could include technical inaccuracies or typographical errors. Changes are periodically 
made to the information herein; these changes will be incorporated in new editions of the publication. IBM 
may make improvements and/or changes in the product(s) and/or the program(s) described in this 
publication at any time without notice . 

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the 
exchange of information between independently created programs and other programs (including this one) 
and (ii) the mutual use of the information which has been exchanged, should contact: 

IBM Corporation 
Dept. LRAS/Bidg. 003 
11400 Burnet Road 
Austin, TX 78758-3498 
U.S.A. 

Such information may be available, subject to appropriate terms and conditions, including in some cases, 
payment of a fee. 

The licensed program described in this document and ali licensed material available for it are provided by 
IBM under terms of the IBM Customer Agreement, IBM lnternational Program License Agreement or any 
equivalent agreement between us . 

For license inquiries regarding double-byte (DBCS) information, contact the IBM lntellectual Property 
Department in your country or send inquiries, in writing, to: 

© Copyright IBM Corp. 1997, 2002 
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IBM World Trade Asia Corporation 
Licensing 
2-31 Roppongi 3-chome, Minato-ku 
Tokyo 1 06, Japan 

IBM may use or distribute any of the information you supply in any way it believes appropriate without 
incurring any obligation to you . 

lnformation concerning non-IBM products was obtained from the suppliers of those products, their 
published announcements or other publicly available sources. IBM has not tested those products and 
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products . 
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products . 

Any references in this information to non-IBM Web sites are provided for convenience only and do not in 
any manner serve as an endorsement of those Web sites. The materiais at those Web sites are not part of 
the materiais for this IBM product and use of those Web sites is at your own risk . 

This information contains examples of data and reports used in daily business operations. To illustrate 
them as completely as possible, the examples include the names of individuais, companies, brands, and 
products. Ali of these names are fictitious and any similarity to the names and addresses used by an 
actual business enterprise is entirely coincidental. 

Trademarks 
The following terms are trademarks of lnternational Business Machines Corporation in the United States, 
other countries, or both: 

AIX 

AIX 5L 

IBM 

RS/6000 

UNIX is a registered trademark of The Open Group in the United States and other countries . 

Other company, product, or service names may be the trademarks or service marks of others . 
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Special characters 
/dev/rfdO device 1 05 
/dev/rmtO device 

tape device 
using 105 

/etc/environment file 130 
/etc/profile file 130 
. (dot) directories 58 
.. {dot,dot) directories 58 
.env file 131 
.mwmrc file 134 
.profile file 131 
.Xdefaults file 133 
.xinitrc file 132 
$HOME directory 58 
- (home) directory 58 

A 
access control 

displaying information 127 
editing information 127 
extended permissions 124 
lists 123, 125 
setting information 127 

access modes 
base permissions 124 
controlling 119 
default 

numeric representation for 121 
symbolic representation for 120 

directories 119 
files 119 
group information 

displaying 121 
representation of 

numeric 120 
symbolic 120 

user classes 119 
acledit command 127 
aclget command 127 
aclput command 127 
aixterm command 16 
AIXwindows Desktop 

adding displays and terminais 
ASCII terminal 21 
character-display terminal 21 

customizing display devices 22 
modiying profiles 20 
removing 

local display 21 
starting 

desktop autostart 19 
manually 19 

stopping 
manually 19 

alias command 33 
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alias substitution 
C shell 212 

aliasing 
command 

Korn or POSIX shell 151 
append redirection operator (» ) 46 
arguments 27 
arithmetic evaluation 

Korn or POSIX shell 158 
ASCII files 

printing on PostScript printer 1 00 
ASCII to PostScript 

automating conversion 1 01 
converting files 1 01 

at command 41 , 42 
atq command 41 

8 
backend 

printer 90 
background processes 

definition 36 
backup 

command 112 
compressing files before 1 09 
guidelines 1 03 
how to 112 
purpose of 1 03 
tapes 

advantages of 1 05 
using smit command 113 

banner command 52 
base permissions 124 
bidirectional languages 16 
Bourne shell 

command substitution 192 
commands 

built-in 189 
list 188 
using 186 

conditional substitution 196 
environment 184 
file name substitution 198 
pattern matching 198 
positional parameters 197 
quoting characters 187 
redirecting input and output 
reserved words 188 
signal handling 188 
special commands 189 
starting 184 
variables 194 

predefined special 196 
substitution 193 
user-defined 193 

bsh command 141 , 184 
built-in commands 163 

199 
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built-in commands (continued) 
Bourne shell 189 
C shell 202 

bytes 
counting number of 78 

c 
C shell 

alias substitution 212 
command substitution 208 
commands 

built-in 202 
using 201 

expressions 207 
file name substitution 214 
history substitution 209 
job contrai 219 
limitations 201 
operators 207 
predefined and environmental variables 216 
redirecting input and output 218 
signal handling 201 
starting 200 
variable substitution 213 

capture command 51 
cat command 47, 76 
cd command 57, 60 
CD-ROM file system (CDRFS) 54 
CDRFS 54 
chfont command 136 
chmod command 123 
chown command 119 
chpq command 1 01 
classes 

user 119 
clear command 50 
clearing your screen 50 
colrm command 81 
command aliasing 

Korn or POSIX shell 151 
tilde substitution 152 

command history 
Korn or POSIX shell 149 

command list 
nice 38 

command substitution 
Bourne shell 192 
C shell 208 
Korn or POSIX shell 157 

commands 
alias 

creating 33 
Bourne shell 186 
built-in 163 

Bourne shell 189 
C shell 202 

C shell 201 
case-sensitive 26 
command name 

definition 27 
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commands (continued) 
entering 26 
flags 

using 27 
function 

description 30 
history, editing 32 
information about 

displaying 29 
Korn or POSIX shell 144 
long commands on multiple lines 

entering 27 
multiple commands on one line 

entering 26 
overview 26 
parameters 27 
repeating 31 
saving entered 30 
shortcut names 

creating 33 
spaces between 26 
substituting strings 32 
syntax 26 
text-formatting 34 
usage statements 28 

commands list 94, 95 
> 46 
>> 46 
<<<< 47 
I 49 
acledit 127 
aclget 127 
aclput 127 
aixterm 16 
alias 33 
at 41 
atq 41 
backup 112 
banner 52 
bsh 141, 184 
capture 51 
cat 47, 76 
cd 57, 60 
chfont 136 
chmod 123 
chown 119 
chpq 101 
clear 50 
colrm 81 
compress 1 09 
cp 61 , 72 
cpio -i 108 
cpio -o command 1 07 
csh 141, 200 
cut 80 
dei 84 
df 55 
diff 78 
dircmp 63 
dosdel 85 
dosdir 85 
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commands list (continued) 
dosread 84 
doswrite 85 
echo 50, 51 
env 15 
exit 3 
export 135 
te 149 
fdformat 1 05 
file 75 
find 74 
flcopy 107 
forma! 105 
fsck 106 
grep 49, 76 
groups 119 
head 79 
history 30 
id 6 
kill 42 
ksh 141, 147 

regular built-in commands 169, 170, 171 , 172, 
173 

special built-in commands 164, 165, 167, 168, 
169 

In 83 
lock 128 
login 2 
logname 5 
logout 3 
ls 61 
lscfg 11 
lscons 12 
lsdisp 13 
lsfont 13 
lsgroup 121 
lskbd 14 
lslpp 14 
man 29 
mkdir 59 
more 76 
mv 72 
mvdir 59 
mwm 132 
nice 38 
nl 81 
pack 109 
page 76 
passwd 7 
paste 80 
pg 76 
pr 99 
printenv 16 
ps 37 
psh 141 , 147 
pwd 60 
qcan 94 
qchk 95 
qhld 97 
qmov 98 
qpri 96 

commands list (continued) 
qprt 92 
r 31 
renice 39 
restare 113 
rm 71 , 84 
rmdir 63 
rsh 141 
Rsh 141 , 185 
script 51 
sh 141 
shutdown 4 
smit 29, 94, 113 
sort 77 
stty 14, 137 
su 3 
tail 79 
tapechk 109 
tar 114 
tcopy 109 
tee 50 
touch 3 
tsh 141 
tty 13 
uname 5 
uncompress 111 
unpack 111 
wc 78 
whatis 30 
whereis 29 
who 6 
who am i 5 
whoami 4 
xlock 128 
zcat 111 

comparing files 78 
compress command 1 09 
compressing files 1 09 
concatenating text files 47 
conditional substitution 

Bourne shell 196 
console 

displaying name 12 
contrai keys 

changing 137 
displaying settings 14 

coprocess facility 
Korn or POSIX shell 162 

copying 
files from tape o r disk 1 08 
files to tape o r disk 107 
to o r from diskettes 1 07 
to o r from tape 1 09 

copying screen to file 51 
cp command 61 , 72 
cpio -i command 1 08 
cpio -o command 1 07 
csh command 141 , 200 
customizing 

system environment 135 
cut command 80 
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cutting sections 80 

D 
daemon process 

description 36 
del command 84 
deleting 

directories 63 
files 71 

devices 
displaying information about 11 

df command 55 
diff command 78 
dircmp command 63 
directories 57 

abbreviations 58 
access modes 119 
changing 60 
changing ownership 119 
changing permissions 123 
comparing contents 63 
copying 61 
creating 59 
definition 53 
deleting 63 
displaying 

contents 61 
current 60 

home 57 
linking 82 
listing DOS files 85 
listing files 61 
moving 59 
naming conventions 57 
organization 57 
overview 56 
parent 57 
path names 57 
removing 63 
renaming 59 
root 

definition 53 
specifying with abbreviations 58 
structure 57 
subdirectories 57 
types 56 
working 57 

discarding output 47 
diskettes 

copying to o r from 107 
formatting 105 
handling 105 

displaying 
access contrai information 127 
console name 12 
displays available 13 
file contents 75 
file directory 

contents 61 
current 60 
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displaying (continued) 
files 

first lines 79 
last lines 79 

fonts available 13 
login name 4 
software products 14 
system name 5 
terminal name 13 
text in large letters on screen 52 
user group information 121 
user ID 6 

displays 
listing currently available on system 13 

DOS files 
converting 84 
copying 84 
deleting 85 
listing contents 85 

dosdel command 85 
dosdir command 85 
dosread command 84 
doswrite command 85 

E 
echo command 50, 51 
ed editor 71 
editing 

inline 
Korn or POSIX shell 176 

editors 71 , 176 
emacs editor 177 
env command 15 
environment 

displaying current 15 
setting 

user 130 
system 11 

environment file 130 
environment variables 

displaying values 16 
exit command 3 
exit status 

Korn or POSIX shell 163 
export command 135 
expressions 

finding files with matching 74 
extended permissions 124 

F 
fc command 149 
fdformat command 1 05 
file 

command 75 
descriptors 48 
permissions 119 
trees 53 

file name substitution 
Bourne shell 198 
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file name substitution (continued) 
C shell 21 4 
Korn or POSIX shell 159 

file systems 
checking for consistency 1 06 
conducting interactive repairs 1 06 
definition 53 
example 

illustration 69 
overview 53 
root 54 
space available 

showing 55 
structure 54 
types 

files 

journaled file system (JFS) 54 
network file system (NFS) 54 

access mode 
setting 83 

access modes 119 
appending single line of text 51 
archiving 11 4 
ASCII 68 
backing up 112 
binary 68 
changing 

from a linked file 83 
ownership 11 9 
permissions 123 

columns, removing 81 
comparing 63, 78 
compressing 1 09 
concatenating 47 
copying 72 

from DOS 84 
from screen 51 
from tape o r disk 1 08 
to DOS 85 

counting 
bytes 78 
lines 78 
words 78 

creating with redirection from keyboard 47 
cutting selected fields from 80 
definition 53 
deleting 71 
deleting DOS 85 
displaying 

contents 75 
first lines 79 
last lines 79 

environment 130 
executable 68 
expanding 111 
formatting 

for display 75 
for printing 99 

handling 71 
identifying type 75 
joining 47 

files (continued) 
linked, removing 84 
linking 82, 83 
locating sections 29 
matching expressions 

finding 74 
merging the lines of several 80 
metacharacters 70 
moving 72 
naming conventions 69 
numbering lines 81 
overview 67 
ownership 83, 11 9 
packing 109 
pasting text · 80 
path names 57, 69 
permissions 68 
regular expressions 70 
removing 71 
renaming 72 
restoring 

using smit command 114 
restoring backed-up 113 
retrieving from storage 114 
searching for a string 76 
sorting text 77 
types 

directory 68 
regular 68 
showing 75 
special 68 

uncompressing 111 
unpacking 111 
wildcards 69 
writing to output 

from specified point 79 
filters 

definition 49 
find command 74 
flags 

in commands 27 
flcopy command 1 07 
font 

changing 136 
fonts 

listing available for use 13 
foreground processes 

definition 36 
format command 1 05 
formatting diskettes 1 05 
fsck command 106 

G 
grep command 49, 76 
groups command 119 

H 
head command 79 
here document 48, 161 RQS r Cj :1~5 - C 
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history 
command 30 
editing 32 
shell 31 , 32 
substitution 

C shell 209 

i-node number 56, 68, 82 
110 redirection 

Bourne shell 199 
C shell 218 
Korn or POSIX shell 161 

id command 6 
lOs 

user 119 
index node reference number 56 
inline editing 

Korn or POSIX shell 176 
emacs mode 177 
vi editing mode 178 

inline input documents 48 
input and output redirection 199 
input redirection 46 
input redirection operator (««) 47 
integer arithmetic 158 
international character support 

text formatting 34 

J 
JFS 54 
job control 

C shell 219 
Korn or POSIX shell 175 

jobs 
listing scheduled 41 
removing from schedule 42 
scheduling 40 

journaled file system (JFS) 54 

K 
keyboard maps 

listing currently available 14 
kill command 42 
Korn shell 181 
Korn shell inline editing 

emacs mode 177 
vi editing mode 178 

Korn shell or POSIX shell 
arithmetic evaluation 158 
built-in commands 163 
command aliasing 151 

til de substitution 1 52 
command history 149 
command substitution 157 
commands 

built-in 163 
compound 146 
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Korn shell or POSIX shell (continued) 
commands (continued) 

functions 148 
using 144 

conditional expressions 17 4 
coprocess facility 162 
coprocesses 

redirecting input and output from 163 
editing 176 
environment 147 
exit status 163 
field splitting 159 
file na me substitution 1 59 
job control 175 
parameter substitution 153 
pattern matching 159 
quote remova! 161 
quoting 149 
redirecting input and output 161 
reserved words 151 
signal handling 176 
starting 14 7 
variables 

predefined 155 
user-defined 155 

ksh command 141 , 147 
ksh93 shell 181 

L 
languages 

bidirectional 16 
line of text 

appending to file 51 
I ines 

counting number of 78 
linked files 

removing 84 
links 

creating 83 
hard 82 
overview 82 
removing 84 
symbolic 82 
types 82 

In command 83 
local printers 89 
lock command 128 
locking your terminal 128 
login 

command 2 
how to 2 
messages 

suppressing 3 
multiple on same system 2 
na me 

displaying 4 
remate 1 
user 10, as another 3 

login files 
/etc/environment file 130 
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login files (continued) 
/etc/profile file 130 
.env file 131 
.profile file 131 

login messages, suppressing 3 
login user ID 118 
logname command 5 
logout 

command 3 
how to 3 

ls command 61 
lscfg command 11 
lscons command 12 
lsdisp command 13 
lsfont command 13 
lsgroup command 121 
lskbd command 14 
lslpp command 14 

M 
man command 29 
maps 

keyboard 14 
messages 

displaying on screen 50 
sending to standard output 50 

metacharacters 70 
mkdir command 59 
more command 76 
multibyte character support 

text formatting 35 
mv command 72 
mvdir command 59 
mwm command 132 

N 
names, displaying 

login 4 
operating system 5 

naming conventions 
directories 57 
files 69 

network 
displaying name 

with uname command 5 
network file system (NFS) 54 
NFS 54 
nice command 38 
nl command 81 

o 
operating system 

displaying name 
with uname command 5 

logging in 2 
logging out 3 

options 
in commands 27 

output 
discarding with /dev/null file 47 
redirecting to a file 46 

output redirection operator (>) 46 

p 
pack command 1 09 
page command 76 
parameters 

in commands 27 
Korn or POSIX shell 153 

passwd command 7 
passwords 

changing or setting 7 
guidelines 7 
setting to null 8 

paste command 80 
path names 

absolute 58, 69 
definition 69 
directory 57 

paths 
directory 57 

pattern matching 
Bourne shell 198 
Korn or POSIX shell 159 

permissions 
base 124 
directory 123 
extended 124 
file 123 

pg command 76 
PIO number 

description 35 
pipelining 

definition 26, 49 

pipes 
definition 49 

positional parameters 
Bourne shell 197 

POSIX shell 181 
PostScript files 

converting from ASCII 101 
PostScript printer 

printing ASCII files 1 00 
pr command 99 
print file types 

overriding automatic determination 

print jobs 
canceling 94 
definition 89 
displaying status 95 
formatting files for 99 
holding 97 
moving 98 
prioritizing 96 
releasing 97 
starting 92 

print spooler 89 
printenv command 16 

.1 . 
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printers 89 
backend 90 
canceling a job 94 
local 89 
qdaemon 90 
queue 90 
queue device 90 
real 91 
remate 91 
showing status of job 96 
spooler 89 
starting a job 92 
status conditions 96 
virtual 91 

printing 89, 98 
ASCII files on PostScript printer 1 00 
formatting files for 99 
holding print jobs 97 
moving print jobs 98 
releasing print jobs 97 

process indentification number 35 
processes 

background 36 
canceling 39 

foreground process 39 
changing priority 39 
daemon 36 
description 35 
displaying ali aclive 37 
displaying status 38 
foreground 36 
listing scheduled 41 
removing from schedule 42 
restarting stopped 40 
scheduling for !ater operation 40 
setting initial priority 38 
starting 36 
stopping 40 

background process 42 
zombie 36 

profile files 
using 129 

program 
copying output into a file 50 

prompt 
changing system 137 

ps command 37 
psh command 141, 147 
pwd command 60 

a 
qcan command 94 
qchk command 95 
qdaemon 90 
qhld command 97 
qmov command 98 
qpri command 96 
qprt command 92 
queue 

device 90 
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queue (continued) 
print 90 

quote remova! 
Korn or POSIX shell 161 

quoting characters 
Bourne shell 187 
Korn or POSIX shell 149 

R 
r (repeat) command 31 
reading the three-digit display 2 
real printers 91 
redirecting 

output to a file 46 
standard error output 48 
standard input 47 
standard output 46 

redirecting input and output 
from coprocesses 163 

regular expressions 70 
remate 

login 1 
printers 91 

renaming 
directories 59 
files 72 

renice command 39 
reserved words 

Korn or POSIX shell 151 
resource files 

modifying 133, 134 
resources 

description 133 
restare command 113 
restricted shell 

starting 185 
rm command 71, 84 
rmdir command 63 
root file 54 
rsh command 141 
Rsh command 141, 185 

s 
screens 

clearing 50 
copying display to a file 50 
copying to file 51 
displaying text in large letters 52 
displaying text one screen at a time 76 

script command 51 
security 

file 117 
system 117 
threats 117 

sh command 141 
shell 

programs 143 
scripts 

creating 143 
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she/1 (continued) 
scripts (continued) 

specifying a she/1 144 
variables 

exporting 135 
shells 

avai/ab/e 141 
Bourne 

c 

built-in commands 189 
command substitution 192 
conditional substitution 196 
environment 184 
file name substitution 198 
positiona/ parameters 197 
predefined specia/ variab/es 196 
redirecting input and output 199 
starting 184 
user-defined variables 193 
variable substitution 1 93 
variables 194 

alias substitution 212 
built-in commands 202 
command substitution 208 
file name substitution 214 
history substitution 209 
job contrai 219 
predefined and environmental variab/es 216 
redirecting input and output 218 
signal handling 201 
starting 200 
variable substitution 213 

features 140 
Korn or POSIX 

arithmetic eva/uation 158 
built-in commands 163 
command 149, 151 , 157 
compound commands 146 
conditional expressions 174 
coprocess facility 162 
environment 147 
exit status 163 
file name substitution 159 
inline editing 176, 177, 178 
job contrai 175 
parameters 153 
quoting 149 
redirecting input and output 161 
reserved words 151 
signal handling 176 
starting 147 
using commands 144 

restricted 
starting 185 

scripts 
specifying a she/1 144 

she/1 scripts 
creating 143 

terms 
definitions 142 

trusted, starting 141 

shells (continued) 
types 141 
understanding 139 

Shells 181 
shortcut name for commands 

creating 33 
shutdown command 4 
signal handling 

Bourne she/1 188 
C she/1 201 
Korn or POSIX she/1 176 

SMIT 
printing 

contrai of 91 
smit command 29, 94, 113 
software products 

displaying information about 14 
sort command 77 
space 

showing available 55 
special commands 

Bourne she/1 189 
standard error output 

redirecting 48 
standard input 

copying to a file 50 
definition 45 
redirecting 47 

standard output 
appending to a file 46 
definition 46 
redirecting 46 

standard she/1 
conditional expressions 1 7 4 

starting 
Bourne she/1 184 
C she/1 200 
Korn or POSIX she/1 147 
windows Window Manager 132 
X 132 

startup 
controlling windows and applications at 132 

startup files 
C she/1 200 
system 129 

strings 
finding in text files 76 

stty command 14, 137 
su command 3 
switches 

in commands 27 
system 

customizing environment 
default variables 130 
displaying name 5 
environment 11 
management 

file systems tasks 54 
powering on 2 
prompt 

changing 137 

135 
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system (continued) 
security 117 
shutdown 4 
startup files 129 

T 
tail command 79 
tapechk command 1 09 
tapes 

checking consistency 1 09 
copying to or from 1 09 

tar command 114 
tcopy command 109 
tee command 50 
terminal 

displaying name 13 
displaying settings 16 
locking 128 
reserving 

using lock command 128 
text 

appending to a file 51 
displaying in large letters 52 

text files 
columns 

removing 81 
concatenating 47 
creating from keyboard input 47 
finding strings 76 
I ines 

numbering 81 
sections 

cutting 80 
pasting 80 

sorting 77 
text formatting 

extended single-byte characters 34 
international character support 34 
multibyte character support 35 

text-formatting commands 34 
three-digit display 2 
tilde substitution 

aliasing commands 
Korn or POSIX shell 152 

touch command 3 
tsh command 141 
tty command 13 
types 

CD-ROM file system (CDRFS) 54 

u 
uname command 5 
uncompress command 111 
unpack command 111 

purpose o f 1 09 
usage statements 

for commands 28 
use r 

classes 119 
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user (continued) 
groups 

definition 11 9 
displaying information 

ID 
changing to another 3 

users 

121 

displaying current system 6 
displaying system ID 6 

v 
variable substitution 

Bourne shell 1 93 
C shell 213 
Korn or POSIX shell 155 

variables 
Bourne shell 1 94 

predefined special 196 
user-defined 193 

C shell 
predefined and environmental 216 

exporting shell 135 
Korn or POSIX shell 

predefined 155 
user-defined 155 

vi editor 178 
virtual printers 91 

w 
wc command 78 
Web-based System Manager command 97 
whatis command 30 
whereis command 29 
who am i command 5 
who command 6 
whoami command 4 
wildcards 69 
windows Window Manager 

starting 132 
words 

counting number of 78 

X 
X Window System 

starting 132 
xlock command 128 

z 
zcat command 111 
zombie process 36 
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Readers' Comments - We'd Like to Hear from Vou 

AIX SL Version 5.2 
System User's Guide: Operating System and Devices 

Overall, how satisfied are you with the information in this book? 

Very Satisfied Satisfied Neutra! Dissatisfied Very Dissatisfied 
Overall satisfaction o o o o D 

How satisfied are you that the information in this book is: 

Very Satisfied Satisfied Neutral Dissatisfied Very Dissatisfied 
Accurate o o o D D 
Complete o o D o D 
Easy to find o o o o D 
Easy to understand o o o o D 
Well organized D o o o D 
Applicable to your tasks o D o o D 

Please tell us how we can improve this book: 

Thank you for your responses. May we contact you? O Yes O No 

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any 
way it believes appropriate without incurring any obligation to you . 

Na me Address 

Company or Organization 

Phone No. 
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About This Guide 

The AdvantEDCE for Microsoft SQL Server User Cuide provides instructions for 
installing and using AdvantEDGE for Microsoft SQL Server. This guide is 
intended for the person responsible for installing and configuring 
AdvantEDGE for Microsoft SQL Server. This guide supports AdvantEDGE 
for Microsoft SQL Server Release 1.0 and later and the SystemEDGE agent 
Release 4.0, Patchlevel3 and later. 

To use AdvantEDGE for Microsoft SQL Server, you should have a basic 
understanding of the Microsoft SQL Server application, the Concord 
SystemEDGE agent, Simple Network Management Protocol (SNMP), the 
Host Resources management information base (MIB), and your host's 
operating systems environment. For more information, refer to Microsoft 
documentation and the SystemEDGE Agent User Cuide. 

How This Guide ls Organized 
This guide is organized as follows: 

• Chapter 1, "Introduction," provides an overview of AdvantEDGE for 
Microsoft SQL Server and its capabilities for monitoring Microsoft SQL 
Server. 

• Chapter 2, "Installing AdvantEDGE for Microsoft SQL Server," explains 
how to install and configure the Concord AdvantEDGE for Microsoft SQL 
Server software on a host system. 

___ !_fiapter.3_,~UsingJ:he_AdxantEDGE for Microsoft SOL Server MIB," 
describes the information that is available through the Concord 
AdvantEDGE for Microsoft SQL Server MIB. 

• Chapter 4, "Using AdvantEDGE for Microsoft SQL Server," explains how 
to configure and use Concord' s AdvantEDGE for Microsoft SQL Server in 
your host environment. 

Doe: ---· 
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Conventions in This Guide 
The following paragraph shows a sample command. Throughout this guide, 
commands are formatted this way to distinguish them from other 
information. Dueto space limitations in this guide, some commands wrap 
from one line to the next. Disregard these line breaks and enter each 
command on one line. Otherwise, your command syntax will be incorrect. 

watc h process procAlive 'sglservr' 5000 OxO 
3 0 'Microsoft SQL Server' '' 

You must enter the command on one line, as shown here: 

watch process p rocAlive 'sglserv r' 5000 OxO 30 'Microsoft SQL Serv er' '' 

Contact lnformation 
If you need any assistance with the SystemEDGE agent or the AdvantEDGE 
for Microsoft SQL Server Point module, contact Customer Support, using one 
of the following methods: 

Phone: (888) 832-4340 (for calls from the USA and Canada) 
(508) 303-4300 (for calls from other countries) 

Fax: (508) 303-4343 

Email: 

Web site: 

support@concord.com 

http:/ /www.concord.com 

AdvantEDGE for Microsoft SQL Server User Cuide 
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lntroduction 

This chapter provides an overview of the purpose and features of 
AdvantEDGE for Microsoft SQL Server. 

lntroducing AdvantEDGE for Microsoft SQL Server 
AdvantEDGE for Microsoft SQL Server is a plug-in for the SystemEDGE 
agent that brings the intelligent self-management capabilities of the 
SystemEDGE agent to the application levei. You can configure this plug-in to 
monitor the Microsoft SQL Server processes and features that are relevant to 
your organization. You can also configure it to alert you to any potential 
issues with the application or the system on which it is running before those 
issues become problems. 

AdvantEDGE for Microsoft SQL Server makes important information about 
Microsoft SQL Server available to network management software through the 
SystemEDGE agent and Simple Network Management Protocol (SNMP). It 
can provide information at the system, application, and database leveis. 

AdvantEDGE for Microsoft SQL Server enables you to monitor the health and 
availability of Microsoft SQL Server running on the Windows NT or 
Windows 2000 operating system. It must be installed on every SQL Server 
system that needs to be monitored. For more information, refer to Chapter 2, 
"Installing AdvantEDGE for Microsoft SQL Server." 

NOTE ---------------------------------------------------­
This-document-is-not-int-encled-as-a-rn.-aR-ual-e:A--ftew-t~sta-ll, administer, 
or use Microsoft SQL Server. For assistance, refer to Microsoft 
documentation. 

•'· ; j , I 
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1 INTRODUCTION 
Purpose of AdvantEDGE for Microsoft SQL Seruer 

• • • • • • • • • • • • • • • • • • • • • • 

Purpose of AdvantEDGE for Microsoft SQL Server 
At its best, an instance of Microsoft SQL Server can process queries from 
thousands of concurrent users who connect over a network. It can support 
data warehouses or data rnarts that process cornplex queries required to 
discover trends and analyze criticai factors in enterprise activity. 

Despite advances in the design of database rnanagement systems in the last 
ten years, issues remain that frequently impact the health and availability of 
Microsoft SQL Server. 

These issues include the following: 

• Performance tuning, which involves trade-offs between resources for 
queries and resources for indexing colurnns 

• Table locking, which can prevent users frorn being able to update records 

• Tuning the maxirnum size of transaction logs to ensure that records can 
be updated 

The purpose of AdvantEDGE for Microsoft SQL Server isto provide you with 
the tools and information necessary for monitoring the health and availability 
of Microsoft SQL Server. 

Functionality of AdvantEDGE for Microsoft SQL 
Server 

1-2 

AdvantEDGE for Microsoft SQL Server accomplishes its purpose depending 
on the way it is deployed. It can operate with any SNMP-compliant 
management software such as Concord' s eHealth suite of products, 
AdvantEDGE View, HP Open View, and others. 

Using AdvantEDGE for Microsoft SQL Server 
As a plug-in for the SystemEDGE agent, AdvantEDGE for Microsoft SQL 
Server works to closely managetne MicrosofCSQL Server application. Right 
out-of-the-box, it provides real-time fault detection and is capable of 
correcting problems without human intervention. 

AdvantEDGE for Microsoft SQL Server User Cuide 
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Using AdvantEDGE for Microsoft SQL Server with 
eHealth 

When teamed with the eHealth product suíte, AdvantEDGE for Microsoft 
SQL Server and the SystemEDGE agent provide the historical data for 
long-term trending analysis and capacity planning. 

With eHealth- Application Assessment, you can run At-a-Glance, Trend, 
Top N, and MyHealth reports for the following types of variables: 

• Amount of central processing unit (CPU), memory, and disk space the 
Microsoft SQL Server application is using 

• Size of the Microsoft SQL Server configuration and database logs 

• Transaction log size and percentage of transaction log space used 

• Frequency of hits within Microsoft SQL Server caches 

For more information about the variables that you can monitor and the 
reports that you can run when you integrate AdvantEDGE for Microsoft SQL 
Server with eHealth, refer to the eHealth Web Help. 

Using AdvantEDGE for Microsoft SQL Server with Live 
Health 

In a deployment with Live Health, AdvantEDGE for Microsoft SQL Server 
and the SystemEDGE agent provide the data for real-time detection of faults, 
potential outages, and delays associated with Microsoft SQL Server database 
activity. Unlike other real-time monitoring solutions and network 
management systems, Live Health applies intelligent algorithms to the data, 
resulting in precise assessments of application health and database 
performance. For more information about how Live Health can detect 
brownouts and service delays across applications, systems, and networks, 
refer to the Live Health Web Help. 

'~ 
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Installing AdvantEDGE for 
Microsoft SQL Server 

This chapter explains how to install, configure, and license the AdvantEDGE 
for Microsoft SQL Server Point module. 

NOTE---------------------------------------------------­
For the most current inforrnation about installing AdvantEDGE for 
Microsoft SQL Server, refer to the release notes (relnotes.txt) on the 
installation CD-ROM. 

lnstallation Requirements 
Before you install AdvantEDGE for Microsoft SQL Server, you must first 
install, license, and configure the SystemEDGE agent Release 4.0, Patchlevel3 
or later. For more inforrnation, refer to the SystemEDGE Agent User Guide. 
Also, your system must be running Microsoft SQL Server 7.0 or Microsoft 
SQL Server 2000 on Windows NT 4.0 or later. For more information, refer to 
the Microsoft documentation. 

lnstalling the Software 
AdvantEDGE for Microsoft SQL Server is distributed as a self-extracting 
executable named sqlmod.exe. 

--- ------
To install it: 

1. Locate the SQL Server system that you need to monitor. 

2. Log on to the system as the administrator. 

3. Click Start. 

4. Select Programs ~ Command Prompt. 

blc 10 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT SOL SERVER 
Installing the Software 
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2·2 

5. Insert the CD-ROM containing the Concord software distributions in to the 
CD-ROM drive. 

Windows NT automatically mounts the drive using the CD-ROM drive's 
corresponding drive letter. 

NOTE -------------------------------------------------­
The particular drive letter is specific to your system and depends on 
the number and types of disks attached to your system. 

6. Determine the directory that you want to use as the installation directory 
for AdvantEDGE for Microsoft SQL Server.lf the SystemEDGE agent is 
installed at C:\sysedge, you should use C:\sysedge\plugins. 

7. Run the self-extracting executable by entering the following at the 
comrnand prompt: 

D:\sqlmod\ntx86\sqlmod.exe -dir C:\sysedge\plugins 

where D istheCD-ROMdriveforyoursystem,and c: \sysedge\plugins 
is the installation directory. 

NOTE-------------------------------------------------­
The -dir option is important because it instructs the self-extracting 
executable to recreate the intended subdirectory hierarchy used 
throughout this manual. 

The executable then places the distribution in an sqlmod subdirectory 
within the specified target directory (for example, 
C: \sysedge \plugins \sqlmod). 

NOTE---------------------------------------------------­
You cannot execute sqlmod.exe directly from the CD-ROM. 

AdvantEDGE for Microsoft SQL Server is now installed. 

------- - ---

AdvantEDGEfor Microsoft SQL Server User Cuide 
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AdvantEDGE for Microsoft SOL Server Files 
Table 2-1 describes the files created by the installation process. 

Table 2-1: Files lnstalled by AdvantEDGE for Microsoft SOL Server 

Filename Description 

sqlmod.asnl AdvantEDGE for Microsoft SQL Server :MIB specification 

sqlmod.cf AdvantEDGE for Microsoft SQL Server configuration file 

sqlmod.dll AdvantEDGE for Microsoft SQL Server dynamic link library (DLL) 
for Windows NT and Windows 2000 

sqlmod.pdf AdvantEDGE for Microsoft SQL Server User Guide 

examples AdvantEDGE for Microsoft SQL Server monitoring examples 

relnotes.txt Release notes for AdvantEDGE for Microsoft SQL Server 

Configuring AdvantEDGE for Microsoft SQL Server 
After you install AdvantEDGE for Microsoft SQL Server, you must configure 
the Point module by editing the following files: 

• sysedge.cf 

• sqlmod.d 

Editing the sysedge.cf File 
The SystemEDGE agent uses the configuration file sysedge.cf and the 
sysedge_plugin keyword to specify which AdvantEDGE modules to load at 
system start time. By default, the SystemEDGE agent does not load any 
plug-ins at initialization time, but you can edit the sysedge.cf file to configure 
the agent to load any AdvantEDGE Point modules that you have installed. 
The sysedge.cf fileis located in your system directory (for example, 
C: \ winnt\system32). For more information about the sysedge.cf file, refer to 

---------.-n:e S~t User Guicle. --- ~-- ·~-
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Configuring AdvantEDGE for Microsoft SQL Server 
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To configure the SystemEDGE agent to start AdvantEDGE for Microsoft SQL 
Server at system start time, open the sysedge.cf file for editing; then add the 
following lines: 

# SQL Server 

sysedge_plugin C: \ sysedge\plugins \ sqlmod\ sqlmod.dll 

where C: \sysedge \plugins \sqlmod is the directory in which you installed 
the AdvantEDGE for Microsoft SQL Server files. This command line provides 
the complete pathname to sqlmod.dll, the AdvantEDGE for Microsoft SQL 
Server dynamic link library. 

Editing the sqlmod.cf File 
The sqlmod.cf file describes the AdvantEDGE for Microsoft SQL Server Point 
module configuration. Make sure that this fileis located in the same directory 
as sqlmod.dll (for example, C: \sysedge \plugins \sqlmod). If you are running 
more than one instance of Microsoft SQL Server on your system, edit the 
configuration file to associate the Open Database Connectivity (ODBC) 
connections with the instances that you want to monitor. 

The following is a sample sqlmod.cf file. 

sqlmod 1 "{SQL Server}" SLOWPOKE MSSQLODBC sa password 

sqlmod 2 "{SQL Server}" SLOWPOKE\INSTANCEl ODBCinstancel sa password 

sqlmod 3 "{SQL Server}" SLOWPOKE\INSTANCE2 ODBCinstance2 sa password 

• Position 1: sqlmod. 

• Position 2: The index number uniquely assigned to the instance. 

• Position 3: The name of the driver to connect with Microsoft SQL Server; 
it will usually be "{SQL Server}". The driver name must be enclosed in 
brackets. 

• Position 4: The name of the Microsoft SQL Server to which to connect. 

• Position 5: The name of the ODBC connection. 

---4•~Posffion 6: A--ttser na-:me;-.fur e;xampl-e;~~sa~' would be an appropriate choice 
for a user with a system administrator role. 

• Position 7: An appropriate password. 

NOTE--------------------------------------------------­

The user that you specify in this file does not need to be a system 
administrator and does not need db_owner levei access. 

2-4 AdvantEDGEfor Microsoft SQL Server User Cuide 
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When editing the sqlmod.cf file, follow these guidelines: 

• Enclose an entry in quotation rnarks if it contains a space character. 

• After you modify the sqlmod.cf file, save it and restart the SysternEDGE 
agent. 

• After restarting the SystemEDGE agent, license the module as described 
in "Licensing AdvantEDGE for Microsoft SQL Server" on page 2-6. 

• The user that you specify in sqlmod.cf does not need to have a server role, 
but rnust have at least db_datareader access to the rnaster database. You 
can set up and verify this access from the Enterprise Manager under 
Security -> Logins. 

Creating an ODBC Connection to Microsoft SQL Server 
The systern adrninistrator should set up an ODBC connection to use Microsoft 
SQL Server authentication with a login ID and password. This connection 
stays open after it is established. 

NOTE---------------------------------------------------­

It is irnportant that the usemame assigned for the ODBC connection have 
the proper Microsoft SQL Server access permissions. Failure to do so rnay 
cause SQL Server operation to lock up when attempting the connection. 

To create a new ODBC connection using Microsoft SQL Server 
authentication: 

1. Log on to the system as the adrninistrator. 

2. Click Start. 

3. Select Settings ---) Control Panel. The Control Panel window appears. 

4. Double-click the ODBC Data Sources icon. (In Windows 2000, this is in 
the Administrative Tools folder of the Control Panel window.) The ODBC 
Data Sources Administrator window appears. 

5. Select the User DSN tab (if it is not already seleded.) 

6. Select Add. 

7. Select SOL Server from the list of ODBC drivers and click Finish. The 
Create a New Data Source to SQL Server wizard appears. ----8. Specify a connection name in the Na me field. ROS n ~. ~ J": ·· , 
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9. Optionally, specify a description of the data source in the Description 
field. 

10. Specify the server for the ODBC connection in the Server field. 

11. Select Next. 

12. Select With SQL Server authentication using a login ID and password 
entered by the user. 

13. Select Next. 

14. Select Next to accept the default values. The ODBC Microsoft SQL Server 
Setup window appears. 

15. Select Test Data Source. 

Licensing AdvantEDGE for Microsoft SQL Server 

2-6 

Like the SysternEDGE agent, AdvantEDGE for Microsoft SQL Server utilizes 
a host-based license rnethod. Copies of AdvantEDGE for Microsoft SQL 
Server can run only on systems that possessa valid license key. This license is 
separate from the one used for the SystemEDGE agent. 

The first time that you attempt to start the SystemEDGE agent after installing 
AdvantEDGE for Microsoft SQL Server, the agent displays a message stating 
that it did not find a valid license for AdvantEDGE for Microsoft SQL Server. 
It then provides you with a public key that you can use to generate a 
permanent license key for your host rnachine. 

A license key is made up of four space-separated, 8-character sequences, 
totaling 32 characters. The sysedge.lic file contains the AdvantEDGE for 
Microsoft SQL Server license, as well as the SystemEDGE agent license and 
other AdvantEDGE Point module licenses. For an example of a license file, 
refer to "Sample License File" on page 2-9. 

NOTE ---------------------------------------------------­

If you are using an evaluation copy of AdvantEDGE for Microsoft SQL 
Server, you must request a temporary license that will enable 
AdvantEDGE for Microsofi-sQL Seiver to operate dunng-llie evafuation 
period. 

AdvantEDGE for Microsoft SQL Server User Guide 
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Obtaining a License 
To obtain a license, choose one of the following methods: 

• Run the Concord licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use the AdvantEDGE View licensing procedure; refer to the 
AdvantEDGE View Web Help. 

• Send an e-mail request to license@empire.com. 

• Complete the online license form through the Internet, as described in 
"Generating the License" on page 2-7. 

You can obtain a license at any time from the Concord licensing Web server 
(http: / /license.concord.com). If you use AdvantEDGE View licensing, 
AdvantEDGE View can automatically retrieve and set up licenses for the 
SystemEDGE agent and the plug-ins. For more information, refer to the 
Automating the Licensing of SystemEDGE and AdvantEDGE Point Plugin 
Modules white paper and the SystemEDGE Agent User Cuide. 

Generating the License 
The SystemEDGE setup program generates the licensing information for your 
system. 

To generate a license: 

1. Run the SystemEDGE agent setup command by entering the following at 
the command prompt: 

sysedge\setup -1 

The setup program displays a message similar to the following: 

Sy s t emEDGE Version 4.0 Patchlevel 3 

Copyr ight 2001 by Concord Communications, Inc. 

Please contact Concord Communications, Inc. to obtain a license 

t rrtp---:ttwww:-conco-rct-:-com / suppurt, Email; license@concord. com 

Provide: sysedge neptune NTx86 5 . 0 346561363366bl9c 4 . 0 Patchlevel 3 

2. Complete the Web-based license form for AdvantEDGE for Microsoft SQL 
Server available from Concord's licensing Web server at the following 
URL: 

http:/ /license.concord.com 
ROS 1.' G .· '1 
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NOTE---------------------------------------------------­
You must supply a user name and password to access the license 
form. 

Supply the following information on the form: 

• Customer ID 

• Name 

• E-mail address 

• Software version number (4.0 in the example above) 

• Patchlevel 

• System name (neptune in the example above) 

• Operating system narne (NTx86 in the example above) 

• Version (5.0 in the exarnple above) 

• System identifier (346561363366b19c in the example above) 

NOTE-------------------------------------------------­
When you are licensing AdvantEDGE for Microsoft SQL Server, select 
sqlmod as the product on the licensing form. 

After you submit the license request, the Concord Web server generates a 
license and displays it to your Web browser. It also e-mails the license to 
the contact person in your organization. 

3. Copy the generated license key into the sysedge.lic file in the systern32 
subdirectory (C:\winnt\system32) and save this file. 

NOTE-------------------------------------------------­
The license key is case-sensitive. Copy it exactly as it appears. If 
possible, use your system's cut-and-paste feature instead of entering it 
manually. If you do enter the license key rnanually, ensure that you do 
not confuse characters such as the letters 1 and I and the nurnber 1, or 
the letter O and the nurnber O. 

4. Stop and restart the Windows NT Master agent "I?_y ente~g these 
commands at the command prornpt: 

net stop snmp 

net start snrnp 

AdvantEDGE for Microsoft SQL Server is now licensed and ready to use. r: n( 
f'' i ·-
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Sample License File 
The following is a sample SystemEDGE agent license file. A pound character 
(#) in column 1 indicates that the entire line is a comment. 

# license file for SystemEDGE Agent 

# Empire Technologies, Inc. 

# A Concord Communications Company 

# http: //www.empire . com 

# 

# file /etc/sysedge.lic or %SystemRoot%\system32\sysedge.lic 

# A valid license key has four parts of 8 characters per part 

# parts are separated by space(s) with one license key per 
line 

# sysedge neptune NTx86 5.0 807cblda007cblda 4.0 

e13311d3 OF2a7cbl abC512dc fF8C923a 

# sqlmod neptune NTx86 5.0 807cblda007cblda 1.0 

a7943fde 098a87ij a4kiuf39 afafEkj4 
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Using the AdvantEDGE for 
Microsoft SQL Server MIB 

This chapter outlines the information available from the Concord 
Communications Management Information Base (MIB) for the Microsoft SQL 
Server. The MIB specification (sqlmod.asn1) defines a collection of objects for 
monitoring and rnanaging Microsoft SQL Server. All MIB objects related to 
AdvantEDGE for Microsoft SQL Server exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.8 in the Concord Systems Management MIB. 

This chapter explains the organization and content of the AdvantEDGE for 
Microsoft SQL Server MIB. You must configure the SystemEDGE agent to 
monitor the MIB objects that are relevant to your configuration. For that 
information, refer to Chapter 4, "Using AdvantEDGE for Microsoft SQL 
Server." 

MIB Overview 
The MIB is organized into broad sections for server configuration, footprint, 
and performance. The server configuration section describes MIB objects that 
capture data such as database narnes, database creation dates, database 
status, and database device names, as well as overall server-level activity 
indicators. The footprint section defines MIB objects that convey how rnuch of 
the underlying system' s resources are consurned by Microsoft SQL Server. 
The performance section contains MIB objects that capture data regarding 
lock requests, access rnethods, transaction og achvity, memory rnanagernent, 
SQL statistics, buffer managernent, and cache management. 

SQL Server 2000 supports multiple instances of the sqlserver process. The 
Concord Communications MIB for Microsoft SQL Server was specifically 
designed to handle data from multiple instances. The information set 
contained in this MIB is unique. 

~ Rt' ........ ,..,.~.,..""' 
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The following sections briefly describe the MIB objects. Refer to the 
AdvantEDGE for Microsoft SQL Server MIB Specification (sqlmod.asnl) for a 
list of :MIB objects and their syntax sequences and statuses. 

Configuration Section 
The Configuration section of the AdvantEDGE for Microsoft SQL Server MIB 
contains configuration parameters and settings that are important for 
monitoring the Microsoft SQL Server process and configuring databases. 

Database Description Group 
The Database Description group contains high-level information about the 
Microsoft SQL Server application including the status of the database. 
Table 3-1 describes the Database Description MIB objects. 

Table 3-1: SOL Server Database Description MIB Objects 

MIB Object Description 

sqlmodDBDescinstanceidx SQL Server instance Instanceldx 

sqlmodDBDescVendor Database server vendor 

sqlmodDBDescProdName Product name for the database server 

sqlmodDBDesc Vers SQL Server version 

sqlmodDBDescContact Contact individual or organization 

sqlmodDBDescStatus Number indicating SQL Server status where 
l=initialized, 2=ready, 3=running, 4=standby, 
5=terminated, 6=waiting, 7=transitioning, 
8=unknown 

sqlmodDBDescUptime SQL Server uptime in msec 

sqlmodDBDescisClustered Number indicating SQL Server clustering status 
where l=not clustered, 2=clustered, 

- 3=not determined 

3-2 AdvantEDGEfor Microsoft SQL Server User Cuide 
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SQL Server General lnformation Group 
The SQL Server General Information group contains MIB objects that capture 
basic information about an instance of Microsoft SQL Server and the status of 
this process. Table 3-2 describes the SQL Server General Inforrnation MIB 
objects. 

Table 3-2: SQL Server General lnformation MIB Objects 

MIB Object Description 

sqlmodDBGenProcinstanceldx SQL Server instance Instanceldx 

sqlmodDBGenProcServName Name of SQL Server instance 

sqlmodDBGenProcStartTime Date and time that the SQL Server instance 
started 

sqlmodDBGenProcCompPageRead Number o f physical page reads completed for 
this instance since it started 

sqlmodDBGenProcCompPage Write Number of physical page writes completed 
for this instance since it started 

sqlmodDBGenProcTDSPackRead Number of TDS packets read from network 
for this instance since it started 

sqlmodDBGenProcTDSPackWrite Number of TDS packets written to network 
for this instance since it started 

sqlmodDBGenProcBlkngLocks Total number ofblocking locks for this 
instance 

sqlmodDBGenProcUsersBlkd Number of users blocked by other users for 
this instance 

crr,11 . co "~ '(.- . 
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Advanced Configuration Group 
The Advanced Configuration group contains MIB objects that capture data 
about advanced configuration parameters such as locks, query wait, and 
maximum number of worker threads. Table 3-3 describes the Advanced 
Configuration MIB objects. 

Table 3-3: Advanced Configuration MIB Objects 

MIB Object Description 

sqlmodDBAdvCfginstanceldx SQL Server instance Instanceldx 

sqlmodDBAdvCfgParams SQL Server configuration values (For a list of 
values, refer to the sqlmod.asnl file .) 

sqlmodDBAdvCfgParamName Description of parameter 

sqlmodDBAdvCfgMin Minimum value of parameter 

sqlmodDBAdvCfgMax Maximum value of parameter 

sqlmodDBAdvCfgCfg Configured value for parameter 

sqlmodDBAd vCfgRun Runtime value for parameter 

Databases lnformation Group 
The Databases Information group includes MIB objects that report on total 
database size, transaction log size, and other measures of database 
managernent activity. Table 3-4 describes the Database Information MIB 
objects. 

Table 3-4: Database lnformation MJB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodDBDbaseslnfoinstanceidx SQL Server instance Instanceldx 

sqlmodDBDbasesinfoDBID SQL Server DBID 

.1 dDBD.b~me ~QL Serxer_databaRe..name 
T 

- --

sqlmodDBDbasesinfoState SQL Server database state. (For a list of 
values, refer to the sqlmod.asnl file.) 

sqlmodDBDbasesinfoCreat Database creation date and time 

sqlmodDBDbaseslnfoOwn Database owner 

Database size in KB -. sqlmodDBDbasesinfoSz ,-;;:-_. 
l 
u ~ <.'.( ' '* ~ 
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Table 3-4: Database lnformation MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodDBDbaseslnfoUnalloc Unallocated space in KB 

sqlmodDBDbaseslnfoReserv Reserved space in KB 

sqlmodDBDbaseslnfoUseddata Used data space in KB 

sqlmodDBDbaseslnfoUsedldx Used index space in KB 

sqlmodDBDbaseslnfoUnused Unused space in KB 

sqlmodDBDbaseslnfoLasttranslog Date and time of last transaction log dump 

sqlmodDBDbaseslnfoTranslogsz Transaction log size in KB 

sqlmodDBDbaseslnfoTranslogsp Percent of transaction log space used 

sqlmodDBDbaseslnfoLastfull Date and time of last transaction log full 
backup 

sqlmodDBDbaseslnfoLastdifferential Date and time of last transaction log 
differential backup 

sqlmodDBDbaseslnfoLastfilegroup Date and time of last transaction log 
file/filegroup backup 

Database Options Group 
The Database Options group relates the database ID and database name to a 
database option which has been set. Table 3-5 describes the Database Options 
MIB objects. 

Table 3-5: Database Options MIB Objects 

MIB Object Description 

sqlmodDBDbasesOptlnstanceldx SQL Server instance Instanceldx 

sqlmodDBDbasesOptDBID SQL Server database ID 

sqlmodDBDbasesOptOptiD Option index 

sqlmodDBDbasesOptName Name of SQL Server database to which 
option applies 

sqlmodDBDbasesOptOption Name of the database option which is set 
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Database Devices Group 
The Database Devices group includes MIB objects for device-specific 
information such as device description, device status, and device size. 
Table 3-6 describes the Database Devices MIB objects. 

Table 3-6: Database Devices MIB Objects 

MIB Object Description 

sqlmodDBDbasesDev Instanceldx SQL Server instance Instanceldx 

sqlmodDBDbasesDev Device SQL Server device index 

sqlmodDBDbasesDev Name SQL Server device name 

sqlmodDBDbasesDev PhysName SQL Server device physical name 

sqlmodDBDbasesDevDescrip SQL Server device description 

sqlmodDBDbasesDevStatus SQL Server device status 

sqlmodDBDbasesDevCtrlType SQL Server device controller type 

sqlmodDBDbasesDevSize SQL Server device size 

Footprint Section 

3-6 

The Footprint section of the AdvantEDGE for Microsoft SQL Server MIB 
contains footprint statistics that are important for monitoring the SQL Server 
process and its impact on the system. Long-term trend analysis of footprint 
information is useful for anticipating and avoiding problems dueto resource 
exhaustion. You can also monitor footprint information in real time to detect 
and correct temporary resource exhaustion dueto viruses, security incidents, 
and hardware failures. 
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USING THE ADVANTEDGE FOR MICROSOFT SOL SERVER MIB 

Footprint Section 

•••••••••••••••••••••• 

General Footprint Group 

The General Footprint group contains MIB objects that pertain to the system, 
not just to an instance of SQL Server. Table 3-7 describes the General 
Footprint MIB objects. 

Table 3-7: General Footprint MIB Objects 

MIB Object Description 

sqlmodFootprintT otCPUTime Total CPU time for all SQL Server instances 

sqlmodFootprintTotPercentCPU Total percent of CPU usage for all SQL Server 
instances 

sqlmodFootprintTotMEMSize Total memory usage for all SQL Server 
instances 

sqlmodFootprintTotRSS Total resident set size for all SQL Server 
instances 

sqlmodFootprintTotPercentMEM Total percent of memory usage for all SQL 
Server instances 

sqlmodFootprintTotThreads Total number of threads for all SQL Server 
instances 

sqlmodFootprintTotFaults Total number of page faults for all SQL Server 
instances 

Physical Disk Group 
The Physical Disk group contains MIB objects that describe the physical disks 
in which database files are stored. Table 3-8 describes the Physical Disk MIB 
objects. 

Table 3-8: Physical Disk MIB Objects (Page 1 of 2) 

MIB Object Description 

sglmodFootprintPhysicalDiskldx Number indicating the disk drive 
being monitored where 1 =total, 
2 = drive C, 3 = drive D, 
4 = drive E, 5 = drive F, etc. 

sqlmodFootprintPhysicalDisk Whichdr Name of the disk drive (for 
example, "C", "D") or "Total" 

I CP!,~I • Cün;k ~ I 
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Table 3-8: Physical Disk MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodFootprintPhysicalDiskDisktrans Total disk transfers 

sqlmodFootprintPhysicalDiskCurrdskquelen Current disk queue length 

sqlmodFootprintPhysicalDiskDskbytes Total nurnber of bytes moved 

SQL Server Process Footprint Group 

The SQL Server Process Footprint group contains MIB objects that report the 
impact of the SQL Server process on the CPU and virtual memory. Table 3-9 
describes the SQL Server Process Footprint MIB objects. 

Table 3-9: SOL Server Process Footprint MIB Objects 

MIB Object Description 

sqlmodFootprintProcesslnstanceldx SQL Server Instanceldx 

sqlmodFootprintProcessMEM Percent of real rnemory used by the 
process 

sqlmodFootprintProcessSize Combined size o f the text, data, and stack 
segments in bytes 

sqlmodFootprintProcessRSS Size o f resident set used by the process in 
kilobytes 

sqlmodFootprintProcessTime Accurnulated CPU time used by the 
process in seconds 

sqlmodFootprintProcessThreads Number of threads used by the process 

sqlmodFootprintProcessFaults Number of page faults related to the 
process 

sqlmodFootprintProcessPercentCPU Percent of CPU usage by the process 

-verformance Section 

3-8 

The Performance section of the AdvantEDGE for Microsoft SQL Server MIB 
contains MIB objects that are indicators of the availability and performance of 
the application. This information is necessary for capacity planning and trend 
analysis. 
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Locks Group 
The Locks group contains the MIB objects that indicate the frequency of users 
being prevented from updating records in the database. Table 3-10 describes 
the Locks MIB objects. 

Table 3-10: Locks MIB Objects 

MIB Object Description 

sqlmodLockslnstanceidx SQL Server Instanceldx 

sqlmodLocks Whichlock Number indicating lock type where 1 = extent, 
2 = key, 3 = page,4 = table, 5 = rid, 6 = database, and 
7 = total 

sqlmodLocksA vgwaittime Average wait time (in msec) for lock request 

sqlmodLocksLockreq Nurnber of lock requests 

sqlmodLocksLocktimeouts Number of lock timeouts 

sqlmodLocksLockwaittime Totallock wait time (in msec) 

sqlmodLocksLockwaits Nurnber of lock requests that require a wait 

sqlmodLocksDeadlocks Number of deadlocked lock requests 

Access Methods Group 
The Access Methods group contains MIB objects that reflect the types of 
searching that the SQL Server process performs during execution. Table 3-11 
describes the Access Methods MIB objects. 

Table 3-11: Access Methods MIB Objects (Page 1 of 2) 

MIB Object 

sqlmodAccessMethodslnstanceldx 

sqlmodAccessMethodsExtalloc 

-

sqlmodAccessMethodsFrwdrec 

sqlmodAccessMethodsFullscans 

sqlmodAccessMethodsldxsearch 

Description 

SQL Server Instanceldx 

Number of extents allocated to database 
objects 

Number of records fetched through 
forwarded pointers 

Number of unrestricted full scans 

Number of index searches 

RQS il0 GJ oC'J- '-"; ­
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Table 3-11: Access Methods MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodAccessMethodsPagesplits Number of page splits (overflowing 
index pages) 

sqlmodAccessMethodsPagesalloc Number of pages allocated to database 
objects 

sqlmodAccessMethodsProbescans Number of probe scans 

sqlmodAccessMethodsRangescans Number of range scans 

sqlmodAccessMethodsSkipghostrec Number of ghosted records skipped 

sqlmodAccessMethodsTablelockescl Number of times locks on a table were 
escalated 

sqlmodAccessMethods Worktblcreat Number of worktables created 

Log Management Group 
The Log Management group inclu des MIB objects that rela te instances of the 
database to key indicators of transaction log activity. Table 3-12 describes the 
Log Management MIB objects. 

Table 3-12: Log Management MIB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodDatabasePerflnstanceldx SQL Server Instanceldx 

sqlmodDatabasePerfDBidx SQL Server DBidx 

sqlmodDatabasePerfName Name of SQL Server database ar 
"Total" 

sqlmodDatabasePerfActtrans Number of active transactions 

sqlmodDatabasePerfBulkcopyrows Number of rows bulk copied 

sqlmodDatabasePerfBulkcopythroughput Size o f bulk data copied (in KB) 

sqlmodDatabasePerfDatafilesizes Cumulative SlZe of aataTITes Tln KB) 

sqlmodDatabasePerfLogcachehitratio Percent of reads satisfied from the log 
c ache 

sqlmodDatabasePerfLogfilesize Cumulative size of the transaction log 
files 
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Table 3-12: Log Management MIB Objects (Page 2 of 2) 

MIB Object Oescription 

sqlmodDatabasePerfLogflushes Number of flushes of the transaction 
log 

sqlmodDatabasePerfLoggrowths Number of times that the transaction 
log has expanded 

sqlmodDatabasePerfLogshrinks Number of times that the transaction 
log has shrunk 

sqlmodDatabasePerfLogtruncs Number of times that the transaction 
log has been truncated 

sqlmodDatabasePerfLogutilized Percent of log space used 

sqlmodDatabasePerfShrinkdata Amount of data being moved by 
autoshrink operations (in bytes) 

sqlmodDatabasePeriTrans Number of transactions 

Memory Management Group 
The Memory Management group contains MIB objects that characterize 
management of dynamic memory. Table 3-13 describes the Memory 
Management MIB objects. 

Table 3-13: Memory Management MIB Objects (Page 1 of 2) 

MIB Object Description 

sqlmodMemoryManagerlnstanceldx SQL Server Instanceldx 

sqlmodMemoryManagerConnmem Total dynamic memory used for 
connections 

sqlmodMemoryManagerLockmem Total dynamic memory used for 
locks 

sqlmodMemoryManagerMaxworkspacemem Maximum memory for executing 
- c- - - - - - - - pr.ocesses . 

sqlmodMemoryManagerMemgrantsout Number of processes with a 
workspace memory grant 

sqlmodMemoryManagerMemgrantspend Number of processes awaiting a 
workspace memory grant 

sqlmodMemoryManagerOptmem Total dynamic memory for guery 

optimization J RG ~~ C'" , (ii ·,..;--
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3-12 

Table 3-13: Memory Management MIB Objects (Page 2 of 2) 

MIB Object Description 

sqlmodMemoryManagerSQLcachemem Total dynamic memory for the 
SQL cache 

sqlmodMemoryManagerTargservmem Total dynamic memory that the 
server may consume 

sqlmodMemoryManagerTotservmem Total dynamic memory that the 
server is using 

SQL Statistics Group 
The SQL Statistics group contains the MIB objects that characterize the 
autoparameterizations (comparisons of SQL text to a template as part of 
query optimization) that take place in response to batch Transact-SQL (TSQL) 
requests. Table 3-14 describes the SQL Statistics MIB objects. 

Table 3-14: SOL Statistics MIB Objects 

MIB Object Description 

sqlmodSQLStatisticsinstanceidx SQL Server Instanceldx 

sqlmodSQLStatisticsAutoparamattmpt Total failed, safe, and unsafe 
autoparameterizations 

sqlmodSQLStatisticsBatchreq Number of TSQL batch requests 

sqlmodSQLStatisticsFailedautoparam Number of failed autoparameterizations 

sqlmodSQLStatisticsSafeautoparam Number of safe autoparameterizations 

sqlmodSQLStatisticsSQLComp Number of SQL compilations 

sqlmodSQLStatistics Unsafeautoparam Number of unsafe autoparameterizations 

AdvantEDGE for Microsoft SQL Server User Cuide 
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Buffer Management Group 

The Buffer Management group contains the MIB objects that track statistics 
that are relevant to the efficiency of buffer management. Table 3-15 describes 
the Buffer Management MIB objects. 

Table 3-15: Buffer Management MIB Objects 

MIB Object Description 

sqlmodBufferManager Instanceidx SQL Server Instanceidx 

sqlmodBufferManagerPagereads Number of SQL Server (not total 
system) page reads 

sqlmodBufferManagerCh.kptpages Number of checkpoint pages 

sqlmodBufferManagerPagewrites Number of SQL Server page writes 
(inclusive) 

sqlmodBufferManagerBuffercachehitratio Percent of data being retrieved from 
c ache 

sqlmodBufferManagerLaz WriteFlush Number of pages flushed by 
LazyWriter for this instance since it 
started 

sqlmodBufferManagerPhysRead Number of physical reads by Read 
Ahead Manager for this instance since 
it started 

General Statistics Group 
The General Statistics group contains MIB objects that track the levei of user 
login activity. Table 3-16 describes the General Statistics MIB objects. 

Table 3-16: General Statistics MIB Objects 

MIB Object Description 

sglmodGeneralStatisticsinstanceldx SQL Server Instanceldx 

sqlmodGeneralStatisticsLogins Number of logins 

sqlmodGeneralStatistics Logouts Number of logouts 

sqlmod GeneralStatistics UserConns Number of user connections 

I~'"'"" -r 1 I \\.11J r \.i., L , • " • 
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3-14 

Cache Management Group 
The Cache Managernent group contains MIB objects that are factors in the 
efficiency and effectiveness of cache management. Table 3-17 describes the 
Cache Management MIB objects. 

Table 3-17: Cache Management MIB Objects 

MIB Object Description 

sqlmod CacheManagerlnstanceldx SQL Server Instanceldx 

sqlmodCacheManagerAdhocSQLCachehitratio Percent of data found in cache 
for adhoc SQL queries 

sqlmodCacheManagerAdhocSQLNumobj Number of objects for adhoc 
SQL queries 

sqlmodCacheManagerAdhocSQLNumpages Number of pages for adhoc 
SQL queries 

sqlmodCacheManagerProcplansCachehitratio Percent of data found in c ache 
for procedure plans 

sqlrnodCacheManagerProcplansNumobj Number of objects for 
procedure p lans 

sqlrnod CacheManagerProcplansNumpages N umber o f pages for 
procedure p lans 

sqlrnodCacheManagerTrigplansCachehitratio Percent of data found in cache 
for trigger plans 

sqlrnodCacheManagerTrigplansNurnobj Nurnber of objects for trigger 
plans 

sqlrnodCacheManagerTrigplansNurnpages Number of pages for trigger 
plans 

SqlrnodCacheManagerPrepSQLplansCachehitratio Percent of data found in cache 
for prepared SQL plans 

sqlrnodCacheManagerPrepSQLplansNurnobj Number of objects for 
- - - ·- - -- --- - --- - -p-repared SQL -plans 

sqlrnodCacheManagerPrepSQLplansNumpages Number of pages for prepared 
SQLplans 
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Flat lnformation Group 
The Flat Information group contains MIB objects that are totais across the set 
of databases for each instance of Microsoft SQL Server. Table 3-18 describes 
the Flat Information MIB objects. 

Table 3-18: Flat lnformation MIB Objects 

MIB Object Description 

sqlmodDBDbasesFlatinfoinstanceldx SQL Server instance 

sqlmodDBDbasesFlatinfoANDedState SQL Server database state where 
64=pre-recovery, 128=recovering, 
256=notrecovered,32768=emergency 
mode 

sqlmodDBDbasesFlatinfoSzTotal Database size in kilobytes 

sqlmodDBDbasesFlatinfoUnallocTotal Unallocated space in kilobytes 

sqlmodDBDbasesFlatinfo TranslogszTotal Transaction log size in kilobytes 

sqlmodDBDbasesFlatinfo Translogsp Total Percent of transaction log space used 

sqlmodDBDbasesFlatinfoLasttranslog Date and time of last transaction log 
backup 

sqlmodDBDbasesFlatinfoLastfull Date and time of last transaction log 
full backup 

sqlmodDBDbasesFlatinfoLastdifferential Date and time of last transaction log 
differential backup 

sqlmodDBDbasesFlatinfo Lastfilegroup Date and time of last transaction log 
file I filegroup backup 
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Flat Transaction Performance Group 
The Flat Transaction Performance group contains MIB objects that are totais 
across the set of databases for each instance of Microsoft SQL Server. 
Table 3-19 describes the Flat Transaction Performance MIB objects. 

Table 3-19: Flat lnformation MIB Objects 

MIB Object Description 

sqlmodDatabaseFlatPerflnstanceidx SQL Server instance 

sqlmodDatabaseFlatPerffransTotal Number of total transactions 

sqlmodDatabaseFlatPerfLogcachehitsTotal Total number of log cache hits 

sqlmodDatabaseFlatPerfLogcachemissesTotal Total number of log cache misses 

- - - - ---- - ---- -
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Using AdvantEDGE for Microsoft 

SQL Server 

This chapter describes how to configure and use AdvantEDGE for Microsoft 
SQL Server. After you license this plug-in and enable it in the sysedge.cf file 
(refer to "Configuring AdvantEDGE for Microsoft SQL Server" on page 2-3), 
it willload automatically at SystemEDGE start time. 

This plug-in implements additional MIB objects that provide advanced 
information about the health and availability of Microsoft SQL Server. 
AdvantEDGE for Microsoft SQL Server can operate with any 
SNMP-compliant management software such as Concord's eHealth suite of 
products, AdvantEDGE View, HP Open View, and others. If you are using 
AdvantEDGE for Microsoft SQL Server with eHealth, refer to the eHealth 
Web Help for more information about the reports that you can generate. 

The purpose of this chapter is to illustrate how you can edit the SystemEDGE 
configuration file to utilize the new MIB objects with the process-monitoring, 
threshold-monitoring, and history-collection features of the SystemEDGE 
agent. For more examples of configuration file commands, refer to the 
examples file, which is available in the AdvantEDGE for Microsoft SQL 
Server product installation. 

---------------------------------------------------------------

C" f"" ~ , ... - r r I [\ l; ) I ,.~.' ) -' - -
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Assigning Entry Rows for the SystemEDGE 
Self-Monitoring Tables 

4-2 

All of the SysternEDGE self-rnonitoring tables (for exarnple, Log Monitor 
table, Windows NT Event Monitor table, Process/Service Monitor table, 
Threshold Monitor table, and History table) require the use of unique row 
nurnbers. Each table contains an Index colurnn which acts as a key field to 
distinguish rows in the table. The following sections describe the benefits of 
reserving a block of rows (sornewhere in the range of 11 to the rnaxirnurn 
nurnber of rows in your table) for use by the systern or application 
administra to r. 

Setting Local Policy 
Systern adrninistrators may choose, as a rnatter of local policy, to reserve a 
block of rows for system administration. In compliance with this policy, all 
other users should use row índices that are outside of the reserved range 
when defining user-configured entries. This policy prevents users from using 
rows reserved for system administration. 

Reserving Blocks of Rows 
This policy also allows systern adrninistrators to define a consistent set of 
conditions (row entries) to be rnonitored across ali rnachines such that the 
sarne condition is defined in the same row number on each machine. For 
example, you can use row 3000 in each table to define entries monitoring the 
total number of page faults (sqlmodFootprintGeneralPageFaults) MIB object. 
You can then distribute this configuration to every host so that every machine 
running Microsoft SQL Server uses row 3000 for monitoring the total number 
of page faults, whether it is the Threshold Monitoring table or the History 
table. 

To reserve a block of rows for rnonitoring Microsoft SQL Server: 

1. 

2. 

Identify a block of rows that you want to reserve for use with rnonitoring 
Microsoft SQL Server. 

Use that block of rows to define a set of row entries for each SystemEDGE 
self-monitoring tables. For more inforrnation, refer to the chapter on 
self-rnonitoring in the SystemEDGE Agent User Cuide. 

-~-~--
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3. Distribute the configuration file entries to all hosts that are running 
Microsoft SQL Server and AdvantEDGE for Microsoft SQL Server. For 
more information, refer to the Automating the Deployment of SystemEDGE 
and A dvantEDGE Point Plugin Modules white paper. 

NOTE-----------------------------------------------------­
Alternatively, you can use this row-number assignment policy with 
AdvantEDGE View for group configuration operations. 

4. Require end users to avoid your block of rows when defining their own 
self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
This section provides examples of how to use SystemEDGE 
process-monitoring, threshold-monitoring, and history-collection features to 
monitor the Microsoft SQL Server application. Add these examples to the 
sysedge.cf file to enable monitoring of the MIB objects they specify. Modify 
these examples as necessary to monitor the MIB objects that are relevant for 
your configuration. 

The examples in this section use row numbers in the 5000 range; use a row 
number for your configuration that conforms to local policies. For more 
information on row assignment, refer to "Assigning Entry Rows for the 
SystemEDGE Self-Monitoring Tables" on page 4-2. For moreinformation on 
SystemEDGE process monitoring and service monitoring, refer to the 
SystemEDGE Agent User Cuide. 

NOTE-----------------------------------------------------­
Enter the commands in this section and throughout this chapter as one 
line. Do not use a carriage return to match the formatting shown here. 

Using SystemEDGE Process Monitoring 
This section provides an example of how to use the SystemEDGE agent to 

- monitorfue avaitahrlity of a criticai Microsoft SQL Server process. For more 
information, refer to the chapter on process monitoring in the SystemEDGE 
Agent User Cuide. 

c --·' 
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Monitoring the Microsoft SQL Server Process 

To ensure that Microsoft SQL Server is running, enter the following 
command: 

watch process procAlive 'sqlservr' 5000 OxO 
30 'SQL Server' '' 

This entry instructs the SystemEDGE agent to monitor the run-status ( or 
liveness) o f the Microsoft SQL Server process every 30 seconds and to store 
the data in row 5000 of the Process Monitor table. 

e( Using SystemEDGE Threshold Monitoring 

4-4 

This section provides examples of how to use SystemEDGE 
threshold-monitoring capabilities to monitor important Microsoft SQL Server 
metrics. Add the following commands to the sysedge.cf file to monitor 
thresholds for these MIB objects. For more information on SystemEDGE 
threshold-monitoring, refer to the chapter on threshold monitoring in the 
SystemEDGE Agent User Cuide. 

NOTE-----------------------------------------------------­

The thresholds used in these examples may not be appropriate for your 
system; select thresholds that are appropriate for your environment. 

Monitoring the Status of the SQL Server Process 

To monitor if the SQL Server process has paused, enter the following 
command: 

monitor oid sqlrnodDBDescStatus 5002 OxO 60 absolute = 2 'SQL 
Server has paused' 

This entry instructs the SystemEDGE agent to track the object, 
sqlmodDBDescStatus, and save the data to row 5002 of the agent's monitor 
table. The agent will sample the status of the SQL Server process every 60 
seconds. The sample-type is 'absolute' since the object is an integer. The 

-----eper-ater-type ' =-L-ffistmcts #le-ag-ent to wnd a trap whenever the status of the 
SQL Server process is equal to '2' which is specified in Concord's MIB for 
Microsoft SQL Server as indicating a paused process. 

AdvantEDGE for Microsoft SQL Server User Cuide 
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Monitoring the Number of Blocked Users 

To monitor the number of blocked users, enter the following command: 

monitor oid sqlmodDBGenProcUsersBlkd 5004 Ox O 60 absolute > 

20 'Number of Bl ocked Users e x ceeds threshold' 

Monitoring the Percentage of Log Space Used 

To monitor the percentage of the transaction log that is used, enter the 
following command: 

monitor oid sqlmodDatabasePerfLogutilitzed 5005 OxO 60 
absolute > 85 'Percentage of Transaction Log Utilized 
exceeds threshold' 

Monitoring the Number of Processes Awaiting a Workspace 
Memory Grant 

To monitor the number of processes awaiting a workspace memory grant, 
enter the following command: 

monitor oid sqlmodMemoryManagerMemgrantspend 5006 OxO 60 
absolute > 20 'Number of Processes Awaiting a Workspace 
Memory Grant exceeds threshold' 

Using SystemEDGE History Collection 
This section provides examples of how to use SystemEDGE history collection 
to track the value of important Microsoft SQL Server metrics over time. Add 
the following commands to the sysedge.cf file to collect history for these .MIB 
objects. For more information on SystemEDGE history capabilities, refer to 
the chapter on history collection in the SystemEDGE Agent User Guide. 

NOTE---------------------------------------------------­

The number of samples and the interval between samples used in these 
examples may not be appropriate for your system; select values that are 
appr~riate fory~mr environment. 

RC0 r,',~,, 
: ~~~r.11 . nc3 rY 1 · 
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Collecting Number of Blocked Users History 

To collect history for the number of blocked users, enter the following 
command: 

emphistory 5010 60 sqlmodDBGenProcUsersBlkd 400 'Num Blocked 
Users History' 

This entry instructs the SystemEDGE agent to track the value of the object, 
sqlmodDBGenProcUsersBlkd, and save the data in row 5010 of the 
empireHistoryCtrlTable. The agent will sample the value every 60 seconds 
and store the last 400 samples. 

Collecting Lock Requests Requiring a Wait History 

To collect history for the number of lock requests requiring a wait, enter the 
following command: 

emphistory 5011 60 sqlmodLocksLockwaits 480 'Number of Lock 
Requests Requiring a Wait History' 

Collecting Average Length of Disk Queue History 

To collect history for the average length of the disk queue, enter the following 
command: 

emphistory 5012 60 sqlmodPhysicalDiskAvgdskquelen 480 
'Average Length of Disk Queue History' 

Collecting Number of Database Transactions History 

To collect history for the number of database transactions, enter the following 
cornrnand: 

emphistory 5013 60 sqlDatabasePerfTrans 480 'Number of 
Database Transactions History' 

Collecting Total Amount of Dynamic Memory Used History 

To colled historyror the l:ofal arnount of dynarnic memory used, enter the 
following command: 

emphistory 5014 60 sqlMemoryManagerTotservmem 480 'Total 
Amount of Dynamic Memory Used History' 

AdvantEDGE for Microsoft SQL Server User Cuide 
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About This Guide 

The AdvantEDCE for Microsoft Exchange User Cuide provides instructions for 
installing and using AdvantEDGE for Microsoft Exchange for Windows NT 
x86 and Windows 2000 systems. 

NOTE--------------------------------------------­
AdvantEDGE for Microsoft Exchange supports Exchange 5.5 and 
Exchange 2000. 

This guide is intended for the person responsible for installing and 
configuring AdvantEDGE for Microsoft Exchange. This version supports 
AdvantEDGE for Microsoft Exchange Release 1.1 or later, and the 
SystemEDGE Agent Release 4.0, Patchlevel3 and later. 

To use AdvantEDGE for Microsoft Exchange, you should be familiar with the 
Microsoft Exchange application and the Concord SystemEDGE agent. Refer 
to Microsoft documentation and the SystemEDCE Agent User Cuide for more 
information. 

NOTE--------------------------------------------­
Unless otherwise specified, the content of this guide applies to 
both Exchange 5.5 and Exchange 2000. In areas where there are 
differences, this guide specifies to which version the content applies. 

How This Guide ls Organized 
-------------------=-Th=is=--<guide is organized as follows: 

• Chapter 1, "Introduction," provides an overview of AdvantEDGE for 
Microsoft Exchange and its features. 

• Chapter 2, "Installing AdvantEDGE for Microsoft Exchange," explains 
how to install, configure, and license the AdvantEDGE for Microsoft 
Exchange software on a host system. 

~f"'·~ ,, r,, 0 11 L - v -
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• Chapter 3, "Using the AdvantEDGE for Microsoft Exchange MIB," 
describes the information that is available through the AdvantEDGE for 
Microsoft Exchange MIB. 

• Chapter 4, "Using AdvantEDGE for Microsoft Exchange," explains how 
to configure and use AdvantEDGE for Microsoft Exchange in your host 
environment. · 

Conventions Used in This Guide 
This section describes conventions used in this guide. 

System Root Text Convention 

This guide uses the system root text convention that is used by Microsoft to 
denote the Windows NT root directory: 

%SystemRoot%\system32\ 

where %SystemRoot% is C: \winnt for Windows NT 4.0 and Windows 
2000. 

Conventions for Commands 

The following paragraph shows a sample command. Due to space limitations 
in this guide, some commands wrap from one line to the next. Disregard 
these line breaks, and enter each cornrnand as one line. Otherwise, your 
command syntax will be incorrect. For example, when you see a command 
such as the following: 

watch process procAlive 'emsmtajEMSMTA' 5000 OxO 30 
'Exchange MTA' '' 

You must enter the command on one line, as shown here: 

wa tch process procAlive 'emsmtaiEMSMTA' 5000 OxO 30 'Exchange MTA' 

AdvantEDGE for Microsoft Exchange User Cuide 0312 

Õoc: 

.. ----~- ~ 



~ ;;) 
ABOUT THIS GUIO E 

• • • • • • • • • • • • • • • • • • • • • • 

Contact lnformation 
If you need any assistance with the SystemEDGE agent or the AdvantEDGE 
for Microsoft Exchange Point module, contact Customer Support, using one 
of the following methods: 

Phone: (888) 832-4340 (for calls from the USA and Canada) 
(508) 303-4300 (for calls from other conntries) 

Fax: (508) 303-4343 

E-mail: 

Web site: 

Licensing: 

------------------------

support@concord.com 

http:/ /www.concord.com 

http:/ /license.concord.com 

~;-,~ . ·---
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Introduction 

This chapter provides an overview of the AdvantEDGE Point module for 
Microsoft Exchange and of the Microsoft Exchange architecture. 

NOTE -----------------------------------------------------­
Unless otherwise stated, the terrn Exchange, as used throughout this guide 
and the Managernent Inforrnation Base (MIB) specification, refers to the 
Microsoft Exchange application in its entirety, which encampasses ali the 
core services, connectors, and optional components. 

Features of AdvantEDGE for Microsoft Exchange 
AdvantEDGE for Microsoft Exchange is a plug-in for the SystemEDGE agent. 
It enables information technology (IT) operators to monitor the performance 
and availability of Microsoft Exchange. Microsoft Exchange is a groupware 
application that enables communication and collaborative work. At its coreis 
an e-rnail routing, distribution, and storage facility. Exchange serves as the 
e-rnail backbone for many corporations. Therefore, monitoring its health and 
availability is crucial to ensuring the smooth functioning of today's corporate 
inforrnation infrastructure. 

The AdvantEDGE for Microsoft Exchange Point module makes irnportant 
inforrnation about Microsoft Exchange available to management software 
through the SystemEDGE agent and Simple Network Management Protocol 
(SNMP). The SystemEDGE agent's self-monitoring capabilities enable the 
rnonitoring of irnportant Exchange metrics, processes, and services, as well as 

---the sencling-of SNMP-traps wheR-ex-eeptionsm-ex-c--eption conditions occur. 

This release of AdvantEDGE for Microsoft Exchange supports Exchange 5.5 
and Exchange 2000. 

NOTE---------------------------------------------------­
This document does not explain how to install, administer, or use 
Microsoft Exchange. For help with Microsoft Exchange,=refer to _y:_o_u_r ____ c 

Microsoft documentation. I W7C: r;r Oji, ~---.C . 
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Microsoft Exchange Architecture 

1-2 

Microsoft Exchange is a complex piece of software containing many 
components. At the core of Microsoft Exchange are the following services: 

• Mail transfer agent (MTA), which is responsible for routing e-mail 
messages to and from users. 

• Directory service (DS), which maintains information about recipients, 
mailboxes, public and priva te folders, mailing lists, and other distribution 
lists (Exchange 5.5 only; Exchange 2000 uses Active Directory). 

• Information store (IS), which serves as the repository of all messages on 
the Exchange server, and is composed of private and public areas. 

• Systern attendant, which maintains the Exchange application's database 
and directory integrity, and on which all other Exchange services depend. 

• Connectors, which transfer messages between sites, organizations, and 
non-native Exchange e-mail formats (for example, Internet, Lotus Notes, 
and Microsoft Mail). Several connectors are available from Microsoft and 
frorn third parties. 

• Internet Information Services (IIS), which provides SMTP, IMAP, and 
POP services for Exchange 2000. 

Figure 1-1 shows the relationships between the components of Microsoft 
Exchange 5.5. The architecture of Exchange 2000 is similar. 

Figure 1-1: Microsoft Exchange 5.5 Architecture 
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INTRODUCTJON 
Using AdvantEDGE for Microsoft Exchange 

•••••••••••••••••••••• 

Because Microsoft Exchange is a complex application, monitoring Exchange 
is more complex than ensuring that a single process or Windows NT service 
is up and running. The many components that make up Exchange can 
function properly only through the availability of a variety of configuration 
parameters, settings, processes, Windows NT services, queues, and system 
resources. 

Using AdvantEDGE for Microsoft Exchange 
AdvantEDGE for Microsoft Exchange can provide you with the tools and 
information that you need to monitor the health and availability of your 
Exchange server. It works with the SystemEDGE agent to closely manage 
the Microsoft Exchange application, providing real-time fault detection and 
automatically correcting problems, if necessary. You can use AdvantEDGE 
for Microsoft Exchange with any SNMP-compliant management software, 
including Concord's eHealth suíte of products, AdvantEDGE View, HP 
Open View, and others. 

You can use this plug-in with the SystemEDGE agent to perform the 
following tasks: 

• Detect failed Exchange services (such as the lnformation Store or Message 
Transfer Agent) and restart them automatically. 

• Alert an administrator when message queues become dangerously large, 
indicating potential security violations through SystemEDGE intelligent 
self-monitoring. 

• Watch for lnformation Stores and disk partitions that are nearing 
capacity. 

• Automatically delete temporary files when a threshold is reached to free 
up disk space and ensure continuous availability and performance. 

• Detect types of Windows NT Events and forward them as SNMP traps to 
your network management system (NMS). 
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Using AdvantEDGE for Microsoft Exchange 
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1-4 

Using AdvantEDGE for Microsoft Exchange with eHealth 
You can use AdvantEDGE for Microsoft Exchange and the SystemEDGE 
agent with the eHealth product suite to provide the historical data for 
long-term trending analysis and capacity planning. With eHealth­
Application Assessment, you can run At-a-Glance, Trend, Top N, or 
MyHealth reports for the following types of variables: 

• Amount of Central Processing Unit (CPU), total memory, and disk space 
that the Exchange application is using 

• Size of the MTA and DS logs (Exchange 5.5 only) 

• Amount of data, and number and type (public or private) of messages 
being processed by the MTA service 

• Number of messages waiting to be processed by the MTA service 

• Number of users 

• SMTP traffic 

For more information about the variables that you can monitor and reports 
you can run when you integrate AdvantEDGE for Microsoft Exchange with 
eHealth, refer to the eHealth Web Help. 

Using AdvantEDGE for Microsoft Exchange with 
Live Health 

You can also use AdvantEDGE for Microsoft Exchange and the SystemEDGE 
agent with Live Health for real-time detection of potential problems. Live 
Health applies intelligent algorithms to the data, resulting in precise 
assessments of application health and performance. For more information 
about how Live Health can detect "brownouts" and service delays across 
applications, systems, and networks, refer to the Live Health Web Help. 

--- - - - -
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Installing AdvantEDGE for 
Microsoft Exchange 

This chapter explains how to install, configure, and license AdvantEDGE for 
Microsoft Exchange. 

lnstallation Requirements 
Before you install AdvantEDGE for Microsoft Exchange, you must first 
install, license, and configure the SystemEDGE agent Release 4.0, Patchlevel3 
or later. Refer to the SystemEDGE Agent User Guide for more information. 
Also, you must be running Windows NT 4.0 or Windows 2000. For more 
information, refer to your Microsoft documentation. 

lnstalling the Software 
AdvantEDGE for Microsoft Exchange is distributed as a self-extracting 
executable named xchgmod.exe. 

Follow these steps to install AdvantEDGE for Microsoft Exchange: 

1. Log on to the Windows NT system as administrator. 

2. Click Start. 

3. Select Programs ~ Command Prompt. 
-

4. Insert the CD containing the Concord software distributions into the 
CD-ROM drive. 

Windows NT or Windows 2000 automatically mounts the drive using the 
CD-ROM drive's corresponding drive letter. The particular drive letter is 
specific to your system and depends on the number and types of disks 
attached to your system. 

c. .1 - c.J . -· , 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
AdvantEDGE for Microsoft Exchange Files 

• • • • • • • • • • • • • • • • • • • • • • 

5. Determine which directory you want to use as the installation directory 
for AdvantEDGE for Microsoft Exchange. lf the SystemEDGE agent is 
installed in C: \sysedge, the recommended installation directory is 
C: \sysedge \plugins. 

6. Run the self-extracting executable by entering the following at the 
command prompt, where D: is the CD-ROM drive for your system, and 
C: sysedge \pl ugins is the installation directory: 

D:\xchgmod\ntx86\xchgmod.exe -dir C:\sysedge\plugins 

The -dir option instructs the self-extracting executable to create the 
intended subdirectory hierarchy that is described throughout this 
guide. It then places the distribution in an xchgmod subdirectory within 
the specified target directory (for example, C: \sysedge \plugins). 

NOTE-----------------------------------------------------­

You cannot run xchgmod.exe directly from the CD-ROM. 

AdvantEDGE for Microsoft Exchange is now installed. 

AdvantEDGE for Microsoft Exchange Files 

~ 

2-2 

Table 2-1 describes the files that are installed during the AdvantEDGE for 
Microsoft Exchange installation. 

Table 2-1: Files lnstalled by AdvantEDGE for Microsoft Exchange 

File Name Description 

xchgmod.dll AdvantEDGE for Microsoft Exchange dynamic link library (DLL) 
module for Windows NT and Windows 2000 

xchgmod.pdf AdvantEDGE for Microsoft Exchange User Guide 

xchgmod.asnl AdvantEDGE for Microsoft Exchange MIB specification 

examples AdvantEDGE for Microsoft Exchange monitoring examples 

relnotes.txt Release notes for AdvantEDGE for Microsoft Exchange 

,.. ,-, ' 
,I"' .. .I -
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INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
Configuring AdvantEDGE for Microsoft Exchange 

• • • • • • • • • • • • • • • • • • • • • • 

Configuring AdvantEDGE for Microsoft Exchange 
The SystemEDGE agent reads the configuration file sysedge.cf and uses the 
sysedge_plugin keyword to specify which AdvantEDGE Point modules to load 
at system initialization. By default, the SystemEDGE agent does not load any 
plug-ins at initialization time, but you can configure the agent to load any 
AdvantEDGE Point modules that you have installed by editing the sysedge.cf 
file as follows. 

To configure the SystemEDGE agent to start AdvantEDGE for Microsoft 
Exchange, provide the complete path name to xchgmod.dll, the AdvantEDGE 
for Microsoft Exchange DLL. The actual path depends on the location you 
selected when installing AdvantEDGE for Microsoft Exchange files. For 
example, enter this command if you installed the files in the 
C: \sysedge \plugins \xchgmod directory: 

sysedge_plugin C:\sysedge\plugins\xchgmod\xchgmod.dll 

For more information about the sysedge.cf file, refer to the SystemEDGE Agent 
User Guide. 

Licensing AdvantEDGE for Microsoft Exchange 
Like the SystemEDGE agent, AdvantEDGE for Microsoft Exchange utilizes a 
host-based license rnethod. Copies of AdvantEDGE for Microsoft Exchange 
can run only on systems that possessa valid license key. This license is 
separate from the one used for the SysternEDGE agent. 

The first time that you attempt to start the SystemEDGE agent after installing 
AdvantEDGE for Microsoft Exchange, the agent displays a message that says 
that a valid license was not found for AdvantEDGE for Microsoft Exchange. It 
then provides you with a public key that is used to generate a permanent 
license key for your host machine. 

A license key is made up of four space-separated, 8-character sequences, 
_________ t,_,o'-'-ta=l=in,_,.g 32 characters. The AdvantEDGE for Microsoft Exchange lic<:nse is 

stored in the sysedge.lic file, the same file that is used for SystemEDGE agent 
licenses. Refer to the sample license file on page 2-6. 

()'~-c 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
Licensing AdvantEDGE for Microsoft Exchange 

• • • • • • • • • • • • • • • • • • • • • • 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use the AdvantEDGE View licensing procedure, which is based on SNMP 
traps. For more information, refer to the AdvantEDGE View Web Help. 

• Send an e-mail request to license@concord.com and place the returned 
license key in the appropriate license file. 

NOTE-----------------------------------------------------­

Always include the Customer ID and user name in license requests 
that you send through e-mail. 

• Complete the online license form through the Internet, as described in the 
next section, "Generating the License". 

For more information about licensing, refer to the SystemEDGE Agent User 
Guide and the Automating the Licensing of SystemEDGE and AdvantEDGE Point 
Plug-in Modules white paper. 

NOTE-----------------------------------------------------­
If you are using an evaluation copy of AdvantEDGE for Microsoft 
Exchange, you must request a temporary license that will enable it to 
operate during the evaluation period. 

Generating the License 

This section describes how to generate the license using the Web-based 
license form. For Windows NT and Windows 2000, the setup program 
generates the licensing information for your system. 

1. Run the SystemEDGE agent setup command to request licensing 
information by entering the following at the command prompt: 

--------------syseEl§'~-s-e-&tl-1?- -± ---- - -- --- -- -- -- ----- -

The setup program displays a message similar to the following: 

SysternEDGE Version 4 . 0 Patchlevel 3 

Copyright 2001 by Concord Cornrnunications, Inc. 

Please contact Concord Cornrnunications, Inc. to obtain a license 

http: //www.concord.com / support, Ernail: license@concord.corn 
,......, ('\, ,..., r " J - ,..... I 

Provi de th i s: s ysedge neptune NTx86 4 . 0 346561363366bl9c 4.0 Patqh'l'eveh §C' ,:1-~,.;~ 
• (., ,;1 • o ' .... .., 
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INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
Licensing AdvantEDG E for Microsoft Exchange 

•••••••••••••••••••••• 

2. Fill ou t the online Web-based license form that is available from Concord' s 
licensing Web server at the following URL: 

http: // license.concord.com 

NOTE-------------------------------------------------­
You must supply a user name and password to access the license 
form. 

The license form asks you to supply the following information: 

• Customer ID 

• Name 

• E-mail address 

• Software version number (4.0 in the example above) 

• Patchlevel (3 in the example above) 

• System name (neptune in the example above) 

• Operating system name (NTx86 in the example above) 

• Version (4.0 in the example above) 

• System identifier (346561363366b19c in the example above) 

NOTE------------------------------------------------­
When you are licensing AdvantEDGE for Microsoft Exchange, select 
xchgmod as the product on the licensing form. 

After you submit the license request, the Concord Web server generates a 
license and displays it to your Web browser. It also e-mails the license to 
the contact person in your organization. 

3. Copy the generated license key into the sysedge.lic file in the 
system32 subdirectory (for example, C:\winnt\system32), and then save 
the file. 

The license key is case sensitive. Copy it exactly as it appears. If possible, 
use your system' s cut-and-paste facility instead o f typing it by hand. If you 
are entering the license key by hand, be careful not to confuse characters 
such as the letters I and I and the number 1, or the letter Oanatne 
number O. 

4. Stop and restart the Windows NT Master agent by entering these 
commands at the command prompt: 

net stop snmp 

net start snmp k::, 
1 ci;·~ •. ~ 
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2 INSTALLING ADVANTEDGE FOR MICROSOFT EXCHANGE 
Licensing AdvantEDGE for Microsoft Exchange 

• • • • • • • • • • • • • • • • • • • • • • 

The AdvantEDGE for Microsoft Exchange Point moduleis now licensed and 
ready to use. 

Sample License File 

The following is a sample SysternEDGE agent license file. A pound character 
(#)in colurnn 1 indicates that the entire line is a comment. 

# license file for SystemEDGE Agent 

# Empire Technologies, Inc. 

# A Concord Communications Cornpany 

# http: //www.concord.corn 

# 

# file / etc / sysedge.lic or %SystemRoot%\systern32\sysedge.lic 

# A valid license key has four parts of 8 characters per part 

# parts are separated by space(s) with one license key per line 

# sysedge jupiter NTx86 4.0 807cblda007cblda 4.0 

e13311d3 OF2a7cbl abC512dc fFBC923a 

# xchgmod jupiter NTx86 4.0 807cblda007cblda 4.0 

a7943fde 098a87ij a4kiuf39 afafEkj4 

2-6 AdvantEDGE for Microsoft Exchange User Cuide 

pc:::.r c,. · --r -
· , 1 P, • I • Cl; ... 

0323 
Fls. N° ___ _ 



11 
I I 

I I 1\ 3 I I I \ 
I I \ 

·---------J I ~----------
1 I 

I I 
I I 
11 

Using the AdvantEDGE for 
Microsoft Exchange MIB 

This chapter outlines the organization and content of the Concord 
Cornmunications MIB for Microsoft Exchange. The MIB specification 
(xchgmod.asnl) defines a collection of objects for monitoring and managing 
Microsoft Exchange. Y ou must configure the SystemEDGE agent to monitor 
the MIB objects that are relevant for your configuration. For more 
information, refer to Chapter 4, "Using AdvantEDGE for Microsoft 
Exchange." 

Figure 3-1 shows the organization of the AdvantEDGE for Microsoft 
Exchange MIB. 

Figure 3-1: AdvantEDGE for Microsoft Exchange MIB 

The MIB is organized into broad sections for configuration and performance. 
Within those broad sections are subsections for connector configuration and 
performance, and for c-ore-server configuration ãil.d-performance. Within the 
performance section, a footprint section defines MIB objects that convey how 
much o f the underlying system' s resources are consumed by the Microsoft 
Exchange application. 
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3 USING THE ADV ANTEDGE FOR MICROSOFT EXCHANGE MIB 
Conftguration Section 

• • • • • • • • • • • • • • • • • • • • • • 

The following sections define important MIB objects from the Exchange MIBO 
This chapter defines all sections of the AdvantEDGE for Microsoft Exchange 
MIB, but it does not define ali of the MIB objectso For a complete list of WB 
objects, refer to the AdvantEDGE for Microsoft Exchange WB Specification 
(xchgmodoasnl) o 

NOTE-----------------------------------------------------­

Unless otherwise noted, these WB objects are supported for both 
Exchange 5.5 and Exchange 20000 

l(_~onfiguration Section 

3-2 

The Configuration section of the AdvantEDGE for Microsoft Exchange WB 
contains configuration parameters and settings that are important for 
streamlining the health and performance of your Exchange servero It also 
includes configuration information about core servers and connectorso 

Server Configuration 
The server configuration MIB group contains configuration parameters, 
process identifiers (IDs), and version and build numbers, as well as log and 
database locationso Table 3-1 defines important Server Configuration 
parameterso 

Table 3-1: Selected MIB Objects- Exchange Server Configuration Group 
(Page 1 of 2) 

MIB Object Description 

xchg Version Exchange versiono 

xchgBuildNumber Exchange build numbero 

xchginstallLocation Location where Exchange is installedo 

xchgStore Buffers Number of Exchange storage buffers configuredo 
(Exchange 5.5 only) 

xchgMinStoreThreads Minimum number of information store (IS) threadso 
(Exchange 5.5 only) 

xchgMaxStoreThreads Maximum number of IS threadso (Exchange 5.5 only) 

xchgPubStoreFile Filename of the public ISO 

xchgPri vStoreFile Filename of the private ISO 

·' f 
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USING THE ADVANTEDGE FOR MICROSOFT EXCHANGE MIB 
Configuration Section 

• • • • • • • • • • • • • • • • • • • • • • 

Table 3-1: Selected MIB Objects- Exchange Server Configuration Group 
(Page 2 of 2) 

MIB Object Description 

xchgiSW orkDir IS working directory. 

xchgMT ARunDir Mail Transfer Agent (MTA) run directory where 
temporary and working files are stored. 

xchgMT ADBPath Directory containing the MTA database file(s). 

xchgDSDBFile Directory database filename. (Exchange 5.5 only) 

xchgDSWorkDir Exchange working directory where temporary and 
working files are stored. (Exchange 5.5 only) 

xchgSApid Process ID of the Exchange system attendant. 

xchgiSpid Process ID of the Exchange information store. 

xchgMTApid Process ID o f the Exchange MT A. 

xchgDSpid Process ID of the Exchange Directory. 

xchgCoreiiSPID Process ID of the core TIS service, which provides SMTP, 
IMAP4, POP3, NNTP, and the core message routing 
engine. (Exchange 2000 onl y) 

Figure 3-2 shows an example of an AdvantEDGE View core server status for 
Microsoft Exchange 5.5. 

L1!nWi 
!~!~~:~t.?< .:·:·:· :·:·:·:·::· ·:· :·:·:· ::J9.P..·· :· · :···::· ·:· ·····::.:-.r~·~:~:·:·····:· ··::·.:.-:::·_·_::.·.:::-.. · ····_:··_:JFri""1un··o~fõ"6.:-2I:-J~f2"õo6 
Component Process ID Start-Tilne 

iMT A jUp j300 Jun 09 06:22:45 2000 
l"íniõ"li1úi:tion···si0i~ê· jüp··· · ·····-······· · · ·· ··· r:i9·s···································"··•"••oo• . Jun 09 06:22:39 2000 
fsysiem· · ·xiieil(fã.ni.[ü}J······ · ··········· ······ · · l2"3-~f··· · ··· ····· · ··· · · · · · .. ······················· !'Fi{llin .. "õ~fó6·:-2·2":39· · ·2o"óú· : 

Figure 3-2: Core Server Listing for Exchange 5.5 
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3 USING THE ADV ANTEDGE FOR MICROSOFT EXCHANGE MIB 
Conftguration Section 

•••••••••••••••••••••• 

Figure 3-3 shows an example of an AdvantEDGE View core server status for 
Microsoft Exchange 2000. 

·C•mponent Start-Time 

jMTA W l176_o_ jsat Febl7 17:02:47 200 1 
Jrnformation Stor~ iUP - :jl636-- - ls;t Feb l7 17· ;02 ~Jl._2ÓÕ-1 
/system Attendant:w-[1176 Jsat Feb 17 17:02:312001 

!core ns ,jup flws 'jsat Feb1717:02:31 2001 

Figure 3-3: Core Server Listing for Exchange 2000 

Connector Configuration 
The Connector Configuration MIB group contains the configuration 
parameters, process IDs, and installation status of the various Exchange 
connectors. Table 3-2 defines important Connector Configuration parameters. 

Table 3-2: Selected MIB Objects- Exchange Connector Configuration Group 
(Page 1 of 2) 

MIB Object Description 

xchgMMCinstalled Indicates whether MS Mail connector is installed. 

xchgMMCpid Provides the process ID of the MS Mail connector. 

xchgCCMCinstalled Indicates whether Lotus cc:Mail connector is installed. 

xchgCCMCpid Provides the process ID of the cc:Mail connector. 

xchgiMSinstalled Indicates whether the Internet Mail connector is installed. 
On Exchange 2000, this object indicates whether the 
IIS/SMTP service is installed. 

xchgiMSpid Provides the process ID of the Internet Mail connector. 
On Exchange 2000, this object reports the PID of the 
IIS/SMTP service. 

xchgKMSinstalled Indicates whether Key Management Service connector is 
installed. 

xchgKMSpid Provides the process ID of the Key Management Service 
connector. 
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Configuration Section 

• • • • • • • • • • • • • • • • • • • • • • 

Table 3-2: Selected MIB Objects - Exchange Connector Configuration Group 
(Page 2 of 2) 

MIB Object 

xchgNEWSinstalled 

xchgNEWSpid 

xchgiMAP4Installed 

xchgPOP3Installed 

xchgRouteinstalled 

xchgSRSinstalled 

xchgSRSPID 

Description 

Indicates whether the Microsoft Exchange 
USENET /News connector is installed. On Exchange 
2000, this object reports on whether the IIS/NNTP service 
is installed. 

Provides the process ID of the USENET /News connector. 
On Exchange 2000, this object reports the PID of the 
IIS/NNTP service. 

Indicates whether the Exchange 2000 IIS/IMAP 4 service 
is installed. (Exchange 2000 only) 

Indicates whether the Exchange 2000 IIS /POP3 service is 
installed. (Exchange 2000 only) 

Indicates whether the Exchange 2000 IIS/RoutingEngine 
service is installed. (Exchange 2000 only) 

Indicates whether the Exchange 2000 Site Replication 
Service is installed. SRS enables Exchange 2000 to 
emulate Exchange 5.5 directory services. (Exchange 2000 
only) 

Provides the process ID of the Exchange 2000 Si te 
Replication Service. 
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3 USING THE ADVANTEDGE FOR MICROSOFT EXCHANGE MIB 
Configuration Section 

• • • • • • • • • • • • • • • • • • • • • • 

Figure 3-4 shows an example of an AdvantEDGE View connector 
configuration status for Microsoft Exchange 5.5. 

. - Connector Installed Running ProcessiD iiVfs ... rvt.aii ...................... ........................................ rve;; ...................................... li~iü ........................................ fcf ............................... ..... .... .. .. ..... .. 
~· ·· · ....... . . .. . ... . . . ....... . . . . . .... . . ........................ ....... ....... ......... ... ... :············ ·················· ·· ······· ··· ······· · · !"'''''' '"'''''''''''' ''' ' ' ''' ' ''''''' ' ' ''' ' ' '' ' ' : ·· .. ••·•••••••···• ·•••••••· ·•• ···••··· ·•••• · ••· ···· ··•••••· 

iMS Mail (AppleTalk) jNo iNo !O 
:· ···· · · · · ······· · · · ·· ·· ~··· ······· · · · · · · · · ·· ··· · ···"'' ''' '''''' '''' ' ' ''' '' ' ''' '' ' ''''' ' '''''' :····:;···· ·················· ··············· .. ····· :··············· .. ·····························"'"["''' ""''"""'""''"''' '"""'""' """"""""' 

:cc:Mail f'l es !No :o fhúeriler.M:aifs·erv'lce .............. ,ves ...................................... lVe;;·· .................................... 14'3'2 ............................................. . 
x·4oô ......................................................................... ... fNo ........................................ i'f~iü ........................... .. ........... l6' .................................................... . 
'sit:e ...... ....... ............................................................. .... !'f~iü ........... .. ........................... rNo ................ .. .. .................... ,o ...... .. .......... .... ................................ . 
rifA's ......................................................................... fNo ...................................... 1i~iü ...... .... .............................. ro ..................................................... . 
-weh ............................................................................ 1N·o ........................................ fNo ....................................... i{niiiff ................................... . 
'sche<tiife .. Fr·ee;·sii·sr······· .............. fYes ...................................... l't\iü ........................................ ro······ .. ...... .. .................................... .. 
rkey .. M·a·n-ãsem.eni .. s.eiV.er.lN.o ........................................ fNo ........................................ ló' .................................................... .. 
j'üs·E·r::iE·r··News ...................................... INo ........................................ lN.o ........................................ [ó ........................................... .... ...... . 

Figure 3-4: Exchange 5.5 Connector Configuration Listing 
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Performance 
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Figure 3-5 shows an example of an AdvantEDGE View connector 
configuration status for Microsoft Exchange 2000. 

Connedor Start-Time itffiH!ifi CBIIQMM i·' r================= r================= 
/MS Mail jf\Jo '~lo 
[Ms Mail (App[eTalk) INo ~,......lo--
Jcc :Mail _ J f\}~ JNo _lo __ c-:-_--'-_--'-_-'---_-__ - __ -

JrnternetMail or s~ Service jYe:~ Jv~s__ [1_108, . _lsat~e.b 17 _ 1 ~:9_2:312001 

~~~~~ __________ ____ -·-~~ - ·: J~~~- -~ -.t~~s ___ ~jJ~z~_o _.~_-j_ .:~~ -- :~~=- --~~~--~-: .. :· ~---- __ -
_ /RA~- - . . ____ _ _ ... _ . _ . - ~~~ - --~ ~~---- _ JQ .. ···-- -·-- ···-----------···---------·-· --- --··- j 

jschedule Free/Busy ~~~o ~lo -

/Key ManagementServer ~--~~~-- ·;...o-____:'-=--'=--------'--"---l 

iusENET News Jves jves j_110~ _ Feb 17 17:02:31 2001 - - -· . -
lrRc chat JNo ~~~[o 
IMs conferencing !No :JNo r-lo---"'--' 

IL~~s. f\Jotes __ jNo _; J~o __ Jg ___ : · _j:c-____ -~----~ 
:Jç;roupWise [No [f\J_o · r-io~_ --=--- .....;·:.....:;;...--=---::.........::___;___;=---;:____:__ 
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Figure 3-5: Exchange 2000 Connector Configuration Listing 

Performance 
The Performance section of the Exchange MIB contains performance data that 

______ !~ !l~c~~sary for c~aci_ty _E_lanning a~? trend analy sis, as well as real-time 
performance and availability monitoring. The Performance group is divided 
into several subgroups for footprint data (page 3-8), server performance 
(page 3-10), and connector performance (page 3-11). 
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Exchange Footprint 
The Exchange Footprint group provides information about the Exchange 
CPU, memory, and disk resource consumption, more commonly called its 
footprint. Long-term trending analysis of footprint information is useful for 
anticipating and avoiding email problems due to resource exhaustion. 
Footprint information can also be monitored in real time to detect and correct 
temporary resource exhaustion due to viroses, security incidents, and 
hardware failures. Table 3-3 defines important Footprint metrics. 

Table 3-3: Selected MIB Objects- Exchange Footprint Group 

MIB Object Description 

xchgCPUTime Total accumulated central processing unit (CPU) time for 
Exchange. 

xchgPercentCPU Percentage of CPU, over the last interval, used by 
Exchange. 

xchg TotalRSS Total real memory currently in use by Exchange. 

xchgPercentl\.1EM Percentage of real memory currently in use by Exchange. 

xchgDirSize Current size of the Exchange directory. (Exchange 5.5 
only) 

xchgPrivStoreSize Current size of the private IS. 

xchgPubStoreSize Current size of the public IS. 

xchgTotalDiskSize Estimate o f the current total disk space used by Exchange. 

xchgTotalThreads Total number of system threads used by Exchange. 

The following figures show sample footprints for a live Exchange application 
that is serving a medium-sized company. They represent real data collected 
from live Exchange servers and displayed in AdvantEDGE View reports. 

~I 
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Figure 3-6 shows a sample AdvantEDGE View footprint for Exchange disk 
usage. 

Di sk Usage 

o 5000 10000 15000 20000 25000 30000 35000 40000 45000 50000 

Pub 3tore 3z:- Priv 3tore 3z:. Dir 3iz:el:lJ Other. 

Figure 3-6: Exchange Disk Usage Footprint 

Figure 3-7 shows a sample AdvantEDGE View footprint for Exchange 
memory usage (resident set size [RSS]). 

Total RSS 

o 51 102 153 204 256 307 358 409 460 511 

Exchange Physical Memory Usage~ 

Figure 3-7: Exchange Memory Usage (RSS) Footprint 

Figure 3-8 shows a sample AdvantEDGE View footprint summary for 
Exchange. 

% Mem 

% CPU 

% Oisk 

100 

Exchange Resource Utilization~ 

Figure 3-8: Exchange Footprint Summary 
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Server Performance 
The Server Performance group provides performance metrics and counters 
for the core Exchange server including the information store, directory, MT A, 
and system attendant. These metrics include those useful for real-time 
management and longer-terrn capacity planning and trend analysis. Table 3-4 
defines important Server Performance rnetrics. 

Table 3-4: Selected MIB Objects- Exchange Server Performance Group (Page 1 
of 2) 

MIB Object Description 

xchgStore UserCount Current number of information store 
users I connections. 

xchgMT A WorkQueueLen Current number of messages waiting to be processed 
bytheMTA. 

xchgMT AAssoc Current number of MT A-to-MT A associations. 

xchgMT AMessages Total number of messages sent and received by the 
MTA. 

xchgiSPub!nMessages Total number of public messages submitted to 
clients. 

xchgiSPubOutMessages Total number of public messages delivered to 
recipients. 

xchgiSPubSendQueLen Current length of the public message send queue. 

xchgiSPrivSendQueLen Current length of the private message send queue. 

xchgiSPriv InMessages Total number of private messages submitted to 
clients. 

xchgiSPrivOutMessages Total number of private messages delivered to 
recipients. 

xchgDirABbrowse Number of address book browses processed by the 
Microsoft Exchange directory service. (Exchange 5.5 

- - - - onlr,-Exehartge~BOO-ttSes -the Acti-ve E>iredory 
service.) 

xchgDirABreads Number of address book browses reads by the 
Microsoft Exchange directory service. (Exchange 5.5 
only; Exchange 2000 uses the Active Directory 
service.) 

r r - u 
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Table 3-4: Selected MIB Objects- Exchange Server Performance Group (Page 2 
of 2) 

MIB Object Description 

xchgDirEXDSReads Number of extended directory service client reads 
processed by this Exchange service. (Exchange 5.5 
only; Exchange 2000 uses the Active Directory 
service.) 

xchgDirReplUpdates Number of replication updates processed by this 
Exchange server. (Exchange 5.5 only; Exchange 2000 
uses the Active Directory service.) 

xchgDirThreads Number of directory threads currently allocated. 
(Exchange 5.5 only; Exchange 2000 uses the Active 
Directory service.) 

Connector Performance 
The Connector Performance group provides performance metrics and 
counters for Exchange connectors including the Internet Mail connector, 
Lotus Notes cc:Mail, and others. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-5 defines important Connector Performance metrics. 

Table 3-5: Selected MIB Objects- Exchange Connector Performance Group 

MIB Object Description 

xchg~C1ff~gs Total number of messages moved through the 
Microsoft Mail Connector. 

xchgU\1Sln(lueLen Number of Internet messages awaiting delivery in 
the Exchange server. (Exchange 5.5 only; Exchange 
2000 uses the IIS/SMTP service.) 

xchgiMSOutQueLen Number of messages awaiting conversion to Internet 
mail format. (Exchange 5.5 only; Exchange 2000 uses 

- .. - . - tJ::te II~/~MTP_ service.) 

xchgiMSTotQueLen Total number of messages waiting in Internet Mail 
Service (IMS) queues. On Exchange 2000, this 
number represents the sum of the local and remote 
SMTP server queue lengths, plus the SMTP server 
local and remote retry queue lengths. 

cp .. ,l · Cv, ...... 
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Table 3-5: Selected MIB Objects- Exchange Connector Performance Group 

MIB Object Description 

xchgiMSTotalConn Total number of successful Internet mail 
connections. On Exchange 2000, this object 
represents the sum of the SMTP server total 
incoming and outgoing connections. 

xchgiMSQueOut Number of messages waiting for delivery to the 
Internet. On Exchange 2000, this object represents the 
SMTP server local queue length. 

xchgiMSTotalinMsgs Total number of Internet messages delivered to 
Exchange. On Exchange 2000, this object represents 
the total number of messages received by the SMTP 
server. 

xchgiMSTotalOutMsgs Total number of outbound messages delivered to 
Exchange server. On Exchange 2000, this object 
represents the total number of messages sent by the 
SMTP server. 

xchgCCMCQueln Number of messages in the cc:Mail connector queue 
awaiting delivery to Exchange. 

xchgCCMCQueOut Number of messages in Exchange awaiting delivery 
to cc:Mail connector. 

~ - _, 
1 c~.~:! . cc . V· 
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Figure 3-9 shows a sarnple AdvantEDGE View Exchange 5.5 queue. 

IS Priv Receive 

IS Priv Send 

IS Pub Recv 

IS Pub Send 

~1TA Work 

IMS Out 

IMS In 

IMS Total 

IMS Inbound 

IMS Outbound 

CCMC Inbound 

CCMC Outbound 

o 

Queue Length-

0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5 

Figure 3-9: Exchange Queues for Exchange 5.5 Server 
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Using AdvantEDGE for 
Microsoft Exchange 

This chapter describes how to configure and use AdvantEDGE for Microsoft 
Exchange. This Point module is implemented as a SystemEDGE plug-in. 
After you enable this Point module in the sysedge.cf file and license it, it will 
load automatically at SystemEDGE start time. For more information, refer to 
"Configuring AdvantEDGE for Microsoft Exchange" and "Licensing 
AdvantEDGE for Microsoft Exchange" on page 2-3. 

The AdvantEDGE for Microsoft Exchange plug-in implements additional 
MIB objects that provide advanced information about the health and 
availability of the Microsoft Exchange groupware application. It can opera te 
with any SNMP-compliant management software, such as Concord's eHealth 
suíte of products, AdvantEDGE View, HP Open View, and others. If you are 
using AdvantEDGE for Microsoft Exchange with eHealth, refer to the eHealth 
Web Help for more information about the reports that are available. 

The default configuration settings of the AdvantEDGE for Microsoft 
Exchange plug-in enable you to use the advanced self-monitoring capabilities 
of SystemEDGE in conjunction with AdvantEDGE for Microsoft Exchange. 

Editing the SystemEDGE Configuration File 
You can use AdvantEDGE View or another SNMP tool to edit the 

----------·systemEDGE configurahon file to uhlize fll:e Iv1lBobjectsfourrd in 
AdvantEDGE for Microsoft Exchange with the process-monitoring, 
threshold-monitoring, Windows NT event-monitoring, and history-collection 
features of the SystemEDGE agent. Ali MIB objects that are related to 
AdvantEDGE for Microsoft Exchange exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.1 in the Concord Systems Management MIB. The MIB is 
defined in the xchgmod.asn1 file, which is available in the AdvantEDGE for 
Microsoft Exchange product installation. r~ -I r\ "' r I V v ' • \ - '' -
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Assigning Entry Rows in the SystemEDGE 
Self-Monitoring Tables 

All SystemEDGE self-monitoring tables (for example, log monitoring, 
Windows NT event monitoring, process/service monitoring, threshold 
monitoring, and history collection) require the use of unique row numbers. 
Each table contains an Index column which acts as a key field to distinguish 
rows in the table. This section describes the benefits of reserving a block of 
rows (somewhere in the range of 11 to the maximum number of rows in your 
table) for use by the systern or application administrator. 

Setting Local Policy 
You may choose, as a matter of local policy, to reserve a block of rows for 
system administration. This policy allows you to define row entries within a 
reserved block of rows without worrying about the row already being taken 
by another user's entry. In compliance with the local policy, all other users 
should use row índices that are outside of the reserved range when they 
define user-configured entries. 

By reserving a block of rows, you can define a consistent set of conditions 
(row entries) to be monitored across all machines such that the same 
condition is defined in the same row number on each of the machines. For 
example, you might use row 3000 in each table to define entries monitoring 
the Exchange MTA work queue length (xchgMTAWorkQueueLen). You can 
then distribute this configuration to every host so that every machine that is 
running Microsoft Exchange uses row 3000 for monitoring MTA work queue 
length, whether it is the threshold monitoring table or the history table. 
Further, every machine can also use row 3000 for monitoring the MT A service 
in the process/ service monitoring table. 

Reserving Blocks of Rows 
------ffi-reser-ve-a-hleek-ef---l'ews-f-€H'-m-eru-t-(}r-i-ng--MiEr-ese-ft----Ex~l:lang€: 

4-2 

1. Decide on a block of rows that you want to reserve for your use with 
monitoring Microsoft Exchange. 

2. Use that block of rows to define a set of row entries for each of the 
respective SystemEDGE self-monitoring tables. For more information, 
refer to the chapter on self-monitoring in the SystemEDGE AgenRt J:!~er , --_-_r· 
Guíde. '-" , • l ' 
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3. Distribute configuration file entries out to all hosts that are running 
Microsoft Exchange and AdvantEDGE for Microsoft Exchange. For more 
information, refer to the Automating the Deployment of SystemEDGE and 
AdvantEDGE Point Plug-in Modules white paper. 

NOTE-----------------------------------------------------­
As an alternative, you can use this row-number assignment policy with 
AdvantEDGE View for group configuration operations. 

4. Require end-users to avoid your block of rows when defining their own 
self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
The examples in this section show SystemEDGE configuration-file commands 
for monitoring Microsoft Exchange. Add these commands to the sysedge.cf 
file to enable monitoring of the MIB objects they specify. Modify these 
examples as necessary to monitor the MIB objects that are relevant for your 
configuration. 

The examples in the following sections present row numbers in the 5000 
range; select a row number for your configuration that conforms to local 
policies. For more information on row assignment, refer to "Assigning Entry 
Rows in the SystemEDGE Self-Monitoring Tables" on page 4-2. 

The following command, for example, instructs the SystemEDGE agent to 
monitor whether the Exchange MTA process is alive every 30 seconds and to 
store the data in row 5000 of the Process Monitoring table: 

watch process procAlive 1 emsmtajEMSMTA 1 5000 OxO 30 
1 Ex change Dirl I I 

For more information about the syntax for the cornrnands in this section, refer 
to the SystemEDGE Agent User Guide. 

NOTE -----------------------------------------------------­
Enter the commands throughout this chapter on one line. Do not use a 
carnage retum to matcnfneformattmg snown ere. ---

AdvantEDGE for Microsoft ExchangeFlfff.erf.,.fduideJ)6~ 4-3 
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Using SystemEDGE Process Monitoring 
This section provides exarnples for rnonitoring the availability of criticai 
Microsoft Exchange processes and services through SystemEDGE process 
and service monitoring. Enter the following cornmands in the sysedge.cf file 
to monitor these processes. For more information, refer to the chapter on 
process and service monitoring in the SystemEDGE Agent User Guide. 

Monitoring the Exchange 5.5 Directory Service 

To make sure the Exchange 5.5 Directory Service is running, enter the 
following command: 

watch process procAlive 'dsamainjDSAMAIN' 5000 OxO 30 
'Exchange Dir' '' 

Monitoring the Exchange MTA 

To make sure the Exchange MTA is running, enter the following command: 

watch process procAlive 'emsmtajEMSMTA' 5001 OxO 30 'Exchange 
MTA' '' 

Monitoring the Exchange lnformation Store 

To make sure the Exchange Information Store is running, enter the following 
command: 

watch process procAlive 'storejSTORE' 5002 OxO 30 'Exchange 
In f o Store' ' ' 

Monitoring the Exchange Attendant 

To make sure the Exchange Attendant is running, enter the following 
command: 

watch process procAlive 'madjMAD' 5003 OxO 30 'Exchange 
Attendant' ' ' 

Monitoring the Exchange Event Service 

To make sure the Exchange Event Service is running, enter the following 
command: 

watch process procAlive 'eventsjEVENTS' 5004 OxO 30 'Exchange 
Event Service' '' 

AdvantEDGE for Microsoft Exchange User Cuide 
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Monitoring the Exchange 2000 SMTP Service 

To make sure the Exchange 2000 SMTP service is running, enter the following 
cornrnand: 

watch process procAlive 'smtpjSMTP' 5005 OxO 30 'Exchange 2000 
SMTP Service' ' ' 

Monitoring the Core 115 Service 

To make sure the Core IIS Service is running, enter the following cornrnand: 

watch process procAlive 'iisjiiS' 5006 OxO 30 'Core IIS 
Service' '' 

Using SystemEDGE Threshold Monitoring 
This section provides examples for monitoring irnportant Exchange metrics 
through SystemEDGE threshold monitoring. Add the commands that are 
provided in the following sections to the sysedge.cf file to monitor thresholds 
for these MIB objects. For more information, refer to the chapter on threshold 
monitoring in the SystemEDGE Agent User Guíde. 

NOTE---------------------------------------------------­

The thresholds used in these examples may not be appropriate for your 
Microsoft Exchange server; select thresholds that are appropriate for your 
environment. 

Monitoring the MTA Work Queue Length 

To monitor MTA work queue length, enter the following command: 

monitor oid xchgMTAWorkQueueLen.O 5002 OxO 60 absolute > 15 
'MTA Queue Len exceeds threshold' '' 

Monitoring Messages Received by the MTA 
To monitor the number of messages received by the MTA, enter the following 
con:lmand:-

monitor oid xchgMTAinMessages.O 5003 OxO 60 delta > 35 'MTA 
In Messages exceeds threshold' 
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Monitoring Messages Sent by the MTA 

To monitor the number of messages sent by the MTA, enter the following 
command: 

monitor oid x chgMTAOutMessages.O 5004 OxO 60 delta > 35 1 MTA 
Out Messages Exceeds threshold 1 

Monitoring lnformation Store Users 

To monitor the number of Information Store users, enter the following 
command: 

monitor oid x chgStoreUserCount.O 5005 OxO 60 absolute > 750 
1 Store User Cnt exceeds threshold 1 11 

Monitoring Private Store Messages Submitted by Clients 

To monitor the number of Private Store messages submitted by clients, enter 
the following command: 

monitor oid xchgiSPrivinMessages.O 5006 OxO 60 delta> 35 
1 Pri v Store In Msg crosses threshold 1 

li 

Monitoring Private Store Messages Delivered to Recipients 

To monitor the number of Private Store messages delivered to recipients, 
enter the following command: 

monitor oid xchgiSPrivOutMessages.O 5007 OxO 60 delta> 35 
1 Priv Store Out Msg crosses threshold 1 11 

Monitoring SMTP Queue Length 

To monitor the SMTP Queue Length, enter the following command: 

monitor oid xchgiMSTotQueLen.O 5008 OxO 60 delta > 35 ISMTP 
Queue Length crosses threshold 1 1 

I 

.) 
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Using SystemEDGE History Collection 
This section provides examples for tracking the value of important Microsoft 
Exchange metrics over time through SystemEDGE history collection. Add the 
commands in the following sections to the sysedge.cf file to collect history for 
these MIB objects. For more information, refer to the chapter on history 
collection in the SystemEDGE Agent User Guide. 

NOTE -----------------------------------------------------­
The number of samples and the interval between samples used in these 
examples may not be appropriate for your Microsoft Exchange server; 
choose values that are appropriate for your environment. 

Collecting History for MTA Work Queue Length 

To collect history for MTA work queue length, enter the following command: 

emphistory 5002 60 xchgMTAWorkQueueLen.O 480 'MTA Queue Len 
History' 

Figure 4-1 shows a sample AdvantEDGE View Exchange Work Queue 
Length History. 

Variableis of Type Gauge. Thefollowinggraph shows absolutevalues. 

Samples = 292 Min = O Max = 12 Mean = 0.18 Var = 1.41 
12 .-.-------------------~-----.----~----------------------. 

9.Ct . . . .. . . .. . . .. . . .. . . .. . . .. . . .. . . .. . . .. . . .. . ... ... " . .. . . .. . . .. .. .. . . .. . .... . .. .. .. . . 

6 .() .. . ..... . . . .. . · . .. . . .... ... ... . . , . ..... . 

3 . () . . ..... . .. . . .. ,: . .. . . .. . o • •• • ••• •• • • • • • • • • •• • • • • • •• •• • 

A : ~ ~ ~~ 
-~!)~~~====~~========~~~======~~~~====~~======~~ -- 8 :47 9:45 10:4.3 11:41 L.:.:>9 1"3-:-:'la- --

14 Jun 2000 14 Jun 2000 14 Jw1 2000 14 Jun 2000 14 Jun 2000 14 .Jun 2000 

Figure 4-1: Exchange MTA Work Queue Length History 
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Collecting History for MTA Message Reception 

To collect history for MIA message reception, enter the following command: 

emphistory 5003 60 x chgMTAinMessages . O 180 ' MTA In Messages 
History' 

Collecting History for MTA Message Delivery 

To collect history for MIA message delivery, enter the following command: 

emphistory 5004 60 xchgMTAOutMessages.O 180 'MTA Out Messages 
History' 

Collecting History for lnformation Store User Count 

To collect history for the Information Store user count, enter the following 
command: 

emphistory 5005 60 xchgStoreUserCount.O 120 'Store User Cnt 
History' 

Figure 4-2 shows an AdvantEDGE View sample history for user count. 

Samples = 120 Min = 556 Max = 679 Mean = 645.09 Var = 1163.58 
679 .---------------------~----------~--~~~--------------. 

: : _J' : 0 . : -v-0 'V • • 

t

:1438 · ·· ·· · ··· · · ····~·· ··· ·· ··· :······· ··· ······· ····· · ···· ·· ··· · 
.... .... .. . . "/ ':" .. .. . .. .. .. . . . , . . ... ... . ... . . .. , .... . . .. . ... .. .. ·.· ... .... . .... .. . 

,-, ./ : 
I .__ , 

,• . : 
.. . ) .... . .. . : ... .. .. . .... . ..... .. .. .. 
_/ . . 
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j 

~5:37 
,./ 

556 ~---------4-----------+-----------+-----------r--------~ 
9:15 9:39 10:03 10:27 10:51 11:14 

14 Jun 2000 14 .Jlm 2000 14 .Jlm 2000 14 .Jun 2000 14 Jun 2000 14 .Jun 2000 
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Collecting History for Private Store Message Reception 

To collect history for Private Store message reception, enter the following 
command: 

emphistory 5006 60 xchgiSPrivinMessages.O 120 
Msg Histo r y ' 

AdvantEDGE for Microsoft Exchange User Guide 
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Collecting History for Private Store Message Delivery 

To collect history for Private Store message delivery, enter the following 
command: 

emphistory 5007 60 xchgiSPrivOutMessages.O 120 'Priv Store 
Out Msg History' 

Using SystemEDGE Windows NT Event Monitoring 
This section provides examples for using the SystemEDGE Windows NT 
event-monitoring capabilities to capture important Microsoft 
Exchange-related Windows NT events and forward them to the appropriate 
configuration-management software as SNMP traps. Add the commands in 
the following sections to the sysedge.cf file to monitor these Windows NT 
events. For more information, refer to the chapter on Windows NT event 
monitoring in the SystemEDGE Agent User Guide. 

Monitoring Exchange Events in the System Event Log 

To watch for Exchange events in the system event log, enter the following 
command: 

watch ntevent 5000 OxOO Systern All 'MSExchange' 
'Monitor Exchange Systern Events' '' 

Monitoring Exchange Events in the Security Event Log 

' *' 

To watch for Exchange events in the security event log, enter the following 
command: 

watch ntevent 5000 OxOO Systern All 'MSExchange' 
'Monitor Exchange Security Events' '' 

' *' 

Monitoring Exchange Events in the Application Event Log 

To watch for Exchange events in the application event log, enter the following 
command: 

watch ntevent 5000 OxOO Systern All 'MSExchange' 
'Monitor Exchange Application Events' '' 

I *I 
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Monitoring Exchange Database Error Events in the System 
Event Log 

To watch for Exchange database error events in the system event log, enter 
the following command: 

watch ntevent 5003 OxOO System Error 'EDB' ' 
Exchange Database Events' ' ' 

' *' 'Monitor 

Monitoring Exchange Database Error Events in the Security 
Event Log 

To watch for Exchange database error events in the security event log, enter 
the following command: 

watch ntevent 5004 OxOO Security Error 'EDB' 
Exchange Database Events' '' 

' * ' 'Monitor 

Monitoring Exchange Database Error Events in the Application 
Event Log 

To watch for Exchange database error events in the application event log, 
enter the following command: 

watch ntevent 5005 OxOO Application Error 'EDB' 
Exchange Database Events' '' 

' *' 'Monitor 

----- ----------- -- - - - -- -- - - - --- - - - - - ·- - -- - --
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About This Cuide 

The AdvantEDGE for Microsoft IIS User Guide provides instructions for 
installing and using AdvantEDGE for Microsoft IIS for Windows NT x86 and 
Windows 2000 systems. This guide is intended for the person responsible for 
installing and configuring AdvantEDGE for Microsoft IIS. 

This version supports AdvantEDGE for Microsoft IIS Release 1.0 Patchlevel2 
or later, and the SystemEDGE agent Release 4.0, Patchlevel3 and later. 

NOTE-------------------------------------------
The acronym IIS stands for Internet Information Server in version 4.0 
for Windows NT, and for Internet Information Services in version 5.0 
for Windows 2000. 

To use AdvantEDGE for Microsoft TIS, you should have a basic 
understanding of the Microsoft IIS application, the Concord SystemEDGE 
agent, and your host' s operating systems environment. Refer to Microsoft 
documentation and the SystemEDGE Agent User Guide for more information. 

How This Guide ls Organized 
This guide is organized as follows: 

• Chapter 1, "Introduction," provides an overview of AdvantEDGE for 
Microsoft IIS and its capabilities for monitoring Microsoft IIS. 

• Chapter 2, "Installing AdvantEDGE for Microsoft IIS," explains how to 
install, configure, and license the Concord AdvantEDGE for Microsoft IIS 
software on a host system. 

• Chapter 3, "Using the AdvantEDGE for Microsoft IIS MIB," describes the 
information that is available through the Concord AdvantEDGE for 
Microsoft TIS MIB. 

• Chapter 4, "Using AdvantEDGE for Microsoft IIS," explains how to 
configure and use Concord' s AdvantEDGE for MicrosoftiiS in .. jWUr host 
environment. F-,~ • v) ~-C' ; -
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Conventions in This Guide 
The following paragraph shows a sarnple cornrnand. Due to space lirnitations 
in this guide, some commands wrap from one line to the next. Disregard 
these line breaks, and enter each command as one line. Otherwise, your 
command syntax will be incorrect. 

For exarnple, when you see a command such as the following: 

watch process procAlive 'inetinfoiiNETINFO' 5000 OxO 
30 'IIS' " 

You must enter the command on one line, as shown here: 

watch process procAlive 'inetinfo!INETINFO' 5000 OxO 30 'IIS' '' 

Contact lnformation 
If you need any assistance with the SystemEDGE agent or the AdvantEDGE 
for Microsoft IIS Point module, contact Customer Support, using one of the 
following methods: 

Phone: (888) 832-4340 (for calls from the USA and Canada) 
(508) 303-4300 (for calls from other countries) 

Fax: (508) 303-4343 

E-mail: 

Web site: 

Licensing: 

support@concord.com 

http:/ /www.concord.com 

http: I /license.concord.corn 

AdvantEDGE for Microsoft IIS User Guide 
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Introduction 

This chapter provides an overview of how you can use the AdvantEDGE for 
Microsoft IIS Point module to monitor the Microsoft TIS application. Y ou 
must install this Point module on every IIS workstation that you want to 
monitor. 

NOTE-----------------------------------------------------­
Unless otherwise stated, the term IIS, as used throughout this guide and 
the Management Information Base (MIB) specification, refers to the 
Microsoft IIS application in its entirety, which encampasses ali of the 
services and optional components. 

lntroducing AdvantEDGE for Microsoft IIS 
AdvantEDGE for Microsoft IIS is a plug-in module for the SystemEDGE 
agent. This plug-in enables information technology (IT) operators to monitor 
the performance and availability of Microsoft TIS on Microsoft Windows NT 
4.0 and Windows 2000. Microsoft TIS is a super server that consists of several 
services, which are described in the next section, "Microsoft IIS Architechue". 

AdvantEDGE for Microsoft IIS makes important information about IIS 
available to management software through the SystemEDGE agent and 
Simple Network Management Protocol (SNMP). The SystemEDGE agent 
enables the monitoring of important IIS metrics, processes, and services, as 
well as the sending of SNMP traps when exceptions or exception conditions 
occur. 

NOTE---------------------------------------------------­
This document is not intended as a manual on how to install, administer, 
or use Microsoft IIS. For help with IIS, refer to your Microsoft 
documentation. 

~C·J n ~· 
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Microsoft IIS Architecture 
Microsoft IIS is a cornplex piece of software with rnany cornponents. At the 
core of IIS are the following services: 

1-2 

• World Wide Web (WWW) service, which services the Web content to and 
frorn users 

• File Transfer Protocol (FTP) service, which services file transfer requests 
to and from users 

• Sirnple Mail Transfer Protocol (SMTP) service, which provides a mail 
transport mechanism for IIS 

• Network News Transfer Protocol (NNTP) service, which provides news 
groups for IIS 

Figure 1-1 shows the core components of AdvantEDGE for Microsoft IIS. 

Figure 1-1: AdvantEDGE for Microsoft IIS Components 

IIS contrais worker threads, and it can use each worker thread to provide a 
specific service that the user has requested. This architecture requires the 
monitoring of the IIS process and other processes in order to obtain sufficient 
inforrnation on the performance of IIS. Because IIS includes so many 
cornponents, its proper functioning requires the availability of a variety of 
processes; configuration parameters and settings; and Windows NT ~ices,~ 

queues, and system resources. 1 ; r-~ 
1
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Using AdvantEDGE for Microsoft IIS 

AdvantEDGE for Microsoft TIS provides you with the tools and information 
that you need to monitor and respond to the TIS application and its use of 
your system resources. With AdvantEDGE for Microsoft TIS, you can fix 
potential problems before users-and your business-are affected. 

You can use AdvantEDGE for Microsoft TIS with any SNMP-compliant 
management software, including Concord's eHealth suíte of products, 
AdvantEDGE View, HP Open View, and others. With AdvantEDGE for 
Microsoft IIS and the SystemEDGE agent, you can perform the following 
types of tasks: 

• Monitor the availability of TIS and its various services. 

• Automatically restart any service that fails. 

• Alert IT staff when TIS starts to consume significant leveis of system 
resources, including CPU, disk space, and memory. 

• Monitor logs for security, system, and application events across the Web, 
FTP, SMTP, and NNTP services. 

• Detect error statistics across the Active Server Pages (ASP), Common 
Gateway Interface (CGI), and Internet Server Application Program 
Interface (ISAPI) application extension pages, including Web 404 
(page not found) errors and ASP script errors. 

Using AdvantEDGE for Microsoft IIS with eHealth 
You can use AdvantEDGE for Microsoft TIS and the SystemEDGE agent with 
the eHealth product suíte to provide the historical data for long-term trending 
analysis and capacity planning. With eHealth- Application Assessment, you 
can run At-a-Glance, Trend, Top N, and MyHealth reports for the following 
types of information: 

• Amount of Central Processing Unit (CPU), total memory, and disk space 
the TIS application is using 

• Number of times the TIS application is using the database cache to 
redisplay information 

• Number of bytes and number of files processed by the WWW and FTP 
services 

• Number of users for the WWW and FTP services 
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• Number of WWW requests the IIS application is processing per second 

• Number of page not found errors the WWW service is encountering 

For more information about the variables that you can monitor and reports 
that you can run when you integrate AdvantEDGE for Microsoft IIS with 
eHealth, refer to the eHealth Web Help. 

Using AdvantEDGE for Microsoft IIS with Live Health 
You can also use AdvantEDGE for Microsoft IIS and the SystemEDGE agent 
with Live Health for real-time detection of potential problems. Live Health 
applies intelligent algorithms to the data, resulting in precise assessments of 
application health and performance. For more information about how Live 
Health can detect "brownouts" and service delays across applications, 
systems, and networks, refer to the Live Health Web Help. 

1-4 AdvantEDGEfor Microsoft IIS User Cuide 
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Installing AdvantEDGE for 
Microsoft IIS 

This chapter explains how to install, configure, and license AdvantEDGE for 
Microsoft IIS. 

NOTE-----------------------------------------------------­
For the most current information about installing the AdvantEDGE for 
Microsoft IIS module, refer to the release notes (relnotes.txt) that ship on 
the installation CD. 

lnstallation Requirements 
Before you install AdvantEDGE for Microsoft IIS, you must first install, 
license, and configure the SystemEDGE agent Release 4.0, Patchlevel3 or 
later. For more information, refer to the SystemEDGE Agent User Cuide. 

Your system must also be running the Microsoft IIS application. Use Table 2-1 
to determine which version of IIS and which service packs are required for 
your operating system. 

Table 2-1: Required IIS Version and Service Pack by Operating System 

Operating System Required Software Required 
Service Pack 

Windows NT 4.0 x86 Microsoft Internet Information Server 6a 
v er:::Úull <t6 -- -

Windows 2000 Microsoft Internet Information Services 1 
Version5.0 

For more information, refer to Microsoft documentation. 

c,J :t . cu"- .. 
AdvantEDGE for Microsoft TIS User Cuide 2-1 
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lnstalling the Software 

2-2 

AdvantEDGE for Microsoft IIS is distributed as a self-extracting executable 
named iismod.exe for Windows NT and Windows 2000. 

Follow these steps to install AdvantEDGE for Microsoft IIS: 

1. Locate the IIS workstation that needs to be monitored. 

2. Log on to the system as administrator. 

3. Click Start. 

4. Select Programs ~ Command Prompt. 

5. Insert the CD containing the Concord software distributions into the 
CD-ROM drive. 

6. 

7. 

The operating system automatically mounts the drive using the CD-ROM 
drive' s corresponding drive letter. The particular drive letter is specific to 
your system and depends on the number and types of disks attached to 
your system. 

Determine which directory you want to use as the installation directory 
for AdvantEDGE for Microsoft IIS. If the SystemEDGE agent is installed at 
C: \sysedge, the recommended installation directory is 
C: \sysedge \plugins. 

Run the self-extracting executable by entering the following at the 
command prompt, where D: is the CD-ROM drive for your system, and 
C: \ sysedge \pl ugins is the installation directory: 

D:\ iismod\ntx86 \ iismod.exe -dir C:\sysedge\plugins 

The -dir option is important because it instructs the self-extracting 
executable to create the intended subdirectory hierarchy that is used 
throughout this guide. The distribution is then placed in an iismod 
subdirectory within the specified target directory (for example, 
C: \sysedge \plugins \iismod). 

NOTE-----------------------------------------------------­

You cannot execute iismod.exe directly from the CD-ROM. 

AdvantEDGE for Microsoft IIS is now installed. 

AdvantEDGE for Microsoft IIS User Cuide 
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AdvantEDGE for Microsoft 115 Files 
Table 2-2 describes the files created by the installation process. 

Table 2-2: Files lnstalled by AdvantEDGE for Microsoft IIS 

File Name Description 

iismod.dll AdvantEDGE for Microsoft IIS dynamic link library (DLL) module 
for Windows NT and Windows 2000 

iismod.pdf Ac{vantEDGE for Microsoft IIS User Cuide 

iisrnod.asnl AdvantEDGE for Microsoft IIS :MIB specification 

exarnples AdvantEDGE for Microsoft IIS rnonitoring examples 

relnotes. txt Release notes for AdvantEDGE for Microsoft IIS 

Configuring AdvantEDGE for Microsoft IIS 

• 

The SystemEDGE agent uses the configuration file sysedge.cf and the 
sysedge_plugin keyword to specify which AdvantEDGE modules to load at 
system initialization. By default, the SystemEDGE agent does not load any 
plug-ins at initialization time, but you can edit the sysedge.cf file to configure 
the agent to load any AdvantEDGE Point modules that you have installed. 

The sysedge.cf fileis located, by default, in your system directory; for 
example, C:\winnt\system32. To configure the SystemEDGE agent to start 
AdvantEDGE for Microsoft IIS, you must provide the complete path name to 
iismod.dll, the AdvantEDGE for Microsoft IIS dynamic link library. The 
actual path depends on the location you selected when you installed the 
AdvantEDGE for Microsoft IIS files. For example, enter this command if you 
installed the files in the C:\sysedge\plugins\iismod directory: 

sysedge plugin C: \ sysedge \ plugins \ iismod\iismod.dll 

For more information about the sysedge.cf file, refer to the SystemEDGE Agent 
User Cuide. 

Licensing AdvantEDGE for Microsoft IIS 
Like the SystemEDGE agent, AdvantEDGE for Microsoft IIS utilizes a 
host-based license method. Copies of AdvantEDGE for Microsoft IIS can run 
only on systems that possessa valid license key. This license is separate ffm;.n , 

\ J J '- ' -
the one used for the SystemEDGE agent. I C 
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2-4 

The first time that you attempt to start the SystemEDGE agent after installing 
AdvantEDGE for Microsoft IIS, the agent will display a message saying that a 
valid license was not found for AdvantEDGE for Microsoft IIS. It then 
provides you with a public key that is used to generate a permanent license 
key for your host machine. 

A license key is made up of four space-separated, 8-character sequences, 
totaling 32 characters. The AdvantEDGE for Microsoft IIS license is stored in 
the sysedge.lic file, the same file that contains the SystemEDGE agent 
licenses. Refer to the sample license file on page 2-6. 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use the AdvantEDGE View licensing procedure, which uses SNMP traps. 
For more information, refer to the AdvantEDGE View Web Help. 

• Send an e-mail request to license@concord.com and place the retumed 
license key in the appropriate license file. 

NOTE-------------------------------------------------­
Always include the Customer ID and user name in license requests 
that you send through e-mail. 

• Complete the online license form through the Internet, as described in the 
next section, "Generating the License"." 

For more information about licensing, refer to the SystemEDGE Agent 
User Guide and the Automating the Licensíng of SystemEDGE and AdvantEDGE 
Point Plug-in Modules white paper. 

Generating the License 
This section descnbes how to generate tne hcense usingl11eWeD-oasec:l­
license form. The SystemEDGE setup prograrn can generate the licensing 
information for your systern. 

NOTE--------------------------------------------------­
H you are using an evaluation copy of AdvantEDGE for Microsoft IIS, you 
must request a ternporary license that will enable it to operate duFing the 
evaluation period. t, ~ · 1 ' 
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To generate a license, follow these steps: 

1. Run the SystemEDGE agent setup command by entering the following at 
the command prompt: 

sysedge \ setup -1 

The setup program displays a message similar to the following: 

SystemEDGE Version 4.0 Patchlevel 3 

Copyright 2001 by Concord Communications, Inc. 

Please contact Concord Communications, Inc. to obtain a license 

http: //www.concord.com / support, Email: license@concord.com 

Provide: sysedge neptune NTx86 4.0 346561363366bl9c 4.0 Patchlevel 3 

2. To obtain a license for AdvantEDGE for Microsoft TIS, fill out the online 
Web-based license form available from Concord's licensing Web server at 
the following URL: 

http://license.concord.com 

NOTE---------------------------------------------------­
y ou must supply a user name and password to access the license 
form. 

The license form asks you to supply the following information: 

• Customer ID 

• Name 

• E-mail address 

• Software version nurnber (4.0 in the exarnple above) 

• Patchlevel 

• System narne (neptune in the exarnple above) 

• Operating systern name (NTx86 in the example above) 

• Operating system version (4.0 in the exarnple above) 

• S stem identifier (346561363366b19c in the exarnple above) 

NOTE-------------------------------------------------­
When you are licensing AdvantEDGE for Microsoft IIS, select iismod 
as the product on the licensing forrn. 

After you subrnit the license request, the Concord Web server generates a 
license and displays it to your Web browser. It also e-mails the license to 
the contact person in your organization. 

AdvantEDGE for Microsoft IIS llst:r G ~e 2-5 
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3. Copy the generated license key into the sysedge.lic file in the system32 
subdirectory (for example, C:\ winnt \system32), and then save the file. 

The license key is case sensitive. Copy it exactly as it appears. If possible, 
use your system's cut-and-paste facility instead of entering it by hand. 
If you do enter the license key by hand, be careful not to confuse characters 
such as the letters 1 and I and the number l,or the letter O and the 
numberO. 

4. Stop and then restart the Windows NT Master agent by entering the 
following commands at the command prompt: 

net stop snmp 

net start snmp 

The AdvantEDGE for Microsoft TIS moduleis now licensed and ready to use. 

Sample License File 
The following is a sample SystemEDGE agent license file. A pound character 
(#) in column 1 indicates that the entire line is a comment. 

# license file for SystemEDGE Agent 

# Empire Technologies, Inc. 

# A Concord Communications Company 

# http://www.concord.com 

# 

# file /etc/sysedge.lic or %SystemRoot%\system32\sysedge.lic 

# A valid license key has four parts of 8 characters per part 

# parts are separated by space(s) with one license key per line 

# sysedge neptune NT/x86 4.0 807cblda007cblda 4.0 

e13311d3 OF2a7cbl abC512dc fF8C923a 

# iismod neptune NT/x86 4.0 807cblda007cblda 1.0 

a7943fde 098a87ij a4kiuf39 afafEkj4 
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Using the AdvantEDGE for 
Microsoft IIS MIB 

This chapter explains the organization and content of the Concord 
Communications MIB for Microsoft TIS. This MIB specification (iismod.asnl) 
defines a collection o f objects for monitoring and managing TIS. Y ou must 
configure the SystemEDGE agent to monitor the AdvantEDGE for Microsoft 
TIS MIB objects that are relevant for your configuration. For more information 
about configuring the SystemEDGE agent to monitor the llS application, refer 
to Chapter 4, "Using AdvantEDGE for Microsoft ITS." 

Figure 3-1 shows the organization of the AdvantEDGE for Microsoft IIS MIB. 

Figure 3-1: AdvantEDGE for Microsoft IIS MIB 
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The MIB is organized into broad sections for server, services, and extension 
information. Within those broad sections are subsections for configuration 
and performance. Within the performance section, a footprint section defines 
MIB objects that convey how much of the underlying system's resources are 
consumed by IIS. 

The following sections highlight important MIB objects from the IIS MIB. This 
chapter defines all sections of the IIS MIB, but it does not define all of the MIB 
objects. For a complete list of MIB objects, refer to the AdvantEDGE for 
Microsoft IIS MIB specification (iismod.asnl). 

~onfiguration Section 

~ 

3-2 

The Configuration section of the AdvantEDGE for Microsoft IIS MIB contains 
configuration parameters and settings that are important for streamlining the 
health and performance of IIS. It also includes information about server 
configuration. 

Server Configuration 
The Server Configuration group contains configuration parameters, process 
IDs, and version numbers. Table 3-1 defines important Server Configuration 
parameters. 

Table 3-1: Selected MIB Objects -115 Server Configuration Group 

MIB Object Description 

iisVersion IIS version. 

iisPid IIS process ID. 

iisObjectCacheTTL How often the cache scavenger runs. 

iisMAXPoolThreads How many threads IIS will use to perform tasks. 

iisListenBackLog Maximum number of connection requests in the queue 
~~ a->r-h ca.,...,,;,..a - -- -

iisOpenFileslnCache Number of files IIS will keep open in the cache. 

IH I 

c I 1/ " 
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Figure 3-2 shows a sample AdvantEDGE View process-status window for IIS. 

Process 

Figure 3-2: Sample IIS Process ID and Status 

Performance Section 
The Performance section of the AdvantEDGE for Microsoft IIS MIB contains 
performance data that is necessary for capacity plannll1g and trend analysis, 
as well as for real-time performance and availability monitoring. The 
Performance group is divided into subgroups for footprint data and server 
performance. 

IIS Footprint 
This group provides information about IIS CPU, memory, and disk resource 
consumption, more commonly called its footprínt. Long-term trending 
analysis of footprint information is useful for anticipating and avoiding 
problems dueto resource exhaustion. You can also monitor footprint 
information in real time to detect and correct temporary resource exhaustion 
dueto viruses, security incidents, and hardware failures. Table 3-2 defines 
important IIS Footprint metrics. 

Table 3-2: Selected MIB Objects -IIS Footprint Group 

MIB Object Description 

iisCPUTime IIS total accumulated CPU time. 

" ,D, ~r'DTT ~--FC--e-nt-ag€-Gf-CElJ,-.o-v:er-th~ast inter:v_al,_used by IIS. u u. -~ -~· ~· ~ 

iisTotaiRSS Total real memory currently in use by IIS. 

iisPercentMEM Percentage of real memory currently in use by IIS. 

iisTotalLogSize Estimate of the current disk space used by ali IIS services . 

iisTotalDiskSize Estimate of the current total disk space used by IIS. 

iisTotalThreads Total number of system threads used-by IIS. 
~ ~ ~ 
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The following figures show sample AdvantEDGE View footprints for an IIS 
machine serving a medium-sized company. They represent real data 
collected from live IIS servers and displayed in AdvantEDGE View reports. 

Figure 3-3 shows an example of disk usage by service: 

';""""''"'"~ .... ,,,_, ··:· "'·-
0 195 390 585 780 974 1169 1364 1559 1754 1949 

NNTP SMTP- FTP ld WWW-

Figure 3-3: IIS Disk Usage by Service 

Figure 3-4 shows an example of memory usage: 

Figure 3-4: IIS Memory Usage 

Figure 3-5 shows a sample IIS footprint summary: 

% Mern 

% CPU 

% Disk 

100 

IIS Resource Utilization-

Figure 3-5: JIS Footprint Summary 
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Server Performance 
The Server Performance group provides performance rnetrics and counters 
for IIS, including user statistics and transfer statistics. These rnetrics include 
those useful for real-time rnanagernent and longer-term capacity planning 
and trend analysis. Table 3-3 defines irnportant Server Performance rnetrics. 

Table 3-3: Selected MIB Objects- JJS Server Performance Group (Page 1 of 2) 

MIB Object Description 

iisCacheHits Total number of times an item was found by IIS in 
the object cache. 

iisCacheMisses Total nurnber of times an item was not found by IIS 
in the object cache. 

iisCacheFlushes Number of times an item was deleted from the IIS 
object cache. 

iisTtlCurAnonUsr Total nurnber of current anonyrnous users 
maintained by all IIS services. 

iisTtlCurNAnonUsr Total nurnber of current non-anonymous users 
maintained by all IIS services. 

iisTtlCurUsr Total number of users maintained by all IIS services. 

iisTtlMaxAnonUsr Total maxirnurn nurnber of anonymous users 
maintained by all IIS services. 

iisTtlMaxNAnonUsr Total maximum nurnber of non-anonymous users 
maintained by ali IIS services. 

iisTtlMaxUsr Total maximurn nurnber of users rnaintained by ali 
IIS services. 

iisTtlAnonUsr Running count of anonymous users maintained by 
ali IIS services. 

iisTtlNAnonUsr Running count of non-anonymous users maintained 
by all IIS services. 

iisTtlUsr Running count ora:Il users maintamed by ali TIS 
services. 

iisTtlBytesSent Count of KB sent by ali IIS services. 

iisTtlBytesRecv Count of KB received by alliiS services. 

iisTtlBytes Count of KB transferred by all IIS services. 

iisTtlFilesSent Count of files sent by ali IIS serv\ce~Ll" r O i -
r, > , '· '"'";-c 
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Table 3-3: Selected MIB Objects- IIS Server Performance Group (Page 2 of 2) 

MIB Object Description 

iisTtlFilesRecv Count of files received by ali IIS services. 

iisTtlFiles Count of files transferred by all IIS services. 

iisWebAppReqTtl Total number of Web requests rnade by IIS. 

Figure 3-6 shows a sample user statistics summary: 

IIS Current Users 

IIS MAX Users 

o 

NNTPIIIII FTP ~~~~~~ 
165 330 

www(d 
494 

S.'' . ' 
: : 

659 824 989 1154 1318 1483 1648 

IIS Tot•l """ - %~ ''-~""':*"'"~ 
o 50000 100000 150000 200000 250000 300000 350000 400000 450000 500000 

NNTP- FTP ~~~~~~ WWW ld 

Figure 3-6: IIS User Statistics Summary 

«:.}ervices Group 

3-6 

The Services group provides configuration information, performance metrics, 
and counters for IIS services, including WWW, FTP, SMTP, and NNTP. These 
metrics include those useful for real-time management and longer-term 
capacity planning and trend analysis. 

WWWGroup 
The World Wide Web (WWW) group provides configuration information, 
performance metrics, and counters for the IIS WWW Service. It looks at the 
WWW Service as a whole and provides totais of ali WWW service activities 
in IIS. 

AdvantEDGE for Microsoft IIS User Cuide 
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WWW Configuration Group 

The WWW Configuration group provides version information for the IIS 
WWW service. 

WWW Performance Group 

The WWW Performance group provides performance metrics and counters 
for the IIS WWW service, including user statistics and transfer statistics. 
These metrics include those useful for real-time management and longer-term 
capacity planning and trend analysis. Table 3-4 defines important WWW 
Performance metrics. 

Table 3-4: Selected MIB Objects -IIS WWW Performance Group (Page 1 of 2) 

MIB Object Description 

iisWwwLogSize Estima te of the current disk space used by the WWW 
service logs. 

iis WwwTtlDiskSize Total size in KB oflog and service directories. 

iisWwwRezSysSize Size in KB of the W"WW service resident systern code. 

iisWwwTtlNotFoundErr Total count of the page-not-found errors for the 
WWW service. 

iis WwwTtlConnAternpt Total nurnber of connections to the well-known port 
of the W"WW service. 

iis WwwTtlLogonAternpt Total nurnber of logins that have been atternpted to 
the WWW service. 

iis WwwTtlCurAnonUsr Total nurnber of current anonyrnous users 
rnaintained by the WWW service. 

iis WwwTtlCurNAnonUsr Total nurnber of current non-anonyrnous users 
rnaintained by the WWW service. 

iis WwwTtlCurUsr Total nurnber of users rnaintained by the WWW 
service. 

11sWwwH1MaxAnon Usr lVlaXIrnurn nurnoer of anonyrnous users rnaintained 
by the WWW service. 

iisWwwTtlMaxNAnonUsr Maxirnurn nurnber of non-anonyrnous users 
rnaintained by the WWW service. 

iisWwwTtlMaxUsr Maxirnurn number of users rnaintained by the 
WWW service. 

I ·-· 
I t, ' " 
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Table 3-4: Selected MIB Objects- 115 WWW Performance Group (Page 2 of 2) 

MIB Object Description 

iisWwwTtlAnonUsr Running count of anonymous users maintained by 
the WWW service. 

iisWwwTtlNAnonUsr Running count of non-anonymous users maintained 
by the WWW service. 

iisWwwTtlUsr Running count o f all users maintained by the WWW 
service. 

iis WwwTtlBytesSent Count of KB sent by the WWW service. 

iis WwwTtlBytesRecv Count of KB received by the WWW service. 

iis WwwTtlBytes Count of KB transferred by the WWW service. 

iis WwwTtlFilesSent Count of files sent by the WWW service. 

iis WwwTtlFilesRecv Count of files received by the WWW service. 

iis WwwTtlFiles Count of files transferred by the WWW service. 

iisWwwTtlGetReq Total GET methods on the WWW service. 

iis WwwTtlHeadReq Total HEAD methods on the WWW service. 

iis WwwTtlPostReq Total POST methods on the WWW service. 

iis WwwTtlPutReq Total PUT methods on the WWW service. 

iis WwwTtlTraceReq Total TRACE methods on the WWW service. 

iis WwwTtlDeleteReq Total DELETE methods on the WWW service. 

iis WwwTtlOtherReq Total methods that are not using GET, POST, PUT, 
DELETE, TRACE, or HEAD. 

iis WwwTtlMethodReq Total methods that are using GET, POST, PUT, 
DELETE, TRACE, and HEAD. 

FTP Group 
The FTP group provides performance metrics and counters for the IIS FTP 
service. lt includes information such as user statistics and transfer statistics. 
This group looks at the FTP Service as a whole and provides totais of all FTP 
service activities in IIS. 

AdvantEDGE for Microsoft IIS User Guide 
; I , I 

FI . No 0372 
-----



USING THE ADVANTEDGE FOR MICROSOFT IIS MIB 
Services Group 

• • • • • • • • • • • • • • • • • • • • • • 

FTP Configuration Group 

The FTP Configuration group provides version information for the IIS FTP 
serv1ceo 

FTP Performance Group 

The FTP Performance group provides performance metrics and counters for 
the IIS FTP service, including the total current users, total users, total files 
transferred, and total KB transferredo These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysiso 
Table 3-5 defines irnportant FTP Performance metricso 

Table 3-5: Selected MIB Objects - IIS FTP Performance Group (Page 1 of 2) 

MIB Object Description 

iisFtp LogSize Estimate of the current disk space used by the FTP 
service logso 

iisFtp TtlDiskSize Total size in KB of log and service directorieso 

iisFtpTtlConnAtempt Total number of connections to the well-known port 
of the FTP serviceo 

iisFtp TtlLogonAtempt Total nurnber of logins that have been attempted to 
the FTP service o 

iisFtpTtlCurAnonUsr Total nurnber of current anonymous users 
maintained by the FTP serviceo 

iisFtpTtlCurNAnonUsr Total nurnber of current non-anonymous users 
maintained by the FTP service o 

iisFtpTtlCurUsr Total nurnber of users maintained by the FTP serviceo 

iisFtpTtlMaxAnonUsr Maximurn number of anonymous users maintained 
by the FTP serviceo 

iisFtp TtlMaxNAnon Usr Maximurn number of non-anonymous users 
maintained by the FTP serviceo 

iisFtpTtiMax:Usr Maximum number ot users mãintaln.ed by the FTP 
serviceo 

iisFtpTtlAnonUsr Running count of anonymous users maintained by 
the FTP serviceo 

iisFtp TtlNAnonU sr Running count of non-anonymous users maintained 
by the FTP serviceo - = 

'"' o- - ~,, -
r o .J 
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Table 3-5: Selected MIB Objects- IIS FTP Performance Group (Page 2 of 2) 

MIB Object Description 

iisFtpTtlUsr Rmming count of all users maintained by the FfP 
service. 

iisFtp TtlBytesSent Count of KB sent by the FTP service. 

iisFtp TtlBytesRecv Count of KB received by the FIP service. 

iisFtp TtlBytes Count of KB transferred by the FfP service. 

iisFtp TtlFilesSent Count of files sent by the FTP service. 

iisFtp TtlFilesRecv Count of files received by the FTP service. 

iisFtp TtlFiles Count of files transferred by the FTP service. 

SMTP Group 
The SMTP group provides configuration information, performance rnetrics, 
and counters for the IIS SMTP Service. This group contains information such 
as transfer statistics and queue lengths. It looks at the SMTP service as a 
whole and provides totais of all SMTP service activities in IIS. 

SMTP Configuration Group 

The SMTP Configuration group provides version information for the TIS 
SMTP service. 

SMTP Performance Group 

The SMTP Performance group provides performance metrics and counters 
for the IIS SMTP service, including total messages transferred, total KB 
transferred, and various queue lengths. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-6 defines important SMTP Performance metrics. 

I able 3-6: Selected MIB ObJects IIS SMTP Performance-Group-- - -

MIB Object Description 

iisSmtp LogSize Estima te of the current disk space used by the SMTP 
service logs. 

iisSmtpTtlDiskSize Total size in KB of log and service directories. 

iisSmtp TtlConErr Total connection errors for the SMTP service. , 
' 
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Table 3-6: Selected MIB Objects -IIS SMTP Performance Group 

MIB Object Description 

iisSmtpTtlBytesSent Count of KB sent by the SMTP service. 

iisSmtp TtlBytesRecv Count of KB received by the SMTP service. 

iisSmtpTtlBytes Count of KB transferred by the SMTP service. 

iisSmtp TtlMsgSent Count of messages sent by the SMTP service. 

iisSmtpTtlMsgRecv Count of messages received by the SMTP service. 

iisSmtpTtlMsg Count of messages transferred by the SMTP service. 

iisSmtpCurinConn Number of connections that are currently inbound. 

iisSmtpCurOutConn Number of connections that are currently outbound. 

iisSmtpTtllnConn Total number of inbound connections received. 

iisSmtp TtlOutConn Total number of outbound connections attempted. 

iisSmtpLocQueLen Number of messages in the local queue. 

iisSmtpRtryQueLen Number of messages in the local retry queue. 

iisSmtpRemtQueLen Number of messages in the remate queue. 

iisSmtpRemtRtryQueLen Number of messages in the remate retry queue for 
remate delivery. 

iisSmtpPicupQueLen Number of messages in the directory pickup queue. 

NNTP Group 
The NNTP group provides configuration information, performance metrics, 
and counters for the IIS NNTP service. This group contains information such 
as transfer statistics and article statistics. It looks at the NNTP service as a 
whole and provides totais of ali NNTP service activities in IIS. 

NNTP Configuration Group 

The NNTP Configuration group provides version information for the IIS 
NNTP service. 

. 
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NNTP Performance Group 

The NNTP Performance group provides performance metrics and counters 
for the IIS NNTP service, including total current users, total users, total KB 
transferred, and total artícles transferred. Table 3-7 defines important NNTP 
Performance metrics. 

Table 3-7: Selected MIB Objects -IIS NNTP Performance Group (Page 1 of 2) 

MIB Object Description 

iisNntpLogSize Estima te of the current disk space used by the NNTP 
service logs. 

iisNntp TtlDiskSize Total size in KB of log and service directories. 

iisNntpTtlLogonAtempt Total number of logins that have been attempted to 
the NNTP service. 

iisNntpTtlCurAnonUsr Total number of current anonymous users 
maintained by the NNTP service. 

iisNntpTtlCurNAnonUsr Total number of current non-anonymous users 
maintained by the NNTP service. 

iisNntpTtlCurUsr Total number of users maintained by the NNTP 
service. 

iisNntp TtlMaxAnonUsr Maximum number of anonymous users maintained 
by the NNTP service. 

iisNntpTtlMaxNAnonUsr Maximum number of non-anonymous users 
maintained by the NNTP service. 

iisNntp TtlMaxUsr Maximum number of users maintained by the NNTP 
service. 

iisNntpTtlAnonUsr Running count of anonymous users maintained by 
the NNTP service. 

iisNntpTtlNAnonUsr Running count of non-anonymous users maintained 
by the NNTP service. 

usNnfjiTm:Tsr 1~unrung count ofatluSffS maintai:rred-bythe-NNTP 
service. 

iisNntpTtlBytesSent Count of KB sent by the NNTP service. 

iisNntp TtlBytesRecv Count of KB received by the NNTP service. 

iisNntp TtlBytes Count of KB transferred by the NNTP service. 
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Table 3-7: Selected MIB Objects- IIS NNTP Performance Group (Page 2 of 2) 

MIB Object Description 

iisNntpTtlArtclSent Total articles sent for the NNTP service. 

iisNntpTtlArtclRecv Total articles received for the NNTP service. 

iisNntp TtlArtcl Total articles for the NNTP service. 

Extensions Group 

The Extensions group provides performance metrics and counters that extend 
IIS services. This group contains metrics for ASP, CGI, and ISAPI. 

ASP Group 
The ASP group contains ASP extension configuration and performance data. 
ASP is a server-side scripting environment used in Web-based applications. 
This group looks at ASP as a whole and provides totais of ali ASP activities 
in IIS. 

ASP Performance Group 

The ASP Performance group provides performance metrics and counters for 
Active Server Pages, including total requests, total requests that succeeded, 
and total number of script errors. These metrics include those useful for 
real-time management and longer-term capacity planning and trend analysis. 
Table 3-8 defines important ASP Performance metrics. 

Table 3-8: Selected MIB Objects - IIS ASP Performance Group (Page 1 of 2) 

MIB Object Description 

iisAspMernAlcated Total memory in KB that is currently allocated 
toASP. 

iisAspRegExecuting Current number of ASP requests that are executing. 

iisAspReqQued Current number of ASP requests that are waiting for 
service from the queue. 

iisAspReqDiscnt Number of requests that were disconnected dueto 
communications failure. 

iisAspReqNAuth Number of requests that failed due to insufficient 
access rights. 

1 
r\:,,' , ,--- ' . ... 

• . 1 •• I , r •~• .. :, ·i'l.,.. .. no 37 7 
AdvantEDGEfor MicrosoftíiS lf/'sgr (5J.Ptide 3-13 

-



~ 

~ 

3 USING THE ADVANTEDGE FOR MICROSOFT IIS MIB 
Extensions Group 

•••••••••••••••••••••• 

Table 3-8: Selected MIB Objects- 115 ASP Performance Group (Page 2 of 2) 

MIB Object Description 

iisAspReqNFnd Number of requests for files that were not found. 

iisAspReqRej Number of requests that were not executed because 
of insufficient processing resources. 

iisAspReq WaitTime Number of milliseconds that the most recent request 
waited in the queue. 

iisAspReqExecTime Total number of milliseconds to execute the most 
recent request. 

iisAspReqSucceeded Number of requests that executed successfully. 

iisAspReqTtl Total number of requests since the service was 
started. 

iisAspSessCur Number of sessions being serviced. 

iisAspSessDur Number o f milliseconds that the most recent session 
persisted. 

iisAspSessTmdOut Number of sessions that timed out. 

iisAspSessTtl Number of sessions since the service was started. 

iisAspTmsPending Number of transactions in progress. 

iisAsp TrnsCommitted Number of transactions committed. 

iisAspTmsAbort Number of transactions aborted. 

iisAsp TrnsTtl Total number of transactions since the service 
started. 

iisAspErrScrptRun Number of requests that failed dueto runtime errors. 

iisAspErrScrptCmp Number of requests that failed dueto 
script-compilation errors. 

iisAspErrScrptTtl Total number of script errors, both runtime and 
compilation. 

CGI Group 
The CGI group contains CGI extension configuration and performance data. 
CGI is a server-side gateway interface used in Web-based applications. This 
group looks at CGI as a whole and provides totais of ali CGI activities in IIS . 

..... -
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The CGI Performance group provides performance metrics and counters for 
the Common Gateway Interface, including number of current requests, 
maximum number of requests, and total number of requests. These metrics 
include those useful for real-time management and longer-term capacity 
planning and trend analysis. Table 3-9 defines important CGI Performance 
metrics. 

Table 3-9: Selected MIB Objects - IIS CGI Performance Group 

MIB Object Description 

iisCgiReqCur Number of current CGI requests. 

iisCgiReqMax Maximum number of simultaneous CGI requests. 

iisCgiReqTtl Total number of CGI requests since the service 
started. 

ISAPI Group 
The ISAPI group contains ISAPI extension configuration and performance 
data. ISAPI is a server-side program interface used in Web-based 
applications. This group looks at ISAPI as a whole and provides totais 
of all ISAPI activities in TIS. 

ISAPI Performance Group 

The ISAPI group provides performance metrics and counters for the ISAPI, 
including number of current requests, maximum number of requests, and 
total number of requests. These metrics include those useful for real-time 
management and longer-term capacity planning and trend analysis. 
Table 3-10 defines important ISAPI Performance metrics. 

Table 3-10: Selected MIB Objects- IIS ISAPI Performance Group 

MIB Obiect Description 

iisisapiReqCur Number of current ISAPI requests. 

iislsapiReqMax Maximum number of simultaneous ISAPI requests. 

iislsa piReq Ttl Total number of ISAPI requests since service startup. 
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Using AdvantEDGE for 
Microsoft IIS 

This chapter describes how to configure and use AdvantEDGE for Microsoft 
IIS. This Point module is implemented as a SystemEDGE agent plug-in. After 
you enable this plug-in in the sysedge.cf file and obtain a license for it, it will 
load automatically at SystemEDGE start time. For more information, refer to 
"Configuring AdvantEDGE for Microsoft IIS" on page 2-3 and "Licensing 
AdvantEDGE for Microsoft IIS" on page 2-3. 

The AdvantEDGE for Microsoft IIS plug-in implements additional MIB 
objects that provide advanced information about the health and availability 
of IIS. AdvantEDGE for Microsoft IIS can operate with any SNMP-compliant 
management software, such as Concord' s eHealth suite of products, 
AdvantEDGE View, HP Open View, and others. If you are using 
AdvantEDGE for Apache with eHealth, refer to the eHealth Web Help for 
more information about the reports that you can generate. 

The default configuration settings of the AdvantEDGE for Microsoft IIS 
plug-in enable you to use the advanced self-monitoring capabilities of the 
SystemEDGE agent in conjunction with AdvantEDGE for Microsoft IIS. 

Editing the SystemEDGE Configuration File 
You can use AdvantEDGE View or another SNMP management tool 
to edit the SystemEDGE conhgurahon hle to uhhze the :MIB obJeC:1's 
that exist in AdvantEDGE for Microsoft IIS with the process-monitoring, 
threshold-monitoring, Windows NT event-monitoring, and history-collection 
features of the SystemEDGE agent. Ali MIB objects related to AdvantEDGE 
for Microsoft IIS exist at object identifier (OID) branch 1.3.6.1.4.1.546.16.2 in 
the Concord Systems Management MIB. The MIB is defined in the 
iismod.asn1 file, which is available in the AdvantEDGE for Microsoft I_IS _ 
product installation. ~· r I • 

c .. ! • cu, 
I . 
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Assigning Entry Rows for the SystemEDGE 
Self-Monitoring Tables 

All SystemEDGE self-monitoring tables (for example, log monitoring, 
Windows NT event monitoring, process/ service monitoring, threshold 
monitoring, and history collection) require the use of unique row numbers. 
Each table contains an Index column which acts as a key field to distinguish 
rows in the table. This section describes the benefits of reserving a block of 
rows (somewhere in the range of 11 to the maximum number of rows in your 
table) for use by the system o r application administrator. 

Setting Local Policy 
You may choose, as a matter of local policy, to reserve a block of rows for 
system administration. This policy allows you to define row entries within a 
reserved block of rows without worrying about the row already being taken 
by another user's entry. In compliance with the local policy, all other users 
should use row indices that are outside of the reserved range when they 
define user-configured entries. 

By reserving a block of rows, you can define a consistent set of conditions 
(row entries) to be monitored across all machines such that the same 
condition is defined in the same row number on each of the machines. For 
example, you can use row 3000 in each table to define entries monitoring the 
page-not-found errors (iisWwwTtlNotFoundErr). You can then distribute this 
configuration out to every host so that every machine running IIS uses row 
3000 for monitoring page-not-found errors, whether it is the threshold 
monitoring table or the history table. Further, every machine can use row 
3000 for monitoring the WWW service in the process/service monitoring 
table. 

Reserving Blocks of Rows 
------ --'-tTrno-reserveabiuck-ofrows fm nmnitoring MicrosuftifS~. ---- --

4-2 

1. Decide on a block of rows that you want to reserve for use with monitoring 
Microsoft IIS. 

2. Using that block of rows, define a set of row entries for each of the 
respective SystemEDGE self-monitoring tables. For more information, 
refer to the chapter on self-monitoring in the SystemEDGE Agent User--­cc r· 
Guide. ."I ~' C C nt 

AdvantEDGE for Microsoft IIS User Cuide 
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3. Distribute configuration file entries out to all hosts that are running IIS 
and AdvantEDGE for Microsoft IIS. For more information, refer to the 
Automating the Deployment of SystemEDGE and AdvantEDGE Point Plug-in 
Modules white paper. 

NOTE----------------------------------------------------
As an alternative, you can use this row-number assignment policy with 
AdvantEDGE View for group configuration operations. 

4. Require end users to avoid your block of rows when defining their own 
self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
The examples in this section show SystemEDGE configuration-file commands 
for monitoring Microsoft IIS. Add these commands to the sysedge.cf file to 
enable monitoring of the MIB objects that they specify. Modify these 
examples as necessary to monitor the MIB objects that are relevant for your 
configuration. 

The examples in the following sections present row numbers in the 5000 
range; select a row number for your configuration that conforms to local 
policies. For more information on row assignment, refer to "Assigning Entry 
Rows for the SystemEDGE Self-Monitoring Tables" on page 4-2. 

The following command, for example, instructs the SystemEDGE agent to 
monitor whether the IIS process is alive every 30 seconds and to store the data 
in row 5000 of the Process Monitoring table: 

watch process procAlive 'inetinfo/INETINFO' 5000 OxO 
30 'IIS' '' 

For more information about the syntax for the commands in this section, refer 
to the SystemEDGE Agent User Cuide. 

NOTE---------------------------------------------------­
Enter the commands throughout this chapter as one line. Do not use a 
carnage return to match the formattmg shown here. -

R"'S r G .... · ~ 
CPMI • c:. ';. o 3 8 2 
ls. N° 
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Using SystemEDGE Process Monitoring 
This section provides examples of how to use the SystemEDGE process- and 
service-monitoring capabilities to monitor the availability of crucial IIS 
processes and services. Add the commands in the following sections to the 
sysedge.cf file to monitor these processes. For more information on the 
SystemEDGE process- and service-monitoring capabilities, refer to the 
chapter on process and service monitoring in the SystemEDGE Agent User 
Cuide. 

Monitoring IIS 
To make sure IIS is running, enter the following command: 

watch process procAlive 'inetinfoJINETINFO' 5000 OxO 
30 'IIS' " 

Monitoring the IIS WWW Service 

To make sure the IIS WWW Service is running, enter the following command: 

watch ntservice 'World Wide Web Publishing Service' 5002 OxO 
30 'IIS WWW Service' '' 

Monitoring the IIS FTP Service 

To make sure the IIS FTP Service is running, enter the following command: 

watch ntservice 'FTP Publishing Service' 5003 OxO 30 'IIS FTP 
Service' '' 

Monitoring the IIS SMTP Service 
To make sure the IIS SMTP Service is running, enter the following command: 

watch ntservice 'Microsoft SMTP Service' 5004 OxO 30 'IIS SMTP 
Service' '' 

--------fMv~o~n~it"o~~~T~~~~ce~-----------------
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To make sure the IIS NNTP Service is running, enter the following command: 

watch ntservice 'Microsoft NNTP Service' 5005 OxO 30 'IIS NNTP 
Service' '' 

AdvantEDGE for Microsoft IIS User Cuide 
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Using SystemEDGE Threshold Monitoring 
This section outlines the use of SystemEDGE threshold-monitoring 
capabilities to monitor important IIS metrics. Add the comrnands in the 
following sections to the sysedge.cf file to monitor thresholds for these 1\1IB 
objects. For more information on SystemEDGE threshold monitoring, refer to 
the chapter on threshold monitoring in the SystemEDGE Agent User Guide. 

NOTE---------------------------------------------------­
The choice of thresholds used in these examples may not be appropriate 
for your configuration; select thresholds that are appropriate for your 
environment. 

Monitoring the Total Current Users 

To monitor the total number of current users, enter the following command: 

monitor oid iisTtlCurUsr.O 5002 OxO 60 delta > 100 'Total 
Current Users exceeds threshold' 

Monitoring the KB Transferred 

To monitor the number of KB transferred, enter the following command: 

monitor oid iisTtlBytes.O 5003 OxO 60 delta > 524288 'Total 
KBytes Transferred exceeds threshold' 

Monitoring the Number of WWW 404 Errors 

To monitor the number of WWW 404 (page-not-found) errors, enter the 
following comrnand: 

monitor oid iisWwwTtlNotFoundErr.O 5004 OxO 60 delta > 100 
'WWW Total 404 Errors exceeds threshold' 

Monitoring the Number of Web Application Requests 

To monitor the number of Web application requests, enter the following 
-------------.conmrarrd. 

monitor oid iisWebAppReqTtl.O 5005 OxO 60 delta > 100 'Web 
Application Requests exceeds threshold' 
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Monitoring the Number of ASP Script Errors 

To monitor the number of ASP script errors, enter the following command: 

monitor oid iisAspErrScript.O 5006 OxO 60 absolute > 40 'ASP 
Total Script Errors exceeds threshold' 

Monitoring WWW 404 Errors on an Individual Web Site 

To monitor the number of WWW 404 (page not found) errors on an 
individual Web site, enter the following command: 

monitor oid ntRegPerf . 50 . 0 5007 OxO 60 absolute > 200 'WWW 
Total 404 Errors on WebA exceeds threshold' 

NOTE -----------------------------------------------------­
If you are monitoring WWW 404 errors on an individual Web site, you 
must use the corresponding ntRegPerf item. Refer to "Using the Win.dows 
NT RegPerf Extensions" on page 4-12. 

Monitoring the Number of Web Logon Failures Over Time 

To monitor for 20 Web Logon Failure events in the system log within one 
minute, enter the following command: 

monitor oid ntEventMonMatches.5012 50010 OxO 60 delta> 20 
'More than 20 Logon Failures in Web Server in 1 Min' 

NOTE------------------------------------------------------
To use this Web Logon Failure example, you need a corresponding 
Windows NT Event Monitor 5012 to monitor W eb Logon Failures. For the 
corresponding entry, refer to "Monitoring TIS Web Logon Failure Events 
for IIS WWW Service in the System Event Log" on page 4-11. 

Monitoring the Number of FTP Logon Failures Over Time 

To monitor for 20 FTP Logon Failure events in the system log within one 
minute, enter the following command: 

------------------ffien-i--t-e-r---e±à- &&E-vent;.Me HMa-t-Gh-9-S-.--5-0-1-3- 5illl-1-1_()x()_6 O de l .ta.. > 2 O 
'More than 20 Logon Failures on FTP Server in 1 Min' '' 

4-6 

NOTE-----------------------------------------------------­
To use this FTP Logon Failure example, you need a corresponding 
Windows NT Event Monitor 5013 looking at FTP Logon Failures. For the 
corresponding entry, refer to "Monitoring IIS FTP Logon Failure Events 
for IIS FTP Service in the System Event Log" on page 4-11. 
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Using SystemEDGE History Collection 
This section outlines the use of SystemEDGE history capabilities to track the 
value of important IIS metrics over time. Add the commands in the following 
sections to the sysedge.cf file to collect history for these MIB objects. For more 
information, refer to the chapter on history collection in the SystemEDGE 
Agent User Cuide. 

NOTE---------------------------------------------------­
The number of samples and the interval between samples used in these 
examples may not be appropriate for your IIS system; select values that are 
appropriate for your environment. 

Collecting History for Current Number of Users for the IIS 
Service 

To collect history for the current number of users for the WWW service, enter 
the following command: 

emphistory 5002 60 iisWwwCurUsrs.O 400 'WWW Num Current Users 
History' 

Collecting History for Current Number of Users for the IIS FTP 
Service 

To collect history for the current number of users for the FTP service, enter 
the following command: 

emphistory 5003 60 iisFtpCurUsrs.O 200 'FTP Num Current Users 
History' 

AdvantEDGE for Micros~fi 1hs.rc1s~L 4-7 
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Figure 4-1 shows a sarnple history for total current users. 

O biect I dentifier: iis T tiCurU sr 

Variable is of Type Gauge.The following graph shows absolute values. 

Sampl~s = 60 Min =O Ma~= 69 Mean = 17.05 Var = 493.98 
69 r-------------------------------~~------------------~ 

52 . . . .. . . .. . . .. . .. . 

= · 7 o ~------~-+--~----~~----------+---------~--------~ 

17 

16:59 17:05 17:11 17:17 17:23 17:28 
29 Aug 2000 29 Aug 2000 29 Aug 2000 29 Aug 20c~c~ 29 Aug 2(1()0 29 Aug 2000 

Figure 4-1: 115 Total Current Users Count History 
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Collecting History for Local Queue Length for the SMTP 
Service 

To collect history for the local queue length for the SMTP service, enter the 
following cornrnand: 

emphistory 5004 60 iisSmtpLocQueLen.O 480 'SMTP Local Queue 
Len History' 

Collecting History for the Local Retry Queue Length for the 
SMTP Service 

To collect history for the local retry queue length for the SMTP service, enter 
the following command · 

emphistory 5005 60 iisSmtpRtryQueLen.O 480 'SMTP Local Retry 
Queue Len History' 

CPW · CO 
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Using SystemEDGE Windows NT Event Monitoring 
This section outlines the use of SystemEDGE Windows NT event monitoring 
to capture important IIS-related Windows NT events and forward them to the 
appropriate management software as SNMP traps. The examples in this 
section show SystemEDGE configuration-file commands that instruct the 
SystemEDGE agent to monitor for certain types of Windows NT events 
that are related to IIS. Add the commands in the following sections to the 
sysedge.cf file to monitor for these Windows NT events. For more 
inforrnation, refer to the chapter on Windows NT event monitoring in the 
SystemEDGE Agent User Guide. 

Monitoring IIS WWW Service Events in the System 
Event Log 

To monitor for WWW service events in the system event log, enter the 
following command: 

watch ntevent 5000 OxOO Systern All 'W3SVC' ' *' 'Monitor IIS 
WWW Service System Events' '' 

Monitoring IIS WWW Service Events in the Security Event Log 

To monitor for WWW service events in the security event log, enter the 
following cornmand: 

watch ntevent 5001 OxOO SecurityAll 'W3SVC' 
WWW Service Security Events' '' 

I *I 'Monitor IIS 

Monitoring IIS WWW Service Events in the Application 
Event Log 

To monitor for WWW service events in the application event log, enter the 
following command: 

watch ntevent 5002 OxOO Application All 'W3SVC' 
IIS WWW Service Application Events' '' 

Monitoring IIS FTP Service Events in the System 
Event Log 

I *I 'Monitor 

To monitor for FTP service events in the system event log, enter the following 
cornrnand: 

watch ntevent 5003 OxOO Systern All 'MSFTPSVC' 
I IS FTP Service Sy stem Ev ents ' '' 

' * '' · ·' Mõ;ni._tor 
... 

• J 
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Monitoring IIS FTP Service Events in the Security 
Event Log 

To monitor for FTP service events in the security event log, enter the 
following command: 

watch ntevent 5004 OxOO Security All 'MSFTPSVC' 
IIS FTP Service Security Events' '' 

I *I 'Monitor 

Monitoring IIS FTP Service Events in the Application Event Log 

To monitor for FTP service events in the application event log, enter the 
following command: 

watch ntev ent 5005 OxOO Application All 'MSFTPSVC' 
IIS FTP Service Application Events' '' 

Monitoring IIS SMTP Service Events in the System 
Event Log 

I *I 'Monitor 

To monitor for SMTP service events in the system event log, enter the 
following command: 

watch ntevent 5006 OxOO System All 'SMTPSVC' 
SMTP Service System Events' '' 

I *I 'Monitor IIS 

Monitoring IIS SMTP Service Events in the Security Event Log 

To monitor for SMTP service events in the security event log, enter the 
following command: 

watch ntevent 5007 OxOO Security All 'SMTPSVC' 
IIS SMTP Service Security Events' '' 

I *I 

Monitoring IIS SMTP Service Events in the Application 
Event Log 

'Monitor 

To monitor for SMTP service events in the application event log, enter the 
------~f""'o.-rll"'o""'w"'i""'n""'g"'c""'Omrnand: - -

4-10 

watch ntevent 5008 OxOO Application All 'SMTPSVC' 
'Monitor IIS SMTP Serv ice Application Events' '' 

I *I 

AdvantEDGE for Microsoft IIS User Cuide 
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Monitoring IIS NNTP Service Events in the System 
Event Log 

To monitor for NNTP service events in the system event log, enter the 
following command: 

watch ntevent 5009 OxOO System All 'NNTPSVC' 
NNTP Service System Events' '' 

I *I 'Monitor IIS 

Monitoring IIS NNTP Service Events in the Security 
Event Log 

To monitor for NNTP service events in the security event log, enter the 
following command: 

watch ntevent 5010 OxOO Security All 'NNTPSVC' 
IIS NNTP Service Security Events' '' 

I *I 

Monitoring IIS NNTP Service Events in the Application 
Eventlog 

'Monitor 

To monitor for NNTP service events in the application event log, enter the 
following command: 

watch ntevent 5011 OxOO Application All 'NNTPSVC' 
'Monitor IIS NNTP Service Application Events' '' 

I *I 

Monitoring IIS Web Logon Failure Events for IIS WWW Service 
in the System Event Log 

To monitor for Web Logon Failure events in the system event log, enter the 
following command: 

watch ntevent 5012 OxOO System All 'W3SVC' 
'.*Logon.*failure.*' 'Web Logon Failure' 

Monitoring IIS FTP Logon Failure Events for IIS FTP Service in 
the System Event Log 

To monitor for FTP Logon Failure events in the system event log, enter the 
following command: 

watch ntevent 5013 OxOO System All 'MSFTPSVC' 
'.*Logon.*failure.*' 'FTP Logon Failure' 

~~ ,;! I 
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Monitoring IIS FTP Timeouts for IIS FTP Service in the System 
Event Log 

To monitor for FTP Timeout events in the system event log, enter the 
following command: 

watch ntevent 5014 OxOO System All 'MSFTPSVC' 
'. *User . *timed-out.*' 'FTP User Time-out ' '' 

Using the Windows NT RegPerf Extensions 
This section outlines the use of SystemEDGE Windows NT RegPerf 
extension-monitoring capabilities to capture extended ITS-related 
information. The examples in this section show the SystemEDGE 
configuration-file commands that instruct the SystemEDGE agent to provide 
information on an individual Web site. You can use this variable with 
threshold monitoring to provide traps on specific user sites. Place these 
commands in the SystemEDGE configuration file, sysedge.cf. 

Add the commands in the following sections to the sysedge.cf file to monitor 
these Windows NT RegPerf extensions. The following examples use values of 
50 and 51; select values for your system that conform to local policies. 

For more information, refer to the chapter on Windows NT Registry MIB 
objects in the SystemEDGE Agent User Cuide. 

Monitoring IIS WWW 404 Errors 

To monitor for WWW 404 errors on Web site A (WebA), enter the following 
command: 

ntregperf 50 Integer Performance 'Web Service' 'Total Not 
Found Errors' 'WebA' 

Monitoring Unauthorized ASP Requests 
To monitor for ASP requests that are not authorized on Web site B (Web B), 
enter the following command: 

ntregperf 51 Integer Performance 'Active Server Pages' 
'Requests Not Authorized' ' WebB' 

AdvantEDGE for Microsoft IIS User Cuide 
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Audience 

This guide explains how to install, license, and configure eHealth 
Service Response Release 1.2 Patchlevel2. This release of eHealth 
Service Response supports the monitoring of common Internet 
applications on the following operating systems: 

• Solaris 2.x and later 

• HP-U:X lO.xand ll.x 

• IRIX 6.x 

• AIX 4.2 and later 

• Microsoft Windows 4.0, Windows 2000, and Windows XP 

• Red Hat Linux 6.0 and later 

This release of eHealth Service Response supports eHealth 
SystemEDGE Release 4.0 Patchlevel 3 and later. 

This guide is intended for the person who is installing and 
configuring eHealth Service Response to monitor the response time 
and availability ofcritical Internet applications. To use this gyide,_ 
you must have a basic familiaritywith the SystemEDGE agent, the 
Internet applications you are monitoring, and your host's operating 
system environment. 
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About This Guide 
This section describes the changes and enhancements that have 
been made since the last release of this guide. It also includes 
the documentation conventions used in this guide. 

Revision lnformation 
Since Release 1.2 Patchlevell, this guide has been updated to 
use a new documentation template and to include a glossary. 

Documentation Conventions 
Table llists the conventions used in this document. 

Table 1. Documentation Conventions [Page 1 of 2) 

Convention 

File or Directory Name 

c ode 

emphasis 

ente r 

Na me 

NewTerm 

Variable 

~ 

eHealth Service Response User Guide 

Description 

File or directory names. 

System, code, or operating system 
command line examples. 

Emphasis and guide titles. 

Text that you must type exactly as 
shown. 

Text that defines menus, fields in 
dialog boxes, o r keyboard keys. 

A new term, that is, one that is being 
introduced. 

Variable values that you substitute. 

A sequence of menus or menu 
options:-Forexample;-file-~-Exit 

means "Choose Exit from the File 
" menu. 

CPIII • c 
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Table 1. Documentation Conventions (Page 2 of 2) 

Convention Description 

NOTE Important information, tips, o r other 
noteworthy details. 

CAUTION 
Information that helps you avoid 

' data corruption or system failures. 

WARNING Information that helps you avoid 
physical danger. 

Customer Support 
I f you need any assistance with eHealth Servi c e Response, 
contact Customer Support at the following: 

Phone: (888) 832-4340 

(508) 303-4300 

Fax: 

E-mail: 

Web site: 

Professional Services 

(508) 303-4343 

support@concord.com 

http:/ /www.concord.com 

If you need any assistance with customizing eHealth Service 
Response, contact Professional Services at the following: 

Phone: (800) 851-8725 (Choose option 7) 

Fax: (508)486-4555 

E-mail: 

Web site: 

proserv@concord.com 

http:/ /www.concord.com 

eHea/th SeN~e •RJ~P.àns~ · Úser Guide c . . : I. • c.. ... I 
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lntroducing eHealth Service Response 
eHealth Service Response is a plug-in to the SystemEDGE agent 
that monitors the response and availability of criticai network 
services. Through the Service Response plug-in, the 
SystemEDGE agent performs real, active test transactions to 
measure response time and track availability for the following 
Internet applications from a user's perspective: 

• Domain Name System (DNS) 

• File Transfer Protocol (FTP) 

• Hypertext Transfer Protocol (HTTP) 

Secure HTTP (HTTPS) 

• Packet Inter-Network Groper (PING) 

• Network News Transfer Protocol (NNTP) 

• Post Office Protocol version 3 (POP3) 

• Simple Mail Transfer Protocol (SMTP) 

• Transmission Control Protocol connections 
(TCPConnect) 

eHealth Service Response also enables you to define your own 
service tests through custom scripts and programs. Y ou can 
perform these measurements from any system within the 
enterprise network. 

\Jv '--

-Fls. N° ____ _ 



12 • Chapter 1 lntroduction 

Using eHealth Service Response 
eHealth Service Response provides the flexibility you need to 
monitor service delivery. Y ou can use eHealth Service Response 
to monitor ali criticai applications on a single system or to 
monitor a particular service or application across a group of 
systems. Y ou can also modify Service Response tests in real time 
so that you always get the information you need. 

The SystemEDGE agent provides configuration and reporting 
for the Service Response module through Simple N etwork 
Management Protocol (SNMP). Its self-monitoring and 
autonomous management capabilities work with the data that 
eHealth Service Response gathers. 

Y ou can configure eHealth Service Response and the 
SystemEDGE agent to do the following: 

• Monitor the response times o f various Web servers and 
send a warning when the servers become unavailable. 

• Warn you of response slowdowns or unavailable 
applications. 

• Test site access and issue an alarm if it detects a service 
disruption. 

-------- - -- -----
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Performance Criteria Measured by eHealth Service 
Response 

Table 2 shows the performance criteria that eHealth Service 
Response measures and reports for services. 

Table 2. Performance Criteria for Each Service 

Criterion Description 

A vailability Percentage of successful service requests. 

Name Lookup Time Time required to resolve the server name for the service to a network 
address. eHealth Service response provides values for Last Sample, Mean, 
Minimum, Maximum, and Sample Variance. 

Connection Time Time required to connect to the server providing this service. eHealth 
Service response provides values for Last Sample, Mean, Minimum, 
Maximum, and Sample Variance. 

Transaction Time Time required to perform the requested transaction, after the connection 
is established. For example, this value could be the amount o f time required 
to download the W eb page o r check the mail status. eHealth Service 
response provides values for Last Sample, Mean, Minimum, Maximum, 
and Sample Variance. 

Total Response Time Total time required for the given service to correctly respond to the request. 
This value is simply the sum of the other three measurements: Name 
Lookup Time, Connection Time and Transaction Time. eHealth Service 
response provides values for Last Sample, Mean, Minimum, Maximum, 
and Sample Variance. 

.. r r" ' .... , ~ 
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Configuration Options 
eHealth Service Response allows you to configure service 
measurement mechanisms to best meet the needs o f your 
network environment. Table 3 shows the options that you can 
specify for each measurement entry, 

Table 3. Configuration Options for Each Measurement Entry 

Option 

Target Host 

Timeout 

Sample Interval 

Samples Per Interval 

Sample Window 

Description 

Host that provides the service to be tested. 

Time (in seconds) to wait before canceling the service request. 

Interval at which to perform the sample operation. For example, set this value 
to 60 to instruct Service Response to query the DNS server every 60 seconds. 

Number of samples to take at each interval. For example, set this option to 3 
to instruct Service Response to PING the server three times in succession at 
each interval. 

Time (in seconds) over which to make the statistics calculations. Service 
Response calculates the statistics o ver a sliding window o f the most samples. 
For example, set this value to 600 to instruct Service Response to use ali 
samples it took during the past 10 minutes to calculate the results. 

For several o f the services, eHealth Service Response requires 
additional configuration information to complete the sample 
transactions. Table 4 shows the additional information that is 

required for each service. 

Table 4. lnformation Required for Each Service (Page 1 of 2) 

Service Additional lnformation Required 

-
HTTP Target URL [proxy host] [ username:user password:pass] 

HTTPS Target URL [proxy host] [ username:user password:pass] 

SMTP None 

POP3 User name and password for valid POP user 
~ 

r 
. '. ' ' _J 
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Using eHealth Service Response with AdvantEOGE View • 

Table 4. lnformation Required for Each Service [Page 2 of 2) 

Service Additional lnformation Required 

DNS Internet name to lookup 

NNTP Nane 

FTP User name and password for valid FTP user 

PING Packet size 

TCPCONNECT Portnumber 

CUSTOM Name of script to run for each sample 

Using eHealth Service Response with AdvantEDGE Víew 
Y ou can use eHealth Service Response with AdvantEDGE View 
to run queries for monitoring the response and availability of 
Internet applications. 

To run an AdvantEDGE View Application query for 
Service Response: 

1. Select the target system or group from the System or 
Group list. 

2. Select Service Response from the Applications list. 

<O 3. Click the Applications icon. 

,;"' - ; AdvantEDGE View runs the query for the specified application 
on the system or group you selected. 

NOTE----------------------------------------­

If you run a query for a group o f systems, AdvantEDGE 
View may request additional information before running 
the query. For more information, refer to the AdvantEDGE 
ViewWeb Help. 

Fls. N° ___ _ 
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AdvantEDGE View displays the response time, service 
availability, and configuration details for ali of the services that 
are running on the system or group that you selected. Figure 1 
shows the Mean Service Response Times portion of the 
AdvantEDGE View Service Response query. 

Mea n Service Response Times 

(in milliseconds) 

1 www.avans~s.com 

20 Mar~ville Technologies 

2000 Monitor amazon.com web response 

2005 Monitor ~ahoo.com web response 

Name Resolution ~ . 

3000 DNS test 

o 500 1000 1500 2000 2500 3000 3500 4000 4500 5000 

Connection 111111 Transaction !dJ 
Figure 1. Sample Portion of AdvantEDGE View Service 
Response Query 

~('" 11 L J ; , ,.. .. 
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Throughout this guide, the term 
Windows NT encampasses 
Windows NT 4.0, Windows 
2000, and Windows XP. 

This chapter describes how to install and license eHealth Service 
Response for UNIX and Windows NT systems. If you are 
installing the software on a UNIX system, refer to "Installing 
eHealth Service Response on UNIX Systems." If you are 
installing the software on a Windows NT system, refer to 
"Installing eHealth Service Response on ·windows NT Systems" 
on page 2-18. 

Before installing eHealth Service Response, you must install, 
license, and configure the SystemEDGE agent Release 4.0 
Patchlevel3 or later. For more information, refer to the eHealth 
S)stemEDGE User Cuide. 

lnstalling eHealth Service Response on UNIX Systems 
This section describes how to install eHealth Service Response 
on UNIX systems. 

lnstalling the Software 
eHealth Service Response for UNIX systems is distributed as a 
tar fde named svcrsp.tar. 

To install the software: 

1. Log in as root by entering su and the root password at the 
command prompt. 
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2. Verify that the plugins directory exists in the SystemEDGE 
agent distribution area. For most systems, the 
recommended directory is /opt/EMPsysedge/plugins. 
If that directory does not exist, verify that you have 
SystemEDGE agent Release 4.0 Patchlevel 3 or later 
installed, and then create the directory manually. 

3. Insert the CD containing the software distributions in to the 
CD-ROM drive and mount it on the partition jcdrom. For 
mounting instructions, refer to your system 
documentation. For example, enter the following 
command for Solaris systems: 

mount -r -t hsfs /dev/srO /cdrom 

4. Change directory to the eHealth Service Response h orne 
directory, and load the files from the CD-ROM. For 
example, enter the following commands for Solaris 
systems: 

cd /opt/EMPsysedge/plugins 

tar xvof /cdrom/svcrsp/sol2/svcrsp.tar 

eHealth Service Response is now installed. 

5. Review the installed files. For more information, refer to 
"eHealth Service Response Files" on page 2-20. 

6. License eHealth Service Response. For more information, 
refer to "Licensing eHealth Service Response" on page 23. 

lnstalling eHealth Service Response on Windows NT 
Systems 

This section describes how to install eHealth Service Response 
on Windows NT systems. 

lnstalling the Software 
eHealth Service Response for Windows NT is distributed as a 
self-extracting executable named svcrsp.exe. 

eHealth Service Response User Guide 
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To install eHealth Service Response: 

1. Log on to the Windows NT system as administrator. 

2. Select Start -7 Programs -7 Command Prompt. 

3. Insert the CD-ROM that contains the Concord software 
distributions into the CD-ROM drive. 

Windows NT automatically mounts the drive using the 
CD-ROM drive's corresponding drive letter. The drive 
letter is specific to your system and depends on the number 
and types of disks attached to your system. Step 5 in this 
procedure uses D: as the CD-ROM drive. Modifythat step 
if necessary to use the drive letter for your system's 
CD-ROM drive. 

4. Determine which directory you want to use as the 
installation directory for eHealth Service Response. If the 
SystemEDGE agent is installed in C: \sysedge, the 
recommended installation directory is C:\sysedge\plugins. 

5. Run the self-extracting executable by typing the following 
at the command prompt: 

D:\svcrsp\ntx86\svcrsp.exe -dir C:\sysedge\plugins 

where D: is the CD-ROM drive for your system, and 
c: \ sysedge \pl ugins is the installation directory. 

NOTE--------------------------------------­
The -dir option instructs the self-extracting executable 
to recreate the intended sub-directory hierarchy 
described throughout this guide. This command 
places the distribution in a svcrsp subdirectory 
within the specified target directory (for example, 
C:\ sysedge \ plugi ns\svcrsp). 

eHealth Service Response is now installed. 

6. Review the installed files. For more information, refer to 
"eHealth Service Response Files" on page 2-20. 

7. License eHealth Servi c e Response. For more information, 
refer to "Licensing eHealth Service Response" on page 23. 

eHealth Service Rdsponse\)t!Jser Guí&e . c ... 1! . • l.,\) . ' 
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20 • Chapter 2 lnstalling eHea/th Service Response 

eHealth Service Response Files 
This section describes the files installed with eHealth Service 
Response. 

Files lnstalled for UNIX Systems 
Table 5 shows the files that the eHealth Service Response 
installation program installs on UNIX systems. 

Table 5. Files lnstalled on UNIX Systems 

File 

collector.exe 

svcrsp.asn 1 

svcrsp.cf.example 

svcrsp.pdf 

svcrsp.so 

svcwatch 

svcwatch.1 

Oescription 

eHealth Service Response collector program. 

eHealth Service Response MIB specification. 

Sample configuration file for eHealth Service Response. 

eHealth Service Response User Guide. 

Shared library module for eHealth Service Response. 

Configuration utility program for eHealth Service Response. 

Manual page that explains how to use the svcwatch utility. 

Files lnstalled for Windows NT Systems 
Table 6 shows the files that the eHealth Service Response 
installation program installs on Windows NT systems. 

Table 6. Files lnstalled on Windows NT Systems (Page 1 of 2) 

File Description 

eelleeta~ <:B-.alth-Serviee-Respense-c-€tlle€t-er~gra 

svcrsp.asn 1 eHealth Service Response MIB specification. 

svcrsp.dll Dynamic link library (DLL) module for eHealth Service Response. 

svcrsp.cf.example Sample configuration file for eHealth Service Response. 

\ ... .-. 
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Configuring eHealth Service Response Startup 

Table S. Files lnstalled on Windows NT Systems (Page 2 of 2) 

File 

svcrsp.pdf 

svcwatch.exe 

svcwatch. txt 

Description 

eHealth Service Response User Guide. 

Configuration utility program for eHealth Service Response. 

Text file that explains how to use the svcwatch utility. 

Files Created for UNIX and Windows NT Systems 
eHealth Service Response also creates two files while it is 
running. It creates these files in the directory that contains the 
executables and configuration files. Table 7 shows the files that 
eHealth Service Response creates. 

Table 7. Files Created for UNIX and Windows NT Systems 

File Name Description 

svcrsp.dat Shared data file used by the collector. 

svcrsp.lck Lock file for access control. 

Configuring eHealth Service Response Startup 
You must edit the sysedge.cf file to use the correct shared 
library file for your system and to enable the SystemEDGE 
agent to load eHealth Service Response. Y ou can use the 
sysedge_plugin keyword in the sysedge.cf configuration file to 
specify which plug-in modules the SystemEDGE agent willload · 
at system initialization. By default, the SystemEDGE agent does 
not load any plug-ins at initialization, but you can edit the 
sysedge.cf file to configure the agent to load any plug-ins that 
you have installed. - -

I ) 11 
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Table 8. sysedge. cf Entries 

Platform 

Solaris SPARC (32-bit) 

Solaris SPARC (64-bit) 

Windows NT, Windows 2000, or 
Windows XP (x86) 

HPUX lO.x and ll.x 

Linux 

AIX 

IRIX 

The sysedge.cf fileis located in your system directory by 
default; for example, it is located in the /etc/sysedge.cf 
directory on UNIX systems and in the C:\winnt\system32 
directory on Windows NT systems. For more information 
about the sysedge.cf file, refer to the eHealth SystemEDGE User 
Cuide. 

NOTE-----------------------------------------

To configure the SystemEDGE agent to start eHealth 
Service Response, you must provide the complete 
pathname to the shared library file for your version of 
eHealth Service Response. The path depends on the 
location you selected when you installed eHealth Service 
Response. 

Table 8 shows the recommended path names for the shared 
library file for each operating system. Add the command shown 
in the right column to your sysedge.cf file to instruct the 
SystemEDGE agent to load eHealth Service Response at system 
initialization. 

Recommended sysedge. cf Entry 

sysedge_plugin 1 opti EMPsysedgel plugins I svcrspl svcrsp.so 

sysedge_plugin I optl EMPsysedgel plugins I svcrsp I svcrsp-sparcv9.so 

sysedge_plugin \ sysedge \ pl ugins \svcrsp \ svcrsp.dll 

sysedge_plugin I opti EMPsysedgel plugins I svcrsp I svcrsp.so 

sysedge_plugin 1 optl EMPsysedge l plugi ns I svcrsp I svcrsp.so 

sysedge_plugin I usr l lpp I EMPsysedge l plugins I svcrsp I svcrsp.so 

sysedge_plugin 1 optl EMPsysedgel plugins I svcrsp I svcrsp.so 

eHealth Service Response User Guide 
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Licensing eHealth Service Response 
Like the SystemEDGE agent, eHealth Service Response utilizes a 
host-based license method. Copies of eHealth Service Response 
can run only on systems that possess a valid license key. This 
license key is separate from the one used for the SystemEDGE 
agent. 

The first time that you attempt to start the SystemEDGE agent 
after installing eHealth Service Response, the agent displays a 
message stating that it could not finda valid license for eHealth 
Service Response. It then provides you with a public key that is 
used to generate a permanent license key for your host 
machine. 

A license key is composed o f four space-separated, 8-character 
sequences, totaling 32 characters. The sysedge.lic file contains 
the license for eHealth Service Response, as well as the 
SystemEDGE agent license and licenses for any eHealth 
application insight modules (AIMs) that you have installed. For 
an example, refer to the sample license file in "Sample License 
File" on page 30. 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use AdvantEDGE View to receive an SNMP license trap or 
to query and license the plug-in without a trap. For more 
information, refer to "Generating a License through 
AdvantEDGE View Event Processing" on page 27 or 
"Generating a License through AdvantEDGE View Host 
Administration" on aae 29. 

• Send an e-mail request to licenses@concord.com and place 
the returned license key in the appropriate license file. 

eHealth Service Res~·~ SB ·S'ª tíulJ,f) 
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NOTE------------------------------------­

Always include the user name in license requests that 
you send through e-mail. 

• Complete the online license form through the Internet, as 
described in the next section, "Generating the License 
through the Web-based License Form." 

For more information about licensing, refer to the eHealth 
SystemEDGE User Cuide. 

Generating the License through the 
Web-based License Form 

This section describes how to generate the license using the 
Web-based license form. 

NOTE--------------------------------------­

If you are using an evaluation copy o f eHealth Service 
Response, you must request a temporary license that will 
enable it to operate during the evaluation period. 

To generate a license for eHealth Service Response: 

1. Start the SystemEDGE agent. 

Do the following for UNIX systems: 

a. Log in as root. 

b. Change directory (cd) to /opt/EMPsysedge. 

c. Enter the following: 

./bin/sysedge -b 

Do the following for Windows NT systems: 

a. Log in as administrator. 

b. Open a command prompt window, and enter the 
following: 

C:\sysedge\setup -1 

eHealth Service Response User Guide 
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The SystemEDGE agent displays a message indicating that 
you need a license for the eHealth Service Response module 
on this system. It displays a message similar to the 
following: 

SysternEDGE Version 4.0 Patchlevel 3 

Copyright 2001 by Concord Communications, Inc. 

Please contact Concord Communications, Inc. to obtain a license 

http://www.concord.com/support, Ernail: license@concord.corn 

Provide this: svcrsp pluto Sunos 5.8 8035blf8f643ab43 1.2 Patchlevel 2 

2. Using a Web browser, go to the licensingWeb site at 
http:/ !license.concord.com, and select the C reate License 
option that matches your use o f the module: 

• Create SystemEDGEIAdvantEDGE Eval License (if 
you are evaluating the module o r are a Concord partner 
o r reseller) 

• Create SystemEDGE Outsource License (if you are 
outsourcing the module) 

• Create SystemEDGE/AdvantEDGE License (if you 
have purchased the module) 

NOTE--------------------------------------­

You must specify a user name and password to access 
the license form. 

If you do not have Web access, fill out the license request 
form, ;config/license.txt (available as part ofthe eHealth 
Service Response installation), with the complete string 
generated by the SystemEDGE agent, and e-mail the 
completed form to licenses@concord.com. 

3. Fill out the license form, entering the information that was 
printed by the SystemEDGE agent. You must supply the 
following information: 

• Name 

• E-mail address 

c,,-~,,1 • C 
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• Software version number ( 1.2 in the example on 
page 25) 

• Patchlevel (2 in the example on page 25) 

• System name (pluto in the example on page 25) 

• Operating system name (SunOS in the example on 
page 25) 

• Operating system version (5.8 in the example on 
page 25) 

• System identifier (8035blf8f643ab43 in the example 
on page 25) 

NOTE-------------------------------------
Select the option for eHealth Service Response from the 
product list on the licensing form. 

After you submit the license request form, the Concord 
Web server generates a license and displays it on your 
Web browser. It also e-mails the license to the contact 
person in your organization. 

4. Copy the license into the sysedge.lic file (located in /etc or 
C:\winnt\system32), and save that file. 

5. Restart the SystemEDGE agent. 

For UNIX systems, enter the following: 

./bin/sysedge -b 

For Windows NT systems, stop and start the Windows NT 
Master agent by entering the following: 

C:\net stop snmp 

C:\net start snmp 

eHealth Service Response is now licensed and ready to use. 

li .,, ' 
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Generating a License through AdvantEDGE View 
Event Processing 

In order to use AdvantEDGE View event processing to license 
eHealth Service Response, your system must meet the following 
requirements: 

• You must be using SystemEDGE Release 4.0 Patchlevel3 o r 
later with AdvantEDGE View. 

• You must configure the SystemEDGE agent to send SNMP 
traps to AdvantEDGE View. For more information, refer to 
the section on configuring the SystemEDGE agent in the 
eHealth SystemEDGE User Guide. 

• You must configure the SystemEDGE agent with a 
read-write communityso thatAdvantEDGE View can issue 
an SNMP Set to transmit the license key to it. For more 
information, refer to the section on configuring the 
SystemEDGE agent in the eHealth SystemEDGE User Guide. 

• Y our AdvantEDGE View system must have access to the 
Internet, either directly or through a Web proxy. 

• The AdvantEDGE View user who is generating the license 
must have either write or admin permissions. 

To generate a license through AdvantEDGE View: 

1. Start the SystemEDGE agent with eHealth Service Response 
in unlicensed mode. SystemEDGE sends a license trap to 
AdvantEDGE View for that module. 

2. Start AdvantEDGE View, and click the Events icon to 
display the Event Processing screen. 

AdvantEDGE View displays a license trap for the system 
that requires a license. 

3. Click the index number for that system to view the Trap 
Details form for License Software to display the 
AdvantEDGE View Software Licensing form. 

(,, .. ,! • c 
eHealth Service Response User Guide 

~.k:' o 41 9 j-.,.: 
Doe: ------

~ 



28 • Chapter 2 lnstalling eHealth Service Response 

4. Complete the licensing form, and click Get License. 

Usemame 

Password 

Name 

Company 

Email 

Phone 

CustomertD 

license Type 

Software Ucensing, System SystemNome 

I use~ 

I AdvantEDGE View Usse\ 

I Companx\ 

I user@company.coll\ 

1555 .555.555~ 

1:666 

Permanent -' I 

License Duration 
+ N/A v 3 montm v 6 months v 9 months v 12 

months 
(Only appücable if le.,lng licen•e) 

End-user Companv I I 
(Only app~cable if le.,ing l~en•e) 

j Get Licensel Clearl 

NOTE-------------------------------------
1[ you have configured AdvantEDGE View preferences, 
AdvantEDGE View fills in ali o f the information 
( except password) on this form. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for eHealth Service Response, and issues 
an SNMP Set to the target SystemEDGE agent to inform it 
of the new software license key. 

----- --------·--- - --- - . 
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Generating a License through AdvantEDGE View 
Host Administration 

~-J 
\ .,._::) 

Y ou can also license systems through AdvantEDGE View Host 
Administration. 

To access Host Administration: 

1. Start AdvantEDGE View, and dick the Administration 
icon. AdvantEDGE View displays the Administration page. 

2. Click the Host Administration icon. AdvantEDGE View 
displays the host list. 

Sysb!mEDGE Host Configuration 

Read1Write Commtmity 

/ Add New Host I 

3. Click the name o f the system that you want to license from 
the System Name column. AdvantEDGE View displays 
the Modify Host form. 

-------------- ---- --
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Morlify tlost aview: · 

communíty: r-jp-ub-li-c -------- Read community string for use with 
this host 

Read/Write 
Community: 

.------------ ReadNVrite community string for use 
with this host 

Port: 

Timeout: ls 
Retries: 

UDP Port to use with this host (e .g. 
161 or 1691) 

Timeout value (in seconds) to use with 
tnis host (e .g . 3) 

Number of times to retry an operation 
on this host (e.g . 3) 

Update Host . Licens.e HosVSoftware · Delete HoS:t .1 

4. Click License Host/Software to display the licensing 
form. 

5. Select the product you want to license from the Product 
list, and then click License Software. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for the software, and issues an SNMP Set 
to the target SystemEDGE agent, informing it of the new 
software license key. 

Sample License File 
The following is a sample SystemEDGE agent license file. A 
pound character (#)in column 1 indicates that the entire line is 
a comment. 

# license file for SysternEDGE Agent 
# Concord Cornrnunications, Inc. 
# http : //www .conco r d .corn 
# 
# file / etc / sysedge .lic or %Sys ternRoot%\ systern32 \ sysedge.lic 
# A valid license key has four parts of 8 characters per part 
# parts are separated by space(s) with one license key per line 

# sysedge jupiter sol2 5 .8 807cblda007cblda 4.1 PL 1 

e13311d3 OF2a7cbl abC512dc fF 8C923a 

# svcrsp pluto SunOS 5.8 807 cblda007cblda 1 .2 PL 2 

a7943fde 098a87 i j a4kiuf39 afafEkj4 
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This chapter explains how to configure and use eHealth Service 
Response. 

The Service Response Table 
eHealth Service Response is implemented as an SNMP table in 
the Systems Management MIB. The Service Response table 
provides information about each of the services that the 
SystemEDGE agent is currently monitoring. Each row of the 
table represents a single monitored service. You can specify as 
many service monitor entries (rows) as necessary for your 
Service Response implementation. For each entry, the table 
provides information such as the service being monitored, 
specific arguments (for example, the URL to query), how often 
the agent checks the service, and the measurement results. 

In addition to the Service Response table, eHealth Service 
Response provides two additional MIB objects: 

• svcRsp V ersion, which reports the eHealth Service Response 
version information. 

svcRspPID, which reports the process identifier o f the 
eHealth Service Response collector process. 
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Ali MIB objects that are related to eHealth Service Response 
exist at object identifier ( OID) branch 1.3.6.1.4.1.546.16.6 in the 
Systems Management MIB. The MIB is defined in the 
svcrsp.asn l file, which is installed as part of the eHealth Service 
Response installation. Table 9 shows the columns o f the Service 
Response table. 

Table 9. Service Response Table (Page 1 of 5) 

MIB Object Permissions Description 

svcRsp Tablelndex Read-Only An integer ( 1 through MAXINT) that in di cates 
the row index for this entry. 

svcRspTableDescr Read-Only A textual description ofthe row entry. This field is 
entirely for the user and is not interpreted by the 
software. 

svcRsp TableSvc Read-Write An integer that indicates the type o f service to be 
sampled. The following are possible values: 

. NNTP(l) 

. DNS(2) 

. POP3(3) 

. HTTP(4) 

. FTP(S) 

. SMTP(6) 

. PING(7) 

. TCPCONNECT(8) 

. CUSTOM(9) 

. HTTPS(lO) 

Additional values will be defined in the future as 
new services are im_IJlemented. 

eHealth Service Response User Guide 

I, I o 4 2 4 
FLs. N° ___ _ 



Table 9. Service Response Table (Page 2 of 5) 

MIB Object Permissions 

svcRspTableArgs Read-Write 

~ 

svcRspTablelnterval Read-Write 

~ 
svcRspTableSamplesPerlnterval Read-Write 

svcRspTableTimeout Read-Write 

The Service Response Table • 33 

Description 

A quoted string (O through 128 characters) that 
specifies the service-specific arguments that the 
module uses for measuring purposes. The 
following are examples of service arguments: 

. DNS - dns-server hostname 

. HTTP- Target URL [proxy 
host] [ username:user password:pass] 

. HTTPS- Target URL [proxy 
host] [username:user password:pass] 

. FTP - ftp-server username passwd 

. POP3 - pop3-server username passwd 

. NNTP- nntp-server 

. SMTP - smtp-server 

. PING- target-host [size] 

. TCPCONNECT- target-host port-number 

. CUSTOM- script-name 

An integer value (30 through MAXINT) that 
indicates how often (in seconds) the agent should 
measure the service response. For example, the 
value 30 instructs the agent to sample theservice 
every 30 seconds. This value must be a multiple o f 
30 seconds 

An integer value ( 1 through MAXINT) that 
in di cates the number o f times that the agent 
should perform the sample query at each interval. 
For example, you can specify 3 to perform a PING 
measurement three times each interval. 

An integer value ( 1 through MAXINT) that 
indicates the time (in seconds) that this 
measurement should wait for a response. A 
sample that does not return within the timeout 
value is recorded as "unavailable" for the purposes 
o f the availability measurement. 

eHealth Service Respon~; User Guidk- ' 
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Table 9. Service Response Table (Page 3 of 5) 

MIB Object Permissions Description 

svcRsp TableStats W indow Read-Write An integer value ( 1 through MAXINT) that 
indicates the time in seconds to be used in the 
statistical calculations. For instance, a value of 
1800 specifies that the agent will calculate ali 
statistical results (for example, mean and 
availability) over the last 30 minutes. 

IC svcRspTableStatus Read-Write Row status; one o f the following values: 

. active 

. notlnService 

. notReady 

. createAndGo 

. createAndW ait 

These values are identical in meaning to the 
SNMPv2 SMI RowStatus textual convention. 
Normally, a row is either active or notlnService. 

svcRspTableLast Update Read-Only Time (based on sysUpTime) at which the agent 
last sarnpled this service. A value o f O indicates 
that this service has not yet been sampled. 

svcRspTableNumSamples Read-Only Total number o f samples that the agent has taken 
for this response time entry since the row was 

IC initialized. 

svcRspTableTotalLastSample Read-Only Last recorded total response time (in 
milliseconds) for this service. A value o f O 
indicates that the last sample failed to respond 
within the given timeout. 

svcRspTableTotalMin Read-Only Smallest successful total response time (in 
miuiseconas) ror mis service uuringth-e current 
measurement window. 

svcRspTableTotalMax Read-Only Largest successful total response time (in 
milliseconds) for this service during the current 
measurement window. 

-
\ 
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Table 9. Service Response Table (Page 4 of 5) 

MIB Object Permissions 

svcRspTableTotalMean Read-Only 

svcRspTableTotalVariance Read-Only 

~ svcRspTableTotalAvailability Read-Only 

svcRspTableN ameLastSample Read-Only 

svcRspTableN ameM in Read-Only 

svcRspTableN ameMax Read-Only 

svcRspTableNameMean Read-Only 

te 
svcRspTableN ame Variance Read-Only 

svcRspTableConnLastSample Read-Only 

svcRspTableConnMin Read-Only 

Description 

Sample mean o f the successful total response 
times (in milliseconds) for this service during the 
current measurement window. 

Sample variance o f the successful total response 
times (in milliseconds) for this service during the 
current measurement window. 

Percentage o f the total response measurement 
attempts that were successful during the current 
measurement window. 

Last recorded name lookup time (in milliseconds) 
for this service. A value ofO indicates that the last 
sample failed to respond within the given 
timeout. 

Smallest successful name lookup time (in 
milliseconds) for this service during the current 
measurement window. 

Largest successful name lookup time (in 
milliseconds) for this service during the current 
measurement window. 

Sample mean o f the successful name lookup times 
(in milliseconds) for this service during the 
current measurement window. 

Sample variance o f the successful name lookup 
times (in milliseconds) for this service during the 
current measurement window. 

Last recorded connection time (in milliseconds) 
, Orthis ser vice :-A:-va:lue-of-6-indicates--thaHhe last 
sample failed to respond within the given 
timeout. 

Smallest successful connection time (in 
milliseconds) for this service during the current 
measurement window. 

-=· 
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Table 9. Service Response Table (Page 5 of 5) 

MIB Object Permissions Description 

svcRspTableConnMax Read-Only Largest successful connection time (in 
milliseconds) for this service during the current 
measurement window. 

svcRsp TableConnMean Read-Only Sample mean o f the successful connection times 
(in milliseconds) for this service during the 
current measurement window. 

svcRspTableConn Variance Read-Only Sample variance o f the successful connection 
times (in milliseconds) for this service during the 
current measurement window. 

svcRspTableTranLastSample Read-Only Last recorded transaction time (in milliseconds) 
for this service. A value o f O in di cates that the last 
sample failed to respond within the given 
timeout. 

svcRspTableTranMin Read-Only Smallest successful transaction time (in 
milliseconds) for this service during the current 
measurement window. 

svcRspTableTranMax Read-Only Largest successful transaction time (in 
milliseconds) for this service during the current 
measurement window. 

svcRspTableTranMean Read-Only Sample mean o f the successful transaction times 
(in milliseconds) for this service during the 
current measurement window. 

svcRspTableTran Variance Read-Only Sample variance o f the successful transaction 
times (in milliseconds) for this service during the 
current measurement window. 

- .. 
v' 
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lO HTTP(4) 

Assigning Entry Rows for the Service Response Table • 37 

Sample Entry in the Service Response Table 
The following shows a sample entry in the Service Response 
table for monitoring the HTTP service. 

Arguments Interval SamplesPerlnterval Timeout StatsWindow Status 

"http://www.empire.com" 60 10 3600 ACTIVE(l ) 

The entry is the 1Oth row in the table, and its purpose is to 
monitor the HTTP service by retrieving the W eb page that is 
located at http:/ /www.empire.com. The agent performs this 
query once every 60 seconds with a timeout o f 1 O seconds. The 
value o f 3600 in the statistics window column indicates that the 
agent uses only the last 3600 seconds (o r 1 hour) o f samples to 
calcula te statistical results. The current status o f this row is 
active. 

Assigning Entry Rows for the Service Response Table 
The svcRspTablelndex column is the row index of the Service 
Response table, and it acts as a key field to distinguish rows in 
the table. Y ou may choose, as a matter o f local policy, to reserve 
a block o f rows to be used solely for system administration. By 
reserving a block of rows, you can define a consistent set of 
conditions (row entries) to be monitored across ali systems 
such that the same condition is defined in the same row 
number on each of the systems. For example, you might use 
row 11 (svcRspTableindex = 11) to define an entry for 
monitoring the DNS service throughout the enterprise. You can 
then distribute this configuration to every system so that they 
ali use row 11 to measure the DNS service. 

To reserve a block of rows: 

1. Decide on a block o f rows that you want to reserve for your 
use in the Service Response table. 

r ' 
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2. Define a set of row entries (services to be measured) in the 
svcrsp.cf configuration file (in the block o f rows you 
decided to reserve). For more information, refer to the next 
section, "Configuring the Service Response Table." 

3. Distribute the svcrsp.cf configuration file to all systems on 
which eHealth Service Response is installed. 

4. Require end users to avoid your block o f rows when 
defining their own Service Response table entries. 

Configuring the Service Response Table 
Y ou can control the services that eHealth Service Response 
monitors by adding, deleting, or modifying entries in the 
Service Response table. 

Y ou can configure the Service Response table in one o f the 
following ways: 

• Dynamically. Use SNMP commands from a management 
station to modify the table. For more information, refer to 
the next section, "Dynamic Configuration During 
Operation." For information about how to use the 
SystemEDGE agent svcwatch utility to dynamically 
configure the agent to monitor MIB variables, refer to 
"Using the svcwatch Utility" on page 52. 

• At start-up initialization. Specify the process attributes to 
monitor through the svcrsp.cf configuration file. For more 
information, refer to "Initial Configuration During 
Start-Up" on page 39. 

• Through AdvantEDGE View configuration. For more 
information, refer to the AdvantEDGE View Web Help. 

Dynami_c ConJiguratio_n During Oper~_tion 

You can use your network management system (NMS) to issue 
SNMP SetRequest messages to the agent to modify the entries 
in the Service Response table. The agent uses the SNMPv2 SMI 
Row-Status textual convention for creating, deleting, and 
modifying rows in the table. 
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Configuring the Service Response Table • 39 

Each time the Service Response table is successfully modified, 
the agent updates the svcrsp.cf file to record the changes so that 
when the agent is restarted, it starts up with the same Service 
Response table configuration as it had when it was stopped. 

NOTE-----------------------------------------

Service Response table entries are saved to the svcrsp.cf 
configuration file so that any changes made during the 
operation o f the agent are preserved across agent and 
system restarts. You can edit the svcrsp.cf file only when the 
SystemEDGE agent is not running. 

lnitial Configuration During Start-Up 
On start-up, eHealth Service Response reads the svcrsp.cf file. 
Y ou can use this file to specify the services that you want the 
agent to measure. I f you are configuring several systems to 
measure services throughout an enterprise, you can create a 
single svcrsp.cf file and distribute that file to ali of your systems. 

The Service Response configuration file consists of a series of 
entries that are delimited by brackets ( { } ). Within each entry, 
fields exist on separate lines. The format for an entry is as 
follows: 

{ 

Index 

Descr iption 

Service 

Arguments 

Interval 

SamplesPerinterval 

- -T-i-mee'tlt--

Window Size 

SNMP Row Status 

' ' 
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Table 1 O describes each field o f an entry in the svcrsp.cf file. 

Table 1 O. Configuration File Entries 

Entry Description 

Index Row (index) o f the Service Response table for this entry. Each row in the 
Service Response table is uniquely identified by an index number. 

Description Quoted string of up to 128 characters that describes the entry. 
' . 

I(_ Service N ame o f the service to be tested. Currently one o f the following: 

. NNTP 

. DNS 

. POP3 

. HTTP 

. HTTPS 

. FTP 

. SMTP 

. PING 

. TCPCONNECT 

. CUSTOM 

Arguments Quoted string of up to 128 characters that contains the service-specific 
parameters. 

Interval . Measurement interval in seconds. This value must be a multi pie o f 30. 

SamplesPerlnterval Number of samples to be taken at each interval. 

Timeout Sample timeout in seconds. 

WindowSize Time window in seconds to use for calculating statistical results. 

Row Status SNMP row status for this row. Values of active or notinService are 
- -

recommended. 
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Sample Entries for the svcrsp. cf Configuration File 
This section contains several examples for using eHealth Service 
Response to monitor services through entries in the svcrsp.cf 
file. 

Measuring Web Server Response (HTTP) 
The following entry instructs eHealth Service Response to 
monitor the amount of time required to access the main Web 
page at www.cnn.com. 

6 

"Test CNN Web Server" 

HTTP 

"http: //www.cnn.com/ " 

60 

1 

2 0 

300 

activ e 

The entry is created as row 6 in the Service Response table. The 
agent tests the service once every 60 seconds and waits up to 20 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes) . This entry is active. 

I' 
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Measuring Web Server Response by Proxy 
(HTIP) 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to access the main W eb 
page at www.weather.com. In this case, the testing system does 
not access the site directly; instead, it uses the Web proxy host 
myproxy that is running on port 8080. 

6 

"Test Weather Channel Server Via Proxy" 

HTTP 

"http: //www.weather.com/ myproxy:8080 " 

60 

1 

20 

300 

active 

The entry is created as row 6 in the Service Response table. The 
agents tests the service once every 60 seconds and waits up to 20 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes). This entry is active. 

- ------- ----
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Sample Entries for the svcrsp. cf Configuration 

Measuring Secure Web Server Response 
(HITPS] 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to access the main W eb 
page at charge.mycredit. 

"Test Secure Web Server" 

"https://charge.mycredit/commit.exe username:empire password:tech" 

60 

1 

20 

300 

active 

The entry is created as row 12 in the Service Response table. The 
agent tests the service once every 60 seconds and waits up to 20 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 rninutes). This entry is active. 
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Measuring Domain Name Service Response 
(DNS) 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to resolve the IP address 
for www.cnn.com using the name server at 194.13.12.92. In this 
case, the agent is testing the response time for lookups at host 
194.13.12.92. In your environment, use the IP address o f your 
local DNS server. The actual name that is being resolved is not 
the most criticai parameter. 

11 

"Test DNS Lookup" 

DNS 

"194.13.12.92 www.cnn . com" 

300 

1 

10 

86400 

active 

The entry is created as row 11 in the Service Response table. The 
agent tests the service once every 300 seconds (5 minutes) and 
waits up to 1 O seconds for a successful response. The agent 
calculates statistics over the last 86,400 seconds ( 1 day). This 
entry is active. 
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- -------

Measuring Sendmail Response (SMTP) 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to connect to the SMTP 
service on host mailserver.yourdomain and to perform a null 
transaction. This test is a good measure o f the baseline time that 
is required to send a mail message. 

7 

"Test Sendmail Response" 

SMTP 

"mailserver.yourdomain" 

60 

1 

10 

300 

activ e 

The entry is created as row 7 in the Service Response table. The 
agent tests the service once every 60 seconds and waits up to 1 O 
seconds for a successful response. The agent calculates statistics 
over the last 300 seconds (5 minutes) . This configuration works 
well if you are using a polling station to sample the mean and 
availability values for this entry. This entry is active. 

'\ v , r 
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Measuring Post Office Protocol Service 
Response [POP) 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to log in to and test the 
status of the POP mail service at host popserver.yourdomain. 
The username poptest and password popl23 must be a valid 
username-password combination for a POP user on this server. 
Any valid account works, and the sample query does not affect 
the contents of the mailbox. 

5 

"Test POPmail Response" 

POP3 

"popserver.yourdomain poptest popl23" 

300 

1 

10 

21600 

active 

The entry is created as row 5 in the Service Response table. The 
agent tests the service once every 300 seconds (5 minutes) and 
waits up to 10 seconds for a successful response. The agent 
calçulates statistics o ver the last 21,600 seconds ( 6 hours). This 
entry is active. 

c.,,\ : c 
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Measuring Network News Service Response 
(NNTP] 

The following entry instructs eHealth Service Response to 
monitor the amount o f time required to connect to the NNTP 
service at host news.yourdomain and to perform a simple 
transaction. 

1 

"Test Net News Response" 

NNTP 

"news.yourdomain" 

3600 

1 

10 

86400 

active 

The entry is created as row 1 in the Service Response table. The 
agent tests the service once every 3600 seconds ( 1 hour) and 
waits up to 1 O seconds for a successful response. The agent 
calculates statistics over the last 86,400 seconds (I day). This 
entry is active. 

' I ' • 
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- - - -- - - --- - -

Measuring File Transfer Service Response (FTP) 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to log in to and test the 
status of the FTP service at host ftpserver.yourdomain. The 
username ftptest and password ftpl23 must be a valid 
username-password combination for an FTP user on this 
server. Any valid account works. 

2 

"Test FTP Service Response" 

FTP 

"ftpserver.yourdomain ftptest ftp123" 

3600 

1 

10 

604800 

active 

The entry is created as row 2 in the Service Response table. The 
agent tests the service once every 3600 seconds (1 hour) and 
waits up to 1 O seconds for a successful response. The agent 
calculates statistics over the last 604,800 seconds (1 week). This 
entry is active. 

d . c 
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Measuring Network Reachability (PING) 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to perform a 
network-level ping ofhost server.yourdomain. This test is an 
excellent way to determine whether the system is up and 
network connectivity exists. 

3 

"Test PING Response" 

PING 

"server.yourdomain" 

60 

3 

5 

86400 

active 

The entry is created as row 3 in the Service Response table. The 
agent tests the service 3 times every 60 seconds (1 minute) and 
waits up to 5 seconds for a successful response. The agent 
calculates statistics over the last 86,400 seconds (1 day). This 
entry is active. 

--- - ---
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Measuring TCP Service Connections 
The following entry instructs eHealth Service Response to 
monitor the amount o f time required to connect to port 2049 
on host server.yourdomain. This tes is an excellent way to 
determine whether the service is up and network connectivity 
exists. 

9 

"Test TCP Connection" 

TCPCONNECT 

"nfsserv er.yourdomain 2049" 

60 

1 

5 

600 

active 

The entry is created as row 9 in the Service Response table. The 
agent tests the service once every 60 seconds (1 minute) and 
waits up to 5 seconds for a successful response. The agent 
calculates statistics o ver the last 600 seconds ( 1 O minutes). This 
entry is active. 

eHealth Service Response User Guide 
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Measuring Custam Services 
The following entry causes eHealth Service Response to execute 
the /local/bin/custom-response script and to use the output as 
the response time values for this custom service. 

99 

"Test Custam Service" 

CUS TOM 

"/local/bin/custom-response" 

120 

1 

20 

3600 

active 

The entry is created as row 99 in the Service Response table. The 
agent test the service once every 120 seconds (2 minutes) and 
waits up to 20 seconds for a successful response. The agent 
calculates statistics over the last 3600 seconds (1 hour). This 
entry is active. 

Y ou can create a cus tom script to perform any desired test o r 
operation. Y ou can write the script as a binary executable or in a 
scripting language such as UNIX shell or Per L Custom response 
modules work very much like SystemEDGE agent extension 
objects. For more information, refer to the section on extension 
objects in the eHealth ~ysternEDGE User Cuide. 

eHealth Service Response expects the custom script to provide a 
si.agk line o f output wi.th tlu:ee_ yé!lu_e~ followed by a line feed. It 
interprets the values as the name lookup time, connection time, 
and transaction time. The script must report ali times in 
milliseconds. 

I 
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Using the svcwatch Utility 
svcwatch is a command-line utility that automatically 
configures eHealth Service Response to monitor the service that 
you specify. Y ou identify the service, arguments, measurement 
interval, timeout, and statistics window, and the svcwatch 
utility issues an SNMP SetRequest to create the appropriate 
entry in the target Service Response table. 

Use svcwatch as follows: 

svcwatch hostname[:port][,timeout] community command 

Table 11 describes the svcwatch arguments. 

Table 11. svcwatch Arguments 

Argument Description 

hostname[:port] [ ,timeout] Specifies the hostname or IP address (in dotted quad notation) 
o f the system that contains the agent and MIB object to be 
monitored. If the agent is running on an alterna tive UDP port 
(for example, 1691), specify that port number along with the 
hostname/address with a colon-separator. In addition, you can 
specify an optional SNMP timeout value (in seconds) using a 
command -separator. 

community Specifies the community string that svcwatch uses in its SNMP 
requests to the agent. Because svcwatch uses SNMP SetRequests, 
the community string must provide read-write access to the 
target agent. 

command Specifies the command and associated arguments. Supported 
commands include the following: 

oid- for monitoring an object 

filesystem- for monitoring a file system 

!1St- forlisting fne cürrent enfiies 

setstatus -for setting the status o f an entry 

delete- for deleting an entry 

For more information about these commands, refer to the next 
section, "svcwatcb Command Arguments." 

eHealth Service Response User Guide \ 
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Using the svcwatch Utility 

svcwatch Command Arguments 

These are the svcwatch commands and associated arguments: 

• add index "descr" service "arguments" interval 

samples timeout window 

• setstatus index status 

• delete index 

• list 

• version 

Table 12 describes the svcwatch arguments that are associated 
with the svcwatch commands. 

Table 12. svcwatch Arguments Associated with Commands [Page 1 of 2) 

Argument Description 

index Specifies the row (index) o f the Service Response table for this entry. 

"descr" Describes the rows in a quoted string of up to 128 characters. 

service Specifies the service to monitor. One o f the following: 

. HTTP 

. HTTPS 

. FTP 

. NNTP 

. DNS 

. SMTP 

. POP3 

. PING 

. TCPCONNECT 

.- ClJS'fOM 

"arguments" Specifies the service-specific arguments in a quoted string of up to 128 characters. 

interval Specifies an integer value (30 to MAXINT) that indicates how often (in seconds) the 
service should be performed tested. This value must be a multiple of 30 seconds. 

'' ' 
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Table 12. svcwatch Arguments Associated with Commands [Page 2 of 2) 

Argument 

s amples 

status 

t imeout 

window 

Description 

Specifies an integer value ( 1 to MAXINT) that in di cates how many times the agent 
should monitor the service at each interval. 

Row status; one o f the following: 

. active - Activates a table row . 

. notlnService- Deactivates but preserves a row . 

. destroy - Deletes a row . 

Specifies the time in seconds to wait for the service (in an integer value). 

Specifies the time window of samples to include in statistical calculations. 

svcwatch Example 
Enter the following to create an entry, at index 11 in the Service 
Response table, that tests the network reachability to the 
pingtarget system: 

svcwatch 143.45.0.12 private add 11 "Test PING" PING 
"pingtarget" 120 1 10 3600 

Removing Service Response Entries 
To stop the sampling of a particular service, you must remove 
the appropriate entry from the Service Response table. There 
are two options for removing these table entries: 

• Manually removing the entry from the svcrsp.cf file 

• Dynamically removing the entry with the svcwatch utility 

Manually Removing an Entry 
You can remove an entry from the Service Response table by 
removing the entry from the svcrsp.cf configuration file. 

c,,:l.il • c 
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Removing Service Response Entries 

NDTE-----------------------------------------­

Before you edit the svcrsp.cf file, you must stop the 
SystemEDGE agent. 

To remove an entry from the svcrsp.cf file: 

1. Stop the SystemEDGE agent. For more information, refer 
to the eHealth SystemEDGE User Cuide. 

2. Edit the file svcrsp.cf. Locate and remove the entry you 
want to delete. Remove the entire entry, including the 
bracket characters ( { and } ) . 

3. Save the svcrsp.cf file. 

4. Restart the SystemEDGE agent. 

Dynamically Removing an Entry 
To dynamically remove an entry from the Service Response 
table, use the svcwatch utility. The following example deletes 
row 14 from the Service Response table on the 143.45.0.12 
system. Enter the following to remove that row from memory 
and from the svcrsp.cf file. 

svcwatch 143.45.0.12 private delete 14 

In some cases, it may not be possible to use the svcwatch utility 
to delete entries. For example, if you have configured the 
SystemEDGE agent to prevent SNMP SET operations, the 
svcwatch utility does not work. In this situation, you need to 
remove the Service Response entry from the table manually. For 
more information, refer to "Manually Removing an Entry" on 
page 54. 

r I • C · ·· 
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Using SystemEDGE Self-Monitoring to Monitor Service 
Response Metrics 

This section describes how to use SystemEDGE threshold 
monitoring and history collection to monitor service-response 
metrics. In addition to using the svcrsp.cf file to add monitoring 
entries to the Service Response table, you can add entries 
directly to the SystemEDGE agent configuration file, 
sysedge.cf. 

Each o f the following examples presents a row number in the 
5000 range; select a row number for your configuration that 
conforms to local policies. The metrics used in these examples 
were chosen for illustrative purposes only; you may choose to 
measure other metrics. Y ou may also choose to use other 
thresholds, numbers of samples, and intervals between samples. 
Use values that make sense for your environment. 

NOTE------------------------------------------­

Enter the commands throughout this section as one line. 
Do not use a carriage return to match the formatting shown 
here. 

Using SystemEDGE Threshold Monitoring 
This section provides examples for using SystemEDGE 
threshold monitoring to monitor Service Response metrics. 
Enter the following examples in to the sysedge.cf file to instruct 
the agent to perform the monitoring they describe. For more 
information about SystemEDGE threshold monitoring, refer to 
the eHealth SystemEDGE User Cuide. 

There are nearly 30 useful values recorded for each Service 
Response entry. The most common values are the Mean 
Response Time (svcRspTableTotalMean) and Mean Avaifability 
(svcRspTableTotalAvailability). Other values also provide 
interesting real-time monitoring solutions. For example, you 
can monitor the variance (svcRspTableTotalVariance) to watch 
for periods oflarge variation in response. --

r' , J' 
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Sending a Trap when a Service Fails to 
Respond 
To configure the agent to senda trap when a service fails to 
respond, you must monitor the svcRspTableTotalLastSample 
MIB variable. This value records the last sampled response time 
(in milliseconds) for this service entry. I f the last test failed, the 
value is zero. 

If, for example, you have created a Web server 
response-monitoring entry at row index 100 o f the Service 
Response table, and this entry tests the server every 60 seconds, 
set up a SystemEDGE self-monitoring entry to watch the 
samples for that row and senda trap if the value is zero. To do 
so, enter the following in sysedge.cf: 

monitor oid svcRspTableTota1Availability.100 5001 OxO 60 
absolute = O 'Web Server Down' '' 

Sending a Trap when a Response Sample is 
Greater than 7000 
To senda trap if any response sample is greater than 7000, enter 
the following in sysedge.cf: 

monitor oid svcRspTableTota1LastSample.100 5002 OxO 60 absolute 
> 7000 1 Web Server Too Slow 1 11 

Sending a Trap when the Mean Response Time 
is Greater than 5000 

To send a trap when the mean response time is greater than 
5000, enter the following in sysedge.cf: 

-- - - ---::-----cc- ---=---::::--:,.---:;------=:--:--;~-

monitor oid svcRspTableTotalMean.100 10 OxO oO- aósóiutê > 5000 
1 Web Server Too Slow On Average' 11 

f 
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Sending a Trap when a New Maximum Value 
Appears 

To senda trap whenever a new maximum value appears, 
regardless of the value, enter the following in sysedge.cf: 

monitor oid svcRspTableTota1Max.100 10 OxO 60 delta > O 1 New 
Maximum Web Server Response 1 11 

Using SystemEDGE History Collection 
This section outlines the use of SystemEDGE history collection 
to track the value of important Service Response metrics over 
time. For more information about SystemEDGE history 
collection, refer to the eHealth SystemEDGE User Cuide. 

Collecting History on Mean Response Time 
To collect historical data on the mean service response time, 
you must gather history on the svcRspTableTotalMean MIB 
variable. This value records the mean over the sample window 
for this service entry. 

For example, ifyou have created a Web server 
response-monitoring entry at row index 100 ofthe Service 
Response table, and this entry tests the server every 60 seconds, 
you can set up a SystemEDGE History table entry to record the 
samples for that row. To doso, enter the following command in 
sysedge.cf: 

emphistory 5002 60 svcRspTableTota1Mean.100 400 1 Web Response 
History 1 

---------- - - -

Collecting History on Connect Time 
-Enterthi-s-command--t-o-oolleet---histm;r-en the--cennect time: 

emphistory 5002 60 svcRspTableConnMean.100 400 1 Web Connection 
History 1 

,, ,, 
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Abstract Notation One (ASN.1) A language that describes 
data types independent of computer structures and 
representations. For more information refer to ISO 
International Standard 8824. 

access list A list of devices or IP addresses that can use a 
router, device, or application for particular services. 

AdvantEDGE View A Web-based management interface for 
use with the SystemEDGE agent that enables an 
administrator to use a Web browser to manage systems 
and applications. 

agent In network management, a program that provides 
information from a management information base (MIB) 
for SNMP agents. eHealth or a network management 
system (NMS) use the information about managed devices 
and take corrective action when appropriate. 

American Standard Code for lnformation lnterchange 
(ASCII) The most common format for character 

representation in computers and the Internet. Characters 
-----------------t#-in-to-a-~as--clevelepeà-ày-the-Anle-r:i-Gan 

National Standards Institute (ANSI). 
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application A program that performs a specific function for 
one or more users or for another application program. 
Types of applications include communication programs, 
management programs, word processors, databases, and 
drawing programs. 

ASCII See American Standard Code for Information 
Interchange (ASCII). 

ASN.1 See Abstract Notation One (ASN.l ). 

availability The percentage o f time that an element is 
operational during the report period. 

bandwidth The throughput of a communications line 
usually measured in megabits per second (Mbps). Also 
refers to the difference between the highest and lowest 
frequencies in a communications channel, expressed in 
units ofhertz (Hz), or cycles per second. 

baseline A levei o f performance that is considered normal, 
average, o r typical over a period o f time such as a day, 
week, or month. Compare current performance metrics 
against baseline data to identify trends in performance 
leveis and service delivery. 

buffer A temporary storage area for data. Often 
implemented as holding areas between the backplane and 
an interface; data remains in the buffer until it can be 
transmitted on the interface or processed by the central 
processing unit (CPU). 

capacity A measurement o f the volume that an element can 
support. For interfaces, this is the bandwidth that can be 
carried. For hard disks, this is the disk size o r the amount 
of information that can be stored on the disks. 
---- ---- ----- ---- ·- --

central processing unit (CPU) The component within a 
device that performs the instruction execution for the 
applications and programs that run on the device. Also 
referred to as a processar or microprocessor. 
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client A computer system, usually a desktop computer or 
laptop, that presents data directly to a user and accepts 
input. They drive the computing process, supporting local 
processing and accessing remote servers as needed for data 
access and analysis. 

Also refers to the application software residing on a 
machine that is used by an end user. 

client process The client -si de part o f a distributed 
application. 

connect time The total time that a user is connected to a 
network. 

CPU See central processing unit (CPU) . 

delay The time required for a packet or frame to travei from 
the sending station (source) to the receiving station 
( destination). 

DHCP See Dynamic Host Configuration Protocol 

disk thrashing A condition that results when a server 
performs high disk input /output (1/0) operations-reads 
and writes to the disk-without producing actual work. 
Often occurs when a server performs excessive paging and 
swapping due to physical memory limitations. 

DNS See domain name system (DNS). 

domain name system (DNS) The system that locates and 
translates Internet domain names such as concord.com 
into Internet Protocol (IP) addresses. A DNS server is 
typically a device that translates domain names to IP 
addresses within your network. 

Dynamic Host Configuration Protocol A protocol that 
__________________ e_n_a-.--..-le_s_d_,_yn_ a_m_ IC_allocahon ofiPaâclresses so that tney can 

be reused. 

eHealth AIM See eHealth application insight module. 

-r/ J , \-
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eHealth application insight module A plug-in 
(supplementary program) that extends the functionality of 
the SystemEDGE agent. AIMs add the capability to 
manage application-specific events, processes, thresholds, 
and health. 

event An occurrence on a system that typically results in a 
message, such as an SNMP trap, being sent to a configured 
management system. Common events include system 
failures, system reboots, exceeded thresholds, or any 
user-configurable situation that the user wants to identify. 

fault tolerance A mechanism that protects networks and 
devices against downtime due to system failure. Fault 
tolerant solutions typically rely on redundancy in 
hardware and mirroring of applications and data. 

file cache A block of memory that holds frequently or 
recently used data. A system can read those blocks at 
memory speed rather than the slower disk access speed. 

File Transfer Protocol (FTP) A means for uploading and 
downloading files on the Internet ( the oldest Internet 
protocol for retrieving files). You can use an FTP client 
application to request files from or transfer files to an FTP 
server. 

filter A set of selection cri teria used to focus a report on the 
desired data. 

FTP See File Transfer Protocol (FTP). 

Gbps An acronym representing gigabits per second, a 
common measurement of data transfer rates. One Gbps is 
equivalent to 109 bits per second. 

gr_oup A e_olle_ction o f monitored elements. Typifally, groups 
are used to organize elements by geographic location, 
department, market segment, vendor, or customer. Users 
can enter localized text for group names. 

group list A set of one or more groups. Users can enter 
localized text for group list names. 

eHealth Service Response User Guide 
' ; j, I o 4 54 
Eis. N° ___ _ 



Glossary 

Host Resources MIB A MIB (management information 
base) that defines a set o f objects that are useful for the 
management ofhost computers. For example, it defines 
host storage areas, devices, and file systems. This MIB is 
defined in RFC 1514. 

hostname The name for an individual IP (Internet Protocol) 
address on a computer. While many computers have only 
one hostname, some machines, such as network servers 
have multiple hostnames. 

HTML See Hypertext Markup Language (HTML) . 

HTTP See Hypertext Transfer Protocol (HTTP). 

Hypertext Markup Language (HTML) A programmatic 
language used for controlling the way that text and images 
appear when a file is displayed on the World Wide W eb. 

Hypertext Transfer Protocol (HTTP) An application 
protocol that defines the set of rules for exchanging files 
( text, graphics, multimedia, and other files) on the World 
WideWeb. 

Hertz (Hz) A unit of frequency o fone cycle per second that 
measures the change in the state of an alternating current, 
sound wave, or other cyclical wave form. 

1/0 See input/output (I/0). 

ICMP See Internet Control Message Protocol (ICMP). 

lnformation Technology (IT) A widely-used term to describe 
ali o f the technologies used for creating, exchanging, 
managing, and using information in various forros. 

input/output (1/0) Any operation, program, or device that 
transfers data to or from a computer. 

lntegrated Services Digital Network (ISDN) A 
high-speed carrier service offered by telecommunications 
companies. 

Internet Contrai Message Protocol (ICMP) A protocol 
between a server and a gateway to the Internet. 
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internet infrastructure The applications, systems, and 
networks that a company uses to run its business, for both 
internai use and for interfaces to the outside world. 

Internet Protocol (IP) The method (o r protocol) by which 
packets o f information are sent across the Internet. IP 
defines addressing, error handiing, routing, and option 
codes for data transmission. IP requires no continuing 
connection between the endpoints that are 
communicating. 

Internet Service Provider (ISP) A company that provides 
individuais and companies with access to the Internet. ISPs 
aiso provide related services such as Web site buiiding and 
virtual hosting. 

IP See Internet Protocol (IP). 

ISDN See Integrated Services Digital Network (ISDN). 

ISP See Internet Service Provider. 

IT See Information Technoiogy (IT). 

LAN See local area network (LAN). 

latency A measure of delay, often network delay. Depending 
on the type o f element, eHealth reports can show two types 
o f latency: round-trip latency, which is the length o f time 
in milliseconds for a ping packet to travei from the eHealth 
system to a polled eiement and back. Alternate latency, 
which is the length o f time in milliseconds for a ping 
packet to travei from a network resource (the alternate 
latency source) such as a router to other criticai network 
resources such as routers and servers ( the alterna te latency 
partner). 

------------------t-n-,catareãnetwork-t::-.ANt------*ommuni-eation 
medium that connects computers and devices over a 
limited area. The area limitations of a LAN usually result 
from the electrical signallimits o f the medi um. 
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management information base (MIB) A formal 
description o f a set o f network objects that can be managed 
using Simple Network Management Protocol (SNMP). 

MB Megabytes. 

Mbits Megabits. 

MBps An acronym representing megabytes per second. 

Mbps An acronym representing megabits per second, a 
common measurement of data transfer rates. 

MIB See management information base (MIB). 

MIB Translation File (MTF} A file that normalizes the data 
collected from standard and proprietary SNMP (Simple 
Network Management Protocol) agents. eHealth uses an 
MTF to translate MIB variables into its own variables. 
Each MTF consists o f the associated MIE and its filename, 
an agent for the element type, anda set of statements that 
map MIE variables to the appropriate eHealth database 
column. 

mirroring A process by which data is duplicated on separa te 
disk systems to provide faster access and fault tolerance in 
the event of a disk failure. 

MTF See MIB Translation File (MTF). 

network A collection of computers, printers, routers, 
switches, and other devices that are able to communicate 
using a common transmission media such as TCP/IP. 

network management system (NMS) An application 
program usually residing on a computer that manages at 
least part of a network, including systems and applications. 
The NMS cgmmunicates with ag~~ts ~~ mo!lgor network 
statistics and resources, contrai network device 
configuration, and analyze network problems. See also 
agent. 
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Network News Transfer Protocol (NNTP) The 
predominant protocol used by computers for managing 
messages posted on Usenet newsgroups. 

network operations center (NOC) The place where 
network administrators manage a telecommunications 
network or networks. It usually contains visualizations of 
the networks and workstations that are used to distribute 
software, troubleshoot problems, and monitor 
performance. 

network time The time spent establishing network 
connections to complete a transaction. 

NMS See network management system (NMS). 

NNTP See Network News Transfer Protocol (NNTP). 

object identifier (OID) a unique identifier of a managed 
object in a MIB hierarchy. See also management 
information base (MIB). 

OID See object identifier (OID). 

operating system (OS) The program that manages ali other 
programs ( applications o r application programs) on a 
computer. Provides the following services: determining the 
order in which each application runs and the time allotted 
for that application, managing the sharing o f internai 
memory among multiple applications and handling input 
to and output from attached hardware devices. 

operational support system (OSS) A network 
management system (NMS) with a specific focus such as 
provisioning services or alarm surveillance. 

OS Se e operating system (OS). 

OSS See operational support system ( OSS). 

. Cl. .. . 
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packet A logical unit of data routed between an origin and a 
destination on the Internet o r any other packet -switched 
network. On the Internet, the Transmission Control 
Protocol (TCP) layer ofTCP/IP divides a file into packets 
o f manageable size for routing. 

page In computers that utilize virtual memory, a unit of data 
storage. Systems transfer pages of data from disk storage to 
memory and back again. 

On the World Wide Web, a file written using Hypertext 
Markup Language (HTML) that specifies how text, images, 
and other multirnedia will be presented to the user. A Web 
site delivers inforrnation to the user one page ata time. 

partition A logical division of a hard disk on a PC that is 
created so that each partition can have a different 
operating systern or can be used for different purposes (for 
example, file rnanagement or multiple users). 

path In networking, a path is a route from one location to 
another in a network. 

PC See personal computer (PC). 

personal computer (PC) A computer designed for 
individual use. Prior to the PC, computers were designed 
to be used by rnany individuais and systern resources were 
shared by all. A PC often refers to a computer with an Intel 
microprocessor architecture and an operating system such 
as Microsoft DOS or Windows. 

ping An Internet echo message used to confirrn the 
reachability of a network device. An abbreviation for 
Packet Internet or Inter-Network Groper. 

port The physical (hardware) connection on a device that 
connects the device to a network. 

process Typically, an instance of a prograrn or application 
that is running on a server. Applications can have one or 
more associated processes. 
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process set A collection of one or more processes that 
relate to a specific application. Using eHealth- System 
At-a-Glance reports, you can obtain information about the 
impact and performance of process sets running on 
systems that have Concord SystemEDGE agents. 

protocol The set of rules by which the endpoints in a 
telecommunication connection communicate. The 
protocol defines the packet format o f the transmitted 
information. On the Internet, common protocols are TCP, 
IP, HTTP and FTP. 

queue In a system, a set of jobs awaiting resources. In a 
network device such as a router, a collection of packets 
waiting to be processed or forwarded. Insufficient central 
processing unit ( CPU) speed, memory, or interface speeds 
can contribute to long queues, and therefore, to delay on 
the network. 

RAIO See Redundant Array oflnexpensive Disks (RAID). 

RAS See remote access server (RAS). 

real time A levei of computer responsiveness that an end user 
would deem as immediate or fast enough to show 
incrementai changes of an externai process (for example, 
to present visualizations o f the weather as it constantly 
changes). 

Redundant Array of lnexpensive Disks (RAIO) A 
technology that merges several inexpensive disks into a 
single Iarge disk to increase speed, capacity, and reliability. 
The RAID controller manipulates disks to share the work 
on file reads and writes for large files or to perform 
multiple simultaneous reads or writes for small files. 

remate access server (RAS) A device that provides 
remote users with dial-up access to a network. RAS devices 
usually contain modem or Integrated Services Digital 
Network (ISDN) cards that provide the connection 
services. 

eHealth Service Response User Guide 
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remate network monitoring (RMON) A type of device that 
collects nine kinds of network management information, 
including packets sent, bytes sent, packets dropped, 
statistics by host, by conversations between two sets of 
addresses, and certain kinds of events that have occurred. 
A probe is an example of an RMON device. 

Request For Comments (RFC) The name o f the document 
series regarding Internet design. Most RFCs define 
protocol specifications such as Telnet and FTP. RFCs are 
widely available online. 

RFC See Request For Comments (RFC). 

RMON See remote network monitoring (RMON). 

RMON2 A type of device that collects network management 
information as specified in the latest version of the MIB 
(management information base) specification, RMON, 
version 2. For more information, refer to RFC 2021, a 
document widely available on the Internet. 

router A device that connects networks. Routers learn the 
addresses of the network points that send data by reading 
the address information in the data frames. Hardware 
vendors often use the terms router and switch 
interchangeably. 

routing The process o f finding paths through a network to a 
destination. 

server A program that provides services to other programs 
in the same and other computers. Also, a computer that 
performs file storage and application hosting as well as 
provides computing services to other devices and users on 
the network. Typically has one or more central processing 
umts (CPUs), d1sks, mterfaces, and storage partitions. 

server process A server-side part of a distributed 
application. 

r r 
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server time The amount o f time that a server requires to 
processa transaction. It is calculated by determining 
network time and subtracting it from remote time. 

server type The kind of server process associated with a 
particular server request protocol. 

Simple Network Management Protocol (SNMP) The 
network management protocol used almost exclusively in 
data networks. A method for monitoring and controlling 
network devices, as well as managing configurations, 
statistics collection, performance, and security. 

SNMP See Simple NetworkManagement Protocol (SNMP). 

SNMP agent A program such as the SystemEDGE agent that 
conforms to a management information base (MIB) 
specification to collect information about managed devices 
and to take corrective action (using SNMP traps) when 
appropriate. 

speed The capacity (bandwidth) of an interface in bits per 
second (bps). 

swapping The process in which a computer moves entire 
programs in and out o f random access memory to and 
from auxiliary storage (swap partition or pagefile). 

SystemEDGE agent Concord's SNMP agent that 
autonomously monitors system configuration, status, 
performance, users, applications, file systems, and other 
criticai resources. 

Systems Management MIB A set of MIB (management 
information base) objects that extends the capabilities of 
the Host Resources MIB. It provides greater visibility into 
systems and s.pecific infurmation about Windows NT and 
UNIX systems. 

TCP /IP See Transmission Control Protocol (TCP) and 
"Internet Protocol (IP). 

throughput The rate of data transfer on an interface over 
time. 
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Transmission Contrai Protocol (TCP) A connection-based 
protocol used along with the Internet Protocol (IP) to send 
data in the form of message units between computers over 
the Internet. While IP is responsible for the actual delivery 
of the data, TCP is responsible for dividing data in to 
packets at the sending system and constructing the data 
message from individual packets at the receiving system. 

trap A message sent by an SNMP agent to a console or 
network management system (NMS) to indicate that a 
threshold has been reached or another user-defined 
condition has occurred. The SystemEDGE agent defines a 
number of traps for system and application management. 

Trivial File Transfer Protocol (TFTP) An Internet utility 
that uses User Datagram Protocol (UDP) instead of 
Transmission Contrai Protocol (TCP) to transfer files. 
TFTP is simpler than FTP, but does not support user 
authentication and directory visibility. 

UDP See User Datagram Protocol (UDP). 

User Datagram Protocol (UDP) A communications 
protocol that uses Internet Protocol (IP) to send and 
receive data and is similar to Transmission Contrai 
Protocol (TCP), but provides fewer packet management 
servtces. 

variable A performance metric for an element. A 
characteristic or behavior upon which eHealth gathers data 
and evaluates the performance o f the element. The 
SystemEDGE agents can also monitor local variables to 
reduce network polls and increase scalability. 

variance A statistical term that indicates how closely most of 
tbe data_p~ints_difíer from the avera~ tbe da!a points. 

WAN See wide area network (WAN). 

Web See World vVide Web (WWVv, \Veb). 

wide area network (WAN) A network that interconnects 
multiple systems or networks over unlimited distances. 

' \ 
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workstation A powerful computer that is equipped with a 
fast processor, a large amount o f random access memory, 
and other features such as high-speed graphical rendering 
that make it suitable for business users such as engineers, 
graphic designers, and architects. 

World Wide Web (WWW, Web) Ali o f the resources on 
the Internet that use Hypertext Transfer Protocol (HTTP). 
Users ofthe Web access information through browser 
software. 

------------ -- --- -
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Audience 

This guide describes how to install and use the eHealth application 
insight module (AIM) for Apache for Solaris SPARC, Linux x86, 
HP-UX, and Windows NT 4.0, Windows 2000, and Windows XP 
systems. This guide supports the following: 

• eHealth AIM for Apache Release 1.0 Patchlevel 2 and later 

• eHealth SystemEDGE Release 4.0 Patchlevel 3 and later 

This product supports the Apache Web server Version 1.3.2 
and later. 

This guide is intended for the person responsible for installing and 
configuring eHealth AIM for Apache. To use eHealth AIM for 
Apache, you should have a basic understanding ofthe Apache Web 
server, eHealth SystemEDGE, and your host's operating system 
environment. For more information, refer to Apache 
documentation (http:/ /www.apache.org) and the eHealtlz 
SystemEDGE User Cuide. 

About This Guide 
This section describes the changes and enhancements that have 
been made since the last release of this guide. It also includes the 
documentation conventions used in this guide. 

(' ' 
I'\ 
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Revision lnformation 
This guide now includes installation and configuration 
instructions for eHealth AIM for Apache on Windows NT, 
Windows 2000, Windows XP, and HP-UX lO.x and ll.x 
systems. 

Documentation Conventions 
Table llists the conventions used in this document. 

Table 1. Documentation Conventions (Page 1 of 2] 

Convention Description 

File or Directory Name File or directory names. 

c ode System, code, or operating system 
command line examples. 

emphasis Emphasis and guide titles. 

ente r Text that you must type exactly as 
shown. 

Na me Text that defines menus, fields in 
dialog boxes, o r keyboard keys. 

NewTerm A new term, that is, one that is being 
introduced. 

Variable Variable values that you substitute. 

~ A sequence of menus or menu 
options. For example, File ~ Exit 
means "Choose Exit from the File 

" menu. 

--·--- ----

' \ ' 

eHealth AIM for Apache User Guide 



Technical Support 

Technical Support • 9 

Table 1. Documentation Conventions (Page 2 of 2) 

Convention Description 

NOTE Important information, tips, or other 
noteworthy details. 

CAUTION 
Information that helps you avoid 
data corruption or system failures. 

WARNING Information that helps you avoid 
physical danger. 

I f you need any assistance with this product o r the 
SystemEDGE agent, contact Technical Support at the following: 

Phone: (888) 832-4340 

(508) 303-4300 

Fax: 

E-mail: 

Web site: 

(508) 303-4343 

support@concord.com 

http:/ /www.concord.com 

Professional Services 
I f you need any assistance with customizing this product, 
contact Professional Services at the following: 

-- - - -- . --- ----- - --- - - - ·- - -

Phone: (800) 851-8725 (Choose option 7) 

Fax: (508)486-4555 

E-mail: proserv@concord.com 

Web site: http:/ /www.concord.com 
r r, 
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This chapter provides an overview of eHealth AIM for Apache. 

lntroducing eHealth AIM for Apache 
eHealth AIM for Apache is a plug-in for the SystemEDGE agent 
that enables information technology (IT) operators to monitor 
the Apache Web server. The power and flexibility o f the Apache 
Web server make it the server of choice for many corporations. 

eHealth AIM for Apache enables you to monitor the Apache 
server's performance and availability on these operating 
systerns: 

• Sun Solaris Release 2.5 and later 

• RedHat Linux Release 6.0 and later 

• HP-UXRelease lO.xand 1l.x (notincluding 10.01) 

• Microsoft Windows NT 4.0, Windows 2000, and 
WindowsXP 

To use eHealth AIM for Apache, you must install it on every 
Apache server that you want to monitor. For more information, 
refer to Chapter 2, "Installing eHealth AIM for Apache." 

-
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F e atures 

NOTE-----------------------------------------

This guide is not intended to describe how to install, 
administer, or use the Apache Web server. For help with 
Apache, refer to your Apache Web server documentation. 

eHealth AIM for Apache monitors the following: 

• Apache server processes 

• Apache server log files 

• Performance metrics that are specific to Apache 

• Web service response and availability 

eHealth AIM for Apache monitors httpd process attributes. For 
example, it monitors whether each process is running (alive). It 
can also restart processes, if necessary. In addition, it monitors 
memory usage, memory size, and page faults. 

Because the Apache Web server records Web accesses and 
errors in log files, eHealth AIM for Apache can use the 
SystemEDGE agent log-file monitoring capability to scan those 
logs and forward certain events as Simple Network 
Management Protocol (SNMP) traps when appropriate. 

eHealth AIM for Apache is designed to monitor one or more 
Apache servers running on a single system. To support multiple 
servers, the data presented in the eHealth AIM for Apache 
management information base (MIB) is organized into tables 
that are indexed by server port number. For instance, if you 
have a server running on port 80 and another on port 8080, 
entries appear in each table for index 80 and index 8080. For 

----- --HW!'e-infor-mat-ien,--r-efer- t-e--G-h-ap-reH,- ':_61-s-iR-g-the-e-Health AIM 
for Apache MIB." 
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Using the mod_info and mod_status Facilities 
eHealth AIM for Apache obtains server status and behavior 
information from the Apache server through the Apache 
mod_info and mod_status facilities. To access this type of 
information, you must enable these facilities in your Apache 
configuration file (httpd.conf). Ifthese facilities are secured 
through the use of an authentication mechanism, you must also 
provide a valid user name and password for accessing these 
resources in the apachemod.cf file. For more information, refer 
to "Editing the httpd.conf File" on page 23 and "Editing the 
apachemod.cfFile" on page 25. 

Caching Disk Space lnformation 
As part o f the application footprint calculations, eHealth AIM 
for Apache can calculate the total amount of disk space used by 
your Apache server. On some systems with large amounts 
(greater than 1 GB) ofWeb data, this calculation can take a long 
time. For this reason, eHealth AIM for Apache is designed to 
cache the disk space information to avoid frequent 
recalculations. You can control the frequency of the disk space 
calculations in the eHealth AIM for Apache configuration file 
(apachemod.cf). For more information, refer to "Editing the 
apachemod.cf File" on page 25. 

Using eHealth AIM for Apache 
eHealth AIM for Apache provides you with the tools and 
information that are necessary for monitoring the health and 
availability ofthe Apache Web server. It makes important 
information about Apache available to management software 
through the SystemEDGE agent and SNMP. 

------------------------------------------------------- ---- ---· 
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eHealth AIM for Apache works with the SystemEDGE agent to 
closely manage the Apache Web server, providing real-time 
fault detection and automatically correcting problems, if 
necessary. Y ou can use eHealth AIM for Apache with any 
SNMP-compliant management sofuyare, including Concord's 
eHealth suíte of products, AdvantEDGE View, HP Open View, 
and others. 

eHealth AIM for Apache and the SystemEDGE agent can 
provide you with the following types o f information: 

• Number of "hits" your Web server is receiving, which can 
help you keep up with daily volume and set monitor points 
to watch for unusual traffic loss or denial of service attacks 

• Amount o f space your Web log and Web server files are 
consummg 

• How effectively the Apache processes monitor idle services, 
warn you when the number of idle services is too low, and 
monitor the number of active processes 

• How much ofyour system resources (Central Processing 
Unit [CPU] and memory) Apache is using on your server 

• Whether bottlenecks on your Web servers are caused by 
problems with the CPU, memory, disk, or network 

Using eHealth AIM for Apache with AdvantEDGE 
View 

You can use AdvantEDGE View with eHealth AIM for Apache 
to monitor the performance, configuration, availability, and 
health o f the Apache Web server. 

To run an AdvantEDGE View query for Apache: 

-- -----------------'J1~-o. ~se-Wtt--the--ta-Fg~t~.IB--().r-group-fr-Om-the--System or 
Group list in the AdvantEDGE View interface. 

2. Select Apache from the Applications list. 

3. Click the Applications icon. 

- J 
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Figure 1 shows a sample image map that AdvantEDGE View 
displays when you run a query on the target Apache 
workstation. Click the area for which you want to display 
information. 

Conflaur ation Footorint Performance 

Figure 1. AdvantEDGE View lmage Map for Apache Queries 

For example, if you click the Footprint area, AdvantEDGE 
View displays information about Apache's CPU, memory, and 
disk resource consumption. Figure 2 shows the Disk Usage 
section o f the AdvantEDGE View Footprint query for an 
Apache W eb server. 

Disk Usage 

Size oflogfiles: 31.15 (MB) Size ofDocuments: 5.05 (MB) 

Total Apache Size: 36.20 (MB) Percent ofTotal Disk: 0.38% 

t Oisk Usage~. Í .. 
o ~ m ~ ~ ~ ~ ~ oo ~ ~o 

Logs ~ · Does. 

Figure 2. Sample Section of an AdvantEDGE Vie~.~Y:f;,ootP,rint 
Query for Apache 
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Using eHealth AIM for Apache with eHealth 
In previous releases, eHealth­
Application Insight was called 
eHealth- Application 
Assessment. 

You can use eHealth AIM for Apache and the SystemEDGE 
agent with the eHealth product suite to provide historical data 
for long-term trending analysis and capacity planning. With 
eHealth- Application Insight, you can run At-a-Glance, Trend, 
Top N, and MyHealth reports for the following types of 
information: 

• Amount o f Central Processing U nit ( CPU), total memory, 
and disk space the Apache W eb serve r is using 

• Number of users who are connected to the Apache server 

• N umber and type o f processes that are running 

• Amount ofWeb traffic 

• Total size of the Apache service logs 

• End-to-end performance summaries for your Apache 
application, host system, and network 

For more information about the variables you can monitor and 
reports that you can run when you integrate eHealth AIM for 
Apache with eHealth, refer to the eHealth Web Help. 

Using eHealth AIM for Apache with Live Health 
Y ou can also use eHealth AIM for Apache and the SystemEDGE 
agent with Live Health for real-time detection of potential 
problems. Live Health applies intelligent algorithms to the data, 
resulting in precise assessments of application health and 
performance. For more information about how Live Health can 
detect "brownouts" and service delays across applications, 
systems, and networks, refer to the Live Health Web Help. 

- ---------- ------------- -------- -
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This chapter explains how to install, configure, and license 
eHealth AIM for Apache. 

NOTE-----------------------------------------

For the most current information about installing this 
module, referto the relnotes.txt file on the eHealthAIM for 
Apache installation CD-ROM. 

lnstallation Requirements 
Before you install eHealth AIM for Apache, you must first 
install, license, and configure the SystemEDGE agent Release 
4.0, Patchlevel 3 or later. For more information, refer to the 
eHealth SystemEDGE User Cuide. Also, your system must be 
running the Apache Web server Release 1.3.2 or later on one of 
these operating systems: 

• Sun Solaris (SPARC) Release 2.5 or later 

• Red Hat Linux (x86) Release 6.0 or later 

------------ ------· - IHI+'P-=-8*--Release 1 O.x and ll.x (not in-e:lutli-ng--l-(}.{)1) 

• Microsoft Windows NT 4.0, Windows 2000, or 
WindowsXP 

-
c . 
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lnstalling the Software 
This section describes how to install eHealth AIM for Apache 
for Solaris, Linux, HP-UX, and Windows operating systems. 

lnstalling the Software for UNIX Systems 
For Solaris, Linux, and HP-UX systems, eHealth AIM for 
Apache is distributed as a tar file. 

To install eHealth AIM for Apache: 

1 . Loca te the Apache server that you want to monitor. 

2. Log in to the UNIX system where that server is located as 
root. 

3 . Copy the apachemod.tar file from the CD-ROM to the 
/tmp directory. 

4. Change directory to the SystemEDGE agent directory on 
your system by entering the following: 

cd /opt/EMPsysedge 
5. Create the plugins directory, if it is not already present, by 

entering the following: 

mkdir plugins 

6. Change directory to the plugins directory by entering the 
following: 

cd plugins 
7. Enter the following to start the installation. 

For Solaris, enter the following command: 

tar xvf /tmp/apachemod_l.Op2_sol.tar 

For Linux, enter the following command: 

tar xvf /tmp/apachemod l.Op2 linux.tar 

For HP-UX, enter the following command: 

tar xvf /tmp/apachemod_l.Op2_hpux.tar 

The installation creates files in the plugins/apachemod 
directory. eHealth AIM for Apache is now installed. 

t\ I c • 
-
I -
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lnstalling the Software for Windows NT Systems 
Throughout this guide, the term 
Windows N T encampasses 
Windows N T 4.0, Windows 
2000, and Windows XP. 

For Windows NT 4.0, Windows 2000, and Windows XP 
systems, eHealth AIM for Apache is distributed as a 
self-extracting executable named apachemod_l .Op2_ntx86.exe. 

To install eHealth AIM for Apache: 

1. Log in to the Windows NT system as administrator. 

2. Click Start. 

3. Select Programs ~ Command Prompt. 

4. Insert the CD containing the Concord software 
distributions into the CD-ROM drive. 

5. Windows automatically mounts the drive using the 
CD-ROM drive's corresponding drive letter. The particular 
drive letter is specific to your system and depends on the 
number and types of disks attached to your system. 

6. Determine which directory you want to use as the 
installation directory for eHealth AIM for Apache. I f the 
SystemEDGE agent is installed in C:\sysedge, the 
recommended installation directory is C:\sysedge\plugins. 

NOTE ------------------------------------------
You cannot run apachemod .ex e by double-clicking the 
executable from the CD-ROM. 

7. Run the self-extracting executable by entering the following 
at the command prompt, where D: is the CD-ROM drive 
for your system, and c: sysedge \pl ugins is the 
installation directory: 

D:\apachemod\ntx86\apachemodl.Op2_ntx86.exe -dir C:\sysedge\plugins 
-------------- - -------T-Hhe -dir option--instructs the-s-e~execu-table--te 

create the intended subdirectory hierarchy that is described 
throughout this guide. It then places the distribution in an 
apachemod subdirectory within the specified target 
directory (such as C:\sysedge\plugins). eHealth AIM for 
Apache is now installed. 

ti • c. 
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eHealth AIM for Apache Files 
Table 2 describes the files created by the eHealth AIM for 
Apache installation procedure. 

Table 2. Files lnstalled by eHealth AIM for Apache 

File Name Description 

apachemod.asn 1 eHealth AIM for Apache MIB 
specification 

apachemod.cf eHealth AIM for Apache 
configuration me 

apachemod.pdf eHealth AIM for Apache User Guide 

apachemod.dll eHealth AIM for Apache dynamic 
(Windows only) link library (DLL) module for 

Windows NT, Windows 2000, and 
WindowsXP 

apachemod.so eHealth AIM for Apache shared 
(Solaris and Linux only) library for 32-bit Solaris and Linux 

operating systems 

apachemod-sparcv9.so eHealth AIM for Apache shared 
(Solaris only) library for 64-bit Solaris operating 

systerns 

apachemod-hpux.so eHealth AIM for Apache shared 
(HP-UX only) library for 32-bit HP-UX (lO.x and 

ll.x) operating systems 

apachemod-hpuxll-64.so eHealth AIM for Apache shared 
(HP-UX only) library for 64-bit HP-UX (ll.x) 

operating systems 

relnotes.txt Release notes for eHealth AIM for 
-

Apache 

• I 
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Configuring eHealth AIM for Apache 
After you install eHealth AIM for Apache, you must configure it 
by editing the following files: 

sysedge.cf 
httpd.conf 
apachemod.cf 

Editing the sysedge. cf File 
By default, the SystemEDGE agent does not load any plug-ins at 
initialization time, but you can edit the sysedge.cf file to 
configure the agent to load any eHealth AIMs that you have 
installed. To enable the SystemEDGE agent to load eHealth 
AIM for Apache at startup, you must edit the sysedge.cf 
configuration file. This file is located in your system directory 
by default; for example, it is located in the 1 etc/ sysedge.cf 
directory on UNIX systems and in C:\winnt\system32 for 
Windows NT and 2000 systems. Use the sysedge_plugin 
keyword as described in the following sections to configure 
SystemEDGE to load eHealth AIM for Apache at startup. 

NOTE-----------------------------------------

To configure the SystemEDGE agent to start eHealth AIM 
for Apache, you must provide the complete pathname to the 
shared library file for your system. 

Enabling eHealth AIM for Apache for UNIX 
Systems 
Add one ofthe following lines to the sysedge.cf file. 

For Solaris or Linux systems in 32-bit mode, add the following 
----------------------------4! . 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod.so 
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For Solaris 2.7 and later systems in 64-bit mode, add the 
following line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod-sparcv9.so 

For HP-UX lO.x systems in 32-bit mode, add the following line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod-hpux.so 

For HP-UX 1 O.x and ll.x systems in 64-bit mo de, add the 
following line: 

sysedge_plugin /opt/EMPsysedge/plugins/apachemod/apachemod-hpuxll-64.so 

Enabling eHealth AIM for Apache for Windows 
Systems 
To enable eHealth AIM for Apache for Windows NT, Windows 
2000, and Windows XP systems, you must provide the 
complete path name to apachemod.dll. The actual path depends 
on the location you selected when you installed eHealth AIM 
for Apache. For example, enter the following command if you 
installed the files in the C:\sysedge\plugins\apachemod 
directory: 

sysedge_plugin C:\sysedge\plugins\apachemod\apachemod.dll 

For more information about the sysedge.cf file, refer to the 
eHealth SystemEDGE User Guide. 

Editing the httpd.conf File 
Edit the httpd.conf file to enable the Apache mod_info and 
mod_status facilities. These facilities control access to HTML 

- - ----------- ----,p=a"g=e=s "'"th~..a"'t,..p=r'""'o"""vib.d"'e~i"'n+.fo"'r"""m-aliDl1crboutthe-serverrstatus and 
behavior. When these modules are enabled, eHealth AIM for 
Apache can use them to obtain information about the Apache 
server's status and behavior. For more information about the 
mod_info and mod_status modules, refer to Apache 
documentation (at http://www.apache.org). 

c I . G 
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NOTE -----------------------------------------
You must ensure that your server has server-status and 
server-info built into Apache by enabling the mod_status 
and mod_info facilities, as described in the following 
section. If you do not, you may experience 
process-termination errors. 

To enable the mod_info and mod_status features in your 
Apache server: 

1. Remove the pound sign ( #) in front o f the following lines in 
httpd.conf: 

LoadModule status_module modules / mod_status.so 

LoadModule info_module modules / mod_info.so 

2. Add the following lines to httpd.conf: 

# Turn on Extended Status Infor.mation 

ExtendedStatus On 

# Enable server-status access from the local host 

<Location /server-status> 

SetHandler server-status 

Order deny,allow 

Deny from all 

Allow from 127.0.0.1 

</Location> 

# Enable server-info access from the local host 

<Location /server-info> 

SetHandler server-info 

Order deny,allow 

Deny from all 
-----------------------------A~l~t~o~w~fr~~~n-~----------------------

</Location> 

NOTE------------------------------------------­
You must restart the Apache server after you make these 
changes to ensure that they take effect. 

l 
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Editing the apachemod.cf File 

eHealth AIM for Apache User Guide 

You can edit the apachemod.cf file to do the following: 

• Indicate which Transmission Control Protocol (TCP) port 
your Apache server is using. 

• Assign user names and passwords for the mod_info and 
mod_status facilities. Y ou must include user names and 
passwords to the apachemod.cf file , even if they are not 
specifically required by the Apache Web server. The Apache 
Web server requires these fields only if you h ave enabled the 
mod_info and mod_status facilities as described in the 
previous section, "Editing the httpd.confFile," and you are 
using authentication (through user names and passwords) 
to restrict access to those modules. The apachemod.cf file, 
however, always requires these fields. 

NOTE-----------------------------------------

Even if you do not password protect your server-info and 
server-status pages, you must configure artificial user 
name/password combinations in apachemod.cf. The 
Apache Web server and eHealth AIM for Apache then 
ignore those user names and passwords. 

• Indicate which Apache server(s) eHealth AIM for Apache 
should monitor if you are running more than one Apache 
server on your system through port numbers. Port 80 is the 
default Web server port. 

• Set the interval for calculating the total amount of disk 
space being used by the Apache server, or disable this 
checking. 

\ J 
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Sample apachemod.cf File 

The following is a sample apachemod.cf file: 

# apachemod.cf 

# Configuration file for eHealth AIM for Apache 

# 

# For each apache server running on your system, specify the following: 

# apache port username password filestat-interval 

# port - port number on which the server is running 

# username - the username for accessing server-status and server-info pages 

# password - the password for accessing server-status and server-info pages 

# filestat-interval - interval in seconds between checks of the file sizes 

# specify •o• to disable file size checking 

# Primary server - example 

apache 80 status statpassl 3600 

# Application server - example 

# apache 8080 status statpassl 3600 

NOTE------------------------------------------

After you make any changes to the apachemod.cf file, you 
must restart the SystemEDGE agent to ensure that the 
changes take effect. 

Licensing eHealth AIM for Apache 
Like the SystemEDGE agent, eHealth AIM for Apache utilizes a 
host-based license method. Copies of eHealth AIM for Apache 
can run only on systems that possess a valid license key. This 
license is separate from the one used for the SystemEDGE 
agent. 

,. 
\.o 1.11 • .J 
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The first time that you attempt to start the SystemEDGE agent 
after installing eHealth AIM for Apache, the agent displays a 
message stating that it could not find a valid license for eHealth 
AIM for Apache. It then provides you with a public key that is 
used to generate a permanent license key for your host 
machine. 

A license key is composed o f four space-separated, 8-character 
sequences, totaling 32 characters. The sysedge.lic file contains 
the eHealth AIM for Apache license, as well as the SystemEDGE 
agent license and other eHealth AIM licenses. For an example, 
refer to the sample license file in "Sample License File" on page 
34. 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Complete the online license form through the Internet, as 
described in the next section, "Generating the License 
through the Web-Based License Form." 

• Use AdvantEDGE View to receive an SNMP license trap or 
to query and license the plug-in without a trap. For more 
information, refer to "Generating a License through 
AdvantEDGE View Event Processing" on page 30 or 
"Generating a License through AdvantEDGE View Host 
Administration" on page 32. 

• Send an e-mail request to licenses@concord.com, and place 
the returned license key in the sysedge.lic file. Always 
include your user name in license requests that you send 
through e-mail. 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

For more information about licensing, refer to the eHealth 
SystemEDGE User Cuide and the Automating the Licensing o f the 
AdvantEDGE Point Plug-in Modules white paper. 

..., ... 1 • . c 
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Generating the License through the Web-Based 
License Form 

This section describes how to generate the eHealth AIM for 
Apache license through the Web-based license form. 

NOTE-------------------------------------------

If you are using an evaluation copy o f eHealth AIM for 
Apache, you must request a temporary license to enable it 
to operate during the evaluation period. 

To generate a license: 

1. Start the SystemEDGE agent as follows: 

a. Log in as root. 

b. Change directory (cd) to /opt/EMPsysedge. 

c. Enter the following: 

bin/sysedge 

The SystemEDGE agent displays a message indicating that 
you need a license for the eHealth AIM for Apache module 
on this host system. It then displays a message similar to the 
following: 

SystemEDGE Version 4.1 Patchlevel 1 
Copyright 2001 by Concord Communications, Inc. 
Please contact Concord Communications, Inc . to obtain a license 
http://www.concord.com/support, Email: licenses@concord . com 
Provide this: apachemod neptune sol2 5.9 346561363366b19c 1.0 Patchlevel 2 

2. Using a Web browser, go to the licensing Web site at 
http:/ !Iicense.concord.com, and select the C reate License 
option that matches your use o f the agent: 

• Create SystemEDGE/AdvantEDGE Eval License (if 
you are evaluating the AIM orare a Concord pariner 
o r reseller) 

• Create SystemEDGE Outsource License (if you are 
outsourcing the AIM) 

• Create SystemEDGE/AdvantEDGE License (ifyou 
have purchased the AIM) 

\ ' 
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- --------- - - -

NOTE--------------------------------------­

You must supply a user name and password to access 
the license form. 

3. Complete the license form, entering the information that 
was printed by the SystemEDGE agent. Y ou must supply 
the following information: 

• Name 

• E-mail address 

• Software version number (1.0 in the example) 

• Patchlevel (2 in the example) 

• System name (neptune in the example) 

• Operating system name (sol2 in the example) 

• Operating system version (5.9 in the example) 

NOTE-------------------------------------­

When you request a license, select the option for 
eHealth AIM for Apache in the product field o f the 
licensing form. 

After you submit the license request form, the Concord 
Web server generates a license and displays it on your Web 
browser. It also e-mails the license to the contact person in 
your organization. 

4. Copy the license into the sysedge.lic file. This fileis located 
in the f etc directory for UNIX operating systems and in the 
\winnt\system32 directory for Windows NT, Windows 
2000, and Windows XP operating systems. 

The license key is case sensitive. Copy it exactly as it 
appears. If possi5le, use your system s copy-ana--paste 
facility instead o f typing it by hand. If you are entering the 
license key manually, be careful not to confuse characters 
such as the letters I and I and the number 1, or the letter O 
and the number O. 

5. Save the sysedge.lic file. 

c\<.0 4 9 5 
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6. Restart the SystemEDGE agent. 

For UNIX systems, restart the SystemEDGE agent by 
entering the following when you are logged in as root: 

bin/sysedge -b 

For Windows systems, stop and restart the Windows NT 
Master agent by entering these commands at the command 
prompt: 

net stop snmp 
net start snmp 

Generating a License through AdvantEDGE View 
Event Processing 

In order to use AdvantEDGE View event processing to license 
eHealth AIM for Apache, your system must meet the following 
requirements: 

• You must be using SystemEDGE Release 4.0 Patchlevel3 or 
later with AdvantEDGE View. 

• Y ou must configure the SystemEDGE agent to send SNMP 
traps to AdvantEDGE View. For more information, refer to 
the section on configuring the SystemEDGE agent in the 
eHealth SystemEDCE User Cuide. 

• You must configure the SystemEDGE agent with a 
read-write communityso thatAdvantEDGE View can issue 
an SNMP Set to transmit the license key to it. For more 
information, refer to the section on configuring the 
SystemEDGE agent in the eHealth SystemEDGE User Cuide. 

• Y our AdvantEDGE View system must h ave access to the 
Internet, either directly or through a Web proxy. 

• The AdvantEDGE View User who is generating the license 
must have either write or admin permissions. 

I , 
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To generate a license through AdvantEDGE View: 

1. Start the SystemEDGE agent with eHealth AIM for Apache 
in unlicensed mode. SystemEDGE sends a license trap to 
AdvantEDGE View for that module. 

2. Start AdvantEDGE View, and click the Events icon to 
display the Event Processing screen. 

AdvantEDGE View displays a license trap for the system 
that requires a license. 

3. Click the index number for that system to view the Trap 
Details form for License Software to display the 
AdvantEDGE View Software Licensing form. 

4. Complete the licensing form, and click Get License. 

Software Ucensing, System SyslemNome 

Usemame 

Pa.ssword 

Nome 

Compony 

Emoil 

Pbone 

CustomertD 

License Type 

License Duralion 

I use~ _ 

I Ad~antEDGE View ~~se~ 

I Compan~ _ 

I user@company.con{ 

lsss.sss.sss:I 

jisss 

Permanent ...J I 
-+ N/A v 3 months v 6 month• v 9 months v 12 

months 
( Only applicable i f leasing /icense) 

End -use r Company I I 
( Only applicable i f leasing license) 

--------------------------h=====~--~--------------------
1 Get Licensej C/earl 
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NDTE-----------------------------------­
If you have configured AdvantEDGE View preferences, 
AdvantEDGE View fills in ali o f the information 
( except password) on this form. Y ou must enter the 
password each time you use the form for security 
purposes. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for eHealth AIM for Apache and issues an 
SNMP Set to the target SystemEDGE agent to inform it of 
the new software license key. 

Generating a License through AdvantEDGE View 
Host Administration 

l,• J 
\ ._..;:; 

You can also license systems through AdvantEDGE View Host 
Administration. 

To access Host Administration: 

1. Start AdvantEDGE View, and click the Administration 
icon. AdvantEDGE View displays the Administration page. 

2. Click the Host Administration icon. AdvantEDGE View 
displays the host list. 

SystemEDGE Host Configuraüon 

d iillltiG·Im::liiull Rea.d!Wnle Community 
!aviewCie!iiõ · -[putiiic·--· -·-~ --·--··-----·-·----- fi~:r[2"-----·~2 --;--·-· 
: ;;:;a;i;~;:;; ;;; ·· ·· ·l;;üt;l;;;·······-······,·········-· ································· ·· -:;·sT· rs··· ·········· !3"············ 
!neth.eãiih-············ ~üiiiiê·· · ·· ···- ·· ····r- -· ·-·-·-·--········-···-·-·-···-····-····· !üiT .. [3-·-······-·-· !3--··-·--··· 

................ ... ......................... , ........................................ . 
!ntclient ipublic . 
!i11serve-r-·-·---··· :Püii;;c·-·-·-·-·-r·---·-···-·-·---····--·---·--····-·· 

............................................. , ......... -....... i·;·:::·;·· .. i::. .................. . 
iunixclient ipublic 

- ·· I Add New Host I 

,, 
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3. Click the name o f the system that you want to license from 
the System Name column. AdvantEDGE View displays 
the Modify Host form. 

Modify tfost aview: 

Community: 
..... ,p-ub-lic _________ Read community string for use with 

this host 

Read/Write 
Community: 

r---------- Read/Write community string for use 
with this host 

Port: j161 

Timeout: ls 
Retries: 

UDP Port to use with this host (e .g . 
161 or 1691) 

Timeout value (in seconds) to use with 
this host (e.g . 3) 

Number of times to retry an operation 
on this host (e.g. 3) 

UpdateHost License HosVSoltware ··I $e!éi~ HÇJst ~ ~ 

eHealth AIM for Apache User Guíde 

4. Click License Host/Software to display the licensing 
form. 

5. Select the product you want to license from the Product 
list, and then click License Software. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for the software, and issues an SNMP Set 
to the target SystemEDGE agent, informing it o f the new 
software license key. 

r 
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Sample License File 
The following is a sample SystemEDGE agent license file. A 
pound character ( #) in column 1 indicates that the entire line is 
a comment. 

# license file for SystemEDGE Agent 
# Concord Communications, Inc. 
# http: //www .concord.com 
# 

# file /e tc / sysedge.lic or %SystemRoot%\system32\sysedge. lic 
# A valid license key has four parts of 8 characters per part 
# parts are separated by space(s) with one license key per line 

# sysedge neptune sol2 5 .8 807cb1da007cb1da 4 . 1 Patchlevel 1 

e13311d3 OF2a7cb1 abC512dc fF8C923a 

# apachemod neptune sol2 5.8 807cb1da007cb1da 1.0 Patchlevel 2 

a7943fde 098a87i j a4kiuf39 afafEkj4 

c . c 
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This chapter explains the organization and content o f the 
Concord Communications MIB for the Apache Web server. 
The MIB specification (apachemod.asnl) defines a collection of 
objects for monitoring and managing Apache. You must 
configure the SystemEDGE agent to monitor the MIB objects 
that are relevant for your configuration. For more information, 
refer to Chapter 4, "Using eHealth AIM for Apache." Figure 3 
shows the organization o f the Apache MIB. 

Figure 3. eHealth AIM for Apache MIB 

The figures in the following The MIB is organized in to sections for server configuration and 
sections represent AdvantEDGE performance. Within the performance section, a footprint 
View queries on information that section defines MIB objects that convey how much o f the 
is available through the underlying system's resources are consumed by Apache. This 
AdvanatEDGFJOr A""'p;::ca::-::c"-he-:c-MTTTJB"-. ------=c::.:h.:..::a::.:p~te4r~d:.o,eo.fi..:::,n'-'e'-"'s ""a:.=.:ll:...:s::__e---.:ct:..::i_::o-=:n~s ::.co:..::f .....:th::.:e_::___:A_::p.:.::ac:::_ch=e=M-=I:_:B=.J_an::..::c:d-=h'-"'i=gh-=-l:_:ig::..:h=t=s 

important MIB objects from each section. For a complete list of 
MIB objects, refer to the eHealth AIM for Apache MIB 
specification (apachemod.asnl ). 
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Configuration Section 
The Configuration section o f the eHealth AIM for Apache MIB 
contains configuration parameters and settings that are 
important for streamlining the health and performance o f the 
Apache Web server. It also includes information about server 
configuration. 

Server Configuration 
The Server Configuration group contains configuration 
parameters, process IDs, and version numbers. Table 3 defines 
important Server Configuration parameters. 

Table 3. Selected MIB Objects - Apache Server Configuration Group 
(Page 1 of 2) 

MIB Object Description 

apacheConfigTable Table of configuration settings for each Apache installation. 

apacheConfigEntry Entry in the Apache configuration table. 

apacheConfigPort TCP port currently used by this Apache configuration. 

NOTE This value serves as the index for this table. 

apacheConfigV ersion Apache W eb server version. 

apacheConfigPID Process ID (PID) o f the master Apache process; zero if the 
server is not running. 

apacheConfigRunMode Current operating mode (for example, standalone). 

apacheConfigUser User who is currently running the server processes. 

apacheConfigGroup Group that is currently running the server processes. 

apacheConfigHostname Host name used by this Apache configuration. 

apacheConfigStartProcs Number of server processes started by the Apache server at 
startup. 

apacheConfigMinidleProcs Minimum number o f idle server processes maintained by the 
Apache server. 

I -
u - - j -
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Table 3. Selected MIB Objects- Apache Server Configuration Group 
(Page 2 of 2) 

MIB Object Description 

apacheConfigMaxldleProcs Maximum number o f idle server processes allowed by the 
Apache server. 

apacheConfigMaxProcs Maximum number o f server processes allowed by the Apache 
server. 

apacheConfigRequestsMaxPerChild Number o f requests handled by a server process before it is 
recycled by the Apache server. 

apacheConfigRequestsKeepAlive Status o f whether keep-alive mo de is enabled 
for persistent connections: disabled = O; enabled = 1. 

apacheConfigRequestsMaxPerConn Number of requests handled in a single connection if 
keep-alive mode is enabled. 

apacheConfigThreadsPerChild Maximum number o f threads per child process. 

apacheConfigConnectionTimeout Timeout value for closing inactive connections. 

apacheConfigKeepAliveTimeout Keep-alive timeout value for open connections. 

apacheConfigServerRoot Root directory for this Apache installation. 

apacheConfigConfigFile Current configuration file for this Apache installation. 

apacheConfigPIDFile Current PID file for this Apache installation. 

apacheConfigScoreboardFile Current scoreboard file for this Apache installation. 

apacheConfigDocumentRoot Current document root directory for this Apache 
installation. 

apacheConfigAccessLogFile Current access o r transaction log file for this Apache 
installation. 

-apacbeConfigErrori .ogEile Current errar loe: file for this Apache installation. - -- --

apacheConfigScriptLogFile Current script log file for this Apache installation. 

~ J 
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Figure 4 shows a sample AdvantEDGE View Apache Server 
Configuration query. 

Server Configuration 

Port: 80 

Al!ache Version: Apache/1 .3.9 

Server Hostname: aview.empire.com 

Apache User: aview(1 01 ) 

Apache Group: 1 01 

Server Root: /opllaview/apache 

Confia File: conf/httpd.conf 

Oocument Root: /opl/aview/htdo cs 

Access loq: /opl/aview/var/log/access_log 

ErTOr Log: /opl/aview/var/log/error_log 

Script Log: /opl/aview/var~og/scripl_log 

Apache Tuning Settings 

Start Procs: 5 Max Procs: 150 

Min ldle Procs: 5 Max ldle Procs: 1 O 

JepAiive Enabled?: 1 Max Per Connection: 1 00 

equests Per Olild: 1 000 Threads Per Olild: o 
'nnection Timeout: O Keep Alive Timeout: O 

Figure 4. Sample AdvantEDGE View Server Configuration Query 
for Apache 

Performance Section 
The Performance section of the eHealth AIM for Apache MIB 
contains performance data that is necessary for capacity 
planning and trend analysis, as well as real-time performance 
and availability monitoring. The Performance group is divided 
into subgroups for footprint data and server performance. 

Apache Footprint 
The Footprint group provides information about the Apache 
CPU, memory, data flow, and disk-resource consumptjon, 
which is more commonly called the footprint. Long-term 
trending analysis o f footprint information is useful for 
anticipating and avoiding problems dueto resource exhaustion. 
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Y ou can also monitor footprint information in real time to 
detect and correct temporary resource exhaustion due to 
viruses, security incidents, and hardware failures. Table 4 
defines important Apache Footprint metrics. 

Table 4. Selected MIB Objects - Apache Footprint Group (Page 1 of 2) 

MIB Object 

apacheFootprintTable 

apacheFootprintEntry 

apacheFootprintPort 

apacheFootprintCPUTime 

apacheFootprintPercentCPU 

apacheFootprintT otalMEMSize 

apacheFootprintTotalRSS 

apacheF ootprintPercentMEM 

apacheF ootprintN um Threads 

apacheFootprintlnBlks 

apacheFootprintOutBlks 

apacheFootprintMsgsSent 

apacheFootprintMsgsRecv 

apacheFootprintSysCalis 

Description 

Table that reports the performance footprint for each Apache 
service. 

Entry in the Apache Performance Footprint table. 

TCP port that is currently used by this Apache configuration. 

NoTE This value serves as the index for this table. 

CPU time, in seconds, accumulated bythe Apache server, including 
ali Apache processes. 

Percentage o f CPU utilization by the Apache server o ver the last 
sample interval; the value reported is percentage multiplied by 100. 

Combined size of Apache's text, data, and stack segments in KB; 
summation o f the process sizes for ali Apache server processes. 

Real memory (resident set) size (RSS) of the Apache server in KB; 
summation of ali process RSS for ali Apache server processes. 

Percentage (O to 100) of real memory used by the Apache server, 
which includes ali Apache server processes. 

N umber o f threads executing within ali Apache processes o f which 
the operating system is aware. 

Number o f blocks o f data input by the processes. 

Number ofblocks of data output by the processes. 
- --

Number o f messages sent by the processes. 

Number of messages received by the processes. 

Number of system calis invoked by the processes. 

-
c . ... l c 
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Table 4. Selected MIB Objects - Apache Footprint Group (Page 2 of 2) 

MIB Object 

apacheFootprintMinorPgFlts 

apacheFootprintMajorPgFlts 

apacheFootprintNumSwaps 

apacheFootprintVolCtx 

apacheFootprintlnvolCtx 

apacheFootprintTotallogSize 

apacheFootprintDocSize 

apacheFootpringTotalDiskSize 

Description 

Number of minor page faults (which do not require input/output 
[I! O] to retrieve the page) incurred by the processes. 

Number of major page faults (which require I/0 to retrieve the 
page) incurred by the processes. 

Number o f times the processes have been swapped. 

Number o f voluntary context switches incurred by the processes. 

Number of involuntary context switches incurred by the processes. 

Size in KB o f the Apache service logs; sum o f the access and erro r log 
file sizes. 

Size in KB o f the Apache document root directory and ali files 
beneath it. 

Size in KB of ali the Apache disk storage areas; summation oflog 
sizes and service directories. 

The following figures show sample AdvantEDGE View 
Footprint queries for an Apache system that is serving a 
medium-sized company. Figure 5 shows a sample Disk Usage 
query. 

Disk Usage 

Size of Logfiles: 5.25 (MB) Size of Documents: 4.43 (MB) 

Total Apache Size: 9.66 (MB) PercentofTotal Disk: 0.1% 

DiskUsage ... ..,.___ 

o ~ m ~ ~ ~ ~ ~ ~ ~ ~ 

Logs@8 Does. 

Figure 5. AdvantEDGE View Disk Usage Query for Apache 

(., . I . 
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Figure 6 shows a sample CPU and Memory Footprint query. 

CPU & Memory Usage 

flpache Memorv Size: 151 (MB) flpache RSS Size: 62 (MB) 

System Physical Memory: 128 (MB) Apache Memory Usª!:Je: 49.06 % 

flpache CPU lime 133 secs 

rota! RSS CMB) 

o 

Apache Ph~sical Memor~ Usage 

% Mem 

% CPU 

% Disk 

o 10 20 30 

Apache Resource Utilization 

40 

Apache CPU Usaae: 0.01 % 

90 102 115 

50 60 70 ao 90 

Figure 6. AdvantEDGE View CPU and Memory Footprint Query 
for Apache 

Server Performance 
The Server Performance group provides performance metrics 
and counters for the Apache W eb server, including user 
statistics and transfer statistics. These metrics include those 
useful for real-time management and longer-term capacity 
planning and trend analysis. Table 5 defines important Server 
Performance metrics. 
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Table 5. Selected MIB Objects- Apache Server Performance Group 
(Page 1 of 2) 

MIB Object Description 

apacheServerPerffable Table that reports the performance of each Apache service. 

apacheServerPerfEntry Entry in the Apache Server Performance table. 

apacheServerPerfPort TCP port that is currently used by this Apache 
configuration; index for this table. 

apacheServerPerfUptime Number of seconds that the Apache server has been 
running. 

apacheServerPerffotalAccesses Number of accesses (hits) to this server since it was last 
started. 

apacheServer P erff otalTraffic Number ofKB transferred by this server since it was last 
started. 

apacheServerPerfCurrentUsers Number o f current active users ( connections) maintained 
by the Apache server. 

apacheServer PerfCurrentldleProcs Number of current idle processes available on the Apache 
server. 

apacheServerPerfCurrentStartupProcs Number o f processes that are currently in startup mo de on 
the Apache server. 

apacheServerPerfCurrentReadProcs Number of processes that are currently reading requests 
on the Apache server. 

apacheServerPerfCurrentReplyProcs Number of processes that are currently replying to 
requests on the Apache server. 

apacheServer PerfCurrentKeepAliveProcs Number o f processes that are currently in keep-alive mo de 
on the Apache server. 

apacheServerPerfCurrentDNSProcs Number o f processes that are currently doing a Domain 
Name System (DNS) lookup on the Apache server. 

eHealth AIM for Apache User Guide 
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Table 5. Selected MIB Objects - Apache Server Performance Group 
(Page 2 of 2) 

MIB Object Oescription 

apacheServerPerfCurrentLoggingProcs Number of processes that are currently logging 
transactions on the Apache server. 

apacheServerPerfCurrentFinishingProcs Number of processes that are currently finishing 
transactions on the Apache server. 

apacheServerPerfCurrentTotalProcs Total number of Apache processes that are currently 
running on the Apache server. 

Figure 7 shows an Apache server Performance summary. 

Server Performance 

Port: 80 
Apache Version: Apache/1.3.4 

Server Uptime: 1 days 13:20:5 Total Accesses: 32,728 

aurent Users: 6 Total Traffic: 337 (MB) 

Process States 

o 2.6 3.9 5.2 6.5 

Id .. , St- RdQj Rp~~~~~~ KA- DNS~~~~~~ Lo~ Fn ÇJI 

ldle Ptocs: 7 Startup Ptocs: o 
Read Ptocs: 1 Reply Ptocs: 2 

Keep Alive Procs: 3 DNS Procs: O 

LDgging Ptocs: O Rnishing Ptocs: O 

Figure 7. AdvantEDGE View Server Performance Summary for 
Apache 

--------
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Overview 

This chapter describes how to use eHealth AIM for Apache. 
This moduleis implemented as a SystemEDGE agent plug-in. 
After you enable this plug-in in the sysedge.cf file and obtain a 
license for it, it willload automatically at SystemEDGE start 
time. For more information, refer to "Editing the sysedge.cf 
File" 011 page 21 and "Lice11sing eHealth AIM for Apache" 011 
page 25. 

The eHealth AIM for Apache plug-in implements additional 
MIB objects that provide advanced information about the 
health and availability o f the Apache Web server. I t can opera te 
with any SNMP-compliant management software such as 
Concord's eHealth suite of products, AdvantEDGE View, HP 
Open View, and others. I f you are using eHealth AIM for 
Apache with eHealth, refer to the eHealth Web Help for more 
information about the reports you can generate. 

The default configuration settings of eHealth AIM for Apache 
enable you to use the advanced self-monitoring capabilities of 
the SystemEDGE agent in conjunction with eHealth AIM for 
Apache. 

\.•' ' f I • I, 
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46 • Chapter 4 Using eHealth AIM for Apache 

eHealth AIM for Apache MIB Branch 
You can use AdvantEDGE View or another SNMP tool to edit 
the SystemEDGE configuration file to utilize the MIB objects 
found in eHealth AIM for Apache with the process-monitoring, 
threshold-monitoring, and history-collection features of the 
SystemEDGE agent. All MIB objects related to eHealth AIM for 
Apache exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.3 in the Concord Systems Management MIB. 
The MIB is defined in the apachemod.asn 1 file, which is 
available in the eHealth AIM for Apache product installation. 

Assigning Entry Rows for the SystemEDGE 
Self-Monitoring Tables 

Ali SystemEDGE self-monitoring tables require the use of 
unique row numbers. Each table contains an Index column 
which acts as a key field to distinguish rows in the table. This 
section describes the benefits of reserving a block o f rows (in 
the range of 11 to the maximum number of rows in your table) 
for use by the system or application administrator. 

Setting Local Policy 
Y ou may choose, as a matter oflocal policy, to reserve a block o f 
rows for system administration. This policy allows you to define 
row entries within a reserved block o f rows without being 
concerned that the row might already be taken by another 
user's entry. In compliance with the local policy, all other users 
should use row índices that are outside the reserved range when 
defining user-configured entries. 

Reserving Blocks of Rows 
By reserving a block of rows, you can define a consistent set of 
conditions (row entries) to be monitored across all machines 
such that the same condition is defined in the same row 
number on each machine. For example, you can use row 3000 
in each table to define entries monitoring the number of 
accesses to the server (apacheServerPerffotalAccesses). You can 
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then distribute this configuration to every host so that every 
system that is running Apache uses row 3000 for monitoring 
the number o f accesses to the server in any of the SystemEDGE 
agent monitoring tables. 

To reserve a block of rows for monitoring Apache: 

1. Decide which block o f rows you want to reserve for use with 
monitoring Apache. 

2. Use that block of rows to define a set of row entries for each 
SystemEDGE self-monitoring table. For more information, 
refer to the chapter on self monitoring in the eHealth 
SystemEDGE User Cuide. 

3. Distribute configuration file entries to ali hosts that are 
running the Apache Web server and eHealth AIM for 
Apache. For more information, refer to the Automating the 
Deployment o f SystemEDGE and the AdvantEDGE Point 
Plug-in Modules white paper. 

NOTE-------------------------------------
As an alternative, you can use this row-number 
assignment policy with AdvantEDGE View for 
group-configuration operations. 

4. Require end users to avoid your block of rows when 
defining their own self-monitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
This section provides examples ofhow to use SystemEDGE 
process, threshold, and history monitoring to monitor the 
Apache Web server. Add these commands to the sysedge.cf file 
to enable monitoring o f the MIB objects that they specify. __ 
Modify these examples as necessary to monitor the MIB objects 
and thresholds that are relevant for your configuration. 

,, 
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The examples in the following sections present row numbers in 
the 5000 range; select a row number for your configuration that 
conforms to local policies. For more information on row 
assignment, refer to "Assigning Entry Rows for the 
SystemEDGE Self-Monitoring Tables" on page 46. 

The following command, for example, instructs the 
SystemEDGE agent to monitor whether the Apache process is 
alive at 30-second intervals and to store the data in row 5000 of 
the Process Monitoring table: 

watch process procAlive 'httpd' 5000 Ox0100 30 'Apache Web Server' '' 

For more information about the syntax for the commands in 
this section, refer to the eHealth SystemEDGE User Cuide. 

NOTE-----------------------------------------

Enter the commands throughout this chapter on one line. Do 
not use a carriage return to match the formatting shown 
here. 

Using SystemEDGE Process Monitoring 
This section provides an example ofhow to use the 
SystemEDGE agent to monitor the availability of a criticai 
Apache process. For more information, refer to the section on 
process and service monitoring in the eHealth SystemEDGE 
User Guide. 

To ensure that the Apache Web server is running, enter the 
following command in the sysedge.cf file: 

watch process procAlive 'httpd' 5000 Ox0100 30 'Apache Web Server' '' 

- -- You must-inCiuaethelJxo-IUO-flagto-force ffie-systemEDGE 
agent to monitor the parent process o f the Apache process 
group. 

•' 
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Using SystemEDGE Threshold Monitoring 
This section provides examples ofhow to use the SystemEDGE 
agent to monitor thresholds for important Apache metrics. Add 
the commands in the following sections to the sysedge.cf file to 
monitor thresholds for these MIB objects. For more 
information, refer to the section on threshold monitoring in the 
eHealth SystemEDGE User Guide. 

NO~----------------------------------------­

The thresholds in this section may not be appropriate for 
your Apache W eb server. Select thresholds that are 
appropriate for your environment. 

Monitoring ldle Apache Processes 
To monitor the number of idle Apache processes on the server 
that is running on port 80, enter the following: 

monitor oid apacheServerPerfCurrentidleProcs.BO 5000 OxO 60 
absolute < 10 'Idle Server Processes' '' 

Monitoring Total Resident Memory Size of an 
Apache Service 
To monitor the total resident memory size of the Apache 
service that is running on port 80, enter the following: 

monitor oid apacheFootprintTotalRSS.BO 5001 OxO 60 absolute > 50000 
'Total Resident Memory' '' 

Monitoring Total Size of Apache Service Log 
Files 
To monitor the total size of the log files for the Apache service 
that is running on port 80, enter the following: 

monitor oid apacheFootprintTotalLogSize.BO 5002 OxO 60 
absolute > 100000 'Total Log Size' '' 

....... I . c 
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Monitoring Total Size of Apache Service 
Document Files 
To monitor the total size of the document files for the Apache 
service that is running on port 80, enter the following: 

monitor oid apacheFootprintTotalDocSize.80 5003 OxO 60 
absolute > 500000 'Total Document Size' '' 

Using SystemEDGE History Collection 
This section provides examples o f how to use SystemEDGE 
history collection to track the value o f important Apache 
metrics over time. Add the commands in the following sections 
to the sysedge.cf file to collect history for these MIB objects. 
For more information, refer to the section on history collection 
in the eHealth SysternEDGE User Guide. 

NOTE----------------------------------------
The number of samples and the interval between samples 
used in this section may not be appropriate for your Apache 
system; select values that are suitable for your environment. 

Collecting History on Number of Hits to the 
Serve r 
To collect history on the number ofhits to the server on port 
8080, enter the following: 

emphistory 5000 60 apacheServerPerfTotalAccesses.8080 300 'Total Hits 
To Port 8080 Server' 

Collecting History on the Number of Current 
Active Users 
To collect history on the n-um-be-r-e-k--uHe--nt--act-W€--users thatare 
being maintained by the Apache server on port 8080, enter the 
following: 

emphistory 5001 60 apacheServerPerfCurrentUsers.8080 300 'Total Users 
On Port 8080 Server' 
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Abstract Notation One (ASN.1) A language that describes 
data types independent of computer structures and 
representations. For more information refer to ISO 
International Standard 8824. 

Active Server Page (ASP) An HTML file that includes one 
or more scripts written using VBScript, JavaScript, or 
ActiveX Data Objects program statements. ASP files 
(named with the ".asp" suffix) receive a user request and 
create a customized Web page for the user ( usually based 
on database information). 

AdvantEDGE View A Web-based management interface for 
use with the SystemEDGE agent that enables an 
administrator to use a Web browser to manage systems 
and applications. 

agent In network management, a program that provides 
information from a management information base (MIB) 
for SNMP agents. eHealth or a network management 
system (NMS) use the information about managed devices 
and take corrective action when aR_R!O__Rriate. _ 

American Standard Code for lnformation lnterchange 
(ASCII) The most common format for character 

representation in computers and the Internet. Characters 
fit into a single byte. It was developed by the American 
National Standards Institute (ANSI). 

I -'··. . 
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Apache A freely distributed W eb server that runs on most 
UNIX, Linux, and Windows NT operating systems. For 
details about the Apache server, refer to the Apache Web 
si te, http:/ /www.apache.org. 

application A program that performs a specific function for 
one or more users or for another application program. 
Types of applications include communication programs, 
management programs, word processors, databases, and 
drawing programs. 

ASCII See American Standard Code for Information 
Interchange (ASCII). 

ASN.1 See Abstract Notation One (ASN.l ). 

ASP See Active Server Page (ASP). 

buffer A temporary storage area for data. Often 
implemented as holding areas between the backplane and 
an interface; data remains in the buffer until it can be 
transmitted on the interface or processed by the central 
processing unit (CPU). 

central processing unit (CPU) The component within a 
device that performs the instruction execution for the 
applications and programs that run on the device. Also 
referred to as a processor or microprocessor. 

CGI See Common Gateway Interface ( CGI ). 

client A computer system, usually a desktop computer or 
laptop, that presents data directly to a user and accepts 
input. They drive the computing process, supporting local 
processing and accessing remete servers as needed for data 
access and analysis. 

--------------------,1A:'\Hls;eoHr~e~fe~r:ss---ttoo-Etha.ee-aape-pe-lniGat-Hm-softwar~ng- on a 
machine that is used by an end user. 
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Common Gateway Interface (CGI) A server-side interface 
for Web-based applications that defines how a Web server 
can exchange data with an application. The Active Server 
Pages (ASP) and Internet Server Application Program 
Interface (ISAPI) technologies are alternatives to CGI. 

congestion A condition in which the network traffic is 
greater than the amount that the network can carry. Often 
causes performance problems and delays on a network. 

CPU See central processing unit (CPU). 

DHCP See Dynamic Host Configuration Protocol 

DNS See domain name system (DNS). 

domain name system (DNS) The system that locates and 
translates Internet domain names such as concord.com 
into Internet Protocol (IP) addresses. A DNS server is 
typically a device that translates domain names to IP 
addresses within your network. 

Dynamic Host Configuration Protocol A protocol that 
enables dynamic allocation ofiP addresses so that they can 
be reused. 

eHealth AIM See eHealth application insight module. 

eHealth application insight module A plug-in 
(supplementary program) that extends the functionality of 
the SystemEDGE agent. AIMs add the capability to 
manage application-specific events, processes, thresholds, 
and health. 

event An occurrence on a system that typically results in a 
message, such as an SNMP trap, being sent to a configured 
management systern. Cornmon events include system 

-- ~ ------tailures,-syst~m-rrooots-;-exceeded threslrotds;-or any 
user-configurable situation that the user wants to identify. 

file cache A block of memory that holds frequently or 
recently used data. A system can read those blocks at 
rnemory speed rather than the slower disk access speed. 

' I " I . • 1.- .. 
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File Transfer Protocol (FTP) A means for uploading and 
downloading files on the Internet ( the oldest Internet 
protocol for retrieving files). You can use an FTP client 
application to request files from or transfer files to an FTP 
server. 

FTP See File Transfer Protocol (FTP). 

Host Resources MIB A MIB (management information 
base) that defines a set of objects that are useful for the 
management of host computers. For example, it defines 
host storage areas, devices, and file systems. This MIB is 
defined in RFC 1514. 

hostname The name for an individual IP (Internet Protocol) 
address on a computer. While many computers have only 
one hostname, some machines, such as network servers 
have multiple hostnames. 

HTML See Hypertext Markup Language (HTML). 

HTIP See Hypertext Transfer Protocol (HTTP). 

Hypertext Markup Language (HTML) A programmatic 
language used for controlling the way that text and images 
appear when a file is displayed on the World Wide W eb. 

Hypertext Transfer Protocol (HTTP) An application 
protocol that defines the set of rules for exchanging files 
(text, graphics, multimedia, and other files) on the World 
WideWeb. 

1/0 See input/output (I/0 ). 

lnformation Technology (IT) A widely-used term to describe 
ali of the technologies used for creating, exchanging, 
managing, and using information in various forms. 

input/output (1/0) Any operation, program, or device that 
transfers data to or from a computer. 

Internet Contrai Message Protocol (ICMP) A protocol 
between a server and a gateway to the Internet. 

'''-
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Internet Protocol (IP) The method ( or protocol) by which 
packets of information are sent across the Internet. IP 
defines addressing, error handling, routing, and option 
codes for data transmission. IP requires no continuing 
connection between the endpoints that are 
communicating. 

IP See Internet Protocol (IP). 

IT See Information Technology (IT). 

management information base (MIB) A formal 
description o f a set o f network objects that can be managed 
using Simple Network Management Protocol (SNMP). 

MIB See management information base (MIB). 

network A collection of computers, printers, routers, 
switches, and other devices that are able to communicate 
using a common transmission media such as TCP/IP. 

network management system (NMS) An application 
program usually residing on a computer that manages at 
least part of a network, including systems and applications. 
The NMS communicates with agents to monitor network 
statistics and resources, control network device 
configuration, and analyze network problems. See also 
agent. 

NMS See network management system (NMS). 

object identifier (010) a unique identifier of a managed 
object in a MIB hierarchy. See also management 
information base (MIB). 

010 See object identifier (OID). 

_ _________ _____ _,o'"'~p~e ..... ru.a .... tiLlin-'lgf--""system (OS) The program that manages ali other 
programs (applications or application programs) on a 
compu ter. Provides the following services: determining the 
order in which each application runs and the time allotted 
for that application, managing the sharing o f internai 
memory among multiple applications and handling input 
to and output from attached hardware devices. 

I-
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OS Se e operating system (OS ). 

packet A logical unit of data routed between an origin and a 
destination on the Internet or any other packet-switched 
network. On the Internet, the Transmission Control 
Protocol (TCP) layer ofTCP/IP divides a file into packets 
o f manageable size for routing. 

packet-switched network A communications network in 
which datais transferred in small units called packets. 
Individual packets for a file may travei different routes. 
When all packets for a file reach their destination, the fileis 
reassembled. 

packet-switching A networking technology in which 
network nodes share bandwidth by sending packets. The 
same data path can be shared by many users in the 
network. Packet-switching is widely used throughout the 
Internet. 

page In computers that utilize virtual memory, a unit of data 
storage. Systems transfer pages of data from disk storage to 
memory and back again. 

On the World Wide Web, a file written using Hypertext 
Markup Language (HTML) that specifies how text, images, 
and other multimedia will be presented to the user. A Web 
site delivers information to the user one page at a time. 

paging The process by which a compu ter moves portions o f 
programs between random access memory and auxiliary 
storage (on disk). 

partition A logical division of a hard disk on a PC that is 
created so that each partition can have a different 
operating system or can be used for different purposes (for 

------- -----------pyample;-file management-or-mttltiple-users-7-;-

performance threshold The upper limit of acceptable 
response time. 
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ping An Internet echo message used to confirm the 
reachability of a network device. An abbreviation for 
Packet Internet or Inter-Network Groper. 

process Typically, an instance of a program or application 
that is running on a server. Applications can have one or 
more associated processes. 

protocol The set o f rules by which the endpoints in a 
telecommunication connection communicate. The 
protocol defines the packet format o f the transmitted 
information. On the Internet, common protocols are TCP, 
IP, HTTP and FTP. 

queue In a system, a set of jobs awaiting resources. In a 
network device such as a router, a collection o f packets 
waiting to be processed or forwarded. Insufficient central 
processing unit ( CPU) speed, memory, or interface speeds 
can contribute to long queues, and therefore, to delay on 
the network. 

real-time A levei of computer responsiveness that an end user 
would deem as immediate or fast enough to show 
incrementai changes of an externai process (for example, 
to present visualizations of the weather as it constantly 
changes). 

Request For Comments [RFC) The name o f the document 
series regarding Internet design. Most RFCs define 
protocol specifications such as Telnet and FTP. RFCs are 
widely available online. 

RFC See Request For Comments (RFC). 

server A program that provides services to other programs 
in the same and other computers. 

Also a computer that performs file storage and application 
hosting as well as provides computing services to other 
devices and users on the network. Typically has one or 
more central processing units (C PUs), disks, interfaces, and 
storage partitions. 

eHealth AIM for Apache, Use(' G&ide · .... 
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Simple Network Management Protocol (SNMP) The 
network management protocol used almost exclusively in 
data networks. A method for monitoring and controlling 
network devices, as well as managing configurations, 
statistics collection, performance, and security. 

SNMP Sec Simple Network Management Protocol (SNMP). 

SNMP agent A program such as the SystemEDGE agent that 
conforms to a management information base (MIB) 
specification to collect information about managed devices 
and to take corrective action (using SNMP traps) when 
appropriate. 

SystemEDGE agent Concord's SNMP agent that 
autonomously monitors system configuration, status, 
performance, users, applications, file systems, and other 
criticai resources. 

Systems Management MIB A set of MIB (management 
information base) objects that extends the capabilities of 
the Host Resources MIB. It provides greater visibility into 
systems and specific information about Windows NT and 
UNIX systems. 

TCP/IP See Transmission Control Protocol (TCP) and 
"Internet Protocol (IP). 

threshold See performance threshold. 

Transmission Contrai Protocol (TCP) A connection-based 
protocol used along with the Internet Protocol (IP) to send 
data in the form o f message units between computers over 
the Internet. While IP is responsible for the actual delivery 
of the data, TCP is responsible for dividing data in to 
packets at the sending system and constructing the data 

-----------------==-m:-:ec-:-ss=a=-=g=e---r.fi=-o=-=m~I=n-:Jd-=IVI~d±u=-=at packets anhe receiving system. 

trap A message sent by an SNMP agent to a console or 
network management system (NMS) to indicate that a 
threshold has been reached or another user-defined 
condition has occurred. The SystemEDGE agent defines a 
number o f traps for system and application management. 

I\ I 
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UDP See User Datagram Protocol (UDP). 

User Datagram Protocol (UDP) A communications 
protocol that uses Internet Protocol (IP) to send and 
receive data and is similar to Transmission Control 
Protocol (TCP), but provides fewer packet management 
services. 

variable A performance metric for an element. A 
characteristic or behavior upon which eHealth gathers 
data and evaluates the performance o f the element. 
SystemEDGE agents can also monitor local variables to 
reduce network polls and increase scalability. 

Web See World Wide \Veb (vV\VW, Web). 

workstation A powerful computer that is equipped with a 
fast processor, a large amount of random access memory, 
and other features such as high-speed graphical rendering 
that make it suitable for business users such as engineers, 
graphic designers, and architects. 

World Wide Web (WWW, Web) Ali o f the resources on 
the Internet that use Hypertext Transfer Protocol (HTTP). 
Users ofthe Web access information through browser 
software. 

I . 
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Audience 

This guide describes how to install and use the eHealth application 
insight module (AIM) for Oracle. It is intended for the person 
responsible for installing and configuring eHealth AIM for Oracle. 
This guide supports eHealth AIM for Oracle Release 1.3 Patchlevel1 
or later, and eHealth SystemEDGE Release 4.0, Patchlevel3 or later. 
eHealth AIM for Oracle supports the following operating systems: 

• Sun Solaris (SPARC) Release 2.6 orla ter in 32-bit mode and one 
o f the following versions o f Oracle in 32-bit mode: 

- Oracle 8.0.4, 8.0.5, 8.0.6 

- Oracle 8i (8.1.5, 8.1.6, or 8.1.7) 

• AIX Releases 4.2 and 4.3 on Oracle 8i 

• HP-UX Releases 11.0 and 11.1 on Ora de 8i 

This guide is intended for the person who is installing and using 
eHealth AIM for Oracle. To use eHealth AIM for Oracle, you should 
have a basic understanding of the Oracle database, eHealth 

------------~Swys-wmEDGE, and ~ting~-en.riwnment. For 
more information, refer to Oracle documentation 
(http:/ /www.oracle.com) and the eHealth SystemEDGE User Cuide. 

" :\ ·. ~ 70 5 3 4 
! Fls .-Nó 
1 .. . - ---

) 2 



8 • About This Guide 

About This Guide 
This section describes the changes and enhancements that have 
been made since the last release of this guide. It also includes 
the documentation conventions used in this guide. 

Revision lnformation 
This guide describes information that is specific to eHealth AIM 
for Oracle 1.0 Patchlevel2. The following is new in this version 
of the guide: 

• Installation instructions for the AIX and HP-UX versions 
of eHealth AIM for Oracle 

• Licensing through AdvantEDGE View Event Processing 
and Host Administration 

• Glossary 

Documentation Conventions 
Table 1 lists the conventions used in this document. 

Table 1. Documentation Conventions (Page 1 of 2) 

Convention Description 

File or Directory Name File or directory names. 

c ode System, code, or operating system 
command line examples. 

emphasis Emphasis and guide titles. 

ente r Text that you must type exactly as 
shown. 

- ------- Na me Text that defines menus, fields in 
dialog boxes, or keyboard keys. 

NewTerm A new term, that is, one that is being 
introduced. 

Variable Variable values that you substitute. 

C, .,,l • Cv, .... 
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Technical Support 

Technical Support • 

Table 1. Documentation Conventions (Page 2 of 2) 

Convention Description 

--7 A sequence of menus o r menu 
options. For example, File --7 Exit 
means "Choose Exit from the File 
menu. )) 

NOTE Important information, tips, o r other 
noteworthy details. 

CAUTION 
Information that helps you avoid 
data corruption or system failures. 

WARNING Information that helps you avoid 
physical danger. 

If you need any assistance with this product, contact Technical 
Support at the following: 

Phone: (888) 832-4340 

Fax: 

E-mail: 

Web site: 

(508) 303-4300 

(508) 303-4343 

support@concord.com 

http:/ /www.concord.com 

eHealth AIM for Orac/e-lJJser ÍGuide 
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Professional Services 
I f you need any assistance with customizing this product, 
contact Professional Services at the following: 

Phone: (800) 851-8725 (Choose option 7) 

Fax: (508) 486-4555 

E-mail: 

Web site: 

proserv@concord.com 

http:/ /www.concord.com 

---- ---- ---
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This chapter provides an overview o f eHealth AIM for Oracle. 

lntroducing eHealth AIM for Oracle 
eHealth AIM for Oracle is a plug-in for the SystemEDGE agent 
that enables information technology (IT) operators to monitor 
the health and availability o f Oracle data bases and servers. Y ou 
can configure this plug-in to monitor the Oracle processes and 
features that are relevant to your organization. Y ou can also 
configure eHealth AIM for Oracle to alert you to any potential 
issues with the application or the system on which it is running 
before those issues become problems. 

To use eHealth AIM for Oracle, you must install it on every 
Oracle system that you want to monitor. For more information, 
refer to Chapter 2, "Installing eHealth AIM for Oracle." 

NOTE------------------------------------------

This guide is not intended to describe how to install, 
administer, or use Oracle databases. For help with Oracle, 
refer to your Oracle documentation. 

11 
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Features 

-------------------------

eHealth AIM for Oracle monitors the following: 

• Oracle database configuration 

• Oracle log files (including alert, redo, database, and 
configuration logs) 

• Performance metrics 

• Database response and availability 

eHealth AIM for Oracle monitors database process attributes. 
For example, it monitors whether each process is alive; and it 
can restart processes, if necessary. In addition, it monitors 
memory use, log sizes, number of transactions, and efficiency of 
the library and the data dictionary. 

Because the Oracle application records error information in 
alert log files, eHealth AIM for Oracle can use the log-file 
monitoring capability of the SystemEDGE agent to scan the logs 
and forward certain events as SNMP traps when appropriate. 

For more information about the management information base 
(MIB) objects that you can monitor with eHealth AIM for 
Oracle, refer to Chapter 3, "Using the eHealth AIM for Oracle 
MIB." For more information about configuring the 
SystemEDGE agent to monitor these MIB objects, refer to 
Chapter 4, "Using eHealth AIM for Oracle." 

eHealth AIM for Oracle is designed to monitor one or more 
Oracle databases o f the same Oracle release that are running on 
a single system. To support multiple databases, the data in the 
eHealth AIM for Oracle MIB is organized into tables that are 
indexed by database session identification (SID) number. Each 
table includes an entry for the SID. For more information, refer 
to Chapter 3, "Using the eHealth AIM for Oracle ~IB." 

J'l .~! . c 
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Using eHealth AIM for Oracle 
eHealth AIM for Oracle provides important information about 
Oracle to management software through the SystemEDGE 
agent and Simple Network Management Protocol (SNMP). 
This AIM works with the SystemEDGE agent to closely manage 
the Oracle application, providing real-time fault detection and 
automatically correcting problems, if necessary. 

You can use eHealth AIM for Oraclewith any SNMP-compliant 
management software, including Concord's eHealth suíte of 
products, AdvantEDGE View, HP Open View, and others. 
eHealth AIM for Oracle and the SystemEDGE agent can 
provide you with the following types of information: 

• Number and type o f users connected to the database 

• Amount o f work that each transaction performs 

• Database workload per transaction 

• Number of client and database requests per transaction 

• Rate at which application systems reference the database 

• Effectiveness o f the database buffer cache and library cache 

• Number of changes to the database 

• Amount o f memory allocated to sessions 

• Sort statistics and efficiency percentages 

• Server statistics 

Using eHealth AIM for Oracle with AdvantEDGE 
View 

---- ----- ----· 

Y ou can use eHealth AIM for Ora de with AdvantEDGE View to 
run queries for monitoring the performance, configuration, 
availabilicy_,_and_h_ealt:b_o_f_th_e_O~lication. 

To run an AdvantEOGE View Application query for Oracle: 

1 . Select the target system or group from the System or 
Group list. 

2. Select Oracle from the Applications list. 

., 

eHealth AIM for Óràdte User Guide 
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3. Click the Applications icon. 

AdvantEDGE View runs the query for the specified application 
on the system or group you selected. 

NOTE-------------------------------------------

If you run a query for a group o f systems, AdvantEDGE 
View may request additional information before running 
the query. For more information, refer to the AdvantEDGE 
ViewWeb Help. 

Figure 1 shows the image map that AdvantEDGE View displays 
when you run an Application query for Oracle. Click the area 
for which you want to display information. 

Figure 1. AdvantEDGE View lmage Map for Oracle Queries 

eHealth AIM for Oracle User Guide 
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For example, if you click the Metrics area, AdvantEDGE View 
displays the Orade metrics. Figure 2 shows a sample Metrics 
query for the Orade application. 

Oracle Metrics 

lnstance : 15 

Block Get Rate : 4 

c ache Hít Ratío : 233 

Calls Per Transaction : 1 58,886 

Consistent Change Ratio : O 

Líbrarv C ache Miss Ratío : 99 

Redo Log Space Wait Ratío : O 

Row Source Ratío : 3 

User Call Rate Ratio: 23,833 

Use r Rollback Ratío : 72 

Data Dict. Cache Effíciency : O 

Block Changes: 6,116,597 

Consístent Gets: 336,722 

Dísk Sorts : 6,982 

Free Block Wait: o 
Highwater Session Memory : 344,548 

Highwater Number of Sessíons : 1 

User Commits: 39 

Transactions : O 

Rows Table Scan : O 

Continued Row Fetch: 4.448.746 

Consistent Changes: 39 ,833 

CPU Time: 230 ,087 

Block Changes Per Transaction : 25,664 

Block Vísits Per Transaction : 90 ,653 

Call Rate : 90 ,653 

Changed Blocks: 44 ,981 

Continued Row Ratío : O 

Recurs;ve To Use r Call Ratio : 18 ,666 

Row Source Ratio : 1,608,2 12,080 

Transaction Rate Ratio : 15 

Users Calls Per Parse : 59 

Libray C ache Effíciency : 98 

Reads and Writes : 336978 

Block Gets : 556 

Physícal Reads : 279 

Memory Sorts: O 

Multi-threaded Queue Wait: 341,612 

Maxímum Session Memory : 3 

Sessions Current : 15 

User Rollbacks: 23,833 

Physical Writes: 16,082.075 

Rowid Rows fetched: 135 

Recursive Calls : O 

Parses: 4 

Redo Log File Switches: O 

Figure 2. Sample AdvantEDGE View Oracle Metrics Query 

Using eHealth AIM for Oracle with eHealth 
In prevíous releases, eHealth­
Applícatíon Insíght was called 
eHealth- Application 
Assessment. 

Y ou can use eHealth AIM for Oracle and the SystemEDGE 
agent with the eHealth product suíte to provide the historical 
data for long-term trending analysis and capacity planning. 
With eHealth- Application Insight, you can run At-a-Glance, 
Trend, Top N, and MyHealth reports for the following types of 
variables: 

• Amount ofCentral Processing Unit (CPU), memory, and 
disk space that the Oracle application is using 

• Size of the Oracle configuration and database logs 

L. d • • 
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• Number of transactions that the Oracle application is 
performing each second 

• Amount ofCPU used, disk input/output, work performed, 
and user calls for each transaction 

• Ratio o f transaction rollbacks and failures in writing to the 
redo logs 

• Frequency with which the Oracle application uses the 
database cache to redisplay information 

For more information about the variables that you can monitor 
and reports that you can run when you integrate eHealth AIM 
for Oracle with eHealth, refer to the eHealth Web Help. 

Using eHealth AIM for Oracle with Live Health 

eHealth AIM for Oracle User Guide 

Y ou can also use eHealth AIM for Oracle and the SystemEDGE 
agent with Live Health for real-time detection of potential 
problems. Live Health applies intelligent algorithms to the data, 
resulting in precise assessments of application health and 
performance. For more information about how Live Health can 
detect "brownouts" and service delays across applications, 
systems, and networks, refer to the Live Health Web Help. 

i =:c: _____ _ 
0543 



This chapter explains how to install, configure, and license 
eHealth AIM for Oracle. 

No~-----------------------------------------
For the most current information about installing this 
AIM, refer to the relnotes.txt file on the eHealth AIM for 
Ora de installation CD-ROM. 

lnstallation Requirements 
Before you install eHealth AIM for Oracle, you must first 
install, configure, and license the SystemEDGE agent 
Release 4.0, Patchlevel 3 or later. For more information, 
refer to the eHealth SysternEDGE User Cuide. 

To use eHealth AIM for Oracle, your system must be running 
one o f the following: 

• Sun Solaris (SPARC) Release 2.6 orla ter in 32-bit mode and 
one of the following versions o f Oracle in 32-bit mode: 

- -Oracle~.0.4, 8.0.5, 8.0.6 

- Oracle 8i (8.1.5, 8.1.6, or 8.1.7) 

• AIX Releases 4.2 and 4.3 and Oracle 8i 

• HP-UX Releases 11.0 and 11.1 and Oracle 8i 

..... 1 • c~ .. 
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NOTE---------------------------------------
If you are using the Solaris operating system, you must run 
both Solaris and Oracle in 32-bit mode only. 

lnstalling the Software 

eHealth AIM for Orac/e User Guide 

eHealth AIM for Ora de is distributed as a tape archive ( tar) file. 
The name of the tar file varies for each operating system, as 
follows: 

• oramod_l . 3 p l_sol. ta r for Solaris systems 

• oramod_l.3pl_aix.tar for AIX systems 

• oramod_l.3pl_hpux.tar for HP-UX systems 

To install eHealth AIM for Oracle: 

1. Locate the Oracle database that you need to monitor. 

2. Log on to that system as the root user. 

3. Copy the tar file for your system from the CD-ROM to the 
/tmp directory. 

4. Change directory to the SystemEDGE agent directory on 
your system by entering one o f the following commands. 

For Solaris and HP-UX systems, enter the following: 

cd /opt/EMPsysedge 

For AIX systems, enter the following: 

cd /usr/lpp/EMPsysedge 

5. Create the plugins directory, if it is not already present, by 
entering the following: 

mkdir plugins 

I .. I . {.;l, 
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6. Change directory to the plugins directory by entering the 
following: 

cd plugins 

7. Enter one ofthe following commands to launch the 
installation, depending on your operating system. 

For Solaris systems, enter the following: 

tar xvf /tmp/oramod_1.3pl_sol.tar 

For AIX systems, enter the following: 

tar xvf /tmp/oramod_1.3pl_aix.tar 

For HP-UX systems, enter the following: 

tar xvf /tmp/oramod_1.3pl_hpux.tar 

The installation creates files in the plugins;oramod 
directory. 

8. Edit the sysedge.cf file as described in "Editing the 
sysedge.cf File" on page 21. After you install the files, you 
must edit the sysedge.cf file to specify the correct shared 
library for your version of Oracle. 

9. Edit the oramod.cf file to indicate which databases, SIDs, 
and Oracle h orne directories to use, as described in "Editing 
the oramod.cfFile" on page 22. 

1 O. Edit the SystemEDGE startup file to indu de Ora de 
environment variables so that the agent and AIM can find 
the Oracle home and lib directories, as described in 
"Editing the SystemEDGE Startup File" on page 24. 

11. Start the SystemEDGE agent, using one o f the following 
commands. 

For Solaris systems, enter the following: 

/etc/rc2.d/S99sysedge start 

For AIX systems, enter the following: 

bin/sysedge -b 

' 1 " c 
eHea!th AIM for Oraéte User Guide 
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For HP-UX systems, enter the following: 

/sbin/rc2.d/S990sysedge start 

12. License the AIM, as described in "Licensing eHealth AIM 
for Oracle" on page 27. 

13. Restart the SystemEDGE agent. 

eHealth AIM for Oracle Files 
Table 2 describes the files created by the eHealth AIM for 
Oracle installation procedure. 

Table 2. Files lnstalled by eHealth AIM for Oracle 

File Name Description 

oram od.asn 1 eHealth AIM for Oracle MIB specification 

oramod.cf eHealth AIM for Oracle configuration file 

oramod.pdf eHealth AIM for Oracle User Guide 

oramod8.so eHealth AIM for Oracle shared library for Oracle 
8.0.4, 8.0.5, and 8.0.6 

oramod8i.so eHealth AIM for Ora de shared library for Oracle 8i 
(verions 8.1.5, 8.1.6, and 8.1.7) 

relnotes.txt Release notes for the eHealth AIM for Oracle 
module 

Configuring eHealth AIM for Oracle 
After you install eHealth AIM for Oracle, you must configure it 
by eqiting_tb_e follo~i_n_g files: 

• sysedge.cf (page 21) 

• oramod.cf (page 22) 

• SystemEDGE startup file (page 24) 

I . 

eHealth AIM for Oracle User Guide 
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Editing the sysedge. cf File 
You must edit the sysedge.cf file to use the correct shared 
library file for your system and to enable the SystemEDGE 
agent to load eHealth AIM for Oracle. You can use the 
sysedge_plugin keyword in the sysedge.cf configuration file to 
specify which eHealth AIMs the SystemEDGE agent willload at 
system initialization. By default, the SystemEDGE agent does 
not load any AIMs at initialization, but you can edit the 
sysedge.cf file to configure the agent to load any eHealth AIMs 
that you have installed. 

The sysedge.cf fileis located in your system directory by 
default; for example, it is located in the /etcjsysedge.cf 
directory on UNIX systems. For more information about the 
sysedge.cf file, refer to the eHealth SystemEDGE User Guide. 

NOTE-----------------------------------------

To configure the SystemEDGE agent to start eHealth AIM 
for Oracle, you must provide the complete pathname to the 
shared library file for your version of Oracle. 

Enabling eHealth AIM for Oracle for 
Oracle 8.0.4, 8.0.5, ar 8.0.6 [Solaris) 
To enable the eHealth AIM for Oracle module in the 
SystemEDGE agent for Oracle 8.0.4, 8.0.5, or 8.0.6 on Solaris 
systems, add the following line to /etcjsysedge.cf: 

sysedge_plugin /opt/EMPsysedge/plugins/oramod/oramodB.so 

Enabling eHealth AIM for Oracle for Oracle Si 
(Solaris and HP-UX) 
T0 enable the eHealth AIM for Oracle module in the 
SystemEDGE agent for Oracle 8i (versions 8.1.5, 8.1.6, or 8.1.7) 
on Solaris and HP-UX systems, add the following line to 
/etcjsysedge.cf: 

sysedge_plugin /opt/EMPsysedge/plugins/oramod/orarnodBi.so 

eHealth AIM for Drac'le üsér' Guide-
L •.• 1 • "" -
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Enabling eHealth AIM for Oracle for Oracle Si 
[AI X) 

To enable the eHealth AIM for Oracle module in the 
SystemEDGE agent for Oracle 8i for AIX systems, add the 
following line to /etc/sysedge.cf: 

sysedge_plugin /usr/lpp/EMPsysedge/plugins/oramod/oramod8i.so 

Editing the oramod.cf File 

eHealth AIM for Dracle User Guide 

The oramod.cf file describes the eHealth AIM for Oracle 
configuration. Y ou can edit the oramod .cf file to indica te the 
following: 

• User name and password. 

• Name (SID) of the database that you are monitoring. This 
value is contained in the oramodDbCfgSID MIB object. 

NOTE-------------------------------------
Ifyou are using Transparent Network Substrate (TNS) 
names, use the TNS name that matches your database 
name in the oramod .cf file. 

• SID index. This value is also the value o f the 
oramodDbCfgSIDINDX MIB object. This value is 
user-configurable. Y ou can set it to any integer greater than 
zero. Each instance must have a unique index for the 
platform. 

• SID-home. Installation directory for Oracle, or 
ORACLE_HOME. This value is also the value ofthe 
oramodDbCfgHOME MIB object. 

• SID-base. Base directory for Oracle, or ORACLE_BASE. 
This value is also the value o f the oramodDbCfgBASE MIB 
object. 

• File Check Interval. This value is the interval for checking 
files, in seconds. 

• Tablespace Check Interval. This value is the interval for 
checking tablespaces. 

'!. 
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# oramod.cf 
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To use eHealth AIM for Oracle, you must have a user ID that 
has either DBA privileges or SELECT_CATALOG_ROLE 
permissions for Oracle Version Si and later. For earlier versions 
o f Oracle, the SELECT _ANY _ TABLE permissions should 
suffice. 

eHealth AIM for Oracle can monitor different versions of 
Ora de databases on the same platform only if you are running 
multiple versions of the SystemEDGE agent on different ports. 
Otherwise, eHealth AIM for Oracle can simultaneously monitor 
only instances o f Oracle that are the same Oracle version. 

Sample oramod. cf File 

The following is a sample oramod.cf file. 

# Configuration file for the eHealth AIM for Oracle Module 
# Concord Comrnunications, Copyright 2001 
# 
# For each Oracle database running on your system, specify the following: 
# 
# oramod username passwd sid sid-index sid-home sid-base 
# file-check-interval table-space-check-interval 
# 
oramod fred elTsdim VIS 15 / u01/app / oracle/8.0.5 / u01/app/oracle 60 60 

NOTE------------------------------------------

After you make any changes to the oramod.cf file, you must 
restart the SystemEDGE agent to ensure that the changes 
take effect. 

eHealth AIM for Oratf{eJ.Jsr~tJ GL!ide_ ~ _ 
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Editing the SystemEDGE Startup File 

eHealth AIM for Dracle User Guide 

The SystemEDGE startup fileis the shell script for starting and 
stopping the SystemEDGE agent. This file was installed with the 
SystemEDGE agent. You must edit the file for your system to 
match your Oracle installation environment. 

For Solaris, edit the following file: 

I etc/ rc2 .d /S99sysedge 

For HP-UX, edit the following file: 

/sbi n /rc2.d /S990sysedge 

For AIX, edit the following file: 

/etc/rc.tcpip 

You must set the following environment variables in the 
SystemEDGE startup file to export the environment variables 
that Oracle requires: 

• ORACLE_BASE=/oracle; export ORACLE_BASE 

• ORACLE_SID=NHTD; export ORACLE_SID 

• ORACLE_HOME=/oracle/product/8.1.5; export 
ORACLE_HOME 

• LD_LIBRARY_PATH=$0RACLE_HOME/lib; export 
LD _LIBRARY _p ATH 

For more information, refer to the following sections. 

NDTE-----------------------------------------

The eHealth AIM for Oracle installation includes a sample 
SystemEDGE startup file. Do not install this sample file in 
place ofyour existing file. Use the sample file only as an 
example to help you edit the existing startup file to export 
the Oracle environment variables. 

RQS no 03:~C03- c;~_ 
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Setting Environment Variables for Solaris 
Systems 

Before you start SystemEDGE, add the following to your site's 
jetc/rc2.d/S99sysedge to customize directory locations for 
your Oracle installation for Solaris systems: 

ORACLE_BASE=/export/ahab3/oracle/oracle.8.1.7 

export ORACLE_BASE 

ORACLE_SID=EH55 

export ORACLE_SID 

ORACLE_HOME=$0RACLE_BASE 

export ORACLE_HOME 

LD_LIBRARY_PATH=$0RACLE_HOME/lib:$0RACLE_HOME/jdbc/lib:/usr/dt/lib 

export LD_LIBRARY_PATH 

Setting Environment Variables for AIX Systems 
Before you start SystemEDGE, add the following to your site's 
jetc/rc.tcpip file to customize directory locations for your 
Oracle installation for AIX systems: 

ORACLE_BASE=/oracle/u01/app/oracle 

export ORACLE_BASE 

ORACLE_SID=POSl 

export ORACLE_SID 

ORACLE_HOME=$0RACLE_BASE/8i 

export ORACLE_HOME 

LD_LIBRARY_PATH=$0RACLE_HOME/lib 

export LD_LIBRARY_PATH 

Setting Environment Variables for HP-UX 
Systems 
Before you start SystemEDGE, add the following to your site's 
jetcjrc2 .d/S990sysedge file to customize directory locations 
for your Oracle installation: 

ORACLE_BASE=/export/ahab3/oracle/oracle.8.1.7 
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export ORACLE_BASE 

ORACLE_SID=EH55 

export ORACLE_SID 

ORACLE_HOME=$0RACLE_BASE 

export ORACLE_HOME 

LD_LIBRARY_PATH=$0RACLE_HOME/lib:$0RACLE_HOME/jdbc/lib:/usr/dt/lib 

export LD_LIBRARY_PATH 

SHLIB_PATH=$0RACLE_HOME/lib:$0RACLE_HOME/jdbc/lib:/usr/dt/lib 

export SHLIB_PATH 

LD_PRELOAD=/usr/lib/libpthread.sl:/usr/lib/libcl.sl:/export/ahab3/ 
oracle/oracle.8.1.7/JRE/lib/PA_RISC/native_threads/libjava.sl 

export LD_PRELOAD 

Verifying that the Startup File is Set Up 
Correctly 
I f your SysternEDGE startup file is not set up correctly, you will 
receive an error rnessage similar to the following: 

brahma# .. / .. / bin / sysedge 
SystemEDGE Version 4.0 Patchlevel 3 
Copy right 2001 by Concord Communications, Inc. 
load_plugin: dlopen of / opt/EMPsysedge/plugins/oramod/oramod8.so failed, 9, 
ld.so.l: .. / .. / bin / sysedge: fatal: libclntsh.so.1.0: open failed: No such file 
or directory 
sysedge: load plugin / opt / EMPsysedge / plugins / oramod / oramod8.so failed 
sysedge : using port 161, config file / etc / sysedge.cf 

If you receive an erro r message, verify that you have set up the 
SysternEDGE startup file correctly and that you have loaded the 
correct shared library file for your version o f Oracle. 

Licensing -eHealth AIM -fer Oracle 
Like the SystemEDGE agent, eHealth AIM for Oracle utilizes a 
host-based license rnethod. Copies of eHealth AIM for Oracle 
can run only on systems that possess a valid license key. This 
license key is separa te from the one used for the SysternEDGE 
agent. 

. C\.i ·"-· 
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The first time that you attempt to start the SystemEDGE agent 
after installing eHealth AIM for Oracle, the agent displays a 
message stating that it could not find a valid license for eHealth 
AIM for Oracle. It then provides you with a public key that is 
used to generate a permanent license key for your host 
machine. 

A license key is composed o f four space-separated, 8-character 
sequences, totaling 32 characters. The sysedge.lic file contains 
the eHealth AIM for Oracle license, as well as the SystemEDGE 
agent license and other eHealth AIM licenses. For an example, 
refer to the sample license file in "Sample License File" on page 
33. 

Obtaining a License 
To obtain a license, you can do any of the following: 

• Run the Concord-supplied licenseutil.pl script. 

• Run the licenseme.exe license utility. 

• Use AdvantEDGE View to receive an SNMP license trap or 
to query and license the plug-in without a trap. For more 
information, refer to "Generating a License through 
AdvantEDGE View Event Processing" on page 30 or 
"Generating a License through AdvantEDGE View Host 
Administration" on page 32. 

• Send an e-mail request to licenses@concord.com and place 
the returned license key in the appropriate license file. 

• Complete the online license form through the Internet, as 
described in the next section, "Generating the License 
through the Web-based License Form." 

For more information, refer to the eHealth S'ystemEDGE User 
Cuide and the Automating the Licensing ofSystemEDGE and 
AdmrztEDGE Point Plug-in Modules white paper. 

,, 
eHealth AIM for Or~c1e, 'J1Jser Guíde ... 
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Generating the License through the Web-based 
License Form 

This section describes how to generate the license using the 
Web-based license form. 

NOTE----------------------------------------­

If you are using an evaluation copy o f eHealth AIM for 
Oracle, you must request a temporary license that will 
enable it to operate during the evaluation period. 

To generate a license for eHealth AIM for Oracle: 

1. Start the SystemEDGE agent as follows: 

a. Log in as root. 

b. Change directory (cd) to /opt/EMPsysedge. 

c. Enter the following: 

./bin/sysedge -b 

The SystemEDGE agent displays a message indicating that 
you need a license for the eHealth AIM for Oracle module 
on this host machine. It displays a message similar to the 
following: 

SystemEDGE Version 4.1 Patchlevel 1 
Copyright 2001 by Concord Cornmunications, Inc. 
Please contact Concord Cornmunications, Inc. to obtain a license 
http: //www.concord.com/ support, Email: licenses@concord.com 
Provide this: sysedge neptune sol2 5.8 346561363366b19c 1.3 Patch1evel 1 

eHealth AIM for Oracle User Guide 

2. Using a Web browser, go to the licensing Web site at 
http:/ !license.concord.com, and select the Create License 
opti9n t!J.at match_es your use o f the agent: 

• Create SystemEDGE/AdvantEDGE Eval License (if 
you are evaluating the AIM or are a Concord partner 
o r reseller) 

• Create SystemEDGE Outsource License (if you are 
outsourcing the AIM) 

• - • ..J 

Fls. N ?.!....L. - ++0-45· 9 5 

ê 
O c: --- -



Licensing eHealth AIM for Oracle • 29 

• Create SystemEDGE/ AdvantEDGE License (if you 
have purchased the AIM) 

NOTE--------------------------------------­

You must supply a user name and password to access 
the license form. 

If you do not have Web access, fill out the license request 
form, jconfig/license.txt (available as part ofthe eHealth 
AIM for Oracle installation), with the complete string 
generated by the SystemEDGE agent, and e-mail the 
completed form to licenses@concord.com. 

3. Fill out the license form, entering the information that was 
printed by the SystemEDGE agent. Y ou must supply the 
following information: 

• Name 

• E-mail address 

• Software version number ( 1.3 in the example on 
page 28) 

• Patchlevel ( 1 in the example on page 28) 

• System name (neptune in the example on page 28) 

• Operating system name (sol2 in the example on 
page 28) 

• Operating system version (5.8 in the example on 
page 28) 

• System identifier (346561363366bl9c in the example on 
page 28) 

NOTE--------------------------------------­

Select the option for eHealth AIM for Orade from the 
product list on the licensing form. 

After you submit the license request form, the Concord 
Web server generates a license, displays it on your Web 
browser, and e-mails it to the contact person in your 
organization. 

t ,\ ~ li . 
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4. Copy the license into /etc/sysedge.lic, and save that file. 

5. Restart the SystemEDGE agent as root by entering the 
following: 

./bin/sysedge -b 

Generating a License through AdvantEDGE View 
Event Processing 

In order to use AdvantEDGE View event processing to license 
eHealth AIM for Oracle, your system must meet the following 
requirements: 

• You must be using SystemEDGE Release 4.0 Patchlevel3 o r 
later with AdvantEDGE View. 

• You must configure the SystemEDGE agent to send SNMP 
traps to AdvantEDGE View. For more information, refer to 
the section on configuring the SystemEDGE agent in the 
eHealth SystemEDGE User Guide. 

• You must configure the SystemEDGE agent with a 
read-write community so that AdvantEDGE View can issue 
an SNMP Set to transmit the license key to it. For more 
information, refer to the section on configuring the 
SystemEDGE agent in the eHealth SystemEDGE User Guide. 

• Your AdvantEDGE View system must have access to the 
Internet, either directly or through a Web proxy. 

• The AdvantEDGE View user who is generating the license 
must have either write or admin permissions. 

To generate a license through AdvantEDGE View: 

eHealth AIM for Oracle User Guide 

1. Start the SystemEDGE agent with eHealth AIM for Oracle 
in tinlicensed mede. 8ystemEDGE sends a license trap to 
AdvantEDGE View for that module. 

2. Start AdvantEDGE View, and click the Events icon to 
display the Event Processing screen. 

AdvantEDGE View displays a license trap for the system 
that requires a license. 

J' 
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3. Click the index number for that system to view the Trap 
Details form for License Software to display the 
AdvantEDGE View Software Licensing form. 

4. Complete the licensing form, and click Get License. 

Software Ucensing, System SystemNome 

UsemiUI'Ie I use~ 
Password li 

~--------------
Name I AdvantEDGE View Usse ~ 

Comp011y I Compan\>1 

Emait I user@company.cort\_ 

Phone lsss .sss . sss~ 

CustomertD j;666 

Licen:se Type Permanent ....J J 

Licen:se Duration 
... N/A v 3 months v 6 months v 9 months v 12 

months 
(Only applicable if le .. ing ücense) 

Encl-user Company I I 
(Onty applicable if te .. ing ücense) 

/ Get License I Clearl 

NOTE-------------------------------------
1[ you have configured AdvantEDGE View preferences, 
AdvantEDGE View fills in ali o f the information 
( except password) on this form. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for eHealth AIM for Oracle, and issues an 
SNMP Set to the target SystemEDGE agent to inform it of 
the new software license key. 

""" - .... , 
' \- 11 ... 
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Generating a License through AdvantEDGE View 
Host Administration 

~ 
\ .. J 
\ ,,,;;;! 

You can also license systems through AdvantEDGE View Host 
Administration. 

To access Host Administration: 

1. 

2. 

Start AdvantEDGE View, and click the Administration 
icon. AdvantEDGE View displays the Administration page. 

Click the Host Administration icon. AdvantEDGE View 
displays the host list. 

SystemEDGE Host Configuration 

Read!Write Community 

J Add New Hostl 

eHealth AIM for Oracle User Guide 
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3. Click the name o f the system that you want to license from 
the System Name column. AdvantEDGE View displays 
the Modify Host form. 

Modlfy Host aview: - ·. 

community: 

Read/Write 
Community: 

Port: 

Timeout: 

,...lp-ub-lic ________ Read community string for use with 
this host 

.----------- ReadNVrite community string for use 

jl 61 

ls 

with this host 
UDP Port to use with this host (e.g . 
161 or 1691) 

Timeout value (in seconds) to use with 
this host (e .g. 3) 

Retries: 
Number of times to retry an operation 
on this host (e.g . 3) 

UpdateHost ·. :· Ucense HosvsoltWe.re·--_, ·1 ~ Deletetléi~ :I 

4. Click License Host/Software to display the licensing 
form. 

5. Select the option for eHealth AIM for Oracle from the 
Product list, and then click License Software. 

AdvantEDGE View contacts the Web-based license server, 
obtains a license for the software, and issues an SNMP Set 
to the target SystemEDGE agent, informing it o f the new 
software license key. 

Sample License File 

The following is a sample SystemEDGE agent license file. A 
pound character (#)in column 1 indicates that the entire line is 
a comment. 

# license file for SystemEDGE Agent 
# Concord Communications, Inc. 
# http: //www.concord.com 
# file / etc / sysedge.lic or %SystemRoot%\system32\sysedge.lic 
# A valid license key has four parts of 8 characters per part 
# parts are separated by space(s) with one license key per line 

# sysedge jupiter sol2 5.8 807cb1da007cb1da 4.1 PL 1 
e1 3311d3 OF2a7cbl abC512dc fF8C923a 

# oramod jupiter sol2 5.8 807cblda007cblda 1.3 PL 1 
a7943fde 098a87ij a4kiuf39 afafEkj4 

r , 
eHealth AIM for Grade User Guide 
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This chapter explains the organization and content o f the 
Concord Communications MIB for the Oracle application. The 
MIB specification ( oramod .asn 1) defines a collection o f objects 
for monitoring and managing Oracle. Y ou must configure the 
SystemEDGE agent to monitor the eHealth AIM for Oracle 
MIB objects that are relevant for your configuration. For 
more information, refer to Chapter 4, "Using eHealth AIM for 
Oracle." Figure 3 shows part ofthe eHealth AIM for 
Oracle MIB. 

Figure 3. eHealth AIM for Oracle MIB 
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The eHealth AIM for Oracle MIB is organized into sections for 
database configuration and performance. Within the 
performance section, a footprint section defines MIB objects 
that show how much of the underlying system's resources 
Oracle is consuming. The following sections describe the 
eHealth AIM for Ora de MIB. For the most current list o f MIB 
objects, refer to the eHealth AIM for Oracle MIB specification 
(oramod.asnl ). 

Configuration Section 
The Configuration section o f the eHealth AIM for Ora ele MIB 
contains configuration parameters and settings that are 
important for monitoring the health and performance of the 
Oracle database. The Configuration section includes groups 
for database, database files, redo logs, and the System Global 
Area (SGA). 

Database Configuration Group 
The Database Configuration group contains instance names, 
index numbers, and initial startup information. Table 3 defines 
the Database Configuration parameters. 

Table 3 . MIB Objects - Oracle Database Configuration Group 
(Page 1 of 3) 

MIB Object Description 

oramodDbCfgSIDINDX Specifies the SID index number. 

oramodDbCfgSID Specifies the database name. 

oramodDbCfgVERSION Provides the description and version o f this 
Oracle installation. - --- . ·- - -- - - ---· 

oramodDbCfgHOME Specifies the installation directory for Oracle. 

oramodDbCfgBASE Specifies the base directory for Oracle, or 
ORACLEBASE. 

eHealth AIM for Oracle User Guide 
r, , ~.. .... 
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Table 3 . MIB Objects - Oracle Database Configuration Group 
(Page 2 of 3) 

MIB Object 

oramodDbCfgiD 

oramodDbCfgCRTDT 

oramodDbCfgLOGMODE 

oramodDbCfgCTRLFILETYPE 

oramodDbCfgOPENMODE 

oramodDbCfgMAXPROCESS 

oramodDbCfgMAXSESSION 

ormodDbCfgTIMEDST ATISTICS 

oramodDbCfgCPUCNT 

oramodDbCfgSHAREDPOOLSIZE 

-

oramodDbCfgSHAREDPOOLRSSSIZE 

oramodDbCfgLARGEPOOLSIZE 

Description 

Specifies the database ID that was calculated 
when the database was created; this value is 
stored in ali file headers. 

Specifies the original creation date and time 
o f the database. 

Specifies the archive log mode: 
NOARCHIVELOG or ARCHIVELOG. 

Specifies the control file type: CURRENT, 
STANDBY, CLONE, BACKUP, or 
CREATED. 

In di cates whether the data base is set to READ 
WRITE or READ ONLY mode. 

Specifies the maximum number o f user 
processes that can simultaneously connect to 
an Oracle server for a multi-process 
operation. 

Specifies the maximum number o f user and 
system sessions. 

Specifies whether timing is on. Set this 
variable to FALSE for optimum 
performance. 

Specifies the maximum number of CPUs for 
this instance. 

Specifies the shared pool size in KB. This 
va!:_i~~le controls the size o f the memory area 
that is used for parsing and executing SQL 
statements. 

Specifies the shared pool reserved size in KB. 

Specifies the large pool reserved size in KB. 
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Table 3. MIB Objects - Oracle Database Configuration Group 
(Page 3 of 3) 

MIB Object Description 

oramodDbCfgCPUJAV APOOLSIZE Specifies the Java pool size in KB. The default 
value is 20,000 KB. 

oramodDbCfgCPUCNTRLFILES Specifies the name and path of the control 
files. 

oramodDbCfgCPUDBBLKBUFF Specifies the number o f database block 
buffers in blocks. 

oramodDbCfgBLKSIZE Specifies the size o f the data base blocks. 

oramodDbCfgCKPTINTRVL Specifies the redo log checkpoint interval. 

oramodDBCfgDBFILES Specifies the maximum number of database 
files. 

oramodDbCfgSORTAREASIZE Specifies the maximum sort area size. This 
object controls the amount of memory 
allocated to each process in the Process 
Global Area for any sorting activity. 

oramodDBCfgOPENCURSORS Specifies the maximum number of 
simultaneous open cursors that a single-user 
process can have. 

oramodDBCfgTRNSACTNS Specifies the maximum number of 
simultaneous, concurrent transactions. 

oramodDBCfgTRNSACTNSPERSEG Specifies the maximum number of 
concurrent transactions per segment. 

oramodDBCfgMAXROLLSEG Specifies the maximum number of rollback 
segments. 
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Database File Configuration Group 
The Database File Configuration group describes the Oracle 
database files. Table 4 defines the Database File Configuration 
parameters. 

Table 4. MIB Objects - Oracle Database File Configuration Group 
(Page 1 of 2) 

MIB Object 

oramodCfgDfFILENUM 

oramodCfgDfST ATUS 

oramodCfgDfENABLED 

oramodCfgDfUNRCVRBLECHG 

oramodCfgDfUNRCVRBLETIME 

oramodCfgDfKBYTES 

oramodCfgDfCRTKBYTES 

oramodCfgDfFNAME 

oramodCfgDfCRTTIME 

oramodCfgDfiBLSPACENUM 

oramodCfgDITBLESP ACERFILENUM 

oramodCfgDffiLOCKS 

Description 

Specifies the file identification number. 

Specifies the type o f file (system o r user) and 
its status. The value can be OFFLINE, 
ONLINE, SYSTEM, RECOVER, or SYSOFF. 

Describes how accessible a file is from SQL. 
The value can be DISABLED, READ ONLY, 
READ WRITE, or UNKNOWN. 

Specifies the last unrecoverable change 
number that was made to this data file. 

Specifies the last unrecoverable change time 
that was made to this data file. 

Specifies the current size o f the file in 
kilobytes (KB). 

Specifies the size o f the data file when it was 
created. 

Specifies the file name. 

Specifies the time at which the data file was 
created. 

Specifies the tablespace number. 

Specifies the tablespace relative data file 
number. 

Specifies the current size o f the data file in 
blocks. 
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Table 4. MIB Objects - Oracle Database File Configuration Group 
(Page 2 of 2) 

MIB Object Description 

oramodCfgDfBLOCKSIZE Specifies the block size o f the data file. 

oramodCfgDfERROR Indicates whether the datafile header read an 
errar. If so, a restare is required. A value o f 
NULL indicates success. 

oramodCfgDfRECOVER Indicates whether the file needs media 
recovery. The value can be YES orNO. 

oramodCfgDfRSTLOGSCHGNUM Specifies the reset log change number. 

oramodCfgDfRSTLOGSTIME Specifies the reset log timestamp. 

Redo Log File Configuration Group 
The Redo Log File Configuration group describes the redo log 
file locations and status for each Oracle installation. Table 5 
defines the Redo Log File Configuration parameters. 

Table 5. MIB Objects - Oracle Redo Log File Configuration Group 

MIB Object Description 

oramodCfgLfMEMBERINDX Specifies the log file member index. 

oramodCfgLfGROUPNUM Specifies the log file group number. 

oramodCfgLfSTATUS Specifies the log file status. 

oramodCfgLfMEMBER Specifies the log file name and path. 

eHealth AIM for Oracle User Guide 



Performance Section • 41 

System Global Area Configuration Group 
The System Global Area (SGA) Configuration group 
summarizes the Oracle system global area. Table 6 defines the 
SGA Configuration parameters. 

Table 6. MIB Objects - Oracle SGA Configuration Group 

MIB Object Description 

oramodCfgSgaTOTALMEMALLOC Specifies the total real memory allocated. 

oramodCfgSgaFIXEDSGA Specifies the fixed memory allocated in KB. 

oramodCfgSga V ARIABLE Specifies the variable memory that is 
allocated in the SGA. 

oramodCfgSgaDBBUFF Specifies the database buffers allocated in 
KB. The typical rangeis from 4 KB to 2 GB. 

oramodCfgSgaREDOBUFF Specifies the redo buffers allocated in KB. 

Performance Section 
The Performance section of the eHealth AIM for Oracle MIB 
contains performance data that is necessary for capacity 
planning and trend analysis, as well as real-time performance 
and availability monitoring. The Performance group is divided 
into subgroups for footprint data, metrics, the SGA, redo logs, 
rollback segments, waits, expensive SQL, tablespaces, and locks. 

Oracle Footprint Group 
The Footprint group provides information about the Oracle 
CPU, memory, data flow, and disk-resource consumption, 
more commonly called the footprint. Long-term trending 
analysis-ef foot:print infer-mation is useful for anticipating and 
avoiding problems due to resource exhaustion. Y ou can also 
monitor footprint information in real time to detect and 
correct temporary resource exhaustion due to viruses, security 
incidents, and hardware failures. The Footprint group includes 
subgroups for footprint and file footprint. 
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Footprint Group 
The Footprint group describes the performance footprint for 
each Oracle service. Table 7 defines the Oracle Footprint 
parameters. 

Table 7. MIB Objects - Ora ele Footprint Group [Page 1 of 2) 

MIB Object Description 

oramodFootprtCPUTIME Specifies the CPU time in seconds accumulated by Oracle. 
This time includes ali core components and the database 
instance. 

oramodFootprtPERCENTCPU Specifies the percentage o f CPU utilization by Oracle over 
the last sample interval. This value is reported as the 
percentage multiplied by 100. It is the sum of the CPU 
utilization of ali Oracle core services and components, and 
provides a good indication o f the CPU resource 
consumption by the entire Oracle application. Do not use 
this variable as a counter. 

oramodFootprtMEMSIZE Specifies the combined size of ali Oracle text, data, and 
stack segments in KB. This value is the sumo f ali process 
sizes for ali core Oracle services and optional connectors. 

oramodFootprtRSS Specifies the total real memory (resident size set [RSS]) o f 
Oracle in KB. This value is the sum o f process RSS for ali 
core Oracle services and optional connectors. 

oramodFootprtPERCENTMEM Specifies the percentage (0-100) of real memory used by 
Oracle, including core services and optional connectors. 

oramodFootprtTHREADS Specifies the total number o f threads operating within the 
respective Oracle components as seen by the operating 
system. 

or(!!llodFQºtprti~B~KS Speciftes the number ofblocks of data input by the 
processes. 

oramodFootprtOUTBLKS Specifies the number ofblocks of data output by the 
processes. 

oramodFootprtMSGSSENT Specifies the number of messages sent by the processes. 
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Table 7. MIB Objects - Oracle Footprint Group (Page 2 of 2) 

MIB Object Description 

oramodFootprtMSGSRCVD Specifies the number o f messages received by the processes. 

oramodFootprtSYSCALLS Specifies the number of system calls invoked by the 
processes. 

oramodFootprtMINORPGFLTS Specifies the number of mino r page faults incurred by the 
process. 

oramodFootprtMAJORPGFLTS Specifies the number o f major page faults incurred by the 
process. 

oramodFootprtNUMSW APS Specifies the number o f times the processes have been 
swapped. 

oramodFootprtVOLCNTX Specifies the number o f voluntary context switches 
incurred by the processes. 

oramodFootprtiNVOLCNTX Specifies the number o f involuntary context switches 
incurred by the processes. 

oramodFootprtHOMESIZE Specifies the size in KB o f the Oracle root directory and ali 
files beneath it. 

oramodFootprtDBDISKSIZE Specifies the size in KB of ali Oracle database disk storage 
areas. This value is a sum of ali database files. 

oramodFootprtSTARTUPTIME Specifies the date and time that the Oracle instance was 
started. 

oramodFootprtST ATUS Specifies the status o f the instance: STARTED, 
MOUNTED, or OPEN. 

oramodFootprtDAT ABASEST ATUS Specifies the data base status o f the instance. 

oramodFootprtSHUTDOWNPENDING Specifies whether the database is about to be shut down: 
YES orNO. 

-
r ' -
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File Footprint Group 

The File Footprint group describes the Oracle file footprint. 
Table 7 defines the Oracle File Footprint parameters. 

Table 8. MIB Objects- Oracle File Footprint Group 

MIB Object Description 

oramodFFootprtFILEINDX Specifies the frle index number. 

oramodFFootprtFILETYPE Specifies the file type. 

oramodFFootprtFILENAME Specifies the frle name. 

oramodFFootprtCRTTS Specifies the timestamp o f the last update. 

oramodFFootprtCRTKBYTES Specifies the file creation size in KB. 

oramodFFootprtKBYTES Specifies the file size in KB. 

oramodFFootprtBLOCKS Specifies the file blocks. 

oramodFFootprtSTATUS Specifies the file status. 

oramodFFootprtRECOVER Indicates whether the frle needs recovering. 

oramodFFootprtA VGIOTIM Specifies the average input/output time for the file. 

' -
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Metrics Group 
The Metrics Group describes the Oracle database metrics. 
Table 9 defines the Oracle Metrics parameters. 

Table 9. MIB Objects- Oracle Metrics Group [Page 1 of 4) 

MIB Object Description 

oramod.MetricsBCPT Block Changes Per Transaction ( scaled by 100). Measures the 
amount of data manipulation language (DML) work that 
each transaction performs. 

oramodMetricsBGR Block Get Rate per second (scaled by 100). Measures the rate 
at which application systems reference the database. 

oramodMetricsBVPT Block Visits Per Transaction (scaled by 100). Measures the 
database load imposed for each transaction. 

oramodMetricsCHR Cache Hit Ratio (scaled by 100). Measures the effectiveness 
o f the hits against the buffer cache. 

oramodMetricsCR Call Rate (user and recursive) over time. Measures the work 
demand rate that ali work sources are placing on the database 
instance. 

oramodMetricsCPT Calls Per Transaction (scaled by 100). Indicates the number 
of database requests per committed transaction. 

oramodMetricsCBR Changed Blocks (scaled by 100). Measures the balance 
between queries and DML and can indicate changes in 
application use or indexes. 

oramod.MetricsCCR Consistent Change Ratio (scaled by 100). Measures 
consistent database changes and gets, or the extent to which 
applications are exercising the read-consistency mechanism. 

oramodMetricsCRR Continued Row Ratio (scaled by 100). Measures the space 
- - - u·sa-ge uf-data bto-cks: 

oramodMetricsLCM Library Cache Miss Ratio (scaled by 100). Measures the 
missed requests and reloads to access library-cached objects 
since instance startup. Monitor the library cache to help 
determine whether you should resize the shared pool. 
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Table 9. MIB Objects - Oracle Metrics Group (Page 2 of 4) 

MIB Object 

oramodMetricsRTUC 

oramodMetricsRLSW 

oramodMetricsRSR 

oramodMetricsSOR 

oramodMetricsTRR 

oramodMetrics UCR 

oramodMetrics UCPP 

oramodMetrics URR 

oramodMetricsSGALCE 

oramodMetricsSGADDCE 

- - - - -- - --

oramodMetricsDBTOTALRW 

oramodMetricsDBBLKCHG 

eHealth AIM for Oracle User Guide 

Description 

Recursive To User Call Ratio (scaled by 100). Measures the 
ratio of recursive and user to application calls. 

Redo Log Space Wait Ratio (scaled by 100). Shows the rate at 
which failures are occurring in writing to the redo log space. 
It can measure memory allocation. 

Row Source Ratio (scaled by 100). Specifies the percentage o f 
total rows retrieved from full table scans. 

Sort Overflow Ratio (scaled by 100). Indicates the number of 
sorts that are using temporary segments. 

Transaction Rate Ratio (scaled by 100). Indicates the rate at 
which users or applications are committing transactions. 

User Call Rate Ratio (scaled by 100). Indicates the rate at 
which client users or applications are requesting SQL 
statements. 

User Calls Per Parse Ratio (scaled by 100). Specifies the ratio 
o f user calls to parses in the shared SQL area. This value 
indicates how well the application is managing its context 
area. 

User Rollback Ratio (scaled by 100). Indicates the rate at 
which application transactions are failing. 

Library Cache Efficiency Percentage (scaled by 100). 
Specifies the percentage of times that an SQL statement did 
not need to be reloaded because it was already in the library 
cache. 

Data Dictionary Cache Efficiency Percentage (scaled by 100). 
__ _5how_s_the ratio__of_gets to misses within lhe.shared pool. 

Specifies the total number o f physical reads and writes since 
the instance started. 

Specifies the total number of database block changes. 
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Table 9 . MIB Objects- Oracle Metrics Group [Page 3 of 4) 

MIB Object Description 

oramodMetricsDBBLKGET Specifies the total number o f database block gets since the 
instance started. 

oramodMetricsDBCNSTGET Specifies the total number of consistent gets since the 
instance started. 

oramodMetricsDBPHYSREAD Specifies the total number o f physical reads since the instance 
started. 

oramodMetricsD BSO RTD ISK Specifies the total number of database disk sorts since the 
instance started. 

oramodMetricsDBSORTMEM Specifies the total number of database memory sorts since 
the instance started. 

oramodMetricsBLKFREEW AIT Specifies the percentage o f times that a request resulted in a 
wait for a free block. 

oramodMetricsMTHRDQUEUEWAIT Specifies the number of seconds that a request waited in the 
queue for multi-threaded servers. 

oramodMetricsSESSHIWTRMEM Specifies the maximum high-water amount of session 
memory that has been used. 

oramodMetricsSESSCURRMEM Specifies the current maximum amount of session memory 
that has been used. 

oramodMetricsSESSHIWTR Specifies the high-water mark for the number of sessions. 

oramodMetricsSESSCURRENT Specifies the current number o f sessions. 

oramodMetrics USERCOMMITS Specifies the number of successfully completed and aborted 
database transactions. 

oramodMetricsUSERROLLBACK Specifies the number o f transactions that have been rolled 
hack_since the instance started. - -

oramodMetrics USERCALLS Specifies the number o f transactions that have been started 
since the instance started. 

oramodMetricsDBPHYSWRTS Specifies the total number o f physical writes since the 
instance started. 

1 I 
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Table 9. MIB Objects- Oracle Metrics Group (Page 4 of 4) 

MIB Object Description 

oramodMetricsTBLSCANROWS Specifies the number o f rows that were retrieved through 
table scans since the instance started. 

oramodMetricsTBLFTCHROWID Specifies the number of rows that were retrieved through 
table fetches by row ID since the instance started. 

oramodMetricsTBLFTCHCROW Specifies the number o f rows that were retrieved through 
table fetches by row since the instance started. 

oramodMetricsRECRSVCALLS Specifies the number o f recursive calls since the instance 
started. 

oramodMetricsCNSTCHGS Specifies the number o f consistence changes since the 
instance started. 

oramodMetricsP ARSECNT Specifies the number o f parses since the instance started. 

oramodMetricsCPUTM Specifies the amount o f time that was taken to work requests. 

oramodMetricsLOGFILESWTCH Specifies the number o f redo log file switches. 

SGA Group 
The SGA area o f the Ora de MIB stores aggregate information 
about the performance o f the dictionary cache. Each user and 
data request that connects to the database references this data 
dictionary. Retaining as much of the data dictionary 
information as possible in memory contributes to database 
efficiency. The SGA Group includes subgroups for Data 
Dictionary Aggregate (DDA) and Detailed Library Cache 
Information (DLCI). 

'.J 
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SGA DOA Group 

The SGA DDA group describes the data dictionary aggregates. 
Table 10 defines the Oracle SGA DDA parameters. 

Table 1 O. MIB Objects - Oracle SGA DOA Group 

MIB Object Description 

oramodSGAAGGCNT Specifies the total number of entries in the data dictionary cache 
since the instance started. 

oramodSGAAGGUSGE Specifies the total number o f cache entries with valid data since the 
instance started. 

oramodSGAAGGFIX Specifies the total number o f fixed entries in the data dictionary 
cache since the instance started. 

oramodSGAAGGGET Specifies the total number o f information requests since the 
instance started. 

oramodSGAAGGGETMISS Specifies the total number of information requests that resulted in 
cache misses since the instance started. 

oramodSGAAGGSCAN Specifies the total number o f scan requests since the instance 
started. 

oramodSGAAGGSCANMISS Specifies the total number of scan requests that resulted in misses 
since the instance started. 

oramodSGAAGGSCANCPLT Specifies the total number o f times that the list was scanned 
completely since the instance started. 

oramodSGAAGGMODS Specifies the total number ofinsertions, updates, and deletions since 
the instance started. 

oramodSGAAGGFLUSH Specifies the total number o f times the data was flushed to disk since 
the instance started. 

I I I' - v . -
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SGA DLCI Group 

The SGA DLCI group describes the detailed library cache 
information. Table 11 defines the Oracle SGA DLCI 
parameters. 

Table 11. MIB Objects- Oracle SGA DLCI Group 

MIB Object Description 

oramodSGADLCINAME Specifies the Library Cache Namespace: SQL AREA, 
TABLE/PROCEDURE, BODY, TRIGGER, INDEX, CLUSTER, 
OBJECT, or PIPE. 

oramodSGADLCIGET Specifies the total number of request handles to the library 
namespace since instance startup. 

oramodSGADLCIGETHIT Specifies the total number o f times that handles were already 
allocated in the cache. 

oramodSGADLCIGETHITRT Specifies the Get/Hit ratio that in di cates the percentage o f parse calls 
that find a cursor to share. 

oramodSGADLCIPIN Specifies the number o f pin requests for objects in the cache since 
the instance started. 

oramodSGADLCIPINHIT Specifies the number of pin hits or executions o f objects that are 
already allocated and initiated in the cache. 

oramodSGADLCIPINHITRT Specifies the ratio o f pin bits to pins. 

oramodSGADLCIRELOAD Specifies the number o f times a statement had to be reparsed in 
order to be executed. 

oramodSGADLCIINV ALID Specifies the number o f times that non-persistent library objects 
have been invalidated. 
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Redo Logs Group 
Oracle stores data that is being changed by transactions in redo 
logs. The application can later use these redo logs to perform 
database recoveries, if necessary. Table 12 defines the Oracle 
Redo Log parameters. 

Table 12. MIB Objects - Oracle Rede Log Group 

MIB Object Description 

oramodREDOBLKWRT Specifies the total number o f redo blocks written since instance 
startup. 

oramodREDOENTRIES Specifies the total number of redo entries in the redo log since 
instance startup. 

oramodREDOSIZE Specifies the size o f the redo log. 

oramodREDOSP ACERQST Specifies the number o f redo log space requests. If this value is not 
dose to zero, the buffer is too small. 

oramodREDOSPACEWAIT Specifies the total number o f redo log space wait times since the 
instance started. 

oramodREDOSYNCHWRT Specifies the total number o f redo synch writes since the instance 
started. 

oramodREDOSSYNCHTM Specifies the total amount o f redo synch time. 

oramodREDOWASTAGE Specifies the total amount o f redo log waste. 

oramodREDORETRIES Specifies the total number o f redo retries. 

Rollback Segment Group 
The Rollback Segment section o f the Oracle MIB records 
cumulative statistics about the use o f ali rollback segments since 
the database was last started. These segments contain records of 
data that have not yet been modified in a transaction. The 
database can use these segments to remove changes that were 
performed for a transaction that was canceled. That is, they can 
return the record to the state it was in before any changes were 
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made. For best performance, try to size the rollback segment so 
that each o f its extents is large enough to support a typical 
transaction. Table 13 defines the Oracle Rollback Segment 
parameters. 

Table 13. MIB Objects - Oracle Rollback Segment Group (Page 1 of 2) 

MIB Object Description 

oramodRollBackSEGNAME Specifies the rollback segment name. 

oramodRollBackEXTENTS Specifies the total number o f rollback segment extends since the 
instance started. 

oramodRollBackRSSIZE Specifies the size o f the rollback segment. 

oramodRollBackWRITES Specifies the total number of segment Writes since the instance 
started. 

oramodRollBackGETS Specifies the total number o f rollback segment Gets since the 
instance started. 

oramodRollBackW AITS Specifies the total number of rollback segment Waits since the 
instance started. 

oramodRollBackOPTSIZE Specifies the optimal size o f the rollback segment. Base this value on 
application use to minimize space management issues. 

oramodRollBackSHRINKS Specifies the total number o f rollback segment shrinks (return to 
normal size after an extend) since the instance started. 

oramodRollBackWRAPS Specifies the total number o f rollback segment wraps since instance 
startup. If this value is not equal to zero, recreate the rollback 
segments with larger extent sizes. 

oramodRollBackEXTENDS Specifies the number of rollback segments extends (extensions for 
handling larger transactions that what the segment was designed to 
handle). 

-·- ---
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Table 13. MIB Objects - Oracle Rollback Segment Group (Page 2 of 2) 

MIB Object Oescription 

oramodRollBackA VESHRINK Specifies the average shrink size o f this rollback segment since the 
instance started. 

oramodRollBackA VEACTIVE Specifies the average activity for this rollback segment since the 
instance started. 

oramodRollBackST A TUS Specifies the rollback segment status. 

Waits Group 
Wait time contributes most significantly to total response time. 
The Waits table identifies the events that are contributing to the 
longest wait times. Table 14 defines the Oracle Waits 
parameters. 

Table 14. MIB Objects - Oracle Waits Group 

MIB Object 

oramodWaitsEVENT 

oramodWaitsTOT AL W AITS 

oramodWaitsTOTALTIMOUT 

oramodWaitsTIMEWAITED 

oramodWaitsA VGWAIT 

Oescription 

Specifies the name o f the 
resource that is experiencing 
waits. 

Specifies the total number of 
waits for the resource. 

Specifies the total number of 
timeouts for the resource. 

Specifies the total time the 
resource waited. 

Specifies the average time the 
resource waited. 
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Expensive SQL Group 

eHea/th AIM for Oracle User Guide 

SQL queries that are not optimized can significantly reduce the 
overall performance of a system. The Expensive SQL table 
identifies statements that require too many disk reads or parses. 
Table 15 defines the Oracle Expensive SQL parameters. 

Table 15. MIB Objects - Oracle Expensive SQL Group 

MIB Object Description 

oramodExpSqlEXECUTION Specifies the number of 
executions of expensive SQL. 

oramodExpSqlDISKREAD Specifies the number of disk 
reads. 

oramodExpSqlP ARSECNT Specifies the number o f parses. 
A large number o f hard parses 
requires more memory for the 
shared pool. 

oramodExpSqlBUFFGETS Specifies the number o f Buffer 
Gets. 

oramodExpSqlSORTS Specifies the number o f Sorts. 

oramodExpSqlSQL Specifies the SQL statement. 
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Tablespace Group 
The Tablespace group identifies the fragmentation within each 
database tablespace. For best performance, you must have 
enough free block space to fill database requests. The 
Tablespace table describes the amount of space left in a 
tablespace after the next largest extent of any table in the 
tablespace is allocated. Table 16 defines the Oracle Tablespace 
parameters. 

C Table 16. MIB Objects - Oracle Tablespace Group 

MIB Object Description 

oramodTblspTBLSPINDX Specifies the tablespace index number. 

oramodTblspTBLSPNAME Specifies the tablespace name. 

oramodTblspKBYTESLEFT Specifies the number ofKB that are left after the next largest 
extent is allocated. 

oramodTblspFILNAME Specifies the tablespace file name. 

oramodTblspEXTENTS Specifies the number of extents. 

oramodTblspLRGEXTENT Specifies the size in bytes o f the largest extent. 

oramodTblspSMEXTENT Specifies the size in bytes o f the smallest extent. 

oramodTblspiNCREMENTBY Specifies the size in bytes o f the next extent increment. 

oramodTblspBYTESCOALSD Specifies the number of free bytes that were coalesced. 

oramodTblspBYTESFREE Specifies the number o f free bytes that are available. 

Lock Group 
Locks are access restrictions in a multi-user environment. They 
can ma!ntairi security and protect the integrity o f the data by 
remaining in place until a commit ( which saves all changes to a 
database since the start of a transaction) or rollback (which 
removes updates performed by a partially completed 
transaction) takes place. The Lock Group includes subgroups 
for locks and latches. 
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Locks Group 
The Locks table identifies lock holders and requestors. Table 17 
defines the Oracle Locks parameters. 

Table 17. MIB Objects - Oracle Locks Group 

MIB Object 

oramodLockUSERINDX 

oramodLockUSERNAME 

oramodLockOBJECT 

oramodLockTYPE 

oramodLockMODE 

oramodLockCTIME 

oramodLockBLOCK 

Description 

Specifies the user's index number. 

Specifies the name o f the user who is holding the lock. 

Specifies the name of the locked object. 

Specifies the object type of the locked object. 

Specifies the type oflock mode that is being held: Null, Row share, 
Row exclusive, Share, Share row exclusive, or Exclusive. 

Specifies the amount o f time since the current mo de was granted. 

Indicates whether the lock is blocking another lock. 

Latches Group 
Latches are subsets oflocks that can prevent access to Oracle 
internai memory structures while a process is accessing them. If 
the database spends too much time waiting for latches, it can 
affect performance. The Latch table identifies latches held per 
instance. Table 18 defines the Oracle Latch parameters. 

Table 18. MIB Objects - Oracle Latch Group (Page 1 of 2) 

MIB Object Description 

oramodLatchLATCHNUM Specifies the latch number. 
-

oramodLatchLATCHNAME Specifies the latch name. 

oramodLatchGETS Specifies the number o f times that Oracle satisfied requests for 
latches without waiting. 

..J 
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Performance Section 

Table 18. MIB Objects - Oracle Latch Group (Page 2 of 2) 

MIB Object Description 

oramodLatchMISSES Specifies the number o f times that Oracle did not satisfy latch 
requests. 

oramodLatchSLEEP S Specifies the number o f latch sleeps. 

oramodLatchiMDGETS Specifies the number oflatch immediate gets. 

oramodLatchiMDMISSES Specifies the number o f latch immediate misses. 

oramodLatch W AITSHOLDING Specifies the number oflatch waits that are holding. 

oramodLatchSPINGETS Specifies the number o f latch spin gets. 

Backup Group 
The Backup group provides physical backup information. Table 19 
defines the Backup parameters. 

Table 19. MIB Objects - Oracle Backup Group 

MIB Object 

oramodBackupFILENUM 

oramodBackupSTATUS 

oramodBackupCHANGENUM 

oramodBackupDATE 

Description 

Specifies the backup file index 
number. 

Specifies the status of the backup. 

Specifies the change number o f the 
backup file. 

Specifies the date o f the backup. 

I\ v I J.,; 
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Archive Group 
The Archive group provides physical backup information. Table 20 
defines the Backup parameters. 

Table 20. MIB Objects - Oracle Archive Group 

MIB Object Description 

oramodArcDestARCMODE Specifies the mo de o f the archive 
log. 

oramodArcDestSTATUS Specifies the status o f the archive log 
file. 

oramodArcDestDEST Specifies the archive log file 
destination. 
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This chapter describes how to configure and use eHealth AIM 
for Oracle. This module is implemented as a SystemEDGE 
agent plug-in. After you enable this plug-in in the sysedge.cf 
file and obtain a license for it, SystemEDGE willload it 
automatically at startup. For more information, refer to 
"Editing the sysedge.cf File" on page 21 and "Licensing eHealth 
AIM for Oracle" on page 26. 

eHealth AIM for Oracle implements additional MIE objects 
that provide advanced information about the health and 
availability of Oracle databases. It can operate with any 
SNMP-compliant management software such as Concord's 
eHealth suite of products, AdvantEDGE View, HP Open View, 
and others. I f you are using eHealth AIM for Oracle with 
eHealth, refer to the eHealth Web Help for more information 
about the reports that you can generate. 

The default configuration settings of the eHealth AIM for 
Oracle plug-in enable you to use the advanced self-monitoring 
capabilities o f the SystemEDGE agent in conjunction with 
eHealth AIM for Oracle. 
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eHealth AIM for Oracle MIB Branch 
You can use AdvantEDGE View or another SNMP tool to edit 
the SystemEDGE configuration file to utilize the eHealth AIM 
for Oracle MIB objects with the process-monitoring, 
threshold-monitoring, and history-collection features of the 
SystemEDGE agent. Ali MIB objects that are related to eHealth 
AIM for Oracle exist at object identifier (OID) branch 
1.3.6.1.4.1.546.16.4 in the Concord Systems Management MIB. 
The MIB is defined in the oramod.asnl file, which is available in 
the eHealth AIM for Oracle product installation. 

Assigning Entry Rows in the SystemEDGE 
Self-Monitoring Tables 

Ali SystemEDGE self-monitoring tables (including log 
monitoring, process/service monitoring, threshold monitoring, 
and history collection) require the use of unique row numbers. 
Each table contains an Index column which acts as a key field to 
distinguish rows in the table. This section describes the benefits 
of reserving a block of rows (in the range of 11 to the maximum 
number of rows in your table) for use by the system or 
application administrator. 

Setting Local Policy 
Y ou may choose, as a matter oflocal policy, to reserve a block o f 
rows for system administration. This policy allows you to define 
entries within a reserved block o f rows without being concerned 
that the row might already be taken by another user's entry. In 
compliance with the local policy, ali other users should use row 
índices that are outside the reserved range when they define 
user-configured entries. 

- - -

Reserving Blocks of Rows 
By reserving a block o f rows, you can define a consistent set o f 
conditions (row entries) to be monitored across ali machines 
such that the same condition is defined in the same row 
number on each machine. For example, you can use row 3000 

I 
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Using the SystemEDGE Self-Monitoring Features • 61 

in each table to define entries monitoring the MIB object for 
total number ofSQL disk reads (oramodExpSqlDISKREAD). 
You can then distribute this configuration to every host so that 
every system that is running Oracle uses row 3000 for 
monitoring the number o f SQL disk reads, for each 
SystemEDGE self-monitoring table. 

To reserve a block of rows for monitoring Oracle: 

1. Decide which block o f rows you want to reserve for use with 
monitoring Oracle. 

2. Use that block of rows to define a set of row entries for each 
SystemEDGE self-monitoring table. For more information, 
refer to the chapter on self-monitoring in the eHealth 
SystemEDGE User Cuide. 

3. Distribute configuration file entries to ali hosts that are 
running Oracle and eHealth AIM for Oracle. For more 
information, refer to the Automating the Deployment of 
SystemEDGE and the AdvantEDGE Point Plug-in Modules 
white paper. 

NOTE -------------------------------------

As an alternative, you can use this row-number 
assignment policy with AdvantEDGE View for 
group-configuration operations. 

4. Require end users to avoid your block o f rows when 
defining their own self-rnonitoring table entries. 

Using the SystemEDGE Self-Monitoring Features 
This section provides examples ofhow to use SysternEDGE 
proce§~'- thr~~holçl, an<i h~tQry rnonitoring ~o mo:qitor the 
Oracle application. Add these commands to the sysedge.cf file 
to enable monitoring o f the MIB objects that they specify. 
Modify these examples as necessary to monitor the MIB objects 
that are relevant for your configuration. 

r v 
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The examples in this section use row numbers in the 5000 
range; use a row number for your configuration that conforms 
to local policies. For more information on row assignment, 
refer to "Assigning Entry Rows in the SystemEDGE 
Self-Monitoring Tables" on page 60. 

The following command, for example, instructs the 
SystemEDGE agent to monitor the RSS o f the Oracle database 
every 60 seconds for values that are greater than 50,000 and to 
store the data in row 5001 o f the Threshold Monitoring table: 

monitor oid oramodFootprtRSS 5001 OxO 60 absolute > 50000 'Total 
Resident Memory' 11 

For more information about the syntax for the commands in 
this section, refer to the eHealth SystemEDCE User Cuide. For 
more information about eHealth AIM for Oracle MIB objects, 
refer to Chapter 3, "Using the eHealth AIM for Oracle MIB," or 
to the MIB specification (oramod.asnl ). 

NDTE-------------------------------------------

Enter the commands throughout this chapter on one line. Do 
not use a carriage return to match the formatting shown 
here. 

Using SystemEDGE Process Monitoring 
This section provides an example ofhow to use the 
SystemEDGE agent to monitor the availability of a criticai 
Oracle process. For more information, refer to the chapter on 
process monitoring in the eHealth SystemflJCE User Cuide. 

Monitoring the Oracle database 
To ensure that the Oracle database is running, enter the 
following command in the sysedge.cf file: 

watch process procAlive 1 oracle 1 5000 30 1 0racle Database' 11 
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Using SystemEDGE Threshold Monitoring 
This section provides examples o f how to use the SystemEDGE 
agent to monitor important Oracle metrics. Add the commands 
that are provided in the following sections to the sysedge.cf file 
to monitor thresholds for these MIB objects. For more 
information, refer to the chapter on threshold monitoring in 
the eHealth SystemEDGE User Guide. 

NOTE---------------------------------------­

The thresholds used in this section may not be appropriate 
for your Oracle application; select thresholds that are 
appropriate for your environment. 

Monitoring Total Resident Memory Size of an 
Oracle Service 

To monitor the total resident memory size of an Oracle service, 
enter the following: 

monitor oid oramodFootprtRSS 5001 OxO 60 absolute > 50000 'Total 
Resident Memory' '' 

Monitoring Combined Size of Oracle Text, Data, 
and Stack Segments 
To monitor the total size of the Oracle text, data, and stack 
segments, enter the following: 

monitor oid oramodFootprtMEMSIZE 5002 OxO 60 absolute > 1000000 'Total 
Memory Size' ' ' 

Monitoring Total Size of Oracle Redo Log File 
To monitor the total size of the Oracle redo log file, enter the 
following: 

monitor oid oramodREDOSIZE 5003 OxO 60 absolute > 500000 'Total Redo 

Log Size' '' 
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Monitoring Total Number of Database Disk 
Sorts 

To monitor the total number of database disk sorts, enter the 
following: 

monitor oid oramodMetricsDBSORTDISK 5004 OxO 60 absolute > 50000 'Total 
Nurnber Database Disk Sorts' '' 

Using SystemEDGE History Collection 
This section provides examples ofhow to use SystemEDGE 
history capabilities to track the value of important Oracle 
metrics over time. Add the comrnands that are provided in the 
following sections to the sysedge.cf file to collect history for 
these MIB objects. For more information about history 
collection, refer to the chapter on history collection in the 
ef-Iealth SystemEDGE Uscr Cuide. 

NOTE----------------------------------------­

The number of samples and the interval between samples 
used in this section may not be appropriate for your Ora de 
system; select values that are suitable for your environment. 

Collecting History on Number of Hits to the 
Database 
To collect history on the number hits to the database, enter the 
following: 

emphistory 5000 60 oramodMetricsCHR 300 'Total Hits To Oracle Database' 

Collecting History on Block Changes Per 
_ _Irnosactio_n_ _ _____ _ 

To collect history on the number ofblock changes per 
transaction for the Oracle database, enter the following: 

emphistory 5001 60 oramodMetricsBCPT 300 'Oracle Database Block Changes 
Per Transaction' 
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Collecting History on the Number of 
Transactions Started 
To collect history on the number o f transactions started since 
the last instance startup, enter the following: 

emphistory 5002 60 oramodMetricsUSERCALLS 300 'Total Transactions 
Started Since Instance Startup' 

I 1 i • \._, 
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Abstract Notation One (ASN.1) A language that describes 
data types independent of computer structures and 
representations. For more information refer to ISO 
International Standard 8824. 

AdvantEDGE View A Web-based management interface for 
use with the SystemEDGE agent that enables an 
administrator to use a Web browser to manage systems 
and applications. 

agent In network management, a program that provides 
information from a management information base (MIB) 
for SNMP agents. eHealth or a network management 
system (NMS) use the information about managed devices 
and take corrective action when appropriate. 

American Standard Cede for lnformation lnterchange 
(ASCII) The most common format for character 

representation in computers and the Internet. Characters 
fit into a single byte. It was developed by the American 
National Standards Institute (ANSI). 

application A program that performs a spedfi:cfunction for 
one or more users or for another application program. 
Types of applications include communication programs, 
management programs, word processors, databases, and 
drawing programs. 
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ASCII See American Standard Code for Information 
Interchange (ASCII). 

ASN.1 See Abstract Notation One (ASN.l ). 

baseline A levei o f performance that is considered normal, 
average, o r typical over a period o f time such as a day, 
week, or month. Compare current performance metrics 
against baseline data to identify trends in performance 
leveis and service delivery. 

buffer A temporary storage area for data. Often 
implemented as holding areas between the backplane and 
an interface; data remains in the buffer until it can be 
transmitted on the interface or processed by the central 
processing unit (CPU). 

capacity A measurement o f the volume that an element can 
support. For interfaces, this is the bandwidth that can be 
carried. For hard disks, this is the disk size or the amount 
of information that can be stored on the disks. See also 
traffic. 

central processing unit (CPU) The component within a 
device that performs the instruction execution for the 
applications and programs that run on the device. Also 
referred to as a processar or microprocessor. 

client A computer system, usually a desktop computer or 
laptop, that presents data directly to a user and accepts 
input. They drive the computing process, supporting local 
processing and accessing remote servers as needed for data 
access and analysis. 

Also refers to the application software residing on a 
machine that is used by an end user. 

congestion A condition in which the network traffic is 
greater than the amount that the network can carry. Often 
causes performance problems and delays on a network. 

CPU See central processing unit (CPU). 
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Database Management System (DBMS) A program such 
as Oracle, Microsoft SQL Server, or Sybase for creating and 
providing access to one or more databases. 

delay The time required for a packet or frame to travei from 
the sending station (source) to the receiving station 
(destination). 

disk thrashing A condition that results when a server 
performs high disk input /output (I/O) operations-reads 
and writes to the disk-without producing actual work. 
Often occurs when a server performs excessive paging and 
swapping due to physical memory limitations. 

DNS See domain name system (DNS). 

domain name system (DNS) The system that locates and 
translates Internet domain names such as concord.com 
into Internet Protocol (IP) addresses. A DNS server is 
typically a device that translates domain names to IP 
addresses within your network. 

eHealth AIM See eHealth application insight module. 

eHealth application insight module A plug-in 
(supplementary program) that extends the functionality of 
the SystemEDGE agent. AIMs add the capability to 
manage application-specific events, processes, thresholds, 
and health. 

event An occurrence on a system that typically results in a 
message, such as an SNMP trap, being sent to a configured 
management system. Common events include system 
failures, system reboots, exceeded thresholds, or any 
user-configurable situation that the user wants to identify. 

File Transfer Protocol (FTP) A means for uploading and 
downloading files on the Internet (the oldest Internet 
protocol for retrieving files). Y ou can use an FTP client 
application to request files from or transfer files to an FTP 
serve r. 

FTP See File Transfer Protocol (FTP). 
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Host Resources MIB A MIB (management information 
base) that defines a set o f objects that are useful for the 
management ofhost computers. For example, it defines 
host storage areas, devices, and file systems. This MIE is 
defined in RFC 1514. 

hostname The name for an individual IP (Internet Protocol) 
address on a computer. While many computers have only 
one hostname, some machines, such as network servers 
have multiple hostnames. 

HTML See Hypertext Markup Language (HTML). 

HITP See Hypertext Transfer Protocol (HTTP). 

Hypertext Markup Language (HTML) A programmatic 
language used for controlling the way that text and images 
appear when a file is displayed on the World Wide W eb. 

Hypertext Transfer Protocol (HITP) An application 
protocol that defines the set o f rules for exchanging files 
(text, graphics, multimedia, and other files) on the World 
WideWeb. 

Hertz (Hz) A unit o f frequency o fone cycle per second that 
measures the change in the state of an alternating current, 
sound wave, or other cyclical wave form. 

1/0 See input/output (I!O). 

lnformation Technology (IT) A widely-used term to describe 
ali o f the technologies used for creating, exchanging, 
managing, and using information in various forms. 

input/output (1/0) Any operation, program, or device that 
transfers data to or from a computer. 

internet infrastructure The applications, systems, and 
networks that a company uses to run its business, for both 
internai use and for interfaces to the outside world. 
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Internet Protocol (IP) The method (o r protocol) by which 
packets o f information are sent across the Internet. IP 
defines addressing, error handling, routing, and option 
codes for data transmission. IP requires no continuing 
connection between the endpoints that are 
communicating. 

IP See Internet Protocol (IP). 

IT See Information Technology (IT). 

KB Kilobytes. 

latency A measure of delay, often network delay. Depending 
on the type of element, eHealth reports can show two types 
oflatency: round-trip latency, which is the Iength of time 
in milliseconds for a ping packet to travei from the eHealth 
system to a polled element and back. Alternate latency, 
which is the length o f time in milliseconds for a ping 
packet to travei from a network resource ( the alterna te 
latency source) such as a router to other criticai network 
resources such as routers and servers ( the alterna te latency 
partner). 

management information base (MIB) A formal 
description o f a set o f network objects that can be managed 
using Simple Network Management Protocol (SNMP). 

MB Megabytes. 

MIB See management information base (MIB). 

network A collection of computers, printers, routers, 
switches, and other devices that are able to communicate 
using a common transmission media such as TCP/IP. 

network management system (NMS) An appiication 
program usually res1ding on a computer that manages at 
least part of a network, including systems and applications. 
The NMS communicates with agents to monitor network 
statistics and resources, control network device 
configuration, and analyze network problems. See also 
agent. 
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NMS Se e network management system (NMS). 

object identifier (010) a unique identifier of a managed 
object in a MIB hierarchy. See also management 
information base (MIB). 

010 See object identitl.er (010). 

operating system (OS) The program that manages ali other 
programs ( applications o r application programs) on a 
compu ter. Provides the following services: determining the 
order in which each application runs and the time allotted 
for that application, managing the sharing of internai 
memory among multiple applications and handling input 
to and output from attached hardware devices. 

OS See operating system (OS). 

packet A logical unit of data routed between an origin and a 
destination on the Internet or any other packet-switched 
network. On the Internet, the Transmission Control 
Protocol (TCP) layer ofTCP/IP divides a file into packets 
of manageable size for routing. 

page In computers that utilize virtual memory, a unit of data 
storage. Systems transfer pages of data from disk storage to 
memory and back again. 

On the World Wide Web, a file written using Hypertext 
Markup Language (HTML) that specifies how text, images, 
and other multimedia will be presented to the user. A Web 
site delivers information to the user one page at a time. 

paging The process by which a computer moves portions of 
programs between random access memory and auxiliary 
storage (on disk). 

part1t10n A logicãl division o f a hard disk on a PC that is 
created so that each partition can have a different 
operating system or can be used for different purposes (for 
example, file management or multiple users). 
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path In networking, a path is a route from one location to 
another in a network. In an Asynchronous Transfer Mode 
(ATM) network, a path is a virtual pipe that can carry a 
number of channels. 

PC Sec personal computer (PC). 

performance threshold The upper limit of acceptable 
response time. 

personal computer [PC) A computer designed for 
individual use. Prior to the PC, computers were designed 
to be used by many individuais and system resources were 
shared by ali. A PC often refers to a compu ter with an Intel 
microprocessor architecture and an operating system such 
as Microsoft DOS or Windows. 

ping An Internet echo message used to confirm the 
reachability of a network device. An abbreviation for 
Packet Internet or Inter-Network Groper. 

port The physical (hardware) connection on a device that 
connects the device to a network. 

process Typically, an instance of a program or application 
that is running on a server. Applications can have one or 
more associated processes. See also Database Management 
System (DBMS). 

process set A collection of one or more processes that 
relate to a specific application. Using eHealth- System 
At-a-Glance reports, you can obtain information about the 
impact and performance o f process sets running on 
systems that have Concord SystemEDGE agents. 

protocol The set o f rules by which the endpoints in a 
telecommunication connection communicate. The 
protocol defines the packet formato f the transmitted 
information. On the Internet, common protocols are TCP, 
IP, HTTP and FTP. 
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queue In a system, a set of jobs awaiting resources. In a 
network device such as a router, a collection of packets 
waiting to be processed or forwarded. Insufficient central 
processing unit ( CPU) speed, memory, o r interface speeds 
can contribute to long queues, and therefore, to delay on 
the network. 

real-time A levei o f compu ter responsiveness that an end user 
would deem as immediate or fast enough to show 
incrementai changes of an externai process (for example, 
to present visualizations o f the weather as it constantly 
changes). 

Request For Comments (RFC) The name of the document 
series regarding Internet design. Most RFCs define 
protocol specifications such as Telnet and FTP. RFCs are 
widely available online. 

RFC See Request For Comments (RFC). 

server A program that provides services to other programs 
in the same and other computers. 

Also a computer that performs file storage and application 
hosting as well as provides computing services to other 
devices and users on the network. Typically has one or 
more central processing units (CPUs), disks, interfaces, and 
storage partitions. 

server process A server-side part of a distributed 
application. 

Simple Network Management Protocol (SNMP) The 
network management protocol used almost exclusively in 
data networks. A method for monitoring and controlling 
network devices, as well as managing configurations, 
statistics collection, performance, and security. 

SNMP See Simple Network Management Protocol (SNl'v1P). 
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SNMP agent A program such as the SystemEDGE agent that 
conforms to a management information base (MIB) 
specification to collect information about managed devices 
and to take corrective action ( using SNMP traps) when 
appropriate. 

speed The capacity (bandwidth) of an interface in bits per 
second (bps). 

swapping The process in which a computer moves entire 
programs in and out o f random access memory to and 
from auxiliary storage (swap partition or pagefile). 

SystemEDGE agent Concord's SNMP agent that 
autonomously monitors system configuration, status, 
performance, users, applications, file systems, and other 
criticai resources. 

Systems Management MIB A set o f MIB (management 
information base) objects that extends the capabilities o f 
the Host Resources MIB. It provides greater visibility into 
systems and specific information about Windows NT and 
UNIX systems. 

TCP/IP See Transmission Control Protocol (TCP) and 
"Internet Protocol (IP). 

threshold See performance threshold. 

throughput The rate of data transfer on an interface over 
time. At each poli, eHealth calculates throughput by 
dividing the total number ofbits for an interface by the 
elapsed time in seconds since the previous poli. 

traffic The data that travels over a network. 

Transmission Contrai Protocol (TCP) A connection-based 
protocol used alorig with the Internet Protocol (IP) to send 
data in the form o f message units between computers over 
the Internet. While IP is responsible for the actual delivery 
o f the data, TCP is responsible for dividing data in to 
packets at the sending system and constructing the data 
message from individual packets at the receiving system. 

\ - ' 
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trap A message sent by an SNMP agent to a console or 
network management system (NMS) to indica te that a 
threshold has been reached or another user-defined 
condition has occurred. The SystemEDGE agent defines a 
number oftraps for system and application management. 

UDP See User Datagram Protocol (UDP). 

User Datagram Protocol (UDP) A communications 
protocol that uses Internet Protocol (IP) to send and 
receive data and is similar to Transmission Control 
Protocol (TCP), but provides fewer packet management 
services. 

variable A performance metric for an element. A 
characteristic or behavior upon which eHealth gathers 
data and evaluates the performance of the element. 
SystemEDGE agents can also monitor local variables to 
reduce network polls and increase scalability. 

Web SeeWorld Wide Web (V\TWW, Web). 

workstation A powerful computer that is equipped with a 
fast processo r, a large amount o f random access memory, 
and other features such as high-speed graphical rendering 
that make it suitable for business users such as engineers, 
graphic designers, and architects. 

World Wide Web (WWW, Web) Ali of the resources on 
the Internet that use Hypertext Transfer Protocol (HTTP). 
Users ofthe Web access information through browser 
software. 
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About This Book 

This book provides system administrators with complete information about how to perform such tasks as 
installing and maintaining the AIX operating system and optional software on standalone systems and on 
client systems from a resource server using the Network Instai! Management (NIM) interface. lt also 
includes information on how to migrate a system, manage system backups, instai! AIX updates, use 
alternate disk installation, and troubleshoot problems with installation. This publication is available on the 
documentation CD that is shipped with the operating system. 

Beginning with the AIX 5.2 documentation library, ali information regarding AIX system security, or any 
security-related topic, has moved. For ali security-related information, see the A/X 5L Version 5.2 Security 
Guide . 

This edition supports the release of AIX 5L Version 5.2 with the 5200-01 Recommended Maintenance 
package. Any specific references to this maintenance package are indicated as A/X 5.2 with 5200-01. 

Who Should Use This Book 
This book is intended for system administrators who are installing AIX 5.2 on standalone systems or 
networked systems. 

Highlighting 
The following highlighting conventions are used in this book: 

Bold 

ltalics 
Monospace 

ldentifies commands, subroutines, keywords, files, structures, directories, and other items 
whose names are predefined by the system. Also identifies graphical objects such as buttons, 
labels, and icons that the user selects. 
ldentifies parameters whose actual names or values are to be supplied by the user. 
ldentifies examples of specific data values, examples of text similar to what you might see 
displayed, examples of portions of program code similar to what you might write as a 
programmer, messages from the system, or information you should actually type. 

Viewing Readme Files 

The Base Operating System (BOS) includes a readme file that contains information not included in other 
documentation. Each software product may also have its own readme file with new information specific to 
that product. After you instai! BOS, view these files to learn important changes before using your system. 

Use the following procedure to view the readme files for Base Operating System (BOS) software and 
optional software products: 

1. Log in as root user if you have not already done so. 

2. Enter the following command at the system prompt: 

cd / usr/ l pp 

3. Type: 

l s *I*README* 

The system lists readme files for each software product installed on your system . 

4. To view a readme file for a specific software product, use the following command: r RQS " 1.. :~ ";r~ -c : -
pg xxx/ README CP "!I • CO REJO.., 

In this example , xxx is the directory name associated with a particular software prp? tfis. No [J 6 1 9 
© Copyright IBM Corp. 2002, 2003 ix 
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Press Enter when the copyright screen appears. Press the following keys or key combinations to 
through the readme file: 

To page down 
To page up 

Press Enter key. 
Type lhe minus (-) key, then press the Ente r key. 

To move forward x pages Type the plus (+) key and number of pages, then press the Enter key. 

For example, to move forward five pages, type +5 and press the Enter 
key. 

To move backward x pages Type the minus (-) key and number of pages, then press the Ente r 
key. 

For example, to move backward tive pages, type -5 and press Enter . 

Type q at the : (colon) prompt to exit the readme file . 

Case-Sensitivity in AIX 
Everything in the AIX operating system is case-sensitive, which means that it distinguishes between 
uppercase and lowercase letters. For example, you can use the ls command to list files. lf you type LS , the 
system responds that the command is "not found." Likewise, FILEA, Filea, and filea are three distinct file 
names, even if they reside in the same directory. To avoid causing undesirable actions to be performed, 
always ensure that you use the correct case . 

ISO 9000 
ISO 9000 registered quality systems were used in the development and manufacturing of this product. 

Related Publications 
The following publications contain additional information related to the installation and management of AIX 
5.2: 

• A/X 5L Version 5.2 Operating System lnstallation: Getting Started 

• A/X 5L Version 5.2 System Management Guide: Operating System and Devices 

• A/X 5L Version 5.2 System Management Guide: Communications and Networks 

• A/X 5L Version 5.2 Commands Reference 

• A/X 5L Version 5.2 Files Reterence 

• A/X 5L Version 5.2 General Programming Concepts: Writing and Debugging Programs 

• A/X 5L Version 5.2 System User's Guide: Operating System and Oevices 

• A/X 5L Version 5.2 System User's Guide: Communications and Networks 

• A/X 5L Version 5.2 Security Guide 

X AIX SL Version 5.2: lnstallation Guide and Reference 
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Part 1. How-To's for AIX lnstallation Tasks 

Part 1 contains how-to instructions for performing installation tasks . 
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Chapter 1. How-To's for Base Operating System lnstallation 
Tasks 

This chapter providas the following how-to instructions for performing common installation tasks: 

• "Perform a New and Complete Overwrite Base Operating System lnstallation from CD" 

• "Perform a Migration Base Operating System lnstallation from CD" on page 7 

• "Perform a Non-Prompted New and Complete Overwrite Base Operating System lnstallation from CO" 
on page 10 

• "Create and Instai! a Software Bundle" on page 12 

• "Add Open Source Applications to Your AIX System" on page 15 

• "Clone a rootvg Using Alternate Disk lnstallation" on page 17 

• "Configure NIM Using EZNIM" on page 20 

• "Instai! a Client Using NIM" on page 21 

• "Create a System Backup to Tape" on page 23 

• "Clone a System Using a System Backup Tape" on page 25 

• "Ciean Up a Failed Software lnstallation" on page 26 

Perform a New and Complete Overwrite Base Operating System 
lnstallation from CD 
Using this scenario, you can install the AIX operating system for the first time or overwrite an existing 
version of the operating system. In this scenario, you will do the following: 

• Boot from the AIX product CD 

• Set BOS lnstallation Settings 

- Perform a new and complete overwrite installation o f AIX onto hd i s kO 

- Use English as the primary language 

- Use the default options in the More Options menu 

• Start the BOS lnstallation and Configure the System 

lf you are overwriting an existing system, gather the TCP/IP information from the system before you begin 
this scenario. 

Attention: This procedure requires shutting down and reinstalling the base operating system. Whenever 
you reinstall any operating system, schedule your downtime when it least impacts your workload to protect 
yourself from a possible loss of data or functionality. Before you perform a new and complete overwrite 
installation, ensure you have reliable backups of your data and any customized applications or volume 
groups. For instructions on how to create a system backup, reter to "Creating System Backups" on 
page 113. 

The following steps show you how to use the system's built-in CD-ROM device to perform a new and 
complete overwrite base operating system installation. 

Step 1. Prepare Your System 
• There must be adequate disk space and memory available. AIX 5.2 requires 128 MB of memory and 

2.2 GB of physical disk space. For additional release information, see the A/X 5.2 Release Notes. 

• Make sure your hardware installation is complete, including ali externai devices. See t e aocumentation 
provided with your system unit tor installation instructions. ~'C.'S r,· v ...... "5- ~ -
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• lf your system needs to communicate with other systems and access their resources, make sur 
have the information in the following worksheet before proceeding with installation: 

Table 1. Network Configuration lnformation Worksheet 

Network Attribute V alue 

Network Interface (For example: enO, etO) 

Host Name 

IP Address 

Network Mask 

Nameserver 

Domain Name 

Gateway 

Step 2. Boot from the AIX Product CO 
1. lnsert the A/X Volume 1 CO into the CO-ROM device. 

2. Make sure ali externai devices attached to the system (such as CO-ROM drives, tape drives, OVO 
drives, and terminais) are turned on. Only the CO-ROM drive from which you will install AIX should 
contain the installation media. 

3. Power on the system. 

4. When the system beeps twice, press F5 on the keyboard (or 5 on an ASCII terminal). lf you have a 
graphics display, you will see the keyboard icon on the screen when the beeps occur. lf you have an 
ASCII terminal (also called a tty terminal), you will see the word keyboard when the beeps occur. 

Note: lf your system does not boot using the F5 key (or the 5 key on an ASCII terminal), reter to your 
hardware documentation for information about how to boot your system from an AIX product 
CO. 

5. Select the system console by pressing F1 (or 1 on an ASCII terminal) and press Enter. 

6. Select the English language for the base operating system (BOS) lnstallation menus by typing a 1 in 
the Choice field . Press Enter to open the Welcome to Base Operating System lnstallation and 
Maintenance screen. 

7. Type 2 to select 2 Change/Show lnstallation Settings and lnstall in the Choice field and press 
Ente r. 

Welcome to Base Operating System 
Installation and Maintenance 

Type the number of your choice and press Enter. Choi ce i s indicated by >>> , 

l Start In st all Now with Default Settings 

2 Change/Show Installation Settings and Install 

3 Start Maintenance Mode for System Recovery 

88 Help ? 
99 Previ ous Menu 

»> C h oi c e [l] : 2 
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Step 3. Set and Verify BOS lnstallation Settings 
1. In the lnstallation and Settings screen, verify the installation settings are correct by checking the 

method of installation (new and complete overwrite), the disk or disks you want to install, the primary 
language environment settings, and the advanced options . 

lf the default choices are correct, type O and press Enter to begin the 80S installation. The system 
automatically reboots after installation is complete. Go to "Step 4. Configure the System after 
lnstallation" on page 6 . 

Otherwise, go to sub-step 2 . 

2. To change the System Settings, which includes the method of installation and disk where you want to 
install, type 1 in the Choice field and press Enter . 

Installation and Settings 

Either type 0 and press Enter to install with current settings, or type the 
number of the setting you want to change and press Enter . 

1 System Settings: 
Method of Installation ............. New and Complete Overwrite 
Disk Where You Want to Install ... .. hdisk0 

>>> Choice [0]: 1 

3. Type 1 for New and Complete Overwrite in the Choice field and press Enter. The Change Disk(s) 
Where Vou Want to lnstall screen now displays . 

Change Disk(s) Where Vou Want to Install 

Type one or more numbers for the disk(s) to be used for installation and press 
Enter. To cancel a choice, type the corresponding number and Press Enter. 
At least one bootable disk must be selected. The current choice is indicated 
by >>>. 

Name Location Code Size(MB) VG Status Bootable 

1 hdisk0 
2 hdiskl 
3 hdisk2 

04-80-00-2,0 
04-80-00-5,0 
04-80-00-6,0 

4296 
4296 

12288 

none 
none 
none 

>>> O Continue with choices indicated above 

Yes 
Yes 
Yes 

66 Disks not known to Base Operating System Installation 
77 Display More Disk Information 
88 Help ? 
99 Previous Menu 

»> C h oi c e [O] : 

4. In the Change Disk(s) Where Vou Want to lnstall screen: 

a. Select hdi skO by typing a 1 in the Choice field and press Enter. The disk will now be selected as 
indicated by >>>. To unselect the destination disk, type the number again and press Enter. 

b. To finish selecting disks, type a 0 in the Choice field and press Enter. The lnstallation and Settings 
screen displays with the selected disks listed under System Settings. 

5. Change the Primary Language Environment Settings to English (United States). Use the following 
steps to change the Cultural Convention, Language, and Keyboard to English. 

a. Type 2 in the Choice field on the lnstallation and Settings screen to select the Primary Language 
Environment Settings option . 

b. Type the number corresponding to English (United States) as the Cultural Convention in the 
Choice field and press Enter. r , 

c. Select the appropriate keyboard and language options. ·C r.j·l • 
0
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You do not need to select the More Options selection, because you are using the default options in 
this scenario. For more information about the installation options available in AIX 5.2, see Chapter 4, 
"lnstallation Options", on page 37. 

6. Verify that the selections are correct in the Overwrite lnstallation Summary screen, as follows: 

Overwrite In stal lation Summary 

Disks : hdi sk0 
Cultural Convention: en_US 
Language : en US 
Keyboard: en=US 
64 Bit Kernel Enabled: No 
JFS2 File Sys tems Created : No 
Des ktop: COE 
Enable System Backups to install any system: Yes 

Optional Software being installed: 

>>> 1 Continue with Install 
88 Help ? 
99 Previous Menu 

»> Choi c e [1] : 

7. Press Enter to begin the BOS installation. The system automatically reboots after installation is 
complete. 

Step 4. Configure the System after lnstallation 
1. On systems with a graphics display, after a new and complete overwrite installation, the Configuration 

Assistant opens. On systems with an ASCII display, after a new and complete overwrite installation, 
the lnstallation Assistant opens . 

2. Select the Accept Licenses option to accept the electronic licenses for the operating system . 

3. Set the date and time, set the password for the administrator (root user), and configure network 
communications (TCP/IP) . 

Use any other options at this time. You can return to the Configuration Assistant or the lnstallation 
Assistant by typing configassist or smitty assist at the command line . 

4. Select Exit the Configuration Assistant and select Next. O r, press F1 O (o r ESC+0) to exit the 
lnstallation Assistant. 

5. lf you are in the Configuration Assistant, select Finish now, and do not start Configuration 
Assistant when restarting AIX and select Finish . 

At this point, the BOS lnstallation is complete, and the initial configuration of the system is complete . 

6 AIX SL Version 5.2: lnstallat1on Guide and Reference 
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Perform a Migration Base Operating System lnstallation from CO c P L _ ,... ~ 
Using this scenario, you can migrate a system from AIX 4.3.3 (or earlier) to AIX 5.2. In this scenario, you 
will do the following: 

• Perform a migration installation of AIX 4.3.3 to AIX 5.2 

• Use English as the primary language 

• Use the default options in the Advanced Options menu 

lf you are overwriting an existing system, gather the TCP/IP information before you begin this scenario . 

Attention: This procedure requires shutting down and reinstalling the base operating system. Whenever 
you reinstall any operating system, schedule your downtime when it least impacts your workload to protect 
yourself from a possible loss ot data or tunctionality. Before you perform a migration installation, ensure 
you have reliable backups of your data and any customized applications or volume groups. For 
instructions on how to create a system backup, reter to "Creating System Backups" on page 113. 

The following steps show you how to use the system's built-in CD-ROM device to perform a migration 
base operating system installation. 

Step 1. Prepare for the Migration 
Before starting the migration, complete the tollowing prerequisites: 

• Ensure that the root user has a primary authentication method of SYSTEM. Vou can check this 
condition by typing the following command: 

# lsuser -a authl root 

lf needed, change the value by typing the tollowing command: 
# chuser au t hl=SYSTEM root 

• Before you begin the installation, other users who have access to your system must be logged off . 

• Verify that your applications will run on AIX 5.2. Also, check if your applications are binary-compatible 
with AIX 5.2. lt your system is an application server, verity that there are no licensing issues. Reter to 
your application documentation or provider to verify on which leveis ot AIX your applications are 
supported and licensed. You can also check the A/X application availability guide at the tollowing Web 
address: http://www-1.ibm.com/servers/aix/products/ibmsw/list/ 

• Verify that ali currently installed software is correctly entered in the Software Vital Product Database 
(SWVPD), by using the lppchk command. To verity that ali tilesets have ali required requisites and are 
completely installed, type the tollowing: 

# lppch k -v 

• Check that your hardware microcode is up-to-date. 

• Ali requisite hardware, including any externai devices (such as tape drives or CD/DVD-ROM drives), 
must be physically connected and powered on. lf you need further intormation, reter to the hardware 
documentation that accompanied your system . 

• Use the errpt-wmmand -to generate-an erro r report from entries in the system erro r log. To display a 
complete detailed report, type the following : 

# er rpt -a 

• There must be adequate disk space and memory available. AIX 5.2 requires 128 MB of memory and 
2.2 GB of physical disk space. For additional release information , see the A/X 5.2 Release Notes. 

• Make a backup copy of your system software and data. For instructions on how to create a system 
backup, refer to "Creating System Backups" on page 11 3 . 
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Step 2. Boot from the AIX Product CD 
1. lf they are not already on, turn on your attached devices. 

2. lnsert the A/X Volume 1 CD into the CD-ROM device . 

3. Reboot the system by typing the following command: 

# shutdown -r 

4. When the system beeps twice, press F5 on the keyboard (or 5 on an ASCII terminal). lf you have a 
graphics display, you will see the keyboard icon on the screen when the beeps occur. lf you have an 
ASCII terminal (also called a tty terminal), you will see the word keyboard when the beeps occur . 

Note: lf your system does not boot using the F5 key (or the 5 key on an ASCII terminal), reter to your 
hardware documentation for information about how to boot your system from an AIX product 
co . 

5. Select the system console by pressing F1 (or 1 on an ASCII terminal) and press Enter . 

6. Select the English language for the 80S lnstallation menus by typing a 1 at the Choice field and press 
Enter. The Welcome to Base Operating System lnstallation and Maintenance menu opens. 

7. Type 2 to select 2 Change/Show lnstallation Settings and lnstall in the Choice field and press 
Ente r. 

Welcome to Base Operating System 
Installation and Maintenance 

Type the number of your choice and press Enter . Choice is indicated by >>> • 

1 Start Install Now with Default Settings 

2 Change/Show Installation Settings and Instal l 

3 Sta r t Maintenance Mode for System Recovery 

88 Help ? 
99 Previous Menu 

>>> Choic e [1] : 2 

Step 3. Verify Migration lnstallation Settings and Begin lnstallation 
1. Verify that migration is the method of installation. lf migration is not the method of installation, select it 

now. Select the disk or disks you want to install. 

1 Sys tem Settings: 
Method of Installa t ion ... . . .. . .. .. . Migration 
Di sk Wh ere Vo u Want t o Install .. .. . hdis kO 

2. Select Primary Language Environment Settings (AFTER lnstall). 

3. Type 3 and press Enter to select More Options. To use the Help menu to learn more about the 
options available during a migration installation , type 88 and press Enter in the lnstallation Options 
menu. For more information-a9out the installation options available in AIX 5.2, see Chapter 4, 
"lnstallation Options", on page 37 . 

4. Verify the selections in lhe Migration lnstallation Summary screen and press Enter . 

5. When the Migration Confirmation menu displays, follow lhe menu instructions to list system information 
or continue with the migration by typing O and pressing Enter. 
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Migration Confirmation 

Either type O and press En t er to cont i nue the installation, or type the 
number of your choice and press Enter . 

List the saved Base System configuration files which will not be 
merged into the system . These files are saved in /tmp/bos. 

2 List the filesets which will be removed and not replaced . 
3 List directories which will have all current contents removed. 
4 Reboot without migrating . 

Acceptance of license agreements is required before using system. 
Vou will be prompted to accept after the system reboots. 

>>> O Continue with the migration. 
88 Help ? 

+---------------------------------------------------------------------------
WARNING: Selected files, directories, and filesets (installable options) 

from the Ba se System will be removed . Choose 2 or 3 for more information . 

>» Choi c e [O] : 

Step 4. Verify System Configuration after lnstallation 
After the migration is complete, the system will reboot. Verify the system configuration, as follows: 

1. On systems with a graphics display, atter a migration installation, the Configuration Assistant opens . 
On systems with an ASCII display, atter a migration installation, the lnstallation Assistant opens. 

For more information on the Configuration Assistant or the lnstallation Assistant, see Chapter 7, 
"Configuring the Operating System", on page 53. 

2. Select the Accept Licenses option to accept the electronic licenses for the operating system . 

3. Verify the administrator (root user) password and network communications (TCP/IP) information . 

Use any other options at this time. You can return to the Configuration Assistant or the lnstallation 
Assistant by typing configassist or smitty assist at the command line . 

4. Select Exit the Configuration Assistant and select Next. Or, press F1 O (o r ESC+0) to exit the 
lnstallation Assistant. 

5. lf you are in the Configuration Assistant, select Finish now, and do not start Configuration 
Assistant when restarting AIX and select Finish. 

When the login prompt displays, log in as the root user to perform system administration tasks . 
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Perform a Non-Prompted New and Complete Overwrite Base Operat 
System lnstallation from CO 
Using this scenario, you can perform a non-prompted new and complete overwrite base operating system 
installation from CO. The first time you install, the base operating system (80S) installation program 
presents menus from which you must choose setup options. 

For subsequent installations, you can change many aspects of the default 80S installation program by 
editing the bosinst.data file . The bosinst.data file directs the actions of the 80S installation program. The 
file resides in the /var/adm/ras directory on the installed machine only, and it is not accessible on the 
commercial tape or the CO on which you received AIX 5.2. 

Also, the bosinst.data file can be used to replicate one set of installation settings on other machines. For 
example, system administrators can create a bosinst.data file with settings that can be used to install ali 
the machines they support that have the same configuration. 

In this scenario, you will create a bosinst.data file that will not prompt the user during the 80S installation 
menus. 

In this scenario, you will do the following: 

• Create a customized bosinst.data file 

• Create a supplementary diskette 

• 8oot from the AIX product CO 

lf you are overwriting an existing system, gather the TCP/IP information from the system before you begin 
this scenario. 

Attention: This procedure requires shutting down and reinstalling the base operating system. Whenever 
you reinstall any operating system, schedule your downtime when it least impacts your workload to protect 
yourself from a possible loss of data or functionality. 8efore you perform a new and complete overwrite 
installation, ensure you have reliable backups of your data and any customized applications or volume 
groups. For instructions on how to create a system backup, reter to "Creating System 8ackups" on 
page 113 . 

Create a Customized bosinst.data File 
1. Use the cd command to change your directory to the /var/adm/ras directory. 

2. Copy the /var/adm/ras/bosinst.data file to a new name, such as bosinst.data.orig. This step 
preserves the original bosinst.data file. 

3. Edit the bosinst.data file with an ASCII editor as follows: 

Note: The following example includes automatic acceptance of Software License Agreements . 

control flow: 
CONSOLE = /dev/lft9 
INSTALL_METHOD = overwrite 
PROMPT = no 
EXISTING_SYSTEM_OVERWRITE = yes 
INSTALL_X_IF_ADAPTER = yes 
RUN_STARTUP = yes 
RM INST ROOTS = no 
ERROR EXIT = 

CUSTOMIZATION FILE = 

TCB = 
INSTALL TYPE = fu l l 
BUNDL ES = 
SWITCH TO PRODUCT TAPE = no - - -
RECOVER_DEVI CES = yes 

1 O AIX SL Version 5.2: lnstallation Guide and Reference 
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BOSINST_DEBUG = no 
ACCEPT LICENSES = yes 
INSTALL 64BIT KERNEL = 

INSTALL-CONFIGURATION = 
DESKTOP = CDE 

target disk data: 
LOCATION = 
SIZE_MB = 
HDISKNAME = hdiskO 

local e 
BOSINST_LANG = en_US 
CULTURAL CONVENTION = en US - -MESSAGES = C 
KEYBOARD = en_US 

4. Verify the contents of the edited bosinst.data file using the bicheck command: 

/usr/lpp/bosinst/bicheck bosinst . data 

5. Copy the edited file to the root directory: 

cp /var/adm/ras/bosinst .data /bosinst.data 

Create a Supplementary Diskette 
1. Create an ASCII file consisting of one word: 

data 

2. Save the new ASCII file, naming it signature. 

3. Copy the signature file to the root directory . 

4. Create the supplementary diskette and use it for installation: 

Back up the edited bosinst.data file and the new signature file to the diskette with the following 
command: 

ls ./bosinst.data ./signature I backup -iqv 

Note: Make sure you back up the files to the diskette relative to the root path. 

Boot from the AIX Product CO 
1. lnsert the diskette in the diskette drive of the target machine you are installing. 

2. lnsert the AIX Volume 1 CD in the CD-ROM drive. 

3. Boot the system . 

The BOS installation program uses the customized bosinst.data file on the diskette, rather than the 
default bosinst.data file shipped with the installation media to answer the questions in the BOS menus. lf 
you filled in the values correctly in the bosinst.data file , the BOS installation will begin. lf the BOS 
installation program detects an error with a value in the bosinst.data file, the BOS menus will display with 
a message explaing what information needs to be corrected . 
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Create and lnstall a Software Bundle 
Using this scenario, you can create a user-defined software bundle and instai! its contents. A user-defined 
software bundle is a text file ending in .bnd that is located in the /usr/sys/inst.data/user_bundles path . 
By creating the software bundle file in the /usr/sys/inst.data/user_bundles path, SMIT (System 
Management Interface Tool) can locate the file and display it in the bundle selection screen . 

In this scenario, you will do the following: 

• Create a user-defined software bundle that contains Netscape Communicator - U.S. Version , the HTTP 
Server Base Run-Time, and the Web-based System Manager Security application, which are located on 
the Expansion Pack 

• Instai! the software bundle 

• Verify the installation of the software bundle was successful 

lt is recommended that you first perform a system backup to ensure safe system recovery. For instructions 
on how to create a system backup, refer to "Creating System Backups" on page 113 . 

The following procedure shows you how to create a software bundle and instai! its contents. 

Step 1. Create a User-Defined Software Bundle 
1 . C reate a text file with the extension .bnd in the /usr/sys/inst.data/user _bundles path by running the 

following: 

# vi /usr/sys/inst.da t a/user_bundles/MyBundZe.bnd 

2. Add the software products, packages, or filesets to the bundle file with one entry per line. Add a 
format-type prefix to each entry. For this example, we are dealing with AIX installp packages, so the 
format-type prefix is 1: . Type the following in the MyBundle. bnd file: 

I :Net scape . communicator 
I : http_server.base 
I :sysmgt.websm . security 

For more information on installation format types, see Chapter 14, "Software Product Packaging 
Concepts", on page 139. 

3. Save the software bundle file and exit the text editor . 

Step 2. lnstall the Software Bundle 
1. Type the following at the command line: 

# smi t ty easy_i nstal l 

2. Enter the name of the installation device or directory . 

3. From the selection screen , select the name of the user-defined software bundle, MyBund/e, you 
created . 

12 AIX SL Version 5.2: lnstal lation Guide and Reference 
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Install Software Bundle 

Type or select a value for the entry field . 
Press Enter AFTER making all desired changes. 

+--------------------------------------------------------------------------+ 
Se lect a Fileset Bundle 

Move cursor to desired item and press Enter. 

App-Dev 
CDE 
GNOME 
KDE 
Media-Defined 
MyBundle 

Fl=Help 
F8=!mage 
/=Find 

F2=Refresh 
FlO=Exit 
n=Find Next 

F3=Cance 1 
Enter=Do 

+--------------------------------------------------------------------------+ 

4. Change the values provided in the lnstall Software Bundle screen as appropriate to your situation. You 
can change the PREVIEW only? option to yes to preview the installation of your software bundle 
before you install it. You might also need to accept new license agreements if the software in your 
bundle has an electronic license . 

Install Software Bundle 

Type or select values in entry fields . 
Press Enter AFTER making all desired changes . 

* INPUT device I directory for software 
* BUNDLE 
* SOFTWARE to install 

PREVIEW only? (install operation will NOT occur) 
COMMIT software updates? 
SAVE replaced files? 
AUTOMATICALLY install requisite software? 
EXTEND file systems if space needed? 
VERIFY install and check file sizes? 
lnclude corresponding LANGUAGE filesets? 
DETAILED output? 
Process multiple volumes? 
ACCEPT new license agreements? 
Preview new LICENSE agreements? 

FI=Hel p 
Esc+S=Reset 
F9=She 11 

F2=Refresh 
F6=Command 
FIO= Ex i t 

F3=Cance 1 
F7 =Edit 
Enter=Do 

[Entry Fields) 
/cdrom 
MyBundle + 

[all] + 
no/yes + 
yes + 
no + 
yes + 
yes + 
no + 
yes + 
no + 
yes + 
no/yes + 
no + 

F4=L i st 
FB=Image 

5. Press Enter to continue. Press Enter a second time to confirm your decision and begin the installation 
of your software bundle. 

6. Check the installation summary at the end of the installation output by scrolling to the end of the 
output. The output indicates whether the installation of your user-defined software bundle was 
successful. 

Step 3. Verify the lnstallation of the Software Bundle 
• Check the installation summary at the end of the installation output by scrolling to the eroJEJ~ef- the output. 

The output indicates whether the installation of your user-defined software bundle was ~u {:e$sl ul , o/ÓU 

may see output similar to the following: C .. 1 • Cú; .. .... 

Fls. l'fl-6-3-3--
Chapter 1. How-To 's for Base Operating System nSJ?Ilation Tasks 

' -Boc: 



c 
:• 

+-------- ---------------------------------------------------------------------+ 
Summaries : 

+--------------- --------------------------------------------------------------+ 
Installation Summary 

Name Level Part Event Result 

sysmgt.websm.security 5.1.0.0 USR APPLY SUCCESS 
sysmgt.websm.security 5.1.0.0 ROOT APPLY SUCCESS 
http_server.base . source 1.3.12.2 USR APPLY SUCCESS 
http_server.base.rte 1.3.12.2 USR APPLY SUCCESS 
http_server.base.rte 1.3.12.2 ROOT APPLY SUCCESS 
Netscape.communicator.com 4.7.6.1 USR APPLY SUCCESS 
Netscape . communicator . us 4.7.6 .1 USR APPLY SUCCESS 
Netscape.communicator.com 4.7.6.1 ROOT APPLY SUCCESS 
Netscape.msg.en_US.communic 4.7.6.1 USR APPLY SUCCESS 
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Add Open Source Applications to Your AIX System 

The A/X Toolbox for Linux Applications CD that is shipped with your base operating system software 
contains the most commonly used open source applications that you can use with the AIX operating 
system. Your options for installing from this CD include: 

• Using the SMIT install_software fast path to install RPM packages from the A/X Toolbox for Linux 
Applications CD . 

• Using the geninstall command to install RPM packages from the A/X Too/box for Linux Applications 
CD . 

• lnstalling a bundle. Bundles group the applications you need for a basic Linux operating environment, 
basic desktop use, GNOME or KDE desktop use, or application development. 

• lnstalling from a directory of packages classified by function. These directory groupings cover a broad 
range of applications, shell environments, network applications, development tools, application libraries, 
and so on . 

• lnstalling a single package for a particular application. 

The following procedures provide examples of installing RPM packages from A/X Too/box for Linux 
Applications CD. 

• To instai! the cdrecord and mtools RPM packages using SMIT, do the following: 

1. Run the SMIT install_software fast path . 

2. Enter the device name for the A/X Toolbox for Linux Applications CD (for example, /dev/cd0) , and 
press Enter . 

3. Use the F4 key to list the contents of the device . 

4. Select the cdrecord and mtools packages, and press Enter . 

5. Accept the default values for the rest of the Instai! Software menu fields, and press Enter . 

6. Confirm that you do want to install the software, and press Enter . 

The software installation process begins at this point. 

• To install the cdrecord and mtools RPM packages from the command line, type the following: 

# geninstall - d/dev/cdO R:cdrecord R:mtools 

The software installation process begins at this point. 

• Use the rpm command, which is automatically installed with the base operating system for AIX 5.1 and 
!ater versions, to instai! the bundles required for the GNOME desktop and the bc application package. 
Complete instructions are available on the README file of the A/X Too/box for Linux Applications for 
POWER Systems CD. 

1. With your system powered on and AIX 5.1 or a !ater version running , insert the A/X Toolbox for 
Linux Applications for POWER Systems CD into the CD-ROM drive of your system . 

2. With root authority, mount the CD-ROM drive using the following command: 

mount -vcdrfs - oro /dev/cdO /mnt 

The -v flag specifies the virtual file system type of cdrfs. The -o flag specifies the ro option , which 
means the mounted file is read-only. The device name is /dev/cdO. The directory in which you want 
to mount the CD-ROM is /mnt. 

3. Change to the /mnt directory by using the following command: 

cd /mnt 

4. Use the ls command to list the contents of the CD. The listing contains the f611owi1íg, which ou can 
view or print: RQS I L ·. }" ~ • , . 
- The readme file contains complete instructions for installing from this CD . 

- The CONTENTS file lists ali packages available on th is CD and provides 
the purpose for each package . 

CP V11 • Cu :--.1 
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5. In your Web browser, open the /mnt/LICENSES/index.html file to view software licensing 
information . 

6. In your terminal window, change to the ezinstall/ppc directory by using the following command: 

cd /mnt/ezinstall/ppc 

In the next step, you use the rpm program to install GNOME by installing four bundles (Base, 
Desktop Base, GNOME Base, and GNOME Apps). Alternatively, you can install ali necessary 
packages using the smit install_bundle fast path and selecting the GNOME bundle. 

7. lnstall GNOME by using the following sequence of commands: 

rpm -Uhv ezinstall/ppc/base/* 
rpm -Uhv ezinstall/ppc/desktop.base/* 
rpm -Uhv ezinstall/ppc/gnome.base/* 
rpm -Uhv ezinstall/ppc/gnome .apps/* 

The -U flag updates any earlier versions of each package that you might have on your system. The 
-h flag prints hash marks (#) at timed intervals to indicate that the installation is progressing. The -v 
flag displays relevant informational or errar messages that occur during the installation. Your result 
will look similar to the following: 
rpm -Uhv ezinstall/ppc/desktop.base/* 
gdbm ################################################## 
libjpeg ################################################## 
libpng ################################################## 
libtiff ################################################## 
libungif ################################################## 
readline ################################################## 
zlib ################################################## 

lf your rpm command returns an errar, it is probably caused by one of the following: 

- Not enough space in your current file system. Resize the file system or change your mount point. 

- Package is already installed. The rpm program discovered an existing package of the same 
name and version levei, so it did not replace the package. A script on the CO installs only those 
packages from a directory that are not already installed on your system, as shown in the 
following example: 

/mnt/contrib/installmissing . sh ezinstall/ppc/desktop.base/* 

- Failed dependencies. The packages listed in the errar message must be installed before you can 
install this package or bundle. 

8. lnstall the bc application package by using the following command: 
rpm -Uhv RPMS/ppc/bc-* . rpm 
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Clone a rootvg Using Alternate Disk lnstallation 
Using this scenario, you can clone AIX running on rootvg to an alternate disk on the same system, install 
a user-defined software bundle, and run a user-defined script to customize the AIX image on the alternate 
disk. Because the alternate disk installation process involves cloning an existing rootvg to a target 
alternate disk, the target alternate disk must not be already assigned to a volume group. 

In this scenario you will do the following: 

• Prepare for the alternate disk installation 

• Perform the alternate disk installation and customization 

• Boot off the alternate disk 

• Verify the operation 

For information about alternate disk installation, see Chapter 13, "Aiternate Disk lnstallation", on page 131 . 
Also, reter to the alt_disk_install man page. 

Step 1. Prepare for the Alternate Disk lnstallation 
1 . Check the status of physical disks on your system. Type: 

# lspv 

Output similar to the following displays: 

hdisk0 
hdiskl 

0009710fa9c79877 
0009710f0b90db93 

rootvg 
None 

active 

We can use hdiskl as our alternate disk because no volume group is assigned to this physical disk. 

2. Check to see if the alt_disk_install fileset has been installed by running the following : 

# lslpp - L bos.alt_disk_install.rte 

Output similar to the following displays if the alt_disk_install fileset is not installed: 

lslpp : 0504-132 Fileset bos . alt_disk_install . rte not installed. 

3. Using volume 2 of the AIX installation media, instai! the alt_disk_install fileset by running the 
following: 

# geninstall -d/dev/cd0 bos.alt_disk_install.rte 

Output similar to the following displays: 

+-----------------------------------------------------------------------------+ 
Summaries: 

+-------------- ---------------------------------------------------------------+ 
In sta ll ation Summary 

Na me Level Part Event Result 

bos . alt di sk insta ll . r t e 5. 2. 0.0 USR APPLY SUCCESS 
4. Create a user-defined bundle called /usr/sys/inst.data/user_bundles/MyBundle.bnd that contains the 

following filesets : 

I : bos. content li st 
I :bos. games 

For more information on how to create a user-defined software bundle, reter to "Create r:1d Instai! a 
Software Bundle" on page 12. / RQS r L. , c~:. 

5. Create a user-def1ned customization script called /home/scripts/AddUsers.sh th.at,o;@Jq( 's the"l\·· .•. 
following · I i [] 6 3 7 

- Fls. N° ----· 
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mkuser johndoe 
touch /home/johndoe/abc. txt 
touch /home/johndoe/ xyz .txt 

Step 2. Perform the Alternate Disk lnstallation and Customization 
1. To clone the rootvg to an alternate disk, type the following at the command line to open the SMIT 

menu: 

# smit alt_clone 

2. Select hdisk1 in the Target Disk to lnstall field . 

3. Select the MyBundle bundle in the Bundle to lnstall field . 

4. Type /dev/cdO in the Directory or Device with images field. 

5 . Type /home/scripts/AddUsers.sh in the Customization script field. 

6. Press Enter to start the alternate disk installation. 

7. Check that the alternate disk was created, by running the following: 
# lspv 

Output similar to the following displays: 

hdisk0 
hdiskl 

0009710fa9c79877 
0009710f0b90db93 

rootvg 
a lti nst_rootvg 

Step 3. Boot from the Alternate Disk 
1 . By default, the alternate-disk-installation process changes the bootlist to the alternate disk. To check 

this run the following: 

# bootlist -m normal -o 

Output similar to the following displays: 
hdiskl 

2. Reboot the system. Type: 

# shutdown -r 

The system boots from the boot image on the alternate disk (hdiskl) . 

Step 4. Verify the Operation 
1. When the system reboots, it will be running off the alternate disk. To check this, type the following: 

# lspv 

Output similar to the following displays: 

hdis k0 
hdiskl 

0009710fa9c79877 
0009710f0b90db93 

old_rootvg 
rootvg 

2. Verify that the customization script ran correctly, by typing the following: 

# fi nd /home/johndoe -p rint 

Output similar to the following displays: 

/home/johndoe 
/home/johndoe/.profile 
/home/johndoe/abc.txt 
/home/johndoe/xyz.txt 

3. Verify that the contents of your software bundle was installed, by typing the following: 

# lslpp -L bos.games bos.content_list 

Output similiar to the following displays: : , . F.ls. NO_o~13--
. 

·•4 ~ :: I~o~ .:=_ _ · 
~-----------~ ~ 
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Fileset Level State Description 

bos .content_list 5.2.0 . 0 C AIX Release Content List 
bos.games 5.2.0.0 C Games 
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Configure NIM Using EZNIM 
Using this scenario, you will use the SMIT EZNIM option to configure the NIM environment for the first 
time. The SMIT EZNIM option installs the bos.sysmgt.nim.master fileset and configures the NIM 
environment. The configuration involves creating the NIM database and populating it with severa! default 
entries. Severa! basic NIM resources will then be created and defined in the NIM database . 

1. Type the following: 
# smitty eznim 

2. Select Configure as a NIM Master, and press Enter. 

3. Select Setup the NIM Master Environment, and press Enter . 

4. Verify that the default selections for software source, volume group, and file system are correct for your 
environment. Change the selections, if needed . 

5. Press Enter to begin configuring the NIM environment. 

6. To display the NIM resources that have been created, do the following: 

a. Use the SMIT eznim_master_panel fast path to open the EZNIM Master menu. 

b. Select Show the NIM environment, and press Enter. 
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lnstall a Client Using NIM 
Using this scenario, you can perform a new and complete BOS (base operating system) installation on a 
NIM client. lt is assumed that you have already configured the NIM master, defined the basic NIM 
resources, and defined the NIM client you want to install. 

For a guide on configuring the NIM environment and defining resources, see Chapter 18, "NIM Task 
Roadmap", on page 169. 

In this scenario, you will do the following: 

1. Perform an BOS (rte) installation. 
. .. :. "'' ---· . . - ·· 

2. Use a bosinst_data resource to perform a nonprompted installation. For information on how to create 
a bosinst.data file for nonprompted installation, see "bosinst.data File Example" on page 68. 

3. Use a resolv_conf resource to configure the network nameserver and domain . 

lt is recommended that you first perform a system backup on the client to ensure safe system recovery. 
For instructions on how to create a system backup, see "Creating System Backups" on page 113. 

1. Type the following: 

# smit nim_bosinst 

2. Select a target for the BOS installation operation. 

3. Select rte installation for the installation type. 

4. Select the lpp_source resource for the BOS installation. 

5. Select the SPOT resource for the BOS installation . 

6. Select the BOSINST _DATA to use during installation option, and select a bosinst_data resource 
that is capable of performing a nonprompted BOS installation. 

7. Select the RESOLV_CONF to use for network configuration option, and select a resolv_conf 
resource . 

8. Select the Accept New License Agreements option, and select Yes . 

9. Accept the default values for the remaining menu options. 

1 O. Press Enter to confirm and begin the NIM client installation . 

11. To check the status of the NIM client installation, type: 

# lsnim -1 va09 

Output similar to the following displays: 

va09: 
class 
type 
default res 
platform 
netboot kernel 
ifl 
cable_typel 
Cstate 
prev_state 
Mstate 
info 
boot 
bosinst data 
lpp_source 
nim scri pt 
resolv_conf 

= machines 
= standalone 
= basic_res_grp 
= chrp 
= up 
= master net va09 O 
= bnc 
=Ba se Operating Sys tem installation is being performed 
= BOS instal lation has been enabled 
= in the process of booting 
= BOS install 7% complete : 9% of operations completed. 
= boot 
= bid_tty_ow 
= 520lpp_res 
= nim_script 
= master net conf 

r'"'' , ' - ( ,, 
f\ 1 p I.J • ' \ 
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spot = 520spot_res 
cpuid = 0009710F4C00 
control = maste r 
Cs t ate result = success 
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Create a System Backup to Tape 
Using this scenario, you can create and verify a bootable system backup, also known as a root volume 
group backup or mksysb image. 

Step 1. Prepare for System Backup Creation 
Before creating system backups, complete the following prerequisites: 

• Be sure you are logged in as root user. 

• lf you plan to use a backup image for installing other differently configured target systems, you must 
create the image before configuring the source system, or set the RECOVER_DEVICES variable to no 
in the bosinst.data file . For more information about the bosinst.data file, reter to The bosinst.data File 
in the A/X 5L Version 5.2 lnstallation Guide and Reference. 

• Consider altering passwords and network addresses if you use a backup to make master copies of a 
source system. Copying passwords from the source to a target system can create security problems . 
Also, if network addresses are copied to a target system, duplicate addresses can disrupt network 
communications. 

• Mount ali file systems you want to back up. The mksysb command backs up only mounted JFS 
Uournaled file systems) in the rootvg. To back up file systems, use the mount command. 

Note: The mksysb command does not back up file systems mounted across an NFS network. 

• Unmount any local directories that are mounted over another local directory. 

Note: This backup procedure backs up files twice if a local directory is mounted over another local 
directory in the same file system. For example, if you mount /tmp over /usr/tmp, the files in the 
/tmp directory are then backed up twice. This duplication might exceed the number of files that a 
file system can hold, which can cause a future installation of the backup image to fail. 

• Use the /etc/exclude.rootvg file to list files you do not want backed up. 

• Make at least 8.8 MB of free disk space available in the /tmp directory. The mksysb command requires 
this working space for the duration of the backup. 

Use the df command, which reports in units of 512-byte blocks, to determine the free space in the /tmp 
directory. Use the chfs command to change the size of the file system, if necessary. 

For example, the following command adds 12MB of disk space to the /tmp directory of a system with 4 
MB partitions: 
# chfs -a size=+24000 /tmp 

• Ali hardware must already be installed, including externai devices, such as tape and CD-ROM drives. 

• The bos.sysmgt.sysbr fileset must be installed. The bos.sysmgt.sysbr fileset is automatically installed 
in AIX 5.2. To determine if the bos.sysmgt.sysbr fileset is installed on your system, type: 

# l s lpp - 1 bos.sysmgt. sysbr 

lf the lslpp command does not list the bos.sysmgt.sysbr fileset, install it before continuing with the 
backup procedure. Type the following: 
# installp -agqXd /dev/cdO bos.sysmgt.sysbr 

Step 2. Create a System Backup to Tape 
1. Enter the smit mksysb fast path . 

_ _.....-,..........~·~I 
)Q" tG. IIJ J-'-' . 

3. lf you want to create map files, select yes in the Create Map Files? field . t.f?,J; • C , •. ' .N 

For more information, see Using Map Files for Precise Allocation in A/X 5L Version1 5~2 System 
Management Concepts: Operating System and Devices. I · ; W O 6 4 3 

\S. 

2. Select the tape device in the Backup DEVICE or File field. 



• 

Note: lf you plan to reinstall the backup to target systems other than the source system, or if the dis 
configuration of the source system might change before reinstalling the backup, do not create 
map files. 

4. To exclude certain files from the backup, select yes in the Exclude Files field. 

For more information, see Excluding Files in System Backups in A/X 5L Version 5.2 lnstallation Guide 
and Reference. 

5. Select yes in the List files as they are backed up field. 

6. Use the default values for the rest of the menu options. 

7. Press Enter to confirm and begin the system backup process. 

8. The COMMAND STATUS screen displays, showing status messages while the system makes the 
backup image. When the backup process finishes, the COMMAND: field changes to OK. 

9. To exit SMIT when the backup completes, press F1 O (or Esc+O). 

1 O. Remove the tape and la bel it. Write-protect the backup tape. 

11 . Record any backed-up root and user passwords. Remember that these passwords become active if 
you use the backup to either restare this system or install another system. 

You have successfully created the backup of your rootvg. Because the system backup contains a boot 
image, you can use this tape to start your system if for some reason you cannot boot from hard disks . 
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Clone a System Using a System Backup Tape 
C' P L­

With a mksysb image, you can clone one system image onto multiple target systems. The target systems 
might not contain the same hardware devices or adapters, require the same kernel (uniprocessor or 
microprocessor), or be the same hardware platform as the source system . 

Beginning in AIX 5.2, ali devices and kernel support are instalied by default during the base operating 
system (BOS) instaliation process. lf the Enable System Backups to install any system selection in the 
lnstali Software menu is set to yes, you can create a mksysb image that boots and instalis supported 
systems. Verity that your system is instalied with ali devices and kernel support, by typing the following: 

# grep ALL_DEVICES_KERNELS /var/adm/ras/bosinst.data 

Output similar to the following displays: 

ALL_DEVICES_KERNELS = yes 

Use this scenario if your system was not installed with ali devices and kernel support during BOS 
installation. Be sure to boot from the appropriate product media for your system and at the same 
maintenance levei of BOS {base operating system) as the installed source system on which the mksysb 
was made. For example, use BOS AIX 5.2 media with a mksysb from a BOS AIX 5.2 system. Use this 
how-to when installing a system backup tape to a different system. 

In this scenario, you will do the following: 

1. Boot the system with the A/X Volume 1 CO in the CO-ROM drive and the system backup tape in the 
tape device . 

2. Select Start Maintenance Mode for System Recovery. 

3. Select lnstall from a System Backup. 

4. Select the drive containing the backup tape, and press Enter. 

The system reads the media and begins the installation . 

You are then prompted for the BOS installation language, and the Welcome screen displays. Continue with 
the Prompted lnstallation, because cloning is not supported in nonprompted instaliations. 

lf you are cloning from the product CO to restare a backup tape, do not remove the CO from the CO-ROM 
drive. 

After the mksysb installation completes, the installation program automatically installs additional devices 
and the kernel (uniprocessor or microprocessor) on your system, using the original product media you 
booted from. lnformation is saved in BOS installation log files. To view BOS installation log files , type cd 
/var/adm/ras and view the devinst.log file in this directory. 

lf the source system does not have the correct passwords and network information, you can make 
modifications on the target system now. Also, some products (such as graPHIGS) ship device-specific 
files. lt your graphics adapter is different on the target system, verify that the device-specific filesets for 
graphics-related LPPs are installed. 
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Clean Up a Failed Software lnstallation 

Using this scenario, you can clean up software products and service updates after an interrupted or failed 
installation. The cleanup procedure attempts to delete items that were partially installed or left in an 
incompleta state. This scenario applies only to the update or installation of optional software products. lf 
your AIX 5.2 808 installation was unsuccessful, see Chapter 15, "Troubleshooting Operating System and 
Optional Software lnstallation", on page 143. 

Note: lt is recommended that you first perform a system backup before installing software updates to 
ensure safe system recovery. For instructions on how to create a system backup, reter to "Creating 
System Backups" on page 113. 

The cleanup procedure attempts to revert the update to its previous state. For example, when cleaning up 
an update that was interrupted in the COMMITTING state, the cleanup procedure attempts to return the 
update to its APPLIED state. 

lf an update installation is interrupted, run the lslpp -1 command to see the current state of the update. For 
example, if you run lslpp -1 on an interrupted update installation, it might report the update status as 
APPLYING rather than APPLIED. 

lf the interruption occurs during the initial state of an installation, then the cleanup procedure attempts to 
delete the installation entirely and restare the previous version of the product (if there is one). When the 
previous version is restored, it becomes the active version. When the previous version cannot be restored, 
the software is listed by the lslpp -1 command as BROKEN. 

When the product is deleted or BROKEN, you can attempt to reinstall the software. Any product in the 
BROKEN state cannot be cleaned up; it can only be reinstalled or removed. 

To initiate a cleanup procedure using SMIT: 

1. Type smit maintain_software on the command line. 

2. Select Clean Up After Failed or lnterrupted lnstallation and press Enter. 

To initiate a cleanup procedure from the command line: 
Type insta ll p - C on the command line and press Ente r. 

lf prompted to reboot (restart) the system after running the cleanup procedure, then do so now. 

lf you get a message indicating that no products were found that could be cleaned up, you may have 
executed the cleanup procedure when it was not needed. Try your installation again. 
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Part 2. Operating System and Optional Software lnstallation 

Part 2 providas information about installing and configuring AIX on a standalone system, regardless of 
network connectivity. The chapters in this part describe the different base operating system installation 
methods, including new and complete overwrite installation, migration installation, and preservation 
installation. 
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Chapter 2. What's New in Base Operating System lnstallation 
and Software lnstallation? 

This chapter gives an overview of the new features in the base operating system (BOS) installation and 
software installation procedures for AIX 5.2. 

BOS Menus 
lnstallation options are available for you to configure your system during a BOS installation process. 

The installation options include the following: 

• Desktop selection 

• Trusted Computing Base 

• Controlled Access Protection Profile (CAPP) and Evaluation Assurance Levei 4+ (EAL4+) 

• 64-bit kernel enablement 

• Enhanced journaled file system (JFS2) 

• Graphics software 

• Documentation services software 

• lnstallation of ali device and kernel filesets 

For information about the installation options, see Chapter 4, "lnstallation Options", on page 37. 

Software Maintenance and Utilities 
The Copy Software Bundle to Hard Disk for Future lnstallation option is available in the SMIT Software 
Maintenance and Utilities menu. 

For information about the SMIT Copy Software Bundle to Hard Disk for Future lnstallation option, see 
"Copy Software Bundle to Hard Disk for Future lnstallation" on page 77. 

Software Service Management 
The SMIT Software Service Management menu allows you to manage how you update systems with fixes 
and preventive maintenance package leveis. You can compare leveis of different systems against a base 
system or a base set of fixes. Support is provided through the command line and SMIT to allow you to 
compare the filesets installed on your standalone system with the contents of an image repository or a 
service report that is downloaded from the IBM eServer pSeries support Web site. 

This option also allows you clean up or rename software images in a repository. The following software 
maintenance options are available in the SMIT Software Service Management menu and the SMIT 
Software Maintenance and Utilities menu: 

• Rename Software lmages in Repository 

• Clean Up Software lmages in Repository 

The Rename Software lmages in Repository option allows you to rename software images with the PTF 
prefix to the fileset names generated by the bffcreate command. This allows you to determine exactly 
what updates are contained in a directory because the fileset name is recognizable. 

r"l'"' 
, 'v 1 U .. 

The Clean Up Software lmages in Repository option allows you to perform various té[~ i<Sl lto ·clê.ál'l up .>J 

software image directories on standalone systems. This allows you to remove duplicate or u,nnecessar~ 
filesets from image repositories, easing management o f the images and reducing tl:'l Etíb~q Ptt 1óf 1spacelL.6 4 9 
required to store them. - . 
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For information about the SMIT Software Service Management menu, see "Software Service Managem 
on page 79 . 

Emergency Fix Management 
The emergency fix (efix) management solution allows users to track and manage afixes on a system. The 
efix management solution consists of: the efix packager (epkg) command and the efix manager (emgr) 
command. 

The epkg command creates efix packages that can be installed by the emgr command. The emgr 
command installs and removes efix packages created with the epkg command . 

The efix management solution providas the following functions: 

• Emergency fixes can be packaged in either interactive or template-based modes 

• List ali of the afixes on a given system 

• Instai! afixes 

• Remove afixes 

• Force remove afixes 

• Verify afixes 

• Display efix package locks 

For more information about efix management, see "Emergency Fix Management" on page 86. 

Alternate Disk Migration lnstallation 
Alternate disk migration installation allows the user to create a copy of rootvg to a free disk (or disks) and 
simultaneously migrate it through Network lnstallation Management (NIM) to a new release levei. Using 
alternate disk migration installation over a conventional migration providas severa! advantages: 

• Less downtime (the migration is performed while the system is up normally, and there is no need to 
boot from any media) . 

• Quick recovery in case of migration failure. 

• High degree of flexibility and customization . 

For more information about alternate disk migration installation, see "Aiternate Disk Migration lnstallation" 
on page 133. 

Universal Disk Formc;t Support for DVD-RAM 
The Universal Disk Format (UDF) allows you to manipulate files directly on the DVD-RAM media. The 
system backup image is an archived file composed of many files that cannot be manipulated. However, 
the installation packages and any files that are not contained in the backup image can be directly 
manipulated on the DVD-RAM. After the DVD is mounted, the files can be changed by using an editor, or 
new files can be copied to the DVD using the various copy and restore commands (such as the cp, mv, 
and restare commands) . 

For information about the SMIT Software Service Management menu, see "DVD-RAM and Universal Disk 
Format" on page 120. 

lnstallation Commands 
... ~' • lo..J 

The following commands have been added to AIX: 

• The lsmksysb command. For further information , see "Backup Options" on page 123. 
CP.AI • 
I ' ' 

Fls. N° _ _ _ _ 
30 AIX 5L Version 5.2: lnstallation Guide and Reference 



• 
• 
• 
• . c :e 
• 
• 
• 
• 
• 
• 
• 
• 

• 
: c 
•• • 
• 

• The install_all_updates command. For further information, see "Update lnstalled Software to L e~~..­
Level from the Command Line" on page 74. 

• The lppmgr command. For further information, see "Manage an Existing installp lmage Source" on 
page 78. 

• The compare_report command. For further information, see "Comparison Reports" on page 79 . 

------
RC3 t 
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Chapter 3. lntroduction to Base Operating System lnstallanAa--

This chapter provides information about completing an installation of the AIX 5.2 base operating system 
(BOS). 

The BOS installation program first restares the run-time bos image, then installs the appropriate filesets , 
depending on your selections. The installation program automatically installs required message filesets, 
according to the language you choose. 

In the BOS menus, you can also configure the following options: 

• Desktop selection 

• Trusted Computing Base 

• Controlled Access Protection Profile (CAPP) and Evaluation Assurance Levei 4+ (EAL4+) 

• 64-bit kernel enablement 

• Enhanced journaled file system (JFS2) 

• Graphics software 

• Documentation services software 

• lnstallation of ali device and kernel filesets 

For more information about the installation options, reter to Chapter 4, "lnstallation Options", on page 37 . 

The following installation methods are available on AIX: 

New and Complete Overwrite 
This method installs AIX 5.2 on a new machine or completely overwrites any BOS version that 
exists on your system. 

For instructions on installing AIX 5.2 on a new machine or to completely overwrite the BOS on an 
existing machine, reter to Chapter 5, "New and Complete Overwrite lnstallation I Preservation 
lnstallation", on page 41. 

Preservation 
This method replaces an earlier version of the BOS but retains the root volume group, the 
user-created logical volumes, and the /home file system. The system file systems /usr, /var, /tmp, 
and I (root) are overwritten. Product (application) files and configuration data stored in these file 
systems will be lost. lnformation stored in other non-system file systems will be preserved. 

For instructions on preserving the user-defined structure of an existing BOS, reter to Chapter 5, 
"New and Complete Overwrite lnstallation I Preservation lnstallation", on page 41 . 

Migration 
This method upgrades from AIX 4.3 or earlier versions of the BOS to AIX 5.2. The migration 
installation method is used to upgrade from an existing version or release of AIX to a later version 
or release of AIX. A migration installation preserves most file systems, including the root volume 
group, logical volumes, and system configuration files. lt overwrites the /tmp file system. 

For instructions on migrating an existing version or release of AIX to a later version or release of 
AIX, reter to Chapter 6, "Migration lnstallation", on page 47. 

The following table shows the differences in the installation steps among the installation methods. 

Table 2. A/X 80S lnstal!ation Methods 

lnstallation Steps New and Complete Overwrite Preservation 

Create rootvg Yes No 

Create file system / , /usr, /var Yes Yes 

© Copyright IBM Corp. 2002 , 2003 
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Tab/e 2. A/X BOS lnstallation Methods (continued) 

lnstallation Steps New and Complete Overwrite Preservation 
\ c · V 

Migration '-.!:::..~ ?"- "' 
Create file system /home Yes No No 

Save Configuration No No Yes 

Restare BOS Yes Yes Yes 

lnstall Additional Filesets Yes Yes Yes 

Restare Configuration No No Yes 

BOS Menus 
After you select the console and language to be used for the 80S menus, the Welcome to Base 
Operating System lnstallation and Maintenance screen displays, as follows: 

Welcome to Ba se Operating System 
Installation and Maintenance 

Type the number of your choice and press Enter. Choice is indicated by >>>. 

>>> 1 Start Install Now with Default Settings 

2 Change/Show Installation Settings and lnstall 

3 Start Maintenance Mode for System Recovery 

88 Help ? 
99 Previous Menu 

»> Choi c e [1] : 

Note: To turn on the debug mode for the BOS installation process, type 911 in the Choice field and press 
Enter. The Welcome to Base Operating System lnstallation and Maintenance screen refreshes and 
the 80S installation process runs in debug mode when the installation occurs. Continue the 
procedure for selecting options and specifying data until the installation begins. Debug output is 
sent to the client's display as the installation proceeds. 

lf you select Start lnstall Now with Default Settings, the BOS command determines the default 
installation method to use based on your system's configuration . A summary screen displays, similar to the 
following, where you can confirm the installation method and installation options: 

Overwrite In sta llati on Summary 

Disks : hdiskO 
Cul t ura l Convention: en_US 
Language: en US 
Keyboard : en-US 
64 Bit Kernel-Enabl ed: No 
JFsz--Fil e Systems Created: No 
Desktop: 
Enable System Backups to insta l l any sys tem: Yes 

Optional Software being in sta ll ed: 
HTTP Server (Expansi on Pac k) 
Kerberos_S (Expansion Pack) 

>>> 1 Cont inue with Install 
88 Help ? 
99 Previous Menu 

>» C h oi c e [1] : 
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lf the selections are correct, press Enter to begin the BOS installation. 

Installation and Settings 

Either type O and press Enter to install with current settings, or type the 
number of the setting you want to change and press Enter . 

System Settings: 
Method of Installation ......... . ... New and Complete Overwrite 
Disk Where You Want to Install ..... hdiskO 

2 Primary Language Environment Settings (AFTER Install): 
Cultural Convention .. . ....... . ..... English (United States) 
Language .. . .. . .. . ................. English (United States) 
Keyboard .. . .. . . . . .. ........... . ... Engl i sh (Uni ted States) 
Keyboard Type .... . . . . .. .. .. . ....... Default 

3 More Options (Desktop, Security, Kernel, Software , .. . ) 

>>>O Install with the current settings listed above. 

88 Help ? 
99 Previous Menu 

>» Choi c e [O]: 

+-----------------------------------------------------
WARNING : Base Operating System Installation will 
destroy or impair recovery of ALL data on the 
destination disk hdiskO. 

For more information on the BOS menu options, reter to the Help at any time by typing 88 in the Choice 
field. For conceptual information on the BOS installation procedures, reter to the following sections: 

• Chapter 5, "New and Complete Overwrite lnstallation I Preservation lnstallation", on page 41 

• Chapter 6, "Migration lnstallation", on page 47 

For how-to instructions for performing BOS installations, reter to the following: 

• "Perform a New and Complete Overwrite Base Operating System lnstallation from CO" on page 3 

• "Perform a Migration Base Operating System lnstallation from CO" on page 7 

Electronic License Agreements 
AIX 5.2 ships with software license agreements that can be viewed electronically. lf a product has an 
electronic license agreement, it must be accepted before software installation can continue. In the case of 
initial BOS installation, you can view and accept or reject license agreements in a license agreement 
dialog after the installation has occurred, but before the system is available for use as part of Configuration 
Assistant (graphics consoles) or lnstallation Assistant (ASCII consoles) . 

The AIX BOS has a license agreement, but not ali software packages do. When you agree to the license 
agreement for BOS installation, you are also accepting ali license agreements for any software installed 
automatically with the BOS. Some software, such as the GNOME or KOE desktops, can be optionally 
installed during BOS installation; the appropriate licensing information for such software is displayed 
separately. 

lf a customized bosinst.data file is used (usually for unattended installations, or nonprompted 
installations) , the ACCEPT _LICENSES field in the control_flow stanza can be used to acre·e t r fie [icen$·e 
agreements so users are not prompted at reboot time . When performing a "push" installatiom s.i~ g ttle , __ 
Network lnstallation Management (NIM) environment, the licenses must be accepted, eithe mm \ hé v Q 6 5 5 

Fls~ No---- ~\ 
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For additional software package installations, the installation cannot occur unless the appropriate license 
agreements are accepted. This option, as well as options to preview licenses, is offered in both the 
System Management Interface Tool (SMIT) and the Web-based System Manager installation interfaces. 
When using the installp command, use the -Y flag to accept licenses and the -E flag to view license 
agreement files on the media. 

For more information about license manipulation, reter to the inulag command description in the A/X 5L 
Version 5.2 Commands Reference. 
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Chapter 4. lnstallation Options 

This chapter providas information about installation options for the AIX base operating system. The 
installation options are available by typing 3 in the More Options field in the lnstallation and Settings 
screen. 

On 32-bit systems, the new and complete overwrite installation options are the following: 
Install Options 

1. Desktop ...... . .......... .. .... . . . . ... . . ..... . . . . . .... .. . ... ... . . . NONE, COE, GNOME, KOE 
2. Enable Trusted Computing Base .. . ................................. No 
3. Graphi cs Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Yes 
4. Documentation Services Software .. . ... . ... . ..... . ........... . . . .. . Yes 
5. Enable System Backups to install any system ............. .. ....... Yes 

(Installs all devices and kernels) 

c: >>> 6. Install More Software 

c 
•• 

O Install with the current settings listed above . 

88 Help ? 
99 Previous Menu 

>» Choi ce [6] : 

On 64-bit systems, the new and complete overwrite installation options are the following: 
Install Options 

1. Desktop .•. . . . . . . .. . . . . . ..... .. .. . .......... . ...... .... . . . . .... . . . NONE, COE, GNOME, KOE 
2. Enab 1 e Trus ted Comput i ng Base . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . No 
3. Enable CAPP and EAL4+ Technology . . ........ . . . ......... . ........ .. No 

(English only, 64-bit kernel enablement, JFS2 file systems) 
4. Enable 64-bit Kernel . . . .. . ... . . ... . ....... ..... .. ... .. . .......... No 
5. Create JFS2 File Systems .... . . .. ...... . ......... . . .... .. ... .... . . No 

(Requires 64- bit Kernel Enabled) 
6. Graphics Software .... ..... . . ............. . ... ... .. . ... . .. . ....... Yes 
7. Documentation Services Software . . ......... ..... .. .. ... . .... . ..... Yes 
8. Enable System Backups to install any system .. .... ....... . .. . . . ... Yes 

(Installs all devices and kernels) 

>» 9. Install More Software 

O Install wi t h the current sett i ngs listed above. 

88 Help ? 
99 Previous Menu 

>» Choice [9]: 

On 64-oit systems, the preservation installation options are the following : 
Inst all Option s 

1. Desktop . . ... . . .. ... . . ... .... . ... ..... . ... . . ..... . ... .. . . . . . . .... . 
2. Enabl e Trusted Computing Base .. . . .... ...... . ....... .. ... . ... . ... . 
3. Impo rt Us e r V o 1 ume Gro ups .. .. . . . .. ... . . . . . . . . . .. ..... .. . .. .. .... . 
4. Graph ics Softwa re ................... . . . ... . .. . . .. ... ...... .. . . .. . 

NONE, COE, GNOME. KOE 
No 
Yes 
No 

5. Documenta t ion Serv i ces So ft wa re . .. ......... .... . .. .. . ... . . . ...... No 
6. En ab l e Sys t em Back ups t o i nsta ll any system .. . . .. . ..... .. . . . . ... . Yes 

(In st al l s al l devices and kernel s) 

>>> 7. Install More Software 

.. c .... ·1. 1-

0657 
Fls. No ___ _ 
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O Install with the current settings listed above. 

88 Help? 
99 Previous Menu 

>» C h oi c e [9] : 

On 64-bit systems, the migration installation options are the following: 

Install Options 

1. Enable Trusted Computing Base •. .... .......................... .. .. No 
2. Import User Volume Groups . ............ .. ......................... Yes 
3. Enable System Backups to install any system ...................... Yes 

(Installs all devices and kernels) 
4. Remove Java 1.1.8 Software ...................................... . No 

>>> O Install with the current settings listed above. 

88 Help ? 
99 Previous Menu 

>» Choi ce [O] : 

The following are the installation options available: 

Desktop 
The default is COE for new and complete overwrite installations. lf you select NONE, a minimal 
configuration is installed including X11, Java, perl, SMIT, and the Web-based System Manager (if 
Graphics Software is selected). 

lf you select GNOME or KDE, the BOS installation process prompts you for the A/X Toolbox for 
Linux Applications CO. lf this CD is not available, you can type q to continue the installation 
without the A/X Toolbox for Linux Applications CO. 

Enable Trusted Computing Base 
The Trusted Computing Base (TCB) is the part of the system that is responsible for enforcing the 
information security policies of the system. Ali of the computer's hardware is included in the TCB, 
but a person administering the system should be concerned primarily with the software 
components of the TCB. 

lf you install the Trusted Computing Base option , you enable the trusted path, trusted shell, and 
system-integrity checking (tcbck command). These features can be enabled only during BOS 
installation. 

The choices are yes and no. To enable the Trusted Computing Base, type 2 and press Enter. The 
default is no. 

Enable CAPP and EAL4+ Technology 
Available in a new and complete overwrite installation. lf you enable Controlled Access Protection 
Profile (CAPP) and Evaluation Assurance Levei 4+ (EAL4+), other restrictions exist on installation 
cheices, sl:lch as: 

• Desktop = CDE or NONE 

• TCB = yes 

• 64-bit kernel = yes 

• JFS2 = yes 

• Enable System Backups to install any system (lnstalls ali devices and kernels) = no 

• lnstall more software options = no , " · - · "' ~ -
c -.. d .. \,;C. ,._ v . I 

For information about CAPP and EAL4+, see Controlled Access Protection Profile and· BvaluationQ 6 5 o , 
Assurance Levei 4+ in the A/X 5L Version 5.2 Security Guide. Fls. No 0 
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lmport User Volume Groups 
Available in migration installation and preservation installation. You have the option to have user 
volume groups imported after the installation completes. These volume groups can be manually 
imported at a later time. 

Enable 64-bit Kernel 
Availab/e only on 64-bit Common Hardware Reference Platform (CHRP) systems. 
To toggle the choice between no (the default) and yes, type 3 and press Enter. lf you choose no, 
the 64-bit kernel is still installed, but it is not linked to the running /unix. lf you choose yes, the 
64-bit kernel is installed and begins running when your system reboots. 

Create JFS2 File Systems 
Available in new and complete overwrite installation, as we/1 as preservation installation with 64-bit 
kernel enabled option. Create enhanced journaled file systems during BOS installation. 

Graphics Software 
Available in new and complete overwrite installation, as wel/ as preservation installation. lnstall 
graphics software support. 

Documentation Services Software 
Available in new and complete overwrite installation, as wel/ as preservation installation. lnstall the 
documentation services software. 

Remove Java 1.1.8 Software 
Availab/e in migration installation and preservation instal/ation. Vou have the option to have ali 
Java version 1.1.8 software removed. 

Enable System Backups 
lf Enable System Backups to install any system is selected, ali devices and kernels are installed, 
so that a system backup can be installed on a different system. For more information about 
installing a system backup to a different system, see "Cioning a System Backup" on page 126. 

The lnstall More Software option is available in the new and complete overwrite installation method, as 
well as the preservation installation method. Select lnstall More Software to choose additional software to 
install after the BOS installation process finishes. A software bundle file corresponds to each selection that 
contains the required packages and filesets. The following software bundles are available: 

Install More Software 

1. Netscape (Expansion Pack) ........ . ...... . .. . .. .. ..... . .. . ......... No 
2. HTTP Server (Expansion Pack) ... . .................... . ...... . . .. .. . Yes 
3. Kerb;ros 5 (Expansion Pack) ............... . ........ . .... . .. . . . .... Yes 
4 . Serve r (v o 1 ume 2) .. . .. ... . ........... . ............ .. ............. No 
5 . Alternate Disk Install (Volume 2) . . ... .. ................ . ........ No 

>>>O In st all with the current settings listed above. 

88 Help ? 
99 Previous Menu 

»> C h oi c e [O] : 

r,...,... 
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Chapter 5. New and Complete Overwrite lnstallation I 
Preservation lnstallation 

This chapter providas information on the New and Complete Overwrite lnstallation operation and the 
Preservation lnstallation operation. 

Step 1. Complete the Prerequisites 

Before starting the installation, complete the following prerequisites: 

• There must be adequate disk space and memory available. AIX 5.2 requires 128 MB of memory and 
2.2 GB of physical disk space. For additional release information, see the A/X 5.2 Re/ease Notes. 

• Ali requisite hardware, including any externai devices (such as tape drives, CD-ROM or DVD-ROM 
drives), must be physically connected. lf you need further information, reter to the hardware 
documentation that accompanied your system. 

• The installation media must be loaded in the boot device. 

• The system must be set to boot from the device in which the installation media is loaded. Reter to the 
hardware documentation that accompanied your system for instructions on setting the boot device. 

• Before you begin the installation, other users who have access to your system must be logged off. 

• lf the system you are installing is currently running, create or locate a backup of the system. For 
instructions on how to create a system backup, reter to "Creating System Backups" on page 113. 

• lf your system needs to communicate with other systems and access their resources, make sure you 
have the information in the following worksheet before proceeding with installation: 

Table 3. Network Configuration lnformation Worksheet 

Network Attribute V alue 

Network Adapter 

Host Name 

IP Address 

Network Mask 

Nameserver 

Domain Name 

Gateway 

Step 2. Prepare Your System for lnstallation 
Prepare for a new and complete overwrite or preservation installation by doing the following : 

1. lnsert the A/X Volume 1 CO into the CD-ROM device. 

2. Shut down yõur system. lf your m achine is- currently running, power it off now by following these steps: 

a. Log in as the root user. 

b. Type the following command: 

shutdown -F 

c. lf your system does not automatically power off, place the power switch in the Off (0) position . 

Attention: You must not turn on the system unit until instructed to do so in "Step 4. Boot from_ 
Your lnstallation Media" on page 43. I,..~ -

· I l \.. ~ 

3. Turn on ali attached externai devices. These include the following: (;' 
1

, 1 • @ 0 6 1 
• Terminais 
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CD-ROM or DVD-ROM drives 

• Tape drives 

• Monitors 

• Externai disk drives 

Turning on the externai devices first is necessary so the system unit can identify each peripheral 
device during the startup (boot) process. 

Step 3. Set Up an ASCII Terminal 
lf you are using a graphics terminal, skip directly to "Step 4. Boot from Your lnstallation Media" on page 43 . 

lf you are using an ASCII terminal, use the criteria listed below and your terminal reference documentation 
to set the communications , keyboard, and display options. The following settings are typical , but your 
terminal might have different option names and settings than those listed here. 

Note: lf your terminal is an IBM 3151, 3161, or 3164, press the Ctri+Setup keys to display the Setup 
Menu and follow the on-screen instructions to set these options. 

Communication Options 

Option Setting 

Line Speed (baud rale) 9600 

Word Length (bits per character) 8 

Parity no (none) 

Number of Stop Bits 1 

Interface RS-232C (or RS-422A) 

Line Contrai IPRTS 

Keyboard and Display Options 

Option Setting 

Screen normal 

Row and Column 24x80 

Ser o li jump 

Auto LF (line feed) off 

Line Wrap on 

Forcing Inseri line (or both) 

Tab fi.e.ld 

Operating Mode echo 

Turnaround Character CR 

Ente r return 

Return new line 

New Line CR ·-
Send page h~:· 11 '-' v 

lnsert Character space CP.il . c 
~' - ..J 

''""'- r 

I : . I 
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Step 4. Boot from Your lnstallation Media 
1. Turn the system unit power switch from Off (0) to On (I) . 

2 . When the system beeps twice, press F5 on the keyboard (or 5 on an ASCII terminal). lf you have a 
graphics display, you will see the keyboard icon on the screen when the beeps occur. lf you have an 
ASCII terminal (also called a tty terminal), you will see the word keyboard when the beeps occur. 

Note: lf your system does not boot using the F5 key (or the 5 key on an ASCII terminal), reter to your 
hardware documentation for information about how to boot your system from an AIX product 
CD. 

The system begins booting from the installation media. 

3. lf you have more than one console, each might display a screen that directs you to press a key to 
identify your system console. A different key is specified for each console displaying this screen. lf this 
screen displays, press the specified key only on the console you want to use for the installation. (The 
system consoleis the keyboard and display device used for installation and system administration.) 

A screen displays, asking you to select a language to be used during installation. 

4. Select the language you prefer to use during installation. 

5. When the Welcome to Base Operating System lnstallation and Maintenance screen displays, type 2 in 
the Choice field to select Change/Show lnstallation Settings and lnstall and press Enter. Go to 
"Step 5. Verify or Change the lnstallation Settings" for instructions on verifying or changing installation 
settings. 

Step 5. Verify or Change the lnstallation Settings 
Verify the default installation settings from the lnstallation and Settings screen. lf the installation and 
system settings are correct, type 0 in the Choice field and press Enter. Confirm that the selections on the 
installation summary screen are correct, and press Enter to begin the BOS installation. Go to "Step 6 . 
Finish the BOS lnstallation" on page 44 . 

To change the installation settings, use the following procedure: 

1. Select either New and Complete Overwrite lnstallation or Preservation lnstallation . 

a. Type 1 in the Choice field to select the System Settings option . 

b. When the Change Method of lnstallation screen displays, type the number corresponding to 
desired installation (either 1 for New and Complete Overwrite or 2 for Preservation) in the Choice 
field and press Enter . 

Note: Available installation methods depend on whether your system has a previous version of 
AIX installed . 

lf you only want to install the next recommended maintenance levei of AIX, see "lnstalling 
Optional Software Products and Service Updates" on page 71. You can also use the SMIT 
update_all fast path or the install_all_updates command to update existing filesets to the 
-next recommended marntenance leVel 

c. When the Change Disk(s) screen displays, you can change the destination disk for the installation. 
lf you selected the preservation installation, the screen lists only disks containing a rootvg . 

The disk name, the location, the size of the disk, and the root volume group status is displayed for 
each available disk. The Bootable column indicates whether the disk is bootable. Trype n torselect~ 

Display More Disk lnformation to view additional disk attributes such as physical v.ofLJfne" v... J ~ - C • · 
identifier, device adapte r connection location, o r World Wide Port Name//Lun ID. C .. I • C , ..... O .. 
lf the default shown is correct, type 0 in the Choice field and press Enter. To ch~n~e the 
destination disk, use the fo/lowing procedure: _ ~ls . NfJ 6 6 3 
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1) Type the number for each disk you choose in the Choice field and press Enter. Do not press C'~p-L..u.-~ 
Enter a final time until you have finished selecting ali disks. lf you need to deselect a disk, type 
its number a second time and press Enter. 

• Vou can specify a supplemental disk by typing 66 and pressing the Enter key for the Disks 
not known to Base Operating System lnstallation option. This option opens a new menu 
that prompts for a device support media for the supplemental disk. The device-support media 
is only needed when the device cannot configure with the generic SCSI or bus-attached 
device drivers. BOS installation configures the system for the disk and then returns to the 
Change Disk screen. 

2) When you have finished selecting the disks, type 0 in the Choice field and press Enter. The 
lnstallation and Settings screen displays with the selected disks listed under System Sett i ngs . 

2. Change the primary language environment, if needed. Use the following steps to change the primary 
language used by this installation. 

Note: Changes to the primary language environment do not take effect until after BOS is installed and 
your system is rebooted. 

a. Type 2 in the Choice field on the lnstallation and Settings screen to select the Primary Language 
Environment Settings option. 

b. Select the appropriate set of cultural convention, language, and keyboard options. Most of the 
options are a predefined combination, however, you can define your own combination of options. 

• To select a predefined Primary Language Environment, type that number in the Choice field and 
press Enter. 

To configure your own primary language environment: 

1) Select MORE CHOICES. 

2) Page through the choices and select the Create Your Own Combination option. 

3) When the Set Primary Cultural Convention screen displays, type the number in the Choice 
field that corresponds to the cultural convention of your choice and press Enter . 

4) When the Set Primary Language screen displays, type the number in the Choice field that 
corresponds to your choice for the primary language and press Enter . 

5) When the Set Keyboard screen displays, type the number in the Choice field that 
corresponds to the keyboard attached to the system and press Enter. 

3. Change the installation options by typing 3 to select More Options and press Enter. For more 
information on the installation options, see Chapter 4, "lnstallation Options", on page 37. 

4. Verify your selections in the installation summary screen and press Enter to begin the 80S installation 
process . 

Your system automatically reboots after installation is complete. Go to "Step 6. Finish the BOS 
lnstallation" . 

Step 6. Finish the BOS lnstallation 
1. Th-e lnstatling-Base-eperating-System-screen- ·displays tMe status of-your installation. 

After the base run-time environment is installed, status information displays about other software that is 
being installed . 

2. The system automatically reboots. 

3. After the system has restarted, you are prompted to configure your installation. For information on 
configuring your system after a BOS installation process, reter to Chapter 7, "Configuring the Oger_ating 
System", on page 53. RS:S n ( >J .. -

Pktl • c~ ....... \ 
Note: lf the system being installed has 4 GB or more of memory and you have performed ar :q erwritecJ 6 6 4 

installation, then a ded1cated dump dev1ce 1s created for you. lf so, the dev1ce name 1s 

44 
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4>= RAM < 12 
12>= RAM < 24 
24>= RAM < 48 

RAM >= 48 

size of dump device= 1 GB 
size of dump device= 2 GB 
size of dump device= 3 GB 
size of dump device= 4 GB 

Related lnformation 
• For additional release information, see the A/X 5.2 Release Notes . 

• For late-breaking information, which might include information on the configuration process and installed 
software, reter to readme files. For information on how to view readme files, see "Viewing Readme 
Files" on page ix. 

• For information about installing optional software, reter to "lnstalling Optional Software Products and 
Service Updates" on page 71 . 
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Chapter 6. Migration lnstallation 

Migration is the default installation method to move from AIX 4.2 and !ater to AIX 5.2 . 

Note: lf you only want to instai! the next recommended maintenance levei of the operating system, 
use the SMIT update_all fast path or the install_all_updates command to update the filesets 
currently installed. For more information about updating to the next recommended maintenance levei 
of AI X, see Chapter 1 O, "Optional Software Products and Service Updates", on page 69 . 

During a migration, the installation process determines which optional software products are installed on 
the existing version of the operating system. Components from previous releases that have been replaced 
by new software in AIX 5.2 are installed at the AIX 5.2 levei. 

Migration attempts to preserve ali user configuration, while moving the operating system to a new levei of 
software. The following steps are taken to achieve this objective: 

• Save configuration files 

• Prepare and remove old files 

• Restare new files 

• Remove unsupported or unnecessary filesets 

• Migrate configuration data wherever possible 

• Prepare VPD for instai! 

• Update additional filesets 

When performing a migration, the following occurs: 

• Ali files in the /usr/lib/drivers, /usr/lib/microcode, /usr/lib/methods and /dev directories are removed 
from the system, so software support for device drivers must be reinstalled. Non-device software 
products and applications remain on the system, and work correctly if they are among those files 
described in "Binary Compatibility Between Earlier Versions and AIX 5.2" . 

• The following software products are removed from the system: 

- AIXwindows Interface Composer 

- Remate Customer Services 

- AIXwindows Development Environment 

- Display PostScript functionality from AIXwindows Run-Time Environment Extensions 

- Performance Tools functionality from Extended Commands 

- OpenGL and graPHIGS 

- Xstation Manager 

In most cases, user-configuration files from the previous version of a product are saved when the new 
version is installed during a migration installation. 

Binary Compatibility Between Earlier Versions and AIX 5.2 

After a migration installation, you might notice filesets on the system in the OBSOLETE state . Obsolete 
filesets were installed by earlier versions of the operating system, but they remain on the current system 
because the migration only replaced some, but not ali, of the files they contain. These filesets remain 
necessary fo r systems running mixed leveis of the operating system. 

During a migration installation , the following filesets are automatically included: 

• Base operating system commands 

© Copyright IBM Corp. 2002, 2003 
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• Base operating system libraries 

• Base operating system curses/termcap 

• Base operating system networking 

• Base operating system directories/files (symlinks) 

• Messages 

• X11 R3 

• X11R4 

• X11 fonts 

Ali operating system applications based on AIX 4.2 and those intended for use with POWER family, 
POWER2, and POWER-based models run compatibly on AIX 5.2 without recompilation for those same 
models. The only exceptions to this statement are applications using the following: 

• Unsupported self-loadable kernel extensions 

• Certain High-Function Terminal (HFT) contrai interfaces 

• X11 R3 input device interfaces 

• CIO LAN device driver interface 

• SCSI device configuration methods (IHVs) 

• nlist subroutine interface 

• DCE threads 

• Applications compiled using POWER2 or POWER-based compiler options, but executed on models 
other than POWER2 or POWER-based models . 

Note: Any program that must run in ali environments (POWER family, POWER2, and 
POWER-based models 601 and higher) must be compiled using the common mode of the 
compiler. Programs compiled to exploit POWER2 technology must be run on POWER2 
processors. Existing code need not be recompiled to run . 

A system using AIX 4.2 can operate as a server system for client machines using AIX 5.2 with the 
following exceptions: 

• Network installation of AIX 5.2 clients 

• Service SNA or X.25 to AIX 5.2 clients 

• Service HCON to AIX 5.2 clients 

• Service CGE extensions of PEX and PEX-PHIGS 

• Use of AIX 5.2 client installation formats 

Font servers might be required on the AIX 5.2 clients to reliably handle AIXwindows between server and 
client. 

A system using AIX 5.2 might operate as a server system for client machines using AIX 4.2 or later 
versions as long as the necessary compatibility options are installed . Ali statements about binary 
compatibility apply in this case. AIX 5.2 applications might not execute reliably on AIX 4.2 systems using 
remate network mounts from an AIX 5.2 file system. 

Pre-Migration and Post-Migration Checking 
The pre_migration and post_migration commands perform various system checks to ensure a 
successful migration installation. 8oth commands are shipped in the bos.rte fileset. r-- , --­

r' ' .) n \.;, 
In case the pre_migration command does not exist on a levei of AI X that you want to cfnec. befoÇéJ . · ... . ~ .. 
performing a migration installation , the pre_migration command is also located in the /usr/lpp/bos 0 6 6 
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directory of the CO file system. Copy the pre_migration command from the /usr/lpp/bos directory o 
new AIX CO version you are about to perform the migration . 

The output from the pre_migration command is saved to the system in the /home/pre_migrationdate 
directory . 

The pre_migration command performs the following actions: 

• List the device filesets being removed . 

• List ali other filesets being removed. 

• List the saved base configuration files that will not be merged . 

• List configuration files that will be merged . 

• Verify fileset version consistency . 

• Create a list of ali filesets installed, to be used by the post_migration command. 

• Check the size and location of the boot logical volume. 

• Check the major number for rootvg is 1 O. 

• Check for the missing DB directory for the bos.net.ipsec.keymgt fileset. 

• Determine if Kerberos is being used. 

• Check disk and memory sizes. 

• lf migrating from AIX 4.2, verify that the correct updates are applied. 

• Verify system platform . 

• Print a recommendation that a system backup be made before the migration. 

The output from the post_migration command is saved in the /home/post_migrationdate directory . 

The post_migration command performs the following actions: 

• Verify fileset version consistency . 

• Check the installation list from before the migration, and inform the user of any filesets that might still 
need migrating. 

• Compare saved and merged configuration scripts and save the differences . 

Migrating to AIX 5.2 

Notes: 
1. The boot logical volume requires 12 MB of contiguous disk space. During migrations, the 

inuextendblv command runs to ensure there are contiguous partitions for hd5. lf contiguous partitions 
are not present, the inuextendblv command attempts to create them. lf the partitions are not present 
and the inuextendblv command fails to create them, the migration is stopped . 

2. The settings in your bootlist are not migrated. After a migration , the bootlist is set to the primary boot 
device . 

Use the following steps to migrate your current version of the operating system to the AIX 5.2 BOS: 

• "Step 1. Complete the Prerequisites" on page 50 

• "Step 2. Prepare Your System for lnstallation" on page 50 

"Step 3. Boot from Your lnstallation Media" on page 51 

• "Step 4. Finish the BOS Migration" on page 52 ,CP. :1 · C . _ 
' I , I o 669 
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Attention: This procedure requires shutting down and reinstalling the base operating system. Whe ~v 
you reinstall any operating system, schedule your downtime when it least impacts your workload to prot P L -

yourself from a possible loss of data or functionality. Before you perform a migration installation, ensure 
that you have reliable backups of your data and any customized applications or volume groups. For 
instructions on how to create a system backup, refer to "Creating System Backups" on page 113. 

Step 1. Complete the Prerequisites 

Before starting the migration, complete the following prerequisites: 

• Ali requisite hardware, including any externai devices (such as tape, CD, or DVD-ROM drives), must be 
physically connected. lf you need further information, refer to the hardware documentation that 
accompanied your system . 

• Before migrating your 80S to AIX 5.2, ensure that the root user has a primary authentication method of 
SYSTEM. Vou can check this condition by typing the following command: 

# lsuser -a authl root 

Change the value, if needed, by typing the following command: 

# chuser authl=SYSTEM root 

• Before you begin the installation, other users who have access to your system must be logged off. 

• Verify that your applications runs on AIX 5.2. Also, verity that your applications are binary-cOmpatible 
with AIX 5.2. lf your system is an application server, verity that there are no licensing issues. Reter to 
your application documentation or provider to verify on which leveis of AIX your applications are 
supported and licensed. Vou can also check the A/X application avai/ability guide at the following Web 
address: http://www-1 .ibm.com/servers/aix/products/ibmsw/list/ 

• Verity that ali currently installed software is correctly entered in the Software Vital Product Database 
(SWVPD), by using the lppchk command. To verify that ali filesets have ali required requisites andare 
completely installed, type the following: 

# lppchk -v 

• Verity that your hardware microcode is up-to-date . 

• Ali requisite hardware, including any externai devices (such as tape, CD, or DVD-ROM drives), must be 
physically connected and powered on. lf you need further information, refer to the hardware 
documentation that accompanied your system . 

• Use the errpt command to generate an errar report from entries in the system errar log. To display a 
complete detailed report, type the following: 

# errpt -a 

• There must be adequate disk space and memory available. AIX 5.2 requires 128 MB of memory and 
2.2 GB of physical disk space. For additional release information, see the A/X 5.2 Release Notes . 

• Make a backup copy of your system software and data. For instructions on how to create a system 
backup, reter to "Creating System Backups" on page 113 . 

Step 2. Prepare Your System for lnstallation 

Prepare for migrating to the AIX 5.2 BOS by doing the following: 

1. lnsert the A/X Volume 1 CD into the CD-ROM device. 

2. Shut down your system. lf your machine is currently running, power it off now by following these steps: 

a. Log in as the root user. 

b. Type the following command: r 
# shu tdown -F 1 I, '- \.• -

c. lf your system does not automatically power off, place the power switch in the O . ~D,),. pos itig r;J . ........ 
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Attention: Vou must not turn on the system unit until instructed to do so in "Step 3. Boot fro 
lnstallation Media" . 

3. Turn on ali attached externai devices. These include the following: 

• Terminais 

• CD or DVD-ROM drives 

• Tape drives 

• Monitors 

• Externai disk drives 

Turning on the externai devices first is necessary so the system unit can identify each peripheral 
device during the startup (boot) process. 

Step 3. Boot from Your lnstallation Media 
lf you are using an ASCII console that was not defined in your previous system, complete "Step 3. Set Up 
an ASCII Terminal" on page 42 before proceeding. 

The following steps migrate your current .version of the operating system to AIX 5.2: 

1. Turn the system unit power switch from Off (0) to On (I) . 

2. When the system beeps twice, press F5 on the keyboard (or 5 on an ASCII terminal). lf you have a 
graphics display, you see the keyboard icon on the screen when the beeps occur. lf you have an ASCII 
terminal (also called a tty terminal), you see the word keyboard when the beeps occur. 

Note: lf your system does not boot using the F5 key (or the 5 key on an ASCII terminal), reter to your 
hardware documentation for information about how to boot your system from an AIX product 
CD. 

The system begins booting from the installation media . 

3. lf your system has an LED display, the three-digit LED should display c31. 

lf you have more than one console, each might display a screen that directs you to press a key to 
identify your system console. A different key is specified for each console displaying this screen. lf this 
screen displays, press the specified key only on the device to be used as the system console. (The 
system console is the keyboard and display device used for installation and system administration.) 
Press a key on one console only. 

A screen displays, asking you to select a language to be used for installation instructions. 

4. Select the language you prefer to use for installation instructions . 

5. When the Welcome to Base Operating System lnstallation and Maintenance screen displays, either 
begin the migration immediately by typing 1 to select Start lnstall Now with Default Settings, or 
verify the installation and system settings by typing 2 to select Change/Show lnstallation Settings 
and lnstall. lf you want to change any settings, follow the procedure in "Step 5. Verify or Change the 
lnstallation Settings" on page 43 . 

Notes: 

• You should not have to change settings simply to select the migration installation method. lf a 
previous version of the operating system exists, the installation method defaults to migration. 

• The available installation methods vary, depending on the version of the operating system that 
is currently installed (before migration). For information about the 80S installation methods, 
reter to Chapter 3, "lntroduction to Base Operating System lnstallation", on p9-ge 33. For 
information about the installation options available for a migration installati<Dn;~ c-retw tÇ> . 
Chapter 4, "lnstallation Options", on page 37. ' Gt--!.,1 • Cd 

6. Verify the selections in the Migration lnstallation Summary screen and press Enter. . . , 
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7. Confirm the migration installation process in the Migration Confirmation screen, and press Enter to 
begin the migration installation . 

Step 4. Finish the BOS Migration 
After prompting for confirmation, the installation process begins. The lnstalling Base Operating System 
screen displays. 

As the installation progresses, the numbers increment in the fields that show percentage complete and 
elapsed time to indicate the installation status. After the base run-time environment is installed, status 
information displays about other software that is being installed. After the BOS installation is complete, the 
system automatically reboots . 

After the system has restarted, you are prompted to configure your installation of the BOS. Go to 
Chapter 7, "Configuring the Operating System", on page 53 for information on the configuration process . 

Note: lf there is not enough space to migrate ali of the usually migrated software, a collection of 
software called a Migration Bundle is available when you install additional software later. You must 
create additional disk space on the machine on which you want to install, and then you can run smit 
update_all to complete the installation, during which the Migration Bundle is installed. 

lf you are not doing the installation from a graphics console, a Graphics_Startup bundle is created. 
Reter to "lnstalling Optional Software Products and Service Updates" on page 71 for more 
information about installing software bundles and for information on migrating or installing optional 
software products. "Maintaining Optional Software Products and Service Updates" on page 75 
describes how to remove software from the system to release disk space. 

Related lnformation 
• For additional release information, see the A/X 5.2 Release Notes. 

• For late-breaking information, which might include information on the configuration process and installed 
software, reter to readme files. For information on how to view readme files , see "Viewing Readme 
Files" on page ix. 

• For information about installing optional software, reter to "lnstalling Optional Software Products and 
Service Updates" on page 71 . 

CP .~I • f.· · · · 
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Chapter 7. Configuring the Operating System 

This chapter provides information concerning the tasks you might need to perform after installing the base 
operating system (BOS). Complete ali configuration tasks that apply to your newly installed system. Two 
configuration tools are available to assist you. Depending on which type of console you are using, one of 
the following usually begins automatically after installation: 

• "Configuration Assistant'' for graphics consoles 

• "lnstallation Assistant'' on page 54 for ASCII consoles 

Notes: 

• lf your system was installed by a network installation server, the Configuration Assistant or 
lnstallation Assistant does not display when the BOS installation program completes . 

lf your system was installed using a system backup image, or if your BOS installation was 
customized, or if you selected migration installation from AIX 4.2 or later, the Configuration 
Assistant or lnstallation Assistant might not display when the BOS installation program completes . 

• The Configuration Assistant and the lnstallation Assistant do not contain the tasks needed to 
configure your machine as a server. lf you need to configure your system for a specific resource, 
reter to the documentation pertaining to that resource. 

• lf your terminal type is not set, the first menu displayed by the ASCII lnstallation Assistant requires 
you to enter your terminal type (tty). lf you enter a terminal type that is not valid, this menu 
redisplays until a valid type is entered. 

lf you enter a valid terminal type that does not match your terminal, the next screen displayed 
might be unreadable. In this case, press the break key sequence to return to the Set Terminal 
Type screen. For most terminal types, the break key sequence is Ctrl-C. 

Configuration Assistant 

On a system with a graphical interface, the newly installed BOS reboots and the Configuration Assistant 
starts to guide you through the configuration tasks. For example, much of the processing on a system 
uses the date and time-of-day information, requiring the system have the date and time set correctly. 

lf there are outstanding software license agreements that must be accepted before you can continue to 
use the machine, the Configuration Assistant prompts you to view and accept these agreements. 

The Configuration Assistant guides you through the following configuration tasks: 

• Set the system date and time for your time zone. 

• Set a root user account password to restrict access to system resources. 

• Configure network communications. 

Note: To configure your machine as an NFS server, reter to NFS lnstallation and Configuration in 
l he AIK 5L Version 5.2 System Management Guide: Communications and Networks. 

• Configure Web-based System Manager to run in a Web browser (applet mode). 

• Configure Online Documentation Library Service, which lets users conduct searches of online 
documentation. (lt is highly recommended that you complete this configuration task, because some 
appl ications depend on the Online Documentation Library Service to conduct searches of their online 
manuais and helps.) Also, this configuration task optionally helps install a Web browser, Web server, 
and the associated documentation. 

• Manage Software. 

• Exit the Configuration Assistant. 

Fls. N° ___ _ 
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• Instai! additional software 

• List software licenses with license text 

lf you select List installed software, the following options are available: 

• List automatically installed Software - Displays a list of ali installed packages 

• List optionally installed software - Displays a list of ali optional software that was selected to be 
installed during BOS installation 

lf you select lnstall additional software, the following options are available: 

• Instai! by bundles- Allows you to select from a list of software bundles to install additional software, 
such as the Netscape Communicator Software Bundle or a User-Defined Software Bundle 

• Selective install- Allows you to select a specific package or set of packages to install 

The graphical interface for the Configuration Assistant provides step-by-step instructions for completing 
each configuration task. The tasks are presented to you in a logical sequence. Complete ali configuration 
tasks before you use your system. 

When you exit the Configuration Assistant, the guide asks you whether you want to start Configuration 
Assistant again the next time you restart the operating system. After exiting the Configuration Assistant, 
users can begin logging in to and using AIX . 

To access the Configuration Assistant later, type confi gass i st on the command line. 

lnstallation Assistant 
On a system with an ASCII interface, the newly installed BOS reboots and starts the lnstallation Assistant 
to guide you through completing configuration tasks. You must have root user authority to use the 
lnstallation Assistant. To access the lnstallation Assistant later, type install_assist on the command line. 
You can also access it from a graphics system through the SMIT smit assist fast path. 

lf there are outstanding software license agreements that must be accepted before you can continue to 
use the machine, the lnstallation Assistant prompts you to view and accept these agreements. 

The lnstallation Assistant guides you through the following configuration tasks: 

• Set the system date and time for your time zone. 

Set a root user account password to restrict access to system resources. 

• Configure network communications . 

• lnstall software applications. 

• Using SMIT (information only) . 

• Tasks Completed - Exit to Login. 

The lnstall software applications option allows you to perform software management tasks immediately 
after a BOS installation. The following options are available: 

• Add License Passwords for Applications 

• lnstall and Update Software 

11 you select lnstall and Update Software, the following menu displays: 
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Install and Update Software 

Move cursor to desired item and press Enter . 

lnstall Software 
Update Installed Software to Latest Level {Update All} 
Install Software Bundle 
Update Software by Fi x (APAR) 
Install and Update from ALL Available Software 

Vou can also access this SMIT menu by using the install_update fast path . 

Related lnformation 
For late-breaking information, which might include information about the configuration process and 
installed software, reter to readme files. For information about viewing how to view readme files, see 
"Viewing Readme Files" on page ix. 

lf you are installing from CD/DVD-ROM, or would like more information about installing optional software, 
reter to "lnstalling Optional Software Products and Service Updates" on page 71 . 
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Chapter 8. Customized BOS lnstallations 

This chapter describes how to customize subsequent installations of the BOS after the operating system 
has been installed. Customizing an installation requires you to edit the bosinst.data file and use it with 
your installation media. 

lntroduction to Customized BOS lnstallations 

The first time you install, the Base Operating System (BOS) installation program presents menus from 
which you must choose setup options. This initial installation also automatically starts a post-installation 
configuration program, either the graphical Configuration Assistant or the ASCII lnstallation Assistant. For 
more information about Configuration Assistant and lnstallation Assistant, refer to Chapter 7, "Configuring 
the Operating System", on page 53. 

For subsequent installations, you can change many aspects of the default BOS instai! program by editing 
the bosinst.data file. For example, to instai! the BOS without menus, you can specify that no prompts be 
provided. You can also customize a BOS installation to bypass Configuration Assistant or lnstallation 
Assistant and start your own configuration script. Also, the bosinst.data file can be used to replicate one 
set of installation settings on other machines. For example, system administrators can create a 
bosinst.data file with settings that can be used to instai! ali the machines they support that have the same 
configuration. For AIX 4.3.3 and !ater versions of the operating system, you can use the Web-based 
System Manager Reinstall Base Operating System wizard to instai! systems from product or backup 
media. This application lets you customize your installation by answering prompts before installation and 
creates a bosinst.data file appropriate for the type of installation wanted. For more information on the 
bos inst.data file, reter to Chapter 9, "The bosinst.data File", on page 61 . 

lf you run your own configuration script from a bosinst.data file or from the Network lnstallation 
Management (NIM) interface, the environment that is in place at the time the script is run is a single-user 
environment. This environment is not available as a multiuser environment, and thus, there are limits to 
what can be run from a configuration script. The /etc/init file is not running, so no process management 
can take place. Ali available memory cannot be made available because the RAM file system still exists, 
so devices that require large amounts of memory to run might fail to configure. In addition , signal handling 
is not available . 

Because of the single-user environment, use the following guidelines for configuration scripts: 

• Base devices can be configured, but devices that require daemons or more complex configuration 
should be started at reboot time by adding the necessary code to the end of the /etc/firstboot script. 

• Daemons should not be started. 

• ltems such as NIS configuration , which uses system resource controller (SRC) commands , should be 
dane by creating a separate entry in the /etc/inittab file and running a configuration script at reboot 
time . 

• Beginning in AIX 5.2, the BOS installation process automatically creates and extends paging space 
b ased on available memory. 

The bosinst.data file directs the actions of the BOS installation program. The file resides in the 
/var/adm/ras directory on the installed machine only, and it is not accessible on the commercial tape or 
the CO on which you received AIX 5.2. 

The bosinst.data file contains stanzas with variables set to default values. Each variable is on a new line, 
in the Variable= V a lue form. A blank line separates each stanza. These stanzas provi de the installation 
program with information such as the method and type of installation, the disks in the machine, and the 
language used. By editing the file with an ASCII text editor, you can substitute new valu 1~,_f~r . th ~ ~defa4 11 

variables. . ,. 11 • li:ll 
, \k I• U 
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Another installation file, image.data, can also be modified and used during BOS installation. The \ ~ \ 
image.data file contains information describing the root volume group image created during the BOS ~cj 
installation process. This information includes the sizes, names, maps, and mount points of logical c P L • ~'-
volumes and file systems in the root volume group. The installation program also takes input from the 
image.data file regarding defaults for the machine being installed. For a description of the image.data file, 
see A/X 5L Version 5.2 Files Reference. The procedure for using the bosinst.data file to customize BOS 
installation can also be used for the image.data file. The modified files can be used together to override 
BOS installation defaults. 

Vou can also use the instructions in this chapter to create a supplemental diskette, a CO-R, or a 
DVD-RAM containing a modified preserve.list file, which is used during a preservation lnstallation. For 
more information about a preservation installation, see Chapter 3, "lntroduction to Base Operating System 
lnstallation", on page 33. 

Customizing and Using a bosinst.data File 

Vou must install the BOS before you can access and modify the default bosinst.data file. The Web-based 
System Manager Reinstall Base Operating System wizard can be used to prepare your next installation 
and in customizing the bosinst.data file. This file may also be retrieved and edited like any other ASCII 
file. lf you are editing the bosinst.data file, use one of the following procedures: 

• "Create and Use a Client File" 

• "Create and Use a Supplementary Diskette" 

For information about the contents of the file and examples of edited files, reter to "bosinst.data File 
Stanza Descriptions" on page 61 and "bosinst.data File Example" on page 68. To verify the contents of 
your modified bosinst.data file, use the bicheck command. 

Note: lf you are customizing the /bosinst .data file so that it becomes part of a system backup (mksysb), 
beginning with AIX 4.3.3, the mksysb command always updates the target_disk_data stanzas to 
reflect the current disks in the rootvg. lf you do not want this update to occur, you must create the 
file /save_bosinst.data_file. The existence of this file is checked by the mksysb command, before 
the target_disk_data stanzas are updated. 

Create and Use a Client File 
Create one customized bosinst.data file for each client, and using Network lnstallation Management 
(NIM), define the files as NIM resources. For more information about how to use the bosinst.data file as a 
resource in network installations, rete r to Chapter 9, "The bosinst.data File", on page 61 . 

Create and Use a Supplementary Diskette 
Use this procedure to create the supplementary diskette and use it in future installations: 

1. Customize the bosinst .data file : 

a. Use the cd command to change your directory to the /var/adm/ras directory. 

b. Copy the /var/adm/ras/bosinst.data file to a new name, such as bosinst.data.orig. This step 
preserves the original bosinst.data file. 

c. Edit the bosinst.data file with an ASCII editor. 

d. Create an ASCII file consisting of one word: 

data 

e. Save the new ASCII file , naming it signature. 
1
,... __ 

~· \.J 2. C reate the diskette and us~ it for inst~llation : . . . . I I_ O'; i. ~v " 

a. Back up the edited bosrnst.data file and the new s1gnature frle to drskette wrth the tG.IIoJvrng C , , ... .... 
command: . i . I 

Fls.:. N° ___ _ 
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ls ./bosinst .data . /signature I backup -iqv 

OR 

lf you create a bundle file named mybundl e, back up the edited bosinst.data file, the new 
signature file, and the bundle file to diskette with the following command: 

ls ./bosinst .data ./signature ./mybundle I backup -iqv 

b. lnsert the diskette in the diskette drive of the target machine you are installing . 

c. Boot the target machine from the installation media (tape, CD/DVD-ROM, or network) and install 
the operating system . 

The BOS installation program uses the diskette file, rather than the default bosinst.data file 
shipped with the installation media. For more information on the bosinst.data file, reter to 
Chapter 9, ''The bosinst.data File", on page 61 . 

Related lnformation 
For more information about the bosinst.data file, reter to Chapter 9, "The bosinst.data File", on 
page 61 . 

For a description of the image.data file, see A/X 5L Version 5.2 Files Reference. 

'"' 
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Chapter 9. The bosinst.data File 

This chapter provides information on the bosinst.data file . The chapter includes the following sections: 

• "bosinst.data File Stanza Descriptions" 

• "bosinst.data File Example" on page 68 

bosinst.data File Stanza Descriptions 
This section describes the contents of the bosinst.data file . Example files follow the stanza descriptions . 
(See "bosinst.data File Example" on page 68.) 

control_flow Stanza 
The control_flow stanza contains variables that contrai the way the installation program works: 

Variable 
CONSOLE 

INSTALL_METHOD 

PROMPT 

© Copyright IBM Corp. 2002, 2003 

Description 
Specifies the full path name of the device you want to use as the 
console. lf this value is Default, and you are performing a 
nonprompted installation, then the console is set to /devllftO, if this 
device exists. lf /devllftO does not exist, the console is set to 
/dev/ttyO. (lnstructions for which key to press are displayed on the 
screen.) lf you change the PROMPT variable to no, you must 
specify a console here. 
Specifies a method of installation: migrate, preserve, or new and 
complete overwrite. The default value is initially blank. The 
installation program assigns a value, depending on which version of 
AIX was previously installed. See Chapter 3, "lntroduction to Base 
Operating System lnstallation", on page 33 for more information . 

The default method of installation is migrate if a previous version of 
the operating system is on the machine. lf no previous version 
exists, the default method is new and complete overwrite . 
Specifies whether the installation program uses menus from which 
you make choices. The possible values are yes (default) and no . 

Note: You must fill in values for ali variables in the locale 
stanza to uniquely identify the disk, if you set the PROMPT 
variable to no. Similarly, if PROMPT equals no, you must 
supply values for variables in the control_flow stanza, with two 
exceptions: the ERROR_EXIT and CUSTOMIZATION_FILE 
variables, which are optional. 

Attention: Fill in values for enough variables in lhe 
target_disk_data stanza if you set the PROMPT variable to 
no. The BOS installation program assigns target disks for 
blank variables. You can Jose data if the installation program 
assigns a disk where you store data. For more information on 
disk selection during nonprompted installations, see 62 . 

61 
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EXISTING_SYSTEM_OVERWRITE 

RUN_STARTUP 

RM_INST _ROOTS 

c ERROR_EXIT ,. 
CUSTOMIZATION_FILE 

TCB 

~c r 
. \2.-C? 

1-\D\ i 
\ '\ '( 

Confirms that lhe installation program can overwrite existing v u · 
groups. This variable is applicable only for a nonprompted ove 
installation. The possible values are no (default), yes, and any . 

no (Default) Only disks that are not part of a volume group 
can be used for the installation . 

yes Disks that contain the root volume group is used first, and 
if additional disks are needed for the installation, then disks 
that contain no volume groups are used. 

any Any disks can be used for the installation. 

When the installation is nonprompted and the target_disk_data 
stanza is empty, the installation process uses the value oi the 
EXISTING_SYSTEM_OVERWRITE field to determine lhe disks to 
install on . 

When you do a prompted installation, this value is changed to yes, 
and is saved with other changes in the /var/adm/ras/bosinst.data 
file. Network lnstall Manager (NIM) creates a default bosinst.data 
file (NIM bosinst_data resource) with this value set to yes, and 
system backups use the bosinst.data file that is copied from the 
/var/adrn/ras directory, so in mos! cases this value is already be set 
to yes . lf this field is set to no, as seen in the 
/usr/lpp/bosinstlbosinst.template file, an errar message informs 
you that there are not enough disks matching the criteria needed to 
complete the installation during a nonprompted install. The BOS 
installation is then changed to a prompted BOS installation, and the 
value of the EXISTING_SYSTEM_OVERWRITE field is set to yes . 
Starts the Configuration Assistant on first boot after lhe BOS 
installation completes, if the system has a graphical interface. Starts 
lnstallation Assistant if the machine has an ASCII interface. The 
possible values are yes (default) and no. The no value is valid only 
when the ACCEPT_LICENSES field is set to yes. 
Removes ali files and directories in the /usr/lpp/*/inst_roots 
directories. The possible values are no (default) and yes. 

The /usr/lpp/bos/inst_roots directories must remain if the machine 
is used as a netwark server. To save disk space, set this value to 
yes if the machine is not a network server. 
Starts an executable program if an error accurs in the installation 
program. The default value is blank, which signals BOS installation 
to use a command that is shipped on lhe installation media. The 
command starts an errar message routine when the installatian 
program halts because of an errar. As an alternative to lhe default, 
you can enter the path name of your own script or command for a 
customized errar rautine. 
Specifies the path name of a customization file you create. The 
default value is blank. The customization file is a script that starts 
imm·e-diately atte·r the installation program concludes. 
Specifies whether you want to install the Trusted Computing Base 
(TCB). When you instai! the TCB, lhe trusted path, the trusted shell , 
and system integrity checking are installed. The TCB must be 
installed and initialized when the operating system is installed. The 
TCB cannot be installed later. By not installing lhe TCB, installation 
time is reduced. The passible values are no (default) and yes. 

R8'::' 
c ·1.1 . 

068 2 
Fls. N° 
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BUNDLES 

RECOVER_DEVICES 

BOSINST _DEBUG 

Specifies what software bundles to instai! . Type the full path 
of each bundle file. Be sure there is sufficient disk space and 
paging space on lhe target machine for the software you specify in 
the BUNDLES variable. 

This list of bundle file names is limited to 139 bytes. lf your list of 
bundle file names is longer than 139 bytes, use the cat command 
to combine the bundle files into a single custom bundle file and 
enter the name of your custem bundle file in this field. 

lf you are installing from tape, to specify system-defined bundles on 
the product media, use the full path name of each bundle file as 
follows: 

lusrlsyslinst.datalsys_bundlesiBundleFileName 

lf you are using a bosinst.data diskette to define your own bundle 
files, specify the full path name of each bundle file as follows: 
I . . I DirectoryNamel BundleFileName. For example, if you put a 
bundle file named mybundl e in the root directory, the full path name 
would be I .. lmybundl e. 

lf you are using preservation installation, create bundle files before 
you start the installation. Create the files in /home and specify the 
full path name of each bundle file as follows: 

lhomeiBundleFileName 

Specifies whether to reconfigure the devices. The default value is 
Default. For mksysb installations, the ODM configuration database 
is saved in the image. The device names and attributes are 
automatically extracted from the database, and the BOS installation 
program attempts to recreate the devices the same way they were 
on the machine the mksysb was created on. This is normal 
procedure for regular mksysb restores on the same system . 
However, for cloning (installing the mksysb image on another 
system) , you may not want these devices configured this way, 
especially for network configuration . 

When the mksysb image is created, the CPU 10 is saved. lf you 
are reinstalling the same system, then the device information is 
recovered. lf the mksysb image is used to instai! another system, 
device information is not recovered from the mksysb image. 

The Default value can be overwritten . For example, if your system 
had the planar replaced, or you upgraded to another system, you 
might want to recover devices. In these cases, you can select yes 
in the Backup Restore menu to recover devices. 
Specifies whether to show debug output during BOS installation . 
The value yes sends set -x debug output to the screen during BOS 
installation. The possible values are no (default) and yes. 

' ) 
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ACCEPT _LICENSES 

DESKTOP 

INSTALL_DEVICES_AND_UPDATES 

IMPORT _USER_ VGS 

ENABLE_64BIT _KERNEL 

CREATE_JFS2_FS 

ALL_DEVICES_KERNELS 

GRAPHICS_BUNDLE 

DOC_SERVICES_BUNDLE 

NETSCAPE_BUNDLE 

HTTP_SERVER_BUNDLE 

KERBEROS 5 BUNDLE 

SERVER BUNDLE 

~c r 

\ 
Specifies whether to accept software license agreements during th r:\ "\ 
BOS installation. The default is no. To automatically accept them, C p L.}:;. 
set this value to yes. When the software licenses agreements are 
not accepted during BOS installation, Configuration Assistant or 
lnstallation Assistant prompts you to view and accept them. During 
a BOS installation, if this value is blank, the default of no is 
assumed. 

For mksysb installations, when the ACCEPT _LICENSES field is 
no, the user is forced to accept the licenses again before continuing 
to use the system. When the ACCEPT_LICENSES field is set to 
yes, the licenses are automatically accepted for the user. lf blank, 
the state of the licenses is the same as when the mksysb was 
created. 
Specifies the desktop to be installed. The choice of available 
desktops are COE (the default), NONE, GNOME, and KDE. lf you 
choose GNOME or KDE, you will be prompted for the A/X Toolbox 
for Linux Applications CD. 
When installing a mksysb image to a system with a different 
hardware configuration, boot from product media to get any missing 
device drivers installed. In addition, if the product media is a later 
levei of AIX than the mksysb, software in the mksysb image will be 
updated. To preveni either of these additional installations from 
occuring, set this field to no. The default is yes. 
Specifies whether you want any user volume groups to be 
automatically imported after the system has been installed. The 
choices are yes and no. 
Specifies whether you want to enable the 64-bit kernel. The choices 
are yes and no. 
Specifies whether you want to create enhanced journaled file 
systems. The choices are yes and no. 
Specifies whether to install ali device and kernel filesets. The 
choices are yes and no. lf you select no, your system will be 
installed with the devices and kernel specific to your system 
configuration. lf you select yes, when you create a system backup 
of your system, you can use that system backup to install any 
system. 
Specifies whether to install the graphics software bundle during the 
BOS installation. This software bundle contains the graphics support 
for the Web-based System Manager and Linux desktops. The 
choices are yes and no . 
Specifies whether to install the documentation services software 
bundle during the BOS installation . This software bundle contains 
the Documentation Library Service software, which is used for 
viewing and searching online documentation. The choices are yes 
and no. 
Specifies whether to install the Netscape Communicator software 
bundle during the BOS installation. This software bundle contains 
lhe N e1scape Communicator software. The choices are yes and no. 
Specifies whether to install the HTTP Web server software bundle 
during the BOS installation . This software bundle installs the HTTP 
Web server software. The choices are yes and no. 
Specifies whether to install the Kerberos 5 client software bundle 
during the BOS installation. This software bundle installs the 
Kerberos 5 client software. The choices are yes and no. 
Specifies whether to insta li the AI X serve r software bundle:\ dÚring .., ~ 
the BOS installation. This software bundle installs add it i0~l ',,I • (;}.6 8-4 
networking software, performance too/s, and accounting ~e rvices 

software. The choices are yes and no. ..-
Fls. N° ___ _ 
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ALT _DISK_INSTALL_BUNDLE 

REMOVE_JAVA_118 

target_disk_data Stanza 

Specifies whether to install the alternate disk installation software 
during the 80S installation. The choices are yes and no . 
Specifies whether to remove the Java 1.1 .8 software from the 
current system when performing a migration installation. The 
choices are yes and no . 

The target_disk_data stanza contains variables for disks in the machine where the program is to install 
80S. The default bosinst.data file has one target_disk_data stanza, but you can add new stanzas to 
install 80S on multiple disks, one stanza for each disk. 

Multiple target_disk_data stanzas can exist. They define the disks that are to contain the root volume 
group. Only one field (PVID, PHYSICAL_LOCATION, SAN_DISKID, CONNECTION, LOCATION, 
SIZE_MB, HDISKNAME) must be non-null for 80S installation to choose a disk. The order of precedence 
is PVID (Physical Volume 10), PHYSICAL_LOCATION, SAN_DISKID, then CONNECTION (parent 
attribute//connwhere attribute), then LOCATION, then SIZE_MB, and then HDISKNAME. The 80S 
installation process uses the following logic to determine how to use the target_disk_data stanza 
information: 

• lf PVID is set, 80S installation checks to see if a disk matches the value. lf so, other attributes are 
ignored . 

• lf PVID is empty and CONNECTION is set, then 80S installation checks to see if the parent and 
connwhere attributes (separated by "//") match a disk. lf they do, other attributes are ignored . 

• lf either PVID or CONNECTION is set, and neither value matches a disk on the target system, and no 
other attributes are set, an errar message is generated, and a disk must be explicitly selected. 

• lf PVID is empty and SAN_DISKID is set, then, for fibre channel-attached disks, BOS installation 
interprets the SAN_DISKID as a World Wide Port Name and a Logical Unit 10 (separated by "//"). The 
World Wide Port Name (ww_name) and Logical Unit 10 (lun_id) can be obtained on a running system 
from the lsattr command. 

The SAN_DISKID field is checked before the CONNECTION field . 

• lf the ww_name and lun_id match a disk, other attributes are ignored. 

• lf either PVID or SAN_DISKID is set, and neither value matches a disk on the target system, and no 
other attributes are set, an errar message is generated and a disk must be explicitly selected. 

• lf PVID and SAN_DISKID are empty and CONNECTION is set, 80S installation verifies if the parent 
and connwhere attributes (separated by "//") match a disk. lf this is true, other attributes are ignored. 

• lf CONNECTION is set, the value does not match a disk on the target system, and no other attributes 
are set, an error message is generated and a disk must be explicitly selected. 

• lf other attributes are specified, processing occurs as described below: 

- lf LOCATION is set, BOS installation ignores SIZE_MB and HDISKNAME. 

- lf LOCATION is not set and SIZE_MB is, BOS installation selects disks based on SIZE_MB and 
ignores HDISKNAME. 

- lf t"OCAl'ION and SIZE_MB are both empty, BOS installation chooses the disk specified in 
HDISKNAME. 

- lf ali fields are empty, BOS installation chooses a disk for you. 

For the PVID, PHYSICAL_LOCATION, SAN_DISKID, and CONNECTION fields , the BOS installation 
process uses the following logic to determine how to use the target_disk_data stanza information: 

• Does the information in one o r more of the PVID, PHYSICAL_LOCATION, SAN_DISKI ,~""'and 1 , 

CONNECTION fields match the disk information ? ; i C f.~l · 'JC 

8 
.
5 I f the disk information matches the information in one of these four fields, use that infor. ' ation . U 
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• lf the disk information does not match the information in one of these four fields, and if the LOCA TI 
SIZE_MB, and HDISKNAME fields are not set, display an error message and prompt the user for the 
correct disk information. 

The PHYSICAL_LOCATION information can be retrieved using the lsdev command. For example : 

# 1sdev -Cc disk -1 hdiskO -F "name phys1oc" 

returns the hdi skO diskname and the P2/Zl-A8 physical location . 

A ttention: lf prompt=no, do not leave the target_disk_data stanzas empty, unless it is unimportant 
which disk BOS installation overwrites. This is because the algorithm that determines the default disk 
for the installation is not always predictable . 

The SIZE_MB field can contain either a size or the word 1 argest. lf a size is listed, BOS installation does 
a "best-fit" on the disks. lf the word 1 argest is in that field, BOS installation selects the largest disk. lf 
there is more than one target_disk_data stanza, BOS installation selects the two "largest" disks, and so 
on. 

PVID 
PHYSICAL 
LOCATION 

SAN_DISKID 

CONNECTION 

SIZE_MB 

LOCATION 

HDISKNAME 

Specifies the 16-digit physical volume identifier for the disk. 
The physical location code provides a way to identify fibre channel disks during BOS Instai!. For 
fibre channel disks the PHYSICAL_LOCATION field includes the World Wide Port Name and Lun 
10 that are included in the SAN_DISKID field. The information in the PHYSICAL_LOCATION 
field supercedes the information in the SAN_DISKID field . 
Specifies the World Wide Port Name anda Logical Unit ID for fibre channel-attached disks. The 
ww_name and lun_id are separated by two slashes (I/) . This information can be obtained on a 
running system from the lsattr command. 
Specifies the combination of the parent attribute and the connwhere attribute associated with a 
disk. The parent and connwhere values are separated by two slashes (!!) . lf the parent value is 
scsiO and the connwhere value is 0,1, then lhe CONNECTION value is scsi0//0,1. An example 
of the CONNECTION value for a SSA disk would be ssar/ /000629CCC07300D. In the example, the 
parent attribute is represented by ssar and the Connectionlocation (15-character unique 
identity) of the disk drive 000629CCC07300D is used for the connwhere attribute. 
Specifies the formatted size of the disk, in megabytes, where the program is to instai! BOS. The 
default value is blank. Vou can specify lhe size of your target disk by typing the number of 
megabytes available on the formatted disk. Also, you can type 1 a rges t if you want to use the 
largest disk (that has not already been selected) found by the installation program. 
Specifies a location code for the disk where lhe program is to instai! BOS. The default value is 
blank. lf you do not specify a value, the installation program assigns a value based on the next 
two variables. For more information about physical location codes, reter to the Diagnostic 
lnformation for Multiple Bus Systems guide . 
Specifies the path name of the target disk. The default value is blank. To name a target disk, use 
the hdiskname formal, where hdiskname is the device name of your disk (for example, hdiskO). 

locale Stanza 
The locale stanza contains variables for the primary language the installed machine is to use. Reter to 
Understandrng Locale Categorias in A/X SL ltersion 5.?Nationaf Language Support Guide and Reference, 
which providas information about locales and the format to use when editing variables . 

BOSINST _LANG 

CULTURAL_CONVENTION 
MESSAGES 
KEYBOARD 

Specifies the language that the installation program uses for prompts, menus, 
and error messages. The default value is blank. 
Specifies the primary locale to instai! . The default value is blank. 
Specifies the locale for message catalogs to instai! . The default value is blank. 
Specifies the keyboard map to instai!. The default value is blank. 

' 
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large_dumplv Stanza 1 ~~" c ' 
1 

The optional large_dumplv stanza specifies characteristics used if a dedicated dump device is to 0 ' · 1 ,:_, 
created on the systems. A dedicated dump device is only created for systems with 4GB or more of P - f'-

memory. The following characteristics are available for a dedicated large dump device: 

DUMPDEVICE 
SIZEGB 

Specifies the name of the dedicated dump device. 
Specifies the size of the dedicated dump device in gigabytes. 

lf the stanza is not present, the dedicated dump device is created when required. A dedicated dump 
device is created in machines with at least 4 Gigabytes of real memory during an overwrite install. By 
default, the name of the dedicated dump device is lg_dumplv and its size is determined by the following 
formula: 
4>= RAM < 12 
12>= RAM < 24 
24>= RAM < 48 

RAM >= 48 

dump Stanza 

size of dump dev i ce= 1 GB 
size of dump device= 2 GB 
size of dump device= 3 GB 
size of dump device= 4 GB 

The dump stanza specifies the following system dump characteristics: 

PRIMARY 
SECONDARY 
COPYDIR 
FORCECOPY 

ALWAYS_ALLOW 

Specifies the primary dump device to be set by sysdumpdev -P -p device. 
Specifies the secondary dump device to be set by sysdumpdev -P -s device. 
Specifies the directory to which the dump is copied at system boot. 
Specifies whether the system boots into menus that allow copy of lhe dump to externai media 
if the copy fails. 
Specifies whether the key mode switch can be ignored when a dump is requested. 

lf the stanza is not present in the bosinst.data file, no additional dump-device handling occurs beyond 
, what is already in place. Checking on the values of the fields is limited; if the device specified for a dump 
device is not valid, any errar processing comes from the sysdumpdev command and is sent to the 
console and stored in the BOS installation log. 

• lf FORCECOPY is specified and no COPYDIR is specified, the value field of the autocopydump 
attribute from /etc/objrepos/SWservAt is retrieved and used for the sysdumpdev -[diD] copydir 
operation. 

• lf only the COPYDIR is specified without FORCECOPY being specified, forcecopy defaults to yes . The 
sysdumpdev -d (FORCECOPY =no) or sysdumpdev -D (FORCECOPY = yes) is used to set the copy 
directory. 

• lf ALWAYS_ALLOW=yes, run sysdumpdev -K. Otherwise, run sysdumpdev -k. 

• lf any values other than yes and no are specified for FORCECOPY or ALWAYS_ALLOW, the default 
actions occur, and processing continues. 

• lf no value is specified for a particular dump field, no analogous sysdumpdev operation is performed. 
This leaves the system values in the appropriate state, even for a migration or system backup image 
instâllâtíon. lf a COPYDIR is specified but FORCECOPY is not specified, the value of the 
forcecopydump attribute is retrieved from the /etc/objrepos/SWservAt file to determine the correct 
form of sysdumpdev to invoke. 
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bosinst.data File Example 

The following example bosinst.data file shows you how customize a nonprompted network insta tlfl· ~n--~ 
The values in the bosinst.data file for this example are not specific to a network installation and can""'-':.::..-....­
applied for other types of installations, such as a mksysb installation. 

Note: The depicted values illustrate formatting only and do not apply to your installation. 

For information about a bosinst.data variable or values, see "bosinst.data File Stanza Descriptions" on 
page 61. 

To check the contents of your customized bosinst.data file , use the bicheck command, as follows: 
/usr/lpp/bosinst/bicheck filename 

Nonprompted Network lnstallation 
The following is an example of a modified bosinst.data file that might be used in a nonprompted network 
installation: 

control flow: 
CONSOLE= Default 
INSTALL_METHOD = overwrite 
PROMPT = no 
EXISTING_SYSTEM_OVERWRITE = yes 
RUN STARTUP = no 
RM_INST_ROOTS = yes 
ERROR EXIT = 
CUSTOMIZATION_FILE = 
TCB = no 
BUNDLES = 
RECOVER_DEVICES = Default 
BOSINST DEBUG = no 
ACCEPT LICENSES = yes 
INSTALL_CONFIGURATION = 
DES KTOP = COE 

INSTALL_DEVICES_AND_UPDATES = yes 
IMPORT USER VGS = yes 
ENABLE=64BIT_KERNEL = yes 
CREATE JFS2 FS = yes 
ALL_DEVICES=KERNELS = yes 
GRAPHICS BUNDLE = no 
DOC_SERVICES_BUNDLE = no 
NETSCAPE BUNDLE = yes 
HTTP SERVER BUNDLE = yes 
KERBEROS_5_BUNDLE = yes 
SERVER BUNDLE = yes 
ALT_DISK_I NSTALL_BU NDLE = yes 
REMOVE_JAVA_118 = no 

target_dis k_data: 
-PVi-D = 
CONNECTION = 
LOCATION = 
SIZE MB = 
HDISKNAME = hdi s k0 

local e : 
BOSINST LANG = en US 
CU LTU RAL CON VENTIÕN = en US 
MESSAGES-= en_US -
KEYBOA RD = en US 
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Chapter 1 O. Optional Software Products and Service Updates 

After the Base Operating System (BOS) is installed, you might want to instai! optional software or service 
updates. This chapter includes information on the following topics: 

• "Optionally lnstalled Software" 

• "Software Product ldentification" on page 70 

• "Software Licensing" on page 70 

• "lnstalling Optional Software Products and Service Updates" on page 71 

• "Maintaining Optional Software Products and Service Updates" on page 75 

• "Cieaning Up Optional Software Products and Service Updates" on page 77 

• "Software Service Managemenf' on page 79 

• "lnstaiiShield MultiPiatform Packaged lnstallations" on page 81 

• "Emergency Fix Management" on page 86 

Note: AIX 5.2 providas the cdromd CD and DVD automount facility, which is included in the 
bos.cdmount fileset. To determine if the cdromd daemon is enabled on your system, run the 
following command: 

# lssrc - s cdromd 

The cdromd daemon can interfere with scripts, applications, or instructions that attempt to mount 
the CD or DVD device without first checking to see if the device is already enabled. A resource or 
device busy errar occurs in such a condition. Use the cdumount or cdeject command to unmount 
the device. Then mount the device as specified in the program or instructions. Alternatively, use the 
cdcheck -m or mount command to determine the current mount point of the device. For further 
information, see the cdromd command documentation in the A/X 5L Version 5.2 Commands 
Reference. 

The installation code allows for this automatic mounting. lf cdromd is enabled and the mkcd 
command is run, the CD-R or DVD-RAM is ejected after the image is completed. lf you do not want 
to have the media ejected, then the cdromd daemon must be put in the inoperative state with the 
following command: 

# stopsrc - s cdromd 

Optionally lnstalled Software 
Optionally installable software includes: 

• Optional Software Products: Software that is not automatically installed on your system when you 
instai! the BOS. Software products include those shipped with the operating system and those 
purchased separately. The BOS is divided into subsystems that can be individually updated, such as 
bos.rte.install . Any update that begins with bos.rte updates a BOS subsystem. 

• Service-Updates: Software that corrects a defect in the BOS or in an optional software product. Service 
updates are organized by filesets . This type of update always changes part of a fileset. 

Software products can be divided into the following categorias: 

Licensed Program 
A licensed program (LP) is also known as a licensed program product (LPP) or a product. An LP is 
a complete software product including ali packages associated with that licensed program. For 
example , bos (the base operating system) is a licensed program. 

·,-..r ,- ~ - r 
Package I ' ..... , , V v ' v' ' .. v -

A group of separately installable units that provide a set of related functions~ ~~ ·~xam 6ie{ • b0s!. et 
is a package. 
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Fileset 
An individually installable option. Filesets provide a specific function. An example of a fileset is 
bos.net.nfs.client 5.1. For more information on fileset packaging, see "Fileset lnstallation 
Packaging" on page 140. 

Fileset Update 
An individually installable update. Fileset updates either enhance or correct a defect in a 
previously installed fileset. 

Bundle 
A collection of packages, products, or individual filesets that suit a specific purpose, such as 
providing personal productivity software or software for a client machine in a network environment. 
A set of bundles is provided with BOS that contain a specific set of optional software. For more 
information on bundle packaging, see "Bundle Packaging" on page 141. 

A product can be composed of several packages, which in turn can be composed of different filesets. A 
product might be installed in its entirety, or only certain packages or filesets for the product might be 
installed. Software products are subdivided in this way, because many software products are large and 
have many pieces that can be used independently. Dividing a product into separately installable filesets 
allows you to install only those filesets you need. 

You can install ali the filesets included in a package or the entire product, or you can install only selected 
filesets, especially if you have limited hard disk space on your system. 

Software Product ldentification 

The product name and levei number identify a software product. The format for a software product levei in 
AIX 5.2 is as follows: 

versionnumber.releasenumber .modificationlevel.fixlevel 

Each field in the software product identification is defined as follows: 

• The versionnumber field consists of 1 to 2 digits that identify the version number. 

• The re/easenumber field consists o f 1 to 2 digits that identify the release number. 

• The modification/evel field consists of 1 to 4 digits that identify the modification levei. 

• The fixlevel field consists of 1 to 4 digits that identify the fix levei. 

For example, os. 01.0000 .0000 is a software product levei number, and os. 01.0000.0032 is a software 
product update levei. lt is not necessary to include the leading zeroes in the version, release, modification 
levei, and fix levei fields of the levei. Levei OS. 01.0000.0000 can also be written as S .1. O. O. 

Software Licensing 

The types of software licensing that can be implemented in the software purchase are run-time licensing 
and acceptance ol software license agreements. Normally, software requiring run-time licenses is only 
selected for installation when you have a license to use that software. Although the Web-based System 
Manager and System Management Interface Tool (SMIT) allow you to instai! licensed software even if you 
do not own a license, you might be prevented from using the newly installed software until you have 
obtained the appropriate license. 

Accepting software license agreements requires that the license agreement be accepted as part of the 
installation process. lf software installed as part of your BOS installation requires accepting a software 
license agreement, you cannot exit the Configuration Assistant (or the lnstallation Assistant (f.or · , 
non-graphics consoles) until the license agreement has been accepted. You can view asCr'»élll' asv'áçcept . 

,.., • (;L, ·~-
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the license agreement. The BOS installation can be customized to automatically accept software lic s-,.......__~ 

For more information, reter to Chapter 8, "Customized BOS lnstallations", on page 57. 

For optional software installation, you can preview the license agreements on the installation media using 
the smit license_on_media fast path or the installp -EI command. During the installation process, you 
can use the menu item to accept the software license, or you can use the installp command with the -Y 
flag. To view accepted license agreements on a system, you can use the SMIT smit installed_license 
fast path or the lslpp -E command. To view licenses using the Web-based System Manager, type wsm to 
start the application, and select Software. When a product is uninstalled, the license agreement 
acceptance is changed to the inactive state. lf the product is reinstalled, you are not be prompted to 
reaccept the license agreement. 

After completing the prerequisites in the next section, your next step is deciding whether to install software 
with the Web-based System Manager or with SMIT. Descriptions of both applications are included in this 
chapter. 

Before you install optional software and service updates, reter to the specific instructions that accompany 
your installation media. lf you ever need to reinstall your system, reter to the installation media 
instructions. 

Note: For information about developing software products that are installed using the installp 
command, reter to Packaging Software for lnstallation in A/X SL Version 5.2 General Programming 
Concepts: Writing and Debugging Programs. 

lnstalling Optional Software Products and Service Updates 
lf either of the following conditions apply to you, go to the referenced section. Otherwise, continue with the 
procedures in this chapter. 

• lf you need to commit updates or remove previously installed software, go to "Maintaining Optional 
Software Products and Service Updates" on page 75. 

• lf you are using a network installation server, reter to Part 3, "Network lnstallation", on page 163. 

Step 1. Complete the Prerequisites 

Before installing optional software or service updates, complete the following prerequisites: 

• Vou must be logged in to the system as the root user. 

• AIX 5.2 BOS must be installed on your system. lf the BOS is not yet installed on your system, go to 
Chapter 3, "lntroduction to Base Operating System lnstallation", on page 33, or if you are installing over 
a network, reter to Part 3, "Network lnstallation", on page 163. 

• Either insert the media that contains the optional software or service updates into the appropriate drive 
or know the local or routed path to the software. 

• lf you are installing service updates and do not have a current backup of your system, use the 
procedures in "Creating System Backups" on page 113. To create a system backup, you must have the 
backup fileset (bos.sysmgt.sysbr) installed on your system. 

• lf system files have been modified, back them up separately before updates are applied, because the 
update process might replace configuration files. 

lf you are installing from CD-ROM or DVD-ROM and have a mounted documentation CO in the same 
CD/DVD-ROM drive that you want to install from, run the following commands in the sequence "shown : 

# unlin kba secd 
# umou nt /i nfocd 

To eject the documentation CD/DVD-ROM, press the eject button on the CD/DVD-R01\!t1 d~ive fbr ~t -'; ' -
least two seconds. C. • 1.- t.Y .. ~I;· 
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• Web-based System Manager. See "Instai! Optional Software Products or Service Updates with 
Web-based System Manager" . 

• System Management Interface Tool (SMIT). See "lnstall Optional Software and Service Updates Using 
SMIT" on page 73 . 

To view the files as they are being installed, do the following: 

• In SMIT, you can set the DETAILED Output field to yes to list the files being restored during an 
installation. 

• In Web-based System Manager, expand the Software container and select lnstalled Software. From 
the Software menu, select New Software (lnstaii/Update) -> lnstall Additional Software-> 
Advanced Method. In the resulting screen, select the source drive and click on Advanced. In the 
resulting dialog, click beside Show detailed messages. 

• You can also use the installp command with the verbose option (-V2) to show which files have been 
updated. 

lnstall Optional Software Products or Service Updates with Web-based System 
Manager 

The graphics interface provides access to Web-based System Manager options for installing the following: 

• Optional software. See "lnstalling Optional Software". 

• Service updates. See "lnstalling Service Updates" . 

• Software bundles. See "lnstalling Software Bundles". 

The Web-based System Manager allows you to instai! software, as well as to change the system's default 
instai! settings and specify other options. By default, the Web-based System Manager applies and commits 
any software updates you are installing. However, you can change this default setting and have the 
software updates applied only . 

Note: Base software applications are always committed. lf a previous version of the software is 
installed, it cannot be saved . 

Jnstalling Optional Software: 

1 . Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 

3. Expand Software in the Navigation area. 

4. Select Overview and Tasks. 

5. Select lnstall Software. 

Jnstalling Service Updates: 

1. Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 

3. Expand Software in the Navigation area. 

4. Select Overview and Tasks. 

5. Select Update Software to the Latest Levei. 

Jnstalling Software Bundles: • 1., 

1. Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 
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3. Expand Software in the Navigation area. 

4. Select lnstalled Software . 

5. From the Software menu, select New Software (lnstaii/Update) -> lnstall Bundles (Easy) . 

lnstall Optional Software and Service Updates Using SMIT 

The following installation paths are available in SMIT: 

lnstall Software 
lnstall or update software from the latest leveis of software available on the media. To shorten the 
list of software displayed, message and locale software are omitted from the list. To use this 
option, type smit install _ latest on the command line. 

Update lnstalled Software to Latest Levei 
Update ali currently installed software to the latest levei available on the installation media. To use 
this option, type smit update_all on the command line. 

Beginning in AIX 5L Version 5.2 with the 5200-01 Recommended Maintenance package, if you 
select the option to install ali devices and kernels during a BOS installation, then during 
subsequent update_all processing, any new devices.* filesets are installed from the installation 
media. This option can be turned off by setting the ALL_DEVICES_KERNELS variable in the 
/var/adm/raslbosinst.data file to no . 

lnstall Software Bundle 
lnstall complete bundles of software simply by specifying the input device and which bundle you 
are installing. You can also preview a bundle installation to see what software will be installed and 
how much space is required in the file system to install the bundle. To use this option, type smi t 
insta 11 bundl e on the command line . 

Update Software by Fix 
lnstall a specific fix for a problem. This menu allows you to list ali service fixes on the media and 
select a fix to install. You can also preview the installation to see what software will be updated 
and how much space is required in the file system to apply the fix. To use this option, type smi t 
update_by_fi x on the command line. 

lnstall and Update from ALL Available Software 
Instai I or update software from ali software available on the media. To use this option, type smi t 
install all on the command line. 

Note: lf a problem occurs during the installation of optional software that causes the installation 
process to halt abnormally, you might have to complete a cleanup procedure to remove the partially 
installed software from the system before attempting to reinstall it. lf the system instructs you to do a 
cleanup , go to "Cieaning Up Optional Software Products and Service Updates" on page 77. 

Completing the SMIT lnstallation and Reading the Status Messages 

This section describes the system activity and actions that you must take after the installation process has 
begun. 

1. When you press Enter to start the installation , the COMMAND STATUS screen displays. As the 
installation proceeds, a series of messages display. The amount of time that the installation takes 
varies depending on your system and the software you are installing and updating . 

Note: The system might prompt you to insert the volume of the installation media, with a 
message similar to the following : 

Mount vol ume 2 on /dev/cdO . 
Press the En ter key to cont i nue. 

When this message displays, insert the specified media and press Enter. õ93 
f Fls . N°,....,.-;-:--......,..­
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When the installation finishes, the Command: status field on the COMMAND STATUS screen 
changes to OK or failed. OK indicates that the installation ran to completion, although some filesets 
may not have installed successfully. The failed status means that there was a problem with the 
installation. Although a preview installation always finishes with an OK status, always check the 
summaries . 

For information about errar messages, reter to "Handling System and Errar Messages" on page 150. 

2. When the installation halts or finishes, the screen returns to the top of the list of messages that display 
during installation. You can review the message list as described in the next step, or you can exit SMIT 
and review the smit.log file (/smit.log or /home/user_íd/smit.log). 

3. Review the message list for errar messages on software products or service updates that may not 
have been successfully installed. Use the following procedure to correct any errors in the installation: 

a. Look at the pre- and post-installation summaries at the end of the message list to see whether any 
installation failure occurred. 

b. Use the message list to determine problems and which software products or service updates were 
involved. For example, space limits might have been exceeded or the requisites might not have 
been met for some software. The system lists how much extra space is needed and which 
requisite software products or service updates to install. 

c. Any product that is marked as FAILED, BROKEN, or CANCELLED can be reinstalled after the 
condition that caused the failure has been corrected. You do not need to reinstall any service 
update or software product that was marked as SUCCESS in the lnstallp Summary report. lf you 
need to perform the installation again, change installation settings as appropriate. For example, if 

. requisites were missing, set AUTOMATICALLY install requisite software? to yes. lf there was 
not enough space to complete the installation, set EXTEND file systems if space needed? to 
yes. 

lf you need to install again and you have AIX 80S multivolume media, insert volume 1 of the AIX 
product CDs. Press F3 to return to the previous screen, then restart the installation. See "Handling 
System and Errar Messa·ges" on page 150 for information about bosboot command errors that 
may occur while the installation program is running, and about recovery procedures for these 
errors . 

d. lf the installation was interrupted (for example, a power failure), you might need to use the cleanup 
procedure before continuing. Press F1 O (ar Esc+O) to exit SMIT, and reter to "Cieaning Up Optional 
Software Products and Service Updates" on page 77. 

e. lf the software has been installed successfully, and you have no other software to install, go to 
Step 4. 

lf you have additional software to install from a different installation media, remove the media that 
is in that drive and insert the new media. 

Press F3 (or Esc+3) to return to the previous screen and continue installing the software product or 
service update. 

4. Press F1 O (or Esc+O) to exit SMIT. 

5. Remove ali installation media from the drives. 

6. When .you are-directed, reboot your system by .typing: 

# shutdown -Fr 

Update lnstalled Software to Latest Levei from the Command Line 
The install_all_updates command updates installed system software to the latest levei that is on the 
media and verifies the current recommended maintenance levei. 

Beginning in AIX 5L Version 5.2 with the 5200-01 Recommended Maintenance package, if you select the 
option to install ali devices and kernels during a BOS installation, then during subsequent update_all 
process ing, any new devices.* fil esets are installed from the insta llation media. This option c1~n qe tL!fr,J8d -
off by setting the ALL DEVICES KERNELS variable in the /var/adm/ras/bosinst.data. We q. .. no .. b c 
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lf the ALL_DEVICES_KERNELS variable is set to no, the install_all_updates command does n \ tal 
any filesets that are present on the installation media but not installed on the system, unless these ·le"L..,...,._...,. 
are installed as requisites of other selected filesets. 

For installp images, ali installp requisites are enforced. 

The following example shows how to instai! ali installp updates on the /dev/cdO device and to verify the 
current recommended maintenance levei: 
# install_all_updates -d /dev/cd0 

For more information about the install_all_updates command, reter to the A/X 5L Versíon 5.2 Commands 
Reference. 

Maintaining Optional Software Products and Service Updates 

During and after installation, the following major maintenance actions can be taken with optional software 
products and service updates. Optional software and service updates can be: 

• Applied. See "Apply Action (Service Updates Only)". 

• Committed. See "Commit Action (Service Updates Only)" on page 76. 

• Rejected. See "Reject Action (Service Updates Only)" on page 76. 

• Removed. See "Remove Action (Software Products Only)" on page 77. 

Whether a particular action can be taken depends on whether the action is being applied to the entire 
software product, or only to a service update that has had a previous action taken on it. 

You can perform these actions using either the Web-based System Manager or the System Management 
Interface Tool (SMIT) or by using commands directly from the command line. The following sections briefly 
describe how to do each action using Web-based System Manager, SMIT, or a command. 8oth 
Web-based System Manager and SMIT provide online help to guide you through each process. 

Apply Action (Service Updates Only) 

When installing a service update, it can be left in the applíed state. In this state, the former version of that 
software product is saved in the lusrllpp/PackageName directory. Service Updates in the applied state 
allow you to restare the former version of the software without having to reinstall it. 

Only service updates can be placed in the applied state. In contrast, after you instai! an entire software 
product, the product is left in the commítted state. Software products in the committed state do not save 
the previous version of the software, because two versions of the same software product cannot be 
installed at the same time. 

To apply a service update using Web-based System Manager: 

1. Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 

3. Expand Software. 

4. Select Overview and Tasks. 

5. Select Update Software to the Latest Levei. 

To apply a service update using SMIT: 
Type smit update_by_f i x on the command line. 

To apply a service update from the command line: 
Use the installp -a command to only apply the update. 
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Commit Action (Service Updates Only) 

Committing a service update removes the previous version of a product from the system, which conserves 
disk space. After a software product or update has been committed, it cannot be deleted from the system 
except by removing the entire software product (the base levei product and ali of its updates) or by 
force-installing it back to a previous levei. To do a force-installation, you must have the base levei of the 
fileset available on media . 

Although applying and committing a service update are considered separate actions, both can be 
accomplished while installing the update. In fact, the default action under Web-based System Manager 
and SMIT is to both apply and commit the service update during installation. This default can be changed 
to just apply the update . 

To commit a service update using Web-based System Manager: 

1. Start the Web-based System Manager by typing wsm on the command line . 

2. Expand the machine name. 

3. Expand the Software container. 

4. Select lnstalled Software. 

5. From the Software menu, choose Software Utilities -> Commit Applied Updates. 

You can list ali service updates in the applied state by selecting List lnstalled Software -> 
Updates in Applied State from the Software menu. 

To commit a service update using SMIT: 
Type smi t commi t on the command line. 

You can list ali service updates in the applied state by typing smit li st_ insta 11 ed on the 
command line. 

To commit a service update from the command line: 
Use the insta ll p -c command to commit applied updates. 

You can list ali service updates in the applied state by typing insta ll p -s on the command line. 

Reject Action (Service Updates Only) 

When you reject an applied service update, the update files are removed from the system and the 
previous version of the software is restored. Only service updates in the applied state can be rejected. You 
can use the Web-based System Manager or SMIT to reject applied service updates . 

To reject a service update using Web-based System Manager: 

1. Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 

3. Expand the Software container. 

4. Select lnstalled Software. 

5. From the Software menu, choose Software Utilities -> Reject Applied Updates. 

To reject a service update using SMIT: 
Type smi t rej ect on the command line. 

To reject a service update from the command line: 
Use the insta 11 p -r command to reject an applied update. 
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Remove Action (Software Products Only) 

When you remove a software product, that product's files are removed from the system and the Software 
Vital Product Data information is changed to indicate that the product is removed. The remove process 
also attempts to restore the system's configuration to its previous state, although this is dependent on the 
product and might not always be complete. After a product is removed, no version of that product remains 
running on the system. 

Use the Web-based System Manager or SMIT to remove software products. In either application, if you 
set the Remove dependent software? field to yes, any requisite software (software that is dependent on 
the product you are removing) is also removed, unless it is required by other software on your system. 

To remove a software product using Web-based System Manager: 

1. Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 

3. Expand the Software container. 

4. Select lnstalled Software. 

5. Select the software product you want to remove. 

6. From the Selected menu, choose Remove Software. 

To remove a software product using SMIT: 
Type smi t remove on the command line. 

To remove a software product from the command line: 
Use the geni nsta 11 -u command to remove the product. 

Copy Software Bundle to Hard Disk for Future lnstallation 
The Copy Software Bundle to Hard Disk for Future lnstallation option allows you to copy a software bundle 
from a specified source to a location on your local system. 

lnstallation software bundles include the following : 

• Alt_Disk_lnstall 

• CDE 

• DocServices 

• GNOME 

• Graphics 

• HTTP _Server 

• KDE 

• Kerberos 5 

Cleaning Up Optional Software Products and Service Updates 

Note: This procedure applies only to the update or installation of optional software products. lf your 
AIX 5.2 BOS installation was unsuccessful, see "Accessing a System That Does Not Boot" on 
page 147 for more information. 

This section describes how to clean up software products and service updates after an inteh'l1pted 
installation. The cleanup procedure attempts to delete items that were partially installed or left in an 
incompleta state. For example, after an update is interrupted, the lslpp -1 command might re~o_(t the 
update status as APPLYING rather than APPLIED. ' 
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The cleanup procedure attempts to revert the update to its previous state. For example, when cleaning up 
an update that was interrupted in the COMMITTING state, the cleanup procedure attempts to return the 
update to its APPLIED state . 

lf the interruption occurs during the initial state of an installation, then the cleanup procedure attempts to 
delete the installation entirely and restare the previous version of the product (if there is one). When the 
previous version is restored, it becomes the active version. When the previous version cannot be restored, 
the software is listed by the lslpp -1 command as BROKEN . 

When the product is deleted or BROKEN, you can attempt to reinstall the software. Any product in the 
BROKEN state cannot be cleaned up; it can only be reinstalled or removed . 

The system automatically initiates a cleanup when an installation fails or is interrupted. Normally, you must 
initiate a cleanup procedure if the system shuts down or loses power during an installation or if the 
installation process terminates abnormally. Occasionally, you are prompted to reboot (restart) the system 
after running the cleanup procedure . 

To initiate a cleanup procedure using Web-based System Manager: 

1 . Start the Web-based System Manager by typing wsm on the command line. 

2. Expand the machine name. 

3. Expand the Software container . 

4. Select lnstalled Software . 

5. From the Software menu, choose Troubleshooting -> Cleanup Failed or lnterrupted 
Jnstallation . 

To initiate a cleanup procedure using SMIT: 

1. Type smit maintain_software on the command line . 

2. Select Clean Up After Failed or lnterrupted lnstallation . 

To initiate a cleanup procedure from the command line: 
Type insta 11 p -C on the command line . 

lf you get a message indicating that no products were found that could be cleaned up, you may have run 
the cleanup procedure when it was not needed. Try your installation again . 

lf you get a message indicating that you need to clean up a failed installation, contact your point of sale for 
assistance . 

Manage an Existing i11stallp lmage Source 
The Jppmgr command is used to manage an existing installp image source. The lppmgr command 
performs the following functions on an existing installp image source (also known as an lpp_source 
resource in the NIM environment) : 

• Remove duplicate updates (-u flag) . 

• Remove âuplicate base leveis (-b flag). 

• Eliminate update images that are the same levei as base images of the same fileset. Such update 
images can create conflicts that lead to installation failure (-u flag) . 

• Remove message and locale filesets other than the language you specify (-k flag). 

• Remove superseded filesets (-x flag). 

• Remove non-system images from a NIM lpp_source resource (-X flag) . 

By default, lppmgr lists ali images filtered by the preceding routines . The -r flag can be used t;c{'ré'rr;love 
the filtered images and the -m fl ag can be used to move the images to another location . t,: ... 1 • t. 
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The lppmgr command does not replace the bffcreate command, perform installations, or work with 0 L 0 
installed filesets. Before using the -X flag , it is recommended that you have a good understanding of Nl ,P L - 1'­
system images (known as SIMAGES in NIM), and the workings of a NIM lpp_source resource. 

To list ali duplicata and conflicting updates in the /myimages image source directory, type: 
# lppmgr -d /myimages -u 

To remove ali duplicate and conflicting updates in the /myimages image source directory, type: 

# lppmgr -d /myimages -u -r 

For more information about the lppmgr command, reter to the A/X SL Version 5.2 Commands Reference. 

Software Service Management 

The Software Service Management menu generates comparison reports to manage filesets installed on a 
system, filesets contained in a repository, and filesets available from the IBM eServer pSeries support Web 
site. The Software Service Management menu also provides a way for you to clean up and rename 
software images in a repository. The following options are available: 

• "Comparison Reports" 

"Rename Software lmages in Repository" on page 80 

• "Ciean Up Software lmages in Repository" on page 81 

You can perform these actions using either the SMIT service_software fast path or by using commands 
directly from the command line. The following sections briefly describe how to do each action using SMIT 
or a command . 

Comparison Reports 
The Comparison Reports menu allows you to generate severa! comparison reports to verify that the 

·. filesets for a particular fix or preventiva maintenance package are installed by comparing filesets installed 
on a system to another source. This source could be a fix repository, such as an lpp_source or a 
directory of fixes, or a downloaded list from the IBM eServer pSeries support Web site. 

lf you want to verify that your lpp_source is up to date, you can also compare a fix repository to a 
downloaded list. 

You can perform these actions in the SMIT compare_report fast path or using the compare_report 
command. 

Compare lnstalled Software to Fix Repository 
The Compare lnstalled Software to Fix Repository menu allows you to compare the filesets installed on a 
system to a fix repository. The following report lists are generated: 

• Filesets on the system that are back-level (lowerlevel.rpt) 

• file_s~ts on the system t,bat are at a !ater levei (higherl~~l.rpt) 

• Filesets in the fix repository that are not installed on the system (notinstalled.rpt) 

• Filesets installed on the system that are not in the fix repository (no_update_found.rpt) 

The Compare lnstalled Software to Fix Repository option is available using the SMIT instofix_compare 
fast path or the compare_report command with the following options: 

compare report -s -i FixDir { [ -1 ] [-h] [ -m] [ -n]} \ 
[ ~t ReportDir -Z / - v ] 
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Compare lnstalled Software to List of Available Updates 
The Compare lnstalled Software to List of Available Updates menu allows you to compare the filesets 
installed on a system to a downloaded list of available updates from the IBM eServer pSeries service 
site. The following report lists are generated: 

• Filesets on the system that are back-level from the latest (lowerthanlatest1.rpt) 

• Filesets on the system that are at a later levei from the latest maintenance levei (higherthanmaint.rpt) 

• Filesets on the system that are back-level from the latest maintenance levei (lowerthanmaint.rpt) 

The Compare lnstalled Software to List of Available Updates option is available using the SMIT 
instolist_compare fast path or the compare_report command with the following options: 

compare_report -s -r ServiceReport {[ -1 ] [-h]} [ -t ReportDir -Z I -v] 

Compare Fix Repository to List of Available Updates 
The Compare Fix Repository to List of Available Updates menu allows you to compare the filesets in a fix 
repository, such as a fix directory or lpp_source, to a downloaded list of available updates from the IBM 
eServer pSeries service Web site. The report list that is generated contains information on filesets in the 
fix directory that are back-level from latest (lowerthanlatest2.rpt) . 

The Compare Fix Repository to List of Available Updates option is available using the SMIT 
fixtol ist_compare fast path or the compare_report command with the following options: 
compare_report -i FixDir -r ServiceReport [ -t ReportDir -Z I -v ] 

Compare a List of lnstalled Software on a Base System to Another System 
You can also compare a list of installed software on a base system to another system. This option allows 
you to' compare the filesets installed on a system to another system. The lslpp -Lc output from one 
system is saved to a file and compared with the lslpp -Lc output from another system. The following 
report lists are generated: 

• A list of base system installed software that is at a lower levei (baselower.rpt) 

• Filesets not installed on the base system, but installed on the other system (otheronly.rpt) 

• A list of base system installed software that is at a higher levei (basehigher.rpt) 

• Filesets installed on the base system that are not installed on the other system (baseonly.rpt) 

To compare a list of installed software on a base system to another system use the compare_report 
command with the following options: 
compare_report -b Base li st -o Otherl i st { [ -1 ] [ -h ] [ -m ] [ -n ] } [ -t ReportDi r -Z I -v ] 

Rename Software lmages in Repository 
The Rename Software lmages in Repository option allows you to rename updates that have FIX ID 
numbers for names, to more meaningful fileset names like those generated when updates are copied to 
hard disk for future installation . This action renames ali filesets in the indicated directory with the same 
format. This option is available using the SMIT rename_software fast path. 

• • • 
You can also use the bffcreate command to rename software images in a directory. To rename software 

--;magesin--crdirectory-usin~tfie--bffer-eate-eemmaAEl,--t~sa-the-...c-flag--and--t~JJagJor__tbe_djre_ctory 

containing the filesets. For example, to rename filesets in the /usr/sys/inst.images directory, type: 

• • • t 
t 

• • • 

# /usr/sbin/bffcreate - cd /usr/sys/inst.images 

You can also create a log file containing a mapping between the old names and new names, using the -s 
/ogfile option, as shown in the following example: 
# /usr/sb i n/bffcreate - cd /usr/sys/ in st.images - s / usr /sys/ inst . images/ names.1og 

--~~-- ~·..- y,. 

This example creates a /usr/sys/inst.images/names.log file that contains content formatted, ~s -f<;> llo~s ~ · • • ~,._,. -

old_ji leset_nome :new_ji leset_name ~ ..• ~ C. 
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This option is also available in SMIT Rename Software lmages in Repository menu as the LOG software 
name changes (location of log file) option. 

Clean Up Software lmages in Repository 
The Clean Up Software lmages in Repository option allows you to remove unneeded or duplicate software 
images from a local software-image repository. You can remove duplicate software, superseded updates, 
and language software: 

• The Remove Duplicate software option allows you to remove duplicate base and update images from 
the specified directory . 

• The Remove Superseded updates option allows you to remove superseded filesets from the specified 
directory. This action applies only to update images . 

• The Remove Language software option allows you to remove language and locale filesets that are not 
needed on your system. This option removes ali language and locale filesets from the specified 
directory, except the language specified in the PRESERVE language field. By default, the value of the 
LANG environment variable for the system is used to determine the language to preserve . 

• The Save Removed files option allows you to save ali removed files to the location specified in the 
DIRECTORY for storing saved files field. Select true in this field if you want to move the images to 
another location instead of removing them from the hard drive. 

This option is available using the SMIT cleanup_software fast path . 

lnstaiiShield MultiPiatform Packaged lnstallations 
Some products that are distributed for installation on AIX are packaged and installed with lnstaiiShield 
MultiPiatform (ISMP). Unlike installp or RPM Package Manager (RPM) installations which only provide 
nonprompted or silent installations of a product, ISMP-packaged products provide both interactive and 
silent interfaces for installing and uninstalling a product. 

Similar to products packaged and installed with installp and RPM, ISMP-packaged products can be 
installed using the AIX system management tools, including SMIT and Web-based System Manager. 
These tools use the geninstall command to instai! or uninstall products that are packaged and installed 
with installp, RPM, or ISMP. As expected, the geninstall command can be used directly to instai!, list, or 
uninstall ISMP-packaged products. 

For instructions for installing or uninstalling a specific product packaged and installed with ISMP; consult 
the product's documentation. 

This section provides information about the following topics: 

• "lnstalling an lnstaiiShield MultiPiatform Product" 

• "Uninstalling an lnstaiiShield MultiPiatform Product" on page 82 

• "Silent lnstallations and Using Response Files" on page 83 

• "Using Response Files with NIM" on page 86 

lnstalling an lnstaiiShield MultiPiatform Prod.t:fcl - -
You instai! an lnstaiiShield MultiPiatform product using SMIT, Web-based System Manager, the geninstall 
command, or the files provided by the product. 

• Use the SMIT install_software fast path to instai! ISMP products without knowledge of the exact 
location of the product installation files . For information on installing optional software using SMIT, see 
"lnstalling Optional Software Products and Service Updates" on page 71. Use the F4 key on the 
SOFTWARE to install field to select the product you want to instai! . ISMP products are displayed in 
the list similar to installp packages or RPM packages. Select the ISMP products, and press Enter to 
begin the installation . 
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By default, ISMP product installations launched through SMIT is si/ent or nonprompted installations. ~0., \j. ./ 
perform an interactive installation, use the Web-based System Manager, the geninstall command, or Wí..-c.. 
the instructions provided with the product documentation. P - P.. 

Aithough SMIT has a preview option, this option is not available for ISMP installations. lf you select the 
preview option, a message instructs you to launch an interactive installation using Web-based System 
Manager or the command line, which allows you to view the preinstallation summary pane! before 
completing the product installation. 

• Use the Software Application in the Web-based System Manager to launch ISMP-packaged product 
installations. For information on installing optional software using the Web-based System Manager, see 
"lnstalling Optional Software Products and Service Updates" on page 71. When you press the Browse 
button to list products on the media, ISMP-packaged products are displayed in the list. 

Note: lf you select the preview option, but proceed through the entire installation wizard, the product is 
installed. Most ISMP products include a preinstallation summary panel that provides preview 
information about the installation, including space requirements and file system expansion. lf you 
do not want to proceed with the installation after viewing this information, press the CANCEL 
button to exit the wizard. 

• Use the geninstall command to install an ISMP-packaged product. To perform an interactive 
installation, specify the device or directory containing the product installation files with the -d flag and 
specify the product name. The product name is the same as the subdirectory name containing the 
product installation files. For example, if we have a product called MyProduct, and the product 
installation files are in the /usr/sys/inst.images/ismp/ppc/MyProduct/ directory, use the following 
command for an interactive installation: 

/usr/sbin/geninstall -d /usr/sys/inst.images MyProduct 

OR 
/usr/sbin/geninstall -d /usr/sys/inst.images J:MyProduct 

Use the J: prefix to inform the geninstall command that the product is an ISMP package. The 
geninstall command recognizes the ismp/ppc subdirectory, just as it recognizes RPMS/ppc for RPM 
packages and installp/ppc for installp packages, so it is only necessary to pass the 
/usr/sys/inst.images base directory. You can also use the directory that contains the installation files . In 
this example, specify the directory as follows: 
/usr/sbin/geninstall -d /usr/sys/inst.images/ismp/ppc/MyProduct J:MyProduct 

lf you want to launch a silent or nonprompted installation with geninstall, include the -Z flag: 

/usr/sbin/geninstall -d /usr/sys/inst.images -Z J:MyProduct 

For more information about silent installations, see "Silent lnstallations and Using Response Files" on 
page 83. 

• You can use the installation files provided by the product developer to install an ISMP-packaged 
product. The product developer might provide a script or executable that can be used to launch an 
ISMP-packaged product installation. For more information , reter to the documentation provided with the 
product. ___ _ _ _ _ _ _ _ _ __ _ 

Uninstalling an lnstaiiShield MultiPiatform Product 
You uninstall an ISMP product using SMIT, Web-based System Manager, the geninstall command, or the 
files provided by the product's developer . 

You can use the SMIT remove fast path to uninstall an ISMP-packaged product. lf you use the F4 key 
to list the installed software for the SOFTWARE to remove field , the ISMP-packaged product is 
displayed in the list. You can also type the name of the product in the field. , 

' ' 
C .•.• 1 • Cv 

82 A/X SL Version 5.2: lnsta llation Guide and Reference 



~ 

~ 

• :.c 
~ 

• 
~ 

• 
• 
• 
• 
• 
• 
• • • c •• • • • • • t 

• • • 
~ 

t 
t 

• 
t 

. . Q~~~{' 
By default, uninstallation processes performed in SMIT are si/ent or nonprompted. To perform 11 G . \ 
interactive uninstallation, use Web-based System Manager, the geninstall command, or the in ru ~s~ 
provided with the product documentation. c 1 
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In SMIT, the preview option is not available for the ISMP product uninstallation procedure. lf you atte 
to preview the uninstallation, a message instructs you to launch an interactive uninstallation using 
Web-based System Manager or the command line. This allows you to view the pre-unstallation 
summary pane! before completing the product uninstallation. 

• You can use the Software Application in Web-based System Manager to uninstall ISMP-packaged 
products. 

Note: lf you select the preview option , but proceed through the entire uninstallation wizard, the product 
is uninstalled. Most ISMP products include a pre-uninstallation summary pane! that provides 
preview information about the uninstallation. lf you do not want to proceed with the installation 
after viewing this information, press the CANCEL button to exit the wizard. 

• You can use the geninstall command to perform an uninstallation for an ISMP-packaged product. To 
perform the uninstallation interactively, specity the -u flag for uninstallation, and the product name. For 
example, to uninstall the MyProduct product, type the following: 

/usr/sbin/geninstall -u MyProduct 

OR 
/usr/sbin/geninstall -u J:MyProduct 

To speed processing, use the J: prefix to inform the geninstall command that you are uninstalling an 
ISMP-packaged product. 

To perform a silent o r nonprompted uninstallation with the geninstall command, use the -Z flag, as 
follows: 

/usr/sbin/geninstall -Zu J:MyProduct 

• You can use installation files provided by the product developer to uninstall an ISMP-packaged product. 
The product developer might provide instructions for performing an ISMP-packaged product 
uninstallation. For more information, see the documentation provided with the ISMP product. 

Silent lnstallations and Using Response Files 
The section providas information on how to perform silent installations for ISMP-packaged products using 
response files . 

A response file contains predetermined responses for an installation. By default, the geninstall command 
searches on the product media in the ISMP-product subdirectory for response files for each ISMP product. 
For example , the MyProduct ISMP product subdirectory is similar to the following: 

/basedir/ i smp/ ppc/MyProduct / 

The geninstall command searches in the ISMP-product subdirectory for each ISMP product specified in 
the instai! list or bundle for a *.response file. lf multiple *.response files are found, the file named 
Produ·ctresp·onse-is-used-:-lf-a~esponse-file-Elees -Aet exist-,--a warning-message . .is displayed and the 
installation of the ISMP product is skipped. 

The -t ResponseFileLocation option allows you to specify an alternate location for response files or 
response file templates. The ResponseFileLocation can either be a file or directory name. lf the 
ResponseFileLocation is a directory, it must already exist. lf the ResponseFileLocation is not an existing 
directory, it is assumed that a file name is specified . 

To use response files with ISMP products, the following methods are available: 

• Create a response file template. To create an ISMP response file template in the default location, use 
the geninstall command with the -T flag . The -T flag creates an ISMP response file ternp lé\te in~..~t ~y 7 Q 3 
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can be used to create a response file for future installations of the same product with the desired ~v 
options. Creation of the response file template does not result in installation of the ISMP product. 

To create an ISMP response file template for the MyProduct ISMP product using the product installation 
files in the /usr/sys/inst. images/ismp/ppc/MyProduct/ default directory, do the following: 

/usr/sbin/geninstall -d /usr/sys/inst . images -T J:MyProduct 

The MyProduct. temp late response file template that ·is generated is similar to the following: 

####################################################################### 
# 
# InstallShield Options File Template 
# 
# Wizard name : Setup 
# Wizard source: setup.jar 
# Created on: Tue Jun 25 10:59:55 CDT 2002 
# Created by: InstallShield Options File Generator 
# 
# This file can be used to create an options file (i .e., response file) for the 
# wi zard "Setup". Options files are used with "-options" on the command l i ne to 
# modify wizard sett i ngs. 
# 
# The settings that can be spec i fied for the wiza rd are listed below. To use 
# this template, follow these steps: 
# 
# 
# 
# 
# 
# 
# 
# 

1. Enable a setting below by removing leading '###' characters from the 
line (search for ' ### ' to find settings you can change). 

2. Specify a value for a setting by replacing the characters <value> . 
Read each settings documentation for information on how to specify its 
value. 

# 
# 
# 
# 
# 

3. Save the changes to the file. 

4. To use the options file with the wizard , specify -options <filename> 
as a command line argument to the wizard , where <filename> is the name 
of thi s options file . 

# 
########################################## ########################### 
##################################################################### 
# 
# My Product Install Location 
# 
# The install locat ion of the product. Specify a valid directory i nto which the 
# product is installed . If the directory contains spaces, enclose it in 
# double-quotes. For exampl e, to install the product to C:\Program Files\My 
# Pr oduct, use 
# 
# -P inst all l ocation=" C:\Program Files\My Pr oduct" 
# 
### -P i nst allloca t i on=<val ue> 

Although the preceding is a simple example, products often have many user-configurable options that 
might be set in the response file . Eactlüf these options IS présenTed in tne template with an explanation 
of the expected value for that option . 

• Create a response file recording. To create a response file recording , use the geninstall command with 
the -E flag . The -E flag creates an ISMP response file recording in the default location, which is the 
directory containing the product installation files . This option requires running the ISMP installation 
interactively and completely. The resulting response file can be used with the -R flag to select the same 
options on future installations of the same product. Creation of the response file recording will also 
result in installation of the ISMP product. 

To record the MyProd uct . r espon se response file with the My Product ISMP product 
installation fil es in the /us r/ sys/ i nst. i mag es / i smp/ ppc/MyProd uct/ default directory, 
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/usr/sbin/geninstall -d /usr/sys/inst.images -E J:MyProduct 

This starts the interactive installation wizard. lt is necessary to run the wizard to completion to c P I! 
successfully create the response file recording. When completed, a message similar to the following 
displays: 

Options record mode enabled - run the wizard to completion to create the options file response . file 

The resulting file MyProduct. response response file is similar to the following: 
########################## ##### ################################# 
# 
# InstallShield Options File 
# 
# Wizard name : Setup 
# Wizard source: setup.ja r 
# Created on: Tue Jun 25 11 :05 :34 CDT 2002 
# Created by : lnstallShield Options File Generator 
# 
# This file contains values that were specified during a recent execution of 
# Setup. It can be used to configure Setup with the options specified below when 
# the wi zard is run with the "-options" command line option. Read each setting's 
# documentation for information on how to change its va l ue. 
# 
# A common use of an options file is to run the wizard in silent mode . This lets 
# the options file author specify wizard settings without having to run the 
# wizard in graphical or console mode . To use this options file for silent mode 
# execution, use the following command line arguments when running the wizard: 
# 
# -options "record.txt" -silent 
# 
############ #################################################################### 
################################################################################ 
# 
# My Product Install Location 
# 
# The install location of the product. Specify a valid directory into which the 
# product is installed . If the directory contains spaces, enclose it in 
# double-quotes. Fo r example, to in stall the product to C:\Program Files\My 
# Product , use 
# 
# -P installlocation="C:\Program Files\My Product" 
# 
-P installlocation="/opt/MyProduct" 

The -P install l ocation value has been completed according to the response given while running the 
wizard. In the preceding example, the /opt/MyProduct directory was specified as the installation 
location in the wizard. The response file generated by this action can be used directly to launch a silent 
installation with the chosen installation location. 

• Use a response file for a silent installation. You can use a response file generated by the two methods 
mentioned previously or one provided with the product to perform a silent installation with the desired 
options . 

1 o use a re_s_p-ons-e-iile-tor a-silent-irrstaiJation-with-the-geninstall-eemmaAEI, ·tl=te-MyP·reauc-t product, and 
the installation files and response file in the /usr/sys/i nst. images/i smp/pp c/MyProduct/ default 
directory, do the following: 

/ usr/s bin /geni nst all -Zd /u sr/ sys/ in st.images -R J :MyProduct 

To use a response file for a silent installation with the geninstall command, MyProduct product, 
installation files in / us r /sys/ i nst. images/ i smp / pp c/MyProduct/ directory, and the 
/ tm p/MyPro du ct/MyProdu ct . res ponse response file , do the following : 

/usr/sbi n/geninstal l -Zd / usr/sys/inst . images -R\ 
- t / tmp/My Product / MyProd uct . response J :MyProd uct 
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Using Response Files with NIM ~ 1 
lf you are using NIM to install an ISMP-packaged product on one or more NIM clients, you ca 1c~~~ ) 
use a separate response file for each client. This is useful when there are properties of the inst la · . v 
operation that must be configured differently for each client. In arder to install multiple clients, you • 1'-
name each response file CLIENT_NAME.response. These response files must be located in the default 
location (the same location as the product installer files). 

For example, to install the MyProduct ISMP-packaged product located in an lpp_source resource in the 
/export/Jpp_source/Jpp_source1/ismp/ppc/MyProduct directory on the CLIENT1 and CLIENT2 clients, 
do the following: 

1. Create a CLJENT1.response and CLIENT2.response response file. 

2. Place the response files in the /export/lpp_source/Jpp_source1/ismp/ppc/MyProduct directory. 

3. Create the correct responses for each client in the corresponding response file. 

4. When you run the NIM cust operation to install the MyProduct ISMP-packaged product on CLIENT1 
and CLIENT2, the response files are used automatically and appropriately for each client. 

lf you want to use the same response file for ali clients, name the response file 
PRODUCT_NAME.response and place in the same default location as the ISMP-packaged product (the 
product location in the lpp_source resource) . For example, create a response file called 
MyProduct.response in the /export/lpp_source/Jpp_source1/ismp/ppc/MyProduct/ directory. lf there 
are no client response files when you perform the NIM cust operation, the MyProduct.response file is 
used automatically . 

Emergency Fix Management 
The emergency fix (efix) management solution allows users to track and manage efixes on a system. Vou 
might get an efix package as an emergency fix, debug code, or test code. The efix package might contain 
commands, library archive files, or scripts that run when the efix is installed . 

The efix management solution consists of: the efix packager (epkg) command and the efix manager 
(emgr) command . 

The epkg command creates efix packages that can be installed by the emgr command. The emgr 
command installs, removes, lists, and verifies system efixes. 

Note: In this section when the term package is used, installp's reference is the term fileset . 

This section includes the following information: 

• "lnstalling and Managing Emergency Fixes" 

• "Additional Emergency Fix lnformation" on page 91 

• "Packaging Emergency Fixes" on page 95 

lnstalling and Managing Emergency Fixes 
The emgr command installs, removes, lists, and verifies systerri efixes. The emgr command ·installs and 
manages packages created with the epkg command, and maintains a database with efix information on 
the system. The emgr command performs the following operations: 

• "Package lnstallation Operation" on page 87 

• "Remova! Operation" on page 88 

"Listing Operation" on page 89 

• "Checking Operation" on page 90 

• "Mount lnsta/lation Operation" on page 90 

ROS1, 
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• "Mounting and Unmounting Operations" on page 91 
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• "Display Package Locks Operation" on page 91 

• "Force Remova! Operation" on page 91 

Package lnstallation Operation 
The emgr command installs efix packages that are created with the epkg command. The following 
example shows how to instai! an efix package: 

emgr -e efix pkg I -f input file [-w dir] [-bkpiqmFX] 

The efix package installation operation consists of the following phases: 

1. "lnstallation Preview Phase" 

2. "lnstallation Phase" 

3. "Summary and Cleanup Phase" on page 88 

lnstallation Preview Phase: During the installation preview phase, the following steps occur: 

1. The efix manager initializes ali commands and libraries, and extracts the efix metadata from the efix 
package. 

2. The efix attributes and description are listed. 

3. The emgr command performs a lock checking procedure by checking the installed efix data if the 
target files that are being delivered by this efix package already have existing efixes installed. lf one or 
more efix files that are delivered by this efix package are locked, the emgr command does not allow 
the installation or installation preview operation to proceed. 

4. The emgr command performs prerequisite verification. lf the user supplied an installp prerequisite file, 
the emgr command checks the prerequisites at this stage. lf one or more of the prerequisites is not 
met, the emgr command does not allow the installation or installation preview operation to proceed. 

5. The emgr command checks for space requirements by checking if the target file systems contain 
adequate space for the installation of the efix package. This includes space for unpacking the efix files, 
creating database entries, saving replaced files, installing efix files, creating efix mounts when using 
the -m flag, archiving library members, and other miscellaneous tasks. The emgr command also adds 
a small buffer to the various space calculations to account for file metadata and other factors. 

lf the user specifies the auto-expand flag using the -X flag, then the emgr command attempts to 
expand the file system to the required size. lf space requirements can not be ultimately met, the emgr 
command halts the installation . 

lf the user specifies a preview installation operation using the -p flag, then the emgr command only 
reports the space statistics without attempting expansion. Also, if the user specifies a a preview 
installation operation using the -p flag, the emgr command does not perform the efix installation phase 
and skips to the summary and cleanup phase . 

lnstallation Phase: During the installation phase, the following steps occur: 

1. During the efix installation setup step, the entire efix package is unpacked and the installation tools are 
initialized. 

2. lf a pre_install script is specified, it is run. lf the pre_install script returns a failure, the emgr 
command halts the installation. lf the pre_install script succeeds, the emgr command proceeds with 

-ure--tnstallation-and-sets-the-efix-st-ate-te-I·N5-TAI±-I-NG.-- - - . --. - -

3. Any files that are replaced by efix files in the efix package are saved to a secured directory. lf the efix 
package does not deliver any files , this step is skipped. 

From this point forward, any major failure causes the emgr command to run a failure-cleanup 
procedure, which attempts to clean up the failed installation . lf this process fails, the efix is placed into 
the BROKEN state . 

4. Ali efix files are installed to their target locations. lf the installation is a mount installation operation 
using the -m flag, then the emgr command creates a unique mount file within the parent directory of 
the target file. The target file is then over-mounted by the efix mount point. For more information about 
the mount installation operation , see "Mount lnstallation Operation" on page 90. 
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5. Package locking occurs. The efix package locks are then processed. lf the installer for which the fi 
package is created supports efix package locking, the emgr command locks the package associat c P 
with the efix files installed in step 4. For example, the installp command supports efix locking, so an --=-_. 
efix created for an installp package will support efix package locking. 

6 . lf a post_install script is specified it is then run. lf the post_install script returns a failure, the emgr 
command halts the installation. 

7. Reboot processing occurs. lf the efix package specifies that a reboot operation is required, the emgr 
command issues a message to the user and makes any necessary changes to the boot image. The 
emgr command does not reboot the system automatically. 

8. At this point, ali installation steps have succeeded and the emgr command changes the efix state to 
STABLE for a standard installation operation, or MOUNTED for a mount installation operation. 

Summary and C/eanup Phase: During the summary and cleanup phase, the following steps occur: 

1. The emgr command displays a summary of ali operations and results. Jf more than one efix package 
was specified with an input file using the -f flag, the emgr command provides a report for each efix 
package. 

2. The emgr command cleans up any temporary directories and files. lt also unloads any memory 
modules that have been loaded into memory. 

Remova! Operation 
The efix remova! operation removes an installed efix. Vou can specify an individual efix by using one of the 
efix identification methods or specifying severa! individual efixes by using a list file. For more information 
about the efix identification methods, see "Referencing Emergency Fixes" on page 91. 

The syntax for removing an installed efix is as follows: 

emgr -r -L label I -n ejix num I -u VUID I -f lfile [-w dir] [-bkp!qX] 

The efix package remova! operation consists of the following phases: 

1 . "Remova! Preview Phase" 

2. "Remova! Phase" 

3. "Summary and Cleanup Phase" on page 89 

Remova/ Preview Phase: During the remova! preview phase, the following steps occur: 

1 . The efix manager initializes ali commands and libraries, and loads efix metadata from the efix 
database. 

2. Listing of efix attributes and description. 

3. Space requirements are checked. The emgr command checks if the target file systems contains 
adequate space to restare the saved files. This includes space changing database entries, restoring 
saved files, archiving library members, and other miscellaneous tasks. The emgr command also adds 
a small buffer to the various space calculations to account for file metadata and other factors . 

lf the user specifies the auto-expand flag using the -X flag, the emgr command attempts to expand the 
file system to the required size. lf space requirements can not be ultimately met, the emgr command 
halts the remove operatiQn._lf _the use~ecifies a preview installation operation using the -p flag, then 
the emgr command only reports t6espac-e statistics without attempting expansion .-

lf the user specifies a preview installation using the -p flag, the emgr command does not perform the 
efix remova! and skips to the summary and cleanup phase. 

Remova/ Phase: Any failure in the remova! phase causes the efix state to change to BROKEN. During the 
remova! phase, the following steps occur: 

1. The emgr command initializes ali remove utilities and changes the efix state to REMOV. ,.,,~-

2. Package unlocking occurs . Ali packages that are locked by the efix being removed 
Because it is possible that a single package may be locked by multiple efixes, the em 
only unlocks a package if this efix is the Jast (or the only) efix still holding a lock on 
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4. The efix is removed. lf the efix was installed with a standard installation operation, the emgr command 
replaces the current efix files with the previously saved original files. lf the installation was a mount 
installation operation, the emgr command unmounts the efix files and removes them from the system. 

5. lf a post_remove script is specified, it is run. lf the post_remove script returns a failure, the emgr 
command halts the installation. 

6. Reboot processing occurs. lf the efix package specified that a reboot is required, the emgr command 
issues a message to the user and make any necessary changes to the boot image. The emgr 
command does not reboot the system automatically. 

7. At this point, ali remove steps have succeeded and the emgr command removes the remaining efix 
data from the database and save directories. 

Summary and Cleanup Phase: During the summary and cleanup phase, the following steps occur: 

1 . The emgr command issues a summary of ali operations and results. lf more than one efix package 
was specified with an input file using the -f flag, the emgr command reports for each efix package. 

2 . The emgr command cleans up any temporary directories and files. lt also unloads any memory 
modules that have been loaded. 

Listing Operation 
The emgr command lists data on installed efixes with various leveis of verbosity. The syntax for listing 
efixes is as follows: 

emgr -1 [ - L label I -n ejix num I -u VUID] [-v{l-3}X] 

By default, the emgr command reports data on ali installed efixes. You can specify an individual efix by 
using one of the efix identification methods. For information about the efix identification methods, reter to 
"Referencing Emergency Fixes" on page 91 . 

The default levei of verbosity is 1. You can specify up to levei 3 with the -v flag. The verbosity leveis 
include the following information: 

LEVEL 1 
Lists one efix per line with the following information: 

• efix ID 

• efix state 

• lnstall time 

• efix abstract 

LEVEL 2 
Lists the following information: 

• Ali LEVEL 1 information 

• VUID 
• Number of efix files 

• Tõtat1on- for each eiix trle 

• Package for each efix file 

• lnstaller for each efix File 

• mount installation (ye s or no) for each efix file 

LEVEL 3 
Lists the following information : 

• Ali LEVEL 2 information 

• Reboot requirement (yes or no) 
• Prerequisite files needed 
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• Pre-install script 

• Post-install script 

• Pre-remove script 

• Post-remove script 

• File type for each efix file 

• File size for each efix file 

• Checksum for each efix file 

• Access ownership and modes for each efix file 

• Prerequisite information 

• efix description 

• Archive member name for each efix file 

• lf this is a mount installation operation, then display the mount status for each efix file 

Checking Operation 
The emgr command checks the status of installed efixes. The syntax for efix checking is as follows : 

emgr -c [ -L label I -n ejix num I -u VUID I -f lfile ] 
[ -w dir] [-v{l-3}X] 

By default the emgr command verifies ali installed efixes. You can specify an individual efix by using one 
of the efix identification methods or specify severa! individual efixes by using a list file. For information 
about the efix identification methods, reter to "Referencing Emergency Fixes" on page 91. 

The default levei of verification is 1. You can specify up to levei 3 with the -v flag. The verification leveis 
include the following checks: 

LEVEL 1 
Checks the following information: 

• efix data and state 

• lf this is a mount installation operation, then check the efix mount status for ali files 

Note: lf the efix file is unmounted, the emgr command changes the efix state to UNMOUNTED 

• efix checksum for ali efix files or archive members 

LEVEL 2 
Checks the following information: 

• Ali LEVEL 1 checks 

• efix ownership and mode for ali efix files or archive members 

LEVEL 3 
Checks the following infnrmation: 

• Ali LEVEL 2 checks 

• Ali prerequisites 

-- ·- -Mounnnst-allati·o·n ·operation -----
lf the -m flag is specified during efix installation, the emgr command performs a mount installation 
operation of the efix package. This means that the existing files that are being fixed are not removed from 
their present locations. lnstead they are over-mounted by the efix files . This approach has both 
advantages and disadvantages. One advantage is that a system reboot unmounts ali of the efixes. This 
means that any efix that created a serious problem is not mounted after a reboot. The disadvantages are 
that the administrator must monitor the mount status of efixes and some efixes may not be removed 
without a reboot. 

The mount installation operation is not supported with efix packages that deliver new files. 
' , I 
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By default, the emgr command applies the mount or unmount operation to ali installed efixes. You can 
specify an individual efix by using one of the efix identification methods or specify severa! individual efixes 
by using a list file. For information about the efix identification methods, reter to "Referencing Emergency 
Fixes". 

Using the mount operation with the -M flag, the emgr command attempts to mount ali efix files that are 
unmounted. lf ali efix files are successfully mounted, and the previous efix state was UNMOUNTED, then the 
emgr command changes the efix state to MOUNTED. 

Using the unmount operation with the -U flag, the emgr command attempts to unmount ali efix files that 
are mounted. lf at least one efix file is successfully unmounted, and the previous efix state was MOUNTED, 
then the emgr command changes the efix state to UNMOUNTED. 

Display Package Locks Operation 
The display package-locks operation displays ali packages that are locked by efix manager, their installer, 
and the locking label or labels. The syntax for the display package-locks operation is as follows: 

emgr -P [ Package ] [X] 

By default, the emgr command lists ali locked packages. The user can specify an individual package as 
an argument to the -P flag . 

Force Remova! Operation 
The force remova! operation removes efix data. This operation also unlocks ali efix packages associated 
with the efix label without removing the actual efix files, executing any remova! scripts, or boot processing . 
The force remova! operation can only be run on one efix at a time, and the efix label is required to identify 

.. the target efix. The syntax for performing a force remova! operation is as follows: 

emgr -R efix label [-w dir] [X] 

Note: The force remova! operation must be considered an as emergency procedure. lt must only be run if 
ali other methods to remove the efix have failed. This method may create inconsistencies on the 
target system. 

Additional Emergency Fix lnformation 
Additional information about emergency fixes includes the following topics: 

• "Referencing Emergency Fixes" 

• "Using a List File" on page 92 

• "Emergency Fix States" on page 92 

• "Emergency Fix Logging" on page 93 

• "Failure Cleanup" on page 93 

• "Considerations for Systems Using the Trusted Computing Base" on page 93 

• "Emergency Fix Manager Command Paths" on page 93 

Referencing Emergency Fixes 
Emergency fixes can be referenced as follows: 

Reference by Label 
Each efix that is installed on a given system has its own unique efix label . This is called the 

' . - "' 
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unique key that binds ali of the different database objects. To reference an efix by label, pass t e ~ 
label as an argument to the -L flag. For example, to run a check operation on an efix with label 
ABC123, type the following: 
# emgr -cl ABC123 

Reference by efix ID 
Each efix that is installed on a given system has its own efix ID. This is the arder number in which 
the efix is listed in the efix database. Using this option may be convenient if performing operations 
on efixes based on efix listings. The emgr command converts the efix ID into an efix label before 
performing the given operation. To reference an efix by ID, pass the ID as an argument to the -n 
flag. For example, to run a check operation on the first efix with an ID equal to 1, type the 
following: 

# emgr -cnl 

Note: Emergency fix IDs are ephemeral and change as efixes are removed and added. Always 
verify the current efix ID number by listing the efix using the -1 flag . 

Reference by VUID 
The VUID (Virtually Unique ID) is used to differentiate packages that have the same label. Unlike 
APARs (Authorized Program Analysis Reports), which are officially tracked, emergency fixes are 
not tracked by any organization, so it is possible to have two efix packages with the same label. 
However, the emgr command does not allow the installation of more than one efix with the same 
label. The emgr command converts the VUID into an efix labell;:lefore performing the given 
operation. For example, to list an installed efix with VUID equal to 000775364C00020316020703, type 
the following: 

# emgr - 1 - u 000775364C00020316020703 

The VUID is also displayed in the preview section of the efix installation and removal operations, 
and when using the listing operation with verbosity levei 2 or greater. 

Using a List File 
You can perform operations on a set of efixes by specifying a list file. For the installation operation , the list 
file must contain one efix package location per line. For the removal operation and the mount and 
unmount operations, the list file must have one efix label name per line. The emgr command ignores any 
blank lines, or lines where the first non-white space character is the # character . 

Emergency Fix States 
The emgr command maintains a state for each installed efix, as follows: 

STABLE 
The efix was installed with a standard installation, and successfully completed the last installation 
operation. To verify the efix details, run a check operation on the given efix or efixes. 

MOUNTED 
The efix was installed with a mount installation operation , and successfully completed the last 
installation or mount operation. A state of MOUNTED does not mean ali efixes are currently mounted. 
For example, the efixes might have been manually unmounted. This state represents the emgr 

- - -command's-previeus -aetioAs-am:l-EieteFmination-ef-tt:Je -rnGYnt statbls . .lQ verify .the efix -details, 
including mount status, run a check operation on the given efix or efixes. 

UNMOUNTED 
The efix was installed with a mount installation operation and one or more efix files were 
unmounted in a previous emgr command operation . The state of UNMOUNTED does not mean that ali 
efixes are currently unmounted. For example , the efixes might have been manually mounted or 
partially mounted. This state represents the emgr command's previous actions and determination 
of the mount status. To verify the efix details , including mount status, run a check operation on the 
given efix or efixes. · ' i · 1 Q 7 1 2 
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BROKEN 
An unrecoverable error occurred during an installation or removal operation. The status o 
is unreliable. You can attempt to remove this efix and reinstall it from the efix package. 

JNSTALLING 
The efix is in the process of installing. Normally, this state occurs only for a brief time during efix 
installation. However, if an efix installation is suddenly interrupted (such as in a sudden power loss 
or a system crash), and the emgr command is unable to clean up the failed installation, an efix 
might be left in the INSTALLING state. You can attempt to remove this efix and reinstall it from the 
efix package. 

REMOVJNG 
The efix is in the process of being removed. Normally, this state occurs only for a brief time during 
efix removal. However, if an efix installation is suddenly interrupted (such as in a sudden power 
loss ora system crash), and the emgr command is unable to clean up the failed installation, an 
efix might be left in the REMOVING state. You can attempt to remove this efix and reinstall it from the 
efix package. 

Emergency Fix Logging 
The following operations are logged to the /var/adm/ras/emgr.Jog emgr log file : 

• lnstallation 

• Removal 

• Checking 

• Mounting 

• Unmounting 

• Force Removal 

Failure Cleanup 
The failure-cleanup procedure is run when an efix installation operation fails after the installation preview 
(and pre_install script, if specified). The failure-cleanup procedure attempts to reverse any of the changes 
that have already been made by the installation process. The failure-cleanup procedure is similar to the 
remova! phase of the efix remova! operation. The failure-cleanup procedure sets the EMGR_UNDO global 
environment variable to 1. This allows packaging to take different paths in the pre_remove and 
post_remove scripts. 

Considerations for Systems Using the Trusted Computing Base 
The emgr command automatically detects if a system is enabled with the Trusted Computing Base (TCB). 
lf TCB is enabled, the emgr command registers ali installed efixes with the efix database. When the efixes 
are removed, the emgr command restares the previous TCB data. Because mount installation operations 
can create variations in file attributes when efix files are mounted and unmounted, mount installation 
operations are not supported on a TCB enabled system and are blocked by the emgr command . 

lf you do not want the emgr command to automatically manage TCB data, then export the 
EMGR_IGNORE_ TCB variable and set this variable to any value that is not null . When the 
EMGR_IGNORE_ TCB variable is set, the emgr command behaves as if the system is not TCB enabled. lf 
tt-le-E.MGj;I=JGNOBE=T..C.B....~tariable_is_seLo.n_aiCB_ enab.Le_d _s_y.stem.,_yQu might t:>e @.QUlred to manually 
manage efix files within TCB . 

To check if TCB is enabled on your system, run the /usr/bin/tcbck command. lf you get a usage 
statement, then TCB is enabled. Otherwise, you receive a message indicating that TCB is not enabled . 

Emergency Fix Manager Command Paths 
The emgr command calls one or more of the following UNIX commands: 

ar 

awk 

cat 
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chmod 

chown 

compress 

cp 

date 

df 

diff 

du 

egrep 

fuser 

id 

ksh 

In 

ls 

mkdir 

mount 

mv 

printf 

ps 

rm 

rmdir 

sed 

sleep 

sort 

sum 

tail 

ta r 

te e 

touch 

umount 

uname 

vi 

wc 

zcat 

The emgr command calls one or more of the following AIX commands: 

aclget 

aclput 

bosboot 

lslpp 

odmchange 

odmget 

slibclean 

tcbck 

r--,... r, ,----.........._._.._ 
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1 . /usr/emgrdata/bin 

2. /usr/bin 

3. /usr/sbin 

4. /bin 

5. /sbin 

6. /usr/local/bin 

7. /usr/local/sbin 

The /usr/emgrdatalbin directory is asecured directory that is created the first time the emgr command is 
run. 

lf you are attempting to install or remove an efix for one of the cammands that the emgr cammand uses, 
you might not be able to successfully complete the operation. To solve this problem, do the fallowing: 

1. Manually install the efix file inta the /usr/emgrdata/bin directory. 

2. Perform the emgr operation. 

3. Remove the manually installed efix file from the /usr/emgrdatalbin directory. 

Using this method, the efix is registered and tracked with efix manager and ali ather emgr command 
pracessing takes place. 

lf the efix file is the /usrlbin/ksh file and the problem it fixes prevents the emgr command's operations 
from succeeding, then do the following: 

1. Back up the original /usr/bin/ksh file. 

2. Manually install the /usr/bin/ksh efix file to /usr/bin/ksh. 

3. Perform the emgr command installation or remove operation. 

Packaging Emergency Fixes 
lf yau need to create your own efix and package it for distributian, use the epkg command to package the 
efix. The epkg cammand can be run in two different modes: interactive and template-based. The 
interactive method prampts the user with severa! questions and constructs the efix package based on the 
answers. The template-based method uses an efix contrai file that is pre-filled with default answers that 
are then asked in interactive mode. The efix package can then be installed by the emgr command. 

By using an efix contrai file as a template, efix packages can be created noninteractively. The following is 
an example of a completed efix contrai file : 

# efix control file example 
ABSTRACT=This is a test of epkg. 
PRE_INSTALL=/tmp/pre_install 
POST INSTALL=. 
PRE_REMOVE=/tmp / pre_remove 
POST REMOVE= . 
REBOOT=yes 
PREREQ=. 
DESCRIPTION=/tmp/description 
EFIX ~FítB=2 

EFI X FILE: 
EFI X FILE NUM=1 
SHIP-FILE~/home/test/l s 
TARGET_FILE= / usr/ bi n/ l s 
TYPE= 1 
INSTALLER= 1 
ACL= DEFAUL T 
AR MEM=. 

EFI X FILE : 
EFI X FILE NUM= 2 
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SHIP FILE=/home/test/mystrcat.o 
TARGET_FILE=/usr/ccs/lib/libc.a 
TYPE= 2 
INSTALLER= 1 
ACL= root:system : 555 
AR MEM=strcat.o 

User-Specified efix Package Components 
The following efix control-file components are part of the overall efix package and are not related to 
specific files : 

ABSTRACT 
Briefly describes the efix package. The abstract is limited to 38 bytes. 

PRE_INSTALL 
This script is run after an installation preview and before any efix files are installed. Failure in the 
pre_install script causes the efix package installation to be aborted. This script is useful for doing 
any preinstallation checking or work. Because the emgr command does not call a failure-cleanup 
procedure for preinstallation failures, this script performs failure cleanup (related to the script) 
before it exits. This component is optional. 

POST _INSTALL 
This script is run after ali efix files have been successfully installed. A failure in the post_install 
script causes the installation to fail and causes efix manager to run a failure-cleanup procedure. 
This component is optional. For more information about the post_install script, reter to "lnstalling 
and Managing Emergency Fixes" on page 86. 

PRE_REMOVE 
This script is run after the remova! preview and before any efix files are removed during a remove 
operation and in the first stage of a failure-cleanup procedure. A failure in the pre_remove script 
causes the given operation to fail. In the case of a failure-cleanup procedure, the emgr command 
sets an EMGR_UNDO global environment variable to 1. lf necessary, the EMGR_UNDO variable 
is used to take different actions for removal as opposed to a failure-cleanup. This component is 
optional. 

POST _REMOVE 
This script is run after efix files are removed during a remove operation and a failure-cleanup 
procedure. A failure in the post-remove script causes the given operation to fail. In the case of a 
failure-cleanup procedure, the emgr command sets an EMGR_UNDO global environment variable 
to 1. The EMGR_UNDO variable is used to take different actions for remova! as opposed to a 
failure-cleanup (if necessary). This component is optional. 

REBOOT 
This variable indicates whether a reboot operation is required for this efix. lf this variable is set to 
yes, the emgr command makes any necessary changes to the boot image and issues a message 
instructing the user to reboot after installation. 

PREREQ 
This is a file that contains installp prerequisites. This component is optional. 

• The file has one prere.quLsLte p_e_rli_ne. _ 

• The format of the prerequisite entry is as follows : 
Fileset Min Levei Ma x Levei Type 

Fileset 
The name of the installp fileset requisite . 

Min Levei 
The minimum levei for the requisite fileset. The specification of NO NE indicates no 
minimum levei. 

96 AIX SL Ve rsion 5.2: lnsta llation Guide and Reference 

Doe: -----



I 

I c I-~ 

Max Levei 
The maximum levei for the requisite fileset. The specification of NONE indicat 
maximum levei. 

Type The following types are supported: PREREQ and I FREQ. PREREQ is the default type and 
requires that the requisite fileset meets ali criteria. I FREQ requires that requisite fileset 
meet ali criteria only if it is installed. 

• Blank lines or lines that start with # are ignored, as shown in the following examples: 

# Require that abc.xyz is installed at any level: 
abc.xyz NONE NONE 

# Require that bos.rte.lvm is installed at level 5.1.0.10 or above: 
bos.rte.lvm 5.1.0.10 NONE 

# Require bos.mp be between 5.1.0.0 and 5.1 .0.40 if it is installed: 
bos.mp 5.1.0.0 5.1 . 0. 40 IFREQ 

DESCRIPTION 
This is a file that contains a detailed description of the efix package that is being installed. 

File Components 
The following efix contrai-file components are related to specific files. The maximum number of efix files 
for each efix that the epkg and emgr commands support is 200. 

EFIX_FILE_NUM 
The number of the given file (1 - 200). 

SHIP_FILE 
The local file location that the epkg command is archiving into the efix package. Specify either an 
absolute or relative path to this file. The ship file is the efix that is delivered. 

TARGET _FILE 
This is the target file location where the SHIP _FILE is installed. This location is located on the 
system where the efix package is installed. Specify the absolute path to this file. lf this file is part 
of a registered package, such as an RPM or installp package, you must specify the tracked 
location. 

INSTALLER 
This variable represents the type of installer that owns the efix package. Valid integer choices are 
as follows: 

1 Tracked by installp 

2 Tracked by RPM 

3 Tracked by ISMP 

4 Tracked by another installer 

5 New file that will be tracked by installp 

6 New file that will be tracked by RPM 

7 New file that will be tracked by ISMP 
- - -

8 New fiTe thafwTII o-e lracl<ecnsy anolhefínstaner 

9 Not tracked by any installer 

TYPE This is the type of file that is being installed. The valid choices are as follows: 

1 Standard file or executable file 

2 Library or archive member 

An example of TYPE 1 is the /usr/bin/ls file or the /usr/bin/rm file. An example~of ;~,Y~E 13Js th.§ 
shr.o archive member as a member of the libc.a library. • ' 
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ACL Specifies the access attributes (mode and ownership) for a given file. lf this attribute is set to 
DEFAULT, the emgr command maintains the current permissions of the file to be replaced. 
However, if the target file is a new file or the user wants to specify permissions using the -v flag, 
the ACL attribute can be entered with the syntax Owner:Group:Octa!Modes, similar to the 
following: 

ACL= root:system: 555 

AR_MEM 
Specifies the name of the archive member. This option is only valid if TYPE=2. In this case, 
SHIP _FILE represents the local location of the archive member that is being shipped, 
TARGET _FILE represents the target archive, and ACL applies to the archive member. For 
example, the following attributes ship the myshr.o local file to the shr.o member in the 
/usr/ccs/lib/libc.a target archive: 

TYPE=2 
SHIP FILE=/home/myshr .o 
TARGET_FILE=/usr/ccs/lib/libc.a 
AR MEM=shr .o 

Automatic Common Components 
The following components are part of the overall efix package and are not related to specific files. These 
components are automatically determined by the epkg command. Typically, the user does not set the 
following components: 

DATE Date and time that the backup was made. 

INSTWORK 
· Amount of space (in 512 byte-blocks) required for unpacking the efix metadata. 

' VUID Virtually Unique ID. A combination of time and cpuid, this ID can be used to differentiate fixes that 
' are otherwise identical. 

QNEXT and QORDER 
Internai trackers for interactive mode. lf you are using an efix contrai file in nonprompted mode, 
make sure QNEXT and QORDER are not set, or set toQEND. 

Automatic File Components 
The following components are related to specific files. These components are automatically determined by 
the epkg command. Typically, the user does not set these components. 

CKSUM 
File checksum for the given file 

SIZE Size for the given file 

lnteractive Mode 
By default, the epkg command is run in interactive mode. The only required parameter is the efix label. lf 
the user interrupts a running epkg session, the efix contrai file is saved. lf the user starts a new session 
with the same efix label, they are asked whether they want to keep working with the previous efix contrai 
file , and the user can use the -u flag to answer this question. 

--------
The epkg command maintains a record of the question arder and allows the user to navigate between 
questions by using subcommands. Also, the epkg command remembers the previous answer the user 
provided and sets that answer as the default answer. The epkg subcommands are the following : 

b! Returns to the previous question. 

s! Shows the current efix contrai file . 

q! Quits without saving efix contrai file (using the Ctri-C key sequence will prompt) . 

h! Displays help information for the current question. - "" o 71 8 
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The epkg command asks the following questions, one at a time: 
1. Enter efix abstract [38 bytes maximum]: 

** If "-s" flag is specified, go to question #3 *** 

2. Does this efix deliver one or more files? (yes/no): 
** If "no", go to question #9 ** 

3. Ente r the local ship file location for efix file number 1: 

4. Enter target location for efix file number 1: 

5. Select file type for efix file number 1: 
1) Standard (file or executable) 
2) Library member 
3) Other 

6. Select the installer which tracks the file that is being fixed by efix 
file number 1: 
1) Currently tracked by installp . 
2) Currently tracked by RPM. 
3) Currently tracked by ISMP. 
4) Currently tracked by another installer. 
5) This is a NEW file that will 
6) This is a NEW file that will 
7) This is a NEW file that will 
8) This is a NEW file that will 
9) Not tracked by any installer. 

be tracked 
be tracked 
be tracked 
be tracked 

*** If "-m flag" and not new go to #7.1 *** 
*** If new, go to #7.2 *** 
*** Else, go to #8 *** 

by installp. 
by RPM. 
by ISMP . 
by another installer. 

7.1 Enter the ACL for file 1 in the format of <owner>:<group>:<octal modes>. 
For example to make the user="root", the group="system", and the modes "444", 
you would enter root:system:444. Enter ". " if you want to keep the default 
(i .e. current) permissions on the existing target file . 

7.2 Enter the ACL for file 1 in the format of <owner>:<group>:<octal modes>. 
For example to make the user="root", the group="system", and the modes "444", 
you would enter root:system:444 . 

8. Are there more efix files ? (yes/no): 

9 . 

10. 

11. 

12 . 

** If "yes" , increment file and go to question #3 ** 
** If "no" and "-s" flag, go to #14 ** 
** If "no" go to question #9 ** 

Enter the 1 o cal location for the pre-install script or 

Enter the local location for the post-i nsta 11 script o r 

Enter the 1 oca 1 location for the pre-remove script o r " 

Enter the 1 oca 1 location for the post-remove script o r 
---- - ------

" " to skip. 

" " to skip. 

" to skip. 

" " to skip. 

14 . Is a reboot required after installing this efix ? (yes/no): 

15. Enter the local location for the installp prerequi si te file or to skip. 
*** This question is skipped if -p flag *** 

16 . Enter the local location for the efix description file or to compose it 
in an editor: 

*** This question is skipped if "-d" flag is specified *** 
*** If the description fi le is not specified, the user will be *** 
*** put into an editor to compose it. The user can specify *** 
*** whi ch editor to use by sett ing the EDITOR global envi ronment *** 
*** variable. The default editor i s /usr/bin/vi. *** 

1 ! ' I • 1_, o 7 ·1 9 
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After ali of the questions are answered, the epkg command verifies the efix contrai file and creates a 
compressed tar package that can be installed by using the emgr command. 

Related lnformation 
• For information about developing software products that are installed using the installp command, reter 

to Packaging Software for lnstallation in A/X 5L Version 5.2 General Programming Concepts: Writing 
and Debugging Programs. 

• For information about creating a new backup of your system, reter to "Creating System Backups" on 
page 113. 

• Read the readme files that were shipped with the operating system. Any additional software you 
installed also might have associated readme files with late-breaking news. For information about how to 
view readme files, reter to "Viewing Readme Files" on page ix. 

• For information about installing the Documentation Library Service or the operating system's online 
documentation, see "Using the Documentation Library Service" on page 102. 

• For additional release information, see the A/X 5.2 Release Notes. 

,. 
C, l.al • !,., • 
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Chapter 11. AIX Documentation and the Documentation 
Library Service 

The AIX online documentation library is available through the IBM eServer pSeries lnformation Center. The 
IBM eServer pSeries lnformation Center provides information about IBM eServer pSeries and the AIX 
operating system. 

Even if you do not want to instai! the operating system documentation, you should instai! and configure the 
documentation library service, because other applications might depend on this service to provide their 
online documentation. 

This chapter covers the first-time installation and configuration of the library service. lf you already have 
the service configured and you want to change the configuration, see Changing the Configuration of the 
Oocumentation Library Service in the A/X SL Version 5.2 System Management Concepts: Operating 
System and Devices. 

This chapter provides information about the following topics: 

• "lnformation Center'' 

• "Using the Oocumentation Library Service" on page 1 02 

• "lnstalling the Online Documentation" on page 11 O 

lnformation Center 
The IBM eServer pSeries lnformation Center installs with the Base Operating System in the following 
filesets: 

X11.Dt.bitmaps 
AIX COE Bitmaps 

X11.Dt.rte 
AIX Common Desktop Environment 

bos.rte.install 
LPP lnstallation Commands 

Because the bos.rte.install fileset is always installed, the infocenter command will always be available. 
The X11.Dt.bitmaps and X11.Dt.rte filesets are installed only if the COE (Common Oesktop Environment) 
desktop is installed. lf the COE desktop is installed, an lnformation Center icon is available on the 
desktop. 

The lnformation Center Web address is contained in the /usr/lpp/bosinst/bos.vendor.profile file . The 
lnformation Center command and icon starts the lnformation Center Web page in a browser only if a valid 
Web address is specified in this file . 

To view theTnfõrmation Center confe-nt fully, a Weib browser tfiat suppotts Javas·cript is required. 

The IBM eServer pSeries lnformation Center is available at the following Web address: 

http://publibl6.boulder.ibm.com/pseries/en_US/infocenter/base 

© Copyright IBM Corp. 2002, 2003 
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Using the Documentation Library Service 
The Documentation Library Service allows you to navigate, read, and search registered HTML-formatted 
documents through your Web browser. The library service presents documents in a expandable-tree 
format, through which you can easily navigate by clicking on associated buttons. You can click to view a 
selected document. You can also search for specific information in one book, a selection of books, or the 
entire installed library. 

The library service produces two types of graphical user interfaces (GUis), a global GUI and an application 
GUI. The global GUI shows you ali HTML documents on the document server that are registered with the 
global GUI. Global views may contain documents from many different applications. Access the global 
library application by typing docsearch on the command line or by clicking the Documentation Library 
icon in the Help subpanel under the COE Desktop front panel. 

The application GUI is launched when you click on a link inside a menu or document of an application . 
The resulting display shows library pages that contain online information for that application. For example, 
the Search link in the Web-based System Manager Help menu calls a library page that only displays the 
documentation for Web-based System Manager. 

The components of the Documentation Library Service are installed along with the BOS. After installation, 
the service may need to be configured. 

Note: lf you ordered a preinstalled system from the factory, the complete library service might have 
already been installed and configured at the factory . 

lf you are not sure whether the Documentation Library Service is installed and configured on your system, 
go to "Testing the Documentation Library Service". lf you need to install or configure the library service, go 
to "Configuring the Documentation Library Service" on page 1 03. 

Testing the Documentation Library Service 
lf you are not sure whether the library service is installed and configured, type docsearch on the command 
line. 

One of the following occurs : 

• The library service appears, without error messages, and the search form appears at the top of 
the page. This search form contains one or more fields for entering words that you want to search for. 
A listing of documents is visible in at least one of the views. When you open a document, you can read 
its contents. The search function completes successfully. 

- The library service appears functional but you cannot read the documents properly. Go to 
"Configuring the Documentation Library Service" on page 103. 

- The library service appears functional but the search fails. Go to Problem Determination in the 
A/X 5L Version 5.2 System Management Guide: Operating System and Devices. 

• Vou see the message There are no documents installed for this view. The library service might be 
-iRstalled-correctly, but lbe senlice_caono1 fin_d_ao.y_ins1aUe_d_d_o_ç_ume.ots that_qr,Sl rn.gistered for the current 
view. Try clicking on the other views to see if they contain documents. When you find a view with 
documents, try reading and searching the documents. 

You cannot fully test the library service until ali appropriate documentation has been installed and 
registered . The operating system and ali applications that use the library service register themselves 
during document installation. To install the operating system online documentation, see "lnstalling the 
Online Documentation" on page 11 O. Ensure any application documentation is correctly installed. After 
you have done this , retest the library functions . 

• Vou see the message Search is not enabled . The service has not been fully installed and configured. 
Go to "Configuring the Documentation Library Service" on page 103. 1 ·o 7 2 
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• Vou see the message Search ; s not supported ; n th; s 1 anguage. The search engine cannot p rt' 
searches in the language used by this installation of the operating system. This is not an error. The O P ~ _ ,.._c.. 
search function is not compatible with ali languages supported by the operating system. This message 
always displays when you are using a language that the search function cannot support. 

lf documents are visible in one of the Views, try reading the documents. lf your documents display 
correctly and you can open them for reading, then no further configuration of the library service is 
necessary. lf no documents are available in any view, the documentation has not been installed and 
registered. The operating system and ali applications that use the library service register themselves 
during document installation. To install the operating system online documentation, see "lnstalling the 
Online Documentation" on page 110. Ensure any application documentation is correctly installed. After 
you have dane this, retest the library functions. 

• Vou see a message similar to Cannot t;nd or execute ds_form. The exact wording of this message 
varies, but it means the library service is not installed and configured correctly. Go to "Configuring the 
Documentation Library Service". 

• No browser appears. The library service is not installed and configured correctly. Go to "Configuring 
the Documentation Library Service" . 

Configuring the Documentation Library Service 
Vou can set up a machine either as a documentation server or as a documentation client system. When 
users on a client request a search form or an HTML document, the request is sent to the Web server on a 
documentation server, which then sends back the requested object. When searches are performed, they 
are dane on the server and the results are then sent back to the user on the client. 

A documentation server has the following software installed: 

• Documentation library service server and client software 

• Library service search engine 

• Documents 

• Document search indexes - for searchable documents. lf an application package is using the library 
service, these indexes are installed automatically when the documents are installed, or the system 
administrator may manually create indexes for locally written documents. Documents written in certain 
languages cannot be searched and do not have indexes. 

• Web server software 

A client needs only the Documentation Library Service client software and a Web browser installed. 

lf you have a standalone machine, both the server and client software are installed. lnstead of going to a 
remate server, requests from users on a standalone machine go to the Web server software on that same 
computer. A documentation server on a network can also be made standalone in the sense that you can 
configure its Web server software to accept only requests from users logged in to the documentation 
serve r. 

lf you have a console that supports a graphical user interface and are running in AIXwindows, you can use 
Jbe_G.onfiguratLo.o.As_sl s_tant tQ install and confi ure the JlQrary seryice. __ Otherwise, Y.9ld._Can use commands 
to install and configure manually. lt is highly recommended that you use the Configuration Assistant 
because it automatically performs sorfle steps for you and is easier to use. 

To use the Configuration Assistant, see "Using Configuration Assistant for the Documentation Library 
Service" on page 1 04. 

To use the manual method, see "Manually lnstalling and Configuring the Documentation Library Service" 
on page 104. 
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Using Configuration Assistant for the Documentation Library Servic 
1 

The Configuration Assistant helps you configure this system as a documentation server oras a client tha 
gets its documents from a remete documentation server. 

Note: HTTP Web server software must be installed on this computar before you can install 
documents and register them with the Documentation Library Service. The Configuration Assistant 
can automatically install the Lite NetQuestion Web server software or the IBM HTTP Server software. 
Both options are shipped with the operating system. 

lf you want to use different Web server software, that software must have been installed and 
configured before you launch the Configuration Assistant. Vou must also know the full pathnames of 
the Web server's HTML documents home directory and the CGI-BIN directory. 

This machine does not need Web server software if you are configuring it as a client that obtains its 
documents from a remete documentation server . 

To Jaunch the Configuration Assistant, make sure you are logged in to the system as the root user, and 
enter the configassist command. When the Configuration Assistant opens, press Next. Then select 
Configure Online Documentation and Search. The Configuration Assistant guides you through 
installation and configuration . 

After you have finished, use the same procedure as shown in step 3 on page 1 05 to add language 
support . 

Manually lnstalling and Configuring the Documentation Library Service 
This section describes how to instai! and configure the Documentation Library Service using the system 
management tools. 

For information about installing the client, see "lnstalling the Client" on page 108. 

lnstalling the Server 
Use this procedure if you want to configure this machine as a documentation server, where you will install 
your online documentation. A server can be networked to serve remete clients, or it can be standalone to 
serve only its own users . 

To create a documentation search server, complete the following steps: 

1. lnstall the Web server and browser software, if needed . 

Web server software must be installed. Vou can use any Web server software that can run CGI 
programs. The Lite NetQuestion Web server is automatically installed with the base operating system, 
but it can serve only local users, not remote users. 

To serve both local and remote users, you must install server software. Any compatible HTTP server 
software can be used; however, the IBM HTTP Server software can be installed from a CD shipped 
with AIX 5.2. 

·jo-veTifyrwh·attsa1readyinstatled~pe smi-t ·hst _-i-rrst·a-H ed-e>n·-the-eemmafld·-line. 

To manually instai! the IBM HTTP Server software using SMIT, do the following: 

a. Use the SMIT install_bundle fast path . 

b. Select HTTP _Server from the bundle list. 

c. Verify with the product documentation if you need to select yes to accept new license agreements . 

d. Accept the default values for the remaining lnstall Software Bundle menu options. 

To manually install the IBM HTTP Server software from the command line, type : 

# geni nsta l l -d . - IacYXg - f HTTP_Server . bnd 

1 04 A/X SL Version 5.2 : lnsta llation Guide and Reference 
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lf the software product contains a license agreement, the -Y flag accepts the new license agre 

A Web browser that can display forms must be installed. (The Netscape browser is on the A/X 5.2 C~p-...;;;_.......­
Expansion Pack CD.) 

2. Configure and start Web server software. 

Unless you are using the automatically installed Lite NetQuestion server, you must configure your Web · 
server software to perform correctly with your system. Consult the documentation provided with your 
Web server software to configure and start your Web server software. Write down the full path names 
of the Web server directories where the server starts looking for HTML documents and CGI programs . 
lf you are using one of the following Web servers, and you installed to the default location, you do not 
need to know the directory name: 

o IBM HTTP Server 

o IBM Internet Connection Server 

Other Web servers might not automatically create the HTML and CGI directories. lf yours does not, 
you must create these directories before you continue . 

Vou must also configure your Web server software's permissions to allow access from the users and 
remate computers who should use this computar as their documentation search server. 

3. Configure the Documentation Library Service for additional languages, if needed. 

Vou might want this documentation server to be able to serve documents that are written in a different 
language than the one used by the operating system installed on this machine. lf this is the case, you 
must install additional language support filesets for the other languages you want to serve. 

For example, assume that you are using English when you are installing the base operating system 
and you want users to be able to access documents in both English and Spanish from the 
documentation server. The English messages will be automatically installed because that is the 
language in use during the operating system installation. Vou need only to manually install the Spanish 
language support package . 

There are two ways to install the library service package for another language: 

• After you install the base operating system and the Documentation Library Service, you can install 
the operating system locafe (fanguage environment) for the fanguage you want to add. fnstalling a 
language's focale installs the avaifabfe support for ali applications that are currentfy installed on your 
system. 

To install or update an entire focafe, type smi t ml e_add_l ang on the command fine . Use the onfine 
hefp if you need additionaf expfanation. 

• ff the focafe for the desired language has been installed before the bos.docsearch package was 
installed , you can install only the Documentation Library Service messages. 

To install library service messages using Web-based System Manager: 

a. Start the Web-based System Manager by typing wsm on the command fine. 

b. Expand the machine name. 

- c-:- -E-xJ3aAEI-System--E-nvil"onment- in the-Navigation-ar-ea. 

d. Sefect Settings. 

e. Sefect Cultural, then Available Resources . 

f. When the diafog appears, use either the pull-down menu or sefect Add and install the fanguage. 

Afways install the Common messages. lf you have the desktop installed on your system, afso install 
the CDE messages. For exampfe, assume that your server is configured for Engfish when you are 
installing and you want to be abfe to serve both Engfish and Spanish documents from the 
documentation server. The Engfish messages are automatically installed. Therefore ,_you~onfy need 
to manually sefect Spanish. ' C" [

1 
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The message filesets are not inside the docsearch package; instead, they are stored in the BOS 
messages packages (bos.msg./oca/e, where locale=desired language) andare named: 

• bos.msg./ocale.docsearch.client.com OocSearch COE Action- loca/e 

• bos.msg./oca/e.docsearch.client.Dt OocSearch Common Messages - loca/e 

g. After you have added ali of the filesets you want to install into the window, click on the OK button. 

h. A message dialog displays, showing the status of the installation. lf the process completes with no 
problems, a Success message displays . 

To install library service support using SMIT: 

a. From the command line, type smit install_all. 

b. Always install the Common messages. lf you have the desktop installed on your system, also 
install the COE messages. For example, assume that your server is configured for English when 
you are installing and you want to be able to serve both English and Spanish documents from the 
documentation server. The English messages are automatically installed. Therefore, you only need 
to manually select Spanish . 

The message filesets are not inside the bos.docsearch package; they are stored in the BOS 
messages packages (bos.msg./ocale, where loca/eis the desired language) and are named: 

• bos.msg./ocale.docsearch.client.com OocSearch COE Action - loca/e 

• bos.msg./oca/e.docsearch.client.Dt OocSearch Common Messages- loca/e 

In the dialog box that displays, type in the location of the filesets you want to install in the INPUT 
device I directory for software field, or cl ick on the List button for a list of the available devices 
and directories . 

c. When the next dialog displays, enter the fileset names you want to install. lf you want to install 
more than one fileset at this time, separate each fileset name with a space. lf you do not know the 
exact name of the fileset you want to install , or want to browse the available languages, click on 
the List button. Highlight the packages you want to install from the list. 

d. Click on OK. 

4. Configure the Documentation Library Service. 

To configure the Oocumentation Library Service using Web-based System Manager: 

a. 

b. 

c. 

d. 

e. 

As root user, start the Web-based System Manager by typing wsm on the command line. 

Expand the machine name. 

Expand System Environment in the Navigation area. 

From the System Environment menu, choose Settings -> Documentation Server. 

In the Browser command field , type the name of the command that launches the Web browser with 
a URL. This selection will be the default Web browser for ali users of this computer. 

• lf you are using the Netscape browser, type netscape in the Browser field and continue with the 
next step. 

• lf you are using another browser, you must include any necessary flags that include a URL in 
the launch command. For example , if launching your Web browser to a specific site requires a 
-u flag , anayourlaunéh command ·loõl<s s rmrlar ·to the -folloWin-g: 

YourWebBrowser - u ht t p: //www.w3 .o rg 

Your entry in the Browser field would be : 

Your~lebBrowser - u 

You do not include the URL itself in the Browser field entry. 

Note: Many browsers (for example , Netscape) do not require a flag . 

f. Click OK. I! • 
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i. Under the Location of document and CGI programs on local server, select your Web serve ~{ , 

g. Select Settings -> Documentation Server again. 

h. Select Local server. 

software. lf the name of your Web server software is not listed, select Other, then type the full pa P L - "'r.:. 
names of the CGI directory and the Documents directory. lf you selected your Web server from the 
listing, continue with the next step. 

Note: lf you installed any of the listed Web servers in any location other than the default, or if 
you have set up servers to use nonstandard locations for thei r CGI-BIN and HTML directories, 
you must select Other . 

j . In the Server port field, type in the port number that the Web server software is using. The standard 
port is 80. lf you are not certain of the actual port number, set it to 80. lf you are using the Lite 
NetQuestion Web server, the port number must be set to 49213 . 

k. Optionally, you can change the Default Documentation Language from this same screen. This is 
the language users see when they launch the library using the docsearch command or the library 
icon in the Help subpanel of the COE desktop front pane!. 

I. Click OK to complete the configuration. 

To configure the Documentation Library Service using SMIT: 

a. On the server, change to root user. On a command line, type smit web_configure . 

b. Select Change/Show Default Browser. In the *Default browser LAUNCH COMMAND field, type 
the command that sets the default browser for ali users on this computer. lnclude any flags that are 
required when a URL is included in the command. lf you want to have the default browser to open 
to a specific URL, also add the URL after the command to open the browser. For example, if you 
want your browser to open with the 
http://publib16.boulder.ibm.com/pseries/en_US/infocenterlbase page, type the following in the 
*Default browser LAUNCH COMMAND field: 
YourWebBrowser flag http : //publibl6 . boulder. ibm . com/pseries/en_US/infocenter/base 

Note: Many browsers (for example, Netscape) do not require a flag . 

c. Return to the Web configuration main menu. Select Change Documentation and Search Server. 

d. On the Documentation Search Server LOCATION screen, click List and select local - this 
computer for server location. Click OK. 

e. On the Web Server SOFTWARE screen, click List and select the Web server software that you are 
using. 

Note: lf you installed any of the listed Web servers in any location other than the default, or if 
you have set up servers to use nonstandard locations for their CGI-BIN and HTML directories, 
you must select Other. 

f. On the next screen , type in the full path names of the CGI directory and the Documents directory. lf 
you selected a listed Web server that is installed in its default location, the correct path names 
should_l>e alreadY-__Q isQia_ye_d. 

lf you set up your Web server to use a port other than the standard port 80, enter that port number. 
Leave it set to 80 if you are not sure of the port number. lf you are using Lite NetQuestion, the port 
number must be set to 49213. 

g. Click OK. When the configuration is completed, a Documentation server configuration 
comp l eted! message displays in the results pane I. 

h. Optionally, you can change the Default Documentation Language from this same screen . This is 
the language users see when they launch the library using the docsearch command or the library 
icon in the Help subpanel of the COE desktop front pane!. 

i. Click OK to complete the configuration. 
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The documentation search functions on this server should now be ready to use. Any users logged i t~- & 
this system before configuration finished must log off and then log back in to use the search functio s 0 s~---...\ 

5. Jnstall/register your documentation. \ I 
l 

Before any document can be searched using the Documentation Library Service, it must have an c v 
existing index that is registered with the library service. Some applications, such as Web-based P L - "' 
System Manager, ship prebuilt documents inside their installation package. When the application is 
installed, the indexes are automatically registered. Indexes for ali operating system documentation are 
registered during installation. 

You can create indexes for your own HTML documents and register them with the library service so 
they can be searched online. For information about creating and registering indexes, see A/X SL 
Version 5.2 General Programming Concepts: Writing and Debugging Programs . 

lnstalling the Client 
Use this procedure if you want to set up a client of a remate documentation library server. When users on 
this computer want to read or search online documentation, the request is sent to a remate documentation 
library server, where the request is handled and the results then sent back to a Web browser on this client. 

Note: The search function is not supported in ali languages. 

To create a documentation library client, complete the following steps: 

1 . lnstall the client software . 

First, check the list of software that is installed on your system by typing smit list_installed on the 
command line. lf the following software is not already installed on your client system, instai! it now: 

• A Web browser that can display HTML forms. (The Netscape browser is on the base operating 
system Netscape Products CD.) 

• The Documentation Library Service package (bos.docsearch). This package is installed by default 
with the base operating system. lf it has been removed from your system, you need only instai! the 
following filesets of the package: 

- Oocsearch Client fileset 

- Oocsearch Client - COE Oesktop lcons and Actions fileset (if you are using the CDE 
Desktop). 

- Oocsearch Support filesets. When you instai! the base operating system, it automatically installs 
support for the language used by this system. However, if you want to be able to use the library 
service in other languages, you must also instai! the docsearch support filesets for those 
languages. The support filesets are stored in the BOS messages packages (bos.msg loca/e) and 
are named OocSearch COE Action - language and OocSearch Common Messages -
/anguage. You do not need to install the COE message set if you are not using the COE 
desktop . 

Note: You must also have the BOS locale (language environment) installed for any 
language you want to use. I f you instai! the locale after the Documentation Library Service 
is installed on X'Our system, the messages for that language are also automatically installed . 
Howe-ver, if the-locale was ínstalledb ero-re- the library servlce- (for example, you are updating 
the operating system), you must manually instai! the library service messages . 

For instructions on adding language support, use the procedure as shown in step 3 on page 105 
of /nstalling the Server. 

2. Configure the Oocumentation Library Service . 

To configure the Documentation Library Service using Web-based System Manager: 

a. As root user, start the Web-based System Manager by typing wsm on the command line . 

b. Expand the machine name . 

c. Expand System Environment in the Navigation area. 
f\0~1 r, "'"' 
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d. From the System Environment menu, choose Settings -> Documentatlon Server. ~~' I 
e. In the Browser command field, type the name of the command that launches the Web bro ~~~t~~ ~) 1 

a URL. This selection will be the default Web browser for ali users of this computar. ~ú 

lf you are using the Netscape browser, type netscape in the Browser field and continue with tn P L - "' 
next step. 

• lf you are using another browser, you must include any necessary flags that include a URL in 
the launch command. For example, if launching your Web browser to a specific site requires a 
-u flag, and your launch command looks similar to the following: 
YourWebBrowser -u http://www . w3.org 

Your entry in the Browser field would be: 
YourWebBrowser -u 

You do not include the URL itself in the Browser field entry . 

Note: Many browsers (for example, Netscape) do not require a flag . 

f. Click OK. 

g. Select Settings -> Documentation Server again. 

h. Select Remote server . 

i. Type the name of the documentation server into the Computer name field. This documentation 
server contains the documents that you want this client to be able to search . 

j . In the Server port field, type in the port number the Web server software is using. The standard port 
is 88 . 

k. Click OK to complete the configuration . 

I. Close the Web-based System Manager . 

To configure the Documentation Library Service using SMIT: 

a. On the client, change to root use r. On a command line, type smi t web _configure . 

b. Select Change/Show Default Browser. In the *Default browser LAUNCH COMMAND field , type 
the command that sets the default browser for ali users on this computer. lnclude any flags that are 
required when a URL is included in the command. lf you want to have the default browser to open 
to a specific URL, also add the URL after the command to open the browser. For example, if you 
want your browser to open with the 
http://publib16.boulder.ibm.com/pseries/en_US/infocenter/base page, type the following in the 
*Default browser LAUNCH COMMAND field: 

YourWebBrowser flag http://publibl6.boulder.ibm.com/pseries/en_US/infocenter/base 

Note: Many browsers (for example, Netscape) do not require a flag . 

c. Return to the Web configuration main menu. Select Change Documentation and Search Server . 

d. On the Documentation Search Server LOCATION screen, click List and select Remote computer 
for server location. Click OK . 

- ---
e. On the next screen, enter the name of the remate docume~ntation search server you want the client 

to send its search requests to in the NAME of remate documentation server field . You can type 
a name or an IP address . 

lf the Web server on the remate server is set to use some port other than the standard port 80, 
enter that port number. 

f. Click OK to configure your client system. When it is finished , a Documenta ti on server 
confi gurat i on comp l eted! message displays at the bottom of the results pane I. 

The documentation search functions on this client are now ready to use. Any users logged in to this 
client before configuration finished must log off and then log back in to use the search functions . 

r ,.., 0 r, 0 <' :; -c . -
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lnstalling the Online Documentation c P L _ "'c. 
Note: lt is not necessary to install the operating system's online documentation onto your seNer. You 
can access ali of the documentation through the IBM eServer pSeries lnformation Center on the 
Internet at the following URL: 

http : //publibl6 . boulder.ibm.com/pseries/en_US/infocenter/base 

However, if you use the Documentation Library Service to search any online documentation, it only 
searches the registered documentation that is installed. lt does not search the documentation at the 
above Web site . 

Documentation CD 
The following types of documentation are located on the documentation CO: 

• User guides 

• System management guides 

• Application programmer guides 

• Ali commands reference volumes 

• Files reference 

• Technical reference volumes used by application programmers 

The operating system and related products documentation on this CD is designed for use with an HTML 
3.2 Web browser, such as the Netscape browser that is shipped with the operating system . 

Note: The documentation CO can be either installed or mounted. lf you mount the CD, the entire CD 
. is mounted. You cannot install part of the CD and mount the remainder . 

While mounting the CD saves on the amount of hard disk space used, it requires the CO be kept in 
the CO-ROM drive at ali times. Also, searching the documentation from the CD-ROM drive can be 
significantly slower (in some cases, up to ten times slower) than searching the information if it is 
installed on a hard disk . 

You can use either the Web-based System Manager or System Management Interface Tool (SMIT) to 
install the documentation. 8oth tools create a temporary mount point for the CO. Also, you can install the 
entire CO or only selected documentation. Some documentation might have been previously installed with 
the operating system or other licensed products. Run the lslpp command to determine which packages 
and filesets are already installed on your system. 

The first time that you access the documentation CD, do the following steps. You can use the SMIT help 
panels can guide you through the process . 

1. Create a CD f ile system. 

On the command line, type smit crcdr fs . In the MOUNT POINT field , type /i nfocd . 

2. Mount the CD fi le system . 
On the command line, type smTt mountfs . Mount ffi"eCD a s -Rea·d-OnTy. ---

Note: lf the CD is ejected from the system while it is still mounted, the connection is broken and 
you cannot access the information. To remove the CD from the system, run the unlink script. 
Then unmount the file system using the unmount command before ejecting the CD. To access 
the CD again, remount the CD file system . 

3. Run the link script. 

110 

Type the following two commands: 

cd /i nfocd 
. / lin kbasecd 
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Note: You must have root user authority or be a member of the system group to perform th s 
tasks . 

When you need to unmount the CO, use the following commands: 

cd /infocd 
./unlinkbasecd 
umount /infocd 

Note: When the CO is mounted and the linkbasecd script is run, links to the man pages (for example, 
signal documentation is a softlink to sigaction man page) will not be created. Therefore, any man 
page entries based on softlinks do not work. To check this, if you type the following: 
# man signal 

A message similar to the following displays: 

There is not an entry for signal . 

Related lnformation 
• Review readme files for late-breaking news. For information on how to view readme files, reter to 

"Viewing Readme Files" on page ix. 

• Begin configuring and using the document search application. See "Using the Oocumentation Library 
Service" on page 1 02 . 
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Chapter 12. Creating and lnstalling System Backups 

This chapter provides information on creating and installing system backups. The chapter includes the 
following sections: 

• "Creating System Backups" 

• "lnstalling System Backups" on page 125 

Notes: 

1. References to CO in this chapter also apply to OVO . 

2. AIX 5.2 provides the cdromd CO and OVO automount facility, which is included in the bos.cdmount 
fileset. To determine if the cdromd daemon is enabled on your system, run the following command: 

# lssrc -s cdromd 

The cdromd daemon can interfere with scripts, applications, or instructions that attempt to mount the 
CO or OVO device without first checking to see if the device is already enabled. A resource or device 
busy error occurs in such a condition. Use the cdumount or cdeject command to unmount the device. 
Then mount the device as specified in the program or instructions. Alternatively, use the cdcheck -m 
or mount command to determine the current mount point of the device. For further information, see 
the cdromd command documentation in the A/X SL Version 5.2 Commands Reference . 

The installation code allows for this automatic mounting. lf cdromd is enabled and the mkcd 
command is run, the CO-R or DVO-RAM is ejected after the image is completed. lf you do not want to 
have the media ejected, then the cdromd daemon should be put in the inoperative state with the 
following command: 

# stopsrc - s cdromd 

Creating System Backups 

This section describes how to create arid verify a bootable backup copy, or mksysb image, of your root 
volume group and how to make separata backup copies of user volume groups . 

The root volume group is a hard disk or group of disks that contains: 

• Startup files 

• Base Operating System (BOS) 

• System configuration information 

• Optional software products 

A user volume group, also called the nonroot volume group, typically contains data files and application 
software . 

A system Qackup does the following: 

• Contains a working copy of your system. In the event your system data becomes corrupted, you can 
use this information to restare your system to working order. 

• Allows you to transfer installed and configured software from one system to others. You can use the 
Web-based System Manager or SMIT to make a backup image of the root volume group or user 
volume groups . 

A backup transfers the following configurations from the source system to the target system: 

• rootvg volume group information 

• Paging space information 

• Logical volume info rmation 
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• Placement of logical partitions (if creating map files has been selected in the Web-based Syste 
Manager or SMIT) . 

Note: The use of map files is not recommended if you plan to reinstall the backup to target 
systems other than the source system, or the disk configuration of the source system is to be 
changed before reinstalling the backup . 

Using the Web-based System Manager or the SMIT backup menu lets you preserve configuration 
information, thus avoiding some of the configuring tasks normally required after restoring a system backup . 
A backup preserves the configuration if the following are true: 

• The target system has the same hardware configuration as the source system . 

ANO 

• The target disk has enough space to hold the backup image . 

The Web-based System Manager and SMIT both use the mksysb command to create a backup image, 
stored either on CO, OVO, tape, or in a file . lf you choose CO, OVO, or tape, the backup program by 
default writes a boot image, which makes the medium suitable for installing. For more information, see 
"System Backup to CO-R, OVO-R, or OVO-RAM" on page 117. 

lnstall Ali Device and Kernel Support Before the Backup is Created 
In AIX 5.2, ali devices and kernels are installed by default when performing a base operating system 
installation. This allows you to create a system backup that contains ali devices and kernel types. Because 
the system backup contains ali the devices and kernel support, the system backup can be used to install 
another system without the need for the AIX product media. This option is available in the lnstall Options 
menu in the 80S installation menus.lf you change the default (yes) to no, only the devices and kernel 
type for your system configuration will be installed . 

This value is read from the ALL_DEVICES_KERNELS field in the /var/adm/ras/bosinst.data file on the product 
media that you used to boot the system . 

After the system is installed, you can check if ali the devices and kernel types have been installed on the 
system as follows: 

# grep ALL_DEVICES_KERNELS bosinst.data 

Output similar to the following displays: 

ALL_DEVICES_KERNELS = yes 

For more information about the bosinst.data file, reter to Chapter 8, "Customized BOS lnstallations", on 
page 57 . 

Prerequisites for Creating Backups 
Setor'ª creating system backups,__S:Orl]Piete the f~llowing pre~~qu~~es: 

• Se sure you are logged in as root user . 

• Consider altering passwords and network addresses if you use a backup to make master copies of a 
source system. Copying passwords from the source to a target system can create security problems . 
Also , if network addresses are copied to a target system, duplicate addresses can disrupt network 
communications . 

• Mount ali file systems you want to back up. The mksysb command backs up mounted JFS Uournaled 
file systems) and JFS2 (enhanced journaled file systems) in the rootvg. Reter to the mount command 
for details . 

Note: The mksysb command does not back up file systems mounted across an NFS network . 
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Unmounl any local directories that are mounled over anolher local direclory. W 
This backup procedure backs up files twice if a local directory is mounted over another local directory · f:J t - "' 
the same file system. For example, if you mount /tmp over /usr/tmp, the files in the /tmp directory are 
then backed up twice. This duplication might exceed the number of files a file system can hold, which 
can cause a future installation of the backup image to fail. 

• Use the /etc/exclude.rootvg file to list files you do not want backed up . 

• Make at least 8.8 MB of free disk space available in the /tmp directory. The mksysb command requires 
this working space for the duration of the backup . 

Use the df command, which reports in units of 512-byte blocks, to determine the free space in the /tmp 
directory. Use the chfs command to change the size of the file system, if necessary . 

For example, the following command adds 12 MB of disk space to the /tmp directory of a system with 4 
MB partitions: 

chfs -a size=+24000 /tmp 

• Ali hardware must already be installed, including externai devices, such as tape and CD-ROM drives . 

• The bos.sysmgt.sysbr fileset in the BOS System Management Tools and Applications software 
package must be installed. The bos.sysmgt.sysbr fileset is automatically installed in AIX 5.2. To 
determine if the bos.sysmgt.sysbr fileset is installed on your system, type: 

lslpp -1 bos.sysmgt.sysbr 

lf your system has the bos.sysmgt.sysbr fileset installed, continue with one of the following 
procedures: 

- "Creating a Root Volume Group Backup to Tape or File" 

- "System Backup to CD-R, DVD-R, or DVD-RAM" on page 117 

- "User Volume Group Backup" on page 121 

lf the Jslpp command does not list the bos.sysmgt.sysbr fileset, install it before continuing with the 
backup procedure. Reter to Chapter 1 O, "Optional Software Products and Service Updates", on page 69 
for instructions, or enter the following command: 

installp -agqXd device bos.sysmgt.sysbr 

where de vice is the location of the software; for example, I de v I cd8 for CD-ROM drive . 

Creating a Root Volume Group Backup to Tape or File 

You can use either the Web-based System Manager or SMIT to create a system backup to be stored to 
tape or in a file . 

For instructions on how to back up to CD or DVD, see "System Backup to CD-R, DVD-R, or DVD-RAM" 
on page 117 . 

To create a root volume group backup: 

• Use-the Wee-eased- System Manager Backup and Restare application and select Back up the 
system . 

OR 

• Use the following SMIT procedure: 

1. Enter the smit mksysb fast path . 

2. In the Back Up the System menu , make the following selections: 

- Select which medium you want to use in the Backup DEVICE or File field . lf you want to create 
a bootable backup, the medium must be tape or CD. See "System Backup to CD-R, DVD-R, or 
DVD-RAM" on page 117 for more information. Then , select the appropriate option below: 

TAPE Press the F4 key to list available devices and highlight the device name. 

....... 1 • 1., . 
Chapter 12. Creating and lnstalling System Backups 1 15~ 
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FILE Enter a full path and file name in the entry field. 

- lf you want to create map files, select yes in the Create Map Files? field. 0 ~:; · . 

Map files match the physical partitions on a drive to its logical partitions. When installing from a ---~ 

backup image, the 80S installation program uses map files to position the logical volumes on the 
target drive in the same partitions they were on in the source system. lf you do not create map 
files, the installation program relies on the logical volume manager (LVM) to determine placement 
for the logical volumes. For more information, see Using Map Files for Precise Allocation in A/X 
5L Version 5.2 System Management Concepts: Operating System and Devices . 

Note: lf you plan to reinstall the backup to target systems other than the source system, or 
if the disk configuration of the source system might change before reinstalling the backup, 
do not create map files . 

- To exclude certain files from the backup, select yes in the Exclude Files field, then create an 
/etc/exclude.rootvg file with an ASCII editor, and enter the file names that you do not want 
included in your system backup image. Vou can use patterns for the file names that conform to 
the pattern matching conventions of the grep command. For example, to exclude ali the contents 
of the directory called scratch, put the following line in the exclude file: 

/scratch/ 

For another example, exclude the contents of the directory called /tmp and avoid excluding any 
other directories that have /tmp in the pathname by adding the following line to the exclude file : 

'"'. /tmp/ 

Note: Ali files are backed up relative to the current working directory. This directory is 
represented by a . (dot character). Tó exclude any file or directory for which it is important 
to have the search match the string at the beginning of the line, use a 1\ (caret character) 
as the first character in the search string, followed by a . (dot character), and then followed 
by the file name or directory to be excluded . 

lf the file name or directory being excluded is a substring of another file name or directory, 
use "· (caret character followed by dot character) to indicate that the search should begin at 
the beginning of the line and/or use $ (dollar sign character) to indicate that the search 
should end at the end of the line . 

- To list each file as it is backed up, select yes in the List files as they are backed up? field. 
Otherwise, you see a percentage-completed progress message while the backup is created . 

- lf you modified the image.data file and do not want a new one created, select no for Generate 
new /image.data file?. (The image.data file contains information about the sizes of ali the file 
systems and logical volumes in your rootvg.) 

- lf you are creating a bootable tape and you want to expand the system /tmp file system (if 
required by the backup program), select yes for EXPAND /tmp if needed? . 

- lf the tape drive you are using provides packing (or compression) , set the Disable software 
packing of backup? field to yes. 

- J.Ly.ou cbns.e .tape. as the backup medium, .either leave the .. default in the Number of BLOCKS to 
write in a single output field or enter a different number . 

- lf you chose file as the backup medium, press Enter. lf you chose tape as the backup medium, 
insert the first blank backup tape into the drive and press Enter. 

3. The COMMAND STATUS screen displays, showing status messages while the system makes the 
backup image. 

116 

lf you chose tape as the backup medium, the system might prompt you to insert the next tape 
during the backup by displaying a message similar to the following: 

Mount next Volume on / dev /rmtO and press Ente r . 
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lf this message displays, remove the tape and label it, including the 80S version number. h~ 
insert another tape and press Enter. I ~~\ _) 1 

When the backup process finishes, the COMMAND: field changes to OK. ~c 

4. When the backup completes, press F1 O to exit SMIT. 

5. lf you selected tape as the backup medium, remove the last tape and label it. Write-protect the 
backup tapes . 

6. Record any backed-up root and user passwords. Remember that these passwords become active if 
you use the backup to either restare this system or instai! another system . 

You have created the backup of your root volume group (rootvg). lf you created bootable tapes, you can 
use these tapes to start your system if for some reason you cannot boot from hard disks . 

System Backup to CO-R, OVO-R, or OVO-RAM 

Creating a backup on CD-R, DVD-R, or DVD-RAM media is similar to making a backup tape for your 
personal use, but with some noticeable differences. For DVD media, the following formats for creating 
backups are available: 

• IS09660 CD format, which is available for DVD-RIDVD-RAM media. 

• Universal Disk Format (UDF) , which is available for DVD-RAM media. For information about creating a 
backup to DVD-RAM using UDF, see "DVD-RAM and Universal Disk Format" on page 120 . 

Note: For information about CD-R, DVD-R, or DVD-RAM drives and CD-R, DVD-R, or DVD-RAM 
creation software, reter to the following readme file: 
/usr/lpp/bos.sysmgt/mkcd.README.txt 

8oth Web-based System Manager and SMIT use the mkcd command, which calls the mksysb or savevg 
command, if needed . 

For system backups, the CDs or DVDs can be created as: 

• Non-bootable CDs or DVDs 

• 8ootable CDs or DVDs 

In AIX 5.2, a bootable system backup contains the chrp boot image and ali the device and kernel 
packages necessary to instai! a system. A backup CD or DVD can be used to instai! (clone) a large 
number of machines, which is convenient when each machine in the system environment needs to have 
the same image installed. 

Note: lt is possible that a backup CD or DVD would not boot ali machines of the same type because not 
every machine has the same hardware configuration . Depending on what packages were made 
available during the creation of the backup, the backup might not have ali the necessary packages 
to boot an individual system. Most required packages for systems are present on the 80S AIX 5.2 
media . 

Web-based System Manager and SMIT interfaces are available for the mkcd command. Online help can 
guide you through the required steps . 

Hardware and Software Requirements 
The mkcd command requires that you already have the software installed to create a CD/DVD file system 
in Rock Ridge format and to burn or write the CD/DVD. The GNU versions of the cdrecord and mkisofs 
commands are installed with a 80S installation . Hardware and software that has been tested with this 
command includes the following: 
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Software 

GNU and Free Software Foundation, Inc. 

readcd command version 1.9 
mkisofs command version 1.13 

Us ing the mkcd Command 

Hardware 

Matsushita LF-0291 DVD-RAM 

To run the mkcd command, you need extra working space. A separate file system or directory is required 
for each of the following: 

• Storing a mksysb or savevg image 

• Storing the CD or DVD file system contents 

• Storing the CD or DVD images before they are recorded 

The mkcd command creates the following file systems if they are not already present or if alternativa file 
systems or directories have not been specified: 

/mkcd/mksysb_image 
Space requirement depends on the size of the mksysb image that is to be created . The mkcd 
command attempts to calculate this space and verify that adequate space is available before 
starting to create the mksysb image. 

Note: When the mkcd command calculates the space requirements needed for the 
/mkcd/mksysb_image directory, it also adds the space used by the excluded files 
(/etc/exclude.rootvg) . lt is therefore possible that the mkcd command might not be able to 
create the /mkcd/mksysb_image directory. 

/mkcd/cd_fs 
Requires 645 megabytes (up to 4.38 GB for DVD) 

/mkcd/cd_images 
Requires at least 645 megabytes (up to 4.38 GB for DVD) of space. lf the -R or -S flags are used 
to specify not removing the images and there are multiple volumes required, more space must be 
provided. 

The space used in these file systems is only temporary (unless the -R or -S flag is specified to save the 
images). lf the mkcd command creates the file systems. it also removes them. Each file system or 
directory might require over 645 megabytes (up to 4.38 GB for DVD) . 

lf your machine does not have sufficient space, you can use NFS to mount some space from another 
seNer system; however, the file systems must be writable. You can create a /mkcd file system that is very 
large (1 .5 GB for CD or 9 GB for DVDs). The /mkcd file system can then be mounted onto the clients 
when they want to create a backup CD or DVD for their systems. When creating very large backups 
(larger than 2 GB) with the mkcd command, the file system must be large-file enabled and the ulimit 
values must be set to unl imited . 

The mkcd commanáwith lhe -L flag allows the creation of 1809660 DVD-sized images. The mkcd 
command with the -U flag allows the creation of UDF DVD images . 

Creat ing a Root Volume Group Backup on CO or DVD with the 1509660 Format 
You can use Web-based System Manager or SMIT to create a root volume group backup on CD or DVD 
with the IS09660 format, as follows: 

• Use the Web-based System Manager Backup and Restare application and select System backup 
w izard method. This method lets you create bootable or non-bootable backups on CD-R. DVD-R. or 
DVD-RAM media. 

OR 
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• To create a backup to CD, use the smit mkcd fast path. 

• To create a backup to DVD, use the smit mkdvd fast path and select 1509660 (CD format) . 

----~-·-----~-1 
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CUSTOMIZATION_FILE field already set in the bosinst.data file in the mksysb image or else u l 
user-specified bosinst.data file with the CUSTOMIZATION_FILE field set. The mkcd command 
copies this file to the RAM file system. Therefore, the path in the CUSTOMIZATION_FILE field m t 
be as follows: c p L 

-.....::.:::...-.--

/ . . /filename 

14. You can use your own bosinst.data file, rather than the one in the mksysb image, by typing the full 
path name of your bosinst.data file in the User supplied bosinst.data file field . 

15. To turn on debugging for the mkcd command, set Debug output? to yes. The debug output goes to 
the smit.log . 

16. You can use your own image.data file , rather than the image.data file in the mksysb image, by 
typing the full path name of your image.data file for the User supplied image.data file field . 

DVD-RAM and Universal Disk Format 
This section provides information on the Universal Disk Fermat (UDF) and how to create system backups 
using DVD-RAM media and UDF. 

UDF allows you to manipulate files directly on the DVD-RAM media. The system backup image is an 
archived file composed of many files that cannot be manipulated. However, the installation packages and 
any files that are not contained in the backup image, can be directly manipulated on the DVD-RAM. After 
the DVD is mounted the files can be changed by using an editor or new files can be copied to the DVD 
using the various copy and restare commands such as the cp, mv, restare commands . 

With UDF and DVD-RAM, system space is only needed for the backup image. A high-level description of 
the UDF backup process is as follows: 

1. Create a backup of a volume group to a file (archive) on a hard disk containing enough space to hold 
the backup image . 

2. Populate UDF with files needed to boot and instai! a system . 

3. Copy backup to DVD-RAM media . 

The mkcd command with the -U flag is used to create a UDF file system on the DVD-RAM . 

UDF allows for the possibility of changing files directly on the DVD-RAM media, such as a bosinst.data 
file and image.data or vgname.data file. Without UDF for example, to add a user-defined bosinst.data 
file to a backup image, you must restare the backup image to a location , add the file, and then back up 
the files again . 

Or, you had to create a supplemental diskette containing the changed bosinst.data file, and use the 
supplemental diskette in conjunction with the backup. However, some system configurations might not 
provide diskette drives, making this procedure more difficult. 

Creating a Root Volume Group Backup on DVD-RAM with Universal Disk Format: To create a root 
volume group backup on DVD-RAM with UDF, do the following: 

• Use the Web-based System Manager Backup and Restare application and select System backup 
wizard method. This methoc:Hetsyou ereate-t>eotaele er ·flon-boetable backups on DVD-RAM media . 

OR 

• Use SMIT to create a backup to DVD-RAM with UDF, as follows: 

1. Enter the smit mkdvd fast path . The system asks whether you are using an existing mksysb 
image . 

2. Select UDF (Universal Disk Fermat). 

3. Enter the name of the DVD-RAM device . 

4. lf you are creating a mksysb image, select yes or no for the mksysb creation options. The options 
are as foll ows: 

- Create map f iles? 
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- Exclude files? 

The mkcd command always calls the mksysb command with the flags to extend /tmp . 

You can specify an existing image.data file or supply a user-defined image.data. See step 14 . 

5. Enter the file system or directory in which to store the mksysb image. This can be a file system 
you created in the rootvg, in another volume group, or in NFS mounted file systems with 
read-write access. lf left blank, the mkcd command creates the file system and removes it when 
the command completes . 

6. lf you did not enter information in the file system field, you can select to have the mkcd command 
either create these file systems in the rootvg, or in another volume group. lf the default of rootvg 
is chosen and a mksysb image is being created, the mkcd command adds the file systems to the 
exclude file and calls the mksysb command with the exclude files option -e . 

7. Do you want the DVD to be bootable? lf you select no, you must boot from a product CO at the 
same version.release.maintenance levei, and then select to install the system backup from the 
system backup OVO . 

8. lf you intend to use an lnstall bundle file, enter the full path name to the bundle file. The mkcd 
command copies the file into the DVD file system. You must have the bundle file already specified 
in the BUNDLES field, either in the bosinst.data file of the mksysb image or in a user-specified 
bosinst.data file. When this option is used to have the bundle file placed on the DVD, the location 
in the BUNDLES field of the bosinst.data file must be as follows: 

/ .. /usr/sys/inst.data/user_bundles/bundZe_fiZe_name 

9. Additional packages can be placed on the CO by entering the name of the file that contains the 
packages list in the File with list of packages to copy to DVD field. The format of this file is one 
package name per line. 

lf you are planning to install one or more bundles after the mksysb image is restored, follow the 
directions in the previous step to specify the bundle file. You can then use this option to have 
packages listed in the bundle available on the OVO. lf this option is used, you must also specify 
the location of installation images in the next step. 

1 O. Enter the location of installation images that are to be copied to the CO file system (if any) in the 
Location of packages to copy to DVD field . This field is required if additional packages are to be 
placed on the DVD (see the previous step). The location can be a directory or DVD device . 

11. You can specify the full path name to a customization script in the Customization script field. lf 
given, the mkcd command copies the script to the CD file system. You must have the 
CUSTOMIZATION_FILE field already set in the bosinst.data file in the mksysb image or use a 
user-specified bosinst.data file with the CUSTOMIZATION_FILE field set. The mkcd command 
copies this file to the RAM file system. Therefore, the path in the CUSTOMIZATION_FILE field 
must be as follows: 

/ .. /filename 

12. You can use your own bosinst.data file, rather than the one in the mksysb image, by entering the 
full path name of your bosinst.data file in the User supplied bosinst.data file field . 

13. To enable debugging for the mkcd command, set Debug output? to yes. The debug output goes 
tothe-smit.iog . - ---

14. You can use your own image.data file , rather than the image.data file in the mksysb image, by 
entering the full path name of your image.data file for the User supplied image.data file field . 

User Volume Group Backup 

The savevg command provides the ability to create a user-volume group backup to a CO, DVD, tape , or 
file . The savevg command finds and backs up ali files belonging to a specified volume group. The volume 
group must be varied-on , and the file systems must be mounted . 

R:::; n l1 
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This user backup contains a copy of a non-rootvg volume group, and is useful for volume groups 
contain user data . 

C' ...___~- ,. 

The savevg command uses a data file created by the mkvgdata command. The data file created is a P._L ...__~ 
follows: 
/tmp/vgdata/vgname/ vgname.data 

The vgname.data file contains information about a user volume group. The savevg command uses this file 
to create a backup image that can be used by the restvg command to re-create the user volume group . 

The savevg command with the -r flag is used to back up only a user-volume group's logical volume 
structure information. The data needed to list backup properties is also backed up. The -r flag runs the 
mkvgdata command for the volume group specified to create a vgname.data file. The -r flag backs up 
only the vgname.data file, any map files, and the backup.data file. The backup image that is created is 
used with the restvg -r command option to create only the volume group, logical volumes, and file system 
information contained in the file , without restoring any data. For example, to back up only the paul use r 
volume group's structure information to the /vg_backup/paul_vg_data file, type the following: 
savevg - r - f /vg_backup/paul_vg_data paul 

Vou can also use the mkcd command to create a user volume group backup to CD or DVD. The mkcd 
command saves one volume group at a time to a CD or DVD . 

The mkcd command with the -L flag allows the creation of 1809660 DVD sized images. The mkcd 
command with the -U flag allows the creation of UDF DVD images. · 

lf your rootvg image and savevg image are small enough to fit on one CD, you can save them both by 
using the -1 (stacklist) and -z (customization_script) flags. The -1 flag gives a list of images to copy to the 
CO. The -z flag lets you create a script to restare savevg backups. For example, if you make a copy of a 
non-rootvg volume group ahead of time, and then write a script that calls the restvg command, your 
non-rootvg volume group would be restored to hdisk2 at the end of the installation of rootvg, as shown by 
the following command: 
restvg -d /SPOT/installp/ppc/savevg_image hdisk2 

This procedure is recommended only if you know you want to restore the non-rootvg volume group every 
time you instai!. Otherwise, you might just want to store it on the CO/OVD, then use restvg to restare it 
after reboot. The restvg command can restare from CO or OVO if the name of the image is 
savevg_image. lf you save the non-rootvg backup on a CO or OVO with a different file name, you can 
insert that CO or OVO and use the full path to the file name as the device for the restvg command. 

Use either Web-based System Manager or SMIT to back up user volume groups to CO or OVO. 

Creating a User Volume Group Backup Using Web-based System Manager 
Use Web-based System Manager and select System backup wizard method. Vou can create a 
non-bootable CO or OVO that contains only a volume group backup image of a user volume group . 

Creating a O ser Voli.úne Group Backup -OsingSMIT 
Use SMIT to create a backup image cif a user volume group, as follows: 

1. To back up a use r volume group to tape o r file using SMIT, type smi t sav evg on the command line . 
Back up a user volume group to CO by typing smi t savevg cd on the command line. Back up a use r 
volume group to OVO by typing smi t savevgdvd on the command line . 

2. When the Save a Volume Group screen displays, use the steps for backing up the root volume group 
as a guide for backing up user volume groups. There is one exception to this procedure. lf you want to 
exclude files in a user volume group from the backup image, create a file named 
/etc/exclude. volume_group_name, where vo/ume_group_name is the na me o f the volume group you 
want to backup . 
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3. lf you exclude files, edit the /etc/exclude. volume_group_name file and enter the patterns f ~\,.) I 
that you do not want included in your backup image. The patterns in this file are input to th fj( 
pattern-matching conventions of the grep command to determine which files are excluded fro ~ _ J>.. c 
backup . 

Backup Options 
After you have a system backup or a user volume group backup, you may want to verify the backup or list 
information about the backup image. This section provides information on the operations you can perform 
on a backup image. The commands used to perform these operations are the lsmksysb command for 
system backups, and the lssavevg command for user volume groups. Using the lsmksysb command or 
the lssavevg command, you can perform the following operations: 

o "Preview lnformation About a Backup" 

o "Verifying a System Backup" 

o "View the Backup Log" on page 124 

o "List lnformation About Filesets in a System lmage" on page 124 

o "List Files in a System lmage" on page 124 

Preview lnformation About a Backup 
The preview option allows you to view volume group information, the date and time the backup was made, 
and the levei of AIX . 

You can use the lsmksysb command or the lssavevg command with the -1 option to preview a backup 
image. For example, to preview a system backup file called /tmp/mybackup, type the following: 
# lsmksysb -1 - f /tmp/mybackup 

Output similar to the following displays: 
VOLUME GROUP: rootvg 
BACKUP DATE/TIME: Mon Jul 29 22:03:27 CDT 2002 
UNAME INFO: AIX va08 2 5 000974AF4COO 
BACKUP OSLEVEL: 5.2.0.0 
none 
MAINTENANCE LEVEL: none 
BACKUP SIZE (MB): 1408 
SHRINK SIZE (MB): 1242 

rootvg: 
LV NAME TYPE LPs PPs PVs LV STATE MOUNT POINT 
hd5 boot 1 1 1 closed/syncd N/A 
hd6 paging 16 16 1 open/syncd N/A 
hd8 j fs21 og 1 1 1 open/syncd N/A 
hd4 j fs2 1 1 1 open/syncd I 
hd2 jfs2 21 21 1 open/syncd /usr 
hd9var j fs2 1 1 1 open/syncd /v ar 
hd3 j fs2 1 1 1 open/syncd /tmp 
hd1 j fs 2 1 1 1 open/syncd / h orne 
hd10opt j fs2 1 1 1 open/syncd /opt 
fs+vOO- a fs2 31 31 1 -0pen/ s.y.ncd /export/nim 
fslv01 j fs2 1 1 1 open/syncd /tftpboot 

To preview a backup image in the SMIT, use the lsbackupinfo fast path . 

Verifying a System Backup 

To list the contents of a mksysb image on tape or CO, you can use either Web-based System Manager 
(type wsm on the command line, then choose the Backup and Restare application) or SMIT (type smi t 
1 smksysb on the command line) . The listing verifies most of the information on the tape or CO, but does 
not verify that the backup media can be booted for installations. The only way to verify that the boot 
image(s) on a mksysb tape or CO function properly is by booting from the media . 
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View the Backup Log 
You can view the backup log that is created each time a volume group is backed up. The log file ~.<J~H:Ir'fí 
information on previous volume group and system backups . 

You can use the lsmksysb command or the lssavevg command with the -8 option to view the backup log 
file. Type: 
# lsmksysb -B 

Output similar to the following displays: 

#Device;Command ; Date;Shrink Size;Full Size ;Maintenance Level 
/expo r t/mksysb/gene r ic sysb;"mksysb -X -e /expo r t/mksysb/generic sysb";M 
on Jul 29 22:11:17 CDT-2002 ; 1242 ;1408; -
/export/mksysb/generi c_sysb; "mksysb -X -e /export/mksysb/generi c_sys 
b";Tue Jul 30 16 :38:31 CDT 2002 ;2458 ;2720; 

To view the backup log in the SMIT, select View the Backup Log in the System Backup Manager menu . 

List lnformation About Filesets in a System lmage 
You can view the filesets installed in a system backup using the lsmksysb command with the -L option. 
For example, to view the filesets installed in a system backup, type the following: 

# lsmksysb -L -f generic_sysb 

Output similar to the following displays: 

Fileset Level State Description 

Path: /us r /lib/objrepos 
IMNSearch . bld . DBCS 
Modules 

2.4.0.0 COMMITTED NetQuestion DBCS Buildtime 

bos.terminfo.wyse.data 
bos . t xt . spell.data 
bos . t xt . tfs. data 

5. 2.0 . 0 COMMITTED Wyse Terminal Definitions 
5.2.0.0 COMMITTED Writer's Tools Data 
5.2 .0.0 COMMITTED Text Formatting Ser vices Data 

To view the filesets installed in a system backup in SMIT, use the lslppbackup fast path. 

List Files in a System lmage 
You can list ali the files and file sizes in a backup using the lsmksysb command ar the lssavevg 
command. For example, to view the files and file sizes in a system backup, type the following : 
# l smksys b -f gene r ic_sys b 

Output similar to the following displays: 

353218 . /smi t. l og 
252 . /smi-t.-scri pt 

O ./ tftpboot 
0 . / tmp 
5 . /u 

21 . / uni x 
The tota l size is 6293 13078 bytes. 

To view the files and file sizes in a user-volume group backup that contains only the user-volume group's 
structure information , type the following: 
# lssavevg -f /vg_backup / pau l_vg_d at a -1 

Output similar to the fo l/owing displays: 
v -
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VOLUME GROUP: 
BACKUP DATE/TIME: 
UNAME INFO: 
BACKUP OSLEVEL : 
MAINTENANCE LEVEL: 
BACKUP SIZE (MB): 
SHRINK SIZE (MB): 
VG DATA ONLY: 

paul: 
LV NAME TYPE 

paul 
Fri Feb 28 12:30:34 CST 2003 
AIX va06 2 5 000917184C00 
5.2.0.HJ 
52010 
0 
0 
yes 

LPs PPs PVs LV STATE MOUNT POINT 

To view the files and file sizes in a system backup in SMIT, use the lsmksysb fast path . 

lnstalling System Backups 

This chapter describes how to instai! the Base Operating System (BOS) using a system backup image, 
also called a mksysb image. You can use a system backup to restore a corrupted operating system. But 
installing a system from a backup can also reduce (or even eliminate) repetitive installation and 
configuration tasks. For example, you can use a backup to transfer optional software installed on the 
source system (the machine from which you created the backup copy), in addition to the basic operating 
system. Also, the backup image can transfer many user configuration settings to the target system (a 
different machine on which you are installing the system backup) . 

The procedure you use to instai! from a system backup depends on whether you are installing on the 
source or target system and which interface you want to use: 

• "Cioning a System Backup" on page 126 contains the procedure to instai! a system backup on a target 
machine to propagate a consistent operating system, optional software, and configuration settings . 

• "lnstalling a System Backup on the Source Machine" on page 126 contains the Web-based System 
Manager and SMIT procedures to reinstall an operating system onto the same machine from which you 
created the backup . 

You can instai! a system from a backup image that is stored on tape or CD, or in a file. lf you want to 
instai! a backup stored in a directory on your network installation server, reter to "Using a mksysb lmage to 
Instai! the Base Operating System (BOS) on a NIM Client (mksysb lnstallation)" on page 181 . 

The procedures to instai! from backup operate either in prompted or nonprompted mode, depending on 
conditions set in the /bosinst.data file and on compatibility between the backup image and the installed 
machine. See Chapter 8, "Customized BOS lnstallations", on page 57 for information on how to modify the 
bosinst.data file to preset installation parameters when you create a system backup. 

When installing the backup image, the system checks whether the target system has enough disk space to 
create ali the logical volumes stored on the backup. lf there is enough space, the entire backup is 
recovered. Otherwise, the installation halts and the system prompts you to choose additional destination 
hard disks . 

File systems are created on the target system at the same size as they were on the source system, unless 
the backup image was created with SHRINK set to yes in the image.data file (or you set it to yes in the 
BOS Instai! menus) . An exception is the /tmp directory, which can be increased to allocate enough space 
for the bosboot command. For information about setting variables, reter to the image.data file in A/X 5L 
Version 5.2 Files Reference . 

After installing the backup image, the installation program reconfigures the Object Data Manager (ODM) 
on the target system. lf the target system does not have exactly the same hardware configuration as the 
source system, the program might modify device attributes in the following target system files: 

• Ali files in /etc/objrepos beginning with Cu 
r 
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• Ali files in the /dev directory 

The settings in the bootlist of the target system are not restored. After a system backup restore, the 
bootlist is reset to the primary boot device . 

Cloning a System Backup 

With a mksysb image, you can clone one system image onto multiple target systems. However, the target 
systems might not contain the same hardware devices or adapters, or require the same kernel 
(uniprocessor or microprocessor) as the source system. Beginning in AIX 5.2, ali devices and kernels are 
automatically installed during a BOS installation. As a result, when you create a system backup, the 
mksysb image contains ali the device and kernel support. For example, you can create a system backup 
from System_A and instai! System_A's mksysb image onto System_B without having to use product 
media to boot System_B. For more information on installing ali devices and kernels, see "Instai! Ali Device 
and Kernel Support Before the Backup is Created" on page 114 . 

Beginning in AIX 5.2, if you are performing a clone installation, device information will not be restored to 
the target system. During a clone installation, the BOS installation process verifies that the mksysb image 
is from the system you are trying to install. lf the target system and the mksysb image are different, the 
device is not recovered . 

lf the source system does not have the correct passwords and network information, you can make 
modifications on the target system now. Also, some products (such as graPHIGS) ship device-specific 
files. lf your graphics adapter is different on the target system, verify that the device-specific filesets for 
graphics-related LPPs are installed . 

lnstalling a System Backup on the Source Machine 

You can use Web-based System Manager or SMIT to restore an operating system onto the same machine 
from which you created the backup. For either interface, the following conditions must be met before 
beginning the procedure: 

• Ali hardware must already be installed, including externai devices, such as tape and CD/DVD-ROM 
drives . 

• Obtain the system key for the lock (if present) on your system unit. 

• Obtain your system backup image from one of the following sources: 

CO or DVD BOS CDs, created in one of the following ways: 

Tape 

• Using the Web-based System Manager Backup and Restore application. Select System backup 
to writable CD. 

• Using the SMIT Back Up This System to CD menu . 

From the co111mand line, using the mkcd command. 
BOS tapes, created in one of the following ways: 

• Using the Web-based System Manager Backup and Restore application. Select Back up the 
system. 

Using the SMIT Back Up the System to Tape/File menu . 

• From the command line, using the mksysb -i Target command . 
Network The path to your backup image file. For information about installing a backup across a network, reler 

to "Using a mksysb lmage to lnstall the Base Operating System (BOS) on a NIM Cl ient (mksysb 
lnstallation)" on page 181 . 

Note: Befo re you begin , select the tape or CD/DVD-ROM drive as the primary boot device. For 
additional information, reter to the section in your hardware documentation that discusses system 
management services . --

-I... 
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To use Web-based System Manager: 

1. Start the Web-based System Manager by typing wsm on the command line as root user . 

2. Expand Software in the Navigation Area, select Overview and Tasks, then select Reinstall 
Operating System . 

3. Choose the installation device: 

• Network 

lf you choose this option, your machine must either be a configured NIM client, or have access to a 
NIM environment. lf your machine is not a NIM client, the Reinstall Base Operating System wizard 
leads you through the process. For more information on setting up a NIM environment, see "Using 
lnstallation lmages to lnstall the Base Operating System (BOS) on a NIM Client" on page 180 . 

• Tape or CD/DVD-ROM 

4. Choose lnstall a system backup image (mksysb) as the installation type . 

5. Follow the wizard prompts to complete the procedure . 

To use SMIT: 

1. Verify that your system is shut down. lf your machine is currently running, you must power it off now 
by following these steps: 

a. Log in as the root user . 

b. Enter the following command: 
shutdown -F 

c. lf your system does not automatically power off, place the power switch in the Off {0) position . 

Attention: Do not turn on the system unit until Step 5 on page 128. 

2. Turn on ali attached externai devices. These include: 

• Terminais 

• CD or DVD drives 

• Tape drives 

• Monitors 

• Externai disk drives 

Turning on the externai devices first is necessary so that the system unit can identify them during the 
startup (boot) process. 

3. lnsert the installation media into the tape or CD or DVD drive . 

You might find that on certain tape drive units, the tape drive doar does not open while the system is 
turned otf. lf you have this problem, use the following procedure: 

a. Turn on the system unit. 

b. lnsert the boot installation tape (insert Volume 1 if you received more than one volume) . 

c. Turn off the system unit and wait for 30 seconds . 

4.,--~f- -yel:l-aFe-A0t-wsiAg--an -ASCH -te~minal, skip-to.Step-6. -lf-.y.ou.are using an ASCII terminal, use the 
following criteria to set the communications, keyboard , and display options . 

Note: lf your terminal is an IBM 3151 , 3161, or 3164, press the Ctri+Setup keys to display the 
Setup Menu and follow the onscreen instructions to set these options. lf you are using some 
other ASCII terminal , reter to the appropriate documents for information about how to set these 
options. Some terminais have different option names and settings than those listed here . 

Communication Options 

Option Setting 

Line Speed (baud ra le) 9600 
~ 
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Communication Options 
\ C'p _,._c.. 

Option Setting 

Word Length (bits per character) 8 

Parity no (none) 

Number of Stop Bits 1 

Interface RS-232C (or RS-422A) 

Line Control IPRTS 

Keyboard and Display Options 

Option Setting 

Screen normal 

Row and Column 24x80 

Scroll jump 

Auto LF (line feed) off 

Line Wrap on 

Forcing lnsert line (or both) 

Tab field 

Operating Mode echo 

Turnaround Character CR 

Ente r return 

Return new line 

New Line CR 

Send page 

lnsert Character space 

5. Turn the system unit power switch from Off (0) to On (I). The system begins booting from the backup 
media. lf your system is booting from tape, it is normal for the tape to move back and forth . lf your 
system has an LED display, the three-digit LED should display c31. 

Note: You can boot from production media (tape or CO) if your backup media fails to boot. The 
initial Welcome screen includes an option to enter a maintenance mode in which you can 
continue the installation from your backup media. Reter to "Troubleshooting an lnstallation from 
a System Backup" on page 143 for more information . 

IL you-bave mor.e_tban_one .console, .each terrninaL.aod directJy _attached dis.play device (o r console) 
might display a screen that directs you to press a key to identify your system console. A different key 
is specified for each terminal displaying this screen. lf this screen is displayed, then press the 
specified key only on the device to be used as the system console. (The system console is the 
keyboard and display device used for installation and system administration .) Press a key on only one 
console . 

Note: lf the bosinst.data file lists a valid display device for the CONSOLE variable, you do not 
manually choose a system console. Read Chapter 8, "Customized BOS lnstallations", on 
page 57 for more information about the bosinst.data file . 

6. The type of installation that begins is determined by the settings of the PROMPT field in the 
control_flow stanza of the bosinst.data file . Use the following criteria to determine the t~e ~1 . 
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installation you will be using: ~ 
- c.. 

PROMPT = no Nonprompted lnstallation. This installation method is used if the backup image is config C ' - "' 
to install automatically, without having to respond to the installation program. Go to step 8 . 

PROMPT = yes Prompted lnstallation. This installation method is used if you need to use menu prompts to 
install the backup image. Also, use this installation method if a nonprompted installation halts 
and the Welcome to Base Operating System lnstallation and Maintenance screen displays . 
Go to step 9 . 

7. A successful nonprompted installation requires no further instructions because the installation is 
automatic . 

Note: lf the backup image holds source system-configuration information that is incompatible 
with the target system, the nonprompted installation stops and a prompted instaliation begins . 

The lnstalling Base Operating System screen displays before the instaliation starts. The nonprompted 
installation pauses for approximately tive seconds before beginning. After this time, the non-prompted 
installation continues to completion. 

However, if you decide to interrupt the automatic installation and start a prompted session, type 000 
(three zeros) at the terminal and follow the remaining steps in this procedure . 

8. The Welcome to the Base Operating System tnstaliation and Maintenance screen displays . 

Note: You can view Help information at each screen of this instaliation process by typing 88 . 

Choose the Change/Show lnstallation Settings and Instai! option . 

9. The System Backup lnstaliation and Settings displays. This screen shows current settings for the 
system. An eliipsis foliows the disk listed in the first line if there is more than one disk selected . 

1 o. Either accept the settings or change them. For more information on using map files, see "Creating 
System Backups" on page 113 . 

To accept the settings and begin the installation, skip to step 16 . 

To change the settings, continue with step 11 . 

11. Type 1 in the System Backup tnstallation and Settings screen to specify disks where you want to 
instali the backup image. The Change Disk(s) Where You Want to lnstall screen displays. This screen 
lists ali available disks on which you can install the system backup image. Three greater-than signs 
(>>>) mark each selected disk. 

Type the number and press Enter for each disk you choose. Type the number of a selected disk to 
deselect it. You can select more than one disk. 

Note: You can also specify a supplemental disk by typing 66 and pressing the Enter key for the 
Disks not known to Base Operating System lnstallation option. This option opens a new 
menu that prompts for a device support media for the supplemental disk. BOS instaliation 
configures the system for the disk and then returns to the Change Disk(s) Where You Want to 
lnstall sgeen . _ ___ _ 

12. After you have finished selecting disks, press the Enter key. 

The screen that displays after you press the Enter key is dependent on the availability of map files for 
ali of the selected disks. The criteria for this is as follows: 

• lf one or more selected disks have no maps, BOS installation returns directly to the System 
Backup lnstaliation and Settings screen. Skip to step 15 . 

• lf ali selected disks have maps, the Change Use Maps Status screen displays, where you choose 
whether to use maps for instaliation. Continue with step 14. 

To preserve the placement of files during a future restoration of the backup, you can create map files 
before backing up a system. Map files, stored in the /tmp/vgdata/rootvg directory, match the physical 

Chapter 12. Creating and lnstalling System Backups 129-
. "' •.• ! . L 

• 1 ~ t j 

Fls~J 4 9 
-----



• • • • • • • • • • • • • • • • :(' 
• • • • • • • • • • • • 
=~ • • • • • • • • • • • • • 

For more information about map files, see Using Map Files for Precise Allocation in A/X 5L Version 
5.2 System Management Concepts: Operating System and Devices . 

13. Type either 1 or 2 in the Change Use Maps Status screen to specify whether the installation program 
isto use maps . 

When you complete this choice, BOS installation returns to the System Backup lnstallation and 
Settings screen . 

14. Decide whether BOS installation is to shrink file systems on the disks where you install the system. 
When you choose this option, the logical volumes and file systems within a volume group are 
re-created to the minimum size required to contain the data. This reduces wasted free space in a file 
system . 

File systems on your backup image might be larger than required for the installed files. Press the 2 
key to toggle the Shrink File Systems option between Yes and No in the System Backup lnstallation 
and Settings screen. The default setting is No. 

Note: Shrinking the file system disables the use of maps. 

15. Type 0 to accept the settings in the System Backup lnstallation and Settings screen . 

The lnstalling Base Operating System screen displays the rate of completion and duration . 

lf you specified a supplemental disk in step 12, an untitled screen temporarily replaces the lnstalling 
Base Operating System screen. When this screen displays, it prompts you to place the 
device-support media in the drive and press the Enter key. BOS installation reconfigures the 
supplemental disk, then returns to the lnstalling Base Operating System screen . 

The system reboots automatically when the installation completes . 
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Chapter 13. Alternate Disk lnstallation 

Alternate disk installation lets you install the operating system while it is still up and running, which 
reduces installation or upgrade downtime considerably. lt also allows large facilities to better manage an 
upgrade because systems can be installed over a longer period of time. While the systems are still running 
at the previous version, the switch to the newer version can happen at the same time . 

Alternate disk installation can be used in the foliowing ways: 

• lnstaliing a mksysb image on another disk. For further information, see "Aiternate mksysb Disk 
I nstaliation". 

• Cloning the current running rootvg to an alternate disk. For further information, see "Aiternate Disk 
rootvg Cloning" on page 132 . 

• Using the Network lnstallation Management (NIM) environment to perform a alternate disk migration 
installation of a NIM client. For further information, see "Aiternate Disk Migration lnstallation" on 
page 133 . 

Filesets to lnstall 
An alternate disk installation uses the following filesets: 

bos.alt_disk_install.boot_images 
bos.alt_disk_install.rte 

Must be installed for alternate disk mksysb installations. 
Must be installed for rootvg cloning and alternate disk 
mksysb installations . 

Alternate mksysb Disk lnstallation 
Alternate mksysb installation involves installing a mksysb image that has already been created from a 
system, onto an alternate disk of the target system. The alternate disk or disks cannot contain a volume 
group. The mksysb image is created on a system that either was the same hardware configuration as the 
target system, or had ali the device and kernel support instalied for a different machine type or platform, or 
different devices. The instalied device and kernel support would be as foliows: 

• devices.* 

• bos.mp 

• bos.up 

• bos.mp64, if necessary 

Note: Beginning in AIX 5.2, ali device and kernel support is automatically installed during a base 
operating system instaliation . 

When the alt_disk_install command is run , the image.data file from the mksysb image is used by default 
(unless a customized image.data is given) to create the logical volumes and file systems. The prefix alt_ 
is adde-cHo--the-togicaJ-volume names, and -the-file -systems -are created with a-prefix of /alt_inst. For 
example, hd2 would be created as alt_hd2, and its file system, /usr, would be created as /alt_inst/usr . 
These names are changed back to their original names at the end of the alternate disk installation 
process . 

The mksysb image is then restored into the alternate file system. A prepopulated boot image is then 
copied to the boot logical volume of the altinst_rootvg, and the boot record of the boot disk is modified to 
aliow booting from the disk . 

At this point, a script can be run to allow for any customization before the system is rebooted. The 
alternate file systems are still mounted as lalt_instlreal_file_system (for example: /alt_inst/usr, 
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/alt_inst/home) . Files can be accessed at this point, but nothing can be installed into the alternate file 
system because the kernels and libraries of the mksysb image may not match those of the running 
system . 

After the optional script is run, the file systems are unmounted, and the logical volume and file system 
names are changed to match the image.data file's names (for example, alt_inst_hd6 is changed to hd6 
in the volume group descriptor area). The logical volumes are exported from the Object Data Manager 
(ODM), but the altinst_rootvg is only varied off. lt is left in the ODM as a placeholder so the disk is not 
accidentally overwritten. The default action of the alt_disk_install command is to set the bootlist so that 
the next time the system boots, it boots from this newly installed volume group. This default action can be 
turned off. lf specified, the system reboots at this point, and the system reboots from the new rootvg . The 
boot process proceeds to a certain point, with the new rootvg's file systems mounted, and the bosboot 
command is called to rebuild a "normal" boot logical volume. The system then reboots . 

After rebooting from the new alternate disk, the former rootvg volume group is contained in an lspv listing 
as old_rootvg , and includes ali disk(s) in the original rootvg. This former rootvg volume group is set to 
not varyon at reboot and should only be removed with the -X flag. For example: 
alt_disk_install - X old_rootvg 

lf a return to the original rootvg is necessary, the bootlist command is used to change the bootlist to 
reboot from the original rootvg . 

lf it is unclear which disk is the boot disk for a specific volume group, use the -q flag to determine the boot 
disk. This flag can be useful when a volume group comprises multiple disks and a change in the bootlist is 
necessary . 

Alternate Disk rootvg Cloning 
Cloning the rootvg to an alternate disk has many advantages. One advantage is having an online backup 
available, in case of a disk crash. Keeping an online backup requires an extra disk or disks to be available 
on the system. Another benefit of rootvg cloning occurs when applying new maintenance leveis or 
updates. A copy of the rootvg is made to an alternate disk, then updates are applied to that copy. The 
system runs uninterrupted during this time. When it is rebooted, the system boots from the newly updated 
rootvg for testing. lf updates cause problems, the old_rootvg can be retrieved by resetting the bootlist 
and then rebooting . 

By default, calling the alt_disk_install command does the following: 

1. Creates an /image.data file based on the current rootvg's configuration . A customized image.data 
file can be used. 

2. Creates an alternate rootvg (altinst_rootvg) . 

3. Creates logical volumes and file systems with the alt_inst prefix . 

4. Generates a backup file list from the rootvg , and if an exclude.list file is given, those files are 
excluded from the list. 

-s:- -eopres ih e final iist -to t he-altinst_:rootvg!-s--file-systems. 

6. lf specified, the installp command installs updates, fixes , or new filesets into the alternate file system . 

7. The bosboot command creates a boot logical volume on the alternate boot disk . 

8. lf a customization script is specified, it runs at this point. 

9. The file systems are then unmounted, and the logical volumes and file systems are renamed . 

1 O. The logical volume definitions are exported from the system to avoid confusion with identical ODM 
names, but the altinst_rootvg definition is left as an ODM placeholder. 

11 . By default, the bootlist is set to the new cloned rootvg for the next reboot. 

...,,.. ,. I 
.... t .... 
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Phased Alternate Disk lnstallation 
1 

For AIX 4.3.1 and !ater, alternate disk installation can be performed in stages. The installation itsel · P L _ ,.._v 
broken down into three phases. The default is to perform ali three phases in the same invocation. The 
phases are as follows: 

Phase 1 

Phase 2 

Phase 3 

Creates the altinst_rootvg volume group, the alt_ logical volumes, and the /alt_inst 
file systems. Also restores the mksysb or rootvg data . 
Runs any specified customization script. For cloning only, installs updates, new filesets, 
fixes, or bundles. Also copies a resolv.conf file (if specified) and necessary files to 
remain a NIM client (if specified). 
Unmounts the /alt_inst file systems, renames the file systems and logical volumes, 
removes the alt_ logical volume names from ODM, and varies off the altinst_rootvg. lt 
also sets the bootlist and reboots (if specified) . 

As an alternative to running ali three phases, the phases can be completed by one of the following 
methods: 

• Each phase separately 

• Phases 1 and 2 together 

• Phases 2 and 3 together (Phase 2 can be run multiple times before Phase 3 is run.) 

Vou must run Phase 3 to obtain a usable rootvg. Running Phases 1 and 2 leave the /alt_inst file systems 
mounted. Any time during the phase process and before rebooting, the altinst_rootvg can be removed, 
and disk cleanup occurs using the following command: 

alt disk install -X 

Alternate Disk Migration lnstallation 
Alternate disk migration installation allows the user to create a copy of rootvg to a free disk (or disks) and 
simultaneously migrate it through Network lnstallation Management (NIM) to a new release levei. Using 
alternate disk migration installation over a conventional migration provides the following advantages: 

• Reduced downtime (the migration is performed while the system is up normally and there is no need to 
boot from any media) . 

• Quick recovery in case of migration failure . 

• High degree of flexibility and customization . 

Reduced downtime. The migration is performed while the system is up and functioning. There is no 
requirement to boot from instai! media, and the majority of processing occurs on the NIM master. 

Quick recovery in the event of migration failure. Because you are creating a copy of rootvg, ali 
changes are performed to the copy (altinst_rootvg) . In the event of serious migration installation failure , 
the failed migration is cleaned up, and there is no need for the administrator to take further action. In the 
event of a problem with the new (migrated) levei of AIX, the system can be quickly returned to the 
premigration operating system by booting from the original disk . 

High degree of flexibility and customization in the migration process. This is done with the use of 
optional NIM customization resources: image_data , bosinst_data, exclude_files , premigration script, 
installp_bundle, and post-migration script. 

Requirements 
Alternate disk migration installation has the following requirements: 

• Configured NIM master running AIX 5.1 or !ater with AIX recommended maintenance levei 5100-03 or 
I ater . 
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• The NIM master must have bos.alt_disk_install.rte installed in its rootvg and the SPOT which 
used . 

• The levei of the NIM master rootvg, lpp_source, and SPOT must be at the same levei. 

• The client (the system to be migrated) must be at AIX 4.3.3 or !ater . 

• The client must have a disk (or disks) large enough to clone the rootvg and an additional 500 MB 
(approximately) of free space for the migration. The total amount of required space will depend on 
original system configuration and migration customization . 

• The client must be a registered NIM client to the master . 

• The nim master must be able to execute remate commands on the client using the rshd protocol. 

• The client must have a minimum of 128 MBs of memory . 

• A reliable network, which can facilitate large amounts of NFS traffic, must exists between the NIM 
master and the client. 

• The client's hardware should support the levei it is migrating to and meet ali other conventional 
migration requirements . 

Note: lf you cannot meet the alternate disk migration installation requirements 1-10, perform a 
conventional migration. For information on the conventional migration installation method, see 
Chapter 6, "Migration lnstallation", on page 47. lf you cannot meet requirement 11, no migration 
installation is possible . 

Before performing an alternate disk migration installation, you are required to agree to ali software license 
agreements for software to be installed. You can do this by specifying the -Y flag as an argument to the 
alternate disk migration command o r setting the ADM_ACCEPT _LICENSES environment variable to yes . 

Limitations 
The following limitations apply to alternate disk migration installation: 

• lf the client's rootvg has the Trusted Computing Base option enabled, either disable it (permanently) or 
perform a conventional migration. TCB must access file metadata that is not visible over NFS . 

• Ali NIM resources used must be local to the NIM master. 

• During the migration, the client's active rootvg may experience a small performance decrease due to 
increased disk 1/0, nfsd activity, and some CPU usage associated with alt_disk_install cloning . 

• NFS tuning may be required to optimize performance . 

Alternate Disk Migration lnstallation Usage 
The syntax for the alternate disk migration installation command is the following: 

nimadm -1 lpp_source - c NIMclient - s SPOT - d Targetdisks 
[ -a PreMigrationScript ] [ -b insta11p_bund1e] [ -z PostMigrationScript] 
[-e exc1ude_files] [-i image_data ] [ -m NFSMountOptions] [-o bos in s t_data] 
[ -P Phases] [ -Y ] [ -F ] [ -D ] [ -E ] [ -V ] [ { -B I - r } ] 

Use the nimadm command to target the aix1 NIM client, using the spot1 NIM SPOT resource, the lpp1 
NIM rpp_:-5ourceresource, and -hdisk1 and hdisk2 target disks, by typing the following: 

nimadm -c aixl -s spotl -1 1ppl - d "hdiskl hdisk2" -Y 

Use the -Y flag to agree to ali required software license agreements for the software being installed 

Alternate Disk Migration lnstallation Process 
The nimadm command performs a migration in 12 phases. Each phase can be executed individually using 
the -P flag. Before performing a migration in phases, the user should have a good understanding of the 
nimadm process. The nimadm phases are as follows: 

--
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1. The master issues the alt_disk_install command to the client, which makes a copy of the ro v . v 
the target disks (this is Phase 1 of the alt_disk_install process). In this phase, altinst_rootvg c P L - P.. 
(alternate rootvg) is created . 

2. The master runs remote client commands to export ali of the /alt_inst file systems to the master. The 
file systems are exported as read/write with root access to the master. 

3. The master NFS mounts the file systems exported in Phase 2 . 

4. lf a premigration script resource has been specified, it is executed at this time . 

5. System configuration files are saved. lnitial migration space is calculated and appropriate file system 
expansions are made. The bos image is restored and the device database is merged (similar to a 
conventional migration) . Ali of the migration merge methods are executed and some miscellaneous 
processing takes place . 

6. Ali system filesets are migrated using installp. Any required RPM images are also installed during 
this phase. 

7. lf a post-migration script resource has been specified, it is executed at this time . 

8. The bosboot command is run to create a client boot image, which is written to the client's boot 
logical volume (hd5). 

9. Ali mounts made on the master in phase 3 are removed. 

1 O. Ali client exports created in phase 2 are removed. 

11 . The alt_disk_install command is called again (phase 3 of alt_disk_install) to make final adjustments 
and put altinst_rootvg to sleep. The bootlist is set to the target disk (unless the -B flag is used) . 

12. Cleanup is executed to end the migration. The client is rebooted, if the -r flag is specified . 

Note: The nimadm command supports migrating severa! clients at the same time . 

For more information about the nimadm command, reter to the A/X 5L Version 5.2 Commands Reference . 

Data Access Between the Original rootvg and the New Alternate Disk 
You can initiate data access between the original rootvg and the new alternate disk. A volume group 
"wake-up" can be accomplished, on the non-booted volume group. The "wake-up" puts the volume group 
in a post alt_disk_install Phase 1 state. For example, the /alt_inst file system is then mounted . 

The volume group that experiences the "wake-up" is renamed altinst_rootvg. When data access is no 
longer needed, the volume group can be "put to sleep." 

Notes: 

1. The running operating system's version must be greater than or equal to the version of the 
volume group that undergoes the "wake-up." This might mean that it is necessary to boot from 
the altinst_rootvg and "wake-up" the old_rootvg. For example, an alternate disk is created from 
an alt_disk_install AIX 5.2 mksysb, on a AIX 4.3.0 system. lt is then necessary to boot from the 
AIX 5.2 alternate disk and "wake-up " the AIX 4.3.0 old_rootvg volume group to access data 

-between-the-two-voltlme-§reur;>s~ 

This limitation is caused by a journaled file system (JFS) log entry incompatibility. lt is possible to 
"wake-up" a volume group that contains a more recent version , but the volume group cannot 
have ever been the system rootvg. lf this was true, the volume group would have made JFS log 
entries that could not be interpreted by an older version rootvg , when the volume group was 
experiencing a "wake-up. " 

The alt_disk_install command does not allow a "wake-up" to occur on a volume group with a 
more recent version , unless the FORCE environment variable is set to yes . 

2. The volume group that experiences a "wake-up" must be put to sleep before it can be booted 
and used as the rootvg . 
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lnstalling to an Alternate Disk using Web-based System Manager 
The graphical interface providas access to Web-based System Manager options for installing a mksysb to 
an alternate disk and for cloning a rootvg to the alternate disk. At any time during the following procedures, 
you can view extended help by selecting Contents from the Help menu . 

To instai! a mksysb to an alternate disk, do the following: 

1. Start the Web-based System Manager by typing wsm on the command line . 

2. Select the Software container . 

3. From the pulldown, select Alternate Disk lnstall->lnstall Mksysb on an Alternate Disk . 

To clone the rootvg to an alternate disk, do the following: 

1. Start the Web-based System Manager by typing wsm on the command line. 

2. Select the Software container. 

3. From the pulldown, select Alternate Disk lnstaii->Cione the Rootvg to an Alternate Disk . 

Running Alternate Disk lnstallation Using SMIT 
To run alternate disk mksysb installation, do the following: 

1. At the system prompt, type the smit alt_mksysb fast path. 

2. Type or select values in the entry fields. Press Enter after making ali desired changes. 

To run alternate disk rootvg cloning, do the following: 

1. At the system prompt, type the smit alt_clone fast path . 

2. Type or select values in the entry fields. Press Enter after making ali desired changes. 

Alternate Disk lnstallation and Dynamic Logical Partitioning 
On a system that supports dynamic logical partitioning (DLPAR), you can dynamically add an adapter with 
disks to a running logical partition (LPAR). You can then instai! a new rootvg volume group to these newly 
added target disks using the alt_disk_install command with either the clone or mksysb option. lf you are 
running the alt_disk_install command with dynamically added target disks on an LPAR system, the 
following flags might be used: 

-0 lf the target disk will be used to boot an LPAR other than the one where the operation is being 
executed, use the -0 flag to reset the device information . 

-8 This flag prevents the bootlist command from being run . A general limitation of dynamically added 
disks is that you can not specify them as a boot device (before an initial reboot operation) . lf you 
are attempttng to boot an LPAR from dynamically added disks, set the boot list in the system 
management services (SMS) menus. 

-g This flag causes the alt_disk_install command to run without checking if the disk is bootable . 
Dynamically added disks do not appear bootable to AIX until after a reboot operation. The user will 
need to verify that the newly added adapter and disks are bootable . 

Examples 
1. To clone the rootvg running 4 .3.2.0 to hdi sk l and update that clone with the latest maintenance levei 

4.3 .3.0 that is on cdG, run the following command: 

al t _disk_insta ll -C - b upd ate_al l -1 / dev/cd0 hdi sk l 
r 

r Jv "' ~ I ' 
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In SMIT, use the smit alt_clone fast path and select hdisk1 from the listing for Target Disk(s) to c p L • "' 
install, select the update_all bundle from the listings in the Bundle to lnstall field, and /dev/cdO from 
the listing in the Directory or Device with images field . 

2 . To clone the rootvg running 4.3.2 to hdi sk3, then update to the latest fixes that are mounted from 
another system on /433fixes, and run a customized script named /tmp/finish_alt_install, run the 
following command: 
alt disk insta11 -C -b update a11 -1 /433fixes \ 
-s 7tmp/finish_a1t_insta11 hdisk3 

In SMIT, use the smit alt_clone fast path and select hdisk3 from the listing for Target Disk(s) to 
install, select the update_all bundle from the listings in the Bundle to lnstall field, type I 433fi xes in the 
Directory or Device with images field, and type /tmp/finish_alt_install in the Customization 
script field . 

3. To install an AIX 5.2 mksysb tape that was created from a machine with the same hardware 
configuration as the target, to hdiskl, run the following command: 
a1t_dis k_insta11 -d /dev/rmtO hdi skl 

In SMIT, use the smit alt_mksysb fast path and select hdisk1 from the listing for Target Disk(s) to 
install field and select /dev/rmtO from the listing for Device or image name field . 

4. To install an AIX 5.2 mksysb image that is NFS mounted on file system /mksysbs to the alternate 
disk hd; s k2 using a customized image.data file and an exclude file containing "./tmp/, type the 
following command: 
alt dis k insta11 -d /mksysbs/my 52 mksysb -i /mksysbs/my 52 image.data \ 
- e 7mksysbs/my_exclude_file hdisk2- - -

Using the "./tmp/ pattern does not backup files in the /tmp directory, but does backup files in the 
/var/tmp directory . 

Note: Ali files are backed up relative to the current directory. This directory is represented by a . 
(dot character) . lf it is important that the search match the string at the beginning of the line when 
excluding a file or directory, it is necessary to use a". (caret followed by a dot character) as the 
first part of the search string, followed by the filename or directory to be excluded. The form is as 
follows: 

". /fil ename 

lf the file name or directory being excluded is a substring of another file name or directory, use a 
"· (caret followed by a dot character) for the search to start at the beginning of the line and the $ 
(dollar symbol) to have the search finish at the end of the line. 

In SMIT, use the smit alt_mksysb fast path and select hdisk2 in the Target Disk{s) to install field . 
Next, type /mksysbs/my_52_mksysb in the Device or image name field , /mksysbs/my_52_image.data in 
the image.data file field, and /mksysbs/my_exclude_file in the Exclude list field . 

5. To "wake-up" an original rootvg , after booting from the new alternate disk, run the following command: 

a1t di sk in sta ll -W hd iskO 

The following example illustrates the output that might display when running the command discussed 
above: 
# 1 spv 
hd i skO 
hdisk l 

00004044 5043d9f 3 
00076443210a 72ea 

# alt dis k in st a11 -W hdi skO 

# 1 spv 
hdiskO 
hdiskl 

000040445043d9f3 
00076443210a72ea 

o1 d_rootvg 
r oot vg 

alt inst_root vg 
rootvg 

-
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At this point, the altinst_rootvg volume group is varied-on and the /alt_inst file systems are mounte ~ 

6. To "put-to-sleep" a volume group that had experienced a "wake-up," type the following command: 

alt_disk_inst all -5 

The following example illustrates the output that might display when running the command previously 
discussed: 

# lspv 
hdisk0 
hdiskl 

000040445043d9f3 
00076443210a72ea 

# alt_disk install -S 

# lspv 
hdisk0 
hdiskl 

000040445043d9f3 
00076443210a72ea 

altinst_rootvg 
rootvg 

altinst_rootvg 
rootvg 

The altinst_rootvg is no longer varied on and the /alt_inst file systems are no longer mounted. lf 
necessary for the altinst_rootvg volume group name to be changed back to old_rootvg, do this task 
with the -v flag. 
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Chapter 14. Software Product Packaging Concepts 

This chapter discusses concepts regarding additional software product packaging. This chapter includes 
information on the following topics: 

• "Software Package Formats" 

• "Fileset lnstallation Packaging" on page 140 

• "Creating Software Packages" on page 140 

• "Bundle Packaging" on page 141 

Software Package Formats 
Beginning in AIX 5.1, you can install RPM Package Manager (RPM) and lnstaiiShield MutliPiatform 
(ISMP) formatted packages in addition to installp formatted packages. Use the Web-based System 
Manager, SMIT, or the geninstall command to install and uninstall these types of packages. The 
geninstall command can detect the format type of a specified package and run the appropriate installation 
command. 

Beginning in AIX 5.1, the AIX product media contains installp packages and RPM packages that are 
installed during a base operating system (BOS) installation. The installp packages are located in the 
following path: 

/mount_point/installp/ppc 

The RPM packages are located in the following path: 
/mount_point/RPMS/ppc 

lf you have media that contains ISMP packages for AIX 5.1 and later, the ISMP packages are located in 
the following path: 
/mount_point/ISMP/ppc 

lf you are using the geninstall command to install RPM or ISMP packages, use the prefix type to indicate 
, to the geninstall command the type of package that you are installing. In AIX 5.1 , the package prefix 

types are the following: 

1: installp format 

R: RPM format 

J: ISMP format 

For example, to install the cdrecord RPM package and the bos.games installp package, type the 
following: 

# genin stall -d / dev/cdO R:cdrecord I:bos .game s 

'Fhe--geninstall-command detectslhat--the-cdre-cord pacl<ag-e is an HPM package type and runs the rpm 
command to install the cdrecord package. The geninstall command then detects that bos.games is an 
installp package type and runs the installp command to install the bos.games package. The process for 
uninstallation is similar to the installation process. 

In Web-based System Manager and SMIT, if you are selecting the packages from a software list, you need 
not specify the prefix type. 
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Fileset lnstallation Packaging 
The installation packaging of each fileset in a product can be divided into three parts. These parts include · 
the usr, root, and share parts. Although this can add further complexity to the understanding of the 
packaging, this parceling of a software product is necessary for the product to be used by diskless and 
dataless clients in AIX 5.1 and !ater. Because they are parceled, a product can be installed on one 
machine (called the serve/) and then be used remotely by other machines on a network (called the 
clients) . 

Note: The usr and root parts of a product are packaged in the same installable package . 

usr part 

root part 

shar~ part 

The usr part of a software producl conlains lhe part of lhe producl lhal can be shared by 
machines lhal have lhe same hardware archileclure. Most of lhe software thal is part of a 
producl usually falls inlo this calegory . 

In a standard system, the usr parts of products are slored in the /usr file tree. For example, 
the ls command would be in the /usrlbin/ls file . 
Every product has a usr part. The rool part of a software product conlains lhe part of lhe 
producl that cannol be shared. The root part of a product is optional because many products 
may not have any files lhal need to be specific to each individual machine. 

In a client/server environment, these are lhe files for which lhere must be a unique copy for 
each clienl of a server. Most of lhe root software is associaled wilh the configuration of lhe 
machine or product. 

In a slandard system, lhe root parts of a product are stored in the root (/) file lree. The 
/etc/objrepos direclory contains lhe rool part of an installable software product's vital product 
data (VPD). . 
The share part of a software product contains lhe part of lhe product that can be shared 
among machines, even if they have different hardware architectures, which can include 
nonexecutable text or data files. For example, the share part of a producl mighl contain 
documentation written in ASCII texl or data files containing special fonts . 

The share part of a product is optional because many producls might not have any files thal 
can be shared among different hardware platforms. The share part of a producl is always 
packaged in a separalely installable package . 

In a standard syslem, the share parts of producls are usually slored in lhe /usr/share file 
lree. For example, a dictionary dalabase mighl be slored in lhe /usr/share/dict/words file . 

Creating Software Packages 
The mkinstallp command is a tool that allows users to create their own software packages for AIX. 
Packages created with the mkinstallp command are in installp format and are installed or removed with 
the installp command. 

Files -te-l3e-J3aGka§!ed l:>y tf:Je mkinstallp command must .be in a directory structure such that the location o f 
the file relative to the root build directory is the same as the destination of the file after installation. For 
example, if the /usrlbinlsomecommand command is to be installed by a mkinstallp package, the 
somecommand parameter must be in the buildrooUusrlbin directory when the mkinstallp command is 
invoked . 

When the contents of a package are in the correct directory structure , the mkinstallp command prompts 
for basic package data through the command line. This data includes the package name, requisites, 
descriptions of files to be packaged, and more. The mkinstallp command then generates a template file 
based on responses given by the user. To preveni command line prompting when using a template file, 
c reate and edit the template file directly and use the mkinstallp command with the -T flag. 
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For example, to package the /usr/bin/foo command using the /tmp/packages directory as the builr"-'"l:>l"'llrL 
make sure the following directory structure exists by typing the following at the command line: 

mkdir /tmp/packages 
touch /tmp/packages/us r /bin/foo 

Then type the following: 

mkinstallp -d /tmp/packages 

For more examples, reter to the /usrllpp/bos/README.MKINSTALLP file . 

Bundle Packaging 
The Web-based System Manager and the SMIT lnstall application look for bundles in 
/usr/sys/inst.data/sys_bundles and in /usr/sys/inst.data/user_bundles. The sys_bundles location is 
typically reserved for system-defined bundles (those which come with AIX). Users can create their own 
bundle files in the user_bundles directory . 

The bundle definition file name must end in .bnd, because the AIX installation interfaces that process 
bundles recognize only bundle files that end in .bnd. Use any editor to create bundle files, which can 
contain comments and fileset names. Unes beginning with the pound sign (#) are recognized as 
comments and are ignored by the bundle processing code. When you have completed your list of filesets, 
save the file and make sure the file has the appropriate read permission. lnvoking a bundle installation 
interface displays your bundle without the .bnd extension . 

The following are examples of the predefined bundles: 

• Server Bundle. A collection of software packages for machines running AIX in a multiuser standalone or 
networked environment. This bundle emphasizes functionality over disk utilization . 

• Graphics Bundle. A collection of software packages that provides support of graphical environments . 
Graphical support may be automatically installed on some systems during 80S installation . 

• Migration Bundle. This bundle is created when there was not enough disk space available to complete a 
migration installation during the 80S installation process. The bundle consists of a collection of software 
packages that must be installed to complete your migration. Vou must instai! this bundle to complete the 
migration installation . Instai! the bundle using the smit update_all fast path . 

Vou may also need to install the Graphics Bundle . 

Some system bundles might reter to installation images that are spread across multiple media. lf you see 
errors indicating that filesets could not be found on the media you are using, insert the media oontaining 
the missing filesets and retry the bundle installation . 

The system bundles are located in the /usr/sys/inst.data/sys_bundles directory. To list the system 
bundles , type the tollowing: 
l s / us r/ sys /inst .dat a/ sys_bund les/*. bnd 

You can_also use_tb_e_S.MIT l lst_bund.LeJa~LP-ª-1h .1Q .llli.Uh"ª ~ystem bunqles . 

8eginning in AIX 5L Version 5.2 with the 5200-01 Recommended Maintenance package, the geninstall 
and gencopy commands handle multiple software sources to be specified when a bundle file is used. This 
is accomplished by grouping software images together under #MEDIA= headings in the bundle file . Any 
images listed under such a heading must reside on the specified media. Media can be specified as the 
name of a CD (such as Base Insta// Media Volume 1 or A/X Linux Toolbox CO) or as a local directory 
(such as the /usr/sys/inst.images directory) . 

The #MEDIA= heading is used to designate the location of the filesets or packages in the bundle . For 
example, the BaseAndLinuxCD Bundle might contain the following information: 
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# BaseAndLinuxCDBundle contains packages on volume 1 of base media and on the AIX 
# Linux Toolbox CD 

#MEDIA=Base Install Media Volume 1 
I: bos. adt. pro f 

·#MEDfA~'A-IX Linux Toolbox CD 
R:mtools 
R:vim-common 

When the geninstall and gencopycommands prompt for the additional media, they use the words 
provided in the #MEDIA= line. In the previous examples, the geninstall and the gencopy commands 
display a message informing you that the bos.adt.prof installp package is located on Base Insta// Media 
Volume 1, and the mtools and vim-common RPM packages are located on the A/X Linux Toolbox CO 

The #MEDIA= heading can also be used to indicate a directory. For example, the CD_Directory Bundle 
might contain the following information: 
# CD DirectoryBundle contains packages on volume 1 of base install media 
# and in /usr/sys/inst . images 

#MEDIA=/usr/sys/inst.images 
I:bos.games 

#MEDIA=Base Install Media Volume 1 
I:bos.adt.prof 
R: cdrecord-1. 9-4 

This informs the geninstall and the gencopy commands that the bos.games installp package is located 
in the /usr/sys/inst.images directory, and the bos.adt.prof installp package and the cdrecord-1.9-4 
RPM package are located on Base Insta// Media Volume 1 . 
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Chapter 15. Troubleshooting Operating System and Option 
Software lnstallation 
This chapter provides problem-determination tactics and solutions for installation and configuration 
problems. Topics include: 

• ''Troubleshooting an lnstallation from a System Backup" 

• ''Troubleshooting a Migration lnstallation" on page 145 

• ''Troubleshooting an Alternate Disk lnstallation" on page 146 

• ''Troubleshooting After an lnstallation" on page 146 

• "Accessing a System That Does Not Boot" on page 147 

• ''Troubleshooting a Full /usr File System" on page 149 

• "Viewing BOS lnstallation Logs" on page 150 

• "Handling System and Error Messages" on page 150 . 

Troubleshooting an lnstallation from a System Backup 

This section describes solutions for common problems when installing from a system image created with 
the mksysb command . 

Bootup Failure 

lf a backup tape fails to boot, you can still install by using a mksysb image stored on the tape . 

Boot the machine from the product media (Volume 1 if there is more than one volume), then install the 
backup from Maintenance mode. For instructions on booting, reter to Chapter 3, "lntroduction to Base 
Operating System lnstallation", on page 33. Follow the instructions to the point when the Welcome to the 
Base Operating System lnstallation and Maintenance screen displays . 

Booting from the Product CD-ROM 
Complete the following steps when the Welcome screen is displayed: 

1. Choose the Start Maintenance Mode for System Recovery option . 

2. Choose the lnstall from a System Backup option. 

3. Choose the drive containing the backup tape . 

The system reads the tape and begins the installation. 

4. Do not remove the CO from the CD-ROM drive. 

The system installs the kernel and device support required on the target system from the CO . 

5. Return to step 8 on page 129 in the lnstalling a System Backup on the Source Machine procedure and 
continue the instructions for installing the backup . 

·Note: 'ftre-tJse ·Maps option is not -supported in-Ma1ntenance Mode. For more inf<:>rmation on the 
maps options in Maintenance Mode, reter to "lnstalling a System Backup on the Source Machine" 
on page 126 . 

Problems with mksysb lmage Configuration on System Backup Tapes 

Bootable mksysb tapes comprise the following images: 

• Boot image 

• BOS lnstallati on/Maintenance image 

• Table of contents image 

© Copyright IBM Corp. 2002 , 2003 
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• System backup image 

The system backup image is the actual backup of the files in the rootvg in ali JFS-mounted file syste 

The boot image, BOS lnstallation/Maintenance image, and the table of contents image must be created 
with a tape block_size value of 512. The mksysb command ensures that the block size is 512 when 
these images are created. There are no restrictions on the block size used for the foyrth (system backup 
image) on the tape. The block size of the system, before it was temporarily-'sS~~:2iiJs used for the 
fourth image on the tape . 

The value of the block size must be saved in the /tapeblksz file in the second image on the tape. The 
second and fourth images are stored in backup/restore format. Again, mksysb ensures the correctness of 
the tapes created by using the mksysb command . 

lf there are problems with the bosinst.data file, the image.data file, or the tapeblksz file, these files can 
be restored from the second image on the tape and checked. These files, as well as commands necessary 
for execution in the RAM file system (when running in maintenance mode after booting from the tape), are 
stored in the second image. 

Restoring a File from the Second lmage or Tape 
To restare a file from the second image, follow these steps: 

1. Be sure the tape block size is 512 by entering the following command: 

# 1sattr -E -1 rmtO 

lf the block size is not correct, use the following command to set it to 512: 

# chdev -1 rmtO -a b1ock_size=512 

2. Make sure the tape is rewound. lf the tape is not rewound, enter the following command: 

# tct1 -f /dev/rmtO rewind 

3. Extract the necessary files by entering: 

# restare -xvq -s2 -f /dev/rmtO.l .filenome 

Note: The filename should be the full path, and always preceded with a . (dot character), such 
as . /tapeb 1 ksz. 

4. Rewind the tape by entering: 
# tct1 -f /dev/rmtO rewind 

5. Change the block size back to its original value, if necessary . 

Troubleshooting Reported Problems with mksysb Backup lnstallations 

The following troubleshooting tips apply to reported problems with installations from a mksysb image: 

• Check that you have sufficient free blocks in the file systems to write temporary files . 

• Check that each file system has at least 500 blocks free when the mksysb backup image is made. The 
.S.Y-Stem_Deeds work space in eaçtl_ file system when installing from ~_!!l k~y_s~~ackup im~ge . 

• Check that you are using the correct tape type for the density setting that you selected . 

• Check that the tape is not write-protected . 

• Clean the tape drive at the recommended intervals and use only approved data-grade tapes (not vídeo 
tapes for 8 mm). 

• Check that 7206 4-mm Digital Audio Tape (DAT) tape drives are using only DAT tapes marked with the 
Dataphone Digital Services (DOS) symbol. Any other DAT tapes (for example , voice grade) cannot be 
used . 

• Check the /smit.log file for any errors from SMIT. -
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Troubleshooting a Migration lnstallation 
The following sections offer solutions for problems that can occur during a migration installation . 

Boot Logical Volume Not Large Enough 
lf you receive errors indicating the boot logical volume is not large enough, see "Handling System and 
Error Messages" on page 150 . 

lnsufficient Disk Space for Migration 
At the beginning of a migration installation, the system verifies that there will be enough space to attempt 
the migration. lf there is not enough disk space, a message explains how much is needed. Vou must now 
reboot the machine from the media containing your current version of AIX, and make more space available 
in the rootvg volume group. Atter you do this, attempt the migration again. 

Vou can use the following options for adding additional disk space for the migration installation: 

• Add another disk to the rootvg volume group, using either the SMIT smit extendvg fast path or the 
extendvg command. 

• Move any user-data logical volumes from the rootvg volume group to another volume group. Vou can 
use either the SMIT smit cplv fast path or the cplv command to move individuallogical volumes to 
another volume group's disk. lt is a good idea to have only system logical volumes in the rootvg , and 
have user-data logical volumes in other volume groups . 

After you use the cplv command, you must remove the original logical volumes with the rmlv 
command. lf the moved logical volume contains a file system, you must modify its corresponding entries 
in the /etc/filesystems file to reflect the new logical volume name . 

For more detailed information about manipulating logical volumes and volume groups, reter to Logical 
Volumes in A/X SL Version 5.2 System Management Guide: Operating System and Devices . 

• Remove unneeded logical volumes (and file systems) from the rootvg. Run the lsvg -1 rootvg 
command to see ali the logical volumes in the rootvg volume group. The only logical volumes that must 
be in the rootvg are: hd2, hd3, hd4, hd5, hd6, hd8, and hd9var. The hd1 (/home) logical volume can be 
located in another volume group if necessary . 

Beginning in AIX 5.1, the hd7 (system dump) logical volume is not needed because the paging space 
logical volume (hd6) is used. The migration code automatically removes this logical volume if space is 
needed, but you can remove it ahead of time with the following commands: 

sysdumpdev -P -p /dev/hd6 
rml v -f hd7 

• lf you cannot find extra space in your rootvg, you might have to do a preservation installation instead of 
a migration installation to AIX. A preservation installation saves ali the "non-system" logical volumes and 

·me- systt:rms ·(for example, -ttTOme) ,- bat-removesêmd -re-"creates the foliowing-logfeal voftlmes: hd2, hd3, 
hd4, hd5 and hd9var. 

lf you do a preservation installation, you must reinstall any applications that were installed in your 
rootvg atter the preservation installation has completed . Vou must also reconfigure devices, as well as 
re-create users and groups. For more information about a preservation installation, see Chapter 3, 
"lntroduction to Base Operating System lnstallation", on page 33 . 

After you have released enough space, reboot from your installation media, and try the migration 
installation again. Vou must have at least 8 MB of free disk space to complete the migration install ation . 
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lf there is insufficient space to complete the migration installation during the BOS installation process, 
message similar to the following is displayed at the end of the installation: 

An error occurred while migrating packages . 

Some pac ka ges have not been installed . 

Please see /var/adm/ras/devinst . log for details or perform an overwrite or 
preservation install . 

lf space limitations prevent the migration of ali software that is usually automatically migrated, the 
installation program attempts to install the software that is usually installed for a Preservation or Overwrite 
installation. lf there is still not enough disk space available, the minimum set of software required to 
support the use of the system is installed . 

lf there is not enough space to migrate ali of the usually migrated software, a collection of software called 
a Migration Bundle will be available when you install additional software later. lf the minimum set of 
software is installed, or if the installation is not performed from a graphics console, a Graphics_Startup 
Bundle is created. Before installing either of these bundles, create additional disk space on the machine 
you want to install. For more information about installing software bundles and migrating or installing 
optional software products, reter to Chapter 1 O, "Optional Software Products and Service Updates", on 
page 69. "Maintaining Optional Software Products and Service Updates" on page 75 describes how to 
remove software from the system to release disk space . 

Troubleshooting an Alternate Disk lnstallation 
lf you receive either of the following error messages, see "Handling System and Error Messages" on 
page 150. 

• 0505-113 alt_disk_install: No target disk name provided . 
• 0505-117 alt_disk_install: Errar restoring image.data file from mksysb image . 

Other Problems 
Symptom: You have run the alt_disk_install command or used the SMIT menus to either clone or install 
a mksysb image on an alternate disk. However, you now want to remove the definition so you can use 
the disk to run the alt_disk_install command again or use the disk for another purpose . 

Action: Do not run the exportvg command. The exportvg examines the logical volumes on the disk 
(now called by their rootvg names: hd1, hd2, hd3, and so on) and tries to remove their 
corresponding entries from the /etc/filesystems file . This action removes the real file system stanzas 
from your running system and causes boot problems if you reboot with the missing stanzas. 

Use the alt_disk_install -X command to remove the altinst_rootvg name from the database. This 
removes only the ODM information from the CuDv database, so the lspv command shows the 
disk(s) as no longer belonging to altinst_rootvg. lt also resets your bootlist to the boot disk on which 
the hd5 boot logical volume resides. You can still boot from the altinst_rootvg, because the volume 
-gwup,-logical.JLolurne.,_ancilile_sy.ste.mJnformation rema i o .Qn Jhe disk. However,_you must set your 
bootlist to the altinst_rootvg boot disk . 

Troubleshooting After an lnstallation 
lf your system was installed by a network installation server, Configuration Assistant or lnstallation 
Assistant will not display when the BOS installation program completes . 

Configuration Assistant and lnstallation Assistant do not contain the tasks needed to configure your 
machine as a server. lf you need to configure your system for a specific resource , reter to the 
documentation pertaining to that resource. ..-----~-
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lf your terminal type is not set, the first menu displayed by the ASCII lnstallation Assistant requires tJ 
enter your terminal type (tty). lf you enter a terminal type that is not valid, this menu redisplays until 
type is entered . 

lf you enter a valid terminal type that does not match your terminal, the next screen displayed may be 
unreadable. In this case, press the break key sequence to return to the Set Terminal Type screen. For 
most terminal types, the break key sequence is Ctri-C . 

Accessing a System That Does Not Boot 

This section describes how to access a system that will not boot from the hard disk. lf a mksysb backup 
tape fails to boot, read "Troubleshooting an lnstallation from a System Backup" on page 143 for 
instructions . 

This procedure enables you to get a system prompt so that you can attempt to recover data from the 
system or perform corrective action that will enable the system to boot from the hard disk . 

Notes: 

1 . This procedure is intended only for experienced administrators who have knowledge of how to 
boot or recover data from a system that is unable to boot from the hard disk. Most administrators 
should not attempt this procedure but instead should follow local problem-reporting procedures. 

2. This procedure is not intended for administrators who have just completed a New lnstallation, 
because the system will not contain data that needs to be recovered. lf you are unable to boot 
from the hard disk after completing a New lnstallation, follow your local problem-reporting 
procedures . 

The following steps summarize the procedure for accessing a system that will not boot. 

1. Boot the system from Volume 1 of the BOS CD-ROM ora bootable tape . 

2. Select Maintenance Options. 

3. Recover data or perform corrective action using the system prompt. 

Prerequisites 
Before continuing with the procedure, confirm the following prerequisites have been met: 

• Your system cannot be booted from the hard disk. 

• Ali hardware is installed . 

• AIX Base Operating System (BOS) is installed. 

• Your system unit is set to Off . 

Accessing the System 

Use this procedure if you are unable to boot from the hard disk. The beginning of this procedure is similar 
to -th-e- o-n-e-you·us<:d-to-mstatHh-e-Base-eperating-System-:-YouwiH ,-however;-t~se-the maintenance screens 
instead of the installation screens to complete this procedure . 

1. Turn on ali attached externai devices, such as terminais, CD-ROM drives, tape drives, monitors, and 
externai disk drives before turning on the system unit. Do not turn on the system unit until step 5 . 
Turning on the externai devices first is necessary so that the system unit can identify them during the 
startup (boot) process . 

• lf you are booting from a network device, refer to Appendix A, "Network Boot", on page 323 . 

• lf you are not booting from a network device, go to step 3 . 

2. lnsert Volume 1 of the installation media into the tape or CD-ROM drive. Some CD-ROM drives have 
a removable disc caddy, while others have a sliding drawer. lf the CD-ROM drive on your system has 
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a sliding drawer, place the CD-ROM in the drawer and push the drawer in. lf the CD-ROM drive on 
your system does not have a sliding drawer, insert the CD-ROM into the disc caddy and then insert 
the caddy into the CD-ROM drive . 

Notes: 

a. You may find that on specific hardware, the tape drive door will not open while the system 
unit is turned off. lf you have trouble opening the tape drive door during installation, use the 
following pracedure: 

1) Turn the system unit an . 

2) lnsert the BOS tape (insert Volume 1 if you received more than one volume) . 

3) Turn the system unit off and wait 30 seconds . 

b. On some models that have a doar to the tape drive, there may be a waiting period of up to 
three minutes befare the tape drive doar opens after you have pressed the button to open 
the tape drive. Some models also require that the button for the tape drive doar be held in 
the pressed position for a few seconds before the tape drive doar will open . 

c. On some models, the eject button must be pressed for at least 2 seconds to eject a 
CD-ROM that is already in the disc caddy. 

3. lf yau are not using an ASCII terminal , skip to step 5. lf you are using an ASCII terminal, set the 
communications options as follows: 

• Line Speed (baud rate) = 9600 

• Word Length (bits per character) = 8 

• Parity = no (nane) 

• Number of Stop Bits = 1 

• Interface = RS-232C (or RS-422A) 

• Line Contrai = IPRTS 

Set the keyboard and display options as follows: 

• Screen = Normal 

• Row and Column = 24x80 

• Scroll = jump 

• Auto LF (line feed) = off 

• Line Wrap = on 

• Forcing lnsert = line (or both) 

• Tab = field 

• Operating Made = echo 

• Turnaround Character = CR 

• Enter = return 

• Return = new line 

• New Line = CR 

• Send = page 

• lnsert Character = space 

Note: lf your terminal is an IBM 3151, 3161 , or 3164, press the Ctri+Setup keys to display 
the Setup Menu and follow the onscreen instructions to set these options. lf you are using 
some other ASCII terminal , reter to the appropriate documentation for information about how 
to set these options. Some terminais have different option names and settings than those 
listed here . 
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4. Turn the system unit power switch to the On position . The system begins booting from the ·n llation 

media. lf your system is booting from tape, it is normal for the tape to move back and forth . ft ,.. c.. 
severa! minutes, c31 is displayed in the LED. P L -

lf you have more than one console, each terminal and directly attached display device (or console) 
might display a screen that directs you to press a key to identify your system console. A different key 
is specified for each terminal displaying this screen. lf this screen is displayed, then press the 
specified key on the device to be used as the system console. The system console is the keyboard 
and display device used for installation and system administration. Pressa key on only one console . 

5. Type 3 to select Start Maintenance Mode for System Recovery from the Welcome to the Base 
Operating System lnstallation and Maintenance screen when it displays . 

Note: lf you customized the bosinst.data file in your installation media to specify a 
nonprompted installation, the installation and maintenance screens are not displayed. The 
system instead reboots from the installation media using the settings already defined in the 
bosinst.data file. To access the installation and maintenance screens, override the 
nonprompted mode. You can do this when three zeros are displayed on the screen. When you 
observe the three zeros, type 000 (zeros) and press Enter at the terminal. 

You can select 88 to display help on this or any subsequent screen. 

After you have selected the Start Maintenance Mode for System Recovery option, the Maintenance 
screen displays . 

6. Select option 1, Access a Root Volume Group, from the Maintenance screen. The Warning screen 
displays. 

7. Read the information displayed on the Warning screen. When you are ready to continue, type 0 and 
press Enter. The Access a Root Volume Group screen displays . 

8. Select the option for the root volume group whose logical volume information you want to display. The 
Access a Root Volume Group screen lists ali of the volume groups (root and otherwise) on your 
system. After entering your selection, the Volume Group lnformation screen displays . 

Note: Reviewing the disk and location code information on the Volume Group lnformation 
screen enables you to determine whether the volume group you selected was the root volume 
group. You can return to the Access a Root Volume Group screen if the choice you made was 
not the root volume group. lf you have not chosen a root volume group, you cannot continue 
beyond the Volume Group lnformation screen . 

9. Select one of the options from the Volume Group lnformation screen and press Enter. Each option 
does the following: 

Choice 1 

Choice 2 

Choice 99 

Access this volume group and start a shell. Selecling lhis choice imports and aclivales lhe 
volume group and mounls lhe file syslems for lhis rool volume group before providing you wilh a 
shell and a system prompt. 
Access this volume group and start a shell before mounting file systems. Selecting lhis 
choice imports and activales lhe volume group and provides you wilh a shell and syslem prompl 
before mounling lhe file syslems for lhis rool volume group . 
Ty ping 99 relums you to the Access a RootVolume Group screen. 

After you select either choice 1 or 2, a shell and system prompt display. 

1 o. Take appropriate measures to recover data or take action (such as using the bosboot command) to 
enable the system to boot normally. 

Troubleshooting a Full /usr File System 
To re lease space in a full/usr fil e system, complete one or more of the fo llowing tasks: 

Type insta llp -c ali to commit ali updates and release space in th e /us r file system . 
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• lf the system is not a Network lnstallation Management (NIM) system serving a Shared Product Obje 
Tree (SPOT), enter /usr/lib/instl/inurid -r to remove client information for root file system 
installations. For information about NIM and SPOTs, see "SPOT (Shared Product Object Tree) 
Resource" on page 260 in the NIM Resources section. 

• Remove software that you do not need. See "Maintaining Optional Software Products and Service 
Updates" on page 75 . 

Viewing 80S lnstallation Logs 
lnformation saved in BOS installation log files may help you determine the cause of installation problems . 
To view BOS installation log files, type cd /var/adm/ras and view the files in this directory. One example is 
the devinst.log, which is a text file that can be viewed with any text editor or paged . 

Viewing Logs with SMIT 
To view some logs in the /var/adm/ras directory, you can use the following SMIT fast path : 

smit alog_show 

The resulting list contains ali logs that are viewable with the alog command. Select from the list by 
pressing the F4 key . 

Viewing Logs with the alog Command 
To view some logs in the /var/adm/ras directory, type: 

alog -o -f bosinstlog 

Handling System and Error Messages 
This section lists messages that can appear during the installation of AIX 5.1 and later. lnformation about 
most messages is provided in the following format: 

System Message The system message is displayed in bold type. 

Explanation Describes what is likely to have caused the system message to be displayed. 

System Action Describes what the system does after the message is displayed. 

User Action Suggests a possible resolution to the problem suggested by the system message. 

Note: Multiple messages can have the same explanation, system action, and user action. 

0516-404 allocp: Not enough resources available to fulfill allocation. Either not enough free 
partitions or not enough physical volumes to keep strictness. Try again with different allocation 
characterist ics . 

0516-788: extendlv: Unable to extend logical volume 

0503-008 installp: There is not enough free disk space in file system /usr {506935 more 512-byte 
blocks are required.) An attempt to extend this file system was unsuccessful. Make more space 
available, then retry this operation. 

Explanation There is not enough space to complete the installation. 

System Action The installation cannot begin until the problem is resolved. 
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User Action You have severa/ options: 

• Se/ect fewer filesets than the number originally selected for installation. 

OR 

• Extend the root volume group to another disk. Type: extendvg rootvg hdi skNumber, 
where Number is the number of the specified disk. 

OR 

• Remove user-defined file systems to release space in the rootvg file system . 

OR 

• Follow the instructions in "Troubleshooting a Fui/ /usr File System" on page 149 . 

BOS lnstall: After saving ali the data from the previous system into /tmp, it was discovered that 
there will not be enough free space in /tmp to make the boot image. Please reboot in normal mode 
and increase the size of /tmp or reduce the number of files to save as listed in the /etc/preserve.list 
file . 

Explanation During a preservation installation, files listed in the/etc/preserve.list file were copied to the 
/tmp file . After doing so, there was not enough roam in /tmp to create the boot image . 

System Action lnstallation cannot continue. 

User Action Reboot in normal mode and increase the size of /tmp or reduce the number of files to be 
saved . 

BOS lnstall: Vou chose to create logical volumes mapped exactly as they were on the previous 
disks, but there are no map files specified in the image.data file . 

Explanation On system backup restare, EXACT_FIT = yes was specified in the image.data file, but no 
map files were specified in the image.data file . 

System Action Nonprompted mode is terminated. The user is prompted. 

User Action Run the mkszfile command with the -m option before creating the system backup tape. 

OR 

Do not specify EXACT _FIT = yes in the image.data file . 

The boot logical volume (hd5) must be at least 12 MB. The system you are installing has a boot 
logical volume smaller than this, and the system does not have enough free contiguous physical 
partitions on diskname to increase the size of the boot logical volume. Please reboot in normal 
mode and correct this problem, or restart the installation and choose an overwrite install. Use the 
lspv -M diskname command to see the current allocation map of the disk . 

OR 

- - - - ---- -
Error: No space available to-create a larger boot logTcal volume. In order to- proceed with this 
installation the size of the boot logical volume (hd5) must be increased to 12 MB. At this time there 
are not N contiguous physical partitions available on the boot disk (diskname) for recreating the 
larger boot logical volume. Vou must free up this space by removing or relocating one or more 
logical volumes or file systems from diskname. Use lspv -M diskname to see its current partition 
allocation map . 

t. ,~ ,. l -v 
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Explanation 

System Action 

User Action 

Slarting wilh AIX 5.2, lhe bool logical volume (blv) , logical volume hd5, must be greate 
than 12 megabytes. lf your system had disks less than 4 gigabytes in size in the root 
volume group, or was originally installed with a version of AIX earlier lhan AIX 4.3.2 your 
boot logical volume may only be 4 megabyles. You might experience this failure during 
preservation or migration installations. Overwrite installations create the boot logical 
volume with a minimum size of 12 megabytes. lf free partitions contiguous to hd5 are 
available or if another location on the disk contains hd5 is identified, the installation 
process increases the size of hd5 and continues. Only the disk that currently contains the 
boot logical volume is checked for additional partitions in order to increase the size of the 
boot logical volume. Other disks in the rootvg are not checked . 

You will be prompted to reboot in normal mode from the existing rootvg and increase the 
boot logical volume, or restart the installation and choose an overwrite install . 

Only a system administrator with root authority should attempt to increase the boot logical 
volume. To increase the boot logical volume, follow the process described below: 

lf you received this error, then your partition size is less than 8 megabytes, and you must 
increase the number of partitions in hd5 (boot logical volume). You can check your partition 
size as follows: 

1 . Type the following: 

# 1 svg rootvg 

2. Look for the field: PP SIZE: 

3. Obtain the current number of partitions in hd5, as follows: 

# lslv hd5 

4. Look for the field: LPs: 

5. Your boot logical volume must contain enough partitions such that: 

• PP SIZE multiplied by LPs is greater than or equal to 8 . 

• The partitions for the boot logical volume must be contiguous . 

lf there were free partitions available next to hdS or at some other location on the disk that 
contains hd5, the installation process would have increased the size of hdS, and continued . 

To view lhe current allocation map (free and used partitions) of a disk, use the command: 

# lspv -M diskname 

. ,....,... 
I I 
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User Action, continued lf there are not enough contiguous free partitions, you must increase the size o th 
logical volume (hd5) using one of the options described below, and rerun the inst~::onr~~-r. 

The options for increasing the boot logical volume size are as follows: 

• lf a user-created logical volume or file system follows hd5 on lhe disk (check the 
allocation map), and has free partitions, you can back up, remove, re-create, and 
restore the logical volume . 

• 11 there is another disk in the rootvg, that has enough contiguous free partitions, then 
you could move hd5 to the other disk with the following steps: 

1. Verify that lhe disk you plan to move hdS to is bootable by using lhe command: 

bosinfo -B diskname 

- lf I is returned, lhe disk is bootable . 

- lf o is returned, the disk is not bootable. 

2. Find the free contiguous partitions you need on lhe other disk by viewing lhe 
allocation map with lhe command: 

lspv -M diskname 

3. Create a map file to use when re-creating hd5 . For example, if you want to re-create 
hd5 on hdisk2, on partitions 88 and 89, use the command: 

echo "hdisk2:88-89" > your_MAP_file 

4. Remove lhe existing hd5: 

rml v -f hd5 

5. Create the new hd5: 

mklv -y hd5 -t boot -m your_MAP_file rootvg 2 

The 2 represents lhe number of partitions and can vary as needed . 

Note: lf lhe mklv command moves hd5 to a new location, you must run the 
following command: 

echo ":C:C:C" I /usr/lpp/bosinst/blvset -d /dev/hdiskN 

Where C is lhe message, locale, and keyboard (respectively) and hdiskN is 
lhe disk that contains hd5 . 

6. Run the mkboot command to clear lhe boot record from lhe disk that previously 
contained hd5 (boot logical volume). For example, i f hd5 was previously on h di s kO, 
use lhe command: 

mkboot -d /dev/hdiskO -c 

7. Use lhe bosboot command to re-create lhe boot image and boot record on the new 
disk. For example, if hd5 was re-created on hdisk2, use lhe command: 

bosboot -a -d /dev/hdisk2 

-
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User Action, continued 8. Change the bootlist of your system to boot from the new disk. To see the current 
bootlist, use the command: 

bootlist -m normal -o 

OR 

I f your previous hd5 was on h di s kO, the output might be: 

hdiskO 

To change the bootlist to use hdi sk2, use the command: 

bootlist -m normal hdisk2 

lf there were additional items in your bootlist, add them after hdisk2, with spaces 
separating each item . 

9. lf there were no errors, reboot your system. 

1 O. I f you encountered this erro r when installing a mksysb on a system olhe r than the 
system it was created on (cloning), then you might be able to use a customized 
image.data file to increase the size of hd5. 

The vg_data stanza contains the size of the physical partitions in the PPSIZE field. 
Use this information to determine how many partitions are needed for hd5. The 
lv_data stanza for hd5 contains the fields for the number of logical partitions (LPs), 
the number of physical partitions (PP), and the minimum number of logical partitions 
required for the logical volume (LV _MIN_LPS). These fields must be set to the 
number of partitions needed . 

See "Create and Use a Supplementary Diskette" on page 58 for information on 
putting an image.data file on diskette and a bosinst.data file . 

lf the source machine had no free partitions, and the target machine has the same 
disk size, then you might need to install using the shrink option, as well as the 
customized image.data file . 

BOS lnstall: Could not create boot image . 

Explanation The bosboot command failed . 

System Action The boot image was not created. 

User Action Check the /var/adm/ras/bosinst.log file for errors (alog -o -f bosinst.log I pg). This log is 
updated by appending, so make sure you check the last entry . 

The bosinst.data file does not specify any bootable disks . 

Explanation The bosinst.data file does not specify any bootable disks. 

System Action Nonprompted mode is terminated. The user is prompted . 

User Action When the system prompts, select bootable disks to install on. 

OR 

Add a bootable disk to the bosinst.data file target_disk_data stanzas . 

The bosinst.data file specified doing a migration install, but there is no existing root volume group 
of levei 4.2, 4.3, or 5.1 . 

Explanation A BOS inslallation method of migration was specified in lhe bosinst.data file , but lhe 
exisling volume group is at levei 3.1 or 5.2 . 
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System Action 

User Action Respond to the menu prompts to complete lhe installation. 

The bosinst.data file specified doing either a migration or a preservation install, but there is no 
existing root volume group . 

Explanation A BOS installation method of migrate or preserve was specified in lhe bosinst.data file, 
but no root volume group was found . 

System Action This error only occurs during a nonprompted BOS installation. The installation menus are 
displayed . 

User Action Respond to lhe menu prompts to complete lhe installation. 

The data file did not specify enough disk space to contain the operating system . 

Explanation Nonprompted mode was specified, and there were not enough disks specified in lhe 
bosinst.data file to hold lhe operating system. 

System Action Nonprompted mode is terminated. The user is prompted. 

User Action When the system prompts, select disks to install on. 

OR 

Add more target_disk_data stanzas to bosinst.data file . 

Duplicate lv_data stanzas specified in the image.data file. The installation cannot continue because 
data may be lost . 

Explanation An lv_data stanza was duplicated in the image.data file. 

System Action lnstallation cannot continue. 

User Action Correct lhe problem and try the installation again. 

Duplicate fs_data stanzas specified in the image.data file. The installation cannot continue because 
data may be lost. 

Explanation An fs_data stanza was duplicated in the image.data file . 

System Action lnstallation cannot continue. 

User Action Correct the problem and try lhe installation again. 

The following disks failed the preliminary diagnostic tests: <disk name> 

bosset: No hard disks can be accessed. 

Explanation The listed disks failed pretest. 

System Action The system initiated a diagnostic pretest on lhe specified disk. 

User Action Run full diagnostics on lhe specified disks. 

,, 
Chapter 15. Troubleshooting Operating System and Optional Software ln?tallq) iol(, 155 

.· ~ ~ :~s··· ~ o O 7 7 5~ 



• • • • • • • • • • • • • • • • • . ~ , 
• • • • • • • • • • • • 
=~ 
I 

• • I 

• • • • • • • • • 

Disks specified in bosinst.data do not define a root volume group . 

Explanation Nonprompted mode was specified. The install method was set to preserve or migrate, 
and the disks specified in bosinst.data do not define a root volume group . 

System Action Nonprompted mode is terminated. The user is prompted. 

User Action When lhe system prompts, select a root volume group to install on. 

OR 

Specify disks in lhe bosinst.data file that define a root volume group . 

Encountered an unrecoverable error . 

Explanation The menus subsystem encountered an unrecoverable error. 

System Action The menu is restarted . 

User Action Nane 

The image.data file contains no vg_data stanza for rootvg. The installation cannot continue . 

Explanation The image.data file is incomplete. 

System Action lnstallation cannot continue. 

User Action Use the default image.data file supplied with product media. 

image.data has invalid logical volume data. Cannot continue . 

Explanation The system could not parse the logical volume data stanzas in the image.data file. 

System Action lnstallation cannot continue. 

User Action Use the default image.data file supplied with product media. 

image.data has invalid file system data. Cannot continue . 

Explanation The system detected invalid file system data stanzas in the image.data file. 

System Action lnstallation cannot continue. 

User Action Use the default image.data file supplied with product media. 

0516-366 putlvodm: Volume group rootvg is locked. Try again. 

0516-788: extendlv: Unable to extend logical volume . 

· ·Exp1anation You interrtlpted~the installatien of yotJr optienal softwam. - -

System Action When an installation is interrupted, the system sometimes locks the root volume group. 

User Action Unlock the root volume group. Then attempt lhe installation procedure again . 

To unlock a root volume group: 

1 . Log in with root authority. 

2 . Type ch vg ~u root vg 

3 . Type s mi t_ in s ta 11 and attempt to insta li your optional software products again. 

installp: A n errar occurred dur ing bosboot processing . 
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Please correct the problem and rerun . 

0301-52 bosboot: not enough file space to create: /tmp/disk.image . 

OR 

0301-152 bosboot: not enough file space to create: /tmp/unix . 

Explanation The bosboot command was unable to finish processing because of insufficient space in 
/tmp . 

System Action The bosboot process is interrupted. The error message, the amount of disk space 
required, and the available disk space are displayed. The disk space displayed indicates 
the number of 1024 KB blocks required. 

User Action Release space in the /tmp file system or extend the /tmp file system. Continue or restart 
lhe installation process . 

To resize the /tmp file system and complete the installation, do the following: 

1. Note lhe errar message preceding this one. Either the message bosboot veri fi cati on 
starting or bosboot process starting will precede this message. 

2. Change directories to /tmp. List lhe files and determine which files can be deleted. lf 
there is sufficient space available, go to step 6. lf you need to expand the /tmp file 
system, continue with this procedure. 

3 . Type smi t chfs 

4 . Select the /tmp file system from the displayed list. 

5 . Add the additional block space required. The smit chfs command requires disk space 
to be defined in 512-KB blocks. Double the required disk space displayed in the 
system message . 

6 . I f the message insta 11 p: An erro r occurred duri ng bosboot processi ng was 
displayed after the message bosboot verifi cat i on s ta rt i ng, rerun the installation 
procedure . 

OR 

lf the message insta 11 p: An erro r occurred duri ng bosboot processi ng was 
displayed after the message bosboot process starti ng, ente r insta 11 p -C . 

7 . Continue the installation process. 

installp: An error occurred during bosboot processing . 

Please correct the problem and rerun. 

301 -155 bosboot: lnvalid orno boot device specified . 

Explanation A device specified with the bosboot -d command is not valid. The bosboot command was 
unable to finish processing because it could not locate the required boot device. The 
installp command calls the bosboot command with /dev/ipldevice. lf this errar does - -

-·occur, if is probaoly because faevTrpldevice does not exisT.7âevlipldevice is a link to the 
boot disk. 

System Action The bosboot process is interrupted. 

Chapter 15. Troubleshooting Operating System and Optional Softwa fe l rtsl~ ll atio "' 



• • • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • 
=~ • • • • • • • • • • • • • 

User Action Determine if the link to the boot device is missing or incorrect, correct the error an~~ 
complete the installation process . 

To identify the boot device and complete the installation: 

1. To identify the boot disk, ente r 1 s 1 v -m hdS . The boot disk name displays . 

2. Create a link between the boot device indicated and the /dev/ipldevice file. Enter: 

1n /dev/boot_device_name /dev/ip1device 

(An example of boot_device_name is rhdiskO.) 

3. lf the message installp: An error occurred during bosboot processing was 
displayed after the message bosboot veri fi cati on starti ng, rerun the installation 
procedure . 

OR 

lf the message installp: An error occurred during bosboot processing was 
displayed after the message bosboot process s ta rt i ng, ente r insta 11 p -C. Continue 
the installation process . 

Missing image.data file. The tape does not contain a valid install image. 

Explanation The system could not find an image.data file. 

System Action lnstallation cannot continue. 

User Action The most likely cause of this error is the tape is bad. Try a different tape. 

0512-0016 mksysb: Attempt to create a bootable tape failed: bosboot -d /dev/device -a failed with 
return code xxx . 

OR 

0512-0016 mksysb: Attempt to create a bootable tape failed: mkinsttape /dev/device failed with 
return code xxx . 

Explanation The xxx return code indicates the error: 

5 OR 1 Not enough space in one or more of three file systems: . I must have at least 500 1 KB blocks . . /tmp must have at least 7400 1 KB blocks . . /usr must have at least 4000 1 KB blocks . 

11 Defective tape. 

42 OR 45 
Either the /usr/lib/booVunix file is corrupted (may be O length) or the link to 
/unix is missing . 

48 Cannot write to the tape drive or cannot read /dev/blv. This is probably caused 
by an incorrect density setting for the tape drive. lt could also be caused by either 
a hardware problem with the tape drive or by dirty heads on the drive . 

System Action The mksysb command failed to make a bootable tape. 

' 
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User Action The return code xxx indicates lhe action required: 

5 OR 1 Check the /, /tmp, and /usr file systems and create more space as required . 

11 Replace the defective tape . 

42 OR 45 
Either restare the /usr/lib/booUunix file from the original tape or create the 
missing link . 

48 Check the tape drive settings and clean the heads . 

There are no disks available on this system . 

Explanation 

System Action 

User Action 

No hard disks are configured on lhe system. Consequently, the only functioning menu 
option is the maintenance option. 

lnstallation cannot begin until the problem is resolved. 

You have several options: 

• Select Maintenance (option 3) from the Welcome to Base Operating System lnstall 
Menu, and select the Limited Function Maintenance Shell . Verify that no disks were 
configured by entering the following command: 

lsdev -Cc disk 

To determine if there were configuration errors, enter the command: 

cfgmgr -v 2>1 I tee /tmp/cfgmgr .out 

You can use the cat command to view the /tmp/cfgmgr.out file, and look specifically for 
errors in configuration of disks. The file can be copied to diskette media using either the 
dd or pax commands, and moved to a running system for ease of viewing . 

OR 

• Turn off the system and check the following on systems with SCSI devices: 

- Check ali SCSI devices to ensure that ali SCSI addresses are unique. 

- Make sure the SCSI cards are properly terminated . 

- lf externai SCSI devices are in use, make sure that the SCSI chain is terminated and 
that the devices are turned on . 

- Check the SCSI cabling and connections. 

- Reboot and attempt the installation again . 

OR 

• Turn off the system and check the following on systems with IDE devices: 

- Check ali IDE devices to ensure that ali IDE master and slave settings are unique 
per controller. lf only one IDE device is connected to a controller, it must be set to 
master. lf an ATA device (disk) and an ATAPI device (CD-ROM or tape) are 
connected to the same controller, the ATA device must be set to the master device 
and the ATAPI device must be setas the slave device. 

- Check the IDE cabling and connections . 

- Reboot and attempt the installation again . 

OR 

• Boot from the diagnostics and check the hard disks . 

OR 

• Follow your local problem-reporting procedures . 
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There are no disks on this system which can be booted. 

I '\l_: - ' -. I 

\ . ' \ ' 
Explanation The system could not find any bootable disks on lhe system . ""- PA""- I'- . 

System Action lnstallation cannot continue. 

User Action Some third-party disks are not bootable. lf a disk should be bootable but is not, run 
diagnostics . 

Vou chose to install only onto disks in the existing root volume group and those not in any volume 
group. There are not enough of those disks to contain the mksysb image • 

Explanation The EXISTING_SYSTEM_OVERWRITE field in bosinst.data was set to yes, and prompt 
was set to no, and there were not enough disks on the system that contained lhe root 
volume group or contained no volume group . 

System Action Nonprompted mode is terminated. The user is prompted. 

User Action Use target_disk_data stanzas to specify lhe disks to install on, set SHRINK to yes in the 
image.data file, or at lhe BOS lnstall prompt set the EXISTING_SYSTEM_OVERWRITE in 
lhe bosinst.data file to any. This allows any disks to be used for the installation. 

Attention: lf EXISTING_SYSTEM_OVERWRITE is set to any, user volume groups 
might be overwritten . 

OR 

When lhe system prompts, select disks on which to install or select to shrink lhe file 
systems . 

Vou chose to install only onto disks which are not contained in a volume group, but there are not 
enough of those disks to contain the mksysb image • 

Explanation The EXISTING_SYSTEM_OVERWRITE field in bosinst.data was set to no, and prompt 
was set to no, and there were not enough disks on lhe system that contained a volume 
group . 

System Action Nonprompted mode is terminated. The user is prompted. 

User Action lf you want lhe system to select the disk to install on, use the target_disk_data stanzas to 
specify lhe target disks and set lhe appropriate setting for 
EXISTING_SYSTEM_OVERWRITE, leave EXISTING_SYSTEM_OVERWRITE blank in the 
bosinst.data file, or set SHRINK to yes in the image.data file and retry the installation. 

OR 

When the system prompts, select disks on which to install . 

0505-113 alt_disk_install: No target disk name provided . 

Explanation This message is displayed in the following situations: 

• You did not enter a target disk . 

The disk that was specified as the target disk has a volume group already associated wilh 
iL Running lhe lspv command should show lhe word None by disks that do not have a 
volume group associated with them, which is what lhe alt_disk_install command checks . 

• The target disk (or disks) specified are nol boolable. The alt_disk_install command runs 
bootinfo -8 disk_name on each disk specified in lhe largel disk lisL lf any one bootinfo -8 
command relurns a O, lhen lhe disk is nol boolable , and il cannot be used as a largel disk 
for lhe alt_disk_install operalion . 

'7" 
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0505-117 alt_disk_install: Errar restoring image.data file from mksysb image . 

Explanation This message is displayed when you are trying to install a mksysb image from tape. 

The alt_disk_install command first checks the second image on the tape for a Jtapeblksz 
file, which contains the block size in which the mksysb image was created. The mksysb 
command creates this file and puts it in the second image on the tape. The first three images 
of a mksysb tape are always created at a 512-byte block size. The mksysb image (the fourth 
image on the tape) can be created at another block size . 

lf the alt_disk_install command cannot restore the Jtapeblksz file from the second image, 
the block size will remain what it was when the alt_disk_install command was started. lt will 
attempt to restore the Jimage.data file from the mksysb image. lf this block size does not 
match the block size in which the mksysb image was created, the restare fails, and the 
alt_disk_install command produces this error . 
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Part 3. Network lnstallation 

Part 3 provides information about installing and configuring AIX in a networked environment using the 
Network lnstallation Management (NIM) environment. 

1\ 

-~ . . 
~ -

© Copyright IBM Corp. 2002, 2003 C. I • c ... 1,6~ 
• I I , I 0783 



• • • • • • • • • • • • • • • • ••• . '- ' • • • • • • • • • • • • 
=~ · • • • • • • • • t 

' I 
• • 

~ 

164 A/X 5L Version 5.2: lnstal/ation Guide and Reference 

CP~ I · Cv , L... v- I 
.• FI~. tNO o 7 8 4 

., 
' ' 



• • • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • 
=~ • • • • • • • • • • • • • 

Chapter 16. What's New in Network lnstallation Managemen 
(NIM)? 

This chapter provides an overview of the new features in the Network lnstallation Management (NIM) 
interface for AIX 5.2 . 

Working with EZNIM 
The SMIT EZNIM menu helps the system administrator by organizing the commonly used NIM operations 
and simplifies frequently used advanced NIM operations . 

Features of SMIT EZNIM include: 

• Task-oriented menus 

• Automatic resource naming that includes the levei of the software used to create NIM resources . 

• The user can review what steps will take place before executing a task, whenever possible. 

For information about EZNIM, see Chapter 19, "EZNIM", on page 171 . 

Creating Resources Simultaneously 
Previously, when NIM ran a process that calculated and consumed file system space, such as creating a 
SPOT, lpp_source and mksysb resource, it would lock a server for the duration of the process. Because 
these operations calculate free space and enlarge the size of a file system, NIM limited servers to one of 
these operations at a time. Other operations could occur on the locked server that did not interfere with 
the operation that was calculating free space and enlarging a file system . 

Beginning in AIX 5.2, you can use NIM to simultaneously create multiple lpp_source and mksysb 
resources in separate file systems on the same server. Vou cannot simultaneously create multiple SPOT 
resources, but you can simultaneously create a SPOT, lpp_source, and mksysb resource. The locking 
mechanism is set for each file system instead of for each server . 

However, if you know that you have enough space in a file system to create multiple resources 
simultaneously, you can use the force option (-F flag) to prevent the locking mechanism from being used . 
This allows you to create multiple resources simultaneously in the same file system . 

LPP Source Enhancements 
Enhancements to the management of lpp_source resources include the following : 

• The lpp_source resource is no longe r a required for mksysb installations . 

• The update operation , which allows you to update an lpp_source resource by adding and removing 
packages. Previously, you could copy packages into an lpp_source directory or remove packages from 

...aD lpp source dir~tgry and_!_un nim -9_fhe~k to update the lpp_source_attributes. Previously, SMIT 
allowed you to add packages to a lpp_source through the smit nim_bffcreate fast path . However, this 
SMIT function does not check to see if the lpp_source is allocated or locked, nor does it update the 
simages attribute when finished . 

The update operation has been created to address this situation. For more information, see "update" on 
page 282 . 

• The lppmgr operation is available to help you manage your lpp_source resources. The lppmgr 
operation is available through the command line and through SMIT. For more information, see "lppmgr" 
on page 276 . 
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Resource Groups 
Resource groups allow you to create a group of resources and specify clients (ora group of clients) as 
defaults. Previously, every time a NIM operation occurred, the NIM resources had to be specified. A default 
resource group can be created containing the required resources, so when a NIM operation is pertormed, 
the resources are already associasted to the client by the default resource group . 

NIM Commands 
The tollowing NIM commands have been added to AIX: 

• The nim_master_setup command. For further information, see "Network lnstallation Management 
Commands Reference" on page 196 . 

• The nim_clients_setup command. For further information, see "Network lnstallation Management 
Commands Reference" on page 196 . 
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Chapter 17. Network lnstallation Management lntroduction 

This chapter provides an introduction to AIX Network lnstallation Management (NIM) and the operations 
you can perform to manage the installation of the Base Operating System (BOS) and optional software on 
one or more machines . 

The types of machines you can manage are standalone, diskless, and dataless. A standalone machine is 
one that can boot (start up) by itself. Diskless and dataless systems cannot boot by themselves. They 
must use remate resources to boot. Diskless systems have no disk drive. Dataless systems have a local 
disk drive but they cannot boot from it. This section provides concepts and procedures for setting up the 
NIM environment, initiating the installation of standalone machines, and initializing resources for diskless 
and dataless machines . 

Using NIM, you can install a group of machines with a common configuration or customize an installation 
for the specific needs of a given machine. The number of machines you can install simultaneously 
depends on the throughput of your network, the disk access throughput of the installation servers, and the 
platform type of your servers. 

The NIM environment comprises client and server machines. A server provides resources (for example, 
files and programs required for installation) to another machine. A machine that is dependent on a server 
to provide resources is known as a c/ient. In this guide and reference, any machine that receives NIM 
resources is a cl ient, although the same machine can also be a server in the overall network environment. 

Ali operations on clients in the NIM environment require one or more resources. NIM resource objects 
represent files and directories that are used to support some type of NIM operation. Because NIM 
resources are ordinary file system objects in the AIX operating system, most of them are provided to 
clients with standard Network File System (NFS) software. This means that many resources must reside 
locally on the servers providing these resources, because NFS can only export file system objects that are 
stored on local media in the machines from which they are exported . 

Most installation tasks in the NIM environment are performed from one server, called the master. A set of 
installation tasks can also be performed from NIM clients. Once the network installation setup is complete, 
users of standalone clients can , from the client, install software that is available on NIM servers . 

The machines you want to manage in the NIM environment, their resources, and the networks through 
which the machines communicate are ali represented as objects within a central database that resides on 
the master. Network objects and their attributes reflect the physical characteristics of the network 
environment. This information does not affect the running of a physical network but is used internally by 
NIM for configuration information. 

Each object in the NIM environment has a unique name that you specify when the object is defined. The 
NIM name is independent of any of the physical characteristics of the object it identifies and is only used 
for NIM operations. The benefit of unique names is that an operation can be performed using the NIM 
name without having to specify which physical attribute should be used. NIM determines which object 
attributes to use.Tor example-;- to eaSTiy-TaenlTfyNTrvrcliehts, l nelwsl nameõrtne s-ystem can be used as 
the NIM object name, but these names are independent of each other. When an operation is performed on 
a machine, the NIM name is used, and ali other data for the machine (including the host name) is 
retrieved from the NIM database . 

For more information about NIM concepts , see Chapter 24, "Network lnstallation Management Concepts", 
on page 239. For information on a particular NIM task, reter to Chapter 18, "NIM Task Roadmap", on 

page 169 . 
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Chapter 18. NIM Task Roadmap 

The NIM Task Roadmap providas an overview of NIM configuration tasks and installation tasks and where 
they can be found in this guide . Also provided is a brief description of the task. Where appropriate, the 
SMIT fast path is provided . 

Tab/e 4. N/M Task Roadmap 

NIMTask SMIT Fast Path Description 

Chapter 19, "EZNIM", on smit eznim Configure the NIM enviroment using EZNIM. Allows you 
page 171 to configure your system as a NIM master ora NIM 

client. lf you configure your system as a NIM master, 
EZNIM also creates the minimum basic installation 
resources. 

"Configuring the NIM Master smit nim_config_env Configure the NIM master, create the minimum basic 
and Creating Basic installation resources required to instai! NIM client 
lnstallation Resources" on machines, and manage the resources for diskless and 
page 174 dataless clients. 

"Adding a Standalone NIM smit nim_mkmac Describes how to add standalone clients to the NIM 
Client to the NIM environment. 
Environment" on page 177 

"Using lnstallation lmages to smit nim_bosinst Describes how to perform a BOS installation on a NIM 
Instai! the Base Operating client. 
System (80S) on a NIM 
Client" on page 180 

"Using a mksysb lmage to smit nim_bosinst Describes how to restare a mksysb image and 
Instai! the Base Operating additional software to a target NIM client from a 
System (80S) on a NIM mksysb resource in the NIM environment. 
Client (mksysb lnstallation)" 
on page 181 

"Performing a Nonprompted . smit nim mkres Provides information about how to perform a 
BOS lnstallation" on 

-
nonprompted NIM 80S installation using a . smit nim_bosinst 

page 184 bosinst_data resource. 

"lnstall ing to Clients on ATM Provides information about how to configure NIM to 
Networks" on page 186 work with ATM adapters. 

"Customizing NIM Clients smit nim_task_inst Describes how to use NIM to instai! software packages, 
and SPOT Resources" on updates, and maintenance leveis on running, configured 
page 187 NIM clients and SPOT resources. 

Remove lnstalled Software smit nim_remove From the NIM master, you can uninstall software that 
from a NIM Client ora SPOT resides on client machines. NIM also gives you the 
Resource. capability of committing and rejecting updates over the 

network. 

Perform Maintenance smit nim_mac_op Hardware diagnostics can be performed on NIM clients 
.QperatioPS-OA-t:.IIM--Ciient ..using _a_cliagoostic booUmage .from a.NJM .server, rather 
Machines than booting lrom a diagnostic tape or CD-ROM. Not 

only does this eliminate the need for diagnostic boot 
media, it eliminates the need to have diagnostics 
installed on the local disks oi machines . 

For maintenance operations, you can boot a NIM c/ient 
into maintenance mode from the boot image on a NIM 
server instead oi using a bootable tape or CD-ROM . 

Perform Maintenance smit nim_res Allows you to /ist NIM resources ; change characteristics 
Operations on NIM of a resource; show the contents of a resource ; and 
Resources verily resources. 
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Table 4. NIM Task Roadmap (continued) 

Software Maintenance and smit nim_task_maint Provides information about how to commit, reject, 
Utilities remove, copy, verity, and clean up software. 

"Adding a Diskless or smit nim_task_dd Provides information about how to add diskless and 
Dataless Client to the NIM dataless systems to your NIM environment. You can 
Environment" on page 191 also manage resources for diskless and dataless clients 

trom the NIM master . 

"lnstalling to an Alternate smit nim_alt_install NIM can be used to clone the running of rootvg (root 
Disk on a NIM Client (cloning volume group) to an alternate disk, or instai! a mksysb 
or mksysb}" on page 195 imagé to an alternate disk. 

"Aiternate Disk Migration smit nimadm NIM can be used to perform an alternate disk migration 
lnstallation" on page 133 installation to a NIM client. 
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Chapter 19. EZNIM 

The SMIT EZNIM feature helps the system administrator by organizing the commonly used NIM operations 
and simplifies frequently used advanced NIM operations . 

Features of SMIT EZNIM include: 

o Task-oriented menus 

o Automatic resource naming that includes the levei of the software used to create NIM resources. 

o The user can review what steps will take place before executing a task, whenever possible . 

Use the SMIT eznim fast path to open the EZNIM main menu. lf the NIM environment has not been set 
up on your system, the EZNIM main menu displays the following options: 

o Configure as a NIM Master 

o Configure as a NIM Client 

EZNIM Master Operations 
lf you select Configure as a NIM Master, the following options display: 

Setup the NIM Ma ster environment 
Add fi xes to the NIM Master environment 
Add client to the NIM envi ronment 

Update clients 
Bac kup a client 
Reinstall clients 
Reset clients 

Show the NIM envi ronment 
Verify the NIM environment 
Remove NIM envi ronment 

o To configure your current system as a NIM master, select Setup the NIM Master environment. Vou 
can select the software source to configure from, select the volume group to use for the NIM resources, 
and select the file system to use for the NIM resources. When the NIM master environment is 
configured, the basic NIM resources are created. To view the NIM resources created by EZNIM, select 
Show the NIM environment, or run the lsnim command on the NIM master. 

o To install updates and maintenance levei packages to the NIM master, select Add fixes to the NIM 
Master environment. This option performs an update installation of a specified set of fixes onto the 
default SPOT resource. A second SPOT resource containing the newly installed fixes is created by this 
operation. You can optionally select to update ali your NIM clients during this operation. 

o To update a client using EZNIM, select Update clients . The Update clients option allows you to perform 
an update_all operation on a selected client (or clients) using an lpp_source resource . 

• To back up a client using EZNIM, select Backup a client. The Backup a client option allows you to 
- cmate-asystem-backt lp-image-of-a-seleeted-elieAt-aAe-s·tare-tl'te-eaekur.rima§e-eA--tl:le-NIM master. 

• To re install a client using EZNIM, select Reinstall clients. The Reinstall clients option performs a 
mksysb restare on a selected client (or clients) . You must select a system backup image to restare, 
and decide whether to reboot and install the client now. 

o To reset a NIM client to the ready state, select Reset clients. This option resets the state of a client or 
clients in the NIM environment. Use this option after a NIM operation has failed, and you want to return 
the client to the ready state . 
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EZNIM Client Operations 
EZNIM also allows you to manage a NIM client. On a client system, use the SMIT eznim fast path. Select 
Configure as a NIM Client, and the following options display: 

Add this system to a NIM environment 
Update thi s system 
Reinstall this system 
Reset this system 

• To define your client in the NIM environment, select Add this system to a NIM environment. 

• To update your client, select Update this system. This option allows you to perform an update_all 
operation on your client using an lpp_source resource . 

• To reinstall your client, select Reinstall this system. This option performs a mksysb restare on the 
client. Vou must select a system backup image to restare, and decide whether to reboot and install the 
client now. 

• To reset your client in the NIM environment, select Reset this system. This option resets the state of 
the client in the NIM environment. Use this option atter a NIM operation has failed, and you want to 
return the client to the ready state . 
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Chapter 20. Basic NIM Operations and Configuration 

Note: AIX 5.2 providas the cdromd CO and OVO automount facility, which is included in the 
bos.cdmount fileset. To determine if the cdromd daemon is enabled on your system, run the 
following command: 

# lssrc -s cdromd 

The cdromd daemon can interfere with scripts, applications, or instructions that attempt to mount 
the CO or OVO device without first checking to see if the device is already enabled. A resource or 
device busy errar occurs in such a condition . Use the cdumount or cdeject command to unmount 
the device. Then mount the device as specified in the program or instructions. Alternatively, use the 
cdcheck -m or mount command to determine the current mount point of the device. For further 
information, see the cdromd command documentation in the A/X 5L Version 5.2 Commands 
Reference . 

The installation code allows for this automatic mounting. lf cdromd is enabled and the mkcd 
command is run, the CO-R or OVO-RAM is ejected after the image is completed. lf you do not want 
to have the media ejected, then the cdromd daemon should be put in the inoperative state with the 
following command: 

# stopsrc -s cdromd 

This chapter describes the following procedures for performing basic NIM operations and simple 
configuration tasks using the Web-based System Manager NIM interface or the System Management 
Interface Tool (SMIT), as well as from the command line. The procedures in this chapter identify 
prerequisite tasks or conditions that must be met before performing the task . 

• "Configuring the NIM Master and Creating Basic lnstallation Resources" on page 174 

• "Adding a Standalone NIM Client to the NIM Environment" on page 177 

• "Using lnstallation lmages to lnstall the Base Operating System (BOS) on a NIM Client" on page 180 

• "Using a mksysb lmage to lnstall the Base Operating System (BOS) on a NIM Client (mksysb 
lnstallation)" on page 181 

• "Performing a Nonprompted BOS lnstallation" on page 184 

• "lnstalling to Clients on ATM Networks" on page 186 

• "Customizing NIM Clients and SPOT Resources" on page 187 

• "Configuring the NIM Master and Creating Resources to Support Oiskless and Oataless Clients Only" on 
page 189 

• "Adding a Oiskless or Oataless Client to the NIM Environment" on page 191 

• "lnitializing and Booting a Oiskless or Oataless Machine" on page 193 

• "Uninitializing Oiskless and Oataless Machines" on page 194 

• "lnstalling to an Alternate Oisk on a NIM Client (cloning or mksysb)" on page 195 

• "Network lnstallation Management Commands Reference" on page 196 

To start the Web-based System Manager NIM interface from an X-Windows session on the NIM master, 
type: 

wsm 

Notes: 

1. For additional information about NIM operations and the required and optional attributes to customize 
operations, see Chapter 24, "Network lnstallation Management Concepts", on page 239 . 
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2. Using an AIX Version 5 lpp_source to instai! filesets on an AIX Version 4 client through NIM, is no 
supported. lf installing Version 5 filesets on a Version 4 system is necessary, the user can NFS expo 
the lpp_source, mount it on the client, and then use the installp command or geninstall command to 
perform the installation procedures. 

3. For assistance, use the online contextual help available for both the Web-based System Manager and 
SMIT interfaces . 

Extended help is available in the Web-based System Manager interface, offering guidance for tasks 
you may need to do in NIM. To view extended help, select Contents from the Help menu in the NIM 
container . 

4. For tasks performed at the command line, the root user must be using ksh. Unexpected results can 
occur if the root user is set to another shell , such as csh . 

5. lf errors occur, it may be necessary to reset the machine before retrying the operation. For information 
about testing a NIM client, see "Resetting Machines" on page 200 . 

Configuring the NIM Master and Creating Basic lnstallation Resources 

Using this procedure, you can configure the NIM master, create the minimum basic installation resources 
required to instai! NIM client machines, and manage the resources for diskless and dataless clients. 

Note: This procedure produces a large amount of output, especially when creating the SPOT resource . 
Be sure to scan through the output to look for nonfatal errors and warnings that may not be evident 
from a successful return code . 

Prerequisites 
The NIM master must have at least 1 GB of available disk space. lf such space is not available, see 
"Using Client Machines as Resource Servers" on page 201, and "Defining an lpp_source on CD-ROM 
versus Disk" on page 219 . 

From Web-based System Manager 
1 . lnsert the A/X 5.2 Volume 1 CD into the appropriate drive of the designated master machine . 

2. Start the Web-based System Manager Software application by entering wsm . 

3. In the navigation area, expand and select the NIM container, then follow the directions in the wizard . 

From SMIT 
1. lnsert the A/X 5.2 Volume 1 CD into the appropriate drive of the designated master machine . 

2. To instai! the bos.sysmgt.nim.master fileset, enter the smit install_latest fast path . 

3. Using the LIST option , select /dev/cdO for the INPUT device I directory for software . 

4. Specify bos.sysmgt.nim .master as the SOFTWARE to instai I. 

5. Accept the default values for ali other fields on this screen. After successful completion of this 
installation, exit SMIT. 

6. To configure the NIM master, enter the smit nim_config_env fast path . 

7. Using the LIST option , select the Primary Network Interface for the NIM Master . 

8. Using the LIST option , select /dev/cdO or /dev/rmtO for the lnput device for installation I images 
field . 

9. lf you will be supporting diskless and dataless clients , select yes at the Create Diskless/Dataless 
Machine Resources? field , and supply names for the resources to be created . 

1 o. Select yes at the Remove ali newly added NIM definitions and file systems if any part of this 
operation fails? field. This will make it easier to restart this procedure if failures occur . 

11. Accept the default values fo r ali other fields on this screen . 
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Notes: 

1. Depending on the speed of your machine, creating the basic NIM resources could be a lengthy 
process . 

2. This procedure providas the capability for much more than just configuring the NIM master and 
creating the lpp_source and SPOT resources. However, for this simple configuration, only a subset of 
the available functions will be used. Advanced NIM administrators can use the SMIT screens accessed 
through this procedure to create a more complex environment. 

3. As you develop a better understanding of configuration tasks, you may prefer to not automatically undo 
ali configuration when failures occur (as in step 1 O in the previous procedure). Continuing from the last 
point of failure results in faster configuration for experienced administrators . 

From the Command Line 
1. lnsert the A/X 5.2 Volume 1 CD into the appropriate drive of the designated master machine. 

2. To install the bos.sysmgt.nim.master fileset from the CD, enter: 
# installp -agXd /dev/cd0 bos.sysmgt.nim.master 

To install the bos.sysmgt.nim.master fileset from a tape, enter: 
# installp -agXd /dev/rmt0 bos.sysmgt.nim.master 

3. To configure the NIM master using the nimconfig command, enter: 

# nimconfig -a attrl=valuel \ 
-a attr2=value2 \ 

For example, to configure a NIM master with the following configuration: 
master host name = masterl 
primary network interface = tr0 
ring speed = 16 
platform = chrp 
kernel type = mp 

Enter the following command sequence: 
# nimconfig -a netname=networkl -a pif name=tr0 \ 
-a ring_speedl=l6 -a platform=chrp -a netboot_kernel=mp 

Note: For additional attribute information, see the nimconfig command. 

4. To create a file system in the rootvg volume group with 400 MB of space with a mount point of 
/export/lpp_source, enter: 
# crfs -v jfs -g rootvg -a size=$((2000*400)) \ 
-m /export/lpp_source -A yes -p rw -t no \ 
-a frag=4096 -a nbpi =4096 - a compress=no 

5. To mount the file system, enter: 
# mount /export/lpp_source 

6_,_ _Ib~ source contains the installation images copied from the source device (in this example, the 
CD-ROM). The server of the lpp_source will be the NIMmaste-r: Tne- imagés will be stored in the 
/export/lpp_source/lpp_source1 directory. To create the lpp_source resource named lpp_source1, 
enter: 
# nim -o define -t lpp so urce - a source=/dev/cd0 \ 
-a se rve r=master -a l ocation= /expo rt/lpp_source/lpp_source l \ 
lpp_sourcel 

7. To create a file system in the rootvg volume group with 200 MB of space with a mount point of 
/export/spot, enter: 
# crfs - v jfs -g rootvg -a s i ze=$((2000*200)) \ 
-m /export/spot -A yes -p rw - t no \ 
-a frag =4096 - a nbpi=4096 -a compress=no [c·e,.'J . c~ 
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8. To mount the file system, enter: 
# mount /export/spot 

9. The SPOT resource will be installed from images in the image source (in this case, the lpp_source 
that was created in step 6). The server of the resource will be the NIM master, and the SPOT will be 
stored in the /export/spot/spot1 directory. To create the SPOT resource named spotl , enter: 

# nim -o define -t spot -a source=lpp_sourcel \ 
-a server=master -a location=/export/spot spotl 

1 O. lf you are not supporting diskless and dataless clients, you do not need to continue with this 
procedure. lf you are supporting diskless and dataless clients, create and mount a file system for their 
resources . 

To create a file system in the rootvg volume group with 150 MB of space and a mount point of 
/exportldd_resource, enter: 
# crfs -v jfs -g rootvg -a size=$((2000*150)) \ 
-m /export/dd resource -A yes -p rw -t no \ 
-a frag=4096 :a nbpi=4096 -a compress=no 

11 . To mount the file system, enter: 
# mount /export/dd_resource 

12. Create the diskless and dataless client resources in subdirectories of the /export/dd_resource 
directory. Not ali resources are required. Create only the resources to be used in your environment. 

To create the root resource named root1 (required for diskless and dataless clients), enter: 
# nim -o define -t root -a server=master \ 
-a location=/export/dd_resource/rootl rootl 

To create the dump resource named dump1 (required for diskless and dataless clients), enter: 
.# nim -o define -t dump -a server=master \ 
-a location=/export/dd_resource/dumpl dumpl 

To create the paging resource named paging1 (required for diskless clients) , enter: 
# nim -o define -t paging -a server=master \ 
-a location=/export/dd_resource/pagingl pagingl 

To create the home resource named home1 (optional), enter: 

# nim -o define -t home -a server=master \ 
-a location=/export/dd_resource/homel homel 

To create the shared_home resource named shared_home1 (optional) , enter: 

# nim -o define -t shared-home -a server=master \ 
-a location=/expo r t/dd_resource/shared_homel shared_homel 

To create the tmp resource named tmp1 (optional) , enter: 
# nim -o define -t tmp - a server=master \ 
-a locati on= / export / dd_resource/tmpl t mpl 

Notes: 
·----- -~----- ·- - - - -

1. The file systems created for the NIM resources are not required , but they can be beneficiai for storage 
management. 

2. A SPOT resource is required for supporting diskless and dataless clients. The SPOT created in step 
13 can be used for this purpose, so there is no need to create another SPOT specifically for diskless 
and dataless clients . 

3. For more information about NIM resources, see "NIM Resources" on page 248 . 
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Adding a Standalone NIM Client to the NIM Environment 

This procedure describes how to add standalone clients to the NIM environment. Standalone clients are 
machines that, once installed, can obtain a boot image and mount ali file systems from the local hard disk, 
unlike diskless and dataless clients which depend on remote servers . 

From one of the following interfaces, use Method A if the client machine is not running or if the client does 
not have AIX installed. Method A can also be used if BOS is to be installed on the client and the client is 
to be network-booted manually or to initiate the installation from a force-push operation. This procedure 
automatically adds NIM networks when needed . 

From one of the following interfaces, use Method B if the client machine has AIX already installed . 

lf the NIM client being defined is on a network that is not currently defined in the NIM environment, the 
niminit command will fail. lf this is the case, use "Method A:" of this procedure to define the client on the 
NIM master, and then follow the steps in "Method 8:" to complete the configuration . 

Prerequisites 
1. The NIM master must be configured. For more information, see "Configuring the NIM Master and 

Creating Basic lnstallation Resources" on page 174 . 

2. You must know the subnet mask, the default gateway for the client machine, and the default gateway 
for the NIM master . 

From Web-based System Manager 
1. To start the Web-based System Manager Software application, type: 

wsm 

2. In the navigation area, expand and select the NIM container . 

3. Select the Machines container . 

4. From the Machines menu, select New -> Machine. 

5. Use the wizard to complete the task . 

From SMIT 
To add a standalone NIM client to the NIM environment using SMIT, choose between the following 
methods: 

Method A: 
1. On the NIM master, add a standalone client to the NIM environment by typing the smit nim_mkmac 

fast path . 

2. Specify the host name of the client. 

3. The next SMIT screen displayed depends on whether NIM already has information about the client's 
_ mªtwork_,_SuQQ!y the values for the required fields or accept the defaults. Use the help information and 

the LIST option to help you specify the correct values to add the client machine. - - -

Method 8: 
1. On a system that you have chosen to be a NIM client, verify that if the bos.sysmgt.nim.client fileset 

is installed by typing the following : 

# lslpp -L bos.sysmgt . nim .c lien t 

2. lf the bos.sysmgt.nim.client fileset is not installed, then install the fileset from the AIX Volume 1 CD 
by typing the following: 
# insta llp - acXd /dev/cdO bos.sysmgt .nim. cli ent 

3. Enter the smit niminit fast path . 
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4. Supply the values for the required fields or accept the defaults. Use the help information and t J IS 

option to help you specify the correct values for defining your client machine. ' 
Cp _,.._v 

Note: In AIX 5.2, if the LIST option is used to display valid platforms for the client definition, only chrp is 
displayed as a selectable platform . 

From the Command Line 
To add a standalone NIM client to the NIM environment from the command line, choose between the 
following methods: 

Method A: 
On the NIM master, type: 
# nim -o define -t standalone -a platfonm=PlatjormType \ 
-a netboot kernel=NetbootKernelType \ 
- a ifl=InterfaceDescription \ 
- a net definition=DefinitionName -a ring speedl=SpeedValue \ 
-a cable_typel=TypeValue -a iplrom_emu=DeviceName MachineName 

Example 1: 

To add the machine with host name machi nel with the following configuration: 
host name=machinel 
platfonm=chrp 
kernel=up 
networ k type=ethernet 
subnet mask=255.255.248.8 
default gateway=gwl 
default gateway used by NIM master=gw_master 
cable type=bnc 
network boot capability=yes (no emulation needed) 

enter the following command sequence: 
# nim -o define -t standalone -a platform="chrp" \ 
-a netboot kernel="up" -a ifl="find net machinel 8" \ 
-a cable t~pel="bnc" \ -
-a net_definition="ent 255 .255.248 . 8 gwl gw_master" machinel 

Example 2: 

To add the machine with host name machi ne2 with the following configuration: 
host name=mac hine2 
platform=chrp 
netboot_kernel=up 
network t ype=to ken r ing 
subne t ma sk=255.255. 225 .8 
defaul t gat eway=gw2 
default gateway used by NIM master=gw_mas ter 

_ --=-i..nfl _s_pe e.d = 1.6 

enter the following command sequence: 

# nim -o def i ne -t standal one -a pl atform=" chrp" 
- a netboot ke rne l="up" -a ifl="find net machine2 8" \ 
- a ri ng speedl="l 6" \ -
- a net_definiti on="to k 255 .255.225. 8 gw2 gw_ma ste r " mac hine2 

Notes: 

1. lf the find_net keyword in the if attribute causes NIM to successfully match a network definition to the 
client definition, the net_definition attribute is ignored . 
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2. For more information about the attributes you can specify when defining NIM clients, see "Defin· 
Clients" on page 240 . 

Method 8: 
1. lnstall the bos.sysmgt.nim.client fileset on the client machine . 

2. From the machine being defined as a client, enter: 

# niminit -a name=ClientDejinitionName -a master=MasterName \ 
-a pif_name=Interface -a p1atform=PlatjormType \ 
-a netboot_kerne1=NetbootKernelType -a ring_speedl=SpeedValue \ 
-a cab1e_typel=TypeValue -a ip1rom_emu=DeviceName 

Note: For detailed attribute information, see the niminit command . 

Example 1: 

To add the machine with host name machi nel with the following configuration: 

host name=machinel 
NIM master's host name=master_mac 
primary interface adapter=enO 
p1atform=chrp 
kerne1=up 
cab1e type=bnc 
network boot capabi1ity=yes (no emu1ation needed) 

enter the following command sequence: 
# niminit -a name=machinel -a master=master_mac \ 
-a pif_name=enO -a p1atform=chrp -a netboot_kerne1=up \ 
-a cab1e_typel=bnc 

Example 2: 

To add the machine with host name machine2 with the following configuration: 

host name=machine2 
NIM master's host name=master mac 
primary interface adapter=trO 
platform=chrp 
netboot_kerne1=up 
ring speedl=l6 

enter the following command sequence: 
# niminit -a name=machine2 -a master=master_mac \ 
-a pif_name=trO -a p1atform=chrp -a netboot_kerne1=up \ 
-a ring_speedl=l6 

Verifying the Status of Your Client Machine 

To -vefify-tt:lat .tt:Je-niminit-commar:Jd-CompletecLsuccessf.ulLy.,-enteLtb.eJollo.wlng_c_o_m mand_at th e N IM c li ent: 

# nimc1ient -1 -1 MachineObjectName 

Note: There is neither a Web-based System Manager application nora SMIT menu to do this task. 

The system returns output similar to the following: 

Standa1one2: 
c1ass 
type 
Cstate 
p 1 atform 
net boot kernel 

machines 
standalone 
ready for a NIM operation 
chrp 
up 
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ifl 
cable_typel 
i pl rom_emu 
prev_state 
cpuid 
Mstate 
Cstate_result 

Network2 standalone2 08005acd536d 
bnc 
/dev/fd0 
customization is being performed 
000247903100 
currently running 
success 

lf the system output to this query indicates any errors, you must validate ali of your data, checking for 
accurate spelling, nonduplication of NIM names, and so forth, and redo the niminit operation . 

Be sure to coordinate this operation with the system administrator of the NIM master, and ensure that a// 
NIM object names are unique in the entire NIM environment. 

Using lnstallation lmages to lnstall the Base Operating System (BOS) 
on a NIM Client 

Using installation images to instai! BOS on a NIM client is similar to the traditional BOS installation from a 
tape or CD-ROM device, because the BOS image is installed from the installation images in the 
lpp_source resource . 

Prerequisites 
• The NIM master must be configured, and lpp_source and SPOT resources must be defined. See 

"Configuring the NIM Master and Creating Basic lnstallation Resources" on page 174. 

• The NIM client to be installed must already exist in the NIM environment. To add the client to the NIM 
environment, see "Adding a Standalone NIM Client to the NIM Environment'' on page 177 . 

From Web-based System Manager 
1. From the NIM container, select the Machines container . 

2. In the contents area, select a target standalone machine for the installation . 

3. From the Selected menu, choose Instai! Operating System . 

4. lf the client machine being installed is not already a running, configured NIM client, NIM will not 
automatically reboot the machine over the network for installation. lf the client was not rebooted 
automatically, initiate a network boot from the client to instai! it. For information about performing a 
network boot, see "Booting a Machine Over the Network" on page 323 . 

5. After the machine boots over the network, the display on the client machine will begin prompting for 
information about how to configure the machine during installation. Specify the requested information 
to continue with the installation . 

Note: To perform a nonprompted installation, follow the instructions in "Performing a Nonprompted 
BOS lnstallation" on page 184 to complete the prerequisite tasks . 

- -F-rom -SMIT 
1. To instai! BOS on a NIM client using an rte installation, type smit nim_bosinst from the NIM master. 

2. Select the TARGET for the operation, 

3. Select rte as the installation TYPE . 

4. Select the SPOT to use for the installation_ 

5. Select the LPP _SOURCE to use for the installation . 

6. In the displayed dialog fields, supply the correct values for the installation options or accept the default 
values . Use the help information and the LIST option to help you . 
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7. 11 the client machine being installed is not already a running, configured NIM client, NIM will no 1 ~~ 1 

automatically reboot the machine over the network for installation. lf the client was not rebooted ~ 1 

automatically from SMIT, initiate a network boot from the client to install it. Use the procedure for 0 P L _ 1'- ú 

"Booting a Machine Over the Network" on page 323 to initiate the network boot. 

8 . After the machine boots over the network, the display on the client machine will begin prompting for 
information about how the machine should be configured during installation. Specify the requested 
information to continue with the installation . 

Note: To perform a nonprompted installation, follow the instructions in "Performing a Nonprompted 
BOS lnstallation" on page 184 to complete the prerequisite tasks . 

From the Command Line 
1. To initiate the bos_inst operation, type: 

# nim -o bos inst -a source=rte -a lpp source=Lpp Source \ 
-a spot=SPOTName -a accept_licenses=yes -a boot_client=yes/no ClientNome 

Specify the resources to be used to support the installation and any additional options for customizing 
the installation. To perform a simple rte installation, specify the lpp_source and SPOT resources. 

lf the client machine being installed is not already a running, configured NIM client, NIM will not 
automatically reboot the machine over the network for installation. A network boot must be performed 
manually on the machine. lf that is the case, supply the boot_client=no attribute to the bos_inst 
command. lf the boot_client attribute value is not specified, it defaults to boot_client=yes . 

2. lf the client was not rebooted automatically, initiate a network boot from the client to install it. Follow 
the "Booting a Machine Over the Network" on page 323 procedure to perform the network boot. 

3. After the machine boots over the network, the display on the client machine will begin prompting for 
information about how to configure the machine during installation. Specify the requested information 
to continue with the installation. 

Example 

The client machine, machinel, is nota running, configured NIM client. You should specify 
boot_client=no. To install the client using the lpp_source named l pp_sourcel and the SPOT named 
spotl, enter: 
# nim -o bos inst -a source=rte -a lpp source=lpp sourcel \ 
-a spot=spotl -a accept_licenses=yes -a boot_client=no machinel 

Notes: 

a. The steps to perform an rte installation are almost identical to the steps to perform other types of 
BOS installations. The main difference is that rte must be specified in the source attribute of the 
nim bos_inst command . 

b. To perform a nonprompted installation, follow the instructions in "Performing a Nonprompted BOS 
lnstallation" on page 184 to complete the prerequisite tasks . 

c. For a complete description of the different ways that a BOS installation can be customized by NIM, 
see "bos_inst" on page 266 . 

Using a mksysb lmage to lnstall the Base Operating System (80S) on 
a NIM Client (mksysb lnstallation) 

A mksysb installation restores BOS and additional software to a target from a mksysb image in the NIM 
environment. 

For a complete description of different ways to customize a BOS installation using NIM, see "bos_inst" on 
page 266 . 
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Prerequisites 
1. The NIM master must be configured, and SPOT and mksysb resources must be defined. See 

"Configuring the NIM Master and Creating Basic lnstallation Resources" on page 174 . 

2. The NIM client to be installed must already exist in the NIM environment. To add the client to the NIM 
environment, see "Adding a Standalone NIM Client to the NIM Environment" on page 177 . 

3. The mksysb must be available on the hard disk of the NIM master or a running NIM client, or the 
mksysb image is created during this procedure from either the NIM master ora running NIM client. 

4. The SPOT and mksysb resources should be at the same levei of AIX when used for NIM BOS 
installations . 

5. Many applications, particularly databases, maintain data in sparse files. A sparse file is one with empty 
space, or gaps, left open for future addition of data. lf the empty spaces are filled with the ASCII null 
character and the spaces are large enough, the file will be sparse, and disk blocks will not be allocated 
to it. 

This situation creates an exposure in that a large file will be created, but the disk blocks will not be 
allocated. As datais then added to the file , the disk blocks will be allocated, but there may not be 
enough free disk blocks in the file system. The file system can become full , and writes to any file in the 
file system will fail. 

lt is recommended that you either have no sparse files on your system or that you ensure you have 
enough free space in the file system for future allocation of the blocks . 

Cloning Considerations 
The mksysb images enable you to clone one system image onto mu!tiple target systems. The target 
systems might not contain the same hardware devices or adapters, require the same kernel (uniprocessor 
or multiprocessar) . 

Because NIM configures TCPIP at the end of an installation , it is recommended that a bosinst_data 
resource be allocated for cloning mksysb installations with the RECOVER_DEVICES field set to no. This 
will prevent the BOS installation process from attempting to configure the devices as they were on the 
source machine of the mksysb image . 

Beginning in AIX 5.2, devices are not recovered if the mksysb image that is being installed was not 
created on the same system . 

Attent ion: lf the system you have cloned is using OpenGL or graPHIGS, there may be some device 
filesets from these LPPs that must be installed after a clone. OpenGL and graPHIGS have graphics 
adapter-specific filesets, so if you cloned onto a system with a different graphics adapter, you will need to 
create a bundle as follows: 

echo Op enGL.OpenGL_X.dev > /usr/sys / i nst.dat a/user_bundles /graphi c_dev.bnd 
echo PEX_PHIGS.dev >> / usr/ sys/ in st .dat a/use r_bundles/g raphic_dev . bnd 

• You can allocate this bundle when you install the mksysb, and the device filesets will be installed 
automatically if OpenGL and graPHIGS are in your lpp_source . . --- ----- --- - -

• From Web-based System Manager 

• • • • • • I 

• • 

1. In the NIM container, select the Resources container . 

2. From the Resources menu, select New -> Resource -> New Resources . 

3. Use the wizard to complete the task . 

Note: To perform a nonprompted installation, follow the instructions in "Performing a Nonprompted BOS 
lnstallation" on page 184 to complete the prerequisite tasks . 
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From SMIT o·-p 
1. lf the mksysb resource has already been created, skip to step 6. Otherwise, to create the mksysb 

resource , enter the smit nim_mkres fast path . 

2. Select mksysb from the list of resource types that can be defined . 

3. In the displayed dialogs, supply the values for the required fields. Use the help information and the 
LIST option to help you specify the correct values for defining your mksysb resource. 

4. lf the mksysb image does not exist, create it by supplying the values for the fields under System 
Backup lmage Creation Options . 

Note: lf the mksysb image already exists as a file on the hard disk of the NIM master or client, no 
additional information is needed to define your mksysb resource . 

5. Upon successful completion of this task, exit SMIT . 

6. To use the mksysb resource to instai! a NIM client, enter the smit nim_bosinst fast path . 

7. Select a TARGET for the operation . 

8. Select mksysb as the installation TYPE. 

9. Select the MKSYSB to use for the installation. 

1 o. Select the SPOT to use for the installation. 

11. In the displayed dialog fields, supply the correct values for the installation options or accept the 
default values. Use the help information or the LIST option to help you . 

12. Run the SMIT dialog to instai! the NIM client. 

13. lf the client machine being installed is not already a running, configured NIM client, NIM will not 
automatically reboot the machine over the network for installation. lf the client was not rebooted 
automatically from SMIT, initiate a network boot from the client to instai! it. For information about to 
initiating a network boot, see "Booting a Machine Over the Network" on page 323 . 

14. After the machine boots over the network, the display on the client machine will begin prompting for 
information about how to configure the machine during installation. Specify the requested information 
to continue with the installation . 

Note: To perform a nonprompted installation, follow the instructions in "Performing a Nonprompted 
80S lnstallation" on page 184 to complete the prerequisite tasks . 

From the Command Line 
1. lf the mksysb resource has already been created, skip to step 2. To create the mksysb resource, 

ente r: 
nim -o define - t mksysb -a server=ServerName \ 
- a location=LocationName - a mk_image=yes \ 
-a source=SourceMachine ResourceName 

Specify the server name and location of the mksysb image. The mk_image and source attributes are 
used to create the mksysb image if it does not already exist. 

For a complete description of all -the options that can be spedfied when creating a mi<Sysb resource,­
see "mksysb Resource" on page 256 . 

Example 1: 

To define a mksysb resource , mksysb_res1 , from an existing mksysb image located in 
/export/backups/client_mksysb on the master, enter: 

nim -o def ine - t mksys b -a se rve r=mas t er \ 
- a l oca ti on=/export/backups/cli ent _m ksys b mksys b_resl 

Example 2: 

--~ 
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To create a mksysb image of the client machine, client1, in /export/resources/new_mksysb on 
master, and to define a mksysb resource, mksysb_res2, enter: 
nim -o define -t mksysb -a server=master \ 
-a location=export/resources/new_mksysb -a mk_image=yes \ 
-a source=clientl mksysb_res2 

2. To initiate the bos_inst operation, enter: 

nim -o bos inst -a source=mksysb -a mksysb=mksysb \ 
-a spot=SPOTName -a bopt_client=yes/no ClientName 

Specify the resources to be used to support the installation and any additional options for customizing 
the installation. To perform a simple mksysb installation, specify the mksysb and SPOT resources . 

lf the client machine being installed is not already a running, configured NIM client, NIM will not 
automatically reboot the machine over the network for installation. A network boot must be performed 
manually on the machine. lf that is the case, supply the boot_client=no attribute to the bos_inst 
command. lf the boot_client attribute value is not specified, it defaults to boot_client=yes . 

3. lf the client was not rebooted automatically, initiate a network boot from the client to install it. For 
information about performing a network boot, see "Booting a Machine Over the Network" on page 323. 

4 . After the machine boots over the network, the display on the client machine will begin prompting for 
information about how to configure the machine during installation. Specify the requested information 
to continue with the installation . 

Example 3: 

To perform a mksysb installation using the mksysb, mksysbl, an optional lpp_source, 1 pp_sourcel, 
and the SPOT, spotl, on client machine, machi nel, which is not a running, configured NIM client, 
ente r: 

nim -o bos inst -a source=mksysb -a mksysb=mksysbl \ 
-a lpp_source=lpp_sourcel -a spot=spotl -a boot_client=no machinel 

Notes: 

1. The steps to perform a mksysb installation are almost identical to the steps to perform other types of 
BOS installations. The main differences are that mksysb must be specified in the source attribute of 
the nim bos_inst command, and a mksysb resource must be allocated for the operation . 

2. To perform a nonprompted installation, follow the instructions in "Performing a Nonprompted BOS 
lnstallation" to complete the prerequisite tasks . 

Performing a Nonprompted BOS lnstallation 

This procedure provides information about how to create a bosinst_data resource to use for a 
nonprompted BOS installation. After you have created the bosinst_data resource, reter to the following 
procedures to perform the nonprompted installation: 

• "Using lnstallation lmages to lnstall the Base Operating System (BOS) on a NIM Client" on page 180 

• "Using a mksysb lmage to lnstall the Base Operating System (BOS) on a NIM Client (mksysb 
JosíallatLan).'.:_o_n_p_age 181_ _ _ __ _ _ _ 

Prerequisites 
1. The NIM master must be configured , and lpp_source and SPOT resources must be defined. See 

"Configuring the NIM Master and Creating Basic lnstallation Resources" on page 174 . 

2. The NIM client to be installed must already exist in the NIM environment. To add the client to the NIM 
environment, use the procedure "Adding a Standalone NIM Client to the NIM Environment" on 
page 177. 

3. lf any of the software to be installed during the BOS installation requires acceptance of a license 
agreement, determine whether to accept the license agreement during BOS installation or deter 
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acceptance until after the client has booted. Note that license acceptance takes place at the client. F 
a sample bosinst.data file that specifies the syntax to contrai license acceptance, see "bosinst.data 
File Example" on page 68 . 

From Web-based System Manager 
You can use the lnstall Base OS wizard to create a bosinst_data resource. The bosinst_data resource 
can be used for a rte installation or a mksysb installation . 

lf you want to create the bosinst_data resource, continue with the following steps: 

1. In the Resources container, from the Resources menu, select New -> Resource. The Add New 
Resource wizard displays . 

2. Follow the wizard instructions to create a bosinst_data resource. The wizard creates a basic 
bosinst.data file, which can be used "as is" or can be enhanced according to sample files. For a 
sample bosinst.data file, see "Nonprompted Network lnstallation" on page 68. To do a nonprompted 
installation, the bosinst_data resource must be created first. 

From SMIT 
1. On the NIM master or any running NIM client, create a bosinst.data file that describes how a machine 

should be configured during a BOS installation. For a sample bosinst.data file, see "bosinst.data File 
Example" on page 68 . 

2. To define the bosinst.data file as a bosinst_data resource in the NIM environment, enter the smit 
nim_mkres fast path . 

3. Select bosinst_data from the list of resource types displayed on your screen . 

4. Supply the values for the required fields. Use the help information and the LIST option to help you 
specify the correct values for defining your bosinst_data resource . 

5. After the bosinst_data resource has been defined, follow the procedures for performing an rte or 
mksysb installation on a standalone machine. Be sure to specify the bosinst_data resource to use 
during the installation . 

From the Command Line 
1. On the NIM master or any running NIM client, create a bosinst.data file that describes how a machine 

should be configured during a BOS installation . 

Note: To accept license agreements for software to be installed during the BOS installation, specify -a 
accept_l i censes=yes on the nim -o bos_ i nst command. 

2. To define the bosinst.data file as a bosinst_data resource, enter: 

# nim -o define -t bosinst_data -a server=ServerName \ 
- a location=LocationName NameValue 

Using the server attribute, specify the name of the machine where the bosinst.data file is located . 

_lJsing_theJocatian_attrjbute,._specify_tb.eJuiLpath narne of .the bosinst.data iile .tbat is. to be used as a 
resource . 

3. After the bosinst_data resource has been defined, follow the normal procedure for performing an rte 
or mksysb installation on standalone machines. Be sure to specify that the bosinst_data resource be 
used for the installation . 

For example, to perform a nonprompted rte installation of machinel using the lpp_sourcel, spotl, and 
bosinst_datal resources, enter: 

# nim -o bos inst -a source=rte - a lpp source=lpp sourcel \ 
- a spot=spotl -a accept_licenses=yes -a bosinst_data=bosinst_datal \ 
machinel 

ROS n' 03. ~.JC;)- GJ _ 
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lnstalling to Clients on ATM Networks 

Unlike other network adapters, ATM adapters cannot be used to boot a machine. lnstalling a machine over 
an ATM network requires special processing . 

BOS lnstallation over Non-ATM Adapters 
Normally when a machine performs a network boot over a specified adapter, the adapter is configured by 
IPL-ROM or firmware . Then a boot image is transferred from the boot server to the client using tftp . This 
boot image performs further configuration and mounts network installation resources before starting the 
BOS installation . 

BOS lnstallation over ATM Adapters 
Because an ATM adapter cannot be configured by IPL-ROM or firmware, a boot image cannot be obtained 
over the network to perform a BOS installation. The NIM bos_inst operation must copy a boot image to 
the hard disk of the client before the machine is rebooted. Some Object Data Manager (ODM) information 
is also saved on the client machine so that when the machine is rebooted, the ATM adapter can be 
configured properly. 

NIM clients may not have the programs installed to support the special processing required for installation 
over ATM, so the /usr/lib/bootlbin and /usr/lpp/bos.sysmgtlnim/methods directories are mounted at the 
client from the NIM master. These directories contain the programs that run during the setup performed by 
the NIM bos_inst operation . 

After the initial setup completes, an at job is issued to reboot the machine after one minute has elapsed . 
When the machine reboots , the boot image that was copied to the hard disk configures the ATM adapter 
and mounts network installation resources for the BOS installation. The installation then proceeds as 
normal until the customization phase. During NIM customization, the ATM adapter is not reconfigured with 
a mktcpip command because the ODM already contains information carried over from before the machine 
was reinstalled. Ali other aspects of NIM customization are the same as for non-ATM clients . 

NIM Configuration Requirements for ATM Networks 
• Machines that will have BOS installed over ATM must be running and configured NIM clients . 

Note: Configured NIM clients have the bos.sysmgt.nim.client fileset installed, are registered in the 
NIM master database, and have a valid /etc/niminfo file . 

• BOS installations over ATM adapters will always use the atO interface on the client. 

• The NIM master fileset must be installed at AIX 4.3 or later with the update for ATM installation or any 
superseding levei. 

• The SPOT that will be used to install the clients must be at version AIX 4.3 or later with the update fo r 
ATM installation or any superseding levei. 

Converting Ger:--eric Ne_t~~rks lnto ATM Networks 

Prior to the support of BOS installations over ATM, it was necessary to define ATM networks as "generic" 
networks for performing other types of NIM operations. To convert generic networks into ATM networks, 
enter the following command: 

nim -o change -a new_type=atm (network ) 

The adapter names for the client interfaces on the ATM network will automatically be set to atO in the NIM 
data base . 

To change the name of the network, type the foll owing: 
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nim -o change -a new_name=new_network_name current_network_name 

System Recovery After Boot Failure 
Because BOS installation over ATM requires a special boot image to be written to the hard disk of the 
client, the original boot image on the machine will be lost. lf the installation is stopped or fails before BOS 
is reinstalled, it will not be possible to perform a normal reboot of the client unless system maintenance is 
performed. By performing system maintenance, a new boot image can be created on the hard disk to 
allow the machine to be booted for normal use. Use the following procedure: 

1. Boot the client from a CD . 

2. When the installation options are displayed, select the option to perform system maintenance . 

3. Make the necessary selections to access the machine's root volume group . 

4. In the maintenance shell, run the following sequence of commands: 

a. bosboot -ad /dev/ip1device 
b. BLVDISK='1s1v -1 hd5 I grep hdisk I head -1 lcut -d' '-fl' 

c. boot1ist -m norma 1 $BLVDISK 
d . sync 
e. sync 
f. sync 
g. reboot -q 

lf errors are detected during the NIM bos_inst operation and the client machine has not rebooted, it is 
possible to stop the machine from rebooting, and then execute the sequence of commands in the above 
step 4 on the running system. To stop the reboot, use the following procedure: 

1. List the at jobs on the machine by entering the command: at -1 
The first name in the output field will be the name of the job. For example: 

$ at -1 
root.884205595 . a Wed Jan 7 14:39:55 1998 

2. To remove the at job, enter the following command: at -r name of job 

For example: 

$ at -r root.884205595.a 
at file: root.884205595.a deleted 

Note: The reboot can also be prevented by removing the shutdown script that the at job was instructed to 
run by typing: 
rm/tmp/_NIM_shutdown 

Customizing NIM Clients and SPOT Resources 

This procedure describes how to use NIM to install software on running , configured NIM clients and SPOT • • • 
--- -r-esetJr-ees~. ~ ----- -·--- - - - -- - - ·- --

• • • • • I 

• • 

Prerequisites 
1. lf the software isto be installed on a machine, the machine must be a running, configured NIM cl ient 

with push permissions enabled for the NIM master. Push permissions are enabled by default when a 
client is configured or installed by NIM. 

2. lf the software is to be installed on a SPOT resource, the server of the SPOT must be running . 
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From Web-based System Manager 
1. From the NIM container, select the Machines container . 

2. In the contents area, select a target machine (master or standalone), or in the Resources container, 
select a target SPOT. 

3. From the Selected menu, choose lnstaii/Update Software-> lnstall Additional Software (Custom) 
to display the lnstall Software dialog . 

4. Use the dialog to complete the task . 

From SMIT 
The SMIT screens follow the same structure as those used for local installation operations performed on a 
system. When performing NIM customization operations, select the SMIT screen that most closely 
describes the installation you want to perform. 

1. From the command line, enter the smit nim_task_inst fast path . 

2. Select the SMIT menu item that matches the type of installation you want to perform . 

3. Select a TARGET for the operation . 

4. Select the lpp_source that contains the installation images to be used . 

5. Select any other required resources . 

6. In the final SMIT dialog, supply the values for the required fields or accept the defaults. Use the help 
information and the LIST option to help you specify the correct values . 

From the Command Line 
To perform the installation operation, enter: 

nim -o cust -a lpp_source=Lpp_Source -a filesets=FilesetsList \ 
-a installp bundle=InstollpBundle \ 
-a installp=flags=InstallpFlags TargetName 

You will specify the resources to use to support the installation and any additional attributes for 
customization . 

The software to be installed on the client can be specified on the command line using either the filesets 
attribute or by specifying an installp_bundle resource that lists the software. 

The default installp flags to be used to install the software are -a, -g, -Q, and -X. To specify a different set 
of installp flags, you can list them in the installp_flags attribute. 

• Example 1: ·-­• • • • I 

• • I 

• • 

To install the bos.diag and bos.dosutil filesets on the client, machinel, using the lpp_source resource 
named 1 pp_sourcel , enter: 

nim -o cust -a lpp_source=lpp_sourcel \ 
-a filesets="bos.diag bos.dosutil" machinel 

Example 2: 

To install software into the SPOT resource, spotl, using the lpp_source resource , lpp_sourcel , and the 
Jist of filesets specified in the installp_bundle resource , i nstall p_bundl el, ente r: 
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nim -o cust -a lpp_source=lpp_sourcel \ 
-a installp_bundle=installp_bundlel spotl 

Note: Severa! other resources and attributes can be specified on the command line with the cust 
operation. For a complete description of the cust operation, see "NIM Operations" on page 263 . 

Configuring the NIM Master and Creating Resources to Support 
Diskless and Dataless Clients Only 

Use this procedure only if the NIM environment is to be used exclusively for diskless and dataless client 
management. lf the NIM environment is also to be used for installing and maintaining software on 
standalone machines, follow the procedure for "Configuring the NIM Master and Creating Basic lnstallation 
Resources" on page 174 . 

Note: This procedure produces a large amount of output, especially when creating the SPOT resource. 
Be sure to scan through the output to look for nonfatal errors and warnings that may not be evident 
from a successful return code . 

Prerequisites 
The NIM master must have at least 300 MB of available disk space. lf such space is not available, see 
"Using Client Machines as Resource Servers" on page 201, and "Defining an lpp_source on CD-ROM 
versus Disk" on page 219 . 

From Web-based System Manager 
1. lnsert the AIX media into the appropriate drive of the designated master machine . 

2. Start the Web-based System Manager application by typing wsm . 

3. In the navigation area, select and expand the Software container . 

4. While still in the navigation area, select the lnstalled Software container. 

5. From the Software menu, choose New Software (lnstaii/Update) -> lnstall Additional Software . 

6. In the Instai! Software dialog, select I de v I cd0 as the software source . 

7. Specify bos . sysmgt.nim as the software to instai! . 

8. In the navigation area, select the NIM container . 

9. From the NIM menu, select Configure Environment. 

1 O. Follow the wizard instructions to guide you through the configuration. 

From SMIT 
1. lnsert the AIX media into the CD-ROM or tape drive of the designated master machine . 

2. To instai! the bos.sysmgt.nim fileset, enter the smit install_latest fast path . 

3. Using the LIST option, select /dev/cdO or /dev/rmtO for the INPUT device I directory for software . 

- 4.--Speciíy-bos.s.ysmgt.nim . .as.1be_ SOFTWARE to instaiL __ _ 

5. Accept the default values for ali other fields on this screen . After completion of this installation , exit 
SMIT. 

6. To configure the NIM master, enter the smit nimconfig fast path . 

7. Specify a name in the Network Name field to be assigned to the NIM master's network. 

8. Using the LIST option , select the Primary Network Interface for the NIM Master . 

9. Accept the default values for ali other fields on this screen. 

1 O. After the master is configured, exit SMIT. 

11 . Restart SMIT using the smit nim_mkres_dd_name_server fast path . 
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12. When prompted, select the NIM master as the server of the client resources. 

13. Select yes in the Create a new SPOT? field, because there is not a SPOT currently defined in yo 
environment. 

14. Using the LIST option, select /dev/cdO or /dev/rmtO as the input device for installation images . 

15. Specify a name in the SPOT Name field . 

16. Specify names for the other resources to be created in the NIM environment. lf a name is not 
specified, the resource will not be created . 

17. Select yes at the Remove a 11 newl y added NIM defini ti ons and fi 1 e systems i f any pa rt o f thi s 
operation f ai 1 s? field. This will make it easier to restart this procedure if failures occur . 

18. Accept the default values for ali other fields on this screen . 

Note: In most NIM environments, the SPOT will already exist to support base operating system 
installation operations on standalone machines. In such environments, it is not necessary to 
create a new SPOT . 

From the Command Line 
1. lnsert the AIX media into the CD-ROM or tape drive of the designated master machine. 

2. lf installing from a tape, skip to step 5. To create a mount point for the CD, type: 

mkdir /cdfs 

3. To create a cdrom file system, type: 

crfs -v cdrfs -p ro -d'cdO' -m'/cdfs' 

4. To mount the CD, type: 
mount /cdfs 

5. To install the bos.sysmgt.nim fileset from the CD, type: 

installp -agX -d /cdfs/usr/sys/inst.images bos . sysmgt . nim 

or to install the bos.sysmgt.nim fileset from a tape, type: 
installp -agX -d /dev/rmtO bos.sysmgt.nim 

6. lf installing from CD, to unmount the cdrom file system, type: 

unmount /cdfs 

7. To configure the NIM master using the nimconfig command, type : 

nimconfig -a attrl=valuel \ 
-a attr2=value2 \ 

For example, to configure a NIM master with the following configuration: 

master host name = ma s terl 
primary netwo rk interface = trO 
ring speed = 16 
platform = chrp 
kerne l type = mp 

enter the following command sequence: 

nimconfig -a netname=networkl -a pif_name=tr0 -a ring_speed=l6 \ 
-a pl atform=chrp -a netboot_kernel=mp 

Note: For additional attribute information, see the nimconfig command . 

8. To create a file system in the rootvg volume group with 200 MB of space anda mount point of 
/export / spot, enter: 

crfs -v jfs -g rootvg - a s i ze=$((2000*200)) \ 
-m /export/spot -A yes -p rw - t no \ 
- a frag=4096 -a nbpi=4096 - a compress =no 
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9. To mount the file system, enter: 

mount /export/spot 

1 O. The SPOT resource will be installed from images in the image source (in this example, the CD). The 
server of the resource will be the NIM master, and the SPOT will be stored in the /export/spot/spotl 
directory. To create the SPOT resource, enter: 

nim -o define -t spot -a source=/dev/cdO -a server=master \ 
-a location=/export/spot spotl 

11 . To create a file system in the rootvg volume group with 150 MS of space and a mount point of 
/export/dd_resource, ente~ 

crfs - v jfs -g rootvg -a size=$((2000*150)) \ 
-m /export/dd_resource -A yes -p rw -t no \ 
-a frag=4096 -a nbpi=4096 -a compress=no 

12. To mount the file system, enter: 

mount /export/dd_resource 

13. Create the diskless and dataless client resources in subdirectories of the /export/dd_resource 
directory. Not ali resources are required. Create only the resources to be used in your environment. 

To create the root resource named rootl (required for diskless and dataless clients), enter: 

nim -o define -t root - a server=master \ 
-a location=/export/dd_resource/rootl rootl 

To create the dump resource named dumpl (required for diskless and dataless clients), enter: 

nim -o define - t dump -a server=master \ 
-a location=/export/dd_resource/dumpl dumpl 

To create the pagi ng resource named pagi ngl (required for diskless clients) , ente r: 

nim -o define -t paging -a server=master \ 
-a location=/export/dd_resource/pagingl pagingl 

To create the home resource named homel (optional), enter: 

nim -o define -t home -a server=master \ 
-a location=/export/dd_resource/homel homel 

To create the shared_home resource named shared_homel (optional), enter: 

nim -o define -t shared home -a server=master \ 
-a location=/export/dd_resource/shared_homel shared_homel 

To create the tmp resource named tmpl (optional), enter: 

nim -o defi ne -t tmp -a server=master \ 
-a location=/export/dd_resource/tmpl tmpl 

Notes: 

1. The file systems created for the NIM resources are not required, but they can be beneficiai for storage 
management. 

2.-For-more-+n-f0ffllatiert abetJt -NIM ·resel:lfeeS,-see "N+M-RestH:IfGes" GR-paQ9 248 . 

Adding a Diskless or Dataless Client to the NIM Environment 

This procedure describes how to add diskless and dataless clients to the NIM environment by adding an 
entry for the client to the NIM database on the master. This provides NIM with the information required to 
satisfy boot requests from the client. However, resources for the diskless or dataless client machine must 
be initialized before the client will be able to successfully boot and configure . See "lnitializing and Booting 
a Diskless o r Dataless Machine" on page 193 for more information. Diskless clients must mount ali file 
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systems from remote servers. Dataless clients can have paging space, as well as the /tmp and /home file 
systems on the local disk. Neither diskless nor dataless clients have a boot image on the local disk . 
Therefore, they must boot over the network . 

Prerequisites 
1. The NIM master must be configured, and the resources for diskless or dataless clients must be 

defined. For more information, see "Configuring the NIM Master and Creating Resources to Support 
Diskless and Dataless Clients Only" on page 189. 

2. Vou must know the subnet mask, the default gateway for the client machine, and the default gateway 
for the NIM master . 

From Web-based System Manager 
1. In the Machines container, from the Machines menu, select New -> OK. The Add New Machine 

wizard displays . 

2. Follow the wizard instructions to add a diskless or dataless client to the NIM environment. 

From SMIT 
1 . To define a diskless or dataless client, enter the smit nim_mkmac fast path. 

2. Specify the host name of the machine . 

3. The SMIT screen displayed next depends on whether NIM already has information about the client's 
network. Supply the values for the required fields or accept the defaults. Use the help information and 
the LIST option to help you specify the correct values to define the client machine . 

From the Command Line 
To define a diskless or dataless client, enter: 

nim - o define -t Di skles s/Dataless \ 
-a platform=Platj ormType -a netboot_kernel=NetbootKernelType \ 
-a ífl=InterjaceDescripti on -a net_defínítíon=DefinitionName \ 
-a ríng_speedl=Speedvalue -a cable_typel=TypeValue \ 
-a íplrom_emu=DeviceName MachineName 

Note: For detailed attribute information, see the descriptions of diskless and dataless clients in "NIM 
Machines" on page 239 . 

Example 1: 
To add the diskless client with the host name di skl essl to the NIM environment with the following 
configuration : 

host name=di sk l ess l 
platfo rm= rspc 
ker nel=up 
network type=e t hernet 
subnet mask=255.255.240 . 0 
defa ult gateway=gwl 
aeTaUTt gateway used by NIM maste r=gw_mas t er 
cable type=bnc 
network boot capab i l i ty=yes (no emul at i on needed) 

enter the following command sequence: 

nim -o defi ne - t di skl ess -a pl atform=" r spc" \ 
- a netboot kernel= "up " - a i fl =" f ind net di sk l ess l O" \ 
- a cabl e t~pe l=" bnc " \ -
-a net_def i ni ti on="ent 255 .255 .240.0 gw l gw_mas t er " \ 
di sk less l 
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Example 2: 
To add the dataless client with the host na me data 1 ess 1 to the NIM environment with the following 
configuration : 

host name=datalessl 
platform=rs6k 
netboot_kernel=up 
network type=token ring 
subnet mask=255.255 . 225.0 
default gateway=gw2 
default gateway used by NIM master=gw_master 
ring speed=l6 
network boot capability=no (use emulation on a diskette) 

enter the following command sequence: 

nim -o define -t dataless -a platform="rs6k" \ 
-a netboot kernel="up" -a ifl="find net datalessl O" \ 
-a ring sp~ed1="16" \ -
-a net ~efinition="tok 255.255.225.0 gw2 gw master" \ 
-a iplrom_emu="/dev/fdO" datalessl -

Note: lf the find_net keyword in the if attribute causes NIM to successfully match a network definition to 
the client definition, the net_definition attribute is ignored . 

lnitializing and Booting a Diskless or Dataless Machine 

This procedure describes how to use NIM to configure and boot a machine as a diskless or dataless client 
in the NIM environment. 

Prerequisites 
1. The NIM master must be configured, and the resources for diskless and dataless clients must be 

defined. See "Configuring the NIM Master and Creating Resources to Support Diskless and Dataless 
Clients Only" on page 189 . 

2. The NIM client must already exist in the NIM environment. To add the client to the NIM environment, 
use the "Adding a Diskless or Dataless Client to the NJM Environment" on page 191 procedure . 

From Web-based System Manager 
1. Select the Machines container . 

2. In the contents area, select the diskless or dataless machine you want to initialize. 

3. From the Selected menu, choose lnitialize Machine Resources. 

4. Use the dialog to specify or select the resources to use for initialization. You will specify either the 
Home resource or Shared Home resource for the machine, but not both . 

5. After completion of the initialization operation, use the "Booting a Machine Over the Network" on 
page 323 procedure to boot the client machine over the network . 

Note: On older model rspc systems, it may be necessary to permanently set the bootlist from the 
firmware menus to make the client always boot over the network. For other systems, the bootlist 
is automatically set the first time the machine is booted as a diskless/dataless client. 

6. After the client boots over the network and performs some initialization, the client will display 
instructions for you to select the console for the machine. f: '1 ; 

From SMIT 
1. On the NIM master, enter the smit nim_dd_init fast path . 

2. Select the client to be initialized from the list of clients displayed on your screen . 
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3. Supply the values for the required fields. Use the help information and the LIST option to help 
specify the correct values for the initialization options. , ~v/ 

4. After completion of the initialization operation, use the "Booting a Machine Over the Network" on ~ 
page 323 procedure to boot the client machine over the network . 

Note: On older model rspc systems, it may be necessary to permanently set the bootlist from the 
firmware menus to make the client always boot over the network. For other systems, the bootlist 
is automatically set the first time the machine is booted as a diskless/dataless client. 

5. After the client boots over the network and performs some initialization, the client will display 
instructions for you to select the console for the machine . 

From the Command Line 
1. To initialize the client resources for diskless clients, enter the following on the NIM master: 

nim -o dkls i nit -a spot=SPOTName -a root=RootName \ 
-a dump=DumpName -a paging=PagingName ClientName 

2. To initialize the client resources for dataless clients, enter the following on the NIM master: 

nim -o dtls init -a spot=SPOTName -a root=RootName \ 
-a dump=DumpName ClientName 

Note: For detailed information about other attributes you can specify for the dkls_init and dtls_init 
operations, see "dkls_init" on page 274 and "dtls_init" on page 275 . 

3. After completion of the initialization operation, use the "Booting a Machine Over the Netw()rk" on 
page 323 procedure to boot the client machine over the network . 

Note: On older model rspc systems, it may be necessary to permanently set the bootlist from the 
firmware menus to make the client always boot over the network. For other systems, the bootlist 
is automatically set the first time the machine is booted as a diskless/dataless client. 

4. After the client boots over the network and performs some initialization, the client will display 
instructions for you to select the console for the machine . 

Uninitializing Diskless and Dataless Machines 

Diskless and dataless machines are uninitialized by performing the reset operation. This action also 
provides the option to deallocate ali resources for the machine. Deallocating ali resources from the 
diskless or dataless machine removes ali root data for the machine. Without deallocating resources, the 
uninitialize operation deallocates just the network boot image. 

From Web-based System Manager 
1. Select the Machines container . 

2. In the contents area, select the diskless or dataless machine you want to initialize . 

3. From the Selected menu, choose Uninitialize Machine Resources . • • • 
- - - 4~- Llsefhe ararog tOTinlnttialize -arrd;-;h:Je·sire-d;-de-allucate-all-resources-tromihe·dient 

From SMIT 

• • 
1. To uninitialize diskless and dataless machines, enter the smit nim_dd_uninit fast path . 

2. Select the Target. 

3. lf you want to remove ali root data, change the DEALLOCATE Resources field to yes . • • • I 

• • 
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From the Command Line 
1. To uninitialize the client machine, enter the following on the NIM master: 

nim -F -o reset ClientName 

2. To deallocate ali resources and remove root data, enter the following on the NIM master: 
nim -o deallocate -a subclass=all ClientName 

lnstalling to an Alternate Disk on a NIM Client (cloning or mksysb) 

NIM allows you to install an AIX 4.3 or later mksysb image (mksysb resource) on a NIM client's alternate 
disk or to clone a NIM client's current disk onto an alternate disk and apply updates. Because the client 
system is running during installation, less time is required than for a normal installation . 

Note: For information about the different ways NIM can customize an alternate disk installation, see 
"alt_disk_install" on page 265 . 

Prerequisites 
1. The NIM master must be configured. To install a mksysb image onto the alternate disk, the mksysb 

resource must be defined. See "Configuring the NIM Master and Creating Basic lnstallation Resources" 
on page 174 . 

2. The NIM client must already exist in the NIM environment and must be running. To add the client to 
the NIM environment, see "Adding a Standalone NIM Client to the NIM Environment'' on page 177 . 

3. The bos.alt_disk_install.rte fileset must be installed on the NIM client. To install a new fileset on a 
NIM Client, see "Customizing NIM Clients and SPOT Resources" on page 187. 

From Web-based System Manager 
1 . Select the Machines Container . 

2. In the contents area, select the standalone machine for the alternate disk installation . 

3. From the Selected menu, choose Alternate Disk lnstallation ->Clone the Rootvg to an Alternate 
Disk or lnstall Mksysb on an Alternate Disk . 

4. Use the dialog to finish the installation . 

From SMIT 
1. Enter the smit nim_alt_mksysb fast path from the NIM master . 

2. Select the Target Machine or Target Group to lnstall. 

3. Enter the Target Disk or Disks on the Target machine. 

4. Accept the default installation options, or supply different ones in the displayed dialog fields. Use the 
help information and the LIST option for guidance . 

5. The alternate disk installation will be initiated on the client, and progress can be seen with the lsnim 
command (smit lsnim). lf the "Reboot when complete? " option is set to yes and the "Phase to 

- execule'' is ãll orTncl oaeSPnase3~flle clienrwill-reb-o-ot-tronn tre-newly,-instatted-cliskvvhen the 
alt_disk_install command is complete . 

6. To clone a disk onto a NIM client's alternate disk, enter the smit nim_alt_clone fast path from the NIM 
master . 

From the Command Line 
The alt_disk_install command is initiated on the target system, and progress is shown with the lsnim 
command. In addition , a log kept on the target system, /var/adm/ras/alt_disk_inst.log , contains progress 
messages and any error or warning messages that might occur. The /var/adm/ras/nim.alt_disk_install 
log wi/1 contain debug information , if requested . 
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lnstalling mksysb on an Alternate Disk 
lnitiate the alt_disk_install operation by entering: 
nim -o alt disk install -a source=mksysb -a mksysb=Mksysb \ 
-a disk='dtskname(s)' ClientName 

Specify the mksysb resource to be used and any additional options for customizing the installation. To 
perform a simple alternate disk mksysb install , specify the source, mksysb, and disk resources . 

Note: For detailed information about the mksysb resources, see "mksysb Resource" on page 256 . 

Cloning the rootvg to an Alternate Disk 
To clone a disk onto a NIM client's alternate disk, enter: 

nim -o alt_disk_install -a source=rootvg -a disk=diskname(s) ClientName 

Specify any additional options for customizing the installation . 

Examples 
The client machine machi nel is a running system with a disk, hdi sk2, that is not currently occupied by a 
volume group. 

• To install this disk with a mksysb resource named 5lmksysb enter: 

nim -o alt_disk_install -a source=mksysb -a mksysb=5lmksysb \ 
-a disk=hdisk2 machinel 

• To clone the rootvg to hdi sk2 enter: 
nim -o alt_disk_install -a source=rootvg -a disk=hdisk2 machinel 

Network lnstallation Management Commands Reference 
This section provides information on NIM commands and where to find more information on the NIM 
commands . 

The nim_master _setup Command 
The nim_master_setup command installs the bos.sysmgt.nim.master fileset, configures the NIM master, 
and creates the required resources for installation, including a mksysb system backup . 

The nim_master_setup command uses the rootvg volume group and creates an /export/nim file system, 
by default. You can change these defaults using the volume_group and file_system options. The 
nim_master_setup command also allows you to optionally not create a system backup, if you planto use 
a mksysb image from another system. The nim_master_setup usage is as follows: 

Us age nim master setup: Setup and configure NIM maste r . 
nim_master_setup [-a mk_resource={yesjno}] 

[-a file syst em=fs name] 
[-a volu~e group=vg name] 
[- a di sk=dtsk name]-
[- a dev ice=de;ice] 
[ -=EL(._- v!..J_l __ 

-B Do not create mksysb resource. 
- v Enable debug ou tpu t . 

Defa ult v a 1 ues: 
mk resource = yes 
f ile_sys tem = /ex port / nim 
vo lume group = rootvg 
dev i ce-= / de v/cdO 
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The nim_clients_setup Command 
The nim_clients_setup command is used to define your NIM clients, allocate the installation resources, 
and initiate a NIM BOS installation on the clients. The nim_clients_setup command uses the definitions in 
the basic_res_grp resource to allocate the necessary NIM resources to perform a mksysb restare 
operation on the selected clients. The usage for nim_clients_setup is as follows: 

Usage nim clients setup: Setup and Initialize BOS install for NIM clients . 
nim clients setup [-m mksysb resource] 

[-c] [-r]-[-v] client_objects -
-m specify mksysb resource object name -OR- absolute file path . 
-c define client objects from client .defs file . 
- r reboot client objects for BOS install . 
-v Enables debug output . 

Note: lf no client object names are given, ali clients in the NIM environment are enabled for BOS 
installation; unless clients are defined using the -c option . 

Other NIM Commands Reference 
The A/X 5L Version 5.2 Commands Reference provides reference information about the NIM commands, 
AIX operating system commands, and commands for other licensed programs for end users, system 
administrators, and programmers. This set of books contains examples and descriptions of the commands 
and their available flags. The command entries are arranged in alphabetic order: 

• A/X 5L Version 5.2 Commands Reference, Volume 1 contains commands ac through ex 

• A/X 5L Version 5.2 Commands Reference, Volume 2 contains commands da through hy 

• A/X 5L Version 5.2 Commands Reference, Volume 3 contains commands ib through mw 

• A/X 5L Version 5.2 Commands Reference, Volume 4 contains commands na through rw 

• A/X 5L Version 5.2 Commands Reference, Volume 5 contains commands sa through uu 

• A/X 5L Version 5.2 Commands Reference, Volume 6 contains commands va through yp 

For example, A/X 5L Version 5.2 Commands Reference, Volume 3 contains reference information for the 
NIM lsnim command. The A/X 5L Version 5.2 Commands Reference, Volume 4 contains reference 
information for the NIM nim, nimclient, nimconfig, nimdef, and niminit commands . 

You can access ali of the documentation through the IBM eServer pSeries lnformation Center on the 
Internet at the following Web address: 

ht tp:/ / publibl 6.boulder .ibm.com/pseries/en_US/infocenter/base 
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Chapter 21. Advanced NIM lnstallation Tasks 

This chapter describes the following procedures for performing advanced NIM installation tasks using the 
Web-based System Manager application or the System Management Interface Tool (SMIT), as well as 
from the command line: 

• "Controlling the Master or Client" 

• "Resetting Machines" on page 200 

• "Using Client Machines as Resource Servers" on page 201 

• "Defining a Machine Group" on page 202 

• "Adding New Members to Machine Groups" on page 203 

• "Removing Members from Machine Groups" on page 203 

• "lncluding and Excluding a Group Member from Operations on the Group" on page 204 

• "Using Resource Groups to Allocate Related Resources to NIM Machines" on page 205 

• "Managing Software on Standalone Clients and SPOT Resources" on page 206 

• "Rebuilding Network Boot lmages for a SPOT' on page 209 

• "Maintaining Software in an lpp_source" on page 209 

• "Viewing lnstallation, Configuration, and Boot Logs" on page 210 

• "Verifying lnstallation with the lppchk Operation" on page 211 

• "Using NIM to Instai! Clients Configured with Kerberos Authentication" on page 212 

• "Concurrency Contrai" on page 213 

• "Aiternate Disk Migration lnstallation" on page 133 

Controlling the Master or Client 

In the NIM environment, control is held by the NIM master or the standalone client. The system allocating 
the resources has contrai. The allocation of resources is the act of making resources available to clients 
for NIM operations. Normally, resources are allocated automatically as part of an operation, but they may 
also be allocated prior to the initiation of an operation. The control status acts like a locking mechanism 
and remains with the client or the master until the resources are deallocated. Using NIM, if the installation 
of a standalone client completes successfully, the resources are automatically deallocated . 

When there are no resources allocated to the standalone client by the NIM master, the standalone client 
takes contrai by allocating resources or disabling the NIM master's push permissions. The control 
attribute is managed by the master and indicates whether the master or the standalone client has 
permission to perform operations on the standalone client. 

The control attribute indicates four contrai states. You can display the control attribute from a NIM client 
by entering: 
nimc1i ent -1 -1 StandAloneClientName 

The control attribute can be displayed from the NIM master by entering: 

1snim -1 Standal oneCl ien t Name 

The contrai states are as follows : 

control attribute is not set 

contro l = master 

© Copyright IBM Corp. 2002, 2003 

lf the control attribute is not displayed when listing lhe machine object 
attributes, then neither lhe master nor the standalone client has 
contrai. 
The master has allocated resources to the client and is ready to 
initiate an operation (or has already initiated an operati on) . 
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control = StandaloneC/ientName The standalone client has allocated resources and can now initiat 
NIM operations on itself. 

control = StandaloneC!ientName push_off The standalone client has prohibited the NIM master from allocating 
resources or initiating operations on the client. The client itself can still 
contrai the allocation of NIM resources and the initiation of NIM 
operations . 

Disabling Master Push Permissions 
The NIM master must have push permissions to perform push operations on the NIM clients. You can 
disable the NIM master's push permissions using Web-based System Manager, SMIT, or command line as 
follows: 

From Web-based System Manager 
1. From the main Web-based System Manager container, select the Software icon . 

2. From the Software menu, select NIM Client -> Permissions . 

3. Select whether to grant or deny permission for the NIM master to initiate push installations. 

From SMIT 
To disable the master's push permissions, enter the smit nim_perms fast path from the client machine . 

From the Command Line 
To set contrai on the client to push_off, enter the following on the client machine: 

nimclient -P 

To re-enable push permission on the client, enter the following on the client machine: 

nimcl'ient - p 

Resetting Machines 

The operations performed using NIM can be very complex. To help ensure that the operations can be 
completed successfully, NIM requires that a machine be in the ready state before operations can be run 
on it. While an operation is being performed, the state of the machine will reflect the current operation . 
After the operation completes, the machine returns to the ready state . 

lf an operation on a machine is interrupted, the machine state may continue to reflect the operation. lf this 
occurs, the machine must be reset to the ready state before performing any further operations. To return a 
machine to the ready state, use the NIM reset operation. 

From Web-based System Manager 
1. Select the Machines container . 

2. In the contents area, select a target standalone, diskless, or dataless machine to reset. 

.3. .From the Selecteç! menu, ch,OQ!?~ Admjnlstr~!ion - > Reset NIM State . 

4. Use the dialog to reset the state of the machine . 

You can also do this task from Troubleshooting. From the Selected menu, choose Troubleshooting - > 
Clean Up Failed or Jnterrupted lnstallation . 

From SMIT 
1. To return a machine to the ready state, enter the smit nim_mac_op fast path . 

2. Select the target machine for the operation. 

3. Select reset as lhe Operation to Perform . 
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4. To deallocate resources, change the Deallocate All Resources? field to yes. 

5. Change the Force field to yes . 

From the Command Line 
1. To return a machine to the ready state, enter: 

nim -Fo reset MachineName 

2. To deallocate resources, enter: 

nim -o deallocate -a ResourceType=ResourceName MachineName 

where ResourceType is the type of the resource being deallocated (for example, lpp_source, SPOT, 
Script, etc.), ResourceName is the name of the resource being deallocated, and MachineName is the 
name of the machine that has been allocated the resources . 

Note: Resetting a machine will not automatically deallocate ali the resources that were allocated for 
the operation. To deallocate resources, use the NIM deallocate operation . 

Using Client Machines as Resource Servers 

Any machine in the NIM environment can be a resource server. In simple environments, the NIM master is 
usually used to serve ali the NIM resources . 

Defining resources on client machines can be beneficiai for the following reasons : 

• Disk space limitations on the NJM master may prohibit the storage of ali the resources on a single 
machine. 

• Resource usage may be heavy, and communications and data access bottlenecks could occur if ali the 
resources were served by a single machine . 

For example, if you use NIM to install 200 machines on 5 different subnets, you could have a set of 
resources created and available on each subnet. Each set of resources would be used to install the 
machines on the same subnet. In addition to distributing the workload among severa! resource servers, 
this would also reduce the network traffic across the gateways between the different subnets . 

From Web-based System Manager 
1 . Select the Resources container . 

2. From the Resources menu, select New Resources . 

3. Follow the wizard instructions to create the resource. 

From SMIT 
1. To create a resource on a NIM client, enter the smit nim_mkres tast path. 

2. Select the Resource Type . 

3. In the displayed dialog fields, supply the correct values for the resource options. Be sure to specify the 
- nam_e_ ollfle clíentmacnmeTõfl1'18Server or flle Resource ffe"lâ:-tJs-e- th-e--n-elp- tnfoTmatinn -orthe L:Js-r­

option to help you. Ali attributes specified when the resource is defined (such as location and source) 
must be local to the server machine . 

From the Command Line 
To create a resource on a NIM client, specify the client's NIM name for the server attribute when defining 
the resource . 

Example: 
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To create an lpp_source resource named i mages2 from a CD on the NIM client machine, c li ent 
the /resources/images directory, enter: 
nim -o define -t lpp source -a server=client macl \ 
-a location=/resources/images -a source=/dev7cd0 images2 

Defining a Machine Group 

Machine groups can be defined to collect multiple clients in a common target for NIM operations. Groups 
can be defined for standalone, diskless, or dataless clients; but a group can only contain clients of a single 
type . 

Web-based System Manager supports the following types of machine groups: 

• A temporary machine group is created when multiple machines are selected in the NIM container and 
an action from the Selected menu is performed. The temporary group is removed when the action is 
completed. 

• lf you want a more permanent machine group, you can create it using the New Machine Group menu 
option in the NIM menu . 

In the Web-based System Manager NIM application, machine groups are not explicitly created and 
managed, but ad hoc groupings are supported by multi-selecting the icons representing machines in the 
NIM container. After they are selected, a group of machines can be administered by selecting an action 
from the Selected menu . 

Note: You can perform most operations only on multi-selected machines of the same type . 

From Web-based System Manager 
1. Select the Groups container . 

2. From the Groups menu, select New -> Group . 

3. Select the machine type . 

4. Select a machine from the list on the right, and click the < button to add the machine to the new 
group. Repeat this step until ali the desired members of the machine group are in the Members list on 
the left . 

5. Click OK . 

From SMIT 
1. To define a machine group, enter the smit nim_mkgrp fast path. 

2. Select the type of group you want to define . 

3. Enter the name of the group and member information . 

From the Command Line 
Ia define a machine_group, enter: 
nim -o define -t mac_group -a add_member=MemberName GroupName 

For example, to create a machine group named MacGrpl containing previously defined machines 
Standalonel, Standalone2, and Standalone3, enter: 

nim - o define -t mac group -a add member=Standalonel \ 
- a add member=Standalone2 -a add member=Standalone3 \ 
- a comments="Machines for Department d03" MacGrpl 
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Adding New Members to Machine Groups 

New members can be added to machine groups, however, the new member must be of the same machine 
type as existing members. Members can be added to machine groups using the Web-based System 
Manager NIM application . 

From Web-based System Manager 
1. Select the Groups container . 

2. In the contents area, select a group . 

3. From the Selected menu, choose Add/Remove Members .... 

4. Select a machine from the list on the right, and click on the < button to add the machine to the new 
group. Continue with this step until ali the desired members of the machine group are in the list on the 
left . 

5. Click on OK . 

From SMIT 
1. To add members to a machine group, enter the smit nim_chgrp fast path. 

2. Select the machine group to modify . 

3. Specify members to add to the group. Use the LIST option to select members to add . 

From the Command Line 
To add a member to a machine group, enter: 

nim -o change -a add_member=MachineName GroupName 

For example, to add the diskless client, diskless5, to the machine group, diskless_grp, enter the 
following command: 

nim -o change -a add_member=diskless5 diskless_grp 

Alternatively, you could have specified group members in both the define and change operations by using 
sequenced member attributes, such as -a memberl=Standalonel -a member2=Standalone2 and so forth . 

Removing Members from Machine Groups 

Members can be removed from machine groups. Whenever the last member of a machine group is 
removed, the group definition is also removed . 

The Web-based System Manager NIM application can be used to remove members from machine groups . 

From Web-based System Manager 
1. SeleGt-tl=le-Gr~ups-containe~.- _____ ·--

2. From the Selected menu, choose Add/Remove Members . 

3. Select a machine from the list on the left and click on the > button to add the machine to the list on the 
right. Continue with this step until ali the desired members of the machine group have been removed . 

4. Click on OK . 

From SMIT 
1. To remove members from a machine group, enter the smit nim_chgrp fast path . 

2. Select the machine group to modify . 

3. Specify members to remove from the group. Use the LIST option to select members to remove. 
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From the Command Line 
To remove a member from a machine group, enter the following command: 
nim -o change -a rm_member=MachíneName GraupName 

For example , to remove machine, Standalone2 , and add machine, Standalone4, to the group, MacGrpl, 
ente r: 

nim -o change -a rm_member=Standalone2 
-a add_member=Standalone4 MacGrpl 

lncluding and Excluding a Group Member from Operations on the 
Group 

:(' 
Group members may be included or excluded by using the Web-based System Manager NIM application, 
SMIT, or from the command line. Use the select operation from the command line to indicate that specific 
members of a machine group should be included or excluded from operations on that group. This 
capability is useful if an operation needs to be tried again on specific group members that failed during an 
initial operation on the group. When a group member is marked as being excluded, it remains so until it is 
included again . 

• • • • • • • • • • • 
' 

From Web-based System Manager 
1. Select the Groups container. 

2. In the contents area, expand a group container to view the members included in that group . 

3. Select a machine from those listed in the container . 

4. From the Selected menu, choose Properties . 

From SMIT 
1. To include or exclude a group member from operations on the group, enter the smit nim_grp_select 

fast path . 

2. Select the name of the group from which you want to include or exclude members . 

3 . Select the members to include or exclude . 

From the Command Line 

:~ 
To include or exclude a group member, enter the following: 

nim - o sel ect -a include_al l =VaZue -a exclude_all= Value \ 
-a include=MemberName -a exc lude=MemberName GroupName 

As an example , to exclude the machine, Standa l one2 , from further operations on machine group, MacGrp l 
and to include a previously excluded machine, Standa 1 one3, enter: • • • 

• 
• 

ni m -o se lect -a excl ude=Standalon e2 - a i nclude= St and alone3 MacGrpl 

--Tne -s-pecial attributes inctude:_:att :and ·exctude-_:afl ,-when-assigned-a-value-of -yes-;-can-be used 
respectively to include or exclude ali members in a group. The select operation evaluates command line 
attributes from left to right . The following example shows how to exclude ali members except St anda l one2 
from subsequent operations on the MacGrpl machine group: 

ni m -o se l ect -a exc l ud e_all=yes -a include=St andalone2 MacGrp l 

Using the special -g option shows the excluded status of the group's members: 

l snim -g MacGrpl 

Group member in formation similar to the following is displayed: 
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MacGrpl: 
type = mac group 
memberl=Standalonel;ready for a NIM operation,not running;EXCLUDED 
member2=Standalone2;ready for a NIM operation; currently running; 
member3=Standalone3;ready for a NIM operation,not running;EXCLUDED 

Using Resource Groups to Allocate Related Resources to NIM 
Machines 

NIM resource groups allow association of resources so they can be allocated as a logical unit to machines 
prior to other NIM operations. Resource groups can only contain one of each resource type, except for 
script and installp_bundle resources, which may occur multiple times in a given resource group . 

Defining a Resource Group 

From SMIT 
1. To define a resource group, enter the smit nim_mkgrp_resource fast path. 

2. Enter the name of the group with member information. 

From the Command Line 
To define a resource group, enter: 
nim -o define -t res_group -a ResourceType=ResourceName GroupName 

As an example, to create a resource group named ResGrpl containing previously defined resources, 
imagesl, spotl, bosi nst_datal, and bundl el, enter: 

nim -o define -t res group -a lpp source=imagesl -a spot=spotl \ 
-a bosinst data=bosinst datal -a installp bundle=bundlel \ 
-a comments="BOS Install Resources" ResGrpl 

Allocating a Resource Group 

From SMIT 
1. To allocate a resource group, enter the smit nim_alloc fast path . 

2. Select the machine or machine group from the list of defined machines (for example, Standalonel) . 

3. A list of resource groups is displayed. Select the resource group you want to allocate . 

From the Command Line 
To allocate a resource group, enter: 

nim -o allocate -a group=ResGroupName TargetName 

For example, to allocate a resource group named ResGrpl to a machine named Standa 1 anel , enter: 

nim -o allocate -a group=ResGrpl Standalonel 

f1.1ternativety;- ttre-groop-resource can-be -specified- on the command lifle -to -the opefation. For example, to 
allocate the resource group, ddResGrp, while performing the dkls_init operation on a group of diskless 
machines named Dkl sMacs, enter: 
nim -o dkls_init -a group=ddResGrp DklsMac s 

Defining Default Resource Groups 

After a resource group is defined, you may want to specify the group as the set of defaults for ali 
operations that require resources . Set the default_res attribute on the master to the name of the resource 
group that you want to be the default. 

~ ( I 
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From SMIT 
1. To define default resource groups, enter the smit nim_grp fast path . 

2. Choose Select!Unselect a Default Resource Group . 

3. Fill in the name of the group that isto act as the default. 

From the Command Line 
To define default resource groups, enter: 

nim -o change -a default_res=ResGroupName master 

For example, if the ResGrpl resource group should be the set of default resources for ali NIM operations, 
ente r: 

nim -o change -a default_res=ResGrpl master 

Note: Ali applicable resources are allocated from the group specified as the default for ali operations, 
except for installp_bundle for a maint operation . 

A resource from the default group will only be allocated if a resource of the same type is not 
already allocated and if a resource of that type is not specified on the command line for automatic 
allocation. The exceptions are the script and installp_bundle resources, of which ali occurrences 
in the resource group and specified on the command line will be allocated . 

Default members can be overridden by specifying a null value in the attribute assignment for that 
resource . 

The following bos_inst operation allocates ali applicable bos_inst resources from the resource group 
specified as the default, except for the bosinst_data resource: 

nim -o bos_inst -a bosinst_data=Standalonel 

Managing Software on Standalone Clients and SPOT Resources 

The commands for managing software on standalone clients and SPOT resources are generally the same . 
Specify the name of the machine, group, or SPOT as the target of the option. 

Note: lf the SPOT is currently allocated to a NIM client, NIM prevents the change to the SPOT. Use the 
Force (-F) option to force the operation. 

Software updates to a SPOT cause the SPOT's network boot images to be rebuilt when necessary. Jf you 
think the boot images are bad, you can force them to be rebuilt using the NIM check operation. 

Software updates to a SPOT may also cause software updates to occur in the root parts of diskless and 
dataless clients of the SPOT. This will occur automatically. Vou can force a synchronization of the client 
root parts using the NIM sync_roots operation on the SPOT . 

Fot-ínfmm-atron orrtmwi(Yinstall additionarsottware -orrstandatone clients and SPOT resources, see 
"Customizing NIM Clients and SPOT Resources" on page 187 . 

Listing Software lnstalled on a Standalone Client or SPOT 

From Web-based System Manager 
1 . Select the Machines container . 

2. In the contents area, select a target machine (master or standalone), or in the Resources container, 
select a target SPOT resource . 

3. From the Selected menu, choose List lnstalled Software - > Ali lnstalled . 

r r. 

206 AIX SL Version 5.2: lnstallation Guide and Reference 

Doe: ------



• • • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • •c • • • • • • • • • • • • • • 

From SMIT 
\ 

1. To list software installed on a standalone client or SPOT, enter the smit nim_list_installed fast 

2. Select the menu item that describes the list operation you want to pertorm . 

3. Select a target for the operation . 

4. In the displayed dialog fields, supply the required values. Use the help information or the LIST option 
to help you . 

From the Command Line 
Enter the following command: 
nim -o lslpp [-a lslpp_flags=LslppFlags] TargetName 

where LslppF/ags are the flags to be passed to the lslpp command, and TargetName is the name of the 
client or SPOT object. 

For example: 
nim -o lslpp -a lslpp_flags=La spotl 

Listing Software Updates, lnstalled on a Standalone Client or SPOT, by 
Keyword 

From Web-based System Manager 
1 . Select the Machines container . 

2. In the contents area, select a target machine (master or standalone), or in the Resources container, 
select a target SPOT resource . 

3. From the Selected menu, choose List lnstalled Software-> Fix (APAR) Status . 

4. Use the dialog to list the installation status of specific installed fixes . 

From SMIT 
1. To list fixes installed on a standalone client or SPOT by APAR number or keyword, enter the smit 

nim_mac_op fast path for standalone clients, or enter the smit nim_res_op fast path for SPOTs . 

2. Select the standalone client or SPOT resource object. 

3. Select the fix_query operation . 

4. Select the desired fix_query flags or accept the default settings. Specify the fix_bundle object name; 
or to check the installation status of an APAR, specify the fix APAR numbers. lf you leave both blank, 
ali known fixes are displayed. 

From the Command Line 
Enter the following command: 

nim - o fix_query [ -afixes="FíxKeywords" ] \ 
[-afi x_bundle=FíxBundleName ] [ - afi x_query_flags=FixQueryFlags ] \ 
TargetName 

where FixKeywords are APAR numbers; FixBunCfle!VarrieTs -flle-objecf name of the-mc_blindle resource; 
FixQueryF/ags are optional flags to the fix_query operation, and TargetName is the client, group, or SPOT 
for which to display fix information . 

Valid FixQueryF!ags are as follows : 

-a Disp/ays symptom text. 
-c Displays output in colon-separated formal. 
-F Returns failure unless ali filesets associated with a fix are installed . 
-q Quiet option; if -q is specified, no heading is displayed. 
-v Verbose option; gives information about each fileset associated with a fi x (keyword) . 
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For example: 

• To query the fix database on standalonel to determine if ali fileset updates for fix IX12345 are installe 
enter: 

nim -o fi x_query -afixes=IX12345 standalonel 

• To list fix information for ali known fixes installed on spotl , with symptom text, enter: 
nim -o fix_query -afix_query_flags=a spotl 

Maintaining Software on Standalone Clients and SPOT Resources 

NIM uses the installp command to construct a SPOT by installing in the SPOT the software products that 
each SPOT needs to support the NIM environment. Because the installp command also supports 
software maintenance tasks, you can perform these tasks on SPOTs as well. For example, you can 
remove previously installed optional software from a SPOT when they are no longer being used. This kind 
of task is accomplished by performing the NIM maint operation on a SPOT using the Web-based System 
Manager NIM application, SMIT, or command line interface. You interact with the installp command by 
supplying the installp_flags, and either filesets or installp_bundle attributes. 

From Web-based System Manager 
1. Select the Machines container. 

2. In the contents area, select a target standalone machine, or in the Resources container, select a target 
SPOT resource . 

3. From the Selected menu, choose Software Utilities -> Commit Applied Updates, Reject Applied 
Updates, or Remove Software, depending upon the task you want to perform . 

From SMIT 
1. To perform software maintenance, enter the smit nim_task_maint fast path . 

2. Select the menu item that describes the maintenance that you want to perform . 

3. Select the target for the operation . 

4. In the displayed dialog fields, supply the required values. Use the help information or the LIST option 
to help you . 

From the Command Line 
Enter the following command: 

nim -o maint -a installp flags="Installpflags" \ 
[-a fi 1 esets=" FileSetNames" I \ 
-a installp_bundle=BundleResourceName] [-F] TargetName 

where lnstallpF/ags are the flags you want to pass to the installp command; FileSetNames are the names 
of the filesets or packages you want to maintain; BundleResourceName is the object name of the 
installp_bundle resource; and TargetName is the object name of the standalone client, group, or SPOT. 

For example: 

• TG--+e~e-00&-.adt .. and bos. I.Nerl..software .. packages. frorn .standa 1 anel , enter: 

nim -o maint -a filesets="bo s .adt bos. INed" -a \ 
ins tallp_flags="-u" standalonel 

• To remove the bos. INed software package from spotl, which is allocated to diskless or dataless clients, 
without deallocating spotl first, enter: 

nim -o maint -F -a f ilesets=bos.INed - a installp_fl ags ="-u" \ 
spotl 

• To remove the packages from spotl which are listed in the bundle pointed to by the installp_bundle 
resource object, bundlel , enter: 
nim -o ma i nt -a installp_fl ags= "- u" -a inst all p_bund le=b und lel \ 
spo tl 
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• To clean up from an interrupted software installation on spotl, enter: 
nim - o maint -a installp_flags="-C" spotl 

Rebuild ing Network Boot lmages for a SPOT 

From Web-based System Manager 
1 . Select the Resources container. 

2. In the contents area, select a target SPOT . 

3. From the Selected menu, choose Check SPOT . 

4. Use the dialog to select the Build debug network boot images and/or the force option, if needed . 

You can also pertorm this task from Troubleshooting. From the Selected menu, choose Troubleshooting 
-> Build Non-Debug Network Boot lmages . 

From SMIT 
1. To rebuild network boot images for a SPOT, enter the smit nim_res_op fast path. 

2. Select the SPOT. 

3. Select the check operation . 

4. In the displayed dialog fields, set the Force option to yes . 

From the Command Line 
To force the rebuild of the boot images, enter: 

nim - Fo chec k SPOTName 

For information on how to install additional software on standalone clients and SPOT resources, see 
"Customizing NIM Clients and SPOT Resources" on page 187 . 

Maintaining Software in an lpp_source 

To add or remove software in an lpp_source, add or remove the installation image from the lpp_source 
directory, and then initiate the NIM check operation on the lpp_source . 

Copying Software to an lpp_source 

From Web-based System Manager 
1. Select the Resources container . 

2. In the contents area, select an lpp_source. 

3. From the Selected menu, choose Properties. The General page of the properties notebook displays . 

4. From the General page, identify the location of the resource. Glose the notebook . 

5. From the Resources menu, select Copy Software to Directory, and specify as the destination 
directory, the location of the resource identified in the notebook . 

6. After the copy is completed, select the lpp_source and from the Selected menu, choose Check NIM 
State. This action updates the table of contents (.toe) file for the lpp_source . 

From SMIT 
1. To copy software from installation media to an lpp_source, insert the installation media in the 

appropriate drive of the lpp_source seNer. 

2. To copy the software to the lpp_source directory, enter smit bffcreate from the resource seNer . 

3. Enter the INPUT device I directory for software. 
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4. In the displayed dialog fields, supply the correct values or accept the default values. Be sure to e 
the lpp_source location for the directory to store the installation images. Use the help information 
the LIST option to help you . 

From the Command Line 
1 . Copy the software from the media to the lpp_source directory . 

2. Perform the NIM check operation on the lpp_source by entering the following command: 
nim -o chec k Lpp_sourceName 

Removing Software from an lpp_source 

To remove software from an lpp_source, delete the installation image from the lpp_source directory . 

Note: This function is only available from the command line interface . 

From the Command Line 
1. Remove the installation image from the lpp_source directory. 

2. Perform the NIM check operation on the lpp_source by entering the following command: 
ni m -o check Lpp_sourceName 

Running the NIM check Operation 

After adding or removing software, you must run the NIM check operation on the lpp_source to update 
the installation table-of-contents file for the resource . 

In addition to updating the table-of-contents for the lpp_source, the check operation also updates the 
simages attribute for the lpp_source, which indicates whether the lpp_source contains the images 
necessary to install the Base Operating System images on a machine . 

From Web-based System Manager 
1. Select the Resources container . 

2. In the contents area, select a target lpp_source resource. 

3. From the Selected menu, choose Check NIM State . 

From SMIT 
1. To run the NIM check operation, enter the smit nim_res_op fast path . 

2. Select the lpp_source for the operation. 

3. Select check for the operation to be performed. 

From the Command U ne 
To initiate the NIM check operation on the lpp_source, enter: 
ni m -o check Lpp_sourceName 

lf the lpp_source is currently allocated to a client, use the Force option as follows : 

ni m -F -o check Lpp_sourceName 

View ing lnstallation, Configuration, and Boot Logs 

After installing a standalone machine, use the showlog operation to check the installation results by 
viewing the installation , boot, and configuration logs. One of severa! log types can be viewed by specifying 
one of the following as the value of the log_type attribute to the showlog operation : 

devinst Output from the installation of key system and device-driver software 
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niminst 

bosinst 
boot 
lppchk 
script 
nimerr 

Output from the installation of user-specified software (including installation of NIM client soft 
during a bos_inst operation) 
Output from the BOS installation program 
The machine's boot log 
A log of the output from the lppchk operation executed on a standalone NIM client 
Output from any configuration script resources allocated for a bos_inst operation 
Errors encountered during execution of the nim command. 

By default, the showlog operation applied to a standalone machine displays the niminst log and shows 
the output logged when software was last installed on the machine using NIM. The last entry is also 
shown by default for the script and lppchk logs. The entire contents of the niminst, script, and lppchk 
logs can be displayed by assigning the full_log attribute a value of yes when executing the showlog 
operation. The entire log is shown for ali other log types . 

From Web-based System Manager 
1 . Select the Machines container. 

2. In the contents area, select a target machine (master, standalone, diskless, or dataless), or in the 
Resources container, select a target SPOT. 

3. From the Selected menu, choose Troubleshooting -> Show NIM Logs . 

4. Use the dialog to select the log you want to examine . 

From SMIT 
1. Enter the smit nim_mac_op fast path to view a machine's log, or enter smit nim_res_op to view a 

SPOT's log . 

2. Select the object name of the machine or SPOT whose log you want to view . 

3. Select showlog from the list of operations . 

4. Select the log type to be viewed. 

5. Specify if the full log should be viewed (only applicable to script, lppchk, and niminst logs) . 

From the Command Line 
To view a log on a standalone machine or SPOT, enter: 
nim -o showlog -a LogType~value ObjectName 

where LogType represents the log you want to view, and ObjectName is the name of the machine or SPOT 
whose log will be viewed. 

Verifying lnstallation with the lppchk Operation 

When investigating functional problems in software, you can use the lppchk operation to check the 
-iflte§rity of installetl--se.ftwafe . 

From Web-based System Manager 
1. Select the Machines container . 

2. In the contents area, select a target standalone machine, or in the Resources container, select a target 
SPOT . 

3. From the Selected menu, choose Troubleshooting -> Verify lnstalled Software . 

4. Use the dialog to select whether to verify ali or some installed software on the selected machine or 
SPOT . 
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From SMIT 
c 

1. Enter the smit nim_mac_op fast path to check software on a machine, or enter smit nim_res_o ~P.___.__._.. 
check software on a SPOT . 

2. Select the target of the lppchk operation . 

3. Select the desired verification mode . 

From the Command Line 
Enter the following command: 

nim -o lppchk -a filesets=FilesetName \ 
-a lppchk_flags="lppchkFlags" ObjectName 

where Fi lesetName is the name of a single fileset (ora name with the * wildcard character), and 
ObjectName is the name of the machine or SPOT which is the target of the lppchk operation. Valid 
lppchk_flags are defined as follows: 

-f Fast check (file existence, file length) 
-c Checksum verification 
-v Fileset version consistency check (default) 
-1 File link verification 

Note: Only one of the flags -f, -c, -v, or -1 may be specified . 
-u Update inventory (only valid with -c or -1) 
-mn Contrais detail of messages. n equals 1 to 3, where 3 is the most verbose . 

For example, to perform the lppchk operation while verifying checksums for ali filesets on the machine 
named Standa l anel , ente r the following: 

nim -o lppchk -a lppchk_flags="-c" Standalonel 

Using NIM to lnstall Clients Configured with Kerberos Authentication 

Normally, NIM relies on 8tandard AIX authentication to allow the NIM master to remotely execute 
commands. Standard AIX authentication uses the .rhosts file to provide this capability. While NIM 
functionality depends on its ability to remotely execute commands, some system environments require 
stricter authentication controls. Kerberos authentication provides a higher levei of authentication for 
executing remate commands on the system without disabling NIM's capabilities . 

Using NIM to lnstall Clients Configured with Kerberos 4 Authentication 
In AIX 4.3.3 and later, NIM can be used to install machines in an R8/6000 8P environment configured for 
Kerberos 4 authentication. Clients configured for Kerberos 4 authentication will contain a $HOME/.klogin 
file for the root user. This file will determine what ticket is required to allow remote command execution. 
The user must obtain the required ticket before attempting to execute remate commands through NIM. 

-Tile-NtM--master-aeettre-clients-must have--the IBM P.ara~lel System Support -Program for AIX 3.1 (or 
later) installed and configured . 

lf secure clients will be reinstalled with 808 (Base Operating 8ystem), the authentication methods on the 
NIM master should be set for both Kerberos 4 and 8tandard UNIX. Because NIM will not have configured 
Kerberos 4 on the client after the 808 is installed. NIM will therefore have to rely on a .rhosts file to 
guarantee that it can remotely execute commands on the client until the client can be configured with 
Kerberos 4 and made into a secure client. 

lf only software customization and maintenance will be performed, the NIM master must have its 
authentication methods set to match those of the clients. To manage secure clients, the r::naster win neeçJ 
authentication methods set to include 8tandard UNIX. ~ 

joJ -
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For more information on installing and configuring Kerberos 4, see the SP Administration Guide 
(GC23-3897) . 

Using NIM to lnstall Clients Configured with Kerberos 5 Authentication 

In AIX 4.3.2 and !ater, NIM can be used to instai! machines in an environment configured for Kerberos 5 
authentication. Clients configured for Kerberos 5 authentication will contain a $HOME/.k51ogin file for the 
root user. This file will contain an entry that specifies what host token is required to allow remote command 
execution. This entry uses the following form: 

hosts/hostname/self@cell 

The NIM master and ali secure clients must have DCE installed and configured at a levei greater than or 
equal to 2.2.1 . 

lf secure clients will be reinstalled with 80S, the authentication methods on the NIM master should be set 
for both Kerberos 5 and Standard UNIX. 8ecause the client will not have DCE or Kerberos 5 configured 
and running after the 80S is installed. NIM will therefore have to rely on standard rhosts to remotely 
execute commands on the client until it can be configured with Kerberos 5 and made into a secure client. 

lf only software customization and maintenance will be performed, the NIM master must have its 
authentication methods set to match those of the clients. To manage secure clients, the master will need 
authentication methods set to include Standard UNIX . 

Concurrency Control 

NIM installations can become overburdened when they are being performed on a large number of clients 
at the same time. This can be caused by network bandwidth or workload on the NIM servers. Users can 
ease the severity of this situation by controlling the number of clients installing at the same time . 

The concurrent and time_limit attributes can be used in conjunction with the bos_inst, cust, and 
alt_disk_install operations to contrai the number of client machines being operated on simultaneously 
from a client group. The concurrent attribute contrais the number of clients in a group that are processing 
a particular operation at one time. After a client finishes the operation, another client will initiate the 
operation one ata time. The time_limit attribute prohibits NIM from initiating an operation on any more 
clients of the group, after the specified time (in hours) has elapsed . 

From Web-based System Manager 
1 . Select the Machines container. 

2. In the contents area, select multiple targets. 

3. From the Selected menu, choose any of the following options: 

• lnstall Operating System 

• lnstaii/Update Software 

• Alternate Disk lnstall 

4. From any of those dialogs, select the NIM settings or Advanced button . 

5. In those dialogs, a section containing the Concurrency Contrais can be specified . 

Note: Web-based System Manager does not provide support for continuing after a failure or if the group 
of machines were individually selected and the time limit expired. The user must reselect the clients 
that failed or were not attempted and then reissue the command . 
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From SMIT 
The Concurrency Contrai attributes can be accessed from ali SMIT panels under the lnstall and Upda ~c~=-----­
Software menu and the Alternate Disk lnstallation menu . 

From the Command Line 
The concurrent and time_limit attributes can be used in conjunction with the bos_inst, cust and 
alt_disk_install operations. 

For example, to have the bos.games fileset installed on only five machines from the client group tmp_grp 
at one time, enter the following command: 
nim -o cust -a lpp_source=lpp_sourcel -a filesets=bos.games \ 
-a concurrent=S tmp_grp 

In this example, to BOS install only 10 clients from tmp_grp, using lpp_source, 1 pp_sourcel, and SPOT, 
spotl, with no other installs permitted after three hours have elapsed, enter the following command: 

nim -o bos inst -a lpp source=lpp sourcel -a spot=spotl \ 
-a concurrent=l0 -a ti~e_limit=3 tmp_grp 

Note: The Concurrency Controlled operation can complete and leave the group in one of the following 
states: 

214 

• Ali machines install successfully . 

• Some machines may fail the installation . 

• lf the time_limit attribute was used, time may have expired before the installation operation was 
complete. 

In the first situation, the group will revert to the state prior to the operation. In the second and third 
situations, the group will be left in a state that indicates some machines have completed and some 
have not. Problems with failing machines should be investigated. At this point, the user can 
continue with the machines that did not complete by rerunning the command on the group. 
Alternatively, the user can "reset" the group, which will set the group back to its state prior to the 
Concurrency Controlled operation. 
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Chapter 22. Advanced NIM Configuration Tasks 
This chapter describes the following procedures for performing advanced Network lnstallation Management 
(NIM) configuration tasks using the Web-based System Manager NIM application or the System 
Management Interface Tool (SMIT), as well as from the command fine: 

• "Removing Machines from the NIM Environment'' 

• "Creating Additional Interface Attributes" on page 216 

• "Defining /usr versus non-/usr SPOTs" on page 217 

• "Re-Creating SPOT Resources from Existing Directories" on page 218 

• "Defining an lpp_source on CD-ROM versus Disk" on page 219 

• "Establishing a Default NIM Route Between Networks" on page 219 

• "Establishing a Static NIM Route Between Networks" on page 220 

• "Recovering the /etc/niminfo File" on page 221 

• "Backing Up the NIM Database" on page 222 

• "Restoring the NIM Database and Activating the NIM Master'' on page 222 

• "Unconfiguring the NIM Master'' on page 223 

• "Booting Diagnostics" on page 223 

• "Booting in Maintenance Mode" on page 224 

• "Secondary Adapter Support" on page 226 

Removing Machines from the NIM Environment 

Removing a machine from the NIM environment can be done by removing the client information from the 
NIM database. 

Note: When a client is removed from the NIM environment, NIM attempts to remove the /etc/niminfo file 
from the client machine. However, the client fileset and rhost permission for the NIM master must 
be removed manually from the client system if such additional cleanup is desired. 

From Web-based System Manager 
1 . Select the Machines container. 

2. In the contents area, select a machine to remove from the NIM environment. 

3. From the Selected menu, choose Delete to remove the machine. 

From SMIT 
1. To remove a machine from the NIM environment, enter the smit nim_rmmac fast path . 

2. Select the machine to remove . 

3. 1-n the Elisplayee-eialO§ -fieles, -aceept the eefat:Jlts. 

From the Command Line 
To remove a machine from the NIM environment, enter: 

nim -o remove MachineName 

where MachineName is the name of the machine to be removed . 
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Creating Additional Interface Attributes 

The primary interface o r the first interface (if1) is created when the master is activated, and a sequence 
number is used to identify the additional interfaces (if2, if3, .. . ) in the machine object definition. To create 
an additional if attribute for the master object, use either Web-based System Manager, SMIT, or the nim 
-o change command operation . 

From Web-based System Manager 
1. Select the Machines container . 

2. In the contents area, select any machine (master, standalone, diskless, or dataless). 

3. From the Selected menu, choose Properties. The General page of the Machine Properties notebook 
for the selected machine displays . 

4. Select the NIM Interfaces tab . 

5. Follow the dialog instructions . 

From SMIT 
1. To create an additional if attribute, enter the smit nim_mac_if fast path. 

2. Select the Define a Network Instai! Interface option . 

3. Select the machine object name. In the example, this is mas ter . 

4. Enter the host name for the interface . 

5. Complete the network-specific information in the entry fields on the Define a Network Instai! Interface 
screen . 

Note: lf a NIM network does not already exist corresponding to the IP address of the host name 
specified for the interface, additional network information will be requested so the network can 
be defined . 

From the Command Line 
To create an additional if attribute for the master object, enter: 

For Token-Ring: 
nim -o change - a i fs eq_no= 'NetworkObj ectName AdapterHos tName \ 
AdapterHardwareAddress ' - a r ing_speedseq_no=Speed master 

For Ethernet: 
ni m -o change - a i fse q_no=' NetworkObjectName AdapterHos tName \ 
AdapterHardwareAddress ' -a cable_typeseq_no=Type ma ste r 

For FDDI : 
• nim - o change - a i fseq _n o= 'NetworkObjectName AdapterHostName 
• ----Adap-te+Har:dwar-eAddress ' _mas_te,_,_ _ _ _ 

• • • • • • • • • • 

For other networks: 
nim -o change - a i fs eq_no='NetworkObjectName AdapterHostName \ 
AdapterHardwareAddress' master 

Note: lf you do not kn ow the name of the NIM network to which the interface is attached or if a network 
corresponding to the interface has not been defined, use the find_net keyword and net_definition 
attribute as described in "Defining NIM Clients" on page 240 . 

In the example, the fo ll owing command is run : 
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nim -o change -a if2='Network2 srv1_ent O' -a \ 
cable_type2=bnc master 

With this syntax, another if attribute is created for the master, which tells NIM that the master has an 
Ethernet interface that uses a host name of srvl_ent, that the Ethernet adapter's hardware address is O 
(not used), and that the master connects to the Network2 network object. 

To display detailed information about the master which will now show the if2 attribute, enter: 

lsnim -1 master 

The command produces output similar to the following: 

mas ter: 
class 
type 
Cstate 
reserved 
platform 
serves 
serves 
comments 
Mstate 
prev state 
i fl -
master_port 
registration_port = 
ring speed1 
if2-
cable_type2 

machines 
mas ter 
ready for a NIM operation 
yes 
rs6k 
boot 
nim_script 
machine which controls the NIM environment 
currently running 
ready for a NIM operation 
Network1 server1 10005AA88399 
1058 
1059 
16 
Network2 Srv1 ent 02608c2e222c 
bnc 

Defining /usr versus non-/usr SPOTs 

A SPOT resource contains operating system files that are normally installed in the /usr file system of a 
machine. lf disk space is limited on a machine or a SPOT must be created quickly, it may be helpful to 
convert the machine's /usr file system to a SPOT instead of creating an entirely separate SPOT at a 
different location . 

lf the /usr file system of a machine is converted to a SPOT, additional software will be installed on the 
machine to provide support for machines with different hardware configurations. Most of the operating 
system files will already be installed on the system and will not be reinstalled when the SPOT is created . 

After a /usr file system is converted to a SPOT, ali software installation and maintenance operations on 
the machine should be performed using NIM on the /usr SPOT resource that was created. This will ensure 
that ali necessary SPOT operations are pertormed in addition to software installation or maintenance on 
the machine . 

From Web-based System Manager 
-r_ Select the Resources contairrer . 

2. From the Resources menu, select New Resource. 

3_ Follow the wizard instructions to create the SPOT resource . 

From SMIT 
1. To create a /usr SPOT, enter the smit nim_mkres fast path . 

2. Select the Resource Type . 

3. Type /usr in the Location of Resource field _ 

4. Supply the values or accept the defaults for ali other fields on this screen . 

Chapter 22 . Advanced NI M Configurftiorí~)asks . 217 -~ \ 

.., ~· t•i . 88 3 '~ 
Fls. No ,. 

Doe: ____ _ 



• • • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • 
:~ 
t 

• • • • • t 
t 
t 
t 

• • t 

From the Command Line 
To create a /usr-SPOT, enter: 

nim -o define -t spot -a server=ServerName \ 
-a location=/usr -a source=SourceName ResourceName 

Example: 

To convert the /usr file system on the machine, cl i entl, to a SPOT named usrspot using 1 ppsourcel as 
the source for additional installation images, enter: 

nim -o define -t spot -a server=clientl -a location=/usr \ 
-a source=lpp_sourcel usrspot 

Using the installp Command 
After you convert a /usr file system to a SPOT, it is not recommended that you use the installp command 
to instai! or maintain software on the machine serving the SPOT. The diskless and dataless clients and 
network boot images associated with the SPOT will not be updated by the installp command unless it is 
invoked using NIM's cust or maint operations. lf you need to use the installp command to instai! or 
maintain software on a /usr SPOT server, use the following steps: 

1. Ensure that ali NIM operations on the server and any clients associated with the SPOT are complete. 

2. Deallocate the SPOT from ali standalone clients . 

3. Run the installp command . 

4. Run the check operation on the SPOT after the installp command has completed: 
nim -o check -F usrSPOTName 

Note: The -F flag is required for rebuilding the boot images . 

5. lf this SPOT is being used to serve diskless or dataless clients, resynchronize ali diskless and dataless 
clients with the SPOT after the installp command completes by issuing the nim command with the 
sync_roots operation for the /usr SPOT: 

nim -o sync_roots usrSPOTName 

nim -o check -F usrSPOTName 

The cust and maint operations must be used to manage software installed on non-/usr SPOTs . 

Re-Creating SPOT Resources from Existing Directories 

Defining NIM resources from existing files and directories can usually be done by specifying the server 
and location attributes to the nim - o define command. SPOT resources take longer to define because 
software must be installed from installation images into the SPOT location. The nim -o command line 
interface always builds a SPOT from installation images. However, if a directory structure for a SPOT 
already exists from a prior creation, it is possible to call a NIM method directly to redefine the SPOT 

~ wj!hout reinstall~_ng ~ the sof!_w_a!_e ·~~~ ___ _ ___ -~ 

The need to define a SPOT from an existing SPOT directory typically arises only when it is necessary to 
rebuild the NIM database during system recovery . 

To define a SPOT from a directory that previously had a SPOT installed in it, use the following command: 

/ usr/ lpp/bos.sysmgt / nim/methods / m_m ks pot -o -a serve r=server \ 
-a l ocation=locat ion -a source=no spotname 

Example: 
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I 
A SPOT named spot1 was created on the NIM master in the /export/spot directory. Later, the N 
database became corrupted and has to be rebuilt. The SPOT files are still on the machine, but t 
must be redefined to NIM using the following command: 
/usr/lpp/bos.sysmgt/nim/methods/m_mkspot -o -a server=master \ 
- a location=/export/spot -a source=no spotl 

Defining an lpp_source on CD-ROM versus Disk 

Normally an lpp_source resource is created by copying installation images from installation media to the 
hard disk of the lpp_source server. lf disk space is limited on the server or if an lpp_source is needed 
quickly, you can use a directory mounted from CD-ROM installation media as the lpp_source . 

From Web-based System Manager 
1 . Select the Resources container . 

2. From the Resources menu, select New Resource . 

3. Follow the wizard instructions to create the lpp_source resource. 

Note: You can also define an lpp_source resource through the Configure NIM wizard, both when you are 
configuring your environment, and after configuration . 

From SMIT 
1. Mount the CO as a CDROM file system. The installation images can be found in the 

/usr/sys/inst.images directory under the mount point of the CDROM file system . 

2. To define the lpp_source using the directory of install images, enter the smit nim_mkres fast path . 

3. Specify the name of the machine with the CD-ROM as the Server. 

4. Specify CD_MountPoíntílsr/sys/inst.images as the location of the lpp_source, and leave the Source 
field blank . 

From the Command Line 
1. Mount the CO as a CDROM file system. The installation images can be found in the 

/usr/sys/inst.images directory under the mount point of the CDROM file system . 

2. Define the lpp_source using the directory of install images for the location attribute. Do not specify a 
value for the source attribute, since an existing set of images will be used. With the CO mounted at 
/cdfs on the NIM master, to define an lpp_source named cd _ images, enter: 

nim -o define -t lpp_source - a server=master \ 
-a location=/cdfs /usr/sys/in st . images cd_images 

Establishing a Default NIM Route Between Networks 

This procedure describes how to create default NIM routes for two Networks (for example , Networ kl and 

• • 
- --~·etworiô·)-. - - ----- -- ~ - ---

I 

• • • I 

• I 

• • 

From Web-based System Manager 
1 . Select the Networks container . 

2. In the contents area, select any network . 

3. From the Selected menu, choose Properties. The General page of the Properties notebook for the 
selected network displays . 

4. Select the NIM Routes tab . The NIM Routes page of the Properties notebook displays. 

5. Use the NIM Routes page to add the default route . 
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From SMIT 
1. To create default NIM routes, enter the smit nim_mkdroute fast path . 

2. In the displayed dialog fields, supply the values or accept the defaults. Use the help information and 
the LIST option to help you . 

From the Command Line 
To create a default NIM route for a network, enter: 

nim -o change -a routingseq_no='default Gateway' NetworkObject 

where defaul t is the reserved keyword used by NIM to indicate a default route, and Gateway is the host 
name (or IP address) of the interface that clients on NetworkObject use to contact other networks in the 
NIM environment. 

For example, to establish default NIM routes for Networkl and Network3, enter: 
nim -o change -a routing1='default gw1_tok' Network1 
nim -o change -a routing1='default gw1_fddi' Network3 

where gwl_ tok is the host name of the default gateway for machines on Networkl, and gwl_ fddi is the 
host name of the default gateway for machines on Network3. 

The detailed information for the network objects now shows the added default routes. To display the 
detailed information for the two networks, enter: 

lsnim -1 Network1 Network3 

which produces output similar to the following: 

Network1: 
class 
type 
net addr 
snm 
Nstate 
prev_state 
routing1 

Networ k3 : 
class 
type 
net addr 
s nm 
Nstate 
prev_sta te 

routingl 

= networks 
= tok 
= 9.101.1.0 
= 255.255.255.0 
= ready for use 
= ready for use 
= default gw1_tok 

= networks 
= fddi 
= 9.101.3.0 
= 255.255.255.0 
= ready for use 
= in formation is miss i ng f rom thi s 

object's definition 
= default gwl_fddi 

Establishing a Static NIM Route Between Networks 
- --------- - --------

This procedure describes how to create a static NIM route between two networks (for example, Networkl 
and Networ k3 ) . 

From Web-based System Manager 
1. Select the Networks container. 

2. In the contents area, select any network. 

3. From the Selected menu, choose Properties. The General page of the Properties notebook for the 
selected netwo rk displays. 

4. Select the NIM Routes tab . The NIM Routes page of the Properties notebook displays . 
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5. Use the NIM Routes page to add the static route . 

From SMIT 
1. To create a static NIM route, enter the smit nim_mkroute fast path . 

2. In the displayed dialog fields, supply the values or accept the defaults. Use the help information and 
the LIST option to help you . 

From the Command Line 
To create a static NIM route between two networks, enter: 

nim -o change -a routingseq_no='DestinationNetworkObject \ 
Gatewayl Gateway2' NetworkObject 

where Gatewayl is the host name of the interface that clients on NetworkObject use to get to 
DestinationNetworkObject, and Gateway2 is the host name that clients on DestinationNetworkObject use 
to get back to NetworkObject . 

For example, to establish a NIM route between Networkl and Network3, enter: 
nim -o change -a routingl='Network3 gwl_tok gwl_fddi' Networkl 

where gwl_tok is the host name of the gateway that machines on Networkl use to communicate with 
machines on Network3, and gwl_fddi is the host name of the gateway that machines on Network3 use to 
communicate with machines on Networkl. 

The detailed information for the network objects now shows the added routing attributes . 

To display the detailed information about the two networks, enter: 

lsnim -1 Networkl Network3 

The command produces output similar to the following: 

Networkl: 
class 
type 
net addr 
snm 
Nstate 
prev_state 
routingl 

Network3: 
class 
type 
net addr 
snm 

networks 
tok 
9.101.1.0 
255.255.255.0 
ready for use 
ready for use 
Network3 gwl_tok 

networks 
fddi 
9.101.3.0 
255.255.255.0 
ready for use Nstate 

prev_state information is missing from this object's 
de fi nit i on 

=- Net-workl gwl fddi --routingl 
~-- -------

Recovering the /etc/niminfo File 

The /etc/niminfo file , which resides on the master and running NIM clients , is required to run NIM 
commands and perform NIM operations. lf the /etc/niminfo file is accidentally deleted, you can rebuild the 
file. 
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From Web-based System Manager 
1. Select the NIM container. c r c 
2. From the NIM menu, select Advanced Configuration -> Rebuild Master Configuration File. P LD- r.. 

Note: The Configure NIM wizard will detect when you do not have a niminfo file, yet do have NIM 
database entries. The wizard queries whether it should rebuild the master configuration file . 

From the Command Line 
Enter the following command from the master to rebuild the file: 

nimconfig -r 

To rebuild the /etc/niminfo file from a running NIM client, enter: 

niminit -a master_port=PortNumber -a master=MasterHostName \ 
-a name=ClientMachineObjectName 

Backing Up the NIM Database 

To back up the NIM database, you will be prompted for the name of a device ora file to which the NIM 
database and the /etc/niminfo file will be backed up. The levei of the installed NIM master fileset will also 
be written to a file called /etc/NIM.Ievel and saved in the backup. A backup of a NIM database should only 
be restored to a system with a NIM master fileset which is at the same levei or a higher levei than the 
levei from which the backup was created . 

From Web-based System Manager 
1. From the NIM container, from the NIM menu, select Back Up Database. 

2. Use the dialog to specify the backup device or file. 

From SMIT 
To back up the NIM database, enter the smit nim_backup_db fast path . 

From the Command Line 
Save the following NIM files: 

/etc/niminfo 

/etc/objrepos/nim_attr 

/etc/objrepos/nim_attr.vc 

/etc/objrepos/nim_object 

/etc/objrepos/nim_object.vc 

t - -R-estori-ng the -NIM-9atabase-and-A(:-tivating-tl:le-NIM-Master-~ 

• • • • • • • • • t 

Note: A NIM database should only be restored to the same or !ater levei of NIM that was used for the 
backup . 

From Web-based System Manager 
1. From the NIM container, from the NIM menu, select Restare Database . 

2. Use the dialog to specify the restare device or file . 
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From SMIT 
To configure a NIM master from a NIM database backup, enter the smit nim_restore_db fast patH . 

From the Command Line 
Restare the files saved in "Backing Up the NIM Database" on page 222 . 

Unconfiguring the NIM Master 

This operation removes the NIM daemons from the system and removes ali configuration from the NIM 
database. The NIM master should only be unconfigured if the NIM environment isto be completely 
redefined or if the NIM master fileset is to be removed from the system . 

From Web-based System Manager 
1. From the NIM Container, from the NIM menu, select Unconfigure Environment. 

2. You have the option to back up the NIM database before starting the unconfigure action. 

From SMIT 
To unconfigure a NIM master, enter the smit nim_unconfig fast path . 

The SMIT screen will prompt you to first back up your NIM database before unconfiguring the NIM master . 

From the Command Line 
To unconfigure a NIM master, enter nim -o unconfig master . 

Booting Diagnostics 

Hardware diagnostics can be performed on ali NIM clients using a diagnostic boot image from a NIM 
server, rather than booting from a diagnostic tape or CD-ROM. This is useful for standalone clients, 
because the diagnostics do not have to be installed on the local disk. Diagnostic support comes from a 
SPOT resource . 

From Web-based System Manager 
1. Select the NIM container . 

2. In the contents area, select the standalone, diskless, or dataless machine you want to enable for 
diagnostics boot. 

3. From the Selected menu, choose Troubleshooting - > Enable Diagnostic Boot. 

4. Use the dialog to select a SPOT resource from which to boot. 

From SMIT . - - - - ---------

• • 
lnit iating the diag Operation from the Client 
1. Enter the smit nim_client_op fast path . 

2. Select the diag operation from the displayed list of operations . • • • 
lnit iating the diag Operation from the Master 
1. Enter the smit nim_mac_op fast path . 

2. Select the machine object. 

• 3. Select the diag operation from the list of operations . 

• • I 

• 
r , , v 
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From the Command Line 
To perform the diag operation from the client, enter: 

nimc1ient -o diag -a spot=SPOTName 

To perform the diag operation from the master, enter: 

nim -o diag -a spot=SPOTName MachineObjectName 

Verifying the diag Operation 
After you have enabled the client to perform a diagnostic boot, you can verify the success of the operation 
by querying the client's contra! state (Cstate) . 

On the client, enter: 

nimc1ient - 1 - 1 ClientMachineObjectName 

On the master, enter: 
1snim -1 ClientMachineObjectName 

lf the operation is successful, output similar to the following is displayed: 

Cstate = Diagnostic boot has been enab1ed 

For the client to boot the diagnostics, you need to reboot the client. lf it is a diskless or a dataless client, 
you have already defined a network adapter as the default boot device (BOOTP request), sono additional 
action is required. For a standalone machine, the boot list for normal boot lists the hard disk as the 
primary boot device, so you must follow the procedure described in "Booting a Machine Over the Network" 
on page 323 . 

Loading Diagnostics without the diag Operation 

In addition to using the procedure in the previous section, diskless and dataless clients have another way 
of loading diagnostics from the network. You can boot a diskless or dataless client from the network the 
same way you do for normal use, but with the machine's key mode switch in the Service position. lf the 
client's key mode switch is in the Service position at the end of the boot process, hardware diagnostics 
from the server's SPOT are loaded. lf a standalone client boots with the key mode switch in the Service 
position, the diagnostics (if installed) are loaded from the hard disk . 

Booting in Maintenance Mode 

lf you need to perform maintenance on a standalone machine that is not part of the NIM environment, the 
system must be booted from a bootable tape or CD-ROM. This may require connecting an externai device . 
lf the machine is part of a NIM environment, you can enter maintenance mode directly by enabling the 
maint_boot operation for a NIM standalone machine . 

- - ---- ----- - ----
From Web-based System Manager 
1 . Select the Machines container . 

2. In the contents area, select a target standalone machine you want to enable for maintenance boot. 

3. From the Selected menu, choose Troubleshooting - > Enable Maintenance Boot. 

4. Use the dialog to select a SPOT resource from which to boot. 
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From SMIT 

lnitiating the maint_boot Operation from the Client 
1. Enter the smit nim_client_op fast path . 

2. Select the maint_boot operation . 

3. Select the SPOT to be used for the operation. 

4. Press Enter to enable the client for maintenance boot. 

ln itiating the maint_boot Operation from the Master 
1. Enter the smit nim_mac_op fast path. 

2. Select the client's machine object. 

3. Select the maint_boot operation. 

4. Select the SPOT to be used for the operation . 

5. Press Enter to enable the client for maintenance boot. 

From the Command Line 
To issue the maint_boot operation from the client, enter: 

nimc1ient - o maint_boot -a spot=SPOTNAME 

To issue the maint_boot operation from the master, enter: 
nim -o maint_boot -a spot=SPOTNAME CLIENT 

To verify that the maintenance boot operation worked: 

1 . On the client, enter: 

nimc1ient - 1 - 1 ClientMachineObjectName 

2. On the master, enter: 
1snim -1 ClientMachineObjectName 

lf the operation was successful, the client's Cstate output will look similar to the following: 

Cstate = maintenance boot has been enab1ed 

For the machine to boot into maintenance mode, follow the procedure for issuing the BOOTP request from 
the client. See "Booting a Machine Over the Network" on page 323 for more information about initiating a 
BOOTP request. 

Using Maintenance Mode 

After successfully booting and defining the console, the System Maintenance menu is displayed. The 
maintenance menu options and their descriptions are described below. For more information about 
maintenance mode, see "Accessing a System That Does Not Boot" on page 14 7. 

--- ---- ---------- -
Access a Root Volume Group This option allows you to activate the root volume group and start 

the maintenance shell with a full set of commands. 
Copy a System Dump to Removable Media This option allows you to copy a previous system dump to externai 

media . 
Access Advanced Maintenance Function This option allows you to start a maintenance shell with a limited 

set of commands . 
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Secondary Adapter Support 
Previously, during a NIM rte 808 installation operation, only the network adapter and interface used 
during 808 installation were configured . Using NIM secondary adapter definitions you can have additional 
network adapters and interfaces configured during a 808 installation or customized installation . 

The nimadapters command parses a secondary adapter stanza file to build the files required to add NIM 
secondary adapter definitions to the NIM environment as part of an adapter_def resource. The 
nimadapters command does not configure secondary adapters. The actual configuration takes place 
during a nim -o bos_inst operation ora nim -o cust operation that references the adapter_def resource . 

The secondary adapter stanza file is processed by the nimadapters command and turned into a file that 
contains one stanza for each secondary adapter or interface on the NIM client. During a 808 installation, 
NIM processes this information and converts it into options and parameters that the mktcpip2 command 
can process. lf a secondary adapter is already configured in the requested manner, NIM does not 
reconfigure the secondary adapter. 

Note: Before using the nimadapters command, you must configure the NIM master. For information on 
configuring the NIM master, reter to "Configuring the NIM Master and Creating Basic lnstallation 
Resources" on page 174. 

Secondary Adapter File Rules 
The format of the secondary adapter file must comply with the following rules: 

• After the stanza header, follow attribute lines of the form: Attribute = Value 

• lf you define the value of an attribute multiple times within the same stanza, only the last definition is 
used. 

• lf you use an invalid attribute keyword, that attribute definition is ignored . 

• Each line of the file can have only one header or attribute definition . 

• More than one stanza can exist in a definition file for each machine host name. 

• Each stanza for a machine host name represents a secondary adapter definition on that NIM client. No 
two secondary adapter definitions for the same machine host name can have the same location or 
interface_name. There should be only one definition per adapter or interface on a given NIM client. 

• lf the stanza header entry is the default keyword, this specifies to use that stanza for the purpose of 
defining default values . 

• You can specify a default value for any secondary adapter attribute. However, the netaddr and 
secondary_hostname attribute must be unique. Also, the location and interface_name must be 
unique on a NIM client. 

• lf you do not specify an attribute for a secondary adapter but define a default value, the default value is 
used. 

• You can specify and change default values at any location in the definition file . After a default value is 
set, it applies to ali definitions following it. 

-----• +e--tillA-Gff a defa~~wing-mac~ns,...do .not-se.t-the .atttibute value.in a defauU 
stanza. 

• To turn off a default value for a single machine definition, do not set the attribute value in the machine 
stanza. 

• You can include comments in a client definition file . Comments begin with the # character. 

• When parsing the definition file for header and attribute keywords and values , tab characters and 
spaces are ignored. 

Note: 
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Secondary Adapter File Keywords 
The secondary adapter file uses the following keywords to specify machine attributes: 

Required Attributes 
machine_type = secondary 

Specifying the machine_type attribute as secondary clearly distinguishes the nimadapters input 
from nimdef input. lf a secondary adapters file is mistakenly passed to the nimdef command, the 
error can be detected. 

netaddr 
Specifies the network address for the secondary adapter. 

network_type = en I et I sn I ml 
Specifies the type of network interface, which can be one of en, et, sn, or ml. 

subnet_mask 
Specifies the subnet mask used by the secondary adapter. 

Optional Attributes 
attributes 

Blank-separated list of interface attributes and values. For example, Attribute1=Va/ue1 
Attribute2= Value2. To see the list of attributes that can be set for the requested interface, run the 
command lsattr -E -1 lnterfaceName. 

cable_type 
Specifies the cable type (optional if network_type is en or et). 

comments 
Specifies a comment to include in the secondary adapter definition. Enclose the comment string in 
quotation marks. 

interface_name 
Specifies the name of the network interface for the secondary adapte r (for example, en1, snO, 
miO). Do not specify both Jocation and interface_name. 

Note: The interface_name must be consistent with the network_type. 

Jocation 
Specifies the physical location of the adapter corresponding to this network interface. Do not 
specify both the Jocation and interface_name attributes. 

Note: Except for the multilink pseudo-device, use of the location attribute is highly recommended . 
lf the location attribute is not specified and the user adds multiple adapters or adds an 
adapter at the same time that the operating system is reinstalled , the adapter and network 
interface names might be reassigned by the operating system in unexpected ways. 

media_speed 
Specifies the media speed JQQtional if network type is e_n o r~ _ 

secondary _hostname 
Host name to save in the /etc/hosts file with the netaddr attribute. This host name is not set 
using the hostname command or uname -S command. 

Secondary Adapter File Stanza Errors 
A secondary adapter stanza causes an error under any of the following conditions: 

• The host name that was used in the stanza header for the definition cannot be resolved. 

• A required attribute is missing. 

• An invalid value was specified for an attribute. 
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• An attribute mismatch occurs. For example, if the network_type is not en or et, you cannot specify 
cable_type=bnc o r media_speed=1 OOO_Fuii_Duplex. 

• The stanza contains both a location attribute and an interface_name attribute. 

• Secondary adapter definitions occur multiple times for the same adapter location and the same host 
name. 

• Secondary adapter definitions occur multiple times for the same interface_name and the same host 
name. 

lf a secondary adapter stanza is incorrect, the errors are reported, the stanza is ignored, and the following 
input is processed without regard to the incorrect stanza. 

Example Secondary Adapter File 
The following is an example of a secondary adapter file: 

# Set default values. 
default: 

machine_type = secondary 
subnet_mask = 255.255.240.0 
network_type = en 
media_speed = 100_Full_Duplex 

# Define the machine "labl" 
# Take all defaults and specify 2 additional attributes. 
# Unlike the case of the client definitions that are input to the 
# nimdef command, the secondary adapter definition includes at least 
# one required field that cannot be defaulted. 
labl: 

netaddr = 9. 53.153.233 
location = P2-Il/El 

# Change the default "media_speed" attribute . 

default: 
media_speed = 100_Half_Duplex 

# define the machine "testl" 
# Take all defaults and include a comment. 
testl: 

comments = "This machine is a test machine." 

Examples 
1. To preview the client definition file secondary_adapters.defs, type: 

nimadapters -p -f secondary_adapters.defs adapter_def 

2. To add the NIM secondary adapters described in the secondary adapters definition file 
secondary_adapters.defs, type: 
nimadapters -d -f secondary_adapters.defs adapter_def 

3. To define the NIM secondary adapters for a client called pilsner, type: 

nimadapters -d \ 
-a info="en,P2-Il/El,N/A , l000_Full_Duplex,9.53.153 .233, 255.255.254.0" \ 
-a client=pilsner adapter_def 
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Chapter 23. Additional NIM Topics 

This chapter describes Network lnstallation Management (NIM) topics that are not part of the usual 
installation procedures. 

The following topics are included: 

• "NIM Master Management Tasks" 

• "NIM Name Resolution" on page 231 

• "Booting a FDDI Interface Over a Router'' on page 231 

• "Default Paging Space During BOS lnstallation Through NIM" on page 232 

• "Migrating Diskless and Dataless Clients and NIM SPOTS" on page 232 

• "Defining the NIM Environment Using the nimdef Command" on page 233 

• "Name Requirements for NIM Object Definitions" on page 233 

• "lnteracting with the Dynamic Host Configuration Protocol" on page 233 

• "Creating File Resources in the root Directory" on page 233 

• "Restricting NIM Client Resource Allocation" on page 234 

• "Preventing Machines from Adding Themselves as Clients" on page 234 

• "Disabling Client CPU ID Validation" on page 235 

• "Exporting NIM Resources Globally" on page 235 

• "Creating Network Boot lmages to Support Only the Defined Clients and Networks" on page 236 

• "Updating a Spot with New Device Support for a New Levei of AIX" on page 237 

• "Tuning Client-Request Processing" on page 237 

NIM Master Management Tasks 
The following tasks can be performed on the NIM master: 

• "Deactivating the NIM Master and Removing the NIM Master Fileset" 

• "lncreasing the Number of Hosts to Which NIM Can NFS-Export a Resource" on page 230 

• "Controlling the Asynchronous Behavior of NIM Operations" on page 230 

• "Suppressing Output from NIM Operations" on page 230 

• "Reducing Space Requirements for NIM Resources" on page 231 

Deactivating the NIM Master and Removing the NIM Master Fileset 

After the NIM master fileset has been installed, the master activated, and the master object defined in the 
NIM database, this object, and hence the master fileset itself, cannot be removed. The master must be 
deactivated before the NIM master fileset can be removed. 

To deactivate the master using Web-based System Manager, see "Unconfiguring the NIM Master" on 
page 223. 

To use the command line to deactivate the master and remove the NIM master fileset, enter: 

nim -o unconfig master 
in sta llp -u bo s.sysmgt .n im . master 
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lncreasing the Number of Hosts to Which NIM Can NFS-Export a 
Resource 

By default, when NIM exports a file or directory through NFS during resource allocation, it creates an entry 
in the /etc/exports file granting the target host both client mount access and root access for root users. As 
a result, when exporting to numerous clients, the limit on the length of a line in the exports file (32767 
characters) may be exceeded, resulting in failure. 

NIM provides an option to decrease the line length of an allocation entry in an NFS exports file by 
approximately one-half, effectively permitting files to be allocated to a greater number of hosts. This action 
has the side effect of increasing the number of machines permitted in a NIM machine group. NIM achieves 
this by only granting root access to allocation target hosts. The client mount access list is not created, 
which allows any machine to mount the resource, but still restricts root access to NIM clients only. NFS 
permits no more than 256 host names in a root exports file entry . 

To enable this mode of operation, set the restrict_nfs_exports attribute to no on the master's NIM object. 
Use the change operation as follows: 

:~ 
nim -o change -a restrict_nfs_exports=no master 

To restare client mount access restrictions, set restrict_nfs_exports to yes with the change operation. 
~ 
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For information about how to export NIM resources globally, see "Exporting NIM Resources Globally" on 
page 235 . 

Controlling the Asynchronous Behavior of NIM Operations 

Certain NIM operations are asynchronous, meaning that NIM master might initiate the operation on the 
client, but does not wait for the operation to finish. The reason for this asynchronous behaviour is because 
the NIM operation running on the client is typically time-consuming. An example of an asynchronous 
operation is the bos_inst operation. Examples of synchronous operations are the cust, maint, and 
lppchk operations on a single machine target. However, these operations, when applied to members of a 
machine group, are asynchronous. The nim command initiates these operations on each member of the 
group without waiting for the operation to finish. 

:~ 

lf desired, the asynchronous behavior of the cust, maint, and lppchk operations can be controlled by 
setting the async attribute on the command line. For example, to ensure that the execution of a 
customization script identified by the NIM resource se ri ptl is executed completely on a given member of 
the group MacGrpl before initiating execution of the script on the next member of the group, enter the 
following: 
nim -o cust -a scr i pt=scr ip t l -a async=no MacGrpl 

~ 
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To force the master to not wait for the customization operation to finish when running the script on 
machine St anda 1 anel that is not part of a machine group, enter: 

---mm-=-n-cost~s-crtpt-=s-crtpti- - a asy 11 c-yes 5-t-a-n-cl-a-ttmcl---- - - --

Suppressing Output from NIM Operations 

By default, progress messages are displayed by the nim command operating on machine groups to inform 
the user of how much processing remains. Similarly, the output from the installation and customization 
programs invoked by the cust and maint operations on SPOTs and machines is also displayed. This 
output can be suppressed by setting the show_progress attribute to no on the command line. For 
example , to indicate to NIM not to display output from the installp command when updating the machine 
Stand a 1 one 1 with software from the lpp_source named i mages 1, ente r the following command: 

- r 

' -r 
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nim -o cust -a show_progress=no -a lpp_source=imagesl \ 
-a fixes=update_all Standalonel 

Reducing Space Requirements for NIM Resources 

lt is not unusual for resources such as the SPOT and lpp_source to take severa! hundred megabytes of 
storage space on a NIM server. By creating /usr SPOTs and defining CO-ROM file-system directories as 
lpp_sources, space consumption can be reduced significantly on resource servers. 

A /usr SPOT can be created from the /usr file system of the NIM master or any NIM client. The AIX 
system files for the BOS are already installed, so only software for additional device support will be added 
to the system. The resulting system ultimately has more software installed on it than it needs to run, but 
far less disk space is used than otherwise would have been, had a non-/usr SPOT been created on the 
same system. For more information on creating /usr SPOT resources, see "SPOT (Shared Product Object 
Tree) Resource" on page 260 and "Defining /usr versus non-/usr SPOTs" on page 217. 

A directory on the AIX product CD can be mounted and defined as an lpp_source, eliminating the need to 
copy installation images to the hard disk of a resource server. The defined lpp_source contains ali the 
images available on the CO, but the CO must remain mounted at the server for the lpp_source to be 
usable in NIM operations. For more information about using a CO-ROM file system as an lpp_source, see 
"Defining an lpp_source on CD-ROM versus Oisk" on page 219. 

NIM Name Resolution 

NIM relies on standard AIX library routines to perform name resolution. lf a network environment uses 
multiple sources for name resolution, NIM will resolve host names by querying the sources in whatever 
order is specified for the system. For example, if a system is configured to resolve host names by first 
querying NIS, then BIND/ONS, then a local/etc/hosts file, NIM will also follow that order when resolving 
client host names. 

Problems may result if the NIM master and the NIM clients use different orders when querying sources for 
name resolution. Problems may also arise if a name service is available to one machine but not to 
another, causing different name resolution sources to be used. 

Note: Mixing BIND/DNS, which is not case-sensitive, with NIS, which is case-sensitive, may result in 
problems . 

lt is possible to override the default system-wide arder that AIX and NIM use when querying sources for 
host name resolution . This can be dane by setting the NSORDER environment variable in the environment 
where NIM commands are being run. For example, to configure the environment to query NIS first, then 
BINO/ONS, then a local/etc/hosts file, type the following on the command line where NIM operations are 
being run : 
expo r t NSORDER=ni s, bind , local 

t· - - - - For more infor mation on TCP/IP name resolution , reter to ATI\ 5LVer;Sion 5.2--system Management GU7ãe: 
t Communications and Networks. 

~ 
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Booting a FDDI Interface Over a Router 

Boot over a router on a FODI interface only if the router supports all-route broadcast. Booting over a router 
that does not support all-route broadcast on a FODI interface may fail due to known limitations of these 
router types . 

r r-
t \ \ I • · · 
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Default Paging Space During 805 lnstallation Through NIM 

In AIX 4.3 or later, default paging space is set by the BOS installation process when installing through 
NIM. Oefault paging space is set by the BOS installation process, if the following conditions are met: 

• The method of installation is overwrite . 

• Neither an image_data resource nor an image.data file on the diskette is specified for the installation . 

• The source of the BOS image is not a mksysb image. 

• The source of the BOS image is a SPOT, and the default image.data file contains more than one entry 
for paging. This file is located at: 

(spot_location)/lpp/bosinst/image_template 

• The source of the BOS image is a SPOT, and the LPs value for the single paging entry is set to the 
default value of 16 . 

The default paging size is calculated from the smaller value of optimal_ps and recommended_ps where: 

:~ 
RAM = amount of memory on the target system measured in megabytes (MB). 

optimal_ps = maximum between RAM and (0.2 size of rootvg) 

IF COE (Common Oesktop Environment) is installed, recommmended_ps = 

- amount of RAM is less than 32 MB, then recommended_ps = 3 * RAM 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
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- amount of RAM is 32 MB or more, then recommended_ps = RAM + 64 MB 

IF COE (Common Oesktop Environment) is not installed, recommmended_ps = 
- amount of RAM is less than 32 MB, then recommended_ps = 2 * RAM 

- amount of RAM is 32 MB or more, then recommended_ps = RAM + 32 MB 

The default paging space set by this process is never greater than 512 MB . 

Migrating Diskless and Dataless Clients and NIM SPOTS 

Migration to a new release of AIX is not supported for diskless and dataless clients. Also, migration of a 
SPOT that is not a converted /usr file system is not supported . 

After migrating a machine that is a SPOT server to a new release of AIX, you must remove and redefine 
the SPOT in order to also bring it to the new AIX levei. 

·~ • 

To remove and redefine the SPOT, enter: 

nim -o remove SPOT_name 
nim -o define -t spot -a location=SPOTDirectory \ 
-a server=SPOTServer -a source=SPOTSource SPOTName 

• A /usr SPOT served by a client in the NIM environment can be reinstalled with a new levei of AIX using 
the migration procedure , but the SPOT object must be removed and then redefined after the migration 

---c ompletes. Any diskless or-dataless clientsservea by that SPUl!TlUstoerefrliflalizeã.lõ- reTnifialize 
diskless and dataless clients after migrating a /usr SPOT server, deallocate, then reallocate the root 
resources, and then perform the dtls_init or dkls_init operation accordingly. 

To reinitialize diskless and dataless clients, enter: 

nim -o rese t -F ClientName 
nim -o deallocate -a root=RootResourceName ClientName 
ni m -o al locate -a root=RootResourceName ClientName 
nim -o dkls_init ClientName 
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Attention: Any customization that was done previously will be erased, because deallocating the r 
resource will delete ali the files in the root directory. 

Defining the NIM Environment Using the nimdef Command 

.~ 

-~-0-
,'\ 

The nimdef command assists administrators when defining complex NIM environments and adding large 
numbers of client machines. 

The nimdef command solves a common usability problem when defining large NIM environments. 

Regardless of how well a NIM environment is understood, it can be a very time-consuming process to 
execute ali the commands necessary to define it. lf NIM could process a simple definition file for 
configuration of the NIM environment, a great deal of time could be saved that would otherwise be spent 
defining each network and machine manually. 

The nimdef command reads a definition file for input. The definition file is in a structured stanza format. 
Each stanza describes a machine that will be added to the NIM environment. lncluded in the stanza is 
information about the machine's network adapter and routing configuration. Based on the supplied 
information, the nimdef command can determine the remaining information needed to define both 
networks and machines in the NIM environment. 

For more information, see the nimdef command. For a sample definition file for the nimdef command, see 
Chapter 25, "Sample Files", on page 285. 

Name Requirements for NIM Object Definitions 

The name that you give a NIM object wilf be used in ali future operations involving that object. This name 
must be unique among NIM objects, and it must adhere to certain restrictions: 

• lt must have between 1 and 39 characters. 

• Valid NIM name characters include the uppercase and lowercase letters of the alphabet, the numbers 
0-9, and the underscore character. 

• lnvalid NIM name characters include the dot character, ali shell metacharacters, ali file system 
metacharacters, and ali regular expression metacharacters. 

lnteracting with the Dynamic Host Configuration Protocol 

Select your NIM master to be the same system as the Dynamic Host Configuration Protocol (DHCP) 
server when using NIM in an environment that uses DHCP. Use host names whenever possible when 
defining NIM machine objects. 

For more information, reter to DHCP and Network lnstallation Management (NIM) lnteractions and 
Suggestions in A/X SL Versíon 5.2 System Management Guíde: Communícatíons and Networks. 

Creating File Resources in the root Directory 

Due to a limitation in NFS, file resources, such as bosinst_data and script resources cannot be created 
in the root directory ("/") of a resource server. 

t ". r 
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Restricting NIM Client Resource Allocation 
NIM provides client machines with the capability of allocating and using any resource in the NIM 
environment. In some tightly controlled NIM environments, administrators may not want clients to be able 
to access ali resources at ali times. To contrai client-resource allocation, a NIM administrator can use the 
client_alloc attribute. The restrictions placed by the client_alloc attribute will prevent clients from 
allocating and using resources, but the NIM master will continue to have the full capability of performing 
operations on clients. 

Note: This task is not supported by Web-based System Manager . 

From SMIT 
NIM client-allocation restrictions can be changed from the SMIT interface by typing the SMIT fast path: 

smit nim control alloc - -

From the Command Line 
To restrict ali clients from being able to use any resources, set the attribute client_alloc=no on the NIM 
master: 

nim -o change -a client_alloc;no maste r 

To restrict a particular client from being able to use any resources, set the attribute client_alloc=no on the 
client: 

nim -o change -a client_alloc;no clientname 

To restrict ali clients from being able to use a particular resource, set the attribute client_alloc=no on the 
resource: 

nim -o change -a client_alloc;no resaurcename 

To lift the restrictions on client-resource allocation, remove the client_alloc attribute by setting it to yes for 
the applicable object: 

nim -o change -a client_alloc;yes master 
nim -o change -a client_alloc;yes clientname 
nim -o change -a cli ent_alloc;yes resaurcename 

Preventing Machines from Adding Themselves as Clients 
Machines may add themselves as clients in NIM environments by using the niminit command and 
specifying the hostname of a NIM master. In some environments, administrators may want total contrai 
over which machines are added as clients of their masters. To prevent clients from adding themselves to a 
NIM environment, an administrator can use the client_reg attribute . 

• Note: This task is not supported by Web-based System Manager. 

rróin -SMIT - - ----- - -----

• The option to allow clients to add themselves to a NIM environment can be changed from the SMIT 
• interface by typing the SMIT fast path : 

smi t ni m_cli ent_reg 

From the Command Line 
To prevent machines from adding themselves as clients in a NIM environment, set the attribute 
client_reg=no on th e NIM master: 

nim - o change -a cl ient_reg ;no master 
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To allow machines to add themselves as clients of a NIM master, remove the client_reg attribute b 
setting it to yes on the master: 

nim -o change -a client_reg=yes master 

Disabling Client CPU ID Validation 
The CPU ID of a NIM client is stored in the NIM database so that the master can perform verification that 
NIM client commands are coming from the machines that were originally registered as clients. A NIM 
administrator would not want this CPU ID validation to be performed in the following situations: 

• When the hardware of a client machine is changed, giving the client a new CPU ID. 

• When a single client definition is used to install different machines, as on a preinstall assembly line. 

From Web-based System Manager 
To enable or disable NIM client CPU 10 validation from the NIM application: 

1. From the NIM menu, select Advanced Configuration -> Control Client CPU ID Validation. 

2. Use the dialog to complete the task. 

From SMIT 
Manage the client CPU 10 validation from the SMIT interface by typing the SMIT fast path : 

smit nim_cpuid_validate 

From the Command Line 
Client CPU 10 validation can be managed on the NIM master by using the validate_cpuid attribute. 

To disable client CPU 10 validation, set the attribute validate_cpuid=no on the NIM master: 

nim -o change -a validate_cpuid=no master 

To perform client CPU 10 validation, remove the validate_cpuid attribute from the master by setting it to 
"yes": 

nim -o change -a validate_cpuid=yes master 

Attention: The value of the validate_cpuid attribute should not be changed while operations are being 
performed on NIM clients because it could potentially disrupt client communications for active machines. 

Exporting NIM Resources Globally 
When resources are allocated for use during NIM operations, they are NFS-exported to the client 
machines where the operations will be performed. lf operations are performed simultaneously on many 
different clients, the /etc/exports and /etc/xtab files may become very large on the resource servers. This 
may cause size limits to be exceeded in the files, and it may also negatively affect NIM performance as 
the files are locked and modified for each resource allocation or deallocation . 

---- - ----------------------
In environments where administrators are not concerned about who has access to the NIM resources, they 
may set an option to globally export the resources and thereby eliminate the repeated updates to the 
/etc/exports and /etc/xtab files . The only resources that may not be globally exported are those that are 
used exclusively by diskless and dataless clients. The global export of a NIM resource will make it 
readable by any machine in the network, not just those in the NIM environment. The resource will be 
globally exported as long as it is allocated to any client. When the resource is deallocated from ali clients, 
it is unexported. 
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From Web-based System Manager 
To enable or disable global export of NIM resources from the NIM application: 

1. From the NIM menu, select Advanced Configuration -> Export NIM Resources Globally. 

2. Use the dialog to complete the task. 

From SMIT 
To manage global exporting of NIM resources from the SMIT interface, type the SMIT fast path: 

smit nim_global_export 

From the Command Line 
Global exporting of NIM resources for use by clients can be managed with the global_export attribute. 

To enable global exporting of NIM resources, set the attribute global_export=yes on the NIM master: 
nim -o change -a global_export=yes master 

To disable global exporting of NIM resources, remove the global_export attribute from the master by 
setting it to no: 

nim -o change -a global_export=no master 

Do not change the enablement and disablement of global exports when there are resources allocated to 
clients because this could lead to situations where resources are exported with incorrect permissions. Ali 
NIM operations should be completed and resources deallocated before any attempts are made to change 
the global_export value. lf resources are currently allocated to clients, the nim command will fail to 
change the global_export value. 

Creating Network Boot lmages to Support Only the Defined Clients 
and Networks 
When a SPOT resource is created, network boot images are created in the /tftpboot directory to support 
certain NIM operations. 

NIM only creates network boot images to support clients and networks that are defined. lf a new client is 
defined and there is no network boot image already created for it in the environment, then the boot image 
will not be created until either the SPOT is allocated to the client or a check operation is performed on the 
SPOT to rebuild the boot images. 

When clients are removed from the NIM environment, boot images are not automatically removed . To 
remove boot images that are no longer necessary for a NIM environment, the list of required 
machine-network combinations in the environment must be rebuilt. The boot images must then be rebuilt 
for each SPOT. 

1 
__ Er_om_We_b-based System Manager 

To limit or enable boot image creation .according to whether the interface is defined from the Web-based 
System Manager application: 

1. From the NIM menu, select Advanced Configuration - > Control Network Boot lmage Creation. 

2. Use the dialog to complete the task. 

From SMIT 
To manage the creation of boot images from the SMIT interface, type the SMIT fast path : 

smit nim_control_boot 
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From the Command Line 
To rebuild the list of machine types and networks that must be supported by network boot images in the 
NIM environment, perform a change operation on the NIM master with the if_discover=yes attribute: 

nim - o change - a if_discover=yes master 

To rebuild network boot images from a SPOT, perform a check operation on the SPOT with the force 
option: 

nim -Fo check spot_name 

lf an administrator prefers to have NIM always create ali possible boot images from the SPOT resources, 
the if_prebuild=yes attribute can be specified on the master: 

nim -o change -a if_prebuild=yes master 

To return NIM to the behavior of creating only the boot images that are required for the environment, 
remove the if_prebuild attribute from the master by setting it to "no": 

nim -o change -a if_prebuild=no master 

Updating a Spot with New Device Support for a New Levei of AIX 

A NIM SPOT may be updated from on~ levei of AIX to another using the update_all option of the NIM 
cust operation. This process will update ali current SPOTs with the latest levei of code on the installation 
media. However, this process will not automatically install new software packages or device drivers from 
the installation media. 

Machines in the NIM environment that are being upgraded to a new levei of AIX require that new 
applicable device support be updated for any existing NIM SPOTs intended to support network boot and 
installation. This must be done after the SPOT is updated to the new levei of AIX. 

The new device support can be installed in the SPOT using NIM's cust operation, specifying the desired 
device-specific filesets in an installp_bundle resource or by using the filesets attribute. Alternatively, a 
fileset name of devices can be specified as the value of the filesets attribute to install ali devices on the 
installation media. For further details about the cust operation, see "cusf' on page 272 . 

Tuning Client-Request Processing 

For large installation environments, NIM can be scaled to support anywhere from 20 to 150 client requests 
simultaneously. NIM scaling is done by enabling the multithreaded option on the nimesis daemon. The 
multithreaded option provides better handling of the volume of client information change requests and 
client state changes. Without the use of the multithreaded option, the NIM master can become overloaded 
by activity on the NIM database and the number of active processes, resulting in simultaneous failures 
during the installation of a large number of client machines . 

ta----------=fThltei'I01nrntu-ffltti1itrhh-N>creaded--nimesis daemoo-will serialize and buffer NIM client requests to protect the-1'>1-~M -mas-ter- -
I from process overload, without causing significant performance degradation. The user must understand 

that many of the client information changes will not be reflected in the NIM database. The most recent 
f information changes for any client, however, are eventually processed. Debugging of failed or hung clients 
I will not be adversely affected . 

• • • • • • t 

The number of threads assigned to this daemon determines how many simultaneous NIM client requests 
can be handled in the NIM environment. Because most of the NIM client requests are processed rapidly, it 
is not necessary to have one thread for every client installing. The number of threads needed to support 
the activities in a NIM environment is dependent upon several items. The following should be considered 
when determining the number of threads : 
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• Number of clients that will be operated on at the same time 

• Processing capacity of the NIM master machine 

• What type of operations are planned 

In general, one thread can support two to four clients that are installing BOS at the same time. For 
example, when installing 150 machines, 50 to 75 threads is sufficient. The number of threads is highly 
dependent on the processing power of the NIM master machine, and slower master machines may require 
more threads . 

For smaller NIM environments, enabling the multithreaded daemon can monopolize system resources on 
the master that will not be used. For example, when installing 50 machines simultaneously, 20 to 25 
threads or even the single-threaded daemon would suffice . 

Note: The multithreaded option alone will not allow more machines to be installed simultaneously. The 
multithreaded option should be used in conjunction with global export of NIM resources, distribution 
of NIM resources throughout the NIM environment, anda network environment capable of handling 
a large volume of throughput. 

From SMIT 
To tune client-request processing from the SMIT interface, type the SMIT fast path: 

smit nim_tune_nimesis 

From Web-based System Manager 
To tune client-request processing from the NIM application: 

1. From the NIM menu, select Advanced Configuration-> Tune Client Request Processing . 

2. Use the dialog to complete the task. 

From the Command Line 
The max_nimesis_threads attribute can be used to tune client-request processing. To enable the 
multithreaded nimesis daemon, set a value to the max_nimesis_threads attribute on the NIM master 
using the following command: 

nim -o change -a max_nimesis_threads=voZue master 

Note: The range for the va/ue attribute above is 20 to 150. 

To disable the multithreaded nimesis daemon, set a null value to the max_nimesis_threads attribute on 
the NIM master: 
nim -o change -a max_nimes is_threads="" master 
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Chapter 24. Network lnstallation Management Concepts 

This chapter discusses the concepts required to understand the operation of Network lnstallation 
Management (NIM) . To use ali the available features in NIM, you should understand various components 
of AIX installation. The details discussed in this chapter focus on command-line operations, but the 
information is applicable to the other NIM interfaces as well. Use this chapter as reference material to 
supplement the online help available in the other interfaces. 

This chapter contains the following topics: 

• "NIM Machines" 

• "NIM Networks" on page 244 

• "NIM Resources" on page 248 

• "NIM Operations" on page 263 

• "NIM Groups" on page 282 

NIM Machines 

The types of machines that can be managed in the NIM environment are standalone, diskless, and 
dataless clients. This section describes the differences between the machines, the attributes required to 
define the machines, and the operations that can be performed on them. The NIM environment is 
composed of two basic machine roles: master and client. The NIM master manages the installation of the 
rest of the machines in the NIM environment. The master is the only machine that can remotely run NIM 
commands on the clients. Ali other machines participating in the NIM environment are clients to the 
master, including machines that may also serve resources. 

NIM Operations on Client Machines 
There are unique operations to initialize the different client configurations. NIM checks that the operation is 
a valid operation for a specific client configuration. The following table shows the operations that can be 
performed on the different client configuration types . 

NIM Operation Machine Configuration 

Standalone Diskless Dataless 

bos_inst X 

dkls_init X 

dtls_init X 

diag X X X 

cus! X 

fix_query X 

lppchk X 

maint X 

maint_boot X 

reset X X X 

check X X X 

showlog X X X 

reboot X X X 

For more information about NIM operations, see "NIM Operations" on page 263. 
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Defining NIM Clients 

Standalone, diskless, and dataless clients are defined in the NIM environment using the NIM define 
operation. The command line syntax is as follows: 

nim -o define -t Ma chineType -a Attribute=Value ... MachineName 

where the following attributes are required : 

-t MachineType 

-a i f= Value ... 

Specifies the type of machine being defined. Valid values are standalone, diskless, 
and dataless. 
Stores network interface information for a NIM client, and requires a sequence 
number when specified. The value for this attribute consists of three required values 
and a fourth, optional value: 

Value 1 

Va/ue 2 

Value 3 

Value 4 

Specifies the name of the NIM network to which this interface connects. lf 
the name of the NIM network is unknown, then the find_net keyword can 
be used to match the client's IP address to a defined NIM network. lf the 
find_net keyword is used, but NIM does not find a matching network, the 
optional net_definition attribute should be used to define the network, as 
well. 

Specifies the host name associated with this interface . 

Specifies the network adapter hardware address of this interface. A value of 
O can be specified unless broadcasting is used for network boot of the 
client. 

Specifies the logical device name of the network adapter used for this 
interface. lf this value is not specified, NIM uses a default based on the type 
of network interface defined. This field is required when the client is defined 
on a heterogeneous network . 

This attribute requires a sequence number for NIM to distinguish between 
multiple network interfaces. Because machines can be multihomed, NIM 
allows more than one if attribute per machine . 

The following attributes are optional : 

-a ring_speed= V alue 

-a cable_type= V alue 

_-a platform= Value 

-a netboot_kernel= Value 

-a ip lrom_emu= Value 

Specifies the ring speed of the client's token-ring adapter. This value is required if 
the client's NIM network is token-ring. This attribute requires a sequence number for 
NIM to distinguish between ring speeds for multiple interfaces on the machine. 
Specifies the cable type of the client's ethernet adapter. This value is required if the 
cl ient's NIM network is Ethernet. This attribute requires a sequence number for NIM 
to distinguish between cable types for multiple interfaces on the machine. 
Specifies the platform of the machine being defined. The default value is 
platform=chrp. Run the bootmfo -p command on ·a runnmg machtne to determine 
its platform . 
Specifies the kernel type of the client. Valid values are up for uniprocessor machines 
and mp for multiprocessar machines . The default value is netboot_kernel=up. 
Specifies the device that contains the IPL ROM emulation software. IPL ROM 
emulation is required for machines that do not have bootp-enabled IPL ROM . 

r 
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-a net_definition= Value ... Defines a NIM network to be associated with the client being defined. TH 
this attribute consists of two required values and three optional values: 

Value 1 = NetworkType (required) 
Specified values are tok, ent, fddi, and generic . 

Value 2 = SubnetMask (required) 
Specifies the dotted decimal mask for the network . 

Value 3 = C/ientGateway (optional) 
Specifies the IP address or host name of the default gateway used by the 
machine being defined to communicate with the NIM master . 

Value 4 = MasterGateway (optional) 
Specifies the IP address or host name of the default gateway used by the 
NIM master to communicate with clients on other subnets . 

Va/ue 5 = NetworkName (optional) 
Specifies a name to be given to the NIM definition created for the network. 
(Otherwise, a unique default value is assigned.) 

=~' 
When specifying the net_definition attribute to create or change a machine 
definition, the find_net keyword must be specified as the first component of the if 
attribute for the machine. The net_definition attribute may also be specified when 
defining additional NIM interfaces (if attributes) for machine definitions . • • • • • • • • • • • • 

-a cpuid= Va/ue 

-a master _port== Value 

-a registration_port::: Va/ue 

-a group::: Va/ue 

-a comments= V alue 
-a verbose= Va/ue 

Standalone Clients 

Specifies the CPU ID of the machine being defined. This attribute can be used for 
client verification during NIM operations. To display the CPU ID on a running 
machine, use the uname -m command. This field is optional and will be 
automatically set the first time a client communicates with the NIM master. 
Specifies the port number used by the NIM master for socket communication with 
the clients. The default master port number is 1058 . 
Specifies the port number used by clients to register themselves with the NIM 
master. The default registration port number is 1059 . 
Specifies a machine group to which the client should be added. The group will be 
defined if it does not exist. 
Provides comments about the client being defined . 
Displays information for debugging. Use verbose=5 to show maximum detail. 

·~ . ~ 

Standalone NIM clients are clients with the capability of booting and running from local resources . 
Standalone clients mount ali file systems from local disks and have a local boot image. Standalone clients 
are not dependent upon network servers for operation. 

Network Booting a Standalone Client • • • • • • • • t 

• • • t 

Although an installed standalone client is capable of booting from the local disk, it may be necessary to 
perform a network boot of the client for certain NIM operations . Clients must boot over the network in 

--- ordet fot NIM-to--perfurm--Rstalfation (bos inst) of the olient or to boot into ma~ mode­
(maint_boot) and diagnostics (diag). For instructions on booting a client over the network, see "Booting a 
Machine Over the Network" on page 323 . 

Managing Software on Standalone Clients 

The AIX Base Operating System can be installed directly on standalone clients using the NIM bos_inst 
operation. Additional software and updates can be installed and managed on standalone clients using the 
NIM cust and maint operations. For more information about these and other operations , see "NIM 
Operations" on page 263 . 

1\ 
Chapter 24. Network lnstallation Manageme t CoQce ts 

\JI hi ·" '"' ' 
._241 



I 

~~ 
I 

~ --

Diskless and Dataless Clients 

Diskless and dataless clients are machines that are not capable of booting and running without the 
assistance of servers on a network. As their names imply, diskless clients have no hard disk, and dataless 
clients have disks that are unable to hold ali the data that may be required for operation. Diskless 
machines must mount paging space and ali file systems from remate servers. Dataless machines can only 
use a local disk for paging space and the /tmp and /home file systems. Neither diskless nor dataless 
clients have a local boot image, and they must boot from servers on the network. 

Defining a machine as diskless or dataless has the following advantages: 

• Cost savings 

No hard disk is required for diskless clients. Only a small hard disk is needed for dataless clients. 

• Manage software configurations on machines 

On diskless and dataless clients, the file system containing the BOS is mounted from a server. Ali client 
systems th~t mount the same file system for BOS run from identical software. 

• Manage storage of user data 

User data for diskless and dataless clients are stored on remate servers. A system administrator can 
manage storage allocation and data backups for the client machines by managing the data on the 
server, rather than on each machine separately. 

Required and Optional Resources for Diskless and Dataless Clients 

The file systems that are mounted by the diskless and dataless client machines are treated as resources 
in the NIM environment. Like other resources, they exist on a server in the NIM environment, and they are 
NFS-exported to the clients that use them. 

The following resources are managed by NIM to support diskless and dataless clients: 

boot 

SPOT 

root 

dump 

Defined as a network boot image for NIM clients. The boot resource is managed automatically 
by NIM and is never explicitly allocated or deallocated by users. 
Defined as a directory structure that contains the AIX run-time files common to ali machines. 
These files are referred to as the usr parts of the fileset. The SPOT resource is mounted as 
the /usr file system on diskless and dataless clients. 

Contains the root parts of filesets. The root part of a fileset is the set of files that may be used 
to configure the software for a particular machine. These root files are stored in special 
directories in the SPOT, and they are used to populate the root directories of diskless and 
dataless clients during initialization. 

The network boot images used to boot clients are constructed from software installed in the 
SPOT. 

A SPOT resource is required for both diskless and dataless clients. 
Defined as a parent directory for client "/" (root) directories. The client root directory in lhe root 
resource is mounted as lhe "/" (root) file system on lhe client. 

When lhe resources for a client are initialized, the client root directory is populated with 
configuration files. These configuration files are copied from lhe SPOT resource that has been 
allocated to lhe same machine. 

A root resource is required for both diskless and dataless clients. 
Defined as a parent directory for client dump files . The client dump file in the dump resource is 
mounted as the dump device for the client. 

A dump resource is required for both diskless and dataless clients. 
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paging 

h o me 

shared_home 

tmp 

resolv_conf 

Defined as a parent directory for client paging files. The client paging file in the paging 
resource is mounted as lhe paging device for the client. 

A paging resource is required for diskless clients and optional for dataless clients. 
Defined as a parent directory for client /home directories. The client directory in the home 
resource is mounted as the /home file system on the client. 

A home resource is optional for both diskless and dataless clients . 
Defined as a /home directory shared by clients. Ali clients that use a shared_home resource 
will mount the same directory as the /home file system. 

A shared_home resource is optional for both diskless and dataless clients. 
Defined as a parent directory for client /tmp directories. The client directory in the tmp resource 
is mounted as the /tmp file system on the client. 

A tmp resource is optional for both diskless and dataless clients . 
Contains nameserver IP addresses anda network domain name. 

Unlike the other resources used by diskless/dataless clients, the resolv_conf resource does 
not remain mounted by the client. lnstead, it is copied to the /etc/resolv.conf file in the client's 
root directory. 

A resolv_conf resource is optional for both diskless and dataless clients. 

lnitialization of Diskless and Dataless Clients 

Diskless and dataless clients are not installed in the same way as standalone machines. lnstead, they are 
initialized. lnitialization of diskless and dataless clients involves several phases of operation: 

Resource Allocation 

Client lnitialization 

The resources required to support a diskless/dataless client must be allocated to the 
client before or during the initialization operation . 

lf the resource is a parent directory of client directories, the allocation will create an 
empty subdirectory for the client. The client subdirectory is then NFS-exported to the 
client. The client subdirectories are not populated until the initialization is actually 
performed . 
The dkls_init and dtls_init operations are used in NIM to initialize the resources for 
client use . 

Among the operations performed during client initialization are the following: 

• The boot image is made available to the client for performing a network.boot. 

• The root files, which are used for machine-specific customization, are copied into the 
client's subdirectory in the root resource. The files that are copied into the client root 
directories come from the SPOT resource that has been allocated to the client. 

• The ltftpboot/Ciient.info file is created on the boot server (which is the SPOT 
server) . This file contains information that will be needed by the client during the 
start-up configuration processing to successfully configure as a diskless or dataless 
_çlient.__ _ ___ _ __ _ __ __ _ _ 

The following are some of the variables defined in the Client.info file: 

export NIM CONFIGURATION=di skles s 
export RC_CONFIG=rc.dd_boot 
export ROOT=Host:Client_Root_Di rec t ory 
export DUMP=Host:Client_Dump_Di rec t ory 
export SPOT=Host :SPOT Locat i on 

The paging location is set in lhe client's root directory in the /etc/swapspaces file . 
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Network Boot of the Client The clienl machine is booted over the nelwork using slandard bootp procedures for th 
machine type. The clienl obtains the boot image and begins running a mini-kernel in a 
file system in RAM . 

The clienl tftp's the C/ient.into file from the /tftpboot directory on the SPOT server. The 
information in the Client.info file is used to properly configure the client as a diskless or 
dataless machine . 

The remote file systems are mounted from lhe resource servers . 

lf lhe client is a dataless client, and no paging, tmp, home, or shared_home resource 
is allocated, then lhe client will create the missing file syslem on the local hard disk . 

Managing Software on Diskless and Dataless Clients 

The /usr and root file systems of diskless and dataless clients are resources that have been mounted 
from a server. Therefore, in arder to instai! or uninstall software on a diskless or dataless client, the 
processing must actually occur on the resources that the clients use. 

The SPOT contains the directory structure for an installed /usr file system. lt also contains subdirectories 
for the "root" parts of installed filesets. Because the SPOT contains both usr and root files, software 
maintenance must be performed on the SPOT in arder to update the software that is running on the 
clients. Such actions must be performed using the NIM cust and maint operations. For more information 
about the cust and maint operations, see "NIM Operations" on page 263 . 

lf the SPOT is currently allocated for client use, NIM will prevent software customization operations from 
being performed on it. This is to safeguard the SPOT from changes that may adversely affect running 
client machines. However, this restriction can be overridden by specifying the force option when 
performing the operation . 

When NIM is used to instai! software in a SPOT, the following operations are performed to manage the 
software for diskless and dataless clients: 

1. The /usr files are installed in the SPOT. These files are automatically seen by ali the clients that mount 
the SPOT as their /usr file systems. 

2. The root files are installed in special subdirectories in the SPOT. 

3. After ali the filesets have been installed in the SPOT, the root files are copied to the root directories of 
any diskless or dataless clients that have been initialized with the SPOT. 

When NIM is used to uninstall software in a SPOT, the following operations are performed to manage the 
software for diskless and dataless clients: 

1. The /usr files are removed from the SPOT. This also automatically "removes" the files from the client 
systems. 

2. The root files of the software are removed from the client root directories. 

NIM also provides a sync_roots operatiõn lo perrorm cõnsisténcy venfiéalion ana correclion ·to ensure fhe 
client root directories match the root parts stored in the SPOT. 

NIM Networks 

In arder to perform certain NIM operations, the NIM master must be able to supply information necessary 
to configure client network interfaces. The NIM master must also be able to verify that client machines can 
access ali the resources required to support operations. To avoid the overhead of repeatedly specifying 
network information for each individual client, NIM networks are used to represent the networks in a NIM 

244 AIX 5L Ve rsion 5.2: lnsta llation Guide and Reference 

Doe: ____ _ 



I 

• • • • • • • • • • • • • • • 
=~ • • • • • • • • • • • • 
·~­• • • • • • 

environment. When NIM clients are defined, the associated network for the client must be specified. 
During NIM operations, the NIM master is able to use information from the client's network definition 
necessary . 

When the NIM master is configured, the network associated with the master is automatically defined in the 
NIM environment. lt is necessary only to define additional NIM networks if clients reside on other local 
area networks or subnets. The procedures described in this guide and reference are designed to 
automatically define NIM networks, if necessary, when clients are added. However, this section is included 
to describe NIM networks in detail in case manual definition of networks and routes is required . 

Supported NIM Network Types 

The supported network types are as follows: 

• Ethernet 

• Standard Ethernet 

• IEEE 802.3 Ethernet 

• Token-Ring 

• FDDI 

• ATM 

• Generic 

Network boot support is provided for Ethernet, Token-Ring, and FDDI. Unlike other network adapters, ATM 
adapters cannot be used to boot a machine. Therefore, installing a machine over an ATM network requires 
special processing. See "lnstalling to Clients on ATM Networks" on page 186. The Generic network type is 
used to represent ali other network types where network boot support is not available. For clients on 
Generic networks, NIM operations that require a network boot, such as bos_inst and diag, are not 
supported. However, nonbooting operations, such as cust and maint, are allowed. Diskless and dataless 
clients cannot be associated with Generic networks, because they inherently rely on network boot 
capability . 

Defining NIM Networks 

Networks are defined in the NIM environment using the NIM define operation. The command line syntax is 
as follows: 

nim -o define -t NetworkType -a Attribute=Volue . .. MachineName 

where the following attributes are required: 

-a net_addr= Va/ue 

-a snm=Va/ue 
-t NetworkType 

Specifies the IP address of the network being defined. lf the nelwork address is nol 
known, see "Delermining a Nelwork's IP Address" on page 246 . 
Specifies lhe subnel mask for the nelwork. 
Specifies the type of network being defined. Valid values are atm, tok, ent, fddi , and 

_gef!erj c-' _ _ ___ __ __ _____ ____ _ __ _ 

The following attributes are optional : 

-a comments= V alue 
-a ieee_ent= V alue 

Provides comments about this nelwork. 
Specifies IEEE 802.3 Ethernet configuration. This is only valid for nelworks lhat are 
defined wilh lhe ent type or those lha! have an other_net_type attribute set to ent. 

(' • l,; 
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-a other_net_type=Va/ue Specifies another network type that applies to this logical network. Each NIM ne 
used to represent one logical network that exists in lhe NIM environment. When t 
network is defined, the type of network interface used in the network must be supph 
Usually, a network is composed of only one type. However, a bridge can be used to 
connect different network types together to form one logical network. In that situation , 
NIM needs to know what lhe other network interface types are, and this attribute is 
used to specify that information. For more information on how to use the 
other_net_type attribute, see "Defining a Heterogeneous Network" on page 247 . 

-a routing= Value ... Stores NIM routing information for a network. This attribute requires a sequence 
number when specified. When a new NIM route is specified, the routing attribute 
consists of three values: 

Value 1 

Value 2 

Va/ue 3 

Specifies lhe NIM name of the destination network for this route . 

Specifies the host name of lhe gateway to use in arder to communicate with 
the destination network . 

Specifies lhe host name of lhe gateway used by the destination network to get 
back to this network. 

This attribute can be used to add a default route or static route. To add a default route, 
specify default for Value 1. Then, specify the default gateway for lhe network in Value 
2. Leave Value 3 blank . 

For more information on adding and changing routes, see "NIM Routes", "Establishing a 
Default NIM Route Between Networks" on page 219, and "Establishing a Static NIM 
Route Between Networks" on page 220. 

-a verbose= Va/ue Displays information for debugging. Use verbose=5 to show maximum detail. 

lt is also possible to define NIM networks automatically when client machines are defined. To do this, use 
the find_net and net_definition attributes when defining the client. For more information , see "NIM 
Machines" on page 239 . 

Determining a Network's IP Address 

NIM determines a network's IP address by performing a bitwise "ANO" on the binary representations of 
the network's subnet mask and the address of any machine's IP address on the same network. For 

example: 

subnet mask = 255.255.254.0 
client ad dress = 129.35 .58.207 

In binary: 

su bnet mask 
cli ent address 

- networl< -address 

In deci mal : 

11111111 . 11111111 .1 111111 0.00000000 
10000001.00100011.00111010.11001111 
10000001 . 0010ooT1 :-oon1o1-o. oo0ooooo•------- - -

network address = 129 . 35 . 58.0 

NIM Routes 

Routing information is used internally by NIM to ensure that a client on one network can communicate with 
a server on another network. lt defines the gateway to use to go from one network to the other network . 
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NIM provides the ability to define default or static routes. Default NIM routes provide the following 
advantages over static routes: 

• They more closely model the network configuration of common network environments . 

• They permit resources that are distributed throughout a NIM environment to be more easily accessed by 
any client in the NIM environment. 

To determine the gateway used by machines on a given network, run netstat -rn on a running machine on 
the network to see if a default gateway is listed. You can also issue traceroute Host_Name trom a running 
machine on the network in question, where Host_Name is the name of the master's primary network 
interface if determining the gateway for a client, or the name of a target client if determining the gateway 
used by the master. The first gateway listed is the gateway used by machines on the specified network . 

Note that NIM routes are not required if the only networks defined in a NIM environment are associated 
with interfaces (if attributes) defined on the NIM master and if ali resources will be defined on the master. 
lf resources are served by machines other than the master to clients that do not reside on the same 
network as the server, NIM routes are required between those networks even if ali networks are attached 
to interfaces belonging to the master. In this case, the master must act as a gateway (with IP-forwarding 
switched on), and the host name of the interface on the master should be used as a gateway. 

Networks with default routes may be created automatically when NIM machines are being defined . 

Communications between networks go through several gateways. However, it is important to remember 
that when defining NIM routes for networks, the only gateways of interest are the first ones used by the 
networks to reach their destinations. lntermediate gateways between the originating and destination 
networks are irrelevant for NIM routing purposes . 

Defining a Heterogeneous Network 

This section describes the NIM feature that enables NIM to model networks consisting of different data-link 
protocol segments. These kinds of networks use bridges to connect two segments that have different data 
link protocols. A network consisting of a Token-Aing and an Ethernet segment can be connected to form a 
single logical network, as shown in the following figure . 

Heterogeneous Network 

OneiP 
Network 

--------

Figure 1. Heterogeneous Network. This il/ustration shows a single IP network in which the master server uses its 
token-ring connection anda bridge to communicate with its client on an Ethernet segment . 

Because a single NIM network object is used to represent one network, the other_net_type attribute is 
reserved for a different type of interface that can exist in a network. The other_net_type attribute can be 

Doe: ____ _ 



• • • • • • • • • • • I 

• • I 
I 

:~ 
• I 

• • I 

• I 

• • • I 

• 
·~ • • • ·-­• • • • • • • • • • 

added to the definition of a network object. When present in a network definition, the other_net_type 
attribute tells NIM that this logical network uses a bridge to connect the other network type to the network 
type that was specified when the object was defined . 

When you define a machine object to be connected to a network object, NIM checks to see if the network 
has any other_net_type attributes. lf so, NIM requires that the fourth field, which is usually optional, in the 
if attribute, be specified. This field specifies the logical name of the client's network adapter. The following 
example defines a network object that has a bridge joining a Token-Ring and an Ethernet segment: 
nim -o define -t to k -a net_addr=129.35.129.0 \ 

-a snm=255.255.240.0 -a other_net_type1=ent b905net 

lsnim -1 b905net 

class 
type 
net addr 
snm 
other_net_type1 
Nstate 
prev state 

network 
tok 
129 .35 . 128 .0 
255.255 .240.0 
ent 
ready for use 
informat i on is missing from this object's def> 

The other _net_type attribute requires a sequence number because a network could be composed of ali 
three types of interfaces linked by bridges . 

When you define a client's interface that is physically connected to an Ethernet segment joined with a 
Token-Ring network using a bridge (with master being on the Token-Ring side), you must supply the fourth 
field : 
nim -o define -t standalone -a if1='find_net mymac 08005ac9430c \ 
ent' ·-a cable_typel=bnc mymac 

Adding Another Network Type to a NIM Network 

From Web-based System Manager 
1. In the NIM Network container, double-click on a network. The General page of the properties notebook 

displays. 

2. Use the General page to add a network type to the network . 

From SMIT 
1. To add another network type, enter the smit nim_chnet fast path . 

2. Select the network to change. 

3. Specify the additional network type to be supported . 

From the Command Line 
To define a NIM network, enter: 

nim - o change - a other_net_typeSequenceNumber=NetworkType Net workNome 
--- -------·---------- ---

For example, to change a Token-Ring network called ne t workl to also support Ethernet and FDDI , enter: 

nim -o ch ange -a ot he r_net_type1=ent -a other_net_type2= fddi net work1 

NIM Resources 

A large number of resources (files and directories) are needed to support NIM software installation and 
maintenance operations. Resources can be added through the Web-based System Manager New 
Resources wizard . 

To obtain detail ed information about any resource, enter the following from the NIM master: 
. ,... 
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lsnim -Pa ResourceType 

The Web-based System Manager and SMIT interfaces are designed to hide much of the detail require~ P L 

the command line interface. Therefore, these sections only document the resource task procedures for the 
command line. The following information applies to the other interfaces as well, but discussion of those 
interfaces is deferred to the online contextual help available for those applications. The following sections 
describe detailed information about each NIM resource: 

• "adapter_def Resource" 

• "boot Resource" on page 250 

• "bosinst_data Resource" on page 250 

• "dump Resource" on page 250 

• "exclude_files Resource" on page 251 

• "fb_script Resource" on page 251 

• "fix_bundle Resource" on page 252 

• "home Resource" on page 253 

• "image_data Resource" on page 253 

• "installp_bundle Resource" on page 254 

• "lpp_source Resource" on page 254 

• "mksysb Resource" on page 256 

• "nim_script Resource" on page 256 

• "paging Resource" on page 257 

• "resolv_conf Resource" on page 257 

• "root Resource" on page 258 

• "script Resource" on page 258 

• "shared_home Resource" on page 259 

• "SPOT (Shared Product Object Tree) Resource" on page 260 

• "tmp Resource" on page 262 

adapter_def Resource 
The adapter_def resource represents a directory that contains secondary adapter configuration files that 
are used during bos_inst and cust operations. The adapter_def resource directory is populated with 
secondary-adapter configuration files by the nimadapters command . 

Defining an adapter_def Resource 
The command line syntax for defining a adapter_def resource is: 

nim -o define -t adapter_def -a Attribute=Value . .. adapter_dejName 

The following attributes are required for the adapter_def resource: 

-a location= V alue Specifies the full path name of the adapter_def resource directory. 

-a serve r= V alue - Specifies the name of the machine where the adapter_def rêsource- directory resides. 
Only the master can serve an adapter_def resource. 

The following attributes are optional for the adapter _def resource: 

-a comments= Va/ue 
-a group= V alue 
-a verbo se= V alue 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail , specify a value of 5. 
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boot Resource 

The boot resource is an internally managed NIM resource used to indicate that a boot image has been 
allocated to a client. The boot resource is automatically allocated to clients to support NIM operations 
requiring a network boot. The boot resource will be automatically deallocated when the operation 
completes. 

bosinst_data Resource 

A bosinst_data resource represents a file that contains information for the 80S installation program. 
Normally, the BOS installation program looks for this information in the /bosinst.data file in the BOS 
installation image. lf this file does not exist or if it does not contain ali the information that the BOS 
installation program requires, the program prompts for information by using a console that is local to the 
target. lnformation must then be specified manually for the BOS installation to proceed. With a 
bosinst_data resource, the data can be specified in a NIM resource prior to the installation to prevent the 
need for prompting at the console. 

A sample bosinst.data file (SPOT_Offset /usr/lpplbosinstlbosinst.template) is located on the SPOT 
resource server. Also, see "Performing a Nonprompted BOS lnstallation" on page 184 for a sample 
bosinst_data file. 

For instructions on how to create and use a bosinst_data file, see "Pertorming a Nonprompted BOS 
lnstallation" on page 184. 

Defining a bosinst_data Resource 

The command line syntax for defining a bosinst_data resource is: 

nim -o define -t bosinst_data -a Attribute=Value ... bosinst_dataName 

The following attributes are required for the bosinst_data resource: 

-a location= V alue Specifies the full path name of the bosinst_data resource file. 
-a serve r= Value Specifies the name of the machine where the bosinst_data resource file resides. 

The following attributes are optional for the bosinst_data resource: 

-a comments= Value 
-a group= V alue 
-a verbose= V alue 
-a source= V alue 

dump Resource 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 
Specifies an existing bosinst_data resource to be replicated when defining a new 
resource. The file pointed to by the source resource will be copied to the new location. 

A dump resource represents a directory in which client dump directories are maintained. When this type of 
resource is allocated to a client, NIM creates a subdirectory for the client's exclusive use. This allocated 
subdirectory is initialized by the dkls_init or dtls_init operation, which creates an empty file in this 
subdirectory. After initialization , the client uses this file to store any dump images it creates. 

Note: lf you subsequently deallocate this resource, NIM removes the dump file and the subdirectory that 
NIM created for the client's use. 

.; , u~ 
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Defining a dump Resource 

The command line syntax for defining a dump resource is: 

nim -o define -t dump - a Attribute=Value ... DumpName 

The following attributes are required for the dump resource: 

-a location= V alue 
-a server= Value 

Specifies the full path name of the parent directory for the client dump files. 
Specifies the name of the machine where the directory for the dump resource will be 
created. 

The following attributes are optional for the dump resource: 

-a comments= Value 
-a group= Va/ue 
-a verbose= V alue 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 

exclude_files Resource 

An exclude_f iles resource represents a file that contains a list of files and directories that should be 
excluded when creating a system backup image. This resource may be used when a mksysb resource is 
being created from a running NIM client. 

Defining an exclude_files Resource 

The command line syntax for defining an exclude_files resource is: 

nim -o de f ine -t exclude_files -a Attribute=Value . .. exclude_tilesName 

The following attributes are required for the exclude_files resource: 

-a location= Value 

-a server= V alue 

Specifies the full path name of the file containing the list of files and directories to 
exclude from the mksysb. 
Specifies the name of the machine where the file for the exclude_files resource 
resides. 

The following attributes are optional for the exclude_files resource: 

-a comments= V alue 
-a group= V alue 
-a verbose= V alue 
-a source= V alue 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail , specify a value of 5. 
Specifies an existing exclude_files resource to be replicated when defining a new 
resource. The file pointed to by the source resource will be copied to the new location. 

------- ---

fb_script Resource 

An fb_script resource represents a file that is used to configure devices when a NIM client is booting for 
the first time after the BOS installation process is completed. During BOS installation , certain 
customization operations (such as device configuration) cannot be performed because they require certain 
daemons to be running . However, at this point in the BOS installation process, daemons are not available. 
As a result , certain devices may not be configured during system reboot, and have to be manually 
configured after the system has booted. 

Chapter 24. Network lnstallation ManageiT)Etnl ·Conc~pts 25.1 

c ... I. ~ 8c;~ ~ . I fls. N.J 

Doe: ------



• • • • • • • • • t 

• • t 

• • t 

:~ 
t 
t 
t 

• t 

• • • • t 
t 
t ··­~' -
• t 
.. - - - -

• 
• 
• 
• 
• 
• 
• 
t 

You can use an fb_script resource to provida device-configuration information. The 80S installation 
process adds the content of the fb_script resource to the /etc/firstboot file, which is run the first time that 
a client is booted. The /etc/firstboot file then performs the device configuration . 

Defining an fb_script Resource 

The command line syntax for defining an fb_script resource is as follows: 

nim -o defi ne -t fb script - a se rver=serve r nome \ 
-a location=fbscript_!ile_location f bscript_object_name 

After the fb_script resource is defined, you can allocate the resource and initiate a BOS installation 
operation using the fb_script resource, as follows: 

nim -o bos_inst -a fb_ script=fbscript_object_name client_name 

The following attributes are required for the fb_script resource: 

-a location= Value 
-a server= Va/ue 

Specifies the full path name of the file being defined as the fb_script resource. 
Specifies the name of the machine where the file for the fb_script resource resides. 

The following attributes are optional for the fb_script resource: 

-a comments= V alue 
-a source= V alue 

Describes the resource. 
Specifies an existing fb_script resource to be replicated when defining a new resource. 
The file pointed to by the source resource will be copied to the new location. 

f ix_bundle Resource 

A fix_bundle resource represents a file containing fix keywords to be used by the instfix command, 
which is called by the NIM cust and fix_query operations. NIM mounts the fix_bundle resource on the 
client so it can be used by the local instfix command. NIM automatically unmounts the resource when the 
operation has completed . 

A fix can include either a single fileset update or multiple fileset updates that are related in some way; 
fixes are identified by unique keywords. When a fix is identified with an Authorized Program Analysis 
Report (APAR) number, it includes ali the fileset updates that are necessary to fix the reported software 
problem identified by that number. 

Defin ing a f ix_bundle Resource 

The command line syntax for defining a fix_bundle resource is: 

nim -o de f ine -t f i x_b undl e -a At t r ibute=Value ... fi x_bundleName 

The following attributes are required for the fix_bundle resource: 

-a location= V alue 
-a serve r= V alue 

Specifies the fu-llp ath name oftfiefilé containing the listorflxes to manage. 
Specifies the name of the machine where the fix_bundle resource file resides . 

The following attributes are optional for the fix_bundle resource: 

-a comments= Va/ue 
-a group= V alue 
-a verbos e= V alue 
-a source= Value 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail , specify a value of 5. 
Specifies an existing fix_bundle resource to be replicated when defining a new 
resource. The file pointed to by the source resource wi ll be copied to the new location . 
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home Resource 

A home resource represents a directory in which client /home directories are maintained. When this type 
of resource is allocated to a client, NIM creates a subdirectory for the client's exclusiva use. This allocated 
subdirectory is subsequently initialized when you perform the dkls_init or dtls_init operation. After 
initialization, any time the client performs a network boot, the client NFS mounts this subdirectory over 
/home to gain access to the home directory that has been set up for its use. This subdirectory remains 
mounted over /home on the client as long as the client is running . 

Note: Whenever this resource is deallocated, NIM removes the subdirectory that was created for the 
client's use. Therefore, back up any files you want to save in the client's subdirectory before you 
deallocate a resource of this type . 

Defining a home Resource 

The command line syntax for defining a home resource is: 

nim -o define -t home -a Attribute=Value ... HomeName 

The following attributes are required for the home resource: 

-a location= Value 
-a server= Value 

Specifies the full path name of the parent directory for the client /home directories. 
Specifies the name of the machine where the directory for the home resource will be 
created . 

The following attributes are optional for the home resource: 

-a comments= Value Describes lhe resource . 
-a group= Value 
-a verbose= Value 

Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 

image_data Resource 

An image_data resource represents a file that contains information for the BOS installation program. This 
information describes how physical disks and file systems should be configured in the root volume group 
during installation. Normally, the BOS installation program determines default values that should be used, 
or uses an image.data file from a mksysb being restored. Use a customized image_data resource only in 
special cases . 

A sample image.data file (SPOT_Offset/usr/lpp/bosinst/image.template) is located on the SPOT 
resource server. For more information about the image.data file , see the A/X 5L Version 5.2 Files 
Reterence . 

Defining an image_data Resource 

The command line syntax for defining an image_data resource is: 

nim -o define -t image_da t a -a Attribute=Value . . . image_dataName 

The following attributes are required for the image.data resource : 

-a location= V alue Specifies lhe full path name of lhe image_data resource file . 
-a serve r= V alue Specifies lhe name of the machine where lhe image_data resource file resides. 
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The following attributes are optional for the image.data resource: 

-a comments= Value 
-a group= Va/ue 
-a verbose= Value 
-a source= Value 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 
Specifies an existing image_data resource to be replicated when defining a new 
resource. The file pointed to by the source resource will be copied to the new location . 

installp_bundle Resource 

Ao installp_bundle resource represents a file that contains the names of filesets that should be managed 
by NIM. During ao installation or maintenance operation, NIM mounts the installp_bundle file on the client 
machine so it can be used by the local installp command. NIM automatically unmounts the resource from 
the client when the operation has completed . 

Defining an installp_bundle Resource 

The command fine syntax for defining ao installp_bundle resource is: 

nim -o define -t installp_bundle -a Attribute=Value ... installp_bundleName 

The following attributes are required for the installp_bundle resource: 

-a location= Va/ue 
-a server= Va/ue 

Specifies the full path name of lhe file containing the Jist of software to manage. 
Specifies lhe name of the machine where the installp_bundle resource file resides. 

The following attributes are optional for the installp_bundle resource: 

-a comments= Va/ue 
-a group= Value 
-a verbose= Value 
-a source= Value 

Describes the resource. 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 
Specifies an existing installp_bundle resource to be replicated when defining a new 
resource. The file pointed to by the source resource will be copied to the new location . 

lpp_source Resource 

Ao lpp_source resource represents a directory in which software installation images are stored. lf the 
lpp_source contains the minimum set of support images required to install a machine, it is given the 
simages attribute and can be used for BOS installation (bos_inst) operations. lf ao lpp_source does not 
contain enough software to be ao simages lpp_source, then it can only be used in NJM cust operations 
to install software on running machines and SPOTs . 

NIM uses ao lpp_source for ao installation operation by first mounting the lpp_source on the client 
machine The installp commands are then started oo the clieot 11sing the mo1mted lpp smJrce .as the 
source for installation images. When the iostallation operation has completed, NIM automatically unmounts 
the resource . 

In addition to providing images to instai! machines, lpp_source resources can also be used to create and 
update SPOT resources . 

Note: When copying device images to a directory that you plan to define as ao lpp_source, be sure to 
copy ali the device images for a given type of device. For example: 

cp / cdfs / usr/sys/ i nst .images/devices . pc i . * lpp_source_directory 

You cao define an lpp_source in several ways: 
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lf a directory containing installation images already exists, it can be directly defined as an lpp_so r 
resource. c p ---=--• lf a directory should be created and populated by NIM with the default set of support images for a BOS 
instai! , use the source attribute when defining the resource. This attribute specifies the name of the 
device that contains the installation images. NIM copies the software images from this device into the 
location specified for the lpp_source. The images copied will include those from the simages list, ali 
available device support, and some additional software that is typically installed as well (for example, 
X11 ). 

• lf an lpp_source should be created from a source device using a list of software other than the default 
set of images, specify the packages attribute when defining the lpp_source. Use the packages 
attribute to list the alternativa set of software images to copy . 

The size of an lpp_source may vary greatly with the amount of software it includes. A minimum 
lpp_source with just enough software to qualify for the simages attribute may be under 1 00 MB, but a 
default lpp_source created from a CD-ROM may be over 350 MB. lt is recommended that a separate file 
system be created to contain an lpp_source so the space can be more easily managed. By default, NIM 
automatically expands a file system as needed when creating an lpp_source and copying images from a 
source device. 

Beginning in AIX 5.2, the simages message displays only if the user is creating an lpp_source resource 
with the default installation packages. The simages message will display if the simages attribute could not 
be set for the lpp_source. lf a user creates an lpp_source and specifies a list of packages, the simages 
message is not printed. The simages attribute is set correctly, whether or not a simages message is 
printed or not. 

lf a user attempts to do an rte BOS installation with an lpp_source that does not have the simages 
attribute, the user receives an error. The errar message instructs the user to run nim -o check on the 
lpp_source to determine the missing packages needed for an rte BOS installation. Whenever a user runs 
nim -o check on an lpp_source after it has been created, the simages message is printed if the 
lpp_source does not contain ali the images needed for a rte BOS installation . 

Defining an lpp_source Resource 

The command line syntax for defining an lpp_source resource is: 

nim -o define -t lpp_source -a Attribute=Value ... lpp_sourceName 

The following attributes are required for the lpp_source resource: 

-a location= V alue Specifies the directory that will contain lhe installation images. 
-a server= V alue Specifies the name of the machine where the lpp_source is to be created. 

The following attributes are optional for the lpp_source resource : 

-a comments= Value Describes the lpp_source. ·­• ---- : agroup-= VaTue -----speCífleStne fíãme ola·--;r""e""'"so""'u"'"'r=ce"""group to WhiCh thiS resource snoma-õe aaaed. 

• • • • • • • • • 

-a packages= Value Specifies a list of filesets to copy into lhe lpp_source if the default list of images is not 

-a source= V alue 

-a verbose= V alue 

desired . 
ldentifies the source device for copying installation images when defining the 
lpp_source. This attribute is not required if the location of lhe lpp_source already 
contains installation images . 
Displays information for debugging. To show maximum detail, specify a value of 5. 

lf a migration installation will be performed on NIM client machines, the lpp_source used in the operation 
must contain ali the required software to migrate the machine. · 
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lf the directory specified in the location attribute does not exist, NIM will create the directory. NIM will a 
remove the directory and its contents if the lpp_source is later removed. 

mksysb Resource 

A mksysb resource represents a file that is a system backup image created using the mksysb command . 
This type of resource can be used as the source for the installation of a client. The mksysb image must 
reside on the hard disk of a machine in the NIM environment in order to be defined as a resource. lt 
cannot be located on a tape or other externai media . 

A mksysb resource can be defined from an image that already exists on the hard disk of the NIM master 
or any NIM client. lf such an image does not exist, it can be created when the resource is defined. To 
create the image when the resource is defined, specify the name of the NIM client that will be the source 
for the backup, and set the mk_image attribute to yes in the command to define the mksysb resource. 
Use an exclude_files resource to list any files and directories that should not be included in the backup 
image . 

Defining a mksysb Resource 

The command line syntax for defining a mksysb resource is: 

nim -o define -t mksysb -a Attribute=Value . . . mksysbName 

The following attributes are required for the mksysb resource: 

-a location= Va/ue 
-a server= Value 

Specifies the full path name of the mksysb image. 
Specifies the name of the machine where the mksysb image resides or is to be 
created. 

The following attributes are optional for the mksysb resource: 

-a comments= Value 
-a exclude_files= Value 

-a group= V alue 
-a mk_image=Va/ue 

-a mksysb_flags= Value 
-a size_preview= Value 
-a source= V alue 
-a verbose= V alue 
-a source= V alue 

Describes the mksysb. 
Specifies an exclude_files resource to use to exclude files and directories from the 
system backup . 
Specifies the name of a resource group to which this resource should be added. 
Specifies the flag to use to create a mksysb image from a machine in the NIM 
environment. 
Specifies the flags to use to tell the command how to create the backup. 
Specifies the flag to verify that space is available before creating a mksysb image. 
Specifies the name of the machine to be backed up in the mksysb image. 
Displays information for debugging. To show maximum detail, specify a value of 5. 
Specifies lhe name of lhe machine to be backed up in the mksysb image if the 
mk_image attribute is specified. lf the mk_image attribute is not specified, this value 
specifies an existing mksysb resource to be replicated when defining a new mksysb 
resource. The file pointed to by the source resource will be copied to the new location . 

nim_script Resource 

The nim_script resource is an internally managed NIM resource used to indicate that a script should be 
run by NIM as part of a NIM operation. The nim_script resource is automatically allocated to support 
some NIM operations, and it is automatically deallocated when the operations complete . 

Depending on the operation , NIM will use the following rules to determine which NIM server to place the 
nim_script resource on : 

• For a bos_inst operation, the nim_script resource will be placed on the SPOT server . 
r,, 
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• For cust operation with an lpp_source, the nim_script resource will be placed on the lpp_source c P L, / 1>­
server . 

• For a cust operation without an lpp_source, the nim_script resource will be placed on the script 
serve r . 

• Otherwise, the nim_script resource will be placed on the NIM master . 

paging Resource 

A paging resource represents a directory where client paging files are maintained. When this type of 
resource is allocated to a client, NIM creates a subdirectory for the client's exclusiva use. This allocated 
subdirectory is initialized by the dkls_init or dtls_init operation, which creates a file in this subdirectory 
that the client configures as a paging device when it performs a network boot. By default, 32 MB are 
reserved for this file . A different value can be specified using the size flag when the dkls_init or dtls_init 
operation is performed . 

After this resource has been initialized for a client, it is configured as a paging device by the client each 
time the client performs a network boot. 

Note: lf you subsequently deallocate this resource, NIM removes the paging file and the subdirectory it 
created for the client's use . 

Defining a paging Resource 

The command line syntax for defining a paging resource is: 

nim -o define - t paging -a Attribute=Value . .. PagingName 

The following attributes are required for the paging resource: 

-a location= Value Specifies the full path name of the parent directory for the client paging files. 
-a server= Value Specifies the name of the machine where the directory for the paging resource will be 

created . 

The following attributes are optional for the paging resource: 

-a comments= V alue Describes the resource . 
-a group= Value 

-a verbose= Value 

Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5 . 

resolv_conf Resource 

A resolv_conf resource represents a file containing valid /etc/resolv.conf entries that define Domain 
Name Protocol name-server information for local resolver routines. A resolv_conf resource can be 
_aUocatedJo~a_s_tao_d.aiQ_o_e_machine as part of a bos inst ogeration or to a diskless o r dataleJ>s _machir1J2 a~ 
part of a dkls_init or dtls_init operation. Upon successful installation and reboot, the machine will be 
configured to use the domain name services defined by the resource. 

The following are sample entries in a resolv_conf resource file : 

nameserver 129 . 35. 143.253 
domain t est .ibm . com 

Defining a resolv_conf Resource 

The command line syntax for defining a resolv_conf resource is : 

nim -o def ine - t re sol v con f - a Attribute=Val ue resolv~conjName 
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The following attributes are required for the resolv_conf resource: 

-a location= V alue 

-a serve r= Va/ue 

Specifies the full path name of the file containing lhe information for domain name 
server (DNS) name resolution . 
Specifies the name of the machine where the resolv_conf resource file resides. 

The following attributes are optional for the resolv_conf resource: 

-a comments= V alue 
-a group= Value 

-a verbose= Va/ue 

-a source= Va/ue 

root Resource 

Describes lhe resource . 
Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 
Specifies an existing resolv_conf resource to be replicated when defining a new 
resource. The file pointed to by the source resource will be copied to the new location. 

A root resource represents a directory in which client root directories are maintained. When this type of 
resource is allocated to a diskless ora dataless client, NIM creates a subdirectory for the client's exclusive 
use. This allocated subdirectory is subsequently initialized when you perform the dkls_init or dtls_init 
operation . 

After initialization, anytime the client performs a network boot, the client NFS mounts this subdirectory over 
"/" to gain access to the root directory that has been set up for its use. This subdirectory remains 
mounted over I on the client as long as the client is running . 

Note: Whenever this resource is deallocated, NIM removes the subdirectory that was created for the 
client's use. Therefore, any files you want to save in the client's subdirectory should be backed up 
before you deallocate a resource of this type. 

Defining a root Resource 

The command line syntax for defining a root resource is: 

nim -o define -t root -a Attr ibute=Value .. . RootName 

The following attributes are required for the root resource: 

-a location= Va/ue 

-a serve r= Va/ue 

Specifies lhe full path name of the directory under which client root directories will be 
created. 
Specifies the name of the machine where the directory for the root resource will be 
crealed . 

• The following attributes are optional for the root resource: 

• ____ _ -a comments- k'alue ___ D_e_s_crilies_tb_Euesnurc_e_ ___ _ 
-a group= V alue Specifies the na me of a resource group to which this resource should be added. 

• -a verbose=Value Displays information for debugging. To show maximum detail , specify a value of 5 . 

• 
script Resource 

A script resource represents a file that is a user-defined shell script. After it is defined, this type of 
resource can be used to perform processing on a client as part of a NIM cust or bos_inst operation. 
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The script resources are always run by NIM after software installation is performed in cust or Ã i 
operations. This allows the scripts to perform configuration processing on the client after ali the tt -----;;· 
installed. Multiple script resources can be allocated for client use, but the order in which the script 
run is not predictable . 

Note: The script resources must not point to files that reside in the /export/nim/scripts directory. This 
directory is used for the nim_script resource that is managed by NIM. NFS restrictions prevent 
defining multiple resources in the same location . 

Defining a script Resource 

The command line syntax for defining a script resource is: 

nim -o define -t script -a Attribute=Value ... ScriptName 

The following attributes are required for the script resource: 

-a location= V alue Specifies the full path name of the script resource file. 
-a server= Value Specifies lhe name of lhe machine where the script resource file resides. 

The following attributes are optional for the script resource: 

-a comments= Value 
-a group= Va/ue 
-a verbose= Value 
-a source= Value 

Describes the resource . 
Specifies lhe name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5 . 
Specifies an existing script resource to be replicated when defining a new resource . 
The file pointed to by lhe source resource will be copied to the new location . 

shared_home Resource 

A shared_home resource represents a directory that can be used as a common /home directory by one 
or more clients. When this type of resource is allocated to a client, and when the dkls_init or dtls_init 
operation is performed, NIM configures the client's configuration to use this common directory. After 
initialization, anytime the client performs a network boot, the client NFS mounts this common directory 
over its /home directory. This common directory remains mounted as long as the client is running . 

Note: Whenever this resource is deallocated, NIM only changes the client's configuration so that this 
directory is no longer used by the client. NIM does not remove the common directory. 

Defining a shared_home Resource 

The command line syntax for defining a shared_home resource is : 
nim -o define -t shared_home -a Attribute=Value .. . shared_homeName 

- -T-fle-fellewiA§-attrietJtes--are-r-eEJl:liFeEl-fer--tf:le-shared=home-reseurGe-: -

-a location= V alue 

-a serve r= Value 

Specifies the full path name of lhe directory to be used as a common /home directory 
among clients . 
Specifies the name of the machine where the directory for the shared_home resource 
will be created . 

The following attributes are optional for the shared_home resource: 

-a comments= V alue Describes lhe resource. 
-a group= Value Specifies the name of a resource group to which this resource should be added. 
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-a verbose= Value Displays information for debugging. To show maximum detail, specify a value of 5. 
1 

SPOT (Shared Product Object Tree) Resource 

The SPOT (Shared Product Object Tree) is a fundamental resource in the NIM environment. lt is 
required to instai! or initialize ali machine configuration types. A SPOT provides a /usr file system for 
diskless and dataless clients, as well as the network boot support for ali clients . 

Everything that a machine requires in a /usr file system, such as the AIX kernel , executable commands, 
libraries, and applications are included in the SPOT. Machine-unique information or user data is usually 
stored in the other file systems. A SPOT can be located on any standalone machine within the NIM 
environment, including the master. The SPOT is created, controlled, and maintained from the master, even 
though the SPOT can be located on another system . 

You can create a SPOT by converting the /usr file system (/usr SPOT, or you can locate the SPOT 
elsewhere within the file system (non-/usr SPOT) on the server. 

The /usr SPOT inherits ali the optional software that is already installed on the server. Ali the clients using 
the /usr SPOT have access to the optional software installed on the server. The non-/usr SPOT can be 
used to manage a different group of optional software than those that are installed and licensed for the 
serve r . 

Creating a SPOT by converting the /usr file system has the advantage of being fast and using much less 
disk space. However, this method does not give you the flexibility to choose which software packages will 
be included in the SPOT, because ali the packages and filesets installed in the /usr file system of the 
machine serving the SPOT will be included in the SPOT. The second method, creating a non-/usr SPOT, 
uses more disk space, but it is more flexible . lnitially, only the minimum set of software packages required 
to support NIM clients is installed in the SPOT, but additional packages and filesets can be installed. Also, 
it is possible to have multiple SPOTs, ali with different additional packages and filesets installed, serving 
different clients . 

Note: Do not create a non-/usr SPOT in a subdirectory of the /usr file system . 

A SPOT varies in size from 1 00 MB up to, and sometimes in excess o f, 300 MB depending on the 
software that is installed. Because ali device support is installed in the SPOT and the number of device 
filesets typically increases, the size is not easily predictable from one release of AIX to another . 

•• ~ SPOTs are used to support ali NIM operations that require a machine to boot over the network. These 
"'-_ operations are as follows: 

• bos_inst 

• • maint_boot 

• • diag 
• - - - -.-. _,d,.,.k1711...,.s~_n-in..-Ti+-t - - -- - - -

• • dtls_init 

• • • • • • • • • 

When a SPOT is created , network boot images are constructed in the /tftpboot directory of the SPOT 
server, using code from the newly created SPOT. When a client performs a network boot, it uses tftp to 
obtain a boot image from the server. After the boot image is loaded into memory at the client, the SPOT is 
mounted in the client's RAM file system to provide ali additional software support required to complete the 
operation . 
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Each boot image created is up to 4 MB in size. Before creating a SPOT, ensure there is sufficient spa e 
the root (/) file system, or create a separate file system for /tftpboot to manage the space required for t 
network boot images . 

A single network boot image can be accessed by multiple clients; therefore, the network boot image 
cannot contain any client-specific configuration information. The plattorm type is specified when the 
machine object is defined, while the network type is determined from the primary interface definition. Two 
files are created in the /tftpboot directory on the SPOT server for each client to be network-booted: 
ClíentHostName and C/ientHostName.into. The C/ientHostName file is a link to the correct network boot 
image, while the C/ientHostName.info file contains the client configuration information . 

When the SPOT is defined (and created), the following occurs: 

• The BOS image is retrieved from archive or, for /usr conversion, just the root directory is retrieved from 
archive (/usr/lpp/bos/inst_root). 

• The device support required to support NIM operations is installed . 

• Network boot images are created in the /tftpboot directory . 

To Jist the software installed in a SPOT, enter the following command: 

nim -o lslpp SPOTName 

lf you want to change your /usr SPOT back to a normal/usr file system, you must remove the SPOT from 
the NIM database . 

For information about software installation and maintenance tasks you can perform on a SPOT, see 
"Customizing NIM Clients and SPOT Resources" on page 187 . 

Network Boot lmages for AIX 4.2 SPOTs 

Each network boot image supports a single network, platform, and kernel type. The network boot image 
files are named SPOTName. Platform.Kernei.Network. The network types are Token-Ring, Ethernet, and 
FDDI. The plattorm types are: 

rs6k (AIX 5.1 and Used for POWER family/POWER family2/P2SC/POWER-based MCA bus-based machines . 
earlier) 

rspc (AIX 5.1 and Used for POWER-based Reference Platform (PREP) Architecture-based machines. 
earlier) 

chrp Used for POWER-based Common Hardware Reference Platform (CHRP) Architecture-based 
machines. 

The rs6ksmp plattorm for AIX 4.2 (and later) SPOTs is represented by the boot image with a platform 
type of rs6k and a kernel type of mp . 

The kernel types are: 

up 
mp 

Used for s1ngle processar machmes. 
Used for multiple processar machines . 

8oth up and mp boot images are created for each platform and network type. The network boot images 
located in /tftpboot for a SPOT named 42spot look similar to the following: 

42spot.rs6k.mp.ent 

42s pot.rs6k .mp.fddi 

42s pot .rs6k.mp.to k 
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42spot.rs6k.up . ent 

42spot.rs6k.up.fddi 

42spot .rs6k . up.tok 

42spot .rspc.mp.ent 

42spot.rspc.mp.tok 

42spot.rspc.up.ent 

42spot.rspc.up.tok 

The amount of space used in the /tftpboot directory for boot images may become very large. An AIX 4.2.1 
(or later) SPOT that supports network boot for ali possible combinations of platforms, kernel types, and 
network adapters may require as much as 60 MB in /tftpboot. lf the same server serves multiple SPOTs, 
the space required in /tftpboot will be even more because each SPOT creates its own set of boot images . 

Network Boot lmages for AIX 4.3 or later SPOTs 

In AIX 4.3 or later, NIM creates by default only the boot images required to support the machines and 
network types that are defined in the environment. This situation should significantly reduce the amount of 
disk space used and the time required to create boot images from SPOT resources . 

Defining a SPOT Resource 

The command line syntax for defining a SPOT resource is: 

nim -o define -t spot -a Attribute=Value .. . SPOTName 

The following attributes are required for the SPOT resource: 

-a locatíon= Value 
-a serve r= Value 
-a source= Value 

Specifies the parent directory under which the SPOT is to be created. 
Specifies the name oi the machine where the SPOT is to be created. 
ldentifies the source device for installation images to create and install the SPOT. 

The following attributes are optional for the SPOT resource: 

-a auto_expand= Va/ue 
-a comments= Va/ue 

Expands the file system as needed when installing the SPOT. The default value is yes. 
Describes lhe SPOT. 

-a debug= V alue 
-a ínstallp_flags= V alue 

-a show_progress= V alue 
-a verbose= V alue 

Builds debug-enabled network boot images. The default value is no. 
Specilies lhe llags that describe how ínstallp should install software into the SPOT. 
The delault value is agQX. 
Shows installp output as SPOT is installed. The delault value is yes. 
Displays inlormation for debugging. To show maximum detail, specily a value oi 5. 

-No tê: The crea tion of -a- sPor, 1Jy11efao1t;-pTo·doce-s -a-large-amoont-otuotpt:rt:-Cle-sore--to--scan the o utp ut 
to look for nonfatal errors and warnings that may not be evident from a successful return code . 

tmp Resource 

A tmp resource represents a directory where client /tmp files are maintained. When this type of resource 
is allocated to a client, NIM creates a subdirectory for the client's exclusive use. This allocated 
subdirectory is subsequently initialized when you perform the dkls_init or dtls_init operation. After 
initialization, anytime the client performs a network boot, the client NFS mounts this subdirectory over /tmp 
to gain access to the /tmp directory that has been set up for its use. This subdirectory remains mounted 
over /tmp on the client as long as the client is running . 

• 1 \.,v • I 

262 AIX 5L Version 5.2: lnstallation Guide and Reference 



Note: Whenever this resource is deallocated, NIM removes the subdirectory that was created for the 
client's use. Therefore, back up any files you want to save in the client's subdirectory before you 
deallocate a resource of this type. 

Defining a tmp Resource 

The command line syntax for defining a tmp resource is: 

nim -o define -t tmp -a Attribute=Value ... TmpName 

The following attributes are required for the tmp resource: 

-a location= Value 
-a server= Va/ue 

Specifies lhe full palh name of lhe direclory where clienVtmp direclories will be crealed. 
Specifies lhe name of lhe machine where lhe directory for lhe tmp resource will be 
created. 

The following attributes are optional for the tmp resource: 

-a comments= Value Describes the resource. 
-a group= Value 
-a verbose= Va/ue 

Specifies the name of a resource group to which this resource should be added. 
Displays information for debugging. To show maximum detail, specify a value of 5. 

Distributed NIM Resources 

Usually, a NIM administrator will use the NIM master as the server for ali resources. This strategy keeps 
ali resources together on one machine. However, there are several reasons to distribute resources onto 
client machines: 

• lf the NIM environment requires several large resources to be defined, it may not be possible to put 
them ali on the same server because of disk space limitations. Creating resources on different 
machines allows the burden of disk consumption to be distributed over several machines. 

• Serving resources from different machines helps avoid bottlenecks when performing NIM operations on 
large numbers of clients. Bottlenecks can occur on server machines or on network gateways, so it may 
be beneficiai to distribute resources across servers running in different subnets . 

• Multiple resources of the same type can be created on different machines to increase the availability of 
resources when servers are taken offline for scheduled maintenance. 

• Some SPOT resources at certain leveis cannot be served by some machines at certain leveis. 
Specifically, SPOT creation is not supported when the levei of AIX installed in the SPOT is higher than 
the levei of AIX running on the server. When you are creating SPOTs at multiple leveis, it may be 
necessary to distribute the SPOTs on different servers. 

Distributing resources on different machines in the NIM environment is simply a matter of specifying the 
correct server information when the resource is defined. After the resources are created, they are used no 
differently than resources defined on the master. 

NIM Operations 

A large number of operations can be performed to manage a NIM environment and perform software 
installation and maintenance. The Web-based System Manager and SMIT interfaces are designed to hide 
much of the detail required for the command line interface. Therefore, this section only documents the 
operations for the command line. Ali of this information applies to the other interfaces as well , but 
discussion of those interfaces is deferred to the online contextual help available for those appl ications. 

Most NIM operations are performed by running the nim command with various attributes for each possible 
operation. The command line syntax is as follows: 

--Doe: ---
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nim -o OperationName -a Attribute=Value . .. TargetNameiTargetNames 

The NIM operations you can perform are: 

• "allocate" 

• "alt_disk_install" on page 265 

• "bos_inst" on page 266 

• "change" on page 271 

• "check" on page 271 

• "cust" on page 272 

• "deallocate" on page 273 

• "define" on page 273 

• "diag" on page 274 

• "dkls_init" on page 274 

• "dtls_init" on page 275 

• "fix_query" on page 275 

• "lppchk" on page 276 

• "lppmgr'' on page 276 

• "maint" on page 277 

• "maint_boot" on page 277 

• "reboot" on page 278 

• "remove" on page 278 

• "reset" on page 278 

• "selecf' on page 279 

• "showlog" on page 279 

• "showres" on page 280 

• "sync_roots" on page 281 

• "unconfig" on page 281 

• "update" on page 282 

allocate 

The allocate operation is used to make resources available to NIM clients for subsequent operations. 

The command line syntax for the allocate operation is as follows: 

nim -o allocate -a ResourceType=ResourceName .. . TargetNameiTargetNames 

The target of an allocate operation may be a NIM client or group of NIM clients . 

r he-following attribute can be ·specifiecHor the -attocate-operation-. --

-a ResourceType=ResourceName (required) Specifies the resource to allocate to the client, for 
example, lpp_source=42_images . 

When a resource is allocated to a client, an entry is added to the /etc/exports file on the resource server 
to NFS export the resource to the client. The allocation count for the resource is also incremented. When 
the allocation count is greater than O, the resource cannot be modified. During NIM operations, a client 
mounts and uses th e resources that have been allocated to it. 
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alt_disk_install 
I 

The alt_disk_install operation (available in AIX 4.3 or later) can be used to install a mksysb ima e 
client system's alternate disk or disks, or it can be used to clone a client running rootvg to an alter 
disk . 

The command line syntax for the alt_disk_install mksysb operation is as follows: 

nim -o alt disk install -a source=mksysb -a mksysb=mksysb resource \ 
- a disk=tÕrget=disk(s) -a attribute=Value .... TargetNameTTargetNames 

The command line syntax for the alt_disk_install rootvg clone operation is as follows: 

nim -o alt disk install -a source=rootvg -a disk=target disk(s) \ 
-a attribute=VÕlue . ... TargetNamejTargetNames -

The target of an alt_disk_install operation can be a standalone NIM client ora group of standalone NIM 
clients. The clients must also have the bos.alt_disk_install.rte fileset installed . 

To display the alternate disk installation status while the installation is progressing, enter the following 
command on the master: 
lsnim -a info -a Cstate ClientName 

OR 

lsnim -1 ClientName 

The following are required attributes for alt_disk_install mksysb operation: 

-a source=mksysb 
-a disk=target_disk(s) 

Specifies the type of alt_disk_install to perform. 
Specifies the disks on the client system that the mksysb image will be restored. 
This disk or these disks must not currently contain any volume group definition. The 
lspv command should show these disks as belonging to volume group None. lf 
you are specifying more than one disk, the disk names must be enclosed in a set 
of single quotes; for example, ' hdisk2 hdisk3' . 

-a mksysb=mksysb_resource Specifies the mksysb resource to use. 

The following are required attributes for the alt_disk_install rootvg clone operation: 

-a source=rootvg 
-a disk=target_disk(s) 

Specifies the type of alt_disk_install to perform. 
Specifies the disks on the client system that the mksysb image will be restored. This 
disk or these disks must not currently contain any volume group definition. The lspv 
command shows these disks as belonging to volume group None. lf you are specifying 
more than one disk, the disk names must be enclosed in a set of single quotes; for 
example, ' hdisk2 hdisk3' . 

The following are optional attributes that can be specified for both alt_disk_install mksysb and the 
-a1Cdlsleinstatl-rootvg-clone operation: - ------ - -- -

-a concurrent=Value 

-a set_bootlist= V alue 

Specifies the maximum number of machines from the selected group that should be 
installing at any given time. This attribute is only valid when the target of the operation 
is a machine group. lf specified, NIM will monitor the progress of ali machines in the 
group and attempt to keep no more or less than the number specified installing until ali 
machines in lhe group are installed . 
Specifies whether to set the bootlist to point to the new rootvg when the instai! is 
complete. Va/ue can be yes or no, where yes is the default value. The next time the 
system is rebooted, it will boot from the newly installed alternate disk if Value is set to 
yes . 
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-a boot_client= V alue 

-a debug= Va/ue 

-a image_data= V alue 

-a resolv_conf=Va/ue 

-a script= Va/ue 

-a time_limit=Value, 

-a verbose= Value 

Specifies whether to reboot the client when the alt_disk_install operation is completed. 
Value can be yes or no, where no is the default value. This attribute would normally be 
set only if the set_bootlist attribute was also set to yes . 
Specifies whether to print debug (set -x) output from lhe alt_disk_install script. Va/ue 
can be yes orno, where no is lhe default value. This output does not go to the screen, 
but is saved to lhe NIM log, /var/adm/ras/nim.alt_disk_install, on lhe client system. 
This file can be checked after the alt_disk_install has completed . 
Specifies lhe image_data resource to use when creating lhe new alternate rootvg and 
its logical volumes and file systems. The new volume group created must be large 
enough to restare lhe mksysb image or a copy of lhe running rootvg. An 
exclude_files attribute can also be used with an alt_disk_install rootvg clone to 
specify files or directories that should not be backed up. 
Specifies lhe resolv_conf resource to use for configuring the domain and name 
resolution on lhe client system when lhe system is rebooted. This is the 
/etc/resolv_conf file that will be copied into the alternate disk's file system. This may 
be useful if the mksysb image you are using has a different /etc/resolv_conf file than 
lhe one you want lhe client to retain. 
Specifies lhe script resource to call at lhe end of the alt_disk_install operation . This 
script is called on lhe running system before lhe /alt_inst file systems are unmounted, 
so files can be copied from lhe running system to the /alt_inst file systems before the 
reboot. This is lhe only opportunity to copy or modify files in lhe alternate file system 
because the logical volume names will be changed to match those of rootvg, and they 
will not be accessible until the system is rebooled wilh lhe new alternate rootvg . 
Specifies lhe maximum number of hours that should elapse before ceasing to initiate 
installation of additional members of the selected group of machines. This value can 
only be specified when limiting the number of concurrent operations on a group . 
Specifies whelher to show files as they are being backed up for a rootvg clone, or to 
show files as they are being restored for a mksysb instai!. Va/ue can be yes or no, 
where no is the default value. The output goes to the alt_disk_install log on lhe client, 
/var/adm/ras/alt_disk_inst.log . 

The following are optional attributes that can be specified only for the alt_disk_install rootvg clone 
operation: 

-a exclude_files= Va/ue Specifies an exclude_files resource to use to exclude files and directories from lhe 
rootvg. Files and directories specified in this file will not be copied to the new cloned 
rootvg . 

-a filesets= V alue Specifies lhe list of filesets to insta li into the alterna te rootvg afie r lhe clone of lhe 
rootvg is complete . 

-a fixes= Va/ue Specifies lhe APARs to insta li into lhe alternate rootvg after lhe clone of lhe running 
rootvg. The fixes are in the formal " IX123456" or "update_all ". 

-a fix_bundle=Va/ue Specifies the fix_bundle resource that lists lhe APARs to instai! into lhe alternate 
rootvg after lhe clone of lhe running rootvg. 

-a installp_bundle= V alue Specifies an installp_bundle resource that lists filesets to instai! in to lhe alternate 
rootvg after lhe clone of the running rootvg . 

-a installp_flags= Value Tells installp how to apply lhe fi leseis, installp_bundle, fixes, o r fix_bundles 
_ _ _ ________ ....attrjb!!les The default value is iosJ:.aJJ_p=üa~_ç_gL __ _ _ 

bos_inst 

The bos_inst operation is used to instai! lhe AIX BOS on standalone clients . 

The command line syntax for the bos_inst operation is as follows: 

nim -o bos_inst -a source=Value -a Attribute=Value .. . TargetName /TargetNames 

The target of a bos_inst operation can be a standalone NIM clienl or a group of standaloAe NIM c lienls . 
,,, 
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The foliowing NIM resources are required attributes that can be specified for the bos_inst o 
instali and customize a machine: 

-a lpp_source= Value c P L 

ldentifies the lpp_source resource to be used. The lpp_source resource is only required for 
rte installation. The lpp_source resource specified must have the simages attribute set. However, 
if you are performing a bos_inst operation using a mksysb resource and an lpp_source 
resource, then the simages attribute is optional. The lpp_source provides software for machine 
customization. lt also providas the BOS image for installation if the source attribute is rte . 

-a source= V alue 
ldentifies the source for BOS run-time files. Valid values are: 

r te 

mksysb 

-a spot= Value 

lnstalis from a BOS image in the lpp_source. 

tnstalis the machine from a mksysb image. 

• • • • • • • • • -~ 
ldentifies the SPOT resource to be used. The SPOT providas support for network boot and 
operations in the boot environment. 

The foliowing NIM resources are optional attributes that can be specified for the bos_inst operation: 

-a accept_licenses= Value • • • • • • • • • • • • 

Specifies whether license agreements should be accepted during BOS instaliation. Before the 
instaliation process can complete, this attribute must be set to yes. The default value is 
accept_licenses=no. lf the bosinst_data resource resides on the NIM master, the 
ACCEPT _LICENSES field in the bosinst_data resource can also be set to yes . Vou can also set 
the NIM_LICENSE_ACCEPT global environment variable to yes on the NIM master . 

-a adapter _def= V alue 
Specifies the directory containing secondary adaptar definition files. The nimadapters command 
parses a secondary-adapters stanza file to build the files required to add NIM secondary adapter 
definitions to the NIM environment as part of the adapter_def resource. The nimadapters 
command does not configure secondary adapters. The actual configuration takes place during a 
nim -o bos_inst or nim -o cust operation that references the adapter_def resource . 

-a async= Value 
Specifies whether NIM should perform operations on group members asynchronously and not wait 
for the operation to complete on one member before beginning the operation on the next. The 
default value is async=yes. 

=~' 
-a auto_expand= Value 

lndicates whether to expand file systems when setting up a client for a force_push instaliation. 
The default value is auto_expand=yes . • • • • • • • • • • I 

• • 

-a boot_client= Value 
lndicates whether NIM should attempt to reboot the client immediately for BOS instaliation. The 

---- - - - -bootclient--attribtJte-is-the-eeAver-se-eHhe-ne=elient=beet-attFietJte:-llle-EiefatJlt -valtJe -is 
boot_client=yes, indicating that NIM should attempt to reboot the client. 

-a bosinst_data= Value 
Specifies the bosinst_data resource to use for nonprompted instaliation . 

-a concurrent=Value 
Specifies the maximum number of machines from the selected group that should be instaliing at 
any given time. This attribute is only valid when the target of the operation is a machine group. lf 
specified, NIM wili monitor the progress of ali machines in the group and attempt to keep no more 
or less than the number specified instaliing until ali machines in the group are instalied . 
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-a f ilesets= V alue 
Specifies a list of filesets to instai! on the target after BOS installation . 

-a force_push= Value c p 

-----l::ó.--lndicates whether or not a force_push installation should occur. A force_push should be used for 
installing machines that are running, but are not configured with the NIM client fileset. See the 
"force_push Attribute" on page 270 for more information . 

-a group= Value 
Specifies the name of a resource group to use for installation. A resource group can be specified 
as an alternativa to specifying multiple resources as separate attributes. lf a resource group is 
specified, and it contains a SPOT and lpp_source, the spot and lpp_source attributes are no 
longer required . 

-a image_data= V alue 
Specifies an image_data resource to describe how physical and logical data is organized on the 
client. 

-a installp_bundle= Value 
Specifies an installp_bundle resource that lists filesets to instai! on the target after BOS 
installation. 

-a installp_flags= Va/ue 
Tells installp how to apply the filesets specified by the filesets or installp_bundle attributes. The 
default value is installp_flags=-agQX . 

-a mksysb= Va/ue 
Provides the run-time files for BOS and other filesets if the source attribute is mksysb. The levei 
of BOS run-time files in the mksysb must be equal to the levei of the SPOT resource used for the 
installation . 

lf the levei of the SPOT resource is greater than the levei of the mksysb resource, then an 
lpp_source resource must be used and match the levei of the SPOT resource. When this 
situation occurs, an update operation is performed by default. 

-a no_client_boot= Value 
lndicates whether the target should remain in the NIM environment after installation completes. 
The default value is no , indicating that the target system should remain in the NIM environment. 

-a physical_loc= Value 
Specifies the physical location code or AIX location code of the installation disk to the BOS 
installation process. This attribute allows you to specify the location code for the installation disk or 
disks on the command line, and allows you to have a generic bosinst.data file that does not 
contain location code information. 

To determine a disk's physical location code, type the following: 

l sde v -Cc dis k -1 hdiskO -F "name physloc" 

-a preserve_res= Value 
lndicates whether resources in non-rootvg file systems should be preserved on the client system 
being-installed: 4-fte-defauJt-valtJe-is-preserve:=res=no.- ------- -- - - -

-a resolv _conf= V alue 
Specifies the resolv_conf resource to use for configuring domain and name resolution on a client. 

-a script= Value 
Specifies the script resource to be run on the target system after ali software has been installed . 

-a set_bootlist= Value 
lndicates whether NIM should set the bootlist of the client so that the client boots over the network 
on the next reboot. Usually, set_bootlist would be yes if the client is not going to be rebooted 
immediately for installation (no_cl ient_boot=yes or boot_client=no). The default value is 
set_bootlist=no . 
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-a show_progress= Value 
lndicates whether status should be displayed for each group member when the installation targ 
is a group of machines. The default value is show_progress=yes . 

-a t ime_limit= Value 
Specifies the maximum number of hours that should elapse before ceasing to initiate installation of 
additional members of the selected group of machines. This value can only be specified when 
limiting the number of concurrent operations on a group . 

-a verbose= V alue 
Displays information for debugging. Valid values are 1-5. Use verbose=5 to show maximum detail. 
The default is to show no debugging output. 

When a bos_inst operation is performed on a client, the following occurs: 

On the SPOT server: 

1. A link is created in /tftpboot to a boot image matching the platform type, kernel type, and network 
adapter of the client. 

2. The /etc/bootptab fileis updated with client information to allow the boot image to be used. 

3. A ClientName.info file is created in /tftpboot to provide client-specific installation and configuration 
information in the boot environment. 

4. The /etc/tftpaccess.ctl file is modified, if necessary, to allow access to the ltftpboot directory. 

On the target system: 

1. The bootlist is modified so the network adapter is the default boot device for normal mode boot, unless 
no_client_boot=yes, set_bootlist=no, and force_push=no are specified. 

2. The client is rebooted to begin the installation, unless no_client_boot=yes, boot_client=no, and 
force_push=no are specified . 

When the client boots over the network adapter, it obtains the boot image from the SPOT server. The boot 
image configures devices and sets up the machine for the BOS installation. The Client.info file is 
transferred to the client machine; and based on its contents, the network adapter is configured, routes are 
added, and NIM resources are mounted in the boot environment. Processing contrai is then passed to the 
BOS installation program. 

NIM 80S lnstallation Details 

The BOS installation program requires access to an image that contains the BOS run-time files. This 
image is used by the BOS installation program to populate the target's /usr file system. In the NIM 
environment, this image can come from one of the following resources: 

• A BOS run-time image that is part of the lpp_source resource that has been allocated to the target 

• A SPOT resource that has been allocated to the target 

• A mksysb image that has been allocated to the target 

---------- . -
A spot and lpp_source are always required to support the bos_inst rte operation. A bos_inst mksysb 
operation only requires a spot resource be used . 

To indicate which BOS image to use, specify the source attribute when performing the bos_inst 
operation. The source attribute may have one of the following values : 

rte When an rte value (the default) is used for the source attribute, NIM directs the BOS installation 
program to use the BOS run-time image that is in the lpp_source directory. This image contains 
only the BOS run-time files ; it does not contain any optional software packages. Selecting an rte 
source may increase the BOS installation time, because the BOS installation program installs the 
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appropriate device support after populating the target's /usr file system to make the target via 
The installation time may also be increased due to additional installp activity during the NIM 
customization phase . 

Note: The rte source must be used when performing BOS migration installation . 

mksysb 
Using mksysb as the source results in a target machine that has the same configuration as the 
machine from which the mksysb image was created. This may save installation and configuration 
time. The mksysb images could be very large, and the installation will fail if the target does not 
have enough disk space to accommodate the image . 

After the installation is initiated from the master, the NIM master attempts to contact the target and execute 
a script that will force the system to reboot. The target system issues a BOOTP request to the server after 
it has shut down. The bos_inst operation is considered complete even if the target does not immediately 
issue a BOOTP request. The target must issue a BOOTP request to load a network boot image from the 
server to start the installation . 

lf the master is unable to contact the target system for any reason (for example, the system is turned off, it 
is nota running NIM client, or there is a network problem), a message is displayed and user intervention is 
then required at the target to issue the BOOTP request using the IPL ROM. See "Booting a Machine Over 
the Network" on page 323 . 

By default (no_nim_cl ient=no), NIM also includes the customization required for the target to remain a NIM 
client after the install . This customization includes the installation and configuration of the 
bos.sysmgt.nim.client fileset and its requisite filesets, bos.net.tcp.client and bos.net.nfs.client, so that 
the NIM master can communicate with and control the client after installation. The installp_flags are 
passed to the installp command for installing the software on the standalone client. The filesets attribute 
can be used to install a list of additional filesets or software packages from the allocated lpp_source . 

To display BOS installation status information while the installation is progressing, enter the following 
command on the master: 

lsnim -a info -a Cstate ClientName 

OR 

lsnim -1 Cli entName 

Errors in the allocation of a nim_script or boot resource type are fatal errors because the network BOS 
installation process cannot proceed without these resources. On the other hand, any error encountered 
during the attempt to cause the target to issue a BOOTP request is a nonfatal error to NIM because, at 
that point, NIM has successfully initialized the environment to perform a network installation . As soon as 
the target has successfully loaded its allocated network boot image, the BOS installation process begins . 

force_push Attribute 

When assigned a value of yes, the lorce_pusha ftri5üte -teJis Nll'vnl1an h-e- n:l.l'Ql?r of-th-e-1m-s_tnst 
operation does not necessarily have the bos.sysmgt.nim.client fileset installed and configured. NIM will 
attempt to NFS mount or copy the minimal client support to the target system to perform an unattended 
installation or migration of the base operating system. lf client support is copied to the target machine, NIM 
will automatically expand the necessary file systems on the target unless the auto_expand attribute to 
bos_inst is set to no . 

The force_push attribute requires that the client grant root rsh permissions to the master and that the key 
on the client be in the normal position. The force_push attribute also requires that a bosinst_data file be 
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allocated to the target machine to indicate that a no-prompt installation should occur. The force 
attribute is set to yes by setting the Force Unattended lnstallation Enablement? option to yes 
SMIT to perform the bos_inst operation . 

boot_client Attribute 

When assigned a value of no, the boot_client attribute is used to instruct NIM not to attempt to initiate the 
BOS installation on the target machine after setting up the installation with the bos_inst operation. This 
allows a BOS installation to be set up while deferring the actual installation until the client is rebooted at a 
later time. Also, if the client is not a running machine, this attribute will avoid waiting for the reboot attempt 
to time-out or fail. lf the installation of the client system is going to be initiated later from the server, the 
normal mode boot device list on the client must be set so that a network boot is attempted when the client 
is rebooted. No attempt is made to modify the boot list when boot_client is set to no unless the 
force_push or set_bootlist attributes are specified and set to a value of yes. The boot_client attribute is 
set to no by setting lnitiate Boot Operation on Client to no when using SMIT to perform the bos_inst 
operation . 

set_bootlist Attribute 

The set_bootlist attribute can be used with the boot_client attribute to modify the boot device list on the 
client for normal mode so a network boot is attempted when the client is rebooted. lt is not necessary to 
specify the set_bootlist attribute if the force_push attribute is set to yes or if boot_client is unspecified 
or set to yes. In both instances, the boot list will be modified as the default. The only valid values for 
set_bootlist are yes and no. The set_bootlist attribute is set to yes by setting Set Boot List if Boot not 
lnitiated on Client? when using SMIT to perform the bos_inst operation . 

preserve_res Attribute 

The preserve_res attribute can be used to preserve the NIM database definitions for resources residing 
on a NIM client that is being reinstalled. When set to yes, any resources that reside in file systems which 
are being preserved by the BOS installation process will also be preserved . 

change 

The change operation is used to modify attributes of NIM objects. The command line syntax is as follows: 

nim -F -o change -a Attribute=Value ... TargetName jTargetNames 

-F (optional) 

check 

Tells NIM to force the operation if the target is currently in use. 

The target of a change operation can be any network, machine, resource, or group in the NIM 
environment. Not ali attributes can be modified on targets. Usually, the attributes are changed 
automatically as parts of other operations, so there is little need for you to use the change 
operation explicitly . 

----------

The check operation is used to verify the usability of a machine or resource in the NIM environment. 

The command line syntax for the check operation is as follows : 

nim -F -o check -a debu g=Va lue TargetName jTargetNames 

The target of a check operation can be any NIM client , a group of NIM clients, a SPOT resource, or an 
lpp_source resource . 

Chapter 24 . Network lnstallation Management Concepts ' -271 

~i · ; ·
1

N:_~ O ;9 ~\~ . 
) i 

• __a ~~-
ooc: :J 



• • • • • • • • • • • • • • • • :c-
• • • • • • • • • • • • •c • • • • • I 
I 
I 
I 

• • • • • 

The flags and attributes that can be specified for the check operation are as follows: 

-F (optional) Tells NIM to "force" lhe operation if lhe target is currently in use. lf lhe -F flag is 
specified when lhe target is a SPOT resource, it will force lhe SPOT's network boot 
images to be rebuilt. The -F flag is typically not required when performing lhe check 
operation on client machines. 

-a debug=Va/ue (optional) Builds a SPOT's network boot images in debug mode if debug=yes is specified. This 
attribute is only valid if lhe target is a SPOT resource. The default value is debug=no. 
For more information on lhe debug attribute, reter to "Producing Debug Output from a 
Network Boot lmage" on page 318 . 

When applied to NIM clients, the check operation updates the machine state (Mstate) of the client. A ping 
test is performed to check whether the client is reachable. After the check operation is performed, the 
client's Mstate is set to either running or not running . 

When applied to SPOT resources, the check operation performs root synchronization for diskless and 
dataless clients and rebuilds the SPOT's network boot images, if necessary . 

When applied to lpp_source resources, the check operation rebuilds the table of contents (.toe) file in the 
lpp_source directory. lt also determines whether ali filesets are included in the resources to qualify the 
lpp_source for the simages attribute . 

cust 

The cust operation is used to install software filesets and updates on standalone clients and SPOT 
resources . 

See "Customizing NIM Clients and SPOT Resources" on page 187 for information on performing a 
software customization of standalone NIM clients . 

The command line syntax for the cust operation is as follows: 

nim -o cust-a Attribute=Value ... TargetName!TargetNames 

The target of a cust operation can be a standalone NIM client, a group of standalone NIM clients, or a 
SPOT resource . 

The following are required attributes that can be specified for the cust operation : 

-a filesets= Value Specifies a list of filesets to install on the target. This attribute is required unless an 
installp_bundle is used for the operation . 

-a installp_bundle= V alue Specifies an installp_bundle resource that lists fi leseis to insta li on the target. This 
attribute is required unless the filesets attribute is specified . 

-a lpp_source= V alue ldentifies lhe lpp_source resource that will provide the installation images for lhe cust 
operation . 

The following are optional attributes that can be specified for the cust operation : 

-a accept_licenses= V alue Specifies whether software licenses should be automatically accepted during 
installation. I f accept_ l i censes=yes, lhe - Y flag is passed on lhe installp command and 
licenses are automatically accepted. lf accept_l i ce nses=no , license processing is 
controlled by the installp_flags attribute. The default value is accept_licenses=no. 

-a async=Value Specifies whether NIM should perform operations on group members asynchronously 
and not wait for the operation to complete on one member before beginning the 
operat ion on the next. The default value is async=yes . 

272 AIX SL Version 5.2: lnstallation Guide and Reference 
(. I • c 

, i , f ls. NQ 8 9 2 ~ 
c 

~ J óC: _____ _ 



• • • • • • • • • • • • • • • • :c-
• • • • • • • • • • • • •r, • I 
I 

~ c i 

,-z_,ê\; 
\:):./ 

-a concurrent=Value 

-a f ix_bundle= Va/ue 

-a f ixes= Va/ue 

-a group= Va/ue 

-a installp_flags= Va/ue 

-a resolv_conf= Va/ue 

-a script= Value 

-a show_progress= Value 

-a t ime_limit=Value, 

deallocate 

\ ·(1_; r~ 
Specifies the maximum number of machines from the selected group that should e ' 
installing at any given time. This attribute is only valid when the target of the oper ·ore; · 
is a machine group. lf specified, NIM wili monitor the progress of ali machines in the ~P-.r:,.__ 
group and attempt to keep no more or less than the number specified installing until ali 
machines in lhe group are inslalled . 
Contains a list of fixes to install on the target. Fixes should be listed in the fix_bundle 
resource by APAR number with one number per line . 
ldentifies a list of fixes to install on the target. Fixes should be listed by APAR number. 
For example, fi xes="IX12345 IX54321" . 

Specifies the name of a resource group to use for the instaliation. A resource group can 
be specified as an alternative to specifying multiple resources as separate attributes. lf 
a resource group is specified, and it contains an lpp_source, the lpp_source attribute 
is no longer required . 
ldentifies the flags that teli installp how to apply the filesets specified by the filesets, 
installp_bundle, fixes , and fix_bundle attributes. The default value is 
installp_flags=agQX . 
Specifies a resolv_conf resource for configuring domain and name resolution on a 
client. 
Specifies a script resource to be run on the target system after ali software has been 
instalied. 
lndicales whether status should be displayed while software is inslalied. The defaull 
value is show_progress=yes . 
Specifies the maximum number of hours that should elapse before ceasing to initiate 
instaliation of additional members of the selected group of machines. This value can 
only be specified when limiting the number of concurrent operations on a group . 

The deallocate operalion is used to unlock and unexport resources when they are no longer needed by 
NIM clienls. lt is generally unnecessary to perform explicit deallocations after NIM operations, because 
upon successful completion, operations will automatically deallocate resources from the clients . 

The command line syntax for the deallocate operation is as follows: 

nim -o deallocate - a ResourceType=ResourceName .. . - a subclass=all TargetNameiTargetNames 

The target of a deallocate operation may be a NIM client or group of NIM clients . 

The following list includes ali the attributes that can be specified for the deallocate operation: 

-a Resource Type=ResourceName 

-a subclass=all 

Specifies the resource to deallocate from the client, for 
example, 1 pp_s ource=42_ i mages . This a !tribute is required . 
Specifies that ali resources should be deallocated from 
the target. This attribute is optional. 

• • 
--when-a-resource-is-deallocated-trom~client-;-the-/etc/exports-t+le-en-the-r-eset:J fee-seFVer-is-meEJifieEJ--te 

unexport the resource from the client. The allocation count for the resource is also decremented . 

I 
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define 

Creates objects in the NIM environment. Networks, machines, and resources can be created using the 
define operation . 

The command line syntax for lhe define operation is as follows: 

nim - o def i ne - t ObjectType -a Attr ibute =Value .. . ObjectName 

j 
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The attributes for the define operation vary for the different object types. For a complete description o \ 
attributes required to define the various NIM objects, see "NIM Networks" on page 244, "NIM Machines' o 
page 239, "NIM Resources" on page 248, and "NIM Groups" on page 282. C' p L 

diag 

The diag operation is used to prepare resources for a client to be network-booted into diagnostics mode . 

The command line syntax for the diag operation is as follows: 

nim -o diag -a Attribute=Value ... TargetNameiTargetNames 

The target of a diag operation can be any standalone NIM client or group of standalone NIM clients . 

The following are required attributes that can be specified for the diag operation: 

-a spot= Va/ue Specifies the SPOT resource to be used to provide network boot and diagnostics support. 

The following are optional attributes that can be specified for the diag operation: 

-a group= Va/ue 

-a verbose= V alue 

dkls_init 

Specifies the name of a resource group to use for the operation. A resource group can 
be specified as an alternative to specifying multiple resources as separate attributes . 
Displays information for debugging. Valid values are 1-5. Use verbose=5 to show 
maximum detail. The default is to show no debugging output. 

The dkls_init operation is used to prepare resources for use by a diskless client. 

The command line syntax for the dkls_init operation is as follows: 
nim -o dkls_in i t -a Attribute=Value ... TargetNameiTargetNames 

The target of a dkls_init operation can be any diskless NIM client or group of diskless NIM clients . 

The following are required attributes that can be specified for the dkls_init operation : 

-a dump= V alue 
-a paging= V alue 
-a root= Value 

-a spot= V alue 

Specifies the dump resource that contains client dump files. 
Specifies the paging resource that contains client paging files . 
Specifies the root resource that contains the client root (/) directories. The root 
resource must be served by the same machine that serves the SPOT . 
Specifies the SPOT resource to be used to provide network boot support and the /usr 
file system for clients . 

• • 
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-a group= Va/ue 

-a home= V alue 
-a resolv _conf= Va/ue 

-a shared_home= Value 

-a size= Value 
-a tmp= Value 

Specifies lhe name of a resource group to use for the installation . A resource group can 
be specified as an alternative to specifying multiple resources as separate attributes . 
Specifies the home resource that contains client /home directories. 
Specifies the resolv_conf resource to configure Domain Name Protocol name server 
information on lhe client. 
Specifies the shared_home resource that contains a common /home directory for 
multiple clients. 
Specifies the size in megabytes for client paging files. 
Specifies the tmp resource that contains client /tmp directories. 
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-a verbose= V alue Displays information for debugging. Valid values are 1-5. Use verbose=S to show 
maximum detaiL The default is to show no debugging output 

The dkls_init operation populates client directories and creates client paging and dump files. A network 
boot image is also allocated to the client When the client boots over the network, it obtains the boot 
image and is configured to mount the remaining resources . 

dtls_init 

The dtls_init operation is used to prepare resources for use by a dataless client 

The command line syntax for the dtls_init operation is as follows: 

nim -o dtls_init -a Attribute=Value ... TargetNameiTargetNames 

The target of a dtls_init operation can be any dataless NIM client or group of dataless NIM clients . 

The following are required attributes that can be specified for the dtls_init operation: 

-a dump= Va/ue 
-a spot= V alue 

-a root= Value 

Specifies the dump resource that contains client dump files. 
Specifies the SPOT resource to be used to provide network boot support and the /usr 
file system for clients. 
Specifies the root resource that contains the client root (/) directories. The root 
resource must be served by lhe same machine that serves lhe SPOT . 

The following are optional attributes that can be specified for the dtls_init operation: 

-a paging= Value 
-a group= Value 

-a h orne= V alue 
-a resolv_conf=Value 

-a shared_home= Value 

-a size= V alue 
-a tmp= V alue 
-a verbose= Va/ue 

Specifies the paging resource containing client paging files. 
Specifies the name of a resource group to use for lhe installation. A resource group can 
be specified as an alternative to specifying multiple resources as separate attributes . 
Specifies lhe home resource that contains client /home directories. 
Specifies the resolv_conf resource to configure Domain Name Protocol name server 
information on lhe client 
Specifies the shared_home resource that contains a common /home directory for 
multiple clients. 
Specifies lhe size in megabytes for client paging files. 
Specifies the tmp resource that contains client /tmp directories. 
Displays information for debugging. Valid values are 1-5. Use verbose=S to show 
maximum detail. The default is to show no debugging output 

The dtls_init operation populates client directories and creates client paging and dump files. A network 
boot image is also allocated to the client. When the client boots over the network, it obtains the boot 
image and is configured to mount the remaining resources . 

fix_query 

The fix_query operation is used to display whether specified fixes are installed on a client machine or a 
SPOT resource . 

The command line syntax for the fix_query operation is as follows : 

nim -o fix_query - a Attribute=Value . .. TargetNameiTargetNames 

The target of a fix_query operation can be any standalone NIM client, group of standalone NIM clients, or 
SPOT resource . 
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The following are optional attributes that can be specified for the fix_query operation: 

-a f ix_bundle= V alue Specifies a fix_bundle resource containing a list of fix keywords. This attribute is 
required unless the fixes attribute is specified for the operation . 

-a fixes= Va/ue Specifies a list oi keywords for the fix_query operation. Fix keywords are APAR 
numbers used to identify software updates that can span multiple filesets . This attribute 
is required unless a fix_bundle is used for the operation . 

-a group= V alue Specifies lhe na me oi a resource group to use for lhe operation. A resource group can 
be specified as an alternative to specifying multiple resources as separate attributes . 

-a fix_query_flags= Value Tells the fix_query operation how to display information. Valid flags are those used by 
the instfix command. 

-a show_progress=Va/ue lndicates whether status should be displayed as the operation is performed. The default 
value is show_progress=yes . 

Note: There are no required attributes for the fix_query operation . 

lppchk 

The lppchk operation is used to verify that software was installed successfully by running the lppchk 
command on a NIM client or SPOT resource . 

The command line syntax for the lppchk operation is as follows: 

nim -o lppch k -a Attribute=Value . .. TargetNameiTargetNames 

The target of a lppchk operation can be any standalone NIM client, a group of standalone NIM clients, or 
a SPOT resource . 

The following are optional attributes that can be specified for the lppchk operation: 

-a async=Value Specifies whether NIM should perform operations on group members asynchronously 
and no! wait for lhe operation to complete on one member before beginning the 
operation on the next. The default value is async=yes . 

-a filesets= V alue Specifies a list of filesets on the target on which lhe lppchk operation will be 
performed. 

-a lppchk_flags= Value Tells lhe lppchk command how to perform software verification . 
-a show_progress= V alue lndicates whether status should be displayed as the operation is performed. The default 

value is show_progress=yes. 
-a verbose= V alue Displays information for debugging. Valid values are 1-5. Use verbose=S to show 

maximum detail. The default is to show no debugging output. 

Note: There are no required attributes for the lppchk operation . 

lppmgr 

• --~ The NIM l ppmgr operation helps TO mãnageoase tnstallatlon tmages a1Td-op-date4mages4n--an-
• lpp_source. Although the lppmgr command is a separate command , it does use NIM objects as 

parameters . By having the lppmgr operation in NIM , the lppmgr command is called by NIM to be 
• executed on lpp_source resources on other servers , and allows NIM to do sufficient checking of the 
• lpp_source before and after lppmgr is executed. The format of the operation will be as follows: 

• • • • • • • 

The format of the command is as follows: 

ni m -o lppmgr -a lppmgr_f lag s=<flags > <lpp_source_obj ect> 

The NIM lppmgr operation is also available in SMIT using the nim_lppmgr fast path . 
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The lppmgr operation does not check the Jppmgr_flags attribute for conflicts . 

Note: Do not use the -p flag for prompting to move or remove installation images . 

To list the names of duplicate filesets which should be removed with space usage information, type the 
following: 

nim -o lppmgr -a lppmgr_flag s="-lsb" lpp_sourcel 

For more information on the lppmgr command, see the A/X 5L Version 5.2 Commands Reterence . 

maint 

The maint operation is used to uninstall software filesets and commit and reject updates on standalone 
clients and SPOT resources . 

The command line syntax for the maint operation is as follows: 

nim -o maint -a Attribu te=Value . . . TargetNameiTargetNames 

The target of a maint operation can be a standalone NIM client, a group of standalone NIM clients, or a 
SPOT resource . 

The following are required attributes that can be specified for the maint operation: 

-a installp_flags= Va/ue ldentifies lhe flags that tell installp what to do with lhe installed software. 

The following are optional attributes that can be specified for the maint operation : 

-a async= Value 

-a filesets= V alue 

-a group= Va/ue 

-a installp_bundle= Value 

-a show_progress= Value 

maint_boot 

Specifies whether NIM should perform operations on group members asynchronously 
and not wait for the operation to complete on one member before beginning the 
operation on lhe next. The default value is async=yes. 
Specifies a list of filesets to be maintained on lhe target. 
Specifies lhe name of a resource group to use for the operation. A resource group can 
be specified as an alternative to specifying multiple resources as separate attributes. 
Specifies an installp_bundle resource lha! contains a list of filesets to be maintained 
on the target. 
lndicates whether status should be displayed as maintenance is performed. The default 
value is show_progress=yes . 

The maint_boot operation is used to prepare resources for a client to be network-booted into 
maintenance mode . 

• • • 
---1-he-command-line-syntax -fer -tfle--maint.=Beet-ef)eFatien-is--as-ft>llews;-: ---------­

nim -o mai nt_boot -a Attribute=Value . . . TargetName iTargetNames 

• • • • • I 

• • 

The target of a maint_boot operation can be any standalone NIM client or group of standalone NIM 
clients . 

The following are required attributes that can be specified for the maint_boot operation : 

-a spot= V alue Specifies lhe SPOT resource to be used to provide network boot and maintenance 
mode support . 
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The following are optional attributes that can be specified for the maint_boot operation: 

-a group= Value Specifies the name of a resource group to use for the operation. 
-a verbose= Value Displays information for debugging. Valid values are 1-5. Use verbose=5 to show 

maximum detail. The default is to show no debugging output. 

After the maint_boot operation is performed, the client must be rebooted over the network to load the 
network boot image and enter maintenance mode . 

reboot 

The reboot operation is used to reboot a NIM client machine . 

The command line syntax for the reboot operation is as follows: 

nim -o reboot -a Attribute=Value .. . TargetNameiTargetNames 

The target of a reboot operation can be any standalone NIM client or group of standalone NIM clients. 

The following are optional attributes that can be specified for the reboot operation: 

-a inst_warning= Va/ue lndicates whether a warning should be displayed to warn users that the machine will be 
rebooted. The default value is inst_warning=yes . 

Note: There are no required attributes for the reboot operation . 

remove 

The remove operation is used to remove objects from the NIM ehvironment. The command line syntax is 
as follows: 
nim -o remove TargetNameiTargetNames 

The remove operation does not take any attributes. The target of this operation can be any network, 
machine, resource, or group in the NIM environment. 

reset 

The reset operation is used to change the state of a NIM client or resource, so NIM operations can be 
performed with it. A reset may be required on a machine or resource if an operation was stopped before it 
completed successfully . 

The command line syntax for the reset operation is as follows: 

nim -F -o reset Ta rgetNameiTargetNames 

The target of a reset operation can be any NIM client, a group of NIM clients, ora SPOT resource . 

The following list includes ali the flags and attributes that can be specified for the reset operation: 

-F ( optional) Tells NIM to "force" the operation if lhe target is currently in use. 

When applied to NIM clients , the reset operation updates the contrai state (Cstate) of the client. After the 
reset operation is performed, the client's Cstate is set to ready , and it is possible to perform NIM 
operations on the client. Although the Cstate of the cl ient is reset by the operation , resources are not 
deallocated automatically. For information on deallocating resources, see "deallocate" on page~ 273. -

'I 
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When applied to SPOT resources, the reset operation updates the resource state (Rstate) of the S 
After the reset operation is performed, the SPOT's Rstate is set to ready, and you can use the SP 
NIM operations . 

select 

The select operation is used to include and exclude group members from operations performed on the 
group . 

The command line syntax for the select operation is as follows: 
nim -o select -a Attribute=Value ... TargetNameiTargetNames 

The target of a select operation must be a group of NIM clients . 

The following are optional attributes that can be specified for the select operation: 

-a exclude= Value 
-a exclude_all= Va/ue 

-a include= Value 
-a include_all= Value 

-a verbose= Va/ue 

Specifies lhe name of lhe group member to exclude from operations on lhe group. 
lndicates that ali members of lhe group should be excluded from operations on lhe 
group. Valid values are yes and no . 
Specifies lhe name of lhe group member to include in operations on lhe group. 
lndicates that ali members of lhe group should be included in operations on the group. 
Valid values .are yes and no. 
Displays information for debugging. Valid values are 1-5. Use verbose=S to show 
maximum detail. The default is to show no debugging output. 

To display the group members that are included and excluded from operations, use the lsnim -g 
GroupName command syntax . 

showlog 

The showlog operation is used to list software installed on a NIM client or SPOT resource . 

The command fine syntax for the showlog operation is as follows: 

nim - o showlog -a Attribute=Value . .. TargetNameiTargetNames 

The target of a showlog operation can be any standalone NIM client, a group of standalone NIM clients, 
or a SPOT resource. 

The following are optional attributes that can be specified for the lppchk operation : 

-a full_log= Value lndicates whether the entire log is displayed or only the last entry. The default value is 
full_log=no . 

· -------------------------------------------------------------
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-a Jog_type= V alue Specifies lhe type of log to display. The log types supported for both standalone 
and SPOT resources are: 

boot 

bosinst 

devinst 

lppchk 

nimerr 

niminst 

Machine's boot log 

Output from the BOS installation program 

Output from lhe installation of key system and device-driver software 

Log of the output from the lppchk operation executed on a 
standalone NIM client 

Errors encountered during execution of the nim command 

Output from lhe installation of user-specified software (including 
installation of NIM client software during a bos_inst operation) 

script Output from any configuration script resources allocated for a 
bos_inst operation. 

-a show_progress= Value lndicates whether status should be displayed as lhe operation is performed. The default 
value is show_progress=yes . 

-a verbose= Va/ue Displays information for debugging. Valid values are 1-5. Use verbose=5 to show 
maximum detail. The default is to show no debugging output. 

Note: There are no required attributes for the showlog operation . 

showres 

The showres operation is used to display the contents of a resource. The contents displayed will be 
appropriate for the type of resource on which the operation is run . 

The command line syntax for the showres operation is as follows: 

nim -o showres -a Attribute=Value ... TargetName 

The target of a showres operation may be a SPOT, lpp_source, script, bosinst_data, image_data, 
installp_bundle, fix_bundle, resolv_conf, exclude_files, or an adapter_def resource . 

The following are optional attributes that can be specified for the showres operation : 

-a client= Value 
Specifies which client's secondary adapter configuration file is displayed from an adapter_def 
resource. This attribute is only applicable when the target of the operation is an adapter_def 
resource. •c e -a f ilesets= Value 

• 
Specifies a list of filesets for which information should be displayed. This attribute is only 
applicable to lpp_source and SPOT targets. 

• -a installp_flags= Value 
e ______ S.p_ecifLes flags that tell the installp command how to format the display of filesets . This attribute is 
• only applicable to lpp_source and SPOT targets. 

-a instfix_flags= Value 
• Specifies flags that tell the instfix command how to format the display of fixes. This attribute is 
e only applicable to lpp_source targets. 

e -a lslpp_flags= Value 
• Specifies flags that tell the lslpp command how to format the display of installed software. This 

attribute is only applicable to SPOT targets. 

• -a reference= V alue e Specifies a reference machine or SPOT resource for fileset comparison . This attribute is only 

• • • 
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applicable when the target of the operation is an lpp_source. Available filesets in the lpp_s 
are compared against installed filesets in the reference machine or SPOT. lf the showres 
operation is performed from a NIM client, the reference attribute is automatically set to the na 
of the client. 

-a resource= V alue 
Specifies the name of the resource whose contents should be displayed. This attribute is only 
necessary when the showres operation is performed from a NIM client. 

-a sm_inst_flags= V alue 
Specifies flags that tell the sm_inst command how to format the display of filesets . This attribute 
is only applicable to lpp_source and SPOT targets. This attribute must be used in conjunction 
with the reference attribute and is normally used only within the SMIT application . 

Note: There are no required attributes for the showres operation . 

• When the target of the showres operation is a SPOT, the list of filesets installed in the SPOT is 
displayed . 

• When the target of the showres operation is an lpp_source, the list of filesets contained in the 
lpp_source is displayed. 

• For ali other resources that are valid targets for the showres operation, the character contents of the 
files are displayed . 

sync_roots 

The sync_roots operation is used to verify that diskless and dataless clients have the correct root files for 
the SPOT resource they use . 

The command line syntax for the sync_roots operation is as follows: 

nim -F -o sync_roots -a num_parallel_syncs=Value TargetName 

The target of a sync_roots operation must be a SPOT resource . 

The following are optional flags and attributes that can be specified for the sync_roots operation: 

-a num_parallel_syncs= V alue Specifies lhe number of client root directories to simultaneously synchronize with 
lhe SPOT's root files. Valid values are numeric. The default value is 
num_parallel_syncs=S. 

-F Specifies lha! NIM should force lhe operation . 

A sync_roots operation can be performed automatically when the check operation is performed on a 
SPOT . 

unconfig 

The unconfig õperatiõn iS useãtounconf1gure tfiei"Jll'ii1 master.Th-e-rmc-onng-crp-eratiun- most-ne 
performed before the NIM master can be reconfigured or the NIM master fileset can be uninstalled . 

Attention: Performing the unconfig operation removes ali information from the NIM database and 
should be used with caution . 

The command line syntax for the unconfig operation is as follows : 

ni m -o unconf ig ma ster 

The target of the unconfig operation must be the NIM master . 

" ~ "':" 
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where the following attributes are optional : 

default= V alue Specifies whether a resource group should be made lhe default. The default value is 
default=no . 

ResourceType Specifies lhe type (for example, spot, lpp_source, script, etc.) and name of the 
resource to add to lhe group. One resource of each type may be specified, except for 
script and installp_bundle resources, which may have multiple resources participate 
in an operation . 

The allocation of individual resource group members can be overridden by specifying additional resource 
attributes for the members to be changed . 

For example, the resource group, res_grpl, contains the spotl, 1 pp_sourcel, bosinst_datal , scri ptl, and 
resolv_confl resources. To use the resource group to perform an rte bos_inst operation on clientl, but 
using no bosinst_data resource, and using resolv_conf2 instead of resolv_confl, use the following 
command: 
nim - o bos inst -a source=rte -a group=res groupl \ 
-a bosinst=data= -a resolve_conf=resolv_conf2 clientl 

A resource group can be specified as the default set of resources to use for ali NIM operations. This is 
dane by setting the master's default_res attribute to the name of the resource group that will be the 
default. When a default resource group is defined, the applicable member resources will always be 
automatically allocated during NIM operations, unless they are specifically overridden . 

To set the default resource group to res_groupl, enter: 
nim - o change -a default_res=res_groupl master 

or enter: 

nim -o change -a default=yes res_groupl 

To stop using a default resource group, enter: 

nim -o change -a default res=master 

or enter: 

nim -o change -a default =no res_groupl 
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Chapter 25. Sample Files 

This chapter contains information about the following sample files: 

• "script Resource File" 

• "Definition File for the nimdef Command" 

script Resource File 

The following is an example of a customizing script that configures the target's TCP/IP domain name 
resolution and routing . 

The resolv_conf resource should be used when installing clients running the latest version of AIX . 

#!/bin/ksh 
# 
# 
# 

CUSTOMIZING SCRIPT to set the hostname, 
estab1ish the nameserver and DNS domain name , 
and configure the routing tab1e for the 
target standa1one c1ient 

# Truncate the host name 
# if the host name is set to the fu11y qua1ified host name 
# 
#NOTE: This procedure wi11 NOT resu1t in a truncated host name if 
#the bos insta11ation operation is insta11ing a mksysb image 
#(ie . -a source=mksysb) un1ess the bos inst operation is 
#instructed not to configure the target as a NIM c1ient upon 
#comp1etion (ie. un1ess -a no_nim_c1ient=yes is specified) 
# 
chdev -1 inet0 -a hostname =$(/usr/bin/hostname I cut -d . - fl) 
# Set Name server and Domain Name 

if [[ -f /etc/reso1v .conf ]] 
then 

/usr/sbin/namers1v -E '/etc/reso1v.conf.sv' 
fi 
/usr/sbin/namers1v -a -i '9.101.1.70' 
/usr/sbin/namers1v -c 'enterprise.ca' 

# F1ush routing tab1e and add defau1t route 

/etc/route -n -f 
odmdelete -o CuAt -q "name=inet0 and attribute=route" 
chdev -1 inetO -a route=net , 'O', '9.101.1.70' 

Definition File for the nimdef Command 

The following is an example of a definition file for the nimdef command: 

# Set defau1 t va1ues. 

default : 
machine_type 
subnet_mask 
gateway 
network_type 
ring_speed 
p1atform 
machine_group 

= st and a1one 
= 255.255. 240 .0 

gat eway 1 
tok 
16 
rs6k 

= all machines 

# Define the mac hine "1 ab l " 
# Take a 11 default s . 

1abl: 

© Copyright IBM Corp. 2002, 2003 

-----------------

l. ; ). ; t. 
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# Define the machine "lab2" 
# Take all defaults and specify 2 additional attributes . 
# The machine "lab2" uses IPL ROM emulation, and will be added to 
# the machine groups "all_machines" (by default) and "lab_machines" . 

lab2 : 
ipl_rom_emulation 
machine_group 

/dev/fdO 
lab_machines 

# Define the machine "lab3" 
# Take a11 defau1ts, but do not add the machine to the 
# defau1t group . 

1ab3: 
machine_group= 

# Define the machine "1ab4" 
# Take a11 defaults, but do not add "1ab4" to the defau1t group 
# "a11 machines". 
# Instead add it to the groups "1ab_machines" and "new_machines" . 

lab4: 
machine_group = 
machine_group = 1ab mach i nes 
machine_group = new_machines 

# Change the default "p1atform" attribute . 

defau1t: 
p1atform = rspc 

# define the machine "testl" 
# Take a 11 defaults and i nc1 ude a comment. 

testl : 
comments "This machine is a test machine." 

---------------------------------
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Chapter 26. NIM Error and Warning Messages 

Note: You can access NIM error messages information (message number and message text only) 
through the Message Center located on the IBM eServer pSeries lnformation Center on the Internet 
at the following Web address: 
http : //publibl6.boulder.ibm .com/pseries/en_US/infocenter/base 

This chapter contains information about Network lnstallation Management (NIM) errar and warning 
messages, with suggestions for resolving specific problems . 

lf an errar condition is detected when a NIM command is executed, the command returns an errar 
message. lf a NIM command returns a warning message, this indicates that either a less severe problem 
was encountered by NIM, ora problem was encountered in a command called by NIM, and the severity of 
the problem cannot be readily determined by NIM. In the latter case, additional messages or output from 
the command often reveal the nature of the problem . 

Ali NIM errar messages begin with 0042 andare followed by a three-digit errar code. 

Notes: 

1. lf you require usage information for a NIM command, type the command without any parameters or 
with a question mark as a parameter (for example, ni m - ?). Additional information can be obtained 
from the lsnim command, which provides severa! options to display NIM help and usage information . 
For more information, reter to the -q, -0, and -P options of the lsnim command. You can also use the 
lsnim -p -a command to display information for ali NIM classes, subclasses, types, and attributes. For 
example, to determine the list of valid values for an attribute, enter: 

lsnim -p -a AttributeName 

2. In some cases, a nim or nimclient operation that is being blocked because an object is in a particular 
state may be permitted with the use of the force option (the -F flag) . However, by using the force 
option, you may adversely affect part of the NIM environment by forcing an operation that should only 
proceed after other actions are complete. Use errar messages that are displayed without using the 
force option to determine if the force operation is a reasonable action . 

3. lf you believe that your problem is the result of a software defect, or if the User Actions provided here 
do not provide adequate resolution to a problem, contact your point of sale . 

lnformation about each message listed in this chapter is organized in the following manner: 

Message 
Explanation 
User Action 

lndicates the warning or errar message ID number returned by the command 
Describes what is likely to have caused the message to be displayed 
Suggests a possible resolution to the problem 

• • • • 
Note: lf a User Action for a given error or warning specifies using the lsnim command for recovery hints, 

and if you are operating from a NIM client, use nimclient -1 lsnimOperations, substituting the 
-- ---suggested-lsninLOp!ioos_as_appLopriate_.~-----------------

• • • • • • I 

• • 

Message 
Explanation 

User Action 

Message 

0042-001 
An error was detected by an underlying NIM method (a subcommand). This message describes 
where the error occurred with respect to the NIM client or master and may be useful in 
troubleshooting the problem. The messages that are displayed subsequent to this errar are 
normally the true source of the problem . 
Read the additional information and error messages, and reter to their explanation and 
recovery hints as appropriate . 

0042-002 
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An interrupt signal has been received, perhaps because the user entered Ctri-C or used the kill 
command on a NIM process. CP L • 
The NIM operation that was aclive has been interrupted. Perform the operation again. 
Note: This erro r is expected if it occurs after the nimclient -o bos_inst operation is performed 
on a client. 

0042-003 and 0042-004 
An errar has been relurned from a system cal!. 
Fix the condition that caused lhe system call to fail and perform the operation again. 

0042-005 
The Object Data Manager (ODM) has returned an errar. 
Reter to the Message Database located on the lnformation Center Web page for specific 
details of the errar. Fix the ODM problem and perform lhe NIM operation again . 

0042-006 
Generic errar message used for rarely occurring NIM errors. 
Phrases contained in this errar message are constructed from debug information and from 
messages returned by commands called by NIM. lf the content of the message does not give 
insight into the true cause of failure, contact your point of sale . 

0042-007 
An internai NIM errar has occurred. 
Try the operation again. 

0042-008 
NIM has attempted to establish socket communications with a remate machine, and it has 
refused lhe connection . 
lf the failing operation occurred on the master, verify that the master has rsh permissions on 
the client and that inetd is active on the client; otherwise, verify that the nimesis daemon is 
aclive on the master. lf the failing operation was the niminit command on the client, a possible 
cause of failure is that the master does not have a network object that corresponds to the 
client's network. A network object that represents the client's network needs to be added to the 
database on the master; then a route needs to be added from the master's network to the 
client's network . 

lf the failure occurs during operations initiated from a client, using the nimclient command, or 
during a NIM installation of the base operating syslem, the cpuid attribute on lhe client's 
machine definition may be obsolele (for example, if the machine's system planar was recently 
replaced). To guarantee that this is not the case, erase the cpuid from lhe machine definition 
by issuing the following from the master: 

nim -Fo change -a cpuid= ClientName 

0042-011 • • • 
----&xptanat.ion- ----Ihe /etc/niminfo fileis no! accessible __ _ 

• • • • • • • • • 

User Action The niminfo file is required by ali NIM commands and methods. This file is crealed when lhe 
bos.sysmgt.nim.master and bos.sysmgt.nim.client packages are configured. lf this file is not 
available, lhis indicales thal lhe NIM package has not been initialized or lhal this file has been 
deleled. To create the niminfo file, execute the nimconfig command on the master or lhe 
niminit command on lhe client. To recreale a deleled or corrupled niminfo fil e, enter from lhe 
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masler: 

ni mc onf i g - r 

OR enter from lhe clienl: 

ni minit -aname=Cl ientName -amaste r=MasterHostName -amas ter_port=MasterPortValue 
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0042-012 
The specified command may only be executed on the master. 
Execute the desired operation on the NIM master. 

0042-01 3 
The globallock used for synchronized access to the NIM database could not be obtained. 
Try the operation again. lf the same errar is returned, verify that there are no aclive NIM 
commands. lf this is true, remove the /var/adm/nim/glock file and try the operation again. lf 
the file does not exist and the error persists, contact your point of sale . 

0042-014 
An internai NIM error has occurred. 
Perform the remove operation on the NIM object followed by the appropriate define operation. 

0042-015 
A syntax error has been detected. 
Reter to the appropriate man page for the NIM command and try again using valid syntax. 

0042-016 
An invalid option has been specified. 
Reter to the appropriate man page for the NIM command and try again using valid syntax. 

0042-017 
An invalid value was specified for an option argument. 
Reter to the appropriate man page for the NIM command and try again using valid syntax. 

0042-018 
A required option was not supplied. 
Reter to the appropriate man page for the NIM command and try again using valid syntax. 

0042-019 
An option that requires an argument was specified without its argument. 
Reter to the appropriate man page for the NIM command and try again, specifying the missing 
argument. 

0042-20 

An operand was required but not supplied. Usually, the operand is lhe NIM object to which a 
given operation is being applied (that is, a NIM name for a network, machine or resource object 
that is the target of the NIM operation). 
Reter to lhe appropriate man page for the NIM command and try again using valid syntax. lf 
you do not know lhe name of an operand, and if the failing operation was targeted toward an 
existing NIM object, enter: 

1 sn im -1 -t ObjectType 

OR 

to determine the operand name . 

0042-021 
A NIM attribute was required for the operation . 

~ - ' I ' . j •.; ~ 
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Specify the missing attribute. lf the failing command is the nim or nimclient command, to 
obtain a list of attributes, enter from the master: 

l s nim -q Objec tName 

OR 

1snim -q -t ObjectType 

OR enter from the clients: 

nimc1 ient -1 lsnimOptions 

For the other NIM commands, see the appropriate NIM man page . 

0042-022 
A value was specified that exceeds the bounds of acceptable values. 
Supply a value within lhe acceptable bounds. 

0042-023 
The specified value is not valid. 
Try the command again with a valid value. To determine the valid values for classes of objects 
and operations as they pertain to those objects, enter: 

1snim -Pc ObjectClass 

ANO 
1snim -POc ObjectClass 

where ObjectClass is one of machines, networks, or resources . 

0042-024 
An invalid NIM object type was specified. 
Specify a valid NIM object type. See user actions for error 023 for lsnim options to determine a 
valid object type . 

0042-025 
The specified operation cannot be supplied to the specified NIM object. 
Specify an operation that can be applied to lhe object. Ente r 1 sni m -0 ObjectName for a list of 
valid operations that can be applied to lhe object. 

0042-027 
The specified object is missing an attribute that is required to complete the specified operation. 
Redefine the object that is missing an attribute by performing the remove operation followed by 
the define operation . 

0042-028 and 0042-029 
The speclfied information cannot be supplied in lhe current context. 
Try lhe operation again wilhoul supplying lhe offending attribute. 

------- ----
0042-030 
A sequence number was opened to an attribute that doesn't allow sequence numbers. 
Try lhe operation again without a sequence number on the offending attribute. 

0042-031 
An internai NIM error has occurred. NIM is unable to generate a unique object 10. 
Try the operation again. 

0042-032 
The specified value for the attribute is not unique and it must be. 
Supply a unique value for lhe attribute. 
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0042-034 

The specified value is not unique and it must be . 
Supply a unique value. 

0042-035 

NIM was attempting to access an attribute that had the specified characteristics, but the 
attribute doesn't exist. 
Make sure the attribute exists and retry the operation. 

0042-036 

The define operation failed for a resource because the specified server does not have a 
standalone configuration . 
Try the operation again using a NIM client that is a standalone machine. 

0042-037 
The NIM state of lhe specified object prevents the operation from succeeding. 
NIM states are used to synchronize activity among NIM objects. To perform the desired 
operation, lhe state of lhe specified object must be changed. lf the specified object is in an 
unexpected state, check the system to make sure another user or process is not manipulating 
the object. Use the reset operation to set the object to a known state and try the operation 
again . 

0042-038 

An object that NIM would operate on is already locked and thus cannot be operated on. 
NIM object locks are used to synchronize activity among NIM objects. These locks are 
temporary, so try the operation again after some delay. The value of the lock is the process 10 
of a NIM process that is using the lock. lf the lock persists and no NIM commands are aclive, 
reset ali NIM locks by stopping the nimesis daemon, then restarting it. 

0042-039 
The operating system version or release levei of the specified object is unacceptable. 
Perform the desired operation on objects that have the appropriate operating system version 
and release leveis. 

0042-040 

A NIM object could not be removed because it is being used by some other NIM object. 
Remove ali references to lhe object to be removed before the remove operation is specified. 11 
NIM states are such that you cannot remove references to the object and you want to remove 
lhe object anyway, provide the -F flag to the remove operation . 

0042-041 

A specified value has already been defined to NIM. 
Specify a value that isn't already known to NIM. 
Note: lf /etc/niminfo is the value and lhe NIM command producing this error is niminit, this 
means that niminit has already been performed. lf you want to reinitialize your NIM master or 
client , deinstall lhe appropriate fileset, and then reinstall and reconfigure lhe NIM master or 
client fileset. 

0042-042 
The specified machine could not be reached with lhe ping command from the master. 
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lf the operation you were attempting to perform requires that the target machine be running an 
that it can be reached, then verify that the machine is currently running. lf not. turn it on; c P L -
otherwise, pertorm network diagnostic procedures to determine why lhe master could not reach 
the target machine . 

0042-043 
The remove operation cannot be pertormed, because the target machine currently serves a 
NIM resource that has been allocated for use. Performing the operation at this time could lead 
to processing failures on clients that are attempting to use the served resources. 
You need to deallocate ali resources that the target serves before you can remove the 
machine . 

0042-044 

You have specified a NIM attribute without an accompanying value. Most NIM attributés can 
only be specified with a value assigned to them in the form of attr=va/ue. 
Retry the operation with a value assigned to the specified attribute. 

0042-045 
Some NIM attributes can be added to an object's definition more than once. In these cases, a 
sequence number is used to uniquely identify each attribute of that type. In this case, you have 
specified an attribute of this type without its required sequence number and, therefore, NIM is 
unable to determine which attribute you are attempting to specify . 
Verify the sequence number and try the operation again. 

0042-046 
NIM was unable to perform an operation on the specified file. This may be dueto the 
permissions on the file. The file usually needs read, write, and, in some cases, execute 
permissions for root. 
Change the permissions of the specified file and try the operation again. 

0042-047 
Some types of NIM resources may only be used by specific machine types. In this case, you 
attempted to allocate a NIM resource to a type of machine that is not allowed to use that type 
of resource . 
Specify a resource type that the machine is allowed to use when performing allocation for the 
target machine . 

To determine the valid resource types, enter: 

lsnim -p -s ResourceSubclassForMachineType 

To view the subclasses that are available, enter: 1 snim -p -S 

0042-048 
When resource allocation is requested, NIM verifies that the designated client has the potential 
to communicate with the server of the resource. NIM does this by checking the NIM routing 
between the network that the client's primary interface connects to and ali the networks that the 

_ _senLeLconnects_to..J.lllhis_cas~lMJ.oJJ.te_is missing be ween the client and the seryer. _ _ 
Either establish a NIM route between the client and the server or choose a different resource to 
allocate . 

0042-049 
Only one resource of this type may be allocated to the client and one has already been 
allocated . 
Choose the resource that you want to use and deallocate the currently allocated resource of 
this type if you want to use lhe new one . 

0042-051 
NIM was unable to resolve a host name to an IP address or lhe other way around. 

,I 

292 A/ X SL Version 5.2: Jnsta llation Guide and Reference 



• • • • • • • • • • • • • • • • • .c. 
• • • • • • • • • • • • •c • • • • • • • • • • • • • • 

User Action 

Message 
Explanation 

User Action 

Message 
Explanation 

User Action 

Message 
Explanation 

User Act ion 

Message 
Explanation 
User Action 

Message 
Explanation 

User Action 

Message 
---Explanation_ 

User Action 

Message 
Explanation 

User Action 

Message 

Ali host names that are used in the NIM environment must be resolvable . Perform the 

0042-052 

One or more NIM resources are still allocated to the machine that you have requested to be 
removed from the NIM environment. To remove a machine, it cannot have any resources 
allocated to it. 
Deallocate ali resources that have been allocated to the target machine and try the operation 
again . 

0042-053 

Vou have specified the name of a NIM object that does not currently exist in the NIM 
environment. NIM can only operate on objects that have been defined to NIM . 
Verify that you have spelled the name of lhe objecl correctly and lhal it has already been 
defined. The name of a target machine for a NIM operation must be lhe NIM name, nol lhe 
host name. Enter: 

lsnim -1 -t ObjectType 

OR 

1 snim -1 

to oblain lislings of currenlly defined objecls in lhe NIM environment. lf you need to define the 
objecl, use lhe define operation . 

0042-055 

Many NIM operations require a source for installable images. Vou have specified a source that 
cannot be used for this operation. Examples of valid sources for NIM operations are: 

• /dev/rmtO, /dev/cd1 for lpp_source definilion 

• rte, spot, mksysb for bos_inst operalion 
Try lhe operation again using a source that lhe operation can use. 

0042-056 
Vou have specified the same attribute assignmenl more than once. 
Try lhe operation again using only one inslance of lhe attribule assignment. 

0042-058 
Vou have attempted to allocate a SPOT to a client whose primary network interface type or 
platform is not supported by the SPOT. For a client to use a SPOT, the SPOT must support the 
network interface type and platform of lhe client's primary interface. 
lnslall lhe appropriate device support inlo lhe SPOT, which will allow the SPOT to support the 
clienl's primary interface type and platform, or choose a different SPOT lhat supports the 
clienl 's primary interface type and platform . 

0042-059 

Jn.an attdbute assignment in th~ form o f at t r= v a ]I) f)_,_ the v alue ygu h ave_ specified represents 
a NIM object whose type conflicts with the object type of the specified attr. - - -
Try lhe operation again using the attr that corresponds to the type of object that va/ue 
represents . 

0042-060 
Vou have specified multiple attribute assignments for an attribute that may only be spec ified 
once . 
Try the operation again , using only one instance of the attribute. 

0042-06 1 

r- • I 
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You have requested an operation to be performed on a NIM resource object that is currently \' \L 
allocated for client use. NIM is not allowing this operation to be performed because it may ~ 
interrupt the client's use of lhe resource . 
Try the operation again when lhe resource is not allocated for client use. lf necessary, try the 
force option (-F flag) to disregard the preventive check by NIM. In some cases, NIM will allow 
the operation to be pertormed . 

0042-062 
The NIM object that was operated on is missing something that is required for its definition to 
be complete . 
List information about lhe object using lhe lsnim command. Each item that is missing from the 
object's definition will be represented by a missing attribute. Perform lhe appropriate NIM 
operation that will add lhe missing item to the object's definition. For a SPOT, if network boot 
images are missing, apply the check operation to the SPOT. lf software filesets are missing 
from a SPOT, allocate an lpp_source that contains lhe required filesets and apply lhe cust 
operation to the SPOT . 

0042-063 
Some NIM operations require access to one or more NIM resources to complete successfully. 
This access is granted through lhe allocate operation. In this case, you have not allocated ali 
lhe resources that are required for this operation. 
Allocate ali lhe required resources and try lhe operation again. For a list of required and 
optional resources for a given operation, enter: 

lsn im -q Operation ObjectName 

OR 

lsnim -q Operation -t ObjectType 

0042-064 
The machine that is lhe target of the requested operation currently serves a NIM resource that 
is allocated for client use. The requested operation cannot be performed until ali resources that 
lhe target serves have been deallocated for use. 
Deallocate ali resources that the target serves and try the operation again. 

0042-065 
You have specified a name that is reserved for NIM internai use only. 
Try the operation again using a different name. To determine what names are reserved, enter: 

l snim -a rese rved 

0042-066 
You have specified one or more characters that are not allowed in NIM object names. NIM 
uses regular expressions to perform many of its operations, so any character that has special 
meaning for regular expressions cannot be used (for example, " ). Also, any character that has 
special meaning to the shell cannot be used (for example, /). 
Try lhe operation again using val id characters. 

- - --- - - - - ----- - -
0042-067 
You have requested an operation to be performed on a NIM object that has been reserved for 
NIM internai use only . 
Try lhe operation again, using a NIM object that is not reserved. To determine what objects are 
reserved, enter: 

l snim - a reserved 

0042-069 
The requested operation cannot be performed ai this time because it conflicts with the current 
NIM state of the target. NI M uses states to synchronize NIM activity so that operat ions don't 
interfere with each other . 

294 AIX SL Version 5.2: lnstallat ion Guide and Reference c. ,l • c.., 

Fb l • 09~ 
' ' ... _:....-



• • • • • • • • • • • • • • • • :c 
• • • • • • • • • • • • •c • • 

User Action 

Message 
Explanation 

User Action 

Message 
Explanation 

User Action 

Message 
Explanation 

User Action 

Message 
Explanation 
User Action 

Message 
Explanation 

User Action 

• • • 
Message 

-----CXplanation 

• • • • • • • • • 

User Action 

Message 
Explanation 

User Action 

I 
Try the operation again when the state changes or, if necessary, try using the force option (-F 
flag). In some cases, NIM will allow you to override this state checking . 

lf you encounter this errar as a result of trying to remove, using the reset operation, the boot 
resource from a client that incorrectly h as a state of "ready for a NIM operation", you can 
remove the boot resource from the NIM master by entering: 

/usr/lpp/bos.sysmgt/nim/methods/m_dealloc_boot client_name 

where cl ient_name is lhe name of lhe NIM object for the client. 

0042-073 
To perform customization on a machine, NIM constructs a shell script that is executed on the 
target. To construct this script, some type of resource that can be used for customization must 
be used. In this case, NIM could not create the customization script because no resources 
have been allocated to the target that could be used for customization purposes . 
Allocate one or more resources that can be used for customization and try the operation again. 
To display the subclass of resources that can be used for customization, enter: 

lsnim -p -s cust res 

0042-074 
You have specified an attribute assignment in which lhe value represents a relativa path name. 
NIM only allows absoluta path names (that is, path names that begin with /)to be used. 
Try the operation again, using an absoluta path name. 

0042-075 
The requested operation requires that a NIM resource be exported for a machine's use. In this 
case, NIM attempted to export lhe resource but an errar was returned by an NFS utility. 
Fix the errar condition that the NFS utility reported and try the operation again . 

0042-076 
You have specified a port number that is already in use. 
Try the operation again, using a port number that is currently not being used. Check lhe 
/etc/services file . 
Note: NIM uses both the specified port number and its successor. Therefore, ensure that the 
port number after lhe specified port number is also free . 

0042-077 
The niminit command is used to join the NIM environment. When executed, this command 
attempts to add routing information that the NIM master has determined lhe client needs to 
participate in the NIM environment. In this case, one or more of lhe required routes could not 
be added . 
Perform the appropriate network diagnostic task to determine why the route could not be 
added . 

0042-078 
Yoll have specified a change to a NIM routing attribute in which the destination network is 
different from its current value. This is not allowed because only the gateway field of lhe routing 
attribute may be changed . 
lf you are trying to change the connectivity between NIM networks, then you must remove lhe 
current NIM route by supplying a NULL value for lhe appropriate routing attribute. Otherwise, 
specify the same destination network when attempting to change the gateway field of lhe 
routing attribute . 

0042-079 
In the NIM environment, one resource may depend on another for information. In this case, an 
allocated resource has a dependency on the resource you have specified for deallocation. 
Deallocate the resource that is dependent on the resource causing the erro r. 

r' , , L -v , -
Chapter 26. NIM Errar and Warning Messages 295 

Era c: 



• • • • • • • • • I 

• • • • • • 
=~ I 

• • • • • I 

• • • • • 
:~ 
• • t 
t 
t 
t 

• • • • 
-• • 

Message 
Explanation 

User Action 

Message 
Explanation 

User Action 

Message 
Explanation 
User Action 

Message 
Explanation 

User Action 

Message 
Explanation 
User Act ion 

Message 
Explanation 

User Act ion 

Message 
Explanation 

User Action 

Message 
_Exp lanation 

User Action 

Message 
Explanation 

User Action 

0042-081 

NIM uses NFS to make remote resources available for client use. To avoid NFS export errors, 
NIM enforces some restrictions on where a resource can be defined. In general , a NIM 
resource cannot be defined within a directory that is already a NIM resource. Conversely, a 
NIM resource cannot be defined for a directory that already contains an existing NIM resource . 
Move lhe resource to a location that adheres to NIM export rules and try lhe operation again. 

0042-083 

Each network communications adapter has an associated network hardware address that is 
unique. In this case, you attempted to define a NIM network interface using a network hardware 
address already being used by a NIM machine object. 
Only one NIM interface attribute may be defined for each network communications adapter a 
client might have. lf you are attempting to add another interface definition, then verify that the 
hardware address is correct. lf so, then you must first change lhe interface attribute that is 
currently using that address. lf not, try lhe operation again with the correct hardware address . 

0042-084 

The machine has already been configured to be a NIM master. 
lf you want to reconfigure lhe machine as a NIM master, enter nim -o unconfi g mas te r, then 
deinstall and reinstall lhe master fileset. You may then run lhe nimconfig command. 

0042-086 
You have attempted to add a NIM route between two NIM networks that already have a NIM 
route between !hem. Only one NIM route can be specified between any two NIM networks . 
lf you are attempting to change NIM routing, delete the existing NIM route and try the operation 
again . 

0042-093 

NIM attempted to create a directory, and the mkdir command returned an errar. 
Fix lhe errar reported by the mkdir command and try lhe operation again. 

0042-109 
To complete lhe requested operation, NIM requires information about one or more file systems 
about which it was unable to obtain information . 
Verify that lhe file systems exist. lf not, either specify the correct path name when performing 
the NIM operation or redefine lhe NIM environment so that ali the participating file systems 
exist. 

0042-111 

When a sequence number is specified for a NIM attribute, it must be within a specific range. 
You have specified a sequence number that falls outside of the acceptable bounds. 
Try lhe operation again using a sequence number that is within lhe acceptable bounds. 

0042-11 3 
To complete lhe requested operation, NIM requires information about lhe size of one or more 
objects, which NIM was unable to determine. -------

lf the object is a file or directory that does not exist, then create lhe file or directory and try lhe 
operation again. 

0042-118 

You have requested to change characteristics of a NIM network on which there is currently one 
or more aclive NIM operations. NIM is not allowing lhe change because changing lhe network 
characteristics at this time could resull in failures in lhe aclive operalions . 
Wail unlil lhe NIM resources allocaled to machines that use the network being changed have 
been deallocated and try the operation again . 
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0042-121 
An invalid value has been specified. 
Try the operation again, using a valid value. 

0042-124 

An NFS option was specified that is not supported . 
Try the operation again using valid NFS options. Reter to NFS Problem Determination in A/X 
5L Version 5.2 System Management Guide: Communications and Networks . 

0042-129 

An invalid resource type was specified for this operation. 
Use the lsnim -q Operation -t TargetType command to view a list of required and optional 
resources for Operation when applied to TargetType . 

0042-130 

You have specified an attribute that cannot be used for this requested operation . 
Try the operation again, without using the attribute you specified. 

0042-131 
You have specified two or more attributes that conflict with each other. 
Try the operation again, using only one of the attributes. 

0042-132 
You have specified a value for an attribute assignment that is invalid in the context in which the 
operation is being performed. 
Try the operation again, using a different value for the attribute assignment. 

0042-133 

The physical entity that is represented by the NIM resource object you have requested to be 
deleted could not be deleted . 
Delete the file or directory, using the rm command. 

0042-134 
The operation you requested requires the designated target to reboot using a network boot 
image. NIM has automatically initialized lhe environment to enable the target to do this; 
however, NIM was unable to force the target to load the network boot image . 
lntervention at the target is required. Follow the procedures for initiating a BOOTP request. 

0042-135 
To synchronize NIM operations that can be initiated from a client or on the master, NIM keeps 
track of which machine {lhe client or the master) is used to allocate the first resource to the 
client; this machine is said to be in control. For example, if the first resource allocation occurs 
from the client, then the client is in control. Once a machine has control, it remains in control 
until ali resources for that client have been deallocated. You have requested an operation to be 
performed from a machine that is currently not in control of the specified target. • • • 

-----tU+s~er:>~rrcAtttcttii nonn-----iPPe~rfffiot}jrffimft-tlth~eH!deessii-ftre'!tdt-eoepeFieratieA-ffem the machine that is in centrei of lhe target,-er-from .the -
controlling machine deallocate the resources (to remove the control) , or override this behavior 
by using the force (-F flag) option when performing the operation from lhe master . 

• • • • • • • 
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0042-136 
The requested operation cannot be performed because a NIM route does not exist between 
two machines that participate in this operation . 
Establish a NIM route between the networks. 

0042-1 37 
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The /etc/niminfo file contains information about lhe NIM environment that ali NIM comman 
require. In this case, the /etc/niminfo file is missing some information that is required to 
continue, which indicates that lhe file has been corrupted . 
Reinitialize the NIM environment. 

0042-138 
Unable to update the rhost file . 
Edit the $HOME/.rhosts file for root on the client machine to add an entry for the host name of 
lhe NIM master . 

0042-139 

The process of instaliing a machine prevents any attached disks from being used as the source 
for instaliable images. You have aliocated a resource to the target of the instali operation that is 
served by the target itself . 
Deallocate the resource, allocate another resource of this type that is served by another 
machine, and try the operation again . 

0042-140 
You have requested that a machine object be removed from the NIM environment and this has 
been done; however, NIM was unable to remove the /etc/niminfo file on the machine that has 
been removed from lhe NIM environment. 
Remove the /etc/niminfo file from the machine that was removed from the NIM environment. 
Note: Verify that the .rhost permissions for the master have been removed from lhe client. 

0042-141 
By specifying an attribute assignment with a NULL valúe, you have requested NIM to remove 
the specified attr. However, in this case, the specified attr is not currently part of the specified 
object's definition . 
Try the operation again, using an attribute that is part of the object's definition. 

0042-142 
Ali attribute values must be unique. You have specified a value in an attribute assignment that 
already exists. 
Try the operation again, using a unique va/ue for the attribute. 

0042-143 
Some NIM attributes can only be added to an object's definition once. In this case, you have 
specified an attribute of this type when one already exists for the specified object. 
Only one attribute of this type can be used in the object 's definition. Perform the change 
operation on the object if you want to replace the current value with a new one. 

0042-144 
Some NIM attributes require a unique sequence number so that NIM can distinguish between 
multiple attributes of that type. In this case, you have specified a sequence number that is 
already being used . 

User Action Try the operation again, using a sequence number that is not currently being used. To display • • • 
--- - -- - -~h·e-s-equmrce-.mmb-erth-arare-b-elng-used, ente r: -- --- -

• • • t 
t 

• 

Message 
Explanation 
User Action 

Message 
Explanation 

1 snim -a AttributeName ObjectName 

0042-145 
You have specified an attribute that does not exist in the NIM environment. 
Try the operation again, using a valid NIM attribute . To display a list of valid attribute names, 
ente r: 

lsnim -p - s injo_subclass 

0042-146 
You have specified an object type that does no! exist in the NIM environment. 
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Try the operation again, using a valid NIM object type. On the NIM master, the lsnim comma 

~c r 

can be used to display the valid NIM object types. C p L • I 

0042-147 

You have attempted to execute a NIM command on the NIM master that can only be executed 
on NIM clients . 
Execute the command on a NIM client. 

0042-148 

The information contained in the specified attribute is no longe r valid. 
Change the information in the attribute to reflect valid information and try the operation again. 

0042-150 

Any directory used to store NIM resources must be local to lhe machine that serves those 
resources. This is required because NIM can only NFS export local directories. In this case, 
you have specified a directory that is not local to the designated server of the directory. NIM 
has obtained this information from lhe file system of the designated server and the vfstype 
listed corresponds to values in the /usr/include/sys/vmount.h file. 
Either copy the desired resources onto the designated server and perform lhe operation again, 
or specify the correct server when performing the operation. 

0042-151 

For NIM to use a file,·it must be of a specific type. In this case, you have specified a file whose 
type cannot be used by NIM. NIM has obtained this information from the file system of the 
designated server of the file and the file type corresponds to values in the 
/usr/include/sys/mode.h file . 
Change the file type of the file and try the operation again. 

0042-152 
When an installp operation is performed on a SPOT, the root directories of ali diskless and 
dataless clients that use that SPOT must be synchronized with lhe changes made within the 
SPOT. In this case, one or more errors occurred when performing the root sync operation on 
a root directory. 
lnvestigate why some of the root syncs failed and perform the operation again. The 
nim.installp log for the client root is located in RootResrcParentDir/CiientNamelvarladm/ras. 

0042-153 
For NIM to use a file, it must have specific file permissions. In this case, you have specified a 
file whose permissions conflict with those required by NIM. NIM has obtained this information 
from lhe file system of the designated server of the file , and the value of the file permissions 
comes from the /usr/include/sys/mode.h file. 
Change the file permissions of the file and try the operation again. 

0042-154 
For NIM to use a file, it must exist. You have specified a file that does not exist. 
Create the file and try the operation again. 

0042-155 
For NIM to keep diskless and dataless root directories in sync with their corresponding SPOTs, 
NIM requires that lhe client's root directory be served from the same machine as its SPOT. In 
this case, you have requested a resource to be allocated that violates that requirement. 
Try the operation again using resources that do not violate the NIM requirement. 

0042-156 
You have requested an operation to be performed that involves a directory that does not exist. 
Create the missing directory and try the operation again. 
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0042-157 

The operation you have requested could not be performed because a required file could not be 
accessed . 
Create lhe missing file and try lhe operation again. For example: 

• lf the missing file is a boot image with a name whose formal is 
SpotName.Networklnterface.Piatform (for example, myspot o tok o up), recreate the boot image 
by performing the check operation on the SPOT. 

• lf lhe missing files are directories with which root or paging resources are associated, 
delete the resource definition with lhe remove operation, create lhe directories, and then 
redefine the resource. 

• lf a SPOT's imageotemplate file is missing, this indicates that lhe SPOT has been corrupted 
or was not constructed successfully. To recover, you may need to remove and rebuild lhe 
SPOT with lhe remove and define operations . 

0042-158 
The operation you have requested requires NIM to modify a file that it was unable to modify 
successfully . 
Check lhe file permissions on the file and try lhe operation again. 

0042-159 

Required software is missing which prevents lhe target machine from acting as a SPOT server. 
lnstall lhe missing software and retry the operation. 

0042-160 
The operation you requested requires the construction of network boot images and NIM was 
unable to do that. 
Fix the problem that prevented the network boot images from being constructed and try lhe 
operation again . 

0042-161 
There is insufficient free disk space to complete the requested operation. 
lncrease lhe amount of available space, as detailed in lhe error message. 

0042-162 

To perform the requested operation, NIM requires an lpp_source type resource object that has 
lhe simages attribute as part of its definition. This attribute is used to designate that an 
lpp_source contains lhe total sei of optional packages that are required to support NIM install 
operations. In this case, you have not supplied an lpp_source that fulfills this requirement . 
Try the operation again using an lpp_source that has the simages attribute in its definition . 

0042-163 
NIM coordinates access between a client and lhe server of the resource. To do this, NIM must 
identify a network interface that can be used by the client. This becomes a complex problem 
when lhe server has more than one network interface. NIM uses a connectivity algorithm to 
establish which network interface to use. This error message occurred because lhe connectivity 
algorithm deteGted a problem with the cliem's-r:GlJ.til:l~ce..tbe..algOLitbm .bas 
selected to use. NIM does not allow lhe interface on the server that lhe client uses as a 
gateway to be used to serve resources because the operation requiring the resource could fail. 
lf the server has other network interfaces that are no! known to NIM, change lhe server 
machine object to add lhe interfaces . 

Define a NIM route between the client's primary network and one of the other networks to 
which lhe server connects . 

0042-164 
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Some NIM operations do not allow the source of installable images to be a CD-ROM. 
not always able to construct an environment that supports lhe use of a CD-ROM for lhe 
operation being performed. This is !rue for lhe operation you tried to perform . 
Try lhe operation again using a different source for installable images. 

0042-165 

Some attributes can only be specified together; others are mutually exclusive. In this case, you 
specified one or more attributes that conflict. 
Try the operation again, omitting the attribute that was in conflict. For example, the ring_speed 
and cable_type attributes cannot be used with the same if attribute; the one you should use 
depends on the type of network interface referenced by the corresponding if attribute . 

0042-166 

The if attribute specifies network interface information, which includes a reference to the 
network object that the interface connects to. In this case, you have omitted a required attribute 
which is associated with the if attribute . 
Try the operation again, including the required attribute. For example, the ring_speed attribute 
corresponds with the Token-Ring network interface, and the cable_type attribute corresponds 
with lhe Ethernet network interface. 

0042-167 
The device which you have specified as the source for the IPL ROM emulation, does not 
contain a valid, bootable image of the IPL ROM emulation . 
lf the specified device has media in it, this media either does not contain the IPL ROM 
emulation, or lhe media has been corrupted. Remake the IPL ROM emulation, and try lhe 
operation again. lf lhe specified device has no media in it, make the IPL ROM emulation, put it 
in the device, and try the operation again . 

0042-168 
Vou have specified that lhe originating and destination network are lhe same. Machines that 
are on lhe same network do not need routing to communicate; therefore, adding a route from a 
network to itself is not allowed. 
Specify a different originating and destination network when adding a NIM route. 

0042-169 
Vou have allocated an lpp_source, but you have not specified which filesets are to be installed 
using that lpp_source . 
Specify the filesets to instai! using the filesets attribute in lhe command, or by allocating an 
installp_bundle that contains a list of lhe filesets to instai! . 

0042-170 
Vou entered a platform type that is not known to NIM. 
The valid platform types are rs6k, rs6ksmp, and rspc. Correct the platform type attribute and 
try lhe operation again . 

0042-171 
Not ali platform types are supported on ali conf1gurat1on types. For example,tfle diskless 
configuration type is not supported on the platform type rs6ksmp . 
Use the correct platform type and try lhe operation again. 

0042-172 
Vou have specified lhe incorrect name of lhe machine object for lhe NIM client machine. When 
lhe niminit command is used to rebuild the niminfo file, lhe master registration process checks 
the CPU ID of lhe machine with lhe value stored in lhe NIM database for lhe named machine . 
lf lhe stored value does not match lhe value passed by niminit, this message is issued. 
Use lhe correct name and try lhe command again . 
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0042-173 I~ 
You specified that the installp command should expand file systems (using the -X flag) whil ~~ 
specifying that NIM should not auto expand (using lhe auto_expand attribute) . This is not an C p L _ ,... '­
allowable combination for the command invoked. 
Use either lhe -X flag or lhe auto_expand attribute, but not both. 

0042-174 

You specified an invalid value for an attribute whose only valid values are yes and no . 
Retry the operation with a value of yes or no for the attribute indicated . 

0042-175 

An unexpected result has been returned from a command that NIM tried to execute . 

Fix lhe problem that caused lhe executed command to fail and try the operation again . 

lf lhe command failed due to a shortage of space, its error messages indicating this should be 
displayed. Expand lhe indicated file system, (for most NIM operations use the auto_expand 
attribute) and retry lhe operation. lf a space failure occurred during SPOT creation , and if the 
bosboot command failed to make boot images as a result, increase lhe free space and run the 
check operation. 

lf the command listed by NIM in this message is the installp command, check the nim.installp 
log for failure and recovery information. (For standalone client operations, this is located in the 
/var/adm/ras directory of lhe client. For SPOT cust and maintoperations, this is located in 
SPOTParentDidSPOTName/usrllpp/bos/inst_root/var/adm/ras on the SPOT. For diskless and 
dataless clients, this is located in RootResrcParentDirfC/ientName/var/adrn/ras . 

0042-176 

The resource cannot serve as a support image (simages)lpp_source. When an lpp_source 
serves as a support image resource, it contains a minimal set of software packages for 
facilitating installation and the use of the base operating system . 
No action is necessary if this resource does not need to serve as a support images 
lpp_source. lf the resource needs to be a support images lpp_source, add the missing 
software to the lpp_source. lf the lpp_source is a directory, you can do this by copying the 
missing packages to the location of the lpp_source and running the check operation . 

0042-177 
The operation you requested could not be completed due to insufficient free space in one or 
more file systems . 
Make more space available if possible, by extending lhe file system displayed. For most NIM 
operations, the auto_expand attribute is available to automatically expand file systems. 

0042-178 
The if attribute is made up of four fields. The fourth field is optional in most cases. In this case. 
lhe network object that you specified (in field one) has more than one type of network. In this 
case, NIM ~equires lha! lhe fourth field has a value that specifies the logical device name of the 
network adapter. 
Add the appropriate value to the if attrib~~ and !!Y._the ~peratio~~in . 

0042-179 
You are attempting to remove an if or other_net_type attribute on which one or more NIM 
clients have a dependency. 
lf this is not a mistake, remove lhe NIM clients that are dependent on lhe network, or remove 
the if attribute from lhe NIM client object definition. 

0042-180 
The address of lhe machine that is being defined is not connected to the network that is 
represen ted by lhe specified network object . 

- Í' -v 
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Define a network object that represents the physical network to which the machine is 
connected. Use this network object when defining the machine . 

0042-181 
The fix_query_flags attribute has an illegal value. Use lsnim -Pa fix_query_flags for a list of 
legal values . 
Determine the correct flags and retry the operation. 

0042-182 
A resource of one type cannot be allocated for the current operation at the same time as a 
resource of another type. Allocate one or the other, but not both . 
The resources specified are mutually exclusive. Determine which one is needed for the 
operation, and omit the other . 

0042-183 
An attribute cannot be specified for the current operation when a type of resource is allocated. 
Use one or the other, but not both . 
The attribute and the resource specified are mutually exclusive. Determine which one is needed 
for the operation, and omit the other. 

0042-184 
The network address (net_addr) or subnet mask (snm) cannot be changed for the network, 
because NIM clients are currently defined as being connected to that network. Remove the 
client definitions before changing the network. 
The nimdef command can be used to quickly redefine NIM clients after they have been 
removed to update the network definition . 

0042-185 
Failed to link or copy files. Check permissions and file system space. 
Verify that space and inodes are available for the files and links specified in the error message. 

0042-186 
Failed to copy setup programs. Either start NFS on the client or free 1000 512-byte blocks in 
the file system . 
Programs required to set up the operation could not be copied to the client system. Either start 
NFS on the client, or increase space in the file system specified in the error message . 

0042-187 
Failed to expand file system. 
Attempt to manually expand the file system specified in the error message, then retry the 
operation . 

0042-188 
Failed to NFS mount. 
Verify that NFS is running on both the resource server and the client specified in the error 

- message .. Retr:y_ tbe-operation-wben.JbeJ-J Es_pr.oblems_ba'>f.e_beeo__r.esolv.ed __ 

0042-189 
Failed saving existing boot image. Check space in the file system. 
Jncrease space in the file system specified by the error message, and retry the operation. 

0042-1 90 
The key is not in the NORMAL position. Unattended installation cannot complete unless the key 
is in the NORMAL position. 
Turn the key on the client machine to lhe NORMAL position and retry lhe operat ion. 

0042-1 91 
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Unable to write the IPLROM emulation. 
The mkboot command failed to write the IPLROM emulation on the client. Boot the client 
manually over the network to begin the BOS installation . 

0042-192 
Unable to find boot logical volume. 
Verify that a boot logical volume is defined for the machine. NIM attempts to use the lslv -1 hd5 
command to determine lhe boot logical volume . 

0042-193 
The client does not have an .rhosts entry for the master, or the client host ID is not resolvable . 
Verify that the client host name is resolvable by the master. Then verify that an entry exists for 
the master in the $HOMEJ.rhosts file for root on lhe client machine . 

0042-194 
The client does not allow NIM push operations. Remove /etc/nimstop on %s if push operation 
is necessary . 
On the client machine, run the nimclient -p command to re-enable master push permissions. 

0042-195 
Unable to arder boot device list. 
An errar was returned by lhe bootlist command on lhe client. lf a network boot must be 
performed for a bos_inst, diag, or maint_boot operation, manually set the boot list and reboot 
lhe client, or follow the normal procedure to boot the client over the network . 

0042-196 
The set_bootlist attribute is only valid when used in combination with lhe no_client_boot or 
boot_client attributes . 
Only specify the set_bootlist attribute to the nim command when changing the default 
behavior with the no_client_boot or boot_client attributes . 

0042-197 
lf the target machine has more than one interface for a given network type, the network 
adapter's logical device name must be specified in the if1 attribute of the target machine's NIM 
definition when using the force_push attribute . 
Modify the client's if1 attribute using the NIM change operation. Change the if1 attribute to 
include one of lhe client's network adapter logical device names listed in the errar message . 

0042-198 
When converting a machine's /usr file system to a SPOT, lhe bos image on the media 
(lpp_source) being used to create the SPOT must match the bos image that was used to 
install lhe machine. 
When defining lhe /usr SPOT, use the same installation media that was used to install lhe 
machine originally. For example, if a machine was originally installed with AIX 4.3.2 and then 
updates were applied to bring the machine to AIX 4.3.3, the installation media that should be 
used when defining the /usr SPOT on lhe machine would still need to be the AIX 4.3.2 product 
media . 

0042-199 
The no_client_boot and boot_client attributes may not be specified together. 
To avoid the possibility of giving conflicting instructions to lhe NIM command , do not supply 
both the no_client_boot and boot_client attributes in lhe same NIM operation . 

0042-204 
The mk_image and source attributes are only valid when specified together. 
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When creating a mksysb resource from a running client machine, use the mk_image=ye \ (ú~ ~~ 
attribute to indicate that a mksysb should be created, and use the source=CiientName ,> 
attribute to specify the name of the client that is to be backed up. 0 ... 

0042-205 

The bos.sysmgt.sysbr fileset must be installed on the client to perform the system backup . 
You may install this fileset with the NIM cust operation. 
lnstall the bos.sysmgt.sysbr fileset on lhe client machine before retrying the operation. 

0042-206 
There is already a resource allocated . 
Only one resource of lhe type specified can be allocated to the client. Deallocate the first 
resource before attempting to allocate the other . 

0042-207 
Unable to allocate a resource to a client. 
Look for other NIM errar messages that may accompany this error and which may provide 
more information about the problem. Verify that the resource specified is NFS-exportable to the 
client. 

0042-208 

Unable to lock a client. This could mean that the client is already locked, or the name given 
does not reter to a va:lid NIM client. 
lf another NIM operation is being performed on the same client, wait for the process to 
complete before retrying the operation. lf no other NIM operations are being performed, stop 
and restart the nimesis daemon to remove locks . 

0042-209 
The mksysb_flags attribute contains an illegal value. Use the lsnim -Pa mksysb_flags 
command to get a list of legal values. 
Specify the correct values for the mksysb_flags attribute, and retry the operation. 

0042-210 
The maximum space required for the backup is greater than the amount of free space in the 
target file system. To ignore space requirements, use the -F flag when defining the mksysb 
resource. 
Either increase the space of lhe target file system where the mksysb is to be created, or use 
the -F flag as specified in the error message . 

0042-211 
The member already exists in group. 
No additional action is required, since lhe member is already added to the group. 

0042-212 

PL-r 

Explanation 
User Action 

The member was not added to the group, because it is not a valid NIM name. 
--tiSE~:W~ftelfl---- +l:le--Aam€1--Gf-a--membe+-to-add.-to-a..group-was.Jnv.alic:J.__lt'eriiy that the_membeLwas specified 

Message 
Explanation 
User Action 

Message 
Explanation 
User Action 

correctly . 

0042-213 
The group was no! created, because it did not contain any valid members. 
A group must contain at least one member. Redefine lhe group with valid members to add it to 
lhe NIM environment. 

0042-214 
Unable to add a member to a group. 
Look for other NIM error messages that may accompany this error and which may provide 
more information about lhe problem . 
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Explanation 
User Action 

Message 
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User Action 

Message 
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User Action 

Message 
Explanation 

0042-215 
An invalid log type for the showlog operation was specified. 
Specify one of the valid log types listed in the error message. 

0042-216 
An invalid log type for the showlog operation was specified for a SPOT. 
Specify one of the valid log types listed in the error message. 

0042-217 
An invalid log type for the showlog operation was specified for a diskless or dataless machine. 
Specify one of the valid log types listed in the error message. 

0042-218 
The log file is either empty or does not exist. 
No information is available in the log file for the machine or SPOT specified. 

0042-219 
The object is incompatible with the group. 
The object cannot be added to the group, because its type is not allowed in the group. Machine 
groups can only contain one type of NIM client, and that type is determined by the first member 
added. Resource groups can only contain members whose types are resources . 

0042-220 
Vou cannot have more than one resource of the specified type in a resource group. 
Vou must remove the current member with the specified type from the resource group before 
the new member with the same type can be added . 

0042-221 
The group GroupName is being removed, because its single remaining member was removed 
during this operation. 
A group cannot be empty. Redefine lhe group with at least one member if it should remain in 
the NIM environment. 

0042-222 
An unknown error occurred allocating resources to the machine. 
Look for other NIM error messages that may accompany this error and which may provide 
more information about lhe problem. Verify that the resource specified is NFS-exportable to the 
client. 

0042-223 
lnvalid input file . The file either cannot be read, is empty, or contains no valid entries. 
Verify that the file specified in the error message is lhe correct file for the operation. 

0042-224 
~he ltmtl on tfiefêngfi'füfaltne tn an NFS expõr!Sfile was exceedeã.The exponoperafion 

cannot be performed . 
Manually edit the /etc/exports and /etc/xtab files to remove any obsolete entries. The number 
oi hosts to which NIM can NFS-export a resource can also be increased by setting the 
restrict_nfs_exports attribute to no on the master by running the nim -o change -a 
restrict_nfs_exports=no master command . 

0042-225 
An error occurred while updating the exports file. Check for corruption in the file . 

-u 
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Message 
Explanation 

User Action 

Message 
Explanation 
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Message 
Explanation 

User Action 

Message 
Explanation 
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Manually edit the /etc/exports and /etc/xtab files to fix any file corruption problems. Attempt t~· ( (\ ~ 
determine why NIM was unable to successfully update the files. Check file and directory \ \~.f 
permissions, and verify that file systems are not full. ~ 

0042-226 C p L 

A timeout occurred while attempting to initiate the operation on the client. The operation may 
not have started successfully. 
lf the operation that was performed was bos_inst, lhe client only needs to be rebooted 
manually over the network to begin the installation. For ali other operations, the problem is 
most likely due to network communication problems between the master and the client. Verify 
that the client is reachable by the master and that rsh permission is still granted by the client to 
the master . 

0042-227 
The state of the machine indicates that it may not be ready for certain NIM operations. 
Check to see if any NIM operations are still being performed on the machine. lf not, reset the 
state of the machine with the nim -Fo reset MachineName command. This returns the machine 
to the ready state so NIM operations can be performed on it. The reset operation does not 
deallocate resources, so deallocate resources if necessary using the nim deallocate operation. 

0042-228 
lnvalid release levei. 
The release levei of the resource is incomplete, or incorrectly specified. The levei of the 
resource can be obtained by running the lsnim -1 ResourceName command and viewing the 
version, release, and mod attributes. To correct the problem, either recreate the resource, or 
modify the NIM database to contain the correct levei using the command on the NIM 
master:/usr/lpp/bos.sysmgt/nirn/methods/m_chattr -a Attribute= V alue ResourceName, where 
Attribute is version, release, or mod; Value is the correct value; and ResourceName is the 
name of the resource with the incorrect levei specification . 

0042-229 
When installing a system using a mksysb as the source for the installation, the levei of the 
SPOT used for the installation must match the levei of the mksysb image being installed. The 
release leveis of the SPOT and the mksysb do not match . 
Create a SPOT that matches the levei of the mksysb being installed, and use that SPOT when 
performing a mksysb BOS installation. The levei of mksysb and SPOT resources can be 
obtained by running the lsnim -1 ResourceName command and viewing the version , release, 
and mod attributes . 

0042-230 
When installing a system using a mksysb as the source for the installation , the levei of the 
SPOT used for the installation should match the levei of the mksysb image being installed. lf 
this convention is not followed, the installation may not complete successfully. 
Create a SPOT that matches the levei of the mksysb being installed, and use that SPOT when 
performing a mksysb 80S installation. The levei oi mksysb and SPOT resources can be 
obtained by running the lsnim -1 ResourceName command and viewing the version , release, 

---and-mocLattdbutes....... ____________ _ _ __ _ 

0042-231 
A temporary list of software that should be installed is created and used for this operation. The 
list could not be created . 
Check previous error messages to understand why the errar occurred. Correct lhe problem and 
try the operation again . 

0042-232 
A tempora ry installp_bundle resource is created and used for this operation. The temporary 
resource cou ld not be created . 
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User Action 
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Explanation 

User Action 
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Explanation 

User Action 

Message 
Explanation 

User Action 

Message 

Check previous errar messages to understand why lhe creation of lhe resource failed. Correct 
lhe problem and try lhe operation again . 

0042-233 
The operation cannot be performed because lhe NIM Master is already initialized. 
Unconfigure lhe NIM Master and try the operalion again . 

0042-234 

You cannol restare a NIM database backup onlo a machine that has an earlier levei of the NIM 
master fileset installed. For example, a NIM database backup of a system with levei 4.2.0.0 of 
lhe NIM masler cannol be reslored to a system thal has a levei of lhe NIM master lower than 
4.2.0.0 . 

lnstall a levei of lhe NIM master fileset lhat is ai lhe same levei ora later levei than thal from 
which lhe backup was created. Then attempt to restore the NIM database backup . 

0042-235 

An image source was not specified for creating the SPOT . 
Specify a device conlaining installalion images or specify an lpp_source with the simages 
attribute for creating lhe SPOT. 

0042-236 

A name for lhe lpp_source and/or a directory to contain the lpp_source was nol specified for 
lhe lpp_source thal will be created . 
Specify a name and a direclory for lhe lpp_source and try the operation again. 

0042-237 
A name for lhe SPOT and/or a directory to contain lhe SPOT was not specified for lhe SPOT 
lhal will be created . 
Specify a name anda directory for lhe SPOT and try the operation again. 

0042-238 

A parent directory was not specified for lhe diskless and dataless machine resources that will 
be created. 
Specify a directory for lhe diskless/dataless machine resources and try the operation again. 

0042-239 

A name for the resource and/or direclory to contain lhe resource was not specified for lhe 
resource lhal will be created . 
Specify a name and a directory for lhe resource and try lhe operation again. 

0042-240 

A parent directory was not specified for the diskless and dalaless machine resources thal will 
be crealed . 
Specify a directory for lhe diskless/dataless machine resources and try lhe operation again. 

0042-241 

The size and/or volume group was not specified for lhe creation of a new file system to contain 
a NIM resource. 
Specify both lhe size and volume group for the file system and try lhe operation again. 

0042-242 
The size and/or volume group was not specified for the creation of a new fil e system to contain 
diskless and dataless machine resources . 
Specify both the size and volume group for the file system and try lhe operation again. 

0042-243 
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An attempt was made to create lhe same file system twice: once for an lpp_source and once 
for a SPOT . 
Specify a different directory for either the lpp_source or the SPOT. This will cause different file 
systems to be created for the resources. lf a new file system really should be created to 
contain both resources, then only specify that the file system should be created for one of the 
resources, but specify the same directory for both resources . 

0042-244 
An attempt was made to create lhe same file system twice: once for an lpp_source and once 
for diskless/dataless machine resources . 
Specify a different directory for either the lpp_source or the diskless/dataless resources. This 
will cause different file systems to be created for the resources. lf a new file system really 
should be created to contain both sets of resources, then only specify that the file system 
should be created for one of the resources, but specify the same directory for both resources . 

0042-245 
An attempt was made to create the same file system twice: once for a SPOT and once for 
diskless/dataless machine resources. 
Specify a different directory for either the SPOT or the diskless/dataless resources. This will 
cause different file systems to be created for the resources. lf a new file system really should 
be created to contain both sets of resources, then only specify that the file system should be 
created for one of the resources, but specify the same directory for both resources . 

0042-246 
Not enough space on the volume group to create lhe specified file system. 
Specify a different volume group for the file system to be created and try the operation again. 

0042-247 
Creation of the file system failed. 
Check the previous output for error messages to understand what caused the file system 
creation to fail. Correct the error and try the operation again . 

0042-248 
An error occurred during file system creation. 
Check the previous output for error messages to understand what caused the file system 
creation to fa il. Correct the error and try the operation again . 

0042-249 
NIM master initialization failed. 
Check the previous output for error messages to understand what caused the configuration of 
the NIM master to fail. Correct the error and attempt to reinitialize the master. The most 
frequent cause of this failure is that the master is already initialized. The master can be 
unconfigured with the nim -o unconfig master command and reinitialized. However, this 
should be dane with extreme caution, since unconfiguring the master will remove ali definitions 
from the NIM database. 

0042-2~---------­

Unable to continue with configuration . 
Check lhe previous output for error messages to understand what caused lhe configuration to 
fail. Correct the error and attempt to configure lhe system again from lhe point of failure . 

0042-251 
A route cannot be added to the network, because a required default route is missing. Add a 
default route to the network, and try this operation again . 
Add a defaul t route to the network specified in the error message, and retry lhe operation. 

0042-252 
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Unable to locate a matching network. \ 
The find_net keyword was used in the if attribute of the machine. However, no matching 
network was found. Either define the network prior to defining the machine interface, or use p L - 1'-
net_definition attribute in conjunction with the find_net keyword to define the network while 
the interface is being defined . 

0042-253 
You cannot use the net_definition attribute when the find_net keyword is not specified as the 
first field of the if attribute. 
The net_definition attribute is invalid when using a known network in the if attribute. Specify 
the find_net keyword in the if attribute, or omit the net_definition attribute, and retry the 
operation . 

0042-254 
lnvalid format for the specified value of net_definition. The value of the attribute should be as 
follows: 

NetType 
Network type (for example, tok, ent, fddi, etc.). 

snmName 
Dotted decimal subnet mask for the network. 

Client_gwName 
Optional default gateway IP address or host name used by the machine being defined 
to communicate with the master . 

Master_gwName 
Optional default gateway IP address or host name used by the master to communicate 
with clients on other subnets . 

NetName 
Optional name given to the NIM definition created for the network. (Otherwise, a 
unique default name is used.) 

lf you want to specify NetName and if C/ient_gwName or Master_gwName are not applicable, 
specify O in their place. lf Client_gwName is O, Master_gwName cannot be nonzero . 
Correct the syntax errar, and retry the operation. 

0042-255 
The master already has a default route, and the gateway you specified as being the default for 
the master is different from that which is already defined. Use the change operation if you want 
to modify the master's default gateway. 
To change the default gateway for a network, use the following command: 

nim -o change -a routingX="default GtName" NetName 

where Xis the sequence number for the routing attribute; GtName is lhe default gateway to 
use; and NetName is the name of lhe master's network . 

- - - - -Message - -----FQifl0·42---256-

• Explanation A defaull roule already exisls for lhe nelwork. You can modify the default gateway, bul you 
• cannot define more than one defaull route . 
• User Action To change lhe default galeway for a network, use lhe following command: 

nim -o change -a routingX="default GtName" NetName • • • • • I 

• I 

Message 
Explanation 

where Xis the sequence number for the routing attribute; GtName is lhe default gateway to 
use; and NetName is the name of the network to modify . 

0042-257 
You cannot specify the net_definition attribute without specifying the if attribute when 
changing a machine definition . 
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0042-258 

You cannol specify lhe net_definition attribule when crealing or modifying more lhan one if 
allribule in lhe same change operation. Use two separale operalions . 
To avoid ambiguily, manipulale only one machine interface (if attribute) at a time when using 
lhe net_definition attribule . 

0042-259 
The value of default_res specified on lhe masler's database definilion is nota valid NIM 
resource group . 
Specify a valid NIM resource group as lhe defaull resource. Obtain a list of resource groups by 
running lhe lsnim -t res_group command . 

0042-260 
The default attribute is only applicable when manipulating a resource group. 
Setting lhe default=yes/no attribule on a resource group makes it lhe default set of resources 
to use in NIM operalions. The default attribute is invalid when used as an attribute in olher 
NIM operations. 

0042-261 
!Ilegal use of lhe async attribute. This attribule can only be specified for the lppchk operalion 
when lhe target is a slandalone machine or a group of slandalone machines. 
Omit lhe async attribule when performing lhe lppchk operation, unless the targel is a 
slandalone machine or a group of standalone machines. 

0042-262 
The file name of lhe client definition file is missing for this operation. 
Specify lhe client definition file thal should be used to add machines to the NIM environment. 
For more informalion, see "Nelwork lnstallation Management Commands Reference" on 
page 196 . 

0042-263 
The netboot_kernel attribute can only be assigned a value of up or mp. 
Correcl the value specified for the netboot_kernel attribute. 

0042-264 
The image source that was used to define the lpp_source is missing one or more requested 
packages. 
lnstaliation images were nol copied inlo lhe lpp_source directory. The source for inslallation 
images may not contain ali of lhe filesets specified to populate lhe lpp_source. Copy the 
missing instaliation images to lhe lpp_source direclory, and then pertorm lhe NIM check 
operation on lhe lpp_source. 

0042-265 
- - -..T'T"he image:-ccs-,-ou--r~c-,-e't"""a"'t"w.,..a-=-s=--ccus· eatoaefme tnelpp_source JS mJssJng one o r more 1tems from-- - --­

the lisl of default packages . 
lnstallation images were not copied into the lpp_source directory. The source for instaliation 
images may nol conlain ali of lhe default filesels used to populate lhe lpp_source. Copy lhe 
missing instaliation images to lhe lpp_source directory, and lhen pertorm lhe NIM check 
operation on the lpp_source. 

0042-266 
Requesled packages are missing from the defined lpp_source. 
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lnstallation images were not copied into the Jpp_source directory. The fileset names ma ~ 
been specified incorrectly, or the source for installation images may not contain ali of the 
specified filesets. Copy the missing installation images to the lpp_source directory, and the 
perform the NIM check operation on the Jpp_source . 

0042-267 
The defined lpp_source does not have the simages attribute, because one or more packages 
are missing. 
Copy the missing installation images to the lpp_source directory, and perform the NIM check 
operation on the lpp_source to add the simages attribute . 

0042-268 
The operation cannot be performed, because ali members of the target group specified are 
currently excluded from operations on the group. You must unmark (or include) excluded group 
members before proceeding. 
Perform the NIM select operation on the group to include members in further operations. 

0042-269 
Only one type of verification can be performed at a time when verifying installed filesets on a 
NIM client. 
Disable or deselect ali but one verification option and try the operation again. 

0042-270 
The operation is only supported on SPOTs and NIM clients installed with a version and release 
levei of AIX 4.2 or greater . 
The NIM client fileset on the target is at an earlier levei and does not support the attempted 
operation. The client software on the target must be upgraded before the operation can be 
performed . 

0042-271 
A resource matching the type is already allocated. You cannot allocate more than one resource 
of this type to a machine. 
Deallocate the first resource before attempting to allocate the second. lt may be necessary to 
reset the machine before the resource can be deallocated. 

0042-272 
A value specified is not a valid value for default_re because it is not a valid NIM resource 
group. 
Specify a different resource group for the default_res attribute, or correct the resource group in 
question. 

0042-273 
A value specified cannot be used as the location for the mksysb image because it is a 
directory. You must specify the filename where the mksysb image currently resides or will 
reside after creation. 
Specify a file name instead of a directory for lhe location of the mksysb resource. 

0042-274 
The -e flag in the mksysb_flags attribute and the exclude_files attribute cannot be specified 
together. Specify the -e flag with lhe mksysb_flags attribute to exclude the files in 
/etc/exclude.rootvg from the backup, or specify an exclude_files attribute. 
Do not specify both the -e mksysb flag and an exclude_files resource when performing this 
operation. 

0042-275 
Unable to obtain possession of a lock file. lf no NIM operations are currently in progress, 
remove lhe file and repeat lhe operation. 

F 
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0042-276 
A fileset must be installed before this operation can be performed. 
lnstall lhe fileset listed in lhe error message before retrying the operation. Generally, the fileset 
needs to be installed on the clienl syslem. However, depending on lhe operalion being 
performed, the NIM master may also need to have lhe fileset installed before the operation will 
succeed . 

-' ~ -

0042-277 
Diskless and dataless machines cannot be defined with a primary network install interface 
residing on a generic NIM network. lt is presumed that a network adapter defined on a generic 
NIM network does not support network boot. 
To define lhe systems as diskless or dataless clients, they must first be connected to a NIM 
network that is known to support network boot, such as ethernet, loken-ring, or FDDI. 

0042-278 

The interface specified does not correspond to a network adapter that is known to support 
nelwork boot. As a result, the NIM master has been defined on a generic NIM network. 
Network boot-dependent operations, such as base operating syslem installalion, will nol be 
possible on any NIM client whose primary network install interface is defined on lhe same 
network as the NIM master. 
Operations that rely on network boot capability cannol be performed on clients on generic NIM 
nelworks. Such operations must be performed using local media on lhe system. 

0042-279 
The interface specified maps to a subnet which has been defined as a generic NIM network. lt 
will nol be possible to perform network boot-dependent operations, such as base operating 
syslem installation, on the machine definition created by this operation . 
Operations that rely on network boot capability cannot be performed on clients on generic NIM 
nelworks. Such operations must be performed using local media on lhe system. 

0042-280 
Specify a complete date and time for the scheduled operation in the form: YYMMDDhhmm. 
Use lhe formal described in lhe errar message to correctly schedule a date and time for the 
operation. 

0042-281 
The /usr file system on the specified server cannot be converted to a NIM SPOT. Either lhe 
RM_INST _ROOTS variable was sei to yes in a bosinst.data file during initial installation of lhe 
machine or inurid -r was subsequently invoked. The only way to creale a SPOT on this 
machine is to specify the location to be something other than /usr or reinstall lhe machine and 
then create a SPOT in /usr . 
The system is unable to support the creation of a /usr SPOT. A non-/usr SPOT may be 

_ __ç.L_e__a ed on lhe system _Q_y_s_gecifylD_g_ a different value for lhe location attribute. ______ _ 

Message 
Explanation 

0042-282 
The BOS installation has been enabled but could not be inilialed, because lhe following file 
was not found on lhe target. To start lhe installalion , do one of lhe following: 

1. lnitiate a network boot operation from lhe target. 

2. Correct lhe state of the target with NIM's reset operation and invoke lhe bos_inst 
operation again using one of lhe following: 

a. The Force Push option (-a force_push=yes) 

b. After installing and configuring the bos.sysmgt.nim.client fileset on the target. 

r .., , v • - ,. • -
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User Action 

Message 
Explanation 

User Action 

The existence of a file on the server indicates that a NIM SPOT may still be mounted in a 
subdirectory which will be removed by this operation. Before attempting the operation again, 
unmount the SPOT's directory along with any other directories that may be mounted beneath 
the directory being removed . 

Failure to do so will result in loss of data on the SPOT server . 
A SPOT operation failed, and NIM was unable to unmount ali the directories mounted into the 
SPOT. Manually unmount the directories specified in the errar message before retrying the 
operation. The mount command can be used to list the directories mounted on the system, 
and the unmount command can be used to unmount directories. Use the -f option with the 
unmount command if necessary to force lhe unmount. 
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Chapter 27. NIM Troubleshooting 

This chapter suggests solutions for network boot problems and describes procedures for producing debug 
output for NIM BOS installations. Reter to Chapter 26, "NIM Error and Warning Messages", on page 287 
for intormation about error messages. 

Debugging a Network Boot Problem 

lt a client machine is unable to network boot trom its boot server, there may be a problem in one or more 
ot the network boot stages. The network boot stages are listed in the following tasks: 

• "Veritying Network Communication Between the Client and Serv~r'~·:.~'~ 

• "Obtaining the Boot lmage from the Server'' . - -- - - --~ ·' · 

• "Running the Boot lmage on the Client" on page 316. 

Verifying Network Communication Between the Client and Server 

Before initiating the network boot on the client, do the following to verify network communication between 
the client and the server: 

1 . Perform a ping test from the client bootp menus. 

2. lf the ping test fails, verify that the client, server, and gateway addresses are specified correctly. 

3. lf the addresses are correct, try to ping the server from a different machine in the client's subnet. 

lf the server can be pinged from another machine, the network adaptar on the boot client may be 
faulty. 

4. lf the server cannot be pinged from another machine in the client's subnet, there may be routing 
problems between the client and the server, or network communications on the server may be faulty. 
For information on network-debugging procedures, reter to TCP/IP Problem Determination in the A/X 
5L Version 5.2 System Management Guide: Communications and Networks. 

Obtaining the Boot lmage from the Server 
1. lf the ping test is successful , perform a network boot of the client. When a network boot is initiated on 

a client, a bootp request packet is sent from the client to the server. The server then replies with a 
packet to the client. The client machine displays the number of packets sent and received for the 
bootp request. lf a packet is sent from the client, but none is received, another packet will be sent. 

lf bootp packets continue to be sent but not received, the boot server may not be responding to the 
request. 

2. From the bootp server, view the /etc/bootptab file on the server. lt should contain an entry for the 
client machine with the following information: 

hostname_of_client 
bf=bootJi le 
ip=client_ip_address 

-----ht=network_tjjie--
sa=boot_server_address 
sm=client subnet mask 
ha=network_adapter_hardware_address (required only if bootp requests are sent by broadcasting) 

lf an entry does not exist, either the NIM command used to set up the current operation failed, or the 
machine was reset before the boot operation could occur. Rerun the NIM bos_inst, diag, or 
maint_boot operation to prepare the server for the client boot request. 

lf the entry exists in /etc/bootptab, verify that the specified data is correct. lf a field contains incorrect 
data, the information that was used to define the machine or network in the NIM database was 
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probably incorrect. Correct this problem by resetting the client machine, correcting the invalid data i \ ~: "'-, 
the client or network definition, retrying the NIM operation, and rebooting the client. ~·( 

3. lf the /etc/bootptab file is correct, verify that the inetd daemon is running. Jf it is not running, start it 0 
P L - f' 

and retry the network boot from the client. lf the inetd daemon is running, it should automatically start 
the bootpd daemon when the bootp request is received at the server. 

4. lf the bootpd daemon is not started, verify that the bootps entry in the /etc/inetd.conf file is not 
commented out. lf it is commented out, uncomment it and restart inetd with the refresh -s inetd 
command. Retry the network boot from the client. 

5. lf a bootp reply is still not received at the client, manually start the bootpd daemon in debug mode: 

a. Comment out the bootps entry from the /etc/inetd.conf file on the server. 

b. Stop ali running bootpd processes. 

c. Restart inetd using the refresh -s inetd command. 

d. Start bootpd from the command line, using the /usr/sbin/bootpd -s -d -d -d command. 

6. Retry the network boot from the client. lf no output is displayed from the running bootpd command, 
the client bootp request is not reaching the server. Verify that the addresses specified in the bootp 
menus are correct. lf they are correct, perform network debugging procedures to determine why the 
packet is not reaching the server. 

lf the server receives the client bootp request, the running bootpd command displays output 
matching the client data in the /etc/bootptab file. Verify that the specified addresses are correct. This 
information is sent back to the client in the bootp reply. 

7. lf the client is still not receiving the bootp reply, perform network-debugging procedures to determine 
why the reply packet is not reaching the client. 

After the client receives the bootp reply, it will tftp the boot image from the server. 

The number of tftp packets transferred to the client will be displayed at the client machine. 

The boot image has been successfully retrieved at the client machine when the LED shows 299 on 
rs6k-platform machines or when the bottom third of the screen turns gray on other platform 
machines. 

8. lf the tftp of the boot image does not complete successfully, the client may be trying to get the wrong 
boot image. Verify that the client definition in the NIM database shows the correct platform and kernel 
type. lf the data is incorrect, correct it, reset the client machine, rerun the NIM operation, and reboot 
the client over the network. 

9. Verify that the /tftpboot directory on the boot server contains a link with the client name to the correct 
boot image. lf the link does not exist, reset the client machine, rerun the NIM operation, and reboot 
the client over the network. 

1 O. I f the link with the client name is pointing to the correct boot image and the tftp of the boot image 
does not complete successfully, the boot image may be corrupted. Re-create the boot image by 
performing a NIM check operation with the force flag on the SPOT. lf the client is not an 
rs6k-platform machine, also make sure the client has the latest version of the firmware installed. 

Running the Boot lmage on the Client 

After the client machine has successfully received the boot image from the server, the most common 
errors encountered are hangs with the LED showing 608, 611 , or 613. Some machines may not have LED 
displays. Debugging such problems on these machines will require using debug-enabled boot images. For 
information on building debug boot images, see "Producing Debug Output from the BOS lnstallation 
Program" on page 319. 

608 
Explanation tftp retrieve of client info file fai/ure. 
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Action ' /f a 608 hang is encountered, verify that the ClientName.info file exists in the /tftpboot \ 
directory. /f it does no! exist, retry the NIM operation to create it. /f it does exist, verify that tft C 
access to the /tftpboot directory is not restricted in the /etc/tftpaccess.ctl file. 11 is also P L ' 1": 

t 

• 
611 
Explanation 
Action 

613 
Explanation 
Action 

possible that the network adapter was nol configured properly in the boot environment. Use 
debug-enabled nelwork boot images to look for errors in the boot environment. /f the c/ient is 
no! an rs6k-platform machine, make sure that i! has the lates! version of firmware instal/ed. 

Remate mount of NFS file system failure. 
611 hangs occur when the client machine is unab/e to mount a resource from a server. Ensure 
that NFS is running on the resource server. Verify that the resources specified for the operation 
are exported proper/y by checking the /etc/exports and /etc/xtab files on the server. Also, 
confirm that the resources have permissions set correctly for reading. Debug-enabled network 
boot images can a/so be used to determine exactly which mount command is failing on lhe 
client. 

Fai/ure setting up route tables. 
613 hangs usual/y occur because a route is incorrectly defined for a network in lhe NIM 
database. Verify thal the correct gateways are specified between nelworks, and ali galeways 
are functiona/. Use debug-enab/ed network boot images to determine which routes cou/d not be 
defined. 

Producing Debug Output for NIM BOS lnstallations 

Due to problems in the network or in the NIM configuration, clients may fail to boot or instai! properly. 
When this happens, it may be necessary to produce debug information in arder to determine the cause of 
the problem. lf a client machine fails to configure properly from the network boot image, debug output from 
the boot image can be obtained by building the debug-enabled image and attaching a tty to the client 
system. This will display the commands and output that are run while the client is configured before further 
processing is dane by AIX. 

lf the system has been booted from the network boot image, but failures are still occurring during a BOS 
installation , it may be necessary to collect debug information from the BOS installation program. The 
commands and output from the BOS installation program will automatically be displayed on the tty if the 
boot image was built debug-enabled. lf the boot image was not built for debugging, output can be obtained 
by either setting a value in a bosinst.data file or by entering special codes at the installation menus. 

:t 
When problems arise during a NIM BOS installation, you will most likely get system hangs. Viewing the 
debug output can be useful, because you will be able to see the commands that failed. The próblem may 
be a misconfiguration of the network adapter or an inability to perform an operation from the client to the 
server. By examining the debug output, you can determine what failed and make corrections to avoid the 
errar in the future . 

You will see the showled command running in the debug output. This command displays status values on 
the LEDs on the front of the machine. Frequently, known problems and solutions are referenced by the 

---- LED v alue Thar ls a ísplayed when a proõlem occ~ome macmn-e-s-dOITot-trave- t EOs--tonHsplaying---­
such information. Therefore, when debugging problems on such machines, give special attention to 
observing the values that the showled commands are displaying. 

Obtaining debug information from a network installation can save you time in determining the root cause of 
a problem. Usually, the problem will be an incorrect definition in the NIM environment that can be found 
without the debug information. However, with the debug information, you can significantly reduce the 
scope of the investigation. 

r I 1 \. 
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Producing Debug Output from a Network Boot lmage 

To create debug versions of the network boot images, do the following: 

1. Use the Web-based System Manager or SMIT interfaces or run the following command: 
nim -Fo check -a debug=yes SPOTName 

where SPOTName is the name of your SPOT . 

2. Obtain the address for entering the debugger by doing the following: 

From Web-based System Manager: 

a. From the NIM Resources container, double-click the SPOT resource to open the properties 
notebook . 

b. Click the Boot lmage lnformation tab in the properties notebook to obtain the address. 

Alternatively, you can use the following command to get the address: 

lsnim -a enter_dbg SPOTName 

where SPOTName is the name of your SPOT. The displayed output will be similar to the following: 

spotl : 
enter dbg = "chrp . mp 0x001840d4" 
enter-dbg = "chrp.up 0x00160b7c" 
enter-dbg = "rs6k . mp 0x001840d4" 
enter-dbg = "rs6k.up 0x00160b7c" 
enter-dbg = "rspc.mp 0x001840d4" 
enter=dbg = "rspc.up 0x00160b7c" 

Write down the enter_dbg address for the client you are going to boot. For example, if your client is 
an chrp-uniprocessor machine, you would write down the address 160b7c . 

3. Attach a tty device to your client system (port 1 ). 

4. Set up and perform the NIM operation that will require the client to boot over the network. Boot the 
client over the network . 

5. After the client gets the boot image from the SPOT server, the debug screen will appear on the tty. At 
the > prompt, enter: 
st Enter_dbg_Value 2 

where Enter_dbg_Value is the number you wrote down in step 2 as your machine type's enter_dbg 
value. Specifying a 2 at the address of the enter_dbg value prints the output to your tty . 

6. Type g (for go) and press Enter to start the boot process. 

7. Use Ctrl-s to temporarily stop the process as you watch the output on the tty. Use Ctrl-q to resume the 
process. 

8. To rebuild your boot images in non-debug mode, use the following command: 

nim - Fo check SPOTName 

where SPOTName is the name of your SPOT. 

lf the boot image is left in debug mode, every time a client is booted from these boot images, the 
machine will stop and wait for a command at the debugger ">" prompt. lf you attempt to use these 
debug-enabled boot images and there is not a tty attached to the client, the machine will appear to be 
hanging for no reason . 
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Producing Debug Output from the BOS lnstallation Program 1 ~{ 

CpL.t­
There are two ways to obtain debug output from the BOS installation program. Method A involves ente.:-::r-.;;;.-" 
a special value at one of the installation menus and Method B uses a bosinst_data resource to tell the 
installation program to display debug output. 8oth methods are described as follows: 

Method A: To Produce Debug Output Without Using a bosinst_data Resource 
1 . To enable debugging for the BOS installation program, start by performing ali the processing you would 

normally do to install a client. 

Because you are not using a bosinst_data resource, you will be prompted to supply information about 
the installation to the BOS installation program. 

2. Select your console. 

3. Select your language. 

4. The Welcome to Base Operating System lnstallation and Maintenance menu is displayed. lnstead 
of selecting one of the options, type 911 at the prompt and press Enter. 

5. Continue the normal procedure for selecting options and specifying data until the installation begins. 
Debug output will be sent to the client's display while the installation proceeds. 

Method 8: To Produce Debug Output When Using a bosinst_data Resource 
1. To enable debugging for the BOS installation program, set the value BOSINST _DEBUG = yes in the 

cont ro 1_ fl ow stanza o f the bosinst.data file that you are using for your bosinst_data resource. 

A minimum bosinst.data file for debugging purposes would contain the following lines: 
control_flow: 

BOSINST_DEBUG = yes 

2. In addition to the processing you would normally do to install a client, include the modified 
bosinst_data resource as a resource for the operation. 

After the client boots over the network, it will use the bosinst_data resource to obtain settings for the 
installation. lf the only data specified in your bosinst.data file is BOS I NST _ DEBUG = yes, you will be 
prompted for the remaining required information before the installation will continue. Debug output will 
be sent to the client's display while the installation continues. 

Port Number Conflicts with NIM and Other Applications 

When the NIM Master is configured, two port numbers are selected to be used by the nimesis daemon for 
client communications. The default port numbers are 1058 and 1059. lf either port is taken by another 
application, the nimesis daemon will not run and nimclient commands will fail with an error similar to the 
following: 

0042-006 nimclient: (To master) rcmd connection refused 

lf the nimesis daemon cannot be started, it may be necessary to stop the other applicants on the system 
íoJ[ee tlle_pm:L _________ _ 

Rebooting the system will usually eliminate the problem, because when a machine is booted, the nimesis 
daemon is started very early by init and the likelihood that the ports are taken will be very small. 
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Appendix A. Network Boot 

Note that in the examples, tok0 and ent0 are adapter names. Do not use network names, such a 
en(:), or et0 . 

lf an rs6k machine is not running, it is possible to determine whether IPL ROM emulation is required by 
booting the machine with the key turned to Secure. lf the LEDs on the front of the machine eventually stop 
at 200, no emulation is needed . 

To create IPL ROM emulation, see "Creating IPL ROM Emulation Media" on page 326. lf you are using 
NIM on machines that must use IPL ROM emulation to boot from a network adapter, you should always 
initiate the boot once from the IPL menus from a system console on the client. This writes the necessary 
addresses to NVRAM, avoiding a problem with seeing alternating LEDs 227 and 229 during the network 
boot on older hardware. After initiating the network booVinstall from the client via this method once, the 
problem is automatically corrected and subsequent network booVinstallation may be initiated from the NIM 
master . 

The platform and kernel type of a client determines the procedure required to boot the machine over the 
network . 

To determine the platform of a running rnachine, use the bootinfo -p command if the machine is running 
AIX Version 4.2 or later. lf the machine is running AIX 4.1, use the bootinfo -T command . 

To determine the kernel type of a running machine, use the bootinfo -z command . 

Booting a Machine Over the Network 

lf you are booting an rs6k machine with an up kernel , use Method A. lf you are booting an rs6k machine 
with an mp kernel , use Method B. For some models of rspc machines, you may use Method C. For ali 
other platforms and kernel types, follow the procedures in your hardware documentation to perform the 
network boot. 

Method A 
1. Begin with your machine turned off . 

2. lf your client requi res IPL ROM emulation, insert the emulation disk into the diskette drive of the client, 
and turn on the machine with the hardware key in the Service position. When the bootp menus 
display, continue with step 3. 

lf your client does not require emulation, turn the key to the Secure position and turn on the machine. 
Watch the LEDs on the front of the machine. They will eventually stop changing and display 200. 
Then, change the key position to Service and quickly press the reset (yellow) button. When the bootp 
menus display, continue with step 3. 

Note: On model numbers 570, 580, 58H, 59H, 591, and 595, the system powers on m fhe Secure 
mode, the power-on light does not come on, and the LED remains blank. The system performs 
no further operations until the key is set to the Normal or Service position. Reter to the 
documentation that came with your particular hardware model for more information about 
performing a network boot of the machine. 

3. From the bootp main menu, choose the Select BOOT (Startup) Device option . 

4. In the next menu , select the boot device. 

Select the network adapter to be used. Choose the adapter with the correct network type (Ethernet, 
Token-Ring, etc.) and adapter characteristi cs (th ick cable, twisted pair, 16 Mb data rate, 4 MB data 
rate , etc. ). 
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5. Set or change the network addresses . 

Note: 

Specify the IP address of: 

• The client machine you are booting in the cl ient address field . 

• Your SPOT server in the bootp server address field. 

• Your client's gateway in the gateway address field . 

After you specify the addresses, enter 99 to save the addresses and return to the main menu. lf no 
gateway is used by the client to communicate with the boot server, you can leave this field empty . 

lf broadcasting will be used to obtain a boot image, leave these IP addresses empty . 

6. From the main menu, select the Send Test Transmission (PING) option. 

7. Verify that the displayed addresses are the same as the addresses you specified for your boot device . 

lf the addresses are incorrect, enter 99 to return to the main menu. Then, go back to step 3 . 

lf the addresses are correct, select the START THE PING TEST option. 

lf the ping test fails, verify that the addresses are correct, and perform network problem determination 
if necessary. lf the ping test completes successfully, enter 99 to return to the main menu . 

8. From the main menu, select the Exit Main Menu and Start System (BOOT) option . 

9. Turn the hardware key to the Normal position, and press Enter to boot your client over the network. 

Method B (Booting Micro Channei-Based, Symmetric Multiprocessar 
Systems) 

1. Turn the key mode switch to the Secure position . 

2. Turn the power switch on the system unit to the On position . 

3. When the LED displays 200, turn the key mode switch to the Service position . 

4. Press the Reset button once . 

The LED persistently displays 260, 261, or 262, and The Maintenance Menu screen appears . 

5. Select the System Boot option on the Maintenance Menu screen. 

6. Select the Boot from Network option from the sub-menu. The MAIN MENU is displayed . 

7. Select the Select BOOT (Startup) Device option on the MAIN MENU screen . 

8. Select the network adapter from which the machine will boot. lf there are multiple network adapters 
installed, type 88 and press the Enter key to view the other entries. Type a number from the list and 
press the Enter key. 

Note: lf you are using a Token-Ring network, select the number that corresponds to the correct ring 
speed for your environment. 

- · - 9. lf a ns.twork s.dapte.r_is..sel.ee.d,-the SEI QB CHANGE NETWOBK ADDBESSES s.cree.o.ls .. d.is.playe.d 
next. The hardware address for the network adapter is displayed in the hardware address field . 
Record the hardware address for defining the NIM machine object. 

lf this client and the BOOTP server are on the same LAN, leave the IP address fields as zeros for the 
BOOTP request to be broadcasted over the LAN . lf there are multiple BOOTP servers on the LAN or 
the client is on a different network to the server, enter the client and server IP addresses. Type in the 
IP addresses using leading zeros to pad the network address fields, for example, 009.101.002.050. lf 
this machine must use a gateway to reach the server, enter the IP address for the gateway. 

Type 99 and press the Enter key to save the address information and return to the MAIN MENU. 

1 o. (This step is optional. ) Select the Send Test Transmission (PING) option on the MAIN MENU to test 
the network connection between the client and the server systems. Type 3 afi1d- ~=Jress the Enter key to 

-r" -L -r 'v li Vv 
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start the ping test lf the ping test was not successful, check that the IP addresses are correct 9 ·# 
that the physical network connections are sound, lf the ping test was successful, type 99 and t ~e ,CJ,• _) 
the Enter key to return to the MAIN MENU. '-..'d' / / 

11 . Select the Exit Main Menu and Start System (BOOT) option. 0 P L _ p.. G 

12. Follow the instructions on the screen to turn the key mode switch to the Normal position and press 
the Enter key . 

The BOOTP request will be issued, followed by a TFTP transfer of the network boot image . 

Method C (Booting an rspc Platform Machine) 
1. Begin with your machine turned off . 

2. lf your system requires a System Management Services (SMS) diskette, insert it into the diskette 
drive of the client and turn on the machine. lf you do not insert an SMS diskette at this time and one 
is required, you will be prompted to insert one later. 

3. A graphics image is displayed on your screen. Press the F4 key as icons begin to display from left to 
right on the bottom of your display. 

Note: lf the last icon is displayed prior to pressing the F4 key, the normal mode boot list is used 
instead of the System Management Services diskette. 

4. The System Management Services menu displays on your screen. Select the Utilities option . 

5. From the System Management Services Utilities menu, select the Remote lnitial Program Load 
Setup option . 

6. From the Network Parameters screen, select the IP Parameters option. 

7. Set or change the values displayed so they are correct for your client system . 

Note: Vou do not need to specify any leading ' O' characters, but you must specify the ' .' characters 
in the IP addresses. 

8. Specify the IP address of: 

• The client machine you are booting in the cl i ent address field . 

• Your SPOT server in the bootp server address field . 

• Your client's gateway in the gateway address field . 

Note: lf broadcasting will be used to obtain a boot image, leave these IP address fields empty . 

9. Specify the subnet mask for your client machine if you are prompted for one in the subnet mask field . 
Ali machines in your subnet have the same subnet mask. 

1 O. After you specify the addresses, press Ente r to save the addresses and continue. 

11. The Network Parameters screen is displayed. Select the Ping option. 

12. Select the network adapter to be used as the client's boot device . 

13. Verify that the displayed addresses are the same as the addresses you specified for your boot 
device. 

1 4. 1 rth e aaa resses -are-lrrc-o rre-ct lJre·ss- r=-s-c-untrl-yoTrTetorn--to-th·e-rnainrnenu-:-Th-en-;-go-bacHo step ·5 :---

15. lf the addresses are correct, press Enter to perform the ping test. The ping test may take several 
seconds to complete . 

16. lf the ping test fails, verify that the addresses are correct, and perform network problem determination 
if necessary. lf the ping test completes successfully, press Enter to acknowledge the success 
message. Then, press Esc until you return to the System Management Services menu . 

17. From the System Management Services menu, choose the Select Boot Devices option . 
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18. Select the network adapter to be used for the network boot from the list of displayed bootable 
devices. Be sure to select the correct network type (Ethernet, Token-Ring , etc.) and adapter 
characteristics (thick cable, twisted pair, 16 Mb data rate, 4 Mb data rate, etc.). After making your 
selection, the machine will boot over the network. 

Note: When performing a BOS installation on a NIM client with a "rspc" platform, the machine may fail to 
boot from the network adapter if network traffic is heavy. 

lf the network boot was initiated from the NIM Master, the machine will eventually boot from the 
disk. lf the network boot was initiated from the SMS (System Management Services) menus on the 
NIM client, the machine will return contrai to the SMS menus. 

Contact your service representative to receive a firmware update to correct this problem. 

Creating IPL ROM Emulation Media 

Use this procedure to create the IPL ROM emulation media on the NIM master for machines that do not 
have a BOOTP-enabled IPL ROM. 

1. lnsert a formatted diskette ora tape into the appropriate drive on the NIM master. 

2. Enter: 

bosboot -T rs6k \ 
- r /usr/lpp/bos . sysmg t /n im/methods /IPLROM.emulation \ 
-d De viceName -M both 

where DeviceName can be fd0 , /dev/fd0 , rmt0 , or /dev/rmt0. This operation requires that the 
devices.base.rte fileset be installed on the machine upon which the emulation media is being created. 

3. lnsert the IPL ROM emulation media in the appropriate drive on the target machine . 

From Web-based System Manager 
1. From the NIM container, from the NIM menu, select Create IPL ROM Emulation Media . 

2. Use the dialog to complete the task; ali fields are required. 

From SMIT 
IPL ROM emulation can also be created using the smit iplrom fast path . 

t - - -
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Appendix B. Notices 

This information was developed for products and services offered in the U.S.A . 

IBM may not offer the products , services, or features discussed in this document in other countries. 
Consult your local IBM representativa for information on the products and services currently available in 
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only 
that IBM product, program, or service may be used. Any functionally equivalent product, program, or 
service that does not infringe any IBM intellectual property right may be used instead. However, it is the 
user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service. 

IBM may have patents or pending patent applications covering subject matter described in this document. 
The furnishing of this document does not give you any license to these patents. You can send license 
inquirias, in writing, to: 

IBM Director of Licensing 
IBM Corporation 
North Castle Drive 
Armonk, NY 1 0504-1785 
U.S.A. 

The following paragraph does not apply to the United Kingdom or any other country where such 
provisions are inconsistent with locallaw: INTERNATIONAL BUSINESS MACHINES CORPORATION 
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, 
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer 
of express or implied warranties in certain transactions, therefore, this statement may not apply to you . 

This information could include technical inaccuracies or typographical errors. Changes are periodically 
made to the information herein; these changes will be incorporated in new editions of the publication. IBM 
may make improvements and/or changes in the product(s) and/or the program(s) described in this 
publication at any time without notice . 

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the 
exchange of information between independently created programs and other programs (including this one) 
and (ii) the mutual use of the information which has been exchanged, should contact: 

IBM Corporation 
Dept. LRAS/Bidg. 003 
11400 Burnet Road 
Austin , TX 78758-3498 
U.S.A. 

~tJci:l-infoçmation-ma)Lbe..available , subj.ecUo_appmp.riate_terms_ao_d_c..onditLons_,JDcl uding in some -ºªSe.§.. _ 
payment of a fee . 

The licensed program described in this document and ali licensed material available for it are provided by 
IBM under terms of the IBM Customer Agreement, IBM lnternational Program License Agreement or any 
equivalent agreement between us . 

For license inquiries regarding double-byte (DBCS) information, contact the IBM lntellectual Property 
Department in your country or send inquirias, in writing, to: 

G~ 
, v .I l J - ' c ... I . c ......... 
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IBM World Trade Asia Corporation 
Licensing 
2-31 Roppongi 3-chome, Minato-ku 
Tokyo 1 06, Japan 

IBM may use or distribute any of the information you supply in any way it believes appropriate without 
incurring any obligation to you. 

lnformation concerning non-IBM products was obtained from the suppliers of those products, their 
published announcements or other publicly available sources. IBM has not tested those products and 
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. 
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products . 

Any references in this information to non-IBM Web sites are provided for convenience only and do not in 
any manner serve as an endorsement of those Web sites. The materiais at those Web sites are not part of 
the materiais for this IBM product and use of those Web sites is at your own risk. 

This information contains examples of data and reports used in daily business operations. To illustrate 
them as completely as possible, the examples include the names of individuais, companies, brands, and 
products. Ali of these names are fictitious and any similarity to the names and addresses used by an 
actual business enterprise is entirely coincidental. 

Trademarks 
The following terms are trademarks of lnternational Business Machines Corporation in the United States, 
other countries, or both: 

AIX 

AIX 5L 

eServer 

IBM 

pSeries 

RS/6000 

SP 

Xstation Manager 

Java and ali Java-based trademarks and Iogas are registered trademarks of Sun Microsystems, Inc. in the 
United States, other countries, or both . 

UNIX is a registered trademark of The Open Group in the United States and other countries . 

Other company, product, or service names may be trademarks or service marks of others . 
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Glossary 

/usr file system. Contains files and programs 
necessary for operating the machine. 

/tmp file system. A shared storage location for 
files . 

/var file system. Contains files that are variable 
on a per-client basis, such as spool and mail files . 

I f ile system. The root file system; contains files 
that contain machine-specific configuration data. 

APAR. Authorized program analysis report. A 
report of a problem caused by a suspected defect 
in a current, unaltered release of a program. 

applet. A program, intended for delivery over the 
Internet, which can be included in an HTML page, 
just as an image can be included . 

apply. When a service update is installed or 
applied, it enters the applied state and becomes 
the currently active version of the software. When 
an update is in the applied state, the previous 
version of the update is stored in a special save 
directory. This allows you to restare the previous 
version , if necessary, without having to reinstall it. 
Software that has been applied to the system can 
be either committed or rejected. The installp -s 
command can be used to get a list of applied 
products and updates that are available to be 
either committed or rejected. See also commit on 
page 329 and reject on page 332 . 

Base Operating System (80S). The collection of 
programs that controls the resources and the 
operations of the computer system. 

boot device. The device that assigns the fixed 
disk within the root volume group (rootvg) that 
contains the startup (boot) image . 

that were partially installed. The system also 
attempts to revert to the previous version of the 
removed product. lf the system successfully 
reverts to the previous version, it becomes the 
currently active version. lf this cannot be done, 
then the software product is marked as broken. 
After the clean up procedure is complete, you can 
attempt to install the software again . 

client. In a distributed file system environment, a 
system that is dependent on a server to provide it 
with programs or access to programs. 

commit. When you commit software updates, you 
are making a commitment to that version of the 
software product. When you commit a product 
update, the saved files from ali previous versions 
of the software product are removed from the 
system, thereby making it impossible to return to a 
previous version of the software product. Software 
updates can be committed at the time of 
installation by using either the Web-based System 
Manager or SMIT interface (or by using the -ac 
flags with the installp command) . Note that 
committing already applied software does not 
change the currently active version of the software 
product. lt merely removes saved files for the 
previous version of the software product. Once a 
new version of a product update is committed, you 
cannot reject it if you want to return to the 
previous version of the code. To return to the 
previous version of the code, you must reinstall 
the base levei of the software product and reapply 
any associated updates. Vou should not commit 
software updates until you are sure the update 
does not cause other problems or regressions. 
Compare to apply on page 329 and contrast with 
reject on page 332 and remove on page 333. 

complete overwrite installation. An installation 
method that completely overwrites an existing 
version of the Base Operating System that is 

bosinst.data. The file that controls the actions of- ---~1-nstaflea on your system. I h1s procedure might 
the BOS installation program. impair recovery of data or destroy ali existing data 

bundle. A collection of software products available 
for installation . 

CD-ROM. High-capacity, read-only memory in the 
form of an optically read compact disc . 

clean up. The clean-up procedure instructs the 
system to attempt to remove software products 

© Copyright IBM Corp. 2002 , 2003 

on your hard drives. Be sure to back up your 
system before doing a complete overwrite 
installation . 

Configuration Assistant. A graphical interface 
application used to perform post-installation 
system configuration tasks . 
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configure. To describe to a system the devices, 
optional features, and program products installed 
on a system. 

console device. During the installation of the 
Base Operating System (BOS), the system 
console is the display device at the system on 
which you are installing the software. 

corequisite. A product or update that must be 
installed concurrently with another specified 
product or update. 

daemon. A program that runs unattended in the 
background to perform a standard service. Some 
daemons trigger automatically to perform their 
task and others operate on a timed or periodic 
basis. 

dataless. A workstation without local file systems 
or local boot images that accesses some of its 
resources remotely. Dataless clients use a local 
disk used for paging and dump devices. 

dependent. A software product that requires 
another product or update to be installed before or 
at the same time it is installed. Contrast with 
prerequisite (page 332). 

destination disk. The disk to which you are 
installing. 

directory. A type of file containing the names and 
controlling information for other files or other 
directories. 

diskless. A workstation without local file systems 
or local boot images that accesses some of its 
resources remotely. Diskless clients boot remotely 
from a diskless server and use the server for 
remate paging. 

display. A computar output screen on which visual 
information is displayed. 

process. Common environment variables describ 
the home directory, command search path , the 
terminal in use, and the current time zone (the 
HOME, PATH, TERM, and TZ variables, 
respectively). (2.) A variable that is included in the 
current software environment and is therefore 
available to any called program that requests it. 

file. The collection of related data that is stored 
and retrieved by an assigned name. Contrast with 
special file (page 333). 

file system. The collection of files and file 
management structures on a physical or logical 
mass storage device, such as a diskette or 
minidisk . 

file tree. The complete directory and file structure 
of a particular node, starting at the root directory. 
A file tree contains ali local and remate mounts 
performed on directories and files. 

fileset. An individually installable option or update. 
Options provida specific function and updates 
correct an errar in, or enhance, a previously 
installed option. 

fixed disk. (1.) A flat, circular, nonremovable plate 
with a magnetizable surface layer on which data 
can be stored by magnetic recording. A rigid 
magnetic disk used in a fixed-disk drive. (2.) The 
term fixed disk is also used loosely in the industry 
for boards and cartridges containing microchips or 
bubble memory that simulate the operations of a 
fixed-disk drive. 

full path name. The name of any directory or file 
expressed as a string of directories and files 
beginning with the root directory. See also path 
name (page 332) . 

graphical user interface. A type of computar 
interface consisting of a visual metaphor of a 
real-world scene, often a desktop. Within that 
scene are icons, representing actual objects, that 

display-àevieeo-See display (page-awr.-- - ---tfte user caA-~-a 

environment. (1 .) The settings for shell variables 
and paths that are set when the user logs in . 
These variables can be modified later by the user. 
(2.) A named collection of logical and physical 
resources used to support the performance of a 
function . 

environment variable. (1 .) A variable that 
describes the operating environment of the 
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pointing device. 

hard disk. See fixed disk (page 330) . 

hardware. The physical equipment of computing 
and computer-directed activities . The physical 
components of a computer system. Contrast with 
software (page 333) . 
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host. (1 .) The primary or controlling computer in a 
communications network. (2.) A computer attached 
to a network. 

host name. The Internet address of a machine in 
the network. Also known as the host 10. 

HTML. HyperText Markup Language is the tagging 
language that a web browser uses to interpret and 
display documents . 

hypertext. A way of presenting information online 
with connections between one piece of information 
and another. These connections are called 
hypertext links. Thousands of these hypertext links 
enable you to explore additional or related 
information throughout the online documentation. 
See also hypertext link (page 331 ). 

hypertext link. A connection between one piece 
of information and another. See also hypertext 
(page 331 ) . 

icon. A picture or graphical representation of an 
object on a display screen to which a user can 
point to with a device, such as a mouse, to select 
a particular operation or perform a certain action. 

initial program load (IPL). (1.) The initialization 
procedure that causes an operating system to 
commence operation. (2.) The process by which a 
configuration image is loaded into storage at the 
beginning of a work day or after a system 
malfunction. (3.) The process of loading system 
programs and preparing a system to run jobs . 

input device. The device that is the source of the 
software you are installing. The input device can 
be a tape drive, CD-ROM drive, diskette drive, or 
a directory. 

lnstallation Assistant. An application used to 
perform system configuration tasks . 

/'/,~ 
IPL S . . . . I . I ( f Í [\ 1!f, 

. ee 1mtla program oad page 331 ). \! I .i..-
license password. The key that allows a software\ t 
product to be used. A string encoded with license -~ 
information for a software product. 

locale. A subset of a user's environment that 
defines conventions for a specified culture, such 
as time formatting, numeric formatting, monetary 
formatting, and character classification, 
conversion,and collation . 

logical partition (LP). (1.) One to three physical 
partitions (copies). The number of logical partitions 
within a logical volume is variable. (2.) A fixed-size 
portion of a logical volume. A logical partition is 
the same size as the physical partitions in its 
volume group. Unless the logical volume of which 
it is a part is mirrored, each logical partition 
corresponds to, and its contents are stored on, a 
single physical partition. See also logical volume 
(page 331). 

logical volume (LV). A collection of physical 
partitions organized into logical partitions ali 
contained in a single volume group. Logical 
volumes are expandable and can span severa! 
physical volumes in a volume group. See also 
logical partition (page 331 ), volume group (page 
333), and migration installation. (page 331) 

maintenance levei update. The service updates 
that are necessary to upgrade the Base Operating 
System (BOS) or an optional software product to 
the current release levei. See also service update 
(page 333). 

migration installation. An installation method for 
upgrading AIX 3.2 or later to the current release 
while preserving the existing root volume group. 
This method preserves the /usr, /tmp, /var, and I 
(root) file systems, as well as the root volume 
group, logical volumes, and system configuration 
files. Migration is the default installation method 

installation image. An installation image contains for any machine that is running AIX 3.2 or /ater. 
-----aGopy of the software you are mstalling m baclm~p----<5'ee also rool volume gwup (page :533tand 

format , as well as copies of other files the system logical volume (page 331 ) . 
needs to install the software product. 

Internet address. The numbering system used in 
TCP/IP internetwork communications to specify a 
particular network or a particular host on that 
network with which to communicate. Internet 
addresses are commonly denoted in dotted 
decimal form . 

monitor. (1 .) A device that observes and verifies 
operations of a data processing system. (2.) 
Synonym for display. 

mount. To make a file system accessible. 

name server. A host that provides name 
resolution for a network. Name servers translate 
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symbolic names assigned to networks and hosts 
into the efficient Internet addresses used by 
machines. 

Network File System (NFS). A distributed file 
system that enables users to access files and 
directories located on remote computers and treat 
those files and directories as if they were local. 
NFS is independent of machine types, operating 
systems, and network architectures through the 
use of remate procedure calls (RPC) . 

Network lnstallation Management (NIM). An 
environment that providas installation and 
configuration of software within a network 
interface . 

new installation. An installation method used 
when the fixed disk or disks you are installing 
BOS onto are empty. A fixed disk is considered 
empty if it does not contain any data or if it 
contains data not in a volume group. 

NIM. See Network lnstal!ation Management (page 
332} . 

Object Data Manager (ODM}. A data manager 
intended for the storage of system data. The ODM 
is used for many system management functions . 
lnformation used in many commands and SMIT 
functions is stored and maintained in the ODM as 
objects with associated characteristics . 

option. An installable unit of a software package . 
Software product options are separately installable 
units that can operate independently from other 
options of that software package. 

optional software. Also referred to as optional 
software products. Software that is not 
automatically installed on your system when you 
install the Base Operating System (BOS). Optional 
software can be products pacl<;aged and sold with 

page storage. (2.) Moving data between memo 
and a mass storage device as the data is need 

path name. A file name specifying ali directories 
leading to the file. See also fui! path name (page 
330). 

physical volume. The portion of a single unit of 
storage accessible to a single read/write 
mechanism; for example , a drum, a disk pack, or 
part of a disk storage module . 

preinstalled. Software that is installed by the 
manufacturer and ready to use . 

prerequisite. A software product or a service 
update that must be installed before another 
software product or service update is installed. lf 
you attempt to install software products or service 
updates without the required prerequisite software, 
a system message displays the names of required 
prerequisite software. Contras! with dependent 
(page 330) . 

preservation installation. An installation method 
used when a previous version of the Base 
Operating System (BOS) is installed on your 
system and you want to preserve the user data in 
the root volume group. However, this method 
overwrites the /usr, /tmp, /var, and I (root) file 
systems, so any user data in these directories is 
lost. System configuration must be done after 
doing a preservation installation. 

Preventive Maintenance Package (PMP). A 
maintenance levei update for your system. A PMP 
includes updates for the Base Operating System 
(BOS) and for each optional software product that 
is installed on your system. 

primary language. The primary locale you want 
your system to use for screen information . 

BOS. Optional software can also be separately Problem Management Record (PMR}. A number 
purchased software products that are specially assigned by a support center to a reported 

1-----oraerea-a.nâ not sold as part·ot"BôS.- In either---problem. --- -
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case, BOS must be installed on your system 
before you can install optional software. 

package. An installable unit of a software product. 
Software product packages are separately 
installable units that can operate independently 
from other packages of that software product. 

paging . (1. ) The action of transferring instructions, 
data, or both between real storage and externai 
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product. A software product is made up of 
software packages that are separately installable. 

reboot. To reinitialize the execution of a program 
by repeating the initial program load (IPL) 
operation . 

reject. To cause portions of applied updates from 
becoming permanent parts of the product, based 
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on the results of a test period. When you reject an 
applied service update, the update's files are 
deleted and the software vital product data 
(SWVPD) information is changed to indicate that 
the update is no longer on the system. The 
previous version of the software, if there is one, is 
restored and becomes the aclive version of lhe 
software. Contrast with apply (page 329) and 
commit (page 329). 

remove. For a software option, the deletion of the 
option and ali of its applied or committed updates 
from the system. The software vital product data 
(SWVPD) information is changed to indicate that 
lhe option has been removed from the system. 
Depending on the option, system configuration 
information is also cleaned up, although this is not 
always complete. lf a previous version, release, or 
levei of the option is on the system, the system 
does not restare the previous version. Only an 
option with its updates can be removed. Updates 
cannot be removed by themselves. See also 
commit (page 329). 

requisite. A software product or a service update 
that must be installed with another software 
product or service update. lf you attempt to install 
software products or service updates without the 
required software, a system message displays the 
names of required software. 

root user authority. The unrestricted ability tO 
access and modify any part of the operating 
system, usually associated with the user who 
manages the system . 

root volume group (rootvg). A volume group 
containing the Base Operating System (BOS). See 
also migration installation. (page 331) 

server. On a network, the computar that contains 
the data or providas the facilities to be accessed 
by other computers on the network. 

~~ 

source. A system, a program wtthtn a system ~~ r.s: 
a device that makes a request to a target. ~ 
Contras! with target (page 333). ~ 

C'pL_,.._ 

special file. Used in the operating system to 
provida an interface to input/output devices. There 
is at least one special file for each device 
connected to the computar. Contrast with directory 
(page 330) and file (page 330) . 

stacked tape. A bootable tape with multiple 
software images. 

System Management Interface Tool (SMIT). A 
set of menu-driven services that facilitates the 
performance of such system tasks as software 
installation and configuration, device configuration 
and management, problem determination, and 
storage management. SMIT is provided in both a 
character-based curses interface and an 
AIXwindows-based graphical user interface. 

target. A system, a program within a system, ora 
device that interprets, rejects, or satisfies, and 
replies to requests received from a source . 
Contras! with source (page 333) . 

Transmission Control Protocolllnternet 
Protocol (TCP/IP). A communications subsystem 
that allows you to set up local area and wide area 
networks . 

Universal Coordinated Time (UCT). The 
standard term for worldwide time-telling that has 
the same meaning as Greenwich Mean Time. 

update. See service update (page 333) . 

upgrade. Software that fixes a defect in a 
previously released software product. 

verify. The verify procedure instructs the system 
to verify the software you are installing. The 
system confirms that your software files are lhe 

service update. Software that corrects a defect in correct length and contain the correct number of 
- - ora dds new tunct1on to- fFie""EraseOpeffifing ----argits anãcnaracters:-11 any errorsare reported , ·;t 

System (BOS) or to an optional software product. might be necessary to install the software product 
See also maintenance leve/ update (page 331 ). again. The verification process can add a 

SMIT. See System Management Interface Tool 
(page 333) . 

software. Programs, procedures, rules, and any 
associated documentation pertaining to the 
operation of a system. Contras! with hardware 
(page 330) . 

significant amount of time to lhe installation 
process . 

volume group (VG). A set of one or more 
physical volumes from which space can be 
allocated to one or more logical volumes. A 
collection of 1 to 32 physical volumes (read-write 
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fixed-disk drives) of varying size and type. See 
also /ogica/ volume (page 331 ) . 

Web-based System Manager. A graphical user 
interface (GUI) tool for managing systems. Based 
on the 00 (Object Oriented) model, Web-based 
System Manager enables users to pertorm 
administration tasks by manipulating icons 
representing objects in the system, as an 
alternative to learning and remembering complex 
commands . 

334 AIX 5L Version 5.2: lnstallation Guide and Reference 



lndex 

Special characters 
I file system 
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ROTEADOR TIPO 2 

ATRIBUTOS OFERTADOS 
CONFIRMA PÁGINA DA 

ATRIBUTO REQUISITO ~DO EDITAL ATRIBUTOS OFERTADOS ATENDIMENTO DOCUMENTAÇÃO 
ADICIONALMENTE 

(SIM I NÃO) TÉCNICA 

Capacidade m nima de 12Kpps Capacidade de até 12.500pps N/ A SIM Anexo 21 - pág. 2 

1 - Router-
Processamento Montado em ba ndejas instaladas 

Serão montados em bandejas Ver Racks de 19·· a 

no interior do Rack 19·· internas oferecidas N/ A SIM serem fornecidos pela 
juntamente com o Rack 19·· CONTRATADA 

Deverá ser ge~encial via SNMP 
Gerenciável por qualquer 

Anexo 20 - pág. 5 e 6 
v1, v2 e v3, TELNET e acesso N/ A SIM Anexo 20A - pág. 311 

2 - Gerenciamento I ferramenta SNMP 
Anexo 20B - pág. 2 I oral. 

Deverá possui~ suporte a MIB 11 
Conforme Edital N/ A SIM Anexo 20A - pág.311 

RFQ 1213 

~~::~~;~ o~~~;~~~oi~~~~~~ 
auto-negociáJel, integrada ao Conforme Edital N/ A SIM Anexo 20- pág. 2, 10 

chassis, com c~nectores tipo RJ-

f5 
Possuir no m~imo 02 intrfaces 

3 - Interfaces seriais, sendo ma do tipo DCE e Anexo 19 - pág. 3 
outra do tiho DTE, com 

Conforme Edital N/ A SIM Anexo 20C (todas as 
conectares to tipo V .35 ou páginas) 

EIAITIA-232, c . m compressão e 
encriptação de dados 

I 
Estão contemplados todos os 

Cabos e acessórios cabos e acessórios N/ A SIM Anexo 22- pág. 1-11 
pertinentes 

.• -~~=-Gerais , 
Sinalização visual do 

Led's indicativos para status Anexo 22- pág. 1-4 funcionamento e ··status··das N/ A SIM 
--~n ~ o 7J p~rtas e funções até 1-9 uiP · ~r) . ' Atualização de softwares pela Anexo 191 (todas as z -. r~ de 

Conforme Edital N/ A SIM 

·" '"' b 

. páginas) 
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Suportar e implimentar recursos 
de QoS avanç dos tais como: 

CAR, Custam, ow Latency F a ir 
Conforme Edital N/ A SIM 

Anexo 20 - pág. 7 e 
Queueing eW Q, BoD, RSVP, ! 17 
WRED, Policy based Routing I 

(FRF.1~ ) e cRTP 

Implemente r e permitir o 
roteamento entre VLANs Conforme Edital N/ A SIM Anexo 20- pág. 7 

suportando o pa ::Irão IEEE 802.10 

Permitir VPN ~unneling com 
Conforme Edital N/ A SIM Anexo 20 - pág. 6 

IPSec, L ~TP e L2F 

Permitir roteam . nto IP usando os 
protocolos OS )F, RIP, RIPv2 e Conforme Edital N/ A SIM Anexo 200- pág. 6, 7 

BGP4, PIM-DM e PIM-SM 

Suporte a criptografia 3DES Conforme Edital N/ A SIM Anexo 20- pág. 6 
Suporte a aute nticação através 

dos protoc< los RADIUS, Conforme Edital N/ A SIM Anexo 20 - pág. 6 
TACACS+ ~ PAP/CHAP 

Suportar inserção em redes com 
Conforme Edital N/ A SIM Anexo 20- pág. 17 

serviços de ~0\P e VOFR 
Funcionalida , es de Firewall, Anexo 200- pág. 1 

incluindo ACL e AAA, criptografia, 
Conforme Edital N/ A SIM Anexo 20 - pág 1, 4, 

VPN Tunnel Se er integradas ao 6, 7,8 
rot ador 

Suportar Digital Voice, e voz Anexo 21 - pág 2 
analógica n~ infra-estrutura FXO, FXS, E&M N/ A SIM 

Anexo 20 - pág 3 
te lefônic~ existente 

O I 

~ J•u 
z 

o 

Possuir duas i~terfaces do tipo 
Foram colocadas interfaces 

FXS para con~xão de telefones Anexo 23 e Anexo 24 

analógicos e O~ntertaces do tipo 
do tipo VIC-2FXO e VIC-

N/ A SIM Ver propostas 
FXO para cone· ão em interfaces 

2FXS, fornecendo as portas Técnica e Comercial 
deram I de PABX 

requeridas 
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CISCO SYSTEMS 

Cisco 17 51 Modular Access Router 

Figure 1 

The Cisco 1751 

e-Business WAN 
access solution. 

Cisco 17 51 Modular Access Router is 

ideally suited to help you evolve your 

organization into an e-Business. It supports 

e-Business features such as VPNs; secure 

Internet, intranet, and extranet access with 

optional firewall technology; broadband 

DSL and cable connectivity; and 

multiservice voice/video/datalfax 

integration. The Cisco 1751 Modular 

Access Router offers: 

• Flexibllity to adapt to changing 

requirements 

• Modularity that allows you to 

individually configure the system to 

meet specific business needs 

• Investment protection with features and 

performance to support new WAN 

services such as broadband DSL and 

cable access, multiservice voice/data 

integration, and VPNs 

• Integration o f multi pie network 

functions, including an optional firewall 

VPN, and data service unit/charmel 

service unit (DSU/CSU) to simplf1Y 

deployment and management 

Cisco Systems. Inc. 

The Cisco 1751 Router delivers these 

capabilities with the power of Cisco lOS 

Software in a modular integrated access 

solution. The Cisco 1751 Router provides a 

cost -effective solution to support e-Business 

applications through a comprehensive 

feature set including support for: 

• Multiservice voice/fax/data integration 

• Secure Internet, intranet, and extranet 

access with VPN and firewall 

• Integrated broadband DSL connectivity 

• VLAN support (IEEE 802.1Q) 

The Cisco 17 51 Router, a member of the 

Cisco 1 700 Family, features a modular 

architecture that enables cost-etfective 

upgrades and additions of WAN and voice 

interfaces. Integrated network services and 

functions, such as optional firewall, DSU/ 

CSU, and VPN features, reduce the 

complexity of deploying and managing 

ecBusiness solutions. The Cisco 1751 

Router offers investment protection when 

your business needs it, with a RISC 

architecture and features to support new 

technologies and applications such as voice/ 

video/datalfax integration and VPNs. 

See Figure 2. 
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Figure 2 

Cisco 1751 Routers provide ali necessary capabilities to connect to the Internet and comrnunicate with vendors. customers. and other employees 
and offices . 

Agents 

E-Business 
Application and 

Web Servers 

Cisco 1751 
Routerwith 

Cisco 1751 
Routerwith 

Cisco lOS Firewall 

Telecommuter/ 
Branch Office 

The Cisco 1751 Router is available in two models that enable you to easily tailor an access solution to suit your 

e-Business requirements today and in the future . See Table I. 

Table 1 The Cisco 1751 Modular Access Router 

Cisco 1751 

BaseModel 

Cisco 1751-V 

Multiservice M odel 

lncludes everything an office needs for data networking now (16MB 
Flash, 32 MB ORAM, and Cisco lOS IP software feature set), with a simple 
upgrade path to full voice functionality. WAN interface cards are available 
separately. 

lncludes ali the features needed for immediate integration of data and 
voice services with support for up to two voice channels (32 MB Flash and 
64 MB ORAM, one OSP (PVDM-256K-4), and Cisco lOS IP Plus Voice 
feature set). Voice and WAN interface cards are available separately. 

Ali Cisco 1751 models offer three modular slots for voice and data interface cards, an autosensing 10/lOOBaseT Fast 

Ethernet LAN port supporting standards-based IEEE 802.1Q VLAN, a console port, and an auxiliary port. The 

Cisco 1751 Router supports the same WAN interface cards as the Cisco 1600, 1700, 2600, and 3600 Series routers, 

and the san1e voice interface cards and voice-over-IP (VoiP) technology as the Cisco 1700, 2600, and 3600 Series 

routers. This simplifies support requirements. The WAN interface cards support a wide range of services, including 

synchronous and asynchronous serial, Integrated Services Digital Network Basic Rate Interfacr (IS.QN BRI) , ADSI:, 

Ct .. 1 • 
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and serial with DSU/CSU options for primary and backup WAN connectivity. The voice interface cards support 

Foreign Exchange Office (FXO), Foreign Exchange Station (FXS), Network and User Side Voice BRI (ISDN BRI NT/ 

TE), Ear & Mouth (E&M), direct inward dial (DID) , and Tl/E1 Multitlex VWlCs. Additionally, an Ethemet 

interface card provides the Cisco 1751 Router with dual-Ethemet capability to support the externai broadband 

modem devices. See Figure 3. 

Figure 3 

Cisco 1751 Router lncorporating Ethernet WAN Interface Card (WIC) Deployed with Broadband Modem 

DSUCable 
Modem 

Cisco 1751 Router with 
Cisco lOS Firewall 
and Duai-Ethernet 

In addition, dual-Ethernet capability on the Cisco 1751 Router enables the creation of perimeter/DMZ (demilitarized 

zone) LANs to enhance security by physically separating private and public data. See Figure 4. 

Figure4 

Cisco 1751 Router lncorporating Ethernet WIC to Deploy Perimeter/DMZ LAN 

LAN Segment 

Cisco 1751 Router with 
Cisco lOS Firewall 
and Duai-Ethernet 

Combined, these interfaces support a comprehensive set of applications, including multiservice voice/video/data!fax 

integration, Frame Relay, ISDN BRI, SMDS, X.25, broadband DSL and cable services, and VPNs. 

c 
Cisco Systems, Inc. 
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Key Benefi t s 

The Cisco 1700 Series routers support the value of end-to-end Cisco network solutions with the following benefits: 

Flexibility-The modular Cisco 1751 Router adapts easily to fit the needs of growing businesses. Interchangeable 

WAN interface cards enable easy additions or changes in WAN technologies without requiring a forklift upgrade of 

the entire platform. Modular data and voice slots enable users to tailor data and voice services as needed. With the 

ability to use the same field-upgradable WAN and voice interface cards across multiple Cisco access router platforms, 

the Cisco 1751 Router reduces requirements for spare parts inventory and support training. 

Multiservice Access-For businesses that want to become e-Businesses and incorporate applications that integrate 

multiservice voice/video/datalfax capabilities now or in the future, the Cisco 1751 Router offers a flexible, 

cost-effective answer. The Cisco 1751 Router enables network managers to save on long-distance interoffice billing 

costs. It also interoperates with next-generation voice-enabled applications such as integrated messaging and 

Web-based call centers. The Cisco 1751 Router works with the existing telephone infrastructure-phones, fax 

machines, key telephone systems (KTS) units, and PBX (including digital PBXs)-minimizing capital costs. 

See Figure 5. 

Figure 5 

Voice/video/data/fax integration. The Cisco 1751 Router integrates data and voice capabilities. significantly lowering toll charges for small- and 
medium-sized businesses and enterprise small branch offices. 

Sniâll Bra..ctt Office 

Lower Cost o f Ownershíp-The Cisco 1 751 Router provides a complete solution for integrated voice and data access 

in a single product, eliminating the need to install and maintain a large number of separate devices. You can combine 

optional functions-including a voice gateway, dynamic firewall, VPN tunnel server, DSU/CSU, ISDN network 
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termination-1 (NT1) device, and more-to reduce deployment and management costs. This solution can be managed 

remotely using network management applications such as CiscoWorks2000 and CiscoView or any SNMP-based 

management tool. 

Investment Protectío~ The Cisco 1751 Router RISC architecture, Cisco lOS Software, and modular slots provide 

solid investment protection. The Cisco 1751 incorporates services such as multiservice voice/video/data/fax 

integration, VPNs, and broadband DSL and cable communications to enable today's successful e-Business. An 

internai expansion slot on the mother- board offers the ability to support hardware-assisted IPSec data encryption at 

T1/E1 speeds. 

For a complete list of Cisco 1751 Router features and benefits, see Table 2. 

Table 2 Key Features and Benefits 

Features Benefits 

Flexibility 

Full Cisco lOS Software support, including • Provides the industry's most robust, scalable, and feature-rich 
multiprotocol routing (IP. IPX, Apple Talk, IBM/ intemetworking software support using the de facto standard 
SNA) and bridging ·networking software for the Internet and private WANs . Part of the Cisco end-to-end network solution 

lntegrated Voice and Data Networking 

Cisco 1751 router chassis accepts both WAN • Reduces long-distance toll charges by allowing the data 
and voice interface cards network to carry interoffice voice and fax traffic 

• Works with existing handsets, key units, and PBXs, eliminating 
the need for a costly phone-equipment upgrade 

Modular Architec:ture 

Accepts an array of WAN and voice interface • Adds flexibility and investment protection 
cards 

WAN interface cards and voice interface cards . Reduce cost of maintaining inventory 
are shared with Cisco 1600, 1700, 2600, and . Lower training costs for support personnel 
3600 routers . Protect investments through re-use on various platforms 

Autosensing 10/100 Fast Ethernet • Simplifies migration to Fast Ethernet performance in the office 

Expansion Slot on Motherboard • Allows expandability to support hardware-assisted encryption 
at T1/E1 speeds 

• Allows support for future technologies 

Dual DSP Slots • Allow expandability to support additional voice channels 

Security 

The Cisco lOS Firewall Feature Set includes • Allows internai users to access the Internet with secure, 
context-based access control for dynamic per-application-based, dynamic access control, while 
firewall filtering, denial-of-service detection and preventing unauthorized Internet users from accessing the 
prevention, Java blocking, real-time alerts, internai LAN 
lntrusion Detection System (IDS), and 
encryption 
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Table 2 Key Features and Benefits (Continued) 

Features Benefits 

IPSec DES and JDES Enable creation of VPNs by providing industry-standard data 
privacy, integrity, and authenticity as data traverses the 
Internet or a shared public network . Supports up to 168-bit encryption 

Hardware-Based Encryption Using Optional • Supports wire-speed encryption up to T1/E1 speeds 
VPN Module 

~ 
Device Authentication and Key Managernent 

IKE, X.509v3 digital certification, and support for • Ensure proper identity and authenticity of devices and data 
certificate enrollment protocol (CEP) with • Enable scalability to very large IPSec networks through 
certification authorities (CAs) such as Verisign automated key management 
and Entrust 

User Authentication 

PAP/CHAP. RADIUS, TACACS+ • Support ali leading user identity verification schemes 

VPN Tunneling 

IPSec, GRE, L2TP. L2F • Offer choice of standards-based tunneling methods to create 
VPNs for IP and non-IP traffic 

• Allow standards-based IPSec or L2TP client to interoperate with 
Cisco lOS tunneling technologies 

• Fully interoperable with public certificate authorities and IPSec 
standards-based products 

• Part of the scalable Cisco end-to-end VPN solution portfolio 

Cisco Easy VPN client • Allows the router to act as remote VPN client and have VPN 
policies pushed down from the VPN concentrator 

Cisco Unified VPN Access Server • Allows the router to terminate remote access VPNs initiated by 
mobile and remote workers running Cisco VPN client software 

' 
on PCs; and allows the router to terminate site-site VPNs 
initiated by lOS routers using the Cisco Easy CPN client feature 

Management 

IEEE 802.10 VLAN Support . VLANs enable efficient traffic separation, provide better 
bandwidth utilization, and alleviate scaling issues by logically 
segmenting the physical LAN infrastructure into different 
subnets 

Manageable via SNMP (CiscoView, • Allow central monitoring, configuration, and diagnostics for ali 
Cisc.o.Wcu:k.s.2_QO_QLieJJNt. and console port functions integrated in the Cisco 1751 router, reducinCI 

management time and costs 

Cisco SOM • Simplifies router and security configuration through smart 
wizards to enable customers to quickly and easily deploy, 
configure and monitor a Cisco access router without requiring 
knowledge of Cisco lOS Command Line Interface (CU) 
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Table 2 Key Features and Benefits (Continued) 

Features Benefits 

Ease of Use and lnstallation 

Cisco ConfigMaker, SETUP configuration utility, • Simplifies and reduces deployment time and costs with 
Autolnstall, color-coded ports/cables, and LED graphical LANNPN policy configurator; command-line, 
status indicators context-sensitive configuration questions; and straightforward 

cabling 

• LEDs allows quick diagnostics and troubleshooting 

Network Address Translation (NAT) and Easy IP • Simplifies deployment and reduces Internet access costs 

QoS 

CAR. Policy Routing, WFQ, PQ/CBWFQ, GTS, • Allocates WAN bandwidth to priority applications for improved 
RSVP. DSCP. cRTP. MLPPP and LFI performance 

Reliability and Scalability 

Cisco lOS Software, dial-on-demand routing, • lmproves network reliability and enables scalability to large 
dual-bank Flash memory, scalable routing networks 
protocols such as OSPF. EIGRP. and HSRP 

Broadband Connectivity Options 

ADSL and cable connectivity deliver • Leverage broadband access technologies like cable and DSL to 
business-class broadband access increase WAN connectivity speeds and reduce WAN access 

costs 

• The Cisco 1751 supports ADSL connectivity with ADSL WIC 

• Cable connectivity with the Cisco 1751 and optional integrated 
Cisco uBR910 Series Cable DSU deliver business-class 
broadband access 

Device lntegration 

lntegrated router, voice gateway, firewall, • Reduce costs and simplifies management 
encryption, VPN tunnel server, DSU/CSU, and 
NT1 in a single device 

C isco lOS Technology 

Internet and Intranet Access 

Cisco IOS Software provides an extensive set of features that make the Cisco 1751 Router ideal for flexible, 

high-performance communications across both intranets and the Internet: 

• Multíprotocol routíng (IP;1:PX;anâ~T,1BM1SN:A:;-an<ttransp-are-nrbridgin-g-uveriSflN-;-asynchronou 

serial, and synchronous serial such as leased lines, Frame Relay, SMDS, Switched 56, X.25, and X.25 over 

ISDND 

• WAN optimization-including dial-on-demand routing (DDR), bandwidth-on-demand (BOD) 

and OSPF-on-demand circuit, Snapshot routing, compression, filtering, and spoofing to reduce WAN costs 

- c 
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Security 

Cisco lOS Software supports an extensive set of basic and advanced network security features, including access 

controllists (ACLs); user authentication, authorization, and accounting (such as PAP/CHAP, TACACS+, and 

RADIUS); and data encryption. To increase security, the integrated Cisco lOS Firewall Feature Set protects internai 

LANs from attacks with context-based access control (CBAC) and lntrusion Detection (IDS), while IPSec tunneling 

with data encryption standard DES and 3DES encryption provide standards-based data privacy, integrity, and 

authenticity as data travels through a public network. Additionally, remote management applications, such as Cisco 

Security Device Manager (SOM), make it easier than ever to deploy and monitor security applications on your Cisco 

router. 

The Cisco 1 700 Series routers support the Cisco Easy VPN client feature that allows the routers to act as remote 

VPN clients. As such, these devices can receive predefined security policies from the headquarters' VPN head-end, 

thus minirnizing configuration o f VPN parameters at the remote locations. This solution makes deploying VPN 

simpler for remote offices with little IT support or for large deployments where it is impractical to individually 

configure multiple remote devices. While customers wishing to deploy and manage site-to-site VPN would benefit 

from Cisco Easy VPN client because o f its simplification ofVPN deployment and management, managed VPN service 

providers and enterprises who must deploy and manage numerous remote sites and branch offices with lOS routers 

for VPN will realize the greatest benefit. 

The Cisco 1700 Series routers also support the Cisco Unified VPN Access Server feature that allows a Cisco 1700 

router to act as a VPN head-end device. In site-to-site VPN environments, the Cisco 1700 router can terminate VPN 

tunnels initiated by the remote office routers using the Cisco Easy VPN client. Security policies can be pushed down 

to the remote office routers from the Cisco 1700 Series routers. In addition to terminating site-to-site VPNs, a Cisco 

1700 Series router running the Unified VPN Access Server can terminate remote access VPNs initiated by mobile and 

remate workers running Cisco VPN client software on PCs. This flexibility makes it possible for mobile and remate 

workers, such as sales people on the road. to access company intranet where criticai data and applications exist. 

For remate access, VPNs, Layer 2 Forwarding (L2F), and Layer 2 Tunneling Protocol (L2TP) combine with IPSec 

encryption to provide a secure multiprotocol solution for IP, IPX, and AppleTalk traffic, and more. Mobile users can 

dia! in to a service provider's local point of presence (POP) and data is "tunneled" (or encapsulated inside a second 

protocol such as IPSec or L2TP) back to the Cisco 1751 router to securely access the corporate network via 

the Internet. 

Cisco lOS Software QoS Features 

Through Cisco lOS Software. the Cisco 1751 Router delivers qua!ity of service (QoS) capabilities, including Resource 

ReSerVation Protocol (RSVP), Weighted Fair Queuing (WFQ), Committed Access Rate (CAR), and IP Precedence. 

- --- - - - - - - --Xhese..features..enable.businesses..to..prioritize traffic on tbeir networks by_user..applicationJraffic.J:}'P.e~and.._o_the,___ ____ _ 

parameters, to ensure that business-critical data and delay-sensitive voice are appropriately prioritized. 

Because the Cisco 1751 Router provides robust voice compression, up to 8 voice ca1ls can occupy a single 64K data 

channel simultaneously, without comprornising data performance. Cisco lOS voice compression technology 

integrates data and voice traffic to enable efficient use of existing data networks. 
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High-Performance Architecture for VPNs and Broad band Service 

A robust RISC architecture and Cisco lOS features enable the Cisco 1751 Router to support VPN applications with 

tunneling and security, as well as DSL, cable, and other broadband access technologies. An internai slot on the Cisco 

1751 motherboard supports an optional VPN module that provides hardware-assisted IPSec DES and 3DES 

encryption at Tl/El speeds. The Cisco 1751 Router equipped with the WIC-IADSL supports VPN over ADSL 

service. See Figure 6. The Cisco 1751 Router with the uBR910 series cable DSU supports business-class broadband 

cable access. The Ethernet WIC {WIC-IENET) provides an alternate method of deploying DSUcable Internet access 

with the use of an externai modem. In some cases, the ISP provides the broadband modem. 

Figure 6 

lhe Cisco 1751Router. deployed in co']junction with the ADSL WIC. enables SMB and small branch customers to reap the benefits of ADSL. 

smansranth 
;Office 

Network Management and Ease of lnstallation 

. 
---".-~ .... _....,_... ,_,_•~w~~--~--~ 

The Cisco 1 7 51 Router supports a range o f network -management and ease-of-installation tools: 

• The Cisco Security Device Manager (SDM) is an intuitive, web-based device management tool embedded within 

the Cisco lOS access routers. SDM simplifies router and security configuration through smart wizards to enable 

customers to quickly and easily deploy, configure and monitor a Cisco access router without requiring knowledge 

of Cisco lOS Command Line Interface (CLI). For more information visit www.Cisco.com/go/sdm. 

• Cisco ConfigMaker is a Windows wizard-based tool designed to configure a small network of Cisco routers, 

switches, hubs, and other network devices from a single PC. This tool makes it easy to configure value-add 

security features such as the Cisco lOS Firewall Feature Set, IPSec encryption, and network address translation 

(NAT); establish VPN policies (including QoS and security); and configure the Dynamic Host Configuration 

Protocol (DHCP) server. 

• CiscoWorks for Windows, a comprehensive network management solution for small to medium sized networks 

that provides Web-based network monitoring and device configuration management. 

• CiscoWorks2000, the industry-leading Web-based network management suite from Cisco, simplifies tasks such 

as network inventory management and device change, rapid software image deployment, and troubleshooting. 

• For service providers, Cisco Service Management (CSM) provides an extensive suite ofservice management 

solutions to enable planning, provisioning, monitoring, and billing. 

[ 
I 
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Ext ending Cisco End•to· End Solutions 

As part o f the comprehensive Cisco end-to-end networking solution, the Cisco 1 700 Series routers enable businesses 

to extend a cost-effective, seamless network infrastructure to the small branch office. The Cisco 1700 Family of 

access routers includes the Cisco 1751 Router and Cisco 1721 Router-a modular device optimized for data-only 

connections. WAN cards work with both devices, as well as with Cisco 1600, 2600, and 3600 Series routers. They 

are powered by Cisco lOS Software for robust WAN service between branches and central offices in organizations 

with multiple sites. Both feature RISC-based processors to provide performance for encryption and support for 

emerging broadband technologies. 

The Cisco 1751 Router also shares VoiP technology and analog voice interface cards with Cisco 2600 and 3600 

Series routers. This feature provides an end-to-end solution for multiservices comrnunications between offices, 

simplifying inventory needs and leveraging IT expertise across more devices in an organization. 

For a complete list ofphysical interfaces, see Tables 3, 4, 5, and 6. 

Table 3 Physical lnterfaces/Architecture 

One 10/100 BaseT Fast Ethemet Port Automatic speed detection; automatic duplex negotiation; VLAN support 
(RJ45) 

One Voice Interface Card Slot Supports a single voice interface card with two ports per card 

Two WAN Interface CardNoice Supports any combination of up to two WAN interface cards or voice 
Interface Card Slots interface cards 

Ethemet WAN Interface Cards Supports PPP and PPPoE; operates in full and half-duplex modes 

One Auxiliary (AUX) Port RJ-45jack with RS232 interface (plug compatible with Cisco 2500 Series 
AUX port); asynchronous serial DTE with full modem contrais (CO, DSR, 
RTS, CTS); asynchronous serial data rates up to 115.2 kbps 

One Console Port RJ-45jack with RS232 interface (plug compatible with Cisco 100011600/ 
2500 series console ports); asynchronous serial DTE; transmit/receive 
rates up to 115.2 kbps (default 9600 bps, nota network data port) ; no 
hardware handshaking such as RTS/CTS 

One Internai Expansion Slot Supports hardware-assisted services such as encryption (up to T1/E1) 

RISC Processar Motorola MPC860P PowerQUICC at 48MHz 

Table 4 WAN Support 

Asynchronous Serial Interfaces on Interface speed: up to 115.2 Kbps; asynchronous serial protocols: 
Serial WAN Interface Cards Point-to-Point Protocol (PPP), Serial Une Internet Protocol (SLIP); 

asynchronous interface; EIA/TIA-232 

ISDN WAN Interface Cards ISDN dialup and ISDN leased l ine (IDSL) at 64 and 128 Kbps; 
encapsulation over ISDN leased line; Frame Relay and PPP 

A DSL WAN Interface Cards Supports ATP adaption Layer 5 (AAL5) services and applications; 
interoperates with Alcatel DSLAM with Alcatel chipset and Cisco 6130/ 
6260 DSLAM with Globespan chipset; ANSI T1.413 issue 2 and ITU 992.1 
(G.oMn compliant 
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Table 5 WAN Interface Cards for the Cisco 1751 Router 

Module Description 

WIC-1T One serial, async, and sync (T1/E1) 

WIC-21 Two seria l, async, and sync (T1/E1) 

WIC-2AIS Two low-speed serial (up to 128 kbps), async, and sync 

WIC-18-S/T One ISDN BRI S/T 

WJC-18-U One ISDN BUI U with integrated NT1 

WIC-1 OSU-56K4 One integrated 56/64-kbps, four-wire DSU/CSU 

WIC-10SU-T1 One integrated T1/fractional T1 DSU/CSU 

WIC-1AOSL One-port ADSL interface 

WIC-1ENET One-port 10BaseT Ethernet Interface 

WIC-1SHDSL One-port G.SHDSL interface 

WIC-1AM One-port V.90 analog modem WIC 

WIC-2AM Two-portV.90 analog modem WIC 

Table 6 Voice Interface Cards for the Cisco 1751 

VIC-2FXS Two-port FXS voice/fax interface card for voice/fax network module 

VIC-2010 Two-port DID (direct inward dial) voice/fax interface card 

VIC-2FXO Two-port FXO voice/fax interface card for voice/fax network module 

VIC-2FXO-EU Two-port FXO voice/fax interface card for Europe 

VIC-2FXO-MI Two-port FXO voice/fax interface card with battery reversal detection and 

~ 
Caller ID -support (for US, Canada, and others) [enhanced version of the 
VIC-2FXO] 

VIC-2FXO-M2 Two-port FXO voice/fax interface card with battery reversal detection and 
Caller ID support (for Europe) [enhanced version of the VIC-2FXO-EU] 

VIC-2FXO-M3 Two-port FXO voice/fax interface card for Australia 

VIC-2E/ M Two-port E&M voice/fax interface card for voice/fax network module 

VIC-2BRI-NT /TE Two-port network Side ISDN BRI interface 

VIC-4FXS/OIO Four-port FXS and DID voice/fax interface card 

VWIC-1MFT-T1 One-port RJ-48 multiflex trunk • T1 

VWIC-2MFT-T1 Two-port RJ-48 multiflex trunk • T1 

VWIC-2MFT· T1-DI Two-port RJ-48 multiflex trunk - T1 w ith drop and insert 

VWJC-1MFT-E1 One-port RJ-48 multiflex trunk - E1 

VWJC-2MFT-E1 Two-port RJ-48 multi flex trunk- E1 
-~ 

~~ 
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Table 6 Voice Interface Cards for the Cisco 1751 

VWIC-2MFT-E1-DI Two-port RJ-48 multiflex trunk - E1 with drop and insert 

VWIC-1MFT-G703 One-port RJ-48 multiflex trunk- E1 G.703 

VWIC-2MFT-G703 Two-port RJ-48 multiflex trunk- E1 G.703 

1. lhe C1sco 1751 can support three VIC-4FXS/DID cards with a max1mum of four ports 1n DID mode 

Voice lmplement•tion Requirements 

The Cisco 1751 Modular Access Router supports FXO, FXS, E&M, ISDN BRI VICs, and Tl/E1 multiflex VIWICs. 

The FXO interface allows an analog connection to the central office of the Public Switched Telephone Network 

(PSTN) . The FXS interface connects basic telephone seiVice phones (home phones), fax machines, key sets, and PBXs 

through ring voltage and dial tone. The E&M interface allows connection for PBX trunk tines (tie tines). The 

ISDN-BRI NT!fE VIC is used to connect to the PSTN ora PBX/KTS, whereas the Tl/El multiflex VIWIC (multiflex 

VIWIC) supports both data and voice se!Vices. The multiservice-ready Cisco 1751-V router version includes ali the 

features needed for immediate integration of data and voice seiVices: 

• One DSP-(PVDM-256K-4) 

• 32-MB Flash memory 

• 64-MBDRAM 

• Cisco lOS IPNOX Plus feature set 

VICs and WICs are available separately. 

The Cisco 17 51 and Cisco 1751-V routers have two DSP module slots on the motherboard and a maximum of eight 

DSPs are supported per router. 

DSP Requirements 

Cisco 1751 routers support 3 types of DSP images: high complexity (H C), medium complexity (MC) and Flexi-6. 

HC and MC are used for analog1 and BRI (VIC-2BRI-NT!fE) VICs; Flexi-6 is used for Tl/El VWICs2 and BRI VIC. 

MC is introduced in Cisco 1751 starting from Cisco lOS 12.2(8)YN release, which will merge into 12.3(1)T. 

Therefore, please make sure to use Cisco 12.2(8) YN or !ater releases when using MC. In addition, starting from 

12.2(8)YN release, the default DSP image for BRI VIC is changed from HC to Flexi-6. Table 7lists the default images 

for each type of VICs; Table 8lists lOS support for each DSP image. Table 9lists the number of channels supported 

by one DSP (PVDM-256K-4) for each codec type. 

Please use the following rules for calculating DSP requirements on the Cisco 1751: 

1. For the Early Deployment (ED) releases: Cisco lOS 12.2(2)XK, 12.2(4)XW, 12.2(4)XL, 12.2(4)XM, 12.2(4)YA, 

12.2(4)YB, 12.2(8)YL, 12.2(8)YM and 12.2(11)YT, or T train releases prior to 12.3(1)T: 

1. Analog VICs include VIC-2FXS, VIC-2FXO. VIC-2FXO-Ml, VIC-2FXO-M2. VIC-2FXO-M3. VIC-2FXO-EU. VIC-2EIM. VIC-2DID,VIC-4FXS/ 
DID 
2. Tl/El VW!Cs include VWIC-IMFI'-Tl . VWJC-2MIT-Tl. VWIC-2MIT-Tl-DI, VWIC-IMFI'-El. VWIC-2MFT-El. VWIC-2MIT-El-DI. 
VWJC-IMFI'-G703, VWIC-2MIT-G703 
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- a. Each 2-port analog VIC requires 1 DSP (PVDM-256K-4) 

- b. Each VIC-2BRI-NTffE requires 2 DSPs (PVDM-256K-8) 

- c. For VWICs, refer to Table 9. For exarnple, 12 G. 711 digital Tl/El voice calls require two DSPs; 12 G. 729 

calls require four DSPs 

- d. Total DSP requirement is the sum of a, b and c. The DSP resources can not be shared between analog VICs, 

BRI VIC and VWICs. 

2. For the Early Deployment (ED) releases: Cisco lOS 12.2(8)YN or later (Note: not including 12.2(1I)YT) or T 

train releases 12.3(l)T or later, please always refer to the DSP Calculator in the following link: 

http://www.cisco.com/cgi-bin/Support!DSP/cisco_prodsel.pl 

The DSP calculator optimizes the DSP resources for your configuration and suggests CLI configurations. 

Table 7 DSP Firmware for each type of VICs 

VIC Type Firmware Support 

2-port Analog VICs HC (default), MC ( starting from 12.2(8)YN) 

4-port Analog VIC HC, MC (default, starting from 12.2(8)YN) 

VIC-2BRI-NT /TE HC (default for ED releases prior to 12.2(8)YN ar T train releases prior to 12.3(1)n; 
MC; Flexi-6 (default for ED releases 12.2(8)YN or later ar T train releases 12.3(1)T or 
la ter); 

T1/E1 VWICs Flexi-6 (default) 

Table 8 Cisco lOS support for DSP firmware 

Firmware Support lOS Release Support 

HC 

MC 

Flexi-6 

In ali orderable lOS Releases 

ED Releases: Cisco lOS 12.2(B)YN or later 1 

T Train Releases: Cisco lOS 12.3(1)T or later 

For T1/E1 VWICs: 

• ED Releases: Cisco lOS 12.2(4)YB or later 2 

• T Train Releases: 6th releases of 12.2T ar later 

For VIC-2BRI-NT/TE: 

• ED Releases: Cisco lOS 12.2(B)YN or later 3 

• T Train Releases: Cisco lOS 12.3(1)T or later 

--- ----------'IH. t"doesn'Nndudeeisco+2::í!tHt'ff:iH(T1f~Tt!oesn'tsi1JlllortM . 
2. lt doesn't include Cisco 12.2(11)YT. 12.2(11)YT doesn't support Flexi-6. 
3.1t doesn't include Cisco 12.2(11)YT. 12.2(11)YT doesn't support Flexi-6. 

Table 9 The number of channels supported by one DSP (PVDM-256K-4) per codec type 
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Table 9 The number of channels supported by one DSP (PVDM-256K-4) per codec type 

Firmware 

G.711 2 4 6 

G.729ab2 /G.729a 2 4 3 

G.726 2 4 3 

G.723 2 2 

G.728 2 " 2 

Fax Relay 2 4 3 

1. BRI VIC support'" Flex1-6 starts from 12.2(8)YN or 12.3(1)T. 
2. G.729 and G.729b is not supported in MC or Flexi-6 images. 

Table 10 DSP Modules Available on Cisco 1751 

Modules DSPs 

PVDM-256K-4 1 DSP Module 

PVDM-256K-8 2 DSP Modules 

PVDM-256K-12 3 DSP Modules 

PVDM-256K-16HD 4 DSP Modules 

PVDM-256K-20HD 5 DSP Modules 

Cisco lOS Software Feature Sets 

The Cisco 1751 Router supports a choice of Cisco lOS Software feature sets. Each feature set requires specific 

arnounts of Flash and DRAM memory in the product. For default memory configurations, please see Table 11 . 

Table 11 Cisco 1751 Router Memory Defaults and Maximums 

Model Number Default FLASH/Maximum FLASH Default DRAM/Maximum ORAM 

Cisco 1751 16MB/16MB 32MB/96MB 

Cisco 1751-V Multiservice Model 32MB/32MB 64MB/128MB 

The Cisco 1751 Router supports a choice of Cisco lOS Software feature sets with rich data features as well as data/ 

voice features (Table 12). Each feature set requires specific arnounts ofRAM and Flash rnernory in the product. 

• Cisco lOS IP base feature sets include: NAT, OSPF, RADIUS, and NHRP. 

• Plus feature sets contain L2TP, L2F. the Border Gateway Protocol (BGP), IP Muliticast, Frarne Relay SVC, RSVP, 

the NetWare Link Services Protocol (NLSP), AppleTalk SMRP, the Web Cache Control Protocol (WCCP), and 

the Network Tirning Protocol (NTP). 
I\ J I 

Cisco Systems, Inc. C' ... 1 • J 

Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statement. 
Page 14 of 19 

• 1 • F[ls. NQ_R8 9 



• Encryption is offered in special encryption feature sets (Plus IPSec 56, and Plus IPSec 3DES). The VPN encryption 

module requires an lOS IP Plus IPSec image. 

• DSL support is only in the Plus feature sets. 

Cisco Systems. Inc. 
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Table 12 Cisco lOS Features 

Cisco 1751 Router Data Software Feature Sets for Cisco lOS Release 12.1.(5)VB 

Feature Name Product Code CDNumber 

IP S17C-12105YB CD17-C-12.1.5= 

IPADSL S17C7-12105YB CD17-C-12.1.5= 

IP PlusADSL S17C7P-12105YB CD17-C7P.12.1.5= 

IP Plus IPSec 56 (DES) ADSL S17C7L-12105YB CD17-C7L-12.1.5= 

IP Plus IPSec 3DES ADSL S17C7K2-12105YB CD17-C7K2-12.1.5= 

IP/FW/IDS S17CH-12105YB CD17-CH-12.1.5= 

IP/FW/IDS Plus IPSec 56 (DES) ADSL S17C7HL-12105YB CD17-C7HL-12.1.5= 

IP/IPX S17B-12105YB CD17-B-12.1.5= 

IP/IPX/FW/IDS Plus ADSL S17B7HP.12105YB CD17-B7HP.12.1.5= 

IP/FW/IDS Plus IPSec 3DES ADSL S17C7HK2-12105YB CD17-C7HK2-12.1.5= 

IP/IPX/AT/IBM S17Q-12105YB CD17-Q-12.1.5= 

IP/IPX/AT/IBM Plus ADSL S17Q7P.12105YB CD17-Q7P.12.1.5= 

IP/IPX/AT/IBM/FW/IDS Plus IPSec 56 (DES) ADSL S17Q7HL-12105YB CD17-Q7HL-12.1.5= 

IP/IPX/AT/IBM/FW/105 Plus IPSec 3DES ADSL S17Q7HK2-12105YB CD17-Q7HK2-12.1.5= 

Cisco 1751 Router Data/Voice Software Feature Packs for Cosco lOS Release 12.1.(5)YB 

Feature Name Product Code CD Number 

IPNoice Plus S 17CVP.12105YB CD17-C7VP.12.1.5= 

IPNoice Plus ADSL S17C7VP-12105YB CD17-C7VP.12.1.5= 

-= IPNoice Plus IPSec 56 (DES) ADSL S17C7VL-12105YB CD17-C7VL-12.1.5= 

IPNoice/FW/IDS Plus ADSL S17C7HV-12105YB CD17-C7HV-12.1.5= 

IPNoice/FW/IDS Plus IPSec 56 ADSL S17C7HVL-12105YB CD17-C7HVL-12.1.5= 

IPNoice Plus IPSec 3DES ADSL S17C7VK2-12105YB CD17-C7VK2-12.1.5= 

IPNoice/FW/IDS Plus IPSec 3DES ADSL S17C7HVK2-12105YB CD17-C7HVK2-12.1.5= 

IP/IPXNoice/FW/IDS Plus ADSL S17B7HPV-12105YB CD17-B7HPV-12.1.5= 

IP/IPX/AT/IBM/FW/IDS Voice Plus IPSec 56 (DES) ADSL S17Q7HVL-12105YB CD17-Q7HVL-12.1.5= 

IP/IPX/AT/IBM/FW/IDSNoice Plus IPSec 3DES ADSL S17Q7HVK2-12105YB CD17-Q7HVK2-12.1.5= 

Cisco Systems, Inc. 
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Other lOS Features lnclude: 

QoS Feature s 

• Frame Relay Fragmentation (FRF.12) 

• IP Precedence 

• Generic Traffic Shaping (GTS) 

• Frame Relay Traffic Shaping (FRTS) 

• Weighted Random Early Detection (WRED) 

• DSCP Marking 

• Compressed RTP 

• Multiple Link PPP & Link Fragmentation and Interleaving 

• Resourse Reservation Protocol (RSVP) 

• Queuing Techniques: Weighted Fair Queuing (WFQ), Priority Queuing {PQ), Low Laterey Queuing {LLQ) and 

Custom Queuing (CQ) 

• Preclassification for IPSec Tunneling 

Voice Support 

• VoiP 

• VoFR 

• VoATM 

• Fax Pass Through 

• Fax Relay 

• Modem Pass Through 

VoiP Protocol Support 

• H.323 V2 

• Media Gateway Control Protocol 1.0 

• Session Initiation Protocol 2.0 

Code c Support 

• G.711 

• G.729 

• G.729a 

• G.723.1 

• G.726 

• G.728 

Cisco Systems, Inc. 
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Technical Specifications 

Dimensions 

• Width: 11.2 in. (28.4 em) 

• Height: 4.0 in. (10.0 em) 

• Depth: 8.7 in. (22.1 em) 

• Weight (minimum): 3.0 lb (1.36 kg) 

• Weight (maximum): 3.5 lb (1.59 kg) 

Power 

• Loeking eonneetor on power soeket 

• Externai Power Brick 

• AC Input Voltage: 100 to 240 VAC 

• Frequency: 50 - 60 Hz 

• AC Input Current: rated 1 A, measured 0.5 A 

• Power Dissipation: 20W (maximum) 

Environmental 

• Operating Temperature: 32 to 104 F (O to 40 C) 

• Nonoperating Temperature: -4 to 149 F (-20 to 65 C) 

• Relative Humidity: 10 to 85% noneondensing operating; 5 to 95% noneondensing, nonoperating 

Safety 

• Regulatory Approvals 

- UL 1950, 3rd Edition 

- CSA 22.2 No 950-95, 3rd Edition 

- EN60950 with Al through A4 and Ali 

- EN41003 

- TCA TSOOl-1997 

- AS/NZS 3260 with AI through A4 

• IEC 60950 with AI through A4 and ali country deviations 

• NOM-019-SCFI 

----------------~·~GiliB~I~-------------------------------------------------------------------

- ETSI 300-04 7 

- BS 6301 (power supply) EMI 

- AS/NRZ 3548 Class B 

• CNS-13438 

- FCC Part 15 Class B 

- EN60555-2 Class B 

."ti • 
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- EN55022 Class B 

- VCCI Class ll 

- CISPR-22 Class B 

• EN55024 comprised of: 

- IEC 1000-4-2 (EN61000-4-2) 

- IEC 1000-4-3 (ENV50140) 

- IEC 1000-4-4 (EN61000-4-4) 

- IEC 1000-4-5 (EN61000-4-5) 

- IEC 1000-4-6 (ENV50141) 

- IEC 1000-4-11 

- IEC 1000-3-2 Network Homologation 

• Europe: CTR2, CTR3, TBR21 

• Canada: CS-03 

United States: FCC Part 68 

~- Japan: ]ate NTT 

• Australia/New Zealand: TS013!fS-031, TS002, TS003 

• Hong Kong: CR22 

Service and Support 

Leading-edge technology deserves leading-edge support. Service and 

support for the Cisco 1751 is available on a one-time or an annual 

contract basis. Support options range from help desk assistance to 

proactive, onsite consultation. Ali support contracts include: 

• Major Cisco lOS Software updates in protocol, security, 

bandwidth, and feature improvements 

• Fui! access to Cisco.com for technical assistance, electronic 

commerce, and product infonnation 

• 24-hour-a-day access to the industry's largest dedicated technical 

support staff 

A support contract maximizes the value o f your technology 

investment throughout its lifecycle, ensuring optimum performance 

and availability. Augment your internai staff's capabilities by taking 

full advantage of Cisco expertise. 

Contact your local sales office for further infonnation. 

CISCO SYSTEMS -® 
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Configuring SNMP Support 

This chapter describes the Simple Network Management Protocol (SNMP), SNMP MIBs, and how to 
configure SNMP on Cisco devices. 

For a complete description ofthe router monitoring commands mentioned in this chapter, see the "SN MP 
Commands" chapter in the Release 12.2 Cisco lOS Configuration Fundamentais Command Reference. 
To I acate documentation of other commands that appear in this chapter, use the Cisco lOS Command 
Reference Master lndex or search online. For further information about using SNMP, see the SNMP 
Technical Tips area on Cisco.com at http ://www.cisco.com/warp/public/477/SNMP/snmp-indx.html. 

To identify hardware or software image support for a specific feature , use Feature Navigator on 
Cisco.com to search for information about the feature or refer to the software release notes for a specific 
release. For more information, see the "ldentifying Platfom1 Support fo r Cisco lOS Software Features" 
section in the ' 'About Cisco lOS Software Documentation" chapter. 

This chapter contains the following sections: 

Understanding SNI'v1P 

SNivi P Configuration Task Li st 

SNMP Configurnt ion Examplcs 

New MIB Features in Cisco lOS Rcl ease 12.2 

C Understanding SNMP 
SNMP is an application-Iayer protocol that provides a message format for communication between 
SNMP managers and agents. SNMP provides a standardized framework and a common language used 
for the monitoring and management o f devices in a network . 

The SNMP framework has three parts: 

An SNMP manager 

--------------------~-An~~H-----------------------------------------------------------

AMIB 

The SNMP manager is the system used to contrai and monitor the activities of network hosts using 
SNMP. The most common managing system is called a Network Management System (NMS). The term 
NMS can be applied to either a dedicated device used for network management, or the applications used 
on such a device. A variety ofnetwork management applications are available for use with SNMP. These 
features range from simple command-line applications to feature-rich graphical user interfaces (such as 
the C isco Works2000 line o f products) . 
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The SNMP agent is the software component within the managed device that maintains the data for the 
device and reports these data, as needed, to managing systems. The agent and MIB reside on the routing 
device (router, access server, or switch). To enable the SNMP agent on a Cisco routing device, you must 
define the relati onship between the manager and the agent . 

The Management lnformation Base (MIB) is a virtual information storage area for network management 
information , which consists o f collections o f managed objects. Within the MlB there are collections o f 
re lated objects, defined in MIB modules. MIB modules are written in the SNMP MIB module language, 
as defined in STD 58, RFC 2578, RFC 2579, and RFC 2580 (see the "M!Bs and RFCs" section for an 
exp lanation of RFC and STD documents). Note that individual MIB modules are also referred to as 
MIBs; for example, the Interfaces Group MIB (IF-MIB) is a MJB module within the MIB on your 
system. 

The SNMP agent contains MIB variables whose values the SNMP manager can requesl or change 
through Get or Set operations. A manager can get a value from an agent or store a value into that agent. 
The agent gathers data from the MIB, the repository for information about device parameters and 
network data. The agent can also respond to manager requests to Get or Set data . 

Figure 14 illustrates the communications relationship between the SNMP manager and agent. A 
manager can send the agent requests to get and set MIB values. The agent can respond to these requests . 
lndependent of this interaction, the agent can send unso licited notifications (traps or informs) to the 
manager to notify the manager o f network conditions. 

Figure 14 Communication Between an SNMP Agent and Manager 

Getting and setting MIB values 

Sending responses and traps 
SNMP manager 

MIB 
SNMP agent 

Note Th is chapter discusses how to enab le the SNMP agent on your Cisco device, and how to control the 
send ing of SNMP notifications from the agent. For information on using SNMP management 
systems, see the appropriate documentation for your NMS application . 

~NMP Notifications 

liíflal:l 

A key feature ofSNMP is the ability to generate notifications from an SNMP agent. These notifications 
do not require that requests be sent from the SNMP manager. Unsolicited (asynchronous) notifications 
can be generated as traps or inform requests . Traps are messages alerting the SNMP manager to a 
condition on the network. lnform requests (informs) are traps that include a request for confirmation of 
receiRt from the SNMP manager. Notifications can ind icate improper user authentication, restarts, the 
closing o f a connection, loss o f connection to a neighbor router, or other significant events . 

Traps are less reliable than informs because the receiver does not send any acknowledgment when it 
receives a trap. The sender cannot determine i f the trap was received. An SNMP manager that receives 
an inform request acknowledges the message with an SNMP response protocol data unit (PDU). !f the 
manager does not receive an inform request, it does not send a response . I f the sender never receives a 
response, the inform request can be sent again. Thus, informs are more likely to reach their intended 

destination. 
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However, traps are often preferred because informs consume more resources in the router and in the 
network. Unlike a trap, which is discarded as soon as it is sent, an inform request must be held in memory 
until a response is received or the request times out. Also , traps are sent only once, while an inform may 
be retried severa! times . The retries increase traffic and contribute to a higher overhead on the network. 
Thus, traps and inform requests provide a trade-off between reliability and resources. I f it is important 
that the SNMP manager receives every notification, use inform requests. However, if you are concerned 
about traffic on your network or memory in the router and you need not receive every notification, use 
traps. 

Figure i 5 through Figure 18 illustrate the differences between traps and inform requests . 

In Figure 15, the agent router successfully sends a trap to the SNMP manager. Although the manager 
receives the trap, it does not send any acknowledgment to the agent. The agent has no way o f knowing 
that the trap reached its destination. 

Figure 15 lrap Successfully Sent to SNMP Manager 

Trap 

SNMP agent 

SNMP agent 

SNMP manager 

SNMP manager 

N 

"' ~ 
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In Figure 16, the agent router successfully sends an inform request to the manager. When the manager 
receives the inform request, it sends a response to the agent. Thus, the agent knows that the inform 
request reached its destination. Notice that, in this example, twice as much traffic is generated as in 
Figure 15; however, the agent knows that the manager received the notification. 

Figure 16 lnfonn Hequest Successfully Sent to SNMP Manager 

lnform request IBII 
·----~-=-,• 

SNMP agent SNMP manager 

Response 

SNMP agenl SNMP manager 

Jn Figure 17, the agent sends a trap to the manager, but the trap does not reach the manager. Because the 
- - - - ---------,a"'gel1tiranm-way o f knowing that the-trap-did-not-reaeh-its-tlesti~rap-i-s-llet-sent-agam.,.-"}:he:-----­
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Figure 17 
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In Figure 18, the agent sends an inforrn request to the manager, but the inform request does not reach the 
manager. Because the manager did not receive the inform request, it does not send a response . After a 
period o f time, the agent will resend the inforrn request. The second time, the manager receives the 
inform request and replies with a response. In this example, there is more traffic than in Figure I 7; 
however, the notification reaches the SNMP manager. 

Figure 18 lnFonn Request Unsuccessfully Sent to SNMP Manager 
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SNMP agent SNMP manager 

SNMP agent SNMP manager 
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SNMP agent SNMP manager 
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MIBs and RFCs 
MIB modules typically are defined in RFC documents submitted to the Internet Engineering Task Force 
(IETF), an international standards body. RFCs are written by individuais or groups for consideration by 
the Internet Society and the Internet community as a whole, usually with the intention of establishing a 
recommended Internet standard. Before being given RFC status, recommendations are published as 
Internet Draft (1-D) documents . RFCs that have become recommended standards are also labeled as 
standards (STD) documents . You can learn about the standards process and the activities o f the IETF at 
the Internet Society website at http ://www.isoc.org. You can read the full text of ali RFCs, I-Ds, and 
STDs referenced in Cisco documentation at the IETF website at http ://www.ietf.org. 
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The Cisco impl ementat ion ofSNMP uses the definitions ofMIB 11 vari ables described in RFC 121 3 and 
defi nitions of SNMP traps described in RFC 1215. 

Cisco provides its own private MIB extensions wi th every system. Cisco enterpri se MJBs comply wi th 
the guidelines described in the relevant RFCs unless otherwise noted in the documentation. You can find 
the MIB module definition files and listo f which MIBs are supported on each Cisco platfo rm on the 
Cisco MIB website on Cisco.com . 

For a listo f new MIB-related functionality, see th e "Nc"' M.IB Features in Cisco lOS Rcleasc 12.:2" 
section. 

SNMP Versions 

Cisco lOS software supports the following versions of SNMP: 

SNMPvi-The Simple Network Management Protocol : A Full Internet Standard, defined in 
RFC 1157. (RFC 1157 replaces the earlier versions that were published as RFC I 067 and 
RFC I 098.) Security is based on community strings. 

SNMPv2c-The community-string based Administrative Framework for SNMPv2. SNMPv2c (the 
"c" stands for "community") is an Experimental Internet Pro toco I defined in RFC 1901, RFC 1905, 
and RFC 1906. SNMPv2c is an update o f the pro toco I operations and data types o f SNMPv2p 
(SNMPv2 Classic), and uses the community-based security model of SNMPvl. 

SNMPv3-Version 3 of SNMP. SNMPv3 is an interoperable standards-based protocol defined in 
RFCs 2273 to 2275 . SNMPv3 provides se cure access to devices by a combination o f authenticating 
and encrypting packets over the network. 

The security features provided in SNMPv3 are as follows: 

- Message integrity-Ensuring that a packet has not been tampered with in transit. 

- Authentication-Determining that the message is from a valid source. 

- Encryption-Scrambling the contents of a packet prevent it from being learned by an 
unauthorized source. 

8oth SNMPvl and SNMPv2c use a community-based formo f security. The community o f managers 
able to access the agent MIB is defined by an IP address Access Control List and password. 

SNMPv2c support includes a bulk retrieval mechanism and more detailed errar message reporting to 
management stations. The bulk retrieval mechanism supports the retrieval oftables and large quantities 
ofinformation, minimizing the number ofround-trips required. The SNMPv2C improved errar handling 
support includes expanded error codes that distinguish different kinds o f errar conditions; these 
conditions are reported through a single error code in SNMPvl. Errar return codes now report the errar 
type. Three kinds of exceptions are also reported: no such object exceptions, no such instance 
exceptions, and end o f MIB view exceptions. 

SNMPv3 is a security modeLA security model is an authentication strategy that is set up for a user and 
the group in which the user resides. A security levei is the permitted levei of security within a security 
model. A combination o f a security model anda security levei will determine which security mechanism 
is employed when handling an SNMP packet. See Tablc 18 for a list of security leveis available in 
SNMPv3. 

Three security models are available: SNMPvl, SNMPv2c, and SNMPv3. Table 18 identifies what the 
combinations of security models and leveis mean. 

c .. ,, . c 
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Table 18 SNMP Security Models and leveis 

Model levei Authentication Encryption What Happens 

vi noA uthNoPriv Community No Uses a community stri ng 
String match for authentication . 

v2c noAuthNoPriv Commu ni ty No Uses a community string 
String match for authentication. 

v3 noA uthNoPriv Username No Uses a username match 
for authentication. 

v3 authNoPriv MD5 or SHA No Provides authentication 
based on the 
HMAC-MD5 or 
HMAC-SHA algorithms . 

v3 authPriv MD5 or SHA DES Provides authentication 
based on the 
HMAC-MD5 or 
HMAC-SHA algorithms. 
Provides DES 56-bit 
encryption in addition to 
authentication based on 
the CBC-DES (DES-56) 
standard. 

SNMPv2p (SNMPv2 Class ic) is not supported in any Cisco lOS releases after 11.2. 
SNMPv2c replaces the Party-based Administrative and Security Framework of SNMPv2p with a 
Community-based Administrative Framework. SNMPv2c retained the bulk retrieval and errar 
handling capabilities of SNMPv2p. 

You must configure the SNMP agent to use the version ofSNMP supported by the management station. 
An agent can communicate with multiple managers; for this reason, you can configure the Cisco lOS 
software to support communications with one management station using the SNMPv l protocol, one 
using the SNMPv2c protocol, and another using SMNPv3. 

The SNMPv3 feature supports RFCs 190 1 to 1908,2104,2206,2213,2214, and 227 1 to 2275. For 
addit ional information on SNMPv3, refer to RFC 2570, lntroduction to Version 3 ofthe 
Jnternet-standard Network Management Framework (note that this is nota standards document) . 

SNMP Configuration T ask List 

litfUW 

There is no specific command that you use to enable SNMP. The first snmp-server command that you 
enter enables the supported versions of SNMP. 

To configure SNMP support, perform the tasks described in the following sections. Each task is Iabeled 

as required or optional. 

• Creating or Modifying an SNI'v1P Vi ew Record (Optional) 

• Creating or Modi fying Access Control for an SNMP Community (Required) 

• Specify ing an SNMP-Server Engine Name (ID) (Optional) 

• Cisco lOS Configuration Fundamentais Configuration Guide 
. c~. 

10 00 \ 

--'.1,:")(:_. ___ _ 



Configuring SNMP Support 

Specify ing SNMP-Se rver Group Names (Optional) 

• Config urin g SNMP-Scrvcr Hosts (Required) 

Configu ri ng SNMP-Server Users (Optional) 

Enabl ing th c SN MP Agem Shutdown Mcchani sm (Optional) 

Sctting th.: Contact, Location , and Serial Number of the SNMP i\gem (Optional) 

Def!ning the l'v1ax im um SNMP Agent Packet Sizc (Optional) 

Li mir.i ng the Nu mber ofTFTP Servers Us ed via SNMP (Optional) 

Mo ni to ring an d Troub leshooting SN MP Sta tus (Optional) 

Disabling thc SN MP Agent (Optional) 

Confíguri ng SNMP Notifi cat ions (Required) 

Configuring the Routcr as an SN 1\1.1 P Managcr (Optional) 

Creating or Modifying an SNMP View Record 

Command 

You can assign views to community strings to limit which MIB objects an SNMP manager can access . 
You can use a predefined view, o r create your own view. !f you are using a predefined view o r no view 
at ali , skip this task. 

To create or modify an SNMP view record, use the following command in global configuration mode: 

Purpose 

Router(config) # snmp-server view view-name oid-tree 
{included I excluded } 

Creates or modifies a view record. 

To remove a view record, use the no snmp-server view command. 

You can enter this command multiple times for the same view record. Later I ines take precedence when 
an object identifier is included in two or more !ines. 

- ( r,reating or Modifying Access Control for an SNMP Community 

Use an SNMP community string to define the relationship between the SNMP manager and the agent. 
The community string acts like a password to regulate access to the agent on the router. Optionally, you 
can specify one o r more o f the following characteristics associated with the string: 

• An access listo f IP addresses ofthe SNMP managers that are permitted to use the community string 
to gain access to the agent. 

_ _______ ___ __c~r.AU.\!MIJIJ:BLY.Vlu:· e~w4, -"wl/Jhwiu.;c.uh .... du:e:Lfiu.nu:e:.:.s . .tbe suhset of...alLM.rB.-o.bject.s-a~-hl~0-tlw-g-~v&n-wfflml:l-n·itcV:-. --------1 

Read and write or read-only permission for the MIB objects accessible to the community. 

To configure a community string, use the following command in global configuration mode: 

Command 

Router( c onf ig )# snmp-server community s tri n g [view 
v i ey; -name] [ro I rw] [number] 

Purpose 
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You can configure one or more community strings. To remove a specifi c community stri ng, use the no 
snmp-server community command. 

For an exampl e ofco nfiguring a community string, see the "SNMP Contigurat ion E><amplcs" section. 

Specifying an SNMP-Server Engine Name (lO) 

To speci fy an identification name (ID) for a local SNMP engine, use the fo llowing command in globa l 
configuration mode: 

Command Purpose 

Router (config) # snmp-server engineiD local engineid-string Specifies the name of the local SNMP engine (or copy 
ofSNMP). 

To specify an 1D for a remate SNMP engine, use the following command in global configuration mode: 

Command 

Router(config)# snmp-server engineiD remote ip -address 
[udp-port port-number] engineid-string 

Specifying SNMP-Server Group Names 

Purpose 

Specifies the name ofthe remate SNMP engine (or copy 
ofSNMP). 

To specify a new SNMP group, ora table that maps SNMP users to SNMP views , use the following 
command in global configuration mode: 

Command 

Router(config)# snmp-server group [groupname {vl I v2c I 
v3 (auth I noauth I priv] }] (read readview] 
(write writeview] (notify notifyview] (access access - list] 

~onfiguring SNMP-Server Hosts 

Purpose 

Configures a new SNMP group, or a table that maps 
SNMP users to SNMP views. 

To configure the recipient o f an SNMP trap operation, use the following command in global 
configuration mode: 

Command 

Router(config)# snmp-server host host - id 

( traps I informs ] (version {1 I 2c I 3 
(auth I noauth I priv]} ] community- string 
(udp-port port - number] [notification-type] 

Purpose 

Specifies whether yo u want the SNMP notifications 
sentas traps or informs , the version ofSNMP to use, the 
security levei of the notifications (for SNMPv3), and 
the recipient (host) o f the notifications. 
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Configuring SNMP-Server Users 

To configure a new user to an SNMP group, use the following command in global configurat ion mode: 

Command Purpose 

Router (conf ig) # snmp-server user username groupname [remete Configures a new user to an SNMP group. 
ip -address [udp-port por t]] {vl I v2c I v3 
[encrypted] [auth {mdS I sha } au th-password ] ) 
[access access - list] 

Enabling the SNMP Agent Shutdown Mechanism 

Command 

Using SNMP packets, a network management tool can send messages to users on virtual terminais and 
the console. This facility operates in a similar fashion to the send EXEC command; however, the SNMP 
request that causes the message to be issued to the users also specifies the action to be taken after the 
message is delivered. One possible action is a shutdown request. After a system is shut down, typically 
it is reloaded. Because the ability to cause a reload from the network is a powerful feature , it is protected 
by the snmp-server system-shutdown global configuration command. I f you do not issue this 
command, the shutdown mechanism is not enabled. To enable the SNMP agent shutdown mechanism, 
use the following command in global configuration mode: 

Purpose 

Router(conf ig)# snmp-server system-shutdown Enables system shutdown using the SNMP message 
reload feature . 

Setting the Contact, Location, and Serial Number of the SNMP Agent 

Command 

You can set the system contact, location, and serial number ofthe SNMP agent so that these descriptions 
can be accessed through the configuration file. To do so, use the following commands in global 
configuration mode, as needed: 

Purpose 

Router(config )# snmp-server contact text Sets the system contact string. 

Router(config )# snmp-server location text Sets the system location string. 

Router(config) # snmp-server chassis-id number Sets the system serial number. 

-Befiningihe-Maxmum-SNMP-Agent-Packet-5iz · 

Command 

You can define the maximum packet size permitted when the SNMP agent is receiving a request or 
generating a reply. To do so, use the followin g command in global configuration mode: 

Purpose 

Router(config)# snmp-server packetsize byte -coun t Establishes the maximum packet size. 



SNMP Configuration Task list 

limiting the Number of TFTP Servers Used via SNMP 

Command 

You can limit the number ofTFTP servers used for saving and loading configuration files via SNMP to 
the servers specified in an access list. To do so, use the fo llowing command in global configuration 
mo de: 

Purpose 

Router(config)# snmp-server tftp-server-list number Limits the number of TFTP servers used for 
configuration file copies via SNMP to the servers in an 
access list. 

Monitoring and T roubleshooting SNMP Status 

~ To monitor and troubleshoot SNMP status and information, use the following commands in EXEC mode, 
as needed: 

Command Purpose 

Router> show snmp Monitors SNMP status. 

Router> show snmp engineiD [local J remate] Displays information about the local SNMP engine and ali 
remate engines that have been configured on the device. 

Router> show snmp groups Displays information about each SNMP group on the network . 

Router> show snmp user Displays information about each SNMP username in the SNMP 
users table. 

To monitor SNMP trap activity in real time for the purposes of troubleshooting, use the SNMP debug 
commands, including the debug snmp packet EXEC command. For documentation o f SNMP debug 
commands, see the Cisco lOS Debug Command Reference. 

~isabling the SNMP Agent 
To disable any version ofthe SNMP agent, use the following command in global configuration mode: 

Command Purpose 

Router(config)# no snmp-server Disables SNMP agent operation. 

- Configuring SNMP"Nafif•cat1ons 

To configure the router to send SNMP traps or informs, perform the tasks described in the following 

sections: 

• Contlguring the Router to Send SN l'vlP Notifica tions (Required) 

• Changing Notiticat ion Operation Values (Optional) 

Controlling Individua l RFC 1157 SNMP Traps (Optional) 
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Configuring SNMP Support 

SNMP ConfiguratioiJ,J asNi.s.L,. . 
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~ .. 
Note Most Cisco lOS commands use the word "traps" in their command syntax. Unless there is an option 

within the command to spec ify either traps or informs, the keyword traps should be taken to mean 
either traps or informs, or both. Use the snmp-server host command to specify whether you want 
SNMP notifications to be sentas traps or informs. 
The SNMP Proxy manager mus t be available and enabled on the device for informs to be used. The 
SNMP Proxy manager is shi pped with PLUS software images only. 

Configuring the Router to Send SNMP Notifications 

Step 1 

Step 2 

Step3 

Step4 

StepS 

To configure the router to send traps or informs to a host, use the following commands in global 
configuration mode: 

Command Purpose 

Router(config)# s nmp -se rve r e n g ineiD remete Specifies the engine ID for the remate host. 
remote-ip -addr remote-engineiD 

Router(config)# s nmp- server user username groupname Configures an SNMP user to be associated with 
[reme te host [udp-por t port] {vl I v2 c I v3 the host created in Step 1. 
[enc rypted ] [auth {mdS I sha} auth-password] } [access 
access-list] Note You cannot configure a remate user for an 

address without first configuring the 
engine ID for that remate host . This is a 
restriction imposed in the design ofthese 
commands; i f you try to configure the 
user before the host, you wi ll receive a 
warning message and the command will 
not be executed 

Router(config)# snmp g r oup groupname {vl I v2 I v 3 {auth Configures an SNMP group. 
I n oauth I p r iv}} [re a d readview] [write writeview] 
[no tify notifyview] [a ccess access-list] 

Router(config)# snmp-server host host [traps I i nforme ] Specifies whether you want the SNMP 
[version {1 I 2 c I 3 [au th I n oauth I priv] }l notifications .sentas traps o r informs, the version 
community- string [notification - type] o f SNMP to use, the security levei o f the 

notifications (for SNMPv3), and the recipient 
(host) o f the notifications. 

Router(config)# snmp- server enable t r a ps Enables sending oftraps or informs, and specifies 
[notification-type [notification-options]] the type o f notifications to be sent. !f a 

notification-type is not specified, ali supported 
notification will be enabled on the router. To 
discoverwhi ch notifications are avai lable on vour 
router, enter the snmp-server enable traps ? 
command. 

The snmp-server host command specifies which hosts will receive SNMP notifications, and whether 
you want the notifications sentas traps or inform requests. The snmp-server enable traps command 
globally enables the production mechanism for the specified notification types (sue h as Border Gateway 
Protocol (BGP] traps, config traps, entity traps, Hot Standby Router Protocol [HSRP] traps, and _:;o on). 

r 
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Changing Notification Operation Values 

Command 

You can specify a value other than the default for the source interface, message (packet) queue length 
for each host, or re transmission interval. 

To change notification operation values, use the following commands in global configuration mode, as 
needed : 

Purpose 

Router(config)# snmp-server trap-source interface Specifies a source interface for trap or inform notifications. 

Router (config)# snmp-server queue-length length Establishes the message queue length for each notification. 

Router(config)# snmp-server trap-timeout seconds Defines how often to resend notifications on the 
retransmission queue . 

Command 

For inform requests, you can configure inform-specific operation values in addition to the operation 
values mentioned. To change inform operation values, use the following command in global 
configuration mode: 

Purpose 

Router(config)# snmp-server informs (retries retries] 
(timeout seconds] (pending pending] 

Sets the maximum number of times to resend an inform 
request, the number of seconds to wait for an 
acknowledgment before resending, and the maximum 
number o f informs waiting for acknowledgments at any one 
time . 

Controlling Individual RFC 1157 SNMP Traps 

Command 

Starting with Cisco IOS Release 12.1 (3)T, you can globally enab1e or disable authenticationFailure, 
linkUp, linkDown, warmStart, and coldStart notifications (traps or informs) individually. (These traps 
constitute the "generic traps" defined in RFC 1157 .) To enable any of these notification types, use the 
fol lowing command in global configuration mode: 

Purpose 

Router(config)# snmp-server enable traps snmp 
(authentication ] (linkup] (linkdown] (warmstart] 
(coldstart ] 

Enables RFC 1157 generic traps. When used without any of 
the optional keywords, enables authenticationFai1ure, 
linkUp, linkDown, warmStart, and co1dStart traps . When 
used with keywords, enables only the trap types specified. 

For example, to globally enable only linkUp and linkDown SNMP traps o r informs for ali interfaces, use 
the snmp-server enable traps snmp linkup linkdown form of this command. 

Note that linkUp and linkDown notifications are enabled by default on specific interfaces, but will not 
be sent unless they are enabled globally. To contrai (disable or reenable) the sending oflinkUp/linkDown 
notifications fo r specific interfaces, use the no snmp trap link-status command in interface 
configuration mode. 
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Configuring SNMP Support 

Configuring the Router as an SNMP Manager 

The SNMP manager feature allows a router to act as a network management station. In other words, 
configuring a router as an SNMP manager allows it to act as an SNMP client. As an SNM P manager, the 
router can send SNMP requests to agents and receive SNMP responses and notifications from agents . 
When the SNMP manager process is enabled, the router can query other SNMP agents and process 
incoming SNMP traps. 

Security Considerations 

SNMP Sessions 

Most network security policies assume that routers will accept SNMP requests, send SNMP responses, 
and send SNMP notifications . 

With the SNMP manager functionality enabled, the router may also send SNMP requests, receive SNMP 
responses, and receive SNMP notifications . Your security policy implementation may need to be updated 
prior to enabling this feature. 

SNMP requests typically are sent to Use r Datagram Protocol (UDP) port 16 I. SNMP responses are 
typically sent from UDP port 161. SNMP notifications are typically sent to UDP port 162. 

Sessions are created when the SNMP manager in the router sends SNMP requests , such as inform 
requests, to a host, or receives SNMP notifications from a host. One session is created for each 
destination host. !f there is no further communication between the router and host within the session 
timeout period, the session will be deleted. 

The router tracks statistics, such as the average round-trip time required to reach the host, for each 
session. Using the statistics for a session, the SNMP manager in the router can set reasonable timeout 
periods for future requests, such as informs, for that host. I f the session is deleted, ali statistics are Iost. 
!f another session with the same hostis la ter created, the request timeout value for replies will return to 
the default value. 

Sessions consume memory. A reasonable session timeout value should be large enough that regularly 
used sessions are not prematurely deleted, yet small enough such that irregularly used, or one-time 
sessions, are purged expeditiously. 

Enabling the SNMP Manager 

To enable the SNMP manager process and set the session timeout value, use the fo llowing commands in 
global configuration mode: 

Command Purpose 

Step 1 Router (configl # snmp-server manager 1 cnables tfieSN1VfP manager. 

Step 2 Router (config) # snmp-server manager session- timeout (Optional) Changes the session timeout value. 
seconds 

. 
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SNMP Configuration Examples 

Monitoring the SNMP Manager 

To monitor the SNMP manager process, use the following commands in EXEC mode, as needed : 

Command Purpose 

Router > show snmp Displays global SNMP info rmation. 

Router > show snmp sessions [brief ] Displays information about current sessions. 

Router > show snmp pending Displays information about current pending requests. 

: SNMP Configuration Examples 

-~ • 
The following example enables SNMPvl, SNMPv2c, and SNMPv3 . The configuration perrnits any 
SNMP manager to access ali objects with read-only permissions using the community string named 
public. This configuration does not cause the router to send any traps. 

snmp -server community public 

The following example permits any SNMP to access ali objects with read-on1y permission using the 
community string named pub1ic. The router a1so will send ISDN traps to the hosts 172.16 .1.111 and 
172. 16.1.33 using SNMPv1 and to the host 172.16.1 .27 using SNMPv2c. The community string named 
public is sent with the traps. 

snmp -server c ommun ity public 
snmp-server enable traps isdn 
snmp-server hos t 172.16.1.27 versi on 2c public 
snmp-server host 172.16.1.111 ve rsion 1 public 
snmp-server hos t 1 72.16.1.33 public 

The following examp1e allows read-on1y access for ali objects to members o f access 1ist 4 that specify 
the comaccess community string. No other SNMP managers have access to any objects. SNMP 
Authentication Failure traps are sent by SNMPv2c to the host cisco.com using the community string 
named public . 

snmp-server cornmunity cornacces s ro 4 
snmp-server enable traps snmp authentication 
snmp-server host cisco.com version 2c public 

The following example sends Entity MIB inform notifications to the host cisco.com. The communi ty 
string is restricted . The first 1ine enables the router to send Entity MIB notifications in addition to any 
traps or informs prev iously enabled. The second line specifies that the notifications should be sentas 
inform requests, specifies the destination o f these inforrns, and overwrites any previous snmp-server 
host commands for the host cisco.com. 

snmp - server enable traps entity 
snmp-server host informs cisco.com restricted entity 

The following example sends the SNMP and Cisco environmental monitor enterprise-specific traps to 
address 172.30.2. 160: 

snmp - server enable traps 
snmp-server host 172.30 . 2. 16 0 public snmp envmon 

The following example enables the router to send ali traps to the host myhost.cisco.com using the 
community string public : 

snmp - server enable traps 

'rb. i N° 1 O â 8 

-~ · J 
• Cisco lOS Configuration Fundamentais Configuration Guide 



Configuring SNMP Support 

snmp- ser ver host myhost .c i s co . com p ub l i c 

The following example will not send traps to any host. The BGP traps are enabled for ali hosts, but only 
the ISDN traps are enabled to be sent to a host. 

snmp- ser ver e n abl e traps bgp 
snmp- server host bob public isdn 

The following example enables the router to send ali inform requests to the host myhost.cisco.com using 
the community string named public: 

snmp-server enabl e trap s 
s n mp- ser ver hos t myhos t. c isc o. com i n forms version 2c public 

In the following example, the SNMP manager is enabled and the session timeout is set to a larger value 
than the default: 

snmp-server manager 
snmp- s erver manage r sess i on - t irneout 1000 

New MIB Features in Cisco lOS Release 12.2 
This section outlines the new MIBs and MIB enhancements for the current Cisco lOS software release . 

Circuit Interface ldentification MIB 

The Circuit Interface Identification MIB (also known as the Circuit Interface MIB) is a Cisco enterprise 
MIB used to assist in SNMP monitoring of circuit-based interfaces . The Circuit Interface MIB 
(CISCO-CIRCUIT-INTERFACE-MIB) provides a MIB object that can be used to identify individual 
circuit-based interfaces (for example, interfaces using ATM or Frame Reiay). This user-specified 
identification will then be returned when linkup and linkdown SNMP traps are generated for the 
interface. 

No Cisco lOS software configuration commands are associated with this MIB. 

For more information, refer to the CISCO-CIRCUIT-INTERFACE-MIB .my file , available from the 
Cisco.com MIB website. 

Ethernet-like Interfaces MIB 

The Ethernet-iike Interfaces MIB (ETHERLIKE-MIB) was introduced in Cisco lOS Release 12.1 (2)T. 
The Cisco implementation o f the Ethernet-like Interfaces MIB ( defined in the ETHERLIKE-MIB.my 
and CISCO-ETHERLIKE-CAPABILITY.my files on the Cisco MIB website) complies with RFC 2665 
(Definitions o f Managed O~jects for the Ethernet-like Interface Types), and Data Over Cable Service 

- - - ---------tf-rrn"'te,-1 i'<farrc-,.e-"'Speci ficatior r (DOe5-f-5t+&-reqtti-remen-ts--fur--€a-b-le---Moclem--ttrrni-narit>-n-&ys-tems-fC-M-T-Ss-)- - - -­
and cable modems (CMs) . Support for RFC 2665 in the ETHERLIKE-MIB was achieved through the 
addition of two new objects in the dot3StatsTable: dot3StatsSymbolErrors and dot3StatsDuplexStatus. 

No Cisco lOS software configuration commands are associated with this MIB . 

-·---·--·-
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New MIB Features in Cisco lOS Release 12.2 

Event MIB 

The Event MIB was introduced in Cisco lOS Release 12.0(11)S and 12.1(3)T. No Cisco !OS software 
confíguration commands are associated with this MIB. Instead, Event MIB configuration is dane with 
applications externai to Cisco !OS software. The Event MIB allows specialized monitoring capabilities 
that can be configured through a network management system (NMS) application using SNMP Get and 
Set operations. The Event MIB provides an asynchronous notifícation mechanism supported by SNMP 
that can be set to monitor any SNMP MIB object on a Cisco device and perform notification (trap or 
inform) operations or Set operations when specific conditions occur. Conditions are defined in event 
values. Event values that have been configured on your system can be displayed using the show 
management event command in privileged EXEC mode. By allowing SNMP notifícations to take place 
only when a specifíed condition is met, Event MIB support reduces the load on affected devices, 
substantially improving the scalability o f network management solutions. 

For further information, see the Event MIB Support feature module document at 
http ://www.cisco.com/univercd/cc/td/doc/p roduct/software/ios 121 / 121 newft/ 121 t/121 t3/dtevent.htm 

Expression MIB Support for Delta, Wildcarding, and Aggregation 

Expression MIB adds support of the Delta, Wildcarding, Delta Wildcarding, and Aggregation features 
in the Distributed Management Expression MIB (EXPRESSION-MIB) to Cisco lOS software for use by 
SNMP. No Cisco lOS software configuration commands are associated with this MIB. The functionality 
provided by this MIB is especially useful when used with the Event MIB (described previously). 

The Delta function enables the Expression MIB to use Delta values o f an object instead o f absolute 
values when evaluating an expression. Delta is obtained by taking the difference in the current value of 
an object with its previous value. Wildcarding empowers the Expression MIB to evaluate multiple 
instances o f an object. This feature is use fui in cases when the expression must be applied to ali instances 
o f an object. The user need not individuaiiy specify ali instances o f an object in the Expression but only 
needs to set the expWildcardedObject in expObjectTable to TRUE for the respective object. Aggregation 
is dane by using the sum() function in the Expression MIB. The operand to the sum function must be a 
wildcarded object. The result ofthe sum() function is the sum ofvalues o f ali instances ofthe wildcarded 
object. 

For more information, see the EXPRESSION-MIB.my document available from the Cisco.com MIB 
website. 

Interfaces Group MIB Enhancements 

The Cisco implementation o f the Interfaces Group MIB (IF-MI 8) h as been enhanced to allow you to 
enable linkUp and IinkDown SNMP traps that are compliant with RFC 2233. The default 
implementation of linkUp and linkDown traps is defined in CISCO-lF-CAPABlLITY.my and 
OLD-CISCO-INTERFACES- MIB.my. To enable IinkUp and linkDown traps that will function for both 
interfaces and subinterfaces, use the snmp-server trap link ietf command in global configuration mo de. 

The IF-MIB implementation also has been enhanced to allow the consistent identifícation ofinterfaces 
using the Interface Index (iflndex) value o f the IF-MIB. 

::_ 
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Interfaces Group MIB Support for ATM Sub interfaces 

lntroduced in Cisco lOS Release 12.1 , the Interfaces Group MIB support for ATM subinterfaces feature 
provides the implementation of RFC 2233 (MIB-Il) for ATM sub interfaces. ATM subinterfaces are 
visible in the ifTable and accessible to NMS applications . There are two entities in the ifTab le 
corresponding to each subinterface-an atmSubif entity and an aal5 entity. The atmSubif entity 
corresponds to the ATM layer and the aal5 entity corresponds to the AAL5 layer. The MI B vari ables are 
defined in RFC 1695. 

MIB Enhancements for Universal Gateways and Access Servers 

The following MIB enhancements were designed to monitor modem and line status for network access 
servers (NASs). 

CISCO-AAA-SERVER-MIB 

The CISCO-AAA-SERVER-MIB provides statistics reflecting the state ofauthentication, authorization, 
and accounting (AAA) server operation within a device and AAA communications with externai servers 
for the Cisco AS5300 and AS5800 series platforms. The Cisco AAA Server MIB provides the following 
information: 

• A table for configuring AAA servers 

• ldentities o f externai AAA servers 

• Statistics for each AAA function (show radius statistics command) 

• Status o f servers providing AAA functions 

ServerStateChange notifications are controlled ( enabled or disabled) through use o f the snmp-server 
enable traps aaa_server command in global configuration mode. ServerStateChange notifications, 
when enabled, will be sent when the server moves from an "up" to "dead" state or when a server moves 
from a "dead" to "up" state. 

Statistics for AAA functions can be displayed through use o f the show radius statistics command in 
EXEC mode. 

The implementation ofthis MIB is defined in the CISCO-AAA-SERVER-MIB.my and 
CISCO-AAA-SERVER-CAPABILITY.my files available from the Cisco.com MIB website. 

CISCO-AAA-SESSION-MIB 

The CISCO-AAA-SESSION-MIB provides the ability to both monitor and terminate authenticated 
client connections using SNMP for the Cisco AS5300 and AS5800 series platforms. Real-time 
information can be provided on data such as idle time, allowing configurations that can terminate calls 

------------W+~etl-there are peci.ods_of.inacl.ÍY.icy_on_a_line...D..ata_pro.Y.id.ed by this MIB is directly related to the 
accounting information reported by AAA to RADIUS or TACACS servers . You can verify SNMP 
queried values through use of the show accounting and show caller timeouts commands in EXEC 
mo de. 

To enable the ability to terminate connections, you must configure the device through use o f the aaa 
session-mib { disconnect} command in global configuration mode. When this command is found in a 
system configuration, SNMP managers have the ability to disconnect ali I ines that have AAA accounting 
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records associated to them using the Disconnect object. (AAA must already be configured with accounting 
enabled for this feature to function.) For more information, see the Release 12.2 Cisco lOS Security 
Corifiguration Cuide. 

CISCO-CALL-TRACKER-MIB, CISCO-CALL-TRACKER-MODEM-MIB, and 
CISCO-CALL-TRACKER-TCP-MIB 

The CISCO-CALL-TRACKER-MIB, the CISCO-CALL-TRACKER-MODEM-MIB, and the 
CISCO-CALL-TRACKER-TCP-MIB provi de the ability to capture detailed data on the progress and 
status o f calls, from the time the NAS receives a setup request or allocates a channel, to the time a call 
is rejected or terminated. This data is maintained within the Call Tracker database tables, which are 
accessible through SNMP, command-line interface (CLI ), or SYSLOG. 

Ca ll Tracker SNMP notifications are controlled through use of the snmp-server enable traps snmp 
calltracker command in global configuration mode. CaliSetup notifications are generated at the start of 
each cal!, when an entry is created in the active table (cctActiveTable), and CallTerminate notifications 
are generated at the end of each call , when an entry is created in the history table (cctHistoryTable) . 

The Call Tracker feature is supported on the Cisco AS5300 and the Cisco AS5800 series platforms. For 
more information on this feature, see the Cal! Tracker plus ISDN and AAA Enhancements for the 
Cisco AS5300 and Cisco AS5800 document available from Cisco .com. 

CISCO-ISDN-MIB 

The CISCO-ISDN-MIB supplies ISDN PRI channel-not-available traps that can be generated when a 
requested OS O channel is not available, or when no modem is available to take the incoming cal!. ISDN 
PRI channel-not-available notifications are controlled (enabled or disabled) through use ofthe no 
snmp-server enable traps isdn [chan-not-avail] command in global configuration mode. These 
notifications are disabled by default and are available only for ISDN PRI interfaces on the Cisco 
AS5300, Cisco AS5400, and Cisco AS5800 universal access servers. 

CISCO-MODEM-MGMT -MIB 

The CISCO-MODEM-MGMT-MIB supplies modem health traps that can be generated when a modem 
port is bad, disabled, reflashed, or shut down, or when there is a request to busyout the modem. Modem 
health notifications are controlled (enabled or disabled) through use ofthe no snmp-server enable traps 
modem-health command in global configuration mode. Modem health traps are disabled by default and 
are supported on the Cisco AS5300, Cisco AS5400, and Cisco AS5800 universal access servers. 

CISCO-POP-MGMT -MIB 

The CISCO-POP-MGMT-MIB supplies the OS O busyout notification . OS O busyout traps or informs 
can be generated when there is a request to busyout a OS O, when there is a re uest to take a OS O out 
of busyout mode, or when busyo ut completes and the OS O is out of service. OS O busyout traps are 
controlled ( enabled o r disab led) through use o f the no snmp-server enable traps pop command in 
global configuration mode. Busyout is enabled on a device using the isdn snmp busyout b-channel 
command. OS O busyout notifications are disabled by default and are supported on Cisco AS5300, 
Cisco AS5400, and Cisco AS5800 universal access servers. 

• Cisco lOS Configuration Fundamentais Configuration Guide 
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New MIB Features in Cisco lOS Release 12.2 

DS 1 1oopback traps can be generated when a DS I line goes into loopback mode. DS 1 loopback traps 
are controlled ( enabled o r disabled) through use o f the no snmp-server enable traps dsl -loopback 
command in global configuration mode . DS 1 loopback traps are disabled by default and are supported 
only on the Cisco AS5300 and Cisco AS5400 universal access servers. 

The RCF 1406-MIB supplies dsx l LineStatus and dsx I Linelndex objects. 

The Multicast Source Discovery Protocol (MSDP) MIB feature adds support in Cisco lOS software for 
the MSDP MIB. This MIB describes objects used for managing MSDP operations using SNMP. MSDP 
MIB notifications are controlled (enabled or disabled) through use ofthe no snmp-server enable traps 
msdp command in global configuration mode . There are two MSDP MIB notification-types: 
msdpEstablished (1) and msdpBackwardTransition (2). The msdpEstablish notifications are sent when 
the MSDP finite state machine (FSM) enters the ESTABLISHED state. The msdpBackwardTransition 
notifications are sent generated when the MSDP FSM moves from a higher numbered state to a lower 
numbered state. For more information on the Cisco implementation of the MSDP MIB, refer to the 
MSDP-MIB.my document available from Cisco.com. The Cisco implementation ofthe MSDP MIB has 
the following restrictions in Cisco lOS Release 12.2: 

• Ali MSDP MIB objects are implemented as read-only. 

The Requests table is not supported in the Cisco implementation of the MSDP MIB. 

The msdpEstablished notification is not supported in the Cisco implementation of the MSDP MIB. 

The Network Time Protocol (NTP) is used to synchronize timekeeping among a set of distributed time 
servers and clients . The Cisco NTP MIB enables users to remotely monitor an NTP server using SNMP, 
provided the MIB itself is implemented on that server. Use o f the NTP MIB to monitor the NTP status 
ofrouting devices is accomplished using software on an NMS. No new or modified Cisco lOS software 
commands are associated with this feature. 

The Cisco implementation of the NTP MIB is based on NTP version 3 (RFC-1305). The MIB objects 
are ali read-only. SNMP requests are processed by reading the corresponding variables from the NTP 
subsystem and returning them in the response. The NTP MIB defines a set ofNTP server system objects, 
including an NTP server peers table and an NTP server filter register table. For more information on the 
Cisco implementation ofthe NTP MIB, refer to the MIB document itself(C/SCO-NTP-MIB.my, 
available from Cisco.com). 

Response Time Monitor MIB 
The CISCO-RTTMON-MIB is used for network monitoring and management using the Cisco Service 
Assurance Agent (SA Agent). For information about the enhancements to this MIB, see the "'Network 
rvloniLOring Using Cisco Scrvicc Assurance Agent" chapter in this document. 

1 o 1 3 
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CISC O SYSHMS 

Cisco 1700, 2600, 3600, a nd 3700 

One- and two-port analog modem WAN Interface 

Cards (Part numbers WIC-lAM and WIC-2AM) 

are now available for the award-winning Cisco 

1700, 2600, 3600, and 3700 Series modular router 

platforms. The addition expands the already 

extensive range of WAN Interface Cards currently 

available for these routers (Figure 1). The interface 

cards provi de cost -effective basic telephone service 

connectivity to allow remate router management, 

asynchronous Dial-on-Demand Routing (DDR) 

and dial backup, dial- and fax-out modem access, 

and Jow-density remote access server (RAS) 

services. Combined with the differentiated services 

delivered through Cisco lOS® Software, the Cisco 

1700, 2600, 3600, and 3700 Series routers offer 

customers best -of-breed scalability, flexibility, and 

investment protection, al1 in cost-effective, 

multifunctional platforms. 

Figure 1 One- and Two-Port Analog Modem 
WAN Interface Cards for Cisco 1700, 2600, 3600, 
and 3700 Series Platforms 

Both cards feature dual RJ-11 connectors, which 

are used for basic telephone service connection. 

The WIC-1AM uses one port for connection to a 

standard telephone line, and the other port can be 

connected to a basic analog telephone for use 

when the modem is idle. 

V.90 Modem 
!11fterfaa:e C21rr~s 

K e y Bene fits 

Combined with the Cisco 1700, 2600, 3600, and 

3700, the WIC-1AM and WIC-2AM cards 

provide: 

• An integrated solution for ease of deployment 

and management 

• Enhanced remate management capabilities 

• A cost-effective altemative to leased !ines 

or ISDN 

• On-demand dial backup for criticai WAN 

links 

Key Features 

The Cisco 1700, 2600, 3600. and 3700, equipped 

with the new integrated analog modem WAN 

interface cards, offer the most flexible, scalable, 

and manageable Plain Old Telephone Service 

(POTS) dia! access solution available on the 

market today. 

• Internai analog modem dialup 

capability-Intemal modems allow simple 

setup o f a remate router. There is no separa te 

externai power, no cables, and everything is in 

one chassis. 

• Support for speeds up to 56r(V':9-0 

specification)-When dialing out to a digital 

endpoint, this feature allows users to achieve 

maximum data transfer rates, equating to 

faster file transfers, speedier Web access , and 

faster e-mail downloads. 

- .... 
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• Cisco lOS Dia! Access Software- Cisco lOS Software 

provides a broad range o f features for remo te router 

management and dia! backup, including: 

- Reverse Telnet support for LAN-based dial-out and 

fax-out 

- Point-to-Point Protocol (PPP). Multilink PPP 

(MLPPP) , and Serial Line Internet Pro toco! (SLIP) 

Applications 

Remote Router Management 

Figure 2 Remate Router Management 

Small Ofrice 

Branch Office 

, ,_, ~ , .(.; ,.,-w, ..., ., 

~~- ~A~j :.:=4( 

The WIC-lAM and WIC-2AM cards are ideal for dialup 

access for remate router configuration and management 

(Figure 2). Similar to connecting a modem to the router's 

auxiliary port, the modem WAN Interface Cards allow 

out-of-band management through an internai device. 

Both WAN Interface Cards can receive calls at speeds as 

fast as 33.6K. depending upon line conditions. 

- TACACS+, Radius, and PPP password security 

- Auto-sensing Internetwork Packet Exchange (IPX), 

Transmission Contra! Protocol!IP (TCPIIP), 

AppleTalk Remate Access (ARA) , and AppleTalk 

Contrai Protocol (ATCP) 

SNMP 
Management Station 

,.. , 

Cisco Systems, Inc. 1 ' 
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Dia! Backup and A sy nchronous D OR 

Figure 3 Dia I Backup and Asynchronous DOR 

Constant WAN access is often a requirement for branch 

offices connecting to a corporate site or the Internet. 

While DSL, Frame Relay, ISDN, and leased line are 

common choices for a primary WAN link, an alterna te 

data path is sometimes needed. The WIC-lAM and 

WIC-2AM cards combined with the Cisco 1700, 2600, 

3600, and 3700 offer the ability to automatically dia! a 

backup connection when the primary WAN link is 

unavailable. In addition, the modem WAN Interface Cards 

can also be used to provide supplemental bandwidth when 

the primary WAN link is overutilized. Multiple modem 

calls can be aggregated using MLPPP when one 56K 

connection is insufficient. 

---~ c~ 

Headquarters 

For some customers, dialup telephone service connectivity 

may be the only available choice for WAN access to the 

Internet or to a corporate home office. For those situations 

and for those installations that only require a dialup 

connection, the Cisco Series Routers with integrated 

modem WAN Interface Card offer WAN connectivity 

through Asynchronous DDR. As in the case of 

dial-backup, MLPPP can be used to aggregate multiple 

dialup connections into one data stream, providing higher 

throughput. 

. C ..... 
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Diai-Out and Fa x-Out M o de m A ccess 

Figure 4 Dial- and Fax-Out Modem Access 

/ 

(»> CompuServe. 

Brancll Office 

The WIC-lAM and WIC-2AM cards comply with RFC-2217 and provide dial-out and fax-out modem functionality to 

LAN-connected devices (Figure 4). Using the recommended "Advanced COM Port Redirection " software (available from 

http://www.tacticalsoftware.com) . customers can take advantage o f the modem WAN Interface Cards as if they were 

connected directly to their PC's communications port. This allows convenient access to services such as America Online, 

CompuServe, and remate fax machines without requiring dedicated phone !ines and modems at each PC. For more details 

on using "Advanced COM Port Redirection" software, visit the following URL: 

http://www.cisco.com/warp/public/cc/pd/iosw/ioft/dlout/index.shtml 

Note: The WIC- l AM and WIC-2AM cards do not have the ability to receive faxes-only fax-out is supported. 

Low-Density Analog RAS Access 

Figure 5 Low-Density Analog RAS Access 

Brancl1 Office 

I'' 
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Dial-in users can take advantage o f the router's ability to 

function as a small remo te access server (RAS). thus 

allowing dialup access to the LAN (Figure 5). Typically, a 

two-port modem WAN Interface Card would be used here 

for maximum port density. but the WIC-lAM is also 

acceptable. Scalability to multiple modem WAN Interface 

Cards per chassis (up to 12 in a Cisco 3660 Multiservice 

Platform) is also possible. Dial-in speeds of up to 33.6K 

(V.34bis) are possible. MLPPP is available to bond two or 

more calls together, therefore allowing higher speed RAS 

support. 

Featu~re Summar:y 

A summary o f the features and benefits of the integrated modem WAN interface cards is provided in Table 1. 

Table 1 lntegrated V.90 M odem W A N Inter face Card s Feature and Benefit Summary 

Feature Benefit 

Auxiliary port compatibility Eases deploym ent and saves space due to its integ rated solution 

Provides convenience by replicating a li functions of an externai 
modem connected to aux iliary port 

V.90 (up to 56K) modem specification support Achieves maximum data transfer rates equating to faster file tran sfers, 
when dialing out to a digital endpoint speedier Web access, and faster e-mai l downloads 

Fax•out capability at speeds up to 14.4K A llows customers t o access fax m achines and servers fro m thei r 
LAN-connected PCs 

Multilink PPP lncreases connect ion speeds across modems in the sa m e WAN 
Interface Card and across other modem WAN Interface Cards in the 
same chass is 

Full platform support M odem WAN Interface Card supported on Cisco 1700, 2600, 2600XM, 
2691, 3600, and 3700 routers 

Retrofits into existing chassis Fits into a WAN Interface Card slot on a Cisco 1700, 2600, 3600 chassis 
or any co mpatib le network m odule on a Cisco 2600, 3600, or 3700 
router (See Table 3 for deta ils) 

Cisco lOS Software support Does not requi re additional memory to support the modem W A N 
Interface Cards 

Up to 24 modems per chassis No restr iction on number of modems avai lable (other than slot 
avai lability)(See Table 2 for detai ls) 

Major modem vendor compatibility Works with AT& T. Hayes, Motorola, Microcom, Multitech, and USR 
modem s (compatibility with other modem vendors is expected, but 
not confirmed) 

Fax vendor compatibility • vvorKS wtrrr-flanasor li c fax •••acl iil •es (co•• •patibttitywfth-other-fax 
vendors is expected, but not confirmed) 

Current analog and digital modem network lntegrates seamlessly with current NM-BAM and NM-16AM analog 

module compatibility and NM-xDM digital modems 

Worldwide support for country·specific Supports variou s regu latory requirements. For the latest per-country 

standards approva l information for the W IC-1AM and W IC-2AM, p lease visit the 
fol lowing URL: http://www.cisco.com/cgi-bin/compl iance/ 
approvals_search.pl or contact your local Cisco representa tive - -

(; ,\ . " l, 

. 
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Table 1 lntegrated V.90 Modem WAN Interface Cards Feature and Benefit Summary (Continued) 

Feature Benefit 

leased·line mode • Does not support leased-line mode 

Modem firmware upgrade capability • Does not support modem firmware upgrades 

Network: Managemer.~t Suppo1rt 

One- and two-port analog modem WAN Interface Cards 

work with the following configuration and network 

management methods: 

• CiscoWorks 

• Telnet and console port command-line interface (CLI) 

configuration 

Me mory a nd Software Re q uiremen ts 

Minimum 1700 2600 2600XM 3600 3700 
lOS Support 

WIC·1AM, 12.2(4) 12.2(2) 12.2(B)T1 12.2(2) 12.2(8) 
WIC·2AM YB XB, XB, T 

12.2(8) 12.2(8) 
T T 

• No additional memory required to support the 
modem WAN Interface Cards (see the lOS Software 

release notes for platform memory requirements per 

feature set) 

Maxímum Modem WAN Dnterface Cards 

Pe1r Cii'nassis 

Table 2 Maximum Modem WAN Interface Cards Per 
Chassis 

Maximum modem WAN 

Table 2 Maximum Modem WAN Interface Cards Per 
Chassis 

Maximum modem WAN 
Interface Cards per 

Platform chassis 

Cisco 3640 8 

Cisco 3660 12 

Cisco 3725 7 

Cisco 3745 11 

Note: Please refer to the platform documents for more 

details on other hardware restrictions. The Cisco 2600, 

3600, and 3700 also support higher density modem 

solutions in a network module form factor. Visit the 

following URLs for additional information on the 

NM-8AM. NM-16AM. and NM-xDM: 

For NM-8AM and NM-16AM (Cisco 2600, 3600, and 

3700 Analog Modem Network Modules) 

http://www.cisco.com/warp/public/cc/pd/rt/3600/prodli t/ 

2636_ds.htm 

For NM-xDM (Cisco 3600 and 3700 Series Digital 

Modem Network Modules) 
http://www.cisco.com/warp/public/cc/pd/rt/3600/prodlit/ 

d3600_ds.htm 

Modem Spe cifica ti c ns 

Interface Cards per 
Platform chassis 

------~~rHn-protoco~s,~.---------------------------------------

Cisco 1700 2 

Cisco 2600, Cisco 4 

2600XM 

Cisco 2691 5 

Cisco 3620 4 

• International Telecommunications Union (ITU) V.90 

• K56Flex 

• ITU V.23 

• Bell 103 

• ITU V.21 

• ITU V.22 

Cisco Systems. Inc. 
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• Bell 212A 

• ITU V.22 bis 

• ITU V.32 

• ITU V.32bis 

• V.32 turbo 

• V.34 

• V.34 bis 

Error-correcting link access protocols: 

• V.42 Link Access Procedure fo r Modems (LAPM), 

MNP 2-4 

Compression protocols: 

• V.42bis (includes MNP-5) 

Fax protocols: 

• ITU-T V.27ter 

• ITU-T V.29 

• ITU-TV.l7 

• Point of Sale (PoS) Configuration support 

• FAX Class 2 

• TIAIEIA-592 Class 2 .0 and TINEIA-592 draft SP-

2388 Class 2 Group III fax transmission, at ITU-T 

V.33, V.l7, V.29, V.27ter, and V.21 modulations 

HardVIIare Specifications 

Hardware specifications of the integrated modem WAN 

Interface Cards are described in Table 3. 

Table 3 Specifications for the WIC-1AM and WIC-2AM 

Specification Data 

Hardware/ Cisco 1700, 2600, 3600, and 3700 
Platform models 
Compatibility 

Dimensions Width 3.08 in. (6.93 em) 
•~bt 15 io (] 9] crnl 

Depth 4.38 in . (9.86 em) 

Weight 2.4 oz (68 gram) 

Table 3 Specifications for the WIC-1AM and WIC-2AM 

Specification Data 

Network module Cisco 2600-Built-in WAN Interface 
support Card slots plus the NM-2W 

Cisco 3600-Through combo 
modules (NM-2W, NM-1 E2W, 
NM-2E2W, and NM-1E1R2W, 
NM-1FE2W, NM-2FE2W, 
NM-1FE1R2W) 
Cisco 3700- Through combo 
modules (NM-2W, NM-1 FE2W, 
NM-2FE2W, NM-1 FE1 R2W) 

Throughput Up to 56K downstream and up to 
33.6K upstream, subject to line 
conditions. 

Ports Two RJ -11 ports (second port on 
WIC-1 AM can be used to connect an 
ana log telephone for use when the 
modem is id le) 

Cabling One ar two RJ-11 connectors 

LEDs (per SP (high-speed connectivity for V.90 
modem) or KS6flex) , CN (carrier detect), and 

OH (off-hook) status indicators 

NEBS Levei 3, Types ll and IV 
compliance 

Refer to the Cisco 1700, 2600, 3600, and 3700 data 

sheets for additional information on mechanical, 

environmental, and agency certifications. Please visit the 

following URLs for Cisco 1700, 2600, 3600, and 3700 

data sheets: 

• Cisco 1700: 

http://www.cisco.com/warp/public/cc/pd/rt/1700/ 

prodlit/index.shtml 

. Cisco 2600: 

http://www.cisco.com/warp/public/cc/pd/rt/2600/ 

prodlit/2600_ds.htm 

. Cisco 3600: 

http://www.cisco.com/warp/public/cc/pd/rt/3600/ 

prodlit/36kmp_ds.htm 

• Cisco 3700: 

http://www.cisco.com/warp/public/cc/pd/rt/ps282/ 

prodlit/index.shtml 

. c'"' 
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Cou:nt1ry AvaiBabWty 

For the iatest information regarding per country approvai 

for the WIC-lAM and WIC-2AM. piease visit the 

foliowing URL o r contact your locai Cisco representa tive: 

http://www.cisco.com/cgi-bin/compliance/ 

approvals_search.pi 

Orde:ring ânfo:rrnê!l!t.ion 

Table 4 Part Numbers 

Part Number Description 

WIC-1AM One-port Analog Modem WAN 
Interface Card 

WIC·1AM= One-port Analog Modem WAN 
Interface Card 

WIC-2AM Two-port Analog Modem WAN 
Interface Card 

WIC-2AM= Two-port Analog Modem WAN 
Interface Card 

Environmental Operatíng Ranges 

• Operating temperature: 32 to 104° F (O to 40° C) 

• Non-operating temperature: -4 to 149° F 

(-20 to 65° C) 

• Relative humidity: 10 to 85 percent non-condensing 

operating; 5 to 95 percent non-condensing, 
non-operating safety 

Cisco 41100, 2600, 3600, ~rrlld 3700 Powetr 

• AC input voitage: 100 to 240 VAC 

• DC voltages (2600, 3600, and 3700) 

• Frequency: 4 7 to 64 Hz 
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lntroduction 

The dual-serial port WAN interface cards (WICs) for the Cisco 2600 and 1700 series feature Cisco 's new, 
compact, high-density Smart Serial connector to support a wide variety o f electrical interfaces when used 
with the appropriate transition cable. Two cables are required to support the two ports on the WIC. Each port 
on a WIC is a different physical interface and can support different protocols such as Point-to-Point protocol 
(PPP) or Frame Relay and Data Terminal Equipment/Data Communications Equipment (DTE/DCE). 

Before Vou Begin 

Conventions 

For more information on document conventions, see the Cisco Technical Tips Conventions. 

Prerequisites 

There are no specific prerequisites for this document. 

Components Used 

This document is not restricted to specific software and hardware versions. 
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Product Numbers 

/wrc-2T 12 Port ~@rial 'NAN Intt;;rfac@ Gani 

Features 

The WIC-2T provides two serial ports using the Smmt Serial connector. 

• Asynchronous support with a maximum speed (per port) of 115.2 Kbps, minimum 600 bps. Ifyou 
need to run at speeds lower than 600 bps, use the AUX port instead. 

• Synchronous support with a maximum speed of2.048 Mbps per port. 

Cables 

• Supports one port at 8 Mbps when used in NM- 1FE1R2W, NM-1FE2W, NM-2FE2W, or 
NM-2W, or Cisco 2600 chassis WIC slots. Ali other WIC ports on that network module or 
Cisco 2600 chassis must not be used. 

• Supports two ports at4 Mbps each when used in NM-1FE1R2W, NM-1FE2W, 
NM-2FE2W, or NM-2W, or Cisco 2600 chassis WIC s1ots. Ali other WIC ports on that 
network module or Cisco 2600 chassis must not be used. 

• Supports 8 Mbps on ali ports sirnu1taneous1y on 2691, 3725, and 3745. No restrictions . 
Maximum six ports at 8 Mbps each. 

The WIC-2T serial ports require Smart Serial cables. The following table lists the part number for the cables 
that can be used with the WIC-2T card. 

Cable Type n -li.T .. ~l..~~ To~ •J.. h.,f,J tr::. ,.,]~ 
~ 

V.35 DTE 
CAB-SS-V35MT(=) 

10 feet I 3 
Ma1e 

meters 

V.35 DCE 
CAB-SS-V35FC(=) 1 O feet I 3 

Female 
meters 

RS-232 
DTE ·r t.. n . _c c .. '11'11\ATt~\ 10 feet I 3 '1\ ,f., ]~ 

RS-232 
meters 

DCE IrA R _QC _'1 '1'11:'rY- -\ 10 feet I 3 I'!;', ,] 

RS-449 
meters 

DTE lrAR .QC .AA óll\A'Tf--\ 
10 feet I 3 lll..r.,J. 

IRS -449 
meters 

DCE IrA n cc . . AA OL'f"f __ , 10 feet I 3 I'!;' ,) 

X.2l DTE 
CAB-SS-X21MT(=) 

?lf~~~ I 3 
meters 

Male 

X.21 DCE CAB-SS-X21 F C(=) 
10 feet I 3 

Female 
meters ,. 

" ,, 
EIA-530 c .. ,.,\ • 1., 

DTE I r A R _<;;;<;;; . - ' "2()1\A'Tf""\ 
10 feet I 3 IM" J, -~\~. No_ 1 O 2 6 \ f meters 
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Platform Support 

Platform Cisco Cisco 
Cisco 2600 Cisco 2600XM Cisco 3620, 3640, 3660 

1600 1700 

NM-1FE2W, 
Carrier 
Module Not Not 

NM-IE2W, NM-IFEIR2W, 

Required Required 
on-board NM- 2W on-board NM-2W NM-1E1R2W, 

NM-2E2W NM-2FE2W, 
NM-2W 

Cisco 
Cisco lOS 

lOS® 
Cisco lOS 

Support Not 
Ali Cisco Ali Cisco versions Ali Cisco Cisco lOS verswns 

supported 
IOS lOS 12.0(7)XK, IOS verswns Not supported 12.0(7)XK, 
verswns versions 12.1(1)T, verswns 12.2(8)Tl 12.1(1)T, 12.2, 

1') ') l')')T 1'"> '">T . , 

The Cisco 1600 Series is not capable o f supporting the WIC-2T dueto lack of Serial Communications 
Controllers. 

The NM-1E2W, NM-IE1R2W, and NM-2E2W NetworkModules do not have enough performance power 
to support the WIC-2T dueto hardware limitations. 

Known Problems 

The show version command shows WIC-2T as "low-speed". This is a display only (cosmetic) problem. 

Hardware Failures 

The WIC-2T and WIC-2A/S can be damaged by excessive electrostatic discharge. You can minimize this 
electrostatic discharge in severa! ways. 

• Use shielded cable end-to- end. 
• Use a data surge protector that protects against surges over +/- 18v. 
• Use an optical isolator (best protection). 

Sample Configuration 

I h e followmg 1s a sample conbguratwn for the WIC 2 I mterface car 

Note: There are no framing, clocking or linecode parameters or commands being used here. This is because 
this card does not have an integrated channel service unit/data service unit (CSU/DSU). You need to use an 
externai CSU/DSU. 

Configuration 
CP ~~- · maui -soho-02(conf ig )#interface Serial 2 /0 

maui - soho- 02 (config- if )#ip add 10.0 . 0. 1 255.2 55 . 255 . 0 f'\~ . NoJ_Q_2J -
Cisco- Understanding 2-Port Serial WAN Interface Card (WIC-2T) 

.:e&~·-·--L-----



maui - soho- 02 (conf i g- i f)#encapsu l at i on ppp 
maui-soho-02 (config-if)#no shutdown 

For more information on configuring the WIC- 2T card refer to Configuring Serial Interfaces. 

Related lnformation 

• 1- and 2- Port Serial W AN Interface Cards 
• Overview of Cisco Network Modules 
• Technical Support - Cisco Systems 

Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. Important Notices and Privacy Statement. 
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Close Window 

-
Cisco Feature Navigator 11 

Search bv Feature Search by Release Compare !mages 

Objective: Define a specific software image in arder to view its supported features. 

Select from the pull down menus to find releases which support particular platform and feature set combinations.View 
your results in the table below and repeat as necessary to define a specific software image. 

Your Selections: 

Platform 1751-V 

Major Release 11 2 .2T . :::J 
Release 1 1.?.2(8>.!~.0 .. :±J 
Feature Set liP/ADSLNOICE/FW/105 PLUS IPSEC 3DES t;f '-- ~- :·::.·:: -. :...;:: l-- .:· -) • .' :·. ;::.. 

·-··------··-···--··---·-·----·----------·-·----~ 
New Search 
Search Results 

.mage lnfo 

lmage Name (Oram/Flash) : 

Enterprise Product Number : 

c1700-k9o3sv3y7-mz.12.2-8.T10 (48/16) 

S17C7HVK9-12208T 
S 17C7HVK9-12208T = 

Get This lmaqe Compare lmaqes View MIBs Release Notes 

Features 

AAA Broadcast Accountinq 

AAA DNIS Map for Authorization 

AAA Resource Accounting 

AAA Server Group 

AAA Server Group Deadtímer 

AAA Server Group Enhancements 

AAA Server Groups Based on DNIS 

AAA-PPP-VPDN Non-Biocking 

Ability to Disable Xauth for Static IPsec Peers 

Accounting of VPDN Disconnect Cause 

.CL Default Direction 

Adaptive Frame Relay Traffic Shaping for Interface Congestion 

Additional Vendor-Proprietary RADIUS Attributes 

Address Resolution Protocol (ARP) 

ADSL - Asymmetric Digital Subscriber Line Support 

Advanced Voice Busyout (AVBO) 

Always On Dynamic ISDN (AO/Dil 

Answer Suoervision Reporting 

Asynchronous Rotary Line Queuing 

Asynchronous Serial Traffic Over UDP 

A TM Cell Loss Prioritv (CLP) Setting 

ATM PVC Trap Support 

A TM Routed Bridge Encapsulation (RBE) 

A TM SNMP Trap and OAM Enhancements 

ATM-DXI 

Authentication Proxy Accountinq for HTIP 

Autolnstall over Frame Relay-ATM lnterworking Connections 

http://tools.cisco.com/ITDIT/CFN/Dispatch 
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Cisco Feature Navigator- Cisco Systems 

Autolnstall Using DHCP for LAN Interfaces 

Automatic modem configuration 

Bandwidth Allocation Control Protocol IBACP) 

BGP 

BGP4 

BGP 4 Multioath Support 

BGP 4 Prefix Filter and ln-bound Route Maps 

BGP 4 Soft Config 

BGP Conditional Route lnjection 

BGP Link Bandwidth 

BGP Multipath Load Sharing for Both eBGP and iBGP in an MPLS-VPN 

BGP Prefix-Based Outbound Route Filtering 

BGP Soft Reset 

Bidirectional PIM 

Call Admission Control for H.323 VoiP Gateways 

Caller ID 

CEF Support for IP Routinq between IEEE 802.1 Q vLANs 

CEF Switching for Routed Bridge Encapsulation 

CEF/dCEF- Cisco Express Forwarding 

Certification Authority lnteroperability (CA) 

CGMP - Cisco Group Management Protocol 

Challege Handshake Authentication Protocol (CHAP) 

Circuit Interface ldentification Persistence for SNMP 

Cisco Discoverv Protocol (CDP) 

Class Based Ethernet CoS Matchinq & Marking (802.1 p & ISL CoS) 

Class Based Weighted Fair Queuing (CBWFQ) 

Class-Based Frame-Relay DE-Bit Matchinq and Marking 

Class-Based Packet Marking 

Class-Based Packet Shaping 

CLI Strino Search 

CNS Configuration Agent 

CNS Event Agent. 

Commented IP Access List Entries 

:ommitted Access Rale ICARl 

Compression Control Protocol 

Confiqurable oer ATM-VC Hoid Queue size 

Configurable Timers in H.225 

Connect-lnfo RADIUS Attribute 77 

Context-Based Access Contrai (CBAC) 

Contrai Plane DSCP Support for RSVP 

COPS for RSVP 

Crashinfo Support 

CUG Selection Facilijy Suopress Ootion 

Custam Queueing (CQ) 

Cusíomer Profile ldle Timer Enhancements for lnteresting Traffic 

Default Passive Interface 

DF Bit Override Functionalitv with IPSec Tunnels 

DHCP Client 

DHCP Option 82 Support for Routed Bridge Encapsulation 

DHCP Proxv Client 

http ://tools.cisco.com/ITD IT/CFN/Dispatch 
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DHCP Relay Agent Support for Unnumbered Interfaces 

DHCP Server Options - lmport and Autoconfiguration 

DHCP Server-Easy IP Phase 2 

Dial backuo 

Dial on Demand Authentication Enhancements 

Dial Peer Enhancements 

Dial-on-demand 

Dialer CEF 

Dialer ldle Timer lnbound Traffic Configuration 

Dialer Persistent 

Dialer profi les 

Dialer Watch 

Diffie-Hellman Group 5 

Diffserv Compliant WRED 

Direct lnward Dial (DID) 

Distinquished Name Based Crvoto Maps 

Distributed Management Event MIB Persistence 

Distributed Management Expression MIB persistence 

DNS based X.25 routing 

Double Authentication 

DRP Server Agent 

Dynamic Multiple Encapsulation for Dial-in over ISDN 

Easy IP (Phase 1) 

Encrvpted Kerberized Telnet 

Enhanced ATM VC Confiquration and Management 

Enhanced IGRP IEIGRP) 

Enhanced IGRP Stub Routinq 

Enhanced Local Management Interface {ELMI) 

Enhanced T est Command 

Express RTP and TCP Header Compression 

Fast-Switched Compressed RTP 

Fast-Switched Policy Routina 

· - _Fax Relay Packet Loss Concealment 

~ . 'eature Group O Support 

Firewall Authentication Proxv 

Firewall Feature Set 

Firewall lntrusion Detection System 

Flow-Based WRED 

Frame Relay 

Frame Relay 64-bit Counters 

Frame Relay ELMI Address Registration 

Frame Reiay Encaosulation 

Frame Relay End-to-End Keepalive 

Frame Relay Fragmentation IFRF.12l 

Frame Relay FRF.9 Payload Compression 

Frame Relay IP RTP Prioritv 

Frame Relay PVC Interface Priority Queueing 

Frame Relay Router ForeSight 

Frame Relay SVC Support IDTEl 

Frame Relay Switchinq 

htto:l/tools.cisco.com/ITDIT/CFN/Dispatch 
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Cisco Feature Navigator- Cisco Systems 

Frame Relay Traffic Shapinq IFRTSl 

FXO Answer and Disconnect Supervision 

G.SHDSL Symmetric DSL Support 

Gatekeeper Ecosystem lnterooerabilitv 

Generic Routinq Encapsulation (GREl 

Generic Traffic Shaping (GTSl 

H.323 Call Redirection Enhancements 

H.323 Redundant Zone Support 

H.323 Scalability and lnteroperability Enhancements for Gateways 

H.323 Support for Virtual Interfaces 

Half bridqe/half rouier for CPP and PPP 

Hoot and Holler over IP 

HSRP - Hot Standby Router Protocol 

HSRP support for ICMP Redirects 

HSRP support for MPLS VPNs 

HTTP Security 

iBGP Multipath Load Sharinq 

EEE 802.1 Q VLAN Support 

IGMP Fast Leave 

IGMP MIB Support Enhancements for SNMP 

IGMP Version 3 

IGRP 

IKE Extended Authentication (Xauihl 

IKE Mode Configuration 

IKE Security Protocol 

IKE Shared Secret Using AAA Server 

lnteqrated routinq and bridging CIRBl 

lnter-Domain Gateway Securitv Enhancement 

Interface Alias Long Name Support 

Interface lndex Display 

Interface lndex Persistence 

Interface Range Specification 

Internet Protocoi Contrai Protocol (IPCP) address negotiation 

.iterworking Signaiing Enhancements for H.323 and SIP VoiP 

IP DSCP markinq for Frame-Reiay PVC 

IP Enhanced iGRP Route Authentication 

iP Header Compression Enhancement - PPPoATM and PPPoFR Support 

IP Muiticast Load Splitting across Equai-Cost Paths 

IP Muiticast Muitilayer Switching (MLS) 

iP Named Access Contrai Lisi 

IP Precedence Accouniing 

IP Precedence for GRF Tunneis 

IP Routina 

iP RTP Priority 

iP Summarv Address for RiPv2 

IP to ATM Ciass of Service Mappinq for SVC Bundies 

IPSec MIB Support for Cisco IPSec VPN Management 

IPSec Network Security 

IPSec Tripie DES Encrvption (3DESl 

iPv6 for Cisco lOS Softwar~ 

htto :1 /to o ls. cisco. corn!ITD IT /CFN/Dispatch 
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Cisco Feature Navigator- Cisco Systems 

ISDN 

ISDN Advice of Charge IAOCl 

ISDN Caller ID Callback 

ISDN Cause Code Override 

ISDN Leased Line at 128kbps 

ISDN Network Síde for ETSI Net5 PRI 

ISDN NFAS 

ISDN Proaress lndicator support for SIP using 183 Session Progress 

ISDN-NFAS with D Channel Backup 

Kerberos V client support 

L2TP Dia i-Out 

L2TP Layer 2 Tunnelíng Protocoi 

L2TP Security 

L2TP Tunnel Preservation of IP TOS 

!,.ayer 2 Forwardinq-Fast Swítchíng 

Link Fraqmentatíon and lnterleaving ILFI) for Frame Relay and ATM Virtual Circuíts 

Local V o ice Busyout (L VBOl 

_ock and Key 

Low Latency Queueing ILLQ) 

Low Latency Queueinq ILLQ) for Frame Relay 

Low Latency Queueíng ILLQ) with Priority Percentage Support 

LSDO: L2TP Large-Scale Díai-Out 

MDS File Validation 

Message Banners for AAA Authentication 

Microsoft Point-to-Poínt Compression (MPPC) 

Modem over BRI 

Modem PassThrough over Voice over IP 

Modem Script and System Script Support in LSDO 

Modem User Interface Option 

Modular QoS CLI (MQC) 

MS Callback 

MS-CHAP Version 1 

Multi-Chassis Hunting for Voice over Frame Relay 

!lultícast BGP IMBGP) 

Multicast NAT 

Multicast Routing Monitor IMRM) 

Multicast Source Discoverv Protocol (MSDP) 

Multihop VPDN 

Multi link PPP 

Multi link PPP Enable/Disable via Radius for Preauthentícation User 

Named Method Lists for AAA Authorization and Accounting 

NAT-Abílity to use Routes Maps wíth Statíc Translations 

NAT-Enhanced H.225/H.245 Forwarding Engine 

NAT-Network Address Translation 

NAT -Support for NetMeetinq Directory (Internet Locator Service - ILS) 

NAT -Support of H.323v2 Cal! Signalíng (FastConnect) 

NAT-Support of H.323v2 RAS 

NAT-Support of IP Phone to Cisco Cal! Manager 

NAT-Translation of externaiiP Addresses only 

National ISDN Switch Types for BRI and PRI Interfaces 

http://tools.cisco.com/ITDIT/CFN/Dispatch 
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NBAR - Network-based Application Recoqnition 

Netflow 

Ne!Fiow Agqregation 

Netflow Multiple Expor! Destinations 

NeiFiow Policy Routinq (NPR) 

NetFiow ToS-Based Router Aggregation 

Network Side ISDN PRI Siqnalinq. Trunkinq. and Switchinq 

Network Time Protocol INTP) 

Next Hop Resolution Protocol (NHRP) 

Offioad Server Accountinq Enhancemeni 

On Demand Routinq (ODRl 

Optimized PPP Neqotiation 

OSPF 

OSPF ABR tvpe 3 LSA Filterinq 

OSPF Floodinq Reduction 

OSPF Not-So-Stubby Areas (NSSAl 

OSPF On Demand Circuit (RFC 1793) 

OSPF Packet Pacing 

OSPF Stub Router Advertisement 

OSPF Update Packet-Pacing Configurable Timers 

PAD Subaddressing 

Parse Bookmarks 

Parser Cache 

Password Authentication Protocol (PAP) 

Per-User Configuration 

PGM Host 

PGM Router Assis! 

PIM Dense Mode State Refresh 

PIM MIB Extension for IP Multicast 

PIM Version 1 

PIM Version 2 

Policy-Based Routing (PBRl 

• Port to Application Mappina (PAMl 

~r'PP 
PPP over ATM 

PPP over ATM (IETF-Complian!) 

PPP o ver A TM SVCs 

PPP O ver F ast Ethernet 802.1 Q 

PPP over Frame Relay 

PPPoA/PPPoE autosense for ATM PVCs 

PPPoE Client 

PPPoE on ATM 

PPPoE on Ethemet 

PPPoE over Gigabit Ethernet interface 

PPPoE Radius Port ldentification 

PPPoE Session limit 

PPTP with MPPE 

Preauthentication with ISDN PRI and Channei-Associated Siqnallinq Enhancements 

Priority Queueing (PQ) 

QoS Device Manaqer (QDM) 

htto://tools.cisco.com/ITDITICFN/Dispatch 
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QoS Packet Markinq 

QoS Policy Propagation via Border Gateway Protocol (QPPBl 

QoS Priority Percentage CLI Support 

QSIG Protocol Support 

RADIUS 

RADIUS Attribute 44 (Accounting Session ID) in Access Reguests 

RADIUS Attribute 66 ITunnei-Ciient-Endpoint) Enhancements 

RADIUS Attribute 82: Tunnel Assignment ld 

RADIUS Attribute Value Screening 

RADIUS for Multiple User Datagram Protocol Ports 

RADIUS Progress Codes 

RADIUS Tunnel Attribute Extensions 

RADIUS Tunnel Preference for Load Balancing and Fail-over 

Random Early Detection CREDl 

R ate Queues for SVC's per sub-interface 

Redial Enhancements ·.- Reflexive Access Lists 

~esource Pool Manaqement with Direct Remate Services 

Response Time Reporter (RTRl 

• 

Response Time Reporter CRTRl enhancements 

Restart-delay Granularitv 

RFC 1483 for Token Ring Networks 

RGMP - Router-Port Group Management Protocol 

RIP 

RMON events and alarms 

RSVP - Resource Reservation Protocol 

RSVP Scalabilitv Enhancements 

RSVP Support for ATM/PVCs 

RSVP Support for Frame Relay 

RSVP support for LLQ 

RTP Header Compression 

Secure Copy (SCP) 

Secure Shell SSH Terminal-line access 

,ecure Shell SSH Version 1 lntegrated Client 

Secure Shell SSH Version 1 Server Suoport 

Selective Packet Discard ISPDl 

Selective Virtuai-Access Interface Creation 

Service Assurance Aqent (SAAl APM Application Performance Monitor 

Service Assurance Aqent (SAAl DHCP Operation 

Service Assurance Aqent CSAA) Distribution of Data 

Service Assurance Agent (SAAl DLSW Operation 

Service Assurance Agent ISAA) DNS Operation 

Service Assurance Aqent CSAA) Frame Relay Operation 

Service Assurance Aqent (SAA) FTP Operation 

Service Assurance Aqent (SAA) Historv Statistics 

Service Assurance Aqent ISAA) HTTP Operation 

Service Assurance Agent (SAA) ICMP Echo Operation 

Service Assurance Agent (SAAl ICMP Path Echo Operation 

Service Assurance Aqent CSAAl Jitter Operation 

Service Assurance Agent ISAAl MPLS VPN Operation 

http :/ /tools. cisco.com/ITD IT /CFN /Dispatch 
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Service Assurance Agent (SAA) One Way Jitter 

Service Assumnce Agent (SAA) Path Jitter 

Service Assurance Agent (SAA) Reaction Threshold 

Service Assurance Agent (SAA) Scheduling Operation 

Service Assurance Agent (SAA) SNA LU2 Echo 

Service Assurance Agent (SAA) SNMP Support 

Service Assurance Aqent (SAA) TCP Connect Operation 

Service Assurance Agent (SAA) UDP Echo Operation 

Sheii-Based Authentication of VPDN Users 

Simole Network Time Protocol (SNTP) 

Single Rate 3-Color Marker for Traffic Policing 

SIP - Session lnitiation Pro toco I for VoiP 

SIP - Session lnitiation Protocol for VoiP Enhancements 

SIP Diversion Header lmplementation for Redirecting Number 

SIP Gateway support for Third Party Call Contrai 

Snapshot routing I.- SNMP (Simple Network Management Protocol) 

:>NMP lnform Regues! 

SNMP Manager 

SNMP Support for lOS vLAN Subinterfaces 

SNMP Support o ver VPN 

SNMP Version 3 

SNMPv2C 

Source Specific Multicast (SSM) 

Source Specific Multicast (SSM) - IGMPv3.1GMP v31ite. and URD 

Spanninq Tree Protocol (STP) 

Spanninq Tree Protocol (STP) Extension 

Standard IP Access List Logqing 

Sticky IP 

Stub IP Multicast Routing 

Subnetwork Bandwidth Manager (SBM) 

Switched Multimegabit Data Service (SMDS) 

Ar T.38 Fax Relay for VoiP H.323 

~ acacs SENDAUTH function 

Tacacs Single Connection 

TACACS+ 

Time-Based Access Lists Usinq Time Ranges 

Timer and Retry Enhancements for L2TP and L2F 

Jraffic Policing 

Transparent Bridaing 

Transparent CCS and Frame Forwarding Enhancements 

Transparent Common Channel Sianalina (T-CCS) 

Triggered RIP 

Trimble Palisade NTP Synchronization Driver 

Trunk Conditioning for FRF.11 and Cisco Trunks 

Trusted Root Certification Authority 

Tunnel Endpoint Discovery 

Turbo Flooding of UDP Datagrams 

Two-Rate Policer 

UDLR Tunnel ARP and IGMP Proxy 

http://tools.cisco.com/ITDIT/CFN/Dispatch 
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Uni-Directional Link Routinq (UDLRl 

Unicast Reverse Path Forwardinq (uRPFl 

User Maximum Links 

Usina 31-bit Prefixes on 1Pv4 Point-to-Point Links 

V.92 Modem on Hold 

Virtual Interface Template Service 

Virtual Private Dial-up Network fVPDN \ 

Virtual Profile CEF Switched 

Virtual Profiles 

Voice Busyout Enhancements 

Voice over ATM 

V o ice o ver Frame Relay (FRF.11) 

Voice over Frame Relay Confiquration Updates 

Voice Over IP 

Voice over IP Q.SIG Network Transparency 

VoiP Call Admission Contrai using RSVP 

VPDN Group Session Limiting 

/PN Tunnel Management 

WCCP Redirection on lnbound Interfaces 

WCCP Version 1 

WCCP Version 2 

Weighted F a ir Queueinq (WFQ) 

Weighted RED (WRED) 

Wildcard Pre-Shared Key 

x Digital Subscriber Line (xDSLl Bridge Support 

X.25 

X.25 Annex G Session Status Change Reportinq 

X.25 Calling Address lnsertion and Remova! Based on lnput Interface 

X.25 Closed User Group 

X.25 Failover 

X.25 Load Balancinq 

X.25 on ISDN D-Channel 

Ar X.25 over Frame Relay (Annex Gl 

~ .. 25 o ver TCP (XOTl 

X.25 Remate Failure Detection 

X.25 Switch Local Acknowiedgement 

X.25 Switching between PVCs and SVCs 

X.28 Emulation 

• ~,i 
... ··· .. J " ' 
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Some features are dependent on product model, interface modules (i.e. Line Cards & Por! Adapters), and/or require a software feature 
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Glose Window 
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The Ci sco 1700 series of mEdul ar access router~ 
are designed and priced to provide a cost-effectiv 
integ1atcd e-business platfo~ m for small and 
mediu 111- si zed hu si nesses a1~d e nterprise small 

h1 anch o ffice s. T hesc Cisco IOS-bascd routers deliver high-speed network access, 
cOIIlJlrehen sive security fealL,Jres, and multiservi ce data/voice/video/fax integration to 
meet the most demand1ng e-business requirements. Within the Cisco I 700 series, Cisco 
17 1 O scc urity access router · work with existing broadband modems to provi de 
advanced routing and sccur ty functionality, Cisco I 720 modul ar access routers 

provi de flexible, high-perfo ·mance data access, and Cisco 1751 modular access routers 
are op l imi zed for both voic · and data traffic, providing a sim pie and cost-effective path 
tumult i-service networkin -today or in lhe future . 

When to Se li 

Sei! This Product 

Cisco 1710 

Cisco 1720 

Cisco 1751 

Key Features 

When a C stomer Needs These Features 

• Advancod ,I uting and securily lunclionality when connecting to thelnternet using e broadbend modem 
• Hardwore·· ss isted 3DES VPN encryption at full TI/E I speeds 

• Se cure dat ·only access solution that adapts to customers' evo/ving network requirements 
• Support for data applica tions including VPNs and broadband access services 

• A broad arr y oi WAN services supported, including Frame Aelay, leased fine, ADSL, ISDN BAI, X.25, 
SMDS and ore 

• 3DES VPN ncryption at lull TI/E1 speeds 

Ali the abovo plus: 
• Digital Voi c1 Support 
• IEEE 802.10 VLAN Support 

• Arnple dela li mernory lo support leature rich Cisco lOS software images 

• Suppo1t for up lo 4 serialj' nterfaces or 2ISDN BRI; I autosensing 10/100 Mbps 
Fast Ethcrnet LAN conne ti on; I auxiliary (AUX) port for dial-up management or 
low-speed asynchronous onnections (up to I I 2.5 kbps) 

• Flexihility- I 700 Series supports a di verse set o f WAN and V o ice Interface Cards 
that are shared with the I doo (WAN only) , 2600, and 3600 series routers enabling 
field upgradeability to evc lve wilh the needs o f growing businesses 

• Integrated Device-Cisco 1700 series combines WAN routing, YPN and 
mulli se rvicc access in a s ingle device 

• Expansion Slot-Support optional hardware YPN module for wire-speed IPSec 
3DES encryption and can enable future technolog ies (YPN Module standard on 
Cisco 1710) 

• In tegral eu Security-The 1700 series supports context-based access contrai for 
; dy namic firewall filtering denial-of-service detection and prevention, Java 

b lock in g, real-time alcrts.]Intrusion Detection System (IDS), and encryption. 

•<. IEEE 802. 1Q YLAN Sup ort (Cisco 1710 and 1751 only) 

c Competitive Products 

• 3Com: OJI, ceConnecl NETBuilder 
I • Ascend: Pipeline 130 

• Nortoi/Bay· AN 

• Cisco 1700 Series 

.... d:l"'r.f··· · ------------r-----

• Motorola: Vanguard 6425(only compeles with Cisco 1751) 
• Nortei/M icron: V/IP Gateway (only competes with Cisco 1751) 

Feature 1110 Cisco 1720 Cisco 1751 

~ autosensing 10/100 1-port auJosensing 101100 1·port autosensing i0/100 Mbps Ethernet Fixed LAN Ports 
(connections) ,, 0 ps Eill ernet I10/100BASE-T)Mbps Ethernet(JO/IOOBASE· TI 110/IOOBASE-TI 

Fixed WAN Ports 

Perfonnance 

Modular Slots 

WAN Interface Card 
(WIC) Modules 

Voice Interface Canis 
(VI C) Modules 

Flash Memory 

ORAM Memory 

1-port 10BASE· TEthernet 

None Nona 

9 Mbps 8,500 pps 

Nane 2WAN slots 

Nane See Part Numbers and 
Ordering lntormation 

Nona Nane 

16MB Flash ldelauiVmax) 3MB ldelault); 16MB fmax) 

32MB (default); 48MB fmax) 32MB (delault); 48MB lmax) 

Dimensions IHxWxD) 3.1 x 11.2 x 8.7 in. 3.1 x 11 .2 x 8.7 in . 

Cisco lOS Software and Memory Requirements1 

Distribution lOS lmage 

Part Number Feature Pack Description Release 

CD17·C· 12.x JP only 12.1 Mainline 
IP/ADSL 

CD17-CH-12.x IP/FW 12.1 Mainline 

COI7-CP-12.x IP PhJS 12.1 Mainline 

CD17 ·CHK2·12.x IP/FW Plus IPSEC 3DES 12.1 Mainlino 

CD17-CVP·12.x IPNoice Plus 12.1 Mainline 

CD11·CHV-12.x IP/FWNoice Plus 12.1 Mainline 

CD17·CHVK2-12.x IP/FWNoice Plus IPSEC 3DES 12.1 Mainline 

CDI7·C· 12.x IP only 12. 1T 

CD17-CH-12.x IP/FW 12.1T 

CD17-CP-12.x IP Plus 12.1T 

CD17-CK2-12.x IP Plus IPSEC 3DES 12.1T 

CD17·CHK2-12.x IP/FW Plus IPSEC 3DES 12.1T 

CD17-CVP-12.x IPNoice Plus 12.1T 

CDI7·CHV·12.x IP/FWNoice Plus 12.1T 

COJ7-CVK2-12.x IPNoice Plus IPSEC 3DES 12.1T 

None 

12,500 pps 

3 slots 12 WAN o r Voico slots and 1 V o ice slot) 

Same as Cisco 1720 

Se e Part Numbers and Ordering lnformation 

1751 base model: 16MB ldelaull); 16MB lmax) 
1751-V multiservice ready configuration: 32MB 
ldefault); 32MB (max) 

1751 base modo!: 32MB ldelault); 96MB lmax) 
1751-V multiservico·ready conliguration: 64 
MB (default); 128MB lmax) 

4.0 x 11.2 x 3.7 in. 

Flash Memory ORAM Memory 

Required Required 

4MB 16MB 
8MB 23MB 

4MB 23MB 

4MB 20MB 

8MB 32MB 

3MB 24MB 

8MB 24MB 

3MB 24MB 

4MB 16MB 

4MB 20MB 

8MB 24MB 

8MB 32MB 

8MB 32MB 

8MB 32MB 

8MB 32MB 

8MB 32MB 

CD17-CHVK2·12.x IP/FWNoice Plus IPSEC 30ES 12.1T 8MB 32 MB 

For lhe complete list of lOS Feature Sets, refertothe parts list, via lhe URL listed under "For More lnformation". For 
1. users wilh eco access, search by lOS te ature or relea se via lhe Feature Nav1gatorat http://www.clsco.com/go/ fn 

Selected Part Numbers and Ordering lnformation 1 

Cisco 1100 Series Modular Access Routers 
Clsco i710·VPN·M/K9 Ouai·Elhernet Security Access Aouler, VPN Module, IP/3DES/FW,.- ... , .' ,-) . " 

CISC01720 10/100BASE·T Modular Router w/2WAN slots, Cisco lOS IP SW f." J ~;~ ·1
6 

-,\; ,\ 
CJSC0\ 751 101100 Modular R ou ter w/NJ slots

1
•
0
I0
5
S
1
PINP OJCE Plus I. · ~ . ·-,t .) )':.Jn.· ~ ;} 

CISC0\751-V 10/100 Modular Aouter w otee, \, \ '*f 
CISC0\720-ADSL 10/lOOBASE·T Modular AOSL Aouter '\ ;' '. V / .! j 
Cisco 1700 Series Bundles 
SEC\7-VPN~ 

SEC17·VPN ·M~ 

Cisco 1700 Bundle: FirewaiiiPSoc 3DES, Memory 
Cisco 1703 Bundle: VPN Module, Firewaiiii'Sec 3DES, Memory 

\,;. '·' . . ..... / ... / 
' "' ·"" ,,, ... 

Cisco 1700 Series • 
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C H A P . T E R .-." ·· 

Cisco 1751 Router Overview 

This chapter introduces the Cisco 1751 router, also referred to in this guide as the 
router, and covers the following topics: 

• Key Features 

• Rear-Panel Ports and LEDs 

• Front-Panel LEDs 

• Router Memory 

• Unpacking the Router 

• Additional Required Equipment 

Figure 1-1 shows the Cisco 1751 router. 
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I ' · I 
.fls. N° 

-



.. 

• Key Features 
Chapter 1 Cisco 1751 Route r Overview 

Figure 1- 1 Cisco 1751 Router 

Key Features 
The Cisco 17 51 router is a voice-and-data capable router that provides 
Voice-over-IP functionality (VoiP) and can carry voice traffic (for example, 
telephone calls and faxes) over an IP network. Using one to four WAN 
connections, the router links small-to-medium-size remote Ethernet and 
FastEthernet LANs to central offices. Table 1-1 lists the router key features. 

Cisco 1751 Router Hardware lnstallation Guide 
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Chapter 1 Cisco 1751 Router Overview 

Key Features 

lãble 1-1 Key Features 

Feature Description 

One FastEthernet (1 011 OOBaseTX) 
port 

Cisco interface cards 

Console port 

Auxiliary port 

Security slot 

SNMP support 

VoiP, VoFR, and VoATM support 

Autolnstall support 

78-11258-01 

• Operates in full - or half-duplex mode (with software 
override support). 

Supports autosensing for 10- or 100-Mbps operation (with 
software override support). 

Supports two slots for either WAN interface cards (WICs) 
or voice interface cards (VICs). 

Supports one VIC-only slot. 

Supports the following WICs: ISDN BRI (U and S/T), 56-
or 64-kbps DSU/CSU, FTl/Tl DSU/CSU, WIC-1ADSL, 
WIC-1ENET (Ethemet), highspeed serial, dual-serial, and 
2Async/Sync. 

• Supports the following VICs: 2FXS, 2FXO, 2E&M, 
F2XO-EU, 2FXO-M3, and 2-port ISDN Voice-BRI. 

• Changes in WAN interface configuration can be made as 
your network requirements change. 

Supports router configuration and management from a 
connected terminal or PC. Supports up to 115.2 kbps. 

Supports modem connection to the router, which can be 
configured and managed from a remote location. Supports up 
to 115.2 kbps . 

Supports Kensington or similar lockdown equipment. 

Supports Simple Network Management Protocol (SNMP) to 
manage the router over a network. 

Supports Voice over IP, Voice over Frame Relay, and Voice 
over ATM connections. 

Supports Autolnstall to download configuration files to the 
router over a WAN connection. 

Cisco 1751 Router Hardware lnstallation Guide 
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Chapter 1 Cisco 1751 Router Overview 
Rear-Panel Ports and LEDs 

lãble 1-1 Key Features (continued) 

Feature Description 

Cisco ConfigMaker support 

Cisco Voice Manager support 

Compatible with Cisco Networked 
Office stack 

Supports Cisco ConfigMaker application, a wizard-based 
software tool, to configure a network that includes the 
Cisco 1751 router. 

Supports Cisco Voice Manager to help you install and operate 
voice and fax services over the IP network. 

Stackable with other Cisco Networked Office stack products. 

Rea~PaneiPortsandlEDs 
This section describes the router rear-panel ports and LEDs, which are shown in 
Figure 1-2 and described in Table 1-2 and Table 1-3. 

Figure 1-2 Rear-Pémel Components and lEDs 

Auxiliar ort 

Cisco 1751 Router Hardware lnstallation Guide 
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Chapter 1 Cisco 1751 Router Overview 

lãble 1-2 Hear-Panel Connectors 

Connector/Siot 

Ethernet port 

Auxiliary port 

Console port 

WIC/VIC slot 

WIC/VIC slot 

VIC slot 

Power socket 

Protective earth 

labei/Color 

1011 00-Mbps 
ETHERNET 
(yellow) 

AUX 
(black) 

CONSOLE 
(light blue) 

SLOTO 

SLOT 1 

SLOT2 

+5,+12,-12 
VDC 

Ground wire 

Rear-Panel Ports and LEDs 

Description 

Router connection to the local Ethernet network. This 
port autosenses the speed (1 O or 100 Mbps) and duplex 
mode (full or half) ofthe device to which it is connected 
and then operates at the same speed and in the same 
duplex mode. 

Modem connection for remate configuration using 
Cisco lOS software. 

Terminal or PC connection for local configuration using 
Cisco lOS software. 

Supports either a Cisco WIC or VIC. For detailed 
information, refer to the Cisco WAN InteJface Cards 
Hardware Installation Guide that comes with every 
card. 

Supports either a Cisco WIC or VIC. For detailed 
information, refer to the Cisco WAN Interface Cards 
Hardware Installation Guide that comes with every 
card. 

Supports one Cisco VIC. For detailed information, refer 
to the Cisco WAN Interface Cards Hardware 
Installation Guide that comes with every card. 

Router connection to the externai power supply. 

Router connection to earth ground by using a green and 
yellow 14 AWG ground wire. 

Use the rear-panel LEDs (see Table 1-3) during router installation to confirm that 
you have correctly connected ali cables to the router. 

78-11258-01 
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Front-PanellEDs 
Chapter 1 Cisco 1751 Router Overview 

lãble 1-.1 Rear PanellEOs 

LED Label Color 

FDX Green 

100 Green 

LINK Green 

SLOT O OK Green 

SLOT 1 OK Green 

SLOT 2 OK Green 

PVDMOK Green 

MODOK Green 

Description 

On-Ethemet port is operating in full-duplex mode . 

Off-Ethemet port is operating in half-duplex mode. 

On-Ethemet port is operating at 100 Mbps. 

Off-Ethemet port is operating at 1 O Mbps. 

On when the Ethemet link is up. 

On when either a WIC or VIC is correctly inserted in 
the card slot. 

On when either a WIC or VIC is correctly inserted in 
the card slot . 

On when a VIC is correctly inserted in the card slot. 

On when a packet voice data module (PVDM) is 
correctly inserted in the card slot. 

On when a VPN module is present. 

Front-Panel LEDs 
Use the router front-panel LEDs to determine network activity and status on the 
Ethemet port and on the WIC and VIC ports. The front-panel LEDs are illustrated 
in Figure 1-3 and described in Table 1-4. 

Figure 1-.1 Front-PanellEOs 

SLOT0 SLOT1 SLOT2 
~ ~ " 

CJ o CJ o 
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Chapler 1 Cisco 1751 Router Overview 

Front-Panel LEDs 

Table 1-4 Front-PanellEDs 

lED Color 

PWR Green 

OK Green 

ETH 

ACT Green 

COL Yellow 

SLOT0 

0 Green 

78-11258-01 

Cards Supported 

ISDN 

LED Meaning 

On when DC power is being supplied to the router. 

On when the router has successfully booted up and 
the software is functional. This LED blinks during 
the power-on self-test (POST). 

Refer to Table 3-1 in the "Troubleshooting" chapter 
for inforrnation on how to use this LED for router 
diagnostics. 

Blinks when there is network activity on the 
Ethernet port. 

Blinks when there are packet collisions on the local 
Ethernet network. 

On when the first ISDN B channel is connected. 

Blinks when data is being sent to or received from 
---------the port. For the VIC-2BRI-ST-NT /TE, blinks when 
_2_-p_o_rt_s_e_ri_a_I _____ data is being sent to o r received from any o f the B 

Serial and CSU/DSU 

VIC-2E&M channels. 

VIC-2FXO 

VIC-2FXS 

VIC-2BRI-ST-NT/TE 

WICl-ADSL 

Cisco 1751 Router Hardware lnstallalion Guide 
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• Front-Panel LEDs 

lãble 1-4 Front-Panel LEOs (continued) 

LED 

SLOTl 

0 

Color 

Green 

Green 

Green 

Cards Supported LED Meaning 

Serial and CSU/DSU Off. 

ISDN On when the first ISDN B channel is connected. 

2-port serial Blinks when data is being sent to or received from 
-V-IC ___ 2_E_&_M _____ ·the port. 

VIC-2FXO 

VIC-2FXS 

VIC-2BRI-NT/TE 

ISDN On when the first ISDN B channel is connected. 

Blinks when data is being sent to or received from 
----------the port. 
2-port serial 

Serial and CSU/DSU 

VIC-2E&M 

VIC-2FXO 

VIC-2FXS 

VIC-2BRI-NT/TE 

WICl-ADSL 

Serial and CSU/DSU Off. 

ISDN On when the first ISDN B channel is connected. 

Blinks when data is being sent to or received from 
----------the port. 
VIC-2E&M 

2-port serial 

VIC-2FXO 

VIC-2FXS 

VIC-2BRI-NT/TE 

• Cisco 1751 Router Hardware lnstallation Guide 
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láble 1-4 

LED 

SLOT2 

0 

Cisco 1751 Router Overview 
Router Memory 

Front-PanellEOs (continued) 

Color 

Green 

Green 

Cards Supported LED Meaning 

VIC-2E&M 

VIC-2FXO 

Blinks when data is being sent to or received from 
----------the port. 

VIC-2FXS 

VIC-2BRI-NT/TE 

VIC-2E&M 

VIC-2FXO 

Blinks when data is being sent to or received from 
----------the port. 

VIC-2FXS 

VIC-2BRI-NT/TE 

Router Memory 
This section describes the types o f memory stored in the router and how to find 
out how much of each the router has. 

For instructions on how to upgrade memory in the router, refer to the "Installing 
and Upgrading Memory and Packet Voice Data Modules" appendix in this guide. 

Types of Memory 

The router h as the following types o f memory: 

• Dynamic RAM (DRAM)-This is the main storage memory for the router. 
DRAM is also called working storage and contains the dynamic configuration 
information. The router stores a working copy o f Cisco lOS software, 
dynamic configuration information, and routing table information in DRAM. 

---------------------------~I~h~e'C~I~s~c~o'l~/~s,I~r~o~u~te~r~sh~I~p~s~w~I~th~32~B()fl)~J\ . 

78-11258-01 

• Nonvolatile RAM (NVRAM)-This type ofmemory contains the startup 
configuration. 
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Chapter 1 Cisco 1751 Router Overview 

Flash memory-This special kind o f erasable, programmable memory 
contains a copy ofthe Cisco IOS software. The Flash memory structure can 
store multiple copies ofthe Cisco IOS software. You can load a new leve] of 
the operating system in every router in your network and then, when 
convenient, upgrade the whole network to the new leve!. The Cisco 17 5 I 
router ships with 32 MB o f Flash memory and is not upgradeable. 

Amounts of Memory 

Use the show version command to view the amount of DRAM, NVRAM, and 
Flash memory stored in your router. The following example shows the output of 
the show version command. The bold text displays the amount ofmemory stored 
in this router. 

Router> show version 
Cisco Internetwork Operating System Software 
IOS (tm) Cl700 Software (Cl700-SV8Y7 -M), Version 12.2(8)YN, EARLY 
DEPLOYMENT RELEASE SOFTWARE (fel) 
Synched to technology version 12.2(11.2u)T 
TAC Support:http : //www.cisco.com/tac 
Copyright (c) 1986 - 2002 by cisco Systems, Inc. 
Compiled Wed 30-0ct - 02 11:07 by ealyon 
Image text-base:Ox80008120, data-base:Ox81329648 

ROM:System Bootstrap, Version 12.2(lr)XE1, RELEASE SOFTWARE (fel) 
ROM:Cl700 Software (Cl700-SV8Y7 - M), Version 12.2(8)YN, EARLY 
DEPLOYMENT RELEASE SOFTWARE (fel) 

Router uptime is O minutes 
System returned to ROM by reload 
System image fileis "flash:cl700-sv8y7-mz.l22-8.YN" 

cisco 1751 (MPC860P) processar (revision Ox200) with 55706K/9830K 
bytes o f memory. 
Processar board ID JAD060409KG (290786369), with hardware rev ision 
0000 
MPC860P processor:part number 5, mask 2 
Bridging software . 
X.25 software, Version 3.0 . 0 . 

2 ATM network interface (s) 
2 Voice FXS interface(s) 
32K bytes of non-volatile configuration memory. 
32768K bytes of processar board System flash (Read/Write) 
Configuration register is OxO 

• Cisco 1751 Router Hardware lnstallation Guide 
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Chapter 1 Cisco 1751 Router Overview 

Unpacking lhe Router 

Unpacking the Router 

78-11258-01 

Figure 1-4 shows the items that come with your router. Ali o f these are in the 
accessory kit that is inside the box that your router carne in. 

Figure 1-4 Router Box Contents 

Cisco 1751 router 

Power supply 

Product documentation 

Console cable 
(light blue, RJ-45-to-DB-9) 

DB-25-to-DB-9 modem cable adapter 
"' "' "' "' " 
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Chapter 1 Cisco 1751 Router Overview 
Additional Required Equipment 

Additional Required Equipment 
Depending on your local network and which Cisco WICs and VICs you install in 
your router, you might need other items listed in Table 1-5 to complete your router 
installation. 

lãble 1-5 Additional Required Equipment 

Equipment When Vou Use lt 

Ethernet hub A hub connects pieces ofnetwork equipment (including the router) 
to create a network. You can use a 10-, 100-, or 101100-Mbps hub 
with the router. 

Ethernet switch A switch connects pieces of network equipment (including the 
router) to create a network. You can use a I 0-, I 00-, or I O/ I 00-Mbps 
switch with the router. 

Phillips screwdriver Although the WICs and VICs use thumbscrews, you might need a 
Phillips screwdriver to loosen the WIC and VIC cover. 

Cisco WIC To make a WAN connection, the router must have a supported WIC 
installed. The router supports up to two cards. You can either order 
the cards when ordering the router, and they will be installed for 
you, o r you can order the cards separately, after receiving the router, 
and install them yourself. 

Cisco VIC To make a voice connection, the router must have a supported VIC 
installed. The router supports up to three cards. You can either order 
the cards when ordering the router, and they will be installed for 
you, o r you can order the cards separately, after receiving the router, 
and install them yourself. You must install digital signal processors 
(DSPs) to use VICs in the router. 

Straight-through This cable connects the router to the Ethemet LAN and the WICs to 
RJ-45-to-RJ-45 cable various WAN services, including ISDN, TI/FTl, and 56-kbps 

services. You will need one cable for each of these connections. 

Standard RJ - 11 telephone This cable connects the VIC to a telephone, fax machine, or a 
cable telephone wall-jack. You will need one cable for each o f these 

connections. 

Standard RJ-48 telephone This cable connects the VIC to a PBX trunk line. You will need one 
cable cable for each o f these connections. 

Cisco 1751 Router Hardware lnsta llation Guide 
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Chapter 1 Cisco 1751 Router Overview 
Additional Required Equipment 

lãble 1-5 Additional Hequired Equipment (continued} 

Equipment When Vou Use lt 

Seria l cable This cable connects a serial card to serial services . You must arder 
this cable from Cisco. For detailed information about serial cable 
types, refer to the Cisco WAN Interface Cards Hardware 
lnstallation Guide that comes with every card. 

NT l 

Asynchronous modem 

78-11258-01 

Some ISDN service providers require a Network Termination 1 
device to connect an ISDN S/T port to the ISDN line. 

To configure the router from a remate location, connect a modem to 
the AUX port on the router . 
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Understanding Foreign Exchange Office (FXO) 
Voice Interface Cards 

Introduction 
Before You Begin 

Conventions 
Prerequisites 
Components Useà 

Product Numbers 
Features 
Configuration 
Platform Support 
Related Information 

lntroduction 

Cisco's Foreign Exchange Office (FXO) interface is an RJ-11 connector that allows an analog connection to 
be directed at the PSTN's central office or to a station interface on a private branch exchange (PBX). The 
FXO sits on the switch end ofthe connection. It plugs directly into the line side ofthe switch so the switch 
thinks the FXO interface is a telephone. 

Note: The FXO voice interface card is nota Foreign Exchange Station (FXS) card and therefore will not 
provide dial torre. Do not plug a telephone set to the FXO voice interface card. 

Before Vou Begin 

Conventions 

For more infonnation on docwnent conventions, see the Cisco Technical Tips Conventions. 

Prerequisites 

There are no specific prerequisites for this docwnent. 

Components Used 

This docwnent is not restricted to specific software and hardware versions. 

Product Numbers 

Product Number D€lscriptioa . c 
Cisco - Understanding Foreign Exchange Office (FXO) Voice Interface Cards 
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VIC-2FXO 

VIC-2FXO-EU 

VIC- 2FXO- Ml 

VIC- 2FXO-M2 

VIC-2FXO-M3 

Features 

Product Number n. 

Voice Ports I Tu"' J:'Y() nAri<' . 
Connections Connects to a telco line or to a PBX or key set that 

emulates a telco line. Uses RJ-ll connectors. 

lOS Feature Set 
D <> DJ, "' f"o<>h >ro .,,. 

T 

Caller ID lu . 'TTr . . ')I;"V/l .. }.,fl Ar illC,. ')J;Y() . . 1\lf') 

Battery Reversal D Vlf'--')J:'Y() .. l\lfl "r VTr .. ')J:'Y() .. l\lf'J 

Ground Start Requires VIC-2FXO, VIC-2FXO-Ml, or 
VIC-2FXO-M3 

Loop Start 
~- .11 ,-1 , 

·r 

Configuration 

For configuration ofvoice features in Cisco lOS, see Voice over IP for the Cisco 3600 Series. 

Note: In Cisco lOS, use the global configuration command voice- port <slot>/<VIC slot>/<unit> to 
configure the v o ice port parameters. 

The commands to configure VoiP on Cisco routers are very similar on ali o f the router platforms shown 
below. 

For configuration ofvoice features in CatOS on a Catalyst 4000, see Configuring the Voice Interfaces. 

Platform Support 

The foliowing table shows which routers support the VIC-2FXO voice interface cards including Cisco lOS® 
software release support selection. 

IOS Support 1 1750, 3620, 
2691, 

1751 2 1760 VG200 2600 
3640 3 3660 3 3725, Catalyst 

3745 4000 

Carrier Module Not Not NM-·lV NM-1V NM-lV NM-lV NM-IV WS-X4604 
Required Required NM-2V NM-2V NM-2V NM-2V NM-2V AGM 

VIC-2FXO ali ali 
12.1(3)T 

ali 11.3(l)T, ali ali 
12.1(3a)XI 

versions versions versions ali 12.x versions versic:ms .. -~ -
I ' 
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~-""-,-· ·· r 11.3(6)T .. ' \:,'~-~~~ .. ... 12.0(2) 
12.0(2)T 

VIC-2FXO-EU ali ali 
12.1(3)T 

12.0XK 11.3(6)T 
verswns versions 12.1 12.0(2) 

12.1T 12.0(2)T 
12.2 12.0XK all ali 
12.2T 12.1 versions versions 

12.1(3a)XI 

12.0(7)XK 
12.1T 

VIC-2FXO-M1 
12.2(2)XJ 

ali 
12.1(3)T 

12.1(2)T lt~g~~K 12.0(7)XK 
verswns 12.2, 12.1(2)T ali not 

12.2T 12.2 12.2 versions supported 

12.0(7)XK 
1L2T 12.21 

VIC-2FXO-M2 
12.2(2)XJ 

all 
12.1 (3)T 

12. 1(2)T 12.0(7)XK 12.0(7)XK 
versions 12.2 12.1(2)T 12.1(2)T ali not 

12.2T 12.2 12.2 verswns supported 

11.3(6)T 
1Ln 12.21 

12.0(2) 

VIC-2FXO-M3 
12.1(5)T, 12.0(2)T 11.3(6)T 
12.2, ali 

12.1(3)T 
12.0XK 12.0(2) 

12.2T verswns 12.1 12.0(2)T 
12.1T 12.0XK ali ali not 
12.2 12.1 versions versions supported 
12.2T 12.1T 

12.2 
1 Voice requires an lOS Voice feature set on 1700 series and Pluslle~tfrre set on 2600/3600 series. 

2 On the Cisco 1750, a PVDM (Packet Voice DSP Module) is needed to support the VIC-2FXO. The PVDMs 
hold DSPs that make the card fuliy functional. The 1750 requires a PVDM-4 for one VIC-2FXO anda 
PVDM-8 for two VIC-2FXOs. These PVDMs are installed on the motherboard within the 1750. On the 
Cisco VG200, 2600, and 3600, the NM- 1 V and 2Vs come with the DSPs installed on the module. 

3 Voice is not supported on 3631 . 

Certain FXO voice interface cards include two jumper headers, W3 and W4, to set loop- start or ground-start 
mode (see the Features table). One jumper configures each FXO port. The default setting, which should be 
satisfactory in most installations, is loop start. In this setting, jumpers are placed o ver positions 2 and 3 o f 
headers W3 and W4. Most modem central office equipment, such as DMS-100 and 5ESS switches, provides 
caliing party control (CPC) and Ring on Seize on loop-start lines. CPC aliows quicker disconnection, and 
Ring on Seize minimizes glare ( collision o f inbound and outbound calls on the same interface). If your central 
office does not provide these features on loop start, you may want to configure the FXO card for ground-start 
operahon mstead by movmg the JUmpers to positiOns I and 2. F o r proper operatwn, both Jumpers must be 
configured identicaliy. In most cases, jumper setting should have little orno effect on operation. 

The FXO interface configured for GroundStart is polarity sensitive. If you see from the debug voip ccapi 
ioout a Ox22 disconnect cause code, you may have the telco ground connected to the FXO ground on the 
router. This can be caused by an incorrect RJ-11 cable between the FXO port and the telco jack. If you are 
using a straight through cable try using a crossover, or if you are using a crasso ver try using a straight 
through. 

,_,· 
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The Cisco lOS versions provided are typically the minimum version required to support the platform, moãu·le ·<· 
or feature in question. To fmd out a complete list of Cisco lOS software versions a feature, module, interface 
card, or chassis is supported in, use the Software Advisor tool. This tool is linked below in the Tools 
Information section o f this document. 

Related lnformation 

• Voice - Understanding FXO Disconnect Problem 
• Voice Hardware Compatibility Matrix for Cisco 1750,2600,3600 and VG200 Routers and 

Catalyst 4000, 5000 and 6000 Switches 
• Technical Support- Cisco Systems 

Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statement. 
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Understanding Foreign Exchange Station (FXS)~~:~:~ .. )r' 
Voice Interface Cards 

Introduction 
Before You Begin 

Conventions 
Prerequisites 
Components Used 

Product Numbers 
Features 
Configuration 
Platform Support 
Pinout Information 
Related Information 

« lntroduction 

A Foreígn Exchange Station (FXS) interface connects directly to a standard telephone, fax machíne, or similar 
devíce and supplies ring, voltage, and dial tone. Cisco's FXS interface is an RJ-11 connector that allows 
connections to basic telephone service equipment, keysets, and private branch exchanges (PBXes). 

For more information and troubleshooting, refer to the TAC Case Collection tool. 

Before Vou Begin 

Conventions 

For more information on document conventions, see the Cisco Technical Tips Conventíons. 

Prerequisites 

There are no specific prerequisites for this document. 

--comp-onents USl 

This document is not restricted to specific software and hardware versions. 

The information presented in this document was created from devices in a specific lab environment. All o f the 
devices used in this document started with a cleared (default) configuration. Ifyou are working in a live 
network, ensure that you understand the potential impact o f any command before using it. 

\.,I - . I. • " 
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Product Numbers 

VIC-2FXS Two port FXS Voice Interface Card 

Features 

Feature 

Voice Ports T, !;"V C' 

Connections Connects to a telephone or fax, or to a PBX or key set that 
emuiates a telephone. Uses RJ-11 connectors. 

IOS Feature 
Set I D , . •o 11 D1 " .f, CPt. 

' 

Note: Caller ID is not supported. 

Configuration 

For configuration ofVoice features in Cisco lOS® see Voice over IP for the Cisco 3600 Series. 

Note: In Cisco lOS, use the global configuration command voice- port <slot>/<VIC slot>/<unit> to 
configure the voice port parameters. 

The commands to configure V o ice o ver IP (V oiP) on Cisco routers are very similar on ali o f the router 
p1atforms shown below. 

For configuration ofVoice features in CatOS on a Catalyst 4000 see Configuring the Voice Interfaces. 

Platform Support 

IOS 
Support 1 

Carrier 
Module 

1750, 
. 1751, 

VIC-2FXS a 
versions 

VG200 2600 

versions 

3620, 
36402 

2691, 
3700 

verswns versions 

Catalyst 
.. 4000 

1--voice requires an I<Js-''Vt>i_c_e..._f-e·atare-s-enm!'ffiO-~kries-amhrrrieS-"Plus" featwe set on...Z600fJ600/3900----­
series. 

2 Voice is not supported on 3631. 

Note: On the Cisco 1750, a PVDM (Packet Voice DSP Module) is needed to support the VIC-2FXS. The 
PVDMs hold DSPs that make the card fully functional. The 1750 requires a PVDM-4 for one VIC-2FXS and 
a PVDM-8 for two VIC-2FXSs. These PVDMs are installed on the motherboard within the 1750. On the 
Cisco VG200, 2600, and 3600, the NM-1 V and 2Vs come with the DSPs installed on the module. 

r, 
c .. .J . . L.. 
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Pinout lnformation 

PortO on a VIC-2FXS is designed to accommodate a US style 2-line phone, instead of the usual European 
style 1-line phone. 

This means that in addition to pins 3 and 4 being used, pins 2 and 5 are also monitored. With some phone 
handsets it is possible that pins 2 and 5 are wired up to allow last number re-call or call-forwarding. Ifthis is 
the case, PortO on the VIC will assume you have a 2-line phone, and shutdown port 1. 

To check this, use only two wires in the cable from the VIC to the Phone and verify that Port I becomes 
acti ve again. 

• Pin 1 No Connection 
• Pin 2 line- 2 tip 
• Pin 3 line-1 ring 
• Pin 4 line-1 tip 
• Pin 5 I in e-2 ring 
• Pin 6 Non Connection 

Note: The Cisco lOS versions provided are typically the minimum version required to support the platform, 
module or feature in question. To find out a complete list of Cisco lOS software versions a feature, module, 
interface card, or chassis is supported in, use the Software Advisor tool. This tool is linked below in the Tools 
lnformation section o f this document. 

Related lnformation 

• Voice Hardware Compatibility Matrix for Cisco 1750, 2600, 3600 and VG200 Routers and 
Catalyst 4000, 5000 and 6000 Switches 

• Voice, Telephony and Messaging Technologies 
• Voice, Telephony and Messaging Devices 
• Voice, Telephony and Messaging Software 
• Voice, Telephony and Messaging TAC eLearning Solutions 
• Recommended Reading: Troubleshooting Cisco IP Telephony , Cisco Press, ISBN 1587050757 
• Technical Support- Cisco Systems 

Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. Important Notices and Privacy Statement. 
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CISCO SVSTEMS - 0 
Cis©~ 17511 Modular 

Access Router 

Product Features and 

Positioning 

Q. What is the ideal environment for the 

Cisco 1751 router? 

A. The Cisco 1751 modular access router 

is an ideal access solution for small- and 

medium-sized businesses and small branch 

offices. The Cisco 1751 is a modular access 

platform that offers customers secure 

Internet and intranet access, as well as 

the capability to implement a variety of 

applications in the same platform, 

including voice over IP, virtual-private­

network (VPN) access, and business-class 

Digital Subscriber Line (DSL) access 

when needed . 

In addition to lhe various functions 

available on the 1720, the Cisco 1751 

provides multiservice integrated voice/data 

support. By implementing the Cisco 1751 

into existing data networks, customers can 

save on long-distance interoffice phone/fax 

toll charges while enabling next-generation 

voice-enabled applications such as 

integrated messaging and Web-based call 

centers. 

The Cisco 1751 router is particularly 

snitahle for envjronments that reqnjre· 

• Modularity, flexibility, and investment 

protection to upgrade to new services 

and technologies such as multiservice, 

VPN, and broadband access now or 

!ater 

Cisco Systems. Inc. 

• VPN deployment either now or in the 

future, with requirements for 

encryption speeds up to Tl/El (the 

Cisco 1 7 51 can encrypt at 512 Kbps 

using software-based encryption, and at 

Tl/El using the VPN hardware-based 

encryption card inserted on the 

motherboard) 

• Multiservice data/voice/fax integration 

• Digital voice support (ISDN NT/TE 

VIC support, VIC-BRI-NT/TE) 

• 10/100 Ethernet LAN 

• Dual Ethernet capability (with lOBaseT 

Ethemet WIC) 

• VLAN support (802.1Q)) 

• The flexibility of one voice and two 

WAN/voice interface card slots 

• Higher number of serial interfaces (up 

to tive, including AUX port) 

• Dual ISDN Basic Rate Interface (BRI) 

connections 

• Compression at speeds greater than 128 

Kbps 

• Support for ADSL and G.SHDSL 

interface card 

Q. What are the key differences between 

the Cisco 1751 and the Cisco 1751-V? 

A. The Cisco 1751 and 1751-V support the 

same data and voice functionality. The main 

difference between these two models is that 

the Cisco 1751-V is voice ready, i.e. it 

comes with higher default memory, 1 DSP 

module and the lOS IPNoice PLUS image. 

Table 1 compares the,Cisco 1751 and Cisco 

1751-V. 

~·i · L . 
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Table 1 Feature Comparison of the Cisco 1751 and the Cisco 1751-V 

~CJ;1;&{i7:51 ~~:-t:;;·l .~; 
- .. •< • 

·1··· .. . ' 
' Cisco :'1'751•V ! J1 ~~~~!w'i~ ":.S. !'"~~ • .: (" .··:~· : ' 

Base version Multiservice-ready version 

lncludes everything for data networking lncludes ali the features needed for immediate 
integration of voice and data 

16-MB Flash memory (Non·upgradeable) 32-MB Flash memory (Non-Upgradeable) 

32-MB ORAM (on board) 64-MB ORAM (32 MB on board, 32 MB in ORAM 
OIMM1 socket) 

Cisco lOS IP Software Feature Set Cisco lOS IP/Voice Plus feature set 

Two OSP2 module slots available Two OSP module slots available 

OSPs available separately Comes with one OSP (PVOM-256K-4) inserted in one 
OSP module slot 

OSPs available separately for further upgrades 

VICs available separately VICs available separately 

Flash memory and ORAM upgrades available separately Flash memory and DRAM upgrades available separately 

WICs available separately WICs available separately 

1. Double in-fine memory module 
2. Digital signal processar 

Table 2 Feature Comparison ofthe Cisco 1751 and Cisco 1750 

Feature Cisco 1751 Cisco 1750 

Digital voice support (ISDN BRI VIC and T1/E1 VWICs) Yes No 

VlAN (IEEE 802.1Q) Yes No 

Routing performance (64-byte packets)- fast-switching 12,000 pps 8,500 pps 

Base models: flash/ ORAM (default) Cisco 1751: 16/32 Cisco 1750: 4/16 

Cisco 1751-V: 32/64 Cisco 1750-2V: 8/32 

Cisco 1750-4V: 8/32 

No. of PVDM slots 2 1 

• Q. Is the Cisco 1751 a replacement for the Cisco 1750? 

-~.,.. 

.--- -----------.A..-. "f'lTh~-etsrn 1751 is a supe1 im solution-when-rompared--ttrtfie-Gisoo-+7-50 in terms-Gf-peFfor-mam;e,value-andi------­

functionality (see Table 2). 

~ 
Q. Will the Cisco 1750 be discontinued (i.e. EOS)? 

• A. Yes. Cisco 1750 Router will be end of sale on May 31st 2002. Please refer to the following product bulletin for 

• details: http://www.cisco.com/warp/public/cdpd/rt/1700/prodlit/1660_pp.htm 

Cisco Systems, Inc. J 

Ali conlents are Copyright © 1992-2002 Cisco Systems, Inc. Ali rights reserved.lmportant Notices and Privacy Statement. 
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We urge the customers to migrate to the Cisco 17 51 due to the clear advantages that it offers at the same price po int. 

T he Cisco 1751 Router provides ali of the features o f the 1750 plus support for; digital voice, VLAN , and greater 

performance. In addition, the Cisco 1751 Router comes with more memory than the 1750 (both flash and DRAM) , 

w hich reduces the overall solution cost when deploying voice and/or security features. 

Q. What are the differences between the Cisco 1600-R series and the Cisco 1700 series router? 

A. Compared with the Cisco 1600-R series, the Cisco 1700 series offers increased performance, added flexibility 

with fully modular chasses, and investment protection w ith support fo r new services such as DSL, Voice over IP 

(VoiP), and VPNs at similar price points to the Cisco 1600-R. Wherever possible, Cisco encourages customers to 

move to the new Cisco 1700 platform to be best positioned for future growth and services. Some services (DSL, VoiP) 

are and will not be supported on the Cisco 1600-R series because of performance and architecture limitations. Table 

3 clarifies the features of the Cisco 1600-R and 1700 series families. The Cisco 1600-R series will continue to be 

available, but Cisco is actively marketing the 1700 series as the next-generation access platform ideal for small- and 

medium-sized businesses and small branch offices. Most Cisco 1600-R models have a list price of $1495 (US), and 

an equivalent configuration of the Cisco 1720 is $1595 (US list) . For $100, customers get the added benefits of 

increased performance and the ability to benefit from a broad array of services including VPNs, VoiP, and DSL 

w hen needed. 

o Secure Internet/intranet access with firewall- and software-based DES and 3DES encryption 

o VPN (with optional hardware-based encryption card) 

o Multiservice voice with VoiP and Voice over Frame Relay (VoFR) 

o ADSL and G.SHDSL 

o High-speed LAN (10/100 Ethernet) 

o More modularity 

Table 3 Key Enhanced Capabilities of Cisco 1751 Series Compared to Cisco 1600-R Series 

Cisco 1600·R Series Cisco 1751 Series 
Feature Modular Access Routers Modular Access Routers 

WAN slots 1601-R-1604-R: One fixed WAN port plus Two WAN interface card slots 
one modular WAN interface card (WJC) 
slot 
1605-R: One modular WAN interface card 
(WJC) slot and two 10 Mbps Ethernet ports 

WAN Interface Cards Single serial (sync, async) : WIC-1T Ali Cisco 1600-R series WAN interface 
Supported Single ISDN BRI S/T: WIC-1 B-S/T cards plus: Dual serial (sync): WIC-2T 

Single ISDN BRI U: WIC-1 B-U Dual serial (async/sync): WIC-2A/S 

C::;nnlo coc;~1 .,;th ;ntograted 56[64 K DSU: Ethernet WIC: WIC-1ENET 

WIC-1 DSU-56K4 ADSL WIC: WIC-1ADSL 

Single serial with integrated T1/FT1 DSU: G.SHDSL WIC: WIC-1SHDSL 
WIC-1 DSU-T1 Modem WIC: WIC-1AM and WIC-2AM 

Maximum WAN Two serial (synchronous/asynchronous) Five serial (sync/async, including the 
Interfaces Supported auxiliary port) 

One ISDN BRI (maximum) Two ISDN BRI 

LAf\1 1601-R-1604-R: One 10BaseT Ethernet port One autosensing 10/100 Fast Ethernet 

1605-R: Two 10BaseT Ethernet ports 
~-

i I 

Cisco Systems. Inc. C ~, ,I • Cv. 
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Table 3 Key Enhanced Capabilities of Cisco 1751 Series Compared to Cisco 1600-R Series 

. ' .~ ... /' :; • Cisco 1Soo.R:>SJ~ies I •, 
Cisco .1151 Séries ' l 

Feature Modular Access Routers Modular Act:ess Routers ,. 
j 

t Dual Ethemet support 1605-R: Two 10BaseT Ethernet ports One autosensing 10/100 Fast Ethernet 
on-board interface+ 10BaseT 

t Ethernet WIC 

~ VLAN support (802.1Q} No Yes 

• Support for Voice No Yes: 

~ 
Interface Cards (VICs) 2-port ear and mouth (E&M) voice 

t interface card (VIC) 

• 2-port Direct lnward Dial (DID) 

2-port Foreign Exchange Office (FXO) VIC, 

t and 2-port Foreign Exchange Station 
(FXS) VIC 

~ 2-port Network/Userside BRI 

t 
(VIC-2BRI-NT/TE) 

1 or 2-port T1/E1 Multiflex VWICs 

~ Maximum Voice None Analog: 6 tota l (2 slots support voice or 

t Channels Supported WAN interface cards; a li voice cards 
provide 2 voice ports) 

• Digital: 24 total (T1/E1 Multiflex VWICs) 

~ AUX Port (asy nc up to No Yes 

11 5.2 kbps) 

~ 
Support for Dual ISDN No Yes 

• BRI 

~ Encryption Support DES DES, triple DES 

• IPSec DES Encryption Software performance Software performance 

Speed (DES, 256-byte packets) (3DES, 256-byte packets) 

~ • 128 Kbps (ISDN) 256 Kbps (2xiSDN) 

• Performance with VPN module 

• 
(3DES, 256-byte packets) 

1700 Kbps (T1/E1) 

• Expansion Slot for No Yes 

~ 
High-Speed 
Hardware-Based 

~ Encryption Card 

t Maximum Flash Memory 16MB C1sco1/SI : 16JVI!j 

Cisco1751-V: 32MB 

I 
Maximum ORAM 24MB Cisco1751: 96MB 

t i Memory Cisco1751 -V: 128MB 

Q. Will the Cisco 1600-R support DSL or VPN or multiservice voice or 10/100 Ethernet or 3DES encryption in 

the future? 

A. No. The Cisco 1600-R series was not designed to support the above technologies. 

"' . c-
Cisco Systems, Inc. 
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Q. Should we position Cisco 1700 series to the customer instead of 1600-R? 

A . Yes . Always. Please educate the value proposition of the Cisco 1700 series and the applications and services that 

it can support either now or !ater. We strongly suggest the sales team to help educa te the customer to invest in Cisco 

1700 scries and avoid the cost of upgrading !ater . 

Q. What is the proper positioning of the Cisco 1700 series, and 2600 series routers? 

A . The Cisco 1700 series routers are positioned for small- and medium-sized businesses and small branch offices . 

Beca use ofits modularity, increased performance, and investment protection capabilities, the Cisco 1700 is a strategic 

platform for small- and medium-sized businesses and small branch offices. The Cisco 2600 series routers are 

positioned as enterprise-class solutions for enterprise large branch offices, offering rack-mount for wiring-closet 

environments, internai power supply, and optional redundant power supply. The Cisco 2600 series offers a flexible , 

modular solution with higher performance; more WAN density such as dual ISDN Primary Rate Interface (PRI), 1 O 

ISDN BRis. four T1/E1s, 36 async serial interfaces; and support for dial and digital voice with densities ranging from 

two to 60 calls . 

These four router families are positioned as two winning pairs: 

o Cisco 1700 series for small and medium-sized businesses and enterprise small branch offices 

o Cisco 2600 series for enterprise branch offices 

Q. When would a customer want a Cisco 2600 series router rather than a Cisco 1751 router? 

A. The Cisco 2600 series is better suited for larger enterprise branch offices that require multiple WAN ports and, 

typically, a 19-inch rack-mount enclosure. It provides two WAN interface card slots, plus an additional network 

module slot, which provides higher port densities as well as support for voice services. The key d.ifferences are 

highlighted in Table 4 . 

Table 4 Key Differences between Cisco 1751 Router and Cisco 2600 Series Routers 

Feature Cisco 1751 Cisco 2600 Series 

Performance 12,000 pps 12,000 to 37,000 pps 
(fast -switch 64-byte 
packets) 

Per formance (!PSec 512 Kbps 512 Kbps 
DES-encrypted 
256-byte Packets) 

I"C'"'' o f PmO"ct" 

Small/medium business and small "Enterprise class" 
enterprise branch office 

Desl<wp ,v-ir r. r ack-r r roant;-ideat-for-wiring-closets---

Externai power supply Internai power supply 

I No redundant power supply option 

I Plu Optrona s feature sets for 
enterprise-class software features (IP 
multicast, RSVP. BGP. and so on) 

No enterprise or APPN feature sets 

Redundant power supply option 

Enter rise-class software features p 
standard in Base IP. for example, IP 
multicast, RSVP. BGP 

Enterprise and APPN feature sets 

Cisco Systems. Inc. r 
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Table 4 Key Differences between Cisco 1751 Router and Cisco 2600 Series Routers (Continued) 

:~r "" ~f"* ~" " 
cist:D1751 

··, ' .( •""'"l ' ' ~ ' . :r:ea~re;,/, · ·, : .. ~. 'v ,Cisco 2600 .Series 
~. ' } ' ' ' 

,. 

Not NEBS compliant NEBS com pliant 

No Token Ring LAN Token Ring LAN option 

Support for Voice Yes: supports dua l port E& M . FXO, FXS. DIO Yes: supports dual-port E& M. FXO. FXS. 
lnt eriace Cards and ISDN BRI NT/TE, T1 /E1 Multif lex VWICs ISDN BRI-N/T-TE and BRI-ST/TE, digital T1/ 

E-1 packet voice trun k network module. T 1/ 
E-1 mu ltiflex WAN/voice interface card 
(multiflex WAN/voice interface card) 

Maximum Voice A nalog: 4 ports with 1 WAN slot (up to dual 2 to 60 voice calls 
Interfaces Supported T1/E1 WIC) or 6 ports without WAN access 

Digital: 24 call s w ith one channelized T1 or 
E1 or 12 ports without WAN access 

Maxim um WAN 4 seria l, 2 BRI. 4 AIS 10 BRI. 12 AIS, 36 A. 2 PRI. 1 ATM 
Densities 

Maximum LAN 2 (one on-board 10/100 and an optional 6 Ethernet 
Density Ethernet WIC) 

Slots 2 WA N/voice interface cards + 1 voice 2 WAN interface cards + 1 network modu le 
interface card 

1 internai expansion slot for VPN hardware 1 A IM slot for encryption, compression, 
encryption card voice processi ng, ATM SAR 

Voice Voice-over-IP (VoiP), VoFR Voice/fax-over-IP capable, VoFR capable 

lntegrated Dial Not supported 16 modem or 32 async serial 
Capability 

Q. Which Cisco lOS® release is available with the Cisco 1751 at first customer ship (FCS)? 

A . At FCS, the Cisco 1751 router shipped with Cisco lOS Release 12.1 (5)YB, which is a special release. The Cisco 

175 1 router w ill be available on the 12.2T Release train in 12.2 (4)T 

. c 
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• Softwa re Feature S e t s 

• Q . W hat software feature sets are available for the Cisco 1751 rou ter? 

• A . Twenty-four feature sets are available (see Table 5) . This includes 14 data im ages and 10 data and voice images . 

• Ta ble 5 Minimum M emory Requirem ents and Software Feature Sets for Cisco lOS Releases 12.1(5)YB 

Cisco lOS Fea~re Set Memory Requirement 

FLASH ORAM ' 

IP 4MB 24MB 

• ~ IP/ADSL 8MB 24MB 

• IP/ADSL Plus 8MB 32MB 

t IP/ADSL Plus IPSec 56 8MB 32MB 

I IP/FWIIDS 4MB 24MB 

I IP/ADSLIFWIIDS Plus IP5ec 56 8MB 32MB 

I 
IPIIPX 4MB 24MB 

I IP/ADSL/IPX/FW/105 Plus 8MB 32MB 

IP/ADSL Plus IPSec 3DE5 8MB 32MB 

I IP/ADSLIFWIIDS Plus IPSec 3DES 8MB 32MB 

IPIIPX/ATIIBM 8MB 24MB 

' IP/AOSLIIPX/ATIIBM Plus 16MB 48MB 

IP/A05LIIPX/ATIIBM/FW/105 Plus IPSec 56 16MB 48MB 

IP/AD5LIIPX/AT/IBM/FW/105 Plus IPSec 30ES 16MB 48MB 

~ 
IP/ADSLIVoicePius 8MB 32MB 

IP/Voice Plus 8MB 32MB 

IP/AOSL/Voice Plus IPSec 56 16MB 48MB 

IP/ADSLIFWIIDS/VoicePius 16MB 48MB 

IP/AD5 LIFWIIDS/Voice Plus IPSec 56 16MB 48MB 

IP/IPX/FWIIDS/Voice Plus 16MB 48MB 

IP/AOSL Voice Plus IP5ec 30ES 16MB 48MB 

IP/ADSLIFW/IDS/Voice Plus IPSec 3DES 8MB 32MB 

IP/AD5LIIPX/ATIIBM/FW/IDS/VoicePius IPSec 56 16MB 48MB I 
IP/ADSLIIPX/ATIIBM/FW/IOS/Voice Plus IPSec 30ES 16MB 48MB I 

Check on Cisco Release Notes for the recen t software feature sets and minimum m emory requir ements. 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios 12 2/ 122reln t/index.h tm ,.., 
~ r 1 lt v . 

I ... 
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Starting with Cisco IOS Release 12.0, the base feature sets on the 1600/1700 series include some features formerly 

in the PLUS feature sets: Network Address Translation (NAT) , Open Shortest Path First (OSPF), Remote Access 

Dial-In User Service (RADIUS) , and Next Hop Resolution Protocol (NHRP) . Plus feature sets contain ali the features 

in their corresponding Base feature sets, plus additional value-added features such as Layer 2 Tunneling Protocol 

(L2TP) , Layer 2 Forwarding (L2F), Border Gateway Protocol (BGP), IP multicast, Frame Relay, Switched Virtual 

Circuit (SVC) , Resource Reservation Protocol (RSVP) , PPPoE, NetWare Link Services Protocol (NLSP) , AppleTalk 

Simple Multicast Routing Protocol (SMRP) , and Network Timing Protocol (NTP) . 

Tables 6 through 8 show the features available in the Cisco lOS 1751 feature sets . 

Table 6 Features in Cisco lOS Base Feature Sets 

IP IPRPXI 
Category Basir; Protocols/Features IP IP/ADSL IPRPX Firewall ATRBM 

LAN Transparent bridging X X X X X 

IP X X X X X 

IPX, NetBIOS access lists, name X X 
caching 

AppleTalk phases 1 and 2 X 

WAN Leased I ines, Frame Relay, Switched 56, X X X X X 
SMDS, HDLC 

ISDN leased line (IDSL) at 64 and X X X X X 
128 Kbps 

ISDN Caller ID callback X X X X X 

PPP. PPP compression X X X X X 

Async, SLIP X X X X X 

X.25, X.25 PAD, X.25 over ISDN D X X X X X 
channel 

LLC2, LAPB X X X X X 

IP Routing RIP. RIP2, IGRP. Enhanced IGRP. OSPF. X X X X X 
NHRP 

IP policy routing X X X X X 

GRE tunneling X X X X X 

- 0 ther li:::> )(..RIR _x_ X 

Routing 
(AppleTalk) RTMP X 

Security PAP/CHAP. loca l password X X X X X 

Extended access lists; Lock and Key X X X X X 

RADI US, TACACS+, Token Ring X X X X X 

Cisco Systems, Inc. 
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Table 6 Features in Cisco lOS Base Feature Sets (Cont inued) 

"-' J' ,. :• ,f."'.; .. ' :l•' .. .. ·tp ~ l "', . •' ' 
. eategory • · Basic Protocols/FeatUT#!$ IP : IPJADSL IPhPX Firewall 

' ' 
Quality o f Weighted Fa ir Queueing (WFQ) X X X X 
Service (QoS) 

WAN Bandwidth on dem and, dial on demand X X X X 
Optimization 

IPX and SPX spoofing X 

Snapshot routing X X X X 

Frame Relay FRF.9 X X X X 

Ease of Use 
and 

Deployment ConfigM aker X X X X 

Easy IP (PAT. IPCP, and DHCP server) X X X X 

Network Address Translation (NAn X X X X 

Autolnstall for leased l ine and Frame X X X X 
Relay 

Management SNMP, Telnet, console port X X X X 

CiscoView, Cisco Works2000 X X X X 

Simple Network Tim ing Protocol X X X X 
(SNTP) 

Note: AppleTalk routing and bridging are not supported for asynchronous interfaces . 

Cisco Systems, Inc. 
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Table 7 Data On ly Plus Feature Sets- Add itional Features 

IP/ IP/ • ADSL ADSL IP/ I P/ IP/ADSU 

t 
IP/ IP/ FW/ fW/ ADSU ADSU IP/ADSU IPX/AT/ 

IP/ ADSL ADSL JDS lOS IPX IPX/ IPX/AT/ IBMFW/ 

~ 
Plus AOS Plus Plus Plus Plus FW/ AT/ IBMFW/ IDSPius 
:Protocols/ L IPSec IPSec IPSec IPSec JDS IBM lOS Plus IPSec 

t Features Plus 56 3DES 56 3DES Plus Plus 'IPSec56 3DES 

t ~ 
~ 

WAN Frame Relay X X X X X X X X X 
SVC 

IP BGP X X X X X X X X X 

t Routing 

• Other NetWare Link X X X X 
Routing Services 

~ Protocol 

t AppleTalk X X X 
AURP, ATIP 

t VPN/ IPSec DES X X X X X X 

• Security 

• IPSec Triple X X X 
DES 

t VPN/ L2TP, L2F X X X X X X X X X 

• Tunnels 

~ QoS Resource X X X X X X X X X 
Reservation 

t Protocol 
(RSVP) 

• 
._, 

• 
Random Early X X X X X X X X X 
Detection 
(RED) 

~ 

• 
Cisco Express X X X X X X X X X 
Forwarding 
(CEF) 

Committed X X X X X X X X X 

' access rate 
(CAR) 

NetFiow X X X X X X X X X 

RTP Header X X X X X X X X X 
Compression 
(RTP-HC) 

r, 
Cisco Systems, Inc. "'' •• ,! 
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• Table 7 Data Only Plus Feature Sets-Additional Features (Continued) 

• 
~ 

J 

• • • 
Multi IP Multicast X X X X X X X X X 
media (Protocol 

• ._ 
~ 

lndependent 
Multicast, or 
PIM) 

• 
AppleTalk X X X 
SMRP 

~ 
(multicast) 

~ 
Manage Network X X X X X X X X X 
ment Timing 

• 
Protocol 
(NTP) 

• 
• 

Note: FW denotes Cisco lOS Firewall Feature Set. Enc~ption is offered in special encryption feature sets (Pius IPSec 56 and Plus IPSec 3DES). To build an IP VPN . 
the recommended images are IP Firewall Plus IPSec 6 or IP Firewall Plus IPSec 3DES. 

J Table 8 Data and Voice Plus Feature Sets-Additional Features 

• 
• 

• 
Protocol 

AppleTalk X X 
AURP. ATIP 

VPN/ IPSec DES X X X X X X 
Security 

IPSec Triple X X X 
DES 

'" 
Cisco Systems, Inc. (. 
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~ Table 8 Data and Voice Plus Feature Sets-Additional Features (Continued) 

• 
~ 

• • • ~ 

• ~ • 
VPN/ L2TP. L2F X X X X X X X X X 
Tunnels 

• 
QoS Resource X X X X X X X X X 

Reservation 

• 
Pro tocai 
(RSVP) 

t Random Early X X X X X X X X X 

• Detection 
(RED) 

• Cisco Express X X X X X X X X X 

~ Forwarding 
(CEF) 

• Committed X X X X X X X X X 

• 
• 

Access Rate 
(CAR) 

NetFiow X X X X X X X X X 

~ 
RTP Header X X X X X X X X X 

• Compression 
(RTP-HC) 

~ 

~ ~ 
M ulti IP Multicast X X X X X X X X X 
m edia (Protocol 

~ 
lndependent 
Multicast, or 

• 
PIM) 

• 
AppleTalk X X 
SMRP 

• 
(multicast) 

G.729a X X X X X X X X X 

G.723.1 X X X X X X X X X 

G.726 X X X X X X X X X 

Voice Voice over IP X X X X X X X X X 
Features 

Fax support X X X X X X X X X 
(group 111 fax) 

Cisco Systems, lnc r 
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Table 8 Data and Voice Plus Feature Sets-Additional Features (Continued) 

Private Line X X X X X X X X X 
Automatic 
Ringdown 
(PLAR) 

Support for X X X X X X X X X 
Off-premise 
Extension 
(OPX) 

Support for X X X X X X X X X 
FXS 

Support for X X X X X X X X X 
FXO 

Support for X X X X X X X X X 
E&M 

Support for X X X X X X X X X 
ISDN NTITE 
VIC 

Voice Activity X X X X X X X X X 
Detection 
(VAD) 

Busy out X X X X X X X X X 

Comfort noise X X X X X X X X X 
generation 

H.323 Version X X X X X X X X X 
1 and 2 

DTMF relay X X X X X X X X X 

QoS MLPPP w/ LFI X X X X X X X X X 
(process-switc 
hed) 

FRF traffic X X X X X X X X X 
shaping with 
per VC 
queuing 

IP RTP priority X X X X X X X X X 
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Table 8 Data and Voice Plus Feature Sets-Additional Features (Continued) 
··+·-

IP/ · I P/ 
AOSU ADSL/ 

IP/ I P/ IPX/AT/ IPX/AT/ 
I P/ ADSL/ ADSL/ IP/ IBM/ IBM/ 

IP/ IP/ ADSL FW/ FW/ ADSLI FW/ FW/ 
I P/ ADSL/ AOS LI I lOS/ IDS/ IPX/ lOS/ IDS/ 
ADSL FW/ V o ice Voice Voice Voice FW/ Voice V o ice 
I lOS/ Plus Plus Plus Plus lOS/ Plus Plus 

Plus Protocol/ Voice Voice IPSec IPSec IPSec IPSec V o ice IPSec IPSec 
Category Features Plus Plus 56 3DES 56 3DES Plus 56 3DES 

cRTP (Fast- X X X X X X X X X 
switched) 

MLPPPw/ X X X X X X X X X 
LFI (fast-
switched) 

LLQ (PQ/ X X X X X X X X X 
CBWFQ) 

FRF.11 (VoFR) X X X X X X X X X 

DiffServ X X X X X X X X X 

LAN Functionality 

Q. What types of LANs does the Cisco 1751 router support? 

A. The Cisco 1751 router supports one autosensing 10/100 Fast Ethemet connection, with one 10/lOOBaseTX 

transceiver (R]-45 connector). The 10/lOOBaseTX port can connect to an externai 10/ lOOBaseTX hub or switch or 

directly to a PC Ethernet port {using a crossover cable) using inexpensive, unshielded twisted-pair (UTP) wiring . 

Q. Is the lOBaseT Ethernet WIC supported on the 1751? 

A . Yes. the 10Base T Ethernet WIC is supported on the 1751 to provide dual Ethemet functionality. 

Q. What LAN and routing protocols are supported by the Cisco 1751 router? 

• A . The Cisco 1751 router supports IP. Intemetwork Packet Exchange (IPX), AppleTalk routing. IBM Systems 

• Network Architecture (SNA), and transparent bridging. Routing protocols supported include IP Routing 

t Information Protocol (RIP). RIP V.2. Interior Gateway Routing Protocol (IGRP), Enhanced Interior Gateway 

t Routing Protocol (EIGRP), IPX- RIP, OSPF, on-demand OSPF, NHRP, and AppleTalk Routing Table Maintenance 

~-----------IE.r-Otocol (RTMP) Additiunally. Plus feature sets including: BGP. NLSP and AppleTalk Update-Based Routing 

t Protocol (AURP) are supported in Plus feature sets that support IPX and AppleTalk, respectively. 

t 

• • • • 
t 

• t 

• 
• 
• 

Q . Is it possible to manually set the Fast Ethemet (FE) speed on the Cisco 1751? 

A . Yes, this feature was implemented in releases 12.1 and 12.1T. With prior releases, the FE port speed is 

autonegotiated . 

Q . Is ISL o r IEEE802.1 Q supported on the Cisco 17 51? 

A . IEEE802.1Q is supported on the Cisco 1751. ISL is not supported. The Cisco 1720 and 1750 do not support 

VLAN (IEEE 802.1Q or ISL) . r 
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WAN Func t ionality 

Q. What WAN interface cards are available? 

A. Available WAN interface cards are shown in Table 9 . 

Table 9 Available WAN Interface Cards 

WAN Interface Card Interfaces 

WIC-1T 1 serial, async and sync (T1/E1) 

WIC-2T 2 serial, async and sync (T1/E1) 

WIC-2A/S 2 low-speed (up to 128 kbps) serial, async, and sync 

WIC-18-S/T 1 ISDN BRI S/T 

WIC-1B-U 1 ISDN BRI U with integrated NT1 

WIC-1 DSU-56K4 1 integrated 56/64 Kbps 4-wire DSU/CSU 

WIC-1DSU-T1 1 integrated T1/fractional T1 DSU/CSU 

WIC-1ENET 1 10BaseT Ethernet (only supported in Slot O) 

WIC-1ADSL 1 ADSL 

WIC-1SHDSL 1 G.SHDSL 

WIC-1AM 1 V.90 modem card 

WIC-2AM 2 V.90 modem card 

Q. Are there any WIC slot dependencies with respect to order or maximum number of a certain type? 

A. Ali WICs are supported in any slot and in any combination. 

Q. Does the Cisco 1751 router support two ISDN BRI interfaces? 

-....... 

A. Yes. The Cisco 1751 router supports two BRI interfaces (dia! and ISDN leased line) with two ISDN BRI WAN 

interface cards installed in the two WAN interface card slots. Multilink PPP (MP) can combine the four B channels 

to achieve data rates up to 256 Kbps. 

Q. Do the WIC-1 T. WIC-2T, and WIC-2A/S WAN interface cards support asynchronous serial when installed in the 

Cisco 1751 router? 

A . Yes. The Cisco 1751 router supports asynchronous serial (up to 115.2 Kbps) as well as synchronous serial on the 

serial WAN interface cards. I'he onboard aux port ãlso supports asynchronous senãl at speeds up tor t5--:z-Kõps. 

Q. What WAN protocols does the Cisco 1751 router support? 

A . Point-to-Point Protocol (PPP), High-Level Data Link Contrai (HDLC). X.25 Link Access Procedure, Balanced 

(LAPB) . Switched Multimegabit Data Service (SMDS), Frame Relay, and IBM/SNA are supported over permanent or 

switched digital !ines. PPP and Serial Line Internet Protocol (SLIP) are supported over asynchronous analog !ines. 

,, 
Cisco Systems, Inc. -.,, ,.,1 • \,; 
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Q. Do the serial ports on the Cisco 1751 router support data-communications-equipment (DCE) functionality? 

A . Yes, the Cisco 1751 router supports DCE (that is, supplies clocking). allowing the Cisco 1751 router to 

interconnect without requiring a nu li modem. Also, X.25 packet assembler/disassembler (PAD) functionality is 

supported. IBM Synchronous Data Link Contrai (SDLC) , bisync, and other serial protocols are supported . 

Q. Is IDSL supported on the Cisco 17517 

A. N o. 

Q. Will the Cisco 1751 support three WICs? 

A. The Cisco 1751 can only support two WAN interfaces. The AUX port can be used as another WAN port. Ifyour 

customer needs greater density, the Cisco 2600 would be the solution . 

Q. Does the Cisco 1751 Router support Modem WIC card? 

A. Yes. The Cisco 1751 Router supports one and two-port V.90 modem WIC card. Product number is WIC-1AM 

and WIC-2AM. For more details about the Modem WIC, please refer to the following data sheet: 

http://www.cisco.com/warp/public/cc/pd/rt/1700/prodlit/17srt_ds.htrn 

Voice Functionality 

Q. Does Cisco 1751 support Survivable Remate Site Telephony (SRST)? 

A. Yes. For the detailed information, please refer to the below documents 

Announcement: http:/ /www.cisco.com/cpropart/salestools/cc/pd/rt/1 700/prodlit/ 160 1_po.htm 

Datasheet: http://www.cisco.com/warp/partner/synchronicd/cdpd/unco/srstl/prodlit/srstd_ds.htm 

Q. What voice interface cards (VICs) are supported on the Cisco 1751? 

A. The voice interface cards currently supported are given in Table 10 . 

Table 10 Voice Interface Cards Currently Supported 

Vaice Interface Card Interfaces 
< 

VIC-2010 2-port direct inward dial (DID) voice/fax interface card 

VIC-2E/M 2-port voice interface card E&M 

VIC-2FXO 2-port voice interface card FXO 

V!C-2FXS 2-port voice interface card FXS 

VIC-2FXO-Mi 2-port FXO voice/fax interface card with battery reversal 
detection and CanerrD support (for O .S. and Canada)lenhanced 
version of the VIC-2FXO] 

VIC-2FX0-1Vl2 2-port FXO voice/fax interface card with battery reversal 
detection and Caller ID support (for Europe) [enhanced version of 
the VIC-2FXO-EU] 

VIC-2FXO-M3 2-port voice interface card FXO (for Australia) 

VIC-2FXO-EU 2-port voice interface card FXO (for Europe) 

VIC-2BRI-NT /TE 2-port network side/terminal side ISDN BRI interface 

Cisco Systems. Inc. 
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Table 10 Voice Interface Cards Currently Supported 

~.vo'faretlníeriace c;,.d t" lnterfad,i. '' ·' 1 ~·- ... ; . ' .I ' .. ' . '" ~f.... . 
' '· ·, ,., - ' " 

· VWIC-1MFT-T1 1·port RJ-48 multiflex trunk · T1 

VWIC-2MFT-T1 2-port RJ-48 multiflex trunk - T1 

VWIC-2MFT-T1-D! 2-port RJ-48 multiflex trunk - T1 with drop and insert 

VWIC-1MFT-E1 1-port RJ-48 multiflex trunk - E1 

VWIC-2MFT-E1 2-port RJ-48 multiflex trunk- E1 

VWIC-2MFT-E1-DI 2-port RJ·48 multiflex trunk - E1 with drop and insert 

VWIC-1 MFT-G703 1-port RJ-48 multiflex trunk- E1 G.703 

VWIC-2MFT-G703 2-port RJ-48 m ultiflex trunk- E1 G.703 

Q. How many DSPs are supported in the 1751? 

A. The 1751 has 2 DSP module slots on the motherboard, each ofwhich supports the 5 DSP module. This provides 

a DSP density of 10 DPS's . 

Q. What are the PVDMNIC combinations that are supported? 

A. The supported combinations are shown in Table 11 . 

Table 11 Supported PVDMIVIC Combinatio ns 

Numberof 
DSPs 

PVDM Supported VIC Combinations 

PVDM- 256K-4 1 1 analog VIC 

PVDM-256K-8 2 Up to 2 analog VICs 
o r 
1 voice-BRI VIC 

PVDM -256K-12 3 Up to 3 analog VICs 
o r 
1 analog VIC + 1 voice-BRI VIC 

PVDM-256K-16 4 Up to 3 analog VICs 
o r 
Up to 2 voice-BRI VICs 

Up to 2 analog VICs+ 1 voice-BRIVIC 

PVDM-256K-20 5 Up to 3 analog VICs 
o r 
Up to 2 voice-BRI VICs 
o r 

Upto 2 analog VICs+ 1 voice- BRIVIC or 1 analog VIC+up to 2 voice-BRI VICs 
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Q. Are the PVDM-4 (supported in Cisco 17 50) supported in Cisco 1751? 

A. PVDM-4, 8,12 are not officially supported in the Cisco1751. 

Q. Are the PVDM-256K-4 (supported in Cisco 1751) supported in Cisco 1750? 

A. PVDM-256K-4 , 8,12 are not officially supported in the Ciscol751. 

Q. Does the 1751 support digital VICs? 

'•, . 
.. ., : .... • :-:- " .:o.• · ~ .. 

A. Yes, the 1751 supports digital VICs. At FCS, the ISDN BRI NTffE VIC is supported, and I or 2 port Tl/EI 

VWICs are supported in Cisco IOS 12.2(4)YB or !ater releases. 

Q. Does the Cisco 1751 support the Tl/El VWICs (i.e. the multi-flex cards)? 

A. Yes. From Cisco lOS 12.2(4) YB or !ater releases. It will roll into 5th 12.2 T train release. 

Q. How many DSPs are required to support the various VICs? 

Q. The analog VICs require 1 DSPNIC, the ISDN BRI VIC requires 2 DSPsNIC. For Tl/E1 VWICs, it depends on 

the codec and how many voice channels are used. The number o f maximum channels support per DSP is listed in 

Table 12. 

Table 12 Maximum Channels Support per DSP for T1/E1 Multiflex VWICs 

MaJC Channels/DSP 
Codec Kbps (Digital Calls} 

G .711 64 (PCM) 6 

G.729a 8 (CS-ACELP) 3 

G.726 16 (ADPCM) 3 

G.723.1 5.3/6.3 (ACELP) 2 

G.728 32 (ADPCM/LDCLP) 2 

For example, ifyou are running 12 G. 711 digital Tl/E1 voice calls, then you will need two DSPs. Ifthese are G. 729 

calls, then you will need four DSPs. 

DSP used for the digital calls and for the analog calls have to be calculated separately and one DSP can support 

multiple Codecs concurrently for T I/E I VWICs. 

Q. Does Cisco 1751 support Caller ID? 

----------~Ali-.-. 'ieY~:s-;-Gis€0 1751 supp9Ft5-GaJ.l~sm.is&ioo-GI'I-F..Xs,..EX~Land.EXO.=M2Jnteriaces...lLpcmLi.des..CalleL.. ____ _ 

ID blocking configurable at the source location on FXS, and ability to unblock Caller ID on FXO-M1, M2 interfaces. 

Q. Does Cisco 1751 support analog DID trunk card? 

A. Yes. 
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Q. What does toll reduction ar toll bypass mean? 

A. In most of today's corporate networks, voice networks are separa te from data networks. Typically, data networks 

are priced by a monthly fixed cost basis and are usually much cheaper than the voice networks. An example o f this 

is a leased-line environment. In this case, the customer pays for that network, whether data is flowing ar not. In a 

typical phone network, charges are incurred on a usage basis. Therefore, phone expenses on interoffice dialing can 

be quite expensive, especially since most interoffice calling occurs during "peak" business hours. 

When you have the ability to put your interoffice voice calls across a lower-price ar fixed-price network with a 

product such as the Cisco 1751 platform, you can avoid the "to li" that is charged by the long-distance carrier, local 

exchange carrier (LEC), ar Port, Telephone, and Telegraph (PTT) . The voice cal! then travels over the same network 

that your data travels over and avoids going into lhe Public Switched Telephone Network (PSTN) and, therefore , 

does not incur charges. 

It is easy for companies to figure out the savings that they will get, beca use they receive accurate monthly reports that 

describe their costs from their LECs. Any company that does a great deal of interoffice calling will save more money 

than one that does more "off-net" PSTN-type calling. 

Q. What do the terms FXO, FXS, and E&M mean? 

A. The Cisco 1751 router supports FXO, FXS, and E&M voice interface cards. Each type provides a slightly 

different interface for connecting to different types of equipment. 

Foreign Exchange Office 

The FXO interface allows an analog connection to be directed at the central office (CO) ofthe PSTN. This interface 

is of value for off-premise extension applications. This is the only voice interface card that will be approved to 

connect to off-premise !ines. This interface may be used to provide backup over the PSTN ar for Centrex-type 

operations. This voice interface card needs to be approved by PTTs; it is not available in every country. Check the 

homologation status page at http://wwwin-eng.cisco.corn!Eng/MSABU/Eng_Ops/WWW/index.htm for up-to-date 

availability information. 

Foreign Exchange Station 

The FXS interface allows connection for basic telephone service phones (home phones), fax machines, keysets, and 

private branch exchange (PBXs) by providing ring voltage, dia! tone, and so on. This interface will be used where 

phones are connecting directly to the router. FXS will be very popular for trials because it allows the phones to be 

plugged directly into the router. 

Ear and Mouth 

The E&M interface allows connection for PBX trunk !ines (tie !ines) . It is a signaling technique for two- and four-wire 

----------------------~te~l~epnhh~-crttnk~nrerlae~~. --------------------------------------------------------------------------

Q. What's the difference between FXO and FXO-Ml, FXO-M2? 

A. VIC-2FXO-Ml and VIC-2FXO-M2 support battery reversal detection and Caller ID. While the regular 

VIC-2FXO doesn 't. VIC-2FXO-Ml is for U.S. and Canada, VIC-2FXO-M2 is for Europe. 

Q. Does the Cisco 1751 support three analog VICs, or six analog voice ports? 

A. Yes. Customers requiring this capability need to order the PVDM-256k-12 module (part number: 

PVDM-256k-12=), which provides three DSPs. 
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Q. Is RAS for H.323 gatekeeper registration supported on the Cisco 1751 platform? 

A. Yes. 

Q. In a VoFR and VoiP environment, there are cases where people using OPX extensions would like to use their 

message waiting lights at the remote sites. To provide functionality, the 150 V signal must be sensed on the originating 

end and reproduced on the terminating si de. Is the message waiting function supported on the Cisco 17 51? 

A. The FXS port does not have the ability to provide the voltage leveis necessary to perform this function. 

Q. What are the key features when implementing voice on the Cisco 1751? 

A. Please refer to Cisco 1700 Modular Access Voice Feature Overview 

http://wwwin.cisco.com/cmdcc/pd/rt/1700/sales/orwir_st.htm 

Cisco lOS Security 

Q. What security functions are available for the Cisco 1751 router? 

A. Cisco lOS software supports a wide range of security features. Standard features in base feature sets include 

access controllists (ACLs); authentication, authorization, and accounting (AAA) features such as Password 

Authentication Protocol/Challenge Handshake Authentication Protocol (PAP/CHAP) , TACACS+ , RADIUS, and 

Token Ring; and Lock and Key. Optional features include the Cisco !OS Firewall Feature Set, IP Security (IPSec) 

encryption, and tunneling protocols such as IPSec, generic routing encapsulation (GRE). L2F, and L2TP. 

Q. Can I use the Cisco 1751 router as a firewall? 

A. Yes. The Cisco lOS Firewall Feature Set is supported in the Cisco 1751 router. This feature set offers enhanced 

firewall functionality, including context-based access contrai (CBAC), which enables securing a network on a 

per-application basis. Additional firewall security features include Java applet blocking, denial-of-service detection 

and prevention, and more advanced logging capabilities. For more information, see: http://www.cisco.com/warp/ 

partner/synchronicd/cc/cisco/mkt/security/iosfw/index.htm 

Q. Can I encrypt data on the Cisco 1751 router? 

A. Yes. Two types of encryption technologies are supported: IPSec Data Encryption Standard (DES) 56 and IPSec 

Triple DES. 

Processar 

Q. What is the processar on the Cisco 1751 router? 

A. The Cisco 1751 router uses a Motorola MPC860P PowerQUICC at 48 MHz. The Cisco 2600 series uses an 

--------------.-M""'Pmc~scnblr.TI1e860P processar of-rneCisco-rtJ1-íouterhas<rrrintegra:t:ed-Fcrst-Etet-controtler:-'fhis-ha~------­

implications on performance, as discussed in the Performance section. 
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Performance 

Q . How does the performance of the Cisco 1700 series compare to that of the Cisco 1600-R series? 

A . As Table 13 shows, the Cisco 1751 router performance is greater than that of the Cisco 1600-R series. 

Table 13 Performance Comparison of the Cisco 1600-R Series and the Cisco 1751 

F e ature Cisco 1600·R Series Cisco '1751 '· 

Encryption IPSec DES 56 (256-byte packets) 128 Kbps 512 Kbps 

Encryption JPSec 3DES (256-byte packe ts) Not s upported 256 Kbps 

Fast Switching (64-byte packets) 2 Mbps (4000 pps) 4.3 Mbps (8400 pps) 

Processar Switching (64-byte packets) 300 Kbps (600 pps) 768 Kbps (1500 pps) 

Q. How does the performance of the Cisco 1751 router compare with that of the Cisco 2600 series routers? 

A. The Cisco 2600 series router has higher fast-switching performance (12,000 to 37,000 pps for 64-byte packets) 

compared to the Cisco 1751 router (8400 pps) . However, the encryption and process switching performance for both 

platforms are similar (512 Kbps for IPSec DES 56 encryption with 256 byte packets; 768 Kbps or 1500 pps for 

process switching o f 64-byte packets) . 

Q. Why is the fast-switching performance ofthe Cisco 1751 router not equal to that of the Cisco 2600 series when 

they appear to use the same processar? 

A. The Cisco 1751 router uses a Motorola MPC860P processar, which is different from the MPC860 processar on 

the Cisco 2600 series. The Motorola 860P has an integrated Fast Ethernet controller. This processar uses an 

arbitration scheme that continuously polls for contenders for the Fast Ethemet bus in a round-robin fashion. 

Contenders are the serial communications controllers (SCCs), Ethernet controller, and cache. This process o f 

round-robin polling uses up clock cycles, resulting in lower fast-switching performance. 

Internai Expansion Slot and Encryptíon Card 

Q. Can the internai expansion slot of the Cisco 1751 router support the advanced integration module (AIM) 

expansion cards (for example, encryption) that is supported on the Cisco 2600 series? 

A. No. The Cisco 2600 series has an AIM slot that is based on a protocol contrai information (PCI)-bus architecture; 

the Cisco 1751 router, on the other hand, uses a Q-bus to lower cost. Although the expansion cards on these 

platforms are not the same, the encryption technology is interoperable and, therefore, creates a complete Cisco 

! 

' 

--------------------~~ffi~fl~·hff~~-------------------------------------------------------------------------

Q. Does the Cisco 1751 support the 1700 VPN module that accelerates DES and 3DES for IPSec? 

A. Yes. See VPN Module Q&A at: http://wwwin.cisco.com/Mkt/cmdcc/cisco/mkt/access/1700/internal/ 

vpn17 _qa.htm. 

. c 
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Compression 

Q. Does the Cisco 1751 router support compression? 

A. Yes. Up to 4:1 compression is supported. The Cisco 1751 router supports both Stac and predictor compression 

algorithms. Compression performance for the Cisco 1751 router has not been measured yet. 

Q. What compression algorithms are supported on the Cisco 17 51 router? 

A. The WAN interfaces of the Cisco 1751 router support the types of compression algorithms for each of the WAN 

encapsulations given in Table 14. 

Table 14 Compression Algorithms Supported on the Cisco 1751 Router 

Encapsulation Compression Algorirhm 

PPP Predictor stacker 

Frame Relay Payload 

HDLC Stac 

X.25 Payload 

LAPB Predictor Stac 

IBMISNA Features 

Q. What IBM/SNA features are available for Cisco 1751 router? 

A. The supported IBM/SNA features on the Cisco 1751 router are equivalent to those supported on the Cisco 

1600-R, 2500, and 2600 series routers (see Table 15) : 

Table 15 IBM/SNA Features Supported on the Cisco 1751 Router 

STUN NetBIOS .. ·- -· 

SDLC SNA priority queue 

SDLLC NetView NSP 

Bisync BSTUN native client interface architecture (NCIA) serve r 

DLSW+ (data-link switching plus) Local acknowledgment 

QLLC RSRB (required for DLSw) 

""'""' ~~Al'\r,RF-e-1-496) Response-time-report~r-fint~metwerk-perfermaAee-meniter) 

IBM Network Manager/LAN Manager Ali CiscoWorks Blue (maps and so on) 

DSPU Ali Cisco IBM MIBs 

Note: Token Ring and Advanced Peer-to-Peer Networking (APPN), supported on the Cisco 2500 and 2600 series. are not supported on Cisco 1600-R series and 1751 
routers. 
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Q. Will the Cisco 17 51 router support Token Ring interfaces? 

A. No, there are no plans to support Token Ring on the Cisco 1751 router. 

Q. When do I sell a Cisco 1751 router IBM solution? 

A. The Cisco 1751 router is best sold for IBM/SNA opportunities that require: 

• One Ethernet/1-5 WAN configuration (including the AUX) 

• Modularity!flexibility-The Cisco 1751 series provides two WAN interface card slots, allowing customers to add 

or change WAN services as needed 

• Multiservice voice/data integration now or in the future 

Q. What IBM/SNA software feature sets are available for Cisco 1751 router? 

A. IBM/SNA feature sets available for Cisco 1751 router include: 

• IP/IPX/AppleTalk!IBM 

• IP/ADSLIIPX/AppleTalk!IBM Plus 

• IP/AOSLIIPX/ATIIBM/FW!IOS Plus IPSec 56 

• IP/AOSLIIPX/ATIIBM/FWIIOS Plus IPSec 30ES 

• IP/AOSLIIPX/ATIIBM/FW!IOSNoice Plus IPSec 56 

• IP/ADSLIIPX/ATIIBM/FWIIOSNoice Plus IPSec 30ES 

Note: Use Plus for L2F, L2TP, BGP, NTP, NLSP, RSVP. IP multicast, Frame Relay SVC, and encryption support. 

Memory Architecture 

Q. What memory architecture does the Cisco 1751 router use? 

Q. The Cisco 1751 router uses the run-from-RAM memory architecture. 

Q. What type of ORAM memory does the Cisco 1751 router use? 

A. The Cisco 1751 router uses synchronous ORAM (SORAM). The default ORAM is 32MB fixed onboard for the 

17 51 model, and 64 MB for the 17 51-V model. There is one DIMM slot for adding additional memory in increments 

of 16, 32, and 64MB. The maximum ORAM for the 1751 model is 96MB (32MB onboard plus 64MB DIMM). 

The maximum ORAM for the 1751-V model is 128MB (64MB onboard plus 64MB DIMM). 

Default ORAM (MB) 32 64 

I <CO 
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Q . What type o f Flash memory does the Cisco 1751 router use? 

A . The Cisco 1751 router uses onboard (soldered on the motherboard) flash. The Ciscol751 has 16MB of flash . 

The Cisco 1751-V have 32MB offlash. This is a fixed configuration-it is not upgradeable and there is not a flash 

card slot on the motherboard to add more flash. 

j.. ' " ! ', t 4 

. ·, . · Cisco 1751 Cisco 1751-V · 

Default Flash {MB) 16 32 

M ax. Flash (MB) 16 32 

Q. What is the flash memory used for? 

A. Cisco lOS software and configuration files are stored flash . Also, flash memory allows software upgrades to be 

downloaded over the WAN or LAN link to be stored in the Mini-Flash card. 

Q. How are software images and configuration files stored in flash? 

A. Flash come preprogrammed with Cisco lOS software. Software upgrades and configuration files must be copied 

using Trivial File Transfer Protocol (TFTP) onto a Mini-Flash card in a Cisco 1751 router. 

Q. ls dual Flash bank supported on Cisco 1751 routers? 

A. Yes. Dual Flash bank is supported. Although both the Cisco 1751 and Cisco 1751-V support dual flash bank, we 

recommend that customers requiring dual flash bank purchase the Cisco 17 51-V model since it comes with 32 MB 

flash . 

Q. Does the Cisco 1751 use the same DRAMas the Cisco 1720/1750? 

A. Yes. However, the Cisco 1751 does not support the 4 and 8MB DIMM (MEM1700-4D= and MEM1700-8D=) . 

In addition there is a new 64MB DIMM available for the Cisco 17 51 

Q. Does the Cisco 1751 use the same flash as the Cisco 1720/1750? 

A. No. The flash in the Cisco 1751 is soldered on the motherboard, and is therefore not upgradeable. 

Q . Can the amount of shared (input/output [I/0]) memory on a Cisco 1751 router be configured? 

A. Yes. lt can be modified using Cisco lOS command-Jine interface (CLI) and saved as part of the router 

configuration. 

Power Supply 

-----------.Q".--Whartyp·e-of"puwersuppltes-does-the-€isetr:H'-5+-rt~urerusef'----------------------­

A . The Cisco 1751 router uses one universal power supply that is applicable for ali countries. There are no country-

specific power supplies. The AC input voltage o f this universal power supply spans from 100 to 240 V; the frequency 

from 4 7 to 64 Hz. {Although this power supply works in ali countries, the user still has to specii)' the power cord 

appropriate for a particular country.) The router also has a locking connector on the power socket to ensure that the 

power cord remains securely fastened. 
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MTBF 

Q. What is the mean time between failures (MTBF) for the Cisco 

1 7 51 router? 

A. The predicted MTBF is 514,526 hours. This predicted MTBF 

includes the chassis and external power supply but not the WAN 

interface cards or voice interface cards. 

Network Management 

Q. How is the Cisco 1751 router managed? 

A. Like ali Cisco routers, the Cisco 1751 router can be managed via 

Simple Network Management Protocol (SNMP) , via a Telnet 

session, and through a directly connected terminal or PC running 

terminal emulator software. 

/~JZJ::::''\. 
/ / \ \ L r !) 1.. r)l\ ~ ·; ': 
t. " ~~ :;-);;_) ~\?cY ! J 
\ \ i / 

Q. Do CiscoView, CiscoWorks2000, and Cisco Voic~'l\1~~<.>;;:/ '' 
support Cisco 1751 routers? ""·-.;;..:-··'"" 

A. Yes, CiscoView. CiscoWorks2000 and Cisco Voice Manager 
supportcd. 

Q. Does Cisco ConfigMaker support Cisco 1751 routers? 

A. Yes. Cisco ConfigMaker supports Cisco 1751 routers. starting 

with Release 2.5b. 

Q. Does the Cisco 1751 router support Remate Monitoring 

(RMON)? 

A. The Cisco 1751 router supports only RMON lite. RMON lite 

covers two out of thc nine RMON groups. alarms, and cvents. 

Full RMON (statistics, history, hosts, hostTopN, matrix, filter. 

capture) features are available for thc Cisco 2500 and 2600 

series routers . 
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Servidor de 
Segurança Pi. ~5:35 

Lógica- Tipo 1 

ATRIBUTOS OFERTADOS 
CONFIRMA PÁGINA DA 

ATRIBUTO REQUISIH S DO EDITAL ATRIBUTOS OFERTADOS ATENDIMENTO DOCUMENTAÇÃO 
ADICIONALMENTE 

(SIM I NÃO} TÉCNICA 

Operar come Firewall, sendo 
formado por n ~ mínimo por dois 
módulos que d ~verão integrar-se 

Foram utilizados dois aos dois Switct es Tipo 1 a serem 
Servidores PIX535, externos N/ A N/ A N/ A instalados m BSB e dois 

módulos que d everão integrar-se 
aos Switches tipo 1 

aos dois Switc es Tipo 1 a serem 
instalad ps em SPO 

Será permitic a a utilização de 
servidores, en substituição aos 

1 - Descrição módulos, consi • erando-se a razão Conforme Edital 
de um pard e servidores em Foram utilizados dois 

N/ A SIM 
Ver propostas 

substituição a um módulos. Os Servidores PIX535, externos Técnica e Comercial 
servidores de~ erão trabalhar em aos Switches tipo 1 
pares, com o pbjetivo de manter 
a alta disponib 'lidade do sistema 

O produto te m que oferecer 
controle de ace sso, permitindo-se 

~-
atender a 1 ma politica de 

Conforme Edital N/ A SIM Anexo 29 - pág. 1, 2 - segurança, d~finindo o tipo de L( tráfego que pc1de entrar/sair das 
redes prot gidas por ele. 

0 -
o (/) .. - I Aute nticação Conforme Edital N/ A SIM Anexo 29 - pág. 4 
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z :- :._ NAT 1- e NAT 1-n Conforme Edital N/ A SIM Anexo 29 - pág. 4 
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2":. Carácteristicas 
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~ 

Segurança de c onteúdo (antivírus, 
checagem de L RL e Java/ActiveX 

Au(litoria 

Disponibilidade . No caso de falha, 
uma segunda r 1áquina ou módulo 
deve assumir c controle de forma 
transparente a o usuário (Stateful 

Firewa 11 Failover) 

Gerar alertas ~m tempo real por 
meio de e-ma I quando se tentar 

violar a polit ca de segurança 

Proteção base da no algoritmo de 
segurança daptável (ASA -

Adaptive Se ure Algorithm) ou 
compatível, que ofereça um 

firewall orient~ do à conexão com 
elas sificação 

Prevenção c ontra ataques de 
negação de erviço (Denial-of-

S~rvice) 

Suporte à apl cações Multimídia 

Suporte à ge ência de Listas de 
Acesso E m roteadores 

Configura ção e gerência 
centralizada em cada um dos 

sites 
Capacidade ~e gerenciamento 

namoto 

' I 

~ 

Anexo 40 - pág. 1 
Conforme Edital N/ A SIM Anexo 41- pág. 1 

Anexo 42 - pág. 1 
Conforme Edital N/ A SIM Anexo 29- pág. 3 

Conforme Edital N/ A SIM Anexo 29- pág. 6 

Conforme Edital N/ A SIM Anexo 43- pág. 1 

Conforme Edital N/ A SiM Anexo 29 - pág. 1 

Conforme Edital N/ A SIM Anexo 29 - pág. 2 

Conforme Edital N/ A SIM Anexo 29- pág. 1 

Anexo 44 (todas as 
páginas) Anexo 45 

Conforme Edital N/ A SIM (todas as páginas) 
Anexo 46 (todas as 

páginas) 

Anexo 29 (todas as 
Conforme Edital N/ A SIM 

páginas) 

Conforme Edital N/ A SIM 
Anexo 29 (todas as 

páginas) 
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2 - Características e 
Funcionalidades 

c 

~ 

Suporte de s ~rviços estendido 
para todo o ' rotocolo IP, com 
possibilidade de customização 

A Interface deve permitir a 
visualizaçã o da politica de 

segurança defi 1ida, com opção de 
ocultar e vis Jalizar grupos de 

regras desejac os e o diagrama da 
rede protegida 

Capacidade ele gerar relatóros 
gerenciais, om informações 
sobre estatí ~ticas de tráfego, 
regras mai~ utilizadas e etc. 

Suportar intewção com produtos 
para sistem s de inspeção de 

conteúdo (H · P, FTP, SMTP) de 
terceiros e Sl porte ao protocolo 

~.323 

O produto c everá integrar-se 
perfeitamente com o Sistema para 

Detecção dE Intruso oferecido 

Suportar aute ~ticação de usuário, 
autentica( ão de sessão e 

autenticaç~o de cliente, bem 
como interagir com sistemas de 

autenticação ~ADIUS e TACACS 

~ 

Anexo 48 (todas as 
Conforme Edital N/ A SIM páginas) Anexo 49 

(todas as páginas) 

Anexo 49 (todas as 
Conforme Edital N/ A SIM páginas) Anexo 50 

(todas as páginas) 

Conforme Edital N/ A SIM 
Anexo 51 (todas as 

páginas) 

Anexo 52- pág. 4-6, 4 
Conforme Edital N/ A SIM 

8, 4-9, 4-13 

Conforme Edital N/ A SIM Anexo 29 - pág. 4 

Anexo 29 (todas as 
Conforme Edital N/ A SIM 

páginas) 



O sistema de gerenciamento de 
Firewalls deverá ser 

dlspon~ilizado pela 
CONTRATA A em hardware à Conforme Edital Foram 

parte, sendo m sistema em BSB disponibilizados dois 
e um sistem8j em SPO, podendo servidores Intel para o N/ A SIM 

Ver propostas 

ser integra · o em um mesmo gerenciamento. Um em BSB Técnica e Comercial 

frame work de gerenciamento dos e outro em SPO 
servidores para Detecção de 

Intrusos, Sw tch tipo 6 e roteaor 
ipo 1. 

Capacidade ~e tratar no mínimo 
Conforme Edital 

3 - Características de 
400.000 conexões simultâneas 

N/ A SIM Anexo 29 - pág. 6 

Desempenho 
Capacidade de processamento 

Conforme Edital superior a 1.5 Gbps em texto claro 
N/ A SIM Anexo 29 - pág. 6 

Em caso d fornecimento de 
4 - Configuração equipamento externos ao Switch 

Anexo 29- pág. 6 

Física do tipo 1, estes deverâo possuir no Conforme Edital N/ A SIM 
Anexo 54 (todas as 

Equipamento mínimo 06 in erfaces 10/100TX e 
páginas) Anexo 55 

02 interf~ce 1 OOOBaseSX 
(todas as páginas) 

Todo o amlbiente de Firewall 
A CONTRATADA se 

de,erã setcompanhado de Conforme Edital 
responsabilizará por 

documenta ão de instalação e 
N/ A SIM toda a documentação 

5- Características 
co figuração 

de instalção e 
configuração 

Adicionais 
Possuir alim entação elétrica de 
acordo con a localidade onde 

serão instalados os Conforme Edital N/ A SIM Anexo 29 - pág. 7 

~ equipamento , com frequência de 
60Hz 
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Servidor de 
Segurança 

Lógica- Tipo 2 

ATRIBUTO 

1 - Descrição 

. ( 

PIK525 

REQUISIT<~S DO EDITAL 

Operar como irewall, devendo 
ser formadc s por pares de 
máquinas, com cada par 

trabalhando e n conjunto, com o 
objetivo dE manter a alta 

disponibilidad~ do sistema: Um 
par deverá ser instalado em BSB 
e um par deve á ser instalado em 

~PO 

Oferecer co1
1
.trole de acesso 

permitindo ateirildimento a politica 
de segurança, definindo o tipo de 

tráfego de e trada e saída da 
rede, pro egida po ele 

Aute:nticação 
NAT 1- e NAT 1-n 

ATRIBUTOS OFERTADOS 

Conforme Edital 

Conforme Edital 

Conforme Edital 
Conforme Edital 

ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

N/ A 

N/ A 

N/ A 
N/ A 

CONFIRMA PÁGINA DA 
ATENDIMENTO DOCUMENTAÇÃO 

(SIM I NÃO) TÉCNICA 

SIM 

SIM 

SIM 
SIM 

Anexo 53 - pág. 1 

Anexo 53 (todas as 
páginas) 

Anexo 53 - pág. 4 
Anexo 53 - pág. 4 
Anexo 40 - pág. 1 

Segurança de onteúdo (antivírus, Conforme Edital N/A SIM Anexo 41 _ pág. 1 
checagem de 1RL e Java/ActiveX Anexo 42 _ pág. 1 

A dito ria I--__::C:..:o:.:..:n.:.::fo:.:..:rm:..:.:.::.e.:E:..:d::..:ita=I--+----....:.N~/;....;A~----+--....;;S~IM.;....__-+-A-n_e_xo_53_-_,_Pa.;...:· 9~·-3-1 

Gerenciam nto Corporativo, 
permitin~o que vários 

equipamentos ~ejam gerenciados 
de uma 1 nica console 

Conforme Edital N/ A SIM Anexo 53 - pág. 6 
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· - Cªracterísticas e 
Funciooalidades 

' 
Disponibilidade. No caso de falha 
uma segunda áquina ou módulo 
deve assumir o controle de forma 
transparente a usuário (Stateful 

Firewal Failover) 

Gerar alertas m tempo real por 
meio de e-mail quando se tentar 

violar a polfti a de segurança 

Proteção base tta no algoritmo de 
segurança a aptável (ASA ­

Adaptive Sec re Algorithm) ou 
compatrvel, ue ofereça um 

firewall orienta o à conexão com 
elas ificação 

Prevenção c ntra ataques de 
negação de s rviço (Denial-of­

S rvice) 

Suporte à ger ncia de Listas de 
Acesso e roteadores 

Configura 
centralizada 

Capacidade e gerenciamento 
r moto 

Suporte de s rviços estendido 
para todo o rotocolo IP, com 
possibilidade de customização 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

Conforme Edital N/ A 

SIM Anexo 43 - pág. 1 

SiM Anexo 53- pág. 1 

SIM Anexo 53 - pág. 2 

SIM Anexo 53 - pág. 1 

Anexo 44 (todas as 
páginas) Anexo 45 

SIM (todas as páginas) 
Anexo 46 (todas as 

páginas) 

SIM Anexo 53 (todas as 
páginas) 

SIM Anexo 53 (todas as 
páginas) 

Anexo 48 (todas as 
SIM páginas) Anexo 49 

(todas as páginas) 

Anexo 49 (todas as 
SIM páginas) Anexo 50 

(todas as páginas) 
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J A Interface eve permitir a 
visuallzaçãta polftica de 

segurança defin da, com opção de 
ocultar e visu lizar grupos de 

regras desejados e o diagrama da 
rede~ rotegida 

Capacidade d ~ gerar relatóros 
gerenciais, c m informações 
sobre estatís icas de tráfego, 
regras mais Jtil izadas e etc. 

Suportar integn ção com produtos 
para sistema de inspeção de 

conteúdo (HTT ~. FTP, SMTP) de 
terceiros e su1 orte ao protocolo 

H.323 

O produto dfern lntegra,-se 
perfeitamente c m o Sistema para 

Detecção de ntruso oferecido 

Suportar autenjicação de usuário, 
autenticaç~o de sessão e 

autenticação de cliente, bem 
como interagir com sistemas de 

autenticalção R foDIUS e TACACS 

Suportar VPN ' adrão IPSec, com 
as seguinte~ características: 

Algoritmos de riptografia (DES e 
3DES), capa idade superior a 
1000 conex1 · es simultâneas, 

capacidade de processamento em 
3DES superio~a 50Mbps, suporte 

a certificado digitais X.509v3 

i 

Conforme Edital N/ A SIM Anexo 51 (todas as 
páginas) 

Conforme Edital N/ A SIM Anexo 52 - pág. 4-6,4 
8, 4-9, 4-13 

Conforme Edital N/ A SIM Anexo 53 - pág. 4 

Conforme Edital N/ A SIM Anexo 53 (todas as 
páginas) 

Conforme Edital Foram 
disponibilizados dois 

Ver propostas servidores Intel para o N/ A SIM 
Técnica e Comercial gerenciamento. Um em BSB 

e outro em SPO 

Conforme Edital N/ A SIM Anexo 53- pág. 6 
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O sistema de ! erenciamento de 
Firewalls deverá ser 

disponibiliz do no mesmo 
Conforme Edital N/ A SIM Anexo 53 - pág. 6 hardware g ~renciador dos 

Servidores de pegurança Lógica 
tipo 1 em BSB e SPO 

Anexo 53 - pág. 6 
Capacidade d tratar no mínimo 

Conforme Edital N/ A SIM 
Anexo 54 (todas as 

280.000 cone ões simultâneas páginas) Anexo 55 
(todas as páginas) 

3 - Características de 
Desempenho A CONTRATADA se 

Capacidade dr processamento responsabilizará por 
Conforme Edital N/ A SIM toda a documentação superior a 350Mbps em texto claro 

de instalção e 
configuração 

Em caso de ornecimento de 
4 - Configuração equipamentos ~xternos ao Switch 

Física do tipo 1, estes d ~verâo possuir no Conforme Edital N/ A SIM Anexo 53 - pág. 7 
Equipamento mínimo 06 interfaces 10/1 OOTX e 

01 interfac ~ 1 OOOBaseSX 

Todo o amb ente de Firewall 
A CONTRATADA se 

deverá ser~ companhado de 
responsabilizará por 

documentaç~ o de instalação e 
Conforme Edital N/ A SIM toda a documentação 

de instalção e 
5- Características 

con guração configuração 
Adicionais 

Possuir alime rtação elétrica de 
acordo com localidade onde 

serão ir stalados os Conforme Edital N/ A SIM Anexo 53- pág. 7 
equipamentos, com frequência de 

OHz 
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Cisco PIX 535 Security Appliance 

Figure 1 

Cisco PIX 535 Security 

The Cisco PIX® 535 Security Appliance delivers enterprise-class security for enterprise 
and service provider networks in a high perfonnance, purpose-built appliance. lts 

highly modular three·rack unit (3RU) design supports up to ten 10/100 Fast Ethemet 

interfaces or nine Gigabit Ethemet interfaces as well as redundant power supplies, 

making it an ideal choice for businesses requiring the highest leveis of perfonnance, 

port density, reliability, and investment protection. Part of the world·leading Cisco PIX 

Security Appliance Series, the Cisco PIX 535 Security Appliance provides a wide range 

of rich integrated security services, hardware VPN acceleration capabilities, and 

powerful remote management capabilities in a highly scalable, high·performance 
solution. 

Enterprise·Ciass Security for 

Large Enterprise and Service 

Provider Networks 

The Cisco PIX 535 Security Appliance 

delivers a multilayered defense for enterprise 

and service provider networks through rich. 

integrated security services including stateful 

inspection firewalling, protocol and 

application inspection, virtual private 

networking (VPN) in-line intrusion 

protection, and rich multimedia and voice 

security in a single device. The 

state-of-the-art Cisco Adaptive Security 

Algorithm (ASA) provides rich stateful 

inspection firewall services, tracking the state 

Cisco Systems, Inc. 

of ali authorized network communications 

and preventing unauthorized network 

access. 

Enterprise networks benefit from an 

additionallayer of security via intelligent, 

.. application-aware" security services that 

examine packet streams at Layers 4-7. using 

inspection engines specialized for many of 

today's popular applications. 

Administrators can also easily create custam 

security policies for firewall traffic by using 

the flexible access control methods and the 

more than 100 predefined applications, 

services, and protocols that Cisco PIX 

Security Appliances provide. 

Market·Leading Voice-over-IP 

Security Services Protect 

Next·Generation Converged 

Cisco PIX Security Appliances provide 

market-leading protection for a wide range 

ofvoice-over-W (VoiP) and multimedia 

standards, allowing businesses to securely 

take advantage of the many benefits that 

converged data, voice, and video networks 

deliver. By combining VPN with the rich 
I ' 
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stateful inspection firewall services that Cisco PIX Security Appliances provide for these converged networking 

standards, businesses can securely extend voice and multimedia services to home office and remo te office 

environments for additional cost savings, improved productivity, and competi tive advantage. 

Flexible VPN Services Extend Networks Economically to Remote Networks and 

Mobile Users 

Businesses can securely extend their networks across Jow-cost Internet connections to mobile users, business 

partners, and remate oflices worldwide using the full-featured VPN capabilities provided by the Cisco PIX 535 

Security Appliance. Solutions range from standards-based site-to-site VPN leveraging the Internet Key Exchange 

(IKE) and IP security (IPsec) VPN standards, to the innovative Cisco Easy VPN capabilities found in Cisco PIX 

Security Appliances and other Cisco security solutions-such as Cisco lOS® routers and Cisco VPN 3000 Series 

Concentrators. Easy VPN delivers a uniquely scalable, cost-effective, and easy-to-manage remote-access VPN 

architecture that eliminates the operational costs associated with maintaining remote-device configurations typically 

required by traditional VPN solutions. Cisco PIX Security Appliances encrypt data using 56-bit Data Encryption 

Standard (DES), 168-bit Triple DES (3DES), or up to 256-bit Advanced Encryption Standard (AES) encryption. 

Certain Cisco PIX 535 Security Appliance models have integrated hardware VPN acceleration capabilities, delivering 

highly scalable, high performance VPN services. 

lntegrated lntrusion Protection Guards Against Popular Internet Threats 

The integrated in-line intrusion-protection capabilities ofthe Cisco PIX 535 Security Appliance can protect enterprise 

networks from many popular forms of attacks, including Denial-of-Service (DoS) attacks and malformed packet 

attacks. Using a wealth of advanced intrusion-protection features, including DNSGuard, FloodGuard, FragGuard, 

Mai!Guard, IPVerify and TCP intercept, in addition to looking for more than 55 different attack "signatures," Cisco 

PIX Security Appliances keep a vigilant watch for attacks, can optionally block them, and can notify administrators 

about them in real time. 

Award·Winning Resiliency Provides Maximum Business Uptime 

Select mo deis o f Cisco PIX 535 Security Appliances provi de stateful failover capabilities that ensure resilient network 

protection for enterprise network environments. Employing a cost-effective, active-standby. high-availability 

architecture, Cisco PIX Security Appliances that are configured as a failover pair continuously synchronize their 

connection state and device configuration data. Synchronization can take place over a high-speed LAN connection, 

providing another layer of protection through the ability to geographically separate the failover pair. In the event of 

a system or network failure, network sessions are automatically transitioned between appliances, with complete 

trans arency to users. 

Robust Remote-Management Solutions Lower Total Cost of Ownership 

The Cisco PIX 535 Security Appliance is a reliable, easy-to-maintain platform that provides a wide variety of 

methods for configuring, monitoring. and troubleshooting. Management solutions range from centralized, 

policy-based management tools to integrated, Web-based management to support for remate monitoring protocols 

such as Simple Network Management Protocol (SNMP) and syslog. 

Cisco Systems. Inc. 
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Administrators can easily manage large numbers of remo te Cisco PIX Security Appliances using CiscoWorks VPN/ 

Security Management Solution (VMS) . This suite consists of numerous modules including Management Center for 

Firewalls, Auto Update Server Software and Security Monitor. This powerful combination provides a highly scalable, 

next-generation, three-tier management solution that includes the following features : 

• Comprehensive configuration and software image management 

• Device hierarchy with "Smart Rules" -based configuration inheritance 

• Customizable administrative roles and access privileges 

• Comprehensive enterprise change management and auditing 

• "Touchless " software image management for remote Cisco PIX Security Appliances 

• Support for dynamically addressed appliances 

Additional integrated event management and inventory solutions are ais o available as part o f the Cisco Works VMS 

network management suite. 

The integrated Cisco PIX Device Manager provides an intuitive, Web-based management interface for remotely 

configuring, monitoring, and troubleshooting a Cisco PIX 535 Security Appliance-without requiring any software 

(other than a standard Web browser) to be installed on an administrator's computer. A setup wizard is provided for 

easy installation into any network environment. 

Alternatively, through methods including Telnet and Secure Shell (SSH), or out of band through a console port, 

administrators can remotely configure, monitor, and troubleshoot Cisco PIX Security Appliances using a 

command-line interface (CLI). 

Table 1 Key Product Features and Benefits 

Key Features Benefit 

Enterprise-Ciass Security 

True security appliance • Uses a proprietary, hardened operating system that eliminates security risks associated 
with general purpose operating systems 

Cisco quality and no moving parts provide a highly reliable security platform 

Stateful inspection . Provides perimeter network security to prevent unauthorized network access 
firewa ll . Uses state-of-the-art Cisco ASA for robust stateful inspection firewall services . Provides flexible access-control capabilities for over 100 predefined applications, 

services and protocols, with the ability to define custam applications and services 

lncludes numerous application-aware inspection engines that secure advanced 
networking protocols such as H.323 Version 4, Session lnitiation Protocol (SIP). Cisco 
Skinny Client Control Protocol (SCCP), Real-Time Streaming Protocol (RTSP), Internet 
Locator Service (ILS) , and more 

lncludes content filtering for Java and ActiveX applets 

Easy VPN Server . Provides remote access VPN concentrator services for a wide variety of Cisco software 
ar hardware-based VPN clients 

• Pushes VPN policy dynamically to Cisco Easy VPN Remote-enabled solutions upon 
connection, ensuring the latest corporate security pol icies are enforced 

• Extends VPN reach into environments using Network Address Translation (NAT) or Port 
Address Translation (PAT). via support of Internet Engineering Task Force (IETF) 
UDP-based draft standard for NAT traversal 

Cisco Systems, Inc. 
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Table 1 Key Product Features and Benefits 

Key Features Benefit 

Site·to·site VPN • Supports IKE and IPsec VPN standards ---------
' Ensures data privacy/integrity and strong authentication to remate networks and 

remate users over the Internet ·- -- - -- -

. Supports 56-bit DES, 168-bit 3DES and up to 256-bit AES data encryption to ensure data 
privacy 

lntrusion protection . Provides protection from over 55 different types of popular network-based attacks 
ranging from malformed packet attacks to DoS attacks 

lntegrates with Cisco Network lntrusion Detection System (lOS) sensors for the ability to 
dynamically blocklshun hostile network nades via the firewall 

AAA support lntegrates with popular authentication, authorization, and accounting services via 
TACACS+ and RADIUS support 

. Provides tight integration with Cisco Secure Access Contrai Server (ACS) 

X.509 certificate and Supports SCEP-based enrollment with leading X.509 solutions from Baltimore, Entrust, 
CRLsupport Microsoft, and VeriSign 

lntegration with leading . Supports the broad range of Cisco AVVID (Architecture for Voice, Video and lntegrated 
third-party solutions Data) partner solutions that provide URL filtering, content filtering. virus protection, 

scalable remate management, and more 

Robust Netwom Services/lntegration 

Virtual LAN • Provides increased flexibility when defining security policies and eases overall 
(VLAN)·based virtual integration into switched network environments by supporting the creation of logical 
interfaces interfaces based on IEEE 802.1 q VLAN tags. and the creation o f security policies based 

on these virtual interfaces . Supports multiple virtual interfaces on a single physical interface through VLAN 
trunking 

Supports multi pie VLAN trunks per Cisco PIX Security Appliances . Supports up to 24 VLANs on Cisco PIX 535 Security Appliances 

Open Shortest Path . Provides comprehensive OSPF dynamic routing services using technology based on 
First (OSPF) dynamic world-renowned Cisco lOS Software 
routing . Offers improved network reliabi l ity through fast route convergence and secure, efficient 

route distribution 

Delivers a secure routing solution in environments using NAT through tight integration 
with Cisco PIX Security Appliance NAT services --. Supports MD5-based OSPF authEmticatio;,; in addition to plaintext OSPF authentication; 
to prevent route spoofing and various routing-based DoS attacks 

Provides route redistribution between OSPF processes, including OSPF. static, and 
connected routes 

.,-uppar ts load balarrcirrg acr oss eqoai-cost rrroltipath-roote;:, 

DHCP server Provides DHCP Server services one or more interfaces for devices to obtain IP addresses 
dynamically 

. lncludes extensions for support of Cisco IP Phones and Cisco SoftPhone IP 
telephony solutions 

DHCP relay . Forwards DHCP requests from internai devices to an administrator-specified DHCP 
server, enabling centralized distribution, tracking, and maintenance of IP addresses 

NAT/PAT support . Provides rich dynamic/static NAT and PAT capabilities f~ 
, I\~ - ·' I -
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Table 1 Key Product Features and Benefit s 

Key Features Benefit 

Rich Management Capab ilities 

CiscoWorks VPN/ Comprehen sive management suíte for large scale deployments 
Security Management lntegrates policy management, software maintenance, and security monitoring 
Solution (CiscoWorks 
VMS) 

PIX Device Manager . lntuitive, Web-based GUI enables simple, secure remate management of Cisco PIX 
(PDM) Security Appliances 

Provides wide range of informative, real-time, and historical reports which give criticai 
insight into usage trends, performance baselines, and security events 

Auto Update Provides "touchless " secure remate management of Cisco PIX Security Appliance 
configuration and software images via a unique push/pull management model . Next-generation secure XMUHTTPS management interface can be leveraged by Cisco 
and third-party management applications for remate Cisco PIX Security Appliance 
configuration management, inventory, software image managementldeployment and 
monitoring . lntegrates seamlessly with Management Center for Firewalls and Auto Update Server 
for robust, scalable remate management of up to 1000 Cisco PIX Security Appliances 
(per management server) 

Cisco PIX CU . Allows customers to use existing PIX CU knowledge for easy installation and 
management without additional training . Accessible through variety of methods including console port, Telnet and SSH 

Command-level . Enables businesses to create up to 16 customizable administrative roles/profiles for 
authorization accessing Cisco PIX Security Appliances (for example, monitoring only, read-only 

access to configuration, VPN administrator, firewaii/NAT administrator, and so on) 

Leverages either the internai administrator database or outside sources via TACACS+, 
such as Cisco Secure ACS 

SNMP and syslog Provide remate monitoring and logging capabilities, with integration into Cisco and 

support third-party management applications 

Highly Flexib le Expansion Capabilities 

Fast Ethernet and • Supports easy installation of additional network interfaces via four 66-Mhz/64-bit and 5 
Gigabit Ethernet 33-MHz/32-bit PCI expansion slots 
expansion options • Supports expansion cards including single-port Fast Ethernet card, 4-port Fast Ethernet 

card, and single-port Gigabit Ethernet card 

Hardware VPN . Delivers high speed VPN services v ia support of VPN Accelerator Card (VAC) and VPN 
acceleration options Accelerator Card+ (VAC+) 

c 
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ll..icense Options 

The Cisco PIX 535 Security Appliance is available in three primary models that provide different leveis of interface 

density, failover capabilities, and VPN throughput. 

Restricted Software license 

The Cisco PIX 535 "Restricted" (PIX 535-R) model provides an excellent value for organizations looking for robust 

Cisco PIX Security Appliance services with gigabit firewall throughput, high interface density, maximum investment 

protection, and moderate VPN throughput requirements. It includes 512 MB of RAM and support for up to eight 

10/100 Fast Ethernet or eight Gigabit Ethemet interfaces. 

Unrestricted Software License 

The PIX 535 "Unrestricted" (PIX 535-UR) model extends the capabilities of the family with support for stateful 

failover, additional LAN interfaces, and increased VPN throughput via integrated hardware-based VPN acceleration. 

It includes an integrated VAC or VAC+ hardware VPN accelerator, 1 GB of RAM, and support for up to ten 10/100 

Fast Ethernet or nine Gigabit Ethernet interfaces. The Cisco PIX 535-UR also adds the ability to share state 

information with a hot-standby Cisco PIX Security Appliance for resilient network protection. 

Failover Software License 

The Cisco PIX 535 "Failover" (PIX 535-FO) model is designed for use in conjunction with a PIX 535-UR, providing 

a cost-effective, high-availability solution. It operates in hot-standby mode acting as a complete redundant system 

that maintains current session state information. With the same hardware configuration as the Cisco PIX 535-UR, it 

delivers the ultimate in high availability for a fraction of the price. 

Performance Summary 

Cleartext throughput: 1. 7 Gbps 

Concurrent connections: 500,000 

168-bit 3DES IPsec VPN throughput: Up to 440 Mbps with VAC+ or 100 Mbps with VAC 

128-bit AES IPsec VPN throughput: Up to 535 Mbps with VAC+ 

256-bit AES IPsec VPN throughput: Up to 440 Mbps with VAC+ 

Simultaneous VPN tunnels: 2000 

Technical Specifications 

ocessor" i -GHz Intel Pentinm UI Processar 

Random access memory: 512MB or 1GB ofSDRAM 

Flash memory: 16 MB 

Cache: 256 KB level2 at 1-GHz 

System buses: Two 64-bit, 66 MHz PCI, one 32-bit, 33-MHz PCI 
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IEnvironmentai Operating Ra n ges 

Opera t ing 

Temperature: -25° to 131°F (-5° to 55°C) 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 9843 ft (3000 m) 

Shock: 1.14 rnlsec (45 in./sec) 112 sine input 

Vibration: 0.41 Grms2 (3-500Hz) random input 

Acoustic Noise: 65 dBa maximum 

Nonoperating 

Temperature: -13° to 158°F (-25° to 70°C) 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 15,000 ft (4570 m) 

Shock: 30 G 

Vibration: 0.41 Grms2 (3-500 Hz) random input 

Power 

lnput (per power supply) 

Range Line Voltage: IOOV to 240V AC or 48V DC 

Nominal Line Voltage: lOOV to 240V AC or 48V DC 

Current: 4-2 Amps 

Frequency: 50 to 60 Hz, single phase 

Power: 220W (dual hot swap power supply capable) 

Output 

Steady State: 135W 

Maximum Peak: 220W 

Maximum Heat Dissipation: 750 BTU/hr, fui! power usage (220W) 

Physica l Specificatíons 

Dimensions and Weight Specifications 

Form factor: 3 RU, standard 19-in. rack mountable 

Dimensions (H x W x D): 5.25 x 17.5 x 18.25 in. (13.33 x 44.45 x 46.36 em) 

Weight (one power supply): 32lb (1 4.5 kg) 
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Expansion 

Four 64-bit/66-MHz PCI slots 

Five 32-bit/33-MHz PCI slots 

Six 168-pin DIMM RAM slots, supporting up to 1GB PC133 DRAM 

Interfaces 

Console Port: RS-232 (Rj-45) 9600 baud 

Failover Port: RS-232 (DB-15) 115 Kbps (Cisco specified cable required) 

Two integrated 10/100 Fast Ethernet ports, auto-negotiate (half/full duplex) , Rj-45 

Regulatory and Standards Compliance 

Safety 

.•. '~ .... 
.. ~~~-~;,7;_.,:.~~~·· 

UL 1950, CSA C22.2 No. 950, EN 60950, IEC 60950, AS/NZS3260, TS001, IEC60825, EN 60825, 21CFR1040 

Electro Magnetic Compatibility (EMC) 

FCC Part 15 (CFR 47) Class A, ICES 003 Class A with UTP, EN55022 Class A with UTP, CISPR 22 Class A with 

UTP, AS/NZ 3548 Class A with UTP, VCCI Class A with UTP. EN55024, EN50082-l (1997). CE marking, 

EN55022 Class B with FTP, Cispr 22 Class B with FTP, AS/NZ 3548 Class B with FTP, VCCI Class B with FTP 

Product Ordering lnformation 

PIX-535 PIX 535 chassis only 

PIX-535-R-BUN PIX 535 restricted bundle (chassis, restricted software, 2 10/100 ports, 512MB RAM) 

PIX-535-UR-BUN PIX 535 unrestricted bundle (chassis, unrestricted software, 2 10/100 ports, 1 GB RAM, 
VAC orVAC+) 

PIX-535-FO-BUN PIX 535 failover bundle (chassis, failover software, 2 10/100 ports, 1 GB RAM, VAC 
ar VAC+) 

PIX-535-HW= PIX 535 rack mount kit, console cable, failover serial cable 

PIX-FO= PIX failover serial cable 

PIX-4FE 4-port 10/100 Fast Ethernet PCI expansion card 

PIX-1FE Single-port 10/100 Fast Ethernet PCI expansion card 

PIX-1GE-66 Single-port G igabi t Ethernet 64-bit/66-MHz PCI expansion card, Multimode (SX) 
se connector 

PIX-VPN-ACCEl 3DES IPsec hardware VAC 

PIX-VAC-PlUS 3DES/AES IPsec hardware VAC+ 

PIX-VPN-3DES 168-bit 3DES and up to 256-bit AES encryption software license 

Cisco Systems. Inc. ! , I 
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PIX-VPN-JDES= 168-bit 3DES and up to 256-bit AES encry ption software license 

PIX-VPN-DES 56-bit DES encryption so ftware license 

PIX-VPN-DES= 56-bit DES encryption so ftware license 

S uppo rt Se r vices 

Support services are available from Cisco and Cisco partners. Cisco SMARTnet service augments customer support 

resources, and provides anywhere, anytime access to technical resources (both online and by telephone) , the ability 

to download updated system software, and hardware advance replacement. 

Support Ordering lnformation 

CON-SNT-PIX535 SMARTnet 8x5xNBD service for PIX 535 chassis only 

CON-SNT-PIX535R SMARTnet 8x5xN BD service for PIX 535-R bundle 

CON-SNT-PIX535UR SMARTnet 8x5xNBD service for PIX 535-UR bundle 

CON-SNT-PIX535FO SMARTnet 8x5xNBD service for PIX 535-FO bundle 

CON-SNTE-PIX535 SMARTnet 8x5x4 service for PIX 535 chassis only 

CON-SNTE-PIX535R SMARTnet 8x5x4 service for PIX 535-R bundle 

CON-SNTE-PIX535UR SMARTnet 8x5x4 service for PIX 535-UR bundle 

CON-SNTE-PIX535FO SMARTnet 8x5x4 service for PIX 535-FO bundle 

CON-SNTP-PIX535 SMARTnet 24x7x4 service for PIX 535 chassis only 

CON-SNTP-PIX535R SMARTnet 24x7x4 service for PIX 535-R bundle 

CON-SNTP-PIX535UR SMA RTnet 24x7x4 serv ice for PIX 535-UR bundle 

CON-SNTP-PIX535FO SMARTnet 24x7x4 service for PIX 535-FO bundle 

CON-S2P-PIX535 SMARTnet 24x7x2 service for PIX 535-R chassis only 

CON-S2P-PIX535R SMARTnet 24x7x2 service for PIX 535-R bundle 

CON-S2P-PIX535UR SMARTnet 24x7x2 service for PIX 535-UR bundle 

CON-S2P-PIX535FO SMARTnet 24x7x2 service for PIX 535-FO bundle 

CON-OS-PIX535 SMARTnet On-Site 8x5xNBD service for PIX 535 chassis only 

CQJ\I-QS-PIX535R SMA RTnet On-Site 8x5xNBD serv ice for PIX 535-R bundle 

CON-OS-PIX535UR SMARTnet On-Site 8x5xNBD service for PIX 535-UR bundle 

CON-OS-PIX535FO SMARTnet On-Site 8x5xNBD service for PIX 535-FO bundle 

CON-OSE-PIX535 SMARTnet On-Site 8x5x4 service for PIX 535 chassis only 

CON-OSE-PIX535R SMARTnet On-Site 8x5x4 service for PIX 535-R bund le 

CON-OSE-PIX535UR SMARTnet On-Site 8x5x4 service for PIX 535-UR bundle 

.l c· -
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CON-OSE-PIX535FO SMARTnet On-Site 8x5x4 service for PIX 535-FO b undle 

CON-OSP-PIX535 SMARTnet On-Site 24x7x4 service for PIX 535 chassis only 

CON-OSP-PIX535R SMARTnet On-Site 24x7x4 service for PIX 535-R bundle 

CON-OSP-PIX535UR SMARTnet On-Site 24x7x4 service for PIX 535-UR bundle 

CON-OSP-PIX535FO SMARTnet On-Site 24x7x4 service for PIX 535-FO bundle 

Additional lnformation 

For more information, please visit the following links: 

Cisco PIX Security Appliance Series: 

http://www.cisco.com/go/pix 

Cisco PIX Device Manager: 

http:/hN'N\V.cisco.com/warp/public/cc/pd/fw/sqfwSOO/prodlit/pixd3_ds.pdf 

.;;· -o Secure ACS: 

--Ltp://www.cisco.com/go/acs 

CiscoWorks VMS, Management Center for Firewalls, Auto Update Server Software and Security Monitor: 

http://www.cisco.com/go/vms 

SAFE Blueprint from Cisco: 

http://wVvw.cisco.com/go/safe 

• Corporate Headquarters 
Cisco Systems, Inc. 
I 70 West Tasman Drive 
San jose, CA 95134-1706 
USA 
www.cisco.com 
Tel: 408 526-4000 

800 553-NETS (6387) 
Fax: 408 526-4100 

CISCO SYSTEMS - ® 
European Headquarters 
Cisco Systems Intemational BV 
Haarlerbergpark 
Haarlerbergweg 13-19 
110 I CH Amsterdam 
The Netherlands 
www-europe.cisco.com 
Tel: 31 O 20 357 1000 
Fax: 31 O 20 357 1100 

Americas Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San jose, CA 95134-1 706 
USA 
www.cisco.com 
Tel: 408 526-7660 
Fax: 408 527-0883 

Asia Pacific Headquarters 
Cisco Systems, Inc. 
Capital Tower 
168 Robinson Road 
#22-01 to #29-01 
Singapore 068912 
www.cisco.com 
Tel: +65 6317 7777 
Fax: +65 6317 7799 

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on the 

Cisco Web site at www.cisco.com/go/offices 

Argentina • Australia • Austria • Belgium • Brazil • Bulgaria • Canada • Chile • China PRC • Colombia • Costa Rica • Croatia 
Czech Republic • Denmark • Dubai, UAE • Finland • France • Germany • Greece • Hong Kong SAR • Hungary • India • lndonesia • Ireland 
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Cisco PIX 525 Security Appl iance 

Figure 1 

Cisco PI X 525 Security 
I 

The Cisco PIX® 525 Security Appliance delivers enterprise-class security for 

medium-to-large enterprise networks in a reliable, purpose-built appliance. lts modular 

two-rack unit (2RU) design supports up to eight 10/100 Fast Ethemet interfaces or three 

Gigabit Ethemet interfaces, making it an ideal choice for businesses requiring a resilient, 

high performance, Gigabit Ethemet-ready solution that provides solid investment 

protection. Part of lhe wor1d-leading Cisco PIX Security Appliance Series, the Cisco PIX 
525 Security Appliance provides a wide range of rich integrated security services, 
hardware VPN acceleration capabilities, and powerful remate management capabilities 
in a cost-effective, highly-resilient solution. 

Enterprise·Ciass Security for 

Medium•to•Large Enterprise 

Networks 

The Cisco PIX 525 Security Appliance 

delivers a multilayered defense for large 

enterprise networks through rich, integrated 

security services including stateful inspection 

firewalling, protocol and application 

inspection, virtual private networking (VPN) 

in-line intrusion protection and rich 

multimedia and voice security in a single 

device. The state-of-the-art Cisco Adaptive 

Security-Algorithm (ASA) ·provides rich 

stateful inspection firewall services, tracking 

the state of ali authorized network 

communications and preventing 

unauthorized network access. 

Enterprise networks benefit from an 

additionallayer of security via intelligent, 

"application-aware" security services that 

examine packet streams at Layers 4-7, using 

inspection engines specialized for many of 

today's popular applications. Administrators 

can also easily create custom security policies 

for firewall traffic by using the flexible access 

control methods and the more than 1 00 

predefined applications, services, and 

protocols that Cisco PI.X Security Appliances 

provi de. 

Market•Leading Voice·over·IP 

Security Services Protect 

Next-Generation Converged 

Networks 

Cisco PIX Security Appliances provide 

market -leading protection for a wide range 

o f voice-over-IP and multimedia 

standards, allowing businesses to securely 

take advantage of the many benefits that 

converged data, voice, and video networks 

deliver. By combining VPN with the rich 

stateful inspection firewall services that Cisco 

PIX Security Appliances provide for these 

converged networking standards, businesses 
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can securely extend voice and multimedia services to home office and remote office environments for additional cost 

savings, improved productivity, and competitive advantage. 

flexible VPN Services Extend Networks Economically to Remote Networks and 

Mobile Users 

Businesses can securely extend their networks across low-cost Internet connections to mobile users, business 

partners, and remote offices worldwide using the full-featured VPN capabilities provided by the Cisco PIX 525 

Security Appliance. Solutions range from standards-based site-to-site VPN leveraging the Internet Key Exchange 

(IKE) and IP security (IPsec) VPN standards, to the innovative Cisco Easy VPN capabilities found in Cisco PIX 

Security Appliances and other Cisco security solutions-such as Cisco lOS® routers and Cisco VPN 3000 Series 

Concentrators. Easy VPN delivers a uniquely scalable, cost-effective, and easy-to-manage remote-access VPN 

architecture that eliminates the operational costs associated with maintaining remote-device configurations typically 

required by traditional VPN solutions. Cisco PIX Security Appliances encrypt data using 56-bit Data Encryption 

Standard (DES), 168-bit Triple DES (3DES), or up to 256-bit Advanced Encryption Standard (AES) encryption. 

Certain Cisco PIX 525 Security Appliance models have integrated hardware VPN acceleration capabilities, delivering 

highly scalable, high performance VPN services. 

lntegrated lntrusion Protection Guards Against Popular Internet Threats 

The integrated in-line intrusion-protection capabilities o f the Cisco PIX 525 Security Appliance can protect enterprise 

networks from many popular forms of attacks, including Denial-of-Service (DoS) attacks and malformed packet 

attacks. Using a wealth of advanced intrusion-protection features, including DNSGuard, FloodGuard, FragGuard, 

MailGuard, IPVerify and TCP intercept, in addition to looking for more than 55 different attack "signatures," Cisco 

PIX Security Appliances keep a vigilant watch for attacks, can optionally block them, and can notify administrators 

about them in real time. 

Award-Winning Resiliency Provides Maximum Business Uptime 

Select models o f Cisco PIX 525 Security Appliances provide stateful failover capabilities that ensure resilient network 

protection for enterprise network envíronments. Employing a cost-effective, active-standby, high-availability 

architecture, Cisco PIX Security Appliances that are configured as a failover pair continuously synchronize their 

connection state and devíce configuration data. Synchronization can take place over a high-speed LAN connection, 

providing another layer ofprotection through the ability to geographically separate the failover pair. In the event of 

a system or network failure, network sessions are automatically transitioned between appliances, with complete 

transparency to users. 

Robust Remote-Management Solutions Lower Total Cost of Ownership 

The Cisco PIX 525 Security Appliance is a reliable, easy-to-maintain platform that provídes a wide variety of 

methods for configuring, monitoring, and troubleshooting. Management solutions range from centralized, 

policy-based management tools to integrated, Web-based management to support for remote monitoring protocols 

such as Simple Network Management Protocol (SNMP) and syslog. 

f,, 
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Administrators can easily manage large numbers of remate Cisco PIX Security Appliances using CiscoWorks VPN/ 

Security Management Solution (VMS). This suite consists ofnumerous modules including Management Center for 

Firewalls, Auto Update Server Software and Security Monitor. This powerful combination provides a highly scalable, 

next-generation, three-tier management solution that includes the following features: 

• Comprehensive configuration and software image management 

• Device hierarchy with "Smart Rufes" -based configuration inheritance 

• Customizable administrative roles and access privileges 

• Comprehensive enterprise change management and auditing 

"Touchless" software image management for remote Cisco PIX Security Appliances 

• Support for dynamically addressed appliances 

Additional integrated event management and inventory solutions are also available as part o f the Cisco Works VMS 

network management suite. 

The integrated Cisco PIX Device Manager provides an intuitive, Web-based management interface for remotely 

configuring, monitoring, and troubleshooting a Cisco PIX 525 Security Appliance-without requiring any software 

(other than a standard Web browser) to be installed on an administrator's computer. A setup wizard is provided for 

easy installation into any network environment. 

Alternatively, through methods including Telnet and Secure Shell (SSH), or out o f band through a console port, 

administrators can remotely configure, monitor, and troubleshoot Cisco PIX Security Appliances using a 

command-line interface (CLI). 

Table 1 Key Product Features and Benefits 

Key Features Benefit 

Enterprise-Ciass Security 

True security appliance • Uses a proprietary, hardened operating system that eliminates security risks associated 
with general purpose operating systems 

• Cisco quality and no moving parts provide a highly reliable security platform 

Stateful inspection • Provides perimeter network security to prevent unauthorized network access 
firewall • Uses state-of-the-art Cisco ASA for robust stateful inspection firewall services 

• Provides flexible access-control capabilities for over 100 predefined applications, 
services and protocols, with the ability to define custam applications and services 

• lncludes numerous application-aware inspection engines that secure advanced 
networking protocols such as H.323 Version 4, Session lnitiation Protocol (SIP), Cisco 
Skinny Client Contrai Protocol (SCCP), Rea l-Time Streaming Protocol (RTSP), Internet 
Locator Service (ILS), and more 

lncludes content filtering for Java and ActiveX applets 

Easy VPN Server • Provides remate access VPN concentrator services for a wide variety of Cisco software 
or hardware-based VPN clients 

• Pushes VPN policy dynamically to Cisco Easy VPN Remote-enabled solutions upon 
connection, ensuring the latest corporate security policies are enforced 

• Extends VPN reach into environments using Network Address Translation (NAT) or Port 
Address Translation (PAn, via support of Internet Engineering Task Force (IETF) 
UDP-based draft standard for NAT traversal 

Cisco Systems, Inc. r, , 1 
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Table 1 Key Product Features and Benefits 

Key Features Benefit 

Site-to-site VPN Supports IKE and IPsec VPN standards . Ensures data privacy/integrity and strong authentication to remete networks and 
remete users over the Internet 

Supports 56-bit DES, 168-bit 3DES and up to 256-bit AES data encryption to ensure data 
privacy 

lntrusion protection . Provides protection from over 55 different types of popular network-based attacks 
ranging from malformed packet attacks to DoS attacks 

~ 
lntegrates with Cisco Network lntrusion Detection System (IDS) sensors for the ability to 
dynamically blocklshun hostile network nodes via the firewall 

AAA support . lntegrates with popular authentication, authorization, and accounting services via 
TACACS+ and RADIUS support 

. Provides tight integration with Cisco Secure Access Control Server (ACS) 

X.509 certificate and . Supports SCEP-based enrollment with leading X.509 solutions from Baltim o re. Entrust, 
CRL support Microsoft, and VeriSign 

lntegration with leading Supports the broad range of Cisco AVVID (Architecture for Voice, Vídeo and lntegrated 
third-party solutions Data) partner solutions that provide URL filtering, content filtering, vírus protection, 

I scalable remete management, and more 

Robust Net work Services/lntegration 

' 
Virtual LAN . Provides increased flexibility when defining security policies and eases overall 
(VLAN)-based virtual integration into switched network environments by supporting the creation of logical 
interfaces interfaces based on IEEE 802.1q VLAN tags, and the creation of security policies based 

on these virtual interfaces . Supports multiple virtual interfaces on a single physical interface through VLAN 
trunking 

. Supports multiple VLAN trun ks per Cisco PIX Security Appliance 

' 
. Supports up to 10 VLANs on Cisco PIX 525 Security Appliances 

~-
Open Shortest Path Provides comprehensive OSPF dynamic routing services using technology based on 
First (OSPF) dynamic world-renowned Cisco lOS Software 

I routing . Offers improved network reliability through fast route convergence and secure, efficient 
route distribution 

' . Delivers a secure rout ing solution in environments using NAT through t ight integration 

I 
w ith Cisco PIX Security Appliance NAT services 

. Supports MD5-based OSPF authenticat ion, in addition to p laintext OSPF authenticat ion, 
I to prevent route spoofing and various routing-based DoS attacks 

I 
Provides route redistribut ion between OSPF processes, including OSPF. static, and 
connected routes 

I 
• ;:,u pports loaa Eialancmg acrb-s-s el:fmrt=c"O"Stõ11ultipatll 1 octe, 

DHCP server . Provides DHCP Server services one or more interfaces for devices to obtain IP addresses 
dynamically 

I . lncludes extensions fo r support o f Cisco IP Phones and Cisco SoftPhone IP te lephony 

solutions 

DHCP relay . Forwards DHCP requests from internai devices to an administ rator-specified DHCP 
server, enabl ing centralized distribution, tracking, and maintenance o f IP addresses 

NAT/PAT suppon: . Provides rich dynamic/static NAT and PAT capabilities 

... - = -
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• • Table 1 Key Product Features and Benefits 

• Key Features Benefit 

t Rich Remate Management Options 

t CiscoWorks VPN/ . Comprehensive management suíte for large scale deployments 

t Security Management . lntegrates policy management, software maintenance, and security mon itoring 
Solution (CiscoWorks 

• VMS) 

• t ' t 

PIX Device Manager • lntuitive, Web-based GUI enables simple, secure remate management of Cisco PIX 
(PDM) Security Appliances . Provides w ide range of informative, real-time, and historical reports which give criticai 

insight into usage trends, performance baselines, and security events 

Auto Update . Provides " touchless" secure remate management of Cisco PIX Security Appliance • configuration and software images via a unique push/pull management model 

t 
. Next-generation secure XMUHTTPS management interface can be leveraged by Cisco 

and third-party management applications for remate Cisco PIX Security Appliance 

• configuration management, inventory, software image management/deployment and 
monitoring 

• lntegrates seamlessly with CiscoWorks Management Center for Firewalls and Auto 
Update Server for robust, scalable remate management of up to 1000 Cisco PIX Security 

• Appliances (per management server) 

t Cisco PIX CU • Allows customers to use existing PIX CU knowledge for easy installation and 
management without additional training • . Accessible through variety of methods including console port, Telnet, and SSH 

• Command-level . Enables businesses to create up to 16 customizable administrative roles/profiles for 

• authorization accessing Cisco PIX Security Appliances (for example, monitoring only, read-only 
access to configuration, VPN administrator, firewaii/NAT administrator, and so on) 

t 
. Leverages either the interna i administrator data base ar outside sources via TACACS+, 

such as Cisco Secure ACS 

• SNMP and syslog . Provi de remate monitoring and logging capabilities, with integration into Cisco and 

' • t 

support third-party management applications 

Flexible Expansion Capabilities 

t Fast Ethernet and • Supports easy installation o f addit ional network interfaces v ia 3 PCI expansion slo ts 

Gigabit Ethernet • Supports expansion cards including single-port Fast Ethernet card, 4-port Fast Ethernet 

t expansion options card, and single-port Gigabit Ethernet ca'rd 

t 
t 

Hardware VPN . Delivers high speed VPN services v ia support of VPN Accelerator Card (VAC) and VPN 
acceleration options Accelerator Card+ (VAC+) 

• • • t 

• • • • • 
• 
• 
~ 
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License Options 

The Cisco PIX 525 Security Appliance is available in three primary models that provide different leveis of interface 

density, failover capabilities, and VPN throughput. 

Restricted Software License 

The Cisco PIX 525 "Restricted" (PIX 525-R) model provides an excellent value for organizations looking for robust 

Cisco PIX Security Appliance services with Gigabit Ethemet support, medium interface density, and moderate VPN 

throughput requirements. It includes 128MB ofRAM and support for up to six 10/100 Fast Ethemet or three 

Gigabit Ethernet interfaces. 

Unrestricted Software License 

The PIX 525 "Unrestricted" (PIX 525-UR) model extends the capabilities o f the family with support for stateful 

failover, additional LAN interfaces, and increased VPN throughput via integrated hardware-based VPN acceleration. 

It includes an integrated VAC or VAC+ hardware VPN accelerator, 256MB ofRAM, and support for up to eight 10/ 

100 Fast Ethemet or three Gigabit Ethemet interfaces. The Cisco PIX 525-UR also adds the ability to share state 

information with a hot-standby Cisco PIX Security Appliance for resilient network protection. 

Failover Software License 

The Cisco PIX 525 "Failover" (PIX 525-FO) model is designed for use in conjunction with a PIX 525-UR, providing 

a cost-effective, high-availability solution. It operates in hot-standby mode acting as a complete redundant system 

that maintains current session state information. With the same hardware configuration as the Cisco PIX 525-UR, it 

delivers the ultimate in high availability for a fraction of the price. 

Performance Summary 

Cleartext throughput: 330 Mbps 

Concurrent connections: 280,000 

168-bit 3DES IPsec VPN throughput: Up to 155 Mbps with VAC+ or 72 Mbps with VAC 

128-bit AES IPsec VPN throughput: Up to 165 Mbps with VAC+ 

256-bit AES IPsec VPN throughput: Up to 170 Mbps with VAC+ 

Simultaneous VPN tunnels: 2000 

Technical Specifications 

--------- --Processor:-tl90 MHz IAte! PeHtium III ProeessGF-------------- --------------­

Random access memory: 128MB or 256MB ofSDRAM 

Flash memory: 16 MB 

Cache: 256 KB levei 2 at 600 MHz 

System bus: Single 32-bit, 33-MHz PCI 

Cisco Systems. Inc. 

I\ 

c .. 'i . c 
Ali contents are Copynght © 1992-2003 Cisco Systems.PI;;~ ~~~~ii~ts reserved. lmportant Not1ces and Pnvacy St~te1m~n~ . No 

1 1 1 2 

:; 
9oc: ------



• • ~ 

~ 

• • 
~ 

• 
~ 

~ 

~ 

• 
~ 

• • • • • • • 
~ 

• • • 
~ 

• 
~ 

• 
~ 

• 
~ 

~ 

• 
~ 

~ 

& 

~ 

Environmental Operating Ranges 

Operating 

Temperature: -25" to 104°F (-5" to 40"C) 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 6500 ft (2000 m) 

Shock: 1.14 m/sec (45 in./sec) 112 sine input 

Vibration: 0.41 Grms2 (3-500 Hz) random input 

Acoustic Noise: 45 dBa maximum 

Nonoperating 

Temperature: -13" to 158"F (-25° to 70°C) 

Relative Humidity: 5% to 95%, noncondensing 

Altitude: O to 15,000 ft (4570 m) 

Shock: 30G 

Vibration: 0.41 Grms2 (3-500 Hz) random input 

Power 

lnput (per power supply) 

Range Line Voltage: 100V to 240V AC or 48V DC to 60V DC 

Nominal Line Voltage: lOOV to 240V AC or 48V DC to 60V DC 

Current: 5-2.5 Amps AC or 12 Amps DC 

Frequency: 50 to 60 Hz, single phase 

Output 

Steady State: SOW 

Maximum Peak: 65W 

Maximum Heat Dissipation: 410 BTU/hr, full power usage (65W) 

• 
• 
---------------------PP~al Spe - -

• 
• 
• 
• 
• 
• 
~ 

• 
• 

Dimensions and Weight Specifications 

Form factor: 2 RU, standard 19-in. rack mountable 

Dimensions (H x W x D): 3.5 x 17.5 x 18.25 in. (8.89 x 44 .45 x 46.36 em) 

Weight (one power supply) : 32lb (14.5 kg) 
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Expa nsion 

Three 32-bit/33-MHz PCI slots 

Two 168-pin DIMM RAM slots, supporting up to 256 MB memory maximum 

Interfaces 

Console Port: RS-232 (RJ-45) 9600 baud 

Failover Port: RS-232 (DB-15) 115 Kbps (Cisco specified cable required) 

Two integrated 10/100 Fast Ethemet ports, auto-negotiate (half/full duplex). Rj-45 

Regulatory and Standards Compliance 

Safety 

UL 1950, CSA C22.2 No. 950, EN 60950 IEC 60950, AS/NZS3260, TS001 

Electro Magnetic Compatibility (EMC) 

CE marking, FCC Part 15 Class A, AS/NZS 3548 Class A, VCCI Class A, EN55022 Class A. CISPR22 Class A. 

EN61000-3-2, EN61000-3-3 

Product Ordering lnformation 

PIX-525 PIX 525 chassis only 

PIX-525-DC PIX 525 DC chassis only 

PIX-525-R-BUN PIX 525 restricted bundle (chassis, restricted software, 2 10/100 ports, 128 MB RAM) 

PIX-525-UR-BUN PIX 525 unrestricted bundle (chassis, unrestricted software, 2 10/100 ports, 256 MB RAM, 
VACorVAC+) 

PIX-525-UR-GE-BUN PIX 525 unrestricted 2 GE + 2 FE bundle (chassis, unrestricted software, 2 Gigabit 
Ethernet + 2 10/100 ports, 256MB RAM, VAC or VAC+) 

PIX-525-FO-BUN PIX 525 failover bundle (chassis, failover software, 2 10/100 ports, 256 MB RAM, VAC 
or VAC+) 

PIX-525-FO-GE-BUN PIX 525 failover 2 GE + 2 FE bundle (chassis, failover software, 2 Gigabit Ethernet + 
2 10/100 ports, VAC or VAC+) 

PIX-525-HW= PIX 525 rack-mount kit, console cable and failover serial cable 

X=FO'"= PD~ fai love1 seriat-cabl~ 

PIX-4FE 4-port 10/100 Fast Ethernet PCI expansion card 

PIX-1FE Single-port 10/100 Fast Ethernet PCI expansion card 

PIX- t GE-66 Single-port Gigabit Ethernet 64-bit/66-MHz PCI expansion card, Multimode (SX) 
se connector 

PIX-VPN-ACCEL 3DES IPsec hardware VAC 

PIX-VAC-PLUS 3DES/AES IPsec hardware VAC+ 
f ~ ~ ~ 

I\ ' I 
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PIX-VPN-3DES 168-bit 3DES and up to 256-bit AES encryption software l icense 

PIX-VPN-3DES= 168-bit 3DES and up to 256-bit AES encryption software l icense 

PIX-VPN-DES 56-bit DES encryption software license 

PIX-VPN-DES= 56-bit DES encryption software license 

Supp ort Se rvices 

Support services are available from Cisco and Cisco partners. Cisco SMARTnet service augments customer support 

resources. and provides anywhere, anytime access to technical resources (both online and by telephone). the ability 

to download updated system software, and hardware advance replacement. 

Support Ordering lnforrnation 

CON-SNT-PIX525 SMARTnet 8x5xNBD service for PIX 525 chassis only 

CON-SNT-PIX525R SMARTnet 8x5xNBD service for PIX 525-R bundie 

CON-SNT-PIX525UR SMARTnet 8x5xNBD service for PIX 525-UR bundle 

CON-SNT-PIX525FO SMARTnet 8x5xNBD service for PIX 525-FO bundle 

CON-SNTE-PIX525 SMARTnet Bx5x4 service for PIX 525 chassis only 

CON-SNTE-PIX525R SMARTnet 8x5x4 service for PIX 525-R bundle 

CON-SNTE-PIX525UR SMARTnet 8x5x4 service for PIX 525-UR bundle 

CON-SNTE-PIX525FO SMART net Bx5x4 service for PIX 525-FO bundle 

CON-SNTP-PIX525 SMARTnet 24x7x4 service for PIX 525 chassis only 

CON-SNTP-PIX525R SMARTnet 24x7x4 service for PIX 525-R bundle 

CON-SNTP-PIX525UR SMARTnet 24x7x4 service for PIX 525-UR bundle 

CON-SNTP-PIX525FO SMARTnet 24x7x4 service for PIX 525-FO bundle 

CON-S2P-PIX525R SMARTnet 24x7x2 service for PIX 525-R bundle 

CON-S2P-PIX525UR SMARTnet 24x7x2 service for PIX 525-UR bundle 

CON-S2P-PIX525FO SMARTnet 24x7x2 service for PIX 525-FO bundle 

CON-OS-PIX525 SMARTnet On-Site 8x5xNBD service for PIX 525 chassis only 

{;UN·U~·t'IX525R SI\IIARTneTCln-=Sireê!xSxNBfrsell1ice fo1 Pl-:>t-52-S~t:md.= 

CON-OS-PIX525UR SMARTnet On-Site 8x5xNBD service for PIX 525-UR bundle 

CON-OS-PIX525FO SMARTnet On-Site 8x5xNBD service for PIX 525-FO bundle 

CON-OSE-PIX525 SMARTnet On-Site 8x5x4 service for PIX 525 chassis only 

CON-OSE-PIX525R SMARTnet On-Site Bx5x4 service for PIX 525-R bundle 

CON-OSE-PIX525UR SMARTnet On-Site 8x5x4 service for PIX 525-UR bundle ..... 

Cisco Systems. Inc. 

1 Ali contents are Copyright © 1992-2003 Cisco Systems. Inc. Ali rights reserved. lmportant Notices and Privacy Statement.1 ' 
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CON-OSE-PIX525FO SMARTnet On-Site 8x5x4 service for PIX 525-FO bundle 

CON-OSP-PIX525 SMARTnet On-Site 24x7x4 service for PIX 525 chassis only 

CON-OSP-PIX525R SMARTnet On-Site 24x7x4 service for PIX 525-R bundle 

CON-OSP-PIX525UR SMARTnet On-Site 24x7x4 service for PIX 525-UR bundle 

CON-OSP-PIX525FO SMARTnet On-Site 24x7x4 service for PIX 525-FO bundle 

Additionai lnformation 

For more information. please visit the following links: 

Cisco PIX Security Appliance Series: 

http://www.cisco.com/go/pix 

Cisco PIX Device Manager: 

http://wvrw.cisco.com/warp/public/cc/pd/fw/sqfw500/prodlit/pixd3_ds.pdf 

~-'<:o Secure ACS: 

.L,p://www.cisco.com/go/acs 

CiscoWorks VMS, Management Center for Firewalls, Auto Update Server Software and Security Monitor: 

http://www.cisco.com/go/vms 

SAFE Blueprint from Cisco: 

http://\VW\V.cisco.com/go/safe 
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Des:ign Guile furF-Becu:re Anti-V±rus 

Des:ign Gu ile 

C :isco AVVD PartnerDes:ign Gu ile furF-Becu:re Anti-Virus fu r JhtEm< 
Ma:il 

JtltJ..oduct:i::Jn and () veJ..VÉtv 

This Cisco Security Design Guide describes F-Secure Anti-Vírus for Internet E-Mail (F: 
version 5.0, the latest anti-vírus gateway solution from F-Secure. This product is desig 
cooperate with the Cisco PIX® Firewall version 5.1.4 (ar later) by providing anti-vírus 
protection (scanning and disinfecting) for Internet (Simple Mai l Transfer Protocol [SMT 
mail traffic entering and leaving the organization. 

Desc:r.:iptbn ofPmduct 

F-Secure Anti-Vírus for Internet E-Mail detects and disinfects computer viruses from d; 
transmissions through the SMTP server by functioning as a proxy to the SMTP server. 
receives data from the hosts and forwards it to the F-Secure Anti-Vírus Content Scann 
Server for vírus detection ; this ali takes place behind the Cisco PIX Firewall . 

Ph.ibsophy ofPmtect±.m 

Assum pt:bns 

Alone, the Cisco PIX Firewall does not protect users from the most common method o 
transmission today, viruses received via e-mail. Used in conjunction with the Cisco PD 
Firewall, F-Secure Anti-Vírus for Internet E-Mail provides unparalleled data protection ; 
such threats. F-Secure Anti-Vírus for Internet E-Mail integrates into the F-Secure Palie 
Manager for centralized, policy-based management distribution. This model also allow 
easy updating of the software and vírus data base without physically visiting each locat 

Tl:reats 

Before the explosive growth ofthe Internet and e-mail, most viruses were distributed b 
means of floppies and executable files. In 1995, this ali changed with the advent of the 
macro vírus. Viruses were no longer confined to executables and floppy boot sectors, I 
could be hidden in documents that were being e-mailed to thousands of unsuspecting 
Today, sending viruses via e-mail is the number one transmission method in the conn1 
organization. 

O r.gc ... nizatbn S ecul:it:.f PoJ.icEs 

lmplementing F-Secure Anti-Vírus for Internet E-Mail will likely change the organizatior 
security policies in the context of sending and receiving Internet e-mail. Without protec 
organization may have imposed certain restrictions on e-mail , such as: 

• Not allowing unknown e-mail to be read 

• Not allowing employees to open e-mail with attachments 

• Not allowing employees to send attachments 

• Defin ing the size of attachments 

With F-Secure Anti-Vírus for Internet E-Mail installed, lhe administrator can ease thosE 
restrictions beca use ali e-mail is scanned for viruses before it reaches the end user. 

Ty_o::icalln pErn erl tati; n. 

Typical implementations are environments where lhe Cisco PIX Fc irewall ,?np a mail se 
(sitting either behind the firewall or in the DMZ) have been deplored·ah<A req'uire stron! 
vírus scanning services for e-mail and attachments therein . 1 1 / 1 1 7 

'" FI N° ' 
The F-Secure strategy is to place the F-Secure Content Sca~ning §erier-(-FSGSS-)-in-1- I 
the Cisco PIX Firewall and the mail server. The firewall passes SMTP traffic through P . l' 
and forwards that traffic to the CSS. The CSS scans for Trojan , vi[uses, and othen , é .. 1 

code that is usually contained in attachments (zipped files maT<ff88_~· Wo~tt and -
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The FSCSS is implemented in conjunction with the Cisco PIX Firewall in severa! phast ~ 
Each phase is documented in a separate section of this document. 

• lnstallation of the FSCSS-This involves readying a .serve r to receive data pac 
from the Cisco PIX Firewall and forwarding them to the mai l server of choice. T 
platform is a Microsoft NT serve r with a service pack levei of 3 o r greater. 

• Configuration of Cisco PIX Firewall-This involves a simple configuration set U 

o ldentifies the CCS to the Cisco PIX Firewall 

• lnstructs the Cisco PIX Firewall to forward ali SMTP traffic to the CSS 

P :rotected F"' ssetBíS eJf-? ~otect:Dr1 

The FSCSS should be used to protect the all-sensitive internai corporate mail and dat< 
same convention will also protect other corporate clients and associates from the sam 
attacks because it will detect and destroy possible Trojan horses and worms . Preventi1 
distribution of the same infectious malware to other network environments effectively c 
further distribution of a destructive entity. This entity can represent itself by either 
distributing/destroying sensitive (accessing end-user) data or distributing mail address 
sensitive corporate clients. 

A ssu:rance 

The best way to ensure that the F-Secure Anti-Vírus for Internet E-Mail is actually protl 
your mail assets is to send a bogus vírus through the CSS in the form of a mail attachr 
Secure provides a bogus, nondestructive code for this purpose. 

Report:ing 

Every F-Secure anti-virus product has a built-in mechanism for alerting and reporting. 
Administrators can set thresholds for alerts leveis and can have this information logget 
log can be viewed by a simple text editor or through the F-Secure Policy Management 
Console (FSPMC). Such reports would include the detection and disposal of viruses, c 
CSS status, which address is sending the vírus, and its intended destination. 

M anagem ent 

F-Secure AV for Internet E-Mail is managed by the F-Secure Policy Manager. This 
management is based on F-Secure's comprehensive management architecture. This 
management would include the aforementioned FSPMC and the F-Secure Manageme 
Agent (FSMA), installed at the CSS. 

Scope ofScal:; 

F-Secure AV for Internet E-Mail and its architecture has been designed to protect largt 
corporate infrastructures. lt scales very well with the Cisco PIX Firewall and takes adv; 
of future Cisco PIX features , such as load balancing . 

The performance of the FSAVIM is dependant solely upon the CPU and memory. The 
performance can be achieved with a Pentium 11 or better with clock speeds of 200 MH; 
better. In today's computing world, Pentium 11 1 CPUs are easily considered the accepte 
standard for most environments. 

'Testbed 

This example shows the configuration when applying F-Secure's AV for Internet E-Mai 
----------------.:::snotrlurtitinonn-ntu~a-tC~i~scr.ro...-FP'BIX~F'iri r~enmeetion assumes that a ~-mail-tFaffiG-J)asseS-tJ+----­

the firewall and is forwarded to Port 25 (SMTP) to the FSAVIM. Ali mail is scanned anc 
forwarded to the user-designated mail server for processing and distribution. 

The example in Figure 1 shows a network with FSAVIM deployment: 

F::iJure 1: I\ 

'-i \~' • c . 
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Typ:k::alFSA V:M D epbym en t 
In this scenario: 

Internet traffic is directed to the Cisco PIX Firewall. 

The Cisco PIX Firewall fil ters Port 25 (SMTP) traffic and forwards it to the FSAVIM gat, 

The FSAVIM scans, cleans, and forwards mai l traffic to the corporate servers . 

C cnfi:Ju.:ra.tbnE; 

The following is a partia! Cisco PIX configuration identifying the FSAVIM server: 

Static (inside , outside ) <insid e -addr e s s> <SMTP server - FSAVI M> 

Ne tma s k 2 5 5 . xxx.xxx.xxx xx xx 

Condui t p e rmi t t cp hos t <inside-address > eq s mtp any 

:N ote lf you are using Maif Guard, yôu- can restrlct accésswlth the foTfõw-ing cõmmi:ú-id : 
fixu:P p r Otocol -smt:P 25- -- - - - - -- - -- - - -- - --

N"o tE" You sh.ouTd consult yóur-Clsco-PIX"cfocumenfàtíon for addltíõiialconnguratíon ­
considerations. 

C ustDm erExpectat:bn s-- R :isks, Exposu:res, and Poss:Jbl= C onsequer 

When setting up the FSAVIM, it is important to have clear and specific network 
documentation. This is criticai when you configure the FSAVIM; you will need to consic 
following : 

• Where in the network is the firewall? 

• What will the IP address assignment of the FSAVIM be? 

• Where is the mail server? Are multiple servers involved? 

• Will addressing be public or private? 

• ls the CPU scalable enough for future needs/requirements? 

Although the actual installation ofthe FSAVIM is not complicated, the design and depl• 
can be. Additional issue considerations follow: 

• Server access (who and why) 

• Administrator contrai 

• Additional server protection (use of F-Secure Distribute Firewall to extend and 
complement the Cisco PIX Firewall solution) 

lf your network administrator is not familiar o r confident with performing network chang 
risk of implementing this solution should be considered very high for network integrity. 
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D es::gn G u:ôe furW ebsense En te:r:prise v 4 2, C isca P JX Firew all 

D es::gn G urle 

w ebsense Enterprise v4..Z 
Cisco SecuR P JX F irew an.Ed/Uon 

:E.'ltroCltlct±;n ar1d Q\rervi21.v 

Websense Enterprise v4.2 provides integrated Internet fil tering for the Cisco Secure P 
Firewall, helping network administrators effectively monitor and contrai network traffic. 
plug-in for the Cisco Secure PIX Firewall, Websense tells the fi rewall to block or permi 
Internet traffic. Websense is compatible with Netscape Navigator, Microsoft Internet E; 
and other common Internet browsers and programs. 

Descl:ipt:bn ofPmduct 

Websense Enterprise v4.2, Cisco Secure PIX Firewall Edition is an employee Internet 
management system that enables organizations to monitor, manage, and report on lnt 
access from an internai network. 

Network administrators assign policies which restrict Internet use within organizations. 
Websense Enterprise then filters network activity according to the pre-established poli· 
monitoring, and reporting on the activity. Websense Enterprise integrates with the Cis< 
Secure PIX Firewall , providing the engine by which content filtering is enforced. Using 
Websense Master Data base of URLs in conjunction with Cisco Secure PIX Firewall, yc 
create flexible, high-performance, content-filtering policies. 

Websense can be installed on a Windows NT, Windows 2000, or Solaris machine con 
to the network. Websense can run on systems with other applications as well, as long 
are not too processar or memory intensive. 

Internet requests are sent to the Cisco Secure PIX Firewall, which queries Websense · 
determine whether the request should be permitted or blocked. At the same time, the F 
Firewall sends the original request to the Internet. 

By sending the request to the Internet before receiving confirmation from Websense, ti 
Cisco Secure PIX Firewall does not slow down authorized business access. Unauthori 
access is prevented by requiring Websense confirmation before returning the site to th 
requesting user. 

When Websense receives a request, it checks the source to find out if the workstation 
requesting the URL isto be blocked completely from the Internet. lf it is not, WebsensE 
determines whether a custam setting has been established for the requested URL. lf n 
Websense consults its database of URLs to check if the site is in a blocked category. 

Since Websense runs on a single-server computer, it provides filtering for an entire ne 
Websense provides transparent content filtering to the network environment with no cl 
configuration needed. 

Ph íbsophy o:EP w tect.±m 

A ssurn ptbns . Rapid advances in communications technology h ave combined to crea 
connectivity explosion that has businesses, schools, and local service providers increé 
their Internet access. New users are accessing the Internet ata staggering pace and r 
Web sites are added as quickly. 

This global connectivity lets commerce and information flow across time zones and na 
boundaries. 

Corporate networks, once isolated from the outside world , ha~~ rsuqder)ly opened up, c 
potential security risks. lnternally, Web-enabled users may ga1n access to. enormous 
quantities of material, deemed inappropriate or undesirable in t he·worRplace by securií 
administrators. Websense provides advanced network-to-lnternet monitoring, reportin~ 
management. These powerful features help organizations ide tlfy aQI 0 limit unproducti· 
surfing, contrai access to content such as illegal or pornograb lli i~âler.ials,_ar.~d-r:educ( 
unnecessary bandwidth consumption. 1 1 2 Q 
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Th:reats. This wide-open access also provides unregulated access to large ~mbifn(s'o · \ ·. \ 
frivolous, offensive, and controversial material, as well as material that is not j_ab-relate ~ ; · ' 
result, many organizations must determine how to permit unhindered access. td-the lnt· ,,' 
vast amount of information while restricting access to undesirable content. · · 

~ ·- ,.,.,. 

Websense Enterprise, an "intelligent" software product, offers organizations and·-~~~iV,t: ·•· 
greater flexibility and security while preventing access to objectionable or inappropriatl 
materiais on the Internet. Rather than attempting to block access at each local compu! 
Websense is server-based, high-performance, and capable of filtering information thro 
set of policies. 

o rgan:izatbnalS ecurity Polic.Es .lnside organizations , initial security measures usué 
include a written Internet Access Policy (IAP) and basic monitoring tools that let the ne 
administrator observe network traffic patterns and bandwidth consumption leveis. 

Websense Enterprise enables organizations to better contrai their network resources é 
enforce a variety of Internet Access Policies throughout the enterprise. 

Organizations are also implementing measures that help reduce unproductive employE 
"surfing" (and thereby save costs) through the use of Internet management tools and c 
filtering applications that enforce IAPs by limiting access to sites deemed undesirable. 

With Websense, network managers enforce organizational IAPs by configuring policie: 
limit and/or prohibit access to certain sites. Policy enforcement contrais may also be 
established based on date and time. 

S tanda:r.ds R efu:r:ences 

Websense Enterprise complies with basic protocol standards and has received ICSA 
certification. Please see http://www.icsa.net for further information. 

Typ.:icalln p Jem e ntat:bn 

Websense Enterprise v4.2, Cisco Secure PIX Firewall Edition should be deployed witJ­
network behind the Cisco Secure PIX Firewall. Ali HTTP requests should be sent thrOL 
Cisco Secure PIX Firewall that is connected to the server running Websense, to ensur 
pro per filtering. 

Customers should be familiar with configuring the Cisco Secure PIX Firewall. The insté 
and configuration of Websense Enterprise is thoroughly explained in the documentatic 
provided with the product. No extra training is needed to install or set up Websense. 

Typical implementation, which includes installation, configuration of Cisco Secure PIX 
Firewall , and definition offiltering policies, takes about one hour. Minimum requiremen 
discussed in the following section . 

Secure Ji:lstallat±:m and Depbym ent 

The Websense Manager lets you configure Websense Enterprise locally or from any V 
NT, Windows 2000, or Solaris workstation behind the firewall that meets or exceeds th 
system requirements . 

Before installing Websense, be sure you have the following: 

• Websense Enterprise v4.2, Cisco Secure PIX Firewall Edition 

• A valid Websense license or evaluation key 

• Cisco Secure PIX Firewall software version 4.4 or greater 

------ -------------. • .---1rft:lindowsl'<ff-4~erversion-recommended-beeal:lse-it-s-networking-abi litie :----­

faster than Windows Workstation) with at least SP5, Windows 2000 with at leal 
Solaris 2.6 (with Recommended Patch Cluster) or Solaris 2.7 (with Recommeno 
Patch Cluster) 

• Customer address and contact information 

For Windows installations, Websense recommends at minimum a Pentium 11 class pro· 
with 128MB of RAM. For Solaris installations, Websense recommends a Sun Ultra SF 
with 128MB of RAM . 

The Websense installation program is a single executable program that installs the WE 
Manager and the Websense Server. Before installing any Websense components, be 
your system time is set correctly. Websense uses t~e system cloc~ to det_e~lr.l.E? Jhe p1~ 
time for downloading the database and to enforce t1me-based filtermg pohc1es. 

. l'd . t t' k Th' k li , ~; ~ 1 
t' l<(j 1 1 2 1 To enable Websense filtenng, enter a va 1 reg1s ra 10n ey. 1s ey a ows:you G 01 

the Websense Mas ter Data base of Web sites. ------

httn: I /www. cisco. com/ en/US/partne .. ./partners _p gm _ whi te _paper09186a008 00b0e5 f. shtm 22Y0-7-/-0J __ _ 
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Internet acc~ss through Websense depends on the license lev~l that you ;'~u;~~~~ U-.,\ ;\. 
Websense hcense key may be used on only one computer, wh1ch filters tt:le f:lumber o1 - -
workstations authorized by your license levei. License leveis do not refer t0 slrqultanec , ,· 
users, but i~stead reter to the total number of computers accessing the lntern~Cquring'.~ '· .. 
24-hour penod. ..... . ..._ __ ,;~~ · 

Websense works by consulting a growing database of Internet sites, organized into 
predefined categories. The database res ides locally on the same machine as Websen 

Every day, during a configurable time period, Websense downloads the latest update 1 
Master Database. The connection is established via the HTTP protocol over the lntern 
customer site must allow outbound HTIP access. The Websense machine is program 
go to one of three national o r international data base servers to download the Master 
Database, which is transferred in a special, proprietary format. During installation , use1 
which ofthese database servers is used. 

When Websense requests a database update, it transmits the customer's registration 
information to the Websense download site for verification . This registration informatio 
Websense customers informed about new versions of the product. 

The database has both site names and full URL path names to specifically control whi' 
material is blocked. Although Websense Enterprise filters only HTTP sites, the databa: 
contains sites accessed via FTP, Gopher, TELNET, IRC, USENET News, and ReaiAu' 
sites. 

Websense, Inc. continually updates its Master Database. Using automated tools, a tec 
Web Analysts scans the Internet looking for new sites to add to the Database. Each si1 
personally verified by a Web Analyst before being added to the database. In addition, 
supervisors conduct quality checks on ali sites to ensure accuracy and consistency of 
categorization. Finally, the Master Database is re-checked regularly and obsolete site~ 
removed. 

Using the Websense Master Database of URLs in conjunction with Cisco Secure PIX I 
you can create and enforce powerful, high-performance, content filtering policies. Cho' 
from Websense Enterprise's preconfigured policies or create or modify custam policie~ 
access to sites in unblocked categories is permitted, Websense can observe and log c 
to permitted sites based on your configuration. 

C. í~ J;;f! P'X 
Finrrtftf-:1 

J .Serv~r Runm'lg 

1 Wens~nHE 

-·r·---··-~:·~"'-"···-·r·~· 

~..,_] ;-'"h] ~-·~ 

~~ · ~~ - ~-::J .;: ......... ; ... ._: .. :#~· '-"-~-.u.:J' ... f _ _ .._._ ,.,...;~ 

!i\!::rti:d:;o:'l Vkrtksr.:;tcn 'NG:1~'Ht1ia ~l 

This diagram shows Websense running on a server separate from the Cisco Secure P 
Firewall. The firewall can be configured to deny session attempts, protecting Websens 
the other functions of the serve r from malicious internai attacks and from any externai 
attacks. The server is not accessible to any internai or externai networks. 

The Websense Server must be given physical protection, allowing only authorized net 
security administrators physical access to the Websense server. 

The Websense Enterprise architecture, in concert with the Cisco Secure PIX Firewall , 
----------------p~r~o~v;,ld""e~s=-;r;;o.;_b,.;,us,;t,-;s;,e.;;c;.u.;.n'*'ty..:-.featores-amraccess rnamrgement. Tln ough--de'õ'etopment-anrl-----

implementation of Internet Access Policies that are enforced by Websense, companie! 
preserve bandwidth by limiting Internet access to appropriate and authorized activities 
Websense also protects and enhances corporate productivity by limiting unauthorized 
"surfing." In addition, corporate liability can be reduced because Websense c:an exclue 
offensive and illegal material from being brought into the company network v1a the lnte 

S elEPmtec~..:Wn 

The server running Websense relies on the mechanisms of the Windows NT, Window! 
or Solaris operating systems for protection against malicious attacks . 

The database download is protected because the customer must enter a valild license 
which can be used on only one computer. Each t1me the Websense Server .(!;ontac;w.tt, . 2 2 Master Database server, it automatically sends the customers key am:l cdntact infoqm;:j 
verifying the key with each download request. ' r;; No 

I S. -----
Websense can be configured via the graphical Websense Manager. ~ccess to the Ma 

~ . Doe: 
l..H~ o I lwnmr ricrn ~nm/en/US/oartne .. ./partners __pgm-white __paper09186a00800b0e5f.shtrrí-=2.2~/."'(X""'J."Lo"r-----
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limited to authorized administrators with correct user names and passworas / ~ ~J_J,6~v ··~ i'} 
A. ssu:rance . ·, l _) / / 
The Websense Master Data base can be tested by browsing sites to see if the~:.:are.ble: ··/ , .. / 
monitored. You can also verify enforcement of your security policy by using w ·et>S'ensE;,:;,,.···· 
Reporter as described in the next section. ~-

Reportin.g 

Websense Enterprise features a separate program called Websense Reporter, which , 
detailed log entries for each request it processes. Using the Reporter function, you car 
generate tabular reports and bar charts that show Internet access activity by your emp 

Websense Reporter prepares reports ofthree different types. Detafud :reports provid1 
specific information on requested sites and the clients who requested them. lnformatio 
presented for every site or category for each client and protocol selected. Dates and ti 
included to provide a complete picture of Internet access. Sum m ary :reports give an c 
of Internet usage for selected clients and sites. Totais reveal hits and bytes transferrec 
depending upon the report format selected. Charts show usage trends by presenting é 
overview in the form of a bar graph. 

Reporter comes equipped with more than 50 different formats to choose from. Report 1 
can be customized to suit your individual needs; these formats can then be saved for l 
later time. You can also schedule reports to be generated at specific times {such as O\ 
when network traffic is low). Reports can be saved to a specified directory or sent to a1 
with a valid e-mail address. 

In addition to selecting the type of report and sites included, you can also choose date 
clients {users, groups, and workstations), and protocols to be reported (please note trc 
time and bytes do not show up when using Websense Enterprise, Cisco Secure PIX F 
Edition). These options let network administrators pinpoint the information of interest a 
generate meaningful reports. 

When running on Windows NT or Windows 2000, Websense Enterprise logs status m( 
in the Windows NT Application Event Log, which can be viewed with the Windows NT 
Viewer. 

NÕtÉ For p-erformance reasõns~ -CiscoSecurePT:X 'F"i'rewallfias the -optiõn tõ'ca-cfíesor 
Websense responses so that it can permit or block those sites without contacting Web 
Sites that are permitted or blocked directly by PIX are only logged by Websense when 
PIX firmware 5.2{1) or later. 

fvi a."1.agem ent 

Websense is managed via a Java application that runs on any Windows NT, Windows 
or Solaris machine on the network behind the Cisco Secure PIX FirewaiL 

The Websense installation program is a single executable program run via the Windov 
Windows 2000 GUI, or the Solaris command line. lt installs Websense Enterprise v4.2 
Secure PIX Firewall Edition, which includes the Websense Manager. Once installed, y 
use Websense Manager to configure and manage the program: register, define filterin! 
policies, define database download periods, and define logging requirements. 

Websense Manager also ensures that the database has been downloaded during the , 
period. The Download Database dialog box shows the day when the database was laE 
downloaded. lt also lets you manage logging and reporting via the Logging Tab and th 
license expiration date via the Download Tab. 

Scope ofScaJe 

Websense Enterprise, Cisco Secure PIX Firewall Edition can scale to 1 ,000 HTIP req 
----------------.,p~er-1 <OlS€"'CNo-.nnd;-assttmifl§i:>ffll3eF-eeffii§l:lffitieR-ef--tl:le--Gisco.-Secu.r:e.-giX-EirewaiL.------ - -

Continuous Pmtect:ion 

The redundancy of Websense is provided through the Cisco Secure PIX Firewall itself 
configure the firewall to allow Websense to fail open or fail closed. Fail open means th 
Websense shuts down, ali users will be able to access the Internet without filtering . F a 
closed means that if Websense shuts down, ali access to the Internet will be prohibite< 

Websense automatically downloads an update to the Master Database by choosing a 
period during the time interval specified by the custo me r. lf Websense is unable to cor 
Mas ter Data base site at that time, it retries every 1 O minutes, up to a total of 1 O tries, c 
the specified timeframe, until it successfully downloads a new update to the database. 
download cannot be completed, Websense continues filtering with the last databasétt 
successfully downloaded. ' .I ·• C . ~ 

lf the download is unsuccessful, the Date field in the Download Dlatab1as~ dialog1bJx ~ 3 
Websense Manager) will not be updated and the Last Download Re!Dit ·fre~d will re.~:::.o,rl'-'---

t.. H~· iinrnrnr l"iQtY \ r nm/en/US/oartne .. ./pminers_pgm_ white_paper09186a00800b0e5~.1SJl'fm 2/-()JJ03~ . . ~-
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respective erro r. Administrators can be notified via e-mail if the downloé!l;:i;~:~~y~tie\ '•\ 
box on the E-mail Tab ofthe Server Configuration dialog box in Webs~ns\'1 Manager. ' ' 

. " ,.,rJ1 . 
P mtect:b-r" '"rAcpjpo · . :) tt' :J'"tJ ~ ~ 
• ~ · - - ~ ~ ·~ \ ,_j;..J . 'l ./ 
Tesfueà · · .. , _ ___., -

~~~ /"~~~··'-·~ < ~~ ~~~>--
The machines used in the testbed conformed with the fo llowing specifications~--~>"'" 

• Intel Pentium 11. 

• 128MB of RAM . 

• 100 MB free disk space . 

• Windows NT 4.0 (server version) Service Pack 50 

• Placed on an Ethernet network . 

• lncluded a T-1 line to the Internet. 

• There was no other traffic to the Internet. 

The product's functionality was tested thoroughly. A load generator tool was used to g1 
HTTP requests based on an input data file of thousands of URLs. The tool returns a m 
indicating whether a site is blocked or not blocked. The number of threads (25, 50, 1 OC 
and the time to wait to launch subsequent requests {0, 10, 20, 30 milliseconds) can be 
specified. 

• Ran HTTP requests in blocked category; ali categories blocked ; non demo-dat. 
Expected result is 100 percent blocked . 

• Ran HTTP requests in blocked category; ali categories "not" blocked; non dem 
database. Expected result is 100 percent blocked . 

• Ran HTTP requests in customer URL and sites blocked in customer URL. Exp1 
result is 100% blocked o 

c onfiguratbns 

There are no configuration requirements for the user's workstation or for routers in a p; 
network. 

lt is recommended that Websense Enterprise be put on its own interface for performar 
reasons (as reflected in the following diagram). Websense can share the DMZ interfac 
internai interface. Your performance impact depends on how much traffic you have on 
internai and DMZ networks. With Websense on its own interface, there is no chance o· 
network adding latencyo 

Websense recommends that only administrators access the Websense machineo , 
~ ~ 

• 
• 
• , 
.-------- ---------== .. ~::::.::::;--~.!---l'=q 

i:_~;; ' ±..;.:;~;~ .... .~E~:~2: .. · . -.,-~ ... ._. . .,:, ) ,;..~ .. - -./ .. ) 

•Nt::~:~;;Jt::U ."; Vlorb:t:ll, ;:ln !t\J :'! r ~s:u:Jt;ft 

Expected behavior of Websense during testing: 

Follow these steps to modify the G b balpolicy. 

s tep i: c:Ypen Websense Manager. H you tiãve not ·already entered a valíd. registrafio 
and downloaded the Master Database, please doso. Refer to your Setup G u:i:le for 
instructions. 

I ! 

st:ep 2 o Right-click the icon of the appropriate Websense Server (ifyo~ h.avfl added n 
than one) and select c onnect to s e:rve:r: Ente r the password estabhsHed wHên you a c 

the Server. · I • I 1 1 2 4 
. Fls. N° 

s rep 3 o Open the PoJi:::i=s topic in the nav1gation pane and seleêt G b ba'l- T-he-e:-bb<-
11 i 

Co-;: 
httn ·//www.ciscoocom/en/US/patine.o./partners _pgm_ white _paper09186a00800b0el5f.shtm ·L.107/ (J3 
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is set to enforce the D efu.uJt.Sett:ings category set from 08:00 to 17:00 (S:OO 'am to 5:C ~ i '; ' 
seven days a week. The Basl:: Filt:ering category set is in effect at ali ot~er\times . ._).' ,. · 

To change enforcement times and/or category sets enforced by the G bbalpoÍiC;Yt:ctiê-~ > · 
Policy to open the Edit Policy dialog box. After you make changes, cl ick o K tin~xit~the' ' 
Policy dialog box. 

St:ep 4. Open the cat:ego:ry Settopic in the navigation pane and then select Default 
Settings. The Defu.uJts ett:ings category set is configured to block some categories, P' 
others, and provide the option to defer viewing for other categories . Modify these settir 
suit your needs. Websense enforces your settings when the Default Settings category 
active. 

To edit the D efu.uJtSett:ings category set, click Ed:itc at:ego:ry s etand then change t~ 
filtering option for any category you want to modify. After you make changes, click o K 
the Edit Category dialog box. 

st:ep s . Configure Websense Server options by right-clicking the Websense Server ic 
then selecting Con:Egu:re Serve:r: Open the tabs on the Server Configuration dialog bc 
configure the settings as appropriate. 

s t:ep 6. Click the s ave A Jlbutton to update the Websense Serve r with any changes l 
make. When you click the save Allbutton, you are required to click Done after the sa' 
finished to exit the s av.ing Data dialog box. 

:il.1. sta Da t::D n 

Typically, Websense Server (the filtering engine) and Websense Manager (the user in 
are installed together. However, you can also instai! them on separate machines. Both 
components must be installed in arder to filter Internet requests. 

Additionally, you can instai! Websense Manager on multiple machines in the network t 
enable remate configuration ofthe Websense Server. You can instai! Websense ServE 
Websense Manager on different operating systems. For example, you can use the We 
Manager on a Windows machine to configure a Websense Server running on a Solari~ 
machine. Simply instai! each component on the appropriate machine according to the 
installation instructions for that operating system. 

Detailed installation instructions for both Windows and Solaris are included in the Web 
Enterprise v4.2, Cisco Secure PIX FireWall Edition Setup Guide. Following is a summ< 
those installation instructions. 

W .indow s NT JhstaJJatbn 

1. Run the w seXXX exe setup program, where XXX is the version number. This i~ 
exacting ZIP file that extracts the README file, the setup guide, and the instai! pn 
into a temporary directory. 

2. Run the installation program, setup exe 

3. Follow on-screén instructions provided by the lnstaiiShield installation program. 
installation creates a Websense Enterprise program group that contains: 

• Websense program files . 

• Documentation in Adobe Acrobat format. 

• An online HELP system. 

• README text file. 

Jhstalling W ebsense on S oJar:is 

1. Log in to the installation machine as the :rootuser. 

2. Copy the w se### .tgz file (### is the version number) to the installation director 

3. Enter the following command to unzip the file: 

» gunz:ip w se### .tgz« c 
4. Expand the file into its components with the following command: 

Fls. 
>> t:ar -xvfw se### .tar<< 
This places the following files into the installation directory: 

~ ôoc: 

25 

--- - -

htto: //www.cisco.com/en/US/partne .. ./partners _pgm _ white _paper09186a00800b0e5f.shtm 22/07/03 
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_,..~-~~,:r:t:r-~"-~\ 
:inst:aJLsh-the installation program /. / " · ~'' . \ 
w ebsense .t:ar-an archive file containing ali the Websense compónénts, inck . ()\ ' 

the yYebsense Administrator's Guide (w se pd:t) and the uninstall p~qgram ;,;) lb . ~ ; . 
(unmst:aJLsh) .. ' (\ ~ . • , 

li:::ense .txt-the Websense license agreement ., ·,;1-'-- " _,). · 
-~ .'~ ... -~ .... ~ .. - ~ ' 

. .,. . J..,, i ·~ ' 

5. Run the installation program: ·=~·=·"~· 

./in st:all.sh 

6. Follow the on-screen instructions provided . 

W ebsense Confi;:Juratbn 

Run Websense Manager, found in the Websense Enterprise program group (NT) or th 
start_manager script found in the Manager subdirectory (Solaris). Enter the Websense 
key to begin downloading the Websense Master Database. 

1. Click Se:rverin the Websense Manager menu, then select confi;:Ju:re to bring L 
Se:rverConfi;:Juratbn dialog box. 

2. Select the Downbad tab and enter the registration key. Your Internet connecti< 
contact the Websensedatabase server; the license will be validated; expiration an 
limits will be checked; anda database download will be initiated. 

3. Modify other configuration settings by opening the appropriate tab and changin! 
settings. 

4. Configure the Cisco Secure PIX Firewall to send Internet requests to WebsensE 
instance: 

enabl:! 
con fi;:Ju :re t:eirn :inal 
url-se:rver h o st 1 O ~ ~ ~ • tin e ou t 5 

The Websense server will access and download the Master Database, on each day sr 
by the customer, via outbound HTTP access that is configured to be allowed by the Ci 
Secure PIX Firewall . 

C onfi;:Juring the C isca S ecu:re P JX Firew all 

Before Websense can filter Internet requests, the Cisco Secure PIX Firewall must be 
configured to use Websense as a URL filter. 

1. Access the Cisco Secure PIX Firewall, either from a console or from a remate t1 
using TELNET. 

2. Enter your login password . 

3. Put the Cisco Secure PIX Firewall into Enabled mode by entering »enab:e« 
your enable password. 

4. Place the Cisco Secure PIX Firewall into Configure mode by entering »confi;:J 
t:eirn .:inal< <. 

5. Tell the Cisco Secure PIX Firewall that the Websense Server exists by entering 

>>url-se:rverhost<lP > [tin eout <#>]< < 
where: 
<lP> is the IP address of the Websense machine. 
<#> is an optional number of seconds PIX will wait for a response from the UF 

server before timing out (The default is 5 seconds.) 

6. Tell the Cisco Secure PIX Firewall how to filter URL requests by entering : 

, . " I l k 
>> filterurlht:tp <bcal .:ip> <netrn ask> do:re:gn_:p> <netrn as ;> << 
where: - C, , 11 • 1.. • 
<bcal,_.:ip > is the address of local/internai hosUne ork, ,which is t~ splllf~1 

connections to be filtered. . ,..·
1

• 10 I . I 1- O 
dore~n .:ip > is the address of the fore1gn/external 0s.t1.netwQik,_wbJcb..iS-tl:a 

destination ror connections to be filtered . 
<netrn ask> is the netmask to apply. 
Typically, the last two entries should be zeroes to fil er acce~s to ali Web site 

Doc:w.. -'- · 
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through Websense. For example: 
:Eilt:er u r:lht:!p 10 5 .O .O 255 255 .O .O O O 

filters the 10.5 network going to any destination. 

7. Save changes by entering > >W rit:e m em o:ry« . 

You can view the current URL server rules by entering >>show url-server< <. 
review ali the filter rules, enter » show :Eilt:er«. For help on individual commar 
enter » he]p <<, foliowed by the command . For example, >>heJp filt:Er<< shoVI 
complete syntax for the filter command and explains each of the arguments. 

No te I f you need to -dTsé()rifinuê-TiTtering l o_r_ any reãsorl;''erifer eãcho rlgfn-ãl ff:!rercõrrúr 
preceded by the word no. For example: 

» no :Eilt:erur:lhtlp 10 5 .O .O 255 255 .O .O O 0< <. 

CustDm erExpecta.t±ms- R:isks,Exposums, and Consequences 

Designed for the Cisco Secure PIX Firewali, Websense provides filtering, monitoring, é 
reporting capabilities. With its flexibility, Websense Enterprise saves organizations mo 
bandwidth and provides protection against legalliability. 

Users who do not read the documentation and/or configure the product improperly ma: 
experience the foliowing consequences: 

• No Master Database download. 

• Database download during a busy period instead of a quiet period. 

• Cisco Secure PIX Firewali not configured to use Websense as a URL filter. 

• Open, unfiltered access to the Internet because license limit is exceeded. 

• Not ali URL requests logged and reported because of Cisco Secure PIX Firewé 
caching . 

1... ·,! • Cv 

l~l~. No 1 1 2 7 
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The world-leading Cisco PIX® 
Security Appliance Series provides 
robust, enterprise-class, integrated 
network security services including 
stateful inspection firewalling , 
protocol and application inspection, 
virtual private networking (VPN}, in­
line intrusion protection, and rich 
multimedia and voice security-in 
cost-effective, easy-to-deploy 
solutions. These integrated 
technologies create a strong multi­
layered defense for todays ever 
changing network environments. 
Ranging from compact, "plug-and-
play" desktop firewalls for small Or.c!~rjog 
and home offices to modular, 
carrier-class gigabit firewalls for the most demanding enterprise and 
service-provider environments, Cisco PIX Security Appliances provide 
robust security, performance, and reliability for network environments of 
ali sizes. 

Built upon a hardened, purpose-built operating system designed for 
delivering rich security services, Cisco PIX Security Appliances provide 
the highest leveis of security and have eamed many industry accolades 
including Common Criteria Evaluation Assurance Levei (EAL) 4 status, as 
well as ICSA Labs Firewall and IPsec certification. Cisco PIX Security 
Appliances provide a wide range of security and networking services 
including VLAN (802.1 q tag) support, OSPF dynamic routing, Network 
Address Translation (NAT}, Port Address Translation (PAT), content 
filtering (Java/ActiveX), URL filtering, AAA (RADIUS/TACACS+) 
integration, support for leading X.509 PKI solutions, DHCP 
client/server/relay, PPPoE support and much more. 

Cisco PIX Security Appliances also provide advanced security services 
for multimedia and voice standards including H.323 Version 4, Session 
lnitiation Protocol (SIP}, Cisco Skinny Client Control Protocol (SCCP), 
Real Time Streaming Protocol (RTSP), and Media Gateway Control 
Protocol (MGCP)-allowing businesses to securely take advantage of the 
many benefits that converged data, voice, and video networks deliver. 

Businesses can securely extend their networks across low-cost Internet 
connections to mobile users, business partners and remate offices 
worldwide using the full-featured VPN capabilities provided by Cisco PIX 
Security Appliances. Solutions range from standards-based site-to-site 
VPN leveraging the Internet Key Exchange {IKE) and IP Security (IPSec) 
VPN standards, to the innovative Easy VPN capabilities found in Cisco 
PIX Security Appliances and other Cisco security solutions-such as Cisco 
IOSR routers and Cisco VPN 3000 Series Concentrators. Easy VPN 
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- ---------- --- -€dl€ewliveFS a uniquely-ssalal::>le,Gest-effeGtiv.e.,aRG-ea~mooage-remGte----------­
access VPN architecture that eliminates the operational costs associated 
with maintaining remote-device configurations typically required by 
traditional VPN solutions. 

Cisco PIX Security Appliances support a wide range of remate access 
VPN clients including Cisco software VPN clients (available on many 
platforms including Microsoft Windows, Linux, Solaris and Mac OS X) , 
Cisco hardware VPN clients (such as the PIX 501/506E, VPN 3002 or 
Cisco 800/1700 Series Routers ), as well as PPTP and L2TP clients f0u.nd 
within Microsoft Windows operating systems. Cisco PIX Security C I C 
Appliances encrypt data using 56-bit Data Encryption Standard (DES,, • ··• • 
168-bit Triple DES (3DES), or up to 256-bit Advanced Encryption 

~~~~~~~~~~fdr~~~~f~~;,·~~~~n~~~~~t:~\~~J~~% ~t~~~~~~';~~;Í1~i ls 1 No 1 1 2 8-
capabilities, delivering highly scalable, high performance VPN services.. -

Administrators can choose from a wide variety of solutions for rem te yr:'\ -
[ u ü'C:_- · _ __ _ 
- _ _, 
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configuring, monitoring and troubleshooting Cisco PIX Security 
Appliances. These solutions range from centralized, policy-based 
management tools to integrated, Web-based management (PIX Device 
Manager) to support for remote-monitoring protocols such as Simple 
Network Management Protocol (SNMP) and syslog. Cisco PIX Security 
Appliances also include robust Auto Update capabilities, a set of 
revolutionary secure remote-management services that ensure firewall 
configurations and software images are kept up to date. Administrators 
can also manage Cisco PIX Security Appliances using a convenient 
command-line interface (CU) through a variety of methods including 
Telnet, Secure Shell (SSH) or out-of-band via a console port. 

Models (6) 

Cisco PIX 535 Firewall 

Cisco PIX 525 Firewall 

Çisco PIX 5151;: Firewqll 

Cisco PIX 506E Firewall 

ºª·çg_pl)i_ºQ..t.Elr.~w.ª-.1! 
End-of-Sale Models 

Product Uterature (6) 

Srochi,II~.§ 

.Datª· $he~1s 
WhJte Pm:>.e!J'l 
C_as~Stuçli_e.s 

Q~A 

Regulç:~tqry _Apprové:IJS_ÇilliLComPUéii1Çe. 

Technical Documentation (8) 

Configuration Examples 

lm.Rie.m..e..otation . .OesjgnJ?JJjç!es 
lnstallatiofl (3uides 

Maintenance Guide~ 

Module lnstallatíon Guides 

Quick lns1ª-.!LatíoJl_Ç3JJ.i.Q.~_s 

Quick Stélrt 

I eci:!_Notes 

A!er.t_~ ªnc:tTrºu_l:>l~_!;;hºo.tjng (5) 

.6!.! IJe.li.D_S 
J:IJd-of:!,Jfe.J.InQ .E::nQ~of:~ÇI[e Notiç~_s 

Fi.e.ld Notíc:::es 

Pª.ssworçl R.eçoverie.s 
Securi_ty A.Qyisories 

Software Center (1) 

Download Software lmage 

Orderii'Jg 

Relevant l:ec:;hnolo.gies 

Relevant Services 

Relevant Interfaces and Moc!ules 
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Event Rules 

When one or more security devices are deployed to protect a network, they can 
generate large amounts of event data. Event rules allow you to define filters for 
the event data generated by your monitored devices and specify an action to occur 
when filter conditions are met. Actions include sending an e-mail notification, 
logging a console notifi.cation to the audit log, and executing a script. 

This chapter contains the following sections: 

• Adding an Event Rule, page 4-1 

• Editing an Event Rule, page 4-14 

• Activating an Event Rule, page 4-15 

• Deactivating an Event Rule, page 4-16 

• Deleting an Event Rule, page 4-16 

Adding an Event Rule 

78-14423-01 

Adding an event rule defines the parameters and actions for the event rule. For the 
actions that you specify to occur, you must activate the event rule. For more 
information, see Activating an Event Rule, page 4-15 . 

Using rJionitoring Center ior 
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Access Contra i List Manager 1 

CiscoWorks Access Control List Manager (ACLM) is an important component of the 
CiscoWorks family of products, and is available as part of the CiscoWorks Routed WA 
Management Solution. ACLM is a Windows- and Solaris-based solution for the manag 
of Access Control List features of the Cisco lOS and the Catalyst operating system.A 
provides a Web interface to a set of applications that manage the ACLs of Cisco devic 
enterprise network environments. ACL Manager provides tools to set up and manage 
intemational packet exchange (IPX) filtering and device access control. These tools in 
access list editors, policy template managers, network and service class managers for 
scalability, access list navigation tools for troubleshooting, and automated distribution 
access list updates . 

Figure 1: ACL Manager Ma in GUI 
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ACL Manager dramabcally reduces the bme needed to develop new filters and mainta 
existing traffic filters in large-scale deployments of Cisco devices. ACL Manager helps 
improve the reliability of your network by ensuring accurate and consistent deploymen 
filters in the network. lts browser interface and use of templates provides an important 
altemative to the error-prone and redundant effort required to edit access lists individu 
from a command-line interface (CLI). In larger networks, its template manager and aut 
deployment feature allows you to centrally manage the deployment of access list 
configurations for groups of users, devices, access servers, virtual private network (V 
routers, Web servers, and e-mail servers. Additionally, ACL Manager helps optimize t 
contents of an access list, including removing redundant entries and appropriately me 
and consolidating access list entries to ensure device-lookup processor cycles are re 
and packet-forwarding speeds are increased. 

ACL Manager lrelps secare tire acce · 'ngio-the-rr~::""w~-------
CiscoWorks management server multilevel security system. Through th is system, the 
administrator controls user access to the ACL Manager tools, and many of the others 
in the Routed wide-area network (WAN) Management Solution. 

ACL Manager leverages the CiscoWorks management server application-access sec 
facilities and the Resource Manager Essentials inventory and configuration informatio 
Manager reflects the Cisco commitment to deliver client and server solutions built on 
standards. lt adds important new task-oriented solutions to the Cisco vision of a true 
management intranet. ACL Manager is a member of the CiscoWorks Routed WAN 
Management Solution. 

Supported Cisco Devices L; I 

11 3 2 
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Cisco 7000 Series 

Gigabit Switch Router 
Series 

Cisco 4000 Series 

Cisco 3600 Series 

Cisco 3500 Series 

7000, 7010, 7120, 7140, 7200, 7202, 7204, 7204VXR 
7206, 7206VXR, 7401 , 7505,7506,7507,7513,7576 

12004, 12008, 12012, 12016, 12404, 12406, 12416 

4000,4000-M,4500, 4500-M,4700,4700-M 

3620,3640,3660,CPA3640,CPA3620,3661AC,36 
3662AC, 3662DC, 3662AC-CO, 3662DC-CO 

I 3550-12T.3550-24.3550-48. 

Cisco 2950 Series 

1

2950-C24 

~=::=:======= 
Cisco 2600 Series 

Cisco 2500 Series 

Cisco 1700 Series 

Cisco 1600 Series 

Cisco 1000 Series 

Cisco 900 UBR Series 

Cisco 10000 UBR 
Series 

Catalyst 2948G L3 
Switch/Router 

2610,2611,2612,2613,2620,2621,2650XM,2651 

2500-2525,2501CF,2501LF,2502LF 

11710, 1720, 1760 

1601,1602,1603,1604, 1605,CPA1601,CPA1602, 
CPA1603, CPA1604 

1000,1003,1004,1005, 1020, CPA1003,CPA1004, 
CPA1005 

UBR-904, UBR-905, UBR-924, UBR-925 

10012 

12948G-L3 

Supported Cisco Devices (cont inued) 
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A ccess Servers 
~ 

Devices 
', 

' '. 

'• 

Cisco AS5000 Series AS5200, AS5300, AS5350, AS580Ô,'::':' 
AS5850 '· 

I 
Cisco 2500 Series 

I 
2509RJ, 2511 RJ, CPA2500 

Cisco switching access 

I 
MC3810 

concentrator 

I Switches 

li 
Dev ices 

Catalyst 8500 8510CSR, 8510MSR, 8515CSR, 8540CSR, 8540CSR with ACL 
Daughter card, 8540MSR with ACL Daughter card 

-
Catalyst 6000 MSFC, MSFC 11, 6006, 6009, 6509, 6506, 6509-NEBS 6513. 

(Catalyst 6000 series switches running the native lOS are supp 

Catalyst 5000 

I 
RSFC,RSM 

Catalyst 2916M-XL, 2924-XL, 2924C-XL, 2924-Xlv, 2924C-Xlv, 2912-X 
2900-XL 2924M-XL, 2912Mf-XL 

Catalyst 3508G-XL, 3512-XL, 3524-XL, 3548-XL, 3524T-XLEn 
3500-XL 

Supported Cisco lOS Vers ions 

• Cisco lOS Release 10.3 through 12.2 

Supported Catalys t OS Versions 

• GatOS 5.3 CSX through GatOS 7.1 

Supported Operating Sys tem s and Naming Services 

Operating System 

I Solaris Verslon 2.7 and 2.8 

Windows 2000 Professional and Server with 
support for Service pack 

Supported ACL Featu res 

• Creating new and editing existing ACLs 

• Naming, renaming and numbering ACLs 

I Naming Service 

DNS, NIS, HOST 
NISplus 

DNS, WINS, 
LMHOSTS 

I I , . 

-
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• Reordering AGEs 

• VLAN ACLs (VACLs) on Catalyst 6000 

• Printing of ACL Manager data 

• Copying configuration file to disk on download 

• Options for saving configuration file to disk 

• Support for optimizing ACL statements to eliminate redundancies 

Server, Client, and Web Browser System Requirements 

• Server support (Solaris)-Solaris versions 2.7 and 2.8 

• Server support (Windows)-Windows 2000 Professional and Server with supp 
Service Pack 

• Client browser support (Solaris)-Netscape 4.76 

• Client browser support (Windows)-Netscape 4.76, 4.77, 4.78 and Internet Ex 
5.5 with SP2 and 6.0 

Service and Support 
The CiscoWorks family of products is eligible to participate in the Cisco Software Appl 
Service (SAS) program. This service program offers customers contract-based 7x24 a 
the Cisco Technical Assistance Center (TAC), full Cisco Connection on-line (CCO) pri 
and minar software maintenance updates. A Software Application Service contract en 
that customers have easy access to the information and services needed to stay up-t 
with newly supported device packages, patches, and minor updates. For further infor 
on service and support offerings, contact your local sales office. 

Ordering lnformation 
ACL Manager is part ofthe Routed WAN Management Solution. For more information 
Manager and the Routed WAN Management Solution go to: 
V'{WI!J,cisco.com/warP/Public:;/cc/pd/wr2klrtwnmn/ 

To place an arder, contact your Cisco sales representative. 
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CHAPTER 1 
lnstalling ACL Manager 

This installation guide provides information about ACL Manager requirements 
and installing ACL Manager on Windows 2000 and Solaris . 

ACL Manager runs on top o f Cisco Works2000 Resource Manager Essentials 
(Essentials) Version 3.4. 

System Requirements for ACL Manager 

78-14158-01 

The system requirements for ACL Manager are given in this section. 
ACL Manager requirements are the same as Essentials requirements , except 
where noted. 

ACL Manager supports Cisco routers with Cisco lOS Releases 10.3 through 12.2, 
and Catalyst 6000 switches running Catalyst OS Releases 5.3 through 7.1. 

lnstallation Guide for ACL Manager • .,. 
,, 
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Chapter 1 lnstalling ACL Manage r 
System Requirements for ACl Manager 

Windows 2000 Requirements 

This section describes the minimum requirements for running ACL Manager on 
Windows 2000. 

Server Requirements 

The ACL Manager server must: 

• Be installed on a machine that is running Essentials, Release 3.4. 

• Be an IBM PC-compatible with 550 MHz or faster Pentium III processor 
running Windows 2000 Server or Professional, with Service Pack 2. 

• Have the following disk space and memory in addition to the requirements for 
Essentials: 

- 128MB ofmemory RAM (minimum) 

- 70 MB of available disk space (minimum) 

Solaris Requirements 

This section describes the minimum requirements for running ACL Manager on 
Solaris. 

Server Requirements 

The ACL Manager server must: 

• Be installed on a machine that is running Essentials, Release 3.4. 

• Be a member o f the Sun Ultra 60 family o f products running 
Solaris 2. 7 and 2.8. 

• Have the following disk space and memory in addition to the requirements for 
Essentials: 

----------------------------~~~~~~~4+(mfflliinrui~m~uHmfr)~------------------------------------

- 50 MB of available disk space (minimum) 

78-14158-01 
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Chapter 1 lnstalling ACL Manager 
System Requirements for ACL Manager 

Java Plug-in Requirements 

Java Plug-in improves the performance of ACL Manager, and allows it to use the 
latest Java runtime functionality. The plug-in caches Java applets and speeds up 
the loading ofthe ACL Manager application. 

Ensure that Java Plug-in version 1.3 . I is installed. 

lnstalling Java Plug-in 

Se e Chapter 3 o f Use r Guide for Cisco Works2000 Serve r, for instructions on 
how to instai! Java Plug-in. 

ACL Manager on Multi-homed Machines 

78-14158-01 

ACL Manager 1.4 is supported on multi-homed machines (machines with 
multiple Network Interface Cards (NICs), each configured with different IP 
addresses) . 

To run ACL Manager on a multi-homed machine, there are two requirements: 

• Ali IP addresses must be configured in DNS. 

• Only one IP address can be used by the client/browser to access 
ACL Manager Server. This is an ACL Manager restriction. 

To ensure that ACL Manager runs properly on multi-homed machines, you must 
open and modify the gatekeeper configuration fi le. The file location is: 

• Cisco Works2000 lnstallation Directory\lib\vbroker\gatekeeper.cfg, on 
Windows. 

• /opt/CSCOpx/lib/vbroker/gatekeeper.cfg, on Solaris. 

1t is recommended that you back up the gatekeeper configuration file before 
modifying it. 

lnstallation Guide for ACL Manager • 
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Chapter 1 lnstalling ACL Manager 

System Requirements for ACL Manager 

Step 1 

Step 2 

Step 3 

To modify the gatekeeper configuration file: 

Stop the Daemon Manager by entering: 

On Windows, 

net stop crmdmgtd 

On Solaris, 

/etc/init.d/dmgtd stop 

Replace every instance of external-IP-address with the externai IP address that 
you choose, and remove the character "#", from the following: 

#vbroker.gatekeeper .ba ckcompat.callback . host=externa1-IP-address 

#vbroker.se.exterior.host=externa1-IP-address 

#vbr oker.se.iiop_tp.host=external-IP-address 

#vbroker. se . interior.host=ext ernal-IP-address 

After modifying the gatekeeper con:figuration file, restart the Daemon Manager by 
entering: 

On Windows, 

net start crmdmgtd 

On Solaris, 

/etc/init.d/dmgtd start 

TCP Ports Used by ACL Manager 
ACL Manager uses the ports 1683 and 8088, in addition to the ports documented 
for C iscoWorks2000. 

If 1683 is blocked by a firewall, ACL Managc::e.:..r-=u:::s.:::.:es::...:.:th:.:e~p::.:o:.:r.::...t .::8.::.0.::.8 .::.8 ·:..._ ___________ _ 
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Chapter 1 lnstalling ACl Manager 
lnstalling ACl Manager on Windows 2000 

lnstalling ACL Manager on Windows 2000 
This section describes how to install ACL Manager on Windows 2000. 

~. 
Note You have to be tbe administrator oftbe system or bave admin privileges to 

perform installation . 

lnstalling the ACL Manager Server 

78-14158-01 

To install tbe ACL Manager server: 

Step 1 Make sure your system meets ali oftbe requirements described in tbe "Windows 
2000 Requircments" section on page 1-2. 

Step 2 Close all applications. 

Step 3 lnsert the ACL Manager CD into your CD-ROM drive. 

Step 4 Launch Windows Explorer, and double-click the CD-ROM drive icon. 

Step 5 

Step 6 

Note You can click Cancel to end the installation at any time. lfyou end the 
installation before it is complete, you must begin the installation again 
from this step. 

Double-click the setup.exe icon. 

If Essentials is not installed, o r a correct version o f Essentials is not installed, 
ACL Manager exits with an appropriate message. To install Essentials , follow the 
instructions in Installation and Set Up Guidejor Resource Manager Essentials on 
Windows 2000. 

I f you are upgrading from ACL Manager 1.3 to ACL Manager 1.4, the insta li 
program prompts you to back up data from the previous release. 

If you are installing ACL Manager for the first time, skip to Step 8. 

Click Yes in the dialog box that asks whether you want to back up your previous 
data. 

A Directory Selection dialog box appears. 

lnstallation Guide for ACl Manager 
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Chapter 1 lnstalling ACL Manager 
lnstall ing ACl Manager on Windows 2000 

Step 7 Accept the default destination or enter a new path, then click Next. 

After the data has been backed up, the program continues installing 
ACL Manager. 

Step 8 Click Next in the Welcome dialog box that appears. 

Step 9 Accept the default name and company or enter new data in the User Information 
dialog box. 

Step 10 Click Next. 

A dialog box appears displaying the directory where ACL Manager will be 
installed. 

Step 11 Click Next. 

I f Essentials is running, the install program asks you whether you want to stop the 
Cisco Works2000 Daemon Manager. Click Yes to continue installing 
ACL Manager. If you click No, the installation program exits. 

If you clicked Yes, the installation program stops Cisco Works2000 
Server Manager and the Start Copying Files Window appears. After all files are 
copied, the ACL Manager Program settings are modified. ACL Manager gets 
registered in the Cisco Works2000 data backup framework. The install program 
displays a message that the Cisco Works2000 Daemon Manager is starting. 

Step 12 Click Finish in the Setup Complete dialog box to complete the installation. 

Upgrading ACL Manager Data from a Remote Windows 2000 

Ifyou have installed ACL Manager 1.4, and you also have ACL Manager 1.3 on 
another server, you have to upgrade the existing data to ACL Manager 1.4. 

~ .. 
Note You must upgrade Essentials and CMF data before you can upgrade 

ACL Manager data. 

• lnstallation Guide for ACL Manager •e• 78-14158-01 
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78-14158-01 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

Step 8 

~ .. 

lnstalling ACL Manager on Windows 2000 

Upgrading data from a remote machine consists of: 

Exporting ACL Manager data from the server that has ACL Manager 1.3 

• Importing this data into the server that bas ACL Manager 1.4 

To export ACL Manager data: 

Access tbe server that bas ACL Manager 1.3 . 

Set the NMSROOT variable to Cisco Works2000 install directory. 

To shut down ACL Manager, enter: 

%NMSROOT% \bin\pdterm AclmServer 

lnsert tbe ACL Manager 1.4 CD into the CD-ROM drive . 

At the command prompt, corresponding to tbe drive where tbe CD-ROM contents 
can be accessed, enter: 

%NMSROOT%\ bin\ perl.exe export_ac l m. pl 

Enter tbe backup directory name at tbe prompt. The aclmdata.tar file will be 
stored at tbe specified location. 

You can also enter tbe backup directory name as a command Iine option: 

%NMSROOT% \ bin\ p e rl.exe export_aclm.pl backup directory 

Copy tbe aclmdata.tar file to any location on tbe machine wbere 
ACL Manager 1.4 is installed. 

Start the ACL Manager. Enter: 

%NMSROOT%\bin \ pdexec AclmServer 

Note You must import Essentials and CMF data before you can import 
ACL Manager data. 

lnstallation Guide for ACL Manager • --
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lnstalling ACl Manager on Solaris 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

Step6 

To import ACL Manager data: 

Access the server that has ACL Manager 1.4. 

Shut down ACL Manager. Enter: 

%NMSROOT% \bin\pdterm AclmServer 

Enter: 

cd %NMSROOT%\rigel \scripts 
%NMSROOT%\bin\perl. exe import_aclm.pl 

where NMSROOT is the directory in which CiscoWorks2000 is installed 
(c:\program files \CSCOpx by default) . 

Enter the location and name ofthe file (aclmdata.tar) at the prompt. 

After you enter the backup directory and filename, this message appears on the 
screen: 

Restoring removes all existing data including jobs . 
Remove existing data and continue [y/n]? 

Enter y, and then press Return. 

Start ACL Manager. Enter: 

%NMSROOT%\bin \pdexec AclmServer 

lnstalling ACL Manager on Solaris 
This section describes how to install ACL Manager on a Solaris machine. 

You can install the ACL Manager on a local disk or on a network-mounted 
Network File System (NFS) disk to which you have root access. 

• lnstallation Guide for ACL Manager •e=• 78-14158-01 
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lnstalling ACL Manager on Solaris 

lnstalling the ACL Manager Server 

78-14158-01 

Step 1 

Step 2 

Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

To install the ACL Manager server: 

Make sure your system meets all o f the requirements as described in Solaris 
Requircments, pagc 1-2. 

To become superuser, enter su and the root password at the command prompt, or 
log in as root. 

Insert the ACL Manager CD into your CD-ROM drive. 

The CD-ROM is automatically mounted into the /cdrom/cdromO directory. Ifyou 
are running File Manager, a separate File Manager window displays the contents 
of the CD-ROM. 

Enter: 

# cd /cdrom/cdromO 
# ./setup.sh 

Enter y to agree to the terms o f the copyright, then press Return . 

lf you are upgrading ACL Manager 1.3 to 1.4, the install program prompts you to 
back up data from the previous release. 

Enter y at the command prompt, then press Return. 

Enter the path for the backup directory, then press Return. 

After the data has been backed up, if the correct version o f Essentia1s is not 
installed, an error message appears and the installation terminates.To install 
Essentials, follow the instructions in Installation and Set Up Guide for Resource 
Manager Essentials on Solaris. 

If Essentials is installed, this message appears on your screen: 
Select component( s) y ou wish to install (all/none/q)?[all]: 

Note lf you are installing ACL Manager for the first time and Essentials is 
installed, this message will appear after Step 5. 

lnstallation Guide for ACl Manager • .,. 
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Step 8 Enter all , then press Return. 

l fEssentials is running, the install program asks you whether you want to stop the 
Cisco Works2000 Daemon Manager. Type y to continue installing 
ACL Manager. If you type n, the installation program exits. 

The installation program displays the names o f the server files being installed. If 
you have upgraded from ACL Manager 1.3 to 1.4, the data is updated. 
ACL Manager gets registered in the Cisco Works2000 data backup framework. 
After the installation is complete, the installation program restarts the 
Cisco Works2000 Daemon Manager. 

Upgrading ACL Manager Data from a Remote Solaris Machine 

~ .. 

I f you have installed ACL Manager 1.4 on a Solaris machine, and you have 
ACL Manager 1.3 on another So1aris machine, you will have to upgrade the 
existing data to ACL Manager 1.4. 

Note You must upgrade Essentials and CMF data before you can upgrade 
ACL Manager data. 

Step 1 

Step 2 

Upgrading data from a remote machine consists of: 

• Exporting ACL Manager data from the server that has ACL Manager 1.3 . 

• Importing this data into the server that has ACL Manager 1.4. 

To export ACL Manager data: 

Access the server that has ACL Manager 1.3. 

To shut down ACL Manager, enter: 

$NMSROOT/bin/pdt erm AclmServer 

where $NMSROOT is the directory in which Cisco Works2000 is installed 
(/opt/CSCOpx by default). 

• lnstallation Guide for ACL Manager 
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Step 3 

Step 4 

Step 5 

Step 6 

Step 7 

~ .. 

lnstalling ACL Manager on Solaris 

Mount the ACL Manager 1.4 CD-ROM. Enter: 

cd cdrom/cdromO 

Enter: 

. / export_aclm.pl 

Enter the backup directory name at the prompt. The aclmdata.tar fi le will be 
stored at the specified location. 

You can also enter the backup directory name as a command line option: 

. /export _ aclm. pl backup directory 

The aclmdata.tar file will be stored at the specified location. 

Do an ftp of aclmdata.tar in the binary mode to the machine that has 
ACL Manager 1.4. 

Start ACL Manager. Enter: 

$NMSROOT /bin/pdexec AclmServer 

Note You must import Essentials and CMF data before you can import 
ACL Manager data. 

Step 1 

Step 2 

Step 3 

To import ACL Manager data: 

Access the server that has ACL Manager 1.4. 

Shut down ACL Manager. Enter: 

$NMSROOT/bin/pdterm AclmServer 

Enter these commands: 

cd $NMSROOT/rigel/scripts 
./import_aclm.pl 

where $NMSROOT is the directory in which CiscoWorks2000 is installed 
(/opt/CSCOpx by default). 

lnstallation Guide for ACL Manager • •ts•• 
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Step 4 

Step 5 

Step 6 

Enter the Iocation and the filename (aclmdata.tar) at the prompt. 

After you enter the backup directory and filename, this message appears on the 
screen: 

Restoring removes all existing data including jobs. 
Remove existing data and continue [y/n]? 

Enter y , and then press Return. 

Start ACL Manager. Enter: 

$N MSROOT / bin/pdexec AclmServer 

Uninstalling ACL Manager 
This section describes bow to uninstall ACL Manager on Windows 2000 Server 
and Solaris. 

Uninstalling ACL Manager on Windows 2000 

Step 1 

Step 2 

Step 3 

Step 4 

You have to be the administrator ofthe system, or have admin privileges, to 
perform the uninstallation. 

To uninstall the ACL Manager server: 

Select Start > Control Panel > Add/Remove Programs. 

Select ACL Manager 1.4 from the software Iist. 

Click Add/Remove. 

Click Yes in the Confirm File Deletion dialog box. 

The Remove Programs from Your Computer window opens. 

----------step-5 Click-OK...when-the-uni.nstallation..is._co.m.ple.1J...._ _ ____________ _____ _ 
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Uninstalling ACL Manager 

' Note After you uninstall ACL Manager, some directories and files might 
remain. lf this is the case, delete these directories and files, manually. If 
you cannot delete them and the message, The fil e is in use, appears, 
reboot your system. You should then be able to delete the remaining files . 

Uninstalling ACL Manager on Solaris 

Step 1 

Step 2 

78-14158-01 

You need to have root privileges to uninstall ACL Manager. 

To uninstall the ACL Manager server: 

Enter this command: 

# /usr/sbin/pkgrm CSCOaclms 

A message appears, asking you if you want to remove this package. 

Enter y, then press Return . 

lnstallation Guide for ACL Manager • ., .• 
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A through B Commands 

aaa accounting 

Syntax Description 

78-13849-01 

Enable, disable, or view LOCAL, TACACS+, or RADIUS user accounting (on a server designated by 
the aaa-server command). (Configuration mode.) 

Configure with the command ... Remove with the command ... 

aaa accounting include I exclude 
acctg_service inbound I outbound I 
if_name local_ip local_maskforeign_ip 

foreign_mask group _tag 

no aaa accounting include I exclude 
authen_service inbound I outbound 
if_ name group _tag 

clear aaa [accounting include 1 exclude 
authen_service inbound I outbound I 
if_ na me group _tag] 

aaa accounting match acl_name inbound I 
outbound I if_ name group _tag 

no aaa accounting match acl_name 
inbound I outbound I if_name 
group_tag 

Sbow command options Show command output 

show aaa 

accounting 

acctg_service 

foreign_ip 

Displays the AAA authentication configuration. 

Enable or disable accounting services with authentication server. Use of this 
command requires that you previously used the aaa-server command to designate 
an authentication server. 

The accounting service. Accounting is provided for ali services or you can limit it 
to one o r more services. Possible values are any, ftp, http, telnet, o r protocol/port. 
Use any to provide accounting for ali TCP services. To provide accounting for 

rvices , use the protocollporf forro 

For protocollport, the TCP protocol appears as 6, the UDP protocol appears as 17, 
and so on, and port is the TCP or UDP destination port. A port value o f O (zero) 
means ali ports. For protocols other than TCP and UDP, the port is not applicable 
and should not be used. 

The IP address ofthe hosts you want to access the /ocal_ip address. Use O to mean 
ali hosts. 



access-Jist 

Examples 

&-"ccess-list 

' 

Chapter 3 

The clear access-group command removes ali entries from an access list indexed by acl_ID. I f acl_ID 
is not specified, ali access-list command statements are removed from the configuration. 

The following example shows use ofthe access-group command: 

static (inside,outside) 209.165.201.3 10.1.1 . 3 
access-list acl_out permit tcp any host 209.165.201.3 eq 80 
access-group acl_out in interface outside 

The static command statement provides a global address of209 .165 .20 1.3 for the web server at I 0.1 .1.3. 
The access-list command statement lets any host access the global address using port 80. The 
access-group command specifies that the access-Iist command statement applies to traffic entering the 
outside interface. 

Create an access list, or use downloadable access lists. (Downloadable access lists are supported for 
RADIUS servers only). (Configuration mode.) 

Configure with the command... Remove with the command ... 

access-Iist [acl_ID] compiled no access-Iist [acl_ID] compiled 

access-Iist acl_!D {deny I permit} icmp no access-Iist [acl_ID {deny 1 permit} icmp 
{source_addr I local_addr} {source_addr llocal_addr} 
{source_mask llocal_mask} {source_mask llocal_mask} 
{destination_addr I remote_addr} {destination_addr I remote_addr} 
{destination_mask I remote_mask} {destination_mask I remote_mask} 
icmp _type icmp _ type] 

access-Iist id {deny I permit} icmp no access-Iist id {deny I permit} {icmp 
{source_addr llocal_addr} {source_addr llocal_addr} 
{source_mask llocal_mask} I {source_mask llocal_mask} I 
object-group network_obj_grp_id object-group network_obj_grp_id 
{destination_addr I remote_addr} {destination_addr I remote_addr} 
{destination_mask I remote_mask} I {destination_mask I remote_mask} I 
object-group network_obj_grp_id object-group network_obj_grp_id 
[icmp_type I object-group [icmp_type I object-group 
icmp _ type _ obj _grp _id] icmp _type _ obj _grp _id] } 

access-list acl_ID { deny I permit} protocol no access-list acl_!D [ {deny I permit} 
{source_addr llocal_addr} protocol {source_addr llocal_addr} 
{source_mask l local_mask}[operator {source_mask llocal_mask} [operator 
port [port] {destination_addr I port [port] {destination_addr I 
remote_addr} {destination_mask I remote_addr} {destination_mask I 

--------------------------~re~m~oNt~e~_~m~a~skT-·Jrí.[o~pve~rant'-o~r~pvo»r~tTw"'omrrlfJr---~-----.~~ewm~u~~asktfop~ratvrpunivort)BJ .J ______________ __ 

• Cisco PIX Firewall Command Reference .,,. 78-13849-01 

El~. 1 N°_1~1 ~5::...:3=-



•• 

Chapter 3 A through B Commands 

Configure with the command ... 

access-Iist id { deny I permit} {protocoll 
obj ect-group protocol_ obj _grp _id 
{source_addr llocal_addr } 
{source_mask llocal_mask} I 
object-group network_obj_grp_id 
[operator port [port]J object-group 
service_obj_grp_id] {destination_addr J 

remote_addr} {destination_mask I 
remote_mask} I object-group 
network_obj_grp_id [operator port 
[port] I object-group 
service _oh} _grp _id]} 

debug access-Iist ali I standard I turbo 

N/A 

N/A 

Show command options 
show access-list [[acl_ID] source_addr] 

Remove with the command •.. 

no access-Iist id {deny I permit} {protocoll 
object-group protocol_obj_grp _id 
{source_addr Jlocal_addr} 
{source_mask llocal_mask } I 
object-group network _ obj_grp _id 
[operator port [port]l object-group 
service_obj_grp_id] {destination_addr I 
remo te_ addr} { destination_ mask I 
remote_mask} I object-group 
network _ obj _grp _id [ operator por! 
[port] I object-group 
service _oh} _grp _id]} 

no debug access-Iist ali I standard I turbo 

clear access-Iist [ acl _ID] 

clear access-list acl ID counters 

Show command output 

Displays the access-list command statements in 
the configuration, the hit count ofthe number of 
times each element has been matched during an 
access-list command search, and whether or not 
the list is configured for TurboACL. 

The source_addr option filters the show output so 
that only those access-list elements that match the 
source IP address ( or with any as source IP 
address) are displayed. 

Syntax Description acl ID Name ofan access list. You can use either a name or number. 
--------------~----~--~--~--~~------~------~~~----~~~~~ compiled When used in conjunction with the access-list command, this turns on TurboACL 

unless the no qualifier is used, in which case the command no access-list acl _ID 
compiled tums off TurboACL for that access list. 

To use TurboACL globally, enter the access-list compiled cornrnand and to 
globally turn off TurboACL, enter the no access-list compiled cornmand. 

After TurboACL has been globally configured, individual access lists or groups can 
have TurboACL enabled or disabled using individual [no) access-list aci_ID 
compiled comrnands. 

TurboACL is compiled only i f the number o f access list elements is greater than o r 
------------------------------~e~~. 

debug Outputs access list debugging information to the console. 

Cisco PIX Firewall 
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D through F Commands 

You can debug packets or ICMP tracings through the PIX Firewa!L The debug command provides 
inforrnation that helps troubleshoot protocols operating with and through the PIX Firewa!L 
(Configuration mode.) 

Start loggiDg with the commaDd .•. Stop loggiDg with the commaDd ... 

debug access-Iist ali I standard I turbo DO debug access-Iist ali I staDdard 1 turbo 
debug crypto ca [leve/] DO debug crypto ca [leve/] 

debug crypto ipsec [leve/] no debug crypto ipsec [leve/] 

debug crypto isakmp [leve/] no debug crypto isakmp [leve!] 

debug dhcpc detail I error I packet no debug dhcpc detail I error I packet 

debug dhcpd event I packet no debug dhcpd eveDt I packet 

debug dos {resolver I ali} no debug dos {resolver I ali} 

debug fixup { udp I tcp} no debug fixup { udp I tcp} 

debug fover option no debug fover option 

debug h323 h225 [asD I event] no debug h323 h225 [asn I event] 

debug h323 h225 [h245 I ras eveDt I asn] no debug h323 h225 [h245 Iras event I asn] 

debug h323 h245 [asn I event] no debug b323 h245 [asn I eveDt] 

debug h323 ras [asn I eveDt] no debug b323 ras [asn I event] 

debug icmp trace no debug icmp trace 

debug ils no debug ils 

debug Dtp [adjust I authentication I events I no debug ntp [adjust I autbentication I 
Ioopfilter I packets I params I select I eveDts lloopfilter I packets I params I 
syDc I validity] select I sync I validity] 

deb..ug_pª~ket if_ name [src source ip no debug packet if name [src source ip 
[netmask mask]] [dst dest_ip [netmask [netmask mask]] [dst dest_ip [netmask 
mask]] [[proto icmp] I [proto tcp [sport mask]] [[proto icmp] I [proto tcp [sport 
src_yort] [dport dest_yort]] I [proto src_yort] [dport dest_yort]] I [proto 
udp [sport src_yort] [dport dest_yort]] udp [sport src_yort] [dport dest_yort]] 
[rx I tx I botb] [rx I tx I both] 

debug pdm history no debug pdm history 

debug ppp error I io I uautb I upap I chap I no debug ppp erro r I i o I uauth I upap I chap 
negotiation I negotiation 

Cisco PIX Firewall Command 
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fixup protocol 

Syntax Description 
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Modifies PIX Firewall protocol fixups to add, delete, or change services and feature defaults. 
(Configuration mode.) 

Configure with the command ... 

fixup protocol ftp (strict] (port] 

fixup protocol http (port[ -port] 

fixup pro toco! h323 {h2251 r as} port ( -port] 

fixup protocol ils (port[-port]] 

fixup protocol rsh (514] 

fixup protocol rtsp (port] 

fixup protocol sip [5060] 

fixup protocol skinny (2000] 

fixup protocol smtp [port[-port]] 

fixup protocol sqlnet (port[-port]] 

fixup protocol skinny port [-port] 

Show command options 

show fixup 

show fixup protocol protocol (protocol] 

show conn state [sip] 

show timeout sip 

Remove with the command ... 

no fixup protocol [protocol_name] (port] 

clear fixup 

no fixup protocol h323 {h225 1 ras} port 
[-port] 

Show command output 

Displays the current fixup configuration and port 
values. 

Displays the port values for the individual pro toco! 
specified. 

Displays the connection state o f the designated 
protocol. 

Displays the timeout value o f the designated 
pro toco!. 

fixup protocol 
protocol (protocol] 
[port[ -port] 

Modifies PIX Firewall protocol fixups to add, delete, or change services and 
feature defaults. 

fixup protocol ils Provides support for Microsoft NetMeeting, SiteServer, and Active Directory 
products that use LDAP to exchange directory information with an ILS server. 

ftp Specifies to change the ftp port number. 

h323 ras Specifies to use RAS with H.323 to enable dissimilar communication devices to 
communicate with each other. H.323 defines a common set of CODECs, call 
setup and negotiating procedures, and basic data transport methods. 

Cisco PIX Firewall 
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h323 h225 Specifies to use H.225, the !TU standard that governs H.225.0 session 
establishment and packetization, with H.323. H.225 .0 actually describes severa! 
different protocols: RAS, use of Q.931, and use of RTP. 

http [port[-port] The default port for HTTP is 80. Use the port option to change the HTTP port, 
or the port-port option to specify a range o f HTTP ports. 

ils Specifies the Internet Locator Service. The default port is TCP LDAP server port 
389 . 

no Disables the fixup ofa protoco l by removing ali fixups ofthe protocol from the 
configuration using the no fixup command. After removing ali fixups for a 
protocol, the no fixup form o f the command o r the default port is stored in the 
configuration. 

port Specify the port number or range for the application protocol. The default ports 
are: TCP 21 for ftp , TCP LDAP server port 389 for ils, TCP 80 for http, TCP 
1720 for h323 h225, UDP 1718-1719 for h323 ras, TCP 514 for rsh, TCP 554 
for rtsp, TCP 2000 for skinny, TCP 25 for srntp , TCP 1521 for sqlnet, and TCP 
5060 for sip. The default po rt value for rsh cannot be changed, but additiona1 
port statements can be added. See the "Ports"' section in Chapter 2. "'Using 
PIX Firewall Commands" for a list ofvalid port literal names. The port over 
which the designated protocol travels. 

protocol Specifies the protocol to fix up. 

protocol_name The protoco l name. 

ras Registration, admission, and status (RAS) is a signaling protocol that performs 
regístration, admíssions, bandwidth changes, status, and disengage procedures 
between the Vo!P gateway and the gatekeeper. 

sip Enable or change the port assignment ofthe Session lnitiation Protocol (SIP) for 
TCP connections. UDP SIP is on by default and cannot be dísab1ed and the port 
assignment is nonconfigurable. PIX Firewall Version 6.2 introduces PAT support 
for SIP. 

skinny Enable SCCP. SCCP protocol supports IP telephony and can coexist in an H.323 
environment. An app1ícation layer ensures that ali SCCP sígnaling and media 
packets can traverse the PIX Firewall and interoperate with H.323 terminais. 

strict Prevent web browsers from sending embedded commands in FTP requests. Each 
FTP command must be acknow1edged before a new command is allowed. 
Connections sending embedded commands are dropped. 

The default ports for the PIX Fírewall fixup protocols are as follows: 

f ixup protoco l ftp 21 
fixup p rotoco l http 80 
f i x up prot ocol h323 h225 1720 
fixn p p r otoc h 23 r a s 1718 1 719 
fixup protoc o l ils 389 
fixup prot o c o l rsh 514 
fi x up protocol r t sp 554 
f i x up protocol s mtp 25 
f ixup prot o c ol sql net 152 1 
fixup protocol sip 5060 
fixup prot ocol ski nny 200 0 

(These are the defaults that are enab1ed on a PIX Firewall running software versíon 6.2.) 

• Cisco PIX Firewall Command Refercncc 
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Usage Guidelines 
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The fixup protocol commands let you view, change, enab le, o r disable the use o f a service o r protocol 
through the PIX Firewall. The ports you specify are those that the PIX Firewall listens at for each 
respect ive service. You can change the port value for each service except rsh and sip. The fixup protocol 
commands are always present in the configuration and are enab led by default. 

The fixup protocol command performs the Adaptive Security Algorithm based on different port 
numbers other than the defaults . This command is global and changes things for both inbound and 
outbound connections, and cannot be restricted to any static command statements. 

The clear fixup command resets the fixup configuration to its default. Jt does not remove the default 
fixup protocol commands. 

You can disable the fixup of a protocol by removing ali fixups of the pro toco! from the configuration 
using the no fixup command. After you remove ali fixups for a protocol, the no fixup form of the 
command or the default port is stored in the configuration. 

fixup protocol ftp 

Use the fixup protocol ftp command to specify the listening port or ports for the File Transfer Protocol 
(FTP). The following describes the features and usage o f this command: 

The PIX by default listens to port 21 for FTP. 

Mutliple ports can be specified. 

Only specify the port for the FTP control connection and not the data connection. The PIX stateful 
inspection will dynamically prepare the data connection as necessary. For instance, the following 
is incorrect: 

JNCORRECT 

fixup protocol ftp 21 
fixup protocol ftp 20 

CORRECT 

fixup protocol ftp 21 

Use caution when moving FTP to a higher port. For example, i f you set the FTP port to 2021 by 
entering fixup proto c o l ftp 2 021 all connections that initiate to port 2021 will h ave their data 
payload interpreted as FTP commands. 

The following is an example of a fixup protocol ftp configuration that uses multiple FTP fixups: 

: For a PIX Firewal1 with two interfaces 

ip address outside 192.168.1.1 255.255.255.0 
ip address inside 10.1.1.1 255.255.255.0 

There is an inside host 10.1.1.15 that wi11 be 
exported as 192.168.1.15 . This host runs the FTP 
services at port 21 and 1021 

static (inside, outside) 192.168.1.15 10.1.1.15 

Construct an access list to permit inbound FTP traffic to 
port 21 and 1021 

access-list outside permit tcp any host 192.168.1.15 eq ftp 
access-1ist outside permit tcp any host 192.168 . 1.15 eq 1021 
access-group outside in interface outside 

: Specify that traffic to port 21 and 1021 are FTP traffic 

Cisco PIX Firewall Command Reference 
.I . l. 
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Ifyou disable FTP fixups with the no fixup protocol ftp command, outbound users can start connections 
only in passive mode, and ali inbound FTP is disabled . 

The strict option to the fixup protocol ftp command prevents web browsers from sending embedded 
commands in FTP requests. Each FTP command must be acknowledged before a new command is 
allowed. Connections sending embedded commands are dropped. The strict option only lets an FTP 
server generate the 227 command and only lets an FTP client generate the PORT command. The 227 and 
PORT commands are checked to ensure they do not appear in an errar string. 

fixup protocol h323 {h2251 ras} 

The fixup protocol h323 {h225J ras} command provides support for H.323 compliant applications such 
as Cisco CallManager and Voca!Tec Gatekeeper. H.323 is a suite o f protocols defined by the 
International Telecommunication Union (!TU) for multimedia conferences over LANs. Version 5.3 and 
higher supports H.323 version 2. H.323 version 2 adds the following functionality to the PIX Firewall: 

Fast Connect or Fast Start Procedure for faster call setup 

H.245 tunneling for resource conservation, call synchronization, and reduced set up time 

PIX Firewall software versions 6.2 and higher support PAT for H.323. 

When upgrading from any pre-PIX Firewall software version 6.2 release, the following will be added to 
the configuration: 

fixup protocol h323 ras 1718 - 1719 

Additionally, fixup protocol h323 port becomes fixup protocol h323 h225 por!. 

You can disable H.225 signalling or RAS fixup (or both) with the no fixup protocol h323 {h225J ras} 
port (-port] command. 

fixup protocol http 

The fixup protocol http command sets the port for Hypertext Transfer Pro toco! (HTTP) traffic. The 
default port for HTTP is 80. 

Use the port option to change the default port assignments from 80. Use the port-port option to apply 
HTTP application .inspection to a range ofport numbers . 

Note The no fixup protocol http command statement also disables the filter url command. 

HTTP inspection performs severa! functions: 

URL logging o f GET messages 

URL screening through N2H2 or Websense 

• Java and ActiveX filtering 

The Iatter two features must be configured in conjuction with the filter command. 

fixup protocol ils 

The fixup protocol ils command provides NAT support for Microsoft NetMeeting, SiteServer, and Active 
Directory products that use LightWeight Directory Access Protocol (LDAP) to exchange directory 
information with an for Internet Locator Service (ILS) server. 

> I .! o l, 
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fixup protocol rtsp 

The fixup protocol rtsp command lets PIX Firewall pass Real Time Streaming Protocol (RTSP) packets. 
RTSP is used by Rea!Audio, Rea!Networks, Apple QuickTime 4, Rea!Player, and Cisco IP/TV 
connections. 

lfyou are using Cisco IP/TV, use RTSP TCP port 554 and TCP 8554: 

fixup protocol rtsp 554 
fixup protocol rtsp 8554 

The following restrictions appl y to the fixup protocol rtsp command: 

I. This PIX Firewall will not fix RTSP messages passing through UDP ports. 

2. PAT is not supported with the fixup protocol rtsp command. 

3. PIX Firewall does not have the ability to recognize HTTP cloaking where RTSP messages are 
hidden in the HTTP messages. 

4. PIX Firewall cannot perform NAT on RTSP messages because the embedded IP addresses are 
contained in the SDP files as part of HTTP or RTSP messages. Packets could be fragmented and 
PIX Firewall cannot perform NAT on fragmented packets. 

5. With Cisco IP/TV, the number ofNATs the PIX Firewall performs on the SDP part ofthe message 
is proportional to the number ofprogram listings in the Content Manager (each program listing can 
have at least six embedded IP addresses). 

6. You can configure NAT for Apple QuickTime 4 or RealPiayer. Cisco IP/TV only works with NAT 
ifthe Viewer and Content Manager are on the outside network and the server is on the inside 
network. 

7. When using Rea!Piayer, it is important to properly configure transport mode. For the PIX Firewall, 
add an access-Iist command statement from the server to the client or vice versa. For Rea!Player, 
change transport mode by clicking Options>Preferences>Transport>RTSP Settings. 

Ifusing TCP mode on the Rea!Player, select the Use TCP to Connect to Server and Attempt to 
use TCP for ali content check boxes. On the PIX Firewall, there is no need to configure the fixup. 

Ifusing UDP mode on the Rea!Piayer, select the Use TCP to Connect to Server and Attempt to 
use UDP for static content check boxes, and for live content not avai lable via Multicast. On the 
PIX Firewall, add a fixup protocol rtsp port command statement. 

fixup protocol sip 

Session Initiation Protocol (SIP), as defined by the Internet Engineering Task Force (IETF), enables call 
handling sessions and two-party audio conferences (calls). SIP works with Session Description Protocol 
(SDP) for call signalling. SDP specifies the ports for the media stream. Using SIP, the PIX Firewall can 
support any SIP Voice over IP (VoiP) gateway or VoiP proxy server. SIP and SDP are defined in the 
following RFCs: 

SIP: Session lnitiation Protocol, RFC 2543 

--------------------~~s~D~P~:s~e~cciption-Er~~~~~JLL_ ____________________________________________ _ 

To support SIP, calls through the PIX Firewall , signaling messages for the media connection addresses, 
media ports, and embryonic connections for the media must be inspected. This is because while the 
signaling is sent over a well known destination port (UDP/TCP 5060), the media streams are 
dynamically allocated. Therefore, SIP is a text-based protocol and contains the IP addresses throughout 
the text. The packets are inspected and NAT is provided for the IP addresses. 

PIX Firewall software version 6.2 and higher support PAT for SIP. 

The fixup protocol sip command enables SIP on the interface. 

78-13849-01 
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The SIP fixup is always in effect when UDP signaling is used, even ifthe command no fixup procol sip 
5060 is issued. With TCP signaling, the fixup can be disabled with the command no fixup protocol sip 
5060. 

For additional in fo rmation about the SIP protocol see RFC 2543. For additional info rmation about the 
Session Description Protocol (SDP), see RFC 2327. 

Note !f Cisco CaliManager is configured for NAT and outside phones register to it via TFTP, the connection 
will fail because PIX Fi rewall currently does not support NAT TFTP messages. 

~ .. 

fixup protocol skinny 

Skinny Client Contrai Protocol (SCCP or "skinny") protocol supports IP telephony and can coexist in 
an H.323 environment. An application layer ensures that ali SCCP signaling and media packets can 
traverse the PIX Firewall and interoperate with H.323 terminais. 

fixup protocol smtp 

The fixup protocol smtp command enables the Mail Guard feature, which only lets mail servers receive 
the RFC 821, section 4.5.1, commands ofHELO, MAIL, RCPT, DATA, RSET, NOOP, and QUIT. Ali 
other commands are translated into X's which are rejected by the internai server. This results in a 
message such as "500 Command unknown: 'XXX'." Incomplete commands are discarded. 

Note During an interactive SMTP session, various SMTP security rules may reject or deadlock your telnet 
session. These rules include the following: SMTP commands must be at least four characters in length; 
must be terminated with carriage return and line feed ; and must wait for a response before issuing the 
next reply. 

As of PIX Firewall software version 5.1 and higher, the fixup protocol smtp command changes the 
characters in the SMTP banner to asterisks except for the "2", "0", "O" characters. Carriage return (CR) 
and linefeed (LF) characters are ignored. 

In PIX Firewall software version 4.4, ali characters in the SMTP banner are converted to asterisks. 

fixup protocol sqlnet 

PIX Firewall uses port 1521 for SQL *Net. This is the default port used by Oracle for SQL*Net; however, 
this value does not agree with IANA port assignments. 

The following examp1e enab1es access to an inside server running Mai1 Guard: 

static (inside,outside) 209.165.201.1 192.168.42.1 netmask 255.255.255.255 
access-list ac1_out permit tcp host 209.165.201.1 eq smtp any 
access-group acl_ out in interface outside 
fixup protocol smtp 25 

The following example shows the commands to disab le Mail Guard: 

static (dmz1,outside) 2 09 . 165.201.1 10.1.1.1 netmask 255 . 255.255.255 
access-list ac1_out permit tcp host 209.165 .2 01.1 eq smtp any 
access-group acl_out in interface outside 
no fixup protoco1 smtp 25 

• Cisco PIX Firewall Command Reference 
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In this example, the static command sets up a global address to permit outside hosts access to the 
l 0.1 .1.1 mail server host on the dmzl interface. (The MX record for DNS needs to point to the 
209.165.201.1 address so that mail is sent to this address .) The access-list command lets any outside 
users access the global address through the SMTP port (25) . The no fixup protocol command disables 
the Mail Guard feature. 

flashfs 
Clear, display, or downgrade filesystem information. (Configuration mode.) 

Configure with the command ... 

flashfs downgrade { 4.x I 5.0 I 5.1} 

Show command options 

show flashfs 

Remove with the command ... 

clear flashfs 

Show command output 

Displays the size in bytes o f each filesystem sector 
and the current state of the filesystem. 

Syntax Description downgrade 4.x Clear the filesystem information from Flash memory before downgrading to 
PIX Firewall software version 4.0, 4.1 , 4.2, 4.3, o r 4.4. 

downgrade 5.0 I 
5.1 

Write the fi lesystem to Flash memory before downgrading to the appropriate 
PIX Firewall software version 5.0 or higher. 

Usage Guidelines The clear tlashfs and the flashfs downgrade 4.x commands clear the filesystem parto f Flash memory 
in the PIX Firewall. Versions 4.n cannot use the information in the filesystem; it needs to be cleared to 
let the earlier version operate correctly. 

78-13849-01 
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The flashfs downgrade 5.x command reorganizes the filesystem part of Flash memory so that 
information stored in the filesystem can be accessed by the earlier version. The PIX Firewall maintains 
a filesystem in Flash memory to store system information, IPSec private keys, certificates, and CRLs. It 
is crucial that you clear or reformat the fi lesystem before downgrading to a previous PIX Firewall 
version. Otherwise, your filesystem will get out o f sync with the actual contents o f the Flash memory 
and cause problems when the unit is !ater upgraded. 

Note When downgrading to PIX Firewall Versions 5.0 or 5.1, which support a maximum 4MB of Flash 
memory, configuration files larger than 4 MB will be truncated and some configuration information 
will be lost. 

You only need to use the flashfs downgrade 5.x command i f your PIX Firewall has 16 MB o f Flash 
memory, ifyou have IPSec private keys, certificates, or CRLs stored in Flash memory, and you used the 
ca save ali command to save these items in Flash memory. The flashfs downgrade 5.x command fails 
i f the filesystem indicates that any parto f the image, configuration, o r private data in the Flash memory 
device is unusable. 

The clear flashfs and flashfs downgrade commands do not affect the configuration stored in Flash 
memory. 

l. ... li • l. 
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The fust task that you must perform after installing CSPM is to define the basics 
o f your network topology. This task involves identifying the network assets for 
which you want to define global network policies, identifying the Managed 
Devices that can enforce/effect the global network policies for these network 
assets, identifying the policy enablement hosts, and creating a network topology 
that represents these network obj ects in a manner that ensures that you can define 
and apply global network policies to those network objects. 

The checklist below outlines what is required to understand the decision-making 
process and basic flow required to complete the definition o f your network 
topology. Each step, described in the Step column, may contain several substeps 
and should be performed in the order presented. References to the specific 
procedures used to perform each step appear in the Reference column. 

Identify the required network objects on your network 

• Internet Connection Points. Because CSPM controls the fiows into and out 
o f your network, you must identify the connection points out ofyour network. 
Within CSPM, all such connection points must be defined within the Internet 
in the network topology. 

• Most V~luabie Network Assets. V\lhile your entire network is considered an 
asset, you can define a global security policy that addresses the enablement 
ofmost network service flows that commonly occur across your network. It 
is only when you want to define an exception to this global security policy 
that you need to be concemed with defining specific network assets witbin 

------------------------------.. y=ou~r~n~etwutJttopu~o~-------------------------------------------------------
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o Managerll Devi.ces. Managed Devices represent those network objects that 
enforce some aspect ofthe defíned network policies. For exa.11ple, m1 IOS 
Router or PIX Firewall ca.r enforce the perrnitted traffic fl.ows ( defined as 
security policies) across your network. 

o Policy Enablement Hosts. Policy enablement hosts represent those network 
objects that are required to enable iletwork policy deployment. These hosts 
include CSPM servers, as well as other hosts such as certificate authority 
servers and Syslog servers. 

o Reachable Networks. This list ofnetworks identifies your internal networks 
that can send or receive network traffic. Many o f these networks will be 
attached to a Managed Device. The purpose o f identifying these networks is 
to ensure that they are defined within clouds so that the correct routing roles 
can be generated for those Managed Devices that act as gateway objects. 

Result: You should have a completed Worksheet for Defining your Network 
Topology that identifies the required network objects, their IP addresses, and the 
types ofnetwork servers that run on the policy enablement hosts. This worksheet 
ís used to complete Step 2. 

For more ínformation, see the following references : 

• Identifying Key Components in Your Topology, page 7-3 

o Worksheet for Defining your Network Topology, page 9-4 

Step 2 Define the outermost gateway objects 

When you define your network topology, you must define it from externai (from 
the Internet) to internai (into your internai networks). The easiest method for 
definíng gateway objects is to use the Topology Wizard. Using the Topology 
Wizard, you can discover the interface and device settings or specify them 
manually. 

In addition, you can manually define any gateway object. The tasks referenced by 
this step are the tasks that explain how to manually define a gateway object. You 
must define the interface settings on the Internet before you can define any other 
gateway objects. Ifyou use the Topology Wizard, the interface settings for the 
Internet are defined automatically based on the confi.guration information that you 
provi de. 

One ofthe most important concepts withín CSPM is a cloud. A strongly suggested 
cr ideline is that un1ess you must define a Managed Device or a specific network 
on which special hosts, such as policy enabiement hosts, res1de, you should use a 

f] User Guide fnr Cisco Secure Policy Manager 3.1 
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Cliapt1!-:r 9 Oeíin!ng Your flletwork Topology 

Step 3 

Step4 

cloud to represent aH gateways and netv10rks. You can define netwo:rks going into 
a..;d ouí: o f a c1oud, as well as networks contained witbin the cloud. For more 
information on clouds, refer to Step 5 in this chec1dist. 

Result: The outermost networks and gateway devices are defined and the 
connections between those gatewa.y devices and the Internet, which represent 
connections to ISPs, are àe:fined. 

For more information, see the following references: 

• Adding a Cisco IOS Router to Your Topology, page 9-54 

• Adding a PIX Firewall to Your Topology, page 9-34 

• Adding a Cloud to Your Topology, page 9-18 

• Adding a Cloud Network to Your Topology, page 9-26 

Define network assets 

Network assets represent those network objects, sucb as specific networks and 
hosts, for which you want to define exceptional network policies. These network 
objects are identified in Step 1, with the exception ofthe CSPM server, which will 
be defined during the next step. 

Result: The network assets that you identified in Step 1 are defined in the network 
topology. 

For more information, see the following references: 

• Adding a Network to Your Topology, page 9-10 

• Adding a Host to Your Topology, page 9-83 

Specifying a Client/Server Product is Running on a Host, page 9-84 

• Adding an IP Range to Your Topology, page 9-80 

Define CSPM server 

You must create the host that represents the CSPM server that you have installed 
on your network:. To create the host, you must define the parent network on wi:úch 
the host resides and then create a host under that network. You can add a host 
based on the Windows 2000 name o f the computer. 

Result: The CSPM server is defined within your network topology. 

For more information, see the "Adding a CSPM Server to Your Topoiogy" section 
----------------------~o~nrn-pag:~~~---------------------------------------------------------
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l.il!orkslleet ior Deftning yoUT Nett'llol"'.- Topology 

Step 5 Define reachable networks 

VVhen you defure the remainder ofyour nehvork topology, you should use clouds. 
In fact, you should define douds for as much ofyour network as possible. Clouds 
provi de a íogical grouping o f networks and, thereby, hosts residing on those 
networks, that are reachable via an internai gateway. 

A cloud is a special gateway object that attaches cloud networks to fully defined 
networks. To attach the two types o f networks, the cloud identifies the IP 
addresses, representing default gateways, attached to those interfaces residing on 
the fully defined networks (which are either internai or externai to the cloud). The 
cloud also has a special interface type called Cioud Networks, which organizes 
the cloud networks. In terms o f the cloud, cioud networks exist within it. 
However, in reality, they exist inside the default gateway specified on the externai 
interface o f the cloud. 

Ciouds organize those settings required to identify and route to networks that 
reside inside ofthe gateway. Ciouds are unique gateway objects because they do 
not require at least two real interfaces, as do Managed Devices. Instead, the cloud 
has at least one real interface (the externai interface) and exactly one Cloud 
Networks interface (an internai interface). When you specify an IP address 
associated with a non-cloud interface, you are specifying the default gateway 
through which the cloud networks organized under the Cloud Networks interface 
( and therefore, within the cloud) can be reached. 

Result: Ali internai networks that are reachable from other network objects within 
your network are defined within one or more ciouds. 

For more information, see the following references: 

• Adding a Cloud to Your Topology, page 9-18 

• Adding a Cloud Network to Your Topology, page 9-26 

orkshee or Defining our Networ T opology 
This worksheet identifies network objects and information that you must identify 
and define in your network topology. 

User Guide for Cisco Secure l?oiicy 1\flanager 3.1 
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Wornsheet lar Defining yaur i\ietwori; Tapolcm• 

ISP Co:nnections IP Adàress used by your outennost gateways to reach the ISP connections 

Valuable Network 
Assets 

Managed Devices 

78-14178-01 

assetname 

IP addresses per 
interface 

IP address or associated network mask ( if asset is a 
network address 'network) 

associated lassociated network mask 
network address 
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Hosts 

hostname 
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IP adàress dient/server product type 

Reachable Networks network name network address default gateway address for network 

er et 
The Internet is a special Clouà that represents all unknown networks to whích 
your trusted and untrusted networks are connected. It iàentifies one or more points 
of connection between your network and your Internet service provider (ISP). 
Therefore, when you define your network topology, you should view this 

___________ ___ de:finition as starting from the connecíion to your ISP and continuing upstream to 
your innermost networks. 
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From the L."'lterfaces panel on the Internet, you can define the networks that form 
the boundary betvveen your networks anà the ISPs, as well as the IP addresses o f 
the default gateways used by your netwo.rk. To do so, you must define the ISP's 
upstream gateway interfaces and the networks connected to those interfaces. Only 
one perimeter exists for the Intemet- the untrusted Internet perimeter, which 
represents ali uncontrolled networks, incluàing those networks attached to the 
downstream interfaces ofyour outermost Managed Devices. 

Tip When you defh1e your network topology, you must define it from the outside to 
the inside, starting with the access routers ofyour outermost gateway objects. 
These access routers often represent your ISPs' access routers. To identify 
different ISP connections, we recommend that you define a unique interface for 
each connection. 

leam More About the Internet 

' 

The Internet is a special gateway object with one Cloud Networks interface, the 
interface attached to the default gateway for all unknown networks. In adàition, 
the Internet represents the default gateway for all your trusted networks 
( commonly used in policy development ). Trusted networks represent those 
networks over which you have administrative control. In other words, you control 
the network policies for those networks. The IP addresses associated with the 
Intemet's interfaces specify the addresses ofthe default gateways used by your 
trusted networks, such as the IP address ofyour ISP's fust reachable routers. 

Note You must attach at least one network to the Internet. Most common1y, this network 
identifies the network that belongs to your ISP. In adàition, you must attach a 
gateway object- a Managed Device, such as a Cisco lOS router or PDC Firewall, 
ora generic router or cloud-to that network. Ifyou add a gateway object directly 
to the Internet using the Topology Wizard, you wiil create the network that resides 
between that gateway object anà the Internet as part ofthe wizard process. 

Unknown networks, which the Internet represents, are those networks that you do 
not know about and over which you have no administrative control (you cannot 
control the network policies for those networks). You can use the Internet or the 
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network security policy. Such policy roles instruct your Managed Devices as to 
how they should control traffic originati11g from or destined to the Internet, or ali 
unknown networks. 

The Internet Perimeter represents aH external networks shared between your 
outermost Managed Devices anà the Internet, which represents all unknown 
networks. The Internet Perimeter also represents ali unknovm and untrusted 
networks--essentially, all networks that you do not control. 

Untrusted networks are networks that you know about but over which you do not 
have administrative control. Often, you define untrusied networks so that you can 
specify security policy resirictions for network traffic that originates from those 
untrusted networks or because you want to restrict outgoing network traffic that 
is destined to those untrusted networks. 

Because the Internet is a special type o f Cloud, you can also specify untrusted 
networks as cloud networks that are attached to the Cloud Interface in the 
Interfaces panel for the Internet. These cloud networks represent untrusted 
networks that exist within the larger cloud o f the Internet, and they identify 
networks to/from which you want to control the ability ofusers on your trusted 
networks to access services provided by servers residing on those networks. 

After you define these cloud networks, you can reference them as a source or 
destination in policy rules. 

Learn More About Interfaces on the Internet 

The Interfaces panel organizes settings and relationships used to derive how 
network security policies are enforced against your networks and the hosts 
residing on those networks. lt organizes five key pieces o f information: 

Internet perimeter 

Real and virtual network interfaces, and associated addresses or address 
ranges, that are cor..nected to the existing perimeter that is inherited (Internet 
perimeter) 

• Real networks connected to an interface 

Cloud Networks interface 

Cloud networks assigned to the Cloud Networks interface 

Use• Guide !or Cisco Secure !Poiicy Manager 3.1 

7íl-14178-111 

. ... 

11 7 Q_ 



' . 
~~~~~_,.:., .$~~,...·· 

Cnapte-r 9 !Jelinln!J Your 1\íetwork Topology 

Networks 
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Networiks 

The Internet organizes the information that represents your connections to your 
Internet Service Providers (ISPs). These connections are cow..monly high-speed 
serial connections ( although they are not required to be serial interfaces) between 
your outermost :routers and the externai routers owned by your ISPs. Therefore, 
they also represent the default gateway used by the internai networks attached to 
your outermost routers. 

As part ofyour connection specifications, you must identify the networks that are 
shared between you and your ISP. Each interface that you define on the Internet 
should represent an interface on a externai router owned by your ISP. Unlike other 
gateway objects that representa single gateway, the Internet (and other clouds) 
can represent a group o f gateways. Each interface defined on the Internet can 
representa different connection to one or more ISPs. 

In addition, the Cloud Networks interface on the Internet has a unique meaning. 
It represents ali unknown networks residing on the Internet. An unkno wn network 
is one that you have not explicitly defined in the network topology, and ali 
unknown networks are considered untrusted by ali network objects that you do 
define in the network topology. Cloud networks enable you to represent networks 
that you know about and for which you want to specizy special policy rules, such 
as not pennitting traffic to a particular network. For more information on cloud 
networks, see the "Learn More about Cloud Networks" section on page 9-16. 

When you define a network, you are informing CSPM where to expect network 
packets from and where to de li ver them when they are destined for obj ects on that 
network. CSPM uses networks to derive implicit routing rules for the Managed 
Devices over which it has control. 

Al1 networks must be attached to at least one gateway, whether it is the Internet, 
a Manageà Device (such as a PIX Firewall or Cisco lOS router), a router, ora 
clouà. A network can contain other objects, such as IP ranges, hosts, and servers 
running some component of the CSPM system. These objects reside on the 
net"..vork, which means their addresses are valid addresses on th.at network. 
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You can connect a network to any gateway :in your nehvork topology. Gateways 
include the Internet, clouds, Cisco IOS routers, PIX Frrewalls, and generic 
routers . CSPM uses networks to derive routing rules that a Managed Devi c e needs 
to route traffic to hosts resid:ing on that network. In addition, you can use networks 
as a source or destination when defining policy rules. 

To add a network to your topology, follow these steps: 

To view your topology, click Topology on the CSPM taskbar. 

Right-click the icon for the gateway on which the network resides, and then click 
Add on the shortcut menu. 

Result: The Topology Wizard appears. 

Select Network from the Select the type ofnetwork object to add list, and then 
click Next. 

Result: The Add a Network panel appears. 

To add a network to an existing interface, follow these steps: 

' Note You cannot add a network to an existing interface on a PIX Firewall. 

a. Select the interface to which you are add:ing the network in the Interfaces list. 

Result: The Network Name field, Interface IP Address field, and Network 
Mask field become available. 

b. Type the name ofthe network in the Network Name field, and then press Tab. 

c. Type the IP address for the interface in the Interface IP Address field, and then 
press Tab. 

Result: The expecteà nerwork mask appears in the Network Mask field. 

d. To change the network mask, type that value in the Network Mask field, and 
then click Next. 

Result: The Comment par1ei appears. 

User Guide for Cisco Secure Policy Manager 3.1 
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·onfiguring Building Blocks 

Building Blocks allow you to optimize your configuration. Objects such as hosts, 
protocols, or services can be grouped, allowing you to issue a single command to 
every item in the group by using the name ofthe group. 

The Building Blocks feature is used to associate names that can be used in place 
o f corresponding data values in settings and rules. This facilitates ease o f 
maintenance. 

For example, an access rule might have a source address of 1.2.3.4. As an 
alternative, you can use building blocks to create a network object named fred-pc 
with the address 1.2.3.4. You can then create an access rule with the source 
address as fred-pc. 

Using Building Blocks, you identifY objects that will be used on your network, 
that are configured separately. For example, you can identifY the servers used for 
AAA authentication. The protocols used to connect to those servers, however, are 
configured in Settings. This design facilitates network updates, as building blocks 
are defined only once and in one location. 

lmportant Notes About Building Blocks 
• You can edit only those objects defined at the current scope. 

• Building blocks do not have a one-to-one association. 

Center fur firewalls 1.1.2 
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Coniigunng metwllrlt Oiljects 

c Wnen an object is selected in the directory tree, aH elements de:fined at the 
same levei and above are app!ied. 

o If you select an object by name and that name is defined at multip1e scopes, 
the version de:fineà nearest the current scope is selected. (See the 
"Configuring Network Objects" section on page 6-2 for examples using 
network objects.) 

onfiguring Network Objects 
The Network Objects feature allows you to group a set o f network addresses 
represented by an IP network (name, IP address, IP mask). This information 
provides the basic identification information for that network. Firewall MC uses 
tbe name and IP address-netmask pair to resolve references to the network in the 
source and destination conditions o f access rules and in translation rules. 
Firewall MC uses the interface value to apply access and translation rules that 
refer the network to the correct interface. The interface delivers network packets 
to the network, thus enforcing the rules that refer to that network. 

The following examples will help you to better understand how network objects 
can be used. Let's say you want to create the network object Corp Network at the 
Global scope, but different IP addresses will be used depending on the group 
being addressed. As a result, you can use a variable, which allows different values 
to be set for a building block for àifferent devices or groups. The values are 
substituted into the same rule as applied to those different devices and groups 
(Figure 6-1). 

Center inr Firewalis 1.1.2 
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Con!iguri"g Network Oibjects 

Figure 6-1 Exampfe 1- Netwo.rtr Oqect "Co.rp N etwoJ•tr" Oeline d at the Global 
Scop e with Flánab!e 

To access the Network Object feature, select Configuration> Building Blocks> 
Network Objects. The Network Objects table defaults to the Global scope. You 
complete the wizard to define the network object. When you are returned to the 
Network Objects table, Corp Network is shown in the table. 

If you select the device PIX Firewall using the object selector, then view the 
Network Objects table for that scope, Corp Network is shown as created at the 
Global scope with the variable setting enabled. (The variable is set to true.) Notice 
that the check box is grayed-out, which means you cannot mak:e changes at the 
device levei (Figure 6-2). 

Cente r for !Firewalls 1.1.2 
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Chapter 6 
Confi!;!uring Netlil/Ort~ Ol!jects 

Figure !J-2 E;:rample 'f-Netrr.mrk Of!ject "Corp Netwomu Shown at the 
Deufce Scope 

When you define Corp Network at the PIX Firewall scope, tbe new network object 
replaces the one defined at the Global scope and assigns an IP address to it 
(Figure 6-3). Corp Network can now be edited at the device scope; it is no longer 
shown as a variable. (The variable is set to false.) 

Center ror Firewaiis í .1.2 
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C . . HAPTER 6 
Defining and Viewing Reports 

You can access the reporting features that are available in Monitoring Center for 
Security (Security Monitor) from the Reports tab. You can generate and view 
reports about network activities monitored by sensors on your network. The 
reports include summary reports about alarms, sources, destinations, ora specific 
sensor on your network. By default, ali events monitored by a sensor are retained 
by Security Monitor. Therefore, unless you delete events from the database, you 
can generate reports based on ali recorded activities. 

Ifthe desired event is not being generated, verify that the sensor signature setting 
that corresponds to the event is enabled. Sensors generate events for only those 
signatures that are enabled. These events are then received by the 
Security Monitor server. 

You can also generate the foliowing report types: 

Audit Reports-Provide information about system events. 

Firewall Reports-Provide information about Firewall events. 

CSA Reports-Provide information about events generated by Management 
Center for Cisco Security Agents (Security Agent MC). 

Refer to the following topics for more information about defining and viewing 
reports: 

Understanding the Types of Reports, page 6-2 

Scheduling and Generating Reports. page ó-7 

Viewing Reports, page 6-8 

Saving a Generated Report as an HTML File, page 6-9 

Deleting Generated Repo1ts, page 6-10 

Using Monitoring Center for 
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Chapter 6 Defining and Viewing Reports 
Understanding the Types of Reports 

Editing Report Parameters, page 6-11 

Delcting Scheduled Report Templates, pagc 6-12 

Understanding the Types of Reports 
You can view four categories ofreports in Security Monitor: alarm reports , audit 
reports, CSA reports , and Firewall reports. Alarm reports provide information 
about the events being collected by Security Monitor. Audit reports provide 
information about Security Monitor system events. CSA reports provide 
information about Security Agent MC events. Firewall reports provide 
information about Firewall events. 

Reports can be generated on-demand or scheduled for a !ater date and time. You 
can configure scheduled reports to repeat at regular intervals. 

About Alam1 Reports, page 6-2 

• About Audit Rep011s, page 6-4 

• About CSA Reports, page 6-5 

• About Firewall Reports, page 6-5 

About Scheduled Reports , page 6-7 

About Alarm Reports 

You can generate the following alarm reports in Security Monitor: 

IDS Top Sources Report-Reports the specified number of source IP 
addresses that have generated the most events during a specified time period. 
Filterable by Date/Time, Top n, where n is the number of sources, Destination 
Direction, Destination IP Address, Signature or Signature Category, Sensor, 
and Event Levei. 

IDS Top Source/Destination Pairs Repor t-Reports the specified number 
of source/des tination pairs (that is , connections or sessions) that have 
generated the most alarms during a specified time period. Filterable by 
Date/Time, Top n, where n is the number o f source/destination pairs , 
Signature or Signature Category, Sensor, Event Levei , Source Direction, 
Destination Direction, Source Address , and Destination Address. 

• Using Monitoring Center for Security 1.2 
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Chapter 6 Defining and Viewing Reports 

Understanding lhe Types of Reports 

IDS Top Destinations Report-Reports the specified number o f destination 
IP addresses that have been targeted for attack during a specified time period. 
Fiiterabie by Date/Time, Top n, where n is the number o f destinations, Source 
Direction, Source Address , Signature or Signature Category, Sensor, and 
Event Levei. 

• IDS Top Alarms Report-Reports the specified number o f top aiarms, by 
signature name, that have been generated during a specified time period. 
Filterable by Date/Time, Top n, where n is the number of aiarms, Source 
Direction, Destination Direction, Source Address, Destination Address , 
Signature or Signature Category, Sensor, Event Levei, and Signature or 
Signature Category. 

IDS Summary Report-Provides a summary o f event information for an 
organization during a specified time period. Filterable by Date/Time, 
Organization, Source Direction, Destination Direction, Signature or 
Signature Category, and Event Levei. 

IDS Alarms by Sensor Report-Reports Iogged aiarms based on the sensor 
(Host ID) that detected the event. Filterabie by Date/Time, Source Direction, 
Destination Direction, Source Address, Destination Address, Signature or 
Signature Category, Sensor, Event Levei, and Event Count. 

• IDS Alarms by Hour Report-Reports aiarms in one-hour intervals over the 
time specified by the user. Filterabie by Date/Time, Source Direction, 
Destination Direction, Source Address, Destination Address, Signature or 
Signature Category, Sensor, Event Levei, and Event Count. 

• IDS Alarms by Day Report-Reports aiarms in one-day intervais over the 
time specified by the user. Fiiterabie by Date/Time, Source Direction, 
Destination Direction, Source Address, Destination Address, Signature or 
Signature Category, Sensor, Event Levei, and Event Count. 

• IDS Alarm Source/Destination Pair Report-Reports Iogged aiarms based 
on source/destination IP address pairs (that is, connections or sessions). 
Filterabie by Date/Time, Signature or Signature Category, Sensor, Event 
Levei, Aiarm Count, Source Direction, Destination Direction, Source 
Address, and Destination Address. 

IDS Alarm Source Report-Reports aiarms based on the source IP address 
-----------------Lthn;a<UtL;ggJet:.~nwet:.~r::liawtet:.~d..u.the_alarm. F ilterabie by Date/Time, Destination Direction, 

Destination Address, Signature or Signature Category, Sensor, Event Levei, 
Aiarm Count, Source Direction, and Source Address. 
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Chapter 6 Def ining and Viewing Reports 
Understanding the Types of Reports 

IDS Alarm Report-Reports logged alarms based on signature names. 
Filterable by Date/Time, Source Direction, Destination Direction, Source 
Address, Destination Address, Sensor, Event Levei, Event Count, and 
Signature or Signature Category. 

IDS Alarm Destination Report-Reports alarms based on the destination IP 
address that generated the alarm. Filterable by Date/Time, Source Direction, 
Source Address, Signature or Signature Category, Sensor, Event Levei, Event 
Count, Destination Direction, and Destination Address. 

Daily Metrics Report-Reports event traffic totais, by day, from the selected 
date until the current date. Reporting occurs in 24-hour intervals, starting at 
midnight. The report shows events by platform (PIX, lOS, Sensor, RDEP) 
and event type (IDS or Security). 

24 Hour Metrics Report-Reports ali alarm traffic from the most recent 24 
hours in 15 minute intervals. There are no filters for this report. 

About Audit Reports 

Audit reports provide inforrnation about management server events. IfiDS MC 
and Security Monitor are installed on the same server, the generated audit reports 
and scheduled audit report templates are shared between the applications. 

The following audit reports are available: 

Subsystem Report-Reports audit records ordered by the IDS subsystem, 
which includes systems from IDS MC and Security Monitor and systems 
common to each. Filterable by Event Severity, Date/Time, and Subsystem. 

Sensor Version Import Report-Reports the audit records that are 
generated when the version identifier o f IDS sensor devices is imported in to 
IDS MC. These records indica te success o r failure o f the import operation. 
Filterable by Device, Event Severity, and Date/Time. 

Sensor Configuration lmport Report-Reports the audit records that are 
generated when you import IDS Sensor configurations into IDS MC. The 
resulting records can be used to determine success or failure in device 
configuration import tasks. Filterable by Device, Event Severity, and 

• Using Monitoring Center for Security 1.2 .,. 78-15663-01 
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Chapter 6 Defining and Viewing Reports 

Understanding the Types of Reports 

• Sensor Configuration Deployment Report-Reports records related to IDS 
sensor configurations deployed to devices using IDS MC . These records 
indica te successful deployment or provide error messages where appropriate 
for deployment operations. Filterable by Device, Event Severity, and 
Date/Time. 

• Console Notification Report-Reports the console notification records 
generated by the notification subsystem. Filterable by Event Severity and 
Date/Time. 

• Audit Log Report-Reports audit records by the server and application. 
Unlike the other report templates , this report template provides a broad, 
non-task-specific view o f audit records in the database. Filterable by Task 
Type, Event Severity, Date/Time, Subsystem, and Applications. 

About CSA Reports 

You can generate the following reports for Security Agent MC events in 
Security Monitor: 

• CSA Summary Report-Filterable by Alert Levei and Time/Date. 

• CSA Alerts By Severity-Filterable by Aiert Levei and Time/Date. 

• CSA Alerts By Group-Fiiterable by Alert Levei, Time/Date and Rule. 

• CSA Administration Event Summary-Filterable by Alert Levei and 
Time/Date. 

About Firewall Reports 

You can generate the following Firewall reports in Security Monitor: 

• User Activity Summary-Summarizes the activities o f ali users who have 
made service requests through the selected Firewall within the specified time 
period. Filterable by Time/Date and Firewall Address. 

• Network Traffic Summary-Summarizes all activities based on the service 
- ----------------'-"-!.f.Me_s.t.s made through the selected Firewall within the specified time period. 

Filterable by Time/Date and Firewall Address. 

78-15663-01 
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Chapter 6 Defining and Viewing Reports 
Understanding the Types of Reports 

Most Active Users-Lists the users who have made the most service requests 
through the selected Firewall within the specified time period. This report 
provides statistics for up to N ( defaults to 20) users. Filterable by Time/Date, 
Firewall Address , and Top N. 

Most Accessed Web Sites-Lists the HTTP sites that users who request 
services through the selected Firewall have accessed the most within the 
specified time period. This report provides statistics for up to N (defaults to 
20) sites. Filterable by Time/Date, Firewall Address, and Top N . 

Event Summary Report-Summarizes the security, warning, and 
informational events that the selected Firewall has experienced within the 
specified time period. Filterable by Time/Date and Firewall Address. 

Detailed User Activity-Describes the full activities o f ali network session 
transactions that a specific user has conducted through the selected Firewall 
within the specified time period. It presents the fulllist o f network sessions 
that have occurred within the time period. Filterable by Time/Date and 
Firewall Address . 

Detailed Network Traffic-Provides transaction information about a 
network service's sessions that transpire during a given time interval. For 
example, you can generate reports about HTTP on port 80, SSL on port 443, 
or DNS on port 53. To generate a detailed service report, you must configure 
the Firewall to enable logging o f statistical events for the network service. 
Filterable by Time/Date, Firewall Address, and Service. 

Denied Message Activity-Lists ali syslog messages for denied connections 
sent out by the Firewall within the specified time period. You can filter which 
types of deny messages appear in the report such as VPN, Attack, and AAA 
and ACL. Filterable by Time/Date, Firewall Address, and Denied Events. 

Denied Connection Activity- Lists all TCP, UDP, and ICMP messages for 
denied connections sent out by the Firewall for the specified time period. 
Filterable by Time/Date and Firewall Address. 

Security Alarm Source Report-Summarizes alarms received on the syslog 
port by the source o f the events. For example, if Security Monitor receives 
alarms from a PIX Firewall, use this report to view the alarm information. 
Filterable by Event Levei, Source IP Address , and Time/Date. 

Security Alarm Detaded Report-Provtdes detatled mformauonfor eadi 
security alarm received. Filterable by Event Levei, Source IP Address, and 
Time/Date. 

• Using Monitoring Center for Security 1.2 .,. 78-15663-01 
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Chapter 6 Defining and Viewing Reports 

Scheduling and Generating Reports 

About Scheduled Reports 

For each report type that you choose to generate, you can enter a report title, 
schedule, and notification options. Enter this information in the Schedule Report 
page when you select Reports > Generate. You can run the report immediately, 
or you can schedule the report to run ata later time, at regular intervals, or both. 

Ifyou choose to run the report ata ]ater time, you must specify the date and time 
that you want the report to run. Additionally, you can schedule the report to run 
at regular intervals , such as hourly, daily, or weekly. You can edit the report 
parameters o f a scheduled report on the Edit Scheduled Reports page, which you 
access by selecting Reports > Scheduled. You can also delete scheduled report 
templates from this page. 

Each time a scheduled report is run, it is added to the Completed Report page. 

Scheduling and Generating Reports 

Step 1 

p 
Tip 

Step 2 

On the Select Report page, you can select the type o f report to generate and define 
the parameters for the selected report. Based on the scheduling parameters you 
select, the report runs immediately, at a ]ater time, or at regular intervals. 

To generate a report, follow these steps: 

Select Reports > Generate. 

The Select Report page appears. 

In Security Monitor, you can filter which reports appear on the page. From the 
Report Group list, select Ali to show both alarm and audit reports, Alarms to 
show only alarm reports, or Audit to show only audit reports. 

Select the report type that you want to generate, and then click Select. 

The Report Filtering page appears . 

'·~···- .-··· 

Step 3 Enter the report parameters fõfl'he rep-oTnyp-e-yuu-selected:-Therr,-cli ck-Next.,-. -------­

The Schedule Report page appears . 

Step 4 Enter a name for the report in the Report Title field . 
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Chapter 6 Defining and Viewing Reports 

Step 5 To export the generated report to an HTML file, select the Export to check box . 
Then, specify the exact path to the file that is to contain the generated report. The 
path should include the filename and the desired extension; for example, 
/<dir>[/<dir >/[ ... ))/<filename>[.<ext>]. No extension is appended to the 
filename i f you do not specify an extension. 

Step 6 Click the Run Now or Schedule for Later radio button under Schedule Options. 

Step 7 

Ifyou select Run Now, skip to Step 7. Ifyou select Schedule for Later, specify the 
following options: 

a. Specify the date and time that you want the report to run in the Start Time list 
boxes. The date is specified by month, day, and year. The time is specified in 
hours and minutes. The time zone used to determine the time is to the right 
o f the Start Time list boxes. 

b. To run the report at regular intervals, select an option in the Repeat every list 
box. You can schedule the report to run every day, week, weekday, weekend 
day, hour, or minute. 

To send an e-mail notification to someone when the report runs, select the Email 
report to check box and enter an e-mail address in the adjacent field. Use commas 
to separate multiple addresses. Then, click Finish. 

Ifyou select Run Now, the report runs and you can view the generated report by 
selecting Reports > View. I f you select Schedule for Later, you can view the 
scheduled report template by selecting Reports > Scheduled. 

Viewing Reports 
After you generate a report, you can view it. 

p 
Tip To understand how datais sorted in a report, refer to the numbers that appear in 

the column headings o f the generated report. These numbers represent the sort 
keys. For example, datais sorted first based on the data in the column with a (1) 
in it followed by the data in the column with a (2) in it, and so on. 

1.2 
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Step 1 

p 
Tip 

Step 2 

Step 3 

Step4 

Saving a Generated Report as an HTMl File 

To view a report, follow these steps: 

Select Reports > View. 

The Choose Completed Report page appears. 

In Security Monitor, you can filter which reports appear on the page. From the 
Report Group list, select Ali to show both alarm and audit reports, Alarms to 
show only alarm reports, or Audit to show only audit reports. 

Select the check box corresponding to the title o f the report you want to view. 

To view the selected report, click View. 

The report appears in the Report page. 

To view the report in a new browser window, click Open in Window .... 

The report appears in a new browser window. 

Saving a Generated Reportas an HTML File 

Step 1 

p 
Tip 

Step 2 

78-15663-01 

After you generate a report, you can save the report as an HTML file. 

To save a generated reportas an HTML file, follow these steps: 

Select Reports > View. 

The Choose Completed Report page appears. 

In Security Monitor, you can filter which reports appear on the page. From the 
Report Group list, select Ali to show both alarm and audit reports, Alarms to 
show only alarm reports, or Audit to show only audit reports. 

To select the report that you want to export, select the check box corresponding 
to the report title. 

Center for Security 1.2 
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Step3 

Step4 

Step 5 

Click Open in Window. 

I f you are using Internet Explorer, the report appears in a new browser window; 
proceed to Step 4. Ifyou are using Netscape Navigator, the Unknown File Type 
dialog box appears; skip to Step 5. 

To save the report, select File > Save As from the Internet Explorer menu bar. 
Browse to the location where you want to save the file and enter a filename. Then, 
click Save. 

The report is saved using the filename and location you specified. 

Skip Step 5. 

To save the report, click Save File. Browse to the location where you want to save 
the file and enter a filename. Then, click Save. 

The report is saved using the filename and location you specified. 

Deleting Generated Reports 

Step 1 

p 

You can delete generated reports. Ifthe report was generated from a scheduled 
report template, deleting the report does not delete the associated scheduled report 
template. 

To delete a report, follow these steps: 

Select Reports > View. 

The Choose Completed Report page appears. 

Tip In Security Monitor, you can filter which reports appear on the page. From the 
Report Group list, select Ali to show both alarm and audit reports, Alarms to 
show only alarm reports, or Audit to show only audit reports. 

Using Monitoring Center for Security 1.2 
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Editing Report Parameters 

Step 2 Select the check box next to the title o f the report you want to delete. 

p 
Tip You can delete more than one report at a time. To delete more than one report, 

select the check boxes next to all reports that you want to delete. 

Step 3 

A check mark appears next to each report you selected. 

To delete the selected report, click Detete. 

The report is deleted. The report name is removed from the list o f available 
reports. 

Editing Report Parameters 

Step 1 

p 
Tip 

Step 2 

Step 3 

You can edit the report parameters or the schedule for a scheduled report template. 

To edit the report parameters, follow these steps: 

Select Reports > Scheduled. 

The Edit Scheduled Reports page appears . 

In Security Monitor, you can filter which reports appear on the page. From the 
Report Group list, select Ali to show both alarm and audit reports, Alarms to 
show only alarm reports , or Audit to show only audit reports . 

Select the check box corresponding to the title ofthe report t ,~mplate that you want 
to edit. 

A check mark appears next to the report you selected. 

To open the selected report template, click Edit. 

A new page displays the report parameters. Depending on the type o f report, the 
--------------------------------~~--~ parameters are diF erent. 

Using Monitoring Center for Security 1.2 
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Chapter 6 Defining and Viewing Reports 
Deleting Scheduled Report T emplates 

Step4 Change any report parameters that you want to. To save your changes, click 
Finish. 

The changes you made are saved to the report template. 

Deleting Scheduled Report T emplates 

Step 1 

p 
Tip 

Step2 

p 

You can delete unwanted scheduled report templates. Deleting a scheduled report 
template also deletes ali associated reports that have already been generated. 

To delete a scheduled report template, follow these steps: 

Select Reports > Scheduled. 

The Edit Scheduled Reports page appears. 

In Security Monitor, you can filter which reports appear on the page. From the 
Report Group list, select Ali to show both alarm and audit reports , Alarms to 
show only alarm reports, or Audit to show only audit reports. 

Select the check box corresponding to the title o f the report you want to delete. 

Tip You can delete more than one report template ata time. To do so, select the check 
boxes corresponding to ali the report templates that you want to delete. 

Step 3 

A check mark appears next to each report you selected. 

To delete the report template , click Delete. 

The selected report template and ali associated end reports are deleted. 

Using Monitoring Center for Security 1.2 
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CHAPTER 4 
Configuring Application Inspection (Fixup) 

This chapter describes how to use and configure application inspection, which is often called "fixup" 
because you use the fixup command to configure it. This chapter inc ludes the following sections: 

How App lication lnspection Works 

Using the fixup Command 

Basic Internet Protocols 

Voice Over IP 

Multimedia Applications 

Database and Directory Support 

Management Protocols 

How Application Inspection Works 

78-13943-01 

The Adaptive Security Algorithm (ASA), used by the PIX Firewall for stateful application inspection, 
ensures the secure use of applications and services. Some applications require special handling by the 
PIX Firewall application inspection function . Applications that require special application inspection 
functions are those that embed IP addressing information in the user data packet or open secondary 
channels on dynamically assigned ports. 

The application inspection function works with NAT to help identify the Iocation o f embedded 
addressing information. This allows NAT to translate these embedded addresses and to update any 
checksum or other fields that are affected by the translation. 

The application inspection function also monitors sessions to determine the port numbers for secondary 
channels. Many protocols open secondary TCP or UDP ports to improve performance. The initial session 
on a well-known port is used to nego ti ate dynamically assigned port numbers. The application inspection 
function monitors these sessions, identifies the dynamic port assignments, and permits data exchange on 
these ports for the duration ofthe specific session. 

As illustrated m F 1gure ~A"SA uses rlrterctatab-aserlm its basic operatil" :m:--------------­

Access contrai Iists (ACLs)- Used for authentication and authorization of connections based on 
specific networks, hosts, and services (TCP/UDP port numbers). 

Inspections-Contains a static, pre-defined set o f application-level inspection functions. 

Connections (XLATE and CONN tables)- Maintains state and other information about each 
established connection. This information is used by ASA and cut-through proxy to efficiently 
forward traffic within established sessions. 

Cisco PIX Firewall and VPN 
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Basic Internet Protocols 
This section describes how the PIX Firewall supports the most common Internet protocols and how you 
can use the fixup command and other commands to solve spec ific prob lems. It includes the following 
topics : 

File Transfer Protocol 

Domain Name System 

Hypertext Transfer Protocol 

Simple Mail Transfer Protocol 

File Transfer Protocol • 

~ .. 

You can use the fixup command to change the default port assignment for the File Transfer Protocol 
{FTP). The command syntax is as follows: 

[no] fixup protocol ftp [strict] (port] 

The port parameter lets you configure the port at which the PIX Firewall listens for FTP traffic. 

The strict option prevents web browsers from sending embedded commands in FTP requests. Each ftp 
command must be acknowledged before a new command is allowed. Connections sending embedded 
commands are dropped. The strict option only Iets an FTP server generate the 227 command and only 
lets an FTP client generate the PORT command. The 227 and PORT commands are checked to ensure 
they do not appear in an error string. 

Ifyou disable FTP fixups with the no fixup protocol ftp command, outbound users can start connections 
only in passive mode, and ali inbound FTP is disabled. 

Note The use ofthe strict option may break FTP clients that do not comply with the RFC standards. 

The FTP application inspection inspects the FTP sessions and performs four tasks: 

• Prepares dynamic secondary data connection 

Tracks ftp command-response sequence 

Generates an audit trai I 

• NATs embedded IP address 

FTP application inspection prepares secondary channels for FTP data transfer. The channels are 
allocated in response to a file upload, a file download, ora directory listing event and must be 
pre-negotiated. The port is negotiated through the PORT or PASV commands. 

I f the strict option is enabled, each ftp command and response sequence is tracked for the following 
____ ______ __aa!lilll11ous activit : 

• Truncated command-Number o f commas in the PORT and PASV reply command is checked to see 
i f it is tive . I f it is not tive, then the PORT command is assumed to be truncated and the TCP 
connection is closed. 

Incorrect command-Checks the ftp command to see i f it ends with <CR><LF> characters, as 
required by the RFC. I f it does not, the connection is closed. 

Size ofRETR and STOR commands-These are checked against a fixed constant. If the size is 
greater, then an error message is logged and the connection is closed. 

. I • .... 
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• Command spoofing- The PORT command should always be sent from the client. The TCP 
connection is denied i f a PORT command is sent from the server. 

Reply spoofing- PASV reply command (227) should always be sent from the server. The TCP 
connection is denied i f a PASV reply command is sent from the client. This prevents the security 
hoJe when the user executes "227 xxxxx ai, a2, a3, a4, p I, p2." 

• TCP stream editing. 

• Invalid port negotiation-The negotiated dynamic port value is checked to see i f it is Iess than 1 024. 
As port numbers in the range from I to I 024 are reserved for well known connections, i f the 
negotiated port falls in this range then the TCP connection is freed. 

• Command pipelining- The number o f characters present after the port numbers in the PORT and 
PASV reply command is cross checked with a constant value of8. Ifit is more than 8, then the TCP 
connection is closed. 

FTP application inspection generates the following log messages: 

• An Audit record 302002 is generated for each file that is retrieved or uploaded. 

• The ftp command is checked to see i f it is RETR or STOR and the retrieve and store commands are 
logged. 

• The usemame is obtained by looking up a table providing the IP address. 

• The usemame, source IP address, destination IP address, NAT address, and the file operation are 
logged. 

• Audit record 20 I 005 is generated i f the secondary dynamic channel preparation failed due to 
memory shortage. 

In conjunction with NAT, the FTP application inspection translates the IP address within the application 
payload. This is described in detail in RFC 959. 

Domain Name System 

The port assignment for the Domain Name System (DNS) is not configurable. DNS requires application 
inspection so that DNS queries will not be subject to the generic UDP handling based on activity 
timeouts. lnstead, the UDP connections associated with DNS queries and responses are tom down as 
soon as a reply to a DNS query has been received. This functionality is called DNS Guard. 

DNS inspection perfotrns two tasks: 

• Monitors the message exchange to ensure that the ID ofthe DNS reply matches the ID ofthe DNS 
query. 

• Translates the DNS A-record on behalf ofthe alias command. With PIX Firewall version 6.2, DNS 
inspection also supports static and dynamic NAT and Outside NAT makes the use of the alias 
command unnecessary. 

Only forward Iookups are NATed, so PTR records are not touched. Alarrns can also be set off in the 

------------------~~~~~~~----------------------------­

PIX Firewall version 6.2 introduces full support for NAT and PAT of DNS messages originating from 

78-13943-01 

either inside (more secure) or outside (less secure) interfaces. This means that i f a client on an inside 
network requests DNS resolution o f an inside address from a DNS server on an outside interface, the 
DNS A-record is translated correctly. 

For example, in Figure 4-2, a client on the inside network issues an HTTP request to server 
I 92. I 68.100. I, using its host name server.example.com. The address o f this server is mapped through 
PAT to a single ISP-assigned address 209. I 65.200.5. The DNS server resides on the ISP network. 

I , I 11 91 
Cisco PIX Firewall and VPN 
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Figure 4-2 NATIPAT of DNS Messages 

DNS server 

Webserver 

192.168.100.1 

Webclient 

When the request is made to the DNS server, the PIX Firewall translates the non-routable source address 
in the IP header and forwards the request to the ISP network on its outside interface. When the DNS 
A-record is retumed, the PIX Firewall applies address translation not only to the destination address, but 
also to the embedded IP address ofthe web server. This address is contained in the user data portion of 
the DNS reply packet. As a result, the web client on the inside network gets the address it needs to 
connect to the web server on the inside network. 

The transparent support for DNS in PIX Firewall version 6.2 means that the same process works i f the 
client making the DNS request is on a DMZ (or other less secure) network and the DNS server is on an 
inside (or other more secure) interface. 

Hypertext Transfer Protocol 

~ .. 

You can use the fixup command to change the default port assignment for the Hypertext Transfer 
Protocol (HTTP). The command syntax is as follows. 

fixup protocol http (port[ -port] 

Use the port option to change the default port assignments from 80. Use the -port option to apply HTTP 
application inspection to a range ofport numbers. 

Note The no fixup protocol http command statement also disables the filter url command. 

HTTP inspection performs severa! functions : 

• URL logging o f GET messages 

• URL screening via N2H2 or Websense 

• Java and ActiveX fi ltering 

The Iatter two features are described in ·'Filtering Outbound Connections" in Chapter 3, "Controll ing 
Nctwork Access and Use." 
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Simple Mail Transfer Protocol 

This section describes how application inspection works with the Simple Mail Transfer Protocol 
(SMTP). lt includes the following topics: 

App lication lnspection 

Sample Configuration 

You can use the fixup command to change the default port assignment for SMTP. The command syntax 
is as follows. 

fixup protocol smtp (port[ -port]] 

The fixup protocol smtp command enables the Mail Guard feature. This restricts mail servers to 
receiving the seven minimal commands defined in RFC 821, section 4.5.1 (HELO, MAIL, RCPT, DATA, 
RSET, NOOP, and QUIT). AI! other commands are rejected. 

Microsoft Exchange server does not strictly comply with RFC 821 section 4.5.1, using extended SMTP 
commands such as EHLO. PIX Firewall will convert any such commands into NOOP commands, which 
as specified by the RFC, forces SMTP servers to fali back to using mínima! SMTP commands only. This 
may cause Microsoft Outlook clients and Exchange servers to function unpredictably when their 
connection passes through PIX Firewall. 

Use the port option to change the default port assignments from 25. Use the -port option to apply SMTP 
application inspection to a range o f port numbers. 

As o f version 5.1 and higher, the fixup pro toco! smtp command changes the characters in the server 
SMTP banner to asterisks except for the "2", "0", "O" characters. Carriage return (CR) and linefeed (LF) 
characters are ignored. PIX Firewall version 4.4 converts ali characters in the SMTP banner to asterisks. 

Application lnspection 

An SMTP server responds to client requests with numeric reply codes and optional human readable 
strings. SMTP application inspection contrais and reduces the commands that the user can use as well 
as the messages that the server returns. SMTP inspection performs three primary tasks : 

• Restricts SMTP requests to seven mínima! commands (HELO, MAIL, RCPT, DATA, RSET, NOOP, 
and QUIT). 

Monitors the SMTP command-response sequence. 

Generates an audit trail- Audit record 108002 is generated when invalid character embedded in the 
mail address is replaced. For more information, see RFC 821 . 

SMTP inspection monitors the command and response sequence for the following anomalous signatures : 

Truncated commands. 

Incorrect command termination (not terminated with <CR><LR>). 

The MAIL and RCPT commands specify who are the sender and the receiver o f the mail. Ma i! 
-------------Ml·tl-resses-ar-e-seanneà-fef.str-aage-c-h~-te-r-~~hat:acter-{~)-is.deleted.(.changedlo..a.blank ____ _ 

space) and "<" , ">"are only allowed ifthey are used to define a mail address (">" must be preceded 
by "<"). 

Unexpected transition by the SMTP server. 

Cisco PIX Firewall and VPN 
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For unknown commands, the PIX Firewall changes ali the characters in the packet to X. In this case, 
the server will generate an erro r code to the client. Beca use o f the change in the packed, the TCP 
checksum has to be recalculated or adjusted. 

TCP stream editing. 

Command pipel ining. 

Sample Configuration 

Figure 4-3 illustrates a network scenario implementing SMTP and NFS on an internai network. 

Figure 4-3 Sample Configuration with SMTP and NFS (Stm RPC) 

BSDI 

..._ __ Global pool 

Intel 
Internet 
Phone 

209.165.201.6-8 
209.165.201 .10 (PAT) 
209.165.200.225-254 

serve r 

.1.12 

In this example, the static command sets up a global address to permit outside hosts access to the 
I 0.1 .1.3 Sun Mail host on the Inside interface. (The MX record for DNS must point to the 209.165 .201.1 
address so that mail is sent to this address.) The access-Iist command lets any outside users access the 
global address through the SMTP port (25) . The no fixup protocol cornmand disables the Mail Guard 
feature. 

Perform the following steps to complete the configuration required for this example: 

Step I Provi de access to the 10. !.1.3 mail server through global address 209.165.201.12: 

static (inside , outside) 209.165.201.12 10.1.1.3 netmask 255 . 255.255.255 O O 
access-1ist acl_out permit tcp any host 209.165.201.12 eq smtp 

The access-Iist commanaallows any outs1de host access to tl'iesratíc-ví·a--s-M"fPi-purt"25)-:-By-defau+t:,------­
the PIX Firewall restricts ali access to mail servers to the commands DATA, HELO, MAIL, NOOP, 
QUIT, RCPT, and RSET, as described in RFC 821, section 4.5.1 . This is implemented through the Mail 
Guard service, which is enabled by default (fixup protocol smtp 25). 

Another aspect of providing access to a mail server is being sure that you have a DNS MX record fo r the 
static 's global address, which outside users access when sending mail to your site. 

- r 
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Step 2 Create access to port 113, the IDENT protocol: 

access-1ist ac1_out permdt tcp any host 209 . 165.201 .12 eq 113 
access-group ac1_out in interface outside 
static (inside , outside) 209.165 . 201 . 12 10 .1 .1 . 3 netmask 255.255.255.255 O O 
access-1ist ac1_out permdt tcp any host 209 . 165 . 201.12 eq smtp 
access-1ist ac1_out permdt tcp any host 209.165.201.12 eq 113 
access -group ac1_out in interface outside 

Voice-.Over IP 
.; ~· ,··· ....... ~ ,_- .., . ~ , .. 

!f the mail server has to talk to many mail servers on the outside which connect back with the now 
obsolete and highly criticized IDENT protocol, use this access-Iist command statement to speed up ma i! 
transmission. The access-group command statement binds the access-list command statements to the 
outside interface. 

Example 4-1 shows a command listing for configuring access to services for the network: 

Exanrple 4-1 Configuring Mail Server Access 

static (inside , outside) 209.165.201 . 12 10.1 . 1. 3 netmask 255.255 . 255.255 O O 
access -list acl_out permit tcp any host 209 . 165.201 . 12 eq smtp 
access -list acl_ out permit tcp any host 209 .165 . 201.12 eq 113 
access-group acl_out in interface outside 
static (inside, outside) 209 . 165.201.12 10 . 1 .1.3 netmask 255.255.255.255 O O 

Voice Over IP 
This section describes how the PIX Firewall supports Voice over IP (VoiP) applications and protocols 
and how you can use fixup and other commands to solve specific problems. lt includes the following 
topics : 

Skinny Client Contra i Protocol 

H.323 

Session Initiation Protocol 

CU-SeeMe 

Skinny Client Control Protocol 
Skinny ( or Simple) Client Contrai Protocol (SCCP) is a simplified pro toco! used in VoiP networks. This 
section describes the function and limitation o f application inspection when using SCCP. lt includes the 
following topics: 

Overview 

--------------------------~~~~·wtg~s~c~·c~p~w~ituh~c~. i s~cn~all~ç~r~o~nLBa~H~ig~. llh~er~S~e~c~u~ri~· tJy~I~n~t~e~r~fa~c~c~· ------------------------------------­

Problems Occur with Fragmented SCCP Packets 

, .. I , ~ I • 
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Problems Occur with Fragmented SCCP Packets 

H.323 

78-13943-01 

At this time, PIX Firewall is not able to correctly handle fragmented SCCP packets. For instance, when 
using a voice conferencing bridge, SCCP packets may become fragmented and are then dropped by the 
PIX FirewalL This happens because the SCCP inspection checks each packet and drops what appear to 
be bad packets. When a single SCCP packet is fragmented into multiple TCP packets, the SCCP 
inspection function finds that the internai checksums within the SCCP packet fragments are not accurate 
and so it drops the packet. 

You can use the fixup command to change the default port assignment for the H.323 protocoL The 
command syntax is as follows: 

[no] fixup protocol h323 h225 Iras port [ - port]] 

Use the port option to change the default contrai connection port assignment. The default port 
assignments are as follows : 

h323 h225 1720 

h323 ras 1718-1719 

Use the -por! option to apply H.323 application inspection to a range o f port numbers. 

The fixup protocol h323 command provides support for Intel Internet Phone, CU-SeeMe, 
CU-SeeMe Pro, MeetingPoint, and MS NetMeeting. PIX Firewall version 5.3 and higher supports H.323 
version 2. H.323 is a suíte ofprotocols defined by the International Telecommunication Union {ITU) for 
multimedia conferences over LANs. H.323 supports VoiP gateways and VoiP gatekeepers. H.323 
version 2 adds the following functionality: 

Fast Connect or Fast Start Procedure for faster call setup 

H.245 tunneling for resource conservation, call synchronization, and reduced set up time 

H.323 inspection supports static NAT or dynamic NAT. H.323 RAS is configurable using the fixup 
command with PIX Firewall version 6.2 or )ater. With earlier versions, only H.225 & H.245 signaling 
can be controlled using the fixup command. PAT support for H.323 is introduced with PIX Firewall 
version 6.2. 

The H.323 collection o f protocols collectively may use up to two TCP connection and four to six UDP 
connections. FastConnect uses only one TCP connection, and RAS uses a single UDP connection for 
registration, admissions, and status. 

An H.323 client may initially establish a TCP connection to an H.323 server using TCP port 1720 to 
request Q. 93 I c ali setup. As parto f the call setup process, the H.323 terminal supplies a port number to 
the client to use for an H.245 TCP connection. In environments where an H.323 gatekeeper is in use, the 
initial packet is transmitted using UDP, where the client sends out an ARQ. 

H.3 23 inspection monitors the Q.931 TCP connection to determine the H.245 port number. !f the H.323 
termmals are not usmg FastConnecr,Lh-e--ptX-"FirewathlymnmcaHyattocates the H.24-5-conrrecti-orrbaserl-----­
on the inspection o f the H.225 messages. 

Within each H.245 message, the H.323 end points exchange port numbers that are used for subsequent 
UDP data streams. H.323 inspection inspects the H.245 messages to identify these ports and dynamically 
creates connections for the media exchange. Real-Time Transport Pro toco! {RTP) uses the negotiated 
port number, while RTP Control Protocol {RTCP) uses the next higher port number. 

The H.323 contrai channel handles H.225 and H.245 and H.323 RAS. H.323 inspection uses the 
fo llowing ports. 

Cisco PIX Firewall and VPN 
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1718-Gate Keeper Discovery UDP port 

1719-RAS UDP port 

1 720-TCP Control Port 

The two major functions of H.323 inspection are as follows: 

• NAT the necessary embedded IPv4 addresses in the H.225 and H.245 messages. Because H.323 
messages are encoded in PER encoding format, PIX Firewall uses an ASN.l decoder to decode the 
H.323 messages. 

• Dynamically allocate the negotiated H.245 and RTP/RTCP connections. 

The PIX Firewall administrator must open a conduit for the well-known H.323 port 1720 for the H.225 
call signaling. However, the H.245 signaling ports are negotiated between the endpoints in the H.225 
signaling. When an H.323 gatekeeper is used, the PIX Firewall opens an H.225 connection based on 
inspection ofthe ACF message. 

The PIX Firewall dynamically allocates the H.245 channel after inspecting the H.225 messages and then 
"hookup" the H.245 channel to be fixed up as well. That means whatever H.245 messages pass through 
the PIX Firewall pass through the H.245 application inspection, NATing embedded IP addresses and 
opening the negotiated media channels. 

The H.323 ITU standard requires that a TPKT header, defining the length ofthe message, precede the 
H.225 and H.245, before being passed on to the reliable connection. Because the TPKT header does not 
necessarily need to be sent in the same TCP packet as the H.225/H.245 message, PIX Firewall must 
remember the TPKT length to process/decode the messages properly. PIX Firewall keeps a data structure 
for each connection and that data structure contains the TPKT length for the next expected message. 

Ifthe PIX Firewall needs to NAT any IP addresses, then it will have to change the checksum, the UUIE 
(user-user information element) length, and the TPKT, i f included in the TCP packet with the H.225 
message. I f the TPKT is sent in a separate TCP packet, then PIX Firewall will proxy ACK that TPKT 
and append a new TPKT to the H.245 message with the new length. 

Note PIX Firewall does not support TCP options in the Proxy ACK for the TPKT. 

Each UDP connection with a packet going through H.323 inspection is marked as an H.323 connection 
and will time out with the H.323 timeout as configured by the administrator using the timeout command. 

Usage Notes 

I. Static PAT may not properly translate IP addresses embedded in optional fields within H.323 
messages. Ifyou experience this kind ofproblem, do not use static PAT with H.323. 

2. When a NetMeeting client registers with an H.323 gatekeeper and tries to call an H.323 gateway 
that is also registered with the H.323 gatekeeper, the connection is established but no voice is heard 
in either direction. This problem is unrelated to the PIX Firewall. 

3. Ifyou configure a network static where the network static is the same as a third-party netmask and 
address, then any outbound H.323 connection fails . 

Session lnitiation Protocol 

Session Initiation Protocol (SIP), as defined by the Internet Engineering Task Force (IETF), enables call 
handling sessions, particularly two-party audio conferences, or "calls." This section describes how 
application inspection works with SIP. It includes the following topics: 

Cisco PIX Firewall and VPN Guide 
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PIX-535 Ali bundles and interface configurations 

The PIX 535 platform introduced a high speed , multiple bus architecture in 
conjunction with a line rate Gigabit interface card . There are many possible 
combinations to install the available PIX interface cards into the 535 chassis. 
Some combinations may drastically limit the potential throughput of the 
firewall, as well as prevent state data from passing between a failover pair. 

Backg:mund 

The PIX 535 has nine interface slots spread over three separate buses: one 
32-biU33 MHz bus with tive interface slots, and two 64-biU66 MHz buses, with 
two interface slots each. Use the following table and figure as references for 
the bus and interface slot configuration on the PIX 535: 

PIX 535 Buses and Interface Slots 
Interface Slots Bus Maximum Bus Speed 

Slots O and 1 Bus O 64-biU66 MHz 

Slots 2 and 3 Bus 1 64-biU66 MHz 

Slots 4 to 8 Bus 2 32-biU33 MHz 

PJX 535 Back PanelDeta:il 

--------------------------------------~..1~~~-------------------------------------------------------------
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The cards supported by the PIX 535 have different maximum ;bu~ spe~d~. U~~~: ; ,~ 
the following table as a reference for the interface cards bus s'pee,d: 'n · / 

'>.~-~<·. ·· 

I 
Interface Card 

li 
Maximum Bus Speed 

'I 
:~; .• :>"" 

PIX-1FE 32-biU33 MHz 

PIX-4FE 32-biU33 MHz 

PIX-1GE 64-biU33 MHz 

PIX-1GE-66 64-biU66 MHz 

PIX-VPN-ACCEL 32-biU33 MHz 

The 32-biU33 MHz bus will always operate at 33 MHz. However, the two 64-
biU66 MHz buses will operate at the speed of the slowest interface card 
installed in it. lf only PIX-1GE-66 cards are installed in a 64-biU66 MHz bus, it 
will operate at 66 MHz. However, if any other card is installed, it will operate at 
33 MHz. 

P.r:obJem S::_.rrn ptun1 s 

When a PIX-1GE-66 interface card is installed in a 32-biU 33MHz bus, its 
potential throughput will be severely limited. When a PIX-1GE-66 interface 
card is installed in a 64-biU66 MHz bus in conjunction with any 33 MHz card, 
its potential throughput is limited, although notas severely. 

Note that any throughput degradation due to the configurations described 
above would only be noticeable on PIX 535 systems with relatively heavy 
traffic. 

These practices must be followed in arder to achieve the best possible system 
performance on the PIX 535: 

1 - PIX-1GE-66 interface cards should be installed first in the 64-biU66 MHz 
buses before they are installed in the 32-biU33 MHz bus . lf more than four 
PIX-1GE-66 cards are needed, they may be installed in the 32-biU33 MHz 
bus, but with limited potential throughput. 

2 - PIX-1 GE and PIX-1 FE cards should be installed first in the 32-biU33 MHz 
bus before they are installed in the 64-biU66 MHz buses. lf more than tive PIX-
1GE and/or PIX-1FE cards are needed, they may be installed in a 64-biU66 
MHz bus, but doing so will lower that bus speed and limit the potential 
throughput of any PIX-1 GE-66 card installed in that bus. 

Use the following table to determine how to achieve the best Gigabit Ethernet 
performance from a PIX 535: 

-----------------------------------~G~ig~a=b~it~E=th=e~rn~e=t~ln~te=rf~a~c~e~C~a_m_c_o_m_b_in_a_t,_o_ns statte·d In lnterface----Potentia,r----------
Interface Card Combination Siot Numbers Throughput 

Two to four PIX-1 GE-66 O through 3 

PD~- 1 GE-66 combined with PIX-1GE 0 through 3 
o r JUSt PIX-1 GE cards 

Any PIX-1GE-66 or PIX-1GE 4 through 8 

These caveats must be followed : 

Best 

Degraded 

Severely 
. degraded 

' -1 ' f ''0 1 1 9-9-
2 

3 - The PIX-4FE and PIX-VPN-ACCEL cards can only be instãlfeiiTrnhe 32-
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4- lf stateful fa ilover is enabled , the interface card and bus used for-.:tb.!l •• :.">>"' 
stateful failover LAN port must be equal to or faster than the fastest card used 
for the network interface ports. For example, if your inside and outside 
interfaces are PIX-1GE-66 cards installed in bus O, your stateful failover 
interface must be a PIX-1 GE-66 card installed in bus 1. A PIX-1 GE o r PIX-1 FE 
card cannot be used in this case, no r can a PIX-1 GE-66 card installed in bus 2 
or sharing bus 1 with a slower card. 

Although using the PIX-1GE card in the PIX 535 is supported, th is practice is 
strongly discouraged since potential system performance is much lower than 
that afforded by the PIX-1 GE-66 card . 

To determine what interface cards you have installed , perform the following 
command from the command line: 

PIX535# show :int:e:dâce :int:e:dâce ethemetO "outside" is up, line protocol is 
up Hardware is i82559 ethernet, address is 0002.b304.0eab 

The type of interface card installed is identified by the hardware type. 
Reference the following table to determine their mapping: 

PIX 535 Supported Interface Cards 
Interface Card Hardware Type 

PIX-1GE-66 i82543 

PIX-1GE i82542 

PIX-4FE i82558 

PIX-1FE i82558, i82559 

Notes: 

1 - The PIX-1 FE card with hardware type i82557 is not supported by the PIX 
535. 

2- To differentiate between the PIX-1 FE card and PIX-4FE card with 
hardware type i82558, you may check for fou r sequential MAC addresses o r 
visually inspect whether one or four RJ-45 ports are present on the card . 

3- To physically differentiate between the PIX-1GE and PIX-1GE-66 cards 
visually inspect their primary AS I C. The PIX-1 GE is labeled "LSI L2A11 57'' 
and the PIX-1GE-66 is labeled "INTEL TL82543GC". 

lf you require further assistance, o r if you h ave any further questions regarding 
this fie ld notice, please contact the Cisco Systems Technica l Assistance 
Center (TAC) by one of the following methods: 

• Ooen a case on Cisco. Com 
• Byemail 
• By telephone 

• il 11 c . 
-------- -· · ~---- ,_- - t 2 o-o -

- --- ----- - --- ------ ---- ---ft>~-NQ-ô-õ-came~-m-
Updated : Feb 11 , 2003 
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End-of-Sa le and End-of-Life Announcem ent for the Cisco ~ 

32-bit/33-MHz Four-port Fast Ethernet Interface Ca rd 

' 

Cisco Systems ® announces the end of life of the Cisco PIX® 32-bit/33-MHz Four-port Fast Ethemet 

Interface Card. The last day to order the Cisco PIX 32-bit/33-MHz Four-port Fast Ethemet Interface Card is 

July 7. 2003. Customers will continue to receive support from the Cisco Technical Assistance Center (TAC) 

until July 7. 2008. Table 1 describes the end-of-life milestones, definitions, and dates. 

Cisco Systems introduced a new Fast Ethernet lOOBASE-TX interface card for the Cisco PIX Security Appliances 

based on the higher performance 64-bit/66-MHz PCI bus. The new card provides four 1 OOBASE-TX ports, increased 

performance, and deployment flexibility on modular Cisco PIX Security Appliances. It is supported by the latest 

maintenance releases ofall current Cisco PlX OS trains, namelyversions 5.2(9) , 6.0(4) , 6.1(4) , 6.2(2) and 6.3(1) or 

!ater. With these benefits and extensive OS support, customers are encouraged to migra te to the new Cisco PIX 64-bit/ 

66-MHz Four-port Fast Ethernet Interface Card. 

Table 2 provides relevant information for migrating from the end of life Cisco PlX 32-bit/33-MHz Four-port Fast 

Ethernet Interface Card to the new Cisco PlX 64-bit/66-MHz Four-port Fast Ethernet Interface Card. 

Table 1 End-of-Life Milestones and Dates 

Milestone Definition Date 

End-of- life The date the end-of-sa le and end-of-life announcement is May 27,2003 
announcement date distributed to the general public. 

End o f sale date The last date to arder the product through Cisco point-of-sale July 7, 2003 
mechanisms. The product is no longer for sale. 

Last shipment date The last-possible ship date that can be requested of Cisco July 21 , 2003 
and/or its contract manufacturers. Actual ship date is 
dependem on lead-time. 

End o f software The last date that Cisco Engineering may release any final July 7, 2004 

maintenance software maintenance releases or bug fixes. After th is date, 

releases dat e Cisco Engineering will no longer deve lop, repair, maintain, or 
test the product software. 

• End of Routine The last possible date a routine failure analysis may b e July 7, 2004 

faílure analysis date performed to determine the cause of product failure or defect. 

End of new service For equipment and software that is not covered by a Not Applicable (Standard 

attachm ent date service-and-support contract, tms 1s me 1as, ua,e LO orãera-----s-er\7it-e-!>-arrd=sopp-on: 
new service-and-support contract or add the equipment and/ contract is attached to the 

or software to an existing service-and-support contract. Cisco PIX Security 
Appliance and not to this 

End of service The last date to extend or renew a service contract for the end-of-life Cisco PIX 32-bitl 
contract renewal product. The extension or renewal period cannot extend 33-MHz Four-port Fast 
date beyond the last date of support. Ethernet Interface Card .) 

l ast date of suppo rt The last date to receive service and support for the product. July 7, 2008 

Afte r this date, ali support services for the product are - -
unavailable, and the product becomes obsolete. - ~ 

" "~ ." 

Cisco Systems, Inc. 1 2 Q 2 
Ali contents are Copyright © 1992-2003 Cisco Systems. Inc. Ali rights reserved. lmportant Notices and Privacy ~tf~)n~rlfl ______ _ 
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Table 2 Product Part Numbers Affected by This Announcement 

Part Number 

PIX-4FE 

PIX-4FE= 

Description 

Cisco PIX 32-bit/33-MHz 
Four-port Fast Ethernet Interface 
Card 

Cisco PIX 32-bit/33-MHz 
Four-port Fast Ethernet Interface 
Card 

Part Number 

PIX-4FE-66 

PIX-4FE-66= 

//~;;~~:::,,,_ 
-·~, ... ,, 

Descript ion 

Cisco PIX 64-bit/66-MHz 
Four-port Fast Ethernet Interface 
Card 

Cisco PIX 64-bit/66-MHz 
Four-port Fast Ethernet Interface 
Card 

Customers can use the Cisco Technology Migration Plan (TMP) to trade in products and receive credit toward the 

purchase of new Cisco equipment. For more information about Cisco TMP. go to: 

http://www.cisco.com/go/tradein/ 

To use the Cisco TMP application, you must have a Cisco.com user ID. 

Additional lnformation 

For more information about the Cisco PIX 64-bit/66-MHz Four-port Fast Ethemet Interface card, go to: 

http://www.cisco.com/en/US/products/hw/vpndevdps2030/products_data_sheets_list.html 

For more information about Cisco products, contact your Cisco account manager and/or Cisco Channel Partner. 

For more information about the Cisco End-of-Life Policy, go to: 

http://www.cisco.com/en/US/products/prod_end_of_life.html 

Cisco Systems. Inc. 
Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statement. 
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About This Guide 

This preface describes: 

• Document Objectives 

• Audience 

• Document Organization 

• Document Conventions 

• Cisco Connection Online 

• CD-ROM Documentation 

Document Objectives 

Audience 

Cisco PIX (Private Internet Exchange) Firewall provides full firewall protection that completely 
conceals the architecture o f an internai network from the outside world. 

This guide is for network managers who perform any ofthe following tasks: 

• Managing network security 

• lnstalling and configuring firewalls 

• Managing default and static routes, and TCP and UDP services 

Use this guide with the installation guide supplied with your PIX Firewall unit. 

Document Organization 
msg~~~rm~---------------------------------------------------------------

• Chapter 1, "Introduction," describes the PIX Firewall, its Adaptive Security feature, concepts, 
and new features for this release. 

• Chapter 2, "Configuring the PIX Firewall," describes how to initially configure the PIX Firewall 
to participate on the network, how to test the new configuration, and how to improve the 
configuration to access each feature . 

• Chapter 3, "Advanced Configurations," describes how to improve the configuration to handle 
optional features available for the PIX Firewall. 

• Chapter 4, "Configuration Examples," provides example configurations. I • 

AbouJ t~is Guidd Q_ 0 5 
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Document Conventions 

• Chapter 5, "Command Reference," describes each PIX Firewall command and provides 
command syntax, usage guidelines, and an example. 

e Appendix A, "Configuration Forms," provides forms you can use to pian a configuration before 
starting to create a configuration. 

e Appendix B, "Acronyms and Abbreviations," lists the acronyms and abbreviations used in this 
guide. 

• Appendix C, "lnstalling the PIX Firewall Setup Wizard," describes how to install the 
PIX Firewall Setup Wizard. 

• Appendix D, "Configuring for MS-Exchange Use," describes how to configure PIX Firewall to 
handle mail transfers across the firewall from Windows NT Servers on the protected and 
unprotected networks. 

• Appendix E, "Subnet Masking and Addressing," lists the IP addresses associated with each 
subnet mask value. 

Document Conventions 
This guide uses the following conventions: 

• Filenames, directory names, and arguments for which you supply values are in italics. 

• The symbol" represents the key labeled Ctrl (control). To enter a contrai key; for example, "z, 
hold down the Ctrl key while you press the z key. 

• Command names, buttons, and keywords in text are shown in boldface. The PIX Firewall 
commands are described in Chapter 5, "Command Reference." 

• Command statements in the default configuration section in Chapter 4, "Configuration 
Examples" that PIX Firewall provides are shown in bo~dface and italic screen font. 

• Variables in command syntax descriptions are shown in italics. Command options in square 
brackets [] can be optionally entered, and parameters separated by a vertical bar (I) require you 
to enter one parameter, but not the other(s). 

• Examples depict screen displays and the command Iine in screen font. 

• Information you need to enter in examples is shown in boldface screen font. 

• Variables for which you must supply a value are shown in i tal i c screen font. 

• Selecting a menu item (or screen) is indicated by the following convention: 

Select screenl >screen2>screen3. 

Note Means reader take note. Notes contain helpful suggestions or references to material not 
covered in the manual. 

Configuration Guide for lhe PIX Firewall ! ' I 
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Cisco Connection Online 
Cisco Connection Online (CCO) is Cisco Systems' primary, real-time support channel. Maintenance 
customers and partners can self-register on eco to obtain additional information and services . 

Available 24 hours a day, 7 days a week, CCO provides a wealth o f standard and value-added 
services to Cisco 's customers and business partners. CCO services include product information, 
product documentation, software updates, release notes, technical tips, the Bug Navigator, 
configuration notes, brochures, descriptions ofservice offerings, and download access to public and 
authorized files . 

CCO serves a wide variety of users through two interfaces that are updated and enhanced 
simultaneously: a character-based version anda multimedia version that resides on the World Wide 
Web (WWW). The character-based CCO supports Zmodem, Kermit, Xmodem, FTP, and Internet 
e-mail, and it is excellent for quick access to information over lower bandwidths. The WWW version 
ofCCO provides richly formatted documents with photographs, figures, graphics, and vídeo, as well 
as hyperlinks to related information . 

You can access CCO in the following ways: 

• WWW: http://www.cisco.com 

• WWW: http://www-europe.cisco.com 

• WWW: http://www-china.cisco.com 

• Telnet: cco.cisco.com 

• Modem: From North Arnerica, 408 526-8070; from Europe, 33 1 64 46 40 82. Use the 
following terminal settings: VTI 00 emulation; databits: 8; parity: none; stop bits: 1; and 
connection rates up to 28.8 kbps . 

For a copy ofCCO's Frequently Asked Questions (FAQ), contact cco-help@cisco.com. For 
additional information, contact cco-team@cisco.com . 

Note Ifyou are a network administrator and need personal technical assistance with a Cisco 
product that is under warranty or covered by a maintenance contract, contact Cisco's Technical 
Assistance Center (TAC) at 800 553-2447, 408 526-7209, or tac@cisco.com. To obtain general 
information about Cisco Systems, Cisco products, or upgrades, contact 800 553-6387, 
408 526-7208, or cs-rep@cisco.com. 

CD-ROM Documentation 
Cisco documentation and additional Iiterature are available in a CD-ROM package, which ships with 
your product. The Documentation CD-ROM, a member of the Cisco Connection Family, is updated 
monthly. Therefore, it might be more current than printed documentation. To order additional copies 
ofthe Documentation CD-ROM, contact your local sales representative or call customer service . 
The CD-ROM package 1s avaiiable as a singte-}Yac-kage 01 as an annual subscription:-Vou-ean-atso-- -------­
access Cisco documentation on the World Wide Web at http://www.cisco.com, 
http://www-china.cisco.com, or http://www-europe.cisco.com. 

Ifyou are reading Cisco product documentation on the World Wide Web, you can submit comments 
electronically. Click Feedback in the toolbar and select Documentation. After you complete the 
form, click Submit to send it to Cisco. We appreciate your comments . 

c .. 
1 , About n; is~~q xi Fls. No ____ _ 



CD-ROM Documentation 

xii Configuration Guide for the PIX Firewall 

1 t 11 . • 

·.r~\.,, 
' .............. :_:_~.:-~-,? .... 

Doe:~----



Cisco AVVID Partner Program Perimete ... : Websense Enterprise v4.3- Cisco System 

PARTNERS & RESELLERS 

OTHER CISCO PROGRAIViS 
CISCO .:w v;o PARTNER 
PROGRAM 
RESOUFlCES 

WHITE PAPERS 

Perimeter Security Design 
Guide: Websense Enterprise 
v4.3 

1 Partners & Resellers 

"! t~ll'l-~' '"""""'·· ""' .. ~ .. 

Home I Log In I Register 1 

Perimeter Security Design Guide: Websense Enterpr ise v4.3 

Design Guide 

Websense Enterprise v4.3-
Cisco PIX Firewall Edition 

Websense Enterprise v4.3 provides integrated Internet filtering for the Ci 
PIX® Firewall, helping network administrators effectively monitor and co 
network traffic. As a plug-in for the Cisco PIX Firewall, Websense tells th 
f irewall to block or permit Internet traffic. Websense is compatible w ith 
Netscape Navigator, Microsoft Internet Explorer, and other common lnte 
browsers and programs. 

Websense Enterprise v4.3 (Windows 2000, Solaris 8, and Linux RedHat 7 
platforms) was verified interoperable with Cisco PIX Firewall Software 
Version 6.1 (2). 

Description of Prod uct 

Websense Enterprise v4.3, Cisco PIX Firewall Edition is an employee Internet manag 
system that enables organizations to monitor, manage, and report on Internet access 
internai network. 

Network administrators assign policies that restrict Internet use within organizations. 
Websense Enterprise then filters network activity according to the preestablished poli 
monitoring, and reporting on the activity. Websense Enterprise integrates with the Cis 
Firewall, providing the engine by which content filtering is enforced. Using the Webse 
Master Database of URLs in conjunction with Cisco PIX Firewall, flexible, high-perfor 
content-filtering policies can be created. 

Websense can be installed on a Windows NT, Windows 2000, Solaris, or Red Hat Lin 
machine connected to the network. Websense can run on systems with other applicati 
well, as longas they are not too processar or memory intensiva. 

Internet requests are sent to the Cisco PIX Firewall, which then queries Websense to 
determine whether the request should be permitted or blocked. At the same time, the 
PIX Firewall sends the original request to the Internet. 

By sending the request to the Internet before receiving confirmation from Websense, t 
Cisco PIX Firewall does not slow down authorized business access. Requiring Webse 
confirmation before returning the site to the requesting user prevents unauthorized ac 

When Websense receives a request, it checks the source to find out if the workstation 
requesting the URL is to be blocked completely from the Internet. lf it is not, Websens 
determines whether a custam setting has been established for the requested URL. lf 
Websense consults its URL database to see if the site is in a blocked category. 

Because Websense runs on a single-server computer, it provides filtering for an entire 
network. Websense provides transparent content filtering to the network environment, 
client configuration needed. 

Philosophy of Protection 

Assumptions 

Rapid advances in communications technology have combined to create a connectivit 
explosion that has businesses, schools, and local service providers increasing their In 
access. New users are accessing the Internet at a staggering -pace, and new Web site 
added as quickly. 

This glo~al connectivity lets commerce and information flow across.tinie (o~~lilfil na 
boundanes. . 1 , 1 · I L U 'J 

I Q 

Corporate networks, once isolated from the outside world, havf ~a erily opened up, 

c :.-.,....... .. -
. b Q('lc·.t.---=-=~-;::-::-
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//~~:7::::::·~ 
potential security risks. lntemally, Web-enabled users may gain access to enollT)óus-' ';::! '\ 
quantities of material, deemed inappropriate or undesirable in the workplace by seduri ; .!:...( \ . 
administrators. Websense provides advanced network-to-lnternet monitoring, reportin "'J ......,; · 

management. These powerful features help organizations iden~ify and l_imit unpr0.d~ti ~~ j/ 
surfing, contrai acce_ss to content ~uch as 1llegal or pomograph1c matenals, and réduc~.~ · /' . ". 
unnecessary bandw1dth consumpt1on. ·,._ ,'·· ~-:·-;' ·:: · .. ,:> ' 

.... ~,..:ui<·~ 

Threats 

This wide-open access also provides unregulated access to large amounts of frivolou 
offensive, and controversial material, as well as material that is not job related. As a r 
many organizations must determine how to permit unhindered access to the vast amo 
information on the Internet while restricting access to undesirable content. 

Websense Enterprise, an "intelligent" software product, offers organizations and indivi 
greater flexibility and security while preventing access to objectionable or inappropriat 
materiais on the Internet Rather than attempting to block access at each local compu 
Websense is server based, high performance, and capable of filtering information thro 
set of policies. 

Organizat ional Security Policies 

lnside organizations, initial security measures usually include a written Internet acces 
(IAP) and basic monitoring tools that let the network administrator observe network tra 
pattems and bandwidth consumption leveis. 

Websense Enterprise enables organizations to better contrai their network resources 
enforce a variety of IAPs throughout the enterprise . 

Organizations are also implementing measures that help reduce unproductive employ 
"surfing" (and thereby save costs) through the use of Internet management tools and 
filtering applications that enforce IAPs by limiting access to sites deemed undesirable. 

With Websense, network managers enforce organizational IAPs by configuring policie 
limit or prohibit access to certain sites. Policy enforcement controls may also be estab 
based on date and time . 

Standards References 
Websense Enterprise complies with basic protocol standards and has received ICSA 
certification . 
See www.icsa.net for further information . 

Typicallmplementation 
Websense Enterprise v4.3, Cisco PIX Firewall Edition should be deployed within a net 
behind the Cisco PIX Firewall. Ali Hypertext Transfer Protocol (HTIP) requests shoul 
through the Cisco PIX Firewall connected to the server running Websense, to ensure 
filtering . 

Customers should be familiar with configuring the Cisco PIX Firewall. The installation 
configuration of Websense Enterprise is thoroughly explained in the documentation pr 
with the product. No extra training is needed to install or set up Websense . 

Typical implementation, which includes installation, configuration of the Cisco PIX F ire 
~ and definition of filtering policies, takes about one hour. Minimum requirements are di 

in the following section . 

• Secure lnstallat ion and Deployment 

• The Websense Manager lets you configure Websense Enterprise locally or from any 
• NT, Windows 2000, or Solaris workstation behind the firewall that meets or exceeds t 

system requirements. 
J~--------------~~~~~~-------------------------------

• Before installing Websense, you need to have the following: 

t 

• • • • • • t 

• • 

• Websense Enterprise v4.3, Cisco PIX Firewall Edition 

• A valid Websense license or evaluation key 

• Cisco PIX Firewall Software Version 4.4 or greater 

• Windows NT 4.0 (Server version recommended beca use its networking abilitie 
faster than Windows Workstation) with at least SP5, Windoyvs 2000 .with at lea 
Solaris 2.6 (with Recommended Patch Cluster), Solaris 2.'7 (with Recommend 
Cluster), Red Hat Linux 6.2, or Red Hat Linux 7.1 ' • ' • ""

2
..,' 

1 
Q 

I I ' I 1 
• Customer address and contact information Fls . No ____ _ 

For Windows and Linux installations, Websense recommends at m\ inimum a Pentium I 
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processar with 256 MB of RAM. For Solaris installations, Websense recommend~-:~~J~:\ 
SPARC 11 with 256MB of RAM. { / ;;;::_, \ _ \ 

. . \~ ~~ .!:1 il 
The Websense installation program is a single executable program that insta li& the w "' ) / i ;: 
Manager and the Websense Server. Before installing any Websense components, 'be .:::-'' .·' / 
your system time is set correctly. Websense uses the system clock to determine "tbe· p~ "~. vf 

time for downloading the database and enforcing time-based filtering policies. ···--.._.:_.; • .;.,..>·· 

To enable Websense filtering, enter a valid registration key. This key allows you to do 
the Websense Master Data base of Web sites. 

Internet access through Websense depends on the license levei purchased. Each We 
license key may be used on only one computer, which filters the number of workstatio 
authorized by your license levei. License leveis do not refer to simultaneous users, bu 
refer to the total number of computers accessing the Internet during each 24-hour peri 

Websense works by consulting a growing database of Internet sites, organized into 
predefined categorias. The database resides locally on the same machine as Websen 

Every day, during a configurable time period, Websense downloads the latest update 
Master Database. The connection is established via the HTTP protocol over the lntern 
customer site must allow outbound HTTP access. The Websense machine is program 
go to one of three national or intemational data base servers to download the Master 
Database, which is transferred in a special, proprietary format. During installation, use 
which ofthese database servers is used. 

When Websense requests a database update, it transmits the customer's registration 
information to the Websense download site for verification. This registration informatio 
Websense customers informed about new versions of the product. 

The database has both site names and full URL path names to specifically contrai whi 
material is blocked. Although Websense Enterprise filters only HTTP sites, the databa 
contains sites accessed via File Transfer Protocol {FTP}, Gopher, Telnet, Internet Rei 
(IRC), USENET News, and ReaiAudio sites. 

Websense, Inc. continually updates its Master Database. Using automated tools, a te 
Web analysts scans the Internet looking for new sites to add to the database. A Web 
personally verifies each site before it is added to the database. In addition, supervisor 
conduct quality checks on ali sites to ensure accuracy and consistency of categorizati 
Finally, the Master Database is rechecked regularly and obsolete sites are removed. 

Using the Websense Master Database of URLs in conjunction with the Cisco PIX Fire 
enforce powerful, high-performance, content filtering policies by choosing from Webse 
Enterprise's preconfigured policies or creating or modifying custem policies. While acc 
sites in unblocked categorias is perrnitted, Websense can observe and log activity to 
permitted sites based on your configuration. 

Figure 1 
Websense Running on a Server Separate from the Cisco PIX Firewall 

Figure ows on a server separate from the Cisco PIX Firewall. 
firewall can be configured to deny session attempts, protecting Websense and the oth 
functions of the server from malicious internai attacks and from any externai Internet a 
The server is not accessible to any internai or externai networks. 

The Websense server must be given physical protection, allowing only authorized net 
security administrators physical access to the Websense server. 

Assets Protected 
The Websense Enterprise architecture, in concert with the Cisco PIX Firewall, pr:ovide 
security features and access management. Through development and implementatio 
that are enforced by Websense, companies can preserve bandwidth by limiting lntem 
access to appropriate and authorized activities. Websense also prote,Çtj> é!n enh.aoce 
corporate productivity by limiting unauthorized "surfing." In addition, corporate liability 
reduced because Websense can exclude offensive and illegal material from béjn~1' 1 
into the company network via the Internet. Fls . N° _ _ __ _ 
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/ ·<::·:=1:~'\ 
Self-Protection / ()--. '\. 

The server running Websense relies on the mechanisms of the Windows NT, w {ndow ~ ~.,-/ ·: 
Solaris, or Red Hat Linux operating systems for protection against malicious attacks. 'í ' 

~ ' ~·· ~~) 
The database download is protected beca use the customer must enter a valid licens~ ·.~;::;:\- ' ·· _,.­
can be used on only one computer. Each time the Websense server contacts the Màs ... _.:.,.,:.,, .. : .... :;./ 
Database server, it automatically sends the customers key and contact information, v 
the key with each download request. 

Websense can be configured via the graphical Websense Manager. Access to the ma 
limited to authorized administrators with correct usernames and passwords. 

Assurance 

The Websense Master Data base can be tested by browsing sites to see if they are bl 
monitored. You can also verify enforcement of your security policy by using Websens 
Reporter as described in the next section. 

Reporting 

Websense Enterprise features a separate program called Websense Reporter, which 
detailed log entries for each request it processes. Using the Reporter function, you ca 
generate tabular reports and bar charts that show Internet access activity by your em 

Websense Reporter prepares reports of three different types. Detailed reports provide 
information on requested sites and the clients who requested them. lnformation is pre 
for every site or category for each client and protocol selected. Dates and times are in 
to provide a complete picture of Internet access. Summary reports give an overview o 
Internet usage for selected clients and sites. Totais reveal hits and bytes transferred, 
depending upon the report format selected. Charts show usage trends by presenting 
overview in the form of a bar graph. 

Reporter comes equipped with more than 50 different formats to choose from. Report 
can be customized to suit your individual needs: these formats can then be saved for 
later time. You can also schedule reports to be generated at specific times (such as o 
when network traffic is low). Reports can be saved to a specified directory or sent to a 
with a valid e-rnail address. 

In addition to selecting the type of report and sites included, you can also choose date 
clients (users, groups, and workstations), and protocols to be reported (note that trans 
and bytes do not show up when using Websense Enterprise, Cisco PIX Firewall Editio 
These options let network administrators pinpoint the information of interest and gene 
meaningful reports. 

When running on Windows NT or Windows 2000, Websense Enterprise logs status m 
in the Windows NT Application Event Log, which can be viewed with the Windows NT 
Viewer. 

'Note For performance reasons, Cisco PIX Firewall has the option to cache some Web 
responses so that it can permit or block those sites without contacting Websense. We 
logs sites that are permitted or blocked directly by the Cisco PIX Firewall only when u 
Cisco PIX Firmware 5.2(1) or later. 

Management 

Websense is managed via a Java application that runs on any Windows NT, Windows 
or Solaris machine on the network behind the Cisco PIX Firewall. 

The Websense installation program is a single executable program run via the Windo 
Windows 2000 graphical user interface (GUI), or the Solaris or Red Hat Linux comma 

:-----------------'-ltuiwnll:lstJJ:awll.._s_.W.=e.bs..e.nse_Enierprise v4.3, Cisco PIX Firewall Edition, which includes the W 
Manager. When installed, you can use Websense Manager to configure and manage 
program: register, define filtering policies, define database download periods, and defi 
logging requirements. 

Websense Manager also ensures that the database has been downloaded during the 
period. The Download Database dialog box shows the day when the database was la 
downloaded. lt also lets you manage logging and reporting via the Logging Tab and th 
license expiration date via the Download Tab. 

Scope of Scale 

Websense Enterprise, Cisco PIX Firewall Edition can scale to 1 qoo , HTTP".f!eq11~ts-p 
second, assuming proper configuration of the Cisco PIX Firewall. ' I L. I L 

•o 
Continuous Protection 

The redundancy of Websense is provided through the Cisco PIX F~e~l ~fself .. Users 
configure the firewall to allow Websense to fail open or fail closed . Fail open means th 

·---
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~~<(r.·:~,, 
Websense shuts down, ali users will be able to access the Internet without filteril)ti·: F· .... e~·-··~ ... .,.,~. \ 
closed means that if Websense shuts down, ali access to the Internet will be prohibité:.::P .,,., ... \ \ 

1 .' ~ ~ ·: 
Websense automatically downloads an update to the Master Database by choo$ing a ·-' ·· ' 
period during the time interval specified by the customer. I f Websense is unable to co ~ .... ~ / . 
Master Database site at that time, it retries every 1 O minutes, up to a total of ten ti'ies.>-.5::-:;::::) ,. ~·:.:_/ 
the specified timeframe, until it successfully downloads a new update to the data baSe .... ~:."""""~;>~·· 
download cannot be completed, Websense continues filtering with the last database t 
successfully downloaded. 

lf the download is unsuccessful, the Date field in the Download Database dialog box (i 
Websense Manager) is not updated and the Last Download Result field reports the re 
errar. Administrators can be notified via e-mail if the download fails, by checking a box 
Email Tab ofthe Server Configuration dialog box in Websense Manager. 

Protection Test ing 

Testbed 

The machines used in the testbed conformed to the following specifications: 

• Intel Pentium 111 

• 256 MB of RAM 

• 100MB free disk space 

• Windows NT 4.0 (server version) Service Pack 5 

The machines were placed on an Ethemet network, they included a T1 line to the lnte 
and there was no other traffic to the Internet. 

The functionality of the product was tested thoroughly. A load generator tool was used 
generate HTTP requests based on an input data file of thousands of URLs. The tool r 
message indicating whether a site is blocked or not blocked. The number ofthreads ( 
100, 250) and the time to wait to launch subsequent requests (0, 10, 20, 30 millisecon 
be specified. 

Protection testing environments: 

• Ran HTTP requests in blocked category; ali categorias blocked; non-demo dat 
expected result is 1 00-percent blocked 

• Ran HTTP requests in blocked category; ali categories "not" blocked; non-de 
database; expected result is 100-percent blocked. 

• Ran HTTP requests in customer URL and sites blocked in customer URL; exp 
result is 100-percent blocked 

Configurations 

There are no configuration requirements for the user's workstation o r for routers in a p 
network. 

lt is recommended that Websense Enterprise be put on its own interface for performa 
reasons (as reflected in Figure 2). Websense can share the demilitarized zone (DMZ) 
interface or the internai interface. Your performance impact depends on how much tra 
have on your internai and DMZ networks. With Websense on its own interface, there i 
chance ofthe network adding latency. 

Websense recommends that only administrators access the Websense machine. 

Figure 2 
Websense Running on a Dedicated Interface 

Cil;o P!X 
fi-11 

I . · C 

F s. 'No 1 21 3 

"" :.· ·-
Do_c;._~ ~----
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".'. ~ ~~ ; :-

Follow these steps to modify the Global policy. 
' ...... ~ ., ··'!J .<" 

Step 1:"- -bpen Websense Manager. lf you have not already ênté-re-d'a-va--.lc-id.-r-e-'--cgt.-.stràtio~·~ ;,::; . .­
and downloaded the Master Database, please do so. Refer to your Setup Guide fór....:........_~;,..,.-·­
instructions. 

Step 2. Right-click the icon of the appropriate Websense sêrver (if you h ave added 
than one) and select Connect to Server. Enter the password established when you ad 
server. 

Step 3. Open the Policies topic in the navigation pane and select Global. The Global 
is set to enforce the Default Settings category set from 08:00 to 17:00 (8:00 a.m. to 5: 
seven days a week. The Basic Filtering category set is in effect at ali other times. 

To change enforcement times or category sets enforced by the Global policy, click Edi 
to open the Edit Policy dialog box. After you make changes, click OK to exit the Edit P 
dialog box. 

Step 4. Open the Category Set topic in the navigation pane and then select Default 
The Default Settings category set is configured to block some categories, permit other 
provide the option to deter viewing for other categories. Modify these settings to suit y 
needs. Websense enforces your settings when the Default Settings category set is ac 

To edit the Default Settings category set, click Edit Category Set and then change the 
option for any category you want to modify. After you make changes, click OK to exit t 
Category dialog box . 

Step 5. Configure Websense Server options by right-clicking the Websense Serve r i 
then selecting Configure Server. Open the tabs on the Server Configuration dialog bo 
configure the settings as appropriate . 

Step 6. Click the Save Ali button to update the Websense Server with any changes 
make. When you click the Save Ali button, you must click Done after the save is finish 
exit the Saving Data dialog box . 

lnstallation 

Typically, Websense Server (the filtering engine) and Websense Manager (the user in 
are installed together. However, you can also install them on separate machines. Bot 
components must be installed in order to filter Internet requests . 

Additionally, you can install Websense Manager on multiple machines in the network t 
enable remete configuration ofthe Websense Server. You can install Websense Serv 
Websense Manager on different operating systems. For example, you can use the W 
Manager on a Windows machine to configure a Websense Server running on a Solari 
machine. Simply install each component on the appropriate machine according to the 
installation instructions for that operating system . 

Detailed installation instructions for both Windows and Solaris are included in the We 
Enterprise v4.3, Cisco PIX FireWa/1 Edition Setup Guide. Following is a summary of th 
installation instructions. 

Windows NT lnstallation 
1. Run the wseXXX.exe setup program, where XXX is the version number. This i 
exacting ZIP file that extracts the README fi le, the setup guide, and the install pr 
into a temporary directory . 

2. Run the installation program, Setup.exe . 

3. Follow on-screen tnstrucftons provtded by theli1sfa11Sille1tJil'1Stallatinn-pTo·gra·......----­
installation creates a Websense Enterprise program group that contains: 

• Websense program files 

• Documentation in Adobe Acrobat format 

• An online HELP system 

• README text file 

lnstalling Websense on Solaris or Red Hat Linux 
1. Log in to the installation machine as the root user. 

2. Copy the wse###.tgz file (### is the version number) to the in I ation~director 
v. ------
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3. Enter the following command to unzip the file: 

>>gunzip wse###.tgz<< 

. . ' 

4 . Expand the file into its components with lhe following command: 
. '"'~-..... ~':.= ..... o-~ .. ;1'·'~ -...-

>>tar -xvf wse###.tar<< 

This places the following files into the installation directory: 

install.sh-The installation program 

websense.tar- An archive file containing ali the Websense components, including the 
Websense Administrator's Guide (wse.pdf) and the uninstall program (uninstall.sh) 

license.txt-The Websense license agreement 

5. Run the installation program: 

./install.sh 

6. Follow the on-screen instructions provided. 

Websense Configuration 
Run Websense Manager, found in the Websense Enterprise program group (Window 
the start_manager script found in the Manager subdirectory (Solaris). Enter the Webs 
license key to begin downloading the Websense Master Database. 

1. Click Server in the Websense Manager menu; then select Configure to bring u 
Server Configuration dialog box. 

2. Select the Download tab and enter the registration key. Your Internet connecti 
contact the Websense Database server; the license is validated; expiration and u 
limits are checked; and a database download is initiated. 

3. Modify other configuration settings by opening the appropriate tab and changin 
settings. 

4. Configure the Cisco PIX Firewall to send Internet requests to Websense. For i 

enable 

configure te~inal 

url-server host 10.1.1.1. timeout 5 

The Websense server accesses and downloads the Master Database on each day sp 
by the customer via outbound HTTP access that is configured to be allowed by the C i 
Firewall. 

Configuring the Cisco PIX Firewall 
Before Websense can filter Internet requests, the Cisco PIX Firewall must be configur 
use Websense as a URL filter. 

1. Access the Cisco PIX Firewall, either from a console or from a remate terminal, 
Telnet. 

2. Enter your login password. 

3. Put the Cisco PIX Firewall into enabled mode by entering >>enable<< and you 
password. 

4. Place the Cisco PIX Firewall into configure mode by enteríng »configure ter 
\.,. .;I • V 

5. Tell the Cisco PIX Firewall that the Websense Server eXiists byerltering: 1 2 1 5 
Fls~ N° -----=----
; •·· >>url-server host <IP> [timeout <#>]<< 
' c 
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where: 

<IP> is the IP address of the Websense machine 

<#> is an optionaf number of seconds 

The Cisco PIX Firewall waits for a response from the URL server before timing out (th 
is 5 seconds ) . 

6. Tell the Cisco PIX Firewall how to fifter URL requests by entering: 

>>filter url http <local_ip> <n e tmask> <foreign _ ip> <netmask><< 

where: 

<local_ip> is the address of focal/internai hostlnetwork, which is the source for conne 
be filtered 

<foreign_ip> is the address of the foreign/external hostlnetwork, which is the destinat 
connections to be filtered 

<netmask> is the netmask to apply 

Typically, the last two entries should be zeroes to filter access to ali Web sites throug 
Websense. For example: 

filter url http 10.5.0.0 255.255.0.0 O Ofilters the 10.5 network going to any destination 

7. Save changes by entering >>write memory<<. 

You can view the current URL server rufes by entering >>show url-server<<. To revi 
the filter rufes, enter >>show filter<<. For help on individual commands, enter >>help 
followed by the command. For example, >>hefp fifter<< shows the complete syntax f 
filter command and explains each of the arguments. 

Note lf you need to discontinue filtering for any reason, enter each original filter com 
preceded by thE:) word __ !'o: For exampl~: 
»no filter url http 10.5.0.0 255.255.0.0 O O« 

Custorner Expectations-Risks, Exposures, and Consequences 
Designed for the Cisco PIX Firewall, Websense provides filtering, monitoring, and rep 
capabilities. With its flexibility, Websense Enterprise saves organizations money and 
bandwidth and provides protection against legal liability. 

Users who do not read the documentation or configure the product improperly may ex 
the following consequences: 

t • No Master Database download 

t • Database download during a busy period instead of a quiet period 

t • Cisco PIX Firewall not configured to use Websense as a URL fi lter 

t • Open, unfiltered access to the Internet because license limit is exceeded 
.,--------------------~------------------~--------------

• • t 

• • t 

• t 

• • 

• Not ali URL requests logged and reported because of Cisco PIX Firewall cach i 
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Cisco PIX Firew all Versio n 6.2 

The wortd-leading Cisco PIX® Firewall Series of purpose-bui lt security appliances 

provides robust, enterprise-class security services, including stateful inspection 

firewalling, virtual private networking (VPN), intrusion protection, and much 

more-in cost-effective, easy-to-deploy solutions. Ranging from compact, 

plug-and-play desktop firewalls for small/home offices to carrier-class gigabit 

firewalls for the most demanding enterprise and service-provider environments, 

Cisco PIX Firewalls provide robust security, perfonnance, and reliability for network 

environments of ali sizes. 

Advanced Fírewall Technologíes 

Províde Enterpríse·Ciass 

Network Securíty 

Cisco PIX Firewalls deliver a broad range of 

advanced firewall services that protect 

enterprise networks from the threats 

lurking on the Internet and in today's 

network environments. The state-of-the-art 

Cisco Adaptive Security Algorithm (ASA) 

provides rich stateful inspection firewall 

services, tracking the state of ali authorized 

network communications and preventing 

unauthorized network access. Cisco PIX 

Firewalls deliver an additionallayer of 

security through intelligent, 

"application-aware" security services that 

examine packet streams at Layers 4 through 

7, using inspection engines specialized for 

many of today's popular applications. 

Administrators can easily create cus tom 

security policies that will be enforced on 

network traffic traversing the firewall by 

leveraging more than 100 pre-defined 

applications, services, and protocols within 

Cisco PIX Firewalls, and the flexible access 

contrai capabilities that Cisco PIX Firewalls 

provide. Access to network resources can 

also be strongly authenticated via the Cisco 

PIX Firewall's seamless integration with 

enterprise databases, either directly using 

TACACS+IRADIUS or indirectly via Cisco 

Secure Access Contrai Serve r (ACS). In 

addition to these services, Cisco PIX 

Firewalls provide extensive logging, URL 

filtering, content filtering, and more in 

concert with Cisco A VVID (Architecture for 

Voice, Video and Integrated Data) partner 

solutions. 

Market•Leadíng Voice•over·IP 

Security Services Protect 

Next•Generation Converged 

Networks 

Cisco PIX Firewalls continue to provide 

market-leading protection for numerous 

voice-over-IP (VoiP) standards and other 

multimedia standards, including H .323, 

Session lnitiation Pro toco! (SIP), Skinny, 

Real-Time Transport Protocol (RTP), 

Real-Time Streaming Protocol (RTSP), and 

Real-Time Transport Contrai Protocol 

(RTCP). This allows businesses to securely 

take advantage of the many benefits that 

converged data and voice networks 

provide, such as significant total cost of 

ownership (TCO) savings and the 

competitive advantages and improved 

productivity gained through the power of 

fully integrated voice, video, and data 

networks. By combining VPN with ~~e rich 
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stateful inspection firewali services that Cisco PIX Firewalls provide for these converged networking standards, 

businesses can easily extend voice and multimedia services to remote/satellite offices for additional bandwidth and 

cost savings. 

Site-to-Site VPNs Ext end Networks Economically to Remote Sites and Business 

Partners 

Using the standards-based site-to-site VPN capabilities within Cisco PIX Firewalls, businesses can securely extend 

their network across low-cost Internet connections to business partners and remote/satellite offices worldwide. Built 

upon the Internet Key Exchange (IKE) and IP Security (IPSec) VPN standards. Cisco PIX Firewalls encrypt data using 

56-bit Data Encryption Standard (DES) or advanced 168-bit Triple DES (3DES) encryption, ensuring that malicious 

individuais cannot see sensitive business data as it safely travels across the Internet. Cisco PIX Firewalls can also 

participate in X.509-based Public Key Infrastructures (PKI) and provide easy, automated certificate enrollment by 

taking advantage of the Simplified Certificate Enrollment Protocol (SCEP)-another Internet standard Cisco helped 

to pioneer. Certain Cisco PIX Firewall models also provide integrated hardware VPN acceleration, providing up to 

100 Mbps of 3DES throughput and support for up to 2000 IKE security associations. 

Easy VPN Enables Highly Scalable, Easy•to-Manage VPN Deployments 

The innovative Easy VPN capabilities found in Cisco PIX Firewalls and other Cisco solutions-such as Cisco lOS® 

Software-based routers and Cisco VPN 3000 Series Concentrators- deliver a uniquely scalable. cost-effective, and 

easy-to-manage remote-access VPN architecture. Built upon the foundation of dynamic policy distribution and 

effortless provisioning, Easy VPN eliminates the operational costs associated with maintaining remote-device 

configurations typically required by traditional VPN solutions. Easy VPN enables Cisco customers to enjoy the 

numerous benefits that VPNs provide-increased employee productivity by taking advantage of high-speed 

broadband connectivity, and significantly reduced operational costs by eliminating expenses associated with legacy 

dialup architectures-without the problems commonly found with other remote-access VPN solutions. 

Cisco PIX Firewalls provide robust, remote-access VPN concentrator services that enable enterprises to securely 

extend their network to traveling employees, teleworkers, and remo te offices for "anytime, anywhere access" to vital 

corporate network resources. Acting as an Easy VPN Server, Cisco PIX Firewalls support the wide range of Cisco 

software- and hardware-based Easy VPN Remote products. By dynamically pushing VPN security policies to Easy 

VPN-enabled users as they connect, Cisco PIX Firewalls ensure that the latest VPN security policy is consistently 

enforced for ali remote-access users. 

Certain mo deis o f Cisco PIX Firewalls can also act as "hardware VPN clients " using the new Easy VPN Remo te 

features in Cisco PIX Firewall OS, transparently providing secure access to a corporate network for ali devices 

- - ----------fp!DroUJttxP:LCttte:ud'-'bl.JYI-'1-a' Cis.cu..fl~wall in a remote network. This dramatically simplifies the initial de~y,_m_en_t_a_n_d _______ _ 

ongoing management o f VPNs deployed to remote offices and teleworker environments by eliminating the need to 

install and maintain VPN client software on the individual devices protected by a remote Cisco PIX Firewall. 

Advanced client-side resiliency features ensure maximum VPN uptime by providing automatic failover to backup 

Easy VPN Servers in the event of a network or service failure. 
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lntegrated intrusion Protection Guards from Popular Internet Threats 

The integrated intrusion-protection capabilities in Cisco PIX Firewalls protect today's networks from many popular 

forms of attacks, including Denial-of-Service (DoS) attacks and malformed packet attacks. Using a wealth of 

advanced intrusion-protection features, including DNSGuard, FloodGuard, FragGuard, MailGuard , and TCP 

intercept, in addition to looking for more than 55 different attack "signatures," Cisco PIX Firewalls keep a vigilant 

watch for attacks, can optionally block them, and can notity administrators about them in real time. Additionally, 

Cisco PIX Firewalls support virtual packet reassembly, searching for attacks that are hidden over a series of 

fragmented packets. Strong integration with Cisco Intrusion Detection Systems (IDS) sensors enables Cisco PIX 

Firewalls to automatically shun (block) network nodes identified as being hostile by Cisco IDS sensors. 

Enterprise-Ciass Resiliency Provides Maximum Business Uptime 

Cisco PIX Firewalls provide award-winning stateful failover capabilities (on select models) that ensure resilient 

network protection for enterprise network environments. Employing a cost-effective, active-standby high-availability 

architecture, Cisco PIX Firewalls configured as a failover pair continuously synchronize connection state information 

and device configuration data between one another. Performing this synchronization over a high-speed LAN 

connection provides the added benefit o f being able to geographically separate failover pai r members, thus providing 

a further layer of protection. In the rare event of a system or network failure, network sessions are automatically 

transitioned between firewalls seamlessly. and with complete transparency to network users. 

Robust Remote-Management Solutions Lower Total Cost of Ownership 

Cisco PIX Firewalls deliver a wealth ofremote-management methods for configuration, monitoring, and 

troubleshooting. Management solutions range from an integrated, Web-based management application to highly 

scalable multi-firewall management tools to support for remote-monitoring protocols such as Simple Network 

Management Protocol (SNMP) and syslog. Cisco PIX Firewalls additionally provide up to 16 leveis o f customizable 

administrative roles, so that enterprises can grant administrators and operations personnel the appropriate levei of 

permissions they need for each firewall they manage (for example, monitoring only, read-only access to the 

configuration, VPN configuration only, firewall configuration only, etc.). Cisco PIX Firewalls now also support Auto 

Update, a revolutionary secure remote-management capability that ensures firewalls configurations and software 

images are kept up-to-date. 

Cisco PIX Device Manager (PDM), integrated with Cisco PIX Firewalls, provides administrators an intuitive, 

Web-based management interface for remotely configuring and monitoring a single Cisco PIX Firewall. without 

requiring any software (other than a standard Web browser) to be installed on an administrator's computer. 

Administrators can also remotely configure, monitor, and troubleshoot Cisco PIX Firewalls using a command-line 

------------+·ruert=aee-{Gblt-fhreugR-val'ieus..met-hods,...includingJe!net and SecUI:e.5helL(S.Sl:IL11otocol or out-of-band via a 

console port. 

Administrators can easily manage a large number of remote Cisco PIX Firewalls using either the new combination 

of the CiscoWorks Management Center for Cisco PIX Firewalls and Auto Update Server, or Cisco Secure Policy 

Manager (CSPM)-all available within the Cisco VPN Security Management Solution (VMS) network management 

suite. The CiscoWorks Management Center for Cisco PIX Firewalls is a highly scalable, next-generation, three-tier 

management solution for Cisco PIX Firewalls that includes features such as hierarchical grouping of managed 

firewalls, "Smart Rules" configuration inheritance, customizable administrative roles and access privileges, 

r 
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workflow-based enterprise change management, comprehensive support for Cisco PIX Firewall's new Auto Update 

capabilities, and support for dynamically addressed firewalls. Cisco Secure Policy Manager Release 3.0 is a 

policy-based centralized management solution for Cisco PIX Firewalls that includes a task-based interface, an 

interactive network topology map, policy wizards, and policy import capabilities. Additional integrated event 

management and inventory solutions are also available as part of the Cisco VMS network management suíte. 

New Features Found in Cisco PIX Firewall Release 6.2 

Cisco PIX Firewall Release 6.2 provides a wealth of new innovative features, which are detailed below: 

Table 1 New Features and Benefits 

New Features Benefits 

Enterprise-Ciass Security 

LAN-based failover Extends failover functionality and enables geographic separation of Cisco 
PIX Firewalls in a failover pair by allowing failover information to be shared 
over a dedicated LAN connection (instead of a serial cable) between failover 
pairs 

Bidirectional Network Address . Enhances rich NAT functionality in Cisco PIX Firewalls to support 
Translation (NAT) environments with overlapping private address ranges 

Turbo access controllists (ACLs) . Provides significantly enhanced performance and deterministic search 
times for ACL processing; especially useful in environments where 
extensive ACLs are deployed 

N2H2 URL filtering . lntegrates with N2H2 Sentian...., products-leading Internet filtering 
solutions-to provide robust employee Web access control and monitoring 

Enhanced small-packet . Delivers up to 48 percent more firewall performance for 64- to 512-byte 
performance packets than previous Cisco PIX Firewall OS releases, due to further 

optimization of small-packet processing 

Management 

Auto Update • Provides highly scalable, secure remete management of PIX Firewalls with 
a unique push/pull management model . Next-generation secure XMUHTTPS interface can be leveraged by Cisco 
and third-party management applications for remete firewall configuration 
management, inventory, software image management/deployment 
and monitoring 

. Supports dynamically addressed firewalls in addition to firewalls with static 
IP addresses 

lntegrates seamlessly with CiscoWorks Management Center for Cisco PIX 
Firewalls and Auto Update Server for robust, scalable remete management 
of up to 1000 PIX Fi rewalls 

Object grouping Enables administrators to group network objects (such as devices, 
networks, and services) into logical groups to greatly simplify access 
control rule definition and maintenance 

Cisco Systems, Inc. 
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Table 1 New Features and Benefits 

New Features Benefits 

Command-level authorization Enables businesses to create up to 16 customizable administrativa roles and 
profiles for accessing Cisco PIX Fi rewalls (for example, monitoring only, 
read-only access to configuration, VPN administrator, firewall 
administrator, etc.) 

. Uses either the internai Cisco PIX Firewall administrator database ar outside 
sources via TACACS+, such as Cisco Secure ACS 

Dynamic ACLs via Cisco . Supports dynamic downloading and enforcement of ACLs on a per-user 
Secure ACS basis, upon user authentication with the firewall 

Network Time Protocol (NTP) . Provides convenient method for synchronizing the clock on Cisco PIX 
v3 client Firewalls with other devices on a network 

CPU monitoring via SNMP v2 . Extends SNMP-based remate firewall health monitoring to include the 
ability to monitor CPU utilization 

Software and configuration . Adds support for downloading Cisco PIX Firewall OS and Cisco PIX Device 
updates via HTTP and HTTPS Manager software, as well as configuration updates via HTTP ar HTTPS 

. Provides ability to deliver configuration and software updates over 
authenticated, encrypted network connection 

HTTPS-based CU access . Delivers flexible, secure interface for interactive and easily scriptable access 
to Cisco PIX Firewall CU via standard HTTPS requests 

Packet capture . Gives administrators new, powerful troubleshooting capabilities by 
providing robust packet-capturing facilities on each interface of the firewall . Supports severa I methods of accessing captured packets, including via the 
console, secure Web access ar a file exported to a Trivial File Transfer 
Protocol (TFTP) server 

Small Office/Home Office 

Easy VPN Remate (hardware • Enables dramatically simplified VPN rollouts to small office, teleworker, and 
VPN client) remote/branch-office environments, allowing Cisco PIX 501, 506, and 506E 

Firewalls to act as hardware VPN clients, and eliminating the provisioning 
complexities of traditional site-to-site VPN deployments . Downloads VPN policy dynamically from an Easy VPN Server upon 
connection, ensuring the latest corporate security policies are enforced 

Provides robust client-side VPN resiliency with support for up to ten Easy 
VPN servers with automatic failover, in addition to Dead Peer Detection 
(DPD) support . Enables the network behind a Cisco PIX Firewall to appear as a single user 
to the VPN headend when using Easy VPN Remate Cl ient Mode 

. Provides site-to-site VPN-Iike functionality without requiring any additiona l 
,..,, o'tlis-ionirtg-Whefl-tfs~emete-Net-wmk-Exte.:tsior:t-MorlP 

. Supports both split and non-split tunneling environments . Provides intell igent, t ransparent Domain Name System (DNS) proxy 
capabilities for access to both corporate and public DNS servers 

PPP over Ethernet (PPPoE) support . Ensures compatibi lity with networks that requ ire PPPoE support, such as 
xDSL and cable modem broadband environments 

Cisco Systems, Inc. 
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Table 1 New Features and Benef its 

New Features Benefits 

Vo ice-over-IP (VoiP)/M ult imedia 

Multicast support Supports wide range of multicast applications by introducing support fo r 
Internet Group Management Protocol (IGMP) v2 and stub multicast routing, 
including NAT and Port Address Translation (PAT) and the abil ity to bu ild 
access contrai lists for multicast traffic 

PAT for H.323 and SIP . Extends market- leading VoiP support and enables SIP and H.323 to work in 
PAT environments, typically found in home offices and remate offices 

DHCP server support for Cisco Simplifies remate Cisco IP Phone deployments by providing Cisco 
IP phones CaiiManager contact information via DHCP options 66 and 150 to Cisco IP 

phones for automated bootstrapping 

Internet Locator Service (ILS) Fixup . Adds support for ILS, a popular directory service used by applications such 
as Microsoft NetMeeting, SiteServer and Active Directory, for registration 
and location of network entities/endpoints 

Technical Specifica tions 

V PN Client Compatibility 

Cisco PIX Firewalls support a wide variety of software- and hardware-based VPN clients, including: 

Software IPSec VPN clients Cisco Secure VPN Client Release 1.1 

Cisco VPN 3000 Concentrator Client, Release 2.5 and higher 

Cisco VPN Client for Microsoft Windows, Release 3.0 and higher 

Cisco VPN Client for Linux, Release 3.5 and higher 

Cisco VPN Client for Sola ris, Release 3.5 and higher 

Cisco VPN Client for Mac OS X, Release 3.5 and higher 

Hardware IPSec VPN clients Cisco VPN 3002 Hardware Client, Release 3.0 and higher 

Cisco lOS Software Easy VPN Remate, Release 12.2(8)Y J 

Cisco PIX Firewall Easy VPN Remate, Release 6.2 and higher 

Layer 2 Tunneling Protocol Microsoft Windows 2000 
(L2TP)IIPSec VPN clients 

Point-to-Point Tunneling Pro tocol Microsoft Windows 95 
{PPTP) VPN clients Microsoft Windows 98 

Microsoft Windows NT 4.0 

· er-eselt-WiAelews-2QOn 
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Easy VPN Server Compatibility 

Cisco PIX Firewalls can now act as hardware-based VPN clients, taking advantage of the new Easy VPN Remo te 

capabilities in Cisco PIX Firewall OS. The following Easy VPN Server platfonns are supported for this 

deployment scenario: 

Cisco lOS Routers Release 12.2(8)T and higher 

Cisco PIX firewalls Release 6.0(1) and higher 

Cisco VPN 3000 Concentrators Release 3.1 and higher 

Cisco Site-to·Site VPN Compatibility 

In addition to supporting interoperability with many third-party VPN products, Cisco PIX Firewalls interoperate 

with the following Cisco VPN products for site-to-site VPN connectivity: 

Cisco lOS Routers Release 12.1(6)T and higher 

Cisco PIX firewalls Release 5.1(1) a n d higher 

Cisco VPN 3000 Concentrators Release 2.5.2 a nd higher 

Cryptographic Standards Supported 

Cisco PIX Firewalls support numerous cryptographic standards and related third-party products and services, 

including the following: 

Asymmetric (public key) encryption algorithms RSA (Rivest, Shamir, Adelman) public/private key pairs, 
512 bits to 2048 bits 

Symmetric encryption algorithms DES: 56 bits 

3DES: 168 bits 

RC4: 40, 56, 64, and 128 bits 

Perfect Forward Secrecy (Diffie-Hellman key Group 1: 768-bits 
negotiation) Group 2: 1024-bits 

Has h algorithms MOS: 128-bits 

SHA-1 : 160-bits 

X.509 certificate authorities Baltimore UniCERT 

Entrust Authority 

Microsoft Windows 2000 Certificate Services 

VeriS ign OnSite 

X.509 certificate enrollment protocols SCEP 

. I . ~.., 
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System Re qui re m e nts 

Platforms supported Cisco PIX 501 Firewall 

Cisco PIX 506 Firewall 

Cisco PIX 506E Firewa ll 

Cisco PIX 515 Firewall 

Cisco PIX 515E Firewall 

Cisco PIX 520 Firewall 

Cisco PIX 525 Firewall 

Cisco PIX 535 Firewall 

RAM, minimum 32MB, except Cisco PIX 501 which requires 16MB 

Flash memory, minimum 16MB, except Cisco PIX 501/506/506E which require 8MB 

Expansion cards supported Single-port 10/100 Fast Ethernet card 

Four-port 10/100 Fast Ethernet card 

Single-port Gigabit Ethernet, multimode (SX) SC, card 

VPN Acceleration Card (VAC) 

Product Ordering lnforrnation 

PIX-SW-UPGRADE= 

Support Services 

Cisco PIX software one-time upgrade for customers without a 
current SMARTnetTM support contract 

/W3\ 
..... , // ' 

\"'c~ 
0-. s~.~,, 

Support services are available from Cisco partners as well as from Cisco. The Cisco SMARTnet service augments 

customer support resources.lt provides 24x7x 365 access to technical resources (both online and via telephone), the 

ability to download updated system software, and hardware advance replacement. 

Cisco Systems, Inc. 
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Additional lnformation 

For more information, please visit the following links: 

Cisco PIX Firewall: 

http://www.cisco.com/go/pix 

Cisco PIX Device Manager: 

http://www.cisco.com/warp/public/cc/pd/fw/sqfwSOO/prodlit/pixdm_ds.pdf 

Cisco Secure ACS: 

http://www.cisco.com/go/acs 

Cisco Secure Policy Manager: 

http://www.cisco.com/go/policymanager 

., ..--.,;( 
., . " ... ~, 

""" , . . 
'l .,...,..._.,_.,..~ . ..,. .... r·'" 

Cisco VPN Security Management Solution (VMS), CiscoWorks Management Center for Cisco PIX Firewalls and 

Auto Update Server: 

http://www.cisco.com/go/vms 

Cisco SAFE Blueprint: 

http://www.cisco.com/go/safe 

To download the latest Cisco PIX Firewall OS and Cisco PIX Device Manager software (with a valid Cisco.com 

login), visit: 

http://www.cisco.com/cgi-bin/tablebuild. pl/pix 

Cisco Systems. Inc. t., ... 1 • C1.. 
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Cisco PIX® Device M a nager 

Overview 

Cisco PIX Device Manager (PDM) offers 

enterprise and service provider users the features 

they need to easily manage Cisco PIX Firewalls. It 

features an intuitive graphical user interface (GUI) 

to help you set up and configure your PIX 

Firewall. In addition, a wide range of informative, 

real-time, and historical reports provide criticai 

insight into usage trends, performance baselines, 

and security events. Secure communication allows 

efficient management oflocal or remote Cisco PIX 

Firewalls. In short, PDM simplifies Internet 

security, making it a cost-effective tool that 

enhances productivity and network security 
saving both time and money. 

lntuitive User Interface 

Many security vulnerabilities are caused by poor 

configuration. Consequently, implementing 

security policy must be as straightforward as 

possible. PDM includes wizards, point-and-click 

configuration, and online help to simplify 

administration. Security professionals can focus 

on enforcing security and defining policy, rather 

than on mastering the toois required to get the job 

done. 

Wizard 

PIX Device Manager offers a helpfui wizard for 

setting up a new PIX deployment. With just a few 

steps, the PDM Setup Wizard enables you to 

efficiently create a basic configuration that allows 

packets to flow through the PIX Firewall from the 

inside network to the outside network securely. 

You can also perform optional tasks such as 

configuring rules to allow outside access to your 

Web or mail server. After you complete initial 

setup, intuitive pull-down menus and icons enable 

you to easily add and delete services and ruies, as 

well as access other feature settings. 

Graphical User Interface 

Using Cisco PIX Device Manager, you can easily 

configure, manage, and monitor security policies 

across your network. PDM's Graphical User 

Interface (GUI) provides a familiar tabbed layout 

with one-click access to common tasks. The 
point-and-click design is simple for even novice 

users, reducing ramp-up time. The result is cost 

savings through significant reductions in 

management time and maximum efficiency in 

network security management. 

Monitoring and Reporting 

PDM offers robust reporting and monitoring 

tools that provide you with real-time and 

historical insights. Ata glance, administrators can 

view graphical reports summarizing network 

activity, resource utilization, and event logs, 

allowing performance and trend anaiysis. PDM's 

and notification features ailow 

staff to detect and interrupt suspicious activity. 

Graphing Tools 

Cisco PDM monitoring tools create graphical 

summary reports showing real-time usage, 

security events, and network activity. Data from 

each graph can be displayed in increments you 

select (10 second snapshot, last 10 minutes, last 

Cisco Systems 
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60 minutes, last 12 hours, last 5 days) and refreshed at 
user-defined intervals. The ability to view multi pie graphs 

simultaneously allows you to do side-by-side analysis. 

System graphs: Provide detailed status information on the 

PIX Firewall, including blocks used and free, current 

memory utilization, and CPU utilization. 

Connection graphs: Track real-time session and 

performance monitoring data for connections, address 

translations, authentication, authorization, and 

accounting (AAA) transactions, URL filtering requests, 

and more on a per-second basis. Stay fully informed of 
your network connections and activities, without being 

overwhelmed. 

Intrusion Detection System (IDS): 16 different graphs are 

available to display potentially malicious activity. 

IDS-based signature information displays activity such as 

IP attacks, Internet Contrai Message Protocol (ICMP) 

requests, and Portmap requests. 

Interface graphs: Provide real-time monitoring of your 

bandwidth usage for each interface. Bandwidth usage is 

displayed for incoming and outgoing communications. 

You can view packet rates, counts, and errors, as well as 

bit, byte, and collision counts, and more. 

Syslog Viewer 

Cisco PDM's integrated syslog viewer allows you to view 

specific syslog message types by selecting the desired 

logging levei. 

Embedded Architecture 

The embedded design of PDM allows customers to 

manage their Cisco PIX firewalls from almost any 

compu ter, regardless of their operating system, - which is 

a criticai requirement for many of today's e-businesses. 

Similarly, PDM provides a consistent experience by 

Secure Communication 

Cisco PDM supports the Secure Socket Layer (SSL) 

protocol to provide high-grade encryption from the PIX 

Firewall to a browser. Your PIX Firewall, combined with 

56-bit Data Encryption Standard (DES) or the more 

secure 168-bit Triple DES (3DES), ensures that 

communication with remate PIX Firewalls is secure. 

Similar to Telnet usage, PDM enables you to protect 

access with a valid username and password. This can 

either be on the PIX Firewall or through an authentication 

server. 

Licensing 

Cisco PIX Device Manager is included as part o f Cisco 

PIX operating systems version 6.0 and higher. A separate 

license for PDM is not required. A DES or 3DES license is 

required, as PDM only supports encrypted 

communication. If your PIX is not currently encryption 

enabled you can request a free DES activation key by 

completing the following form: 

http://www.cisco.com/cgi-bin/Software/FormManager/ 

formgenerator. pl?pid=221 &fid=324 

3DES keys are available as part of a feature license 

upgrade. 

Technical Specifications 

PIX Firewall System Requirements 

Hardware 
Platform: Cisco PIX Firewall 506, 515, 520, 525, or 535 

Random Access Memory: 32 MB 

Flash Memory: 16MB (PIX Firewall 506 requires 8MB) 

Software 
PIX Firewa/1 operating system: Version 6.0 or higher 

Encryption: DES or 3DES-enabled 

working with most of today's popular browsers, Use r System Requirements 

_.. ... 

~------~iwn~cluu~dwinulg~1J~i~c~ro~s~o~ft~I~n~t~er~n~e~t~E~x~p~lo~r~e~r~a~n~d~N~et~s~ca~p~e~--------~Ha~·,~· ~0--------------------------------------------------
Navigator. With PDM, there is no application to install Processar: 300 MHz, 500 MHz recommended 

and no plug-in required. An authorized network Random Access Memory: 128MB, 192MB 
administrator can securely manage and monitor their PIX recommended 

firewalls from a Web browser. Display Resolution: 800 x 600 pi.xels, 1024 x 768 pixels 

recommended 

Display Colors: 256, 256 color recommended 
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Softvvare 

Operating Systems 

Windows 2000 (Service Pack 1) 

Windows NT 4.0 (Service Pack 6a) 

Windows 98 (original or 2nd edition) 

Windows NT 4.0 (Service Pack 6a) 

Sun Solaris 2.6 or 2.8 running COE orOpen 

W indows window managero 

Redhat Linux 6.2 or 7.0 running GNOMEor 
KDE 2.0 desktop environment 

Network Connection 

Browsers 

MS Internet Explorer 5.01 (Service Pack1)or higher (5.5 recommended) 

Netscape Com municator 4.51 or h igher(4.76 recommended) 

Windows 98 (original or 2 nd addition) 

Redhat Linux 6.2 or 7.0 running GNOMEor KDE 2.0 desktop environment 

Netscape Com municator 4. 76 

Additional lnformation 

-' 
' t 

Connection speed: 56 Kbps. 128 Kbps recommended For more information about Cisco PIX Firewall, go to 
http://www.cisco.com/go/pix 
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CiscoWorks VPN/Security Management Solution- Cisco Systems Página 1 de 2 

ClSCO SYSTEM S -
PRODUCTS & SERVICES 
CISCO NETWORK 
MANAGEMENT CISCOWORKS 
CiscoWorks VPN/Security 

v Management Solution 
Versions and Options + 
Product Literature + 
Technical Documentation + 
Alerts and Troubleshooting + 
Software Center 
Relevant Services 

Home I Log In I Register 1 

j Products & Services 

lntroduction 

CiscoWorks VPN/Security . 
Management Solution (VMS) is an Ord'ªrnlg 
integral part of the Cisco SAFE Blueprint for Enterprise network security 
and protects the productivity of organizations by combining web-based 
tools for configuring, monitoring, and trouble-shooting VPNs, firewalls, 
and network- and host-based intrusion detection systems (IDSs). 
CiscoWorks VMS also delivers network device inventory, change audit 
and software distribution features. 

CiscoWorks VMS is organized into severa! functional areas: 

• Firewall Management 
• lOS Management, network and host-based 
• VPN Router Management 
• Security Monitoring 
• VPN Monitoring 
• Operational Management 

To configure and manage PIX for smaller environments, on a device-by­
device basis, reter to C.is_Q.Q_ PI~JJ~yjç~ Manag!;!r 

Applications included in CiscoWorks VMS 2.2: 

C.ls<:oWPrlss_ Manag~m!'lnt C~DJ~r fqr firf)Wª!Is 

CisçQWor!ss Mªoªgªm!3.oLÇª-flt~r_fo_r .lQS J::lo.st.$_E)J1s9rs 

Çísc<>W9[ks_Mªr:t.é:l9~m.er:ttÇ!'l_nte_r:.f9LGls<:o. .. $eçl,l_riJy_ASJe.CJts 

ÇisçoVI/c;>r~s MQni~qrLogJor $eçu_rjty 

C isço.W.Qrks_ VPN. Mol!i.tor 

CiscoWor~s. ReSP!JfCELManager_Es.§_errtials 

Çiscq\f\/qrks_Qommo_o $gryices Sofwmre 

Versions and Options (3) 

Related T 

Softwé]re 

Related L 

Networki 
Provisio 
Metro Eth 
SoiÜtion f 
lntroducti 

Ciscoi,/\Lorks_VPN/Securi1Y._Manag~m~nt $_olu1Lo.D 2.2 

-----------------'CisGoWGl:~lSeq.u:i.ty-Management-Solutiw+~'----------------­

l;.oQ:Qf:Sªle.Y.eJSiO..D.s .. anQ __ QpJj_QIJ.§. 

ProdiJCl .Literélt!Jre (4) 
B;qch1,.1r_es 

WME:lP9R~r~ 
Ça?e -~Jyd)E)~ 
Q&A 

Technícal Documentation (3) 

_l;nbªnçE?m~nts 

Quick lnstallation Guides 

Q1Jjç_~ __ $tart 

Alerts and Troi,Jbleshooting (3) 

Bulletins 
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CiscoWorks VPN/Security Management Solution - Cisco Systems 

End-of-Life and End-of-Sale Notices 
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Jr.teg.rado rfl de Soiuç.Oe-..s ern TI e Se.nriços 

SUMÁRIO 

fil SPECjbb2000 

• HP SUPERDOME SERVIDORES UNIX 

• SUPERDOME SITE PREPARATION GUIDE 

• HP-UX ADVANCES THE STATE OF THE ART IN ENTERPRISE 
UNIX 

• HP JFS 3 .3 ANO HP ONLINEJFS 3.3 VERITAS FILE SYSTEM 3.3 
SYSTEM ADMINISTRATOR GUIDE 

• A4902A- HP RACK SYSTEM/E, 41U 

.. ~"'~"·:·· ....... :.·~:-~ """--~~~ ....... 
····.- ~- ~. 

;~;· ........... ' . "\. 
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• • HP- UX 11i OPERATING ENVIRONMENTS ENTERPRISE RELEASE 
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• HP STORAGEWORKS DISK SYSTEM 2100 
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• DUAL PORT 100BASE-T ANO DUAL PORT WIDE ULTRA2 SCSI 
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• HP-UX ADMINISTRATION GUIDE 

• HP SYSTEM PARTITIONS GUIOE 

• HP RACK-OPTIMIZEO RP5430 ANO RP5470 SERVERS ENTRY­
LEVEL UNIX SERVERS 

• USER GUIDE RP5400 FAMIL V OF SERVERS 
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COM ROVAÇÃO DAS ESPECIFICAÇÕES EXIGIDAS NO EDITAL 

2.1. ASPECTOS GERAIS 

REQUISITO AT IBUTOS OFERTADOS 
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2.1 - Comprovação 
de Performance para 
os Equipamentos da 

plataforma RISC 

Os equipall'entos RISC para os quais 
foram solici ados valores de performance 
baseado en SPECjbb2000 (Servidores 
RISC Tipo 1 , apresentam a comprovação 
por documE ntação adequada do valor de 
SPECjbb20 r O auditado pelo Standard 
Performanc~ Evaluation Corporation -
SPEC (ww~.spec.org) para o equipamento 
cotado. O equipamento cotado não foi 
auditado cdm o número de processadores 
proposto, p~a isso estamos informando o 
cálculo esti ado. O valor utilizado para 
estimativa e SPECjbb2000 foi obtido em 
equipamen o auditado, com o mesmo 
tipo/série e ~ipo de CPU (modelo, clock e 
cache), do equipamento cotado o servidor 
cotado é o '~Hewlett-Packard HP 
Superdome Server" com processadores 
PA-RISC 87 O+ , de 875 MHz, 2,25 MB de 
memória cache L 1 e com o sistema 
operaciona~ HP-UX 11 i. Assim: 

SPECjbb20tO estimado = SPECjbb2000 
auditado * ( 0 de CPU ofertadas I n° CPU 
auditada), a sim: 

SPECjbb20 · O auditado = 346.862 

n° de CPU < fertadas = 24 CPUs 

-/'' n° CPU audltada = 32 CPUs 

/' ~ ~ ~-~ Specjbb20~0 estimado = 346.862 * 
~- (24/32)= 260.146,50 

· ' ,c ' ···· ::.·· A estimatija de SPECjbb2000 foi feita 

, I,, . utilizando ~rodeio de equipamentos com 
1 ~ --=> benchmark superior ao valor máximo 
u N especificad . 

'":J (J.J 
'"'~~EXc1a\ EDITAL DO PREG1 O N.0 050/20~3- CPUAC 

~ I 

Capacidade de 
~xpansão de 346.862 
~PECjbb2000 auditado. 
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CORREIO< ADMINISTRAÇÃO CENTRAL 

2.3 - Requisitos 
Gerais 

c 

N 
(.N 

Os equip mentos "Servidores RISC 
Tipo 01" ofertados são novos de 
fábrica e entregues acondicionados 
adequada ente em caixas fechadas, 
de form a permitir completa 
seguranç durante o transporte; 

Estão s ndo entregues com os 
equipamej'tos "Servidores RISC Tipo 
01" os c~bos, acessórios, manuais e 
documentições completas, que são 
necessári s ao pleno funcionamento 
dos equipamentos, softwares e 
periférico 

Não estã sendo consideradas para 
efeitos de somatório das quantidades 
mínimas e, igidas, controladoras Fibre 
Channel de Rede integradas na 
placa de sistema, nos "Servidores 
RISC Tipo 01" 

Está send~ considerado para efeito de 
somatório placa de rede Ethernet com 
até 2 (du s) interfaces por placa, na 
montagem da configuração dos 
"Servidor,s RIS C Tipo 1 ". 

Estamos .+fertando o remanejamento 
de módulas de switch, interfaces de 
rede ou \ fibre channel entre os 
servidores\ fornecidos, a qualquer 
momento da vigência do Contrato, 
sem ônus idicionais. 

ANEXO 3 =-slbiTAL DO PREGÃO N.0 050/20 3 - CPUAC 
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Vide seção 13, pág 22 da 
Proposta Técnica. 

Vide seção 13 , pág 22 da 
Proposta Técnica . 

Vide seção 13, pág 22 da 
Proposta Técnica . 

Vide seção 13 , pág 22 da 
Proposta Técnica. 

Vide seção 13, pág 22 da 
Proposta Técnica . 
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2.4 - Garantia 

2.5 - Alimentação 
Elétrica 

48 (quarent e oito) meses 

Todos os " Se idores RISC Tipo 01" destinados ao 
CCO de Brasíli operarão em 220VAC (duzentos e vinte 
Volts) atravé da utilização de POCA (Power 
Dlstributlon Co troller Assembly A5800A optlon 007) a 
5 (cinco) fios, endo 3 (três) para as fases de 220 VAC, 
1 (um) para eutro e 1 (um) para o condutor de 
proteção (fio te ra). 

OBS.: A tensã de linha de 220 VAC para o CCO de 
Brasília é obtid entre fase e neutro, caracterizando um 
circuito de entr1 da AC do tipo Star (estrela). 

Todos os " Se idores RISC Tipo 01" destinados ao 
CCO de São P ulo operarão em 110 (cento e dez Volts) 
através da ut lizaçao de POCA (Power Olstributlon 
Controller Ass mbly A5800A optlon 006) apropriado, a 
4 (quatro) fios, endo 3 para as fases de 1101(127) VAC 
e 1 (um) para o condutor de proteçao (fio terra). 

OBS.: A tensã de linha de 220 VAC para o CCO de 
Sao Paulo é btida entre fases, caracterizando um 
circuito de ent da AC do tipo Delta (trlangulo). 

Nr O 3- EDIT AL DO PREGÃO N. 0 050/213-CPUAC 
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Vide seção 13 , pág 22 da 
Proposta Técnica . 

PÁG~. 19,20 E 22 DO ANEXO 
SERVIDOR RISC TIP0-01 
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A CONl RATADA prestará os SIM Vide seção 13, pág 23 da 
serviços assistência técnica nos Proposta Técnica. 
locais de instalação dos 
equipame htos, nas cidades de 
Brasília/O e São Paulo/SP; 

2.6 - Assistência Os serviç Ç>s prestados irão englobar 
a subs ituição de peças e técnica 
componer tes defeituosos dos 
equipame 1tos, bem como a 
depuraçã< e resolução de problemas 
relacionac os ao AMBIENTE 
OPERACIONAL fornecido pelo 
Correios. 

;~) -n ( -
, (fi 

I . ·' . - . 
\"o.; Z . 
: :~ c 

' · ....... , _.., 
' 
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. 
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CORREIO< ADMINISTRAÇÃO CENTRAL 

2. 7 - Recursos 
Mínimos de 

Particionam ento para 
os Servidores RISC 

..::: 
o • 

k 3- EDIT AL DO PREG 
I 

Os equipa!entos RISC Tipo 01 serão 
fornecidos c m B (oito) partições lógicas (vPar) 
e sendo expa sível a, no mínimo, 16 (dezesseis) 
partições lóg cas (vPar). 

O número especificado de partições é 
alcançado c m a simples configuração de 
software fo~ecido para este fim, sem a 
necessidade e adição de nenhum hardware ou 
software adi ionais. Estão sendo entregues 2 
(duas) consofcles rp2470 em Brasília e 2 (duas) 
consoles r 2470 em São Paulo para 
gerenciamen o de todos os equipamentos em 
cada localid!de e criação/gerenciamento das 
partições. 

As partições funcionarão de modo que cada 
uma execute sua própria imagem de sistema 
operacional ·1 e que a falha do sistema 
operacional de uma partição não interfierirá, em 
hipótese algJma, no funcionamento das demais 
partições. I 

Os equipamintos "RISC Tipo 01" permitirão o 
remanejame~to de recursos de CPU, Memória e 
1/0 entre as ~artições; 

Os equipa]entos "RISC Tipo 01" serão 
fornecidos cbm todos os recursos de hardware 
e software rlecessãrios à criação do número 
mínimo de ~artições especificadas para cada 
equipamentor 

A Cobra Tec~ologia fornecerá 4 notebooks para o 
CCD de Bras1slia e I notebook para o CCD de São 
Paulo do mo±

1 

elo EVO NI020v com as seguintes 
configuração: 
Processador P ntium IV 2.4GHz 
256MB de me ória RAM do tipo DDR (PC2100) 
Disco rígido d4 30GB 
DVD-ROM I 
Unidade de di~quete 1.44MB 
Interface de F~x-Modem 
Interface de redle 10/100 
Tela de 15" 

iNdlmGOOP29 · e~ó'fuU\CPortuguês. 
I 

SIM 

SIM 

SIM 

SIM 

SIM 

SIM 
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Vide seção 11.4 , pãg 18 da 
Proposta Técnica E PÁG. 16 DO 
ANEXO SERVIDOR RISC TIP0-01 

Vide seção 11 .4 , pãg 18 da 
Proposta Técnica 

PÁG 104 DO ANEXO 
SERVIDOR RISC TIP0-01 

PÁGS. 104 E 110 ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 11.4 , pág 18 da 
Proposta Técnica 

Vide seção 13, pág 23 da 
Proposta Técnica . 
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2.1 O - Recursos 
Mínimos de hardware 

e software para os 
servidores RISC 

adicionais 

-
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., c -
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Todos os serv dores RISC fornecidos adicionalmente 
serão montad s em RACKS de 19" do fabricante, 
conforme o su Item 7, a serem fornecidos pela Cobra 
Tecnologia. 

A Cobra Tecno ogla fornecerá, Instalará e configurará, 
para todos os ~ ervldores RISC cotados adicionalmente 
os seguintes se ftwares: 

Sistema opera ional HP HP-UX 64 bits, instalado e 
configurado p ra Rede dos Correios, com número 
Ilimitado de us árias simultãneos; 

Sistema de Arq~ivos JFS (Journaled File System); 

Ferramenta qUE permita o backup e restore do sistema 
operacional (IMfGE BACKUP) pela rede TCP/IP 

1 (uma) licen a do agente 'Concord SystemEdge', 
devidamente nstalado e configurado conforme 
orientação da equipe técnica dos Correios; 

Está sendo offrtado licenças de software agente de 
backup (HP Op nview Data Protector) compatlvel com o 
gerenciador de fitoteca especificado no subitem 5.13, 
devidamente in alado e configurado conforme orientação 
da equipe técnic ~ dos Correios. 

A Cobra Tecno agia fornecerá e instalará, para todos 
os servidores RISC cotados adicionalmente, os 
seguintes com onentes de hardware: 

Fontes instal<jdas na configuração máxima do 
equipamento, co,m recurso de troca sem interrupção (HOT­
SWAPPABLE/HrT-PLUGGABLE) e alimentação elétrica 
de acordo com a localidade onde serão instalados os 
equipamentos, · onforme subitem 2.5, freqüencia de 60 
Hertz; 

~NEXO 3- EDITAL DO PREG~ O N.0 050/2003- CPUAC 
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PÁG. 33 DO ANEXO SERVIDORES RISC 
TIP0-01 

PÁGS. 28 E 41 DO ANEXO SERVIDORES 
RISC TIP0-01 

PÁG. 32 DO ANEXO SERVIDORES RISC 
TIP0-01 

PÁGS.107 E 108 DO ANEXO SERVIDORES 
RISC TIP0-01 

Vide seção 13 págs. 22, 23, 24 
e 25 da Proposta Técnica . 

Vide seção 13 págs. 22, 23, 24 
e 25 da Proposta Técnica . 

Vide seção 11.4 , pág 18 da 
Proposta Técnica 

PÁGS .116 E 117 DO ANEXO 
SERVIDOR RISC TIP0-01·,--' 
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2.1 O - Recursos 
Mínimos de hardware 

e software para os 
servidores RISC 

I~ 

adicio nais 
(continuação) 

As fontef de alimentação dos 
servidores RISC adicionais são 
redundant s por fontes internas 
independe tes, com alimentação 
redundant , de tal forma que, em caso 
de falha d~ uma das fontes por defeito 
ou por falt~ de alimentação elétrica em 
um dosj 2 {dois) circuitos, o 
equipame to continua a funcionar 
sem prejuí o das aplicações. 

As interfa es de rede padrão Ethernet 
PCI 10/1 do/1 000 Base-T ofertadas 
estão eml conformidade com os 
padrões I~EE 802.3ab e 802.3u, com 
possibilid de de gerenciamento 
SNMP. s interfaces de rede 
conectarã± os servidores a Rede do 
CCD utiliz ndo cabeamento UTP CAT-

1 0Q. ' :n ~ 6 e conect · res RJ-45. " ~ .. ) ( I 

li 
:_ - Os sevidores RISC adicionais estarão 

1 '~ ~o ~ sendo t9rnecidos com 1 (uma) 
I unidade i~terna de fita DOS 3. No 

I fornecimento está previsto a entrega 
de 10 (de~) fitas DOS 3 novas e 2 

I ~ 1"0 {duas) fita~ para limpeza para cada 
\....

1 

servidor [ RISC fornecido 
~NEXO 3 - EDITAL DO PREG) <áflici8WcrfAAénfi.UAC 
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SIM 

SIM 
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PÁGS. 113, 116 E 117 DO 
ANEXO SERVIDOR RISC TIP0-
01 

PÁGS. 96 E 97 DO ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 13 , pág 23 da 
Proposta Técnica. 
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Document<1 ção fornecida na língua 
inglesa, com identificação do 

2.11 - Comprovação fabricante, r narca e modelo do produto SIM CONFORME ANEXOS DOS 
dos Req uisitos EQUIPAMENTOS E PRODUTOS 

Técnicos Documente s extraídos dos originais APRESENTADOS 
em PDF ~u HTML do fabricante, 
disponíveh na Internet. 

2.12 - Organização 
Toda a do ::umentação será fornecida Vide seção 13 pág 23 da 

da Documentação ' 
Técnica 

e catalogac a conforme o exigido. Proposta Técnica . 

A Cobra rrecnologia disponibilizará 
SIM Vide seção 13 pág 23 da todos os PRODUTOS necessários à ' 

implement ção de uma estrutura de Proposta Técnica . 

acesso re noto que permita a Cobra 
Tecnologia acesso a rede corporativa 
do Correio ~. utilizando o Switch Tipo 5 
a ser for ~ecido de acordo com o 

2.13 - Suporte subitem 3. ., 
Remoto Esta estru~ura de acesso remoto será 

utilizada pê ra que a Cobra Tecnologia Vide seção 13 
' 

pág 23 da 
possa prE star serviço de suporte SIM Proposta Técnica. 
remoto n ~s situações em que o 
Correios julgue 

, . 
A necessana. 

estrutura ~e acesso remoto seguirá 

.1 
estritamen e as Normas de Segurança 
definidas~ elo Correios. 

I 
·,_t -

- · 

li 
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2.14- Configuração 
das Ferramentas de 

Gerenciamento 

( 

Durante o ., reinamento de Gerenciamento, 
descrito no Subitem 1.9.2.3. do ANEXO 1-
A, a Co ra Tecnologia instalará e 
configurará os novos agentes 'Concord 
SystemEdg~·. integrando conforme os 
padrões d plataforma de Gerência já 
existente d Correios; 
A Cobra Tecnologia configurará os 
agentes 'C c ncord SystemEdge' para, entre 
outras cois~s, medir o tempo de resposta 
dos serviç >s de infra-estrutura, não se 
limitando ~: DNS, HTTP, HTTPS, SMTP, 
POP3, FTP ~ TCP; 
A Cobra Tecnologia configurará os 
agentes 'C ncord SystemEdge' para que 
monitore < desempenho e falhas das 
aplicações Exchange, Oracle, MS SQL, 
APACHEe IS; 
A CONTRA ADA habilitará o agente SNMP 
dos Rotea , ores, Switches e servidores 
fornecidos, conforme os padrões do 
Correios; 

-

A Cobra Tecnologia configurará as 
ferramenta! de gerenciamento existentes 
no Correios, não se limitando a: 
Integração de eventos no HP OpenView 
Operations; 
Criação e i11tegração de regras inteligentes 
do Concor :t Live Health para envio de 
eventos ao HP OpenView Operations; 

Criaçãor e geração de relatórios do 
Concor eHealth. 

ANEXO ~- EDITAL DO PREGAO N. 0 050/2003- CPUAC 

SIM 
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Vide seção 13 , págs. 22 e 23 
da Proposta Técnica . 
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4.2. SERVIDORES RISC 

4.2.1 SERVIDORES RISC TIPO 1 

ATRIBUTO 

1- CPU e 
Perfomance 

ATRIBUTOS OFERTADOS 

Os servi de res "RIS C Tipo 01" 
ofertados são compostos, 
cada uln, por 24 
processado\ res RISC de 64 bits 
PA8700+, com cache L 1 de 
2,25 ME e, apresentam 
performan~e estimada de 
260.146,50 SPECjbb2000, 
conforme especificado neste 
document 1>, no subitem 2.1, 
com J ossibilidade de 
expansão para 346.862 
SPECjbb21 00 auditada, cada 
um, com a simples adição de 
placas , Cl Us e memória. 

~ 

Não está sendo utilizada a 
formação te CLUSTER para o 
atendimen o à capacidade 
solicitada. 

- \ 

11 .. t ~ ~~ 
I ~ -

, ANI[Em- EDITAL DO PREGAO N.
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ATRIBUTOS OFERTADOS 
ADICIONALMENTE 

CONFIRMA ATENDIMENTO 
(SIM I NÃO) 

SIM 

SIM 
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PAGINADA 
DOCUMENTAÇÃO TÉCNICA 

PÁGS. 1 E 3 DO ANEXO 
SERVIDOR RISC TIP0-01 

PÁG. 16 DO ANEXO 
SERVIDOR RISC TIP0-01 
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2 - Memória RAM 

3- Suporte à 
Arquitetura 

-- J. -

2? \ (;) ( 
0. 

\ • z 

O servi de r "RISC Tipo 01" 
será forne~ido com 64 Gbytes 
de memór a RAM , instaladas, 
com J ossibilidade de 
expansão de no mínimo 128 
Gbytes d ~ memória RAM, e 
com di'sponibilidade de 
recursos para verificação e 
correção c e erro. 

O servidc r "RISC Tipo 01" 
fornecido suporta arquitetura 
SMP - Symetric Multi 
Processin J. 

'· ~ . 
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Vide seção 11.4, pág 18 da 
Proposta Técnica E PÁGS. 16 
E 53 DO ANEXO SERVIDOR 
RISC TIP0-01 

PÁG. 17 DO ANEXO 
SERVIDOR RISC TIP0-01 
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4- Fonte de 
Alimentação 

. 

O servidor "F ISC Tipo 01" terá 
número de fo)ltes instaladas 
suficiente pa~a suportar a operação 
do equipame to na configuração 
máxima espe ificada. 

As fontes ofe adas possuem recurso 
de troca sem interrupção (HOT­
SWAPPABL . 

O servidor "iiSC Tipo 01" irá possuir 
alimentação létrica de acordo com a 
localidade o de serão instalados os 
equipamento~, conforme subitem 2.5., 
freqüência c e 60 (sessenta) Hertz. 
Todos os "S~rvidores RISC Tipo 01" 
destinados ao CCD de Brasília 
operarão en 220VAC (duzentos e 
vinte Volts) ~través da utilização de 
PDCA (Powe Distribution Controller 
Assembly A BOOA option 007) a 5 
(cinco) fios, sendo 3 (três) para as 
fases de 220 VAC, 1 (um) para neutro 
e 1 (um) paré o condutor de proteção 
(fio terra). 

OBS.: A ten~ão de linha de 220 VAC 
para o CCD de Brasília é obtida entre 
fase e neutro, caracterizando um 
circuito de I ntrada AC do tipo Star 
(estrela). 

Todos os "S rvidores RISC Tipo 01" 
destinados é o CCD de São Paulo 
operarão em 110 (cento e dez Volts) 
através da ut lização de PDCA (Power 
Distribution Controller Assembly 
A5800A opti n 006) apropriado, a 4 
(quatro) fios, sendo 3 para as fases 
de 110/(127) VAC e 1 (um) para o 
condutor de 1 roteção (fio terra). 

I 1 ° ' 085.: A tensã? de linha de 220 VAC é 
1 r-:f> pbtida entre fases, caracterizando um 

~ O 3- EDITAL DO PREGJ~"'!'91fl00/20d3- CPUAC r f:ircuito de enttada AC do tipo Delta 

I ~ 

~I-$ 

SIM 

SIM 

SIM 
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Vide seção 11.4 , pág 18 da 
Proposta Técnica 

PÁG. 17 DO ANEXO SERVIDOR RISC 
TIP0-01 

PÁGS. 19, 20 E 22 DO ANEXO 
SERVIDOR RISC TIP0-01 
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5 - Controladoras 
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As fontes de alimentação serão 
redundantes por fontes internas 
independent s, com alimentação 
redundante,$ tal forma que, em caso 
de falha de u a das fontes por defeito 
ou por falta e alimentação elétrica em 
um dos 2 (d is) circuitos, o 
equipament continue a funcionar sem 
prejuízo das [plicações. Os servidores 
"RISC Tipo O " estão sendo oferecidos 
com 2 (dua ) PDCAs (Power 
Distribution fontroller Assembly) que 
devem ser ai mentadas por circuitos 
elétricos ind pendentes. 

Serão torne< idos com os servidores 
'RISC Tipo 01" 16 (dezesseis) discos 
~e 36GB, com funcionalidade de troca 
sem interrupºão, com tempo médio de 
acesso de 5,2 ms com velocidade de 
otação de 1 O 000 RPM. 

Serão torne idos com os servidores 
'RISC Tipo 01" 8 (oito) controladoras 
de discos Ultr~ 2 SCSI ou superior, não 
ncorporadas .na placa de sistema. 

-ANEXO 3- EDITAL DO PREGAO N.0 050/20@3- CPL/AC 

SIM 

SIM 

SIM 

Página 16 de 19 

PÁGS. 23, 24, 25 E 26 DO ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 11.4 , pág 18 da Proposta 
Técnica E PAG. 82 DO ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 11 .4 , pág 18 da Proposta 
Técnica E PAG. 88 DO ANEXO 
SERVIDOR RISC TIP0-01 
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6 - Controladora de 
1/0 

7 - Unidade de 
CD/DVD-ROM e 

. -- ·- -~ 

Serão forne idas com os servidores 
"RISC Tipc 01" 16 (dezesseis) 
controladora~ FIBER CHANNEL, 
operando a 2Gb/s. 

Serão forne idas com os servidores 
"RISC Tipo 01" 16 (dezesseis) 
interfaces d~ rede padrão Ethernet 
PCI 1011( 0/1000 Base-T em 
conformidad com os padrões IEEE 
802.3ab e 8 · 2.3u, com possibilidade 
de gerencian ento SNMP 

Interfaces d rede que irão conectar 
os servido es a Rede do eco 
utilizando c beamento UTP CAT-6 e 
conectores I< J-45. 

Serão forne~idos com os servidores 
"RISC Tipo O~~" 4 (quatro) unidades de 
DVD-ROM e 4 (quatro) unidades 
leitora/grava~ora de fitas DDS-3 por 
equipamento totalizando 1 (uma) 
unidade delDVD-ROM e 1 (uma) 
unidade leito a/gravadora de fitas para 
cada conjunt de 2 (duas) partições. 

-

As unidade de DVD-ROM possuem As unidades ofertadas têm 
velocidade c e 40X CD-ROM ou 10X desempenho superior ao solicitado. 
DVD-ROM. 

As unidades leitora/gravadora de fitas 
atendem o p drão DDS-3 ou superior. 

No fornecimento está previsto a 
entrega de 1 10 (dez) fitas novas, 
padrão DDSi e 2 (duas) fitas para 
limpeza J.!ara cada unidade 
leitora/gravadora de fitas. 

ANEXO 3- EDITAL DO PREGAO N. 0 050/2003 - CPUAC 

SIM 

SIM 

SIM 

SIM 

SIM 

SIM 
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Vide seção 11.4, pág 18 da Proposta 
Técnica E PÁG. 91 DO ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 11.4 , pág 18 da Proposta 
Técnica E PÁGS. 96 E 97 DO ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 11.4 , pág 18 da Proposta 
Técnica 

PÁG. 99 DO ANEXO SERVIDOR RISC 
TIP0-01 

PÁG. 101 DO ANEXO SERVIDOR RISC 
TIP0-01 

Vide seção 11.4 , pág 18 da PfOposta 
Técnica / >· ( . 
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Os servidore:S "RISC Tipo 01" serão 
fornecidos com o ambiente 
operacional • P-UX 64 bits, instalado e 
configurado para Rede dos Correios, 
com númerc ilimitado de usuários 
simultâneos, licenciado para cada 
uma das (oito) partições do 
equipamento contendo: 

Sistema de rquivos JFS (Journaled 
File System); 

Ferramenta ue permita o backup e 
restore do sistema operacional 
(IMAGE BAC UP) pela rede TCP/IP 

1 (uma) liceJça do agente 'Concord 
SystemEdge' devidamente instalado 
e configurad · conforme orientação da 

equipe técni~ dos Correios; 

1 (uma) licen a de software agente de 
backup com ativei com o gerenciador 
de fitoteca specificado no subitem 
5.13, devi amente instalado e 
configurado~onforme orientação da 
equipe técnic dos Correios 

O Sistema peracional (HP-UX) e o 
Hardware do servidores "RISC Tipo 
01" são predizidos pela HP. 

Serão fornebidas e instaladas as 
ferramentas,~ agentes e demais 
softwares qu permitam a criação de 
ambientes lusterizados entre os 
equipamento fornecidos. Para todos 
os servidores "RISC Tipo 01" foram 
incluídos \ os software 
MC/ServiceG~;~ard extension for RAC, 
MirrorDisk UX e Online JFS . 

ANEXO 3- EDITAL DO PREGAO N.0 050/2003- CPUAC 

SIM 

SIM 

SIM 

SIM 

SIM 

SIM 

SIM 

Página 18 de 19 

Vide seção 11.4 , pág 18 da 
Proposta Técnica E PÁGS. 28 E 41 
DO ANEXO SERVIDOR RISC TIP0-01 

PÁG. 32 DO ANEXO SERVIDOR RISC 
TIP0-01 

PÁGS. 107 E 108 DO ANEXO 
SERVIDOR RISC TIP0-01 

Vide seção 13 págs. 22, 23, 24 
e 25 da Proposta Técnica . 

Vide seção 13 págs. 22, 23, 24 
e 25 da Proposta Técnica . 

PÁG. 145 DO ANEXO SERVIDOR RISC 
TIP0-01 

Vide seção 13 págs. 22, 23, 24 
e 25 da Proposta Técnica . 
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Serão fo necidas licenças do 
compilador C para 6 (seis) servidores 
"RISC TIPO 1". A versão fornecida 
do compilad ;>r C está homologada 
para a versã< do sistema operacional 
HP-UX 11 i. As licenças estão 
dimensionad s considerando-se o 
número de p ocessadores fornecidos 
em cada equ pamento. O Compilador 
C fornecido é compatível com o 
padrão ANSI 1:. 

O número de licenças está 
dimensionad de forma a ser possível 
a implementa~ão de 20 (vinte) clusters 
com 2 (dois) nós cada, sendo: 14 
(quatorze) cl sters com 2 (dois) nós 
para o CCO de Brasília/OF; 6 (seis) 
clusters com 2 (dois) nós para o eco 
de São Paulo SP. 

~ -
ANE O 3- EDITAL DO PREGAO N. 0 050/20( 3 - CPUAC 

SIM 

SIM 

Página 19 de 19 

_______ .,... ____ _ 

PÁG. 103 DO ANEXO SERVIDOR RISC 
TIP0-01 E Vide seção 11.4, pág 18 da 
Proposta Técnica 

Vide seção 11.4, pág 18 da Proposta 
Técnica 
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SPECjbb 

SPECjbb2000 
Hewlett-Packard HP Superdome Server 

. ~<~;~::~::._::~ \ 
,. ' ~~ 

Page 1 óf B 
i'\:-j 

--~" 
SPECjbb2000 = 346862 -opsls· 

Hewlett-Packard Hotspot 1.4.1.02 64-bit VM on HP-UX lli for PA-
RJSC 8700+ 

Warehouses B llncl.i.n 
metnc 40000(1 J, 

111 113731 

211 234101 

311 35111 1 

411 465101 
35.000(• --~~ ·/ ·--

511 581261 I 
•' 

611 695831 
.I 

3000001 / 
711 808491 

811 921221 

I 911 1035171 

w ll 114673l 25000ú 

11 ll 12596ol 

1211 1368981 

13 11 1480081 ./ 1411 1593301 
200000 

15 11 1699461 I 1611 1800661 

1711 1914371 
l50000 

I 1811 2022941 

1911 2131131 

2011 2236791 JDOOO(I - r- ,, 

21 11 2343841 
1 

I 2211 2443131 

23 11 2555721 50(: :)1) 4- .l 
2411 2658631 

I 

I 
25 11 2769751 / 
2611 2864131 I' 
2711 2965161 ~ 

I 
' 1--l----l 

/,; l f. 24 32 4Ü 4.3 ;.'6 54 ) 2 8\ 

2811 3084041 

2911 3185731 

3011 3291981 

31 11 3395631 

li 3211 3469541 

http:/ /www.spec.org/jbb2000/results/res2003q2/jbb2000-20030319-00 173 .htrnl 
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I 
I 
I 
I 

I 
I 

I 
I 

331134933811 *I 

3411 34 712611 *I 

351134889311 *I 

3611 34806911 *I 

3711 34652911 *I 
3811 34 782711 *I 

3911 34800311 *I 

4o ii 34804311 *I 

41 11 34785311 *I 

4211 34603511 *I 

43 11 34761611 *I 

* 4411 34 792211 I 
45 11 34681911 *I 

4611 34646911 

4711 347201 11 

48 11 34721911 

49 11 34 732011 

5oll 34 720911 

511134685411 

521134685011 

53 11 34698711 

541134903611 

55 11 34647411 

5611 346251 11 

5711 34519211 

,I 
I 
,I 

I 
I 

* 

* 

* 

* 

* 

*I 

*I 

*I 

*I 

*I 

*I 

*I 
5811 34688311 *I 

5911 34425411 

6oll344663ll 

61 1134649311 

621134452811 

631134637311 

641134450911 

651134613011 

661134635411 

67113465251 

68113461341 

6911 3454521 

7oll3457o41 

* 
* 
* 
* 

I 
,I 

I 
I 

*! 
*I 
*I 
*I 
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1/P~\ 
ra~e 3 c;;>b 7: ' SPECjbb 

·. b ~ . 
\·, . ~ _f~{) * , .,., ,., .. ' ,. {··~r (from 

346862 

I SPECjbb2000 33 to 
66) ops/s 

~ .. ,_ •. ' 

llsPEC license # 3 lffested by: Hewlett-Packard IITest date: Feb 4, 2003 

I Hardware I I Software I 
11Hardware h ewlett _ Packard j 1 1~s==o=:=ft=w=a=re===v==e=nd=:=o=r===lii:'É;;::;:e=w~l=ett=-~P~ac~k;;a=rd========~, 
11Vendor E . IVendor URL lthttp ://w,vw.hp.com I 
~~~tt=p=:=//W\=V=\v=.l=1p=.c=o=m=HI ~:::i!~ecompiler ~one I 
~IHP Superdome lf:J:=:a=va===::P=re=c=o=m=p=:=il:=e=r ===:P:===============ll 

~ Server Command Line 
IProcessor IIPA-RISC 8700+ ~ava Precompiler Way L I 
IMHZ 11875 lrO=f=E=x=c=lu=d=i=n!:::::!!C=Ia=s=s=es==HL:;;::;:o=n=e ===:===========!·I 
§ of Procs 1132 l:M Version I Hotspot 1.4.1.02 64-bit VM on HP-UX lli 

I 
L . for PA-RISC 8700+ 

128GB ~-==~~~==============~ 
~ava -XX:+ServerApp -

Primary 11 I ~M Command Line pcx:+AggressiveHeap -Xmn80g -ms82g _ 
cache786KBI+ 1536KBD mx82g spec.ibb.JBBmain -propfile Testl 

SecondarYIL I JVM Initial Heap 182 GB I 
cache - lrone Memorv (MB) ·F=============~-
Other llone I :nrM Maximum Heap 1182 GB I 
cache IL - I P~==em==or~y=~~B~)====~-:~·=========================~-1 
IFnesystemi!VxFS I ./jbb.jar: 
lDisks lls x 16GB SCSI I JVM CLASSPATH ./jbb_no_precompile.jar: 

11~ I 
-~~~ 

Other one ~~===========~F../=re~~P~IO=rt=er~.i~· ;ar=:~~~=======~l hardware 1r llopt/javal.4.1/jre/lib/rt.jar: 

~M 
BOOTCLASSPATH 

l!opt/javal.4.1/jre/lib/i18n.jar: 
''opt/java1.4.1/jre/Iib/sunrsasign.jar: 
''opt/java1.4.1/jre/lib/jsse.jar: 
1'opt/javal.4.1/jre/lib/jce.jar: 
opt/j ava 1.4 .1/jre/lib/ charsets.j ar: 
opt/java1.4. 11ire/classes 

li 

/ 

~~O~S~V=e=rs~io~n~====~~~P==-U=X==ll=i=v=l.=O================~'I 
- - ---------- --«Svstem--stat nnornal 

lother software lhone I 
~,==T=e=s=t =ln=f<=or=m=a=t=io=n==~, ?I ===========T=u=n=in=g~=========~l1 
I I ewlett-
Tested by ackard . · I Notes I 
lsPEC license # 1~13 ====!li !~=======================~==============~ 

Cupertino, ~AggressiveHeap instructs the NM to push memory use to the limit 
CA J and sets the memory management policy to defer collection as much 

1~=======~~======~1 as possible. If you want to use different heap values, you can do so 
Test location 

http://www.spec.org~jbb2000/results/res2003q2~jbb2000 -20030319-00 173.html 
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jTest date l~eb 4, 2003 l~y setting the -Xmn, -ms, -mx options after specifying 
·• .. , .......... ... ,..,. 

.. 

-'"'-=··;;,t 
lww available l ~un-2002 IA~gressiveHeao on the command 1ine. 

~M available j~un-2003 
los available IIDec-2000 

Other s/w 
li I available 

Details of Runs 

Total heap 
Thread o;o > transaction 

Time (in 
Warehouses 

1

Thrput (M B) Count seconds) 

_ Si_~e Used 
spread % 120s type 

total max 

I 11373 183429 35 .0 [<0.01% .017 new __ order 5934961 68.9 .020 

payment 593499 22.7 .020 

order_ status , 593501 2.68 .0201 

delivery j 59350[ 8.90 .020 

stock__level 5934911 9.42 .020 

2 123410 [83429 [57.6 .523% .025 new __ order 122 1685 143 _.029 

JJ<:tY. llC:::l . 1221682 47.5 .029 

order status 122169 5.38 .020 

de1ivery 122168 17.3 .021 

stock Jeve1 1221691 19.8 t .0201 

3 [35111 83429 78.9 .150% 01 7 new __ order 18321671 2171 .020 

payment 1832163 70.9 .0201 

order status 183216 7.42 .020 

delivery 183217 27.9 .020 

stock Jeve1 183218 26.9 .020 

14 [4651 0 83429 104 .776% .01 7 new __ order 2427042 288 .020 

payment 2427033 94.8 0201 

order status 242701 10.1 .0201 

delivery j 242705 36.2 .020 

sto~_level 242705 37.0 .020 

15 58 126 83429 125 946% .0 17 ne~ _order 3033 181 360 .020 

oavment 30331 791 122, .020 

order status 303318[ 13.61 .020j 

delivery ll 30331811 42 .811 .0201 

stock__Ieve1 ll 30332011 45 .sl r .o2o1 

6 69583 83429 147 1.38% .017 li new __ order 3631040[, 4271[ .0201 

payment 363104411 14711 . o~ol . 
11 11 1r I 

V~·~ ~~ ~ • ~ 1 2 5 5 
http:/ /www.spec.org/jbb2000/results/res2003q2/jbb2000 -20030319-00 173.htm1 Fls. Ni>/29/2003 
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UUUUUUI 
arder status 11 36310411 16.211 " '12ol ,.:.~~ · 

delivervll 3.6310611 54.9lr-· ~n2o1 
stack levelll 36310411 54.611 .0201 

7 80849 83429 169 1.19% <0.01 I new arderll 421858411 49711 .0291 

I paymentll 421857211 16811 .0291 

arder status 11 42186011 19.111 .0291 

delivery ll 42185711 63.2 11 .0291 

stack levelll 42185711 68:111 .0291 

8 92122 83429 192 .665% .017 new arderll 480716611 57311 .0201 

_Qaymentll 4807155 11 19411 .0201 

arder status 11 480715 11 20.811 .0201 

deliveryll 48071411 72.311 .0201 

stack levelll 48071711 74.911 .0201 

9 103517 83429 218 1.16% .025 new arderll 540221411 641 11 .0291 

Eaymentll 540222011 21611 .0291 

arder status 11 54022111 24.oll .0291 

delivervll 54022211 84.011 .0291 

I stack levelll 54022111 85.oll .0201 

10 114673 83429 236 1.43% .025 new arderll 598442111 71210ill 

Eaymentll 598443211 24411 .0281 

arder status 11 59844211 26.811 .0301 

deliveryll 59844311 90.611 .0301 

stack leve1ll 59844111 93 .tll .0301 

11 125960 83429 260 1.44% .017 new arderll 6572931 11 78711 .0281 

_Qaymentll 657295 311 269 11 .0281 

arder status 11 65729611 29.211 .0281 

delivery ll 65729311 99.oll .0281 

stack level ll 65729711 10111 .0281 

12 136898 83429 283 1.46% .017 new arderll 714368411 85oll .0301 

Eayment ll 714368211 29210ill 

---0-r.der "t~tm:lr 714 ~6Aij 33 911 02ª 

I deliverv ll 71436711 lloll .0201 

stack 1eve1ll 71436711 11611 .0301 

13 148008 83429 306 1.44% .017 new orderll 772346811 92411 .0291 

Eaymentll 772346011 31411 .0291 

arder status 11 77234611 ... J3.7II .0211 

delivery ll 77234711 r1-23 ll .0291 

stock levei ii 7723481~1 ·.029 
-.c 

. I 
Fls. N° ----;"\'-

56 
., 
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14 159330 83429 330 1.37% .017 I new orderll 831422911 99611 ~91 
I ~aymentll 8314235 11 34111 '-··:0291 ..... 

I order status 11 83142311 36.711 .0291 

I deliveryll 83142111 12911 .0291 

stock level ll 83142211 131 11 .0291 

15 169946 83429 351 1.35% .033 new order ll 886972611 106611 .0301 

Eaymentll 8869721 11 36211 .0301 

order status 11 88696911 41.111 .0201 

deliveryll 88697411 14011 .0301 

stock level ll 88697211 14111 .0301 

16 180066 83429 370 1.02% <0.01 new orderll 939551811 112911 .0291 

Eaymentll 939549711 38711 .2601 

order status 11 93955311 42.111 .0281 

de1ivervll 93954811 15411 .2601 

stock leve1ll 93955211 15211 .2601 

17 191437 83429 392 1.06% .017 new orderll 998967511 120311 .2601 

~aymentll 998967911 41411 .2601 

order status 11 99896211 47.211 .0201 

deliveryll 99896911 15811 .2601 

stock levelll 99896311 15911 .0201 

18 202294 83429 418 1.30% .017 new orderll10556241ll 127511 .2601 

Eaymentll1 05 5625111 43911 .2601 

order statusll 105563211 48.211 .2601 

deliveryll 105562411 16911 .0301 

stock levelll 105562711 16511 .0301 

19 213113 83429 436 1.04% <0.01 new orderll11119841jl 135311 .2401 

Eaymentll11119855jl 45311 .2401 

order statusll 111198111 51.911 .0291 

deliveryll 111198411 17911 .2401 

stock level ll 111198411 17611 .2401 

'"" h'1'1 t::"'"' lo ., ~ '10 IA .:::t:: 11 At::O/. .::o~ ---lleW---{)l:derj~J-6JJ_1zzij-lA2~_26.0j 
!.<:.V iLoLo.JV . ./ U..J Cú./ T-' ~~ - ~ 

~aymentllt 167117411 48311 .0281 

order statusll 116711611 54.811 .0281 

deliveryll 116711511 18411 .2601 

stock levelll 116712211 18511 .2601 

nnnnnn 
new orderlll2231795ll 148511 .2901 

Eaymentll12231 79411 51511 .2901 

order statusll 122317711 56 .51~ 
I ., ~ ~ I 
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LJUUULJUI de1ivery ll 122318311 19211·- ,~~iôl :./' 
stock 1eve1ll 122317711 19911 .0301 

22 244313 83429 505 1.53% .042 I new orderll1275206411 155oll .2801 

I .eaymentll1275206211 53411 .2601 

order status ll 127520311 59.911 .0281 

de1iverv ll 127519911 20711 .2601 

stock 1evelll 127520511 20911 .0301 

23 255572 83429 533 2.33% .025 new orderll13 33754211 162511 .3ool 

.eaymentll1333751711 56oll .3ool 

order statusll 133375911 64.211 .3ool 

deliveryll 1333 74911 21411 .3ool 

stock leve1ll 1333 75311 21411 .0301 

24 265863 83429 549 1.90% .042 I new orderll13876891ll 169911 .3ool 

I _Qaymentllt387688811 57811 .3ool 

I order status ll 138768611 64.711 .0221 

I deliveryll 138768611 22511 .3ool 

I stock levelll 138769411 22611 .3ool 

25 276975 83429 572 1.26% <0.01 I new orderll1445207811 176311 .3ool 

I ,eaymentll1445209611 61111 .3ool 

order statusll 144521511 69.411 .3ool 

delivervll 144521311 23111 .3ool 

stock 1evelll 144520611 23411 .3ool 

26 286413 83429 595 1.50% .017 new orderll1494579311 183911 .2801 

,eaymentll1494579oll 63511 .3001 

order statusll 149457811 69.911 .0211 

deliveryll 149457911 23811 .3ool 

stock leve1ll 149458511 24311 .0221 

27 296516 83429 620 1.51% .025 new orderll1547426811 189811 .3ool 

.eaymentll15474262ll 65611 .3ool 

order status ll 154742211 74.211 .3ool 

deliv~ll 154742811 25311 .3ool 

stock 1evel ll 154742911 25811 .0291 

28 308404 83429 639 1.93% .025 new orderll 16094681ll 198611 .3201 

,eaymentll16094662ll 67811 .3201 

order statusll 160947211 76.211 .0301 

I delivervll 160946411 26211 .3201 

I stock leve1ll 16094 7111 25511 .0301 

129 113185731183429 1[666111.41% lroull 
new orderiii662397all 2ü47l~ 

" . 
'."t•. . "' 1 2 58 
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I :eayment ll 1662398 111 
. ~- v 
vo5 11~32ol . 

I order statusll 166239611 80.4 11 ~ ~.õ3b.l ': 

I delivery ll 1662391 11 269 11 .3201 

stock level ll 166239911 271 11 .3201 

30 329198 83429 688 2.15% .025 new orderll 1717980711 211 911 .3201 

:eayment ll 17179837ll 72811 .3201 

order status ll 171798511 81.711 .3201 

delivery ll 171798211 283 11 .0301 

stock level ll 171 797811 276 11 .0301 

31 339563 83429 711 1.57% .025 new order ll 17720745 11 219711 .3401 

:eaymentll 17720723 11 751 11 .3401 

' 
order status ll 177208 111 81.911 .0301 

de1iverv ll 177207511 288 11 .3401 

stock levelll 177207111 28611 .0301 

32 346954 83429 737 2.23% .042 I new orderll 1810950511 2251 11 .8601 

:eaymentll 1810947811 77411 .8601 

order status !! 18 10953 11 88 .711 .6101 

delivery ll 181094511 305 11 .8601 

stock levelll 181095411 29911 .8601 

33 349338 83429 748 13.6% .025 new orderll 1823088511 231211 1.011 

_Qayment ll 18230878ll 80611 I.o81 

order statusll 182308711 90.311 .8ool 

de1ivery ll 182308711 31311 1.011 

stock levelll 1823081 11 30911 1.011 

34 347126 83429 762 51.2% .042 new order ll 1811845211 23 7911 1.131 

~ 
:eaymentll 18118464ll 831 11 .9901 

I order status 11 181184811 93 .911 .5901 

deliverv ll 181184811 32111 .9701 

stock level ll 181184511 32611 .8901 

35 348893 83429 789 51.8% .025 new orderll 18207687ll 246211 .9401 

:eaymentll 1820767911 84411 1.371 

order status ll 182077011 96.411 .6ool' 

delivery ll 182076811 33011 .7ool 

stock levet ll 182076811 33111 .3601 

36 348069 83429 813 39.5% .042 new orderll l816768711 251311 1.081 

_Qayment ii 18167680II 885 11 .9ool 

order status ll 1816771 11 99.911 .5ool 

delivery ll 1816768ll 346ICIQQJ -

http: //www.spec.org(jbb2000/results/res2003q2(jbb2000-20030319-00 173.htrnl 
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I li li li li li stock levelll 181677111 
\ . ,1...-' . ; 
3;,511 ~; .9ool ~" 

37 346529 83429 831 44.0% .033 new orderll18085 81711 259oii .T ô9l 

Eaymentll18085 83611 90911 1.021 

order statusll 180858511 99.oll .7601 

delivervll 180857711 34611 .9601 

stock levei li 1808 5 8311 35311 .8901 

38 347827 83429 847 36.0% .025 new orderll 1815207111 2673 11 t.ool 

Eaymentll 1815204911 923 11 .9ool 

order status ll 181520611 1041DQQI 

delivery 11 1815 201 11 35911 .77ol 

stock level ll 181520611 35411 .8ool 

'-
39 348003 83429 877 41.9% .017 new orderll 18159697ll 272011 1.ool 

:Qavmentll1 8159691 ll 95811 1.351 

order status ll 181597511 10711 .8801 

deliverv ll 181597211 37811 .9801 

stock levelll 181597011 36911 t.ool 

40 348043 83429 892 50.0% .042 new orderll1 816631 7ll 28ooll 1.o8l 

Eayment ii 18166360II 973 11 t.ool 

order status ll 181663611 11211 .9ool 

deliverv ll 181663611 38011 1.021 

stock level ll 181662811 37911 1.181 

41 347853 83429 911 48.7% .033 new orderll 1815488911 2861 11 1.401 

Eaymentll 1815487711 100711 1.ool 

order status ll 181548811 11211 .6601 

deliverv ll 181548411 395 11 .8801 

' 
stock level ll 181549011 38711 1.021 

42 346035 83429 925 49.3% .025 new orderii18058530II 291911 1.091 

:Qayment ll 18058521ll 103111 1.011 

order status ll 180585011 11611 .9901 

deliverv ll 180584511 40711 1.041 

-··· 
stock level]l 180585111 408 11 1.041 

43 347616 83429 941 51.3% .033 new order ll 18142511fl 30 17fl 1.o8l 

Eayment ll 1814253711 105911 1.ool 

order status ll 1814251 11 11911 .5ool 

delivery ll 181425011 403 11 .8ool 

stock level ll 181425511 405 11 1.ool 

nl3479221 1 83429 lilllil~ new orderll 1816304511 3075 11 1.211 

Eayment jj i8163054jj 1071 1~ 
I . "' __, !.! 

http: //www.spec.org(jbb2000/results/res2003q2zjbb2000-20030319-00173.html 



SPECjbb 

UUUUUUI 
order status 11 181631 o li 'iú]J--"S .oói · 

de1ivervll 181630911 42811 1.111 

stock levelll 181630511 41611 1.011 

45 346819 83429 987 42.4% .042 new _orderll181 0245 711 315711 1.131 

Eaymentll181 0246211 110511 1.011 

order statusll 181024111 12611 1.111 

deliveryi i1 810240II 43oll 1.111 

stock level ll 181024511 415 11 1.071 

46 346469 83429 1010 46.4% .042 new _orderll1808415311 322211 1.021 

~aymentiii8084153 II 111711 L071 

order statusll180841611 13011 .9ool 

' 
deliveryll 180841211 44411 1.041 

stock 1evelll 180841511 42911 1.021 

47 347201 83429 1025 47.8% .033 I new orderll1812089311 326911 1.991 

I Eaymentll1812090611 115411 1.991 

I order statusll 181209011 12411 .8201 

delivervll 181209111 46411 1.1ol 

stock levelll 181208411 45511 1.991 

48 347219 83429 1048 45.8% .033 new orderll18121791ll 334511 1.091 

Eaymentll18121822ll 116311 L091 

order statusll 181217911 13511 1.031 

deliveryll1812187ll 46611 1.131 

stock levelll 181218611 45511 1.091 

49 347320 83429 1070 44.9% .033 new orderll1812708311 342011 1.601 

' 
~aymentll18127094ll 119511 1.101 

- order statusll 181271111 131 11 -.3111 -

deliveryll 181270511 481 11 2.sol 

stock levet ll 181270211 46411 1.021 

50 347209 83429 1084 42.5% .042 I new orderll1812281511 3493 11 1.771 

I Eaymentll1812277511 121311 1.691 

order statusll 181227511 14311 1.111 

I deliverv ll i 81228311 48911 1.691 

I stock level ll18 1228311 47611 1.691 

51 346854 83429 1105 40.6% .025 I new orderll181 O 126011 358711 2.851 

Eaymentll181 01278 11 122011 1.911 

order statusll 181012911 14411 .9ool 

delivery ll 181012311 499 11 1.991 

stock level ll 1810 123 11 4721~ 
- I "' """" ' . 
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new orderll18102561ll 
·, ' ~ . ..> 

52 346850 83429 1127 44.7% .033 "3626 11~1. 711 · 

_Qaymentl l18l 0256711 12s4IL:.).~s :t-l 
order statusll 181025311 14511 1.081 

delivery ll 181025611 52611 1.711 

stock 1evei ii 181025711 485 11 .9991 

53 346987 83429 1150 39.7% .042 new order ll 181 1124oll 369oll 2.ool 

_Qayment ll 1811121811 128611 2.ool 

order status ll 1811 12511 14oll 1. 1ol 

delivery ll 181111 711 54211 1.901 

stock Ievel ll 181111711 50111 1.911 

54 349036 83429 1161 36.8% <0.01 new orderll1 811950611 373oll 2.ool 

' 
_Qaymentll18 11952811 129311 1.901 

order statusll 181194811 14311 1.201 

de1ivervll 181194311 54911 1.961 

stock 1evelll 181195411 51811 1.901 

55 346474 83429 1186 40.5% .150 new orderll1810403311 384oll 2.081 

_Qaymentll181 0400111 134011 1.491 

order statusll 181040211 15111 1.1ol 

deliveryll 181040oll 54311 1.891 

stock levei li 181040111 52211 1.491 

56 346251 83429 1206 40.9% .025 new orderll18069769ll 388311 2.291 

_Qaymentll1806975911 135911 1.991 

order statusll 180697811 15911 1.491 

de1iveryll 180697511 56711 2.091 

~-
stock levei!! 180697211 52911 1.991 

57 345192 83429 1217 30.2% .033 - new orderll180 16031 11 3953 11 2.101 

_Qaymentll180 1603211 138111 1.991 

order status!! 180160011 16411 1.701 

delivery ll 180160011 58711 2.331 

I stock level ll 180159711 53311 2.101 

ko i'lAt;QSn I R~429 lt 21R 141 .1% .033 new orcierll 18104299lr 400611 2.00 
-cT 

I _Qayment ll 181 0429411 142211 2.991 

I order statusll 181042711 16211 2.951 

I delivery ll 181043411 58411 2.ool 

I stock 1evel ll 181 04 2711 53511 1.331 

nrrnnnr11 
new order ll 17968548ll 4092 11 1.8ol 

_Qaymentll1796855311 144311 1.8ol 

order statusll 179685311 1641~ 
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I 

UUULII IUI de1iveryll 179685611 · · 5931!- -:2.841 

stock level ll 179685911 5 S·~n"~t . 5ol 

60 34466 3 83429 1275 38.6% .033 I new orderll 1798840411 415111 2.011 

I Eayment ll 1798843311 144211 2.ool 

I order statusll 179883911 16211 1.901 

I deliveryll 179883911 64511 2.ool 

I stock level ll 179884811 57311 2.ool 

61 346493 83429 1299 33 .8% .033 I new orderll 1808392311 416911 2.ool 

Eayment ll 1808390 11! 149611 2.ool 

order status ll 180839211 16911 1.6ol 

delivery ll 180838811 67911 2.301 

'-
stock 1evel ll 180838811 57411 1.981 

62 344528 83429 1313 37.1% .025 new order ll 17979884ll 424711 2.201 

Qavment ll1797986211 150511 2.411 

order status ll 179798711 17011 1.981 

de1ivery ll 1 79798211 65211 2.ool 

stock 1evel ll 179797611 60911 2.101 

63 346373 83429 1340 25 .9% .033 new orderii 18077670II 433811 2.051 

Eayment ll1 807765211 151711 1.991 

order statusll 180775611 16911 1.691 

deliverv ll 180777111 681 11 2.091 

stock level ll 180776011 613 11 1.891 

64 344509 83429 1354 39.1% .025 new orderll1797887511 442011 2.231 

Eayment ll 1797888 111 156oll 2.581 

~ 
order statusll 179788911 18511 1.901 

de1iveryll 179788211 663 11 2.081 
-

stock leve1 ll 179788711 61811 2.ool 

65 346130 83429 1377 44.5% .050 new orderH18067991 I] 4451 11 2.531 

Eayment ll 1806800311 160611 2.371 

order status ll 180679911 16911 1.1ol 

li deliveryll 180680 1]] 68211 2.41 

I stock level ll 180680311 62111 2.081 

66 346354 83429 1395 33.2% .033 new orderll 18076666 11 451211 2.091 

Eayment ll18076615 11 161711 2.091 

order status ll 180766711 17111 2.511 

de1iveryll 1807665 11 74oll 2.101 

stock level ll 1807663 11 601ICI2Ql 

167 11346525 11 83429 lf14Ul l38.0% lp-831 
new orderll 1811267 411 4sn!O]Ql · -

. 
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68 346134 83429 1430 46.4% .033 

69 345452 83429 1447 31.3% .058 

70 345704 83429 1472 27.7% .042 

SPECjbb2000 Version: [SPECjbb2000 1.02, December 14, 2001 ] 
ReportinJ,; paJ,;e, CopyriJ,;ht © 2000-2002 SPEC. All riJ,;hts reserved 

I 
I 
I 

12a~ment ll 18112718 ll Ú~34l l~·.2ol 
order status ll 181126511 19411 :...'2:201 

delivery ll 181126511 75311 3.401 
stock level ll 181127611 62511 2.181 

new orderii i8065146 II 469311 2.401 

J2aymentii18065180II 167711 1.851 
order status ll 180652011 19111 1.351 

delivery ll 180651911 68911 1.911 

stock levelll 180651211 64711 1.891 

new orderii i8034094II 473911 2.071 

Eayment ll 1803413511 167511 2.171 

order status ll 180340811 18911 1.901 

deliverv ll 180340911 74911 2.221 

stock levei ii 180341411 643 11 2.101 

new orderll18044214ll 479911 2.71 1 

Eayment ll i80442351l 172011 2.601 

order status 11 1804421 11 2ooll 1.8oj 

delivery ll 1804422 11 80411 2.401 

stock levelll 180442011 62611 1.701 

• I . l, 

r:~ , 10 ----

--.. ....... . 126'1 
Vv. ____ _ 
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construi n'do:s1w ,.;>';:" 
infra-estrutura 

sempre ativa com 
servidores hp 

soluções de servidor de internet poderosas e 

flexíveis para uma infra-estrutura sempre ativa 

O centro de processamento de 

dados da Internet é o elemento 

crítico que possibilitará a 
próxima geração dos negócios. 
E ao proietar e implementar sua 
solução de Internet, sua primeira 
preocupação deve ser encontrar 
produtos e serviços de 
tecnologia que seiam 
construídos corretamente lago 
na primeira vez. Sua próxima 
preocupação será assegurar 
que o que funciona haie 
também vai atender as suas 
necessidades futuras, à medida 

que novas oportunidades -e 
novos desafios- se 

apresentarem. 

A infra-estrutura de tecnologia 
correta é aquela que está 
sempre ativa onde e como for 
necessário. Isso é o que a HP 
pode aiudá-lo a construir- e 
não há precedentes na 
indústria . 

sua infra-estrutura 

sempre ativa 
Tratando dos inúmeros desafios 
difíceis que você enfrenta ao 
construir e gerenciar uma 
empresa de Internet, a HP 
fornece: 

• HP Superdome Servidores 
UNIX líderes da indústria 

• Blocos de construção de 
utilitários-somente da HP 

A mais ampla oferta de 
capacidades de 
particionamento da indústria, 
com o "continuum" 
particionamento da HP 

ltanium TM e capacidade para 
SOs variados 

uma experiência 

excepcional para o 
cliente 

A implementação bem-sucedida 
de um centro de processamento 
de dados exige muito mais do 
que tecnologia . É por isso que a 
infra-estrutura sempre ativa está 
sempre com você- em todas 
as etapas do caminho. 

• invente: facilidade de 
planeiamento e proieto para 
uma solução que é feita sob 
medida para se adequar 
imediatamente aos seus 
negócios 

• construa: velocidade de 
integração e instalação de 
uma infra-estrutura pronta 
para funcionar 

sempre presente • execute: serviços de missão 

A HP também está sempre crítica e tecnologias que 
presente para você, desde 0 possibilitam uma operação 
primeiro contato. A HP fornece: contínua, uma capacidade 

flexível e um gerenciamento 
Gerenciamento de soluções eficiente para assegurar a 

Os servidores HP Superdome de loop fechado excelência operacional do 
fornecem uma combinação sob dia-a-dia • Avaliações iniciais 
medida de tecnologia e • evolua: plano à prova de 
serviços. Construída com • Pré-integração e testes obsolescência, 

componentes-chave, tais como • Treinamento baseado em desenvolvimento de utilitários 
as habilidades comprovadas da necessidades e cuidado contínuo para 
HP em centros de atender a suas necessidades 

d d 
• Serviços de migração por toda a vida de sua 

processamento de a os, sua 
experiência em e-services e sua E asseguramos que sua infra· empresa 

-----------------7fo~r~ç~a~e~m~d~e~s~e~n~vo~l~v~im~e~n=t~o~d~e~~---~e~st~ru~t"'u;,ra-+-fu"n"C~IO~~ror-------------------------

utilitários, sua infra-estrutura continuamente com: 

sempre ativa fornecerá uma • Serviços proativos 

experiência excepcional para os • Acordos para reparos 
clientes, assegurando a 
faci lidade, velocidade e 
eficácia. 

I i' I 
Fis_ N° 

r;, ___ _ 
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três configurações do hp superdome para atender a 
suas necessidades 
As implementações de grande porte em geral não correspondem às 
expectativas, como resultado de habilidades inadequadas que são 

aplicadas nas etapas de projeto e implementação. Com o Superdome, a 
HP garante a você uma experiência excepcional de computação, através 
de serviços HP líderes da indústria e parceiros de canal selecionados, 
disponível em três configurações pré-definidas. Para todos os 
configurações existem soluções de financiamento disponíveis paro atender 
os seus requisitos orçamentários. 

configuração básica 
A construção do base correta reduz drasticamente os problemas e 
acelero o tempo de instalação em produção, de formo que todos os 
soluções Superdome incluirão o Configuração Básico como base paro um 
desempenho excelente. A Configuração Básica destino-se a empresas 
cujos aplicativos têm requisitos de disponibilidade de baixo prioridade ou 
que possuem especialistas em suas equipes poro executor e gerenciar 

' 

oróprios ambientes de TI. 

_ Jrenciamento de projetos em loop fechado utilizando metodologias 
aseodas em processos e medidas paro assegurar seu sucesso e 

satisfação 

• Serviços de consultoria para um projeto detalhado de arquitetura poro 
assegurar que esteja correto logo na primeira vez 

• Avaliação de habilidades e treinamento específico em Superdome 
para fornecer à equipe de TI os habilidades necessárias 

• Preparação completo do local/ambiente poro ajudá-lo o compreender 
e abordar os exigências de suo localização física 

• Integração e testes de fábrica da HP para assegurar que o sistema 
esteja adequadamente configurado e chegue pronto para funcionar 

• Suporte contínuo de centro de respostas, disponível 24 horas por dia, 
7 dias por semana, com compromisso de resposta em 4 horas 

configuração de sistemas críticos 
Para um alto nível de disponibilidade de sistema, o experiência do HP 
reconhecido pelo indústria fornece suporte do tipo missão crítico como 
base da configuração de Sistemas Criticos.Esto configuração é o nível 
mínimo de serviço para ambientes de missão crítica. Ela aumenta a 
prioridade dos serviços reativos e adiciona serviços de suporte prootivos 
com monitoramento da disponibilidade. 

Elo inclui o Configuração Básica, acrescida de: 

• Um plano de suporte detalhando os requisitos específicos do conto em 
questão e o compromisso de resposta da HP 

• Engenheiros de Conto Designados 

• Análise de Prontidão do Superdome para ajudá-lo o atender a seus 
requisitos de alta disponibilidade e desempenho 

• Tópicos de Consultoria Técnico para seleção 

• Diagnóstico remoto de alta velocidade e coleto de dados críticos poro 
acompanhar o desempenho do sistema e prevenir problemas antes que 
ocorram 

• Compromisso de resposta em 6 horas para chamadas de reparo de 
hardware 

• Recuperação de Sistema Prioritário 

• Serviços de Recuperação de Negócios (opcional) 

configuração de continuidade de negócios 
A Configuração de Continuidade de Negócios fornece muito mais do 
que uma lista de serviços. Ela fornece uma forma diferente de abordagem 
para o planejamento da disponibilidade. A Continuidade de Negócios é 
uma colaboração entre a HP e o cliente, criando um plano para abordar 
de forma pró-ativa todos os elementos do ambiente de TI que afetam a 
disponibilidade dos negócios. Ela foi projetada e construída tendo como 
meta a disponibilidade máxima e seu foco é na operação ideal dos 
negócios. A Continuidade de Negócios fornece serviços proativos 
sofisticados e o melhor serviço de suporte da indústria. 

Ela inclui a Configuração Básica e a de Sistemas Críticos, além de: 

• Uma equipe dedicado à conta e um plano personalizado de serviços 
prootivos 

• Resposta de prioridade máxima fornecida por especialistas treinados 

• Processos de gerenciamento de mudanças altamente detalhados 

• Revisões de conta mensais 

• O único compromisso de resposta em 4 horas para chamados de 
restauração de hardware e software do indústria 

• Solução permanente de software dentro de 14 dias 

novos sistemas operacionais para a era da internet 
O ambiente operacional HP-UX 11 i fornece a melhor plataforma poro 
empresas de Internet do tipo sempre ativa . 

~~ • O sistema operacional Microsoft® Windows NJ® /Linux mais amigável 
• ua infra-estrutura sempre ativa potencializa soluções atualmente, com um ambiente de desenvolvimento Linux Open Source 

robustas para os principais aplicativos da atualidade e suporte a WebGain Studio. 

f • A melhor funcionalidade ponta-a-ponta de Internet crítica, alta Planejamento de Recursos Corporativos (ERP): A estruturo undamental para d d 
I h disponibilidade de sistema único, capoci a e de gerenciamento, novos áreas de vantagem competitiva: supp y c o in, ® 

segurança e integração UNIX/Windows e-cammerce e desenvolvimento de produtos. 
Computação de Missão Crítica: Produtos e soluções de alto disponibilidade • Desempenho e capacidade de expansão definitivos com capacidade 
poro ajudá·lo 0 obter os níveis de disponibilidade que você preciso poro sob demando instantâneo, suporte o particionamento físico e virtual, 
atender o seus clientes. forte desempenho Java™ e capacidade de expansão poro Symmetric 
E-lntelligence: Obtenho 0 máximo de valor de seus ativos de dodas -tonto Multi-Processing (SMP) de 64 processadores de alto desempenho 

---~in~te~r~no~s~q~u~o~n~to~e~x~te~r~no~s~~ut;i l~iz~o~nd;o~f:e~rr~a~m~e~n~to~s~ar-e~p=o~n~to~p~a~r~a~o~n~oól:r~se~.------•• -A~m~elt~h~o~r~o~ro~rr.ec~a~o~e~lonaevroade-deinve~imenrosutravé>dlp--------
business intelligence e aplicativos do HP. :ompotibilidode binária com os processadores PA ~ISC (64 bits ; e ltonium 
E-commerce: Gerencie os custos de sites de e-commerce, refinando os recursos Processar Fomily (IPF) 
de computação poro ofender os necessidades que estão sempre mudando e • Três opções de conjuntos de capacidade de gerenciamento HP-UX 
assegurar que seu site de e-commerce crítico esteja disponível e possuo 0 Service Contrai para um controle centralizado e capacidade otimizado 
capacidade que necessita. eficazes quanto ao custo 
Computação Técnica: Os aplicativos de computação técnica nunca conseguem • Três opções de ambientes operacionais completos feitos sob medida 
obter poder suficiente. Os níveis extremamente oltos de desempenho e d 

f Paro as necessidades de computação de Internet, corporativas ou e capacidade de expansão oferecidos por umo in ro-estrutura sempre ativo 
atendem o essas necessidades de frente. missão crítica 
Consolidação de Sistemas: Reduza os custos, aumente o flexibilidade, a 
disponibilidade e o desempenho, e melhore o gerenciamento dos infra­
estruturas de TI com o complexidade reduzido e o disponibilidade ampliado 
dos configurações sempre ativo. 



visão rápida do hp superdome 

disponibilidade 
Adição e substituição on-line de placas de E/S PCI, compartimentos de placas de Recursos de alto disponibilidade embutidos fornecem niveis superiores de.~ .. _ .,:_...;--··;.· 
E/S e células (CPU/ memória") o confiobilidode 
6 ou 12 ventiladores e 4, 6 ou 1 2 fontes de alimentação, todos hot swop, o capacidade de suporte 
incluindo N+ 1 o capacidade de reparos 
Verificação e correção de erros em todos os caminhos de CPU e memória o disponibilidade de sistema único 
Caminhos de dados de E/S com proteção de paridade o disponibilidade de sistemas múltiplas 

Fonte de alimentação dupla poro ajudar o obter o máximo de tempo ativo para aplicativos de missão crítico 
até 16 partições fisicos (nPartitions) Fornece capacidade de particionamento fisico 

-iP Virtual Portition' : tPar I : té 64 ;----,------:--:--:--:--:--;--;-----------:-Fo~r::-n:::e:.::c::;e_:c::::a:.tp:::a:::c;:id:,:a:_:d:_:e:....:::d:::e...Jp:::o=::rt.:.:i:::c~io~n:::a:::m.::e~n::to~lo~· g~ic:::o:_-:-------------
Suporte o soluções de cluster local e remoto poro proietos de site bockup Saluçaes completas poro alta disponibilidade em clusters eliminam os pontos de 
com distância il imitada folha individuais 

co cidade 
'Jó único: 1 o 64 de 552MHz, 750MHz, 875MHz 

CPUs de alto desempenho P A-8700+ com 2.25MB de coche on·chip por CPU 

Desempenho de liderança 

Capacidade de particionamento ( 1 o 16 nPortitions) para alocação de recursos, 
diversos ambientes operacionais ou escalonamento de aplicativos 
Até 64 partições virtuais 

25t GB de memóric (512GB previsto para iulha 2003) 
Largura de banda de memória de 64GB/s por gabinete de 64 CPU 

PCI padrão do indústria de 64 bits 33MHz (2x) ou 66MHz (4x) 
Até 16 canais de E/S de 265MB/s (PCI de 33MHz) ou 530MB/s (PCI de 66MHz) 
Até 192 slots PC/ hot swap de E/S (com gabinete para expansão de E/S) 

Opções de armazenamento incluindo orroys de disco JBOD, Fibre Channel ou 
HP Surestore; HP AutoRA/O, Multiplexador HP Fibre-Chonnel-to-SCSI, unidades de 
fito e bibliotecas 

conectividade 
Operações básicos de E/S incluindo LAN 10/ 1 OOBase·T 

Conectividade de rede: poro Token Ring, 1 OOOBose-SX, 1 OOOBase-T, 
10/ 1 OOBose-TX, Terminal MUX, PKC, HIPPI, X.25, ATM, Hyperfobric e FDDI 

Conectividade de armazenamento: Ultro2 SCSI, F/W SCSI, Fibre Channel 

Suporte o servidor WAP Nokio 

s urança 
Detecção de invasão baseado no host 

Capacidade de rede virtual privado IPSec ponto-a-ponta 

capacidade de gerenciamento 
Estação de Gerenciamento de Suporte 

~·enciodor de Partições (parmgr) 

.sremo de Gerenciamento de Falhos Estendido 

HP WebQoS Peok integrado 

HP Servicecantrol Monoger integrada 

HP-UX Worklood Monoger 

proteção e flexibilidade dos rnveshmentos 
Projetada para atualizações futuras para diversas gerações de PA-RIS( e IPF 

licença il imitada embutida poro o sistema operacional de Internet HP-UX 11 i; 
opções de atualização para a Enterprise ou Missian-Critical HP-UX 

Suporte futuro o Windows NT e Linux 

Seleção de opções integradas de servidor Web: padrão do indústria poro um 
desempenho mais rápido e mais exponsivel 

Plataforma de software aberto E-speok paro o desenvolvimento e distribuição 

de e-services 

' Disponível em versões futuros do HP-UX 

Permite expansão de diferentes processadores no mesmo gabinete. A estrutura da 

servidor superdome também aceitará novos processadores PARIS( 

Seus benchmarks são recordes mundiais e um padrão para a indústria 

Permite que o gerenciador do sistema otimize a alocação de recursos entre cargos 
de trabalha concorrentes. Quando utilizando 16 nPartitions não ex iste perdas de 
escolobilidade, pais com 64 C PUs o servidor mantém suas capacidades máximas 
de memória e slots PCI paro proteger os investimentos em 
hardware 

Desempenho de subsistema de memória aumentada para o processamento rápida 
e confiável de aplicativos de alto desempenha 

Manipulo facilmente aplicativos com muitas operaçoes de 1/0 e possibilita um 
escalonamento rápido poro acomodar demandas mais altas 

Armazenamento flexível de alta capacidade que protege as dados criticas 

Capacidade de conexão em rede fácil e pronta poro funcionar 

Soluções completos de conectividade ponto-o-ponto poro e-services 

Grande variedade de opções de conectividade de armazenamento de alta 
velocidade 

Conectividade poro aplicativos sem fio 

Segurança e proteção definitivos contra alagues 

Segurança de camada de rede independente de aplicativo 

Acesso remoto centralizado o firmwore e ferramentas de diagnóstico de varredura, 
poro uso em todos os sistemas Superdome no centro de processamento de dados 

Interface GUI intuitivo poro gerenciar e modificar facilmente todos os partições de 
um sistema Su erdome 

Console poro o exibição do status do sistema (local e remota), restauração do 
sistema, poder de controle poro ligar e desligar 

Estabilizo o desempenha de sites no Web sob cargas muito pesados poro 
melhorar a confiabilidode do site e a produção de transações 

Controle central dos recursos do servidor rápido e eficaz quanto aos custas poro o 
mais alto grau de eficiência na administração do sistema 

Primeira gerenciamento de recursos baseado em metas do indústria UNIX. 
Reconfiguro automaticamente os alocações de CPU, baseada nos obielivas de 
nivel de serviço do cliente (SlOs) 

Proteção superior das investimentos e longevidade 

Opção de escolha entre três ambientes operacionais com todas os componentes 
básicos de sistema operacional necessários para ambientes de Internet, 
cor orotivos ou de missão crítica 

Oferece uma seleção de ambientes com transição fácil para o produção no 
robusto lata formo HP-UX 11 i 

Facilidade de distribuição para novos sites no Web ou otimizado para sites com 
alto tráfego 

Possibilita a descoberto dinâmica e interação de aplicativos e e·services através da 
Internet. incluindo capacidades de agenciamento 

· i I 
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ajudando a construir uma infra-estrutura sempre ativa para seu centro de processamento de dad~s da i;'et· 

· ... ~ ...... · j ' 
A.rquitetura )MP 5 tmetric Mult Pracessinq" 

placas de células de 4 CPUs 1 

memória mínima/ máxima (com DIMMs de 5 12MB), com proteção ECC 

compartimentos para placa de E/5 de 12 slots completamente hot-swap 

slots de E/S PCI completamente hot-swap 

'antes de alimentacão redundantes hat-swap I \J+ 1 inclui do" 

ventiladores de E/ 5 

ventiladores redundantes hat-swap (N+ 1 incluído) 

particionamento físico (nPartitions) 

largura de banda transversal 

controladora de célula para largura de banda de subsistema de E/S 

largura de banda de E/S 

largura de banda de memória 

si~tema operacional 

• nsões fís icas: 

.. ITUra 

largura 
profundidade 
peso 

temperatura de operação 

Tensão nominal de alimentação e freqüência 

taxa máximo de variação de temperatura 

umidade relativo de operação 

umidade relativo foro de operação 

altitude de operação 

altitude faro de operação 

1 Capacidade de substituição e adição online oferecida com o HP-UX versão posterior a 11 i 

para mais informações 
Visite nosso site sobre os servidores HP Superdome na 

Web em: 
hHp:/ /www.hp.com/go/superdome 

faça seu pedido on-line agora 
As informações sobre produtos e documentação técnica 
da HP estão disponíveis on-l ine em www.docs.hp.com 

ltonium é marca comercial da Intel Corporolion nos Estados Unidos e em outros países e é 
usada sob licença. Java é marca comercial da Sun Microsyslems, lnc nos Estados Unidos. 
Microsoft, Windows e Windows NT são marcas registradas da Microsoft Corp nos Estados 
Unidos. UNIX é marca registrada do The Open Group. Todos os nomes de produtos são 
marcas comerciais de seus respectivos proprietários. As informações contidas neste 
documento estão suieitos o alterações sem aviso prévio. © Copyright Hewfett·Pockord 

Compony 2001 . 
5980-7359PTL 

1 a 64 CPU de alto desempenho ·.:~!. 
1-16 

2GB/256GB 

até 16 

até 1 92 com gabinete de expansão para E/S) ( 128 slats de 33MHz, 64 slats de 
66MHz) 

12 

12 

8 

até 16 

64GB/s 

2.0GB/s 

32GB/s 

64GB/s 

HP-UX 11 i 

1,96 m 
1.524 mm 
1.220 mm 
1.196 kg 

200 a 240 volts · 50Hz ou 60Hz 

15% a 80%, a 35°C 

90% o 650 

O a 3000m 

O a 4500m 

n v e n t 

:J i 1 268 
'i 
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System Specifications 
Electrical Specifications ,_ ~ .. < 

Example 1-1 

Example 1-2 

Example 1-3 

Example 1-4 

"-, .-~-~~:~ .,. ... , ·.· 
--.. ..... .-.......,.."""'"'~ ........ . 

The customer has a 3-phase source with a Source Voltage of 208 VAC measured 
phase-to-phase indicating that a 4-wire PDCA is required. 

The customer has a 3-phase source with a Source Voltage of 220 VAC measured 
phase-to-neutral indicating that a 5-wire PDCA is required. 

The customer has a 3-phase source with a Source Voltage of 230 VAC measured 
phase-to-phase indicating that a 4-wire PDCA is required. 

The customer has a 3-phase source with a source voltage of 415 VAC measure 
phase-to-phase and a measured phase-to-neutral source voltage of 240 VAC, 
indicating a 5-wire PDCA is required. 

Input Power Options 

Table 1-6 describes the available power options: 

Table 1-6 Available Power Options 

PDCA Source Source Voltage PDCA 
Input Current 

In-line Connector Product PerPhase 
Number 

Type (nominal) Required 
200-240VAC Required 

A5800A 3-phase Voltage range 5-wire 24AMaximum None required. 
Option 001a 200-240 VAC, per phase Electrician must hard 

phase-to-neutral, wire power to the 
50/60Hz PDCN 
(EUR typical)b 

A5800A 3-phase Voltage range 4-wire 44AMaximum Nane required. 
Option 002a 200-240 VAC, per phase Electrician must 

phase-to-phase, hard-wire power to the 
50/60Hz PDCAC 
(US typical) 

A5800A 3-phase Voltage range 4-wire 44AMaximum In-line connector and 

Option 004d 200-240 VAC, per phase plug provided with a 
phase-to-phase, 2.5-meter power cable. 
50/60Hz Electrician must 
(US typical) hard-Wire 1n-11ne 

connector to lOOA site 
power_c,e 

. . ;.., 
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Table 1-6 Available Power Options (Continued) 

PDCA Source Source Voltage PDCA 
lnput Current 

Product Per Phase 

Number 
Type (nominal) Required 200-240VAC 

A5800A 3-phase Voltage range 5-wire 24AMaximum 

Option oo5d 200-240 VAC, per phase 

phase-to-neutral, 
50/60Hz 
(EUR typical) 

A5800A 3-phase Voltage range 4-wire 44AMaximum 

~ 
Option 006g 200-240 VAC, per phase 

phase-to-phase, 
50/60Hz 

A5800A 3-phase Voltage range 5-wire 24AMaximum 

Option 007i 200-240 VAC, per phase 

phase-to-neutral, 
50/60Hz 

~ 

tlons 1 and 2hãVel5een ãeletea. a Op 
b. 415 VAC phase-to-phase is possible. 
c. A dedicated branch is required for each PDCA installed. 
d. Options 4 and 5 have been deleted. 
e. Refer to Table 1-7 for detailed specifics related to this option. 
f In the U.S.A., si te power is 60 Amps; In Europe site power is 63 Amps. 
g. Customer must provide in-line connector or purchase A6440A option 401. 
h. Refer to Table 1-8 for detailed specifics related to this option. 
i. Customer must provide in-line connector or purchase A6440A option 501. 

Chapter 1 
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In-line Connector 
Required 

In-line connector and 
plug provided with a 
2.5-meter power cable. 
Electrician must 
hard-wire in-line 
connector to 60/63A 
site power.c,e,f 

2.5meter UL power 
cord and UL approved 
plug provided. The 
customer must provide 
the mating in-line 
connector or purch ase 
quantity one A6440A 
opt 401 to receive a 
mating inline 
connector. An 
electrician must hard 
wire the in-line 
connector t o 60N63A 
site power.c,f,h 

2.5meter <HAR> 
power cord and VDE 
approved plug 
provided. The 
customer must provide 
the mating in-line 
connector or purchase 
Quantity 1 A6440A opt 
501 to receive a mating 
in line connector. An 
electrician must hard 
wire the in -line 
connector to 30N32A 
site power.c,hj 

c . . :.1 • l, 
I ; 1 2 7 1 
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System Specifications 

Electrical Specifications 

NOTE Figure 1-11 shows a 4-wire cable for illustrative purposes only. 5-wire cable is dimensionally 
identical regarding insulation and jacket removal. The only exception is the number of 
conductors. 

Figure 1-12 PDCA (Five Wire) lnput Wiring Connections 

Figure 1-13 PDCA (Four Wire) lnput Wiring Connections 
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System Specifications 
Electrical Specifications 

System Power Requirements 

Table 1-9 and Table 1-10 list the AC power requirements for a Superdome. These tables provide information 
to help determine the amount of AC power needed for your computer room. 

Table 1-9 Power Requirements (without Support Management Station) 

Requirements V alue Comments 

Nominal input voltage 200/208/220/230/240 VAC 

Input voltage range (minimum - maximum) 200-240 VAC Autoselecting (measured at 
input terminais) 

Frequency 50/60Hz 

N umber of phases 3 

Maximum inrush current 90Apeak 

Product Label maximum current, 3-phase, 44Amax Per phase at 200-240VAC 
4-wire 

Product Label maximum current, 3-phase, 24Amax Per phase at 200-240VAC 
5-wire 

Power factor correction 0.95 minimum 

Ground leakage current (mA) > 3.5 ma See WARNING below. 

WARNING Beware of shock hazard. When connecting or removing input power wiring, always 
connect the ground wire first and disconnect the ground wire last. 

Component Power Requirements 

Table 1-9 and Table 1-10 list the AC power requirements for a Superdome. These tables provide information 
• to help determine the amount of AC power needed for your computer room. 

-- Table 1-10 Component Power Requirements (without Support Management 
Station) 

Power Required (50/ 60 Hz) VA 

Maximum configuration Superdome (32-Way) 12 196a,b 
' 

,.., -" n .J Q()() 
'-'<OU 

I/0 Cardcage 500 

a. A number that should be used for planning to allow for enough power to 
upgrade through the life of the system. 

b. Use Appendix A to determine the actual values required for your system. 
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Safety and R egulatory Information 

For your protection, this product has been tested to various national and international regulations and 
standards. The scope of this regulatory testing includes electricallmechanical safety, radio frequency 
interference, acoustics, and know hazardous materials.Where applicable, approvals obtained from third-party 
:est agencies are shown on the product label. 

Notational Conventions 

WARNING Warnings highlight procedures or information necessary to avoid injury to 
personnel. The warning should tell the reader exactly what will result from what 
actions and how to avoid them. 

CAUTION A caution highlights procedures or information necessary to avoid damage to equipment, 
damage to software, loss of data, or invalid test results. 

NOTE A note highlights supplemental information. 

Acronyms 
Table 2 lists acronyms used in this document. 

~ Table 2 Acronyms 

Acr onym Definition 

PE Protective earth 

Class 1 Grounded equipment 

PDCA Power Distribut ion Controller Assembly 

EPSS Electronic Performance Support Service 

Safety in Material Handling 

WARNING Do n ot lift the cabinet manually. To avoid p hysical injury you must use a m ech anical 
lifting device. 

I " (',. 

vi i 

1 2 7 4-
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System Specifications 

Dimensions and Weights 

Dimensions and Weights 

This section provides d imensions and weights of the system components. 

Component Dimensions 

Table 1-1 lists the dimensions for the cabinet and components of a Superdome. 

Table 1-1 Server Compone nt Dimensions 

Width Depth/ 
Height Maximum 

Component (em) Length (em) Quantity per 
(em) Cabinet 

Cabinet 30 48 77.2 1 
(76.2) (121.9) (195.6) 

Cell board (HCB) 16.5 20.0 3.0 8a 
(41.9) (50.2) (7.6) 

Cell board power 16.5 10.125 3.0 8a 
board (41.9) (25.7) (7.6) 
(HCPB) 

I/0 backplane 11 17.6 1 
(HIOB) (27.9) (44.7) 

Master I/0 3.25 23.75 1.5 1 
backplane CHl\1IOB) (8.3) (60.3) (3.8) 

I/0 cardcage 12.0 17.5 8.38 4 
(30.5) (44.4) (21.3) 

PDCA 7.5 11.0 9.75 2 
(19.0) (27.9) (24.3) 

~ a . Superdome 16 Way is limited to a maximum of 4. 

Table 1-2 110 Ex pansion Cabinet Component Dimensions 

Width Depthl Height Maximum 
Component (em) Length (em) Quantity per 

(em) Cabinet 

Cabinet 24.0 53.2 77.3 1 
(6T.0) ( l0 t>. l) ( J. ::10.V) 

ICE 17.6 33.5 16.2 3 
(44.8) (82.0) (39.7) 

I/0 cardcage 12.0 17.5 8.38 6 
(30.5) (44.4) (21.3) 

10 

... -...... "'"_ ........... ~··" .· 

I . 



Table 1-6 Available Power Options (Cont inued) 

PDCA Source Source Voltage PDCA Input Current 
In-line Connector Product Per Phase 

Number 
Type (nominal) Required 

200-240VAC Required 

A5800A 3-phase Voltage range 5-wire 24AMaximum In-line connector and 

Option 005d 200-240 VAC, per phase plug provided with a 
phase-to-neutral, 2.5-meter power cable. 
50/60Hz Electrician must 
(EUR typical) hard-wire in-line 

connector to 60/63A 
si te power. c,e,f 

A5800A 3-phase Voltage range 4-wire 44AMaximum 2.5meter UL power 

Option 006g 200-240 VAC, per phase cord and UL approved 
phase-to-phase, plug provided. The 
50/60Hz customer must provide 

the mating in-line 
connector or purchase 
quantity one A6440A 
opt 401 to receive a 
mating inline 
connector. An 
electrician must hard 
wire the in-line 
connector to 60N63A 
site power.c,t;h 

A5800A 3-phase Voltage range 5-wire 24AMaximum 2.5meter <HAR> 

Option 007i 200-240 VAC, per phase power cord and VDE 
phase-to-neutral, approved plug 
50/60Hz provided. The 

customer must provide 
the mating in-line 
connector or purchase 
Quantity 1 A6440A opt 
501 to receive a mating 
in line connector. An 
electrician must hard 
wire the in-line 
connector to 30N32A 
site power.c,hj 

a . Optwns 1 and 2 tra-ve-bree:eernit:dhe~letE!d:---------------------------------
b. 415 VAC phase-to-phase is possible. 
c. A dedicated branch is required for each PDCA installed. 
d. Options 4 and 5 have been deleted. 
e. Refer to Table 1-7 for detailed specifics related to this option. 
f. In the U.S.A., si te power is 60 Amps; In Europe site power is 63 Amps. 
g. Customer must provide in-line connector or purchase A6440A option 401. 
h. Refer to Table 1-8 for detailed specifics related to this option. 
i. Customer must provide in-line connector or purchase A6440A option 501. 
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Figure 1-5 

Power Cords 

PDCA Locations 

RearPDCA 
Bezel L Bezel 

60SP0408 
11/15101 

I= This section discusses the different possibilities for Superdome PDCA power cords. 

Pre-wired PDCAs Options 6 and 7 

Ali Superdomes are delivered with the appropriate cable and plug. The mating in-line connector is not 
provided. 

IMPORTANT VerifY that the source power is correct for the appropriate PDCA wiring. 

NOTE When installing the power connector, allow enough roam for mating the connector with the 
plug. 

Check the voltages at the connector prior to connecting the newly installed connector to the PDCA plug. Refer 
to Figure 1-7 and Figure 1-8 on page 21 for pin locations. 
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In today's fast-changing world, enterprises need a 
computing platform that provides leading technologies, 
robustness, and stability. HP-UX 11 i is engineered to 
provide these qualities. 

HP-UX 11 i is lhe best operating system (OS) to power lhe 
enterprise: 

• # 1 rated UNIX' operating system in lhe industry (DH 
Brown UNIX OS Review, Gartner and Butler Group-UK) 

·'~~~,~ 
f' '..>:1)-~<> '· 

/ /' ~~-- '·\ \ 
lndustry-leading applications f ; r-{1' - '') i -''. 

~- ~ . . • -:.,r ( 'Í .: 

HP-UX 11 i supports ali the applications ihG!t'tlre criticai ,16 f' 

your business. We have the support of Óll the ,k~y)?Y ·" . . / 
applications and middleware suppliers, s~'tk.Q,~; Ojg,dle~ 
SAP, 12, PeopleSoft, and SAS. This means that, whatever 
your need, you' ll find an industry-leading application 
solution supported by HP-UX. 

M iddleware and application development tools 
HP-UX 11 i is supported by leading middleware and 

application development tool providers such as BEA 
:: and Rational. Add to that integrated development 

environments (IDEs) from leading IDE vendors including 
; : 

• Proven 64· bit technoloqy 

• Stability for the long haul, even across architectures 

• Adapts automatically to changing environments­

always flexible 

• Highly secure to prateei enlerprise data from damage 

or theft 

• Most widely used high-availability solutions in 

the industry 

Power on demand to run your enterprise 
Designed from the ground up to be the best commercial 
UNIX operating environment for the enterprise, HP-UX 11 i 
has been the leading enterprise UNIX OS for the last 15 
years, and it continues to push the software technology 

envelope. 

Key examples of HP's technological innovation extend the 
partitioning continuum and lhe virtual server environment 

of HP-UX 11 i with: 

o Adaptive infrastructure that, upon application failover 

or migration (Serviceguard), automatically adjusts 
system resources according to defined business priorities 
(Workload Manager) and can automatically activate 

additional CPUs when needed 

TogetherSoft, Borland, and Sitraka, and you can count 
on optimal application performance. HP-UX 11 i offers 
a complete developer ecosystem with Java'; linux/open 
source, and a native development environment for faster 
time to deployment. 

The foundation of your enterprise infrastructure 
HP-UX 11 i offers business-critical necessities at the 
highest levei: the world's best combination of 
performance, performance scalability, availability, 
manageability, and security. 

• Performance scalability: The efficient support of large 

numbers of processors provides near-linear performance 
scalability as processors are added. 

• Single-system availability capabilities include online 
system tuning, online data backup, online component 
replacement, and automatic detection and de-dlocation 
of at-risk components. 

• Multi-system availability capabilities include automatic 
and bi-directional failover of business-critical data and 
applications over extended distances. 

o Manageability tools provide role-based capability seis, 
the ability to manage hundreds of servers from a single 
browser-based console, and automatic re-allocation of 
system resources. 

• Security fortifications include a host firewall and an 

intrusion-detection facility that can monitor multiple 

servers simultaneously. 

The operating environment for worry-free computing, 
HP-UX 11 i comes as pari of four world-class operating 
environments, ali fully integrated and tested by HP. These 

• Hard and soft partitioning operating environments, ordered and supported as a 

single product, feature fast and easy installation and 
o Native real-time host intrusion detection 

--------------------~~~~~~~----------------------------~nru·~· ra~:----------------------------------

• Dynamic code translation technology providing binary 
compatibility across PA-RISC and lntel " ltanium"' 

architectures 

o The HP-UX 11 i Foundation Operating Environment 
provides capabilities needed by mos! customers. 
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HP-UX 11 i operating environments: components 

.HP-UX I li Foundalion Ojlerating 
Enviranment 
• Network drivers 
• HP Apache Web server 
• lgnite·UX 
• Real-time hosf intrusion 

detedion 
• Jovo RTE, JDK, ond JPI 
• CIFS client 
• CIFS server 
• Servicecontrol Manoger 
• System lnventory Monager 

• H P-UXKernel Canfiguration 
• Software Distributar,UX 
• Net~cape lDAP 

di rêdory serve r 
• PAM Kerberos 
• EMS Framework 
• Netscape· Communicotor 
• Base VERJTAS File Sysiem 

for HP{JX 
• Base VERITAS Volume 

Monager for HP·UX 

o The HP-UX 1 1 i Enterprise Operating Environment adds 
additional system management and high-availability 
capabilities. 

o The HP-UX Mission Criticai Operating Environment 
provides the highest leveis of manageability and high 
availability, including lhe world's only goal-based UNIX 

workload manager. 

Hardware platforms: PA-RISC and lntel ltanium 

architecture 
HP-UX 11 i supports two industry-leading architectures­
PA-RISC and the lntelltanium architecture. 

HP-UX 11 i v 1 is available to run on PA-RISC. This product 
and platform are designed to be lhe workhorse that 
handles heavy mission-critical processing loads. HP-UX 
1 1 i v 1 includes the dynamic expansion of storage 
components, 1Pv4 and 1Pv6 (including Mobile IP), the 
highest leveis of security certification, virtual partitioning, 
workload management, and the highest leveis of 
application availability and scaling. 

HP-UX 11 i v2 runs on lhe Intel ltanium architecture. 

HP and Intel jointly developed this architecture, and it 

promises new leveis of performance and value. Now, ali 
the operating environments are available on HP-UX 11 i 
v2 for true enterprise readiness-and they have the some 
look and feel as HP-UX 11 i v 1, available on PA-RISC. 
HP-UX 1 1 i v2 scales to 64 Intel ltanium processors and 
runs ali the HP high-availability, security, manageability, 

-----------,a"'n"'d~lnt'ern el-remfilíesn<:>iutiuns. This mchileclote desigt t 

features explicit parallel execution to derive the best 
possible performance from the steadily increasing number 

of components in microprocessors. 

HP-UX li i Enlerprise Operating 
Environment (everything in the 
foundatian OE, plus lhe following) 
• Online JFS 3.3 
• Mirrordisk/UX 
• Process Resource Monoger 

(PRM) 
• Glonceplus 
• OpenView Performance Agent 
• Event Monitoring Services (EMS) 

HA monitors 

Architectural compatibility 

HP-UX 11 i Mission Criticai 
Operating Environment (everything 
in lhe enterprise OE, plus the 
following) 
• Serviceguard 
• HP·UX Workload Manager 
• Serviceguord NFS toolkit 
• Enterprise Cluster Moster 

(ECM) toolkit 

HP-UX 11 i provides unparalleled compatibility across 
the PA-RISC and ltanium-based server platforms with 
complete data and application build environment (source 
cede) compatibility. HP-UX 11 i v2 even has the built-in 
capability to execute PA-RISC binaries on the lntelltanium 
architecture via Aries dynamic cede translation . 

Superior Linux compatibility 
HP-UX 11 i provides Linux API (application programming 
interface) compatibility, making it easy to develop an 
application using the popular, economicallinux platform 
and then deploy it in a mission-critical environment using 
HP-UX 11 i. And with HP-UX 11 i on ltanium-based server 
platforms, Linux compatibility will be extended to include 
binary compatibility. 

Summary 
HP-UX 11 i is designed to meet, exceed, and anticipate 
the needs of today's enterprises as the linchpin of an 
always-on and adaptable infrastructure. lt has the 
robustness, performance scalability, high availability, 
manageability, and bulletproof security required by 

business-critical computing . HP-UX 11 i is also lhe only 
operating system with a clear bridge to the next­
generation lntelltanium architecture, including data, 
source, and even binary compatibility across the 

orchitectures. 

For more information 
For more information about HP-UX 1 1 i, p lease 
visit www.hp.com/go/hp-ux ar call your local 
soles representative. 

For downloads and information on HP-UX software visi t 
www.software.hp.com. 
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P-UX 11i Foundation Operoting Environmenl content (except where noted os odd-on product) 

.calability 
1-64 woy symmetri c multiprocessing scalobili ty 
(up to 128-woy by the end af 2003) 
Up to 256 gigobytes of memory 
(increasing to 1 terabyte by end of 2003) 
2-terobyte maximum fi le system and file size 
(increasing to 4 terabytes in 2003) 
Autoport aggregation for higher networking bandwidths 
(add-on product)' 
Dynamic memory page sizing 
lnstant capocity on demand (iCO D-add-an product) 

'erfonnance 

Support for h igh-performance PA-RISC processars 
Suppart for the lntelltanium Processar Family 
MxN threads lar optimal Java performance' 

!eliability and availability 

' lntegroted operoting environments 
' Dynamic processar resilience 
· Dynomic memory resilience 

'
~'v sporing technology 

ile system administration (Online Journaled File 
,-add-an praduct) 
e system recovery (Journaled File System) 

' Disk mirraring (Mirrardisk/ UX-add-on praduct) 
' System administrator natification of system exception 

conditions 
• Dynamically tunable kernel parometers 
' Autaport aggregation for tronsparent link redundoncy 

(add-on praduct) ' 
• Serviceguard for automatic application foilover (add-on 

product) 
• Highly available SAP and Oracle9i RAC enviranments with 

Serviceguard extension products (add-on praducts) 
• Serviceguard Manager for centrolized cluster management 

(HP-UX and Linux clusters) 
• Taolkits for ropid application deployment (add-on products) 
• Dynamic failover to iCOD CPUs 
• Geographically Dispersed Clusters including Disoster 

Talerant Solutians and Business Continuity Salutions 
(Extended Campus Cluster, Metracluster, and 
Cantinentalclusters' -all add-on products) 

., .. :-.-. -- ,.. ...,... 
lu !'c \...~t1 l ;!:1....• : -::: 1 -:; .... o ' !•; · 

Security 

• Hordened kernel 
• Trusted users, passwords, disks, fi le systems, and 

permissions 

• Public Key lnfrostructure (PKI) support' 
• Buffer overflow protection (tronsparent to applications) 
• IPSec-lnternet Protocol Security including OSF Application 

Environment Specification (AES) Encryptian and Internet 
Key Exchange (IKE) 

• Real-time host intrusion detectian system 
• IPFilter host firewall 
• Internet daemon services 
• Built-in encryption/ decryption accelerators 
• Netscape di rectory server LDAP 
• LDAP-UX integrotion with UNIX and Windows' 2000' 
• AAA (Authentication, Authorizotion, and Accaunting) 

Server (RADIUS) 
• Security Patch Check 
• AAA Mobile Server (DIAMETER) 
• Common Critería EAL 4-CAPP Certified 
• Pluggable Security modules 
• Kerberas server (available for ltanium-based server) 
• HP-UX Bastille (secure system lackdown) 
• lnstall-time security lockdawn thraugh Bastille ' 
• Secure Shell 

Conneclivity interoperability 

• lndustry-standard TCP / IP 
• Web Services Suite 
• TCP Wrappers for network adivity monitoring 
• SLP (Service lacatian Protocol) 
• ARPA Services 
• 1Pv4, 1Pv6 
• WU-FTP (Washington University File Transfer Pratocol) 
• Mobile 1Pv42 

• Dynamic Host Configurotion Protocol v4 and v6 (DHCP) 
• Berkeley Internet Nome Domain (BIND) 9.2 
• Dynomic Nome Service (DNS) 
• Sendmail 8.11.1 
• Common Internet File System (CIFS) 
• Internet Express 

Web appliexllion infrastructure 

• HP Apoche-bosed Web Server Suite integrated with 
additional HP features, including built-in Secure Sockets 
layer (SSL); tuned for high performance 

• BEA Weblogic Platform 7.0 including t.he #1 J2EE BEA 
Weblogic Server 

• Oracle 9i Application Server' 

Manogeobility 
• Centralized monogement console with GUI interface 

(Servicecontrol Manager) 
• Networkable multi-system configuration tracking (System 

lnventory Manager) 
• Online GUI-based dynamic kernel configuration (HP-UX 

kernel configurotion) 
• Management of hundreds of remate nades (Centrolized 

W eb Console -odd-on product) 
• Role-bosed system odministrator capabilities 
• Automotic system odministrotor notificotion of exception 

conditions (Event Monitoring Service) 
• Hardware-based partitions 
• Software-based portitions' (HP-UX Virtual Partitions-add­

on product) 
• Graphicol user interface for creating and viewing hard 

partitions (Portition Monager) 
• Allocation of system resources (Process Resource 

Monager-add-on product) 
• Single-system intelligent policy engine that advises ar 

automatically octs to provide goal-based ollocation of 
system resources across Virtual Server Environment 
technologies (HP-UX Warklood Monoger-odd-on product) 

• Automatic OS updotes over o network (lgnite-UX) 
• Automatic opplication software updotes over a network 

(Software Distributor-UX) 

Linux compatibility 

• GNU Toei Chain 
• Over 50 Open Source tools 
• Application Programming Interface (API) compatibility 
• Applicatian Binory Interface (ABI) compotibility ' 

(ovailable second half, 2003) 
• Scanner to identify problems and recommended changes 
• Extensive documentotion on Best Proctices on Porting to 

HP-UX 11 i occessible online ot www.hp.com/go/LPK 

ÃpPlicalion-de~i;;p;;;;;ti~~ ---------·-----·-----

• COBOL 
• Java 
. c 
• C++ 
• Fortron 

-- - ·------- ---··--- ---------
Cross-orchitectural compatibility 

• Source cede compatibility (including 32-bit PA-RISC 
applications) 

• Doto compotibility 
• Aries dynomic code translation technology' 

1 ltanium-bosed systems only 
' PA-RISC-based systems only 

;> Copyright 2003 Hewlett-Pockard Development Company, l.P. The informotion contained herein is subject to chonge without notice and is provided 
'os is" without worranty of ony kind. The worranties for HP products ond services ore set forth in the express worronty statements accompanying such 
xoducts and services. Nothing herein should be construed os constituting an additionol worranty. HP shall not be liable for technicol ar editorial errors 

>r omissions contained herein. 

ntel, ltanium, and ltanium Processar Family are trodemarks ar registered trademorks oi Intel Corporation in the U.S. and other countries ond ore 
Jsed under license. Java is o U.S. trodemork of Sun Microsystems, Inc. Oracle is o registered U.S. trademark of Oracle Corporation, Redwood City, 
::alifomio. OSF is o trodemark of The Open Group in the U.S. ond other countries. UNIX is a registered trodemark af The Open Group. Windows 

s a U.S. registered trodemork ai Microsoft Carporatian. 
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The VxFS File System 

JFS 3.3 and OnLineJFS 3.3 Product Availability 

JFS 3.3 and OnLineJFS 3.3 Product 
Availability 

HP JFS 3.3 and HP OnLineJFS 3.3 3.re available for HP-UX 11 .00 and 
later systems. You can download JFS 3.3 for HP-UX 11.00 for free from 
the HP Software Depot (http://www.software.hp.com), or you can request 
a free JFS 3.3 CD from the Software Depot. You can purchase HP 
OnLineJFS 3.3 (product number B3929CA for servers and product 
number B5118CA for workstations) for HP-UX 11.0 or HP-UX 1li from 
your HP sales representative. JFS 3.3 is included with HP-UX 1li 
systems . 

Chapter 1 19 
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inv en t 

A4902A- HP Rack System/Eu 41U, quartz color 
A4902D= HP Rack System/E, 41U, graphite color 

Technical Data 

~ :, 
~ 

~ 

~ 

~ 
~ 

• t 

Save valuable floor space 
with the vertica lly 
extendible HP Rack 
System/E 

Designed and built to the highest 
HP quality standards, the Rack 
System/E delivers leading edge 
protection in the simplest form. 
Ease of use, integration and 
installation characterizes this 41 U 
rack that is comprised of: 

63% Perforated, locking rear 
doar (ordered as 
A5213AZ/A5213DZ) 

Features 

• 

• 

• 

Ability to move and ship fully 
integrated racks 

Optimized ventilation with fully 
perforated top, and rear doar 

Extendibility can add 8Us of vertical 
mounting space 

• • • 
~ 

Bolt-on front/back anti-tip feet • 
Numbered columns 

Easy, bolt-on (front and back) anti-tip 
feet 

• 
~ 

• • • 

Fully perforated top cap 
3-inch urethane casters 
Leveling feet 
Side panels 

Multi pie racks may be tied 
together to create continuous data 
center rack space. Individual 
racks may be expanded an 
additional 8Us of verti ca l space . 

Standards 

t Conforms to the Electronic 
t lndustries Association (ElA) 
ll,---~s_tandard 310-D. lt is a Type A 
' cabinet with 41 U of vertical 
t mounting space. One 'U' is equal 
~ to 44.45 mm (1.75 in) . 

• Customer must arder rear door, 
A5213AZ(quartz) 

A5213DZ (graphite) 

Numbered 12-gauge steel columns for 
easy installation and secure racking 
of up to 907 kg (2000 lbs) of 
equipment 

Columns include threaded inserts 
(AVKs) at strategic locations for 
quick installation of common 
accessories such as the tie kit , front 
door and PDUs 

Shipping/Setup 

Can fit through most doorways 
around the wor ld 

Packaging designed for integrated 
rack shipment 

Self-tuning pallet adjusts for variab le 
integrated rack weights 

• Shipping pallet includes ramp for 
easy set-up 

Product Number 
A4902D 

Tools required for setup: 

a T orx T25 screwdriver 
• Phillips #2 screwdriver 
• 13mm Socket w rench 

Warranty 

One- year replacement 

(,, I . 
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Specifications 

Calor {A4902A- quartz) 
Columns and base: Slate gray 
Top: Quartz gray 
Side panels: Quartz gray 
Rear door: Quartz gray 

Colar (A4902D- graphite) 
Columns and base: Graph ite metallic 
Top: Graphite metallic 
Side panels: Graphite 
Rear door: Graphite metallic 

A4902D 
A 1961.1 mm 

B 1824.7 mm 

C 111.2mm 

A4901D 
A 1605.5 mm 

B 1469.1 mm 

C 111 .2 mm 

· --i-~:_:_-;: 

i;: 
: j 

I * Dimensions are for reference onlv 

: &:<elated Products 

Other sizes available are: 

• A4901A (quartz) 
• A4901D (graphite) 

--. . -

33U of vertical mounting space, includes 
-------.:;s:iTidTI:e'lpmarriTEie;I<Js;:-, bbottotMm-ffr·t)ftraftd-fraek+-aA~-ti 

feet 

• A4900A (quartz) 
25U of verti cal mounting space,includes 
c;irlP 

.... 

<:t~>. 
- ~...:\'- / .. ... ~ .. .., _._ ... 

~ .. , .,_ . ._:""'~.;,;.....,_ .... _.:. .. "" 

Material 

Columns: 12-gauge, cold-rolled steel 
Base: 10-gauge, cold-rolled steel 
Top cap: 18-gauge, cold-rolled steel 

Weight 

Rack (empty): 100.45 kg (221 lbs) 
Rack (empty) on shipping pallet: 
169.3 kg (372.5 lbs) 
Rear door (unpacked): 10.68 kg (23.5 

lbs) 
Anti-tip foot: 16.14 kg (35.51bs) 

Supported weight 

load capacity: 
On shipping pallet: 816 kg (1800 lbs); 
Off shipping pallet: 907 kg (2000 lbs) 

Casters rating: 453.6 kg (1000 lbs) 
per caster 

Optional Accessories 

J1 506AI Side Panel Kit (1 kit per rack) 
J1506D included in standard rack 
J1509AI Front Doar: Perforated, 
J1509D lockable 
J1512AI Tie Kit 
J1512D 
J1514AI Filler Panels (set of 6) 
J4387A 
J1518AJ Keyboara K.1t, retractable 
J1518D 
J1519AI Monitor Kit 
J1519D 
J1520AI Plain Shelf. static 
J1 520D 
J1521A Lift Hooks (set of 4) 
J1522A Mounting Hardware 

2 
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hp-ux 11 i operating environments 
benefits 

greatly si plified software deployment 
• Only one reboot needed to instai! the Operating Environment (OE) of your choice 
• No c dewords are necessary to access any of the functionality/application products 

resid nt on the OE media 
• Com rehensive offering of Network, Mass Storage, and 1/0 Drivers available during 

inst 11 process 
• Onli e Diagnostics loaded during cold instai! 

urchase license 

• Eac10E license product contains licensing for the base HP-UX 0/S and ali of the 
inclu 1 ed HP applications 

attractive · ricing 

• Pric+g of lhe OE licenses reflects a built-in advantage over purchasing individual 
OE components separately 

published testing results 

• Testing results of application products in the OEs will be published on docs.hp.com 
for trldwide access both inside and outside HP 

simple to ~urchase software support 

• Simtification in Software Support ordering and contract administration has been 
achi ved in parallel with the introduction of HP-UX 11 i Operating Environments 

• For ore information, lease visit: htt :1/nternet.fc.h .com/catscore/communic.htm 

r"3 1.:,~ eCSLbe 
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getting to know 
hp-ux operating environments 

• The following series of si ides will show how HP-UX 11 i Operating Environments 
are constructed from pieces of the total 11 i Software Solution 

- :' .\ 
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tting to know 
-ux operating environments 

design overview 

• Each of the Commercial Serve r Operating Environment license and media 
cts are designed to be supersets of one another 

e TCOE represents a singular solution for Technical Servers and Workstations 
• Base HP-UX and Application content common across ali four OEs is synchronized 

commercial serve 

11 i Mission Criticai 
Operating Environ 

11 i Enterprise 
Operating Environme 

11 i Operating Environ 

the same revision levei 

t 

technical servers and workstations 

11 i Technical 
Computing 

Operating 
Environment 

., 

c- ---------+------ --F_u_nc_ti_o_na_li_ty_in_Ba_s_e_H_P_-u_x_(v_e_rs_io_n_B_.1_1_.1_1) ____________ ----t'-""· ; . 'ti~:;) ·, \ 
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g tting to know 
h -ux operating environments 

• P-UX version 8.11.11 is at the heart of each HP-UX 11 i Operating Environment 
nd provides the sound foundation onto which each OE Solution is built 

• wo global base HP-UX bundles are delivered at 8.11.11 and are differentiated by 
, itness: HPUX8ase64 for 64-bit capable hardware, and HPUX8ase32 for 32-bit 
apable hardware 

j I ~-~ . , ·~ 
--~·"·"'- ---r .. ._ /' '·· .. 

HP-UX 11 i Core Functionality ' / " .. , __ ., ~- ... '\ 
HPUXBase64 (64-bit) I í · ' , 'r ' ' 

. HPUXBase32 (32-bit) 1_ , · // ~-:~; t ) ). 
....:::::,"""'=-:o-~------------.,_.....=·~:___-------------------.FJ-1-. - -~~--. ---eC_S_L b-e-----~\' '~{~~~j 
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1 i (8 .11.11) operating system features 
major new features of hp-ux 11 i (version 8.11.11 and future) 

• Built-in Unlimited Simultaneous User Levei Lice1se for HP-UX 
• lncludes Linux APis 
• lntroduces online replacement and addition of 1/0 cards for N-Ciass and 

L -Ciass servers 
• Fully supports the low-end A500 and A400 servers, designed for ISP operation, 

where performance per rack and serviceability are keys 
• Supports L2000 and L 1000, an economical N-Ciass serve r with an upgrade 

path to IA-64 
• Supports the V2500/V2600 platform 
• Offers VERITAS (JFS 3.3) file system support 
• Has improved and expanded file system support from CacheFS 
•I Supports NFS over TCP/IP 
•] Adds systems management improvements (PRM enhancements) 

Offers secure defaults and intrusion detection 
J Has extensive performance tuning for one-way to 32-way configurations 

more information on the www 

• HP-UX 11 i Quick Reference Card 
http://esp.cup.hp.com:2000/nav24/ppos/358/hPUX/11 iQRC.pdf 

/ ~ < 

/ ) ~ .~ ' . '.i 
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tting to know 
-ux operating environments 

• unctionality complementary to base HP-UX is included in a separately constructed, 
lways-installed bundle called HPUXBaseAux 

• or 8.11.11, Software Distributor (swdist) moves from "core" to this separate bundle 
( primary reason why HPUXBaseAux is always-installed) 

• he entire software contents (product.filesets) of the following products are wholly 
~ontained within the HPUXBaseAux bundle: DMI & SCR, EMS Framework, ObAM5, 
artition Manager, and Software Distributor (swdist) 

• he following products are available on the 11 i Application Release media: 
• EMS Framework, product 87609BA 
• DMI & SCR, product B6816AA 
• Partition Manager, product 86826AA 

-·- ---c:~~ents of HPUXBas~~~ 
DMI&SCR i 

Partition Manager 
oftware Distributor 

........ _____ ' ' ·· ... 
HP-UX 11 i Core Functionality ./ :• _, . , . ·:·· .. ·, ' 
HPUXBase64 (64-bit) · · 
HPUXBase32 (32-bit) ( . :.'. ;, --.., ',>/ i 

,.., --------+------~--------------------------------'\':-'-· . .....,...' / . d I ", r / ,I . .. :r . · jl c ·.~; . \ i~ i ·r43 !T' . ~ . . ,n .... ,. d ; , ·-~1 · ·Yl~.. , r:..... l .::.1!A eCSL be •' 
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Sing le-System High Availability 
at the Forefront in Hewlett­
Packard's Server Line 

EXECUTIVE SUMMARY 
A vendor's ability to deliver high availability is key to the vendor's differenciacion 
in the e-commerce world and other venues where downtime is dead time. Other 
variables such as technical excellence and cost-of-ownership are, of course, also 
important. However, given the business costs and other costs of a disrupcion, the 
pressure from corporate and informacion technology management, system 
administrators, and users the overwhelming factor is to have their systems highly 
available. 

Hewlett-Packard has long recognized the need for highly available servers- even 
before the current industty emphasis on such capability. To provide its customers 
with the most available servers, HP has followed the guidelines of its intemally 
developed high-availability infrastructure architecture. This infrastructure is 
modeled in the form of a tree with three main branches, each with three sub­
branches. This is no roere theorecical construct; the sub-branches are populated 
with HP and third-party products that meet the praccical, operacional high­
availability needs o f HP customers. 

For HP, server high availability is a multifaceted, holiscic effort guided by a prime 
direccive that the design-in of high availability into the server software and 
hardware architecture is fundamental. This principie results in literally hundreds 
of features and funccions in each HP server that are dedicated to providing 
specific benefits to the server administrator and user. 

As a result of HP's ability to implement and deliver on this philosophy, D. H. 
Brown Associates, Inc. (DHBA) believes that HP's high-availability architecture 
tree and its component parts provide an industty-leading model for the server 
community. The model is comprehensive and feature-funccion rich. This white 
paper provides an overview of this tree, its branches and sub-branches, and an 
overview of the component parts and their funccionality. 

After reading this material, the existing or potencial HP server administrator or 
user, and numerous other interested parties in the IT community, will have a 
fundamental understanding of HP's high-availability efforts, why they are 
industty-leading, and what kind o f benefits they offer. 

Copyright 2001 © D.H. Brown Associates, Inc. 
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A vendor's ability to deliver high availability is key to the vendor's differentiation 
in the e-commerce world and other venues where downtime is dead time. Other 
variables such as technical excellence and cost-of-ownership are, of course, also 
important. However, gíven the business and other costs of a disruption, the 
pressure from corporate and information technology management, system 
administrators, and users the overwhelming factor is to have their systems highly 
available. 

Hewlett-Packatd has long recognized the need for highly available servers- even 
before the current industry emphasis on such capability. To provide its customers 
with the most available servers, HP has followed the guidelines of its intemally 
developed high-availability architecture infrastructure. This infrastructure is 
modeled in the form of a tree with three main branches, each with three sub­
branches. This is no mere theoretical construct; the sub-branches are populated 
with HP and third-party products that meet the practical, operacional high­
availability needs of HP customers. 

HP's "always on" vision includes Single-System High Availability (SSHA) and 
Cluster HA solutions. This white paper focuses on SSHA functionality and 
solutions.1 There is, of course, much more to consider in order to provide high 
availability that is not discussed herein. For example, customers should keep in 
mind not only the overall HA solutions being offered by HP products (delivering 
both single-system and cluster HA), but also support services (such as Business 
Continuity Support or Criticai System Support), IT processes support 
(consulting, disaster-recovery services, etc.), and partnerships with third parties 
(e.g., Oracle, Cisco, SAP) for fully integrated high-availability solution offerings. 

For HP, server high availability is a multifaceted, holistic effort guided by a prime 
directive that the design-in of high availability into the server software and 
hardware architecture is fundamental. This principie results in literally hundreds 
of features and functions in each HP server that are dedicated to providing 
specific benefits to the server administrator and user.2 

The conceptual and practical thinking behind the development of the tree 
components that provide these hundreds of features and functions is detailed in 
this white a er. After readin this material the existio or QOtential HP server 
administrator or user will have a fundamental understanding of HP's high­
availability efforts, why they are industry leading, and what kind of benefits they 
offer. 

1 MC/ServiceGuard is a specialized software facility that provides clustering and hlgh-availability functionality for HP 9000 
computer system products. MC/ServiceGuard is not discussed here. 

z These hundreds of fearures and functions are examined in detail elsewhere. Information about them is available from HP 
orDHBA. 

2 Copyright 2001 © D.H. Brown Associates, Inc. 
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HP breaks down its high-availability architecture concept into a tree structure 
with three main branches. These three main branches are each further broken 
down into three sub-branches (Figure 1: HP's Tree-Based Server High 
Availability Archltecture). The main branches and sub-branches are: 

• Server Fault Avoidance 

• 

• 

Reliability, 

Resiliency, and 

Isolation. 

Server Self-Healing 

Discover, 

Resolve, and 

Recover. 

Server Dynamic Computing 

Load Balancing, 

Dynamic Tuning, and 

Partitioning. 

The nine sub-branches are further broken down into multiple component parts 
per sub-branch as shown in Figure 1. This paper provides an overview of the 33 
components made available in the nine sub-branches3 and examines their 
administrator and user value. 

Server 

Hardware Quality, Software Quality, Patch Management 

DPRIDMR, OLA PCI Clrds, Fabric Resiliency, 
Auto Deallocate, Hot.Swap and Redundant Fans, 
Hot-swap and Redundant Power, Fault Tolerant SANs 

Multipath 110, APA, Dual AC lnputs 

HPMC Analysis Tool, Remote Administration/Remote 
Serviceability, Online JFS, VxVM 

Boot Time Enhancement, PCI Clrds OLR, 
Root-Disk Joumaling 

iCOD, Pay-Per-Use, PRM, WLM 

Dynamic Tunables,Variable Page Sizing 

Hard Partitions (nPARs),Virtual Partitions (vPARs), 
Processor Sets, Partition Manager 

3 The number of components will continue to grow. 

Copyright 2001 © D.H. Brown Associates, Inc. 
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HIGH AVAILABILITY: SERVER FAULT AVOIDANCE 
The sole purpose of HP's HA feature set is to address the real causes of customer 
downtime, as determined by actual field data. HP knows that delivering always­
on solurions requires more than just delivering laundry lists of HA features with 
limited urility, or worse, HA features riddled with so many caveats as to render 
them useless. The real HA measure is how much uptime is seen by customer 
applicarions. 

Avoiding faults is criticai as the first line of defense to deal with server downtime 
causes. Crashing a system first, then dealing with recovery is not the oprimum 
solurion. Dealing with recovery, while important, should not be a primary HA 
strategy. Avoiding faults in the first place is key. 

The term "failure avoidance" should not be confused with other schemes that 
provide standby hardware to be swapped in after a system crash has occurred. 
Sometimes, a server that is described as having 100% hardware redundancy in 
reality only allows for standby hardware to be swapped in - a less desirable 
condition. For HP, redundancy means that sufficient resources are available 
online to restore the system to proper operation without any applicarion 
interruprion. 

HP's field data has shown that the primary causes o f server hardware and/ or 
software downrime is the following (roughly in order of occurrence): 

1. main memory failures, 

2. cache failures, 

3. power supply failures, 

4. I/ O card errors, 

5. sockets / interconnects, 

6. networking/mass storage, 

7. software panics, 

8. ASIC/Backplane failures, and 

9. clock failures. 

The top seven items in the above list amount to 98% of downtime causes. Main 
-------- ----+-,...,.,emo--ry-and-ca-che-memmyrunumrr-to-abour-Se%-uf-the--fault=gerreration-ca:s;""'.-----­

Knowing this distribution, HP has addressed these failure sources to deliver the 
maximum availability with the features and funcrions described in the sections 
that follow. 

4 
I I · ,· 1 3 
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HIGH AVAILABILITY: 
SERVER FAULT AVOIDANCE - RELIABILITY 

Reliability is the first sub-branch in the Server Fault Avoidance main branch of 
HP's availability tree. A reliability metric, and there are many, measures failures in 
a system, both hardware and software related. A highly reliable system has few 
failures o f any hardware or software component ( due to either planned o r 
unplanned downtime). 

HP pays major attention to its server reliability through robust system­
architecture design, careful vendor and component selection, sophisticated 
manufacturing processes, and elaborate, time-tested software qualification and 
design processes. At the user production site, both hardware and software 
techniques work around failed components to reduce maintenance, the number 
o f service calls, and warranty costs. 

To better understand HP's reliability work, the next sections examine the issues 
ofhardware and software quality. Then, patch management is detailed. 

RELIABILITY- HARDWARE QUALITY 

The first step in fault avoidance is using high-quality components in a server 
design. Toward this end, HP has implemented sophisticated field tracking 
processes that record and analyze ali system and component failures in order to 
detect trends and provide feedback to allow the HP hardware design laboratory 
to build more robust future products. As a result of having this data, HP systems 
have been designed from the ground up to address these detected failure sources. 

HP uses a number of hardware quality-ensuring measures designed to deliver 
reliable, high-quality servers. These measures include, 

• 
• 

• 
• 

• 

a modular architecture to minimize server component count; 

a system design and qualification methodology that pushes the hardware to 
its maximum while running customer applications; 

provision for extensive component supplier qualification; 

use of high-volume blowers to maintain ASIC and CPU junction 
temperatures as cool as possible; 

vendor-selection processes that require demonstrated high-quality 
------------t---==-;-t;;:~~""g.,p""r""o"'c"'"es"'s<êie"'s,'a""w"""eiras<tenro-rrstr:m:di:righ-retiability, 

• 

• 

4 In contras r to non-burn-in. 

vendor requirements to execute ASIC burn-in tests, which result in ten times 
the ASIC quality as compareci to standard components;4 and 

boards and systems receive HP burn-in, running customer applications, a 
process that weeds out early life failures. 

. ... 
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RELIABILITY- SOFTWARE QUALITY 

The best way to examine software quality is to directly query the software user. 
Who knows better than the user what is really going on as far as software quality 
is concemed? With the goal of going right to the user source for information, HP 
has conducted software quality studies at the Interex (HP Users Group) 
meetings.5 As a result of HP's software quality emphasis, in the three years that 
the Interex study has been conducted, customer satisfaction with HP software 
quality and reliability has grown from 70% to 80%. 

In a separate, randomized study this year Oanuary 2001), overall satisfaction with 
HP-UX-based products is very strong with 71% of respondents indicating they 
are very satisfied, 23% indicating moderate satisfaction, and very few (less than 
6%) indicating dissatisfaction.6 

RELIABILITY- PATCH MANAGEMENT 

HP employs a two-stage patch-testing process. When a defect or escalation is 
reported, it is important to respond quickly (especially if the defect is criticai). 
This necessity for fast response must be balanced with the need for a high-quality 
patch whose delivery must not be delayed. 

Understanding these criteria, HP has two patch models - reactive patch and 
proactive patch. The former is designed to solve an existing problem with 
timeliness as the highest priority - fix the problem the first time in a reliable 
manner and minimize change. There is some risk here since the fix speed may 
compromise complete patch testing. 

A proactive patch is designed for preventive maintenance. With such a patch, 
reliability (rather than timeliness as is the case with the reactive patch) is most 
important. A proactive patch is a stable, tested patch. It is planned in advance, 
issued at defined times, and fully tested. The changes that occur because of the 
proactive patch are evaluated in advance and fully understood. Risk is minimized 
by full testing although large proactive patch use may still in volve some risk. 

A patch is put through a fix-creation process, a peer review, and the standard 
functional, and reliability testing for the subsystem that involves the patch. HP 
then releases the patch with a one star rating to indicate that it is for reactive 
patching only and to use it only if the problem is evident. One star patches are 

--- - - -------+-----"I.S_e.d.o_nly when two star or three star B_,._at"-"ch=e'-"'s--"a~r:::.e_.::n::::O:..::t--"a'-'-v-=aila~· "'b""l""e,_. _ ____________ _ 

s The study is conducted annually and the 2001 result included 2,533 participants who spend $9.3 billion on IT products 
($3.3 billion on HP products). 

6 World-class performance on surveys such as this exceeds 50% in the very satisfied category, 90% in both the very and 
moderately saósfied category, and is 10% or less in the dissaósfied category. By far (48%), the primary reason that 
customers cite for being very sat:isfied with HP-UX products is high system availability. (HP support comes in second at 
18%.) 

6 Copyright 2001 © D.H. Brow'n Associates, Inc. 
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A two star patch is a proactive patch that has met certain test criteria but is not 
fully qualified. lt is to be used only when a three star patch is not available. The 
two star patch's probability of recall is typically 60% lower than that of a one star 
patch. 

The patch then continues to be put through system testing in the HP enterprise 
patch test center, which duplicares the most common customer environments. 
Here it is bundled with other patches and the entire set is put through rigorous 
interoperability tests. This process typically takes five to eight weeks. At the 
successful conclusion of this testing the patch is rated three stars. lbree star 
patches have 80% fewer recalls than do one star patches. 

HIGH AVAILABILITY: 
SERVER FAULT AVOIDANCE- RESILIENCY 

Even the highest quality components can, at some point, fail. Because of this 
fact, it is important to understand the failure rates of ali components, understand 
the failure modes, and then design HA features to deal with these failure modes 
to minimize application downtime. 

These points are captured in Resiliency, the second sub-branch of Server Fault 
Avoidance. Resiliency is the ability to keep running in the presence of faults so 
that applications see no downtime due to hardware or software failures. In a 
resilient server, work-arounds for problems are developed through a combination 
of redundant or self-correcting components and software techniques to enable 
ttansparent failover to a working component or system. 

Good examples of resiliency technology are Dynarnic Processar Resilience 
(DPR) and Dynamic Memory Resilience (DMR). The section that follows 
explains DPR and DMR Subsequent sections provide explanations for the other 
five Figure 1 Resiliency components. 

RESILIENCY- DYNAMIC PROCESSOR ANO DYNAMIC MEMORY RESILIENCE 

Dynamic Processar Resilience (DPR) permits a server to be resilient to the CPU 
cache errors that are a major contributor to system downtime. In an HP server 
with DPR, if a CPU generates cache errors ata predetermined, unacceptable rate, 
the CPU is automatically deconfigured, online. Moreover, to solve the problem, 

-----------------------+-ta~~~~~~gwred~~tomati~~CE.u_ ____________________ __ 

HP's server CPU caches are protected from single-bit hard errors and random 
soft errors generated from cosmic rays and other intermittent error-generation 
sources. Furthermore, the HP CPU has a physical cache layout that reduces the 
chance of a multi-bit errar dueto a random cosmic ray strike.7 

7 Cosrnic ray strikes affect memory arrays by removing the charge on specific cell locations. In many cases, high-energy 
strikes can affect multiple physically adjacent bits. It is important to make sure (architecturally) that physically adjacent bits 
do not show up in the same logical cache line. Certain competing systems do not do this. 

Copyright 2001 © D.H. Brown Associates, Inc. 
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While CPU cache-error generation is an issue, main memory failure is the 
hardware event that causes the most customer downtime. HP addresses this 
failure mode with four features: 

Memory chip spare is the server's ability to continue to run in the face of any 
single, or multi-bit chip DRAM error. HP server system DRAMS are set up as 
N+l per set of 128 DRAMS per memory word since the firm believes this 
architecture is essencial in the design of reliable memory systems. Systems 
without this functionality may fail at a high rate compareci to HP systems with 
this functionality. 8 

Certain vendors deal with multi-bit SDRAM failures by accepting the fact that 
they will occur. This means that a scheme is used that supports failure detection, 
but not correction. This scheme, while it may be acceptable in low-end markets, 
is a dangerous choice for those customers who bet their business on not having 
any downtime. Systems based upon this comer cutting are at high risk to fail due 
to memory problems. 

DMR represents the server's ability to online (i.e., while the application is 
running) deallocate failed memory pages. DMR is similar to DPR in that if a 
memory location is problematic (i.e., exhibits persistent errors), that memory will 
be online deallocated with no visible-to-the-user impact. HP believes that, as long 
as the server is shipped with adequate memory, it is likely that a failed memory 
will never have to be replaced over the product life. This likelihood results in a 
significant planned downtime reduction compared to non-DMR systems. 

Aiding in this process is the hardware memory scrubber (available in the rp8400 
and Superdome servers). The scrubber automatically corrects and clears single-bit 
errors in every memory line that is read by the CPUs. This is an advantage over 
most software-based scrubbers, which are limited to scrubbing only that memory 
which is not locked down by the operating system or an application. 

Automatic deconfigure on reboot is the system's ability to dynamically remove 
- - - ---- -----+-+ailing--memmy-dttri:ng-bBet fwm the--av-ailahle-m&mmy--pGGl-wi.tlwut- ha.l.ting--the-. --- --­

entire system. 

s HP has seen this at customer sites that use both the HP architecture and other architectures. 

8 Copyright 2001 © O.H. Brown Asl'jOCjates, lr:JC. 
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RESILIENCY - PCI CAROS ON-LINE ADDITION (OLA) 

The PCI Cards OLA capability, the second Figure 1 Resiliency component, 
enables the online addition of PCI I/O cards to HP-UX-based servers designed 
to support this feature. 9 The server hardware uses a standard per-PCI slot power­
control technology combined with operating-system support for the PCI Card 
OLA feature to allow the addition of a new card without affecting other 
components or requiring a reboot. 

The OLA feature enhances server high availability by reducing both planned and 
unplanned downtime since the server can still run while an I/ O adapter is added 
and configured. Ali HP PCI cards (including Gigabit Ethemet, Fibre Channel, 
SCSI, Tenn I/O) and their drivers support this feature. 

As just noted, OLA can provide additional I/0 resources and new I/0 
technology without a reboot. This means that administrators can add resources 
on demand, based on workload. As a result, the need for the difficult exact 
deployment planning of I/O cards in a server is reduced. Additional I/O cards 
can also increase the server availability by providing altemative failover paths. 

RESILIENCY- FABRIC RESILIENCY 

Fabric Resiliency is the third component of the Figure 1 Resiliency sub-branch. A 
fabric ties CPU and memory resources together. Moreover, if the server has 
partitions, 10 the partitions may share this fabric. If the fabric is not resilient, the 
server will suffer decreased uptime. Of course, from the server-functionality 
point-of-view, if the fabric is not resilient, neither are the server partitions. HP 
addresses fabric resiliency through four technologies: 

• highly reliable fabric ASICs, 

• redundant and hot-swappable DC-DC converters, 

• hardware isolation between crossbar chips, and 

• full end-to-end errar correction. 

HP's fabric backplane ASICs are manufactured and tested with processes that 
result in a ten-fold reliability increase over comparable ASICs not similarly 
manufactured with such expensive components and procedures. The result in the 
field is virtually zero backplane ASIC failure. 

--- --- - ----t--±-fle---±)b DC conv-e-tte-l'S--th-at---fl~~ac-k-plnn&-chipS--are--full-,v------­

redundant and hot swappable. 

This further adds to system availability, and significantly reduces shared failure 
modes between partitions. Only HP provides redundant power for backplane 
components; others provide redundancy only for clocks, which rarely fail. 

9 As ofSeptember 2001, this includes N-class, L-class, Superdome, and the newly released rp8400 servers. 
to Different partition types are discussed later in this white paper. 
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The HP server backplane is built from crossbars with point-to-point connections. 
In a properly configured server, communication traffic in a partition is restricted 
to that partition so that there is no link sharing. Since each crossbar chip port is 
independent, the cells o f different partitions coexist without affecting each other. 

In competing bus-based servers, all domains participare in the communication 
coherency scheme and share address busses. This means that, in these systems, all 
domains are linked in some manner and there may be shared failure modes that 
can contribute to increased, unplanned downtime. 

Figure 2 in the Appendix and its associated explanatory text provide a simplified 
example of both the HP crossbar-based backplane and a competing vendor's 
bus-based backplane, and how the HP approach provides superior high 
availability. 

RESILIENCY- AUTO-DEALLOCATE 

Nearly ali HP server hardware is redundant.11 The result is virtually zero failures 
that would keep a partitionable system down waiting for parts. If a component or 
entire subsystem fails self-test, for example, the server wi1l automatically 
deallocate the faulty hardware, continue to boot, and run the application when 
the server partition (or server) comes up. 

Auto-deallocate applies to CPUs, memory, fabric links, and I/0. Hardware 
redundancy accommodates PCI card I/0 failures, the complete PCI chassis, or 
the connected cell board. With a properly configured I/0 system, there is no 
failure that causes I/O loss. 

RESILIENCY- HOT SWAP ANO REDUNDANT FANS 

Ali HP servers have redundant and hot swap fans. This design is fundamental to 
ensure the best server reliability. Certain HP servers, e.g., Superdome, have such 
high-capacity fans and blowers that sufficient airflow is provided for ali 
conditions even in the presence of a failure. The new high-density HP rp8400 
server is even more sophisticated. It takes a unique approach by adding special 
CPU fans to keep the CPUs cool even in the small rp8400 form-factor. 

Heat is the mortal enemy of components that need to be as reliable as possible, 
so the heat issue in a high-density system requires special consideration. The 

------------------------~--~= rp840 's two-level cooling scheme offers the requtted coolirig capaClty at norrunãl 
cost. To accomplish this feat, the rp8400 uses turbo-cooler fans that draw air 
directly in to the heat sinks o f the criticai CPU and cell VLSI chips. 

At the extreme server operating-temperature ranges, the turbo-cooler fans 
maintain internai temperatures well below the design maximums. Under normal 
ambient operating conditions, turbo-coolers are not required. However, if the 

11 Minor exceptions include clocks and power-control circuitry that rarely fail (rated ata 1% per year failure rate). ·1 • 
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turbo-coolers run, the silicon operares well within its maximum lifetime thermal 
window. Again, the result is increased overall server-system reliability. 

To further improve reliability, manageability software monitors the rp8400 fan 
speeds, including turbo-cooler fans. lbis software detects the first slowdown hint 
associated with fan bearing wear-out. As a result, the system administrator has an 
early alert (at least 100 hours) to the remote possibility of a turbo-cooler fan 
failure. 

RESILIENCY- HOT SWAP ANO REDUNDANT POWER 

The front-end power supplies in ali HP servers are fully redundant and hot 
swappable. The Superdome (high end) and rp8400 (midrange) servers also have 
redundant and hot swappable backplane DC-DC converters. The latter feature 
fully removes power conversion as a cause of multi-partition crashes. The rp8400 
midrange server also has redundancy in many other areas of power conversion. 
lbis also contributes to its increased uptime. 

RESILIENCY- FAULT TOLERANT SANS 

Fault Tolerant SANs are the seventh, and last component of the Figure 1 
Resiliency sub-branch. HP uses Fibre Channel technology for its SAN solutions 
and supports three Fibre Channel topologies - point-to-point, arbitrated loop, 
and switched-based fabric. 

For the arbitrated-loop architecture, HP servers can interoperate with switches or 
hubs that have the Emulated Private Loop (or Quick Loop) feature. These 
switches regenerare the signals on each port (unlike passive hubs) and thus can 
stop bad signals or faults. For the switched fabric topology, links are point-to­
point so that faults are inherently isolated. 

HP-UX supports multipath I/0 in both of the just-described fibre topologies. 
Such I/ O can be used to ensure that there can be redundant links to a target and 
the target can be reached even if there is a fault in a SAN link or port. In ali of 
these cases, administrators can use the fault tolerant and the multipath I/ O 
technology to configure their SANs for maximum availability. 

HIGH AVAILABILITY: 
SERVER FAUtíAVOtDA1tCf-::-ISOLATIONI-----------

Isolation is the third sub-branch of the Server Fault Avoidance branch of the HP 
high-availability tree. For HP, isolation means, for example, that each Superdome 
I/0 slot has an independent I/0 channel or PCI bus. This architectural design 
supports improved I/0 performance since each PCI card can run at its full PCI 
speed and, at the same time, enjoy fault isolation. 

Copyright 2001 © D.H. Brown Associates, Inc. 



' 

Single-System High Availability at the 
Forefront in Hewlett-Packard's Server Une 
October 200 1 

When this capability is coupled with HP's Auto Port Aggregation (APA),12 
Logical Volume Manager (LVM),13 and AutoPath, then Ethemet network links 
such as 1 OOBT and Gigabit Ethemet, and mass storage links such as SCSI and FC 
can provide automatic failover, load balancing, and isolation from card or I/0 
bus failures. This capability contributes mightily to minimize application 
downtime. 

ISOLATION- MULTIPATH 1/0 

A multipath I/0 feature allows accessibility to a storage device or networking 
end-node through multiple paths. The access can be simultaneous (in an active­
active configuration) or streamlined (in an active-passive configuration). 

In a mass storage configuration, a disk LUN (Logical Unit Number) is reached 
from a controller via various switches or ports (i.e., for Fibre Channel) or via split 
cables (i.e., for SCSI). In a networking configuration (i.e., switched 100BT and 
Gigabit Ethemet), connectivity between two hosts may be achieved through 
various switches, routers, or controllers. 

Care must be taken in these architectures to eliminate single-points-of-failure 
(SPOFs) between two end points. For further fault isolation, each PCI card 
resides on its own PCI bus. Therefore, ali PCI card errors are contained on the 
card that generated the error and cannot propaga te to other I/ O cards. 

The multipath I/O feature provides failover, load balancing, and failure isolation. 
Networking and mass-storage products such as APA and LVM provide path­
failure detection and failover capabilities. Products such as AP A/EMC­
Powerpath/XP-Autopath can load balance among various paths. Failure to a 
path does not disrupt activities on other paths. This isolation is important for 
delivering high availability, since I/ O is inherendy erro r prone. 

As an example of the above, consider a configuration wherein the AP A product 
uses two Gigabit Ethemet adapters in an active-standby mode. The network is 
configured such that the two adapters can be connected to the same or different 
switches but can reach the same destination servers/ clients. If one of the 
adapters/cables/switches fails due to an error, APA detects the error and can 
quickly route packets to the other adapter. Thus multiple paths gready increase 
the system availability by providing redundancy and complete fault isolation. 

12 Discussed in the next section. 
13 Logical Volume Manager (LVM) is a subsystem for managing file systems and disk-storage spaces that are structured into 

logical volumes rather than being restricted to the beginning and end points of a physical disk. Logical volumes can be 
smaller than the disk or disk array on which they reside, or they can include ali or part of several disks or disk arrays. 
Logical volume boundaries are not required to coincide with the boundaries of physical disks when multiple disks or arrays 

are used. 

12 Copyright 2001 © D.H. Brown Afs~ciates1n3 Q S 
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ISOLATION -AUTO PORT AGGREGATION (APA) 

Auto Port Aggregation (AP A) is an HP kemel-based networking product. It 
provides link aggregation, or trunking. This capability amounts to aggregation of 
two o r more network physical ports into a single logical port (pipe). AP A 
technology is transparent to higher-level communication protocol layers (e.g., 
TCP/IP). 

AP A is a cost effective software solution for upgrading to higher bandwidth 
while maintaining an existing infrastructure and providing a quick Oess than a 
second), and easy failover mechanism. Links can be aggregated on an active­
active basis ar an active-standby basis. 

Aggregation on an active-active basis helps in load balancing among links. AP A 
can be configured to use several different load-balancing algorithms14 for 
outbound traffic (depending on the configuration). Inbound ttaffic load 
balancing depends on the support of this feature by the infrastructure switches. 
Aggregation on an active-passive basis helps in the failover scenario. AP A can 
automatically detect failures and failover to a standby link within one second 
(with minimal or no application disruption). 

Administtators use APA to provide load balancing among similar links and also 
as a quick ttansparent failover mechanism. High bandwidths can be achieved by 
combining severallow-bandwidth links together from the existing infrastructure. 

ISOLATION -DUAL AC INPUTS 

The HP 9000 Superdome server family was the first in the industry to achieve an 
Uptime Institute certification for fault-tolerant power compliance.15 The second 

14 Server-to-Switch: MAC-Ba.sed 
This algorithm balances the load by hashing the eight least significant bits of the destination MAC address stored within an 
Ethernet packet. It then directs the packet to a specific link within an aggregate. This algorithm is most oprima! when used 
in environments that contain no routing between the server and the clients. 

S ever-to-Router. IP-Based 
This algorithm balances the load by hashing the eight least significant bits of the destination IP address stored within an 
Ethernet packet. It then directs the packet to a specific link within an aggregate. This algorithm is most oprima! when used 
in environments that contain routers between the server and clients. 

Seroer-to-Seroer. CPU-Based 
Ethernet packets do not contain a CPU ID. For this reason, the CPU-based algorithm makes a separate system call to 
obtain the originating CPU ID for each thread. It then uses this CPU ID to direct the thread to an Ethernet port assigned 
to that CPU by the APA software. 

Server-to-Seroer. TCP/ UDP Port-Ba.sed 
This algorithm uses the TCP /UDP source and destination port numbers to distribute traffic across the ports in a Link 
Aggregate. This algorithm is intended to be used in networking environments where direct Server-to-Server Link 
Aggregation is needed. However, this algorithm may also be used in place of the MAC, IP, or CPU-based algorithms. 

15 The Uprime Institute developed its fault-tolerant power compliance specification in cooperation with members of the Site 
Uprime Network and major hardware manufacturers. The Site Uprime Network includes 48 Fortune 500 companies. The 
specification is available at www.uptimeinstitute.com. ~ 
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is HP's new rp8400. In fact, these HP server systems are the only currently 
available servers fully compliant with this standard for dual, fault-tolerant AC 
inputs. Compliance means that HP's servers can be powered from two fully 
independent input power sources that do not need to be in-phase. 

The tests passed by Superdome and the rp8400 include a variety of power-source 
conditions that contain abnonnal out-of-tolerance voltages, faulted AC power 
sources, brownout conditions, and more. As required, the Superdome family 
operates with no data loss and no performance degradation, as initially installed 
or at its ultima te capacity. 

HP believes that as a result of the Uptime Institute's certification, HP's 
customers can minimize power-fault uncertainty as another step toward 
decreased unplanned downtime. Server systems lacking such certification may be 
susceptible to AC faults that allow data. loss and hardware and/ or performance 
degradation. In some cases, power-distribution difficulties may be generated for a 
site's facility-engineering team if the server power source is notas capable as the 
Uptime Institute requires it to be. 

r ';) -----
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HIGH AVAILABILITY: SERVER SELF-HEALING 

HIGH AVAILABILITY: SERVER SELF-HEALING - DISCOVER 
As indicated in Figure 1, HP breaks down the Server Self-Healing branch of its 
high-availability tree into three sub-branches - Discover, Resolve, and Recovery. 
The Discover sub-branch has three components - Fault Management, High 
Availability Observatory (HAO), and Serviceability (System Configuracion 
Repository, [SCR]). 

The following seccions discuss how HP-UX helps administrators discover server 
problems. They can set hardware monitors using HP Fault Management, which 
will then alert them to potencial problems. They can also have HP proaccively 
discover server problems via the High Availability Observatory (HAO) suíte of 
support software and technologies. Administrators can also discover problems 
themselves by taking snapshots of their inventory using HP's System 
Configuracion Repository (SCR) tool and analyzing the resultant data. 

DISCOVER- FAULT MANAGEMENT 

Fault Management is the name given to HP's overall strategy and program to 
provide a value chain for detecting, nocifying, and repairing server problems so 
that uptime is maximized. Proper Fault Management requires working with 
hardware and operating-system designers from the beginning of a server design 
to create hardware and software capabilicies and instrumentacion points that 
create the ability to detect and isolate server anomalies. 

For example, HP creates monitors to poli server health informacion or to 
asynchronously respond to server instrumentacion points designed to report 
problems or faults. Fault Management also implements severa! methods for 
maintaining historical event information for trend analysis. Faults that generate 
errors and warnings are automacically logged to the syslog. Notes and audit 
information are logged to an event log. 

Fault Management provides alerts to potencial problems, as well as to occurring 
problems as soon as they are detected so that administrators can take correccive 
accion. In some cases fault monitors are smart enough to repair or prevent future 
faults from occurrin . Fault Management currently uses the HP Event 
Monitoring Service (EMS) infrastructure for its nocificacion methodology. EMS 
enables a wide variety o f notificacion methods ( e-mail, SNMP traps, system 
console, system log, text logfile, TCP/UDP, and OpenView OPC messaging). 

Fault Management events can be viewed and browsed directly by the 
administrator on a funccioning server. Alternatively, the administrator can install 
HP's TopTools Management server and aggregate informacion from mulciple 
systems in a domain. There is also the opcion to integr~te"Fault Manag~~<:nt 

c .. 1;:' , . l, 1 '3'1115 
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events with enterprise-management software like HP's Open View Operations or 
other enterprise-management software from BMC, Tivoli, Computer Associates, 
or MicroMuse. 

When HP Support is purchased, Fault Management events can be forwarded to 
the HP Support Organization. HP can then monitor, filter, and "trend" the 
events and take action on items that need attention. At the premium end of HP's 
support offering for the ultimate in high availability, services may be acquired 
from HP's High Availability Observatory (HAO). 

HAO provides continuous and proactive IT environment monitoring. HP uses a 
dedicated, private ISDN network that allows secure information flow between 
the customer site and HP's Support Organization and provides the HP Support 
Organization direct access to the customer's server. As part of the HAO 
implementation, HP installs a Support Node at the customer site, linked securely 
toHP. 

Fault Management, together with its monitors, proactively reviews the health of 
server components and generates dose to real-time events when problems 
develop. These events can trigger corrective action to enable the server to 
continue functioning, or they can trigger alerts to administrative personnel. 

Fault Management furthers the philosophy of proactive as compared to reactive 
fault management. One of HP's high-availability goals is to continue to move in 
the direction of proactive fault management because of its ability to minimize 
downtime. HP's Fault Management system provides accurate problem diagnosis 
the first time, as the problem occurs. This results in a substantial decrease in any 
downtime associated with an event.16 

DISCOVER- HIGH AVAILABILITY OBSERVATORY (HAO) 

The High Availability Observatory (HAO) is a suíte of support technologies, 
tools, and processes that HP provides to its customers with rnission-critical 
applications. These customers include those with Business Continuity Support 
(UNIX only) or Criticai System Support (UNIX or Windows servers). The 
combination of HAO technology, people, and processes in place provides a total 
HA solution. HP has quantified that HAO reduces resolution by approximately 
40 minutes per case in which it is used. 

The HAO consists of an HP-owned Support Node workstation and network 
router that resides on the customer site, a secure communication link back to 
HP's Mission Criticai Support Center (MCSC), and equipment and software 
within the MCSC to maintain and analyze information about the customer 
servers. Configuration and status data from servers, software, and network 
interconnect devices is collected via the support node and securely transmitted to 

16 Datais available from HP to show this improvement. 

16 Copyright 2001 © D.H. Browil 1Assdeia~s3nl 2 
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the MCSC. This data is viewed by HP support engineers or securely shared with 
HP experts to help solve customer problems. 

The data is also analyzed at the MCSC to alert HP and the customer of potencial 
issues in their environment (e.g., bad patches or out-of-date firmware revisions). 
Hardware failure events within the customer mission- criticai environment are 
detected by tbe HAO and alerts are sent back to HP for action. 

DISCOVER- SERVICEABILITY (SYSTEM CONFIGURATION REPOSITORY [SCR]) 

HP's System Configuration Repository (SCR) is a no-cost tool that enables the 
collection of periodic or snapshot information about a server to a central 
database. SCR is a DMI management application. As such, SCR gets all the 
information it stores from standard APis supported by HP's DMI service 
provider. The DMI service provider is SCR's collection agent on a managed 
node. 

SCR accesses the DMI information available about a server and stores it as a 
snapshot in a central database. It follows the client-server model, i.e, a single 
server runs SCR and uses DMI to access client nodes. The information captured 
can be controlled, down to the levei of each individual attribute, through the use 
of filters. 

System administrators use SCR for troubleshooting. They can, for example, view 
their system state and compare it to previous known states ( e.g., to determine 
that the correct state has been restored). System administrators also use SCR to 
generate system status, inventory, recordkeeping, and planning reports for 
internai (e.g., for change management) and externai use (e.g., for third-party and 
purchase use). 

HIGH AVAILABILITY: SERVER SELF-HEALING - RESOLVE 
HP-UX provides capabilities and tools to resolve system problems. Toward this 
end, the Servicecontrol management-applications suíte addresses the centralized 
configuration, fault, and workload-management requirements of an always-on 
Internet infrastructure and its servers. As indicated in Figure 1, the Resolve sub­
branch of the Server Self-Healing branch has four components. The first of these 
components is the HPMC Analysis Tool part of the Servicecontrol management 

------------------------~~plications~mt.~-----------------------------------------------------------

RESOLVE- HPMC ANALYSIS TOOL 

The HPMC Analysis Tool automatically analyzes all server-stored error-log 
information after a catastrophic error. It is designed to describe the course of 
action to take to remedy the problem. This tool is useful for hardware problem 
diagnosis o f tbose problems whose cause is not apparent through the system logs. 
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The idea here is proactive rather than reactive diagnosis to avoid, where possible, 
of the need for service personnel to run time-consuming diagnostics. Tlús tool is 
a safety net for those hardware problems that are not automatically detected and 
corrected by the server itself. 

RESOLVE - REMOTE ADMINISTRATION/REMOTE SERVICEABILITY 

The second component of the Resolve sub-branch is Remate Administration/ 
Remote Serviceability. Centralized web-based remote administration for HP-UX 
is delivered through the Servicecontrol suíte of management applications. These 
applications include Ignite-UX, Software Distributor, System Configuration 
Repository, Servicecontrol Manager, Fault Management, Secure Web 
Console/Central Web Console, Partition Manager, System Administration 
Manager (SAM,) and MC/ServiceGuard.17 These applications, either direcdy, or 
through Servicecontrol Manager integration, provide remote, web-accessible 
management. 

• lgnite-UX: Ignite-UX allows remate image-based deployment. It also 
supports remote management of recovery images by collecting recovery 
images to a central server and then using them to repair systems remotely. 
Ignite-UX further provides the ability to ignite (cold install) client systems 
manually from the Ignite server console or automatically via the bootsys 
command. 

Such client-system installs are known as push installations. Ignite-UX can 
support multiple push installations in parallel. These parallel operations can, 
in turn, include multiple operating-system versions. Ignite-UX also provides 
the capability to ignite clients from a remate system, or ignite the client locally 
by "pulling" an operating system from an Ignite-UX server. 

• Software Distributor: Software Distributor allows remote operating system 
and application installation and update. In addition to its ability to pull 
software from a central depot, Software Distributor also provides remote­
operations features that allow software to be pushed to remote systems 
(targets) from the local host. 

These features and functions can be used interactively to monitor the results 
of all Software Distributor commands with the Software Distributor job 
browser GUI (graphical user interface) or the command line. Finally, 
Software Distributor can also deploy operating system and applications 
patches and, later, remotely roll back problematic patches (one ata time). 

• System Configuration Repository: System Configuration Repository 
( discussed earlier in this white paper) collects and maintains hardware and 
software inventaries from remote servers to a central repository. 

• Servicecontrol Manager: Ignite-UX, Software Distributor, and System 
Configuration Repository applications independently support remate 

17 MC/ServiceGuard is well known and is not further discussed here. 

18 
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management. Through the Servicecontrol Manager umbrella, these 
applications are also available through a browser launched web interface. 
Other standalone HP-UX management applications are available remotely 
thtough Servicecontrol Manager integration. In fact, administrators can 
integrare and make available remotely (thtough Servicecontrol Manager's web 
interface) any standalone command line or X Windows-based application. 
With ServiceControl Managers' Distributed Tasks Facility (DTF), 
administrator scripts can be copied and executed across a set of systems easily 
and securely. ServiceControl Manager also supports a full command-line 
interface for further scripting of remote and multisystem management 

• Fault Management: Automatic rapid detection is a key contributor to high 
availability. Fault Management provides the framework and monitors to 
automatically generate events and forwards them to any enterprise­
management system (e.g., HP's OpenView) or to a number of other 
notification methods. 

• Secure Web Console and Central Web Console: Secure Web Consoleis a 
device that can either be embedded in certain HP Servers or attached to the 
console port for other HP servers. Secure Web Console provides secure web 
access to a console port thtough which the administrator gains access to an 
otherwise unavailable server. This access allows the reboot of a non­
responsive system and interaction with the system-boot process. However, 
remote power-on is not supported. 

Central Web Console provides a console-consolidation capability for other 
console-access technologies such as terminal servers. With Central Web 
Console, large numbers of server consoles can be consolidated, managed and 
accessed from a common web-enabled interface. Central Web Console can 
use 3-DES encryption to encrypt the terminal-server session for secure 
access, including across firewalls. 

• Partition Manager: For highly scalable servers, HP's Partition Manager ís a 
web-enabled management interface for remote management of physical 
partitions. Once partitions are created ali the Servicecontrol products and 
Servicecontrol Manager can manage each partition individually or together 
with Partition Manager (discussed later in this white paper). 

• System Administration Manager (SAM): Running System Administration 
Manager (SAM) (thtough Servicecontrol Manager) provides system 

------------------------~--~~~d~mnllio~i~str~at~n~r~s~ua~·urh~tbwe~ab~iwli~cy~~~r~ent~~na~-s~~k~~~~~l~JD~-----------­
peripheral devices, kemel configuration, users or groups, printers or plotters, 
and trusted-systems features. SAM is a GUI supplied with ali HP-UX 
systems. SAM log files allow the tracking of system changes. 

RESOLVE- ONLINE JOURNALED FILE SYSTEM (JFS) 

Online Joumaled File System OFS), the third component of the Resolve sub­
branch, provides the capability to perform system administration on' a ille system 

c ... ~1 • l, 
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while it remains online and user-accessible. These system-administration 
functions include defragmentation, resizing, and online backup. Such capability 
allows optimum user-data availability while file-system downtime for 
maintenance is minimized. 

With Online JFS, for example, disk defragmentation is eased. To resolve the 
fragmentation issue on a mounted file system, a defragmentation utility in Online 
JFS relocates data to remove unused space from directories, makes small files 
contiguous, and consolidares free blocks for file-system use. 

Online JFS also provides backup capabilities. A snapshot or point-in-time image 
of a mounted file system may be made to provide a method for creating a backup 
(of selected files, a complete file system, or incrementai backups). 

Moreover, with Online JFS, file-system resizing is eased. Since file systems are 
originally created ata particular size, as system usage evolves the file systems may 
be too large or too small to accommodate changing usage pattems. Online JFS 
provides a method of solving these problems while the file systems remain 
mounted and user-available, e.g., the file system can be expanded or contracted. 
The fourth component of the Resolve sub-branch, the Veritas Volume Manager 
(VxVM), discussed in the next section, provides this specific capability. 

RESOLVE- VERITAS VOLUME MANAGER (VxVM) 

The Veritas Volume Manager allows (among other features) file-system resizing 
while the file system is mounted and user-available. The list below summarizes 
the VxVM capabilities.18 

Veritas Volume Manager (VxVM) Functionality: 

• dynamic reconfiguration o f mirrors and volumes; 

• support for multiple online data snapshots (for high availability and quick 
recoverability); 

• automatic disk discovery (dynamic add of new disk arrays without reboot); 

• hot sparing (allows administrator to designate disks in each disk group as 
spares); 

• online relocation (add or replace or relocate disk drives while server is 
running);and 

1:. 

-----------1---ru·sk~sf*it--and-jGin-{dynamlc-t:eruganization-O.Ldisk..groups.'f"---------

ts VxVM and the Veritas Cluster Volume Manager are integrated into MC/ServiceGuard. • , 
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HIGH AVAILABILITY: SERVER SELF-HEALING - RECOVERY 
Recovery is the third sub-branch of the Server Self-Healing branch of the HP 
high-availability tree. To reduce unplanned down time, Recovery has three 
components provided by HP-UX l l i - Boot Time Enhancement, PCI Cards 
OLR, and Root Disk Joumaling. These components decrease the time it takes to 
recover after a server or server-component crash. 

RECOVERY- BOOT TIME ENHANCEMENT 

Single-system boot time is the time interval from the inicial power-on or reset of a 
system (i.e., a clean start state) to the time the system is available for the startup 
of services available on the network and/ or user applicacions. Minimizing the 
time required for a server to boot up and become operacional has a significant 
impact on the downtime associated with ali single-server planned and unplanned 
downtime events. In other words, a boot-time reduccion directly improves overall 
server availability while at the same time making planned events that require 
reboot more manageable. 

Three software parts of HP-UX lli are, orare being tuned to provide improved 
boot time. These parts are shown in the list below. 

HP-UX 11i Boot Time Enhancements: 

• ioscan-k opcion performance enhancement (both kemel optimizacion and 
ioscan command improvements); 

• mulciple SCSI LUN scanning (tuning SCSI LUNs scanning by leaving the 
target open for mulciple LUN scans); and 

• parallel I/0 device scanning during boot (rather than serial scanning). The 
implementacion is supported by enabling multiple threads early in the boot 
process. 

RECOVERY- PCI CAROS ONLINE RECOVERY (OLR) 

PCI Cards Online Recovery (OLR) enables the online replacement o f PCI I/ O 
cards on HP-UX-based systems designed to support this feature (i.e., as of 
September 2001, N-class, L-class, and Superdome). In operacion, the server 
hardware uses the built-in per-PCI slot power-control hardware feature 
combined with operating-system support for the PCI Card OLR feature. This 

----------------------~-n~~~~~e-rep~~~ea~aff@Gtta~@~--------­

components or requiring a reboot. 

This online-replacement feature allows increased availability since the server 
remains accive while an I/0 adapter is replaced. All PCI I/0 cards (Gigabit 
Ethemet, Fibre Channel, SCSI, and 1 OOB1) and their corresponding drivers 
support this feature. A replacement operacion is limited to a like-for-like board 
replacement (i.e., the new card must be the same product as the replaced card). 

c ' .. ! . " 1 3 1 7 21 I FI~ 11" ________ ____ 
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For those hardware environments where there are redundant link solutions, the 
I/ O card replacement can take place without application irnpact. 

RECOVERY- ROOT -DISK JOURNALJNG 

Root-Disk Journaling, the third component of the Recovery sub-branch, enables 
fast file-system recovery after a system crash. Journaling, otherwise known as file­
system logging, requires committing system writes to a sequential log file. Since 
the writes are stored on disk, not in system memory, the sequential nature in 
which they are written speeds up disk-write activity. 

Note that VxFS (in JFS) uses a circular intent log. All file-system structure 
changes, or metadata changes, are written to this intent log in a synchronous 
manner. The file system periodically flushes these changes out to their 
corresponding disk blocks. 

This journaling decreases the time it takes to recover after a crash (i.e., reduces 
unplanned downtime). Without such journaling, every block would have to be 
examined after a crash - a time-intensive process. With the use of an intent log, 
VxFS can recover from system downtime in a fraction o f the time taken when an 
intent log is not used. The system simply scans the intent log, noting which file­
system changes have completed and which had not. In some cases, the file 
system can roll forward changes to the metadata structures, because the changes 
were saved in the intent log. This capability adds availability and integrity to the 
overall file system. 

"" .uJ _ . c~ · 
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HIGH AVAILABILITY: SERVER DYNAMIC COMPUTING 

HIGH AVAILABILITY: 
SERVER DYNAMIC COMPUTING - LOAD BALANCE 

As indicated in Figure 1, the Server Dynamic Computing branch of the high­
availability tree has three sub-branches - Load Balance, Dynamic Tuning, and 
Partitions. The seque! discusses how these three components increase a server's 
availability. 

HP offers severa! schemes for system load balancing. For example, there is the 
flexibility to grow compute resources to meet business needs through purchasing 
more preconfigured (by HP) server capacity or by leasing compute resources. 
There are also techniques to optimize network bandwidth and load-balance 
network traffic across multiple similar links. Finally, administrators can focus the 
appropriate amount of compute resources on specific tasks and define service 
leve! agreements to ensure the system will automatically adjust these resources to 
meet the predefined needs. 

HP's availability tree defines four components in the Load Balance sub-branch. 
These components are Instant Capacity on Demand (iCOD), Pay-Per-Use 
(PPU),19 Process Resource Manager (PRM), and Workload Manager (WLM). 

LOAD BALANCE -ICOD 

Instant Capacity on Demand (!COD) is an application program that allows the 
use of capacity already configured in a purchased system. Through iCOD, 
administrators purchase a specified number of activated processors, and pay a 
right-to-access fee for a specified number of deactivated processors. These 
deactivated processors can be activated at the user site, after which activation a 
fee is paid. 

By preloading a system with additional capacity, the administrator enjoys the 
benefit of being able to add server-processing capacity (without reboot) and 
without having to pay until it is needed. In addition, there are high-availability 
benefits. An active processar identified as a potencial failure can be automatically 
deactivated and replaced with an operacional inactive processar. This capability 
allows a system to maintain full capacity and postpones the time when the system 
needs to be shutdown to replace the failing processar (perhaps until' ã- re-gui...:.,-ar- 'y _ _ ___ _ 
scheduled maintenance window). 

On HP Superdome systems, the number of inactive processors is audited from a 
system perspective, not a partition perspective. This audit technique allows an 
administrator to perform load balancing between partitions by deactivating a 

19 Formerly known as Utility Pricing. 
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previously active, but under-used processar in one partition, and activating a 
previously inactive processar in another partition. There is no cost to this 
procedure since the net total o f server-active processors does not change. 

iCOD is a quick, reliable way to add processing power. Physical addition of 
processar resources is (in relative terms) both time consuming and errar prone, 
due to the procedure's manual nature. Whenever the server can be rebalanced 
without touching hardware there is an advantage . 

LOAD BALANCE- PAY-PER-USE {PPU) 

Pay-Per-Use (PPU) Pricing is an HP pricing model in which the administrator is 
charged for actual processar usage. The customer site acquires a specific 
hardware platform and number o f processors, and is billed monthly for the actual 
usage, based on the number of active processors. The billing amounts vary, as 
processar usage increases or decreases. This billing model is, of course, different 
from the tradicional financing approaches based on fixed payment amounts for 
the coverage period . 

Where iCOD allows an administrator to respond to increasing processing 
demand by instantly activating and purchasing additional capacity, PPU allows 
flexibility in both usage directions - increased and decreased. When demand is 
high, additional processing resources are activated. When demand is low, excess 
processing resources are deactivated. For customers with a cyclic or 
unpredictable demand, PPU provides the flexibility to meet requirements without 
a permanent hardware investment to handle peak usage. PPU also has the high­
availability benefit of replacing potentially failing processors with inactive 
processors (as does iCOD). 

LOAD BALANCE- PROCESS RESOURCE MANAGER {PRM) 

HP's Process Resource Manager (PRM) is a resource-management tool that 
allows a system administrator to focus the appropriate amount of server 
resources where the business at hand requires such resources. HP's PRM 
manages resources by partitioning a system based on PRM groups. A PRM group 
is a collection of processes that is assigned system resources. The system 
administrator assigns applications and users to PRM groups and establishes 
resource allocations for each group. PRM then manages each group's CPU, disk 
bandwidth, and memory resources according to the current configuration. The 

------------------------~~~- ~~clow~hat;nay-h~ea~~1~.---------------------------------
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Process Resource Manager (PRM) Capabilities: 

• System Consolidation - With HP's PRM, administrators can run multiple, 
mission-critical applications on a single system. 

• Response Time - Administrators can improve the response time for criticai 
users and applications through the use of PRM groups and assigned 
resources. - .... 
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• Peifonnance Expectations - Administrators can set and manage user 
expectations for performance through the use of PRM groups and assigned 
resources. 

• Budget-Based Sharing- With HP's PRM, administrators can allocate resources 
on shared servers based on how much o f the server each department funded. 

• Convenient to Use - Administrators can change the PRM configuration any 
time - even under load. Also, applications do not require modification to 
work with PRM. 

• Failover Recovery - Administrators can ensure that an application package in a 
ServiceGuard cluster has sufficient resources after a failover. 

LOAD BALANCE- WORKLOAD MANAGER (WLM) 

HP-UX Workload Manager (WLM) supplements the functionality of HP's 
Process Resource Manager (PRM) by offering automatic resource-allocation and 
application-performance management through the use of prioritized service-level 
objectives (SLOs). The list below summarizes what may be clone. 

HP-UX Workload Manager (WLM) Capabilities: 

• Define SLOs - With WLM, administrators can define and set priorities for 
goal-based and entitlement-based SLOs. Goal-based SLOs can be based on 
usage or performance. Entitlement-based SLOs allow administrators to 
specify a workload entitlement without specifying a goal. 

• Assign Multiple, Prioritized SLOs - Administrators can assign one or more 
SLOs to a workload. The ability to assign multiple SLOs is helpful for 
workloads that require more than one SLO to accommodate a "must meet" 
goal and opcional, lower-priority stretch goals. 

• Use GlancePius Metrics - For goal-based SLOs, administrators can use various 
GlancePlus metrics to define SLOs. 

• Assign CPU on a Per-Metric Basis - WLM can grant a workload a certain 
amount of CPU as defined by a metric. For example, administrators can give 
a workload 2% of the CPU for each process in the workload group. 

• Manage Oracle® Instances - Administrators can control Oracle instances and 
adjust their CPUs based on a number of factors. These factors include, 
among others, desired transaction response times, number of users 
connected, and whether a particular job is active. 

Copyright 2001 © D.H. Brown Associates, Inc. 1 25 2.1 
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HIGH AVAILABILITY: 
SERVER DYNAMIC COMPUTING - DYNAMIC TUNING 

Dynamic Tuning, the third sub-branch on the Server Dynamic Computing 
Branch of the HP availability architecture tree is an HP-UX capability that 
provides the ability to change the value of kemel tunables or memory page sizes 
without system rebuild or reboot. Dynamic Tuning has two components -
Dynamic Tunables and V ariable Page Setting. 

DYNAMIC TUNING- DYNAMIC TUNABLES 

Dynamic Tunables on HP-UX lli provide the capability to change the value of 
certain kemel tunables without the need for system rebuild or reboot. Dynarnic 
Tunables also provide the ability to ensure that changes to tunables are persistent 
across reboots. 

Dynamic Tunables are supported via HP's System Administration Manager 
(SAM). As mentioned earlier, SAM is a GUI supplied with ali HP-UX systems. 
Dynamic Tunables are also supported through a command-line interface. In 
addition, software developers can write software that changes tunable parameters. 

Dynamic Tunables provide the ability to minimize downtime due to kemel 
reconfiguration. This capability increases the availability and productivity of HP 
9000 users. Dynamic Tunables also allow easier kemel-configuration 
manageability by supporting commands and GUis that align with work practices. 

DYNAMIC TUNING- VARIABLE PAGE SIZING 

Based on application-program heuristics and size, HP-UX dynamically, and by 
default, selects appropriately large page sizes for each memory object it 
accommodates. This use of larger pages conserves translation lookaside buffer 
(TLB) entries and reduces the occurrence of cosdy TLB misses. This capability 
improves the performance of many applications, particularly those with large 
reference sets and large amounts of contiguous memory (e.g., databases). Such 
increased performance provides increased availability since jobs complete more 

. kl 20 qwc y. 

2o HP 9000 systems with PA-RISC 2.0 processors support page sizes from 4 KB up to 1 GB in hardware. S~g with the 
HP-UX lli release, HP-UX provided general support for variable-sized pages, thus allowing variable page size use on many 
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HIGH AVAILABILITY: 
SERVER DYNAMIC COMPUTING - PARTITIONS 

Partitions are the thlrd sub-branch of the Dynamic Computing branch of the HP 
availability tree. There are four components to this sub-branch - H ard Partitions 
(nPARs), Virtual Partitions (vPARs), Processar Sets, and Partition Manager.2 1 

The HP family of partitioning solutions - HP's Partitioning Continuum for 
Always-On Infrastructure - provides, or will provide, Hard Partitions, Virtual 
Partitions, and Resource Partitions on an individual HP 9000 server node or 
within the HyperPlex (HP's 9000 Enterprise Server clustering implementation), 
as well as other HP server offetings including Superdome and the rp8400. 

HP's vatious partitioning solutions offer the flexibility to execute multiple 
workloads on the same server while preserving application isolation. In fact, 
isolation between operating systems and applications is the great benefit of 
partitioning. Hard Partition (nPARs) hardware and software firewalls work 
together to provide the highest isolation possible within a server. HP software 
has been designed to operate completely within an nP AR and prevent any 
interference with other nP ARs. In addition, hardware firewalls filter out ali 
externai traffic to ensure that wayward requests do not affect the partition. 

In contrast to nPARs, Virtual Partitions (vPARs) allow multiple operating-system 
instantiations within an nP AR to provi de software and application isolation. Each 
vP AR is isolated to the point that it can be rebooted, patched, and configured 
independent of ali other partition vP ARs. 

For well-behaved applications, administrators use Processar Sets to assign 
compute resources to specific applications that run in the same operating-system 
environment. The Partition Manager configuration tool manages partitioned 
environments. 

PARTITIONS- HARD PARTITIONS (nPARS) 

An nP AR may be viewed as corresponding to a single, standalone system. Both 
Superdome and the rp8400 can be subdivided into partitions, each containing 
one or (usually) more cells that coherently communicate through the use of a 
high-bandwidth, low-latency crossbar fabric. Programmable hardware in the cells 
defines the partition boundaties so that the isolation is maintained from the 
actions of other artitions. Each artition runs its own inde endent o erating~----­
system instance. 

Hard partitions may be considered to be roughly equivalent to Sun domains. 
However the nP AR's architecture has severa! high-availability advantages. The 
use o f nP ARs in high-availability configurations requires the minimization or 

21 The partirion concept is discussed in the HP white paper "HP-UX Virtual Parririons (vPARs)," September 2001. 
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elimination of any possible shared failure modes between partitions. Th.is 
minimization is not usually possible with Sun domains. 

Typically, for example, other vendor-partition schemes use partttlons that are 
involved in each other's coherency scheme. Therefore, any failure can 
theoretically cause the crash of multiple domains. Examples of this phenomenon 
include main memory multi-bit errors, cache errors, and backplane-addressing 
errors. Th.is difficulty stands in contrast to HP systems for which extra care was 
taken to minimize the number o f common components between nP ARs, and to 
maximize the reliability of those that remain. 

Also, unlike other systems with domains, the parttttons in the rp8400 have 
hardware dedicated to guarding them from errant transactions generated on 
failing partitions. A failure in one domain will not affect any other domains. For 
example, each port on the crossbar chips is fully independent. 

The hardware isolation provided by nP ARs is ideal for datacenter simplification 
through server consolidation.22 Th.is is the case because each nP AR is free to run 
any operating-system type or version available, be it HP-UX, Windows, or Linux. 
Management and advanced-availability features are simpler and easier to 
implement on one larger system than on a group of smaller servers . 

nPARs are also a win for product-development teams since they allow small 
development environments to sit alongside large production systems with 
complete isolation (thus conserving resources, ensuring high-availability leveis, 
and more). The list below explains what accrues through nP AR use. 

nP.AR Capabilities and Benefits: 

• Increase system usage through isolated hardware . 

Partition a single physical server into severa! smaller servers . 

nP ARs have virtually no interaction and can be treated as independent 
servers. 

Change capacity when needed by adding or deleting partition 
components . 

• Increase fl.exibility through multiple, independent HP-UX, Windows, and 
Linux instances . 

• Simplify the data-center. 

Consolidare multiple servers into one server. 

- Add or change servers without changing the infrastructure or affecting 
other servers . 

Capitalize on reliability and availability features offered by larger servers . 

22 DHBA conducts an on-going multi-client study of server consolidation and can provide information c9ncerning this 

v ·-

subject. 
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Provide a server-independent easy upgrade path. 

Use GUI management tools to view the server group as one server . 

PARTITIONS - VIRTUAL PARTITIONS (vPARS) 

Virtual Particions (vP ARs) may be considered to be roughly equivalent to IBM 
LPARs. It is often necessary to dynamically create, modify, or delete the isolated 
operating environments on a running server without interrupting non-related 
particions. Toward this end, HP developed HP-UX Virtual Particions (vP ARs). 
vP ARs provide applicacion (including name space) and operating-system isolacion 
that runs on single-server nodes or nPARs (Hard Particions on Superdome). 
Available for L3000, N-Class, Superdome, and future server nodes, vPARs are 
dynamically created using software commands. Each particion runs its own HP­
UX lli operating system (or later) irnage. Moreover, within each vPAR, up to 64 
resource particions can be created using solucions such as the earlier discussed 
HP-UX Process Resource Manager and Workload Manager. 

vPARs allow an administrator to allocate a system-resource subset to each 
particion. In general, a vP AR owns a specified amount o f memory, a specified 
CPU pool, and an I/O card set in the server. 

In tradicional server environments, ali CPUs run the same operating-system 
instance and one or more applicacions so applicacion or operating-system failures 
may affect the entire system. Running vP ARs can lirnit the irnpact o f such failures 
on applicacion availability. For irnproved single-system availability vP ARs allow 
an administrator to run one application per particion. Should a software failure 
occur in one partition, the applicacion of that particular particion may be lost, but 
the rest o f the applications on the other particions continue to run. In fact, even if 
the operating system panics in one particion, applicacions running on other 
vP ARs are not affected . 

One of the inherent problems in a single system is the difficulty in expanding 
CPU resources when the demands of the application or mulciple applicacions 
exceed the server's configuracion. Usually the system needs to be shut down and 
addicional CPUs added. With vPARs, a large server could have CPUs dynarnically 
moved from one vP AR to another without bringing down the encire system . 
Resources can be moved to vP ARs with the greatest demands, or removed when 
they are no longer required . 

In a generic HP server without vP ARs, the entire server is controlled by a single 
HP-UX instance. Ali of the resources (CPU, memory, and disk) are dedicated to 
the applications running in this single instance. The software stack for this server 
is tradicional and consists of the application(s) talking to the operating system that 
communicates with the system firmware and hardware. 

When vP ARs are used the architecture is different. Consider, for example, a 
server divided into two particions, each with a hardware subset (<=:PU, memory, 
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disk, etc.). Each vPAR will have its own boot disk, at least one CPU, one LAN 
connection and enough memory to run HP-UX and the applications intended to 
be hosted on the vPAR. As mentioned, each vPAR runs its own HP-UX copy 
(perhaps at different release or patch leveis), and each is isolated from software 
errors, system panics, etc . 

The software stack in the vP AR configuration has an applicacion running in each 
o f the two vP ARs, each vP AR runs its own operating-system instance, and, 
importantly, each operating-system instance communicates with a single vP AR 
Monitor software layer which, in tum, communicates with the server's firmware 
and hardware . 

This addicional software layer, the Virtual Parcition Monitor (vP AR Monitor), 
manages the parcitioning of the resources, loads kemels, emulates global platform 
resources, and otherwise creates the illusion for each HP-UX instance that it is 
on a standalone system with only the resources that have been dedicated to that 
vPAR. Each HP-UX instance is unaware of the other system hardware while 
having complete ownership of the hardware resources it is assigned to. Note that 
the monitor is not involved in accessing I / O hardware or physical memory once 
it has transferred hardware ownership to a vP AR. 

A partition database is at the heart of the monitor and it tracks what resources are 
associated with which vP AR. When the vP AR Monitor runs, the master database 
copy is kept in the monitor. All partition database changes are preserved across 
system reboots. 

vP ARs actually provide a tool that makes it possible to run multiple workloads . 
Each workload operates with its own unique operating-system configuration 
requirements on the same server at the same time. vPARs are also suited to make 
effective use of underused server nodes. Finally, they are ideal for testing new 
and/ or enhanced products in a produccion environment. The list below shows 
what accrues through vP AR use . 

vP AR Capabilities and Benefits: 

• Increase system usage through partition of a single physical server or hard 
particion into multiple virtual machines or particions (for L-Class, N-Class, 
and Superdome servers) . 

·" 

• 
J 

• Increase flexibility through multiple independent HP-UX instances and 
------------------------~----~y~romrc~~rr<rrro~ss~vi~rrrtwdrn+np~hlrtUff·u~·o~r~rsc.----------------------------------
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• Achieve greater isolation of applicacions running within separate operating­
system instances within a single server, where each instance can be 
individually reconfigured and rebooted . 

• Optimize application performance by adjuscing operacing-system resources. Tune 
the kemel differendy in each Vtrtual Parcicion. This tuning eliminates the PrrobleJ?S of 
trymg. to coa;x: two different applications into running in the same operatffi.g-syst~ 

\..1 1.1 u 

environment when each applicacion requires a different kemel parameter set. 

• 
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HP-UX Processar Sets offer a mechanism to manage23 system-processor 
resources among multiple workloads, users, and departments within an 
enterprise. A Processar Set represents an array of processors grouped together 
for exclusive access to applications assigned to that Processar Set. Processar Sets 
allow server partitioning into multiple Scheduling Allocation Domains such that 
workloads running in different Processar Sets do not contend with one another 
for server processar resources. 24 This capability also aids in server consolidation. 

Processar Sets support dynamic-runtime reconfiguration. This means that a new 
Processar Set may be created, an existing Processar Set may be deleted, and a 
processar may be dynamically reassigned from one Processar Set to another 
(with access perrnissions). To accomplish this chore, the implementation of 
Processar Sets has a flexible ownership and access-permissions model. Every 
Processar Set has access-perrnission values that define who may change a 
configuration or who can execute the Processar Set workload. A Processar Set 
owner need not be a super user. This flexibility means that the need to 
completely rely on the administrator to control the Processar Set configuration 
and to assign Processar Set workloads is eliminated. 

A server with Processar Sets capability is configured with one System Default 
Processar Set when it is started. Ali processors are assigned to this Default 
Processar Set The Default Processar Set has its access permission set to allow ali 
system users to execute their workload on the Default Processar Set processors. 
The Default Processar Set always has at least one processar, and is always 
available to ali users and applications. 

Processar Sets provide flexibility through set-able Processar Set attributes to 
allow administrators to control the server behavior. It is possible to anticipate and 
resolve this issue. For example, what happens if a person with permissions tries 
to delete a Processar Set that has a currendy executing workload? 

Processar Sets complement the fair-share scheduling CPU allocation mechanism 
available with PRM. In some instances it is better to allocate dedicated processors 
to workload via processar sets rather than using the default PRM scheduling. 
Processar Sets are integrated with the HP-UX Process Resource Manager. This 
means that a PRM group can be mapped to a Processar Set for processar 
resources rather than processar shares. 

Processar Sets provide a flexible, lightweight mechanism to manage processar 
resources among multiple workloads, users, and departments. They allow 
consolidation of multiple independent applications on a single large server to 
avoid the need to maintain one server per application model. With their use, a 

23 HP-UX provides an API set to programmat:ically manage Processor S~s (along with system calls and a command-line program). , 
24 Resource management based on Processar Sets is hardware platform-rndependent and can be used on any HP mulu-processor system. 
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single large server can be shared among multiple departments rather than 
providing separare servers . 

Organizarions can have varying workloads depending on rime of day, month, or 
year. As a result, the fact that Processar Sets allow dynamically changed resource 
allocarions to workloads as needed without having to resource plan for the worst­
case resource need o f every workload is a major Processo r Sets advantage . 

Processar Sets can be applied to batch-processing workloads. In this scenario, a 
workload is assigned a Processar Set based on its resource needs. The 
configurarion is changed to meet the needs of the next workload as the first 
completes. What is more, Processar Sets can provide processor-resource isolarion 
for real-rime applicarions to achieve better throughput response times. 

PARTITIONS- PARTITION MANAGER 

Partirion Manager provides a GUI for managing Superdome servers that support 
nP ARs. Partition Manager makes it easy to perform partition configurarion tasks 
such as creating, modifying, and deleting partitions. Partition Manager also 
provides configuration and status information about a Superdome server. This 
information includes such high-availability information as the status of ali power 
and cooling subsystems. In addition, Partition Manager includes automatic fault 
checking at its start up as well as on demand . 

Partition Manager also performs a vatiety of high-availability-related checks 
whenever a partition is created or modified. These checks aid the administrator to 
ensure Superdome and partition availability . 

The list below, Partition Manager Hardware Fault Checks, indicares the server 
hardware fault checks performed. The following list, Partition Manager Partition 
Fault Checks, indicares the performed partition fault checks. These two lists show 
that, in a variety of ways, Partition Manager alerts the administrator to situations 
in which the availability of the server, or a system partition, may be 
compromised.25 

Partition Manager Hardware Fault Checks: 

• 
• 

• Checks for power or cooling subsystems that contain failed or nussmg 
cornponents (such as a failed fan or power supply). In addition to reporting 

-------------t------"'fail=·::ce:...:d-'-:-o=-r_nu_,.·s-=-sin_.c,__c_o_m~p~o_n_e_n-=-t-='s,':-:-th-.,e checks also report if the subsystem 
redundancy is not at least N + 1. zõ Thus, the administra to r is alerted to 
potential availability problems before server operation is affected. 

• Checks for cells with failed processors or memory DIMMs. Superdome 
systems are designed such that a partition boots using as many of the 

Z5 Note that ali component failures also result in error notification via the chassis log mechanism, which can be morútored via the server's 
Service Processar user interface. 

• • I 

26 N+ 1 indicates that a component can fail without affecting the subsystem operation. 
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resources assigned to it as possible. For example, if a processar has failed, the 
cell's remaining processors, memory, and I/0 are still used. The Partition 
Manager fault checks help make sure that the administrator is aware that a 
partition is running with less than its resource complement.27 

• Checks for failed crossbar ports. Such failures occur infrequently, and are 
reported via the chassis log mechanism. Here again Partition Manager 
provides redundancy for the administrator . 

Partition Manager Partition Fault Checks: 

• Checks for partitions with inactive cells, including an indication of inactivity 
as a result of incompatible cells within a partition. Proper partition 
configuration requires that all cells within a partition are compatible ( e.g., 
same processar characteristics and system firmware revision). However, 
events can occur that break cell compatibility (e.g., upgrading system­
fumware in only some cells). Thus, these checks alert the administrator to 
situations in which a partition is booted with less than its full resource 
complement. 

• Checks for partitions with asymmetric memory configurations. Such a 
condition is not a failure, but could lead to less than optimal partition 
performance . 

• Checks for cells with less than two working processors and cells with less 
than eight working memory DIMM:s. A partition cannot use a cell if the cell 
has no working processors or no working memory DIM:Ms. Thus, the checks 
for at least two processors and at least eight DIMMs ensure that the cell 
could suffer a processar or DIMM: failure (one DIM:M failure results in a 
deconfiguration of the rank of four DIMMs containing the failed unit) and 
still be used by the partition. This procedure minimizes the potencial loss of 
partition resources . 

• Checks for partitions with less than two core cells. A partition must have at 
least one working cell that is attached to an I/0 chassis with core I/O (such 
a cell is designated as the partition's core cell at boot time). Therefore, the 
check for a minimum of two possible core cells in a partition ensures that a 
partition can boot in the face of a cell, I/O chassis, or I/O card failure . 

27 Failures are also reported via the chassis log so that it is likely that the administrator knows that a failure has occurred. In 
this regard, the Partióon Manager check is redundant. '"' ' '-' 
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DISCUSSION ANO CONCLUSIONS 
High availability is the watchword for HP's server line. Cognizant of this 
watchword and recognizing that high availability is a key enabler that keeps its IT 
manager, system administrator, and end-user constituency content/8 H P has 
maintained a company-wide effort to design in high availability from the 
beginning in its server software and hardware . 

This design-in has been guided by HP's high-availability infrastructure model. 
This infrastructure, modeled as a tree architecture, has three main branches 
(Server Fault Avoidance, Server Self-Healing, and Server Dynamic Computing), 
each with three sub-branches and multiple components in each sub-branch (33 
components in all). The overview of these components provided in this white 
paper indicates the breadth and depth of what HP makes available to its 
customers to ensure that highly available servers are a reality . 

The effo:t: to improve server availability is never-ending. Although, as this white 
paper demonstrates, HP is well situated with its current and forthcoming 
products, the firm cannot and clearly will not reduce its high-availability efforts as 
high availability continues to grow as an ever more important market 
differentiator . 

HP has shown its ability to implement and deliver the real world, production­
worthy components of its guiding high-availability architecture tree. As a result, 
DHBA believes that HP's efforts are a model for the server industry. The 
components are comprehensive and feature-rich. Although the hundreds of 
features and functions that these components deliver are not described here 
because of lack of space, the overview provided indicates the richness of the 
offering . 

Now that this white paper is complete, DHBA believes that the careful reader (IT 
manager, system administrator, or end user) will have gained a fundamental 
understanding o f HP's high-availability efforts, why they are industry leading, and 
what kind of benefits they supply . 

r 
28 Nevertheless, this constitueocy always seeks ever-higher availability (at lower cost) . 
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APPENDIX: HP CROSSBAR-BASED BACKPLANE 
ANO COMPETiNG BUS-BASED BACKPLANE 

Figure 2 provides a simplified example of both the HP crossbar-based backplane 
(top) and another vendor's bus-based backplane (bottom). This Appendix 
describes how the HP architecture provides superior high availability. 

Consider each system broken in to two nP ARs as shown in the figure. On the HP 
system, the crossbar log]cally separates the two physical partitions to provide 
performance and isolation. The competitor's shared backplane has all its cells 
competing for the same electrical bus. In this design, a snoopy bus-coherency 
scheme requires ali transactions to be broadcast to and processed by all system 
cells. The high-queuing delays and saturation of the shared backplane bus can 
limit performance scaling . 

To understand the reason for the just-made statements, consider a basic read 
from Cell 1 in Partition 1 of the crossbar-technology diagram to remate memory 
that resides on Cell 2 of Partition 1 of the crossbar-technology diagram. 
Partitions 1 and 2 are isolated by hardware firewalls. HP's crossbar switch and 
directory-coherency scheme allow the request to be sent only to the destination 
cell with data returning directly to the requesting cell. Remate memory traffic is 
restricted to the source and destination cells. The coherency directory is checked 
in the read-requesting cell and generates no additional traffic . 

In contrast, for the same read operation, the competitor's shared backplane bus 
system must broadcast the memory read on the system address bus to all cells in 
the system to maintain coherency. Each cell must perform a snoop to determine 
whether or not the data is stored in its CPU cache and send coherency 
information to the read-requesting cell. Once the coherency data has been 
reported, the requested memory owner can return the data to the requester on 
the data bus. As noted above, scaling can be limited by queuing delays in the 
saturatable common bus. The snoopy coherency-scheme reliability and the need 
for bus-repeater chips limit availability . 

A major weakness of the shared bus is that any failure during the read, either in 
the bus or during the coherency snoop, will result in crashing all cells in the 

~ system. At this point, the best that can be clone is to deconfigure the broken 
- - ------------1-- hru:dware and reboar Alas, dowotime is a g]veo in this_de.sign_and_has_air_e.ad~------

occurred. 

There is an additional partition-reliability benefit to the HP design. Unlike other 
snoopy coherency systems that must accept and respond to all coherency 
requests from ali domains, HP server partitions have hardware firewalls. These 
firewalls are dedicated to guarding the server partitions from errant transactions 
generated on failing partitions. As a result, a failure in one server partitioo does 
not affecc any other partitions. ' -
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FIGURE2: 
Simplifted Vw of 

HP Crossbar-Based 
Backplane and Competing 

Bus-Based Backplane 

36 

Full end-to-end error correcóon in the HP design means that all fabric data paths 
are resistant to both random single-bit errors and persistent single-wire "stuck at" 
faults . The fabric is therefore resilient to any single failure of pin, connector, 
socket, or soldering. 

Partition 1 

HP Crossbar-Based Backplane Schematic 

Partition 1 
_ _ _ _ _ _ _ Crossbar 

Fabric 
Partition 2 

Competitor Bus-Based Backplane Schematic 

I 
Shared Back~ane Bus 

I 
I 
I Partition 2 
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i n v e n t 

key features and benefits 

technical specifications 

disk drive capacitv 
rotational velocitv 

tronsfer rale 
averaqe seek timE 

J 
maximum enclosure capacitv 

~
~ c interfacE 

nterconnect transfer speed 
connection 

' • 
• 
~ 

daisy chaining 

certified operating systems 

hp StorageWorks 
disk system 2100 

The feature-packed, worry-free HP StorageWorks Disk System 2100 delivers an industry-leading, 
high-capacity 1 U storage solution. This entry-level, rack-optimized Disk System 21 00 features open 

systems compatibility with HP-UX, MPE/iX, Windows N'f®, Windows® 2000, Linux, NetWare, 
Solaris, and AIX, and offers the industry's lowest cost of entry. And because it's built with the 
HP commitment to developing dependable products and service, the HP StorageWorks Disk System 
21 00 ensures data integrity and manageability . 

A fully loaded Disk System 2100 holds four 73.4 GB disks for a massive 293.6 GB of high­
performance, upgradable storage. lt also provides an impressive 160 MB/s transfer speed with 
built-in Ultra3 SCSI technology, ali in a compad 1 U package. For "set-it-and-forget-it" storage, 
your best choice is the HP StorageWorks Disk System 2100. 

• large storage capacity-293.6 GB of storage 

• space eHicient- 1 U of rack space 

• fast- 160 MB/s with built-in Ultro3 

• value for money-doisy-chain multi pie enclosures (up to 3 per HBA) for the cosi of competing single-box 
systems 

• compatible-works with any SCSI server or workstotion 

• hot swap- :Jisk drive: 

18.2GB 
10,000 rpm 

160 MB/s 
5.2 ms 

293.6 GB 
Jltra3 SCS 
160 MB/s 

18.2GB 
15,000 rpm 

160 MB/s 
3.7 ms 

LVD-68 pin high density 
Yes-up to 3 per host bus adopter 

36.4 GE 
10,000 rprr 

160 MB/s 
5.2 m: 

36.4GB 
15,000 rpm 

160 MB/s 
3.7 ms 

73.4GB 
10,000 rpm 

160 MB/s 
4.9 ms 

HP-UX, MPE/iX, Windows NT, Windows 2000, Ne!Wore, Unixware, Linux, Soloris, SCO UNIX®, AIX 

~,-----------------------------------------------------------
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n v e n t 

® 

height 
width 
depth 

weight 
rack height 

power consumption 
power requirements 

operating temperature 
operating humidity 
hot swap disk slots 

product numbers 
enclosure products 

disk drives 

rail kits & miscellaneous 
upgrades 

cables 

hp StorageWorks 
disk system 2100 

physical specifications-disk system 2100 enclosure 
1.7 in (43 mm) 
18.0 in (451 mm) 
15.0 in (381 mm) 
l0.9lb (4.9 kg) 
lU 
lOOW 
l 00 to 240V AC, 50 to 60 Hz 
32° to l 04°F (0° to 40oC) 
hard disks 5% to 95% (at 40oC o r l 04 °F) 
4 disks 

A5675A1 
A5675AD1 
A5675AZ1 

A5675AF 
A5675ED2 

A6537A 
A6538A 
A6539A 
A6540A 
A6541A 

A5679A 
A5680A 
A6519A 
A6576A 

C2361B 
C2362B 
C2364A 
C2365B 
C29llC 
C2924C 
C2978B 
C2979B 
C7520A 
C7521A 
C7541 A 

Disk System 21 00 field rock 
Disk System 21 00 desktop 
Disk System 21 00 foctory rack 
Disk System 21 00 field rack 
Disk System 21 00 desktop 

l 8 GB l OK rpm Ultro3 SCSI drive 
36 GB l OK rpm Ultro3 SCSI drive 
73 GB l OK rpm Ultra3 SCSI drive 
18 GB 15K rpm Ultro3 SCSI drive 
36 GB 1 SK rpm Ultro3 SCSI drive 

Roi I kit - Rosebowl 11 and Rittol rack 
Rail kit - Rosebowl I rack 
Deskside pedestal kit 
Rail kit- two post telco 

Must be ordered with at least one drive 
Must be ordered with at least one drive 
Must be ordered with at least one drive 
Empty enclosure 
Empty enclosure 

SCSI cable 1m VHDTS68/ HDTS68 M/ M multi media 
SCSI cable 2.5m VHDTS68/ HDTS68 M/ M multimedia 
SCSI terminotor LVD/ SE HDTS68 multimedia 
SCSI cable 5m VHDTS68/ HDTS68 M/ M multimedia 
SCSI cable l m HDTS68 M/ M multi media 
SCSI cable 2.5m HDTS68 M/ M multimedia 
SCSI cable O.Sm HDTS68 M/ M multimedia 
SCSI cable 1.5m HDTS68 M/ M multimedia 
SCSI cable Sm VHDTS68/ HDTS68 LVD/ SE ILT 
SCSI cable Sm HDTS68 M/ M multimedia 
SCSI coble 2m VHDTS68/ HDTS68 LVD/ SE ILT 

• 
• 
• 
• For more informotion on HP storage products, contact any of ou r worldwide soles offices ar visit ou r Web site at: 
.-----------------.www....,llii.hp.com1gofstorage.----------------------------------

for more information 

' Available anly through HP UNIX authorized resellers 
2 Available through Open Distribution and HP UNIX authorized resellers 

I RQS no 03/200s-:c::í~J _·· 
UNIX 15 a regrslered lrodemark of The Open Group. Windows ond Windows NT ore U.S regisleredj trvdrGlJl/V'::lf Mj_cros6f1(3~m.:'ntl (' 
Techn1col mformolion in th1s documenl is subiecl lo change wilhoul nolice. ' 
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hp 'server 

connediVity 

hp delivers performance 
and flexibility 

customer benefits 

i n v e n t 

two Ultra 160 LVD SCSI channels on one PCI adapter doubles performance and saves 
valuable slot space 

The HP A6829A PCI Duai-Channel Ultra 160 SCSI host bus adapter delivers the performance and 
flexibility required for today's high-bandwidth servers. The 160 MB/ second maximum data transfer 
rale across each of two independent Ultra 160 SCSI buses makes il a perfect match for high­

throughput applications such as data mining, streaming vídeo, and scientific modeling. The A6829A 
adapter's 64-bit PCI interface maximizes the capability of the dual SCSI channels by increasing the 
throughput on lhe PCI busto a maximum of 320 MB/ second, preventing a system bottleneck from 
hindering data flow. This PCI interface doubles the PCI bandwidth from 133 MB/ second to 266 
MB/ second, enabling maximum system throughput for both Ultra 160 SCSI channels. This adapter 
also fits into 32-bit PCI slots, enabling users to qualify a single adapter for ali server platforms 
regardless of the PCI architecture. 

Complementing lhe Ultra 160 SCSI offering is the HP A6828A Single-Channel PCI Ultra 160 SCSI 
PCI host bus adapter-perfect for configurations requiring a single channel with ali the features and 
functionality of Ultra 160 SCSI. 

With Ultra 160 low voltage differential (LVD) SCSI technology, extended cable lengths of 12 meters 
for a fully loaded bus (or 25 meters for point-to-point connections) make this adapter ideal for disk 
clustering and RAID configurations. 

The A6829A and A6828A PCI Ultra 160 SCSI host bus adapters deliver superior l/O performance. 
Ultra 160 technoloÇJy doubles previous Ultra2 SCSI data transfer rales. With lwo channels, A6829A 
;host a9apter delivers up to 320 MB/ ;econd bandwidth. 

The A6829A and A6828A PCI Ultra 160 SCSI host bus adapters support both single-ended (SE) and 
LVD devices. When a single-ended device is altached, the card defaults to single-ended mode. With 
Ultra 160 LYD devices, the adapter uses LVD mode and can perform at full Ultra 160 speeds. 

Ultra 160 SCSI devices are widely available today. Ultra 160 LVD is the industry standard for high 
performance and low cosi. These adapters enable lhe best speed, compatibility, and lechnology 
available today. HP has led the way into Ultra 160 LVD SCSI, while many of our competitors have 
been too slow to move to lhe lates! technologies. 

• up to 160 MB/ s data transfer rale on two Ultra 160 SCSI channels on a single PCI slot 

• connect up to 30 SCSI devices ( 15 per channel) 

• advanced multimode l/O supports Ultra 160 LVD or legacy SE devices 

• extended 12-meter cable length 
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application areas 

c 

Web-based Internet/intranet informalion dislribution and lransaclion processing requires bÇ>th fg_sl .. · : , 
response l imes and high availability. The Ultra 160 SCSI host bus adapters make the SCSI ' Ii nkJ.Q;;t~;., • 
and reliable . 

High productivity client/ server systems require high-bandwidth, high·availability paths between the 
client, server, and data. The A6829A and A6828A with HP MC/ Serviceguard and logical Volume 
Manager (lVM) provide the high-speed, high-availability link between the server and the data. 

Database backup demands very high bandwidth and availability to ensure one-pass backup. This is 
an ideal application for lhe HP Ultra 160 SCSI adaplers. 

The A6829A and A6828A Ultra 160 SCSI host bus adapters are perfect for solutions requiring high 

performance connections for voice, video, slreaming, multimedia, and high-end applications. 

Ali high-performance mass storage demands high availability and high throughput. The A6829A and 
A6828A Ultra 160 SCSI host bus adapters meet the need . 

features benefits 

Ultra 160 SCSI host bus adapters 

two high-speed Ultra 160 SCSI 
channels on one PCI card (A6829A) 

up to 160 MB/ second maximum 
burst rale on each channel 

mc/ serviceguard ond lVM 

customer installable hardware 
ond software 

.,--- imode lVD (low voltoge 
1 ~itferentiol) and SE (single ended) 

long coble lengths 

up to 15 devices per channel 
in a daisy-choin foshion 

• soves valuable PCI slots 
• wide Ultra 160 lVD SCSI is the leading edge of SCSI performance and reliability 

• high-speed data transfer rales mean faster access to data and files 
• faster database queries and accesses 

• faster backup 

• high availability through automatic switchover to alternate adapter path 

• easy customer installation and configuration meons less reliance on HP assistance 

• backwords compatibility to SE enobles easy integration with existing environment 

• up to 12 meters with lVD; increased cable length provides greoter flexibility in system 
configuration, especiolly in clustering and RAID applications 

• meets need for large disk arrays, multiple disks, and JBODs 
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specifications at a glance 

host bus adapter card A6829A A6828A 

PC/ form factor • standord PC/ 

• L=8. 95 in (22.7 em) 
• W=4.25 in (10.7 em) 
• H=0.72 in (1.8 em) 

PC/ • PC/ speeifieation v2. 1 
• PC/ 4X (64-bit, 66 MHz) 
• universal (3 .3V ond 5V) 

SCSI ehannels • 2 

connectors • (2) externa/ 68-pin VHDCI * 

configuration • ehannels independently eonfigurable 

termination • aclive automatie termination 
• self-reselting term-power fuse 

*VHDCI=very high density cable interconnect 

"p atforms and maximum cards supported 

superdome • 96 

rp8400 • 16 

rp7400 series • 12 

rp5400 series •lO 

rp2400 series • 3 

operating system support 

hp-ux • 11 .O ond /ater 

environmental/ regulatory specifications 

temperature 

-= Jidity 

altitude 

electromagnetie 
eompatibility 

• non-operating: -40° to +70° C (-40° to 158° F) 
• operating : +5° to +40° C (41 o to 1 04a F) 
• recommended operoting: + 10° to +40° C 

(50° to 1 04° F) 

• reeommended operoting: 40% to 60% RH 
at 22° C (70° F) 

• 10,000 ft (3.1 km) 

• North America : FCC class A 
• international : EN 55022 class A 

recommended VHDCI to 68-pin HD SCSI cables 

C2361B • 1.0m VHDCI to 68-pin HD 

C2362B • 2.5m VHDCI to 68-pin HD 

C2365B • 5.0m VHDCI to 68-pin HD 

C2363B • 1 O.Om VHDCI to 68-pin HD 

• stondard PC/ 

• L=8.95 in (22.7 em) 
• W=4.25 in (1 0 .7 em) 
• H=0.72 in (1.8 em) 

• PC/ specification v2. 1 
• PC/ 4X (64-bit, 66 MHz) 
• universal (3.3V ond 5V) 

• 1 

• ( 1) externai 68-pin VHDCI * 

• ehonnel independently eonfigurable 

• aclive automatie termination 
• self-resetting term-power fuse 

• 96 

• 16 

• 12 

• 10 

• 3 

• 11 .0 and /ater 

• non-operating : -40° to +70° C (-40° to 158° F) 
• operoting: +5° to +40° C (41 o to 104° F) 
• reeommended operating: + 1 oo to +40° C 

(50° to 104° F) 

• reeommended operating: 40% to 60% RH 
ai 22° C (70° F) 

• 1 0,000 ft (3 . 1 km) 

• North America: FCC class A 
• international: EN 55022 class A 

• 1.0m VHDCI to 68-pin HD 

• 2.5m VHDCI to 68-pin HD 

• 5.0m VHDCI to 68-pin HD 

• 1 O.Om VHDCI to 68-pin HD 

I Doe: 
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specifications at a glance (continued) 

cables/terminators (continued) 

recommended VHDCJ to VHDCI SCSI cables 

C2372A • 1.0m VHDCito VHDCI • 1 .Om VHDCito VHDCI 

• 
C2373A • 2.0m VHDCito VHDCI • 2.0m VHDCI to VHDCI 

.q374A • S.Om VHDCI to VHDCI • S.Om VHDCI to VHDCI 
• ~ L-37_5_A---------------.-1-0-.0-m--VH--DC--It_o_V_H_D_C_I ________________ • __ 10-_-0m __ V_H_D_C_It_o_V_H_D_C_I ____________ ___ 

recommended LVD/ SE multimode SCSI terminators 

C2364A • 68-pin HD LVD/ SE multimode terminator • 68-pin HD LVD/ SE multimode terminator 

C2370A • VHDCI LVD/SE multimode terminator • VHDCI LVD/ SE multimode terminator 

Note: Thís card ís self-termínatíng when no cable ís affached. However, a ferminator is required on the final device in the SCSI chain. The appropríafe 
terminafor for that devíce should be ordered and utilízed. 

ordering information 

A6829 A o r A6828A 

option #001 

option #AVN 

c 
restrictions and 
limitations 

for more information 

• factory integrated 

• release notes 

• HVD (high voltage differential) devices are not supported 

For additional information on this or other HP enterprise networking solutions, please visit us on 
the Web ai hHp:/ / www.hp.com/go/ hp9000io, or contact any of our worldwide soles offices or 

~---------------------------+~smnrrre~artner~.-------------------------------------------------------------

(in the U.S., call 1 800 637 7740) 

Technicol informotion contoined in this document is subject to chonge without notice. Performance informotion is estimoted. Aduo l 
performance w ill depend on configurotion. 

© Copyright Hewlett-Pockord Compony 2002. 

HP produd informotion ond technicol documentotion is ovoiloble online. In oddition, configurotion tools ond pricing informotion 
allow registered users to ploce orders online. , • oi. • l, . 
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HP Unix Server Connectivity- Dual-Port lOOBase-T and Dual-Port Wide Ultra2 SCSI A. .. 

hp unix server connectivjty adaoters 

dual oort 1 OOBase-T and dual port 
wide ultra2 SCSI adapter 

The demand for serve r resources is greater than ever in today's 
enterprise computing environment. Getting lhe most functionality, 
performance, and flexibility out of your computing resources is 
crucial to meeting this increased demand. The HP Duai-Port 
100Base-T and Dual-Por! Wide Ultra2 SCSI Adapter card gives 
you two high-speed network connections and two high-speed 
mass storage connections, ali in a single PCI slot. 

product information 
» overview & features 
» specifi cations 
» information library 

Servers supporting images, vídeo, client/server applications, heavy LAN traffic, and data bases 
require greater 1/0 bandwidth and connectivity. Data reliability, device connectivity, and cable 
lengths are often the issues with these criticai systems. HP's Duai-Port 100Base-T and Duai-Port 
Wide Ultra2 SCSI Adapter provides impressive 1/0 bandwidth, high reliability, and 12-meter SCSI 
cable lengths in one standard PCI adapter. lt is perfect for high-connectivity servers demanding 
high-speed LAN and SCSI connections. 

The HP Duai-Port 1008ase-T and Dual-Por! Wide Ultra2 SCSI Adapter integrates nicely into 
existing infrastructures providing substantial cost savings. The auto-sense dual1008ase-T adapter 
can be immediately deployed in a 1 OMbps environment. When the environment changes to 
100Mbps, the adapter senses the new speed and you instantly have 10X the speed. 

Ultra2 LVD SCSI is widespread in the marketplace dueto its low power, high speed, and reliability. 
With the capability to multi-mode, this adapter is backwards compatible with SE (single-ended) 
SCSI devices. 

The flexibility of this adapter is amazing. lt can be utilized and integrated in a great variety of 
environments and solutions. 

application areas 

Web-based Internet/Intranet lnformation Distribution and Transaction Processing requires both fast 
response times and high availability. The HP A5838A LAN/SCSI Card with Auto-Por! Aggregation 
software provides the increased bandwidth. With MC/ServiceGuard the A5838A provides high 
availability. The 10/1008ase-T and LVDtechnologies improve overall speed and performance. 

Client/Server systems require high-bandwidth, high-availability paths between the data base servers 
and the application servers. The HP Auto-Por! Aggregation and Ultra2 SCSI solutions are well 
suited for these popular high-productivity client/server application systems . 

Database backup demands very high bandwidth and availability to ensure one-pass backup. This is 
an ideal application for the HP A5838A LAN/SCSI Card . 

Multimedia transmission of voice , vídeo and data requires high bandwidth and reliability. Again , HP 
A5838A LAN/SCSI Card meets these needs brilliantly, resulting in well-implemented multi media 
applications. 

features 

A5838A Adapte r Card 

Two hiqt;-...speed Ultra2 SCSI ports 
and two 1 0/1 OOBase-T RJ45 ports 
on one PCf card 

benefits 

• Saves valuable PCI slots by combining storage and LAN 
solutions onto one card. 
• Full-bandwidth power of two Wide Ultra2 SCSI and two 
100Base-T LAN ports means faster Internet, Intranet, data, 
file, and application access, especially for multimedia and 
high-end apps. 
• Low-cost, high performance : 1 OOBase-T technology is 

i~t~?\ 
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HP Unix Server Connectivity - Dual-Port 1 OOBase-T and Dual-Port Wide Ultra2 SCSI A.. . Pàge 2 o f ~f 

MC/ServiceGuard support 

HP's high power diagnostic, 
exerciser, and administrative 
software tools 

Customer installable hardware and 
software 

10/1 O O Base-T (Fast Ethernet) 

MC/ServiceGuard support 

Auto -Port Aggregation 

lower cost than FDDI or ATM . 
• Wide Ultra2 LVD SCSI is the leading edge of SCSI 
performance and reliability. 

• High availability through automatic switch-over to alternate 
path in lhe event of a path failure . 

• Easy customer installation and configuration. 
• Fast and easy LAN/SCS I management 
• Tools compatible with those of LAN/9000. 

• Easy customer installation and configuration means less 
reliance on HP assistance. 

• Automatic switch-over to a second LAN path if the first LAN 
path fails. 
• High-availability LAN access to HP-UX Enterprise Servers 
means increased satisfaction and fewer calls to IT 
management 

• Extends existing Ethernet links into larger bandwidth pipes. 

Sustains greater than 80 Mbps with • Faster Internet, Intranet, data, file, and application access, 
100Base-T especially for multimedia and high-end applications, increases 

end-user productivity and satisfaction . 

Auto-sensing of maximum line 
speed on 1 0/1 OOBase-T adapters 

SNMP support 

STM - Support Tools Manager 
(Exerciser and Verifier) 

Dual Ultra2 SCSI 

Ultra2 LVD SCSI 

Up to 80 MB/s max burst rate 

SCSI Mirroring support 

Multimode LVD (Low Voltage 
Differential) and SE (Single Ended) 

Long cable lengths 

• lmmediate connection to existing 1 OMbps links. 
• Easy migration from 1 OMbps Ethernet to 1 OOMbps Fast 
Ethernet 
• Easy connection of 1 OOBase-T sub-networks to existing 
10Mbps Ethernet networks, using 10/100Mbps Ethernet 
switch. 

• Enables remote management 

• Easier, faster management of network testing, exercise, 
and verification . 

• Leading edge of performance and reliability. 

• High speed data transfer rates means faster access to data 
and files. 
• Faster database queries and accesses. 
• Faster backup. 

SCSI Mirroring support 

• Backwards compatibility to SE enables easy integration 
with existing environment 

• Up to 12 meters with L VD. lncreased cable length provides 
greater flexibility in system configuration , especially in 
clustering and RAIO applications. 

" . · ~. .. '-~ . ' 

Op to 15 dev1ces m a da1sy cfiam 
fashion 
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ordering information 

A5838A HP 2-Port 100Base-T /2-Port Ultra2 SCSI Adapter 

Option #001 

Option #AVN 

ordering notes: 

Factory lntegration 

Release Notes 

http://www.hp.com/cgi-bin/pf-new.cgi?in=referer 
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Supported platforms (max units): Superdome (32). rp8400 (16) , rp7 41 O (15), rp7400 (12) . rp5400 
series (6), rp2400 series (2). Connects to LVD o r SE SCSI peripherals and 10/1 OOBT Ethernet. 
Requires a SCSI terminator, not included . The terminator attaches to the last device in the SCSI 
chain. Order the appropriate terminator for that device. For High Density ( HD) 68-pin LVD o r SE: 
Order C2364A, for Very High Density (VHDCI) 68-pin LVD or SE: Order C2370A. 

restrictions and limitations 

• HVD (High Voltage Differential) devices not supported. 
• 1 OOBase-FX, 1 OOVG -AnyLAN not supported. 
• Internai SCSI connectors not supported . 

for more information For additional information on this or other HP enterprise networking 
solutions, please visit us on the Web at unjx server connectjvjty sectjon . or contact any of ou r 
worldwide sales offices or HP Channel Partners. (In the U.S. , call1 800 637 7740.) 

Technical information contained in this document is subject to change without notice. Performance infonmation is estimated. 
Actual performance will depend on configuration. 
© Copyright Hewlett-Packard Company 2000. Ali Rights Reserved. Reproduction, adaptation, or translation without prior 
written permission is prohibited except as allowed undercopyright laws. 
HP product information and technical documentation is available online. In addition, configuration tools and pricing 
information allow registered users to place orders online. 

privacy statement usina this site means you accept its te rms 

,ç; 1994-2003 Hewlett -Packard Company 

http://www.hp.com/cgi-bin/pf-new.cgi?in=referer 



hp server 
connectivity 

hp enhances lineup of 
fibre channel adapters 

benefits of hp tachlite 
fibre channel host 
bus adapters (HBAs) 

selecting your 
tachlite fibre channel 
HBA 

tachlite 
fibre 

channel 
adapters 

hp tachlite fibre channel adapters now offer double the performance 

i n v e n t 

11 is truly the lnformation Age. Nothing but the best inlormation management is acceptable 
for system-wide success. While many think computers process data into inlormation, computers 
actually spend much more oi their time organizing the data and managing the storage of 
inlormation. This reality has been forming over time, but certainly graphical user interface 
programs have accelerated the trend, along with web page types oi applications. 

The early 1990s lirst saw massive disk larms created specifically to store data in very large 
disk arrays. Designers oi storage systems quickly realized that centralized storage and retrieval 
of data makes inlormation technology (IT) much more manageable. After ali, when even the data 
that drives a meager spreadsheet on a desktop may be the decision maker for the next corporate 
merger or venture, it is quickly apparent that this data is too important to trust individuais to back 
i! up regularly. 

Storage area networks (SANs) are an emerging methodology for maintaining enterprise-level 
quantities oi data. Data storage management, data integrity, cross-systems storage-all can be 
ensured by the use of a SAN, while they also ensure data retrieval and storage is quick and 
transparent to lhe end user. The appropriate architecture for connecting these gigantic arrays oi 
disks becomes an important part of the decision oi how to implement SANs. 

• maximum 1/0 performance 

- auto-negotiates 2Gb or 1Gb transfer rales (A6795A only) 

• superior quality with next-generation functionality: 

- switched fabric capability enabled-supports sophisticated recovery and backup scenarios, 
eventually without server intervention 

- online add/ replace (OLAR) capable 

- increased performance with 66% less CPU utilization for 1/0 operations 

- full switched fabric support on HP-UX, up to 14 million nodes on a SAN 

- existing Arbitrated loop supported 

• one-stop shopping through HP for SANs, with full support for mission-critical environments 

• A6795A-PCI 2Gb Fibre Channel adapter 
- Superdome, rp8400, rp741 O, rp7400, rp5400 series, rp2400 series 

• A5158A-PCI 1Gb Fibre Channel adapter 
- V-class, ltanium™ 

- legacy adapter for PCI-based systems 

• A6685A-HSC 1Gb Fibre Channel adapter 

- K-class 

• A6684A-HSC-eff 1Gb Fibre Channel adapter 
- D-class, R-class 



• 
• 

fibre channel 
provides for SAN 
implementations 

improved performance 
and investment 
protection 

optimizes fundionality 

/:f:~~,, 
The eventual promise of SAN technology is that regardless of where the data orig inates ·(Internet 
ar intranet) or where it is processed (on UNIX"' or Windows NT"' or other operating. systems), the .: 
economies of scale, ease of operations, data integrity, and performance characterislics\)f..S~Ns /·, .. · 
makes them appropriate data storage/delivery architectures. · ·-.:~~:-- · 

Therefore, the demand for Storage Area Networks is exploding. Through centralization, tradeoffs are 
made between ease of management and assurance of recovery, and, for example, more complex 
SAN wiring topologies. 

Storage Area Networks offer flexible pools of secure storage, 1 00% data availabi lity, and practically 
infinite scalability. 

HP is committed to providing strategic technology for mass storage interconnects to its enterprise 
customers. For example, HP's Switched Fabric functionality allows up to 14 million nodes to be 
connected on a SAN. The technology usually chosen to deploy in SAN environments is Fibre 
Channel, which provides optimum leveis of reliability, speed, and distance. 

HP's Fibre Channel solution uses a standard SCSI protocol to provide a fast, robust connection to 
storage devices. 

The HP PCI 2Gb Fibre Channel adapter-A6795A, available on HP-UX 11 .O and !ater operating 
systems-for Superdome, rp8400, rp741 O, rp7400, rp5400 series, and rp2400 series systems, 
improves SAN performance and efficiency. 

This adapter, also known as Tachlite, enhances HP servers' capabilities in the Storage Area Network. 
First, the A6795A offers data transfer rales up to 400 megabytes per second (full-duplex), effectively 
doubling performance over previous-generation Fibre Channel adapters. Next, the 2Gb Fibre 
Channel adapter auto-negotiates 1Gb or 2Gb transfer rales. This feature allows full legacy support 
for 1Gb SAN infrastructures, thus protecting your current SAN investment. 

With ali Tachlite adapters, HP delivers Switched Fabric Fibre Channel (FC-SW) functionality to HP-UX. 
The switched fabric functionality allows HP-UX servers to conveniently participate as a node in SAN 
environments. 

The FC-SW functionality of Tachlite is supported on ali current and future PCI platforms and offers the 
significant benefit of allowing servers to boot across switches. This FC-SW functionality is supported 
on the HP Surestore Director FC-64, FC switches 6164, 16B, and 8B, Brocade Switch 2800 and 
2400, and EMC Connectrix switches. 

Tachlite dramatically increases HP servers' SAN performance, resulting in 66% lower CPU utilizaiion 
during 1/0 cycles. The new interface offers full support for peripherals and online add/replace 
(OlAR) in supported versions of the operating system. 

HSC (K-, D-, and R-class) Switched Fabric Fibre Channel support is also available with A6685A and 
A6684A Tachlite adapters. 

For more information, please visit the HP Web site: 
www.hp.com/ go/hp9000io 
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tachlite features and benefits 

features benefits 

2Gb and 1Gb Fibre ehannel technalagy • highest 1/0 performance for faster accessibility af data bases and media-rich data 
• increased performance over previous-generation Fibre Channel adapters 

full switched fabric Fibre ehannel 
(FC-SW) capability 

• support for sophisticated storage area network (SAN) configurations 
• increases scalability of SAN infrastructure up to 14 millian nades 
• customization of complex recovery and backup scenarios 

onl ine add/ replace (OLAR) 

arbitrated loop support 

less ePU usage 

product description 

• maximizes server uptime with OLAR 
• no need to bring down server to add new or replace failed adapler 

• flexibility to integrate into various SAN configurations 

• minimizes requirements of ePU utilization for 1/0 to allow for maximum cycles for other operations 

product number A6795A A5158A A6685A A6684A 

description PCI 2Gb Tachlite Fibre PCI Tachlite Fibre HSC Tachlite Fibre HSC eff Tachlite Fibre 
Channel Adopter Channel Adopter Channel Adapter Channel Adapter 

fonm fadar • standard PCI • standard PCI • HP-HSe (3x5) • HSe EISA fonm fadar 
• 64-bit Pel interface, • 64-bit PCI interface, • HSC support (32-bit • HSC support 

compliant with compliant with 40MHz) (32-bit 40MHz) 
PCI Specification v2.1 Pel Specification v2. 1 • L=5.7 in (145 mm) • L=6.6 in (168 mm) 

• compatible with 3.3V and • compatible with 3.3V and W=3.2 in (82 mm) W=4.2 in (1 07 mm) 
5V, 32-bit and 64-bit 5V, 32-bit and 64-bit H= 1 .O in (26 mm) H=0.8 in (20 mm) 

• L=6.6 in ( 168 mm) • L=6.5 in ( 165 mm) 
W=3.5 in (89 mm) W=4.7 in (120 mm) 
H=0.7 in (20 mm) H=0.7 in (19 mm) 

transfer rale 2Gb ar 1Gb 1Gb 1Gb 1Gb 
auto-negotiates 

max transfer rale 400 MB/ s full duplex 200 MB/ s full duplex 200 MB/ s full duplex 200 MB/ s full duplex 
200 MB/ s half duplex 1 00 MB/ s half duplex 1 00 MB/ s half duplex 100 MB/ s half duplex c '<!ms supported Superdome (96) Superdome (96) K-class (3-9) D-class (3) 

<imum adapters) rp8400 (16) V-class (20) Kx70/Kx80 R-class (3) 
rp7410 (12) N-class ( 1 2) Kx60 Dx70/ Dx80/D390 
rp7400 (12) L-class ( 1 O) Kx50 Dx20/ Dx30 
rp5400 series (1 O) ASOO (4)/ A400 (2) Kx20 R380/ R390 
rp2400 series (4) rx961 O ( 16) ltanium 

rx461 O ( 1 O) ltanium 

boa! support yes yes Kx70/Kx80 D390 
Kx60 R390 

operating systems HP-UX 1 1 .O and later HP-UX 11 .O and later HP-UX 11 i, 11.0, 10.20 HP-UX 11 i, 11.0, 1 O. 20 

connector type LC (SFF) se se se 

de power characteristics draws 1.8 amps@ SV draws 1 .8 amps @ 5V draws 1.8 amps@ 5V draws 1.8 amps @ 5V 
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hp server 
connectivity 

tachlite 
fibre 

·channel 
adapte..S i n v e n t 

environmental and regulatory specifications 

produd number A6795A A5158A A6685A A6684A 

temperature • non-operating: -40° to • non-operating: -40° to • non-operating: -40° to • non-operating: -40° to 
+ 70o C (-40° to 158° F) +70o C (-40° to 158° F) +70o C (-40° to 158° F) +70o C (-40° to 158° F) 

• operating: +5° to +40° C • operating: +5° to +40o C • operating : +5° to +40° C • operating: +5° to +40° C 
(41 ' to 104° F) (41 o to 104° F) (41 ° tO 104° F) (41 ° to 104° F) 

• recommended operoting: • recommended operating: • recommended aperating: • recommended operating: 
+20o to +30o C + 20o to +30° C +20o to +30° C + 20° to +30° C 

~ ,idity • operating humidity range • operating humidity range • operating humidity range • operating humidity range 
@ 22° C: 15% to 80% RH @ 22° C: 15% to 80% RH @ 22° C: 15% to 80% RH @ 22° C: 1 5% to 80% RH 

• recommended operating: • recommended operating: • recammended operating: • recommended operating: 
15% to 80% RH 15% to 80% RH 15%to 80% RH 15% to 80% RH 
at 22° C (70° F) at 22° C (70° F) at 22o C (70° F) at 22o C (70o F) 

altitude • non-operating: 15,000 ft • nan-operating: 15,000 ft • non-operating : 15,000 ft • non-operating : 15,000 ft 
• operating: 1 0,000 ft • operating: 1 0,000 ft • operating: 1 0,000 ft • operating: 1 0,000 ft 

(3.1 km) (3.1 km) (3.1 km) (3.1 km) 

radiated field immunity • EN 55022 Class A • EN 55022 Class A • EN 55022 Class A • EN 55022 Class A 

ordering information 

product number A6795A A5158A A6685A A6684A 

factory integration • Option #OD 1 • Option #OD 1 • Option #OD 1 • Option #OD 1 

release notes • Option #AVN • Option #AVN • Option #AVN • Option #AVN 

for more information For additional information on this or other HP enterprise connectivity solutions, please visit us 
on the Web at www.hp.com/go/ hp9000io, or contact any of our worldwide soles offices or 

- ------------FtP-· etmmret-Partrrers:iJTTitre-tf:-S~-l-800-63-7-l-l4<:i:t----------------

ltanium is o trademark ar registered trodemark af Intel Corporation in the U.S. ond other 
countries and 1s used under license. UNIX IS a reg1stered trodemork of The Open Group. 
W indows NT is o U.S. registered trodemork of Microsoft Corporotion. 

Technicol informotion in this documenl is subjed to chonge withoul notice. 

© Copyright Hewlett·Packord Compony 200 1 . 
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hp server 
connectivity 

hp Gigabit Ethemet 
LAN adapters­
Gigabit performance 
at affordable costs 

. / 
f 

t '"'"':>; 

Gigabit Ethemet 
LAN 

comprehensive networking tools for the mos! demanding mission-critical and enterprise needs 

i n v e n t 

, . • ; 
'_.;>· 

The demand for higher-speed network connections is growing at a tremendous rale in arder to keep pace with the 

speed requirements of applications such as SAP R/ 3, database backups, medicai, CAD/ CAM, 3D modeling, 
animation, vídeo, and more. 

Internet data centers process terabytes of data daily. Processing, sharing, and distributing this data requires faster 
and faster networks. 

lntelligent adapters, which take on more of the network processing from the server, are becoming critically 

important in helping servers cape with the onslaught of traffic running at Gigabit/ second speeds. To maximize 

server CPU efficiency for an effective Gigabit Ethernet implementation, adapters should not only perfarm TCP/ IP 

checksum, interrupt coalescing, and byte swapping, but also enable the reduction of host data copy aperations. 

The HP Gigabit Ethernet lAN solutions perform ali of these functions and fully support the IEEE 802.3ab and 

802.3z standards for Gigabit operations. These high-performance, standards-based, scalable network links allow 
customers to move large omounts of data quickly while leveraging their existing investments in Ethernet technology. 

The HP Gigabit lAN adapters provide 1 000 Mbps bandwidth over existing copper wire and fiber-optic cables, 

meeting the demands of e-commerce and data-intensive businesses that want to preserve their investment in 

existing Ethernet infrastructures. The 1 OOOBase-T lAN adapter supports both the CAT 5 and CAT Se (enhanced) 

cabling standards. This allows superior investment protection in the existing cabling infrastructure. 

The 1 OOOBase-T adapter automatically detects the speed of the associated device as 1 0-, 1 00-, or 1 OOOBase-T 
so it may be deployed immediately in any Ethernet environment. Ali the Gigabit LAN adapters are based on the 
some Ethernet standards already widely deployed in the marketplace, and they allow migration fram 1 O Mbps to 
1 00 Mbps to 1 000 Mbps quickly and easily, with fast deployment and mini mal training needed. 

The Gigabit lAN adapters are also supported with HP Auto Port Aggregation (APA) software, J4240AA. Up to 4 

Gigabit Ethernet links can be logically aggregated together to form a single, extremely high-bandwidth channel 

with one IP address, automatic link failover, and load balancing. 

In addition, HP Gigabit Ethernet adapters support HP-UX VlANs (virtual LANs). This solution offers IT managers 
a powerful tool that simplifies the tasks of building, managing, and securing complex nelwork infrastructures. 

Physical LANs can be segmented into smaller logical ar "virtual " LANS, allowing broadcast traffic to be reduced, 

thereby improving averall nelwork performance. Now a change to nelwork topology no longer requires those 
dreaded trips to the wiring dosei! 

HP-UX VLAN is compliant with host-bosed IEEE 802. 1 Q VLAN tagging, IEEE 802.1 p (loter incorporoted in IEEE 
802.1 D) priority encoding, and IP Type of Service (ToS)-802.1 p priority conversion. 

Other key feotures of HP-UX VLAN include: 

• IP subnet-based, protocol-based, and port-based VLAN support 

• su orted on HP-UX 11 i v1 

• configuration using well-known HP-UX tools-lanadmin (CLI) and SAM (GUI) 

• 1 024 VLANs per NIC port 

• designed to work seomlessly with HP high-avoilability products, such as MC/ Serviceguard 

• no changes to applications required 

• preserve VLAN configuration across reboai 

lf you would like more information regarding HP-UX VLAN functionality, please refer to the "Pianning and 

lmplementing VLANs with HP-UX" white paper, located at www.hp.com/ go/vlan. 
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customer benefits 

application areas 

•• 

features and benefits 

-·· ~-- · -· - ~ "'~-~~-;-~"'._...., 

·•·,.,.,. -:: 

'~·_j. ··. 

-:O...._ '- / 

'•· .. _. .,- . ...-_ . .; ' • increase network performance- l 000 Mbps 

• lower networking management costs 
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• leverage existing Ethernet infrastructures- including widely deployed CAT 5 cabling for 
lOOOBase-T 

• maximize CPU efficiency, thus lowering total cosi of ownership 

• SNMP (M IB 11) support 

• Web-based Internet/ intranet information distribuiion and transaction processing require both fast 
response times and high availability 

• high productivity client/server systems require high-bandwidth, high-availability paths between the 
client, server, and data 

• networking backbones-Gigabit aggregates 10/l OOBase-T traffic; the Gigabit links can also be 
aggregated with HP Auto Port Aggregation (APA) to create multi-Gigabit, high-bandwidth 
backbones 

• database backup demands very high bandwidth and availability to ensure one-pass backup 

• solutions requiring high-performance connections for voice, video, streaming, multimedia, and 
high-end applications 

• network-attached storage 

features benefits 

1 000 Mbps (Gigabit speed) 

1 OOOBase-T and 1 OOOBase-SX Ethernet 
stondards (IEEE 802.3ob and 
IEEE 802.3z) 

auto-negotiation: tri-speed- 1 O, 1 00, or 
1 000 Mbps for lhe 1 OOOBase-T adapter 

CPU offload (Internet checksum offload, 
byte swapping, interrupl coalescence 
and avoidance) 

HP-UX VlAN (virtual lAN) 

MC/Serviceguard (MCSG) and Auto 
Port Aggregation (APA) support 

Online Addition and Replacement 
(OLAR) 

up to 550-meter cabling lengths 
(dependenl on cable) for lhe 
1 OOOBase-SX adapter 

dual DMA channels for 
simultaneous read and write; 
embedded RISC processar 

• high-performance, high-bandwidth Gigabit networking-
1000 Mbps 

• ideal for media-rich data, Internet applicalions, and high-speed 
data centers 

• fasler nelwork backups and data access 

• seamlessly integrates inlo existing Ethemet infrastructures 
• lower cosi lo implement and manage 
• leverage current investments in Ethernet and cable infrastructure 

• flexible, easy lo deploy 
• adapls for growing network bandwidth requiremenls 

• increases performance 
• maximizes server CPU efficiency 

• enables logical connedivity separalion of a nelwork from physical 
connedivity 

• isolates traffic and preserves bandwidth 
• improves nelwork manageability and performance 

• MCSG offers highestlevels of high availability 
• APA can aggregate up to 4 Gigabit links lo create a "super" 

bandwidth connection 

• server uptime is maximized, since adapters can be added or 
replaced withoutthe need to bring the system down 

• ultimale flexibility in data cenler layouts, backbone 
implemenlations, or high·performance clienl nelworks 

• enhanced performance for every type of networking task ­
downloading, uploading, file lronsfers, and intense 
bi-directional traffic , ., , \., 



next-generation 
Gigabit Ethemet 
specifications 

·-· 
~- . .,, ~ .... 

product number A6825A A6847 A 

description 

systems supported 

maximum number of 
aclive cards 

release(s) supported 

VLAN supported 

OLAR support 

:onnector type 

:ablinq 

wavelength 

CPU offload features 

:~ui o· sensi nq speec 

aulo-negotiation 

duplex support 

jumbo frame support 

MC/ Serviceguard support 

PCI HP-UX 1 OOOBase-T Gigabit 
Ethernet Adapter 

rp2400 series 
rx2600 series 
rp5400 series 
rx5600 series 
rp7400 series 
rp8400 
superdome 

rp2400 series: 4 
rx2600 series: 4 
rp5400 series: 1 O 
rx5600 series: 9 
rp7400: 12 
rp7410: 15 
rp8400: 16 
superdome: 16, 32, or 64 
(depends on configuration) 

HP-UX 11.0, 11i v1 , and 11i vl.6 

yes (for 1 1 i v 1 only) 

yes (for 11 i v 1 only) 

RJ-45 

CAT 5, CAT Se e CAT 6 
unshielded twisted pair (UTP) 
copper cabling 

NA 

yes 

lO, 1 00, 1 000 Mbp~ 

yes 

full duplex for 10/ 100/ 1000 Mbps 
half duplex for 10/ 100 Mbps 

yes (a! 1000 Mbps only) 

yes 

Auto Por! Aggregation support yes (for ll i v l only) 

operating distance up to l 00 meters 

Ethernet standard IEEE 802.3ab IEEE 802.3u 

form factor / host bus 64-bit/ 66 MHz PCI 

card size 2.536 x 6.6 in (64.4 x 167.6 mm) 

PCI HP-UX 1 OOOBase-SX Gigabit 
Ethernet Adapter 

rp2400 series 
rx2600 series 
rp5400 series 
rx5600 series 
rp7400 series 
rp8400 
superdome 

rp2400 series: 4 
rx2600 series: 4 
rp5400 series: l O 
rx5600 series: 9 
rp7400: 12 
rp7410: 15 
rp8400: 16 
superdome: 16, 32, or 64 
(depends on configuration) 

HP-UX 11.0, 11 i v 1, and 
11 i vl.6 

yes (for 11 i v 1 only) 

yes (for 11 i v1 only) 

duplex se 

multi-mode fiber 
(62.5 or 50 micron) 

850 nm 

yes 

1 000 Mbps only 

yes 

full duplex for l 000 Mbps 
half duplex no! supported for fiber 

yes 

yes 

yes (for l l i v 1 only) 

up to 550 meters 
(dependent on cable) 

IEEE 802.3z 

64-bit/ 66 MHz PCI 

2.536 X 6.6 in, (~~~4 x"'i 6~6 31 8 
- Fls. N° -----

NR ~-r a 4· 
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additional hp-ux 
Gigabit Ethemet 
features and 
specifications 

feature ali hp-ux Gigabit Ethernet LAN adapters 

NIC to NIC connection 

link levei and IP multi-cast support 

promiscuous mede (link and SAP) 

SNMP (MIB-11) support 

activity and status LED indicators 

universal keyed, 3.3 and 5v tolerant 

SAM conligurable 

protacals 

customer installable 

hp MAC address 

yes 

yes 

yes 

yes 

yes 

yes (for PCI cards anly) 

yes 

TCP / IP, UDP / IP, NFS 

yes (except on Superdome) 

yes 

moda! bandwidth operating distance for 
1 OOOBase-SX lOOOBase-SX (classification of 

(850 nm SWL) fiber-optic cable) operating distance 

environmental 
specifications 
for A6825A and 
A6847A 

62.5-micron MMF cable 

50-micron MMF cable 

temperature nan-operating : 
operating: 

humidity non-operating: 
operating : 

altitude non-operating : 
operating : 

electromoTinetic USA: 
campotibi ity Europe: 

Austral ia : 

Japan: 

harmonic: 

llicker/ fluctuation: 

.-- '-generation Gigabit Ethernet ordering information 

.. o'CI25A-1 OOOBase-T PCI Gigabit Ethernet LAN Adapter 

Option #001 -Factory integration 
Option #AVN-Release notes 

__for more info 

160 (MHz x km) 
200 (MHz x km) 

400 (MHz x km) 
500 (MHz x km) 

-40° to 60° C (-40° to 140° F) 
o• to 50• C (32• to 1 22• F) 

up to 220 meters 
up to 275 meters 

up to 500 meters 
up to 550 meters 

5 to 95% RH non-condensing (20%/hour) 
5 to 95% RH non-condensing at 40° C 
(104° F) (16·hour dwells ot extremes) 

10.6 km (35,000 ft) 
3.1 km (1 0,000 ft) 

FCC, Class B 

CISPR-22/ EN55022, Class B 

AS/NZS 3548 Closs B 

VCCI, Class B 

EN61 000·3-2 

EN61 000-3-3 

A6847 A-1 OOOBase-SX PCI LAN Adapter 
Option #001-Factory integration 
Option #AVN-Release notes 

For additional information on this or other HP enterprise networking solutions, please visit us on the Web at www.hp.com/ go/ hp9000io, 
visit our technical documentation site ai http:/ / docs.hp.com/ hpux/ netcom/index.html, or contact any of our worldwide soles offices or 

HP Channel Partners. In the U.S., call 1-800-637-7740. 

© Copyright 2003 Hewlett·Pockord Development Compony, l.P. The information contained herein is subject lo change withoul notice ond is provided "os is" wi thout worronty of 
ony kind. The warranties for HP products ond services are sei forth in lhe express worronty statements occomponying such produds and services. Nothing herejrushould be 
construed os consliluting an odditionol worranty. HP sholl nol be lioble for technical or editorial errors or omissions conloined herein. , i i ' '' 1'3 4 9 
05/ 23/ 03 

5980·7059EN Rev. 3 
~ 3-& 8 __ 4-
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hp surestore dvd-rom array module 

The HP Surestore DVD-ROM Array Module further extends the versatility of HP's tape 

array solution. lt provides DVD and CD reading functionality, and the ability to load 

software, ali in a half-height form factor. This module is offline hot-swappable within an 

HP Surestore Tape Array 5300 for easy insertion and remova! in a racked environment 

and offers the high performance (40x as a CD ROM, 1 Ox as a DVD ROM) information 

services professionals need . 

The HP Surestore Tape Array solutions provide a choice of rack enclosures in different 

heights to fit almost any data center. Available array modules encompass a wide range 

of tape drive technologies, as well as DVD-ROM, which can be mixed and matched in 

a single enclosure. The HP Surestore Tape Array 5300 offers upgrade options to enable 

SAF-TE remote manageability in a Windows"' operating system environment and an 

additional power supply and fan kit for environments where redundancy is important. 

specifications 

~ . .,.. ~-,..(' 

·:; ...... ..,.~. 

® 

n v e n t 

key features/benefits 

• fast: delivers high dato trans~r 
rales (l Ox for DVD-ROM, 40x 
for Cp-ROM) for performance. 

• manGgeâlile: offline hot-swGp 
capaoflrty for eosy insertion ', 
and removei, 

• flexible: D.VD ond CD read 
funétionalil)r in a. racked 
environ.ment. 

• adaptable: provides a. half-height 
array module for addi.tion to an 
f:fp Tape Àrray.5300. 

Interface Ultra SCSI lVDS. A fast, narrow, single-<mded Ultra SCSI DVO.ROM with max throughput (burst rateJ of 20 Mbps. Mounting in a 
Surestore DVD-ROM rack-ready module enables connection to an LVD SCSI bus for burst rales of 160 Mbps. 

Form Factor 

Loading System 

5.25 inch, ha lf-height 

Slot disc loading system, long disc ejecl 

--tnsertiorr/Removol----------------<"lfff.inrlol'swappabi~------------------------------------

Perfarmance DVD-ROM: CAV 1 Ox CO.ROM: CAV 40x 

Access Time/ Seek Time 

Loading Time 

Unloading Time 

Disc Read Formais 

Operating System Compatibility 

Standard Warranty 

DVD: overoge 95 msec CD: averoge 80 msec (rondam overage) 

less thon 3 sec (the period the disc starts to load and is clamped in the drive) 

less than 4 sec (from e ject button press lo disc unloodJ 

DVD single layer & duolloyer, DVO.R ', DVO.RW', CO.ROM mode 1, XA mode 2, Photo CD (single & multiple session). CO.DA, 
CD-Extro, CO.R, CO.RW, Vídeo CD 

Tape Array solutions are compotible with HP Servers running HP-UX, Windows'' , Lin ux, ond other industry-leading operating systems 
and software. For further informotion on system-specihc compatibility visil : www.hp.com/ go/ connecl 

3-years, next daf uni! exchange, system matching on HP systems3 (internai, externa i, and rock mountable units) . 

1 
...., 5 o 

't . I j 1 DVD-RAM is not supported. • 0 

1 Uni! exchange next day is nol a vai lable in some countries. -------

3 The system matching period applies to the host system standord warronty period only. The drive worranty reverls to uni f exchange 
for the remainder of it:; standard warronty period after the host worronty expires. 

3 6 g 4-' 



• 
• 

specifications (continued) 

Power 

lnput voltage 

Current draw: 

Stond-by laverage) 

Reod (overage) 

Maximum 

Power Consumption 

Stond-by javeroge) 

Reod joverage) 

Maximum 

lncludes 

Physicol Characteristics 

Weight 

Dimensions (H x W x D) 

Safety 

.~~icotion s 

ordering information 

Accessories' 

HP Suppartpacks 

+5VDC 1+/- 5%), + 12VDC 1+/ - 1 0%) 

+5VDC: 

0 .10A 

O.BA 

1.2A 

1.1W 

19.6W 

27.6W 

Power sove mode 

1.5 kg j3 .3 lb) 

42 X 165 X 320 mm 11 .65 X 6.5 X 1 2.6 in) 

+ 12VDC: 

0.05A 

1.3A 

1.8A 

USA-Ullsafety), Germany-TUV jsofety). Conada-CSA lsafety) , EU-CE lsofety & EMC) , Australia/New Zealand-C-Tick IEMC only), 
Korea IEMC). Taiwan jEMC) 

Rack-ready DVD-ROM array module 

Foclory-mcked DVD-ROM orroy module 

HP Surestore Tape Array 5300 

1 Cables and terminolors ordered separotely. 

3-year, Next-doy, Onsite Response 

3-yeor, Some doy, Onsite Response 

n v e n I 

C7499A 

C7499A-OD1 

C7508A 

H3155A/ E 

H4616A/ E 

or reg istered trodemorks respedive 
componies. Produçts moy . shown with 
optionol modules. lhe i_rilormotion cç>ntoined 
in this docume.nt is ·subject to chong.e without 
notice. 

© Hewi~-Po~ko~d _Cç. 200 I· 
Produced in lJSA '08-01 

598o.6498EN 



' .-..... 
I 

n v e n t 
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key features and benefits 

tape drive comparison 

/~ --

hp ·fa~J.E! array · 
'5300 

a 19'"3lh mdosure 
. 'bofding ·liP to ,fqu, 

; 7.~r..!.i!fi:í~!.~ ... ~ 
. ·{ k 

~ i:. .L 

array~ules 

The HP Surestore Tape Array 5300 is a 3U rack enclosure that will hold two full-height array 
modules, four half-height modules, or one full-height and two half-height modules. The enclosure 
supports HP arrav modules. including Ultrium 230, Ultrium 215, DLT 80, DLT vs80, DAT 40 (DDS-4), 
and DAT 24 [DOS- 3) tape drives, plus a DVD-ROM. The wide variety and interchangeability of array 
modules provides a truly flexible solution for use in a variety of different data storage situations. 

For IT managers whose enviranments require added data security and accessibility, the Tape Array 
5300 also has an optional upgrade kit-the PSU/fan kit provides a redundant fan and power 
supply. 

• expandable: holds up to four offline hot-swappable array modules on four independent SCSI buses 

• upgradable: allows you to expand from one to four tape drives as your capacity requirements grow 

• flexible: supports HP array modules: Ultrium 230, Ultrium 215, DLT 80, DLT vs80, DAT 40 (DDS-4), 
DAT 24 (DDS-3) and DVD-ROM 

• compod: stores 800 GB of compressed data per array with four Ultrium 215 drives in 3U of rack space 

• high availability: maximizes system uptime and performance with optional redundant components 

• rackable: fits in standard 19" racks from HP, Apex, and Rittal 

model form fadar capacity* performance* 
DAT 24m Half-height 24GB 7.2 GB/ hour 
DAT 40m Half-height 40GB 21 .6 GB/ hour 
DLT vs80m Half-height 80GB 21 .6 GB/ hour 
DLT BOm** Full-height 80GB 43.2 GB/ hour 
Ultrium 215m Half-height 200GB 54 GB/ hour 
Ultrium 230m ** Full-height 200GB 108 GB/ hour 

" Capacity and performance are based on 2:1 data compression. Actual compression varies with data type. 
* * These modules are also compatible with Tape Array 5500. 

i I · i No 1 3 52 
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n v e n t 

technical specifications 
dimensions (h x w x d) 

weight 
native capacity 

campressed capacity 
externai l/O ports 

power supply/required 
operating temperature range 

storage temperature range 
operating humidity range 

non-operating humidity 

ordering information 

additional information 
torget use 

torget audience 

what' s in the box 

warranty features­
hp service and support 

warranty options 

{ . 

-hp tàpe array 
'5300 . 

741 X 445 X 133 mm (29.2 X 17.5 X 5.25 in) 
13 kg (28 .71 lb) 

400 GB with lour Ultrium 215 drives 

800 GB * with four Ultrium 215 drives 

Eight SCSI ports (one in and one out per hall-height drive bay) 

100-127Y AC (+/ -10%) or 200-240V AC (+/ -10%) 
5o to 40°( (41 ° to 104°F) 

-40° to 70oC {-40° to 158°F) 

20% to 80% RH 
5% to 95% RH 

"' W".,:•<,,, 

.o 

*Capacities and fransfer rales assume 2:1 data compression. Actual compression may diller because compression 
varies with data type. 

C7508A Tape Array 5300 
C7496A Tape Array PSU/ Ian kit 

compatible array modules 
C7456A DLT BOm 
C7507 A DLT vs80m 
C7470A Ultrium 230m 
C7492A 
C7497A 
C7498A 
C7499A 

Ultrium 21 5m 
DAT 40m 
DAT 24m 
DVD-ROM 

Four-bay rack enclosure 
Redundant power supply and fan 

DLT 80 array module (full-height) 
DLT vs80 array module (half-height) 
Ultrium 230 array module (full-height) 
Ultrium 215 array module (half-height) 
DAT 40 array module (half-height) 
DAT 24 array module (half-height) 
DVD-ROM array module (half-height) 

Providing a scalable, flexible means oi racking standalone products or adding versatile storage capability to a 
local area network 
li managers of mid-si;z:ed companies who have a rack environment and require a scalable backup solution that 
supports a variety af tape technologies and DVD-ROM for software looding 
Enclosure, mounting rails, rack-mounfing kit (for HP & other racks), rack-mounting template, manuais, Surestore 
CD confaining documentation, power cord, power supply uni! (PSU), PSU bay filler penei, fan, fan bay filler 
penei, torx tool, drive bay filler peneis, accessory kit 
3-year, next-day onsite response; system matching on HP rack servers 

H4618A / H4618E 3-year, same-day, onsite 

' ' 

--------~ermGRHRf~~·~n~------F~o~r~m~o~r~e~i~nf~o~rm~a~f~io~n~o~n~H~P~s~fo~ra~g~e~p~ro~d~u~ct~s,~c~o~n~ta~ct~a~nLy~o~f~o~u~r~w~o~rl=dw~id~e~s~a~le=s~o~ll~ic~e~s~o~r~v~is~it~o~u~r-~~e~b~s~i~fe~a~f~: -----­
www.hp.com/ go/ storage 

W indows is o U.S. regislered lrodemork oi Microsoft Corporolion. 

Technicol informolion in this documenl is sub1ect lo chonge wilhoul nolice. 

©Hewleii-Pockord Compony 2001 
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About HP C/HP-UX 

'f HP C/HP-UX Reference Manual 
"T V\lhat ís f-1P C~? 

.;; Cornpatibiiity fvlode 

About HP C/HP-UX 

.-~ , .~,. .. ~''""" 
( , ... ,,.. ... 

•"!. .... ~ 

. ~~·.:.:· .j "':;;>­
-~~\ :_\_-··· p 

Page·t ·ofb · 
~ .. ,., .... ,"'"~.,..,-·-·· -

HP C Onlíne Help -1· 

This manual presents ANSI C as the standard version of the C language. Where certa in 
constructs are not available in compatibility mode, or would work differently, it is noted and the 
differences are described. 

HP C/HP-UX, when invoked in ANSI mode, is a conforminq implementation of ANSI C, as 
specified by American National Standard 9899-1990. This manual uses the terminology of that 
standard and attempts to expia in the language defined by that standard, while also 
documenting the implementation decisions and extensions made in HP C/HP-UX. lt is not the 
intent of this document to replicate the standard. Thus, you are encouraged to reter to the 
standard for any fine points of the Janguage not covered here. 

f- Compatibility Mode HP C Online Help -+ 

' i .l . . ~ .... 

http: I /www .docs.hp .com/hpux/ onlinedocs/B3 90 1-90003/00/00/1 0-con.html NR 
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HP-UX Virtual Partitions 

» contact hp 

» hp-ux home 

» hp software index home 
» operating and 

embedded home t::: » software strategy 

IC 

» hp-ux press room 

» technical suppori 
» buy online from hp 
» section map 

UN ITEC 

te HP-UX operating system C ali 

HP-UX virtual partitions (vPars) 1 

HP-UX Virtual Partitions lvPars) enables vou to run multiole 
instances lversions) of the HP-UX 11 i Operatinq Environmen1 
(OE) simultaneouslv on one server with each OE instance 
hosting its own set of applications in a fullv isolated environment. 
Created through software, virtual partitions provide application 
and operating systems isolation that run on single server nodes 
or within single-system hard partitions. Each virtual partition runs 
its own image of the operating system and can fully host its own 
applications-offering complete software isolation. The capability 
of CPU migration allows users to add and delete dynamically 
(without reboot) CPUs from one virtual partition to another. This 
enables applications to coexist in the same server while assuring 
complete privacy. In addition, functionality is provided to 
dynamically create , modify or even delete the isolated operating 
environments on a running server without interrupting non-
related partitions. 

In comparison to nPartitions, vPars provi de greater flexibility and 
granularity while nPartitions provide greater fault isolation. 
Greater flexibility in vPars is achieved with the ability- using 
simple software commands-to add and delete dynamically 
(without reboot) CPUs from one virtual partition to another. In 
addition , multiple vPars can function within an nPartition 
providing greater granularity (1 CPU). 

partití oninfi infom 

» partitioning contin 
» nPartitions 
»virtual partitions 
» information library 

related informat io1 

» hyperplex 
» workload manage 
» process resource 
» processar sets 

HP-UX Virtual Partitions (vPars) is available on the following HP servers running HP-UX 
Superdome, rp8400, rp7410, rp7405, rp7400, rp5470, rp5405 . 

benefits 

vPars provides the following benefits: 

• lncreased system utilization by partitioning previously unused portions of the ser 
Typically, a server is only using 50% of its capacity . 

• Greater flexibility of resources through: 1) multi pie but independent operating 
environments per server (with as low as 1 CPU granularity per partition) and 2) th 

- -------------- - - -mfwernent-of-GPH--power--between-11Pars--depending-on-workfoatt-requirements-. ---- - - 1 

• lncreased isolation of applications, their operating systems, and assigned resou 
memory, and 1/0) , with individual reconfiguration and rebooting of the individual p 
without affecting other partitions and their applications. 

• Server consolidation by running multiple workloads with their unique Operating 
configuration needs on the same server at the same time. They are excellent for < 

creating test platforms without investing in more hardware. 

'AI this time, vPars is available only on HP-UX 11i on certa in PA-RISC servers. 

http :1 /www .hp. com/products 1 /unix/ operating/manageability /partitions/virtual_pazlj~io~~·.h;ml 32§/~ /0 3 
Fis. N° ___ -::--_ 

1.. -~ ;;_. 
3 6 ~L~1 
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HP-UX Virtual Partitions 

orivacy statement using this site means vou accept its terms 
:.."!;) 1994-2003 Hewiet!-P<~ckerd Cornpany 
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introducing lgn ite-UX 
About This Guide 

Table 1-1 

16 

Ignite-UX Commands and Online Docume ntation 

Ignite-UX provides online information in the / opt/ignite / share / doc / 
directory. Also see these Ignite-UX manpages: 

lgnite-UX Manpage Description 

ignite (5) Ignite clients remotely from the 
Ignite-UX screen and provides an 
overview of all Ignite-UX commands. 

instl_adm (1M) Manage Ignite-UX config files. 
instl_adm (4) 

instl_combine (1M), Construct custam, bootable install 
make_medialif (1M) media. 

instl_dbg (1M) Debug config files . 

instl_bootd (1M) Boot protocol server for Ignite-UX client. 

bootsys (1M) Reboot and install systems using 
Ignite-UX. 

make_bundles (1M) Package SD bundles into an SD Depot. 

make_depots (1M) Creates SD depots from media. 

make_boot_tape (1M) Create a system boot tape. 

make_net_ "ecover_y :4 l Create recovery archives on a netwºrk 
system. 

make_tape_recouery (1M) Create recovery tapes. Replaces 
rnake_ recovery available beginning 
with Ignite-UX AIB 3.2. 

check_recovery (1M) Check recovery tape status since last 
rnake_ * _ recovery. 

make_sys_image (1M) Create golden system images. 

make_config (1M) Generate config files for installing 
software in SD bundles. 

Chapter 1 

- "' 
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lniroducing lgnite-UX 
lgnite-UX Overview 

System recovery 

Support for 
ServiceControl 
Manager 

20 

You have consistent, reliable recovery in the event of a catastrophic 
failure ofthe system disk or root volume group using either thE 
make_tape_recovery or 11ake_net_recovery ~ommand. 

Ignite-UX supports installing HP-UX client systems in an HP 
ServiceControl Manager environment. See the SeruiceControl Manager 
Installation and Configuration guide for more details. 

Chapter 1 
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Virtual Partitions (vPars) Management on nPartitions 
Configuring Virtual Partition Resources and Attributes 

Configuring Virtual Partition Resources 
and Attributes 

When creating or reconfiguring a virtual partition, you manage 
resources and attributes that determine the virtual partition's 
configuration and capabilities. 

Each virtual partition has three types ofresources: cpu, i o, and nem, 
which specifY processor(s), IJO, and memory allocated exclusively for the 
virtual partition. 

The virtual partition resource configuration determines which hardware 
is dedicated for the virtual partition's use, by indicating hardware paths, 
quantities, and limits. 

Each virtual partition also has three types of attributes: general 
attributes, hardware attributes, and boot attributes. 

To modify most virtual partition hardware resources or attributes, you 
must ensure that the virtual partition being modified is in a "Down" 
state. 

Also note that some virtual partition attributes are required and some 
are optional. 

See the vparmodify (1M) and vparresources (5) manpages for details. 

The following list includes details and command-line options for setting 
virtual partition attributes. Also see the vparcreate (1M) and vparmodify 
(1M) command manpages. 

• Virtual Partition General Attributes 

The general virtual partition attributes include the name ofthe 
virtual partition and the static attribute. 

-------------------';~- :e""""IJaTile-a:ttribu-t-e-(--p-and--P}-clefin-es--tfte-vi-Ftual-pa:Fti-ti-en~s-name,, ------ ­
which you use when referencing or managing the virtual partition 
using commands. 

HP System Partitions Guide: Administration for nPartitions, rev 6.0 445 
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hp servers 
product brief 

hp rack-optimized servers can help you be 
always on, always there, always connected 
hp servers rp5430 and rp5470: smart, simple, stress-free 

In todoy's economy, whether 

you're monoging your own 

IT infrostructure ar hosting 

someone else's, you hove to 

operote with o foster time-to­

solution, within budgetary 

constroints, ond with the 
highest stondords for customer 

service ond operotionol 

efficiency. 

To creote ond run on 
infrostructure for on olwoys-on 

business, you need o 
computing plotform thot will 

support the woy you-and 
your customers-do business. 
The HP Servers rp5430 ond 
rp5470 give your business the 

fastest-ond mos! relioble­

meons of succeeding in this 

new business environment. 

The HP Servers rp5430 ond 

rp5470 deliver the proven 

performance, scolobility, ond 

high-avoilability copobilities 
of UNIX-without high 
mointenonce requirements and 

costs. And they give you plenty 

of roam to grow. You con stort 

ot o low-price entry point ond 

scole up to the leoding 4-woy 
UNIX performance-in the 

some rack-optimized form 

foctor, without penolty. And 

with its industry-leoding 

solution portners, HP hos 

developed business solutions 

surrounding these servers thot 

ore tested, eosy to deploy, ond 

eosy to monoge. 

With HP Servers rp5430 
ond rp5470, owning ond 
operoting o UNIX server is 

smort, simple, ond stress-free. 

smart 
HP Servers rp5430 ond 
rp5470 offer leoding entry­
level server performance, 

dynomic scolobility, ond 
unmotched investment 
protection-oll in o rock­

optimized pockoge-moking 

them the smort choice for the 

mos! demonding opplicotions. 

leading performance­
scalable functionality 
• industry-leoding OLTP 

performance 
• massive bondwidth 

for 1/0-intensive opplications 

• 7U-height ond pocked with 

CPUs, memory, ond 1/0, 
plus the obility to scale 

subsystems without 

compromise 

• rock-optimized to make the 
best use of valuoble doto­

center Aoorspoce 

unparalleled inveshnent 
pratection 
• industry's only in-box 

upgrode from 2-woy to 

4-woy UNIX computing 
• built-in growth poth to 

the HP Server rx5670, 
feoturing Intel® ltonium® 2 

processors 
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proven solutions for business-critical computing 
• ,/: • ·, > 

simple 
hp makes IT easy 
With HP Servers rp5430 and rp5470, HP offers o unique combinotion 

of solutions designed to help you get storted quickly ond monoge your 

IT environment effectively. 

hp-ux: robust, proven enterprise operating environmenl for mission­
critical applications 
• industry-leoding performance, scolobility, avoilobility, monogeobility, 

ond security 

• pre-pockoged, integroted, ond production-reody operating 

environments 

• industry-leoding Windows® ond Linux interoperability 

• centrolized software updotes thot ore timely, simple, ond efficient 

• powerful allionces w ith industry-leoding software vendors ond systems 

integrotors to deliver robust salutions from e-commerce to enterprise 

resource plonning (ERP) ond beyond 

• lng-edge management capabilities with 
Wkp.ux virtual partitions and hp-ux workload manager 

• system resource optimizotion enobling multiple workloads to run 

simultoneously on the some server, eoch with their own instonce 

of HP-UX 

• improved security and server ovoilobilty through complete software 

ond operoting system isolation 

• HP-UX Virtual Portitions integrote with HP-UX Worklood Manager for 
the most efficient resource distribution ocross portitions, in o single 

serve r 

• base offering complementory with HP-UX 11 i for your 

HP Server rp5470 

integrated management capabilities 
• HP Servicecontrol Monoger and integroted HP Secure Web Console 

copobility for full remate monogement, including centrolized 

configurotion of multiple servers 

"he right server for today' s applications 
ERP (supply-chain managemen~ 
High availability, leading-edge manageability, and scalable performance 
support demanding end-to-end enterprise applications. 

flexible financing 
• operoting leoses with a voriety of ottroctive terms 

• the Tech Refresh progrom for cost-effective upgrodes to stoy on the 

leading edge of new technology 

• bundled Solution Finonce progrom to consolidote and simplify 
finoncing orrongements 

instant capacity on demand for your 
hp server rp5470 
iCOD 
• instont activation of incrementai CPU power when you need it 

• pay only for the processing power you use 

temparory capacity for iCOD 
• temporary activation of incrementai CPU power for a limited period 

• ideal for short-term, predictable processing demands 

stress-free 
make your business your focus 
The HP Servers rp5430 and rp5470 handle the demands of users 

efficiently ond reliably-so you can concentrote on running your 

business, not managing your IT resources. 

high availability for continuous operations 
• a rich set of in-box high-availability feotures 

• affordable high-availability dustering solutions based an 

industry-leading HP MC/Serviceguard 

• self-healing capobilities, a first for entry-level servers-proactively 

avoid foults to improve uptime 

• a criticai building block for your always-on e-business needs 

total solution support 
• options ranging from Web-bosed services to the industry's only 

6-hour coll-to-repair commitment 

• "one-stop" solution support delivered with portners such as Cisco, 
Orocle®, SAP, i2, lnktomi, and many more 

best UNIX server family-top to bottom 
The low-cost entry point to the two-woy HP Server rp5430 through the 

more scolable HP Server rp5470 ore pari of the powerful HP UNIX 

server line-servers thot sei the stondords for business-criticol computing 

ond total cosi of ownership. Simple in-chassis upgrodes let you move up 

the line os your business grows. HP UNIX servers provide the hardware 

foundotion for on Internet infrostructure thot is olwoys on. Combining 

leoding technology with prooctive ond reoctive services, HP offers 

broadband complete, end-to-end solutions thot include hardware, software, 

The combinotion of leading performance, 1/0 throughput, and capacity opplicotions, services, support, consulting, ond on extensive portfolio of 
and high availability with end-to-end solutions delivers more powerful, experienced portners, so you con get to morket quickly with o single 

~~~~~b~b~an~~t.~~~~~~~~~~~~~~-~~~~~~~~a The HP UN~server~mi~ ~ robu~from ~e ~p ~ 

Internet infrastructure 
Highly scaloble, reliable, and manageable Web server, caching server, 
lood balancing, e-commerce server, firewalls, or mail server. 

e·commerce 
leoding performance and 1/0 bandwidth, in-box scalability, rack­
optimized form fadar lfive per standard 2-meter rack/, high avoilability, 
and Internet monogement feotures. 

technical computing 
leoding performance and throughput, N+ 1 redundant components, 
extensive memory capabilities, and clustering solutions to meet the 
demands of computation, NFS file serving and product data management, 

ond Web hosting. 

bottom-from the high-end HP Superdome; through the HP Servers 

rpB400 ond rp741 O, the midronge performance ond price/ 

performance leoders; ond to the scoloble entry-level HP Servers rp5430 

and rp5470. Rounding out the fomily ore the hyper-dense HP rp2400 

series servers for Internet opplications and branch offices. 

.. 
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hp servers rp5430 and rp5470 features and benefits at-a-glance 
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smart 
1-4 (rp5470) or 1-2 (rp5430) 875MHz PA-8700+ CPUs with 2.25 MB 
an-ch ip coche per CPU ar 750MHz PA-8700 CPUs with 2.25 MB on-chip 
coche per CPU 

Up to 16 GB (rp5470) ar up to 8 GB (rp5430) SDRAM memary with 
odvonced ECC protectian 

Up to 10 (rp5470) or 6 (rp5430) PC! l/O slots with 3.2 GB/s (rp5470) or 
2.3 GB/ s (rp5430) 1/ 0 bandwidth 

Core 1/0, including 10/lOOBase-T LAN with auto speed-sensing, o secand 
10/1 OOBose-T suppart LAN, Ultra2 LVD SCSI, ond RS-232 

Up to 4 internai 36 GB, 73 GB, ar 146 GB Ultro320 SCSI hot-plug high­
uptime disks 

1 internai DVD ar DAT drive .--'1 J chassis with up ta 5 servers per stondord 2-meter rack; also ovoiloble in 
• 1dolone (pedestal) canfigurotian 

Eosy in-bax upgrodes fram the rp5430 to the rp5470 

Support of lntelltonium Processar Fomily as well os PA-RISC processors 

Built-in unlimited user license for proven 64-bit HP-UX 11 i and 11.0 

HP Virtual Partitioning for the rp5470 

lntegroted HP Secure Web Console and Servicecantral Monager for fulllocol, 
Web, and remate contrai af servers 

Flexible financing programs 

lnstont copocity on demond (iCOD); temporory capocity for iCOD 

HP global deployment and partner integration services 

HP On-site Salution consolidated manufocturing, streamlined product ossembly 
~~d testing, and stote-af-the-art integrotion 

stress-free 
Error-correding coche, parity checking on ali buses, memory scrubbing and 
poge de-allocation, dynamic processar resilience, and de-allocation of 
applicotion processes 

Dual Ultra 2 SCSI buses and controllers for mirrared storage 

Superior performance over comparoble systems, with plenty af heodroam for 
growth 

Fost and reliable processing power for frequently accessed dota 

Eosily handles 1/0-intensive opplicotions and ollows the system to scole 1/0, 
CPUs, ond memory without compromise 

Provides easy, ready-to-ga networking capobilities 

Store criticai data with mossive internai copocity 

Protects criticai dato 

Optimizes use of Aoor space ond delivers high-performonce density in a 
racked canfiguratian 

Architectural scalability ensures these servers con grow with the business, 
moximizing Aexibility ond investment pratedion 

Pravides investment protection thraugh dual grawth paths 

Proven, enterprise UNIX operating system for mission-criticol applications 

Maximizes usage of computing resources 

Provida complete single-system and multisystem administrotion copobilities, 
including a range af security features, from -ony browser-bosed PC 

Moke initiol ownership ond modular grawth eosy and affordable 

lmmediote occess to CPU power when you need it, either permonently or 
temporarily 

Offer guaronteed error-free salution deployment to reduce implementation 
time and cast 

Ensure superior quality and faster delivery 

Built-in high-crvailobility feotures deliver superior leveis of 
• errar corredion, 
• errar containment, 
• dota protection, ond 
• serviceability 
to help maximize uptime for business-critical warkgroups ond applications 

Hot-swop, redundont power supplies ond fans ; redundanr, hot-plug PCI ; 

-\:Jitror-SE5!-hat-pl"s--<Ji5k~===================================================-----
lntegroted Event Monitoring Service (EMS) 

Built-in foult management system with seporote support processar ond bus 

lntegrated with HP MC/Serviceguord, HP Toptools for Servers, and enterprise 
monogement software such os HP OpenView and CA Unicenter 

Pre-tested and pre-integrated workgroup clustering solutions bosed on 
HP MC/ Serviceguord 

3-year on-site service warranty and HP services and support options ranging 
from Web-bosed support to mission-criticol, 6-hour Call-ta-Repair commitment; 
includes fui! solution support for hardware and software 

Provides superior system uptime thraugh constant, prooctive foult avoidonce, 
detection, ond notification; manitars pawer, cooling system hardware, 
processors, memory, HP-UX resources, ond externai storage 

Deliver complete, reody-to-go solutions for clustered high availability that 
eliminate ali single points of foilure, at an affordoble price 

Reduce risk through worldwide support for business-criticol computing; provide 
"one-stop shopping" for support through partnerships with Cisco, Orocle, SAP, 
BroodVision, lnktomi, ond others 
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stay ahead of the curve 

processar 

SMP configuration 

supported OS versions 

minimum/ moxi mum memory 

on-chip coche (data/ instr) 

total 1/0 slots 

internai remavable media bays 

maximum internai disk capacity 

standord 1/0 features 

supported 1/0 connectivity 

electramagnetic interference 

AC input power 

maximum current requirements 

maximum power dissipation 

physicol dimensions 

operating temperature 

nonoperating temperoture 

maximum rate .of temperoture chonge 

operating relative humidity 

nonoperating rel~tive humidity 

875MHz PA-8700+ ar 750MHz 
PA-8700 

1 to 2 CPUs 

HP-UX 1 1 i PA-8700+ 
HP-UX 1 1.0, 11 i PA-8700 

512MB/8GB 

1.5 MB/750 KB 

6 
---------------------

584 GB (4 disk bays) 

875MHz PA-8700+ or 750MHz 
PA-8700 

1 to 4 CPUs 

HP-UX 11 i PA-8700+ 
HP-UX 11 .0, 11 i PA-8700 

5 12MB/ 16GB 

1.5 MB/750 KB 

10 

584 GB (4 disk bays) 

Ultra2 SCSI, 1 OOBase-T LAN, 3 RS-232 ports, 1 OOBose-T support lAN, and 
Web-based console 

Ultra2 SCSI RAIO, Ultra2 SCSI lVD (single- and dual-port), FWD SCSI (single- ond 
dual-port), Fibre Channel, Gigabit Ethernet, 1 OOBase-TX (single- ond quad-port), 
lOOBase-FX, ATM 155 Mb/s (MMF, UTP-5), ATM 622 Mb/s (MMF), FDDI duol-
anach LAN, Token Ring 100 Mb/s; X.25/FR/SDlC (dual-port), multiplexer 
(8- and 16-port) ------------------

Complies with FCC Rules and Regulations, port 15, as a Class A digital device; Monufocturer's Declaration to EN 55022 
levei A; VCCI Registered, Class I; Korea Rll 

1 00--240V 50/60Hz 

13.8A at 110V 

1283 watts 

Depth: 774 mm (30.5 in) 
Width: 482 mm (19.0 in) 
Height: 368 mm (14.5 in)/7 fiA units 
Weight: 68 kg ( 150 lb) 

+5° to 35°C (41 o to 95.FJ 

-40° to 65°C (-40° ta 149°~) 

20°C/hour 

15% to 80%, noncondensing, max. wet bulb @ 26°C. 

5% to 90%, nonconde_nsing 

.operoiing altitude To 3.0 km (10,000 ft) above sea levei 

nonoperating altitude To 4.5 km (15,000 ft) above sea levei 

:omplictn1:e-model numbe · ··------RSVL- 01-05-A -··- ______ ; ____ .. ___ - - ----·- ...... _ ~-· ~------- _ 
~~------------~-
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Notice 
Hewlett-Packard makes no warranty of any kind with regard to this document, including but not 
limited to, the implied warranties of merchantability and fitness for a particular purpose. 
Hewlett-Packard shall not be liable for errors contained herein or for incidental or consequential 
damages in connection with the furnishing, performance, or use ofthis document. 

Restricted Rights Legend. Use, duplication or disclosure by the U.S. Government is subject to 
restrictions as set forth in subparagraph (c) (1) (ii) ofthe Rights in Technical Data and Computer 
Software clause at DFARS 252.227-7013 for DOD agencies, and subparagraphs (c) (1) and (c) (2) of 
the Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for other agencies. 

HEWLETT-PACKARD COMPANY 3000 Hanover Street Palo Alto, California 94304 U.S.A. 

Copyright Notices. ©copyright 1983-2001 Hewlett-Packard Company, all rights reserved. 

Reproduction, adaptation, or translation of this document without prior written permission is 
prohibited, except as allowed under the copyright laws. 

Trademark Notices. UNIX is a registered trademark in the Unitied States and other countries, 
licensed exclusively through X/Open Company Limited. 

The infonnation contained in this document is subject to change without notice. 

Printing History: 

First Edition: -------------------------- October 2000 

Second Edition:------------------------ July 2001 
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Safeiy and Regulatory lnfornÍation... : 
" " •""""' •w 

1 Safety and Regulatory Information 

For your protection, this product has been tested to various national and international regulations and 
standards. The scope of this regulatory testing includes electricaVmechanical safety, radio frequency 
interference, acoustics, and know hazardous materials.Where applicable, approvals obtained from third-party 
test agencies are shown on the product label. 
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Safety and Regulatory lnformation 
Notational Conventions 

Notational Conventions 

, .. .......... ~ . 

....... .., ... ,.v.···-· · ,..,,:-" ;· 

WARNING Warnings highlight procedures or information necessary to avoid injury to 
personnel. The warning should tell the reader exactly what will result from what 
actions and how to avoid them. 

CAUTION A caution highlights procedures or information necessary to avoid damage to equipment, 
damage to software, loss of data, or invalid test results. 

NOTE A note highlights supplemental information. 

Acronyms 

Table 1-1lists acronyms used in this document. 

Table 1-1 Acronyms 

Acronym 

PE 

Class 1 

PDCA 

EPSS 

Definition 

Protective earth 

Grounded equipment 

Power Distribution Controller Assembly 

Electronic Performance Support Service 

' hd. N° l 3 7 2 

684 
C'JC. ____ _ 

Chapter 1 

,...n 
r 1 1 

l '-/ ,) 
·"':~--· 



Safety and Regulatory lnfórmation 
Safety in Material Ha~cmng ~. ·· ,-

"'-1..., ......... ~.,..-.,, 

Safety in Material Handling 

WARNING Do not lift the cabinet manually. To avoid physical injury you must use a mechanical 
lifting device. 

WARNING Use care when lifting a cell b oard . Each cell board can weigh as m uch as 48 p ounds 
(22kg). 

WARNING Use care when working with hazardous voltages. This equipment may be configured 
with dual input line sources. Hazardous voltages and energy maybe present even 
after the removal of a single input source. Trained service personnel must follow the 
service guidelines. 

WARNING Do not stand in front of the equipment as it is rolled off the pallet onto the ramps. 

IOX Only : 

WARNING 

IOX Only: 

WARNING 

Chapter 1 

When removing the equipment from the shipping pallet, follow the guidelines 
specified in the Installation Procedures section of the appropriate equipment guides 
(Superdome or 110 Expansion Cabinet). 

Attach stabilizer feet to both front and back before extending the equipment 
drawers. Failure to attach the stabilizer feet may result in a tip hazard. 

Observe pinch hazard areas. Keep fingers away from closing parts. 

I . 
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Satety and Regulatory lnformation 

USA Radio Frequency lnterference FCC Notice 
..... , . ·· ~ ~ ·t ' . 

,"J~ ~ 
-~ "" .......... ~-- .. ~..-

USA Radio Frequen cy lnterference 
FCC Notice 

The Federal Communications Commission (in 4 7 CFR Part 15 subpar t B) has specified that the following 
notice be brought to the attention of the users of this product. 

NOTE This equipment has been tested and found to comply with the limits for a Class A digital 
device, pursuant to Part 15 ofthe FCC Rules. These limits are designed to provide reasonable 
protection against harmful interference when the equipment is operated in a commercial 
environment. This equipment generates, uses, and can radiate radio frequency energy and, if 
not installed and used in accordance with the instruction manual, may cause harmful 
interference to radio communications. Operation ofthis equipment in a residential areais 
likely to cause harmful interference in which case the user will be required to correct the 
interference at his own expense. 

The user is cautioned that changes or modifications not expressly approved by Hewlett-Packard could result 
in the equipment being noncompliant with FCC Class A requirements and void the user's authority to 
operated the equipment. 

Japanese Radio Frequency lnterference 
VCCI 
This equipment is in the Class A category information technology equipment based on the rules ofVoluntary 
Contrai Council For Interference by Information Technology Equipment (VCCI). When used in a residential 
area, radio interference may be caused. In this case, user may be required to take appropriate corrective 
actions. 

' Figure 1-1 
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Korean RFI Statement 

1. Equipment Name (Model Name): 

2. Certification No: 

3. Name ofCertification Recipient: 

4. Date of Manufacture: 

5. Manufacturer/Nation: 

Figure 1-2 

Certification Number: E- AAAAA- BB- CCCC 

• E: EMC registration 

• AAAAA: equipment codes (RRL notice, 2000.10.26) 

• BB: certification year 

• CCCC: registration number 

Europe.an Union RFI Statement 

Safety and Regulatory lnformation 

Korean RFI Statement 

This is a Class A product. In a domestic environment this product may cause radio interference in which case 
the user may be required to take adequate measures. 

CanadaRFI~tareTn~nr----------------------------------------------

This Class A digital apparatus complies with Canadian ICES-003. 

·"'·' . 
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Safety and Regulatory lnformation 

Notice re!ative aux interférences radioélectriques (Canada) 

Notice relative aux interférences radioélectriques (Canada) 

Cet appareil numéric de la classe A est conforme à la norme NMB-003 du Canada. 

BSMI (Taiwan) 

This product is fully compliant to CNS 13438 (CISPR 22: 1993) Class A. The EMC label is in the form shown 
in Figure 1-3. The eight # signs represent an eight-character, alpha-number string. 

' Figure 1-3 

######## 

Figure 1-4 
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Acoustics ( Germany) 

,' ~,-j~., 
Safety and Regulatory lnformation 

Acoustics·{G_ermany) · 

Acoustic Noise (A-weighted Sound Pressure Levei LpA) measured at the bystander position, normal 
operation, to ISO 7779: LpA = 65.1 dB. 

Gerãuschemission (Deutschland) 

Larmangabe (Schalldruckpegel LpA) gemessen am fiktiven Arbeitsplatz hei normalem Betrieb nach 
DIN 45635, Teil19: LpA = 65.1 dB. 

~ • d • \., 
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Safety and Regulatory lnformation 

IT Power System 

IT Power System 

... ··· 

This product has not been evaluated for connection to an IT power system (an AC distribution system having 
no direct connection to earth according to IEC 60950). 

TT, TN -C, and TN -C-S Power Systems 

These products should not be connected to power systems that switch open the return lead when the return 
lead also functions as the protective earth. 

High Leakage Current 

WARNING High leakage current. Ground (earth) connection essential before connecting the 
supply. 

. . (., 
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lnstallation Condit ion s 

See installation instructions before connecting this equipment to the input supply. 

Voir la notice d'installation avant de raccorder au réseau. 

WARNING 

WARNING 

WARNING 

P lease note the following conditions of installation: 

Install a P E (protective earth ing) conductor that is identical in size, insulation 
materia l, and thickness to the branch-circuit supply conductors. The PE conductor 
insulation must be green with yellow stripes. The earthing conductor is to be 
connected from the unit to the building installation earth or, if supplied by a 
separately derived system, at the supply transformer or motor-generator set 
grounding point. 

NORDIC Class l Equipment 

Denmark: F0r tilslutning af de 0vrige ledere, se m edf0lgende 
installationsvejledning. 

NORDIC Class 1 Equipment 

Sweden: Apparaten skall anslutas till jordat uttag, nãr den ansluts till ett nãtverk. 

Reconunended Wire Sizes 

Table 1-2 shows the wire size requirements for conductors in power supply cords (Extracted from IEC 60950, 
Table 11). 

NOTE 

Table 1-2 

Specific countries require a derating factor for the wire size when running multi pie conductors 
in the same power cord. It is Hewlett-Packards recommendation to use only power cord 
conductors sized for this derating factor. 

Recommended Wire Sizes 

Current Wire Size Derating Factor 

0-25 Amps 2.5 mm (14 AWG) 4mm (12AWG) 

25-32 Amps 4mm (12AWG) 6mm (lOAWG) 

32-40 Amps 6mm (10AWG) lOmm (8AWG) 

40-63 Amps 10 mm (8AWG) 16mm(6AWG) """'. oJ - '"' \ 
. t ('"' li' •o 
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Table 1-2 Recommended Wire Sizes 

Current Wir e Size D er ating Factor 

63-80 Amps 16 mrn (6 AWG) 25rnm (4 AWG) 

Disconnect Devices 

Disconnect devices or circuit breakers must be used to protect the systern against abnorrnal hazards. Table 
1-3 details the circuit breaker specifications. 

Table 1-3 

WARNING 

CAUTION 

Wa ll Disconnect Device Circuit Breaker Speciflcation 

Agency approvals: UL,CSA,VDE 

Interrupt capacity 5,000A rninirnum 

Breaker type Magnetic trip 

Voltage rating Delta 250V rninirnurn, WYE 420V rninirnurn 

Input Source Delta 3 pole + PE, WYE 4 pole + PE 

Circuit Interruption Sirnultaneous trip of all poles 

Ground The PE (Protective Earth Ground) wire is not 
switched 

Provide a disconnect device to protect against abnormal hazards. 

Systems configured with a full complement of cells, memory, and 110 and connected 
to a 5-wire source must have a maximum 24A 3-phase with neutral (4-pole) circuit 
breaker installed as part of the building installation. 

Systems configured with a full complement of cells, memory, and 110 and connected 
to a 4-wire source must have a maximum 44A 3-phase (3-pole) circuit breaker 
inst a lled as part of the building installation. 

Refer to Table 1-4 to select the appropriate size circuit breaker for systerns configured without 
a full cornplernent of cells, memory, and VO. 

Table 1-4 shows Superdome power requirements by configuratwn (Le. nurnber ofceTI boards, arnount o 
rnemory per cell, and number of VO chassis). This requirement applies to 32-way-capable systems with 
PA8600 or PA8700 processors. 

There are two colurnns ofpower numbers (Watts). The Power Breaker colurnn shows the power used to size 
the wall breaker at the installation site. The Typical Power colurnn shows typical power. Typical power 
nurnbers are for PA8600 systems and may be used to assess average utility cost of cooling and electrical 

• 'I • 
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Safety and Regulatory l nformatio~ ··< • 

lnstallation Condit ions~ __ : •. · · · 

power. Expect these typica l numbers to be about 18% less for PA8700 syst ems. 

Table 1-4 Typical Superdome Configurations 

Cell Memory I/O Br eake r Recommend ed R ecom mended Typical Typical 
Boa rds Per Cell Chassis Powera Delta 3-pole WYE 4-pole Power Cooling 

Board M odules Br eaker Sizea Break e r Size3 

Qty. GBytes Qty. Wat t s Amps (min.) Amp s (min.) Watts BTU/HR 

8 16 4 10660 40 25 8460 28,850 

8 16 2 9600 40 25 7780 26,530 

8 8 4 9220 40 25 7340 25,030 

8 8 2 8160 30 20 6660 22,710 

8 4 4 8500 35 20 6780 23,120 

8 4 2 7440 30 20 6100 20,800 

6 16 4 9040 35 20 7140 24,350 

6 16 2 7980 30 20 6460 22,030 

6 8 4 7960 30 20 6300 21,480 

6 8 2 6900 30 20 5620 19,160 

6 4 4 7420 30 20 5880 20,050 

6 4 2 6360 30 20 5200 17,730 

4 16 4 7420 30 20 5820 19,850 

4 16 2 6360 30 20 5140 17,530 

4 8 4 6700 30 20 5260 17,940 

4 8 2 5640 25 20 4580 15,620 

4 4 4 6340 30 20 4980 16,980 

4 4 2 5280 25 20 4300 14,660 

2 16 2 4740 20 20 3820 13,030 

2 8 2 4380 20 20 3540 12,070 

2 4 2 4200 20 20 3400 11,600 

v lid onl for the s ecihc confi ratwns shown. :Ah - a-de-ma e . o:: a a . These numbers are a y p gu lY apgr; YT qurr 
change to the breaker size. A 5-wire WYE source utilizes a 4 pole breaker and a 4-wire Delta source 
utilizes a 3 pole breaker. The PE (Protective Earth) ground wire is not switched. 

. ~ 
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Safety and Regulatory lnformation 
!nstallation Conditions 

CAUTION For supply connections, use wires suitable for at least 105 oc. 
Utillser des fils convenant á une température de 105 oc pour les connexions d'allmenation. 

!, I 1 3 8 2 
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IOX Multiple Power Sources and Cords 

This equipment may be configured with dual-input line sources. Hazardous voltages and energy may be 
present even after the remova! of a single input source. Trained service personnel must follow the guidelines 
stipulated in the Service Guidelines section of the Superdome EPSS. 

IOX Only: 

WARNING 

'- WARNING 

Chapter 1 

Remove both input power sources before replacing an internai fuse. 

If the system has two PDCA installed, ensure that power is removed from both PDCA 
before removing fuses. 

13 
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Safety and Regulatory lnformation 
Fuse Warnings 

Fuse Warnings 

Superdome Only: 

WARNING Disconnect power before changing fuse. 

~ . 
• ......... -"<..,_._,.,_~. ,-~ • .=" . 

CAUTION For continued protection against risk offire, replace fuses only with same type and rating. 
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Safety and Regulator:y lnformãfion 

Lithium Battery Caution 

"· --~ . ........,._,._,,., 

Lithium Battery Caution 

WARNING Observe the correct polarity when changing the lithium battery. There is a danger of 
explosion if battery is installed incorrectly. 

Replace only with the same or equivalent type recommended by the manufacturer. 
Dispose o f used batteries according to the manufacturer's instructions and local 
disposal requirements. 

Australian C-Tick Label 

Figure 1-5 

N279 
lnternational Symbols (IEC335-1) 

Figure 1-6 Four Wire Connection 

@ 3 '\.; Protective earth, 3-phase AC 

Figure 1-7 Five Wire Connection 

@ 3N '\.; Protective earth, 3-phase AC plus neutra} return 
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Safety and Regulatory lnformation 
Associated Documents 

Associated Documents 

The following documents provide more details on the topics presented in this manual: 

..._, ···, ~ .. _)· ' 

: . ._· ... 

-"""-<- ... ' . 
..... '"'-"''""''..._, .. .... ..-· 

• Standard for the Protection of Electronic Computer Data Processing Equipment, (NFPA 75) National Fire 
Protection Association 

• ElA Standard RS-232-C, Electronic Industries Association 

• Electrostatic Discharge Failures of Semiconductor Devices, Unger, B.A. 1981, Bell Laboratories 

• IEC 60950, EN 60950, UL 60950, CSA 22.2 No. 950 Standards for Safety of lnformation Technology 
Equipment 

• IEC 60417, IEC 335-1, ISO 3864, IEC 617-2 International Symbols 

16 
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Safety and Regulatory lnformation 
Associated Docu!TI_ents 

Figure 1-8 Superdome Declaration of Conformity Page 1 

' 

I 
1 Manufacturcr's Na me: 
Addrcss: 

declares that thc product 

DECLARA. TION OF CONFORI\1HTY 
"ccordin~ 1<1 JS0-1EC Guide 22 end EN 450 J 4 

HewlcU-Packard Company 
3000 Waterview Parhvay 
Ridmdson, TX 75080, USA 

I 
Product !'."ame: 
Mode! Number(s): 

SUPER DOME (HP High Perfornumce Sl'v1P Servcr) 
SPP5, (Markcting nomenclaturc: ModeJ 16, SD 16000, Moctel 32, 
Model 64. SD64000] 

SD32000, I 

Base Product Number(s): 
Product Option(s): 

A5200A, A5201A, A5202A, A6ll3A 
All 

conftmns to thc following Product Specifications: 

Safety: IEC 60950: I 991 +AI +A2+A3-t A4 (with national differences tor the countrics listed on page 2) 
EN 60950:1992 + AI+A2+A3+A4+All 
lJL 1950 , 3r.J ediiion 

EMC: CISPR 22:1993 +AI í EN 55022:1994 + AI+A2 Class A 
EN 55022:1994, Class A, 30 MHz to 5 GHz 
EN 55022:1994. Class A, 150 kHz to 30 MHz 
EN 55024:1998 

EN 61000-4-2:1995, 8kV CD /8kV AD 
EN 61000-4-3:1996,!00kHz-30MHz, 10 VIm, lkHzAM 

30MHz-80MHz, 3V/m, lkHzA.i\1. 
80MHz-lGHz, JOV/m, lkHzAM 

ENV 50204:1995, 900MHz, PM, lO V/m 
EN 61000-4-4:1995, lkV Powerline, O.SkV signal cables 
EN 61000-4-5:1995, 2kV CM, lkV DM 
EN 61000-4-6:1996, . I SOMHz - 400MHz, 3 V""', 1kHz AM 
EN 61000-4-8:1993, 3 Alm, 50Hz 
EN 61000-4-11:1994, 11 V""' (10ms),l61V,,_, (0.5s),ll V""' (5s) 

Supplementary Information: 

Radiated Emissions 
Conducted Emissions 
Immunity tor !TE 
ESD 
Radiated fmmunity 

Radiated Immunity 
EFT 
Surge 
Conducted Immunity 
-Magnetic lmmunity 

Voltage Dips & lnterrupts 

he producl as stated above complies with the requirements ofthe Low Voltage Directive 73/23íEEC, and the 
EMC Directive 89/336/EEC, as amended by 93/68/EEC. 

~.P!~'lJ.Q~r 26, 2000 __ 
Date by: Ceci Clayton () 

Hewlett-Packard Com an · 
Product Regulations Manager 

I 
l 

IEuropean Ccnlaci: Your Local He\'~ell-Packard Sales and Ser1ice Office or HewleN-Packard GmbH. Department HO-TRE I Standards 
l___ Europe. Herrenberger Strasse 130, D-71034 Boeblingen. German (FAX +49-7031-1 4-3143) 

le>f2 
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Safety and Regulatory lnformation 
Associated Documents 

Figure 1-9 Superdome Declaration of Conformity Page 2 

FCC Regulations (USA OnJy) 

Thc Fedem! Communications Commission (in 47 CFR Part 15) has spccified that the following notice be 
brought 10 t.hc mtcntion o f thc tJscrs o f rhis product. 

\o te: This equipment has been tested and iound to comply with thc Jimits for a C!ass A digital dcvice, pursuant 
to Part !5 ofthc FCC Ruics. Thcsc limits are dcsigncd ro provide reasonable protection against harmful 
intcrfercnce when thc cquipment is operated in a commercial enviromnent. This equipment generates, uses, and 
can radiate radio frequcncy energy and, ifnot installed and used in accordam:e with thc instmction manual, may 
cause harmful intcrfcrence to radio communications. Opcration oftbis equipmcnt in a residential areais likely 
to cause harmful inteli'erence in which case the uscr wi!l be required to correct the interference at his own 
ex pense. 

The user is cantioned tbat changes or modifications not expressly approved by ihe party responsible for 
compliancc (Hewlett-Packard) could resu lt in the equipment being non-compliant with the FCC Class A 
requircments <md void the user's authority to operare the cquipment. 

Additiona1 InternationaJ Approvals 

AS/NZS 3548: !995 C-Tick & Supplicr Code (N279) 
ICES-003 lssue 3 
VCCI Class A 
BSMI, CNS-13438 ll í94(Rev. 5/97) 
MIC No. 1996-1 8, Class A 
GB4943-!995 
089254-1988 

IEC 60950 Evaluated Country National Differences 

Australiw'New Zealand 
Cana da 
Japan 
Taiwan 
Korean 
China 
China 

CENELEC, AT= Austria, AU= Australia, BE= Belgíum, CA= Canada, CH= 
Switzerland, CN= China, CZ=· Czech Republic, DE= Gennany, DK= Derunark, ES= 
Spain, FI= Finland, FR= F rance, GB= United Kingdom, GR= Greece, HU= Hungary, 
!E= Ireland, TL= Israel , IN= India, IT= Italy, JP= Japan, KR= Republic of 
Korea, NL= Thc Netherlands, NO= Norway, PL= Poland, RU= Russia, SE= Sweden, 
SG= Síngapore, SI= Slovenia, SK= Slovakia, TR= Turkey, UA= U kraine, US= 
United States, ZA ' South Africa 

2 of2 
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Safety and Regulatory ,int~matlqo: 
Associated Docuinents~·~-

Figure 1-10 IJO Expansion Cabinet Declaration of Conformity Page 1 

DECLARATION OF CONFORMITY 

1\-lanufacharer's Namc: 
Address: 

loeclares that the product: 

accordin~t lo ISOilEC Guide 22 and EN 45014 

Hewlctt-Packard Company 
3000 Waterview Parkway 
Richardson, TX 75080, USA 

Product Namc: I/0 Expansion (IOX) cabinet for SuperDome 
Model Number(s): SPP6:IOX, SPP6-I :XPC, SPP6-2:XUC/RDM, SPP6-3:1CE 

Base Product Numher(s): A5861A:JOX, A5861-26001 :XPC, A5861-26002:XUC, A5861-26003:RDM, 
A5862A:ICE 

Product Option(s): Ali 

jconforms to the following Product Specifications: 
Safety: IEC 609 50:1999 (with national differences for the countries Jisted on page 2) 

EN 60950:2000 
UL 60950:2000 

EMC: CISPR 22 3rd edition: 1997/ EN 55022:1998 
EN 55022:1998, Class A, 30 MHz to 5 GHz 
EN 55022: I 998, Class A, 150kHz to 30 MHz 
CISPR 24:1997/EN 55024:1998 
EN 61000-4-2:1995, 8kV CD I 15kV AD 
EN 61000-4-3: 1996, I OOkHz-1 GHz, l OV/m, I kHz AM 

ENV 50204:1995, 900MH711.89GHz, PM, lO V/m 
EN 61000-4-4: 1995, l kV Power line, O.SkV signal cables 
EN 61000-4-5:1995, 2kV CM, lkVDM 
EN 61000-4-6:1996, 150kHz- 400MHz, 3V""', 1kHz AM 
EN 61000-4-8:1993,3 Nm, 50Hz 
EN61000-4·1U994, llY!'Il!1 (10ms), 161Yrms(0.5s), 11 V,(5s) 
EN61000-3-2; '95 +AI4 
EN61 000-3-3; '95 

lsupplementary Information: 

ClassA 
Radiated Emissions 
Conducted Emissions 
lmmunity for JTE 
ESD 
Radiated lmmunity 

Radiated lmmunity 
EFT 
Surge 
Conducted Immunity 
Magnetic lmmunity 

Voltage Dips & lnterrupts 
Power line Harmonics 
Voltage Flicker 

!rhe product as stated above complies with the requirements ofthe Low Voltage Directive 73/23/EEC, and the 
MC Directive 89/336/EEC, as amended by 93/68/EEC. 

May 31,2001 
Date by: Ceci! Clavton -l\ 

Hewiett-Packard Compaoy 
Product Regulations Manager 

European Con1act Your Local Hewleti-Packard Sales and Service Office or Hewlett-Packard GmbH. Oepartmenl HQ. TRE I Standards 
Europe, HerrenbergerStrssse 130, D-71()34 Boeblingen, Gennany (FAX +49-7031-14-3143) 

.. . 
------------------------------------------~--
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Safety and Regulatory lnformation 
Associated Documents 

Figure 1-11 110 Expansion Cabinet Declaration of Conformity Page 2 

; FCC Regnlations (USA Only) 

The Federal Communications Commission (in 47 CFR Part 15) has specitied that the f(lllowing notice be 
bruught to the attention o f the users ofthis product. I 

I 
Note: This C(jUÍpmcm has hccn tcstcd and lóund to comply wiih thc limits for a C lass A digital dcvicc, pursuant ! 
to Part 15 ofthe FCC Ru les. These limits are designed to provide reasonable protection against harmful 1

1 

intederence when the equipment is operated i~ a commercial environment. This _equipment ge~erates, use5, and 
can radwte rad10 frequency energy and, 1f no! mstalled and u5ed m accordancc w1th thc mstruct10n manual, may · 
cause hannful intcrferencc to radio communications. Operation ofthis cquipmcnt in a residcntial areais Jikely 
to cause hannful interference in which case the user will be required to correct the interterence at his own 
ex pense. 

Thc user is cautioncd that changes or modifications not exprcssly approvcd by the party responsible for 
compliancc (Hewlett-Packard) could result in the equipment being non-compliant with thc FCC Class A 
rcquirements and void thc user's authority to operare thc cquipment. 

Additional International Approvals 

ASiNZS 3548:1995 C-Tick & Supplier Code (N279) 
CSA C22.2 No. 60950:2000 
ICES-003 Issuc 3 
VCCJ Class A 
BSMJ, CNS-!3438 ll/94(Rcv. Si97 ) 
MJC No. 1996-18, Class A 
GB4943-1995 
089254-1988 

IEC 60950 Evaluated for Country National Differences 

Australia!New Zealand 
Canada 
Canada 
Japan 
Taiwan 
Korean 
China 
China 

CENELEC, AT '" Austri a. AU = Australia. BE = Belgítlm. C/\ = Canada. CH =· Switzerland, 
CN .., China, CZ , . Czech Republic, DE "' Gcrmany, DK = Denmark. ES "" Spain, FI = Finland, 
FR = F rance, GB = Unitcd Kingdom, GR = Grcccc, HU = Hungary, IE = Ircland, IL = Israel, 
IN= In dia, IT = Ituly, JP = Japan, KR = Rçpublic o f Korea, NL = Thc Ncthçrlands, NO= Nonvay, 
I' L = Poland, RL = Russia, SE= Sweden, SG = Singapore, SI= Slovenia, SK = Slovah:ia, 
TR = Turkey, UA = Ukraine, US = United States, ZA = South Atnca ' 
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build ing your 
alwoys-on 

infrastrudure with 

hp servers 

powerful, flexible Internet server solutions 
for an always-on infrastructure 

The Internet dota cenler is lhe 

criticai enabler for lhe next 

generotion oi business. And 

as you design ond implemenl 
your Internet solution, your firsl 

concern is linding lechnology 

products and services that are 

built right the firsl time. Your 

nexl concern is moking sure 

that what works todoy will also 

address your luture needs as 

new opporlunities-and new 
chollenges-presenl themselves. 

Going lorward, lhe right 
technology inlraslruclure is one 

that's alwoys on whenever and 

however you need it. That's whot 

HP can help you build-and it's 

unprecedented in lhe industry. 

HP Superdome servers give 

you o loilored combination of 

technology and services. Built 

with key components such as 

HP's proven data cenler 

capabilities, e-services expertise, 

and utility compuling strengths, 

your alwoys-on infraslruclure w ill 

deliver on exceplionol customer 

experience that ensures ease, 

speed, ond effectiveness. 

your always-on 
infrastrudure 
Addressing lhe many difficult 

challenges you face in building 

and running an Internet business, 

HP provides: 

• industry-leoding 

HP Superdome UNIX servers 

• utility building blocks­

only Irem HP 

• lhe industry's broadesl 

offering oi partitioning 

capabilities with HP's 

porlilioning conlinuum 

• Intel® ltonium m architecture 

and multi-OS capabil ities 

always there 
HP is also alwoys there for 

you, beginning with your lirsl 

contact. HP provides: 

• closed-loop solution 

management 

• up-fronl assessments 

• pre-integrotion and tesling 

• needs-based training 

• migralion services 

And we ensure your 

inlraslructure conlinuously 

runs with : 

• proactive services 

• repa ir commitments 

an exceptional 
customer experience 
Successful data center 

implemenlalions require much 
more than lechnology. That' s 

why olwoys-on is alwoys 

there with you-every step oi 

lhe way. 

• invent it: eose of plonning and 

design for o solution thot is 

tailored to fit your business 

immediately 

• build it: speed oi integrolion 

ond instollation oi a ready-to­

run i nlroslrudure 

• run it: mission-crilicol services 

ond technologies thot enoble 

conlinuous operotions, 
flexible copocity, ond ellicienl 

monagement to ensure 

ongoing operotionol 

excellence 

• evolve it: future-proof 

roadmap, utility compuling, 

ond cantinuous core ta meet 

your needs throughout the 

life af your business 
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three hp superdome configurations to match your needs ..... 
.................... ... ....... 

"':"'.. "· 

Lorge implementations often do no! live up to expedations as a result af 

inadequate skil ls being applied to the design and implementation. With 

Superdome, HP assures you of an exceptional computing experience via 

industry-leading services from HP and select channel parlners, available 

in three predefined configurations. W ith ali canfiguratians, financing 

solut ions are a lso available la meet your budget requirements. 

foundation configuration 
Building lhe right foundation dramatically reduces problems and speeds 
time-to-production, so ali Superdome salutions will include the 

foundation configuratian as the base for optimal performance. The 

foundation configuralion is intended for companies whose applications 

have lower-priarity needs for availability, or who have the in-house 

experlise to nun and manage their own IT environments. 

• closed-loop project management using process-based methodologies 

and measures to ensure your success and satisfactian 

~onsu lting services for a detailed architeclure design to ensure it's 

right the first time 

• skills ossessmenl and superdame-specific educalion ta provide IT stoff 

with the skills needed 

• comprehensive site/ environmentol preparation to help you understand 

and address the demands on your physical lacation 

• hp factory integration and testing to ensure that the system is properly 

configured and arrives ready to nun 

• ongoing response center supporl, available 24 x 7, with a 4-hour 

respanse commitment 

criticai systems configuration 
For a high levei of system availability, HP's industry·recognized experlise 

provides mission-crilical supparl as the bosis for the criticai systems 

your always-on infrastructure empowers robust 
solutions for today's top appJications 
enterprise resource planning: the fundamental ·backbone for new 

areos oi competitive advantage: supply chain, e-commerce, and 

product development 

mission-critical computing: high-availability produds and 

solutions to help you reach the availability leveis you need 

to serve your customers 

e-intelligenoe: drive moximum volue from your dota ossets··--both 

internai ond external - utilizing cutting-edge onolysis tools, 

b!isine_~ Ln.!~~!lf~ ... ~-~d qpplic~tions frc:>m HP_ 

e-commerce: monage lhe cosi of e-commerce sites by tailoring 

computing resources to meet changing needs, and ensure that your 

criticai e-commerce site is availoble and has the capacity it needs 

technical computing: techn ical camputing applicatians 

cannot get enough raw power; the exlremely high leveis of 

performance and scalability offered by an always-on 

infrastruclure meet these needs heod-on 

systems consolidation: reduce cosi; increase flexibility, 
avai labil ity, and performance; and improve management of 

IT infrastruclures with the reduced complexity and increased 

availability of always-on configuralions 

configuration. This canfiguration is the. minimum service levei for mission· 

criticai environments. lt increases the priority of reactive services and 

odds proactive supporl services with ovoilobility monitoring. 

lt includes lhe foundotion configuration, plus: 

• o support plan thot detoils the account-specific requ irements and the 
hp response commitment 

• assigned occount engineers 

• superdome readiness analysis to help you meet your high-Gvoilability 
and performance requirements 

• technicol consulting topics to choose from 

• high-speed remate diagnostics and criticai doto collection to trock 

system performance ond preveni problems before they occur 

• 6-hour call-to-repoir hardware commitment 

• priority system recovery 

• business recovery services (optional) 

business continuity configuration 
The business continuity configuration delivers a lot more than o list of 

services. lt delivers o different way to approach availability planning. 

Business continuity is a collaboration between HP and lhe customer, 

creating a plan to proactively address ali of the elements in the 1T 

enviranmenl that affect business availability. lt is designed and built with 

the goal of maximum availability, and its focus is on optimum business 
operatian. Business continuity provides sophisticated, proactive services 

and the industry's best supparl service. 

lt includes the foundation and criticai systems configurotions, plus: 

• a dedicated account team and customized proaclive services plan 

• top-priority response from trained specialists 

• highly detoiled chonge management processes 

• monthly account reviews 

• the industry's only 4-hour call-to-restoration hardware and 
software commitment 

• a permanent software solutian within 14 days 

new operating environments for the Internet age 
The HP-UX 11 i operating enviranment pravides the best platform for 

always·on Internet businesses. 

• today's most friendly high-end server for Microsoft® Windows Nf® 
and Linux operoting systems with o Linux open·source development 
environment and supporl for WebGain Studio 

• the best end-to-end Internet-criticai functionality, single-system high 

availability, manogeability, security, and UNIX/ Windows® integrotion 

• uhimate performance and scalability with instant capacJiy-on-demanêl,--- - - ­

parlitianing supporl, strong Java™ performance, and 64-way 

symmetric multiprocessing (SMP) scalability 

• the best investment protection and longevity through binary 

compatibility with both PA-RISC ond the ltonium processar fomily 

• choice of three hp-ux servicecontrol monageability suites for cosi· 

effective, centralized contrai and optimized capacity 

• choice of three complete operoting environments tailored for Internet, 

enterprise, ar mission-critical computing needs • • 1, 

F is ~ 'N°_' _ 1.:._.....:=3"--9"'----"2 
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hp superdome at-a-glance 
------~----.... -~--.--- .-. ---..-~ .. --......... -....... -.~~~--~.....--...... -...,...._....,."77"'-n---. .. --. -----~-.----. --~------~------....-------~--------~~~------------~--

Online addition and replacemenl of PC! 1/0 cards, 1/0 cordcages,' 
a nd cells (CPU/ memory' ) 

6 or 12 fans and 4, 6, or 12 power supplies; oll hot-swop, N+ 1 included 

Errar checking ond corredion on ali CPU and memory paths 
Pariiy·protected 1/0 data paths 

1i } -~~{ ~ 

Buílt-in high-availability leaturdS deliver superior leveis oi 
• reliability 
• supportability 
• repairability 
• singkcsystem availability 
• multi-system availability 

Dual power source to help maximize uptime for mission-crit ical npplicotions 

--------- ·---

~Partit;;,-~Tu;_;io 16) - - --- --------- - ------ ------------ - - - Provi-;; hard ·;,rimonin~ ·;;;;;;bmty ___ ·----- · ··---------- - ---

HP Virtual Partitions (up ta 64) Supports server consolidation 

~~-~~~§:~~ceg~ard ~~_'!_~-~loc~~~og~~ in o ~;;-pe-;;~d;;;~i=~~-==-~= Co~~~~~,;j0~~s ~~-~~~u~~ hi~~-~~~~~~-~i~~~~~;in:::~~f!~:. ~:in~~ o_l_~ilu~-
~pa~ty -----·------ ----- - -·-- - -·---- -----· ·--- - ·-···- --·-------··- ------------ --
s;ngle nade: 16, 32, or 64 750MHz, 4-way superscalar 
PA-8700 CPUs with 2.25MB on-chip tache per CPU 

Superior perfonmance and scalability for enterprise and Internet applications 

~d;r~E__eerform_?-~C-;;- ·:·=--~==-=-==-==~====--· World-rec~d~st_ry_:~~~!d-;,nd app!~~~í9~~~chm~~=-----------
Partitioning capability ( l to 16 nPartitions) ler resourc:e allccatian, multi pie 

.- operating environments, or application scaling 

... lp to 64 virtual partitions 

Allows system manager lo optimize lhe allocation of resources between competing 
worklaads; runs mukiple operoting systems, induding diflerent platlonms for 
test, development, ond deplayment; con scale resourc:es to optimize opplication 
perlonmance and proted hardware investment 

1---

Up to 256GB memory (512MB DIMMs) lncreased memory subsystem performance for fost, reliable processing oi 
Peak memory ban~idth 64GB/s per 64-way cabine! __ _________ _h!g_h-perlorm~-~cat~~-- - -----·-···-----·-··-· ··--------
64-bit 33MHz (2x) or 66MHz (4x) industry-standard PC! 

Up to 16 265MB/s (33MHz PCI) or 530MB/s (66MHz PCJ) 1/0 channels 

~_!9 __ 192 (wit~!fO ex~nsion cabine!) hot-swap PCII/0 slots 

Storage options including JBOD, Fibre Chonnel, or HP Surestore disk arrays; 
HP AutoRAID, HP fibre-Channe~to-SCSI Multiplexer, and tope drives ond 
libraries 

Easily hondles 1/0-intensive applications and scales quickly to accommodate 
higher demands 

Aexible, high-capacity slorage that proteds criticai data 

·--------------------------------- ---· - -
connectivity 
5!:re 1/0 induding 10/ lOOBase-T LAN --- - -----·------- ----~' ready-to-go ~tworking ca~biiities_ -=-=-----== 
Network connedivity: for Token Ring, lOOOBase-SX, 1000Base-T1 10/lOOBase-TX, Complete end-to-end connectivity solutions for e-se~vices 

_Tenminal MUX. PKC, HIPPI, X.25, ATM, Hyperlabric, and_F_bo_ J __ 

Storage connectivity: Ultra2 SCSI, •F /W SCSI, Fibre Chonnel 

Nokio WAP setver sup_"-pa_rt ___ _ 

secu~---~----- - ·----
Hast-based intrusion detedion ·----
IPSec end-to-end virtual private network capability 

manageability 
Supporl Monagement Station 

Partition Manager (panmgr) 

-------~----------

Brood range af high-speed slonage connedivity optians 

Connedivity for wireless applicq!ions 

U_!!imate securily and prOteclion ~m attocks 

Appfication·independent netwGrk-layer seOJrily 
--- -------·---

Centralized, !enlate access to finmwore ond scon diag,;.:t;;tools for use across 
ali Su~e systeTs in the dota center 

lntultivé GUI intetfoce to easily ·manage and modily ali parlitions on o 
--~orne syslem=::.::_ ___ _ 

Extended Fauk Managemenl System Console to display system status (local and remate), reset system; contrai pawer 

--·---------------·-----··----------------- ---~-.....!2.!~!!! an/off _______ _ ________________ __________ ------------

lntegroted HP WebQoS Peok Stabilizes Web site perlonmance under heavy loads to improve site reliability and 

·· ··---------------·-----··--------------~.!1!_~-------------------· ----· 
lntegrated HP Servicecontnol Manager Cost-efledive, mpid central control of server resourt:es for the highest degree of 

_ ------- - -- ·----·- ·--- - · ··-·····- --····-·-----·--·----·-·····---- ·- elliciency in syslem administrotion --- - ··········--- - -·----- - - ------·· 
t!!'-UX ~orklood M_~n~ . First gool-based resourc:e monagement in the UNIX industry. Automotically 

---------·---·----·-----·--·-·---·--------------·-----_:_""recorr~gu~·EPUallocations-bese::J '<>n eustomer,;~'::ics -level::_bie~i~es(Sl0_1_:::· ------

inveshnent protection and flexibility 
Designed for luture upgrades to mukiple generotions of PA-RISC and llanium Superior investment protedion and longevity 
processo r Iam ily 
8uiií-in u.ili;;;;ted lice~se for ~~~~-jl; operoting ;~~toption~ to _______ Choke of three o~rating environments ;...Jihcllth;:lundamental -~-;;erating system-

upgrade to Enterprise or Mission·O~ical HP,UX components nee~ed for ln~~et, enterprise..:__~mission-crltical environments 

Future support for Wind~ NT ond-Unux Offers a choice of enviranments with easy tnansition to produdion on lhe robust 
HP-UX ll platfonm 

Choice of integrated Web server options: industry standard for faster, more 
scalable perfonmance 

E-speak open s;ltwarepjclf,;;,for developi~g and deploying e-services 

• Avoilable with future HP-UX releoses 

Ease oi deployment for emerging Web siles or optimized for high-traffic Web sites 

' I ' ,0 1 3 9 3 
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helping you build an always-on infrastructure for your Internet data center 

_?~P __ ':.':~!~~~ml i~--- . -- ---
4-CPU cell boords; 

minunum/ maximum memory 
(with 512MB OIMMs) 

total hot-swop PCI 1/0 slots 

hot-swop, redundont power 

_:uppi!~J~.! .. ~~-uded) __ · - ---
_I!_Qi~_s _ _ __ ______ _ 
hot-swop, redundanl blowers ar 

fons (Nt 1 induded) 

nPartilions ---- ----
_c":'~~_r ba~dwi~~o_li _ _ __ _ 

cell controlle< lo 1/0 subsystem 
bandwidth (peak) - -----·- ----- --
l/O ':ond~dih (peok) _ -- ---

_:nemory_~~dwidth (~k)_ ___ _ 

_:>_peraling ~=m 

-~erage ~r dissipalion (w~_n.:L 

physicol dimensians: 
height 
width 
depth 

weight ------·-----
_operating tempe_rat~uc::re _ _ _ 

_n_<::'operating f_empe_ ra_tu_re __ _ 

maximum rate of temperature 
change __ __ _________ _ 

-~_P~~ting ~~~e~_umi~L._ 
nonaperating relative humidity 
---------~-----

operoling altitude 
---- ·---- -
nonoperating altitude ---

1 to 16 CPl! 

1--4 

2GB/ 64GB 

48 slots 
(32 slots @ 33MHz, 
16 slots @ 66MHz) 

-- - ·~· -·-···------·-···--- ·~ ··--· 

4 

6 

4 

- - - ·--·-···--- -------
4 

16GB/s 

2.0GB/ s 

8GB/s 
-·-~------·· ·-----·- ···· 

16GB;s -·---- ----------- ---- --
HP-UX 11 ,·_ - - --

3,756 ·------··--·--- - -

1960mm (772in) 
762mm (30in) 
1220mm (48in) 
500kg (I, I 021b) 

20"C to 30'C - ---
-40''C to 70"C - - - -
20"C/ hr 

15% lo 80",(, @ 30"C 

90%@ 6s·c ------- - -
_0- 3100m (IO,OO_Oft__:__) --- -

O~fT! (15,00011) 

10 nline replacement ond oddition copobility oHered with o future HP-UX releose. 

for more information 
Contad any oi our worldwide soles offices or 
HP Channel Partners (in the U.S. call 1-800-637-7740) 
or visit our HP Superdame servers Web site at 

hHp:/ /www.hp.com/ go/ superdome 

order online now 
HP produd inlormation and technical documentation 
is available online at www.docs.hp.com 

lntc.fl ond ltonium are trodemorks 01 registcr~d trodemork:; oi Intel Corporotion in lhe 
U.S. ond other :::ounlries ond are used under li::ense Java i~ a U.S. h"odemork 
o f Sun MiO'l)systents, inc. Microsoft, Windows, ond W indows NT ore U.S . regislered 
trodemarl<s oi Microsoff Co<p. UNIX i> o registercd hodemork of lhe Open Group. 
Tcdlnkcl informotion in this doc.ument is subjt:d to d mnge withoul notice. 

© Copyright HewleH-Pnckan:J Compony 2002 
Pnníed ín USA 05/02 
5980·7359EN Rev. 1 

1 to 32 CPU 
·- - - - - - -·· ~ --•·• ·-·--·w - -- - -
1- 8 - ·-·-- - - - - - .. ·· • · ·---· · · ···~------

2GB/128GB 

48/96 slots 
(64 slots@ 33MHz, 
32 slots @ 66MHz) 

· • ·- ••· • ·-~~----·-----w'•··•··- ·•·•_... ·- ' 
6 

6 --- ----····-----
4 

4/ 8 
-- --······-··-----
32GB/s 

20GB/s 

16GB/s 

32GB/s - - ---- - --·- --- -
HP-UX 11; 

5,74_0 ____ _ 

1960mm (77.2in) 
762mm (30in) 
1220mm (48in) 
598kg (1,318lb) 

20"C to 30'C - ---
-4o·c to 7o·c 

20"C/ hr 

15% to 80%@ 30'C 

90% ®6s·c - ---- ---..·---- ---- -
0-31 OOm (I O,OOOft) ------------ ----0-4600m (15,0001!) 

8 to 64 CPU 

8- 16 
• ' ' ' ' ' - '" ' "'_ ' _ _ _,_, --~ ·-•-'-M O ,_ 

16GB/256GB 

96/192 slots 
( 128 slots @ 33MHz, 
64 slots @ 66MHz) 

··-·---- - --·- ----·--------·---- ·--·-- ---
12 

12 

8 

8/ 16 

64GB/ s 

2.0GB/s 

32GB/s 

64GB/s 

HP-UX l_lc.:.i _______ _ 

11,480 

1960mm (77.2in) 
1,524mm (60in} 
1220mm (48in) 
I, 196kg (2,6361b) 

20"C to 30"C 

-40"C to 70"C ------------
20'C/ hr 

15% to 80%@ 30"C 

90%@ 65"C 

0-31 OOm (I 0,00011) 

_0-4600m (15,0001!) 

n v e n t 

IJ. 

I 
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CISCO SYSHII!lS 

Announcing CiscoWorks lA Ma cmgeme~n~tr. S@~gJltt~©n 

(LMS) 2.2 and Updates to LMS 1.X and 2.X 

Cisco Systems® announces availability of 

the CiscoWorks LAN Management 

Solution (LMS) 2.2 for Windows and 

Sola ris. Minar update kits for existing LMS 

l.X and 2.X customers are also being 

released (updates will not be posted for 

Web download) . 

CiscoWorks LAN Management Solution 

(LMS) provides a robust set of applications 

for maintaining, monitoring, and 

troubleshooting Cisco Campus networks. 

This solution complements the Cisco 

AVVID architecture by addressing the 

management needs of converged data, 

voice, and vídeo networks. 

Key features o f LMS 2.2 and the update 

kits are: 

• Enhancements to the CiscoWorks 

Server replacing its CD One naming 

with "Common Services" 

• Support for new devices, Cisco lOS® 

releases and roll up of past incrementai 

device updates (IDUs) 

• Support for Windows 2000 Advanced 

Server and updates to existing operating 

system support 

Customers interested in purchasing these 

products can place orders through their 

normal sales channels (see below for 

ordering information) beginning April 18 , 

2003. 

Existing LMS LX and 2.X customers with 

current Software Application Support 

(SAS) contracts can request the LMS May 

2003 update kit using their service contract 

number at http://www.cisco.com/upgrade 

beginning May 8, 2003. This single kit 

updates both existing LMS l.X and 2.X 

installations. Customers who have not 

previously purchased the LMS 1.x upgrade 

to DFM (see PN# CWLMS-2.2-UP-K9) will 

be able to update each o f their existing LMS 

1.x products (RME, CM, RTM, CS/CV) . 

The updates to Device Fault Manager 1.X 

(DFM) require the previous installation of 

LMS 2.x containing DFM 1.X. Existing 

DFM licensing is checked by the 

maintenance kit during installation. 

Existing LMS I .X customers can also 

upgrade to LMS 2.2 (not covered by SAS). 

This major version upgrade to LMS 2.2 

includes DFM 1.2. 

• Minor updates and improvements made The LAN Management Solution 2.2 new 

in all LMS applications product and update kits ship with both sets 
of the Windows and Sola ris product CDs. Combined update kit-forf;MS-i7Xan.d· __ .::.:..c.:.:..;:___.::....::.__::__:__:...:...:__:.:....!.::....::...:.:..:.:.::.:.....:.:::..::.:. _____ _ 

2.X users 

Availability 

The CiscoWorks LAN Management 

Solution 2.2 and the LMS l.X and 2.X 

updates begin shipping on May 1, 2003. 

The CiscoWorks Server component of the 

product is licensed for installation on only 

one server platform per purchased copy but 

licensing provisions allow some of the LMS 

subcomponent applications to be loaded on 

separate servers for improved scalability 

and performance. 

Cisco Systems, Inc. 
Ali contents are Copyright © 1992-2002 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statem~nt.l 1396 
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Ordering lnformation 

The following table provides part number information for ordering the LAN Management Solution: 

;""•'"':Qo~~~~""~ ... ~l' ••• ~:.; : ... · .o~cr.iptiÓn .. ,. ·, . .. ' . ~ I ~~ ~, , :~~ ~- ~:- t ~ ~ .. ,. .. j:q.~~~ >'i~t!~~~ ,!Parl-Number• . . . · ' .~ ... .. 
• J ".f">'' -;_.(1~1. .,., ~f ... .. ' ~ j; f . (~ .. .. ....l '-;ll ~:~"'"'" M- . , ·;~ ~"' "' 1 .. 3~' ';l'-i·i{1.~~ , 
CWLMS-2.2-K9 LAN Management Solution 2.2 for Windows and Solaris; lncludes Campus 

Manager (CM) 3.3, Device Fault Manager (DFM) 1.2 updated for Common Services 
2.2, Resource Manager Essentials (RME) 3.5, nGenious Real Time Monitor (RTM) 1.4 
with Service Pack 6, Common Services 2.2 with Cisco View (CV) 5.5 

CWLMS·2.2-UP-K9 Upgrade to LMS 2.2 for Windows and Solaris from LMS 1.X; lncludes right to use 
for Device Fault Manager (DFM) 1.2 

CWLMS-2.2-P1-K9 Cross Bundle Discount LMS 2.2 for WIN/SOL; Available to customers who have 
previously purchased RWAN and want to add LMS 

CWLMS-MAY03-MR-K9 May 2003 minar update kit for customers on LMS l.X and 2.X for Windows and 
Solaris; lncludes CM 3.3, RME 3.5, RTM 1.4 SP6, DFM 1.2 with IDU 1.2.3, CV 5.5 and 
Common Services 2.2; Customers with LMS 1.X will not be able to install DFM 1.2. 
(use PN# CWLMS-2.2-UP-K9 to purchase DFM) 

CON-SAS-CWLMS-1.X Software Application Support; TAC support, minar update, CCO access for LMS 1.X 
products 

CON-SAS-CWLM S-2.X Software Application Support; TAC support, minar update, CCO access for LMS 2.X 
products 

Existing Products Effected 

With the availability of the LAN Management Solution version 2.1 , Cisco is announcing the End of Sale for the 

following products: 

Part Number Description 

CWLM S-2.1-K9 LAN Management Solution 2.1 for WIN/SOL 

CWLMS-2.1-P1-K9 Promotion for RWAN users adding LMS 2.1 Win/Sol 

CWLMS-2.1-UP-K9 Upgrade to LMS 2.1 for WIN/SOL from LMS 1.X. SNMS 1.X and 
CWSI2.x 

CWLMS-2.1-MR-KS Mirior update kit for LMS 2.0 for WIN/SOL 

CWLMS-1 .2-MR-K9 Minar update kit for LMS 1.X for WIN/SOL 

Prod uct lnformat ion 

For installation documentation please refer to: 

http ://~V\\~vv. c isco.com/univercd/cc/td!doc/product/rtnngmtlcvv2000/ cw2000_b/index.htrn 

For additional product information please refer to: http://www.cisco.com/go/lms 

End of Sale Date 

May 15,2003 

May 15,2003 

May 15,2003 

May 15,2003 

May 15,2003 

For more information or questions please send e-mail to the product-marketing group at ciscoworks@cisco.com 

f, 

Cisco Systems. Inc. 
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CI SC O SYSTEM S 

Announcing CiscoWorks Routed UJS ·l#iJa a1geme~~ 

~ u · ion (RWAN) 1.3 and Updates to RWAN 1.X 

Cisco Systems® announces availability of 

the CiscoWorks Routed WAN Management 

Solution (RWAN) 1.3 for Windows and 

Solaris. A minor update kit for customers 

running RWAN l.X will be released on 

Windows and Solaris (updates will not been 

posted for Web-download). 

The RWAN Management Solution is a 

collection of powerful management 

applications to configure, administer, 

monitor, and troubleshoot a routed WAN 

environment. RWAN provides increased 

visibility into network behavior, assists in 

quickly identifYing performance 

bottlenecks and long-term performance 

trends, and provides early detection in 

optimizing bandwidth and utilization 

across expensive and criticai links in the 

network. 

Key features of RWAN 1.3 and the update 

kit are: 

• Enhancements to the CiscoWorks 

Server replacing its CD One naming 

with "Common Services" 

update kit containing RTM 1.4 SP6 

updates. The LAN Management Solution 

(LMS) package includes RTM, providing 

support for ou r Cisco 6500 Network 

Analysis Module (NAM). New RWAN 1.3 

customers interested in obtaining RTM 

may purchase LMS 2.2. 

Availability 

The CiscoWorks Routed WAN 

Management Solution 1.3 and the RWAN 

1.3 update begins shipping May 15, 2003. 

Customers interested in purchasing these 

products can place orders through their 

normal sales channels (see below for 

ordering information) beginning 

April 25, 2003. 

Existing RWAN l.X customers with current 

Software Application Support (SAS) 

contracts can request the RWAN 1.3 update 

kit using their service contract number at 

http://www.cisco.com/upgrade beginning 

May 15, 2003. 

RWAN 1.3 product and update kit will ship 

• Support for new devices, Cisco lOS® with both sets of the Windows and Solaris 

releases and roll up o f past incremental product CDs. The Cisco Works Serve r 

device updates (IDUs) component of the product is licensed for 

• Support for Windows 2000 Advanced installation on only one server platform per 
- ----------------------.S""'e'""rv""'e"'r""'a=nâ upãatenoe-xrsti:ngupeT·:rat+U1rn1g..---tlpm:Ghased.ropyJmtlicensing prnvisions, _____ _ 

system support allow some RWAN subcomponent 

• Minor updates and improvements made applications to be loaded on separate 
servers for improved scalability and in ali RWAN applications 

For existing RWAN 1.0 and L 1 customers 
performance. 

using past versions of nGenius Real-Time 

Monitor solution, we are providing a minor • "' 

Cisco Systems. Inc. 1 I Fl:>. : N° ~-
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The following table provides part number information for ordering the Routed WAN Management Solution: 

_..,'·~:f·~·.)>'~~: "I. "!rf ... ,. . t. L.~~·('""tf:_ ~:~;Jl.'' ~~<!>''>~:;f·:"'«,'.;~ )a f ·-;f' i't.fv,'t~-fft"'~i ;','l~~.,~ttuH! · .. ll ... J. '\; ~~rd~~ .. 
., ,$~~~~~r!>.J~t · • es.C?r•pt~~n .·:;:, 1;", · 1 • :. ~ .. ,;, ,.,_ .. ".: ·:;.;~~-r, .. '. ; : .. · . ..,. .. ·~- ~;: ~ 

' ... ~ ' ... 
CWRW-1.3-1<9 RWAN 1.3 for Windows and Solaris; lncludes ACL 1.5, IPM 2.5, RME 3.5, Common 

Services 2.2 with CV 5.5 
! 

CWRW-1.3-P1-K9 Cross Bundle Discount RWAN 1.3 for WIN/SOL; Available to customers who have 
previously purchased LMS and want to add RWAN. 

CWRW-1.3-MR-KS May 2003 maintenance updates for customer on RWAN 1.X for Windows and 
Solaris; lncludes ACL 1.5, IPM 2.5, RME 3.5, RTM 1.4 SP6, CV 5.5 and Common 
Services 2.2 

CON-SAS-CWRW-1.X Software Application Support; TAC support, minar updates, CCO access for RWAN 
1.X products 

Existing Products Effected 

With the availability of the Routed WAN Management Solution Version 1.2, Cisco is announcing the End of Sale 

(EoS) for the following products: 

Part Number Description End of Sale Date 

CWRW-1.2-K9 RWAN Management Solution 1.2 for WIN/SOL May 15, 2003 

CWRW-1.2-P1-K9 Cross Bundle Discount Promotion, for LMS users adding RWAN May 15, 2003 
1.2 for WIN/SOL 

CWRW-1.2-MR-K9 May 2002 update release for customers with RWAN 1.X for WIN/ May 15, 2003 
SOL 

Product lnformation 

For installation documentation please refer to: 

http://wvvw.cisco.com/en/US/products/swicscowork/ps2426/prod_technical_documentation.html 

For additional product information please refer to: http://www.cisco.com/go/rwan 

Additional lnformation 

For additional information or questions please send e-mail to the product-marketing group at ciscoworks@cisco.com 

Cisco Systems, Inc. 
Ali contents are Copyright © 1992-2003 Cisco Systems, Inc. Ali rights reserved. lmportant Notices and Privacy Statef11Elflt. 1 

Page 2 of 3 1 
I ' 

4 0 0 



CISCO SYSTEMS -., 
Corporate Headquarters European Headquarters Americas Headquarters 
Cisco Systems, Inc . Cisco Systems Intemationai BV Cisco Systems, Inc. 
170 West Tasman Drive Haarierbergpark I 70 West Tasman Drive 
Sanjose, CA 95134-1706 Haarlerbergweg 13-19 Sanjose, CA 95134-1706 
USA 1101 CH Amsterdam USA 
www.cisco.com The Netherlands www.cisco.com 
Tei: 408 526-4000 www-europe.cisco.com Tei: 408 526-7660 

800 5 53-NETS""""(ô38:17))-----'f'fuetl,.... -;'3Hl-101-2<20D-335-5 7HHBlJO:lf0l-------IF-ax· 408 527-0883 
Fax: 408 526-4100 Fax: 31 O 20 357 1100 

Asia Pacific Headquarters 
Cisco Systems. Inc. 
Capital Tower 
168 Robinson Road 
1122-01 to #29-01 
Singapore 068912 
www.cisco.com 
Tel: +65 6317 7777 
Fax: +65 6317 7799 

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on the 

Cisco Web site at www.cisco . com/go/offices 

Argentina • Australia • Austria • Belgium • Brazii • Bulgaria • Canada • Chile • China PRC • Colombia • Costa Rica • Croatia 
Czech Republic • Denmark • Dubai, UAE • Finiand • France • Germany • Greece • Hong Kong SAR • Hungary • India • Indonesia • Ireland 
Israel • Italy • japan • Korea • Luxembourg • Malaysia • Mexico • The Netheriands • New Zeaiand • Norway • Peru • Philippines • Poiand 
Portugal • Puerto Rico • Romania • Russia • Saudi Arabia Scotland • Singapore • Slovakia • Slovenia • South Africa • Spain • Sweden 
Switzerland • Taiwan • Thai land • Turkey • Ukraine • United Kingdom • United States • Venezuela • Vietnam • Zimbabwe 

Ali content.,; a re Copyright O 1992-2003 Cisro System'i,l nc. Ali rights reserved. Caralyst. Cisc:n, Cisco IOS. Ci.~co Sysrem!'i , and rhe Cisco Systems logo are registered trademarks ofCiscb ~SterÁs, Inc. and/~ iLo;~l~ f1 
lhe U.S. and certain nrher cou nlrics. "/ c..r ·· U f 
Ali mher trademt~rks menfioned in this dorument o r Web si! e are the property o f lheir respective owners. The use of the word partner does not imply a pannersh ip relationship be~een Cisco ãnd any osh~P company. 
(0303R) 203046 ."1/ETMG,:OS/03-----



' 

' 

CISCO SYSHMS 

, · 
... ., ........... ,. '\ ... 
~"::'2~~ 

r"":/ \;_:v 
, ,w \ ..... 

End-of-Sale and End-of-Life Announcement 
for the Cisco Security Agent Manager 

,...· _"-:-· ., -

Cisco Systems® announces the end o f life of the Cisco Security Agent Manager. The last day 

to order the Cisco Security Agent Manager is June 30, 2003. Customers will continue to 

receive support from the Cisco Technical Assistance Center (TAC) until June 30, 2006. Table 

1 describes the end-of-life milestones, definitions, and dates for the Cisco Security Agent 

Manager. Note that this announcement is for the Cisco Security Agent Manager only. The 

Cisco Security Server and Desktop Agents are still available for purchase andare not affected 

by this announcement. 

Customers are encouraged to migrate to the CiscoWorks VPN/Security Management Solution 

(VMS) 2.2, or !ater, which includes the Management Center for Cisco Security Agents. The 

Management Center for Cisco Security Agents provides the replacement management and 

monitoring functions for the Cisco Security Agent product line and supports CiscoWorks 

Management Center for Security Agents 4.0. The Security Agent Manager will not support 

CiscoWorks Management Center for Security Agents 4.0. Information about the CiscoWorks VMS 

2.2 is available at: 

http://www.cisco.com/en/US/products/sw/cscoworklps23301index.html 

In addition, the promotional inclusion ofthe Okena StormFront product with the Cisco Security 

Agent Manager will be discontinued with the end ofsale ofthe Cisco Security Agent Manager. 

Customers will have to purchase the new Cisco Security Agent Profiler product to obtain the 

StonnFront functions. 

Table 3 provides relevant information for migrating from the Cisco Security Agent Manager to the 

CiscoWorks VMS 2.2. 
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Tabl e I End-of-Life Milestones and Dates for the Cisco Security Agent Manager 

~· ··~. '1!1•, ·t 
DêfinítiÕn 

·. t '~....;~ •f (:;< . > ~:" '! \' •, 

~-Mile~to~~ ".'i:. / . . ,· >I • ~. 

' 'Date ! ·', 
'::-., ~-. t , l ' . '· 

End-o l~lik The date the end-of-sale and end-of-life announcement is distributed to the May 22, 2003 
anno uncerncnt date general public. 

End-o f~sale date The last date to order the product through Cisco point-of-sale mechanisms. The June 30, 2003 
product is no longer for sale. 

t ast sh ipment date The last possible date that Cisco and/or its contract manufacturers will ship the September 16, 2003 
affected product. 

End of sn ftware The Jast date that Cisco Engi.neering may release any final software June 30, 2004 
ma intt.~n an ct' releases maintenance releases or bug fi xes. After this date, Cisco Engineering will no 
datt• longer develop, repair, maintain, or test the product software. 

End of ncw scrvicc For equipment and software that is not covered by a service-and-support June 30, 2004 
attachmen t date contract, this is the last date to order a new service-and-support contract or add 

the equipment and/or software to an existing service-and-support contract. 

End of sen ·ice t•ontrac1 The last date to extend o r renew a service contract for the product. The J une 30, 2005 
renewa l date extension o r renewal period cannot extend beyond the last date o f support. 

Las! date of support The last date to receive service and support for the product. After this date, ali June 30, 2006 
support services for the product are unavailable, and the product becomes 
obsolete. 

Table 2 Product Part Numbers Affected by This Announcement 

Replacement Product Part Numbers for New Orders 

The recommended replacement for the Cisco Security Agent Manager is the CiscoWorks VMS 2.2 and the Cisco Security 

Agent Pro fi ler (Table 3 ). 

Table 3 Replacement Product Part Numbers for New Orders 

."""-" '~~L . ' J ~' ' ' A .+. . '1 t:' ,. ~ ~ f't .. • .. ' A • "' ~:~\':3 
·,. -;- "'"""'· • - .. '-' · · · ··• · - ·- ·· - ·· - · Replacement'CiscoWol'kS-VMS.and.the Cisco .Sectl!lj.?' Agent..,.r'"..t' 

End-of-Sale Cisco Security Agent Manager Part Numbers Profiler .. "' : 

CSA-MANAGER-K9 CWVMS-2.2-WINR-K9 or CWVMS-2.2-UR-K9 

StormFront included as a promotion with CSA-MANAGER-K9 CSA-PRDFTCEK-t<..~ 

U p g rading to CiscoWorks VMS 2.2 

C isco Security Agent Manager customers with a valid Software Application Support (SAS) contract are entitled to a no-cost 

upgrade to CiscoWorks VMS 2 .2 and the Cisco Security Agent Profiler. Customers requesting the upgrade will receive the 

Restricted version ofCiscoWorks VMS 2 .2. The upgrade can be requested using the Product Upgrade Tool on Cisco.com at: 

Cisco Systems, Inc. ' 
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http ://www.cisco.com/upgrade Additiona l Informat ion 
•-;...._~,_ ..... ..... .. 

beginning in Ju ly 2003. A valid SAS contract number is required to 

request the upgrade through the Product Upgrade Tool. Customers must 

also upgrade their Cisco Security Desktop and Server Agents to the 4.0 

version to have their agents managed by CiscoWorks VMS 2.2. Agent 

upgrades can also be requested through the Product Upgrade Tool using 

the agenl SAS contract number. 

For more infonnation about Cisco products, contact your Cisco account 

manager and/or Cisco Channel Partner .. 

' 

For more infonnation about the Cisco End-of-Life Policy, go to: 

http://www.cisco.com/en/US/products/prod _ end _ of_life.html 
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Announcing CiscoWorks VPN/Seru:rrity MmHungement SohJtRon 2.2 

Cisco Systems® announces the availability of 

CiscoWorks VPN/Security Management 

Solution (VMS) 2.2. This suite o f network 

security applications combines Web-based 

tools for configuring, monitoring, and 

troubleshooting enterprise VPNs, firewalls , and 

network- and host-based intrusion detection 

systems (IDSs ). 

CiscoWorks VMS 2.2 includes the following 

features: 

• New technology for intrusion prevention­

this provides industry-leading, superior 

protection of both servers and desktops 

from network security threats. This 

technology is distributed and is composed 

o f: 

Management Center for Cisco Security 

Agents-A console providiog 

centralized policy definitions, 

distribution, and software updates with 

constant communications to primary 

agents. 

- Cisco Security Agents-Endpoint 

software that resides on servers, 

desktops, or laptops and autonomously 

CiscoWorks Management Center updates 

include: 

CiscoWorks Management Center for 

Firewalls 1.1 and Cisco Works Auto Update 

Server Software I. I support large 

deployments offirewall service modules 

and Cisco PIX® firewalls. They feature 

device hierarchy and policy inheritance as 

well as user-defined device and customer 

groups, including nesting. Now supports 

the firewall service module. 

• CiscoWorks Management Center for IDS 

Sensors 1.2 centrally configures multiple 

network and switch IDS sensors using 

group security profiles. Now supports IDS 

4.1. 

CiscoWorks Management Center for VPN 

Routers 1.1 provides centralized 

multidevice administration for large-scale, 

site-to-site VPN connections in a 

hub-and-spoke topology. Allows the 

configuration and deployment ofintemeL 

Key Exchange (IKE) and IP Security 

(IPSec) tunnel policies. Now supports the 

VPN service module. 

enforces local policies that prevent • CiscoWorks Monitoring Center for 

unauthorized access. Three server Security 1.2 identifies potential network 

agents are provided to protect attacks by capturing, storing and reporting 

-------------------------ei='!Wffi·ks VMS 2.2. Adà-itiooa+-1 _____ ,o'-'n-"e-'-v""encct"'s-'-f'-'ro~m!!..::C<.!.is~c~o~n~e~tw=o"-'rk~ID~S~s,~s~w~i~tc~h..__ ____ _ 

server or desktop agents are sold IDSs, host IDSs, firewalls, and routers. 

separately. CiscoWorks Resource Manager Essentials 

3.5 provides detailed inventory 

infonnation, device configurations tools, 

Cisco Systems, Inc. 
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change audit reports, and syslog analysis for notification o f VPN and security operational problems. 

• CiscoWorks VPN Monitor 1.2 collects, stores, and displays infonnation on IPSec VPN connections for remote-access or 

site-to-site VPN tenninations. Multiple devices can be viewed from an easy-to-use dashboard that is configured using a 

Web browser. 

Availa bility 

CiscoWorks VPN/Security Management Solution 2.2 and associated minor release update kits will start shipping early July, 

2003. Customers can purchase these new products through their regular sales channels beginning May 12, 2003. 

Existing CiscoWorks VMS 2.X customers with current Software Application Services (SAS) contracts can request a 

CiscoWorks VMS 2.2 minor update kit using their contract number at www.cisco.com/upgrade beginning July I, 2003. 

On March 19, 2003, Cisco announced the end o f sal e ofthe Cisco IDS Host Sensor Console product line, based on technology 

licensed from Entercept Security Technologies. Cisco IDS Host Sensor Console will no longer be sold standalone oras part 

ofthe CiscoWorks VMS bundle. 

The Cisco IDS Host Sensor Console products are being replaced with the Management Center for Cisco Security Agents, 

which is based on recently acquired Okena technology. CiscoWorks VMS 2.0, 2.1, standalone Entercept and standalone 

Okena customers are eligible to migrate to the Management Center for Cisco Security Agents in CiscoWorks VMS 2.2 using 

their SAS contract at: www.cisco.com/upgrade or the following update and upgrade part numbers in the Ordering Information 

section o f this bulletin. 

Cisco has also announced the end ofsale ofthe Cisco Secure Policy Manager. Cisco Secure Policy Manager will no longer 

be sold as a standalone product o r par! o f the Cisco Works VMS bundle. Cisco Secure Policy Manager functions will 

increasingly be offered within the management centers for firewalls and other tools within CiscoWorks VMS. 

1 I , I 1 4 o 6 Cisco Systems, Inc. •o 
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Ordering lnfor mation 

Table I contains part numbers commonly used to order CiscoWorks VMS 2.2. Some components include strong encryption 

technologies, which are restricted for some lypes ofU.S. export. 

Table I Ordering Information for CiscoWorks VMS 2.2 

lt ,;, ~ :#,. '<--·. ; . ;;, " ... ' . ,'4 ~ ,. 
' " 

. ; • art Number ··i . ,Description ~f.:' f·.rt!~,; . . f 
~~-· 'r.<•."''' . '• } <- -1 ~~ f~' ! .... } ; ·, ~ 

C \VV\!S-2 .2-li R-h9 CiscoWorks VMS 2.2 for Windows or Solaris, with Unrestricted Device Usage and one server 
insta llation license. lncludes CiscoWorks Management Center for Firewalls 1.1 *, for lOS Sensors 
1.2*, for Cisco Security Agents 4.0*, and for VPN Routers 1.1 *; CiscoWorks Auto Update Server 
Software 1.1 ; CiscoWorks Monitoring Center for Security 1.2*; CiscoWorks VPN Monitor 1.2: 
CiscoWorks Resource Manager Essentials (RME) 3.5; and CiscoWorks Common Services Software 
2.2. 

CWVMS-2.2-WINR-K9 CiscoWorks VMS 2.2 for Windows, with 20-device Restricted Usage and one server installation 
license. lncludes CiscoWorks Management Center for Firewalls 1.1, for IDS Sensors f .2, for Cisco 
Security Agents 4.0; and for VPN Routers 1.1; CiscoWorks Auto Update Server Software I. f; 
CiscoWorks Monitoring Center for Security 1.2; CiscoWorks VPN Monitor 1.2; CiscoWorks RME 
3.5; and CiscoWorks Common Services Software 2.2. 

C \VVMS-2.2-l!PG lJR-K9 Upgrade from Cisco Secure Poficy Manager 2.x standalone or CiscoWorks VMS f .x ar VMS2.x. 
Unrestricted o r convert from Cisco Works VMS l .x Restricted to VMS 2.2 for Windows and Solaris; 
Unrestricted Device Usage; one server installation license. 

CWV:\o1S-2 .2-Wli PGR-K9 Upgrade from Cisco Secure Policy Manager 2.x or CiscoWorks VMS 2.x Restricted to CiscoWorks 
VMS 2.2 for Windows; 20-device Restricted Usage; one server installation ficense. 

C\VV'\'IS-2.2-UH-MR-K9 Minar update kit for existing CiscoWorks VMS 2.X Unrestricted Device Usage customers; includes 
updates for Windows and Solaris to existing components; includes management and monitoring 
centers** 

CWVMS-2.2-R-MR-K9 Minar update kit for existing CiscoWorks VMS 2.X; 20-device Restricted Usage; includes updates for 
Windows to existing components; includes management and monitoring centers. ** 

COi\-SAS-C\YVIVIS22UR SAS for CiscoWorks VMS 2.2 for Windows and Solaris (Unrestricted Device License); provides Cisco 
Technical Assistance Center (TAC) support, Cisco.com Software Center access, and minar updates. 

CO!\-SAS-CWVMS22K9 SAS for CiscoWorks VMS 2.2 for Windows (20-device Restricted License); provides Cisco TAC 
support, Cisco.com Software Center access, and minar updates. 

CO'\-SAS-CW V MS22 U P SAS for CiscoWorks VMS 2.2 Upgrade Kit for Windows and Solaris (Unrestricted Device License); 

r provides Cisco TAC support, Cisco. com Software Center access, and minar updates. 

CO'i-SAS-CW V.II-lS2220 SAS for CiscoWorks VMS 2.2 Upgrade Kit for Windows (20-device Restricted License); provides I Cisco TAC support, Cisco. com Software Center access, and minar updates. 

*lndicatcs Windows-only support. Plcasc chcck thc VMS 2.2 Q&As documcnt for dctails on futurc Solaris suppon 

---::...~. 

"''" ,, 
\ .. 

*~ Minar upgradc kits are for cxist ing CiscoWorks VMS 2.x customcrs only. Thcy do not providc liccnscs nccdcd to move from CiscoWorks VMS l .x ar a 
--------------------------,ST-tamn~dmalnotmlc~CFkisc~orSS~rn~rrager'~-~-r-------------------------------------------------------------------------------------

' i . 

Cisco Systems. Inc. 
Ali contents are Copyright © 1992-2003 Cisco Systems. Inc. Ali rights reserved. fmportant Notices and Privacy Statement. 

Page 3 of6 6 4 ·' 



Table 2 VMS 2.X to 2.2 Mi nar Update Options 

Vi\·IS 2.0 

V'\!S 2 .1 

VMS 2.0 

\'MS 2.1 

Restricted 

Unrestricted 

VMS 2.2 Restricted 

VMS 2.2 Unrestricted 

.. ~-)'-~ ::::~·~ 
.~ :, ··v 

', -....... 
_; '-· 

CWVMS-2.2-R-MR-K9 or SAS customers 
can request update kits from Cisco's 
Product Upgrade Tool 

www.cisco.com/upgrade 

CWVMS-2.2-UR-MR-K9 or SAS 
customers can request update kits from 
Cisco's Product Upgrade Tool 

www.cisco.com/upgrade 

., 

Table 3 Standalone Entercept and Okena releases to VMS 2.2 Upgrade Options 

Deslred 
Currently Own You want License llpdate Kit to Order 

Please refer to Product Bulletin No. 
2066 at the link below for eligible 
Entercept and Okena products: 

VMS 2.2 

~ 

Table 4 VMS and CSPM Upgrade Options 

Typeofprevious 
CurrentlyOwn license 

Vi\1S 1.0 Restricted 

VMS LH Unrestricted 

CSPM 2.X Restricted* 

CSPM V i. Unrestricted 

V\·IS l.X Restricted 

VMS LO or CSPM 2.'( Restricted 

Restricted 

Youwant 

VMS 2.2 

VMS 2.2 

VMS 2.2 

VMS 2.2 

VMS 2.2 

YMS 2.2 

CWVMS-2.2-WUPGR-K9 or SAS customers can 
request upgrade kits from Císco's Product Upgrade Too l 

www.cisco.com/upgrade 

Desired 
License Upgrade to Order 

Restricted CWVMS-2.2-WUPGR-K9 

Unrestricted CWVMS-2.2-UPGUR-K9 

Restricted* CWVMS-2.2-WUPGR-K9 

Unrestricted CWVMS-2.2-UPGUR-K9 

Unrestricted CWVMS-2.2-UPGUR-K9 

Unrestricted CWVMS-2.2-UPGUR-K9 
~~ 

------------------------~~A~lsohr.co~v~c~rs~u~pmgr"-admc~smmnsE~c.~-~----------------------------------------------------------------------------

; t . 
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Existing Prod u cts Affected 

With the availabi l ity ofCiscoWorks VMS 2 .2, Cisco is announcing the end o f sal e for the following products. Earlier versions 

will continue to have extended support offered for them as indicated below. 

Table 5 Product End-of-Sale Dates 

>Part'Number Dcscription "' ,• .EndofSãle End of Support ; 1 ' ' 
CWV 'VIS-2.1-ll R-1\9 CiscoWorks VMS 2. 1 (Windows) (Unrestricted June 20, 2003 June 2006* 

License) 

C\VVMS-2. l -W INR-K9 CiscoWorks VMS 2.1 (Windows) (20-device June 20, 2003 June 2006* 
Restricted License) 

CVt V :\1S-1.1 -URC-K9 Conversion fi-om CiscoWorks VMS 2.1 (20-device June 20, 2003 June 2006* 
Restricted) to Unrestricted 

C WVMS-2.1-UPG UR- K9 Upgrade from Cisco Secure Policy Manager 2.X June 20, 2003 June 2006* 
(Unrestricted) to CiscoWorks VMS 2. 1(Unrestricted) 

C WVMS-2.1-WUPGR-1-:9 Upgrade from CiscoWorks VMS I .X or Cisco June 20, 2003 June 2006* 
Secure Policy Manager 2.x (Restricted) to 
CiscoWorks VMS 2.1 (20-device Restricted) 

• Note: Support may rcquirc customcrs to move to a !ater product vcrsion for rcsolution. 

Product lnformation 

For installation documentation, p lease refer to: 

www. cisco.com/en/US/partner/products/ sw/cscowork!ps2330/ prod _ technical_ documentation.html 

additional product information refer to: 

www.cisco.com/go/vms/ 

Additional Information 

For additional infonnation or questions, send an e-mail message to the Product Marketing group at ciscoworks@ cisco.com. 
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2.1. ASPECTOS GERAIS 

REQUISITO 

2.1 - Comprovação de 
Performance para os 
Equipamentos RISC 

2.2 - Comprovação de 
Performance para os 
Equipamentos Intel 

2.3 - Requisitos 
Gerais 

2.4- Garantia 
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COMPROVAÇÃO DAS ESPECIFICAÇÕES EXIGIDAS NO EDITAL 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PAGINADA 
ATRIBUTOS OFERTADOS 

ADICIONALMENTE (SIM I NÃO) DOCUIYIENTAÇÃO 
TECNICA 

Servidores Tipo 1 - 115.025,75 
Anexo Intel pág. Servidores Tipo 2- 77.905,18 SIM 

Servidores Tipo 3- 43.231,00 133, 136, 128, 132 

Intel- OK 

Intel- 4 anos Intel - OK 
CCD Brasília- 70 servidores Transformador elevador de 

Intel- OK Anexo Intel pág. 
eco s p - 37 servidores tensão p/ CCD - SP 36, 46,91,187 

Serviços de Assistência Técnica 
SIM Anexo Intel pág. 

nos locais de instalação 261,262 

Recurso de pré-falha Ambiente de gerenciamento 
implementado nos servidores 

implementado com 1 Srv no SIM Anexo Intel pág. 
Agentes de gerenciamento 188, 191 

implementados nos servidores CCD-BSB e outro no CCD-SP 

Placa de rede NC7770 e 
Anexo Intel pág. 

12 servidores adicionais Fonte de alimentação SIM 
Redundante 

154, 

Manuais- Prospectos Técnicos e Anexo Intel pág. 
Páginas da Internet SIM 

1 a 255 

Documentação Técnica dos Anexo Intel pág. 
equipamentos e software 

SIM 
1 a 255 

Instalação e configuração dos 
softwares e agentes 

; 

~ 
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~ "'' 3.4. SWITCH TIPO 4 (KVM1 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO 
PAGINADA 

REQUISITO ATRIBUTOS OFERTADOS ADICIONALMENTE (SIM I NÃO) DOCU~ENTAÇÃO 
TECNICA 

1 - Descrição 
Switch KVM Black Box 

SIM 
Anexo Intel pág. 

AFFINITY 172,175, 182,184 

2 - Quantidade de BSB -160 SIM 
Anexo Intel pág. Portas SP-96 

172, 175, 182, 184 

3- Consoles 
Monitor de 17" - S7500 

SIM Anexo Intel pág. Teclado ABNT 
185,186,256,259 

4 - Solução Alternativa para 
comutação dos ------------------------------------- ------------------------------------- ------------------------------------- --------------------------------------
Servidores Intel 

5- Gerais Conforme Proposta SIM 
Anexo Intel pág. 

184 
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s itens não p reenchid s estão com p rovados nos demais anexos 
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~. "" 4.1 . SERVIDORES INTEL 

4.1.1. SERVIDORES INTEL TIPO 1 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PAGINADA 
REQUISITO ATRIBUTOS OFERTADOS 

ADICIONALMENTE (SIM I NÃO) DOCUIYIENTAÇÃO 
TECNICA 

1- CPU e 115.025 ,75 SIM Anexo Intel pág. 
Performance 133, 136 

2 - Barramento 400 MHZ SIM Anexo Intel pág. 
142, 143 

3 - Memória Cache 2MB SIM Anexo Intel pág. 
1' 2 

4 - Memória RAM 8GB SIM Anexo Intel pág. 
1 

5 - Controladora e Controladora "on board" 
Unidade de Disco SIM Anexo Intel pág. 
Ríoido - Interno HD de 72 ,8 GB 2,32,150 
6- Interface 

de 8MB- 64 bits SIM Anexo Intel pág. 
Vídeo 3, 137, 138, 139,140 

7- Unidade de CD-24 X SIM Anexo Intel pág . 
CD/DVD-ROM 1 

8 - Controladora de FCA 2355 
1/0 (por SIM Anexo Intel pág. 

equipamento ) 3 X NICs NC7770 38, 153, 154, 156 
9- Ambiente 
Operacional 

10 - Fonte de 1150 W - ( Redundante ) SIM Anexo Intel pág. 
Alimentação 36 

-l --
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3-5 

-



- - - - - - - - - - -- -- - --- --- ~~.._,..._.. -- ---- ....,. ..... .._, ...._,. ...,.. -- -
~ 

,._ 
4.1.2. SERVIDORES INTEL TIP02 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PAGINADA 
REQUISITO ATRIBUTOS OFERTADOS 

ADICIONALMENTE (SIM I NÃO) DOCU~ENTAÇÃO 
TECNICA 

1- CPU e 77.905,18 SIM Anexo Intel pág. 
Performance 128 

2 - Barramento 400 MHZ SIM Anexo Intel pág. 
41, 145 

3 - Memória Cache 2MB SIM Anexo Intel pág. 
41 

4 - Memória RAM 4GB SIM Anexo Intel pág . 
40 

5 - Controladora e Controladora "on board" 
Unidade de Disco SIM Anexo Intel pág. 

Ríqido- Interno HD de 72,8 GB 40, 76, 150 
6- Interface 

de 8MB -64 bits SIM Anexo Intel pág. 
Vídeo 42, 137, 138,139, 140 

7 - Unidade de CO- 24 X SIM Anexo Intel pág. 
CD/DVD-ROM 39,42 

8 - Controladora de FCA 2355 
1/0 (por SIM Anexo Intel pág. 

equipamento ) 2 X NIC NC7770 40, 85, 153,154,1 56 
9 -Ambiente 
Operacional 
10- Fonte de 2 X 800 W (Redundante) SIM Anexo Intel pág. 
Alimentação 46 

-
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Os itens não preenchidc s estão comprovados nos demais anexos 
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4.1.3. SERVIDORES INTEL TIP03 

ATRIBUTOS OFERTADOS CONFIRMA ATENDIMENTO PAGINADA 
REQUISITO ATRIBUTOS OFERTADOS 

ADICIONALMENTE (SIM I NÃO) DOCUJYIENTAÇÃO 
TECNICA 

1 -CPU e 43.231 SIM Anexo Intel pág. 
Performance 132 

2 - Barramento 533 MHZ SIM Anexo Intel pág. 
87, 147 

3 - Memória Cache 512 KB SIM Anexo Intel pág. 
87 

4- Memória RAM 1,5 GB SIM Anexo Intel pág. 
86 

5 - Controladora e -Controladora "on board" 
Unidade de Disco SIM Anexo Intel pág. 
Rígido - Interno HD de 72,8 GB 88, 160, 161,150 
6- Interface 

de 8MB -64 bits SIM Anexo Intel pág. 
Vídeo 89, 137, 138, 139, 140 

7 - Unidade de CO - 24 X SIM Anexo Intel pág. 
CD/DVD-ROM 87 

8 - Controladora de 
1/0 (por 2 X NIC NC7770 SIM Anexo Intel pág. 

equipamento ) 153, 154 
9- Ambiente 
Operacional 

10- Fonte de 2 X 500 W ( Redundante ) SIM Anexo Intel pág. 
Alimentação 91 

-
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Os itens não preenchidc s estão comprovados nos demais anexos '. 
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QuickSpecs 
Overview 

' 
1 . Processor/ Memory Module 

2. Hot Plug RAIO Memory Cortridge 

3. Four ar Eight Intel Xeon N Processors MP with foult toleront processar 
power modules 

4. DIMM Status LED 

S. lntegroted Monogement Disploy 

6. lntegroted 1.44-MB Diskette Drive 

7. Media Module 

8. lntegroted 24X IDE CD-ROM Drive, Low Profile 

.-.., ...... . ' 

HP ProLiant DL7 60 GerieraJion 2 

9. Four 1" Ultro320 SCSI Hot Plug Drive Boys (running U3 speeds) 

10. Attention LED lndicotors 

11 . System lnterconnect Status lndicotor 

12. lntegroted Lift Hondles 

13. Redundont Hot Plug Fons 

14 . Two Redundont Hot Plug Power Supplies 

1S. 1/0 Modules 

16. Eleven 64-bit PCI-X ond PCI 1/0 exponsion slots, ali Hot Plug (1 O x 
1 00 MHz PCI-X ond 1 x 33 MHz PCI) 

What's New 

• 

' 
• • • • • • • • • • • 
• 

Intel® Xeon Processar MP 1 .5 GHz/1 MB ar 2.0GHz/2MB Processors (eight processar copobility) 
Hot Plug RAIO Memory using XOR & ECC-protected memory ond user-friendly diognostics 
The ultimote high-density doto center server delivering breokthrough 8-woy scoloble performance for 7 x 24 multi-server rock environments 
ProUont 8500 & DL760 to DL760G2 upgrode option 
T ool less chassis for enhonced serviceobility 
133 MHz SDRAM DIMM memory thot is expondoble to 64 GB oddressoble memory (+16GB for full redundoncy) 
lntegroted Smort Arroy Si Controller (Uitro3 support) (supports RAIO O, 1, 1 +0, ond S ocross internai hord disk drives) 
(1 O) 64b/1 OOMHz copoble PCI-X slots & (1) 64-bit/33-MHz PCI slot 
Full RILOE 11 support 
lntegroted Compoq NC7770 PCI-X Gigobit Server Adopter 
Internai Hot Plug Drive Storoge of S87.2 GB (4 x 1" 146.8-GB Ultra 320 hord drives running U3) 
Robust set of hot plug ond redundonl feolures including Hot Plug RAIO Memory, PCI/PCI-X Hot Plug, nof plug dnve lsoys, reclun-donr ho t-pfug fCI1fS ____ _ 
ond power supplies ond support for redundont NICs, ASR-2, Remate-Flash Redundont ROM 
Protected by HP Services, including o three-yeor, Next Business Doy on-site, limited, Global worronty ond extended Pre-Foilure Worronty thot covers 
processors, memory ond disk drives - Certoin restrictions ond exclusions opply. Consult the HP Customer Support Center ot 1-800-34S-1S18 for 
detoils . 

DA- 11S68 North Americo- Version 8- June S, 2003 
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QuickSpecs 
··' ... ~ · 

HP ProLiant DL7 60 Generàtion 2 

Standard Features 

Processar (4 ) Intel Xeon Processa r MP 2.0 GHz 

O ne of the fo llowing depending ( ) I X MP 1 S GH 
on Model: 4 lnte eon Processar . z 

Coche Mernory 2-MB integroted levei 3 coche (per processar) 
One of the following depending (NOTE : Avoiloble with 2.0 MHz.) 
on Model: 

Upgrodability 

1 &.- ipset 

Mernory 
O ne of the following 

depending on Model: 

Network Controller 

Expansion Slots 

Storage Controllers 

1 -MB integrated levei 3 coche (per processar) 
(NOTE : Available with 1.5 MHz.) 

Upgrodable to eight processors 

HP developed FB chipset 

Standard 4096 MB oddressable proteded 133MHz ECC SDRAM DIMMs 

(2 .0MHz Models) 

Maximum 

Standard 

Maximum 

64 GB (80 GB total) 

2048MB oddressoble proteded 133MHz ECC SDRAM DIMMs 
(1 .5 MHz Models) 

64 GB (80 GB total) 

NOTE: Ali models come standard with ali five memory cartridges populated and Hot Plug RAIO Memory enabled. 
NOTE: In standard Hot Plug RAIO Memory mode, addressoble memory refers to the portion of memory that is addressable 
by the OS. T atol memary consists of addressable memory plus the redundant memory (stored in the dedicated parity memory 
cartridge.) 

lntegrated Compaq NC7770 PCI-X Gigabit Server Adapter in o slot 

PC I-X 1 00-MHz (Hot Plug) 

PCI 33MHz (Hot Plug) 

l/O 
(11 Total- 64-bit PCI-X and PCI, ali 
Hot Pluggable) 

10 

PCI Voltage: 

3 .3 Volt (keyed for 3.3 Volt or universal 
PCI-X/PCI cards) 

5 Volt (keyed for SV) 

NOTE : for more informotion regarding PCI-X, please see lhe following URL: http://www.compoq.com/ pci-x 

Smort Array Si Controller (integroted on system board) supports (Uitra3) (supports RAIO O, 1, 1 + 0, and 5 across internai 

--------------------------~~~~~4W~---------------------------------------------------------------------------------

Storage 

Optional support for Ultro3 storoge controller in an 1/0 slot lo internai drives via orroy bypass cable 

Diskette Drives 

CD-ROM 

Hard Drives 

Maxi mum Internai 
Storoge 

lntegrated 1.44 MB floppy Drive 

lntegroted 24x IDE CD-ROM drive Low-Profile 

Nane 

587 .2 GB (4 x 146.8 GB Ultro320 1" Drives) (internai hot plug cage only) 
/ Ultra320 drives run U3. i 
L.. . 

I I . I 1 41 8 
~~·----------------------~~,?~~ 
-=~ DA - 11568 North Americo- Version 8- June 5, 2003 Page 2/ ·· 
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QuickSpecs 
Standard Features 

Interfaces 

Grophics 

Form Factor 

~grade Kit 

i n v • n t 

Serial 

Pointing Device {Mouse) 

Graphics 

Keyboard 

Network RJ-45 

lntegrated ATI RAGE XL Vídeo Controller with 8-MB SDRAM Vídeo Memory 

7U Rock Form Factor; Ships with sliding rock rails ond cable manogement arm; Standard 19" rack-mountable 

The Proliont 8500/DL760 Supported Upgrade Option Kit {PN 190756-821) is supported in ony Proliant 8500 ond 
Proliant DL760 {700/900MHz) . 
NOTE: This upgrade kit {190756-821) enables customers to upgrade from a Proliant 8500 oro Proliont DL760 to 
Proliont DL760 G2 technology. 

NOTE: The upgrade kit includes lhe following : 

• Proliont DL7 60 G2 Processar & Memory module with ... 

O 4 x Intel Xeon Processar MP 2.0GHz/2MB 
O 4096 MB addressable protected 133MHz ECC SDRAM DIMMs {Ali five memory cortridges are populoted 

ond Hot Plug RAID Memory is enabled .) 

• Proliont DL760 G2 1/0 Module with ... 

O lntegrated NC7770 PCI-X Gigobit Server Adapter in a slot 
O Smart Array Si Controller {embedded) 
O Proliont DL7 60 G2 1/0 lid with la bel 

• Proliant DL760 G2 system midplone 
• Proliant DL760 G2 front hood label 
• Two Prolianl DL760 G2 service number labels 
• Two IEC lo IEC 220V power cables 
• HP Proliant Essentiols foundation Pock 
• HP Proliont DL760 G2 Server Documentation 

LIMITED WARRANTY AND TECHNICAL SUPPORT INFORMATION NOTE: Certoin restrictions ond exclusions 
may opply. The terms oi lhe worronty moy vory by geogrophic region. 

NOTE: The Proliont DL7 60 G2 serve r upgrade kit is on oplion and corries a worronty thot covers replocement of defective 
parts, labor cosls, ond next-business-day onsite repoir charges for lhe first year of ownership o r lhe remainder of lhe warranty 

on the server i! is upgrading, whichever is longer. 

DA- 11568 North Americo- Version B- June 5, 2003 
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QuickSpecs HP ProLiont DLl 60 Gime_rqtion 2 

Standard Features 

Proliant Essentials 
Foundotion Pock 
Software 

lnsight Manager 7 

SmartStart 

Management Agents 

AdiveUpdate 

ROMPaq, support software, 
and 
configurotion utilities 

Survey Utility and diagnostics 
utilities 

Optional Proliant Essentials 
Value Packs 

lnsight Manager 7 helps maximize system uptime and performance ond reduces the cost of 
maintaining the IT infrastrudure by providing proadive notification of problems before 
those problems result in costly downtime and reduced produdivity. lnsight Manager 7 is 
easy to se! up and provides rapid access to detoiled fou lt and performance information 
gathered by the Management Agents. One-cl ick access to the lntegrated Lights-Out or 
Remate lnsight Lights Out Edition board allows systems odministrators to take full 
graphical contra i of Proliant servers in remate locations or lights-out data centers. Finally, 
lnsight Manager 7 in concert with the Version Contrai Agents and Versian Contrai 
Repository Manager enables systems administrotors to version monage and update system 
software across groups of Proliant servers . 

SmartStart is a tool that simplilies server setup, providing o rapid way to deploy reliable 
and consistent server configurations. For more information, please visit the SmartStart Web 
site at http://www. hp.com/servers/smartstart . 
Smor!Start version supported (minimum) : Smar!Start 5.00. 

The Management Agents farm the foundation for HP's lntelligent Manageability strategy. 
They provide dired, browser-based access to in-depth instrumentation built into HP servers, 
workstations, desktops, ond partables, and send alerts to lnsight Manager 7 and other 
enterprise management opplications in case of subsystem or environmental failures. For 
additianal inlormation about the Monagement Agents and other management produds 
from HP, please visit the monogement Web site at http:/ /www. hp.com/servers/manage . 

Adive Update is a web-based application that keeps IT monogers diredly conneded to HP 
for proadive notilicotion ond delivery of the lates! software updotes . 

The lotes! software, drivers, ond firmwore fully optimized ond tested for your Proliont server 
and options. 

The most advanced configuration onolysis, reporting and troubleshooting utilities used by 
HP ond o! your fingertips . 

Optionol software offerings thot seledively extend the fundionality of on Adoptive 
lnfrastrudure to address specific business problems and needs: 

• Rapid Deployment Pack - an automoted solution for multi-server deployment and 
provisioning, enobling companies to quickly ond eosily odopt to chonging 
business demands. 

• Workload Management Pack- provides easier manogement of complex 
environments, improving overall server utilization and enobling Windows® 2000 
customers for the first time to confidently deploy multi pie applicotions on a single 
multiprocessar Proliant Server. 

• Performance Monagement Pack - a performance management solution that 
identilies and explains hardware performance bottlenecks on Proliant servers and 
attached options enobling users to better utilize their valuable resources . 

NOTE: Flexible and volume quantity license kits are avoilable for Proliant Essentiols Value Packs. Reler to 
http://www. hp.com/servers/proliontessentiols o r the vorious Proliont Essentiols V alue Pack produd QuickSpecs for more 
information. 

~--------------,N=ü"TTJl=E"":'F"'o"'r'm"o"-"re""m"fo"r"'m"a'"f'"'o""n""re"'g"'a"'rclln-çrPrcl:ionr-Essentrals-S-aflwme, please see ll,e-foltowing-I:J~I::.:--------------­J 
~ 
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~ 

~ 

~ 

lndustry Stondard 
Compliance 

http:/ /www. hp.com/servers/proliontessentiols 

ACPI 1.0b Compliont 

PCI-X ond PCI 2.2 Compliont 

PAE Support 

Microsoft® Logo certifications 

DA- 11568 North America- Version 8- June 5, 2003 
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QuickSpecs HP ProLiont DL7 60 Gen.eratlon 2 

Standard Features 

Manageability 

'" ailability 

Security 

Server Power Cords 

I ~ 
Power Supply 

System Fons 

Required Cabl ing 

i n • • n t 

lnsight Manager 7 

Remate lnsight Lights-Out Edition 11 (optional) 

ROM-Based Setup Utility (RBSU) 

lntegrated Management Oisplay (IMO) 

Server Health logging 
Automatic Server Recovery-2 (ASR-2) 

System lnterconned Status lndicators 
Remate-Flash Redundant ROM 

........ .. ..... , 

Hot Spare Boot (NOTE: Upon the event of a failed processar or VRM in a multi-processing environment, the system will 
automatically reboot and use the remaining good processor(s) .) 
Power Oown Utility 
Power Supply Viewer 

Pre-Failure Warronty (covers processors, os well as hord drives and memory) 

Hot Plug RAIO Memory using lndustry Standard ECC Memory 
PCI-X/PCI Hot Plug with push button fundionality 
Redundont Hot Plug Fans 

Smart Arroy 5300 Controller (optional) 
Oynomic sedor repairing ond drive parameter tracking (with Smart Arroy controllers) 
Fault T olerant Processar Power Modules 

Redundant/adaptive load bolancing NIC Support 

Redundant Hot Plug Power Supplies 

Power-on password 
Diskette drive contrai 
Diskette boot contrai 

Network server mode 
Security provision 
Parollel and serial interface contrai 

Administrotor's possword 

Oisk configuration lock 

Hot plug access security 

Two Highline !EC to !EC power cords (POU adapters) ships standard 

Two Redundant Hot Plug 1150/500-Watt power supplies per system. Power supplies are load sharing and provide 1150 
Watts of Redundant power for 220 volt input or 500 Watts of Redundant power for 11 O volt input. 

NOTE: To ensure redundancy of server power, HP requires that 200-240 VAC power be used for ali deployments. This will 

ensure thot both power supplies can support up to their maximum configurations, and remain in a redundant power supply 
state. 

NOTE: A maximum of two power supplies ore supported and ship standard with each server. 

Two Hot-Piug redundantfans ship standord. Two maximum supported. 

For required cabling information, refer ta the Web site at: 

http ://h p. com/ prod uds/ servers/ProliantO L 7 60. 

DA- 11568 North America- Version 8- June 5, 2003 

, 1. 1 4 2 1 
f\ 1 
1\ 

3 6 8 4 age 
5 

,... . 



. ~ ·' ... ,_ .... ·· .. , 

QuickSpecs HP ProLiant DL7 60 Ge;;e-rcifion 2 

Standard Features 

OS Support 

Dota Center 

Microsoft Windows 2000 
Microsoft Windows 2000 Advonced Server 
Microsoft Windows Server 2003 (Stondord ond Enterprise) 
SCO UnixWare 
LINUX (Red Hot, SuSE) 
NOTE: For o more complete ond up-to-dote listing of supported OS's ond versions, pleose visit ourOS Support Motrix oi: 
ftp :/ / ftp .compoq .com/ pub/ products/ servers/ os-support-motrix-31 O. pdf. 
NOTE: For on up-lo-dote listing of lhe lotes! drivers ovoiloble for lhe Proliont DL760 G2, pleose see: 
http://www.compoq.com/support/ files/server/ us/index.html. 

Doto Center services ond support offerings ore ovoiloble with Doto Center solutions. 

Rack Airflow Requirements • Rock 9000 ond 10000 series Cobinets 

-- The increosing power of new high-performonce processar technology requires increosed cooling efficiency for rock-mounted 
servers. The 9000 ond 1 0000 Series Rocks provide enhonced oirflow for moximum cooling, ollowing these rocks to be fully 
looded with servers using lhe lotes! processors. 

• Rock 7000 series Cobinets 

When instolling o server with processors running ot speeds of 550 MHz or greoter in Compoq Rock 7000 series rocks with 
gloss doors (165753-001 (42U), ond 1637 47-001 (22U)), the new processar technology requires the instollotion of High 
Airflow Rock Doar lnserls (327281-821 (42U), 327281-822 (42U 6 pock), ar 157847-821 (22U)) to promete enhonced 
oirflow for moximum cooling. 

CAUTION: lf o third-porty rock is used, observe the following odditionol requirements to ensure adequote oirflow ond to 
preveni domoge to lhe equipment: 

O Fronl ond reor doors: lf your 42U server rock includes closing front ond reor doors, you must ollow 830 
squore inches (5,350 sq em) of hole evenly distributed from top to bottom to permit odequote oirflow 
(equivolent to the required 64 percent open oreo for ventilotion) . 

O Side: The cleoronce between the instolled rock component ond the si de peneis of the rock must be o 
minimum of 2.75 inches (7 em). 

CAUTION : Alwoys use blonking peneis to fill ali remoining empty front penei U-spoces in the rock. This orrongement 
ensures proper oirflow. Using o rack without blonking peneis results in improper cooling thot con leod to thermol domoge. 

NOTE: For odditionol informotion, refer to lhe Setup ond lnstollotion Guide o r the Documentotion CD provided with the 
server, or to the server documentotion locoted in lhe Supporl section ot the following URL: 
http://www5.compoq.com/ products/ servers/Proliontdl760/ index. html. 
NOTE : Allow o minimum of 48" (121 . 92 em) cleoronce beyond the front of your rock to perrnit serve r instollotion ond 
removei. This opplies to both individual rock instollotions os well os when oligning rock rows so thot the front doors ore 
focing eoch other. 

1
' ' N° 1 4 ') 2 Fls. ~ 
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QuickSpecs HP ProLiant DL7 60 Gerieration 2 

Standard Features 

Service ond Support 

' 

i " v • n t 

HP Services provides o three-yeor, limited worronty, including Pre-Foilure Worronty (coveroge of hord drives, memory ond 
processors) fully supported by o worldwide nelwork of resellers ond service providers. HP technicol ossislonce is ovoiloble 
7x24, toll free in lhe United Stoles and Canedo. T elephone support services moy be covered under worronty o r ovoiloble for 
on odditionol fee. 

NOTE: Limited Worronty includes 3 yeor Paris, 3 yeor Labor, 3-yeor on-site supporl. 

A full range of Core Pock pockoged hardware ond software services: 

• lnstollotion ond storl up 
• Extended coveroge hours ond enhonced response times 

e System monogemenl ond performance services 

• Avoilobility ond recovery services 

NOTE: For more inforrnolion, customer/resellers con contod http://www.compoq.com/services. 

Pleose see lhe following URL regording Worronty lnforrnolion For Your HP Produds: 

http://www.compoq.com/supporl/worronty upgrodes/ 
web stotements/ 176738.html. 

For odditionol inforrnotion regording Worldwide Limited Worronty ond Technicol Support, pleose see lhe following URL: 
ftp:/ / ftp.compoq.com/pub/supporlinforrnotion/ejourney/1 7 6 738.pdf. 

NOTE: Certoin reslridions ond exclusions moy opply. Consult lhe Customer Support Center for detoils. 

DA - 11568 North Americo- Version 8- June 5, 2003 



QuickSpecs . ~ .... -.. ~ '' 

HP ProLiant DL760 Generation 2 

Models 

Model DL7 60R02 X2000- Processor(s) (4) Intel Xeon Processors MP ot 2.0 GHz standard (up to 8 supported) 

2-MB integroted Levei 3 coche (per processar) 2MB, 4096MB (4P) 
171206-821 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

4096 MB (Stondord) to 64 GB (Maximum) addressable proteded 133MHz ECC SDRAM 
DIMM (5120 MB total) 

lntegrated Compaq NC7770 PCI-X Gigobit Server Adapte r in a slot 

lntegroted Smort Arroy Si Controller (Ultra 3 support) (supports RAID O, 1, l +0, ond 5 
ocross internai hard disk drives) 

Hord Drives Nane 

Internai Storoge 587.2 GB moximum (with optional hard drives) 

Coche Accelerotor 2-MB Coche coherency occelerotor embedded on host boord 

Optical Drive 24x IDE CD-ROM Drive 

1/0 Slots PCI ond PCI-X 

~ ---------------------F-o_r_m __ F_a_c_to_r _____________ 7_U __ R_a_ck--Fo_r_m_F_a_d_o_r ______________________________________________ __ 

Model DL7 60R02 XlS00-

1 MB, 204BMB {4P) 
171202-821 

i n w • n t 

Processor{s) 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Hord Drives 

Internai Storoge 

Coche Accelerotor 

Opticol Drive 

1/0 Slots 

Form Factor 

(4) Intel Xeon Processors MP ai 1.50 GHz stondord (up to 8 supported) 

1-MB integrated Levei 3 coche (per processar) 

2048 MB {Standard) to 64 GB (Maximum) oddressable proteded 133MHz ECC SDRAM 
DIMM (2560 MB total) 

lntegrated Compoq NC7770 PCI-X Gigabit Server Adapter in a slot 

lntegrated Smart Arroy Si Controller (Ultra 3 support) {supports RAID O, 1, 1 +0, and 5 
across internai hard disk drives) 

Nane 

587.2 GB maximum (with optional hard drives) 

2-MB Coche coherency accelerator embedded on host boord 

24x IDE CD-ROM Drive 

PCI and PCI-X 

7U Rock Form Fedor 

.i . c 
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··-.._ ·".:.~-~--- · ··· QuickSpecs HP ProLiant DL7 60 Generation 2 

Options 

Upgrade Kit 

Proliant Essentials 
Value Pack Software 

Software 

NetServer to Proliant 
integrations services 

Processo r 

Proliont 8500/ DL7 60 Supported Upgrode Option Kits 

NOTE: This option kit is supported in ony Proliont 8500 and Proliant DL760 (700/900MHz) . 

NOTE: This upgrode kii (PN 190756-821) enables cuslomers lo upgrade lrom a Proliant 8500 ora 
Proliant DL760 to Proliont DL760 G2 technology. 

LIMITED WARRANTY ANO TECHNICAL SUPPORT INFORMATION NOTE: Certoin 
restridions and exclusions may apply. The tenms oi lhe worranty may vary by geographic region. 

NOTE : The Proliont DL760 G2 server upgrode kits ore on option and carries o worronty thot covers 
replocement of defedive ports, labor costs, ond next-business-doy onsite repoir charges for the first 
yeor of ownership or the remainder of the worranty on the server i! is upgroding, whichever is longe r. 

Proliont Essentials Performance Monogement Pack Single Server License 

Proliont Essentials Worklood Monogement Pock (Featuring Compoq Resource Portitioning Monoger 
version 2 .0) 

NOTE: Flexible and volume quontity license kits ore avoiloble for Proliant Essentials Volue Packs. 
Refer to http://www.hp.com/servers/proliontessentiols ar lhe vorious Proliont Essentials Volue Pock 
produd QuickSpecs for more informotion. 

NOTE: For more informotion regording Proliont Essentiols Software, please see the lollowing URL: 
http:/ / www.hp.com/servers/proliontessentiols. 

NOTE: These Web sites ore available in English only. 

HP digital assei protedion 

HP NetServer to Proliant integration and assessment service 

NOTE: HP identifies current leveis of NetServer support, services, ond management. This service 
helps maximize customer's ability to add Proliont platforms into their current environment. 

HP T op Tools to lnsight Manager 7 installation and startup service 

NOTE : Provides on-site review, instollation ond conligurotion services for lnsight Manager 7. HP will 
olso re-create, as closely as possible, the views and reports from lhe customer's current TopTools 
configuration . This service assures a smooth transition to the Proliant Essentiols software. 

HP NetServer to Proliant Essentials Rapid Deployment Pock installation and startup service 

NOTE : lnstall and configure Rapid Deployment Pack in a test environment, then deploy a server 
image to a moximum of 250 systems in the produdion environment. This service helps to assure 
successlul system deployment. 

NOTE: Intel Xeon 2.0GHz and 1.50 GHz processors cannot be mixed in the some server. They ali 
have to be of the some speed. 

(4) Intel Xeon MP 2.0GHz -2MB Processar Option Kit 

_ _ ___________ _ fiQIE;~ processar aption kit (PN 287520-821) supports the ProLiant DL760 G2 and the ProLiont 
DL7 40 servers. This option kit contains 4 x Intel Xeon MP 2.0GHz-2MB processors. 

(4) Intel Xeon MP 1.5GHz-1 MB Processar Option Kit 

NOTE: This processar option kit (PN 287519-821) supports lhe Proliant DL760 G2 and Proliont 
DL7 40 servers. This option kit contains 4 x Intel Xeon MP 1.5GHz-1 M8 processors. 

190756-821 

306696-821 

303284-821 

302316-001 

304164-002 

304163-002 

304162-002 

287520-821 

287519-821 

1425 
No ____ _ 

DA- 11568 North Americo- Version 8- June 5, 2003 
i n v e n t 



.. "1: .•. 

QuiclcSpecs HP ProLiant DL7 60 Genetó}ion 2 

Options 

Memory 
(SDRAM DIMMs) 

Hord Drives 

2048MB 133MHz ECC SDRAM Memory Option Kit (lx2048MB) 

NOTE: A ROM doted loterthon 2/ 14/ 2003 is needed to use 2GB DIMMs. 

1024MB 133MHz ECC SDRAM Memory Option Kit (1 x 1024MB) 

512MB 133MHz ECC SDRAM Memory Option Kit (1 x512MB) 

256MB 133MHz ECC SDRAM Memory Option Kit (l x256MB) 

NOTE: Memory must be populoted in bonks of 1 O. (2 per memory cortridge x 5 cortridges.) Ali 
DIMMs in o bonk must be lhe some sku number. 

Ultra 320 SCSI - Universal Hot Plug 

36.4GB 10,000 rpm, U320 Universal Hord Orive, 1" 
_ii f; ~ 
" !(.72.8GB 10,000 rpm, U320 Universal Hard Drive, 1" i · 

146.8GB 10,000 rpm, U320 Universal Hard Drive, 1" 

18.2GB 15,000 rpm, U320 Universal Hord Drive, 1" 

36.4GB 15,000 rpm, U320 Universal Hord Drive, 1' 

72.8GB 15,000 rpm, U320 Universal Hord Drive, 1" 

NOTE: Ali U320 Universal Hard Drives ore bockword compatible to U2 or U3 speeds. 

NOTE: Please see the Hord Drive QuickSpecs for Technical Specificatians such os copacity, height, 
width, interface, tronsfer role, seek time, physicol configurotion, and operating temperoture: 
U320 Hord Drive QS: 
http://www5.compaq.com/products/quickspecs/11531 no/11531 na.HTML 

317093-821 

236854-821 

236853-B21 

236852-B2 1 

286713-B22 

286714-B22 

286716-B22 

286775-B22 

286776-B22 

286778-B22 

'F'\s.1 No 1 4 2 6-
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..... .... QuickSpecs HP ProLiant DLl 60 Geríeration 2 

Options 

Storage Controllers Smort Arroy 532 Controller 

Smort Arroy 5302/ 128 Controller 

Smort Arroy 5304/256 Conlroller 

Smort Arroy 5312 Controller 

Smort Arroy 64 1 Controller 

Smort Arroy 642 Controller 

64-MB BBWC Module for Smort Arroy 641 / 642 Conlrollers 

Ultro3 Chonnel Exponsion Module for Smort Arroy 5300 Conlroller 

128-MB Coche Module for Smort Arroy 5302 Controller 

RAIO ADG Upgrode for Smort Arroy 5302 

256-MB Bottery-Backed Coche Module 

NOTE: This 256-MB 8ottery-8ocked Coche Module supports lhe Smort Arroy 5300 series 
controllers, MSA 1 000 ond lhe Smort Arroy Cluster Storage. 

64-bit/ 66-MHz Single Chonnel Wide Ultro3 SCSI Adopter 
(The 64-bit/ 66-MHz Single Chonnel Wide Ultro3 SCSI Adopler (154457 -821) will default to Wide 
Ultro2 when not used with lhe Wide Ultro3 hord drives.) 

64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adopler 

(The 64-bit/66-MHz Dual Chonnel Wide Ultra3 SCSI Adopler (129803-621) will default to Wide 
Ultro2 when not used with lhe Wide Ultra3 hord drives.) 

64-Bit/133MHz Dual Chonnel Ultro320 SCSI Adopler 

(The 64-bit/133-MHz Dual Channel Wide Ultro320 SCSI Adapter (268351-821) will defoultto 
Wide Ultro2 when no! used with lhe Wide Ultro3 hord drives.) 

NOTE: Pleose see lhe following Controller or SCSI Adapler QuickSpecs for Technical 
Specifications such as PCI Bus, PCI Peak Data T ronsfer Rote, SCSI Protocols supported, SCSI Peok 
Dota Transfer Role, Channels, SCSI Ports, Drives supported, Coche, RAIO support, ond additional 
inforrnolion : 
http://www5.compoq.com/ products/ quickspecs/ 10851 no/10851 na.HTML (Smart Array 532) 
http://www5.compoq.com/ products/quickspecs/ 1 0640 no/ 1 0640 na.HTML (Smart Array 5300 
Series) 
http://www5.campaq.com/ products/ quickspecs/ 11328 na/ 11328 na.HTML (Smart Array 5312) 
http:/ / www5.compaq.com/products/quickspecs/ 11563 na/ 11563 na.HTML (Smart Array 641) 
http://www5.compaq.com/ products/quickspecs/ 11563 na/ 11563 na.HTML (Smart Array 642) 
http://www5.compaq.com/ products/quickspecs/ l 0429 no/ 1 0429 na.HTML (SCSI Adapler) 

'"-. ... ..... ,,. · 

225338-62 1 

283552-B21 

283551 -821 

238633-821 

291966-821 

291967-B21 

291969-B21 

153507-B21 

153506-621 

288601-B21 

254786-821 

154457-821 

129803-B21 

268351 -821 

• http://www5.compaq.com/ products/ quickspecs/ 11555 na/ 11555 na.HTML (U320 Adapter) 

-=-----------
C o mmunications 

Redundant Opt io ns 

Management Options 

Compoq NC3134 Fast Ethemet NIC 64 PCI Dual Port 1 0/ 1 00 

Compoq NC3135 Fost Ethemet Upgrode Module 

Compoq NC6132 Gigobit Module 1 000 SX Upgrode Module for NC3134 ond NC3131 

Compaq NC6136 Gigabit Server Adopter, 64-bit/ 66-MHz, PCI, 1 000 SX 

HP NC6770 PCI-X Gigabit Server Adapte r, 1 000-SX 

Compaq NC7132 10/ 100/ 1 000-T Upgrode Module for NC3134 and NC3131 

Compoq NC7770 PCI -X Gigobit Server Adopler 

1150/ 500-Wott Hot Plug N 1 redundonl power supply 

N OTE: A moximum of two power supplies are supported by lhe Prolionl DL760 G2 (shipped 
standard with each server). 

Remate lnsight Lights-Out Edition 11 

DA- 11568 North America- Version 8- June 5, 2003 

138603-B21 

138604-B21 

338456-823 

203539-B21 

244949-B21 

153543-821 

244948-821 

401231 -001 

227251-001 
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QuickSpecs HP ProLiant DLl 60 Gener:atio'n 2 

Options 

Security 

Monitors 

I ~ 

~ape Drives 

HP/Atalla AXL600L 55 L Accelerator Card for Proliant 5ervers 

Compaq AXL300 Accelerotor PCI Card (HW 55 L Encryption) for Proliant 5ervers 

Essentia/ Series 

Compaq 59500 CRT Monitor (19-inch, Carbon/ Silver} 

Compaq 57500 CRT Monitor (17-inch, Carbon/ 5ilver) 

Compaq 55500 CRT Monitor (15-inch Carbon/5ilver) 

Compaq TFT150 1 Fiai Panel Monitor (15-inch, Carbon/5ilver) 

Compaq TFT1701 Flot Panel Monitor (17-inch, Carban/5ilver) 

Advantoge Series 

Compaq V7550 CRT Calor Monitor (17-inch, Corbon/Silver) 

Compaq TFT1 720 Flat Panel Monitor (17 -inch, Carbon/5ilver) 

Compaq FT1 720M Flat Panel Monitor 
(17-inch, Carbon/5ilver, includes speaker, U5B port, heodphone) 

Compaq TFT1520 Flat Panel Monitor (15-inch, Carbon/5ilver) 

Compaq TFT1520M Flat Panel Monitor 
(15-inch, Carbon/5ilver includes speaker, U5B port, headphone) 

Performance Series 

HP P930 CRT Monitor (19-inch, Flat-screen, Carbon/Silver} 

HP P1130 CRT Monitor (21-inch, Flat-screen, Carban/5ilver) 

HP L1825 Flat Panel Monitor (18-inch, Carbon/Silver) 

HP L2025 Flat Penei Monitor (20-inch, Carbon/Silver) 

Compaq TFT1825 Flat Panel Monitor (18-inch, Carbon/Silver) 

Compaq TFT2025 Flat Panel Monitor (20-inch, Carbon/Silver) 

Rackmount Flat Pane/ Monitors 

TFT511 OR Flat Pane( Monitor (Corbon} (lU rack mauntoble) 

TFT50 1 OR Flat Pane I Monitor (2U rack mountable) 

NOTE: Monitors larger than 17" may be toa heavy for use in rack systems. 

Interno/ and Externo/ DAT Tope Drives 

HP StorageWorks 20/40-GB DAT DDS-4 Tape Drive, Externai {Carbon) 

HP 5torageWorks Internai 20/40-G8 DAT, Hot Plug (Carbon) 

NOTE: Please see the 20/40-G8 DAT Tape Drive QuickSpecs for additional options such as host 
bus adapters, controllers, cassettes, and for an up-to-date listing of the lates! 0/S 5upport details, 
please see the following: 
http://h 18006.www 1.hp.com/ products/quickspecs/ 1 0426 na/ 1 0426 na.html 

HP 5torageWorks DAT 72 tape drive for Proliont, Internai (Carbon) 

HP StorageWorks DAT 72 tape drive for Proliant, Externai (Carbon) 

NOTE: Please see the hp 5torageWorks DAT 72 Tape Drive QuickSpecs for additional aptians such 
as cassettes and for an up-to-date listing af the lates! 0/S Support details, please see the following: 
http://www5.compaq.com/praduds/ quickspecs/11597 na/ 11597 na.HTML 

524545-821 

227933-821 

261615-003 

261606-001 

261602-001 

301042-003 

292847-003 

261611-003 

295926-003 

301958-003 

295925-003 

301957-003 

302268-003 

302270-003 

303486-003 

303102-003 

296751-003 

285550-003 

281683-821 

217248-001 

157770-002 

215488-821 

I . 

·Fls. N° 

Q1525A 

Q1527A 

-----
1428 
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QuickSpecs HP ProLiant DL760 Generatioo 2 

Options 

~ -

Internai and Externa/ AIT Tape Drives 

HP StorogeWarks Externa/ AIT 35-GB, LVO Tape Orive {Carbon) 

HP StorageWorks Internai AIT 35-GB, LVD Hot Plug (Carbon) 

NOTE : Please see lhe AIT 35GB, LVD Tape Drive QuickSpecs for additional options such as 
adapters, cantrallers, and cassettes, and for an up-to-date listing oi the lotest O IS Support details, 
please see the following: 
http://h 18006.www 1.hp.carn/ produds/quicks pecs/ 1 0712 no/ 1 0712 no .html 

HP StorogeWorks AIT 50-GB Tape Drive, Externai (Carbon) 

HP StorogeWorks Internai AIT 50-GB, Hot Plug (Carbon) 

HP StorogeWorks AIT 50GB Tape Drive, 3U Rockrnount 

NOTE: Pleose see lhe AIT 50-GB Tape Drive QuickSpecs for odditionol options such as odopters, 
controllers, and cassettes, and for an up-to-dote listing of lhe lotes! 0 / S Support detoils, please see 
the following : 
http://h 18006.www 1.hp.corn/ produdsl quickspecsl 1 0425 na/ 1 0425 no.html 

HP StorageWorks Externai AIT 100-GB Tape Drive (Carbon) 

HP StorageWorks Internai AIT 100-GB, Hot Plug (Carban) 

NOTE: Please see lhe AIT 100-GB Tape Drive QuickSpecs for additional options such os adapters, 
contrallers, ond cassettes, and for an up-to-date listing of the lates! OIS Support detoils, please see 
the following: 
http:llh 18006.www l.hp.com/produdslquickspecsl11 062 nal 11 062 no.html 

Externa/ DLT/ SDLT Tape Drives 

HP StorageWorks 40/80-GB DLT Tope Orive, Externai (Carbon) 

HP StorageWorks Rackrnount DLT 40/80, 3U (Single Drive) 

HP StorageWorks Rackmount DLT 40180, Dual Drive 3U (Two Drives) 

HP StorageWorks Rockrnount DLT 40/80, Tape Array 111, 5U (Four Drives) 

NOTE: Please see the 40180-GB DLT Drive QuickSpecs for additional options such as host bus 
adoplers, controllers, cassettes, ond for an up-to-dote listing of lhe lotes! OIS Support detoils, please 
see lhe following : 
http://h 18006.www 1.hp.corn/produds/quickspecsl1 0658 nal1 0658 na.html 

Externa/ DLT VS Tape Drives 

HP StorageWorks DLT VS 40/80 Tape Drive, Externa/ {Carbon} 

NOTE: Pleose see the DLT VS 40/80 Tope Drive QuickSpecs for odditionol options such os hosl bus 
odaplers, controllers, cassettes, ond for an ·up-to-dote listing oflhe latest 0/5 Support detoils, pleose 
see the following : 
http:l/h 18006.www1 .hp.com/produds/quickspecs/11403 no/11403 no.html 

HP StorageWorks SDLT 1101220, Externai (carbon) 

HP StorageWorks SDLT 110/220, Externai (corbon) 

HP StorageWorks Rackmounl SDLT 110/220, 3U (Single Drive) 

HP StorageWorks Rackmount SDLT 110/220, Duoi-Drive, 3U (Two Drives) 

HP StorogeWorks Rockmount SDLT 110/ 220, Tope Array 111, 5U (Four Drives) 

-------------'H'"P,.-St,--o-ra_g_e"W'o-r'ks'Sr.D"'L"'T~1"6"0""1320, Externai (corbon) 

NOTE: Pleose see the SDLT 11 01220-GB Tape Drive QuickSpecs for additional oplions such as 
adapters, controllers, and media, ond for an up-to-dote listing of lhe lates! OIS Support detoils, 
please see lhe following : 
http://h 18006.www1.hp.com/ produdslquickspecs/ 1 0772 no/1 0772 na.html 

Externai SuperLoader 

DL TI 1280 SuperLooder 

NOTE: Please see the StorageWorks DLT1 1280 Superloader QuickSpecs for additional options and 
for an up-to-dote listing of the lotes! OIS Support detoils, pleose see the following: 
http:llh 18006. www 1 .hp.coml produdslquickspecs111406 no/11 406 no.html 

DA- 11568 North Americo- Version 8 - June 5, 2003 
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216885-001 

21 6886-B21 

157767-002 

21548 7-B21 

274333-B21 

249160-001 

249161-821 

146197-B22 

274332-B21 

274335-821 

274337-B21 

280129-822 

192103-002 

192103-B32 

274331-B21 

274334-B21 

274336-B21 

2573TV-001 

268664-B21 

1429 
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QuickSpecs HP ProLiant DL7 60 Genéraiion 2 

Options 

i n v • n t 

Externo/ Ultrium Tope Drives 

HP StorageWorks Ultriurn 230 Tape Orive, Externa/ {Carbon) 

NOTE: Piease see lhe HP StorageWorks Uitrium Tape Drive QuickSpecs for additionai options such 
as controllers, ond other reiated items, and for an up-to-dote iisting af the latest O IS Support details, 
piease see the following: 
http:/ / h 18006.www 1.hp.coml productsl qu ickspecsl 11415 no/ 11 4 15 no .html 

HP StorogeWorks Uitrium 460 Tape Drive for Proliont, Externai (Carbon) 

NOTE : Pleose see lhe HP StorageWorks Uitrium 460 Tope Drives for Proliont QuickSpecs for 
additionoi oplions such as data and cleaning cartridges, ond for an up-to-dote iisting of the lates! 
O IS Support detoiis, pieose see the following : 
http ://h 18006.www1.hp.coml productslquickspecsl11530 nol 11530 no.htmi 

Externo/ DAT Auto/ooder 

20/ 40-GB DAT 8 Cassette Autolooder Externai {Opa/) 

NOTE: Please see lhe 20140-GB DAT DDS-4 8 Cassette Autolooder QuickSpecs for additional 
options such os odapters, conlrollers, ond cossettes, ond for on up-to-dote iisting of lhe iatest OIS 
Support detaiis, piease see the following : 
http :llwww5.compaq.coml productsl quickspecsl 1 0518 nol 1 0518 na.HTML 

AIT Autolooder 

HP StorageWorks AIT 35 GB Autoloader, Rackmount (Carbon) 

NOTE : Piease see the AIT 35-GB Autoloader QuickSpecs for additional options such as odopters, 
controllers, and cossettes, ond for on up-to-dote listing of the lotest OIS Support details, please see 
lhe following : 
http:llwww5.compoq.coml productsl quickspecsl 11404 nol 11404 no.HTML 

HP StorogeWorks 1/8 Autoloader 

HP StorageWorks 1/8 Autoloader, Tobletop, Ultrium 230 

HP StorogeWorks 118 Autolooder, Tabletop, DLT VS80 

HP StorogeWorks 118 Autolooder, Rockmount kit 

NOTE : Pieose see lhe HP StorageWorks 118 Autoiooder QuickSpecs for additional accessories and 
for an up-to-dote listing of the lotes! OIS Support detoils, pleose see the following : 
http:llh 18000.www1 .hp.coml productsl quickspecs1North Americol1 0809.html 

SSL 1 O 1 6 Tope Autolooder 

SSLl 016 DLTl tope outolooder (includes two 8-cortridge magazines anda borcode reader) 

NOTE : Pieose see lhe SSLl 016 DLT1 tope outoiooder Quick Specs for additionol information : 
http:llh 18000.www 1.hp.coml products/quickspecsl11626 nol 11626 no.HTML 

SSL 1 O 16 SDLT1601320 tape outolooder (includes 2 8-cortridge magazines and o borcode reoder) 

NOTE : Pieose se e lhe SSL 1 O 16 SDLT1601320 tape outoiooder Quick Specs for additionol 
information : 
http:l/h 18000.www 1.hp.coml products/qu ickspecsl 11609 na111609 na.HTML 

Rockmount Tape Drive Kits 

3U Rackrnount Kit 

NOTE : The 3U Rockmount Kit (PN 274338-B21) can suppart up to (2) full-height or (4) half-height 
tope drives ond compatible with muitiple internai Singie-Ended ond LVD SCSI Tope Drives including 
the 12124-GB DAT, 20140-GB DAT, 20140-GB DAT DDS-4 8 Cossette Autolooder, AIT 35-GB LVD, 
AIT 50GB, AIT 100GB, 20140-GB DLT, 40180-GB DLT, SDLT 1101220-GB, SDLT 160/320-GB, 
Ultrium 230, and Ultrium 460 Tope Drives. 

5U Rockmounl Kit 

NOTE: The 5U Rockmount Kit (PN 274339-821) can support up to (4) full-height tope drives ond is 
compotibie with ali HP internai DLTI SDLTI Uitrium tope drives includ ing the 20140-GB DLT, 35170-
GB DLT, 40180-GB DLT, SDLT 11 01220-GB, SDLT 1601320, Ultrium 230, ond Ultrium 460 tope · 
drives. 

. c 

NOTE : Pleose see the Rockmount Tope Drive Kits QuickSpecs for odditionol information rego ~â \~9. I N~ 
these kits, pleose see the following : 
http :llh 18006.www 1 .hp.coml products/quickspecs/ 1 0854 nol 1 0854 no .html 

Q1516A 

Q1519A 

166505-001 

280349-001 

C9572CB 

C9264CB 

C9266R 

330815-B21 

330816-B21 

2 74338-B21 

2 74339-B21 

I .. J 

143 Q 
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QuickSpecs HP ProLiant DL760 G~nerdtipn 2 

Options 

Tope Automotion 

Rockmount Tope Drive Cable Kits 

LVD Coble Kit, VHOCI/ H068 

NOTE: For use wilh lhe 3U RM Sloroge Enclosure ond DLT Tape Arroy 111 only. 

LVD Cable Kil, HD68/ HD68 

NOTE: For use with lhe 3U RM Sloroge Enclosure and DLT Tape Arroy 111 only. 

Entry Leve/ Tope Librories 

SSL2020 Automated AIT Library 

SSL2020 AIT Mini-Librory 1 drive, 20 slot Rockmount 

SSL2020 AIT Mini-Librory 2 drive, 20 slol Rackmounl 

SSL2020 AIT Library Poss Thru wilh T ronsport 

SSL2020 AIT Librory Poss Thru Extender 

AIT 50-GB Drive Add-On LVD Drive for SSL2020 AIT Librory 

Required Adapters/ Controllers for SSL2020 AIT Librory 

64-Bit/66-MHz Dual Channel Wide Ultro3 SCSI Adopter 

SAN Access Module for Smart Array 5302 Controller 

SAN Access Module for Smart Array 5302 Controller (Japan) 

NOTE: Pleose see lhe SSL2020 Automated AIT Tope Librory Solution QuickSpecs for additionol 
informotion including Upgrade Kits, Accessories, and SCSI Cable Kits and additional options needed 
for a complete solution at: 
http://www5.compaq.com/ products/quickspecs/1 0580 na/1 0580 na.HTML 

MSLSOOO Libraries 

Mainsfream Tape Library 

MSL5026DL..X DL T Library 

MSL50260LX, 1 40/80-GB OLT, LVD Rackmount 

MSL5026DLX, 2 40/80-GB DLT, LVD Rackmount 

MSL5026SL SDLT Librory 

NOTE: Please see lhe SlorageWorks MSL5026DLX or MSL5026SL Library QuickSpecs for additional 
informotion including Upgrade Kits, Accessories, and SCSI Coble Kits and additianal options needed 
for a complete solutian at: 
http ://www5.compaq.com/products/quickspecs/ 1 0860 na/1 0860 na .HTML 

MSL5026SL, Rackmount, 1 SDLT Drive (Graphite) 

MSL5026SL, Rackmount, 2 SDLT Drive (Graphile) 

NOTE: Please see lhe StarageWorks MSL5026SL Library QuickSpecs for additional inforrnation 
including Upgrade Kits, Accessories, and SCSI Cable Kits and additional options needed for a 
complete solution at: 
http://www5.campaq .com/ products/quickspecs/ 11440 na/ 11440 na .HTML 

MSL502652 SOL T Libra 

MSL502652, Rockmount, O Orive Librory 

MSL5026S2, Rackmounl, 1 Drive, SDLT2 Library 

MSL5026S2, Rackmount, 2 Drives, SOL T2 Librory 

MSL5026S2FC, Rackmount, 1 Drive, SDLT2 Library 

MSL5026S2FC, Rackmount, 2 Drives, SDLT2 Librory 

NOTE: Please see the StorageWorks MSL5026S2 Library QuickSpecs for additional inforrnation 
including Upgrode Kits, Accessories, and SCSI Cable Kits and additional options needed for a 

complete solution ot: 
http://wwwS.compaq.com/ products/ quickspecs/ 11453 na/ 11453 na.HTML . . 

F' I . o 
I S. 

168048-821 

242381-821 

175196-821 

175196-822 

175312-821 

175312-822 

175197-821 

129803-821 

216687-821 

216687-291 

231891-821 

231891-822 

302512-821 

302512-822 

293472-821 

293472-822 

293472-823 

293472-824 

293472-825 

1 4 31 ------
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QuickSpecs HP ProLiont DL7 60 Gerieratio~ 2 

Options 

i n v e n f 

Departmental Tape Library 

MSL5052SL SOL T Library 

MSL5052, Rackmount, O Orive, SDLT ALL 

MSL50502SL, SDLT, 110/220, 2 Drives, LVD, Rockmount 

NOTE: Pleose see the StorogeWorks MSL5052SL Librory QuickSpecs for odditionol informotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits ond odditionol options needed for o 
complete solution ot: 
http://www5.compoq.com/ produds/ quickspecs/ 11 061 no/ 11 061 no.HTML 

MSL505252 SOL T Librory 

MSL505252, Tabletop, 2 Orives, SDLT2 Library 

MSL5052S2, Rockmount, 2 Drives, SDLT2 Librory 

MSL5052S2FC, Rockmount, 2 Drives, SDLT2 Librory 

NOTE: Pleose see the StorogeWorks MSL5052S2 Library QuickSpecs for odditionol informotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits ond odditionol options needed for o 
complete solution ot: 
http://www5.compoq .com/produds/ quickspecs/ 11442 no/11442 no.HTML 

MSL5030 L TO Library 

MSL5030L 1, Rackmount, O Orive Library 

MSL5030Ll, Rackmount, 1 Drive, LT01 Librory 

MSL5030Ll, Rockmount, 2 Drives, LT01 Librory 

MSL5030Ll FC, Rockmount, 1 Drive, LT01 Librory 

MSL5030L 1 FC, Rockmount, 2 Drives, LTO 1 Ubrory 

MSL5030Ll, T obletop, 1 Drive, LTO 1 librory 

MSL5030Ll, Tobletop, 2 Drives, LTO 1 Librory 

NOTE: Pleose see the StorogeWorks MSL5030 LTO Librory QuickSpecs for odditionol informotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits ond odditionol options needed for o 
complete solution at: 
http://www5.compoq.com/products/ quickspecs/11439 no/11439 no .HTML 

MSL5060 L TO Library 

MSL5060L 1, Rackmount, O Orive Library 

MSL5060L 1, Rockmount, 2 Drives, LT01 Librory 

MSL5060Ll FC, Rockmount, 2 Drives, LT01 Librory 

MSL5060L 1, T obletop, 2 Drives, LTO 1 Librory 

NOTE: Pleose see the StorogeWorks MSL5060 LTO Librory QuickSpecs for odditionol informotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits ond odditionol options needed for o 
complete solution ot: 
http://www5.compoq.com/ products/ quickspecs/ 11438 no/ 11438 no.HTML 

MSLSOOO series Libraries Options 

MSLSK Field Upgrade SDLT 110/220 Drive, LVD 

MSL5000 SDLT2 Upgrode Drive 

MSL5000 LT01 Upgrode Drive 

MSL5000 Dual Magazine LTO 

MSL5000 Dual Magazine DLT 

Required Adopters for MSLSOOO series Libraries 

64-8it/66MHz Dual Chonnel Wide Ultra3 SCSI Adopter 

. -

255102-821 

249491-821 

293476-821 

293474-821 

293474-824 

301897-821 

301897-822 

301897-823 

301897-824 

301897-825 

301898-821 

301898-822 

301899-821 

301899-822 

301899-823 

301900-821 

231823-822 

293475-821 

301901-821 

301902-821 

232136-821 

129803-821 

I J . 1 4 3 2 
r-:. . i o ___ _ 

DA- 11568 North Americo- Version 8- June 5, 2003 



• 
• 
• 
• t 
t 
t 
t 
t 

• 
• 
• ' t 

• 
• 
• t 

• 
• 
t 

• 
• 
• 
t 
~ 

~ t 

• 
J 
~ , 

QuickSpecs HP ProLiant DL7 60 Generátion 2 

Options 

MSL6000 Libraries 

MSL6030 L TO Library 

MSL6030, Rockmount, O Drive Librory 

MSL6030, Rockmount, 1 Drive, LT02 Librory 

MSL6030, Rockmount, 2 Drive, LT02 Librory 

MSL6030, Rockmount, embedded Fibre, 1 Drive, LT02 Librory 

MSL6030, Rockmount, embedded Fibre, 2 Drive, LT02 Librory 

MSL6030, Tobletop, 1 Drive, LT02 Library 

MSL6030, Tobletop, 2 Drive, LT02 Librory 

NOTE: Pleose see the StorogeWorks MSL6030 LTO Librory QuickSpecs for additionol informotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits ond odditionol options needed for o 
complete solution ot: 
http:/ / h 18000.www 1.hp.com/products/quickspecs/ 11625 no/ 11625 no.HTML 

MSL6060 L TO Library 

MSL6060, Rockmount, O Drive Librory 

MSL6060, Rockmount, 2 Drive, LT02 Librory 

MSL6060, Rockmount, embedded Fibre, 2 Drive, LT02 Librory 

MSL6060, Tobletop, 2 Drive, LT02 Librory 

NOTE: Pleose see the StorogeWorks MSL6030 LTO Librory QuickSpecs for odditionol infonnotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits ond odditionol options needed for o 
complete solution ot: 
http://h 18000.www 1.hp.com/products/quickspecs/11608 no/11608 no.HTML 

MSL6000 series Libraries Options 

MSL Ultrium 460 upgrode drive in hot plug conister 

MSL Universal possthrough mechonism 

MSL 1 OU possthrough extender 

Enterprise 9000 System Library 

ESL9322 Library 

ESL9322, 222 slot, O Orives, LT02 

ESL9322, 222 slot, 2 Drives, SDLT2 

ESL9322, 222 slot, 8 Drives, SDLT2 

ESL9322, 322 slot, 2 Drives, SDLT2 

ESL9322, 322 slot, 8 Drives, SDLT2 

NOTE: Pleose see the StorogeWorks ESL9322 Enterprise Librory QuickSpecs for odditionol 
informotion including Tope Drives, Cortridges, Controllers, ond SCSI Cobles ond odditionol options 
needed for o complete solution oi: 
http://www5.compoq.com/ proudcts/ quickspecs/ 11628 no/11628 no.HTML 

ESL9322LJ LTO Librory 

330731 -821 

330731-822 

330731-823 

330731-824 

330731-825 

330788-821 

330788-822 

331196-823 

331196-821 

331196-822 

331195-821 

330729-821 

304825-821 

231824-823 

330832-821 

293409-822 

293409-828 

293410-822 

293410-828 

ESL9322L1, 222 slot, 2 Drives, LT01 301927-822 
.-------------------------~E~SL~9~3~2~2~L1~,~2~2~2~s'lo~t,'8~D~riv-e-s,'L~T~0~1,-----------------------------------------------~0T~27:g~~-------
~ 

~ 
ESL9322Ll, 322 slot, 2 Drives, LT01 301928-822 

ESL9322L1, 322 slot, 8 Drives, LT01 301928-828 

• NOTE: Pleose see lhe StorogeWorks ESL9322L 1 Enterprise Librory QuickSpecs for odditionol 

• 
informotion including Tope Drives, Cortridges, Controllers, ond SCSI Cobles ond odditionol options 
needed for o complete solution ot: 
http://www5.compoq.com/ products/quickspecs/11445 no/11445 no .HTML 

~ 
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QuickSpecs HP ProLiant DL7 60 Generation 2 

~~- .,.....,,,. __ .. -· 

Options 

._ 

ESL9595SL SDLT Library 

ESL9595SL Enterprise Library, 400 slat, 16 Orive 

ESL9595SL Enterprise Library, 500 slot, 2 Drive 

NOTE: Please see the StorageWorks ESL9595SL Enterprise Library QuickSpecs for additional 
information including Tape Drives, Cartridges, Controllers, and SCSI Cables and additional options 
needed for a complete solution at: 
http://wwwS.compaq.com/ produds/ quickspecs/ 11332 na/ 11332 na.HTML 

ESL9595 Library 

ESL9595, 400 slot, O Drive, LT02 

ESL9595, 400 slot, 2 Drives, SDLT2 

ESL9595, 400 slot, 16 Drives, SDLT2 

ESL9595, 500 slot, 2 Drives, SDLT2 

ESL9595, 500 slot, 16 Drives, SDLT2 

ESL9595, 595 slot, 2 Drives, SDLT2 

ESL9595, 595 slot, 16 Drives, SDLT2 

NOTE: Please see the StorageWorks ESL9595S2 Enterprise Library QuickSpecs for additional 
informatian including Tape Drives, Cartridges, Controllers, and SCSI Cables and additional options 
needed for a complete solution at: 
http://www5.compaq.com/produds/quickspecs/11629 na/11629 na.HTML 

ESL9595L 1 LTO Library 

ESL9595Ll, 400 slot, 2 Drives, LT01 

ESL9595L1, 400 slot, 16 Drives, LT01 

ESL9595Ll, 500 slot, 2 Drives, LT01 

ESL9595Ll, 500 slot, 16 Drives, LT01 

ESL9595L 1, 595 slot, 2 Drives, LT01 

ESL9595Ll, 595 slot, 16 Drives, LT01 

NOTE: Please see the StorageWorks ESL9595L 1 Enterprise Library QuickSpecs for additional 
information including Tape Drives, Cartridges, Controllers, and SCSI Cables and additional options 
needed for a complete solution at: 
http://wwwS.compaq.com/produds/quickspecs/11435 no/11435 no.HTML 

ESL9000 series Libraries Options 

274672-822 

281627-822 

330833-821 

293411-822 

293411-828 

293412-822 

293412-828 

293413-822 

293413-828 

301929-822 

301929-828 

301931-822 

301931-828 

301932-822 

301932-828 

ESL9000 Field Upgrade SDLT 110!220, LVD Drive (ESL9198SL, ESL9326SL, ESL9595SL) 234617-821 

ESL9595 500 Slot Upgrade 274674-821 

ESL9595 595 S/ot Upgrade 274674-822 

ESL9000 LT01 Upgrade Drive 301930-821 

ESL9000 LVD SDLT-160 Drive Upgrade 293414-821 

ESL9000 HVD SDLT-160 Drive Upgrade 293415-821 

ESL9000 Universal Load Port 302254-821 

--- --- ------P:;tÇ-qn-z2-2 Slal la ESL9322-32-2-Sfot-l:fpgrode---- - --------------:2-93§8B-82H-----

i n v • n t 

ESL9000 6 Slot DLT Magazine 229909-821 

Required Adapters for ESL9000 Libraries 

64-Bit/ 66-MHz Duo/ Channel Wide Ultra3 SCSI Adapter 129803-821 

NOTE: 64-8it/66-MHz Dual Channel Wide Ultro3 SCSI Adapter is required ta support the LVD 
based libraries (ESL9595SL) . 

.. 
1 I i 1 4 3 4 
-;:.No---
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QuickSpecs HP ProLiont DL760 Generation 2 

Options 

Smort Arroy Cluster 
Storoge 

Cluster Options 

MSA1000 

Smort Arroy Cluster Storoge 

Smort Arroy Cluster Storoge Redundont Controller Option Kit 

128-MB Coche Module for Smort Arroy 5302 Conlroller 

256-MB 8ottery-Backed Coche Module 

4-Port Shored Storoge Module with Smort Arroy Multipoth Software for Smort Arroy Cluster Storoge 

NOTE: Pleose see the Compoq Smort Arroy Cluster Storoge QuickSpecs for odditionol informotion 
including configurotion steps ond odditionol options needed for o complete solution ot: 
http://wwwS.compoq.com/ products/ quickspecs/ 11 050 no/ 11 050 no.html 

Compoq Proliont Cluster HNF1 00 for MSA 1 000 

Compoq Proliont Cluster HNF200 for MSA 1 000 

NOTE: For odditionol informotion regording the Compoq Proliont Cluster for HNF1 00, HNF200 
for MSA 1 000 please see the following QuickSpecs ot: 
http://www5 .compoq.com/products/quickspecs/ 11 035 no/11 035 no .html 

Proliont Cluster HNF500 8osic Kit for MABOOO/EMA 16000 

Proliont Cluster HNF500 Enhonced Kit for MA8000/EMA 16000 

Proliont Cluster HNF500 Enhonced DT Kit for MA8000/EMA 16000 

NOTE: For odditionol informotion regording the Compoq Proliont Cluster for HNF500 pleose see 
the following QuickSpecs ot: 
http:/ /www5.compoq.com/products/quickspecs/1 0232 no/ 1 0232 no.html 

Proliont Cluster HNF500 8osic Kit for Enterprise Virtual Arroy (v.2) 

Proliont Cluster HNF500 8osic Kit for Enterprise Virtual Arroy (v.2) 

NOTE: For odditionol inforrnation regarding the Compoq Proliont Cluster HNF500 for Enterprise 
Virtual Arroy pleose see the following QuickSpecs ot: 
http://www5.compoq.com/products/quickspecs/11 055 no/11 055 no.html 

MSA1000 

MSA 1 000 Controller 

MSA Fibre Chonnel 1/0 Module 

MSA 1 000 Fobric Switch 

MSA 1 000 Fibre Chonnel Adapter (FCA) 21 O 1 

HP StorogeWorks msa hub 2/3 

NOTE: Pleose see the StorogeWorks by Compoq Modular SAN Arroy 1000 QuickSpecs for 
additionol options ond configurotion informotion ot: 
http://www5.compoq.com/products/quickspecs/11 033 no/ 11 033 no.HTML 

201724-821 

2 18252-B21 

153506-821 

254786-B21 

292944-B21 

252408-B22 

252409-B22 

103250-825 

379937-825 

164227-B23 

313047-B21 

313047-822 

201723-822 

218231-822 

218960-821 

218232-B21 

245299-821 

286763-821 

StorogeWorks Modular EMA12000 01 4 60Hz 175990-B21 

Arroy 8000/ Enterprise EMA12000 514 60Hz 175991-821 
~--_,;~v\~odu~e---~MA~8~o=o=o~6=oH~z------------------------------------------------------------~17~5~9~9~2-"B~2'1 ______ _ 

i n • • n t 

EMA12000 Blue 60Hz 175993-B21 

NOTE: Options include controller, solution kits, ACS. MA8000/EMA 12000 indudes controller shelf, 
drive shelves ond cabine!. Pockoging upgrode to RA8000/ESA 12000. 

NOTE: Please see the StorogeWorks MABOOO/EMA 12000 QuickSpecs for FC Hubs, FC switches, 
plotforrn software, host odopters, disks ond options for complete solutions oi: 
http:/ /www5.compoq.com/ products/ quickspecs/ 1 0545 no/ 1 0545 no.HTML 

' I J 435 
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QuickSpecs HP ProLiant DL7 60 Genêrafion 2 

Options 

StorageWorks 
Enterprise Modular 
Array 1 6000 FC 

StorageWorks Options 

EMA 16000 D 14 60Hz (opa I) 

EMA16000 514 60Hz (apal) 

NOTE: Models include: Dual HSG80 controllers in eoch Model 2200 enclosure (2 poirs per single 
bus configuration, 4 pairs per dual bus configurotion) with 1 G8 coche per controller pai r, and 12 14-
boy drive enclosures with redundont power supplies. Configure-to-Order (CTO) builds ore ovailoble. 
Options include ACS, plotform kits ond software by HP. 

NOTE: Pleose see the StorogeWarks EMA 16000 QuickSpecs for FC switches, plotform software, host 
adopters, disks ond oplions for complete solutions ot: 
http://www5.compaq .com/products/quickspecs/1 0812 no/1 0812 na .HTML 

StorageWorks SAN Switch 2/8-EL 

StorageWorks SAN Switch 2/8-EL Upgrode 

StorageWorks SAN Switch 2/16 

StorogeWorks SAN Switch 2/16-EL Upgrade 

238792-821 

238791-821 

322120-821 

325888-821 

322118-821 

288250-821 

UPS and PDU Power 

Cord Matrix 

Please see the UPS and PDU cable matrix that lists cable descriptions, requirements, and 
specifications for UPS and PDU units.that lists cable descriptions, requirements, and specifications for 

UPS units. 
ftp :/ /ftp .compoq. com/ pu b/ prod ucts/ servers/Prolia ntstoroge/ power -protedion/ powercordmotrix. pdf. 

Uninterruptible Power Compaq UPS R1500 XR (1440VA, 1340 Wott), Low Voltage 

Systems - Rack Mountable Compaq UPS R3000 XR (2880VA, 2700 Wott), Low Voltage 

Compoq UPS R3000 XR (3000VA, 2700 Wott), High Voltage 

Rack-Mountable UPS R6000 (6000VA, 6000 Watt) High Voltoge 

NOTE: The UPS R6000 has a hordwired inpul. 

UPS R 12000 XR N +x (200-240V) (hardwired) 

NOTE: The UPS R12000 XR hos a hardwired input and oulpul; requires a 1 OOA circuit . 

• 

DA- 11568 North Americo- Version 8- June 5, 2003 
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204404-001 

192186-001 

192186-002 

347207-001 

207552-822 
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QuickSpecs HP ProLiant DLl 60 Generation 2 

Options 

UPS Options 

• 
• 
• • 
• 
• . ._ 
• 
• 

._ dular PDUs 1 U/OU 

(Up to 32 outlets) 

NOTE: 1 U/ OU mounting 
brackets shipped with 
lhe uni! (oplimized for 10000 
ond 9000 series racks) . 

SNMP Serial Port Card 

NOTE: Supports tower and rack UPS XR models ranging from 1000- 3000VA. 

Six Port Card 

NOTE: Supports tower and rack UPS XR models ranging from 1000- 3000VA. 

High lo Low Voltage Transformer (250VA) 

NOTE: Supports R6000 UPS series only. 2.5 omps@ 125 Volts mox oulpul across lwo NEMA 5-15 . 

Extended Runlime Module, T1 000 XR 

NOTE: 2U eoch, lwo ERM moximum . 

Extended Runtime Module, T1500 XR!T2200 XR 

NOTE: 3U eoch, one ERM moximum . 

Extended Runtime Module, R1500 XR 

NOTE: 2U eoch, lwo ERM moximum . 

Extended Runlime Module, R3000 XR 

NOTE: 3U eoch, one ERM moximum . 

Extended Runtime Module, R6000 

NOTE: 3U eoch, lwo ERM maximum. 

Extended Runlime Module, R12000 XR, 4U 

R1200 XR 6ockplote Receptocle Kit, (2) L6-30R 
NOTE: The R 12000 XR 6ockplote Kit hos a hardwired inpul. 

R 1200 XR 6ockplote Receptocle Kit, (2) IEC-309R 
NOTE: The R12000 XR 6ackplote Kit hos a hardwired input. 

SNMP-EN Adopter 
NOTE: 4U each, lwo ERM moximum. 

SNMP-EN Adopter 

NOTE: Supports R6000 UPS series only. 

Multi-Server UPS Card 

NOTE: Supports R6000 UPS series only. 

Scolable UPS Card 

NOTE: Supports R6000 UPS series only . 

HP Modular Power Distribution Units (mPDU), Low Volt Model, 24A (1 00-127 VAC) 

NOTE: This mPDU (252663-071) moy olso be used to connect lhe low volt model of lhe UPS 
R3000XR. 

HP Modular Power Distribution Units (mPDU), High Volt Model, 24A (200-240 VAC) 

HP Modular Power Distribution Units (mPDU), High Volt Model, 40A (200-240 VAC) 

NOTE: This mPDU (252663-821 ), 40A model has o hordwired input. 

HP Modular Power Distribution Unils (mPDU), High Volt Model, 16A (200-240 VAC) 

192189-621 

192185-621 

388643-621 

218967-621 

218969-621 

218971-821 

192188-821 

347224-821 

217800-821 

325361-001 

325361-821 

347225-821 

347225-821 

123508-821 

123509-821 

252663-071 

252663-072 

252663-821 

252663-824 

NOTE: This PDU hos o detachoble input power cord ond ollows for odoptobility to counlry s'::pe=-;c:cif-'-'ic:__ ___________ _ 
power requirements. This model moy olso be used with lhe high volt UPSs R3000 XR ond R6000 For 
North Ame rica, need to order coble PN 340653-001 . 

NOTE: Pleose see the following Modular Power Distribution Unit (Zero-U/1 U Modular PDUs) 
QuickSpecs for odditionol options including shorter jumper cobles ond country specific power cords: 
http://www5.compoq.com/ products/quickspecs/ 11 041 no/ 11 041 na.HTML 

I I . I 
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QuickSpecs HP ProLiant DL760 Generatfõn:·2 

~ Options 
~ 

PDU Options 

Rock Builder 

~ 

• Third Porty Rack Kit 

~ '-~ 

» 
~ 

~ 

• 
~ HP Rock 10000 Series 

~ 
(Grophite Metollic) 

• 

i n v e n t 

1 U PDU Mounting 8rockets Kit 

NOTE: The 1 U PDU Mounting 8rockets ore required when mounting PDU's PN 207590-xxx series in 
1 U conligurotions. 

Third Porty Modular PDU Mounting Kit 

NOTE: This kit ollows you to mount lhe Modular PDUs in rocks other thon lhe 9000/ 10000 Series 
rocks (ony rocks using the stondord 19" roi I). For more detoils pleose refer the Modular PDU 
Q uickSpecs. 

Pleose see the Rock 8uilder for configurolion ossistonce oi http://www.compoq.com/ rockbuilder/ 

Third Porty Rock Kit 

NOTE: The Third porty rock kit supports the ML530 G2, ML570 G2, DL740, ond DL760 G2 . 
Provides support for ony rock, squore hole or round hole (including HP Rock System /E and HP 
Systems) with on odjustment range from 23 '12'' - 34" deep. 

NOTE : The Third Porty Rock Kit is required for round hole rocks or for squore hole rocks that do not 
conform to lhe adjustment range of the stondord roil thot ships with lhe server. 

Telco Rock Support NOTE: Support for ali 2-post Telco rocks requires the Third Party Rock Kit 
(PN 274739-821) kit plus an odditional option kitfrom Rack Solutions. The Rock Solutions brackets 
con be purchosed at: http://www.rocksolutions .com/ compaq 

HP Rock 510614 (14U) Rock Cabine!- Shock Paliei 

HP Rock 10842 (42U, 800mm wide)- Paliei 

HP Rack 1 0842 (42U, 800mm wide)- Shock Pallet 

HP Rock 10647 (47U)- Pallet 

HP Rock 1 064 7 (4 7U) - Croted 

HP Rock 10642 (42U)- Paliei 

HP Rock 10642 (42U)- Shock Paliei 

HP Rack 1 0642 (42U)- Crated 

HP Rock 1 0636 (36U)- Paliei 

HP Rock 1 0636 (36U) - Shock Paliei 

HP Rock 1 0636 (36U) - Crated 

HP Rock 10622 (22U)- Pallet 

HP Rock 1 0622 (22U) - Shock Pollet 

HP Rock 10622 (22U)- Crated 

HP Rock 10614 (14U)- Shock Paliei 

NOTE : -821 (pallet) used to ship empty racks shipped on o truck 
-822 (shock pallet) used to ship rocks with equipment instolled (by custem systems, VARs and 
Chonnels) 
-823 (croted) used for o ir shipments oi empty rocks 

NOTE: lt is mandatory to use o shock pollet in arder to ship racks with equipment installed. Not ali 
Compaq equipment is quolified to be shipped in the Rock 1 0000 series 

NOTE : Pleose see the Rock 1 0000 QuickSpecs for T echnical Specificotions such as height, width, 
depth, weight, and calor: 

2 17202-821 

310777-821 

274739-821 

292302-822 

257415-821 

257415-822 

245160-821 

245160-823 

245161-821 

245161-822 

245161-823 

245162-821 

245162-822 

245162-823 

245163-821 

245 163-822 

245163-823 

292303-822 

http://www5.compaq .com/ products/ quickspecs/ 1 0995 na/1 0995 no.HTML •. 

NOTE : For additionol infonmation regording Rack Cabinets, please see the following URL: !• f\QS~~;Õmõõs~H 
http://www.compaq .com/ racks I r' p•~ j · v -

( ~ !V' • ÇORFtfi.QS 
i I i 1 4 3"8"~ 
I f-ls ~ N° 
.! --, 
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··-.,. QuickSpecs HP ProLiant DL7 60 Gener~tk;;, 2 

Options 

Compaq Rack 9000 Series Compaq Rock 9142 (42U)- Paliei 

(opal) Compaq Rock 9142 (42U)- Shock Palie! 

Compaq Rock 91 42 (42U)- Croted 

Compaq Rock 9122 {22U) - Paliei 

Compoq Rock 9122 (22U) - Shock Paliei 

Compoq Rock 9122 (22U) - Croted 

NOTE: -821 (paliei) used to ship empty rocks shipped on o truck 
-822 (shock paliei) used to ship rocks with equipmenl instolied (by custem systems, VARs ond 
Chonnels) 
-823 (croted) used for oi r shipmenls of empty racks 

NOTE: Please see lhe Rack 9000 QuickSpecs for T echnicol Specificotions such as height, width, 
depth, weight, ond colar: 
http://www5.compoq.com/producls/ quickspecs/ 1 0366 no/1 0366 na .HTML 

NOTE: For additionol informotion regarding Rock Cabinets, pleose see the foliowing URL: 
http:/ /www.compaq.com/ rocks 

Rock Options for HP Rock Rock 8lanking Peneis- Graphite (Multi) 
10000 Series NOTE: Contoins one eoch of 1 U, 2U, 4U ond 8U. 

Rock 81onking Peneis- Grophite (1 U) 

NOTE: The Rock 81onking Peneis (PN 253214-821) contoins 1 O eoch of {1 U) . 

Rock 8lonking Peneis - Grophite (2U) 

NOTE: The Rock 8lonking Peneis (PN 253214-822) contoins 1 O eoch of (2U). 

Rock 8lonking Peneis - Grophite (3U) 

NOTE: The Rock 8lonking Peneis (PN 253214-823) contoins 1 O eoch of (3U). 

Rock 8lonking Peneis- Grophite (4U) 

NOTE: The Rock 81onking Peneis (PN 253214-824) contoins 1 O eoch of (4U) . 

Rock 81onking Peneis - Grophite (5U) 

NOTE: The Rock 8lonking Peneis (PN 253214-825) contoins 1 O eoch of (5U). 

800mm Wide Stobilizer Kit (Grophite) 

NOTE: Supported by lhe Rock 1 0842 cabine! only. 

600mm Stobilizer Kit- Grophite 

8aying Kit for Rock 1 0000 series (Corbon) 

42U Side Penei- Grophite Metoliic 

11 OV Fon Kit (Graphite) 

NOTE: Roof Mount lncludes power cord with IEC320-C13 to Nemo 5-15P. 

220V Fon Kit (Grophite) 

NOTE: Roof Mount lncludes power cord with IEC320-C13 lo Nemo 6-15P. 

120663-821 

120663-822 

120663-823 

120665-821 

120665-822 

120665-823 

253214-826 

253214-821 

253214-822 

253214-823 

253214-824 

253214-825 

255488-821 

246107-821 

248929-821 

246099-821 

257413-821 

257414-821 

36U Side Penei- Grophite Metoliic 246102-821 
;:----------------,-4-=;-7U"'SIC!ePanel- G~ro;;;p:;J:h;;;it;:;-e•M'-e~to;;"]IThcc;::--------------------------")· 5-s-486-=821 ___ _ 

9000/1 0000 Series Offset 8oying Kit (42U) 248931-821 

NOTE: This kit con be used to conned 9000 ond 1 0000 series racks of lhe some U height together. 
Kit conlenls include hardware for conneding rocks ond o penei to cover the 1 OOmm gop ot the reor 
of the two rocks. 

NOTE: For odditionol informotion regording Rock Options, pleose see the foliowing URL: 
http:/ / www.compoq .com/rockoptions 

1 4 3 9 
c·-~ ~o--- . ,;;,. 
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QuickSpecs HP ProLiant DL7 60 Generation 2 

Options 

Rack Options for 8aying/Coupling Kit 120669-821 

120670-821 Compoq Rack 9000 Series 42U Side Ponel 

NOTE: The 42U Si de Ponel (PN 120670-821) supports lhe Compoq Rock 9142 ond Compoq Rock 
9842 . 

36U Side Ponel 

NOTE: The 36U Side Penei (PN 120671-821) supports the Compoq Rock 9136 . 

1 1 OV Fon Kit (Grophite) 

NOTE: Roof Mount lncludes power cord with IEC320-C13 to Nemo 5-15P. 

220V Fan Kit (Grophite) 

NOTE: Roof Mount lncludes power cord with IEC320-C13 to Nemo 6-15P . 

600mm Stobilizer Option Kit 

800mm Stobilizer Option Kit (O pai) 

NOTE: The 800mm Stobilizer Kit (PN 234493-821) supports lhe Rock 9842 only . 

9142 Extension Kit 

NOTE: The 9142 Extension Kit (PN 120679-821) supports lhe Compoq Rack 9142 only. 

9142Split Reor Doar (Opol) 

NOTE: The 9142 Split Reor Doar (PN 254045-821) supports lhe 600 mm wide, 42U 9000 series 
rock. 

91 36 Extension Kit 

9142 Short Reor Doar 

NOTE: The 9142 Short Reor Doar (PN 218217-821) supports lhe Compoq Rock 9142 only . 

9136 Short Reor Doar 

Rack Blanking Ponel (Multi) 

NOTE: Kit includes four ponels in 1 U, 2U, 4U, ond 8U. 

Rock 81anking Panels (l U) 

NOTE: The Rock 8lonking Ponels (PN 189453-821) contoins 1 O each of (1 U). 

Rock 81onking Ponels (2U) 

NOTE: The Rock 8lonking Panels (PN 189453-821) contoins 1 O eoch of (2U). 

Rock 81onking Ponels (3U) 

NOTE: The Rock 81onking Panels (PN 189453-821) contoins 1 O eoch of (3U). 

Rock 8lonking Ponels (4U) 

NOTE: The Rock 8lonking Panels (PN 189453-821) contoins 1 O eoch of (4U). 

Rack 81anking Peneis (5U) 

NOTE: The Rock 81onking Ponels (PN 189453-821) contoins 1 O eoch o f (5U). 

9000/10000 Series Offsel 8oying Kit (42U) 

NOTE: This kit con be used to connect 9000 ond 1 0000 series racks of the some U height together. 
Kit contents include hardware for connecting rocks ond o ponel to cover lhe 1 OOmm gop ot the reor 
of the two rocks. 

120671-821 

257413-821 

257414-821 

120673-821 

234493-821 

120679-821 

254045-821 

218216-821 

218217-821 

218218-821 

169940-821 

189453-821 

189453-822 

189453-823 

189453-824 

189453-825 

248931-821 

NOTE: For odd,honol mformohon regordmg Rock Clp11ons, pleose see theiõlloWirrg-t:tRt~: - - -----------­

http:/ /www .compoq.com/rockoptions 

1440 
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QuickSpecs HP ProLiont DL7 60 Generation 2 

• Options 

• 
Rack Options for High Ai r Flow Rack Doar lnsert for the 7122 Rack 

Com paq Rack 7000 Series High Ai r Flow Rack Door lnsert for lhe 7142 Rack (single) 

High Ai r Flow Rack Doar lnsert for lhe 7142 Rack 
(6-pack) 

Rack Options for Rock 
7000,9000ond 10000 
Series 

i n v e n t 

Compaq Networking Cable Managemenl Kil 

Compaq Rack Extension Kit for 7142 

NOTE: For additional informatian regording Rock Options, pleose see the following URL: 
http:/ /www.compaq.com/rackoptions 

Monitor Utility Shelf- opal 

Bailas! Option Kit 

Rock Roil Adopter Kit (25" depth) 

1 00 kg Sliding Shelf 

Monitor/Utility Shelf- Grophite 

Depth Adjustoble Fixed Rail 

Coble Manogement D-Rings Kit 

Console Management Controller (CMC) Option Kit 

Console Manogement Canlroller (CMC) Sensors Option Kit 

Console Monogement Controller (CMC) Locking Option Kit 

Console Manogement Controller (CMC) Smoke Sensors Option Kit 

Server Console Switch 1 x 2 port (1 00-230 VAC) 

Server Console Switch 1 x 4 port (1 00-230 VAC) 

Server Console Switch 1 x 8 port (1 00-230 VAC) 

Server Console Switch 2 x 8 port (1 00-230 VAC) 

Server Console Switch 2 x 8 port (48VDC) 

IP Console Switch 8ox, 1x1x16 

IP Console Switch 8ox, 3x 1 x 16 

IP Console Interface Adapter, 8 pock 

IP Console Interface Adapter, 1 pock 

IP Console Expansion Module 

KVM 9 PIN Adopter (4 Pock) 

CPU to Server Console Cable, 12' 

CPU to Server Console Cable, 20' 

CPU to Serve r Console Cable, 40' 

CPU to Server Console Cable, 3' 

CPU to Server Console Cable, 7' 

CPU to Server Console Cable (Pienum Rated) 20' 

CPO lo Server Console Cable (Pienum Roted) 40 

IP CAT5 Coble 3', 4 pock 

IP CAT5 Cable 6', 8 pack 

IP CAT5 Cable 12', 8 pack 

IP CAT5 Coble 20', 4 pack 

IP CAT5 Coble 40', 1 pack 

Switch Box Connector Kit (115V) 

Switch 8ox Connector Kit (230V) 

Switch 8ox Connector Kil (high voltoge) 

1 U Rack Keyboord & Drawer (Carbon) 

NOTE: The 1 U Rock Keyboard & Drawer (PN 257054-001). 

DA- 11568 North Americo - Version 8- June 5, 2003 
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157847-821 

327281-821 

327281 -822 

292407-821 

154392-821 

303606-821 

120672-821 

120675-821 

234672-821 

253449-821 

332558-821 

168233-821 

203039-821 

203039-822 

203039-823 

203039-824 

120206-001 

400336-001 

400337-001 

400338-001 

400542-821 

262585-821 

262586-821 

262587-821 

262588-821 

262589-821 

149361-821 

110936-821 

110936-822 

110936-823 

110936-824 

110936-825 

149363-821 

Pf9364-821 

263474-821 

263474-822 

263474-823 

263474-824 

263474-825 

• 144007-001 

144oo1-o~ 4 1 
~,49!007- .33-

257054-001 

, J nH 4 
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QuickSpecs HP ProLiant DLl 60 Generation 2 

Options 

Service ond Support 
aPfferings (Core Pockq 

--.. :es) 

TFT5600 Rack Keyboard Monitor 

lnput Device Adjustable Roils 

NOTE: lnput Device Adjustoble Rails (287139-B21) ore for use with the TFT511 OR, TFT5600RKM 
ond integrated keyboord/ drawer which is used in mounting into third party racks . 

lnput Device Telca Roil 

NOTE: lnput Device Adjustoble Rails (287138-B21) ore for use ONLY with lhe TFT511 OR, 
TFT5600RKM and integrated keyboard/drower which is used in mounting inta third porty rocks. 

Keyboard/Monitor/Mouse extension cables 

NOTE: For additionol information regarding Rock Options, pleose see the follawing URL: 
http:/ /www .compaq.com/ rackoptions 

NOTE: These Service and Suppart Offerings ore for Windows NT, Windows 2000 Server/Advonced 
Server ar Nove li NetWore Operating System. 

Hardware Services 4-Hour On-site Service 

4-Hour On-site Service, 9-Hour x 5-Doy Coveroge, 
3 Yeors (6-3 Part Number for U.S.) 

4-Hour On-site Service, 9-Hour x 5-Day Coveroge, 
3 Years (2-5-2Part Number for Canada) 

4-Hour On-site Service, 24-Hour x 7 -Day Coveroge, 
3 Yeors (6-3 Part Number for U.S.) 

4-Hour On-site Service, 24-Hour x 7-Day Coveroge, 
3 Years (2-5-5 Port Number for Conada) 

lnsto/lotion & Stort-up Services 

Hardware lnstollotion {6-3 Port Number for U.S.) 

Hardware lnstollotion (6-3 Port Number for Canedo) 

Pre-installotion pionning; unpock equipmenl, instai! most current Compaq HW options internai to 
server ai some time of server installotion; ossembie & test; bosic user informotion provided; Instai! & 
configure basic functionoiily of Win NT Operoling Syslem pius up to 1 day stort-up octivily, configure 
print & nelwork access services, and orientotion (6-3 Port Number for U.S.) 

Pre-instollotion pionning; unpock equipmenl, instai! most currenl Compoq HW oplions internai to 
server ot some time of server instollotion; ossemble & test; basic user inforrnolion provided; Instai! & 
configure bosic functionolity of Novel! NetWare Operating System plus up to 1 doy start-up activity, 
configure print & network occess services, ond orientotion (6-3 Port Number for U.S.) 

Pre-installotion plonning; unpock equipment, insto li most current Compoq HW options internai to 
server ot some time of server instollotion; assemble & test; bosic user inforrnotion provided; Instai! & 
configure bosic funclionoiity of Win NT Operoting System pius up to 1 doy stort-up octivily, configure 
print & nelwork access services, ond orientotion (2-5-2 Port Number for Conado) 

Pre-installation pionning; unpock equipment, instai! most current Compaq HW options internai to 
server ot some time of server instollotion; ossemble & test; bosic user inforrnotion provided; Instai! & 
configure basic functionoiily of Novel! NetWare Operoting System pius up to 1 doy stort-up octivity, 
configure print & nelwork occess services, ond orientotion (2-5-2 Port Number for Co nado) 

Business Solutions Priority Service Plon - Priority Levei 

9 x 5 HW, 4-hr response, Next Avaiiabie HW engineer; 9 x 5 Bronze Software Support 2-hr response 
for Windows NT, Windows 2000, Professionai, Serve ror Advanced Server Operating System, Next 
Avoiloble Speciolist (6-3 Port Number for U.S.) 

9 x 5 HW, 4-hr response, Next Avaiiable HW engineer; 9 x 5 Bronze Software Support 2-hr response 
for Novel! NetWare Operoting System, Next Avoiloble Specioiist (6-3 Port Number for U.S.) 

9 x 5 HW, 4-hr response, Next Availoble HW engineer; 9 x 5 Bronze Software Support 2-hr response 
for Windows NT, Windows 2000, Professional, Server or Advonced Server Operating System, Next 
Available Specioiist (2-5-2 Part Number for Conado) 

9 x 5 HW, 4-hr response, Next Avoiloble HW engineer; 9 x 5 Bronze Software Suppor! 2-hr response 
for Novel! NetWare Operoting System, Next Avoiiable Speciolist (2-5-2 Port Number for Canedo) , 1 . 

DA- 11568 North America- Version 8- June 5, 2003 

221546-001 

287139-B21 

287138-B21 

169989-001 

401785-002 

FP-HE4EC-36 

401784-002 

FP-HE7EC-36 

401794-002 

FP-HEINS-EC 

240016-002 

240011-002 

FM-MSTEC-04 

FM-NSTEC-04 

239937-002 

239977-002 

FM-M01 E4-36 

FM-NO I E4-36 
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QuickSpecs 
~~ ~~:·, 

HP ProLiant DL7 60 Generation 2 

Options 

Business Solutions Priority Service Plan - Priority 2 4 Leve/ 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Bronze Software Support, 2-hr response for 
Windows NT, Windows 2000, Professional, Server or Advanced Server Operoting System, Next 
Avoilable Specialist (6-3 Part Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Bronze Software Support, 2-hr response for 
Novell NetWare Operating System, Next Available Specialist (6-3 Part Number for U.S.) 

Business Solutions Priority Service Plan - Priority Si/ver 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Si/ver Software Support, 7 -hr response, 
Monday- Friday, 8AM- 5PM local time, 2-hr response after hours for Windows NT, Windows 2000, 
Professionol , Server ar Advanced Server Operating System, T echnicol Account Manager, T echnicol 
Newsletter, SW odivity review, prooctive patch notificotion, 1 System Heolthcheck per year (6-3 Part 
Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silver Software Support, 1-hr response, 
Monday- Friday, BAM- 5PM local time, 2-hr response after haurs for Windows NT, Windows 2000, 
Professional, Server or Advanced Server Operoting System, T echnical Account Manager, T echnical 
Newsletter, SW adivity review, proadive patch notification, 1 System Healthcheck per yeor (2-5-2 Part 
Number for Conada) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silver Subsequent System Support for 
Windows NT, Windows 2000, Professional, Server or Advanced Serve r Operating System (6-3 Part 
Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silver Subsequent System Support for 
Windows NT, Windows 2000, Professional, Server ar Advanced Server Operoting System (2-5-2 Part 
Number for Co nada) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silver Software Support, 1-hr response, 
Monday- Friday, 8AM- 5PM local time, 2-hr response after hours for Novel! NetWare Operoting 
System, T echnical Account Monager, T echnical Newsletter, SW adivity review (6-3 Part Number for 
U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silve r Software Support, 1-hr response, 
Monday- Friday, 8AM- 5PM local time, 2-hr response after hours for Novel! NetWare Openoting 
System, Technical Account Manager, Technical Newsletter, SW activity review (2-5-2 Part Number for 
Co nada) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silver Subsequent System Support for Nove li 
NetWare Operating System (6-3 Part Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Silver Subsequent System Support for Nove li 
NetWare Operating System (2-5-2 Pari Number for Canada) 

239939-002 

239979-002 

239941-002 

FM-M04E4-36 

239943-002 

FM-M24E4-36 

239981-002 

FM-N04E4-36 

239983-002 

FM-N24E4-36 

• L. 

1f:.h. ~o 1 4 4 3 
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Options 

i " •• " t 

Business Solutions Priority Service Plon - Priority Gold 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Gold Software Supporl, 30 minute response 
(criticai) , 1-hr respanse (non-criticai) , for Windows NT, Windows 2000, Professionai, Server ar 
Advanced Server Operating System, T echnicai Account Manager, T echnicoi Newsietter, SW adivity 
review, proadive revision management, Upgrade impad pianning, 2 System Heaithcheck per year (6-
3 Part Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Goid Software Support, 30 minute response 
(criticai), 1-hr response (non-criticai), for Windows NT, Windows 2000, Professionai, Server ar 
Advanced Server Operating System, T echnicai Account Manager, T echnicai Newsietter, SW odivity 
review, proactive revision management, Upgrade impad pianning, 2 System Heaithcheck per yeor (2-
5-2 Part Number for Co nada) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Goid Subsequent System Support for 
Windows NT, Windows 2000, Professionoi , Serve ror Advanced Server Operoting System (6-3 Part 
Number for U.S .) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Goid Subsequent System Support for 
Windows NT, Windows 2000, Professionai, Serve ror Advanced Server Operating System (2-5-2 Part 
Number for Co nado) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Goid Software Support, 30 minute response 
(criticai), 1-hr response (non-criticai), fo r Novell NetWare Operating System, T echnicai Account 
Manager, T echnicai Newsietter, SW odivity review, Upgrade impod pionning (6-3 Por! Number for 
U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Goid Software Support, 30 minute response 
(criticai), 1-hr response (non-criticoi), for Novell NetWore Operoting System, Technicai Account 
Monoger, T echnicai Newsietter, SW odivity review, Upgrode impod pionning (2-5-2 Port Number for 
Co nado) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Goid Subsequent System Support for Novell 
NetWore Operating System (6-3 Port Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Goid Subsequent System Support for Novell 
NetWore Operoting System (2-5-2 Port Number for Canedo) 

' i 

239945-002 

FM-M08E4-36 

239947-002 

FM-M28E4-36 

239985-002 

FM-N08E4-36 

239987-002 

FM-N28E4-36 

1444 
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Options 

Business Solutions Priority Service Plan - Priority Gold Executive 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Software Support, 30 minute response 
(criticai), 1-hr response (non-crilical), for Windows NT, Windows 2000, Professional, Server or 
Advanced Server Operating Syslem, Technicol Accounl Monoger, Technicol Newsletter, SW odivily 
review, proadive revision monogemenl, Upgrode impod plonning, 2 System Healthcheck per year (6-
3 Port Number for U.S.) 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Saffware Support, 30 minule response 
(critico/), 1-hr response (non-crilica/), for Windows NT, Windows 2000, Professionol, Server o r 
Advanced Server Operaling Syslem, Technicol Account Monoger, Technicol Newsletter, SW odivily 
review, proadive revision monogement, Upgrode impod planning, 2 System Healthcheck per year (2-
5-2 Part Number for Canedo) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gold Subsequenl System Support for 
Windows NT, Windows 2000, Professional, Server ar Advonced Server Operoting Syslem (6-3 Port 
Number for U.S.) 

239949-002 

FM-M09E4-36 

239951-002 

·· - 24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Subsequent Syslem Support for 
Windows NT, Windows 2000, Professiona/, Server or Advanced Server Operoling System (2-5-2 Part 
Number for Canedo) 

FM-M29E4-36 

Data Center Services 
and Support Offerings 
(Core Pock Services) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gald Soffwore Support, 30 minute response 
(critica/), 1-hr response (non-crilical), for Novel/ Ne!Wore Operaling Syslem, Technical Accounl 
Monager, Technicol Newsletter, SW adivily review, Upgrade impod plonning (6-3 Part Number for 
U.S.) 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Saffwore Support, 30 minute response 
(critica/), 1-hr response (non-criticol), for Novel/ NetWare Operating System, T echnicol Account 
Monager, T echnicol Newsletter, SW aclivily review, Upgrade impod planning (2-5-2 Part Number for 
Co nado) 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Subsequenl Syslem Support for Novel/ 
Ne!Wore Operoting System (6-3 Port Number for U.S.) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gold Subsequenl Syslem Support for Novel/ 
Ne!Ware Operaling Syslem (2-5-2 Por! Number for Co nada) 

NOTE: These Dato Center Services and Support Offerings ore for lhe Enterprise Support Plan. 
/nstallation and Startup ond Update Subscriplion are highly recommended for the Dato Center 
Solutions Program. 

Data Center 

Data Center Enterprise Support Plan for Single Server 
7 x 24 2-hour H/W, 7 x 24 1-hour 0/S (NT) One Yeor (6-3 Part Number for U.S.) 

Data Center Enterprise Support Plon for 2 Nade Cluster 7 x 24 2-hour H/W, 7 x 24 1-hour 0/S (NT) 
One Year (6-3 Pari Number for U.S.) 

Data Cenler Enterprise Support Plon for 4 Nade Cluster 7 x 24 2-hour H/W, 7 x 24 1-hour 0/S (NT) 
One Yeor (6-3 Part Number for U.S.) 

Data Center Enterprise Support Plan for Single Server 
7 x 24 4-hour H/W, 7 x 24 1-hour 0 / S (NT) One Yeor (6-3 Por! Numbe r for U.S.) 

239989-002 

FM-N09E4-36 

239991-002 

FM-N29E4-36 

224371-002 

224372-002 

224373-002 

224376-002 

_ ____ _ ________ D~o.!P_Ce.níeLEntru:pris.e...Support Plan fOL.2.J',tad.e._Ousíer 7 x 24 4 -houili,LW.~7--X-24--l-houi'-QLS-{N+)-----,2-24-3-7l-G(h1-----

0ne Yeor (6-3 Port Number for U.S.) 

Doto Cenler Enterprise Support Plon for 4 Nade Cluster 7 x 24 4-hour H/W, 7 x 24 1-hour 0 /S (NT) 
One Year (6-3 Pari Numberfor U.S.) 

NOTE: For more informotion, cuslomer/resellers can conlod http://www.compaq.com/ services. 

,, 

224378-002 
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QuickSpecs 
Memory 

HP Proliant DL? 60 G2 1.5 GHz/1 MB, 204 8MB (4 P) 

Standard Memory 

2048-MB addressable buffered ECC SDRAM DIMM memory (2 x 256-MB DIMMs x 5 Hot-Piug RAIO Memory Cartridges. The 5th cartridge is papulated for 
redundancy.) 

Standard M emory Plus Optional M emory 

Up to 51 ,200-MB af addressable ECC SDRAM DIMM memory is avoiloble with the instollation of optionol ECC SDRAM DIMM memory expansion kits. 

Standard M emory Replaced with Optional Memary 

Up to 65,536-MB of oddressoble ECC SDRAM DIMM memory is ovoiloble with the removo! of stondord memory ond the instollotion of optionol ECC 
SDRAM DIMM memory exponsion kits. 

.. ' TE : 8 slots per Hot-Piug RAIO Memory Cartridge. Up to 64-GB oddressable memory total. Memory must be odded in bonks of two DIMMs per cartridge 
~· J SS ali five (four if running in o non-redundant mode) Hot-Piug RAIO Memory Cortridges. Charts do not represent ali possible configurations. 

Memory 

1 2 3 4 

Cartridge 1 Standard 256MB 256MB empty empty 
(Cl) Optional 256MB 256MB 2048MB 2048MB 

Maximum 2048MB 2048MB 2048MB 2048MB 

Cartridge 2 Standard 256MB 256MB empty empty 
(C2) Optional 256MB 256MB 2048MB 2048MB 

Maximum 2048MB 2048MB 2048MB 2048MB 

Cartridge 3 Standard 256MB 256MB empty empty 
(C3) Optional 256MB 256MB 2048MB 2048MB 

Maximum 2048MB 2048MB 2048MB 2048MB 

Cartridge 4 Standard 256MB 256MB empty empty 
(C4) Optional 256MB 256MB 2048MB 2048MB 

Moximum 2048MB 2048MB 2048MB 2048MB 

Cartridge 5 Standard 256MB 256MB empty empty 
(C5) Optional 256MB 256MB 2048MB 2048MB 

Maximum 2048MB 2048MB 2048MB 2048MB 

.. - JWing are memory options avoilable from HP: 

e 2048MB 133MHz ECC SDRAM Memory Option Kit (lx2048MB) 
NOTE: A ROM doted later than 2/14/2003 is needed to use 2GB DIMMs. 

e 1024MB 133MHz ECC SDRAM Memory Option Kit (lx1024MB) 

e 512MB 133MHz ECC SDRAM Memory Option Kit (1 x512MB) 

e 256MB 133MHz ECC SDRAM Memory Option Kit (1 x256MB) 

Slot 

5 6 

empty empty 

2048MB 2048MB 

2048MB 2048MB 

empty empty 

2048MB 2048MB 

2048MB 2048MB 

empty empty 

2048MB 2048MB 

2048MB 2048MB 

empty empty 

2048MB 2048MB 

2048MB 2048MB 

empty empty 

2048MB 2048MB 

2048MB 2048MB 

7 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

~. j . • l(l 

8 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

empty 

2048MB 

2048MB 

317093-B2 1 

236854-B21 

236853-B21 

236852-B21 

1 4 4 6 
~~-----------------------~--===30 
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QuickSpecs HP ProLiant OLl 60 Generation 2 

Memory 

HP ProLiant DL760 G 2 2 .0 GHz/2MB, 4096MB (4 P) 

Standard M emory 

4096-MB buffered ECC SD RAM DIMM memory (2 x 512-MB DIMMs x 5 Hot-Piug Memory Cortridges. The Slh cortridge is populoted for redundancy.) 

Standard Memory Plus Optional Memory 

Up to -53,248-MB af SORAM OIMM memary is available with the installation af optional SORAM OIMM memory expansion kits . 

Standard Memory Replaced with Optional Memory 

Up to 65,536-MB of SDRAM OIMM memory is available with the removei of stondard memory and the installation of optionol SDRAM OIMM memory 
expansian kits. 

NOTE: 8 slots per Hot-Piug RAIO Memory Cartridge. Up to 64-GB addressable memory total. Memory must be added in banks of two OIMMs per cartridge 
'SS ali five (four if running in a non-redundant mode) Hot-Piug RAIO Memory Cartridges. Charts do no! represent ali possible configurations. 

' Following are memory options available from HP: 

..- J 2048MB 133MHz ECC SORAM Memory Option Kit (1 x2048MB) 
- NOTE: A ROM dated !ater than 2/14/2003 is needed to use 2 GB OIM 

e 1024MB 133MHz ECC SDRAM Memory Option Kit (1 x 1024MB) 

e 512MB 133MHz ECC SORAM Memory Option Kit (1 x512MB) 

e 256MB 133MHz ECC SORAM Memory Option Kit (1 x256MB) 

DA- 11568 North America- Version 8- June 5, 2003 

317093-B21 

236854-B21 

236853-821 

236852-B21 

. .... 



QuickSpecs HP ProLiant DLl 60 Generation 2 

• Storage 
~ 

• 
• 
• 
• 
• 
t Drive Support 

• 
• 
• lntegrated Media 

• • ;egroted 1.44-MB Diskette 

~ Drive 

lntegroted 24x IDE 
CD-ROM Drive 
(Law-prafile) 

Hard Drives 

Quantity 
Supported 

Up to 1 

Up to 1 

Ultro320 Hot Pluggoble Drives 

Quantity 
Supported 

1-inch 

146.8-GB 10,000 rpm 
72.8-GB 10,000 rpm 
36.4-GB 10,000 rpm 
72.8-GB 15,000 rpm 
36.4-GB 15,000 rpm 
18.2-GB 15,000 rpm 

Upto 4 

0-3 

A 

B 

Position 
Supported 

A 

B 

Position 
Supported 

0-3 

1" Ultra320 SCSI Hot Plug drive bays 

lntegroted 1 .44MB Floppy drive 

lntegroted 24x IDE CD-ROM (Low-Profile) 

Controller 

lntegrated 

lntegrated IDE 

Controller 

lntegrated Si Smort Arroy Controller 
Smort Arroy 532 Controller 
Smort Arroy 5302/128 Controller 
Smort Arroy 5304/256 Contraller 
Smort Arroy 5312 Cantroller 
Smort Arroy 64 1 Controller 
Smort Arroy 642 Contraller 
64-bit/66-MHz Dual Channel Wide Ultro3 SCSI Adapter 
64-bit/66-MHz Single Channel Wide Ultro3 SCSI Adapter 

a' , 64- bit/133-MHz Dual Chonnel Ultro320 SCSI Adapter 

~OTE: Ali U320 Universal Hard Drives ore bockward compatible to U2 ar U3 speeds. 

' 'I 

DA - 11568 Narth Americo- Version 8- June 5, 2003 
i n v • n t 
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QuickSpecs HP ProLiant DLl 60 Generafió'f'i2.>" 

Storage 

Externai Storage 

Quantity 
Supported 

StorageWorks Enclosure 4300 Up to 44 
Family 
(supports Ultra3/ Uitra320 
drives) 

Position 
Supported 

Externai 

Controller 

Smart Array 532 Controller 
Smart Array 5302/128 Controller 
Smart Array 5304/256 Controller 
Smart Array 5312 Cantroller 
Smart Array 642 Controller 
64-bit/ 66-MHz Dual Channel Wide Ultra3 SCSI Adopter 
64-bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133MHz Dual Channel Ultra320 SCSI Adapter 

''1.., , . 

MSA 1000 Please see the MSA Externai 
1 000 QuickSpecs 
below to determine 

Please see the MSA 1000 QuickSpecs (URL below) for the latest list of supported 
HBA's 

.t' configuration 
• requirements 

MSA 1 000: http:/ /www5.compaq.com/products/quickspecs/1 1 033 na/1 1033 na.HTML 

Maximum Storage Capacity- (StorageWorks Enclasure SCSI Attached) 

lntemol 587.2 GB (4 x 146.8-GB Ultra320 1" Drives) 

Extemol 

Total 

Tape Drives 

90.428 TB hot plug SCSI storage (44 x (14 x 1 46.8-GB Ultra320 1" Drives)) 

91.016 TB 

NOTE: For an up-to-date listing of the lates! 0/S Support details for each af the Tape Drives listed below, please see lhe following: 

http:/ /www5.compaq.com/ products/ quickspecs/North America/ 1 0233. html 

NOTE: For an up-to-date listing of the latest OIS Suppart details for each of the Tope Storage Systems listed below, please see the fallowing: 
http:/ /www5 .compaq.com/products/ quickspecs/ North America/1 0809. html 

Internai AIT 100-GB, Hot Plug 
' • ·•.,ternal AIT 50-GB, Hot Plug 

.emal AIT 35-GB, LVD, Hot 
Plug 
Internai 20/40-GB DAT, Hot 
Plug 
Internai DAT 72 tape drive 

Quantity 
Supported 

Up to 1 

Position 
Supported 

0+1 or2+ 3 

Controller 

lntegrated Si Smart Arroy Controller 
Smart Array 532 Controller 
Smart Array 5302/1 28 Controller 
Smart Array 5304/256 Controller 
Smart Array 5312 Controller 
64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adopter 
64-bit/66-MHz Single Chonnel Wide Ultra3 SCSI Adapter 
64-Bit/1 33-MHz Dual Channel Ultra320 SCSI Adapter 
*NOTE: The Smort Array 532 Controller does not support the AIT 100-GB Hot 
Plug Tape Drive. 

Externai AIT 100-GB 
Externai AIT 50-GB 
Externai AIT 35-GB LVD 
Externai DAT 1 2/24 
Externai DAT 20/40 
Externai DAT 72 

Externai DLT VS 40/80 
Externai DLT 40/80 

HP StorageWorks AIT 35 GB 
Autoloader 

Externai SDLT 1 10/220 

Up to 2 per 
controller 
Up to 3 per 
controller 

Externai 

Up to 3 per Externai 
controller 

Up to 1 (for a single Externai 
HBA) 

Up to 2 (for a dual 
HBA) 

Up to 2 drives per Extemal 

64-bit/66-MHz Dual Channel Wide Ultro3 SCSI Adapter 
64-bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133MHz Dual Channel Ultra320 SCSI Adapter 

64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-bit/66-MHz Single Channel Wide Ultra3 SCSI Adopter 
64-Bit/ 1 33MHz Dual Channel Ultra320 SCSI Adapter 

64-bit/ 66-MHz Dual Channel Wide Ultra3 SCSI Adopter 
64-bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 

64-Bit/ 133MHz Dual Channel Ultra320 SCSI Adapter 

64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapte~ · ( 1449 



QuickSpecs 
Storage 

Externai SDLT 160/ 320 cantraller 
HP StarageWarks Ultrium 230 
Tape Drive 
HP StarageWarks Ultrium 460 
Tape Drive 

SSL2020 AIT Librory 

20/40-GB DAT 8 Cassette 
Autalaader Externai 

DLT1 1280 Superlaader 

MSL5026DLX (40/ 80GB DLT­
osed) 

ASL5026SL (SDLT-bosed) 
Library 
MSL5052SL (SDLT-based) 
Library 
MSL5026S2 (SDLT-based) 
Library 
MSL5052S2 (SDLT-based) 
Library 
MSL5030L 1 (LTO-based) 
Library 
MSL5060L 1 (L TO-based) 
Library 
MSL6030 (LTO-based) Library 
MSL6060 (L TO-based) Library 

2 drives per SCSI 
channel 

Up ta 1 

Up ta 2 

2 drives per SCSI 
channel 

Externai 

Externai 

Externai 

Externai 

SSl1 O 16 tape autalaader Up ta 2 Externai 

ESL9322 Please see the ESL Externai 
ESL9322L 1 Library QuickSpecs 
ESL9595Sl below to determine 
ESL9595 configuration 

64-bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit Dual Channel Wide Ultra2 SCSI Adapter 
64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
SAN Access Module for Smart Array 5302 Cantraller 

64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 

64-Bit Dual Channel Wide Ultra2 SCSI Adapter 
64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/133MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133-MHz Dual Channel Ultra320 SCSI Adapter 

64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 

ESL9595L 1 requirements 

M 595SL: http://www5.compaq.com/ products/ quickspecs/ l1332 na/ 11332 na.HTML 
-S(9322: http://www5.campaq.com/products/quickspecs/11628 na/11628 na.HTML 

ESL9322L 1: http://www5.compaq.com/praducts/quickspecs/11445 no/11445 no.HTMl 
ESL9595: http://www5.compaq.com/products/quickspecs/11629 no/11629 no.HTML 
ESL9595L 1: http://www5.compaq.com/products/ quickspecs/ 11435 no/ 11435 na.HTML 

DA- 11568 North America- Versian 8 - June 5, 2003 
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QuickSpecs 
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HP ProLiant OLl 60 Gener;;tTO~n - 2 

TechSpecs 

System Uni! Dimensions (HxWxD) 

Weight 

No hard drives installed, 
two power supplies 

12.14 X 17.5 X 27 in/ 30.83 X 44.45 X 68.58 em 

165 lb/ 75 kg 

lnput Requirements (per Rated lnput Voltoge 

power supply) Roted lnput Frequency 

100 to 120 VAC/200 to 240 VAC (lowline/highline) 

47 to 63Hz (lowline/ highline) 

lnput Power 740W/ 1700W (lowlinehighline) 

Roted lnput Current 8A ot 1 00 VAC/ 1 OA ot 200 VAC (lowlinehighline) 

BTU Rating 1555 Wotts [5309 BTU/hr] 
(Moximum output) (System is configured to drow 
(NOTE thot lhe moximum heal moximum power) 
output by the server is equal to 
the electrical power input.) 

Power Supply Output Rated Steody-Stote Power 500W/1150W (lowlinehighline) 

Power (per power supply) Moximum Peok Power 540W/1150W (lowlinehighline) 

Temperature Range Operating 50° ta 95° F ot seo levei , altitude de-rating of 

Relative Humidity 
(non-condensing) 

Moximum Wet Bulb 
Temperature 

Acoustic Noise 

1.8° F per 1 ,000 ft to 10,000 ft (1 0° to 35°C at seo levei, 
altitude de-rating of 1 oc per 300 m to 3 ,000 m) 

Non-operoling 

Shipping 

Operating 

Non-operaling 

ldle 
(Fixed Disk Drives Spinning) 

-20 to 140° F/-29° to 60° C 

-22o to 122o F/-30° to 50° C 

20%to 80% 

5% to 90% 

L WArJ (BELS) 7.0 

L pAm (dBA) 54 

Operating 
(Rondem Seeks to Fixed Disks) 

L WArJ (BELS) 7.0 

L pAm (dBA) 54 

• f . I 1 4 51 
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QuickSpecs 
~ TechSpecs 

• 
Power Supply 

1 .44-MB Diskette Drive 

-=· 

i 11 w • n t 

1 150/500W, Hot Plug 
Red undant (2 standord) 

lnput Specifications 

General Specifications 

Ambient Temperature 
Range 

Dielectric Voltage 
Withstand 

lnput Transient 
Susceptibility 

Size 

LED lndicators (front penei) 

Read/Write Capacity per 
Diskette (high/low density) 

Drive Supported 

Drive Height 

Drive Rotation 

T ransfer Rale Synchronous 
(Moximum) (high/low) 

Bytes/Sector 

Sectors/T rock (bi_gh/low 

T racks/Side (high/ low) 

Access Times 

Cylinders (high/low) 

Read/Write Heads 

DA- 11568 

- - ~ - ... . _,_ 

HP ProLiant DL7 60 Generaribn 2 

One Redundont Power Supply 
(optimized to provide full redundoncy at 220 volts) 

Normal line Voltoge 100 to 120 VAC/ 
200 to 240 VAC 

Range lnput Line 90 lo 132 VAC/ 
180 to 265 VAC 

Frequency Range 

Power Factor 

lnput Current 

lnrush Currenl 

Holdup Time 

Full Output Roting 

Minimum Load 

Operoting 

Storoge 

lnput to Output 

47 to 63Hz 

0.95 

8 A ot 100 VAC/ 
10Aot200VAC 

< 70Aot 132VAC 
(cold start) 

20 ms from zero crossing oi 120 VAC 

To 104° F/40° C and 
5,000 ft/1524 m 

To 89.6° F/32° C ond 10,000 ft/3,048 m 
(derote lineorly) 

1 A on 5 V output; 1 A on 12 V output; 
0.5 A on 3.3 V output 

50° to 104° F/1 0° to 40° C 

-40° to 149° F/-40° to 65° C 

3,000 VAC/min 

1,500 VAC/min lnput to Ground 

Common ond Differential 
Mo de 

2,500 V, 1ps, domped sinusold 600 V, 1 O JlS pulse 

(superimposed on AC line) 

Differential Mode 20% step chonge in AC input voltage 

3.5 in 

Green 

1.44 MB/720 KB 

One 

11 mm 

300 rpm 

500 K/250 K bits/s 

512 

18/9 

80/80 

Track-to-Trock (high/low) 3/6 ms 

Average (high/low) 174/94 ms 

Settling Time 15 ms 

Latency Averoge 83/100 ms 

80/80 

Two 

1452 
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QuickSpecs 
TechSpecs 

Low-Profile 2 4X Max 
IDE CD- RO M Drive 

Disk 

Block Size 

Interface 

Access Times (typical) 

Dota T ronsfer Rate 

Coche Buffer 

Stort-up Time (typical) 

Stop Time 

Operating Conditions 

Dimensions 

Applicable Disk 

Capocity 

Diameter 

Ratotianol Speed 

Center Hale 

Thickness 

Track Pitch 

Made O 

Mode 1 

Mode 2 

IDE (ATAPI) 

Rondam 

Fuii-Strake 

Sustained 

Burst 

128 KB 

< 10seconds 

< 5 seconds 

Temperature 

Humidity 

( HxWxD, maximum) 

Weight 

~ .--;·.r··~·- .... .,. __ .. .. 

. .. Y, 
·· ......... 

·-, 
. ...; . 

-, ·· ....... -.... 
'· 

HP ProLiant DLl 60 Gene;âtíon 2 

CD-DA, CD-ROM (Mode 1 ond 2) 

CD-XA, CD-1 (Mede 2, Form 1 
and 2) 

CD-1 Reody, CD Extra , Video CD, CO-Bridge 

Photo CD (Single and Multi-sessian) 

CD-WO 

550 MB (Mode 1 , 12 em) 

640 MB (Mode 2, 12 em) 

4. 7 x 3 .15 in/ 12 x 8 em 

4200 rpm moximum 

0.6 in/ 15 mm diameter 

1.2 mm 

1.6 J1m 

2,368, 2,352 bytes 

2,352, 2,340, 2,336, 2,048 bytes 

2,352, 2,340, 2,336, 2,048 bytes 

< 140 ms 

< 300 ms 

150 KB/s (sustoined 1X) 

2100 to 4800 KB/s 

41° ta 120°F/5o to 55°C 

10% to 80% 

0.5 X 5.16 X 5 .12 in/ 
1.27 X 13.1 X 13 em 

< 0.75 lb/< 340 g 

' · I \ • "'1 4 53 
No----
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QuickSpecs 
TechSpecs 

Smort Array Si Controller Protocol 
(integrated on system board) Processar 

XOR engine 

Electrical interface 

Simultaneous Drive 
Tronsfer Channels 

Channel T ransfer Rate 

SCSI Port Connedors 

Memory 

Peak transfer rate 

Logical Drives Supported 

Software Upgradeoble 
Firmware 

RAIO Support 

....... ,. ...... .;. . 
/,._ •' \. f ... 

.. .... -:""' '-\'w 

I, ·"" , - ••. · ... :.:. 

";~\: ... > 

HP ProLiant DL760 Generation 2 

Wide Ultro3 SCSI 

32-bit RISC 

Hardware RAIO 

Low Voltoge Differential (LVD) 

2 

320 MB/s total; 160 MB/ s per channel 

One externai and one internai SCSI port 

32 MB of ORAM used for cede, tronsfer buffers, and non-battery-backed read coche 

160 MB/s 

32 

Yes 

RAIO 5 (Distributed Data Guarding 

. RAIO l +0 (Striping and Mirroring) 

i RAIO l(M;~;o-~ingj ' 
L-- -- --·- · ··········~· --·-··-

RAIO O (Stripping) 

Disk Drive and Enclosure Ultra2 and Ultra3 
Protocol Support 

Compaq NC7770 PCI-X Network Interface 

Gigabit Server Adopter Compatibility 

Data Transfer Method 

Network Transfer Role 

l 0/l 00/l 000-T 

IEEE 802.3 l OBase-T 

IEEE 802 .3ab l OOOBose-T 

IEEE 802.3u l OOBase-TX 

64-bit/l33MHz PCI-X 

lOBase-T 
(Holf-Duplex) 

lOBase-T 
(Fuii-Ouplex) 

lOOBase-TX 

lO Mb/s 

20 Mb/s 

100 Mb/s 

~ I 
(Half-Ouplex) 

lOOBase-TX 
(Fuii-Duplex) 

200 Mb/s 

lOOOBase-T 
(Holf-Duplex) 

lOOOBase-T 
(Fuii-Ouplex) 

Connector RJ-45 

1000 Mb/s 

2000 Mb/s 

- -------------t=>oi5f""e""Supp<:511>-------1·(JB-ase•-='-F------------ -Fategory-3-,4-ar5-I::HP'-:-, ------ - - --­
up ta 328 ft/ 1 00 m 

l 0/l 00/l OOOBose-T Categary 5 UTP (2 pair); 
up to 328 ft/ 1 00 m 

© Copyright 2003 Hewlett-Packard Oevelopment Campony, L.P. 

The information contoined herein is subject to change without notice. 

Microsoft ond Windows NT ore US registered trodemarks of Microsoft Corporation. Intel is a US registered trademark of Intel Corporotion. 

The only worronties for HP products ond services ore set forth in the express worranty statements occompanying such products and services. Nothing herein 

s;h~~onstrued os constitutmg an addit1onal warranty. HP shall not be liable for technical or editorial errors o r omissions con:if~,d1 here,i: .

1 4 5 4 
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QuickSpecs 
Overview 

i '\ • ... 
. .!.;. 

\:-·· 
· · ~ \.)" 

. / ~ · 
·-".. -

HP ProLiant DL580 Generation 2 (G2) 

1. Six 64-bit/1 00-MHz PCI-X 1/0 Slots (Four Hot Plug, two Non-Hot Plug) 11 . Front Pane I LED Disploy (internai ond externai heolth, Unit ID light) ond 

2. Dual Memory Exponsion Boards (8 DIMM slots eoch - one boord 
stondord on ali DL580 G2 models, 2nd boord is optionol) 

3. Hot Plug Redundont Fons 

4. Processar Air Boffle 

5. 4U (7" Height) Rock Form Foctor 

6. Up to 4 Intel Processors MP 

7. lntergroted Smort Arroy Si Plus Contrai ler (Bottery Bocked Write Coche 
stondard on ali 2P DLSBO G2 models, optionol on 1 P model) 

8. Tool -less "Snop In" roil solution 

~O Additionol Hot Plug Redundont Fons 

-._ . Server Li fting Handle 

What's New 

e Intel® Xeon Processors MP at 2.0 GHz/2MB or 1.5 GHz/1 M 

Power Button 

12. Wide Ultra3 Duplex Drive Coge (con be Simplex configured) 

13. Dual 800-Watt Hot Plug Redundont Power Supplies (low line ar high line), 
stondord on ali 2P DL580 G2 models (one ships stondard on 1 P model, 
requires optionol RPS for redundoncy) 

14. Ejectable Slim Line Drives: Ejectable 24X (slim line) CD-ROM IDE Drive 

15. Ejectable Slim Line Drives: Ejectable 1.44 MB (slim line) Diskette Drive 

16. QuickFind Diagnostic Disploy (viewoble through Front Access Ponel) 

17. Removable Front Access Panel 

18. Removable Rear Access Panel 

·~-----------------------------------------------------------------

~ 

• • 
~ 

• • 
~ 

• 
• • 
t 
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QuickSpecs HP ProLiant DL580 Generation·-2 ::(G2) 

Overview 

What's New 

• Next generation DL580 G2 delivers maximum performance and unprecedented availobility in a flexible, rack optimized form lactor 
e Intel Xeon Pracessors MP at 2.0 GHz/ 2M, 1.9GHz/1 M, 1 .SGHz/1 M, 1.60 GHz/ 1 MB ar 1 AO GHz/S12KB 
e ServerWorks Grand Chompion-HE chipset 
• 4x 1 interleoved memory, 200MHz DOR SDRAM Memory (PC1600 Registered SDRAM with Advanced ECC lundionolity) 
• 2048 MB (2P Mo deis) o r 1 024 MB (1 P Model) stondord memory, expandable to 32 GB 
e HP Advanced Memory Protectian (Online Spore, Single Board Mirrored Memory, Hot Plug Mirrored Memory) 

• Six, fui I length 64-bit/1 00 MHz PCI-X slots, 4 Hot Pluggable 
• lntegrated Lights-Out Standard Management (iLO) on system board 
• lntegroted Compaq NC7770 PCI-X Gigobit Server Adapter in a slot 
• lntegroted Smart Array Si Plus Controller (Dual Channel , Ultra3) with 64-MB total memory on Si Plus Memory Module 
e Bottery-Bocked Write Coche Enabler module on ali 2P models (oplionol on 1 P model) 
e Internai Hot Plug Drive Storage oi up to 587.2 GB (4 x 146.8-GB 1" Wide Ultro3 SCSI hord drives) 
e Redundont Cooling Zones for major subsystems (Memory, 1/0, CPUs) ossure 7x24 cooling 
e Toolless ond virtuolly coble-less internai design 
e lnnovotive diognostic lighting (Quickfind Diognostic Disploy) for rapid response to service events 

e Ropid Deployment racking solution (rack rails ond coble monogement) 
e Protected by HP Services, including a three-year, Next Business Day on-site, limited, Global warranty and extended Pre-Failure Warronty thot covers 

processors, memory and disk drives- Certain restridions ond exclusions apply. Consult the HP Customer Support Center ot 1-800-345-1518 for 
details . 

' I 1456 
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QuickSpecs 
Standard Features 

Processo r 
One or more of the following 
depending 
on Model 

Cache Memory 
One of the following 
depending 

on Model 

Intel Xeon Processar MP oi 2.00 GHz\ 2MB 

Intel Xeon Processar MP 1 . 90 GHz\ 1MB 

Intel Xeon Processar MP oi 1.50 GHz\ 1MB 

Intel Xeo n Processo r MP at 1. 60 GHz\ 1MB 

Intel Xeon Processar MP ot 1.40 GHz\512KB 

2-MB lntegrated Levei 3 Coche 
NOTE : 2 .0 GHz Models only. 

1-MB lntegroted Levei 3 Coche 
NOTE: 1.9GHz, l .6GHz ond 1.5GHz Models only. 

512-KB lntegrated Levei 3 Coche 
NOTE : 1.40 GHz Models only. 

HP ProLiont OL580 Generotiàn "2 (G2) 

•c:_ 
Upgradability 

Chipset 

Memory 
One of the following 
depending 
on Model 

Upgrodoble to quod processing 

ServerWorks Grand Chompion-HE chipset 

NOTE: For more informotion regording ServerWorks, pleose see the following URL: 
hHp ://www .serverworks.com/ produds/ overview. html. 

Stondord 

Moximum 

Stondord 

Moximum 

2048 MB 200-MHz Double Doto Role (DOR) SDRAM (PC1600 Registered SDRAM Memory with 
Advonced ECC fundionolily) (2P Models) 

32GB 

l 024 MB 200-MHz Double Doto Role (DOR) SDRAM (PCl600-MHz Registered SDRAM Memory with 
Advonced ECC fundionolify) (1 P Model) 

32GB 

NOTE: Advonced ECC Memory Technology protects the doto even in the event of on entire SDRAM component foilure. 
Embedded in the chipset design, this feoture ollows the use of lndustry-Stondord Registered DIMMs. 
NOTE: 32 GB ochieved with use of 2nd, optionol memory board ond 2GB Registered DIMM sticks. 

411[:~--~-o_r_k_c_o_n_t_r_o_ll_e_r _______ '_nt-e-gr_a_re_d_c __ om __ p_aq __ N_C_7_7_7_o_P_C_I_-x __ G_ig_a_b-it_s_e_rv_e-rA_d_a_p_t_e_r_in_a __ sl-ot--------------------------------------

Expansion Slots 

Manageability 

1/0 (6 T atol, 5 Avoiloble) 

64-bit/1 00-MHz PCI-X 
Hot Plug 

64-bit/l 00-MHz PCI -X 
Non-Hot Plug 

3, 4, 5 ond 6 avoiloble 

1, 2 (NJC in slot 2) 

PC! Voltoge: 

3.3 Volt or Universal cords (3.3/5.0V) only 

3 .3 Volt ar Universal (3 .3/ 5 .0V) cords only 

lntegrated Lights-Out (iLO) Stondord Monogement (ASJC on the System Boord) 

v I • 
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QuickSpecs ...... ,._~_ , ... 

HP ProLiant DL580 Generation 2 (G2) 

Standard Features 

Storage Controllers 

• Storage Doto Protection 

Interfaces 

c 

Grophics 

Form Factor 

Smart Array Si Plus Controller (integrated on system board), Dual Chonnel, Ultro3 (supports RAIO O, 1, 1 +0, and S across 
internai hard disk drives) with 64 MB of memory. 

• 64-MB total memory for code, tronsfer buffers, and read/write coche on the Si Plus Memory Module 
e Connedor for Battery Backed Write Coche (BBWC) Enabler 

NOTE: The Smart Array Si Plus Contrai ler is integrated on lhe system board and is designed to support lhe duplex/simplex 
drive cage. An externai SCSI port is no! available on lhe DL580 G2. Externai SCSI solutions require the addition of a PCI or 
PCI-X option card. 

NOTE: For complete list of devices supported the Smart Array Si Controller see the following: 
http:/ / wwwS. hp.com/products/ quickspecs/ 1 0890 na/ 1 0890 na.HTML 

The Battery-Backed Write Coche (BBWC) Enabler protects up to 64-MB write coche memory from hard boot, power, 
controller, ar system board failures . 

• Standard on DLS80 G2 2P Models, optional on DL580 G2 1 P Models 
• Battery charge/life: Up to 72 hours/3 years 
• T ranspartable data protection 
• lncreases overall controller performance 

NOTE: Safely transpor! your write coche data to another DL580 G2 in the dota center be removing the BBWC Enabler 
and Si Plus Memory Module simultoneously (connected by short cable). 

Diskette Drives 

CD-ROM 

Hard Drives 

Maximum Internai Storage 

Hard Disk Drive Backplane 

1 .44 MB (slim line) - ejectable for security and serviceability 

24x IDE CD-ROM Drive (slim line) - ejectable for security and serviceability 

None 

S87.2 GB (4 x 146.8 GB Wide Ultra 320 12 drives) (internai hot plug Ultra3 drive cage) 

Internai Wide Ultro3 backplane supports up to four 1" hard disk drives and is easily 
configurable to support simplex (4x 1) or duplex mode (2x2) Standard shipping 
configuration is the duplex mode. 

NOTE: Optional SCSI cable assembly 28887 4-B21 is required for connecting Smart Array 
Controller in a PCI slot to internai hard drive backplane. Duplex configuration requires 
two such kits. 

Serial 

Pointing Device (Mouse) 

Graphics 

Keyboard 

Rear USB Ports 

iLO Remate Management 

Network PJ-45 

1 

1 

2 

lntegroted 1280 x 1024, 16M calor on PCIIocal bus, 8-MB of SDRAM video memory 

Rack (4U = 7 inches), ships with sliding rails and cable management system 
Space saving form factor (4U) provides space efficiencies while providing maximum deployment flexibility 

"'' 
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QuickSpecs HP ProLiant DL580 Generatic:Úi '2 (G2) 

• Standard Features 

• 
Proliant Essential s 
Foundation Pack 
Software 

lnsight Monoger 7 

SmartStart 

Manogement Agents 

ActiveUpdate 

ROMPaq, support software, 

and 

canfiguration utilities 

Survey Utility ond diognostics 
utilities 

Optional Proliant Essentiols 
Value Packs 

lnsight Manoger 7 helps maximize system uptime and performance ond reduces the cosi of 
mointoining the IT infrostructure by providing prooctive notification of problems before 
those problems result in costly downtime and reduced productivity. lnsight Monager 7 is 
easy to sei up ond provides ropid occess to detoiled foult ond performance informotion 
gathered by the Monogement Agents. One-click access to the lntegroted Lights-Out ar 
Remate lnsight Lights Out Edition boord ollows systems administrators to toke full 

grophicol contrai of Proliont servers in remate locotions ar lights-out doto centers. Finolly, 
lnsight Monoger 7 in concert with lhe Version Contrai Agents and Version Contrai 

Repository Monoger enobles systems administrotors to version monoge ond update system 
software ocross groups of Proliont servers. 

SmortStort is o tool thot simplifies server setup, providing o ropid woy to deploy reliable 
ond consistent server configurotions. For more informotion, pleose visit the SmartStort Web 
site ot http://www.hp.com/ servers/ smortslart. 
SmortStort version supported (minimum): SmortStort 5.40. 

The Monogement Agents form the foundation for HP's lntelligent Monogeobility strategy. 
They provide direct, browser-bosed occess to in-depth instrumentotion built into HP servers, 
workstotions, desktops, and portobles, ond send alerts to lnsight Monoger 7 and other 

enterprise management opplicotions in cose of subsystem or environmentol failures. For 

odditionol informotion obout the Monagement Agents and olhe r monogement products 
from HP, pleose visit the manogement Web site at http://www.hp.com/ servers/monoge. 

Aclive Updote is o web-based opplicotion that keeps IT monogers directly connected to HP 
for praactive notification and delivery of the lates! software updotes. 

The lates! software, drivers, and firmwore fully optimized and tested for your Praliant server 
ond options. 

The most advanced configurotion analysis, reporting ond troubleshooting utilities used by 
HP and at your fingertips. 

Optional software offerings thot selectively extend the functionolity of an Adaptive 
lnfrostnucture to address specific business problems and needs: 

• Rapid Deployment Pack - an automoted solution for multi-serve r deployment and 
provisioning, enabling componies to quickly and easily adopt to changing 
business demonds. 

• Workload Monagement Pack - provides easier monogement of complex 
environments, improving overoll.server .u.tilizotion ond enabling Windows® 2000 
customers for the first time to confidently deploy multi pie applications on a single 
multiprocessor Proliont Server. 

• lntegroted lights-Out Advonced Pock - upgrades lhe lntegroted lights-Out 
processar to full virtual presence and contrai with grophical console and virtual 

media. 

• lntegroted Lights-Out Advonced Pack - upgrodes lhe lntegroted lights-Out 

processar to full virtual presence and control with grophical console ond virtual 

media 
• Recovery Server Option Pock - entry-level high ovailobility software thot will 

prov1de rel1oble profed1on ond mcreased upflme ogamst server hardware an 
operating system foilures. 

• Performance Monogement Pock - o performance monogement solution thot 
identifies ond exploins hardware performance bottlenecks on Proliont servers ond 
attached options enobling users to better utilize their valuable resources. 

NOTE: Flexible ond volume quontity license kits ore ovoiloble for Proliont Essentiols Volue Pocks. Reler to 
http: //www.hp.com/ servers/ proliontessentials ar the various Proliant Essentiols Volue Pock product QuickSpecs for more 

informotion. 
NOTE: For more informotion regarding Proliant Essentials Software, please see the following URL: 

http:/ / www.hp.com/ servers/ proliontessentiols 

N OTE: These Web sites ore ovoiloble in English only. 
L 
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QuickSpecs HP ProLiont DL580 Generotio'n· 2 '(G2) 

Standard Features 

lndustry Standard 
Compliance 

ACPI 2.0 Compliant 

PCI 2 .2 Compliont 

PXE Support 

WOL Support 

Physicol Address Extension (PAE) Support 

Microsoft® Logo certificotions 

lntelligent Manageability lntegroted Lights-Out (iLO) Standard Monogement 

• Virtual T ext Remate Console 

• Virtual Power Button Contrai 

• Dedicoted LAN Connectivity 
e Automotic IP Configurotion via DHCP/ DNS/WINS 
• lndustry Stondard 128-bit Secure Sockets Layer (SSL) Security 
• IML and i LO Evenl Logging 
• Support for 12 user accounts with customizable occess privileges 

lntegrated Lights-Out (iLO) Advanced Pock (supports Advonced feotures such as Graphicol Remate Console ond Virtual 
Floppy - avoiloble as o separote option) 
Automatic Server Recovery-2 (ASR-2) 
lnsight Monager 7 

Redundant ROM 
Remate Flash ROM 
ROM-Bosed Setup Utility (RBSU) 

lntegroted Manogement Log (IML) 

Hot Spare Boot (NOTE : Upon the event of a failed processar or VRM in a multi-processing environment, the system will 

outomotically reboot and use the remoining good processor(s).) 

Dynamic sedor repairing and drive poro meter tracking (with Smart Array controllers) 

Redundant/adoptive load balancing NIC Support 

' I , I 1460 
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QuickSpecs HP ProLiant DL580 Generotion 2 (G2) 

Standard Features 

Availability 

' 

i n v e n t 

·· .. - -- -- ... 

• Stondard Advonced ECC functionality detects and corrects single bit ond specific multi-bit memory errors (4bit and 

8bit) while using industry standord registered DIMMS. Functionolity is embedded in the chipset design. 

• HP Advanced Memory Protection Technology- delivers unsurpossed memory protection and server ovailobility : 
O Online Spore Memory 

Offers o higher levei of memory protection than Advanced ECC clone. lf the number of single-bit 
correctoble errors on a bonk exceeds lhe pre-delined errar threshold, that bank will foi! over to the online 

spare bank without intervention or server interruption. The foiled memory can then be reploced ot the user's 
convenience during a scheduled mointenance window. 

O Single-Boord Mirrored Memory 

Single-boord mirrored memory provides o higher levei of ovoilobility thon Advanced ECC ond Online Spore 

Memory becouse it protects against multi-bit errors. Single-boord Mirrored Memory uses mirrored banks on o 
single memory boord thot is conligured with one redundont bonk of memory. The system writes to both 
banks, but reods from one. lf a DIMM(s) hos a multi-bit errar, lhe system simply reads from the mirrored bonk 
instead. This process occurs without intervention or server interruption, and the foiled DIMM can be replaced 
during a regulorly scheduled shutdown. 

O Hot Plug Mirrored Memory 
Hat Plug Mirrored Memory is o foult-tolerant memory feature thot provides a higher levei oi avoilability than 

Advanced ECC, Online Spare Memory, or Single-Boord Mirrored Memory becouse it protects ogoinst multi­

bit errors ond does not require ony serve r downtime to reploce loiled DIMMs. Hat Plug Mirrored Memory 

requires that two memory boords be instolled, one an exact mirrar of the other, which run in parollel and 
provide protection ogainst multi-bit memory errors. When configured for Hot Plug Mirrored Memory, the 

system writes to both memory boords, but reods from one. lf o reod errar occurs, the system foils over to lhe 
redundont memory boord. AI that point lhe memory board containing the failed DIMMs con be hot 

replaced . Once the failed DIMMs are replaced ond lhe memory board re-installed into the server, the system 
goes back ta full mirrored status. Ali this occurs without bringing the server down. 

NOTE: Hot Plug Mirrored Memory ond Duoi-Board Online Spore Memory require the use of two memory 
cards. Ali Dl580 G2 servers ship stondard with o single memory board. The second memory boord is 
optionol (P/ N 203320-821 ). 
NOTE: Ali HP Advonced Memory Protection medes are user configurable through the ROM-Bosed Setup 

Utility (RBSU) ond viewoble through lnsight Monoger 7 ond lhe lntegrated Manogement Log (IML.). 

• PCI-X Hot Plug Technology (Four 64bit/1 00-MHz PC I-X hot plug slots ovailable) 
• Smart Array Si Plus Controller with stondord Bottery Backed Write Coche (BBWC) Enabler provides transportable 

dota protection ond increoses overoll controller performance . Up to 64MB Battery Bocked Write Coche protection 
avoiloble on 2P DL580 G2 models (BBWC Enabler is optional on 1 P model.) 

e Redundant Cooling Zones ocross major server subsystems (Memory, 1/0, CPU) provide 7x24 cooling. Eoch zone is 

independent oi each other and is oble to support n+ 1 redundancy, os indicated below: 

• PCI-X expansion zone is 1 + 1 redundant (fons 1 and 2) 

• Memory zone is 1 + 1 redundont (fons 3 ond 4) 

• CPU zone is 2+ 1 redundont (lons 5, 6, and 7) 

This zone configurotion enobles lhe server to withstond up to three fan failures, provided that they are not within the some 

zone. Eoch fan is hot plug redundont ond individuolly removoble. 

e Up to lour Hot Plug Ultra3 Drive Boys 
• Duplex or Simplex SCSI Bockplone (Duplex conliguration is standord) 
e Dual Hot Plug Redundont Power Supplies (stondard on 2P Models, one ships standord on 1 P Models.) 

. c 
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QuickSpecs HP ProLiant DL580 Generotion 2 · (G2)· 

Standard Features 

Servicea bility 

Security 

Power Supply 

~ 

System Fans 

O lnnovotive Diognostic Lighting 

O QuickFind Diognostic Disploy- precisely depids ali major subsystems of the server (PCI-X 1/0, Memory, CPU, 

Redundant Cooling, lnterlock, Thermtrip) ond gives instont visual indication of fault status. Located on top front of 
serve r. 

8 LED disploy on front ponel indicotes power, internai health, externai health, Unit ID light. 

O LED disploy on Memary boord indicotes Memory status, health, ond protedion mede. 
e Tool-less, virtuolly coble-less interior design 

O Tool-less occess to interior of server 

O Two ejedable, slim line media drives (diskette and CD-ROM standord with support for optional DVD-ROM 
drives) ore removable without the use of tools 

O Front occess power supplies 

O Spring-looded memory board release latches preveni unseating incidents 
O PCI Cord Guides locks fui I length PCI cards in place during transit 

O SCSI Duplex/Simplex Drive Coge conneds directly to system board- no cables. 

NOTE: Configure your SCSI Duplex/Simplex Drive Cage by means of sim pie switch (duplex to simplex) 
located on the cage itself. System ships standard in Duplex mode. 

O Seven individually removoble fans connect without cables to the system board 

O ProcessorNRM Retention Coge securely locks both processar and VRM into their respedive sockets 
O T ool-less removei of system board 

O Guick Deploy Rails 
O Tool-less design "snap in" rail 

Power-on password 
Keyboard password 
Diskette drive contrai 

Diskette boot contrai 
Network Server Mede 
Security Provision 
Serial interface contrai 
Administrators possword 
Disk configuration lock 

Hot plug access security 
Removable Diskette drive 
Removable CD-ROM drive 

800-Watt (low line or high line) Hot Plug Power Supply 

NOTE: One 800-Watt Hot Plug Power Supply ships standard with 1 P Models (optional Redundant Hot Plug Power Supply 
Option Ki t). 

NOTE: Two 800-Watt Hot Plug Power Supplies ship standard with 2P Models. 

Standard 7 Hot plug, redundant fans (individually removable) 

Maximum 7 Hot plug, redundont fans (individually removable) 

O Redundont Cooling Zones ocross major server subsystems (Memory, 1/0, CPU) provide 7x24 cooling. Each zone is 
independent of eoch other and is oble to support n+ 1 redundoncy, as indicated below: 

------------------------------------~~~~x~sio~~A~+~dYAdoA4m~R~~----------------------------------------------­

o Memary zone is 1 + 1 redundant (fans 3 ond 4) 

Required Cabling 

O CPU zone is 2 + 1 redundant (fans 5, 6, and 7) 

O This zone configurotion enables the server to withstand up to three fan failures, provided that they are not within the 
some zone. Each fan is hot plug redundant and individually removable . 

For required cabling informatian, reler to the HP Web site at 
hftp ://www .com paq .com/ products/ servers/ proliantD L580/. 

I j , 
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QuickSpecs HP ProLiant DL580 Generation-.Q (G2) 

Standard Features 

OS Support Microsoft Windows NT® Serve r 
M icrosoft Windows 2000 
Novell NetWore 

LINUX (Red Hot, SuSE) 
Sun Soloris 8 Intel Plotform Edition 

NOTE: For o more complete ond up-to-date listing af supported OSs and versions, please visit ourOS Support Matrix ai: 
ftp :/ /ftp. HP .com/ pub/products/ servers/ os-suppori-matrix-31 O.pdf. 

NOTE: For an up-to-dote listing of the lates! drivers available for lhe HP Proliant DL580 G2, please see: 
http://www. HP.com/support/fi les/server/ us/index.html. 

Rack Airflow Requireme nts • Rack 9000 and 10000 series Cabinets 

~nck Airflow 

- uirements 

The increasing power of new high-performance processar technology requires increased cooling efficiency for rack­
mounted servers. The Compaq 9000 Series Rack and the 10000 Series Racks provides enhonced airflow for 

maximum cooling, ollowing these rocks to be fully loaded with servers using the latest processors. 

• Rack 7000 series Cabinets 

When installing a server with processors running at speeds of 550 MHz o r greater in Compaq Rack 7000 series racks 
with glass daors (165753-001 (42U), and 163747-001 (22U)), the new processortechnalagy requires the 

instollotion of Compaq's High Airflow Rock Doar lnserts (327281-821 (42U), 327281-822 (42U 6 pack), ar 
157847-821 (22U)) to promote enhanced oirflow for maximum cooling. 

CAUTION: lf a third-party rack is used, observe the following additional requirements to ensure adequate airflow and to 

preveni domage to the equipment: 

O Front and rear doors : lf your 42U server rack includes closing front and rear doors, you must allow 5,350 sq 

em (830 squore inches) of hole evenly distributed from top to batiam to permit adequate airflow (equivalent 
to the required 64 percent open area for ventilation). 

O Side: The clearance between the installed rack component ond the side peneis of the rack must be a 
minimum of 7 em (2 .75 inches). 

CAUTION : Always use blanking peneis to fill ali remaining empty front penei U-spaces in the rack. This orrongement 
ensures proper oirflow. Using a rack without blanking peneis results in improper cooling thot con leod to thermol domoge. 

NOTE: For additionol informotion, reler to the Setup and lnstallation Guide or the Documentotion CD provided with the 
server, o r to the server documentation located in the Support section at the following URL: 
http://wwwS.HP.com/produds/servers/ proliantdl580/index. html. 

DL580 G2 rack models provi de tool-free support for square hole racks (including Compaq/ HP 7000, 9000, 1 0000 ond H9 
series) with an adjustment range from 28"- 29" in depth 
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HP ProLiont DL580 Generotion .. 2lG.2) 

Standard Features 

Service and Support 

i n v • n t 

HP Services provides o three-yeor, limited worronty, including Pre-Foilure Worronty (coveroge oi hord drives, memory ond 

processors) lully supported by o worldwide network of resellers ond service providers. HP technicol ossistonce is ovoiloble 

7x24, to// free in the United Siotes ond Conodo. Telephone support services moy be covered under worronty or ovoiloble for 
on odditionol lee. 

NOTE: Limited Worronty includes 3 yeor Ports, 3 yeor Labor, 3-yeor on-site support . 

A fui/ range oi Core Pock pockoged hardware ond software services: 

• lnstollotion ond stort up 

• Extended coveroge hours ond enhonced response times 

• System monogement ond performance services 

• Avoilobility ond recovery services 

NOTE: For more inlormotion, customer/resellers con contoct http://www.compaq.com/services. 

Pleose see the lollowing URL regording Worronty lnformotion For Your HP Products: 

http://www.compoq.com/support/worronty upgrades/web stotements/ 1 76738.html. 

For additionol informotion regording Worldwide Limited Worronty ond Technicol Support, pleose see the lollowing URL: 

ftp ://ftp.compoq .com/ pub/ supportinlormotion/ ejourney/176738.pdl. 

NOTE: Certoin restrictions ond exclusions moy opply. Consult the Customer Support Center for detoils. 

"' .. 
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QuickSpecs 
Models 

DL580R02 X2.0 GHz 
-2MB, 2048MB (2P) 
202 176-001 

DLSBOR02 X1 900-1MB, 
2048MB (2P) 
20217S-001 

DL580R02 X1600- 1MB, 
2048MB (2P) 

~"03-001 

i n w • n t 

Processor(s) 

Coche Memory 

Memory 

Network Controller 

Storage Cont roller 

Manageability 

Hard Drives 

Internai Storage 

Power Supply 

Optical Drive 

Form Factor 

Processor(s) 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Manageability 

Hard Drives 

Internai Storage 

Power Supply 

Optical Drive 

Form Factor 

Processor(s) 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Manageability 

Hard Drives 

Internai Storoge 

Power Supply 

Optical Drive 

Form Foctor 

DA-11372 
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HP ProLiant DL580 Generation 2 (G2j 

(2) Intel Xeon Processors MP a! 2.0 GHz standard (up to 4 supported) 

2-MB lntegrated Levei 3 Coche 

2048 MB PC1600 registered ECC SDRAM (Standard) to 32 GB (Maximum) 
(4x 1 interleaved memory and HP Advanced Memory Protection Technology) 

lntegrated Compaq NC7770 PCI-X Gigobit Server Adop!er in a slot 

Smart Array Si Plus Controller (Dual Channel, Ultra3) with Battery-Backed Write Coche 
Enabler (integrated on system board) 

lntegrated Lights-Out (iLO) Standard management (integrated on system board) 

None ship standard 

587.2 GB maximum (with optional hard drives) 

T wo 800W Hot Plug Redundant Power Supplies (low line or high line) 

24x IDE slim-line CD-ROM Drive 

Rack 4U 

(2) Intel Xeon Processors MP a! 1. 90 GHz standard (up to 4 supported) 

1-MB lntegrated Levei 3 Coche 

2048MB PC1600 registered ECC SDRAM (Standard) to 32GB (Maximum) 
(4x 1 interleoved memory and HP Advonced Memory Protection T echnology) 

lntegrated Compaq NC7770 PCI-X Gigabit Server Adapter in a slot 

Smart Array Si Plus Controller (Dual Channel, Ultra3) with Battery-Backed Write Coche 
Enabler (integrated on system board) 

lntegrated Lights-Out (iLO) Standard management (integrated on system board) 

Nane ship standard 

S87.2 GB maximum (with op!ional hard drives) 

Two 800W Hot Plug Redundant Power Supplies (low line or high line) 

24x IDE slim-line CD-ROM Drive 

Rack 4U 

(2) Intel Xeon Processors MP at 1.60 GHz stondord (up to 4 supported) 

1-MB lntegrated Levei 3 Coche 

2048MB PC1600 regisfered ECC SDRAM (Standord) to 32 GB (Maximum) 
(4x 1 interleaved memory ond HP Advanced Memory Protection T echnology) 

lntegroted Compaq NC7770 PC I-X Gigabit Server Adapter in a slot 

Smort Arroy Si Plus Controller (Dual Chonnel, Ultro3) with Battery-Backed Write Coche 
Enabler (integrated on system boord) 

lntegrated Lights-Out (iLO) Standard management (integrated on system board) 

None ship standord 

587.2 GB maximum (with optional hard drives) 

.. . ' 

T wo 800W Hot Plug RedUrid-an--ct"P' o_w_e_r"'S-u-pp'l.,...ie-s"(l-ow---,il:-.n-e_o_r' h.,..ig:-.:h:-1;:-in:-e•) ------------

24x IDE slim-line CD-ROM Drive 

Rack 4U 

( 1. · 1 '"~_4__6_5 
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QuickSpecs 
Models 

DL580R02 X1400-512KB, Processor(s) 
2048MB (2P) 
201202-001 

DL580R02 X1500- 1MB, 
1024MB (1P) 
202174-001 

Coche Memory 

Memory 

Network Controller 

Storoge Controller 

Monogeobility 

Hord Drives 

Internai Storoge 

Power Supply 

Opticol Drive 

Form Foctor 

Processor(s) 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Manageobility 

Hord Drives 

Internai Storoge 

Power Supply 

Opticol Drive 

Form Foctor 

DL580R02 X1400-512KB, Processor(s) 

1024MB (1 P) Coche Memory 
av-' ?01-001 
~ Memory 

Network Controller 

Storoge Controller 

HP ProLiant DL580 Generation 2 '(G2) 

(2) Intel Xean Processors MP ot 1.40 GHz stondord (up to 4 supported) 

512-KB lntegroted Levei 3 Coche 

2048 MB PC1600 registered ECC SDRAM (Stondard) to 32 GB (Maximum) 
(4x 1 interleoved memory ond HP Advonced Memory Proledion T echnology) 

lntegroted Compaq NC7770 PCI-X Gigobit Server Adopler in a slot 

Smort Arroy Si Plus Contrai ler (Dual Chonnel, Ultro3) with Battery-Bocked Write Coche 
Enobler (integroted on system baord) 

lntegroted Lights-Out (iLO) Stondard monagement (integroted on system board) 

Nane ship stondord 

S87.2 GB moximum (with optional hord drives) 

Two 800W Hot Plug Redundont Power Supplies (low linear high line) 

24x IDE slim-line CD-ROM Drive 

Rock 4U 

(1) Intel Xeon Processar MP ot 1.SO GHz standord (up to 4 supported) 

1MB lntegroted Levei 3 Coche 

1024 MB PC1600 registered ECC SDRAM (Standard) to 32 GB (Maximum) 
(4x1 interleaved memory ond HP Advanced Memory Protedion Technology) 

lntegroted Compoq NC7770 PC I-X Gigabit Server Adopter in a slot 

Smart Array Si Plus Controller (Dual Channel, Ultra3) with Battery-Backed Write Coche 
Enabler (integrated on system board) 

lntegrated Lights-Out (iLO) Standard management (integrated on system board) 

Nane ship stondard 

S87.2 GB maximum (with optional hard drives) 

Two 800W Hot Plug Redundant Power Supplies (low line or high line) 

24x IDE slim-line CD-ROM Drive 

Rack 4U 

(1) Intel Xeon Processar MP ai 1.40 GHz standard (up to 4 supported) 

S12-KB lntegroted Levei 3 Coche 

1024MB PC1600 registered ECC SDRAM (Standard) to 32GB (Maximum) 
(4x1 interleaved memory and HP Advanced Memory Protedion Technology) 

lntegrated Compoq NC7770 PCI-X Gigabit Server Adapter in a slot 

Smart Array Si Plus Controller (Dual Channel, Ultro3) with Battery-Backed Write Coche 
Enabler (integroted on system board) 

Monogeability lntegrated Lights-Out (iLO) Standard management (integrated on system board) 

Hord Drives Nane ship stondard 

Internai Storoge S87.2 GB maximum (with optional hard drives) 

--------------------------cp~0~w~e~r~S'-u7.p~p~l~y------------~lw~o~8QnQ~W~H~o~tnP~Iu~g~Re~di.u~n~d~an~t~PowerSru~p~pT-Ii~es~(lo~w~li~ne~o~rTh~ig~h~in~eT) ______________________ __ 

Opticol Drive 24x IDE slim-line CD-ROM Drive 

Form Foctor Rock 4U 

l i l 1466 
rfl~·------------~====::::;;1 
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QuickSpecs HP ProLiont DL580 Generotion 2 (G~J·.;/ 

Options 

Proliant DL580 Unique 8192MB PC1600 Regislered ECC SDRAM Memory Kil (4 x 2048MB) 

Options 4096MB PC1600 Registered ECC SDRAM Memory Kil (4 x 1024 M8) 

2048MB PC 1600 Registered ECC SDRAM Memory Kil (4 x 512 M8) 

1024MB PC 1600 Regislered ECC SDRAM Memory Kil (4 x 256 MB) 

Hol Plug Memory Expansion Board 

NOTE: The Hol Plug Memory Expansion Board provides 8 additionol DIMM slols for powering 
memary-inlensive opplicalions. 

800W H oi Plug Redundant Power Supply 

800W Hol Plug Redundont Power Supply -inc IEC 

DL580 G2 Third Party Racking Kil 

DL580 G2 Folding Cable Manogemenl Arm 

DLS80 G2 Cable Assembly, SCSI, Ultra3, LVDS 
NOTE: Ali DLS80 G2 models ship slandord wilh the integraled Smart Array Si Plus Conlroller, 
which has been designed to deliver maximum performance and availability across lhe internai SCSI 
Duplex backplane. 

• The Ullra3 SCSI cable is required only if lhe cuslamer chooses to bypass theSmart Array Si Plus 
Controller and conned slot-based SCSI adapters ar RAIO controllers to the internai SCSI 
Duplex backplane. 

• Twa cables are required to maintain the standard, duplexed configuration of the backplane. 
• One cable is required if the simplex conliguration is chosen 

The backplane is easily configured to simplex mede by means of o simple switch duplex to simplex) 
located on the top of lhe backplane itself. 

Cord, AC Une, 20A, 2SOV 

Cable, 16A, IEC320-C20 lo IEC320-Cl9 
NOTE: Power cord (29S633-B21) conneds Proliant servers to PDUs ar UPSs with IEC320-Cl9 
output connections. 

Cable, 1 OA, IEC320-Cl4 to IEC320-Cl9 
NOTE: Power cord (291 034-B21) conneds Proliant DL580 G2 servers to PDUs ar UPSs with 
IEC320-Cl3 output connedions. This power cord has been specifically designed lo work with lhe 
Proliant DLSSO G2 server. Please NOTE the fallowing important precautions when deploying lhis 
power cord: 

• Use the cord only in conjundion with the Proliant DLS80 G2 server. 
• Use the cord to conned the Proliant DL580 G2 server only to PDUs ar UPSs with IEC320-

Cl3 autput connedions. 
• Do not use the cord with any other Proliant ar third party server. 
• Do not use lhe cord wilh any olher office equipment ar computers. 
• Do not use the cord as an exfension cord. 
e Do not plug the cord into a wall outlet. 

Failure to adhere to these precautions may involidate the server warranty. 

DA-11372 North America- Version 29- June 16,, 03 
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202173-821 

202172-B21 

202171-821 

202170-821 

203320-B21 

278S3S-001 

278S3S-821 

287S28-821 

289294-821 

288874-821 

235604-001 

29S633-821 

291034-B21 
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QuickSpecs HP ProLiant DL580 Generation 2 (G2) 

Options 

ProLiant Essentials 
Value Pack Software 

Software 

Processo r 

-=· Memory (DIMMs) 

Optical Drives 

Rapid Deployment Pack, 1 User, V1 .x 

NOTE: This license allows 1 server to be managed ond deployed via lhe Deployment Server. 

Rapid Deployment Pack, 1 O Users, V1 .x 

NOTE: This license allows 1 O servers to be managed and deployed via lhe Deployment Serve r. 

Proliant Essentials Workload Management Pock (Featuring Compaq Resource Portitioning Manager 
version 2.0) 

Proliant Essentials Recovery Server Option Pack 

lntegrated Lights-Out (iLO) Advanced Pack 

Proliant Essentials Performance Monagement Pack v2.0, Single License 

NOTE: Flexible ond volume quantity license kits ore ovailable for Proliont Essentials Volue Packs. 
Reler to http:// www.hp.com/servers/proliantessentials o r lhe various Proliant Essentials V alue Pack 
product QuickSpecs for more inlormation. 

NOTE: For more inlormation regording Praliant Essentials Software, please see lhe following URL: 
http:/ /www.hp.com/ servers/praliantessentials. 

NOTE: These Web sites are available in English only. 

HP digital assei protection 

Intel Xeon MP X2.0 GHz-2M8 Processar Option Kit 
NOTE: This processar option kit (PN 307276-821) supports lhe Proliant ML570 G2 and the DL580 
G2. 

Intel Xeon MP X1 . 9 GHz-1 M8 Processar Option Kit 
NOTE: This processar option kit (PN 311228-821) supporls the Proliant ML570 G2 and the 
Proliant DL580 G2. 

Intel Xeon MP X1 .50 GHz-1 M8 Processar Option Kit 
NOTE: This processar option kit (PN 191220-821) supports the Proliant ML570 G2 and the 
Proliant DL580 G2. 

Intel Xeon MP X1.60 GHz-1 M8 Processar Option Kit 
NOTE: This processar option kit (PN 226776-821) supporls lhe Proliant DL580 G2 only. 

Intel Xean MP X1.40 GHz-512KB Processar Option Kit 
NOTE: This processar aption kit (PN 226775-821) supports the Proliant ML570 G2 and the 
Proliant DL580 G2. 

8192 M8 PC1600 Registered ECC SDRAM Memory Kit (4 x 2048 MB) 

4096 M8 PC1600 Registered ECC SDRAM Memory Kit (4 x 1024MB) 

2048 MS PC1600 Registered ECC SDRAM Memory Kit (4 x 512 MS) 

1024MB PC1600 Registered ECC SDRAM Memory Kit (4 x 256MB) 

Hot Plug Memory Expansion Soard 
NOTE: The Hot Plug Memory Expansion Soard provides 8 additional DIMM slots for powering 
memory-intensive applicotions. 

Slimline DVD-ROM Drive (8X/24X) Option Kit 

' I , I 

267196-821 

269817-821 

303284-821 

280189-821 

263825-821 

306696-821 

302316-001 

307276-821 

311228-821 

191220-821 

226776-821 

226775-821 

202173-S21 

202172-S21 

202171-S21 

202170-S21 

203320-S21 

264007-S21 

1 46 8 
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·-' .~~ ....... QuickSpecs HP ProLiant DLSBO Gener:atio,n 2 (Ç72) 

Options 

Hard Drives Ultra 320 SCSI - Universal Hot Plug 

36.4GB 7 0,000 rpm, U320 Universal Hard Drive, 7" 

72 .8GB 10,000 rpm, U320 Universal Hard Orive, 1" 

146.8GB 10,000 rpm, U320 Universal Hard Orive, 1" 

18.2GB 1 5,000 rpm, U320 Universal Hard Orive, 1" 

36.4GB 15,000 rpm, U320 Universal Hard Orive, 1" 

72.8GB 15,000 rpm, U320 Universal Hard Orive, 1" 

NOTE: Ali U320 Universal Hard Orives are backward compatible to U2 ar U3 speeds. U320 drives 
require an optional U320 Smart Array Contrai ler ar U320 SCSI H8A to support U320 transfer rales. 

NOTE: Pleose see the Hard Orive QuickSpecs for Technical Specifications such as copacity, height, 
width, interface, transfer rale, seek time, physical configuration, and operating temperature: 

U320 Hard Orive QS: 
http://www5.compaq.cam/products/quickspecs/ll 531 na/11531 no.HTML 

DA-11372 North America - Versian 29 - June 16, 2003 

286713-B22 

286714-B22 

286716-B22 

286775-B22 

286776-822 

286778-822 
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QuickSpecs ::" ' • 

HP ProLiant DLSBO Generation 2 . (G2)<' 

Options 

Storage Controllers Smort Arroy 532 Controller 

Smort Arroy 5302/128 Controller 

Smort Arroy 5304/256 Controller 

Smort Arroy 5312 Controller 

Smort Arroy 641 Controller 

Smort Arroy 642 Controller 

Ultro3 Chonnel Exponsion Module for Smort Arroy 5300 Controller 

128-MB Coche Module for Smart Arroy 5302 Controller 

256-MB Battery-Bocked Coche Module 
NOTE: This 256-MB Battery-Backed Coche Module supports the Smort Array 5300 series controllers, 
MSA 1 000 ond the Smort Arroy Cluster Storage. 

RAIO ADG Upgrade for Smort Array 5302 

Bottery-Bocked Write Coche Enobler Option Kit 
NOTE: This Battery-Bocked Write Coche Enoble Option Kit (PN 255514-xx 1) is optional for the 
DL560 1 P Model only. 

64 MB Bottery Bocked Write Coche Enobler 
NOTE: This 64 MB 88WC supports the Smort Arroy 641 Controller ond Smort Arroy 642 Controller. 

DL580 G2 Coble Assembly, SCSI, Ultra3, LVDS 
NOTE: Ali DL580 G2 models ship stondord with the integroted Smort Array Si Plus Controller, 
which hos been designed to deliver moximum performance ond ovoilobility ocross the internai SCSI 
Duplex bockplone. 

• The Ultra3 SCSI coble is required only if the customer chooses to byposs the Smort Array Si 
Plus Controller ond connect slot-bosed SCSI odopters ar RAIO controllers to the internai SCSI 
Duplex bockplone. 

• Two cobles ore required to mointoin the stondord, duplexed configurotion of the bockplone. 
• One coble is required if the simplex configuration is chosen. 

The bockplone is eosily configured to simplex mede by meons of o simple switch duplex to simplex) 
locoted on lhe top of the bockplone itself. 

64-bit/66-MHz Single Chonnel Wide Ultro3 SCSI Adopter 

64-bit/66-MHz Dual Chonnel Wide Ultro3 SCSI Adopter 

64-Bit/133-MHz Dual Chonnel Ultro320 SCSI Adopter 

64-8it/66-MHz Dual Chonnel Wide Ultro3 SCSI Adopter, Altemote OS 

NOTE: Pleose see the following Controller ar SCSI Adopter QuickSpecs for Technicol Specificotions 
such os PCI Bus, PCI Peok Doto Tronsfer Rote, SCSI Protocols supported, SCSI Peok Doto Tronsfer 
Rote, Chonnels, SCSI Ports, Drives supported, Coche, RAIO support, ond odditionol infonmotion: 
http://wwwS.compoq.com/ products/ quickspecs/ ll 063 no/ 11 063 no.HTML (Smort Arroy Si Plus) 
http ://www5.compoq.com/ products/ quickspecs/l 0851 no/ 1 0851 no.HTML (Smort Arroy 532) 
http://wwwS.compoq .com/products/quickspecs/1 0640 no/1 0640 no.HTML (Smort Arroy 5300 
Series) 

225338-821 

283552-821 

283551-821 

238633-821 

291966-821 

291967-821 

153507-821 

153506-821 

254786-821 

288601-821 

255514-821 

291969-821 

288874-821 

154457-821 

129803-821 

268351-822 

284688-821 

http://wwwS.compoq .com/ products/ quickspecs/ 11328 no/ 11328 no.HTML (Smort Arroy 5312) 
http: //www5.compoq .com/ products/ quickspecs/ 11 563 no/ 11563 no .HTML (Smort Arroy 641) 
http ://wwwS.compoq.com/products/quickspecs/11563 no/11563 na.HTML (Smart Arroy 642) 
http: //wwwS.compaq.com/ products/ quickspecs/ 1 0429 na/ 1 0429 na.HTML (SCSI Adopter) 
http://wwwS .compoq.com/prod~specs/ 11 555 na/ 11555 na .HTML (:11U"'3"2"0'A::Jdca-=pt;:::e~r) __________ _ _ _ _ _ 

""' •' 
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QuickSpecs HP ProLiont DL580 Generation 2 ·· (G2f 

Options 

Communications 

Re dundant Options 

' onogement Options 

Security 

Monitors 

Compoq NC3134 Fost Ethernet NIC 64 PCI Dual Port 10/ 1 00 

Compoq NC3 135 Fost Ethernet Module Dual 10/ 100 Upgrode Module fo r NC3134 

Compoq NC6132 Gigabit Module 1000 SX Upgrade Module for NC31 34 

Compoq NC6 136 Gigabit Server Adopter, 64-bit/ 66-MHz, PCI, 1000 SX 

HP NC6770 PCI-X Gigabit Serve r Adopter, 1 000-SX 

Compoq NC7131 Gigobit Server Adopter, 64-bit/ 66-MHz, PCI , 10/ 1 00/ 1000-T 

Compoq NC71 32 10/ 100/ 1 000-T Upgrode Module for NC3 134 ond NC31 3 1 

Compoq NC7770 PCI-X Gigobit Server Adapter 

800W Hot Plug Redundont Power Supply 

BOOW Hot Plug Redundont Power Supply -inc IEC 

Remate lnsight Lights-Out Edition 11 

HP/Atollo AXL600L SSL Accelerotor Card for Proliant Servers 

Compoq AXL300 Accelerotor PCI Cord (HW SSL Encryption) for Proliont Servers 

Essential Series 

Compoq 59500 CRT Monitor {19-inch, Carbon/ Si/ver) 

Compoq 57500 CRT Monitor (17-inch, Corbon/Silver) 

Compoq 55500 CRT Monitor (15-inch Corbon/ Silver) 

Compoq TFT1501 Flot Pane! Monitor (15-inch, Corbon/Silver) 

Compoq TFT1701 Flot Penei Monitor (17 -inch, Corbon/ Silver) 

Advantage Series 

Compoq VlSSO CRT Calor Monitor (7 7-inch, Carbon/ Silver) 

Compoq TFT1720 Flot Ponel Monitor (17-inch, Corbon/Silver) 

Compoq FT1 720M Flot Pane! Monitor 
(17-inch, Carbon/Silver, includes speoker, US8 porl, headphone) 

Compaq TFT1520 Fiai Penei Monitor (15-inch, Corbon/Silver) 

Compoq TFT1520M Flot Pane! Monitor 
(15-inch, Carbon/ Silver includes speoker, USB port, heodphone) 

Performance Series 

138603-821 

138604-821 

338456-823 

203539-821 

24494 9-821 

158575-821 

153543-821 

244948-821 

278535-001 

278535-821 

227251-001 

524545-821 

227933-821 

261615-003 

261606-001 

261602-001 

301042-003 

292847-003 

261611-003 

295926-003 

301958-003 

295925-003 

301957-003 

HP P930 CRT Monitor (19-inch, Flat-screen, Corbon/ Silver) 302268-003 

HP P1130 CRT Monitor (21 -inch, Flot-screen, Corbon/ Silver) 302270-003 

HP L 1825 Flot Penei Monitor (18-inch, Corbon/ Silver) 303486-003 

HP L2025 Flot Penei Monitor (2~c·-=a::trtl:-:o:::n7<75""d::-cve::r') - - ----- - ----------.,3U3TOT-UO,..,-----

Compoq TFT1825 Fiot Ponel Monitor (18-inch, Corbon/Silver) 296751-003 

Compoq TFT2025 Flot Penei Monitor (20-inch, Corbon/Silver) 285550-003 

Rackmount Flat Pane/ Monitors 

TFT5110R Flot Pane/ Monitor (Corbon) {1 U rock mountable) 

TFT501 OR Flot Penei Monitor (2U rock mountobie) 

NOTE: Monitors lorger thon 17" moy be toa heovy fo r use in rock systems. 

I / , 

281683-821 

21 7248-001 

1 4 71 
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QuickSpecs HP ProLiant DL580 Generation .. 2 '"(G2) 

Options 

Tape Drives 

• 

i n v • n t 

Internai ond Externai DAT Tope Drives 

HP StorogeWorks 20/40-GB OAT 005-4 Tope Orive, Externai (Corbon 

HP StorageWorks Internai 20/ 40-GB DAT, Hot Plug (Carbon) 

HP StorogeWorks 3U Rockmount Tope Drive Kit 

NOTE: Pleose see the 20/ 40-GB DAT Tape Drive QuickSpecs for additionol options such as host 
bus adopters, controllers, cossettes, ond for on up-to-dote listing of lhe lotes! 0/S Support deto ils, 
pleose see lhe following : 
http://wwwS.compoq.com/ products/ quickspecs/ 1 0426 no/ 1 0426 no .HTML 

Interno/ ond Externo/ AIT Tope Drives 

HP StorogeWorks Externai AIT 35-GB, LVD Tape Drive (Corbon) 

HP StorogeWorks Internai AIT 35-GB, LVD, Hot Plug (Corbon) 

NOTE: Pleose see lhe AIT 35 GB, LVD Tape Drive QuickSpecs for additionol options such as 
odapters , controllers, and cassettes, and for an up-to-date listing of lhe lates! 0 /S Support details, 
please see the following : 
http://wwwS.compoq.com/ products/ quickspecs/ 1 0712 no/ 1 0712 na.HTML 

HP StorogeWorks AIT 50-GB Tape Drive, Externai (Carbon) 

Internai AIT 50-GB, Hot Plug (Corbon) 

HP StorageWorks Rackmount AIT 50-GB, 3U (Single Drive) 

HP StorageWorks 3U Rockmount Tape Drive Kit 

NOTE: Please see lhe AIT 50-GB Tape Drive QuickSpecs for additional options such as odapters, 
controllers, ond cassettes, and for an up-to-date listing of the lates! OIS Support details, please see 
lhe following: 
http://wwwS.compaq.com/ products/ quickspecs/ 1 0425 no/ 1 0425 no.HTML 

HP StorageWorks Externai AIT 100-GB Tape Drive (Carbon) 

HP StorogeWorks Internai AIT 100-GB, Hot-Piug (Corbon) 

NOTE: Pleose see the AIT 100-GB Tape Drive QuickSpecs for additional options such as adapters, 
controllers, and cossettes, and for an up-to-dote listing of the lates! 0/S Support details, please see 
the following: 
http://wwwS.compaq.com/ products/ quickspecs/ 11 062 na/ 11 062 na .HTML 
NOTE: Internai Hot Plug AIT drives can be supported by the integroted Smart Array Si Plus 
Controller. 

Externo/ DL T Tope Drives 

HP StorogeWorks Extemo/20/4 0 -GB DLT Orive {opa/) 

NOTE: Please see lhe 20/ 40-GB DLT Drive QuickSpecs for additional options such as dota and 
cleaning cortridges, and for an up-to-date listing of the lotest 0 / S Support details, please see the 
following : 
http ://wwwS.compoq.com/ products/ quickspecs/1 0234 no/1 0234 na .HTML 

HP StorageWorks 40/ 80-GB DLT Tope Drive, Externai (Corbon) 

HP StorageWorks Rockmount DLT 40/ 80, 3U (Single Drive) 

HP StorageWorks Rackmount DLT 40/80, Duai-Drive, 3U (Two Drives) 

HP StorogeWorks Rockmount DLT 40/80 Tape Array 111, SU (Four Drives) 

NOTE: Please see lhe 40/ 80-GB DLT Drive QuickSpecs for additional options such os host bus 
adapters, controllers, cossettes, and for an up-to-date listing of the lates! 0/S Support detail s, please 
see the following: 
http:/ /wwwS.compaq.com/ products/ quickspecs/ 1 0658 na/ 1 0 658 no . HTML 

157770-002 

215488-B21 

274338-B21 

216885-001 

216886-B21 

157767-002 

215487-B21 

274333-B21 

274338-B21 

249160-001 

249161-B21 

340744-B22 

146197-B22 

274332-B21 

274335-B21 

274337-B21 

• -.J 
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QuickSpecs HP ProLiant OL580 Generation :? :(G2).: 

Options 

Externa/ DLT VS Tape Orives 

HP StorageWorks DLT VS 40/80 Tope Drive, Externai (Corbon) 

NOTE: Please see lhe DLT VS 40180 Tape Drive QuickSpecs for odditionol options such os host bus 
odapters, controllers, cassettes, ond for an up-to-date listing of lhe lates! OIS Support detoils, please 
see the following: 
http://www5.compoq.com/products/ quickspecs/ 11403 no/ 11403 no.HTML 

Externai SDLT Tape Orives 

HP StorageWorks SDLT 7 70/220, Externa/ {carbon) 

HP StorageWorks SDLT 110/220, Externai (carbon) 

NOTE : Please see the SDLT 11 0/220-G8 Tape Drive QuickSpecs for additional options such as 
adapters, controllers, and media , and for an up-to-dote listing of the lates! 0/S Support details, 
please se e the following: 
http://www5.compaq.com/products/ quickspecs/ 1 0772 na/1 0772 no.HTML 

HP StorageWorks SDLT 160/320, Externai (carbon) 

NOTE: Please see the SDLT 160/320-G8 Tape Drive QuickSpecs for additional options such os 
odapters, controllers, ond media, and for an up-to-date listing of lhe lotes! 0/S Support details, 
pleose see the following: 
http://www5.compaq.com/products/quickspecs/ 11406 na/11406 na.HTML 

HP StorageWorks Rackmount SDLT 11 0/220, 3U (Single Drive) 

HP StorogeWorks Rackmount SDLT 1101220, Duoi-Drive, 3U (Two Drives) 

HP StorageWorks Rackmount SDLT 11 0/220 Tape Array 111, SU (Four Drives) 

NOTE: Please see the SDLT 11 OI220-G8 Tape Drive QuickSpecs for additional options such as 
adapters, controllers, ond media, and for an up-to-date listing of the lates! 0/S Support detoils, 
please see the following: 
http://www5.compaq.com/ products/quickspecs/1 0772 na/1 0772 na.HTML 

Externa/ SuperLoader 

DL TI 7 280 SuperLoader 

NOTE: Please see the StorageWorks DLTl 1280 Superloader QuickSpecs for additional options and 
for an up-to-dote listing of the lates! OIS Support details, please see the following: 
http://wwwS.compaq.com/products/quickspecs/11330 no/11330 na.HTML 

Externa/ LTO Ultrium Tape Orives 

HP StorogeWorks LTO Ultrium 230 Tape Drive, Externo/ (Corbon) 

NOTE: Pleose see the HP StorageWorks LTO Ultrium Tape Drive QuickSpecs for additional options 
such as contrallers, and other reloted items, and for an up-to-date listing of the lates! OIS Support 
details, pleose see the following: 
http:l/www5.compaq.com/products/ quickspecs/ 11 4 15 no/11415 na.HTML 

Externa/ HP StorageWorks Ultrium 460 tape drive for ProLiant 

HP StorogeWorks Ultrium 460 tape drive for ProLiont, externa/ {Carbon) 

NOTE: Please see the HP StorageWorks Ultrium 460 Tape Drive QuickSpecs for additionol options 
such as controllers, and other reloted items, and for an up-to-date listing of the lates! 0/S Support 
details, please see the following: 

280129-822 

192103-002 

192103-832 

257319-001 

274331-821 

274334-821 

274336-821 

268664-821 

Q1516A 

Q1519A 

--------------f>littFTop'i"':77/"tcw"'ww=S«-.-rcr<o<Tm>rp<na<nq<.c'<'o<nmn.Jfrpmro'VIducf51qulckspecs/II53Dya/il530_:::no.ffTMr------------------------

i n w e n t 

7/8 Autoloader 

HP Storage Works 1/8 Autolooder, DLT vs 80 

HP Storage Works 118 Autolooder, Ultrium 230 

Rackmount Kit for 1 /8 Autoloader 

C9264CB 

C9572CB 

C9268R 

NOTE: Please se e the 1 /8 Autoloader QuickSpecs for additional options such os adapters, 
controllers, and cassettes, and for on up-to-date listing of the lates! OIS Support details, please see 
the following: 
http://www5.compoq.com/productslquickspecs111496 no/1 1496 na.HTML 
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QuickSpecs 
'"~ · .. ~ .... 

HP ProLiant DL580 Generation 2 (.G2) 

Options 

~ a Autamatian 

SS L 1 O 16 tape autoloader 

SSL 1 O 16 DL T1 tope outolooder (includes two 8-cortridge magazines ond o borcode reader} 

NOTE: Pleose see the SSL 1016 DLT1 tope outolooder Quick Specs for odditionol informotion : 
http ://h l8000.www 1.hp.com/ products/ quickspecs/ 11626 no/ 11626 no. HTML 

SSL 1016 SDLT160/ 320 tope outoloader (includes 2 8-cortridge magazines ond o borcode reoder) 

NOTE: Pleose see the SSL 1016 SDLT160/320 tope outoloader Quick Specs for odditionol 
informotion : 

http:/ / h l8000.www 1.hp.com/ products/ quickspecs/ 11609 no/ 11609 no. HTML 

Interna/ and Externa/ AIT Autoloader 

HP StorageWorks AIT 35 GB Auto/ooder, Rockmount (Corbon) 

NOTE: Please see the AIT 35-GB Autolooder QuickSpecs for additionol options such os odapters, 
controllers, and cossettes, and for an up-to-dote listing of the lotest 0 /S Support detoils, pleose see 
the following: 
http://www5.compoq .com/ products/ quickspecs/ 11404 na/ 11 404 na .HTML 

Rackmaunt Tape Drive Kits 

3U Rockmount Kit 
NOTE: The 3U Rockmount Kit (PN 274338-821) con NOTE up to (2) full-height or (4) holf-height 
tape drives ond compotible with multiple Single-Ended ond LVD SCSI Tope Drives including the 
12/24-GB DAT, 20/40-GB DAT, 20/ 40-GB DAT DDS-4 8 Cossette Autolooder, AIT 35-GB LVD, AIT 
50 GB, 20/40-GB DLT, 40/80-GB DLT, ond the SDLT 11 0/ 220-GB Tope Drives. 

5U Rockmount Kit 
NOTE: The SU Rockmount Kit (PN 27 4339-821) can support up to (4) full-height tope drives ond is 
compotible with ali Compoq DLT/ SDLT tope drives including the 20/40-G8 DLT, 35/70-G8 DLT, 
40/ 80-GB DLT, ond the SDLT 110/220-G8 tope drives. 

NOTE: Pleose see the Rockmount Tope Drive Kits QuickSpecs for odditional information regording 
these kits, please see the following: 
http :/ / www5.compoq.com/products/quickspecs/1 0854 na/ 1 0854 no.HTML 

Rackmount Tape Drive Cable Kits 

LVD Coble Kit, VHDCI/HD68 
NOTE: For use with the 3U RM Storoge Enclosure and DLT Tope Arroy 111 only. 

LVD Coble Kit, HD68/HD68 
NOTE: For use with the 3U RM Storoge Enclosure and DLT Tope Arroy 111 only. 

StarageWorks ESL9000 Enterprise System Library 

ESL9322L I -L TO Ultrium based enterprise library with up to 8 drives ond 222, 322 
slats 

ESL9322LJ 222 slot 2 DRV LT01 

ESL9322L 1 222 slot 8 DRV LT01 

ESL9322L 1 322 slot 2 DRV LT01 

ESL9322L l 322 slot 8 DRV LTO l 

330815-821 

330816-B21 

280349-001 

274338-821 

274339-B21 

168048-B21 

242381-B21 

301927-822 

301927-B28 

301928-B22 

301928-B28 

--------------f:~932LemerpriSe-H·l:Jrar-y-with--o{>ta--a-drives w•d 222";-3"22-slot·s-- - --------- --------­

ESL9322 222 slot O DRV LT02 

ESL9322 222 slot 2 DRV SDLT2 

ESL9322 222 slot 8 DRV SDLT2 

ESL9322 322 slot 2 DRV SDLT2 

ESL9322 322 slot 8 DRV SDLT2 

NOTE: Please see the StorageWorks ESL9322 Enterprise Library QuickSpecs for odditional 

330832-B21 

293409-822 

293409-828 

293410-822 

293410-828 

informotion including Tope Drives, Cartridges, Controllers, ond SCSI Cobles and odditional options 
needed for a complete solution ot: 
http://wwwS.compoq.com/proudcts/quickspecs/11628 no/ 11628 na.HTML 
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QuickSpecs HP ProLiant DL580 Generation~2-(G2) 

Options 

ESL9322: Common Options 

ESL9322, slot upgrade 222 to 322 slots 

ESL9595L 7 - LTO Ultrium based enterprise librory with up to 7 6 drives ond 400, 
500, 595 slots 

ESL9595L 1 400 slot 2 DRV LT01 

ESL9595Ll 400 slot 16 DRV LT01 

ESL9595L1 500 slot 2 DRV LT01 

ESL9595Ll 500 slot 7 6 DRV LT01 

ESL9595L 1 595 slot 2 DRV LT01 

ESL9595L1595slot16DRVLT01 

NOTE: Please see lhe StorageWorks ESL9595L 1 Enterprise Library QuickSpecs for odditionol 
information including Tope Drives, Cortridges, Conlrollers, ond SCSI Cobles ond odditionol options 
needed for o complete solution oi: 
http://www5.compaq.com/ products/ quickspecs/ 11435 na/1 1435 no.HTML 

ESL9595 -enterprise library with up to 16 drives and 400, 500, 595 s/ots 

ESL9595 400 slot O DRV LT02 

ESL9595 400 slot 2 DRV SDLT 160/320 

ESL9595 400 slot 16 DRV SDLT 160/320 

ESL9595 500 slot 2 DRV SDLT 160/320 

ESL9595 500 slot 16 DRV SDLT 160/320 

ESL9595 595 slot 2 DRV SDLT 160/320 

ESL9595 595 slot 16 DRV SDLT 160/320 

NOTE: Please see lhe StorogeWorks ESL9595 Enterprise Librory QuickSpecs for odditionol 
information including Tope Drives, Cortridges, Controllers, and SCSI Cobles and additionol options 
needed for o complete solution ot: 
http:// www5.compoq.com/products/quickspecs/ 11629 no/11629 no .HTML 

ESL9595SL- SOL Tl 7 O based enterprise librory with up to 7 6 drives ond 400, 500, 
595 slots 

ESL9595SL 400 slots, 2 DRV SDLTll 0/ 220 

ESL9595SL 400 slots, 16 DRV SDLT11 0/220 

ESL9595SL 500 slots, 2 DRV SDLT11 0/220 

ESL9595SL 500 slots, 16 DRV SDLT11 0/220 

ESL9595SL 595 slots, 2 DRV SDLT11 0/ 220 

ESL9595SL 595 slots, 16 DRV SDLT11 0/220 

NOTE: Pleose see the StorogeWorks ESL9595SL Enterprise Librory QuickSpecs for odditionol 
informotion including Tope Drives, Cortridges, Controllers, ond SCSI Cobles ond odditionol options 
needed for o complete solution ot: 
http://www5.compoq.com/ products/ quickspecs/11332 no/ 11332 no.HTML 

ESL9595: Common Options 

....... ·· ··· . 

293588-821 

301929-822 

301929-828 

301931-822 

301931-828 

301932-822 

301932-828 

330833-821 

293411-822 

293411-828 

293412-822 

293412-828 

293413-822 

293413-828 

274672-822 

274672-828 

281627-822 

281627-828 

281628-822 

281628-828 

ESL9595SL 400 to 500'""'s::ro::.t-=-u=p==g~=oc:r::e------------------------...,74674-=ll21 ____ _ 

ESL9595SL 500 to 595 slot upgrode 274674-822 

ESL9595SL 400 to 595 slot upgrode 274674-823 

I I .,~_ 1 4 7 5 
~~·------------------------~~~~· ==Pog~e/1 
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QuickSpecs HP ProLiant DL580 Generation 2 '(CS2) 

Options 

Add-on drives & Accessories 

ESL9000 LVD SDLT 160/320 Drive upgrode (ESL959552 and ESL932252 only) 

ESL9000 LT01 drive upgrode (ESL9322L1 and ESL9595L1 anly) 

ESL9000 Uni versal Laad Port (support both LTO & SDLT cartridges) Not removable 

ESL9000 Pass-thru ki t (graphite) 

ESL9000 Field Upgrode SDLT 110/220, LVD Drive (ESL9198SL, ESL9326SL, ESL9595SL only) 

ESL9000 Field Upgrode SDLT 110/220, HVD Drive (for exisling ESL9326D/ DX cuslomers) 

LVD Extender Kit for ESL9198DLX, ESL9198SL, ESL9326SL 

ESL 9000 Pass Through Kit for Multi Uni! Connedivity 

64-Bit/ 66Mhz Dual Channel Wide Ultro3 SCSI Adapler 
NOTE : 64-8it/66Mhz Dual Channel Wide Ultro3 SCSI Adapter is required ta support the LVD based 
librories. 

StorogeWorks MSLSOOO departmental libraries 

MSL5060L 7 - L TO Ultrium I based departmentallibrary up to 4 drives and 60 slots 

MSL5060L1, O DRV LT01 RM library 

MSL5060L1, 2 DRV LT01 RM librory 

MSL5060l1, 2 DRV L TO 1 TT library 

MSL5060L1 FC, 2 DRV LT01 RM-with integrated FC router 

NOTE: Please see the StorogeWarks MSL5060 LTO library QuickSpecs for additional information 
including Upgrode Kits, Accessories, and SCSI Cable Kits and additional options needed for a 
complete solution ot: 
http ://wwwS.compaq.com/ products/ quickspecs/11438 na/ 11 438 no .HTML 

MSL505252 - SDL TJ 60 based departmento/ library up to 4 drives and 52 slots 

MSL505252, RM O DRV SDLT ALL 

MSL5052S2, 2 DRV SDLT2 TT Ll8 

MSL5052S2, 2 DRV SDLT2 RM Ll8 

MSL5052S2FC 2 DRV SDLT2 RM- with integrated FC router 

NOTE: Please see the StorogeWorks MSL5052S2 Librory QuickSpecs for additional information 
including Upgrode Kits, Accessories, ond SCSI Coble Kits and odditionol options needed for o 
complete solution oi: 
http://wwwS.compaq.com/producls/ quickspecs/ 11442 no/ 11442 no.HTML 

MSL5030L 7 - L TO Ultrium 7 mid-range library up to 2 drives and 30 slots 

293414-821 

301930-821 

302254-821 

161268-823 

234617-821 

234617-822 

221249-821 

161268-821 

129803-821 

301899-821 

301899-822 

301900-821 

301899-823 

255102-821 

293476-821 

293474-821 

293474-824 

MSL5030L 1, O DRV LT01 RM library 301897-821 

MSL5030L1, 1 DRV LT01 RM Library 301897-822 

MSL5030L1, 2 DRV LT01 RM librory 301897-823 

MSL5030L 1, 1 DRV LTO 1 TT Library 301898-821 

MSL5030l1, 2 DRV LT01 TT library 301898-822 

MSL5030L 1 FC, 1 DRV LTO 1 RM- with integroted FC router 301897-824 

--------------fllv<ti''.SSlLJ.'51€0f330L+fC~M--witfr-integr13ted-F~r<3tlleF~-----------------.3Q.Ul9-7-82-§---­

NOTE: Pleose see lhe StorageWorks MSL5030 LTO librory QuickSpecs for odditional informotion 
including Upgrode Kits, Accessories, ond SCSI Coble Kits and additionol oplions needed for o 
complete solution at: 
http://www5.compaq.com/ products/ quickspecs/11439 na/11439 na.HTML 
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QuickSpecs HP ProLiant OL580 Generation 2 ··fG2)' 

Options 

---

MSL5026S2 -SOL T160 based mid-range library up to 2 drives and 26 slots 

MSL502652, O DRV SDLT2 RM Library 

MSL5026S2, 1 DRV SDLT2 RM Librory 

MSL5026S2, 2 DRV SDLT2 RM Librory 

MSL502652, 1 DRV SDLT2 TI Librory 

MSL5026S2, 2 DRV SDLT2 TI Library 

MSL5026S2FC, 1 DRV SOL T2 RM- with integroted FC router 

MSL5026S2FC, 2 DRV SDLT2 RM- with integrated FC router 

NOTE : Pleose see lhe StorogeWorks MSL5026SL Librory QuickSpecs for odditionol information 
including Upgrade Kits, Accessories , and SCSI Cable Kits and additional options needed for a 
complete salution ot: 
http://wwwS.compaq.com/ products/quickspecs/ 11453 na/ 11 453 na.HTML 

MSL5026SL Grophite- SOL T7 7 O based mid-ronge library up to 2 drives and 26 slots 

MSL5026SL, 1 DRV SDLT TT, graphite 

MSL5026SL, 2 DRV SOL T TI, grophite 

MSL5026SL, 1 DRV SDLT RM, grophite 

MSL5026SL, 2 DRV SDLT RM, graphite 

NOTE : Please see lhe StorageWorks MSLS026SL Graphite Librory QuickSpecs for additional 
information including Upgrade Kits, Accessories, ond SCSI Cable Kits and additional options needed 
for o complete solution at: 
http:/ /wwwS.compaq.com/ products/ quickspecs/11440 no/11440 no.HTML 

MSL5026SL Opa/- SOLTJ 10 based mid-range library up to 2 drives and 26 slots 

MSL5026, O DR, LVD, RM 

MSL50260LX- 40/BOGB OLT based mid-range library up to 2 drives and 26 slots 

MSL5026DLX, 7 40/BOGB DLT, LVD, TT 

MSL5026DLX, 2 40/80G8 DLT, LVD, TI 

MSL5026DLX, 1 40/80G8 DLT, LVD, RM 

MSLS026DLX, 2 40/80G8 DLT, LVD, RM 

NOTE: Please see lhe StorageWorks MSl5026DLX Library QuickSpecs for additional information 
including Upgrade Kits, Accessories, and SCSI Cable Kits and additional options needed for a 
complete solution ot: 
http:/ /www5.compaq.com/products/quickspecs/1 0860 na/1 0860 na.HTML 

MSLSOOO Add-on dr-íves & accessodes 

293472-821 

293472-822 

293472-823 

293473-821 

293473-822 

293472-824 

293472-825 

302511-821 

302511 -822 

302512-821 

302512-822 

231979-821 

231821-821 

231821-822 

231891-821 

231891-822 

MSLSOOO SDLT 160/320 Upgrode DRV (MSL505252 & MSL502652 only} 293475-821 

MSl5000 LTO Ultrium 1 Upgrode ORV (MSL5060Ll & MSL5030L 1 only) 301901-821 

MSL5000 SDLT 11 0/220 Upgrode DRV 231823-822 

MSL5000 40/80G8 DLT Upgrade DRV 231823-821 

MSl5000 Dual Magazine LTO (2 X 15 slot magazines) 301902-821 

------------------------~MSt5~00DoaiMagmTirei7H4Z~~l~3hsmlo*l~"m'o~g~onzimlle~st--------------------------------------2· ~2Ts6~82ii--------

i n v • n f 

MSL5000 poss through mechonism 1 O U (required for multi-uni! scalobility) 231824-821 

MSL5000, Poss through mechonism lOU (includes elevotor mechanism and router, required to 231824-821 
connect first two units in o stock) 

MSL5026, 5U Poss through extender (required one for each unit connected to the stock, for third and 
odditionol units) -for MSL5026 & MSL5030 

MSL5052, 1 OU Pass-Through Extender (required one for each unit connected to the stock, for third 
and odditionol units) -for MSL5052 & MSL5060 

I ~ ~ I 
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QuickSpecs HP ProLiant OL580 Generation Z'(G2f. 

Options 

MSL6000 Libraries 

MSL6030 L TO Library 

MSL6030, Rockmount, O Drive Library 

MSL6030, Rockmount, 1 Drive, LT02 Librory 

MSL6030, Rockmount, 2 Drive, LT02 Librory 

MSL6030, Rockmount, embedded Fibre, 1 Drive, LT02 Librory 

MSL6030, Rockmount, embedded Fibre, 2 Drive, LT02 Librory 

MSL6030, Tobletop, 1 Drive, LT02 Library 

MSL6030, Tobletop, 2 Drive, LT02 Librory 

NOTE: Pleose see the StorogeWorks MSL6030 LTO Librory QuickSpecs for odditional information 
including Upgrade Kits, Accessories, ond SCSI Cable Kits ond odditionol options needed for o 
complete solution at: 
http://www5.compaq.com/ products/ quickspecs/ 11625 no/ 11625 no.HTML 

MSL6060 L TO Library 

MSL6060, Rackmount, O Orive Library 

MSL6060, Rackmount, 2 Drive, LT02 Library 

MSL6060, Rackmount, embedded Fibre, 2 Drive, LT02 Library 

MSL6060, Tabletap, 2 Drive, LT02 Library 

NOTE: Please see the StorogeWorks MSL6030 LTO Library QuickSpecs for additional information 
including Upgrade Kits, Accessories, and SCSI Cable Kits and additional options needed for a 
complete solution at: 
http:// www5.compaq.com/products/ quickspecs/ 11608 na/ 11608 na.HTML 

MSL6000 series Libraries Options 

MSL Ultrium 460 upgrade drive in hot plug canister 

MSL Universal passthrough mechanism 

MSL 1 OU passfhrough extender 

StorageWorks SSL2000 sma/1 system library 

SSL2020 - AITSO based library with up to 2 drives and 20 slots 

SSL2020 AIT Mini-Library 1 drive, 20 slot Table Top 

SSL2020 AIT Mini-Library 2 drive, 20 slot Table Top 

SSL2020 AIT Mini-Library 1 drive, 20 slot Rackmount 

SSL2020 AIT Mini-Library 2 drive, 20 slot Rackmount 

SSL2020 AIT Library Pass Thru with T ransport 

Add-on drives and accessories 

330731-821 

330731-822 

330731-823 

330731-824 

330731-825 

330788-821 

330788-822 

331196-823 

331196-821 

331196-822 

331195-821 

330729-821 

304825-821 

231824-823 

175195-821 

175195-822 

175196-821 

175196-822 

175312-821 

SSL2020 AIT Library Pass Thru Extender 175312-822 

AIT 50GB Drive Add-On LVD Drive for SSL2020 AIT Library 175197-821 

19 Slot Magazine for SSL2020 AIT Library 175198-821 

AIT 50-GB Doto Cassette (5 pock) 15284 1-001 

___________ __oii . .CJ~_o.o.iog...C.os.s.eJ:te: ____________________________ f!_Q23.l-4-B2-1----

NOTE: Pleose see the SSL2020 Automoted AIT Tape Librory Solution QuickSpecs for additional 
informotion including Upgrode Kits, Accessories, and SCSI Coble Kits ond odditionol options needed 
for o complete solution at: 
http://www5.compoq.com/ produds/ quickspecs/ 1 0580 no/ 1 0580 no.HTML 
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QuickSpecs HP ProLiant DL580 Generation z ·(G2t 

Options 

Cluster Options 

.-

Proliant Cluster HNFl 00 for MSA 1000 v2 

Proliant Cluster HN F200 for MSA 1 000 v2 

NOTE: For additional information regarding the Proliant Cluster for HNF1 00, HNF200 for 
MSA 1 000 please see the following QuickSpecs at: 
http://www5.compaq .com/ produds/quickspecs/1 1 035 na/ 11 035 na .html 

Proliont Cluster HNF1 00 for Windows NT and 2000 Advanced Server 

Proliant Cluster HNF200 Upgrade Kit (NT 4.0EE to W2K AS) 

Proliant Cluster HA/F200 for Windows NT and 2000 Advanced Server 

NOTE: For additional information regarding the Proliant Cluster for HA/ F l 00, HNF200 for 
Windows NT and 2000 Advanced Server please see the fallowing QuickSpecs at: 
http: / /www5.compaq.com/products/quickspecs/l 0777 na/ 1 0777 na .html 

Proliont Cluster HNFSOO Basic Kit 

Proliant Cluster HNFSOO Enhanced Kit 

Proliant Cluster HNFSOO Enhanced DT Kit 

NOTE: For additional information regarding the Proliant Cluster for HNF500 please see the 
following QuickSpecs at: 
http:/ / www5.compaq.com/produds/quickspecs/1 0232 na/ 1 0232 na.html 

Proliant Cluster HNFSOO for Enterprise Virtual Array 

NOTE: For additianal infarmation regarding the Proliant Cluster HNF500 lar Enterprise Virtual 
Array please see the following QuickSpecs at: 
http://www5 .campaq.com/ praduds/quickspecs/ 11 055 na/ 11 055 na.html 

Proliant Cluster HNL 1 00 LifeKeeper for Linux 

NOTE: For additional information regarding the Proliant Cluster HNL 1 00 LifeKeeper for Linux, 
please see the follawing QuickSpecs at: 
http:/ / www5.compaq.com/products/quickspecs/11533 na/11533 na.html 

HP Serviceguard for Linux Praliant Cluster 
NOTE: Kit includes 2 licenses, documentation and an Ethernet crossover cable. 

HP Serviceguard for Linux License 
NOTE: Kit includes single license version and documentation. 

NOTE: For additional information regarding the HP Serviceguard for Linux License, please see the 
following QuickSpecs ot: 
http://www5.compaq .com/ praduds/quickspecs/ 11518 na/ 11518 no .html 

252408-822 

252409-822 

309816-821 

176848-822 

380357-823 

103250-824 

379937-824 

164227-822 

254623-822 

303523-822 

305199-821 

307554-821 

• _rnal Storage- Rack StorageWorks Enclosure Modei4314R (rack-mountable) 

StorageWorks Enclosure Model 4354R (rack-mountable) 

190209-001 

190211-001 

NOTE: The StorageWorks Enclosure 4300 Family supports the Wide Ultra3, Ultra320 1" Hot Plug 
Hard Drives. 

StorageWorks Enclosure 4200 Redundant Power Supply Option 119826-821 

StorogeWorks Enclosure 4200 Ultra3 Single 8us 1/0 Module Option 190212-821 

StorageWorks Enclosure 4200 Ultra3 Dual 8us 1/0 Module Option 190213-821 

' . 

----- --- ----- -S'torageWorks Enclosure lower to Rack ConversíOilKít 2T3:S2'-r-----

C .I • ..., 
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QuickSpecs HP ProLiant DL580 Generation 2 (G2) 

Options 

MSA1000 

StorageWorks Modular 
Array 8000/Enterprise 

-~riu lar Array 12000 

StorageWorks 
Enterprise Modular 
Array 1 6000 FC 

.torageWorks Options 

( _ 

UPS and PDU Power 

Cord Matrix 

MSA1000 

MSA 1 000 Controller 

MSA Fibre Channel 1/0 Module 

MSA 1 000 Fabric Switch 

MSA 1 000 Fibre Channel Adapter (FCA) 21 O 1 

HP StarageWorks mso hub 2/3 

NOTE: Please see lhe StorageWorks by Compaq Modular SAN Array 1000 QuickSpecs for 
odditionol opfions and configuralion information ai: 
http://www5.compaq.com/products/quickspecs/11 033 na/11 033 na.HTML 

EMA 12000 O 14 60Hz 

EMA 12000 S 14 60Hz 

MA8000 60Hz 

EMA 12000 81ue 60Hz 

NOTE: Optians indu de contraller, solution kits, ACS. MA8000/EMA 12000 includes controller shelf, 
drive shelves ond cabine!. Packaging upgrade lo RA8000/ESA 12000. 

NOTE: Please see lhe StorageWorks MA8000/EMA 12000 QuickSpecs for FC Hubs, FC switches, 
platform software, host adapters, disks and options for complete solutions af: 
http://www5.compaq.com/praducts/quickspecs/1 0545 na/ 1 0545 na .HTML 

EMA 16000 O 14 60Hz (opa I) 

EMA 16000 S 14 60Hz (opa I) 

NOTE: Models include: Dual HSG80 controllers in each Model 2200 enclosure (2 pairs per single 
bus configuration, 4 pairs per dual bus configuration) with 1 G8 coche per contraller pai r, and 12 14-
bay drive enclosures with redundanf power supplies. Configure-to-Order (CTO) builds are available. 
Options include ACS, platform kits and software by HP. 

NOTE: Please see lhe StorageWorks EMA 16000 QuickSpecs for FC swifches, platform software, hosf 
adapters, disks and options for complete solutions ai: 
http://www5.compaq.com/products/quickspecs/1 0812 na/1 0812 na.HTML 

StorageWorks SAN Switch 2/8-EL 

StorageWorks SAN Switch 2/16 

StorageWorks SAN Switch 2/8-EL Upgrade Kit 

StorageWorks SAN Switch 2/16-EL Upgrade Kit 

StorogeWorks Oiredor 2/64 

NOTE: Please see lhe StorageWorks Director 2/64 QuickSpecs for additional information: 
http://www5.compaq.com/praducts/quickspecs/1 1 003 na/11 003 na.HTML 

201723-822 

218231-822 

218960-821 

218232-821 

245299-821 

286763-821 

175990-821 

175991-821 

175992-821 

175993-821 

238792-821 

238791-821 

322120-821 

322118-821 

325888-821 

288250-821 

286809-821 

Please see the UPS and PDU cable motrix that lists cable descriptions, requirements, and 
specificotions for UPS and PDU units.that lists coble descriptions, requirements, and specificotions for 

UPS units. 
ftp: j /ftp. com pa q. com/ pu b/ prad uds/ servers/Prolia ntstora g e/ power-prole di o n/ powercordmatrix. pdf. 

I f , ~1 4 8 o 
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QuickSpecs HP ProLiant DL580 Generation 2 (G2) 

Options 

Uninterruptible Power 
Systems - Rock 

UPS Options 

Compaq UPS R 1500 XR (1440VA, 1340 Watt), Low Voltage 

Compaq UPS R3000 XR (2880VA, 2700 Wott), Low Voltage 

Compaq UPS R3000 XR (3000VA, 2700 Watt), High Voltage 

Rock-Mountable UPS R6000 (6000VA, 6000 Wott) High Voltoge 

UPS R12000 XR N+ x (200-240V) (hardwired) 

NOTE: The UPS R12000 XR has o hardwired input and output; requires a 1 OOA circuit. 

SNMP Serial Port Card 

NOTE: Supparts tower and rack UPS XR models ranging from 1000- 3000VA. 

Six Port Card 

NOTE: Supports tower and rock UPS XR models ronging lrom 1000- 3000VA. 

High to Low Voltoge Transfonmer (250VA) 

NOTE: Supports R6000 UPS series only. 2.5 omps@ 125 Volts mox output ocross two NEMA 5-15. 

Extended Runtime Module, R 1500 XR 

NOTE: 2U eoch, two ERM moximum. 

Extended Runtime Module, R3000 XR 

NOTE: 2U eoch, one ERM moximum. 

Extended Runtime Module, R6000 

NOTE: 3U eoch, two ERM moximum. 

Extended Runtime Module, R 12000 XR, 4U 

NOTE: 4U eoch, two ERM moximum. 

R 1200 XR 8ackplate Receptacle Kit, (2) L6-30R 

NOTE: The R12000 XR 8ockplote Kit hos o hordwired input. 

R1200 XR 8ackplote Receptacle Kit, (2) IEC-309R 

NOTE: The R 12000 XR 8ockplote Kit hos o hardwired input. 

SNMP-EN Adopter 

NOTE: Supports R6000 UPS series only. 

Multi-Server UPS Cord 

NOTE: Supports R6000 UPS series only. 

Scoloble UPS Card 

NOTE: Supports R6000 UPS series only. 

Cable, 16A, IEC320-C20 to IEC320-C19 

NOTE: Power cord (295633-821) conneds Proliont servers to PDUs or UPSs with IEC320-C19 
output connedions. 

Coble, 1 OA, IEC320-C14 to IEC320-C19 
NOTE: Power cord (291 034-821) conneds Proliont DL580 G2 servers to PDUs or UPSs with 
IEC320-C13 output connedions. This power cord hos been specilicolly designed to work with the 
Proliont DL580 G2 server. Pleose NOTE the following importont precoutions when deploying this 

204404-001 

192186-001 

192186-002 

347207-001 

207552-822 

192189-821 

192185-821 

388643-821 

218971-821 

192188-821 

347224-821 

217800-821 

325361-001 

325361-821 

347225-821 

123508-821 

123509-821 

295633-821 

291034-821 

--------------FJ0WeF-C-GF - : 

• Use the cord only in conjunction with the Proliont DL580 G2 server. 
e Use the cord to connect the Proliant DL580 G2 server only to PDUs or UPSs with IEC320-

C13 output connedions. 
• Do not use the cord with ony other Proliont or third porty server. 
• Do not use the cord with any other office equipment ar camputers. 

• Do not use the cord os on extension cord. 
• Do not plug the cord into o wall outlet. 

Foilure to odhere to these precoutions moy involidote the server warranty. 

' I ' ; • '1 4 8 1 
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QuickSpecs HP ProLiont DL580 Generotion 2 (G2) 

Options 

Modular PDUs 1 U/OU 

(Up to 32 outlets) 

NOTE: 1 U/ OU mounting 
brackets shipped with 
lhe uni! (optimized for l 0000 
and 9000 series racks}. 

Rack Builder 

Third Party Rack Kit 

Telco Rack Support 

i n v e n t 

Modular Power Distribution Units (mPDU) , High Volt Model, 16A (200-240 VAC) 

NOTE: This model hos o detochoble input power cord ond is odoptoble to counlry specific 
requirements. The 16A PDU olso connects to lhe high volt models of the UPS R3000 XR ond R6000 
models. Coble P/ N 340653-001 required if connecting to UPS R3000 XR (192186-002 -High Volt 
model only}. 

Modular Power Distribution Units (mPDU), Low Volt Model, 24A (1 00-127 VAC) 

NOTE: This model hos o detochoble input power cord ond is adoptoble to country specilic 
requirements. The 16A PDU olso connects to the high volt models of the UPS R3000 XR ond R6000 
models . Coble P/N 340653-001 required if connecting to UPS R3000 XR (192186-002 -High Volt 
model only). 

Modular Power Distribution Units (mPDU}, High Volt Model, 24A (200-240 VAC) 

NOTE: L6-30 input. 

Modular Power Distribution Units (mPDU), High Volt Model, 40A (200-240 VAC) 

NOTE: The 40A model hos o hordwired input. 

NOTE: Pleose see the following Modular Power Dislribution Unit (Zero-U/1 U Modular PDUs) 
QuickSpecs for odditionol options including cables: 

http://wwwS.compoq.com/products/ quickspecs/11 041 na/ 11 041 na.HTML 

Pleose see the Rack Builder for configurotion ossistonce ot http://www.compoq.com/rockbuilder/ 

DL580 G2 rock model support: 
The DL580 G2 Third Party rack kit 287528-821 provides support for ony rack, squore hole or round 
hole, (including HP Rock System /E ond HP Systems}, with an adjustment range from 23 '12''- 34" 
deep. 
NOTE: The Third party rock kit is required for round hole rocks or for squore hole racks thot do no! 
conform to the odjustment range of lhe stondord rail thot ships with the server. 

DL580 G2 rack model support: 
Support for ali 2-post Telco racks requires the Third Porty option kit 287528-821, plus on odditional 
option kit from Rack Solutions. The Rack Solutions brackets con be purchased at: 
http :/ /www. rocksolutions.com/hp 

252663-824 

252663-071 

252663-072 

252663-821 

287528-821 

287528-821 

'
1
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QuickSpecs HP ProLiant OL580 Generatio ;..," 2 ··(G2) 

Options 

HP Ra ck 10000 Se ries 

(Graphite Metallic) 

HP Rack S 10614 (14U) Rack Cabine! - Shack Pallet 

HP Rack 10842 (42U, 800mm wide)- Paliei 

HP Rack 10842 (42U, 800mm wide)- Shack Paliei 

HP Rack 10647 (47U)- Pallet 

HP Rack 1064 7 (47U) - Crated 

HP Rack 1 0642 (42U) - Pallet 

HP Rack 1 0642 (42U)- Shock Paliei 

HP Rack 1 0642 (42U)- Crated 

HP Rack 1 0636 (36U)- Pallet 

HP Rack 1 0636 (36U) - Shock Paliei 

HP Rack 1 0636 (36U)- Crated 

HP Rack 1 0622 (22U) - Pallet 

HP Rack 1 0622 (22U)- Shock Paliei 

HP Rack 1 0622 (22U) - Crated 

NOTE: -821 (pallet) used to ship empty racks shipped on a truck 
-822 (shock paliei) used ta ship racks with equipment installed (by custam systems, VARs and 
Channels) 
-823 (crated) used for a ir shipments af empty racks 

NOTE: Please see the Rack 10000 QuickSpecs for Technical Specifications such as height, width , 
depth, weight, and calor: 
http:/ / www5.campaq.com/ products/ quickspecs/ 1 0995 na/ 1 0995 na.HTML 

NOTE: For additional infannation regarding Rack Cabinets, please see the following URL: 
http ://h 1 8000. www 1 . hp. com/ prad ucts/ servers/ prol ia ntstorage/ rack -options/i ndex. htm I 

Compaq Rack 9000 Series Compaq Rack 9142 (42U)- Paliei 

(opal) Compoq Rack 9142 (42U)- Shock Pallet 

Compaq Rack 9142 (42U)- Crated 

Compaq Rack 9122 (22U)- Paliei 

Compoq Rock 9122 (22U)- Shock Pallet 

Compoq Rock 9122 (22U)- Croted 

NOTE: -821 (pallet) used to ship empty racks shipped on a truck 
-822 (shoek pollet) used to ship racks with equipment instolled (by custam systems, VARs and 
Channels) 

i n • e n t 

-823 (crated) used for a ir shipments of empty racks 

NOTE: Please see the Rack 9000 QuickSpecs for Technicol Specificotions such as height, width , 
depth, weight, ond colar: 
http://www5.compoq.com/ products/ quickspecs/ 1 0366 na/ 1 0366 na.HTML 

NOTE: For additional information regarding Rack Cabinets, please see the following URL: 
http://h 18000.www 1.hp.com/ products/ servers/ proliantstorage/ rack-options/ index.html 

DA- 11372 North America- Version 29- June 16, 2003 2 

292302-822 

257415-821 

257415-822 

2451 60-821 

245160-823 

245161-821 

245161 -822 

245161-823 

245162-821 

245162-822 

245162-823 

245163-821 

245163-822 

245163-823 

120663-821 

120663-822 

120663-823 

120665-821 

120665-822 

120665-823 

. ~. 
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~ ~ QuickSpecs HP ProLiont DL580 Generat-iqn 2 (G2) 

Options 

Rack Options for HP Rack Rack Blanking Panels- Graphite (Multi) 
l 0000 Series NOTE : Contains one each of lU, 2U, 4U ond 8U. 

Rack Blanking Panels- Graphite (lU) 

NOTE: The Rack 81anking Panels (PN 253214-82 1) contains lO eoch of (lU) . 

Rack 8lanking Panels- Graphite (2U) 

NOTE : The Rack 81anking Panels (PN 253214-822) conlains lO each of (2U) . 

Rack Blonking Panels - Graphite (3U) 

NOTE: The Rack 8lanking Panels (PN 253214-823) conlains lO each of (3U). 

Rack 81anking Panels- Graphite (4U) 

NOTE: The Rack 81onking Panels (PN 253214-824) contains lO eoch of (4U) . 

Rock 81anking Panels- Graphite (5U) 

NOTE : The Rack 81onking Panels (PN 253214-825) contoins lO eoch of (5U) . 

800mm Wide Stabilizer Kit (Graphite) 

NOTE: Supported by lhe Rack l 0842 cabine! only. 

600mm Stabilizer Kit- Graphite 

8aying Kit for Rack l 0000 series (Carbon) 

42U Side Panel - Graphite Metollic 

ll OY Fan Kit (Graphite) 

NOTE : Roof Mount lndudes power cord with IEC320-Cl3 lo Nema 5-l5P. 

220V Fon Kit (Graphite) 

NOTE : Roof Mount lncludes power cord with IEC320-Cl3 to Nemo 6-l5P. 

36U Side Ponel- Grophite Metallic 

47U Side Pane!- Graphite Metollic 

9000/ l 0000 Series Offset 8aying Kit (42U) 

NOTE: This kit can be used lo conned 9000 and l 0000 series racks of lhe same U height together. 
Kit contents include hardware for conneding racks and a ponel to cover lhe l OOmm gap ot the reor 
of lhe two racks . 

NOTE : For additional informolion regording Rack Cobinets, please see the following URL: 
http ://h l 8000. www l . h p. com/ prod ucts/ servers/ prol i a ntstorage/ rack -o pti ons/ i ndex. html 

253214-826 

253214-821 

253214-822 

2532 14-823 

253214-824 

253214-825 

255488-821 

246107-821 

248929-821 

246099-821 

257413-821 

257414-821 

246102-821 

255486-821 

248931-821 

I li 1 4 8 4 
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QuickSpecs HP ProLiant DLSBO Generatio'rr~2- ·(G2) 

Options 

Rack Options for 8oying/ Coupling Kit 

Compoq Rack 9000 Series 42U Side Ponel 

NOTE: The 42U Si de Ponel (PN 120670-821) supporls the Compoq Rock 9142 ond Compaq Rock 
9842 . 

• 

36U Side Ponel 

NOTE: The 36U Side Penei (PN 120671-821) supporls the Compoq Reck 9136. 

9142 Extension Kit 

NOTE: The 9142 Extension Kit (PN 120679-821) supporls lhe Compaq Rack 9142 only. 

9142 Split Rear Doar 

NOTE: The 9142 Split Rear Doar (PN 254045-821) supporls lhe 600 mm wide, 42U 9000 series 
rock. 

9136 Extension Kit 

914 2 Shorl Rear Do o r 

NOTE: The 9142 Shorl Rear Doar (PN 218217-821) supporls the Compeq Reck 9142 only. 

9136 Shorl Rear Doar 

9122 Shorl Rear Doar (Opa I) 

800mm Stabilizer Option Kit (Opal) 

NOTE: The 800mm Stebilizer Kit (PN 234493-821) supporls lhe Reck 9842 only. 

600mm Stebilizer Option Kit 

Rock 8lenking Penei (Multi) 

NOTE: Kit includes four peneis in 1 U, 2U, 4U, and 8U. 

Rock 81anking Peneis (1 U) 

NOTE: The Reck 81enking Peneis (PN 189453-821) conteins 1 O eech of (1 U) . 

Rock 8lenking Peneis (2U) 

NOTE: The Reck 8lenking Peneis (PN 189453-822) conteins 1 O each ef (2U) . 

Rack 81anking Peneis (3U) 

NOTE: The Rack 8lanking Peneis (PN 189453-823) contains 1 O each af (3U). 

Rack 8lanking Peneis (4U) 

NOTE: The Reck 81anking Peneis (PN 189453-824) contains 1 O eech of (4U). 

Rack 81anking Peneis (5U) 

NOTE: The Rack 81enking Peneis (PN 189453-825) conleins 1 O each of (5U) . 

9000/ 1 0000 Series 42U Offsel 8oying Kit 

NOTE: This kit can be used to conned 9000 and 10000 series racks of lhe some U height together. 
Kit conlenls include hardware for conneding racks and a penei to cover the 1 OOmm gap ai lhe rear 
of lhe lwo racks. 

NOTE: For addilional information regarding Rack Cabinels, please see the following URL: 
http://h 18000.www 1.hp.com/ products/ servers/ proliantstorage/ rack-oplions/ index.html 

Rack Options for High Ai r Flow Rack Doar Inseri for lhe 7122 Rack 

Compaq Rack 7000 Series High Ai r Flow Rack Doar Inseri for lhe 7142 Rack (single) 

High Air Flow Reck Doar Inseri for the 7142 Rock 
(6-peck) 

Compaq Networking Coble Managemenl Kit 

Compeq Rack Extension Kit for 7142 

NOTE: For additional infonmation regarding Rack Cabinets, pleese see the following URL: 
http://h 18000.www 1.hp.com/products/ servers/ proliantstorage/ rack-options/index.html 

. I • 

120669-821 

120670-821 

120671-821 

120679-821 

254045-821 

218216-821 

218217-821 

218218-821 

218219-821 

234493-821 

120673-821 

169940-821 

189453-821 

189453-822 

189453-823 

189453-824 

189453-825 

248931-821 

157847-821 

327281-821 

327281-822 

292407-821 

154392-821 

I 
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QuickSpecs HP ProLiant DL580 Generatiorf :i'(G2) 

Options 

Rock Options for Rack 
7000,9000and 10000 
Series 

• 

Service and Support 
Offerings (Core Pack 
Services) 

i " v • " ' 

Bailas! Optian Kit 

Rack Rail Adapter Kit (25-inch depth) 

Cable Management D-Rings Kit 

Monitor/ Utility Shelf- Grophite 

Depth Adjustable Fixed Roi/ 

lnput Device Adjustable Rails 

NOTE: lnput Device Adjustable Rails (287139-821) are for use ONLY with lhe TFT511 OR, 

TFT5600RKM and integroted keyboard/drawer which is used in mounting into third party racks. 

/nput Device Te/co Rails 

NOTE: lnput Device Te/co Rails (287138-821) are for use ONLY with the TFT511 OR, TFT5600RKM 
and integrated keyboard/ drawer which is used in mounting into third party racks. 

Console Management Contra/ler (CMC) Option Kit 

Console Management Contra/ler (CMC) Sensors Option Kit 

Console Management Contra/ler (CMC) Locking Option Kit 

Console Management Contra/ler (CMC) Smoke Sensors Option Kit 

Server Console Switch 1 x 2 pari (1 00 to 230 VAC) 

Serve r Console Switch 1 x 4 pari (1 00 to 230 VAC) 

Server Console Switch 1 x 8 pari (1 00 to 230 VAC) 

Server Console Switch 1 x 2 pari (1 00 to 230 VAC) 

Server Console Switch 2 x 8 pari (48 VDC) 

KVM 9 PIN Adapter (4 Pack) 

CPU to Server Console Cable, 12' 

CPU to Server Console Cable, 20' 

CPU to Server Console Cable, 40' 

CPU to Server Console Cable, 3' 

CPU to Server Console Cable, 7' 

CPU to Server Console Cable (Pienum Rated) 20' 

CPU to Server Console Cable (Pienum Rated) 40' 

Switch Box Connector Kit (115 V) 

Switch 8ox Connector Kit (230 V) 

TFT5600 RKM (Rack-mount Keyboard Monitor) 

1 U Rack Keyboard & Drawer 

NOTE: For additional infarmation regarding Rack Cabinets, please see the following URL: 
http://h 18000.www 1.hp.com/ products/servers/proliantstoroge/rock-options/ index.html 

Hardware Services 4-Hour On-site Service 

4-Hour On-site Service, 5-Day x 9-Hour Coverage, 

3 Years (6 -3 Pari Number for U.S.) 

4-Hour On-site Service, 5-Day x 9-Hour Coverage, 
3 Years (6-3 Pari Number for Canada) 

4-Hour On-site Service, 7 -Day x 24-Hour Coverage, 
3 Years (6-3 Pari Number for U.S.) 

4-Hour On-site Service, 7 -Day x 24-Hour Coverage, 
3 Years (6-3 Pari Number for Cana da) 

4-Hour On-site Service, 5-Day x 9-Hour Coverage, 
3 Years (6-3 Pari Number for U.S.) 

DA - 11372 Norlh America- Version 29- June 16, 2003 

120672-821 

120675-821 

168233-821 

253449-821 

332558-821 

287139-821 

287138-821 

203039-821 

203039-822 

203039-823 

203039-824 

120206-001 

400336-001 

400337-001 

400338-001 

400542-821 

149361-821 

110936-821 

110936-822 

110936-823 

110936-824 

110936-825 

149363-821 

149364-821 

144007-001 

144007-002 

221546-001 

257054-001 

401783-002 

401783-122 

401782-002 

401782-122 

401783-002 
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QuickSpecs HP ProLiant DL580 Generation 2 (G2) 

Options 

lnstallation & Start-up Services 

Hardware lnstal/otion {2-5-2 Pari Number for Co nada) 

Hardware lnstollotion (6-3 Port Number for US) 

Pre-instollation plonning; unpack equipment, instai/ most current Compoq HW options interno/ ta 

server ot some time of server installation; ossemble & test; bosic user informotion provided; Instai/ & 
configure basic functionality of Win NT Operating System plus up to 1 day start-up activity, configure 
print & network access services, and orientation (2-5-2 Port Number for Canada.) 

Pre-installation planning; unpack equipment, insta li most current Compaq HW options internai to 
serve r at some time of server installation; assemble & test; basic user information provided; Insta li & 
configure basic functionality of Win NT Operating System plus up to 1 day start-up activity, configure 

print & network access services, and orientation (6-3 Part Number for U.S.) 

Pre-instollatian plonning; unpack equipment, instai/ most current Compaq HW options internai to 

server ot some time of server installation; assemble & test; basic user information provided; Insta li & 
configure basic functionality of Novel/ NetWare Operating System plus up to 1 day start-up activity, 

configure print & network access services, and orientation (2-5-2 Part Number for Co nada) 

Pre-installation planning; unpack equipment, instoll most current Compaq HW options internai to 
serve r at some time of server installation; assemble & test; basic user information provided; Instai/ & 
configure basic functionolity of Novel/ NetWare Operating System plus up to 1 day start-up octivity, 
configure print & network access services, and orientation (6-3 Part Number for U.S.) 

Core Pack Priority Services for ProLiont Servers - Priority Leve/ 

9 x 5 HW, 4-hr response, Next Availoble HW engineer; 9 x 5 Bronze Software Support 2-hr response 
for Windows NT, Windows 2000, Professional, Serve ror Advanced Server Operating System, Next 
Available Specialist (2-5-2 Part Number for Co nada} 

9 x 5 HW, 4-hr response, Next Avoilable HW engineer; 9 x 5 Bronze Software Support 2-hr response 
for Windows NT, Windows 2000, Professional, Server or Advanced Server Operoting System, Next 

Available Specialist (6-3 Part Number for U.S.) 

9 x 5 HW, 4-hr response, Next Available HW engineer; 9 x 5 Bronze Software Support 2-hr response 

for Novell NetWore Operoting System, Next Avoilable Specialist (2-5-2 Part Number for Co nada) 

9 x 5 HW, 4-hr response, Next Available HW engineer; 9 x 5 Bronze Software Support 2-hr response 

for Novel/ NetWore Operating System, Next Avoilable Specialist (6-3 Part Number for U.S.) 

Core Pack Priority Services for ProLiont Servers - Priority 24 Leve/ 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Bronze Software Support, 2-hr response for 
Windows NT, Windows 2000, Professional, Server or Advanced Server Operating System, Next 
Availoble Specialist (6-3 Part Number for U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Bronze Software Support, 2-hr response for 

Novel/ NetWare Operating System, Next Available Specialist (6-3 Part Number for U.S.) 

I I i i 

FP-MJJNS-JN 

401793-002 

FM-MSTEC-03 

240015-002 

FM-NSTEC-03 

240010-002 

FM-M01 E3-36 

239936-002 

FM-N01 E3-36 

239976-002 

239938-002 

239978-002 

1'48 7 
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QuickSpecs HP ProLiant DL580 Generotion 2 (G2) 

••• , • .,-·:: /> 

Options 

Core Pock Priority Services for ProLiont Servers - Priority Si/ver 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silve r Software Support, J -h r response, 
Monday- Fridoy, 8AM- 5PM local time, 2-hr response olter hours for Windows NT, Windows 2000, 
Professionol , Server or Advonced Serve r Operoting System, Technical Account Monoger, Technical 
Newsletter, SW octivity review (2-5-2 Pari Number for Canodo) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Software Suppori, 1-hr response, 
Mondoy- Fridoy, 8AM- 5PM local time, 2-hr response olter hours for Windows NT, Windows 2000, 
Professionol , Server or Advonced Serve r Operoting System Operoting System, T echnicol Account 
Monoger, Technicol Newsletter, SW octivity review (6-3 Pari Number for U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Si/ver Subsequent System Support for 
Windows NT, Windows 2000, Professionol , Server or Advonced Server Operoting System (6-3 Pari 
Number for U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Si/ver Subsequent System Suppori for 

Windows NT, Windows 2000, Professionol , Server or Advonced Server Operoting System (2-5-2 Port 
Number for Co nado) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Si/ver Software Suppori, 1-hr response, 
Mondoy- Fridoy, 8AM - 5PM local time, 2-hr response olter hours for Novell NetWore Operoting 
System, Technicol Account Monoger, Technicol Newsletter, SW octivity review (2-5-2 Port Number for 
Cano do) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silve r Software Suppori, 1-hr response, 
Mondoy- Fridoy, 8AM- 5PM local time, 2-hr response ofter hours for Novel/ NetWore Operoting 
System, Technicol Account Monoger, Technicol Newsletter, SW octivity review (6-3 Port Number for 
U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Subsequent System Support for Nove li 
NetWore Operoting System (2-5-2 Port Number for Co nado .) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Subsequent System Support for Novell 
NetWore Operoting System (6-3 Port Number for U.S.) 

Core Pock Priority Services for ProLiont Servers - Priority Gold 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Gold Software Suppori, 30 minute response 
(criticai), 1-hr response (non-criticol) , for Windows NT, Windows 2000, Professionol, Server or 
Advonced Server Operoting System, T echnicol Account Monoger, T echnicol Newsletter, SW octivity 
review, prooctive revision monagement, Upgrode impact planning, 2 System Healthcheck per yeor (2-
5-2 Port Number for Canada) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Gold Software Suppori, 30 minute response 
(criticai) , 1-hr response (non-critical) , for Windows NT, Windows 2000, Professional, Server ar 
Advonced Server Operoting System, Technical Account Manager, Technical Newsletter, SW activity 
review, prooctive revision management, Upgrade impact planning, 2 System Healthcheck per year (6-
3 Pari Number fo r U.S.) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Gold Subsequent System Support for 
Windows NT, Windows 2000, Professionol , Server or Advanced Server Operoting System (2-5-2 Pari 
Number for Canodo) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Gold Subsequent System Support for 
Windows NT, Windows 2000, Professionol, Server or Advanced Server Operoting System (6-3 Port 
Number for U.S .) 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Gold Software Support, 30 minute response 
(criticai), 1-hr response (non-criticol) , for Novell NetWare Operoting System, Technical Account 
Monager, Technical Newsletter, SW activity review, Upgrode impact planning (2-5-2 Pari Number for 

Cano da) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Gold Software Suppori, 30 minute response 
(criticai) , 1-hr response (non-critical), for Novel/ NetWore Operoting System, Technicol Account 
Manager, Technicol Newsletter, SW activity review, Upgrode impact planning (6-3 Part Number for 

U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Gold Subsequent System Support for Novel/ 
NetWore Operoting System (2-5-2 Pari Number for Canoda) 

FM-M04E3-36 

239940-002 

239942-002 

FM-M24E3-36 

FM-N04E3-36 

239980-002 

FM-N24E3-36 

239982-002 

FM-M08E3-36 

239944-002 

FM-M28E3-36 

239946-002 

FM-N08E3-36 

239984 -002 

FM-N28E3-36 

239986-002 24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Gold Subsequent System Support for Novell 
NetWore Operoting System (6-3 Pari Number for U.S.) 

~~----------------------------';_, '~J~4~8=8~/-
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QuickSpecs HP ProLiant DL580 Generation ·2 .(G2) 

Options 

i " ... " t 

Core Pack Priority Services for ProLiant Servers - Priority Gold Executive 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gofd Software Support, 30 minute response 
(criticai), 1-hr respanse (non-critical), for Windows NT, Windows 2000, Professional, Server or 
Advanced Server Operating System, Technicol Account Monager, Technicol Newsletter, SW activity 
review, proactive revision monagement, Upgrade impact planning, 2 System Healthcheck per year (2-
5-2 Part Number for Canedo) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gold Software Support, 30 minule response 
(criticai) , 1-hr response (non-critical), for Windows NT, Windows 2000, Professional, Server or 
Advanced Server Operaling System, Technical Account Monager, Technical Newsletter, SW octivity 
review, prooctive revision monagement, Upgrade impoct planning, 2 System Healthcheck per year (6-
3 Part Numberfar U.S.) 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Subsequent System Support for 
Windows NT, Windows 2000, Professional, Server or Advanced Server Operating System (2-5-2 Port 
Number for Co nada) 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Subsequent System Support for 
Windows NT, Windows 2000, Professionol, Server or Advanced Server Operoting System (6-3 Part 
Number for U.S.) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gold Software Support, 30 minute response 
(criticai), 1-hr response (non-criticol), for Novell Ne!Wore Operating System, Technical Account 
Monoger, Technical Newsletter, SW octivity review, Upgrade impoct planning (2-5-2 Part Number for 
Canedo.) 

24 x 7 HW, 2-hr response, Named HW engineer; 24 x 7 Gold Software Support, 30 minute response 
(criticai), 1-hr response (non-criticol), for Novell NetWore Operating System, Technicol Account 
Monoger, Technical Newsletter, SW activity review, Upgrade impoct plonning (6-3 Port Number for 
U.S.) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gold Subsequent System Support for Novell 
NetWore Operating System (2-5-2 Pari Number for Co nado) 

24 x 7 HW, 2-hr response, Nomed HW engineer; 24 x 7 Gold Subsequent System Suppart for Nove li 
NetWore Operating System (6-3 Part Number for U.S.) 

NOTE: For more informotion, customer/resellers con contact http:/ /www.compaq.com/ services. 

I I ' I 

FM-M09E3-36 

239948-002 

FM-M29E3-36 

239950-002 

FM-N09E3-36 

239988-002 

FM-N29E3-36 

239990-002 

• 1, 
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·-· QuickSpecs HP ProLiant DL580 GeneratLC?!l 2(G2) 

Memory 

HP Proliant DL580 G2 1 .60 GHz 2P Models and 1 .40 GHz 2P Models 

Standard Memory 
2048MB 200MHz Double Data Rale (DOR) SDRAM (PC1600 Registered SDRAM Memory with Advanced ECC functionolity) 

Standard Memory Plus Optional Memory and Optional Memory board 
Up to 26,624-MB memory is available with the optional installation of PC1600 Registered ECC SDRAM Memory kits and a second, optional memory board. 

Standard Memory Replaced with Optional Memory and Optional memory board 
Up to 32,7 68-MB of memory is available with the remova I of the standord 2048-MB of memory, the optional installation of PC1600 Registered ECC 
SDRAM Memory kits, and a second, optional memory board. 

Optional (Standard 
Memory Plus Optional 

Memory Board and 
Optional Memory) 

Maximum Memary Summary 
1 1 2 I 3 

Stondord Memory Board (Siots) 

I 4 I 5 I 6 I 7 I 8 Maximum (Standard 
Memory Replaced with 2048 MB I 2048 MB I 2048MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB 

Optional Memory with 32,768 MB Optional 2nd Memory Baard (Siots) 
Optionol Memory 1 I 2 I 3 I 4 I 5 I 6 I 7 I 8 

board) 2048 MB I 2048 MS I 2048 MB J 2048 MS I 2048 MB I 2048 MB I 2048 MB I 2048 MB 

The following memory options are available from HP: 

e 1024-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 256MB) 202170-821 

e 2048-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 512MB) 202171-B21 

e 4096-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 1024 MB) 202172-821 -=- ' 8192-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 2048MB) 202173-B21 

Expand your memory capacity with the DL580 G2 Hot Plug Memory Expansion Board. Provides 8 additional DIMM slots for powering memory-intensive 
applications. 

• Hot Plug Memory Expansion Board 

HP Proliant DL580 G2 1 .40 GHz 1 P Model 

Stondard Memory 
1024 MB 200MHz Double Data Rale (DDR) SDRAM (PC1600 Registered SDRAM Memory with Advanced ECC functionality 

Standard Memory Plus Optional Memory ond Optional memory board 

203320-821 

Up to 25,600-MB memory is available with the optional installation of PC1600 Registered ECC SDRAM Memory kits anda second, optional memory board. 

Standard Memory Replaced with Optionol Memory and optional memory board 
Up to 32,7 68-MB of memory is available with the remova I of the standard 1024-MB of memory, the optional instollotion PC1600 Registered ECC SDRAM 
Memory kits, and a second, optionol memory board. 

NOTE· Memory must be odded in banks of four DIMMS This chart does not represent ali possible memory configurotions. 

Standord Memory Summary Standard Memory Board (Siots) 

1 I 2 i 3 I 4 I 5 I 6 I 7 I 8· 

Standard I 1024MB 256 MB I 256 MB I 256 MB I 256 MB I Empty I Empty I Empty I Empty 
' , ' j .. -
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QuickSpecs ·"- ..... 

HP ProLiant DL580 Generati~;,~ "j {G2) 

Memory 

Optional Memory Summary Standard Memory Board (Siots} 

1 I 2 ! 3 I 4 I 5 I 6 I 7 i 8 
Optional (Standard 256 MB ~ 256 MB i 256 MB I 256 MB ! 2048MB I 2048MB i 2048MB ~ 2048MB 
Memory Plus Optional 

25,600 MB Optional 2nd Memory Board (Siots} 
Memory Board and 

1 ~ 2 i 3 ~ 4 I 5 i 6 i 7 i 8 Optional Memory} 
2048MB I 2048MB I 2048MB I 2048MB I 2048MB I 2048MB I 2048MB I 2048MB 

Maximum Memory Summary Standard Memory Board (Siots} 

Maximum (Standard 1 I 2 i 3 ~ 4 I 5 I 6 I 7 I 8 

Memory Replaced with 2048 MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB 

Optional Memory with 32,768 MB Optional 2nd Memory Board (Siots} 
Optional Memory 1 I 2 I 3 I 4 I 5 I 6 I 7 I 8 

board} 2048 MB l 2048 MB I 2048 MB ! 2048 MB I 2048 MB I 2048 MB I 2048 MB I 2048 MB 

.he following memory oplions are available from HP: 

e 1024-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 256 MB} 

e 2048-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 512 MB) 

e 4096-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 1024MB} 

e 8192-MB PC1600 Registered ECC SDRAM Memory Kit (4 x 2048 MB) 

202170-B21 

202171-B21 

202172-B21 

202173-B21 

Expand your memory copocity with the DL580 G2 Hot Plug Memory Expansion Board. Provides 8 additional DIMM slots for powering memory-intensive 
applications. 

• Hot Plug Memory Expansion Board 

' I . 
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QuickSpecs 
Storage 

Drive Support 

Ejectable Slim Line 
Drives 

1 .44-MB slim-line Diskette 
Drive 

o 1 
u 

o 1 
u 

Qua ntity 
Supported 

Up to 1 

IDE slim-line CD-ROM Drive Up to 1 

Slimline DVD-ROM Drive Up to 1 
(8X/24X) Option Kit 

Hard Drives 

Ultra320 Hot Pluggable Drives 

Quantity 
Supported 

1-inch 
146.8-GB 10,000 rpm 
72.8-GB 10,000 rpm 
36.4-GB 10,000 rpm 
72.8-GB 15,000 rpm 

_]6.4-GB 15,000 rpm 

· - ' .2-GB 15,000 rpm 

Up to 4 

A 

B 

c 
D 

E 

F 

0-3 

Position 
Supported 

c 

B 

B orC 

Positio n 
Supported 

0-3 

......... , .. -· . ·~·. 

HP ProLiant DL580 Generation 2 (G2) 

Diskette Drive ejed button 

Ejectoble: 24x IDE CD-ROM (Siiml ine) 

Ejectoble: 1.44-MB Diskette Drive (S iimline) 

CD-ROM Drive eject button 

BOO-Wott (low line ar high line) Redundont Hot Plug Power Supply 

800-Wott (low line or high line) Primory Hot Plug Power Supply 

Wide Ultro3 Drive Coge (Duplex ar Simplex configuroble) . Duplex is stondard 
shipping configurotion 

Contrai ler 

lntegroted 

lntegroted IDE 

lntegroted IDE 

Contrai ler 

Smart Arroy Si Controller (integroted on system boord) Ultro3 SCSI Adapter 
Smart Arroy 532 Contrai ler 
Smort Arroy 5302/ 128 Controller 
Smart Arroy 5304/256 Controller 
Smart Array 5312 Contrai ler 
Smort Arroy 64 1 Controller 
Smart Arroy 642 Controller 
64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-bit/66-MHz Single Chonnel Wide Ultro3 SCSI Adapter 
64-Bit/ 133-MHz Dual Chonnel Ultra320 SCSI Adopter 

NOTE: Ali U320 Universal Hord Drives ore bockward compotible to U2 ar U3 speeds. U320 drives require on optional U320 Smart Arroy Controller ar 
U320 SCSI HBA to support U320 tronsfer roles. 

, I 1492 
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......... QuickSpecs HP ProLiant DL580 Generation 2 (G2) 

Storage 

Externai Storage 

StorageWorks Enclosure 4300 
Fomily 
(supports Ultro2/ Uitro3 drives 
only) 

Quantity 
Supported 

Up to 20 
(using Smort Array 
5300 Controller) 

Position 
Supported 

Externai 

Controller 

Smort Array 532 Controller 
Smort Arroy 5302/128 Controller 
Smort Arroy 5304/256 Controller 
Smort Array 5312 Controller 
Smort Array 642 Controller 
64-bit/66-MHz Single Chonnel Wide Ultra3 SCSI Adopter 
64-bit/66-MHz Dual Chonnel Wide Ultro3 SCSI Adopter 
64-Bit/ 133-MHz Dual Chonnel Ultro320 SCSI Adapter 

MSA 1000 Pleose see the MSA Externai 
1 000 QuickSpecs 

Pleose see the MSA 1000 QuickSpecs (URL below) for the lotest list of supported 
HBAs 

below to determine 
M configurotion 

1 
. ... requirements 

MSA 1000: http://wwwS.compoq.com/products/ quickspecs/1 1 033 no/11 033 no.HTML 

Maximum Storage Capacity- (Externai StorogeWorks Enclosure Attoched) 

Internai 

Externai 

Total 

Tape Drives 

587.2 GB (4 x 146.8-GB Ultra320 SCSI 1" Drives) 

41 .104 TB (20 x (14 x 146.8-GB 1" Ultro320 SCSI Drives)) 

41 .691 TB 

NOTE: For on up-to-dote listing of the lotest 0/5 Support detoils for eoch of the Tope Drives listed below, please see the following: 
http:/ / wwwS.compaq.com/products/ quickspecs/North Americo/1 0233.html 

NOTE: For on up-to-dote listing of the lotest 0/5 Support details for each of the Tope Storage Systems listed below, please see the following: 
http://wwwS.compaq.com/produds/ quickspecs/ North America/1 0809.html 

Quantity 
Supported 

Internai AIT 100-GB, Hot Plug Up to 1 
lnternal AIT 50-GB, Hot Plug 

Position 
Supported 

0&1or2&3 

Controller 

Smart Arroy Si Controller (integrated on system board) 
Smort Arroy 532 

)mal AIT 35-GB, LVD, Hot 
, rug 

*NOTE: The Smort Array 532 Controller does not support the AIT 100-GB Hot 
Plug Tape Drive. 

Internai 20/40-GB DAT, Hot 
Plug 
Internai DAT 72 Tape 

Externai AIT 50-GB Tape Drive Up to 2 
Externai AIT 35-GB, LVD Tape 
Drive 
Externai DAT 72 Tape Drive 

SDLT 11 0/220-GB, Externai 
SDLT 160/320-GB, Externai 

DLT VS 40/80-GB, Externai 
Externai 40/80-GB DLT 

Enhanced 
Externai 20/40-GB DLT 

Upto 2 

Upto 3 

Externai 

Externai 

Externai 

HP StorageWorks AIT 35 GB Up to 1 (for a single Externai 

DA-11372 
i n v • n t 

Smart Arroy 5302/ 128 Controller 
Smori Arroy 5304/256 Controller 
Smori Arroy 5312 Controller 
Smari Arroy 641 Controller 
Smart Arroy 642 Controller 
64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133-MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/133-MHz Dual Channel Ultra320 SCSI Adapter 

64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-bit/66-MHz Single Channel Wide Ultro3 SCSI Adapter 
64-Bit/133-MHz Dual Channel Ultro320 SCSI Adapter 

64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/66-MHz Single Channel Wide Ultra3 SCSI Adapter 
64-Bit/1 33-MHz Dual Chonnel Ultra320 SCSI Adopter 

64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapt~r 1 

r ) , I 
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QuickSpecs HP ProLiant DL580 Generation ·2 (Ç2f 

Storage 

Autoloader HBA) 64-bit/ 66-MHz Single Channel Wide Ultra3 SCSI Adapter 
Up to 2 (for o dual 64-Bit/ 133-MHz Dual Channel Ultra320 SCSI Adapter 

HBA) 

SSL2020 AIT Mini-Library 2 drives per SCSI Externai 64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
channel SAN Access Module for Smarl Array 5302 Cantroller 

64-Bit/1 33-MHz Dual Channel Ultra320 SCSI Adapter 

SSL 1 O 16 tape autoloader Up to 2 Externai 64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 
64-Bit/ 133-MHz Dual Channel Ultra320 SCSI Adapter 

MSL5026DLX (40/ 80GB DLT- 2 drives per SCSI Externai 64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 

based) channel 
MSL5026SL (SDLT-based) 

Library 
MSL5052SL (SDLT-based) 
Library 

~'il5052S2 (SDLT-based) 
rary 

SL5030L 1 (LTO-based) 
Library 
MSL5060L 1 (LTO-based) 
Library 
MSL6030 (Uitrium 460 
-based) Library 
MSL6060 (Uitrium 460 -based) 
Library 

ESL9322 Please see the ESL Externai 64-bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter 

ESL9322L 1 Library QuickSpecs 

ESL9595SL below to determine 

ESL9595 canfiguratian 
ESL9595Ll requirements 

ESL9595SL:http://www5.campaq.cam/ products/ quickspecs/ 11332 na/ 11332 na.HTML 
ESL9322: http://www5.campaq .com/ products/ quickspecs/11628 na/ 11628 na.HTML 
ESL9322L 1: http://wwwS.compaq.com/ products/ quickspecs/ 11445 na/ 11445 na.HTML 
ESL9595: http://www5.campaq.com/ products/ quickspecs/ 11629 na/ 11629 na.HTML 
ESL9595L 1 :http://www5.compaq.cam/ products/quickspecs/ 11435 na/ 11435 na.HTML 

' I , I 1 4 9 4 
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QuickSpecs HP ProLiant OL580 Generatioii 2- -(G2) 

Power Specifications 

Part Number 

Spare Kit 

Operational lnput Voltage 
Range (V rms) 

Frequency Range (Nominal) 
(Hz) 

System Specifications 
DL580 G2 Fully Configured 

2 78535-001 

192201-821 

90 lo 264 

4 7 lo 63 (50/60) 

Up to 4 Processors, 16 Memory Slols, 4 Hard Drives, 6 PCI Slols, and 2 Hot Plug Power Supplies 

ActiveAnswers Power Colculotion 
Power calculator is LIVE on ActiveAnswers websile. This is an externai link. 

Follow this link: 
http:/ / h30099 . www3 .hp. com/ configurator/ powercolcs. osp 

To drill down to calculotors: 
Click on: "Prolionl Servers" 

- --=---'C-Jllick..on the Server of jolerest ExomRie : DL580 G2 
Click on: "Power Calculotor'' link {You moy need to scroll down to see it.) 

DA- 11372 North Americo- Version 29- June 16, 2003 
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QuickSpecs HP ProLiant DL580 Generation 2 j (32) 

TechSpecs 

System Unit Rack Chassis Footprint (HxWxD) 6. 94 x 19 x 26.5 in/17.6 x 48.3 x 67.3 em 

Weight 66 lb/ 29.9 kg 
No hord drives instolled, 
one power supply 

lnput Requirements 

Max BTU Rating 

Power Supply Output 
Power (per power supply) 

Temperature Range 

Relative Humidity 
(non-condensing) 

Maximum Wet Bulb 
Temperature 

Acoustic Noise 

Roted lnput Voltoge 

Roted lnput Frequency 

lnput Power 

Roted lnput Current 

4000 BTU 

Roted Steady-State Power 

Moximum Peak Power 

Operoting 

Non-operating 

Shipping 

Operating 

Non-operoting 

1 Ol.rF/38.7"C 

100 to 120 VAC/ 
200 to 240 VAC 

50 to 60Hz 

1135W @ 110 VAC/ 
1125W @ 220 VAC 

12A (1 00 VAC). 
9.8A (120VAC), 
4 .9A (220 VAC) 

800W/ 800W (lowline/ highline) 

800W/800W (lowline/highline) 

50° to 95° F/ 1 ao to 35° C 

-20° to 140° F/-29° to 60° C 

-22° to 122° F/-30° to 50° C 

10%to 70% 

5%to 95% 

NOTE: Listed ore the dedared A-weighted sound power leveis LWAd and the declared 
average bystander position sound pressure leveis LpAm when operoting in a 23° C 
ambient environmenl. Noise emissions were measured in accordance with ECMA 74 and 
declored in accordonce with ECMA 109. 

ldle (Fixed Disk Drives 
Spinning) 

L WAd (BELS) 

L pAm (dBA) 

7.0 

54 

NOTE: These values apply to 2U rack configurotion . Configurotion tested included 2 
processors, two 1 O, 000 rpm hord drive, 1 power supplies, 1 power supply fan and 4 CPU 
fans. 

I i • 1496 
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QuickSpecs HP ProLiant DL580 Generation,.2 (G2) 

TechSpecs 

1.44-MB Diskette Drive Size 

LED lndicators (front ponel) 

Read/Write Copacity per 
Diskette 
(high/low density) 

Drive Supported 

Drive Height 

Drive Rototion 

Tronsfer Rale Synchronous 
(Moximum) (high/ low) 

Bytes/ Sector 

Sectors/T rack (high/ low) 

T rocks/ Side (high/ low) 

Access Times 

3.5 in 

Green 

1 .44 MB/ 720 KB formotted 

One 

One-third 

300 rpm 

500!250 KB/s 

512 

18/9 

80/80 

T rock-to-T rock (high/ low) 

Averoge (high/ low) 

Settling Time 

Lotency Averoge 

Cylinders (high/ low) 80/80 

Reod/Write Heads Two 

3/6 ms 

169/94 ms 

15 ms 

100 ms 

DA - 11372 Norlh Americo- Version 29- June 1 6, 2003 NR 
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QuickSpecs 
TechSpecs 

24X Max (or higher) IDE Disk 
CD-ROM Drive Slim Line 

Block Size 

Interface 

Access Times (typical) 

Audio Output Levei 

Data T ransfer Rale 

Coche Buffer 

Start-up Time (typical) 

Stop Time 

Loser Parameters 

Operating Conditions 

Oimensions 

DA-11372 

Applicable Disk 

Capacity 

Dia meter 

Rotational Speed 

Center Hole 

Thiekness 

Traek Piteh 

Mede 1 

Mede 2 

CO-DA 

CD-XA 

IDE (ATAPI) 

Rondem 

Fuii-Stroke 

Line-Out 

Headphone 

Sustained 

Burst 

128 KB 

< 7seconds 

< 4seeonds 

Type 

Wove Length 

Divergence Angle 

Output Power 

Temperature 

Humidity 

( HxWxD, maximum) 

Weight 

.~,"J ... 
\ . -~ 

,;,.~ · .. 

~ ...... ·. . -~ .. 

HP ProLiant DL580 Generation 2 (G2) 

CO-DA, CD-ROM (Mode 1 ond 2) 

CD-XA, CD-1 (Mede 2, Form 1 
ond 2) 

Photo CD (Single and Multi-session) 

Mixed Mode (Audio ond Doto eombined) 

540 MB (Mede 1 , 12 em) 

650 MB (Mede 2, 12 em) 

4.7 x 3.15 in/12 x 8 em 

4200 rpm moximum 

0.6 in/ 15 mm diameter 

1.2 mm 

1.6pm 

2,048 

2,340, 2,336, 1 ,024 bytes 

2,352 bytes 

2,328 bytes 

100 ms 

2000 ms 

0.7 VRMS at 47 kOhms 

0.6 VRMS at 32 kOhms (moximum volume) 

150 KB/s (sustained 1 X) 

2100 to 3600 KB/s 

Semieonductor Laser GaA 1 As 

780 ± 25 nm 

53.SO ± 1.SO 

0.14 mW 

41 o to 113°F/5° to 45°C 

10% to 80% 

1.69 X 5.75 X 8.19 in/ 
4 .29 x 15 x 20.8 em 

2.66 lb/1.2 kg 

! ' I • 

·~ 
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QuickSpecs 
TechSpecs 

lntegrated Lights-Out Architecture 
Standord (integrated on 

system board) Processar 

Upgradability 

Vídeo Support 

Interfaces 

Memory 

HP ProLiant DL580 Generafiori 2 (G2) 

32-bit PCI-based health and remate management ASIC (Application Specific lntegrated 
Circuit) 

32-bit RISC processar core running at 66 MHz 

Option firmware upgradable via flash ROM. 

Utilizes the hast server's embedded vídeo chip. Supports VGA/SVGA, 640 x 480 (256 to 
16.7M colors), 800 x 600 (256 to 16.7M colors), 1024 x 768 (256 ta 65K colors) , 1280 x 
1024 (256 colors) 

One Ethernet network conneciion (1 0/ 1 00 Mb/ s) 

2-MB Flash ROM 

8-MB SDRAM 

OperatingSystem Support Microsoft Windows NT 4.0 Server 

• 

i n v e n t 

Client Browser Support 

iLO Standard Features 

iLO Advanced Features 
(optional) 

DA- 11372 

Windows NT 4 .0 Enterprise Edition 

Windows 2000 Server 

Windows 2000 Advanced Serve r 

Red Hat 7.x, 

SuSE 7.0, 

Novell NetWare S.x, 6.x 

Microsoft Internet Explorer 5.5 o r later. 

Virtual T ext Remate Console 

Virtual Power Button Contrai 

Dedicated LAN Connectivity 

Automatic IP Configuration via DHCP/DNS/WINS 

lndustry Standard 128-bit Secure Sockets layer (SSl) Security 

IML and iLO Event Logging 

Support for up to 12 user accounts with customizable access privileges 

Virtual Graphical Remate Console 

Virtual Floppy Drive 
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QuickSpecs HP ProLiant DL580 Generation 2 (G2) 

TechSpecs 

lntegrated Smart Array Si 
Plus Controller 

Data Compatible with ali Yes 
Smart Arroy Controllers 

lnstant Upgrades to other Yes 
Smart Array Conlrollers 

Consistent Software Yes 
Manageability Taols 

PC I-X Bus 64-bit, 100 MHz (inlegrated an syslem board) 

PCI-X Peak Data Transfer 800 MB/s 
Rale 

SCSI Protocols Supported Ultra3, Ultro2 

SCSI Peak Data T ransfer 160 MB/s per channel 
R ate 

NOTE: For Proliant servers having TWO internai drive bays on separate SCSI ports: SCSI Peak Data Transfer Rale is 320 
MB/s total; 1 60 MB/s per channel and Channels is 2. 

Channels 2 (only one connected) 

NOTE: For Proliant servers having two internai drive bays on separate SCSI ports: SCSI Peak Data Transfer Rale is 320 
MB/ s total; 160 MB/s per channel and Channels is 2. 

SCSI Ports (externai/internai) 0/ 1 

NOTE: For Proliant servers having two internai drive bays on separate SCSI ports: SCSI Peak Data Transfer Rale is 320 
MB/ s total; 160 MB/s per channel and Channels is 2 . 

Drives Supported 2 
(maximum) 

NOTE: Maximum is lhe total number of internai drives on each specific Proliant server. 

Coche 64 MB Read and/ or Write Coche 

Battery-Backed Write Yes, with installation of Battery-Backed Write Coche Enobler, up to 64MB 
Coche 

RAIO Support O, 1,1 + 0,5 

Logical Drives (maximum) Maximum =total number of drives 

Online Configuration Yes 

Online Capacity Yes 
Expansion 

Logical Drive Capacity Yes 
Extension 

Online Stripe Size Yes 
Migrotion 

Online RAIO Levei Yes 
Migration 

Online Spare Support Yes 

Automatic Data Recovery Yes 

Drive Roaming Yes 

----------------------------~e-dlr~da-~o~e~rs~--~t~~rr------------------------------------------------------------------------
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QuickSpecs 
TechSpecs 

Compaq NC7 7 70 PCI-X Network Interface 

Gig abi t Serve r Ada p te r Compatibility 

• 

Dota Transfer M e tho d 

N etwork Transfer Rale 

Connector 

Coble Support 

© Capyright 2003 Hewlett-Packard Development Company, L.P. 

10/ 1 00/ 1 000-T 

IEE E 802.3 1 OBase-T 

IEEE 802 .3ab 1 OOOBase-T 

IEEE 802.3u 1 OOBase-TX 

64-bit/133MHz PCI -X 

1 OBase-T (Half-Duplex) 

1 O Base-T (Fuii-Duplex) 

1 OOBase-TX (Half-Duplex) 

1 OOBase-TX (Fuii -Duplex) 

1 OOOBase-T (Half-Duplex) 

1 OOOBase-T (Fuii-Duplex) 

RJ -45 

10Base-T 

1 0/ 1 00/ 1 OOOBase-T 

The information contained herein is subject to chonge withaut notice . 

10 Mb/ s 

20 Mb/ s 

100 Mb/ s 

200 Mb/s 

1000 Mb/s 

2000 Mb/ s 

Categary 3,4 ar 5 UTP 
up to 328 ft/ 1 00 m 

Categary 5 UTP (2 pa ir) ; 
up to 328 ft/ 1 00 m 

,, ... 
"); .. 

Microsoft and Windows NT are US registered trademarks of Microsoft Corporation. Intel is a US registered trademark of Intel Corporation. 

The only warranties for HP produds and services are sei forth in the express warranty statements accompanying such products and services. Nothing herein 
should be construed as constituting an additional warranty. HP shall not be liable for technicol ar editorial errors or omissions contained herein. 
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» -hp ho.mr~~ >> produds & sorvk:es » support & drivers » :lolutiotu 

_ __ -

» contact hp 

» ProLiant home 

» new products 
» retired products 
» special promotions 

» Proliant DL380 G3 
» product overview 
»q&a 
» quickspecs 
» cabling matrix 
» endorsements 
» benchmarks 

» site map 

search: 

(tõ ProLiant servers Í ali of hp US 

Proliant DL380 G3 
product overview 

The Proliant DL380 G3 is the industry's most versatile 2-way rack­
sever, offering integrated Lights-Out management, the latest 
performance technologies, and high-availability features optimized 
for large data center deployments. 

key benefits 

~ printab 

product oven 
» key benefits 
» whats new 
» quickspecs 
» ideal environ 
» model comp; 

The Proliant DL380 G3 is the next generation of the award-winning dense 2-way ser 
combines integrated Lights-Out (i LO) with the next generation of performance techno 
customers more control and performance in the same space-saving form factor. 

Features like the standard simplex/duplex backplane, six drive bays, three expansion 
which are hot-pluggable), optional redundant power and cooling, available OC power 
internai tape drive, and the most robust software support in the industry make this a s 
meet a wide range of deployment needs. 

» Next generation performance technologies 
» lndustry-leading flexibility and uptime 
>> Best-in-class management 

what's new 

better performance 

• Up to 2 Intel Xeon 3.06GHz processors with 1MB L3 cache in addition to the E 
• ServerWorks GC-LE chipset, supporting a 533MHz FSB 
• 3 full-length PC I-X expansion slots: 2 hot plug 1 OOMHz and 1 133MHz 
• 1GB of 2-way interleaved PC21 00, running at , 266MHz DOR SORAM with Ad 

and Online Spare Memory capabilities, expandable to 12 GB 
• 2 embedded NC7781 Gigabit Ethemet NIC ports 
• Embedded Wide Ultra3 Smart Array Si Plus RAIO controller 
• Simplex/duplex backplane, enabling the 6 internai SCSI drives to run on 1 or ~ 
• Optional transportable Battery-Backed Write Cache enabler for Smart Array 5i 

controller 

superior remote management 

• iLO (lntegrated Lights-Out) integrates the robust capabilities of the award-winr 
lnsight Lights-Out Edition without the need to consume a slot. 

easier ownership 

• Proliant Essentials Foundation Pack standard, including the latest SmartStart 
software and lnsight Manager 7 manageability, along with the optional Rapid [ 
toolkit and iLO Advanced, offer customers the most robust system-level deplo• 
maintenance software in the industry. ' . ,\ • _, -

quickspecs Fls'_ i~loi_J_5_Q 2 

~cf~ _., ~b 
http:/ Ih 18004. www l.hp.com/products/servers/proliantdl3 80/description-g3 .html ----22/Õ7/03 
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QuickSpecs HP ProLiant DL380 Generation 3 (G3) 

Overview 

..- ?4X Max CD-ROM (with eosy front ejection removei) 4. 1.44 MB (3 .5') Floppy Disk Drive 

- --- Front LEDs (show server status) 

3. Uni! ldentificotion button and LED 
(for easy in rack server identificotion) 

5. Six 1" Wide Ultra3/ Uitro320 SCSI hot plug hard drives and one AIT or 
20/40-GB DAT hot plug tape drive 

6. 2U form factor 

What's New 

• The Proliant DL380 G3 is now ovailoble with the lotes! technologies delivering best-in-class performance 
e Intel® Xeon 3 .06GHz processors ovoilable in two versions to satisfy a variety of applications: 

• 3 .06 GHz with 512K L2 Coche 
• 3.06 GHz with 512K L2 Coche and 1 MB L3 Coche 
• 533MHz Front Side Bus 
• 1GB (expandable to 12GB on ali systems greater than 2.8GHz) of 2-way interleaved PC21 00 DDR SDRAM, with Advanced ECC and Online Spare 

copabilities 

Overview 

• Windows® 2000 Madel 
• lntegrated Lights-Out (i LO) Management standard on system board 
e Five Peer PCI Architecture up to 3.06 GHz processors and a 533MHz Front Side Bus 

• ServerWorks GC -LE Chipset 
• lntegrated Smart Array Si Plus Controller with optional Battery-Backed Write Coche (BBWC) Enabler option kit 
• Three available 64-bit PCI-X slots, including two hot pluggable 1 OOMHz slots and one 133MHz slot 

.. ~J Two NC7781 PCI-X Gigobit NICs (embedded) 
-- Support for up to six 1" Wide Ultro3/ Uitro320 SCSI hot plug hard drives or for five hot plug hard drives and one AIT hot plug tape drive 

• User conligurable single/duol channel drive backplane 
• Internai hot plug copacity 880.8 GB standard (6 x 146.8 GB 1" HD) 
• 400-Watt Hot Plug Power Supply (with optional redundancy) 

• Hot Pluggable Fans (with optional redundancy) 
• Sliding rails and cable management arm for easy serviceability and in-rack iool-less access to major components 
• Automatic Server Recovery (ASR), ROM Bosed Setup Utility (RBSU), lnsighi Manager 7, Status LEDs including system heaith ond UID and SmartStort 
e Protected by HP Services, including a three-year, Next Business Day, on-site limited Global warranty and extended Pre-Foilure Warronty, which covers 

processors, memory, and hard drives- Certain restrictions and exclusions opply. Consult lhe HP Customer Support Center at 1-800-345-151 8 for 

deioils. 

' I · i 1 5o 3 
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QuickSpecs HP ProLiant DL380 Generatiorr··:3.,.(G3) · 

Standard Features 

Processo r 
O ne of the fo llowing 
depending on Model: 

Coche Memory 

Upgradability 
(per server) 

& ... pset 

Memory 
O ne of the following 

depending on Model: 

Network Controller 

Expansion Slots 

Storage Controller 

Storoge 

i n v ~ n f 

Intel Xeon Processar 3.06 GHz/S33 MHz- 1GB 

Intel Xeon Processar 3.06 GHz/ S33MHz -S12KB 

Intel Xeon Processar 2.8 GHz/400MHz -S12KB 

Intel Xeon Processo r 2 A GHz/ 400MHz -S12KB 

S12-KB Levei 2 coche 

1-MB Levei 3 coche 

Upgradable to dual processing 

ServerWorks GC -LE Chipset 

NOTE: For more information regarding ServerWarks, please see the following URL: 
http :/ /www .serverworks. com/ prod ucts/ overvievv. html 
NOTE: This Web site is available in English only. 

Standard 1GB of 2-way interleaved PC2100 DOR SDRAM running at 266MHz on 3.06GHz models 
with Advanced ECC and Online Spare capabilities 

Maximum 

Standard 

Maximum 

12GB 

512 MB oi 2 -way interleaved capoble PC21 00 DOR SDRAM running at 200MHz on 
2.8GHz models and lower, with Advanced ECC capabilities and Online Spare 
capabilities 

6GB 

Two NC7781 PCI-X Gigabit NICs (embedded) 

1/0 (3 T atol, 3 available) PCI Voltage: 

64-bit/ 100 MHz Hot Plug PCI 2 3.3 Volt or universal cards 

64-bit/133 MHz Non Hot Plug 
PCI 

Smart Array Si Plus Controller (integrated on system board) 

NOTE: For complete list oi devices supported the Smart array Si Controller see the following: 

http: / / wwwS.compaq.com/ products/quickspecs/ 11 063 na/1 1 063 na.HTr\1\L 

Diskette Drives 

CD-ROM 

Hard Drives 

Moximum Internai 
Storage 

DA- 11473 

1.44MB 

24x IDE CD-ROM (Universal Media Bay) 

Nane 
NOTE: The system can be operated in single channel (using either the embedded Sma rt 
Array Si Plus controller ar a PCI-based controller) or dual channel (with the first 2 drives on 

1 channel, driven by the Smart Array Si Plus controller and 4 drives driven by either the 
Smart Array Si Plus ora PCI-based controller) . 

880.8 GB (6 x 146.8 GB Ultra 320 1 ") 

North America - Version 23 - July 14, 2003 
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QuickSpecs HP ProLiant DL380 Generatio~ -'3~(G3) 

Standard Features 

Interfaces 

Graphics 1-= 
Form Factor 

i n v e- n t 

Serial 

Pointing Device (Mouse) 

Graphics 

Keyboard 

Externai SCSI (VHDCI) 

Network RJ-45 

USB 

3 (1 for iLO) 

2 
NOTE: Pleose see the following URL for additional information regord ing USB support: 
http://www.compaq.com/products/servers/p lotforms/usb-support.html 
N OTE: This Web site is available in English only. 

lntegraied ATI Rage XL Video Controller with 8-MB SDRAM Video Memory 

Rack (2U), (3.5-inch) 

. .... 

I INO Fs. ------
; i 1 5o 5 
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QuickSpecs HP ProLiant DL380 Generatio~~~~G3) · 

Standard Features 

Proliant Essentials 

Foundation Pack 

Software 

-c. 

i n w e n t 

lnsighi 

Manager 7 

SmartStart 

Management Agents 

ActiveUpdate 

ROMPaq, support software, 

and configuration utilities 

Survey Utility and diagnostics 

utilities 

Optional Proliant Essentials 

Value Packs 

lnsight Manager 7 helps maximize system uplime and performance and reduces the cosi oi 

maintaining the IT infrastrudure by providing proactive notification of problems before 

those problems result in costly downtime and reduced producti vity. lnsight Manager 7 is 

easy to sei up and provides rapid access to detailed lault and performance inlormation 

gathered by the Management Agents. One-click-access to the lntegrated Lights-Out o r 

Remate insight Lights Oui Edition board allows systems administrators to take lull 

graphical contrai of Proliant servers in remate locations or lights-out data cente rs. Finall y, 

!nsight Manager 7 in concert with the Version Contrai Agents and Version Contrai 

Repasitary Manager enables systems administrators to version monoge and update system 
software across graups of Proliant servers. 

SmartStart is a tool that simplilies server setup, providing a rapid way to deploy reliable 

and consistent server configurations. For more information, please visit the SmartStart Web 

site at: 

http :/ /www .h p. comi servers/smartstart 

SmartStart version supported (minimum) : SmartStart 6.0. 

The Management Agents form the foundation for HP's lntelligent Manageability strotegy. 

They provide dired, browser-based access to in-depth instrumentation built into HP servers, 

workstations, desktops, and portables, and send alerts to lnsight Manager 7 ond other 

enterprise monagement applications in case of subsystem or environmental failures. For 

additional infonmation about the Management Agents and other management products 

from, HP please visit the management website at: 

http:/ /www .hp .com/servers/ma nage 

ActiveUpdate is a web-based application that keeps IT managers directly connected to HP 

for proadive notification and delivery of the lates! software updates. 

The lates! software, drivers, and firrnware fully optimized and tested for your Proliant server 

and options. 

The mos! advanced configuration analysis, reporting and troubleshooting utilities used by 

HP and at your fingertips. 

Optional software offerings that selectively extend the functionality of an Adaptive 

lnfrastrudure to address specific business problems and needs: 

• Rapid Deployment Pack- an automated solution for multi -server deployment and 

provisioning, enabling companies to quickly and easily adapt to changing 

business demands. 

• Workload Management Pack- provides easier management oi complex 

environments, improving overall server utilization and enabling W indows 2000 

customers for the first time to confidently deploy multi pie applications on a single 

multiprocessar Proliant Server. 

• lntegrated Lights-Out Advanced Pack- upgrades the lntegrated Lights-Out 

processar to fui! virtual presence and contrai with graphical console and vi rtual 

media . 

e Recovery Server Option Pack- entry-level high availability software that will 

provide reliable protedion and increased uptime against server hardware and 

o eratin s stem failures. 

• Performance Management Pack - a performance management solution that 

identifies and explains hardware performance bottlenecks on Proliant servers and 

attached oplians enabling users to better utilize their vaiuable resources. 

NOTE: Flexible and volume quantity license kits are available for Proliant Essentials V alue Packs. Reler to 

http:// www.hp.com/servers/ proliantessentials or the various Proliant Essentials Value Pack product QuickSpecs for more 

information . 
NOTE: For more information regarding Proliant Essentials Software, please see lhe following URL: 

http ://www .hp .com/servers/ prolianlessentials 

NOTE: These Web sites are available in English only. 

DA-11473 North America- Version 23- July 14, 2003 
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QuickSpecs 
"": ..... 

HP ProLiant DL380 Generation 3 (G3) 

Standard Features 

lndustry Standard 

C o mpliance 

Manageability 

Security 

Server Power Cords 

-=~rSupply 

System Fans 

Required Cabling 

HP Factory Express 

Capa bilities 

ACPI l.Ob Compliant 

PCI 2 .2 Compliont 

WOL Support 

Microsoft® Logo certifications 

USB 1.1 

lnsight Monager 7 

Redundont ROM 

Remete Flash ROM 
lntegrated Líghts Out Support 

Manogement Agent 

Automatic Server Recovery (ASR) 

Remete lnsight Líghts-Out Edition 11 (optionol) 

lntegrated Manogement Log 

Drive Porameter Trocking (with Smart Arroy Controllers) 

Dynamic Sector Repairing (with Smart Arroy Controllers) 
Hot Spare Boot 

(NOTE: Upon the event of o failed processar ar VRM in o multi -processing environment, the system will outomoticolly 
reboai ond use the remoining good processor(s) .) 

Pre-Failure Worranty (covers processors, hord drives ond memory) 

Power-on password 

Keyboord password 

Diskette drive contrai 

Diskette boot control 

Quicklock, Network Server Mede 

Serial interface cantrol 

Administratar's possword 

Disk configuration lock 

One Lowline NEMA power cord and One Highline IEC Power cord ships stondard 

400 Wott, CE Mork Compliont 

Optionol Hot Plug AC Redundant Power Supply ond DC Redundont Power Supply 

5 fons ship stondord. 8 total supported internally 

NOTE: The odditionol 3 fans are ovoilable via Option Kit (PN 293048-621 ). 

For required cobling informotion, reler to the Web site ot: 

http :/ /www .com paq .com/prod ucts/ servers/prolio ntDL380 

NOTE: This Web site is ovoiloble in English only. 

HP Foctory Express gives you the flexibility to choose from o full menu of foctory copobilities ali in one monufocturing 

focílity, in one process, with one touch giving you full contrai ond access to HP's W orld closs monufocturing focílity 

onytime. This opprooch provides you the speed to deploy your IT needs, with total quolity ossuronce, reliobility, ond 

predictobility to lower your total cosi of ownership by letting HP instai! , rack, ond customize your software ond hardware 

options for you. 

I I . 1 5o 7 
~~· ------------------------~ri~~- ~~·o ==~ 
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QuickSpecs 
,., 

HP ProLiont OL380 Generotfo"n--3 (G3) 

Standard Features 

OS Support Microsoff Windows NT® Server 
Microsoff Wi ndows 2000 
Novell NetWore 
Co/dera OpenUNIX 8 
LINUX (Red Hot, SuSE) 

NOTE: For o more complete and up-to-date li sting of supported OSs and versions, please visit ourOS Support Matrix at: 
ftp:/ / ftp. com paq .com/pub/prod ucts/ser;ers/os-support-matrix-31 O.pdf. 
N OTE: For an up-to-dote listing of the latest drivers a vailable for the Proliant DL380 G3, please see: 
htip :/ /www. compoq. com/suppo•i/fi les/ server/us/ index. htm I. 
NOTE: For a more complete and up-to-date information on Linux support, please visit HP Linux Web site at: 
http://h 18000.www l .hp.com/produds/ser,ers/linux/hplinuxcert .html 
NOTE: These Web sites ore ovailable in English only. 

e::ck Airflow Requirements • Rack 9000 and 1 0000 series Cabinets 
The increasing power of new high-performance processar technology requires increased cooling efficiency for ro ck­
mounted servers. The 9000 and 10000 Series Rocks provi de enhanced oirflow for maximum cooling, ollowing these 
racks to be fully loaded with servers using lhe lotes! processors. 

Rack Kit 

• Rack 7000 series Cabinets 
When instolling a server with processors running oi speeds of 550 MHz or greater in Rock 7000 series racks with 
gloss doors (165753-00 1 (42U), ond 1637 47-001 (22U)), lhe new processar technology requires the installation of 
High Airflow Rack Doar lnserts (327281-821 (42U), 327281 -822 (42U 6 pack) , or 157847-821 (22U)) to promete 
enhanced oirflow for maximum cooling. 

CAUTION : lf a third-party rack is used, observe the following odditional requirements to ensure odequate airflow and to 
preveni domage to the equipment: 

O Fronl ond rear doors: lf your 42U server rock includes closing front ond reor doors, you must ollow 830 
square inches (5,350 sq em) of hole evenly distributed from top to bottom to permit adequote airflow 
(equivolent to lhe required 64 percent open orea for ventilotion). 

O Side: The clearance between the installed rack component and lhe side panels of the rack must be a 
minimum of 2 .75 inches (7 em). 

CAUTION : Always use blanking peneis to fill ali remaining empty front pane/ U-spaces in the rack. This arrangement 
ensures proper airflow. Using a rack without blanking panels results in improper cooling that can lead to thermal damage. 

N OTE: For additional information, reler to the Setup and lnstallation Guide ar the Documentation CO provided with the 
server, or to the server documentotion locoled in lhe Support sedion at lhe following URL: 
http :/ /ww-.v5 .compoq .com/products/ servers/ prol iantd/380/index.h tml 
N OTE: This Web site is ava ilable in English only. 

Tool-free support for rocks wilh square mounling holes (including Compaq/HP 7000, 9000, 10000 and H9 series), with an 
odjustmeni range oi 24" - 36". 

---~~~~-~~~~~,~-~:--------------------------------------------------------------------­
Support for ali 2-post Telco racks requires the use of the siandard rack kit and an additional option kit lrom Rack Solutions 
(http://www.rackso!utions.com/h p) 
NOTE: This Web site is ovailable in English only. 

. c 
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QuickSpecs HP ProLiant DL380 Generation'-,3 ---(G.3) 

~ Standard Features 
~ 

• 
~ 

HP Factory Express 

Capabilities 

Service and Support 

HP Factory Express gives you the flexibility to choose from a fui/ menu of factory capabilities ali in one manufacturing 

facility, in ane process, with one touch giving you fui/ contrai and access to HP's World class manufacturing facility 

anytime. This approach provides you lhe speed to deploy your IT needs, with total quality assurance, reliability, and 

predictability to lower your total cosi of ownership by letting HP insta//, rack, and customize your software and hardware 

options for you. 
NOTE: Factory Express Engineered Solution Levei 6 is a custam solutions available through Fadory Express. Pleose 

contact a your local reseller ar Account Monager. 

HP Services provides a three-year, limited worronty, including Pre-Failure Worronty (coverage of hard drives, memory and 

processors) fully supported by a worldwide network of resellers and service providers. HP technical assistonce is avoilable 

7x24, to// free in the United States and Co nado . Telephone suppart services may be covered under worronty or avoilable for 

an additional fee. 

NOTE : Limited Worranty includes 3 yeor Parts, 3 year Labor, 3-year on-site support. 

A fui/ range of Core Pack packaged hardware and software services: 

• lnstallation and start up 

• Extended coverage hours and enhonced response times 

e System management and performance services 

• Availabi/ity and recovery services 

NOTE: For more informotion, customer/resellers can contact: http://www.hp.com/services/corepack 

Please see the following URL regarding Worronty lnformation For Your HP Produds: 

http://www.compaq.com/support/warronly upgrades/web statements/176738.html. 

For additional information regarding Worldwide Limited Worronty and Technicol Support, please see the following URL: 

ltp:/ /ftp.compoq .com/ pub/supportinformation/ejourney/ 1 7 6 738 .pdf. 

NOTE: These Web sites ore available in English only. 

NOTE: Certa in restrictions ond exclusions app/y. Consult lhe HP Customer Support Center at 

1-800-345-1518 for details 

' i ' 1509 
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QuickSpecs 
Models 

DL380R03 X3.06-

1 MB/ S33, 1GB 

333704-001 

L'7<80R03 X3.06-

,( B/ S33, 1GB 

~10587-001 

DL380R03 X2.8-512KB, 

512MB, W2K 

331441 -001 

Processar 

Coche Memory 

Memory 

Network Controller 

Storoge Controller 

Hard Drives 

Internai Storage 

Optical Drive 

form Foctor 

Processar 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Hard Drives 

Internai Storage 

Optical Drive 

form factor 

Processar 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Hard Drives 

Internai Storage 

Optical Drive 

form factor 

os 

HP ProLiant DL380 Generation 3~ (G3) 

(1) Intel Xeon Processar 3.06 GHz stondord (up to 2 supported) 

1-MB levei 3 coche 

1 GB (Standard) to 12 GB (Maximum) of 2-way interleaved capable PC21 00 DOR SDRAM 
running at 266MHz with Advanced ECC capabilities 

(2) NC7781 PCI-X Gigabit NIC (embedded) 

Smart Array Si Plus Contrai ler (integrated on system board) 

Nane ship standard 

880.8 GB max (with optional hord drives) 

24x IDE CD-ROM (Universal Media Bay) 

Rack (2U), (3 .5-inch) 

(1) Intel Xeon Processar 3.06 GHz standard (up to 2 supparted) 

512-KB levei 2 coche 

1 GB (Standard) to 12 GB (Maximum) af 2-way interleaved capable PC21 00 DOR SDRAM 
running at 266MHz, with Advanced ECC capobilities 

(2) NC7781 PCI-X Gigabit NIC (embedded) 

Smart Array Si Plus Cantroller (integrated on system board) 

Nane ship standard 

880.8 GB max (with optional hard drives) 

24x IDE CD-ROM (Universal Media Bay) 

Rack (2U), (3.5-inch) 

(1) Intel Xeon Processar 2.8 GHz stondard (up to 2 supported) 

512-KB level2 coche 

S12 MB (Standard) to 6 GB (Maximum) of 2-way interleaved capable PC21 00 DOR 
SDRAM running at 200MHz, with Advanced ECC capabilities 

(2) NC7781 PCI-X Gigabit NIC (embedded) 10/1 00/1 000 WOL (Woke on LAN) 
(embedded) 

Smart Array Si Plus Controller (integrated on system board) 

Nane ship standard 

880.8 GB max (with optional hard drives) 

24x IDE CD-ROM (Universal Media Bay) 

Rack (2U), (3.5-inch) 

Windows 2000 Server + 5 CALs standard with W2K model (not pre-installed) 

DL380R03 X2 .8- Processar (1) Intel Xeon Processar 2.8 GHz standard (up to 2 supported) 

----5i~AQr,~5rtl~2~N*lBR-----~Goeh~effieA'r---------~~2-~eveh2-c~EAe•---------------------------------------------------------

301111-001 Memory 

i n v e n t 

Network Controller 

Storoge Controller 

Hord Drives 

Interna i Storage 

Optical Drive 

form factor 

DA-11473 

S12 MB (Standard) to 6 GB (Maximum) of 2-way interleaved capable PC21 00 DOR 
SDRAM running at 200MHz, with Advanced ECC capabilities 

(2) NC7781 PCI-X Gigabit NIC (embedded) 

Smart Array Si Plus Controller (integrated on system board) 

Nane ship standard 

880.8 GB max (with optional hard drives) 

24x IDE CD-ROM (Universal Media Bay) 

Rack (2U), (3.5-inch) 

North America- Version 23 -July 14,2003 
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QuickSpecs 
Models 

DL380R03 X2.4-

512KB/400, 512MB 

257917-001 

i 1'1 v ~ n f 

Processo r 

Coche Memory 

Memory 

Network Controller 

Storage Controller 

Hard Drives 

Internai Storage 

Optical Drive 

Form Factor 

DA-11473 

HP ProLiant DL380 Generation 3 (G3) 

(1) Intel Xeon Processar 2.4 GHz standord (up to 2 supported) 

512-KB ieve! 2 coche 

512 MB (Standard) to 6GB (Maximum) oí 2-way interleaved capable PC21 00 DDR 
SDRAM running a t 200MHz, with Advanced ECC capabilities 

(2) NC7781 PC/-X Gigabit NIC (embedded) 

Smart Arroy 5i Plus Controller (integraied on system boord) 

Nane ship stondord 

880.8 GB mox (with optional hard drives) 

24x IDE CD-ROM (Universal Media Bay) 

Rack (2U), (3.5-inch) 

i ' 
- r-Ir r •· 

North Americo- Version 23- Juiy 14, 2003 Qoc··-Pa·ge-9-
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QuickSpecs HP ProLiant DL380 Generation<JjÓ~) ' 

Options 

Proliant DL380 G3 
Uniqu e Options 

Proliant Essentials 
Value Pack Software 

' 

Software 

Processo r 

DL380 G3 Redu ndant Fan Option Kit 
NOTE: Hot Plug Redundant Fan Option Kit (PN 293048-B21) contains three lans per ki t. 

Hot Plug AC Redundant Power Supply Module (NEMA cord) 

Hot Pl ug AC Redundant Power Supply Module (I EC cord) 

Rapid Deployment Pack, 1 User, V1 .x 
NOTE: This license allows 1 server to be managed and deployed vio the Deployment Server. 

Rapid Deployment Pack, 1 O Users, V1 .x 
NOTE: This license a ll ows 1 O servers to be managed and deployed via the Deployment Server. 

Proliant Essentials Workload Management Pack (Featuring Compaq Resource Partitioning Manager 
version 2.0) 

Flexible Ouantity License Kit 

License-Only - for use with a Master Lice nse Agreement 

Proliant Essentials Recovery Server Option Pack 

Proliant Essentials Performance Management Pack v2.0, Single License 

Proliant Essentials lntegrated Lights-Out Advanced Pack 

(Featuring : sophisticated virtual administration leatures for ultimate contrai oi servers in lhe data 
cenlers and remate siles) 

NOTE: Flexible and volume quantity license kits are available for Proliant Essenlials V alue Packs . 
Refer lo http://www.hp.com/ servers/ proliontessentials ar lhe vorious Proliont Essentials Value Pack 
product OuickSpecs for more information . 

NOTE: For more information regarding Prolianl Essentials Software, please see lhe following URL: 
http :/ / www .hp .com/ servers/ prolianlessenlia ls 

NOTE: These Web siles ore available in English only . 

HP digital assei prolection 

Intel Xeon X3.06-1 GB/533MHz Processo r Optian Kit 
NOTE: The 3.06GHz processo r option kits are na! backwards compatible; they cannat be used la 
upgrade sysiems purchased with 2.4 or 2.8GHz processors . 

Intel Xeon 3.06 GHz-512KB/533MHz Processar Option Kit 
NOTE: The 3.06GHz processar option kits are no! backwards compatible; they cannot be used to 
upgrade systems purchased with 2.4 or 2.8GHz processors. 

Intel Xeon 2.80 GHz-512KB/400MHz Processar Option Kit 
NOTE: This processar option kit (PN 257915-821) is no! forwards compatíble; it connot be used in 
systems purchased wilh 3.06GHz processors. This processar option kit supports the Proliant ML370 
G3 and Prolianl DL380 G3 servers. 

Intel Xeon 2.40 GHz-512KB/ 400MHz Processar Option Kit 

293048-B21 

313054-001 

313054-B2 1 

267196-821 

269817-821 

303284-821 

302127-821 

302128-821 

280189-821 

306696-B21 

263825-B21 

302316-001 

333713-B21 

257916-B21 

257915-B21 

257913-821 

'·' 

t 
~ 

NOTE: This processar option kil (PN 257913-B21) is no! forwards compatible; i! cannol be used in 
~----------------.,o<-tems-ptH"-ehese&w~~rocessors Ihis proce.s.s.Q[_Qf).tio.o...kit..ill.p"'p=o~rt"-s -'-'th-"e'-'-'Pr"'o"'L"'ia"-'n.:..l c:M_,_,L,3"-7-"0'---- - ----------­
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Memory 

i 1'1 v e n t 

G3 ond Prolianl DL380 G3 servers . 

512MB of Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2 x 256 MB) 

1024MB oi Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2 x 512 MB) 

2048-MB of Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2x 1 024 MB) 

4096MB of Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2x 2048 MB) 
NOTE: The 4096MB of Advanced ECC PC21 00 DOR Memory kit (300682-821) can only be used in 
3.06GHz and fasler models. 

DA-11473 North America- Version 23- July 14, 2003 

300678-821 

300679-82 1 

300680-82 1 

300682-821 
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QuickSpecs HP ProLiant DL380 Generation 3, ·{63} 

Options 

Optical Drives 

Hard Drives 

j n v e n t 

Slimline DVD-ROM (8x24x} Option Kit (Servers} 

Slimline CD-RW/DVD-ROM Combo Option Kit 

Ultra 320 SCSI- Universal Hot Plug 

36.4GB 10,000 rpm, U320 Universo/ Hard Drive, 1" 

72.8GB l 0,000 rpm, U320 Universal Hard Drive, l" 

l46.8GB l 0,000 rpm, U320 Universal Hard Drive, 1" 

18.2GB 15,000 rpm, U320 Universal Hard Drive, l" 

36.4GB 15,000 rpm, U320 Universal Hard Drive, l" 

72.8GB 15,000 rpm, U320 Universal Hard Drive, l" 

NOTE: Ali U320 Universal Hard Orives are backward compotible to U2 or U3 speeds. U320 drives 
require an optional U320 Smart Array Controller or U320 SCSI HBA to support U320 transfer rales. 

NOTE: Please see the Hard Drive QuickSpecs for Technical Specifications such as capacity, height, 
width, interface, transfer rale, seek time, physical configuration, and operating temperatura: 
U320 Hard Drive QS: 
http://www5.compaq.com/products/quickspecs/ ll53l na/ 11531 na.HTML 

DA-11473 North America- Version 23 - July 14, 2003 

I •• ' 
; ' I 

D0c: 

264007-B2l 

331903-B2l 

286713-B22 

286714-B22 

286716-B22 

286775-B22 

286776-B22 

286778-B22 

1 51 3 
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QuickSpecs 
Options 

Storage Controllers Battery Backed Write Coche Enabler Option Kit 

Smart Array 532 Coniroller 

Smart Array 5302/128 Controller 

Smart Array 5304/256 Controller 

Smart Array 6402/128 Controller 

Smart Array 53 12 Controller 

Smart Array 641 Controller 

Smart Array 642 Contrai ler 

RAIO AOG Upgrade for Smart Array 530 2 

Ultra3 Channel Expansion Module for Smari Array 5300 Controller 

128-MB Coche Module for Smart Array 5302 Controller 

256-MB Battery-Backed Coche Module 
NOTE : This 256-MB Battery-Backed Coche Module supports the Smart Array 5300 series controllers, 
MSA 1000 and the Smart Array Cluster Storage. 

256MB Coche Upgrade for SA-6402 
NOTE: This 256-MB Battery-Backed Coche Module upgrade kit supports the Smart Array 6400 series 
controll er only. 

64 MB Battery Backed Write Coche Enabler 
NOTE: This 64 MB BBWC supports the Smart Array 64 1 Cantraller and Smar1 Array 642 Controller. 

64-Bit/133-MHz Dual Channel Ultra320 SCSI Ada pter 

64-Bit/66-MHz Dual Channel Wide Ultra3 SCSI Adapter, Alternate OS 

NOTE: Please see lhe following Controller ar SCSI Adapte r QuickSpecs for T echnical Specifications 
such as PCI Bus, PCI Peak Data Transfer Rale, SCSI Protocols supported, SCSI Peak Dota Tronsfer 
Role, Channels, SCSI Ports, Orives supported, Coche, RAIO support, and additional information: 
http:í/wwwS.compaq.com/products/quickspecs/11 063 na/11 063 na.HTML (Smart Array Si Plus) 
http://www5.compoq.com/products/quickspecs/10851 na/ 1 0851 na .HTML (Smart Array 532) 
ht!p://www5.compaq.com/ products/quickspecs/ 10640 na/ 1 0640 no.HTML (Smort Array 5300 
Series) 

255514-821 

225338-821 

283552-821 

283551-821 

273915-821 

238633-821 

291966-821 

291967-821 

288601-821 

153507-821 

153506-821 

254786-B21 

2739 13-821 

291969-821 

268351-821 

284688-82 1 

http://wwwS.compaq.com/products/quickspecs/ 11328 na/1 1328 na.HTML (Smart Array 5312) 
h1tp ://www5.compaq.com/ products/quickspecsi 11587_na/11587 no.HTML (Smart Arroy 6402) 
http://wwwS.compaq.com/ products/ quickspecs/ 11563 na/ 11563 na .HTML (Smart Arroy 64 1) 
http://wwwS.compoq.com/products/quickspecs/11563 na/ 11563 no.HTML (Smart Array 642) 
h1tp:/ /www5.compaq.com/products/quickspecsi10429_ .. na/1 0429 na.HTML (SCSI Adapter) 
http://wwwS.compaq.com/ products/ quickspecs/ 11555 na/11555 na .HTML (U320 Adapter) 

~--------------------
Communications NC3134 Fast Ethernet NIC 64 PCI Dual Pari 10/100 138603-821 

NC3135 Fast Ethernet Module Dual 10/1 00 Upgrode Module for NC3134 138604-821 

NC6170 Dual Port PCI-X 1 OOOSX Gigabit Server Adapter 313879-821 

NC6770 PCI-X Gigabit Server Adopter, 1 000-SX 244949-821 

NC7131 Gigabit Server Adapter, 64-bit/66Mhz, PC I, 10/100/ 1 000-T 158575-821 

-------------N~/-WO,Ll..QOO..LUpgrode-MadulelailiC3.1::!.,_,4.___ ________________ ___!1..il5~3;:!:54'!.>31..::.-Q,B2~1L __ _ 

Redundant Options 

NC7170 Dual Port PCI-X 1 OOOT Gigabit Server Adapte r 313881 -821 

NC7770 PCI-X Gigabit Server Adopter 244948-821 

NOTE: Any NC31 XX, NC61 XX, NC71 XX o r NC77XX NIC can be used fo r redundancy with the embedded NC7781 Network 
Controller. 

OC Power Supply for the OL380 (48V) 

NOTE: The Proliont DL380 G3 ships standord with o 100-240 volt outo-switching AC power 
supply. Each 48-volt DC option kit (PN 268290-821) contoins one power supply. Therefore, to 

convert to redundont DC power supplies, two must be purchosed. 

268290-821 

~J.!ll· ------------------------D-A----1-14_7_3----N-ort_h_A_m __ e-ric_a _____ V_e-~-io-n--23----Ju-ly--14-,-2-0_0_3------------~~~~~========~ 
r-t~ 1\ 10 
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QuickSpecs HP ProLiant DL380 Generation B (G3).-:· · 

Options 

Redundant Options 

Monagement Options 

1 

&ecurity 

Monitors 

Hot Plug AC Redundant Power 5upply Module (NEMA cord) 

Hot Plug AC Redundant Power 5upply Module (/EC cord) 

Remate lnsight Lights-Out Edition i/ 

NOTE: U58 Virtua l Media Not 5upported. 

NOTE : The RILOE 11 U58 Virtual Media feature is not supported on the 2.40 and 2.80 GHz versions 
oi the Proliant DL380 G3 and Proliant ML370 G3 servers. The RILOE 11 ca nnot be used to connect 
the local client floppy and CD devices as U58 vi rtual devices to the remate serve r. Ali other RI LOE li 
features are supported on these servers. The non-US8 based RILOE 11 Virtua l Floppy feature is still 
supported, allowing you to perform functions such as remate ROM upgrades and server deployment. 
The Vi rtual Floppy feature req uires loading the floppy image in to the RILOE 11. For more details, 
please reler to the user guide oi the R/LO E li. 

HP/Atalla AXL600L 55L Accelerator Card for Proliant 5ervers 

Compaq AXL300 Accelerator PC/ Card (HW 55L Encryption) for Proliant 5ervers 

Essential Series 

Compoq 59500 CRT Monitor {19-inch, Corbon/Silver) 

Compaq 57500 CRT Monitor (17-inch, Carbon/ 5ilver) 

Compaq 55500 CRT Monitor (15-inch Carbon/Silver) 

Compaq TFT1501 Flat Pane/ Monitor (15-inch, Carbon/5ilver) 

Compaq TFT1701 Flat Penei Monitor (17-inch, Carbon/5ilver) 

Advontoge Series 

Compoq V7550 CRT Colar Monitor (17-inch, Corbon/Silver) 

Compaq TFT1720 Flat Pane/ Monitor (17-inch, Carbon/5ilver) 

Compaq FTl 720M Flat Pane/ Monitor 
( 17 -inch, Carbon/5ilver, includes speaker, U58 port, headphone) 

Compaq TFT1520 Flat Penei Monitor (15-inch, Carbon/Silver) 

Compaq TFT1520M Flat Pane/ Monitor 
(15-inch, Carbon/5ilver includes speaker, U58 por!, headphone) 

Per-formance Series 

HP P930 CRT Monitor (19-inch, Flat-screen, Corbon/ Si/verJ 

HP P1130 CRT Monitor (21-inch, Flat-screen, Carbon/Silver) 

HP L 1825 Flat Penei Monitor (18-inch, Carbon/Silver) 

HP L2025 Flat Penei Monitor (20-inch, Carbon/Silver) 

Compaq TFT1825 Flat Penei Monitor (18-inch, Carbon/5ilver) 

Compaq TFT2025 Flat Pane/ Monitor (20-inch, Carbon/5ilver) 

TFT511 OR Flat Penei Monitor (Carbon) 

3 13054-001 

3 13054-82 1 

227251-001 

524545- 821 

227933-821 

26 1615-003 

26 1606-00 1 

261602-001 

30 1042-003 

292847-003 

26 1611 -003 

295926-003 

301958-003 

295925-003 

301957-003 

302268-003 

302270-003 

303486-003 

303102-003 

29675 1-003 

285550-003 

281683-821 

' ,, . . '"' 
1 51 5 No ___ _ 
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HP ProLiant DL380 Generation.;,? ·((33)'. 
. . . . ..... ~· -

QuickSpecs 
Options 

Tape Drives 

' 

,. 

~~· 
i n v e n t 

NOTE : Externai tape devices, including both tape drives and tope orroys/enclosures, can be directly 
connected to the VHDCI SCSI port located on the back of the server. Use of o SCSI adapter to 
conned these devices is optionol, not required. 

Interno/ ond Externai DA T Tape Orives 

HP StorageWorks 20/40-GB DAT DDS-4 Tope Drive, Externai (Carbon) 

HP StorogeWorks Interna i 20/40-GB DAT, Hot Plug (Carbon) 

NOTE: Pleose see the 20/40-GB DAT Tope Drive QuickSpecs for odditionol options such os host 
bus odopters, controllers, cossettes, ond for on up-to-date listing of the lotes! 0/S Support details, 
pleose see the following: 
http://www5.cornpoq .com/products/quickspecs/ 1 0426 __ no / 1 042ó _no .HTML 

Inte rnai ond Externo / DAT 72 Tope Backup Drives 

HP StorogeWorks DAT 72e Externai (Carbon) 

HP StorogeWorks DAT 72h Internai Hot Plug (Corbon) 

NOTE: Pleose see the DAT 72 Tope Drive QuickSpecs for odditionol options such os odopters, 
controllers, ond cossettes, and for an up-to-date listing of the lotes! 0 /S Support detoils, pleose see 
the fol lowing: 
hllp://www5.compoq .com/products/quickspecs/11597_no/11597 __ na.HTML 

Intern a i ond Externo/ AIT Tope Drives 

HP StorageWorks Externa/ AIT 35-GB, LVD Tope Drive (Carbon) 

HP StorogeWorks Internai AIT 35-G B, LVD Hot Plug (Carbon) 

NOTE: Please see the AIT 35-GB, LVD Tape Drive QuickSpecs for odditionol options such os 
odopters, control lers, ond cossettes, and for on up-to-dote listing of the latest OIS Support detoils, 
pleose see the following: 
http://www5.compoq.com/products/quickspecs/1 0712 na/1 0712 na.HTML 

HP StorageWorks AIT 50-GB Tape Drive, Externai (Corbon) 

HP StorageWorks Internai AIT 50-GB, Hot Plug (Carbon) 

HP StorogeWorks AIT 50-GB Tape Drive, 3U Rackmount 

NOTE: Please see the AIT 50-GB Tape Drive QuickSpecs for additional options such as adapters, 
control lers, and cassettes, ond for an up-to-date listing of the lates! 0/S Support details, please see 
the fallowing: 
http://w,·r.v5.cornpaq .com/products/quickspecs/ 1 0425 na/ 1 0425 no.HTML 

HP StorageWorks Externai AIT 100-GB Tape Drive (Carbon) 

HP StorogeWorks Internai AIT 100-GB, Hot Plug (Carbon) 

NOTE: Please see the AIT 100-GB Tope Drive QuickSpecs for additional options such as odopters, 
controllers, ond cossettes, ond for on up-to-dote listing of the lotes! 0 /S Support details, pleose see 
the íollowing: 
http://w,·.-wS.compaq.com/products/quickspecs/11 062_no/1 1 062_na.HTM L 

Externai OLT Tope Drives 

HP StorageWorks Externa/ 20/40-GB DLT Drive (opa/) 

NOTE: Pleose see the 20/40-GB DLT Drive QuickSpecs for additionol options such as dato and 
cleaning cartridges, and for an up-to-date listing of the latest OIS Support detoils, please see the 
fo ll owing: 
http:/ /www5.compoq .com/products/quickspecs/1 0234 __ na/ 1 0234_ no .HTML 

HP StorageWorks 40/80-GB DLT Tape Drive, Externai (Carbon) 

HP StorogeWorks Rackmount DLT 40180, 3U (Sing le Drive) 

HP StorogeWorks Rockmount DLT 40/80, Dual Drive 3U (Two Drives) 

HP StorageWorks Rackmount DLT 40/80, Tape Array 111, SU (Four Drives) 

NOTE: Please see the 40/80-GB DLT Drive QuickSpecs for additional options such as host bus 
adapters, controllers, cassettes, and for an up-to-date iisting of the lates! 0/S Support detail s, please 
see the following: 
http://wwwS.ccmpaq .com/productsiquickspecsi1 0658 __ na/1 0658 na. HTML 

Externai l TO Ultrium Tope Drives 

A 

DA-11473 North Ame rica - Version 23 - Ju ly 14, 2003 

157770-002 

215488-B21 

Q1527A 

Q1529A 

216885-00 1 

216886-B21 

1577ó7-002 

215487-B21 

274333-B21 

249160-001 

249161-B21 

340744-822 

146197-B22 

274332-B21 

274335-B21 

274337-B21 



QuickSpecs HP Proliant DL380 Generation 3 (G3) 

Options 

HP StorogeWorks Ultrium 215 Tape Drive for Proliont, Externai (Corbon) 

NOTE: Please see the HP StorogeWorks Ultrium 215 Tope Drive QuickSpecs for additional options 
such as controllers, and other related items, ond for an up-to-date listing of lhe lates! 0 / S Support 
detoils, please see lhe following: 
http://h 18006.www1.hp.com/products/quickspecs/1 16 78 na/ 116 78 no. htm ! 

HP StorageWorks L TO Ultrium 230 Tape Drive, Externai (Carbon) 

NOTE: Please see the HP StorogeWorks LTO Ultrium Tape Drive QuickSpecs for additionol options 
such as controllers, ond other reloted items, and for an up-to-date listing of the lates! OIS Support 
details, please see the following: 
http://wwwS.compoq.com/products/ quickspecs/11 4 15 na/ 11415 na.HTII/1l 

HP StorageWorks Ullrium 460 Tape Drive for Proliant, Externai (Carbon) 

NOTE: Please see lhe HP StorogeWorks Ullrium 460 Tape Drives for Prolianl QuickSpecs for 
additional options such as data and cleaning cartridges, and for an up-to-date listing of the lates! 
0 / S Support delails, please see lhe following: 
http://www5.compaq.com/ produds/ quickspecs/ 11530 na/ 11530_no.HTML 

Internai and Externa/ SOL T Tape Drives 

HP StorageWorks SDLT 110/220, Extemal (Carbon) 

HP StorageWorks Rackmount SDLT 110/220, 3U (Single Drive) 

HP StorageWorks Rackmounl SOLT 110/220, Duai-Drive, 3U (Two Drives) 

HP StorageWorks Rackmount SOL T 110/220, Tape Array 111, 5U (Four Drives) 

NOTE : Please see the SDLT 11 0/22-0GB Tape Drive QuickSpecs for additional options such as 
adapters, controllers, and media, and for an up-to-date listing of the lalest 0/S Suppart delails, 
please see the following: 
http:/ / www5.compaq.com/ products/quickspecs/ 1 0772 ___ na/ 1 0772 na .HTML 

HP SlarageWorks SDLT 160/320, Externai (carban) 

NOTE: Please see the SDLT 160/320-GB Tape Drive QuickSpecs for additional oplions such as 
adapters, controllers, and media, and for on up-to-date listing of the lates! 0/S Support details, 
please see lhe following : 
h1tp://www5.compaq.com/ produds/ quickspecs/ 11406 na/ 11406 na.HTML 

Externa/ DA T Autoloader 

20/40-GB DAT 8 Cassette Autoloader Externai (Opal) 

NOTE: Please see lhe 20/40-GB DAT DDS-4 8 Cassette Autoloader QuickSpecs for additional 
options such as adapters, controllers, and cassettes, and for an up-lo-date listing of lhe latest 0 / S 
Support details, please see the following : 
http ://1"vJW5.compaq .com/ products/quickspecs/ 1 0518 na/ 1 0518 na.HTML 

AIT Autoloader 

HP StorogeWorks AIT 35 GB Autoloader, Rackmount (Carbon) 

NOTE: The lntegrated Smart Array 51 Controller does no! support lhe AIT 35-GB Autolooder. 
NOTE: Please see the AIT 35-GB Autoloader QuickSpecs for additional options such as adapters, 
controllers, and casseites, and for an up-to-date listing of the lates! 0 / S Support details, please see 
the following: 
htlp://ww....-5.compaq.com/ products/ quickspecs/ 11 404 __ na/11 404 na .HTM L 

HP StarageWorks 1/8 Autoloader 

HP StorageWorks 1/ 8 Autoloader, Rackmounl kil 

Rackmount Tape Drive Kits 

3U Rackmount Kil 
NOTE : The 3U Rackmount Kit (PN 274338-B21 j can support up to (2) full-height or (4) half-heighl 
tape drives and compatible wilh multiple Single-Ended and LVD SCSI Tape Drives including the 
12/24-GB DAT, 20/ 40-GB DAT, AIT 35-GB LVD, AIT 50-GB, 20/ 40-GB DLT, 40/ 80-GB DLT, and 
lhe SOL T 11 0/ 220-GB Tape Drives. 

5U Rackmount Kit 
N O TE : The 5U Rackmount Kit (PN 27 4339-821) can support up to (4) full-height tape drives and is 

compalible wilh ali DLT/SDLT tape drives including lhe 20/40-GB DLT, 35/70-GB DLT, 40/80-GB 
DLT, and lhe SDLT 11 0/220-G8 tape drives. 1 

NOTE: Please see the Rackmount Tape Drive Kils QuickSpecs for additional informalion regardi~g I · 1 

Q 1544A 

Q151 6A 

Q1519A 

192103-002 

274331-B21 

274334-B21 

274336-B21 

257319-001 

166505-001 

280349-001 

C9266R 

274338-821 

274339-821 

1 51 7 
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these kits, please see the following: 
http://wwwS.compaq.com/producis/quickspecs/ 1 0854 __ na/1 0854 na.HTML 

Rackmount Tape Drive Coble Kits 

LVD Cable Kit, VHDCI/HD68 

NOTE: For use with the 3U RM Storage Enclosure and DLT Tape Array 1/1 only . 

LVD Cable Kit, HD68/HD68 
NOTE: For use with the 3U RM Storage Enc!osure ond DLT Tape Array 111 only. 

StorogeWorks MSL6000 and MSL5000 Deportmenta/ tope /ibraries 

MSL6060L 7 - L TO Ultrium 7 bosed departmental /ibrory up ta 4 drives and 60 slots 

MSL6060, O DRV, Ultrium 460, RM Library 

MSL6060, 2 DRV, Ultrium 460, RM Library 

MSL6060, 2 DRV, Ultrium 460, embedded Fibre, RM Librory 

168048-821 

242381 -821 

331196-823 

331196-821 

331196-822 

NOTE: Please see the StorageWorks MSL6060 LTO Library QuickSpecs for additional infarmation including Upgrade Kits, 
Accessories, and SCSI Cable Kits and additional options needed for a complete solution at: 
http: //wwwS.compaq.com/produds/quickspecs/ 11608 na/ 11608 no.HTML 

MSL5060L 1 - L TO Ultrium 7 based departmental library up to 4 drives and 60 slots 

MSL5060, O DRV, Ultrium 230, RM Librory 301899-821 

MSL5060, 2 DRV, Ultrium 230, RM Librory 

MSL5060, 2 DRV, Ultrium 230, embedded Fibre, RM Library 

301899-822 

301899-823 

NOTE: Please see the StorogeWorks MSL5060 LTO Library QuickSpecs for odditional information including Upgrade Kits , 
Accessories, ond SCSI Cob/e Kits ond odditiono/ options needed for o complete solution at: 
http://wwwS.compoq.com/produds/ quickspecs/11438 na/ 11438 na.HTML 

MSL505252 - SDL T1 60 based departmental library up to 4 drives and 52 slats 

MSL5052S2, O DRV, SDLT 160/320, RM Library 255102-821 

MSL5052S2, 2 DRV, SDLT 160/320, RM Library 293474-821 

MSL5052S2, 2 DRV, SDLT 160/320, RM Librory with embedded FC router option 293474-824 

NOTE: Pleose see the StorogeWorks MSL5052S2 Library QuickSpecs for additional informotion including Upgrade Kits, 
Accessories, and SCSI Cob/e Kifs ond odditional options needed for a complete solution at: 
http: //wwwS.compoq.com/produds/ quickspecs/ 11442 na/ 11442 na.HTML 

MSL6030- LTO Ultrium 7 based departmentallibrary up to 4 drives ond 60 slots 

MSL6030, O DRV, RM Librory 

MSL6030, 1 DRV, LTO Ultrium 460, RM Library 

MSL6030, 2 DRV, LTO Ultrium 460, RM Library 

MSL6030, 1 DRV, LTO Ultrium 460, embedded Fibre, RM Librory 

MSL 6030, 2 DRV, LTO Ultrium 460, embedded Fibre, RM Librory 

330731-821 

330731-822 

330731-823 

330731-824 

330731-825 

~ NOTE: Please see the StorageWorks MSL6030 LTO Library QuickSpecs for additional information including Upgrade Kits, 
• Accessories, ond SCSI Cable Kits and additionol options needed for a complete solution ot: 

http:í/www5.compaq.com/productsí quickspecs/ 11625 na/ 11625 na. HTML 

·l--------------,,•!v,4~S~L'ª5;(;0).;3~(0;JJL!;ll--tl~TO-UJ#ium 1 míd-mnge librnry up to 2 drives and 30 slots 

i n v e n t 

MSL5030, O DRV, RM Librory 

MSL5030, 1 DRV, LTO Ultrium 230, RM Librory 

MSL5030, 2 DRV, LTO Ultrium 230, RM librory 

MSL5030, 1 DRV, LTO Ultrium 230, embedded Fibre, RM Librory 

MSL 5030, 2 DRV, LTO Ultrium 230, embedded Fibre, RM Library 

NOTE: Pleose see the StorogeWorks MSL5030 LTO Library QuickSpecs for odditional informatian 
including Upgrade Kits, Accessories, ond SCSI Coble Kits and additionol options needed for o 
complete solution ot: 

hHp://wvNÔ.compaq.com/ products/quickspecs/11439 na/11439 na.HTML 

MSL502652- SDLT7 60 based mid-range library up to 2 drives and 26 slots 

MSL5026S2, O DRV, RM Library 

DA- 11473 North Ame rica- Version 23 - July 14, 2003 

30189 7-821 

301897-822 

301897-823 

301897-824 

301897-825 
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i n v e n t 

MSL5026S2, 1 DR\1, SDLT 160/320, RM Library 

MSL5026S2, 2 DRV, SDLT 160/320, RM Library 

MSL5026S2, 1 DRV, SDLT 160/320, RM Library with embedded FC router option 

MSL5026S2, 2 DRV, SDLT 160/ 320, RM Library with embedded FC router option 

NOTE: Please see the StorageWorks MSL5026SL Library QuickSpecs for additiona l information 
including Upgrade Kits, Accessories, and SCSI Cable Kits and additional options needed for o 
complete solution at: 
http:í/www5.compaq.cam/ products./qu ickspecs./ 11 453_na/11453 __ na.HTML 

MSL5026SL Graphite - SDLT1 1 O based mid-range library up to 2 drives and 26 slots 

MSL5026SL, 1 DRV SDLT RM, graphite 

MSL5026SL, 2 DRV SDLT RM, graphiie 

293472-822 

293472-B23 

293472-B24 

293472-B25 

302512-B21 

302512-B22 

NOTE: Please see the StorageWorks MSL5026SL Graphite Library QuickSpecs for additional information including 
Upgrode Kits, Accessories, ond SCSI Coble Kits and odditionol options needed for o complete solution ot: 
http:/f.,.,wwS.compaq.com/ products/ quickspecs/ 11440 no/1 1440 no.HTML 

MSL5026SL Opa/- SDLTJ 10 based mid-range library up to 2 drives and 26 slots 

MSL5026, O DR, LVD, RM 231979-821 

MSL5026DLX- 40/BOGB DLT based mid-range library up to 2 drives and 26 slots 

MSL5026DLX, 1 40/80G8 DLT, LVD, RM 231891-821 

MSL5026Dl.X, 2 40/BOGB DLT, LVD, RM 231891-822 

NOTE: Pleose see the StorogeWorks MSL5026Dl.X Librory QuickSpecs for odditionol inlormotion including Upgrode Kits, 
Accessories, ond SCSI Coble Kits and odditionol options needed for o complete solution ot: 
http://wwwS.compaq.com/ products/quickspecs/1 0860 no/ 1 0860 na.HTML 

MSL6000 and MSLSOOO Add-an drives & accessories 

MSLSOOO SDLT 160/320 Upgrade DRV (MSL5052S2 & MSL5026S2 only) 

MSL Ultrium 460 upgrode drive in hot plug conister 

MSLSOOO LTO Ultrium 1 Upgrade DRV (MSL5060ll & MSL5030ll only) 

MSLSOOO SDLT 110/220 Upgrode DRV 

MSL5000 40/80G8 DLT Upgrode DRV 

MSL5000 Dual Magazine LTO (2 X 15 slot magazines) 

MSLSOOO Dual Magazine DLT (2 X 13 slot magazines) 

MSL Universal possthrough mechonism 

MSL5026, SU Pass through extender (required one for eoch uni! connected to lhe stock, for third and 
additional units) - for MSL5026 & MSL5030 

MSL5052, 1 OU Pass-Through Extender (required one for eoch uni! connected to the siack, for third 
ond odditionol units) - for MSL5052 & MSL5060 

SSL2020 - AITSO based /ibrary with up to 2 drives and 20 slots 

SSL2020 AIT Mini-Librory 1 drive, 20 slot Table Top 

SSL2020 AIT Mini-Librory 2 drive, 20 slot T oble T op 

SSL2020 AIT Mini-Library 1 drive, 20 slot Rockmount 

SSL2020 AIT Mini-Library 2 drive, 20 slot Rockmount 

SSL2020 AIT Librory Poss Thru with T ronsport 

Add-on drives and accessories 

SSL2020 AIT Library Poss Thru Extender 

AIT 50GB Drive Add-On LVD Drive for SSL2020 AIT Library 

19 Slot Magazine for SSL2020 AIT Library 

AIT 50-GB Doto Cossette (5 pock) 

AIT Cleoning Cossette 

293475-B21 

301901-821 

231823-B22 

231823-821 

301902-B21 

232136-B21 

304825-821 

231824-822 

231824-B23 

175195-B21 

175195-B22 

175196-B21 

175 196-B22 

175312-B21 

1753 12-B22 

175197-B21 

175198-B21 

152841 -001 

402·374-B21 

NOTE: Pleose see the SSL2020 Automated AIT Tape Librory Solution QuickSpecs for additionol inf<;>rmation including 
Upgrode Kits, Accessories, and SCSI Coble Kits and odditionol options needed for o complete solution ot: 

h!lp://wwwS.compoq .com/ products/quickspecs/1 OSBO_na/ 1 0580 __ no.HTML '} I~: i f'~ o 1 5 1 9 
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QuickSpecs .. ) - ' I - • • ;~.....;., 

HP ProLiont DL380 Generation3 (G3)">'" 

Options 

Smart Array Cluster 
Starage 

'- ;ter Options 

Smart Arroy Clusler Storoge 

Smart Array Clusler Slorage Redundanl Controller Option Kil 

4-Port Shared Slorage Module wilh Smart Array Mullipalh Software for Smart Array Clusler Slorage 

128-MB Coche Module for Smart Array 5302 Conlroller 

NOTE: 128-MB Coche Module for Smart Array 5302 Conlroller (PN 153506-821) is an upgrade 
coche module (128 MB Slandard) for Smar! Array Ciuster Storage Controller. 

256-MB Battery-Backed Coche Module 

NOTE: Please see the Smart Array Cluster Slorage QuickSpecs for additional inlormalion including 
configuration steps ond additional options needed for a complete solution at: 
http://~Mw5 . compaq.com/products/qu i ckspecs/11 050 na/11 050 na.HTI>AL 

Proliant Clusler HNF1 00 for MSA1 000 v2 

Proliant Clusler HNF200 for MSA 1000 v2 

NOTE: For additional information regarding the Prolianl Clusler for HNF1 00, HA/ F200 for 
MSA 1 000 please see the following QuickSpecs at: 
http://v.'\wvS.compaq.com/ products/quickspecs/ 11 035 na/11 035 na.html 

Proliant Clusler HNF500 Enhanced Kit for Enlerprise Virtual Array 

Proliant Cluster HNF500 8asic Kit for Enterprise Virtual Array 

NOTE: For additional information regarding the Proliant Clusler for HNF1 00, HA/F200 for 
MSA 1 000 please see the following QuickSpecs at: 
http://www5 .compaq.com/products/ quickspecs/11 055 na/ 11 055 na.html 

Proliant Clusler HNF500 for MABOOO Basic Kit 

Prolianl Cluster HA/F500 for MABOOO Enhanced Kil 

Proliant Cluster HNF500 for MA8000 Enhanced DT Kit 

NOTE: For additional information regarding lhe Proliant Cluster for HNF500 for MSA8000 please 
see the following QuickSpecs at: 
http://www5.compaq.com/ producls/ quickspecs/ 1 0232 na/1 0232_ na.html 

Prolianl Cluster HNL 1 00 - LifeKeeper for Linux 

NOTE: For additional inlormalion regarding the Proliant Cluster HNL 100 LifeKeeper for Linux, 
please see the following QuickSpecs ai: 
http://wwwS.compaq.com/products/quickspecs/ 11533 na/11533 na.html 

HP Serviceguard for Linux Proliant Cluster 
NOTE: Kit includes 2 licenses, documentation and an Ethernet crossover cable. 

HP Serviceguard for Linux License 
NOTE: Kit includes single license version and documentation. 

NOTE: For additional information regarding the HP Serviceguard for Linux License, please see the 
following QuickSpecs at: 
http://v.wvô.compaq.com/producfs/quickspecs/11518 na/ 11518_ na.html 

201724-B21 

218252-621 

292944-621 

153506-821 

254786-821 

252408-822 

252409-822 

254623 -822 

313047-821 

103250-626 

379937-826 

164227-824 

303523-622 

305199-621 

307554-621 

~Ex~t~e~rn~a~i~Sqf'ro~rang~e~-~R~anc~k~~Sttrr~~~~~~-v~~~Gbier)------------------------------------~1~9~0~2~09~-~0~0~1 ______ __ 

StorageWorks Enclosure Modei4354R (rack-mountabie) 1902 11 -00 1 

NOTE: The StorageWorks Enclosure 4300 Family supports the Wide Ultra3, Uitra320 1" Hot Plug 
Hard Drives. 

StorageWorks Enclosure 4200 Redundant Power Supply Option 

StorageWorks Enclosure 4200 Ultra3 Single 8us 1/0 Module Opticin 

StorageWorks Enclosure 4200 Ultra3 Dual Bus 1/0 Module Option 

StorageWorks Enclosure Tower to Rack Conversion Kit 

. \, 

119826-621 

190212-821 

190213-621 

150213-821 

~ I 152 0 
~~· ------------------------D-A----1-14_7_3----N-o-rth __ A_m-er-ic-a---V-e-~-io_n_2_3 ______ Ju-ly--14-,-2-0_0_3----~tt~~~::J:::=:=B===P~agr' e __ 1_8 
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QuickSpecs 
Options 

MSA1000 

Network Storage Router 

' 
StorageWorks Modular 
Array 8000/ Enterprise 
Modular Array 12000 

StorageWorks 
1 .--~rpri se Modular 
~ ,y 16000 FC 

StorageWorks Options 

; rt v e n t 

MSA1000 

MSA 1 000 Control/er 

MSA Fibre Channel 1/0 Module 

MSA 1 000 Fabric Switch 

MSA 1 000 Fibre Chonnel Adapte r (FCA) 21 O 1 

HP StorageWorks msa hub 2/3 

NOTE: Please see the StorageWorks by Compaq Modular SAN Array 1000 QuickSpecs for 
additional options and configuration information at: 
http:/ /wwwS.cornpaq.com/ products/ quickspecs/ 1 1033 na/ 11 033 na .HTML 

M2402 2FCX 4SCSI LVD Network Storage Rauter 

M2402 2FCX 4SCSI HVD Network Storage Router 

M2402 4 channellVD SCSI Module 

M2402 4 channel HVD SCSI Module 

M2402 2 channel FC Module 

MSL5000 Embedded Router Fibre Option Kit - Graphite 

MSL5026 Embedded Router Fibre Option Kit- Opal 

EMA12000 D14 60Hz 

EMA 12000 S 14 60Hz 

MA8000 60Hz 

EMA 12000 8lue 60Hz 

NOTE: Options include controller, solution kits, ACS. MA8000/EMA 12000 includes controller shelf, 
drive shelves and cabine!. Packoging upgrade to RABOOO/ESA 12000. 

NOTE: Please see the StorageWorks MA8000/EMA 12000 QuickSpecs for FC Hubs, FC switches, 
platform software, host adapters, disks and options for complete solutions at: 
http :// www5.compaq.com/products/quickspecs/ 1 0545 na/ 1 0545 na.HTML 

EMA16000 D14 60Hz (opa!) 

EMA 16000 S 14 60Hz (opa!) 

NOTE: Models include: Dual HSGBO controllers in each Model 2200 enclosure (2 pairs per single 
bus configuration, 4 pairs per dual bus configuratian) with 1 G8 coche per cantroller pai r, and 12 14-
bay drive endosures with redundant power supplies. Configure-to-Order (CTO) builds are available. 
Options inciude ACS, platform kits and software by HP. 

NOTE: Please see the StorageWorks EMA 16000 QuickSpecs for FC switches, platform software, host 
adapters, disks and options for complete solutions at: 
http://wwwS .compaq .com/ products/quickspecs/1 08 12 na/ 1 0812 na.HTML 

StorageWorks Di redor 2/64 

NOTE: Please see the StorageWorks Diredor 2/64 QuickSpecs for additional inforrnation : 
http:// www5.compaq.com/ productsíquicks pecs./ 11 003 na/ 11 003 na.HTML 

StorageWorks SAN Switch 2/8-El 

StorageWorks SAN Switch 2/8-El Upgrade 

StorageWorks SAN Switch 2/16 

StorageWorks SAN Switch 2/ 16-El Upgrade 

DA- 11473 North America - Version 23 - July 14, 2003N~ 
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201723-822 

218231-822 

218960-821 

218232-821 

245299-821 

286763-821 

262653-821 

262654-821 

262659-821 

262660-821 

262661-821 

262672-821 

286694-821 

175990-821 

175991-821 

175992-821 

175993-821 

238792-821 

238791-821 

286809-821 

322120-821 

325888-821 

322118-821 

288250-821 

1 ,;; r Í -..;L 



QuickSpecs HP ProLiant DL380 Generation 3 ;(G3.) 

Options 

UPS and PDU Power 

Cord Matrix 

Uninterruptible Power 
Systems - Rack 

UPS Options 

I ~ 

P/ease see the UPS and PDU cable matrix that lists cable descriptions, requirements, and 

specifications for UPS and PDU units: 
ftp://ftp.compaq.com/pub/products/ser:ers/ Prolionlstorage/ power- protedion/ povverco rdmotrix.pdf. 
NOTE: This Web site is available in English only. 

HP UPS R 1500 XR (1440VA, 1340 Watt) , Low Voltage 

HP UPS R3000 XR (2880VA, 2700 Watt), Low Voltage 

HP UPS R3000 XR (3000VA, 2700 Watt), High Voitage 

Rack-Mountable UPS R6000 (6000VA, 6000 Watt) High Voltage 

HP UPS R 12000 XR N+ x (200-240V) (hardwired) 

NOTE: UPS R6000 has a hardwired input; and lhe UPS R12000 XR has a hardwired input and 
output connedion. 

SNMP Serial Port Card 

NOTE: Supports tower and rack UPS XR models. This card does not support lhe 500, 700, and 
6000VA UPSs (non-XR models) 

Six Port Card 

NOTE: Supports tower and rack UPS XR models. This card does no! support the 500, 700, and 
6000VA UPSs (non-XR models) 

High lo Low Voltage Transformer (250VA) 

NOTE: Supports R6000 UPS series only. 2.5 amps@ 125 Volts max oulpul across 
two NEMA 5-15 . 

Extended Runtime Module, R1500 XR, 2U 

NOTE: 2U each, two ERM maximum. 

Extended Runtime Module, R3000 XR, 2U 

NOTE: 3U each, one ERM maximum. 

Extended Runtime Module, R6000, 3U 

NOTE: 3U each, two ERM maximum . 

Extended Runtime Module, R 12000 XR, 4U 

NOTE: 4U each, one ERM maximum. 

R 12000 XR 8ackPiate Receptacle Kit, (2) L6-30R 

NOTE: The R12000 XR 8ackPiate Kit has a hardwired input. 

R 12000 XR BackPiate Receptacle Kit, (2) IEC-309R 

NOTE: The R12000 XR 8ackPiate Kit has a hardwired inpui. 

SNMP-EN Adapter 

NOTE: Supports R6000 UPS series only. 

Multi-Server UPS Cord 

204404-001 

192186-001 

192186-002 

347207-001 

207552-822 

192189-821 

192185-821 

388643-821 

218971-821 

192188-821 

347224-821 

217800-821 

325361-001 

325361-821 

347225-821 

123508-821 

NOTE: Supports R6000 UPS series only. 
- ------- -----;S:-c-;ol-a;-:bl-e-;-U;;;P:;S-;C:-a-rd;------_:__----- --- --------------.23"509132',----

NOTE: Supports R6000 UPS series only. 

l, 
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QuickSpecs 
Options 

Modular PDUs 1 U/ OU 

(Up to 32 outlets) 

NOTE: 1 U/ OU mounting 
brackets shipped with 
the unit (optimized for 1 0000 
and 9000 series rocks). 

&-
PDU Options 

USB Options 

Rack Builder 

HP Modular Power Distribution Units (mPDU), Low Volt Model, 24A (1 00-127 VAC) 

NOTE: This mPDU (252663-071) moy olso be used to connect the low volt model oi the UPS 
R3000 XR. 

HP Modular Power Distribution Units (mPDU) , High Volt Modei, 24A (200-240 VAC) 

HP Modular Power Distribution Units (mPDU), High Voit Model, 40A (200-240 VAC) 

NOTE: This mPDU (252663-821) , 40A model hos a hardwired input. 

HP Modular Power Distribution Units (mPDU), High Volt Model, 16A (200-240 VAC) 

N OTE : This PDU has o detachable input power cord ond allows for adaptability to country specific 
power requirements. This madel moy also be used with the high volt UPSs R3000 XR and R6000 For 
North America, need to arder coble PN 340653-001. 

NOTE: Please see the following Modular Power Oistribution Uni! (Zero-U/ 1 U Modular PDUs) 
Q uickSpecs for additionol options including shorter jumper cables and country specific power cords: 
ht1p ://www5.compaq .com/products/quickspecs/11 041 na/11 041 na.HTML 

Third Porty Modular PDU Mounting Kit 
NOTE: This kit ollows you to mount the Modular PDUs in rocks other than the 9000/ 10000 Series 
rocks (any rocks using the standord 19"ra il) . For more details please reler the Modular POU 
QuickSpecs. 

4.5' IEC C 13 to IEC C14 PDU Jumper Coble (1 per pack) 

4.5' IEC C 13 to IEC C14 PDU Jumper Cable (15 per pack) 

US8 Easy Access Keyboard (carbon) 

US8 Easy Access Keyboord (carbonite) 

US8 2-Button Scroll Mouse (corbon) 

US8 2-8utton Scroll Mouse (carbonite) 

USB Floppy 

Pleose see the Rack 8uilder for configurotion assistonce at http://www.compaq.com/rockbuilder/ 

' I . 

252663-0 71 

252663-072 

252663-821 

252663-824 

310777-821 

142257-006 

142257-007 

267146-008 

DC1688#A8A 

195255-825 

DC1 728 

304707-821 

1523 
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QuickSpecs HP ProLiant DL380 Generation 3 (G3) 

Options 

HP Rack 10000 Series 
(Grophite Metoliic) 

Rack 9000 Series (opol) 

HP 510614 (14U) Rock Cabine!- Shock Pol let 

HP 10842 (42U, 800mm wide)- Paliei 

HP 10842 (42U, 800mm wide) - Shock Paliei 

HP 1 064 7 (4 7U) - Paliei 

HP 10647 (47U)- Croted 

HP 10642 (42U)- Paliei 

HP 10642 (42U)- Shock Poliet 

HP 10642 (42U) - Croted 

HP 1 0636 (36U)- Pallet 

HP 1 0636 (36U) - Shock Paliei 

HP 10636 (36U) - Croted 

HP 10622 (22U) -Paliei 

HP 10622 (22U) - Shock Poliet 

HP 10622 (22U)- Crated 

NOTE: -821 (paliei) used to ship empty rocks shipped on o truck 
-822 (shock paliei) used to sh ip rocks with equipment instalied (by custam systems, VARs ond 
Chonnels) 
-823 (croted) used for oir shipments of empty racks 

NOTE: lt is mondotory to use o shock paliei in order to ship rocks with equipment instalied. 

NOTE: Pleose see lhe Rack 1 0000 QuickSpecs for T echnicol Specificotions such os height, width, 
depth, weight, ond colar: 
http:í/www5.compaq.com/ products/ quickspecs/ 1 0995 no / 1 0995 no.HTML 

NOTE: For additionol information regarding Rock Cabinets, pleose see the foliowing URL: 
ht1p:/ / h 18000. www 1 . hp.com/ products/servers/ prol iontstoroge/ rock-options/ i ndex. htrnl 
NOTE: This Web site is ovoiloble in English only. 

Rock 9142 (42U)- Paliei 

Rock 9142 (42U)- Shock Paliei 

Rack 9142 (42U) - Croted 

NOTE: -821 (paliei) used to ship empty rocks shipped on o truck 
-822 (shock paliei) used to ship rocks with equipment installed (by custam systems, VARs ond 
Chonnels) 
- 823 (croted) used for oi r shipments o f empty rocks 

292302-822 

257415-821 

257415-822 

245160-821 

245160-823 

245161-821 

245161-822 

245 161-823 

245162-821 

245162-822 

245162-823 

245163-821 

245163-822 

245163-823 

120663-821 

120663-822 

120663-823 

NOTE : Please see the Rock 9000 QuickSpecs for Technicol Specificotions such os height, width , depth , weight, and ca lor: 
http:i/wwwS.compoq.com/ products/ quickspecs/ 1 036ó _no/ i 0366 _no.HTML 

NOTE: For additional informotion regording Rock Cobinets, pleose see the foliowing URL: 
http ://h 18000. www 1 .hp.com/ products/servers/ proliontstoroge/ rack-options/index.html 
NOTE: This Web site is ovoiloble in English oniy. 

. .. . (, 
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Options 

Rack Options for HP 
Rack 1 0000 Series 

' 

i n v e n t 

Rock 8lonk ing Ponels- Grophite (Mul ti) 

NOTE: Contains one eoch of 1 U, 2 U, 4 U ond 8U. 

Rock 8lonking Peneis- Grophite (1 Uj 

NOTE: The Rack 81onking Ponels (PN 253214-821) contoi ns 1 O eoch of (1 U). 

Rock 8lonking Peneis - Grophite (2U) 

NOTE: The Rack 81onking Peneis (PN 253214-822) contoins 1 O eoch of (2U). 

Rock 81onking Ponels- Grophite (3U) 

NOTE : The Rack 81onking Ponels (PN 253214-823) contoins lO eoch of (3U). 

Rock 81onking Ponels- Grophite (4U) 

NOTE : The Rock 81onking Ponels (PN 253214-824) contoins 1 O eoch of (4U). 

Rock 81onking Ponels- Grophite (5U) 

NOTE : The Rack 81onking Peneis (PN 253214-825) contoins lO eoch of (5U). 

800mm Wide Stobilizer Kit (Grophite) 

NOTE: Supported by the Rack l 0842 cabinet only. 

600mm Stobilizer Kit- Grophite 

Boying Kit for Rack l 0000 series (Carbon) 

42U Si de Penei - Grophite Metollic 

11 OV Fon Kit (Grophite) 

NOTE: Roof Mount lncludes power cord with IEC320-C13 to Nemo 5-15P. 

220V Fon Kit (Grophite) 

NOTE: Roof Mount lncludes power cord with IEC320-C13 to Nem o 6-15P. 

36U Si de Penei - Grophite Metollic 

47U Side Penei- Grophite Metollic 

9000/l 0000 Series Offset 8aying Kit (42U) 

NOTE: This kit con be used to conned 9000 ond 1 0000 series rocks of the some U height together. 
Kit contents include hardware for conneding rocks ond o penei to cover the 1 OOmm gop ot the reor 
of the two rocks. 

NOTE : For odditionol informotion regarding Rack Options, pleose see the following URL: 
http:/ / h 18000.www l .hp.com/produds/servers/ proliontstoroge/rack-options/i ndex.html 
NOTE: This Web site is ovoiloble in English only. 
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2532 14-826 

2532 14-821 

253214-822 

253214-823 

253214-824 

253214-825 

255488-821 

246107-821 

248929-821 

246099-821 

257413-821 

257414-821 

246102-821 

255486-821 

248931-821 
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QuickSpecs 
Options 

Rack Options for Rack 
9000 Series 

8oying/Coupling Kit 

42U Side Ponel 

NOTE : The 42U Side Ponel (PN 120670-821) supports the Compaq Rack 9 142 and Compaq Rock 
9842. 

36U Side Ponel 

NOTE: The 36U Side Ponel (PN 120671-821) supporis lhe Compoq Rock 9136. 

600mm Stobilizer Option Kit 

800mm Stabilizer Option Kit (Opa I) 

NOTE: The 800mm Stobilizer Kit (PN 234493-821) supports the Rack 9842 on ly. 

9142 Extension Kit 

NOTE: The 9142 Extension Kit (PN 120679-821) supports the Compaq Rack 9142 only. 

9142 Split Rear Doar 

NOTE : The 9142 Split Rear Doar (PN 254045-821) supports the 600 mm wide, 42U 9000 series 
rock. 

9136 Extension Kit 

9142 Short Rear Doar 

NOTE: The 9142 Short Reor Doar (PN 218217-821) supports the Compoq Rack 9142 only. 

9136 Short Rear Doar 

Rack 8lonking Ponel (Multi) 

NOTE: Kit includes four ponels in 1 U, 2U, 4U, and BU. 

Rock Blanking Ponels (1 U) 

NOTE: The Rack 8lonking Ponels (PN 189453-821) contoins 1 O eoch of (lU). 

Rock Blonking Ponels (2U) 

NOTE: The Rock 81onking Ponels (PN 189453-822) contoins 1 O eoch of (2U) . 

Rock 81onking Ponels (3U) 

NOTE: The Rock 81anking Panels (PN 189453-823) contains 1 O eoch of (3U) . 

Rack Blonking Peneis (4U) 

NOTE: The Rock 8lanking Ponels (PN 189453-824) contains 1 O eoch of (4U). 

Rack Blonking Panels (5U) 

NOTE: The Rack 8lanking Panels (PN 189453-825) contoins 1 O eoch of (5U). 

9000/10000 Series Offset 8aying Kit (42U) 

NOTE: This kit can be used to conned 9000 ond 10000 series racks of the some U height together. 
Kit contents include hardware for conneding rocks ond o panel to cover the 1 OOmm gop at the reor 
of the two rocks. 

NOTE: For additionol informotion regarding Rock Cabinets, please see lhe following URL: 
hHp:/ / h 18000. www 1.hp.com/produds/servers/proliontsioroge/rack-opiions/index.himl 
NOTE: This Web site is ovailable in English only. 

120669-821 

120670-821 

120671-821 

120673-821 

234493-821 

120679-821 

254045-821 

218216-821 

218217-821 

218218-821 

169940-821 

189453-821 

189453-822 

189453-823 

189453-824 

189453-825 

248931-821 

--~R~a~c~k~O~p.,ii~o~n~sff~o~rRR~a~c~k----RH~ig*h~A~i~r~fiÍnoMw~R<ro~cVkTD)co~o~rTrln~s~ert~ro~r~/nl~2~2r------------------------------------------------J~784~r11---------

7000 Series High Air Flow Rack Doar Inseri for 7142 327281-82 1 

High Air Flow Rock Doar Inseri for 7142 (6 pock) 327281-822 

Compaq Networking Cable Monagement Kit 292407-821 

Compaq Rock Extension Kit for 7142 154392-821 

NOTE: For odditionol informotion regarding Rock Cobinets, please see the following URL: 
htip:/ /h 18000.www 1 .hp.com/products/servers/proliontsiorage/rock-options/ index. html 
NOTE: This Web site is available in English only. 

Rack Options for Rack Monitor Utility Shelf- opal 303606-821 

; ! .. ,• ;·• "1526 
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QuickSpecs 
Options 

7000, 9000 and 10000 

Series 

I ~ 

i r. v e n t 

Bailas! Option Kit 

Rack Rail Adapter Kit (25" depth) 

i 00 kg Sliding Shelf 

Monitor/Utiliiy Shelf- Graphite 

Depth Adjustable Fixed Rail 

Cable Monagement D-Rings Kit 

Console Management Controller (CMC) Option Kit 

Console Management Controller (CMC) Sensors Option Kit 

Console Monagement Controller (CMC) Locking Option Kit 

Console Management Controller (CMC) Smake Sensors Option Kit 

Server Console Switch 1 x 2 port (1 00-230 VAC) 

Server Console Switch 1 x 4 port (1 00-230 VAC) 

Server Console Switch 1 x 8 port (1 00-230 VAC) 

Server Console Switch 2 x 8 port (1 00-230 VAC) 

Serve r Console Switch 2 x 8 port (48VDC) 

IP Console Switch Box, 1 x 1 x 16 

IP Console Switch Box, 3x 1 x 16 

IP Console Interface Adapter, 8 pack 

IP Console Interface Adapter, 1 pack 

IP Console Expansion Module 

KVM 9 PIN Adapter (4 Pack) 

CPU to Server Console Cable, 12' 

CPU to Server Console Cable, 20' 

CPU to Server Console Cable, 40' 

CPU to Server Console Cable, 3' 

CPU to Server Console Cable, 7' 

CPU to Server Console Cable (Pienum Rated) 20' 

CPU to Server Console Cable (Pienum Rated) 40' 

IP CAT5 Coble 3', 4 pack 

IP CAT5 Cable 6', 8 pack 

IP CAT5 Cable 12', 8 pack 

IP CAT5 Cable 20', 4 pack 

IP CATS Cable 40', 1 pack 

Switch Box Cannector Kit (115V) 

Switch Box Connector Kit (230V) 

TFT5600 Rack Keyboard Monitor 

Local Access Cable Kit 

1 U Rack Keyboard & Drawer (Carbon) 
NOTE: The 1 U Rack Keyboard & Drawer (PN 257054-001) is to be used with the Keyboo rds for Racks 

with Trockball (PN i 58649-001 ). 

/nput Device Adjustable Raiis 

NOTE: lnput Device Adjustable Rails (2871 39-821) ore for use with the TFT511 OR, TFT5600RKM 
and integroted keyboard/drawer which is used in mounting into third party rocks. 

lnput Device T elco Roi I 

NOTE: !nput Device Adjustable Rails (287138-821) are for use ONLY with the TFT511 OR, 
TFT5600RKM and integroted keyboard/ drawer which is used in mounting into third party rocks. 

Keyboard/Monitor/Mouse extension cables 

NOTE: For additional information regarding Rack Options, pleose see the following URL: 
http:// h 18000.www 1.hp.com/products/seJvers/proliontstoroge/ rack-options/index.html 
NOTE: This Web site is available in English only. 

v 

' i ' 
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120672-821 

120675-821 

234672-821 

253449-821 

332558-821 

168233-821 

203039-82 1 

203039-822 

203039-823 

203039-824 

120206-001 

400336-001 

400337-001 

400338-001 

400542-821 

262585-821 

262586-821 

262587-821 

262588-821 

262589-821 

149361-821 

110936-821 

110936-822 

110936-823 

110936-824 

110936-825 

149363-821 

149364-821 

263474-821 

263474-822 

263474-823 

263474-824 

263474-825 

144007-001 

144007-002 

221546-001 

232985-821 

257054-001 

287139-821 

287138-821 

169?89-001 

1527 

~oc: ____ _ 



QuickSpecs ' ,. '""' ' • 
HP ProLiant DL380 Generation 3 (G3f 

Options 

Rack Options fo r Third 
Party Cabinet Racks 

HP Factory Express 

Round hole rack cabine! rail kit 
NOTE: Support for racks with round mounting holes (include HP Rack System / E and HP Sysiems) 
with an odjustme nt range of 24"- 36". 

Factory lnstallation, Racking, and Customization Services 

Foctory Express Server Configuration Levei 1 

NOTE: Free lnstallation of HP Options · lnstollotion of HP Options memory, NICs, hord drives, 
controllers, processors, 1/0 cards, pre-install stondard OEM OS image, and tape drives. lnstallation 
fees will apply to ail non-HP certified hardware and osset tags. 
NOTE : Available on ProLiant ML370 G3 Rack Models Only. 

Factory Express Serve r Configuration Levei 2 

NOTE: lncludes Levei 1 Customer lntent of o Proliant server and options conliguration, OS 
installation, custam imoge download, IP addressing, network setting, and custam packoging . 
Customer unique requirements (quick restare creotion, cd duplication, test reports , real-time reporting 
of server MAC address, password, and RILOE). Customer access, validotion and contrai through VPN 
(price/ server) . 
NOTE: Avoilable on ProLiant ML370 G3 Rack Models Only. 

Foctory Express Rock lntegratian Levei 3 with 1 · 3 servers ar storcge enclosures 

Fcctory Express Rcck lntegration Levei 3 with 4 · 9 servers ar storage enclosures 

Factory Express Rcck lntegrction Levei 3 with 1 O or more servers ar storage enclosures 

NOTE: lncludes Levei 1 Customer lntent for standard mounted servers and storage units plus 
standard cable mgmt, RAIO configurotion, servers & storoge, power distribution, networking gear and 
cccessories (price/ra520ck). 
NOTE : Availcble on ProLiant ML370 G3 Rack Models Only. 

Fcctory Express Rcck lntegratian Levei 4 with 1 · 3 servers ar storage enclosures 

Foctory Express Rack lntegrction Levei 4 with 4 - 9 servers ar starage enclosures 

Fcctory Express Rcck lntegrction Levei 4 with 1 O ar more servers ar storcge enclosures 

NOTE : lncludes Levei 2 Customer lntent plus customer defined cable management and naming 
convention, customer furnished imcge download, IP oddressing, cluster configurotions (SQL, Externai 
storage RAID). Quick restare creation, cd duplication, test reports, real-time reporting of server MAC 
oddress, possword, RILOE). Customer cccess and validotion through VPN (price/rock) . 
NOTE: Availabie on ProLiant ML370 G3 Rack Models Only. 

Foctory Express Rack lntegrction Levei 5 with 1 - 3 servers ar storage enclosures 

Fcctory Express Rcck lntegrction Levei 5 with 4 - 9 servers ar storage enclosures 

Fcctory Express Rack lntegrction levei 5 with 1 O ar more servers ar storage enclosures 

NOTE: lncludes Levei 4 Customer lntent plus Custam SW layering ond extended test, Customer 
occess, volidation ond contrai through VPN, Clustered racks with networking gear and/ or externai 
storage array, Stcrt-up installction services custam quote. (price/ rcck). 
NOTE: Foctory Express Engineered Soluiion Levei 6 is o custam solutions ovoilable through Factory 
Express. Please contact c your local reseller ar Account Mcnoger. 

293052-821 

293355-888 

266326-888 

325736-888 

232539-888 

325735-888 

325734-888 

232540-888 

325733-888 

325732-888 

232541-888 

325731-888 

,--- ------- ---r*3>TE-:-. -A;vofloble-on-f'rol:icmt-Mt-3-70-G-3-R-eek-Meeiels-GAiy·~. ----------------- -------

Service and Support 
Offerings (HP Core Pcck 
Services) 

Hardware Services 4-Hour On-site Service 

4-Hour On-site Service 5-Day x 13-Hour Covercge, 3 Years (Conadicn Pcrt Number) 

4-Hour On-site Service, 5-Dcy x 13-Hour, 3 Yecrs (U .S. Port Number) 

4-Hour On-site Service, 7-Dcy x 24-Hour Coverage, 3 Yecrs (Concdicn Part Number) 

4-Hour On-site Service, 7-Day x 24-Hour Covercge, 3 Years (U.S. Pcrt Number) 

/nstallation & Start-up Se rvices 

Hardware lnstallction (Concdicn Part Number) 

Hardware lnstcllation (U.S. Part Number) 

FP-L03EC-36 

331066-002 

FP-L07EC-36 

162657-002 

FP-LOINS-EC 

401792-002 

~~· --------------------D-A ___ 1_1_4-73---N-o-rt-hA_m_e-ri-ca----V-er-si-on_2_3---Ju-ly_1_4_,2_0_0_3------~ft~~=1==5==2==~=g=e=2~l 
N2 3 8 L ~" c, i n v e n t 
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QuickSpecs --~ -" -·-
HP ProLiant DL380 Generation 3 '(GJJ __ ... '" 

Options 

lnstollotion & Stort-Up of o Proliont server and Microsoft OIS per the Customer Description ondlor 
Doto Sheet. To be delivered on o scheduied bosis Som-Spm, M-F, excl. HP holidoys. (U.S. Port 
Number) 

lnstollotion & Stort-Up of o Prolioni server ond Microsoft OIS per the Customer Description ondlor 
Dato Sheet. To be delivered on o scheduled bosis 8om-5pm, M-F, excl. HP holidoys. (Conadion Part 
Number) 

instollotion & Stort-Up of o Proliont server ond Linux OIS per the Customer Description ondlor Doto 
Sheet. To be delivered on o scheduled bosis 8om-5pm, M-F, excl. HP holidoys. (U .S. Port Number) 

lnstollotion & Stort-Up oí o Proliont server ond Linux OIS per the Customer Description ondlor Doto 
Sheet. To be delivered on o scheduled bosis 8om-5pm, M-F, excl. HP holidoys. (Conadion Port 
Number) 

Support Plus 

Onsite HW support, 8am-9pm, M-F, 4hr response ond Microsoft OIS SW Tech suppori offsite, onsite 
ot HP's discretion, 8om-9pm, M-F 2hr response time excl. HP holidoys. (U.S. Port Number) 

Onsite HW support, 8am-9pm, M-F, 4hr response ond Microsoft OIS SW Tech support affsite, onsite 
ot HP's discretian, 8om-9pm, M-F 2hr response time excl . HP holidoys. (Conodion Port Number) 

Onsite HW support, 8am-9pm, M-F, 4hr response ond Linux OIS SW Tech support offsite, onsite ot 
HP's discretion, 8om-9pm, M-F 2hr response time excl. HP holidoys. (U.S. Port Number) 

Onsite HW support, 8am-9pm, M-F, 4hr response ond Linux OIS SW Tech support offsite, onsite ot 
HP's discretion, 8om-9pm, M-F 2hr response time excl . HP holidoys. (Conodion Part Number) 

Support P/us 24 

Onsite HW support 24x7, 4hr response ond Microsoft OIS SW Tech support offsite, onsite ot HP's 
discretion, 24x7 2hr response time incl. HP holidoys. (U.S. Part Number) 

Onsite HW support 24x7, 4hr response and Microsoft OIS SW Tech support offsite, onsite ot HP's 
discretion, 24x7 2hr response time incl. HP holidoys. (Canodian Port Number) 

Onsite HW support 24x7, 4hr response ond Linux 0/S SW Tech support offsite, onsite at HP's 
discretion, 24x7 2hr response time incl. HP holidays. (U.S. Part Number) 

Onsite HW support 24x7, 4hr response ond Linux OIS SW Tech support offsite, onsite ot HP's 
discretion, 24x7 2hr response time incl . HP holidays. (Canodian Port Number) 

CarePaq Priority Services for ProLiant Servers - Priority Si/ver 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Si/ver Software Support, 1-hr respanse, 
Mondoy - Fridoy, BAM - 5PM local time, 2-hr response after hours for Windows NT, Windows 2000, 
Professionol, Server or Advanced Server Operating System, T echnical Account Monager, T echnical 
Newsletter, SW activity review, prooctive potch notification, 1 System Healthcheck per year (2-5-2 Port 
Number for Canedo) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Subsequent Sysiem Support for 
Windows NT, Windows 2000, Professionol, Server ar Advonced Server Operoling System (2-5-2 Port 
Number for Co nada) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Software Suppori, 1-hr response, 
Monday- Fridoy, 8AM - 5PM local time, 2-hr response after hours for Novell NetWare Operating 
System, Technical Account Monoger, Technicol Newsletter, SW octivity review (2-5-2 Port Number for 
Co nado) 

240014-002 

FM-MSTEC-02 

331072-002 

FM-LSTEC-02 

239929-002 

FM-M01 E2-36 

331070-002 

FM-L01 E2-36 

239931-002 

FM-M02E2-36 

331071-002 

FM-L02E2-36 

FM-M04E2-36 

FM-M24E2-36 

FM-N04E2-36 

FM-N24E2-36 24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Subsequenl System Suppori for Nove ll 
.--------------"N'e"tW...-o-re~Operoting System (2-5-2 Pari i'<umõer for Cãnactal!---------------------------

i n v e n t 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Software Support, 1-hr response, 
Mondoy- Fridoy, BAM- SPM local time, 2-hr response after hours for Windows NT, Windows 2000, 
Professiono!, Server or Advonced Server Operating Sysiem, Technicol Account Monoger, Technicol 
Newsleiter, SW octivity review, proactive potch notificotion, 1 System Heolthcheck per year (6-3 Part 
Number for U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Subsequent System Support for 
Windows NT, Windows 2000, Professionol, Server ar Advonced Server Operoting Sysiem (6-3 Port 
Number for U.S.) 

24 x 7 HW, 4-hr response, Nomed HW engineer; 24 x 7 Silver Software Support, 1-hr response, 

Mondoy- Friday, BAM- SPM local time, 2-hr response ofter hours fo r Novell NetWore O perating 
System, Technicol Account Monoger, Technicol Newsletter, SW octivity review (6-3 Port Number for 1 
u.s.) _ Fls. 
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239933-002 

239935-002 

239973-002 
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QuickSpecs HP ProLiant DL380 Generation 3 (G-3) 

Options 

i n v c n t 

24 x 7 HW, 4-hr response, Named HW engineer; 24 x 7 Si/ver Subsequenl System Supporl for Novel/ 
NetWare Operating System (6-3 Pari Number for U.S.) 

NOTE: For more information, customer/resellers can conlad http://www.hp.com/ services/carepack 

239975-002 

'0 -L5:3:tL 
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QuickSpecs 
Memory 

HP Pro l iant Model DL380 G eneration 3 (G3) 3 .06GHz Models 

Standard Memory 

1 GB PC2 1 00 Registered DDR SDRÁM DIMM Memory running at 266MHz comes insiailed (2 x 512-MB SDRAM) 

Stondard Memory Plus Optiono l Memory 

Up to 9,216-MB memary is available with the optional installation of PC21 00 Registered DOR SDRÁM DIMM Memory Option Kit 

Stondard Memory Replaced with Optional Memory 

Up to 12,288-MB of memory is available with the remava I of the standard 512-MB of memory and the optional installation of PC21 00 Registered DDR 
SDRAM DIMM Memory Option Kit 

f)ICITE · Chart does not represent ali possible configurations 

Memory Slot 

1 2 3 4 5 6 

Standard 1024MB 512MB 512MB Empty Empty Empty Empty 
Optional 8,960MB 512MB 512MB 2048MB 2048MB 2048MB 2048MB 
Maximum 12,288MB 2048MB 2048MB 2048MB 2048MB 2048MB 2048MB 

NOTE: In the online spare configuration, lhe ROM automatically configures the last populated back as lhe spare memory. lf only banks A and B are 
populated, bank B is the spare bank. lf banks A, B, and C are populated, bank C is the spare bank, Online spare memory is configured through RBSU. 

Following are memory oplions available from HP: 

e 4096MB of Advanced ECC PC21 00 DDR SDRAM DIMM Memory Kit (2x 2048 MB) 300682-B21 
NOTE: The 4096MB of Advanced ECC PC21 00 DOR Memory kit (300682-B21) can only be used in 3.06GHz and foste r 
models. 

e 2048-MB oi Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2x 1024MB) 

e 1024-MB oi Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit 2 x 512MB) 

e 512-MB of Advanced ECC PC2100 DOR SDRAM DIMM Memory Kit (2 x 256MB) 

HP Proliant Model DL380 Generation 3 (G3) 2 .8GHz and 2.4GHz Models 

Standard Memory 

...-_ VIB PC21 00 Registered DDR SDRAM DIMM Memory running at 200MHz comes installed (2 x 256-MB SDRAM) 

~~ndard Memory Plus Optional Memory 

Up to 4,608-MB memory is available with the optional installation oi PC21 00 Registered DDR SDRÁM DIMM Memory Option Kit 

Standard Memory Replaced with Optional Memory 

300680-B21 

300679-B21 

300678-B21 

Up to 6, 144-MB of memory is available with the remova! of lhe standard 256-MB of memory and the optional installation of PC21 00 Registered DDR 
____5DRAM DIMM Memory Option Kit 

NOTE· Chart does not represent ali possible configurations. 

Memory Slot 

1 2 3 4 5 6 

Stondard 512MB 256MB 256MB Empty Empty Empty Empty 

Optional 4,608MB 256MB 256MB 1024MB 1024MB 1024MB 1024MB 

M oximum 6,144MB 1024MB 1024MB 1024MB 1024MB 1024MB 1024MB 

G. · .. 4~ • -..~ 
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QuickSpecs HP ProLiant OL380 Generation 3 ',(G3) 

Memory 

NOTE: In the online spore configurotion, the ROM automatically configures the last populoted back os the spore memory. lf only bonks A ond B are 
populoted, bonk Bis the spore bank. lf bonks A, B, ond C ore populoted, bank C is the spare bonk, Online spare memory is configured through RBSU. 

Following are memory options ovoiloble from HP: 

e 2048-MB of Advonced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2x 1024MB) 

e 1024-MB of Advonced ECC PC21 00 DOR SDRAM DIMM Memory Kit 2 x 512MB) 

e 512-MB of Advanced ECC PC21 00 DOR SDRAM DIMM Memory Kit (2 x 256MB) 

i n v e- n t 
DA- 11473 North Americo- Version 23- July 14, 2003 lfR 
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300680-821 

300679-B21 

300678-B21 
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QuickSpecs 
Storage 

Drive Support 

Removoble Media 

1.44-MB Diskette Drive 

"'~ CD-ROM Drive 

niine DVD-ROM (8x24x) 
Option Kit (Servers) 

Hard Drives 

Quontity 
Supported 

Ultra320 Hot Pluggable Drives 

Quantity 
Supported 

1-inch 

146.8-GB 10,000 rpm 
72.8-GB 1 0,000 rpm 
36.4-GB 10,000 rpm 
72.8-GB 15,000 rpm 
36.4-GB 15,000 rpm 
18.2-GB 15,000 rpm 

Upto 6 

0-5 

A 

B 

c 

Position 
Supported 

A 

B 

B 

Position 
Supported 

0-5 

HP ProLiant DL380 Generation 3 (G3) 

Six 6" Wide Ultra3 SCSI hot plug hard drive bays 

1.44-MB Diskette Drive 

24x IDE CD-ROM (Universal Media Bay) 

Six 1" Wide Ultra3/Uitro320 SCSI hot plug hord drives or for live hot plug hord drives 
and one AIT or 20/40-GB DAT hot plug tape drive 

Contrai ler 

lntegrated 

lntegrated IDE 

lntegrated IDE 

Controller 

Smart Array Si Controller (integrated on system board) 

Smart Array 532 Controller 
Smart Array 5302/128 Controller 
Smart Array 5304/256 Controller 
Smart Arroy 6402/128 Coniroller 
Smart Arroy 5312 Controller 
Smart Array 641 Coniroller 
Smart Array 642 Contraller 
64-Bit/133-MHz Dual Channel Ultra320 SCSI Adapter 

NOTE: Ali U320 Universal Hard Drives ore backword compotible to U2 or U3 speeds. U320 drives require an optional U320 Smort Array Controller or 

U320 SCSI H8A ta support U320 transfer rales . 

&=:' na! Storoge 

StorageWorks Enclosure 4300 
Family 
(supports Ultra2/ Uitra3 1" 
drives oni y) 

3U Rockmount Kit 
5U Rackmount Kit 

MSA 1000 

Quontity 
Supported 

Up to 13 

Upio 3 

Position 
Supported 

Externai 

Externai 

Please see the MSA Externai 
1 000 GuickSpecs 
below to determine 
conligurotion 
requirements 

Controller 

Smort Arroy 532 Controller 
Smort Arroy 5302/128 Controller 
Smart Array 5304/256 Controller 
Smart Array 6402/ 128 Coniroller 
Smori Arroy 5312 Coniroller 
Smart Arro 642 Controller 
64-Bit/ 133-MHz Dual Chonnel Ultro320 SCSI Adopter 

64-Bit/ 133-MHz Dual Chonnel Ultro320 SCSI Adapter 

Please see the MSA 1 000 QuickSpecs (URL below) for lhe lates! list of supported 
HBAs 

MSA 1000: http :i/v:wwS.compoq .com/ products/q uickspecs/11 033 na/ 11 033 no.HTML 

1533 
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QuickSpecs HP ProLiant DL380 Generation 3 (G.J) 

Storage 

Maximum Storage Capacity - (StorogeWorks Enclosure SCSI Attached) 

Internai 

Externai 

Tota l 

Tape Drives 

880.8 GB (6 x 146.8 GB Ultra 320 1 ") 

26.717 TB (13 x (14 x 146.8 GB Ultra 320 1")) 

27.598 TB 

NOTE: For on up-to-date listing of the lotes! 0/S Support detoils for each of the Tope Drives listed below, please see the following : 
http://wwNS.compaq.com/products/ quickspecs/North Americo/ 1 0233. html 

NOTE: For on up-to-dote listing of the lates! 0 / S Support detoils for each of the Tope Storoge Systems listed below, please see the fo llowing: 
http:/ / wv;wS.compaq.com/produd s/ quickspecs/North _ Americo/1 0809 .html 

· ~TE: Please see the Smort Array Si Controller GuickSpecs for odditional informotion regording supported opiions at: 
/www5.compoq.com/ produds/ quickspecs/ 1 0890 _NN1 0890_NA.HTML 

Quantity 
Supported 

Internai DAT 20/ 40 Up to 3 
Internai DA T 72 

Internai AIT 100-GB, Hot Plug Up to 3 
Internai AIT 50-GB, Hot Plug 
Internai AIT 35-GB, LVD, Hot 
Plug 
Internai 20/ 40-GB DAT, Hot 
Plug 

---' 
20/ 40-GB DAT DDS-4 8 Up ia 2 
Cosseite Autoloader (externai) 

SSL 1 O 16 SDLT1 60/ 320 tope 
autolooder 

Up to 2 

Position 
Supported 

0+ 1, 2+3, c 

0+ 1, 2+ 3, c 

Externai 

Externai 

HP StorageWorks AiT 35 GB 
Autolooder 

Up to 1 (for c single Externai 
HBA) 

Ultrium 215, Externai 
Ultrium 230, Externai 
Ultrium 460, Exiemal 

SDLT 11 0/220-GB, Externai 
SDLT 160/ 320-GB, Externai 

Externai DAT 72 

AIT 100-GB Externa i 
AIT 50-GB Externai 
AIT 35-GB LVD Externai 

Externai 40/ 80-GB DLT 
Enhonced 

HBA) 

Up to 2 

Upto 2 

2 

2 

Upto 3 

Externai 

Externai 

Externai 

Externai 

Externai 

Controller 

Smort Arroy Si Controller (integroted on system board) 
Smart Arroy 532 
Smart Array 5302/32 Controller 
Smart Arroy 5302/ 64 Controller 
Smort Array 5302/ 128 Controller 
Smort Array 5304/128 Controller 
Smart Array 5304/256 Controller 
Smart Arroy 6402/128 Controller 
Smort Arroy 5312 Controller 
64-Bit/133-MHz Dual Channel Ultro320 SCSI Adapter 

Smort Arroy Si Controller 
Smart Array 532 Controller 
Smart Array 5302/128 Controller 
Smart Arroy 5304/256 Controller 
Smart Array 6402/128 Controller 
Smart Array 5312 Contrai ler 
Smart Array 641 Conlroller 
Smart Arroy 641 Controller 
64-Bit/133-MHz Dual Channel Ultra320 SCSI Adapter 
NOTE: The Smart Array 532 Controller does not support the AIT 100-GB Hot 
Plug Tape Drive. 

64-Bit/133-MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/ 133-MHz Dual Channel Ultra320 SCSI Adapier 

64-Bit/ 133-MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/ 133-MHz Dual Chonnel Ultra320 SCSI Adapter 

64-Bit/ 133-MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/ 133-MHz Dual Channel Ultra320 SCSI Adapter 

64-Bit/ 133-MHz Dual Channel Ultro320 SCSI Adapter 

r 
64-Bit/133-MHz Dual Channel Ultra320 SCSI AdaRter. 

, I . 
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QuickSpecs 
Storage 

SSL2020 AIT Librory 

MSL5026Dl.X (40/ BOGB DL T­

based) 
MSLS026S l (SDLT-based) 
Librory 
lv\SL5052S L (SDLT-based) 
Librory 
MSL5030L (LTO-bosed) Librory 
MSL5060S (LTO-bosed) Library 
lv\SL6060L 1 (Uitrium 460 -
based) Library 
MSL6030 (LTO Ultrium­

based) Library 

Up to 5 

2 drives per SCSI 

chonnel 

Externo! 

Externai 

HP ProLiant OL380 Generation 3 (G3) 

SAN Access Module for Smort Array 5302 Controller 
64-Bit/133-MHz Dual Channel Ultra320 SCSI Adopter 

64-Bit/133-/v\Hz Dual Channel Ultra320 SCSI Adapter 

. I 
1 1 53 5 _ Fls. N° 

DA- 11473 North America - Version 23 - July 14, 2003 6 8 Page . 33 .' I 
I ~ ·~L: 

Co.:___ ll".l 
i r; v e- n t 



.. 

. 
QuickSpecs 
Power Specifications 

Part Number 194989-001 

Spare Kit 199382-821 

Ope rati o na l lnput Voltage 90 to 264 
Range (V rms) 

Frequency Range (Nominal) (Hz) 47 to 63 (50/60) 

System Specifications 
Proliant DL380 Generation 3 Fully Configured 

Up to 2 Processors, 6 Memary Slots, 6 Hard Drives, 3 PC! Slots, ond 2 Hot Plug Power Supplies 

Nominal lnput Voltage (Vrms) 100 115 208 220 230 240 

Fully Loaded System lnput Wattage (W) 431 411 406 400 395 390 

Fuliy Loaded System lnput Current (A rms) 4.3 3.6 2.0 1.9 1.8 1.7 
Fuliy Loaded System Thermal (BTU- Hr) 1421 1401 1383 1365 1347 1330 
Fuliy Loaded System VA (Volt-Amp) 425 419 414 408 403 398 
System Lea kage with ali power supplies loaded 0.63 0.72 1.30 1.38 1.44 1.50 
(mA) 
System lnrush Current with ali power supplies 100 100 100 100 100 100 
loaded (A) 

Power cord requirements Nemo 5-15P to IEC320-C13 Option no./Spore no.: See Chort below 

IEC320-C 13 to IEC320-C14 Option no./Spore no.: 

LrES: 142259-001 / 142258-821 

• To review typicol system power ratings use the Aclive Answers Power Colculotor which is ovoiloble via the online toollocoted oi URL: 
hiip://h30099. www3 .hp.com/ configu rolar/ powercalcs.osp 
To drill down to colculotors: 

Click on: "Proliont Servers" 
Cl ick on lhe Server oi in teres!. Example: DL380 G3 
Cl ick on: "Power Calculotor" link . (You moy need to scroll down ia see it.) 

·-. -· 
Power Cords (Nema 5-15P ia IEC320-C 13) 

Country 
Standard Power Co rd Pari Number/Option Power Cord Part 163719-002/227099-001 
Number 

Power Cords (IEC320-C13 to IEC320-C1 4) 

Standard Power Cord Part Number/Option Power Cord Pa rt 142263-003/ 142257-003 

Number 

• i 
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QuickSpecs 
TechSpecs 

System Unit Dimensions (HxWxD) 

Weight 

lnput Requirements (per 
power supply) 

BTLI Rating 

SCSI Connectors 

Power Supply 
Output Power 
(per power supply) 

Temperature Range 

Relative Humidity 
(non-condensing) 

Maximum Wet Bulb 
Temperature 

Acoustic Noise 

Acoustic Noise 

HP ProLiant DL380 Generation 3 (G3) 

3.38 X j 7.50 X 25.75 in (8.59 X 44.45 X 65.41 em) 

Maximum : 60 lb (27.22 kg) 

No drives: 

Range Line Voltage 

Nominal LineVoltage 

Rated lnput Current 

Rated lnput Frequency 

Rated lnput Power 

1,475 BTU/ HR 

47.18 lb (20.41 kg) 

90 to 132 VAC/ 180 to 265 VAC 

100 to 120 VAC/220 to 240 VAC 

6A ( 11 O V) to 3A (220V) 

50 to 60Hz 

600W 

One externai VHDCI connector 

Rated Steady-State Power 

Maximum Peak Power 

Operating 

Shipping 

Operating 

Shipping 

82.4° F (28° C) 

400W 

400W 

50° to 95° F (1 0° to 35° C) 

-40° to 158° F (-40° to 70° C) 

lO% to 90% 

5% to 95% 

ldle Minimum (Fixed Oisk Drives Spinning) 

L WAd (BELS) 7.0 

L pAm (dBA) 55 

Operating Minimum (Random Seeks to Fixed Oisks) 

L WAd (BELS) 

L pAm (dBA) 

7.0 

55 

ldle Maximum (Fixed Disk Drives Spinning) 

L WAd (BELS) 

L pAm (dBA) 

7.2 

56 

Operating Maximum (Random Seeks to fixed Disks) 

L WAd (BELS) 7.3 

~'------------------------------------L-pA-m--(d-B-A)---------5-7-------------------------------
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QuickSpecs 
TechSpecs 

1 .44-MB Diskette Drive Size 

LED lndicators 
(front penei) 

Read/Write Capacity 
per Diskette 
(high/ mid/low density) 

Drive Supported 

Drive Height 

Drive Rotation 

Transfer Rate 
(high/mid/ low) 

Byies/Sector 

Sectors/T rack 
(high/ mid/ low) 

T racks/ Side (high/low) 

Access Times 

3.5 in 

Green 

1 .44 MB/1 .2 MB/720 KB 
formatted 

One 

0 .50 in (1 .27 em) 

300/360/300 rpm 

500/500/ 250 KB/s 

51 2 

18/ 15/9 

80/80 

T rack-to-T rack 
(highmid//low) 

Average 
(high/mid/low) 

Settling Time 

Latency Average 

Cylinders (high/low) 80/80 

Read/Write Heads Two 

HP ProLiant DL380 Generation 3 '(G3) 

3/3/6 ms 

174/ 94/94 ms 

15 ms 

100 ms /83.3 ms / 100 ms 

I • 

' I i 1 53 8 ['::>.NO 
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QuickSpecs 
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~ 
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• 

TechSpecs 

24X Max IDE 
CD-ROM Drive 
(Universal Media Bay) 

. '~ • 
~ 

• 
• 
• 
• 
• 
• 

Dis k 

Block Size 

Interface 

Access Times 
(typical) 

Data Transfer Rate 

Coche Buffer 

Start-up Time (typical) 

Stop Time 

Operating Canditions 

Dimensions 

DA - 11473 

Applicable Disk 

Capacity 

Dia meter 

Rotational Speed 

C ente r Hole 

Thiekness 

Traek Piteh 

Mede O 

Mede l 

Mode2 

IDE (ATAPI) 

Rondem 

Fuii-Stroke 

Sustained 

Burst 

128 KB 

< lO seeonds 

< 5 seeands 

Temperature 

Humidity 

(HxWxD, maximum) 

Weight 

. . .. ·~ . 

HP ProLiant DL380 Generation 3 (G3) 

CD-DA, CD-ROM (Mede l and 2) 

CD-XA, CD-1 (Mede 2, Form l and 2) 

CD-1 Ready, CD Extra, Video CD, CO-Bridge 

Photo CD (Single and Multi-session) 

CD-WO 

550 MB (Mede l, 12 em) 

640 MB (Mede 2, 12 em) 

4 .7 in, 3.15 in/ l2in, 8 em 

4200 rpm maximum 

0 .6 in/ 1 .524 em dia meter 

0.047 in/0.12 em 

l .6 pm 

2,368, 2,352 bytes 

2,352, 2,340, 2,336, 2,048 bytes 

2,352, 2,340, 2,336, 2,048 bytes 

< 140 ms 

< 300 ms 

150 KB/s (sustained l X) 

2100 to 4800 KB/s 

41 o to 120° F (5° to 55° C) 

lO% to 80% 

0 .5] X 5 .24 X 5.2 in (1.3 X 13.31 X J3 .2 J em) 

< 340 9 

1539 
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HP ProLiant DL380 Generation 3~ (Ç?.3) 

TechSpecs 

lntegrated Smart Array 
Si Plus Controller 

,._ 

i n v e n t 

Data Compatible with ail Yes 
Smart Array Controllers 

lnstant Upgrodes to other Yes 
Smart Array Controllers 

Consistent Software 
Manageability Tools 

PCI-X Bus 

PCI-X Peak Data 
Tronsfer Rate 

Yes 

64-bit, 100 MHz (integrated on system board) 

800 MB/s 

SCSI Protocols Supported Ultra3, Ultra2 

SCSI Peak Data 160 MB/s per chonnel 
Transfer Rate NOTE: For Proliont servers hoving TWO internai drive boys on separote SCSI ports: 

SCSI Peak Dota T ransfer Rale is 320 MB/s total; 160 MB/s per channel ond Chonnels is 
2, 

Chcnnels 2 

SCSI Ports 
(externai/internai) 

Drives Supported 
(maximum) 

Coche 

Battery-Backed Write 
Coche 

RAIO Support 

Logical Drives 
(moximum) 

Online Configuration 

Online C apacity 
Expansion 

NOTE: For Proliant servers having two internai drive boys on seporate SCSI ports: SCSI 
Peak Dato Transfer Rate is 320 MB/s total; 160 MB/s per channel ond Channels is 2, 

0/2 
NOTE: For Proliant servers hoving two internai drive bays on seporate SCSI ports: SCSI 
Peak Dato Transfer Rale is 320 MB/s total; 160 MB/s per channel ond Channels is 2, 

Moximum = total number of drives 
NOTE: Moximum is the total number of internai drives on eoch specific Proliont server, 

64 MB Reod and/or Write Coche 

Yes, with instollation of Battery-Bocked Write Coche Enabler, up to 64MB 

O, 1, 1+ 0,5 

Maximum = total number of drives 

Yes 

Yes 

Logicai Drive Capacity Yes 
Exte nsion 

Online Stripe Size 
Migration 

Online RAIO Levei 
Migration 

Yes 

Yes 

Online Spare Support Yes 

Automatic Data Recovery Yes 

Drive Roaming Yes 

Redundant Controllers No 

DA. 11473 North America- Version 23- July 14, 2003 
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QuickSpecs HP ProLiant DL380 Generatio~· -a)_'Q-~)- ·. 

TechSpecs 

NC7781 PCJ-X Gigabit 
NIC (embedded) 
10/100/1000 WOL 
(Wake On lAN) 

Vídeo Controller 

Ne1work Interface 

Compatibility 

Dato Tronsfer Method 

Ne1work Tronsfer Rate 

Connector 

Cable Support 

Controller Chip 

Vídeo ORAM 

Data Transfer Method 

Support Resolution 

640 X 480 

800 X 600 

1024 X 768 

1152 X 864 

1280x1024 

Connector 

1 OBose-T/ lOOBose-Wl 000 BaseTX 

IEEE 802.3/802.3u compliant 

64-bit bus-master PCI-X 

1 OBase-T (Holf-Duplex), 

1 OBose-T (Fuii-Duplex) 

1 OOBase-TX (Half-Duplex) 

1 OOBose-TX (Fuii-Duplex) 

1 OOOBase-TX (Half-Duplex) 

1 OOOBase-TX (Fuii-Duplex) 

RJ-45 

lOBase-T 

100Base-TX 

1000BaseTX 

ATI RAGE XL 

8 MB Vídeo SDRAM 

32-bit PCI 

Supported Colar Depths: 

16.7M, 64K, 256, 16 

16.7M, 64K, 256, 16 

16.7M, 64K, 256, 16 

16.7M, 64K, 256, 16 

16.7M, 64K, 256, 16 

VGA 

© Copyright 2003 Hewlett-Packard Development Compony, L.P. 

The information contained herein is subject to chonge without notice. 

10 Mb/s 

20 Mb/s 

100 Mb/s 

200 Mb/s 

1000 Mb/s 

2000 Mb/s 

Categories 3, 4 or 5 UTP; 
up to 328ft (100m) 

Category 5 UTP; up to 328 ft (1 00 m) 

Category 5 UTP; up to 328 ft (1 00 m) 

~ft and Windows NT are US regisiered trodemarks of Microsoft Corporation. Intel is a US registered trodemark of Intel Corporation. 

~ 1 warro nties for HP products and services ore set forth in the express worronty statements accomponying such products ond services. Noth ing herein 
should be construed as constituting an additionol warranty. HP shall not be lioble for technical or editorial errors o r omissions contained herein. 

, I "1 54 1 
No 

N2 3 h 8p4 age DA- 11473 North America- Version 23- July 14, 2003 
i n v e n t Doe: 

39 



.. 
HP.com- ProLiant DL380 G3 - index 

» $upopon & drivel'$ » wlotioru ..... "' ..• 

» contact hp 

» Proliant home 

» Proliant BL servers 
» Proliant DL servers 
» Proliant ML servers 
» entry levei servers 
» Proliant high availability 
)) Proliant Essentials 
,> new products 
» retired products 

purchase assistance 
» howto buy 
» financiai services 
» locate a reseller 
» trade-in program 
» request purchase info 

» Proliant IT consolidation 
» special promotions 

» site map 

f. cfdgltxpress 
... ~líl' 

>>Stmpllfy und spcted tho 
procc$S .•• Lot HP bulld 
your integruted rock! 

»grect summw 
rebahtsonhp 
ProUant servm 

search: 

(i Proliant servers r ali of hp US 

Proliant DL380 G3 
lntegrated lights-out management and enterprise-class uptime, optimized 
for a variety of application usages - still in a 2U form factor. 

» HP's 2U Edges 
OutCompefitors 

r 3d produd tour» 

DL380 G3 3.06 

other Proliant DL380 offerings 

}) Q_L,~ªº--Q;}_pj3Çk~?_Q 
cluster 

» DL380 G3 - Racked 

1 maximum internai storage 
* optional 

2.8 

3.06 

product resources 

information 
» product overview 
»q & a 
» quickspecs 
» cabling matrix 
» endorsements 
» benchmarks 

additional resources 

components 
» management 
» options 
» storage 

2 1024 12 880.8 N/A 2U 

2 1024 12 1000 N/A 2U 

2 1024 12 1000 N/A 14U 

Buy online or call HP at 1-800-282-6672 

' ""· • i · I 

- FI:;. ~I') 

support 
» product 
»os supp• 
» HP Care 
Service~ 

»software 
»warrant} 

to ois 
» power c• 
» deployrr 

pape r 
» build wit 

express 
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Proliant DL580 G2/2GHz 4P TPC-C Rev. 5.0 

~. ..... ~ ...... ·. ~ 
... ~: . ..... ~ -

Hewlett -Packard 

Company C/S with 5 Proliant DL360R Report Date: Nov 19, 2002 

Total System Cost TPC-C Throughput Price/Performance Availability Date 

$413,764 77,905.18 $5.32 Dec 31,2002 

Processors 

41ntel Xeon 

2.0 GHz - Server 

10 Pentium 1111.4 
GHz- Clients 

Data base 
Manager 

Microsoft SQL 
Server 2000 
Enterprise 

Edition SP3 

2 HP Rack 9I42 containing: I6X 43I4R 
StorageWorks Enclosure with I4X I8.2 
GB ISK Drives and IX 4354R 
StorageWorks Enclosure with I4X I8.2 
GB ISK Drives 

Operating System 

Windows .NET 
Enterprise Server 

2003 

ProLiant DL580 G2 w/ 32 
GB RAM, 4 SMART 5304, 
I SMART 5302 RAID 
Controllers and IX I8.2 GB 
I OK Drive in internai bay 

. . -

1!11 

Serve r 

Other Software 

Microsoft Visual C++ 
Microsoft COM+ 

Number of 
Users 

62000 

I 3 RTEs simulating 63000 PCs 

/ I 
~--4 -~~ --~ -~~~ ~ $~~----- -- -~~~ 
~ 

IX 8 Port Qlogic VI 
Switch 

5 ProLiant DL360R each 
with two 1.4Ghz 

Each Client -
System Components 

Processar 

Quantity Description Quantity Description 

Memory 

Disk Controllers 

Disk Drives 

Total Storage 
Tape Drives 

4 

16 

1 

4,1 

14 
225 

1 

2.0 GHz Intel Xeon w/ 
2M Cache 

2GB DOR 

HP lntegrated 5i Smart 
olfe 

HP SMART 5304,5302 
Array Controller 

36 GB SCSI Drive 
18.2 GB SCSI Drive 

4286.26 GB 
12/24 GB DAT 

2 1.4GHz Pentium 111 
w/ 512K cache 

4 128MB 

1 lntegrated SMART 5i 
.rray-C-ontroller 

1 18.2 GB SCSI Drive 

18.2GB 
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HewleH-Packard HP Plt>Uant DL580 G212GHz~ lPC-C Rev. 5.0 

Compe~ny Cllent/Senler Raport Date: 19-Nov-42 

Descrlpllon Part Number lhird Porty Uni!Price Qly 
Extended 3yr.Mánl. 

Price Price 
~rver Hardware Brand Pricing 
Proliant DlSSO X1600 2P X2GB, lntegrated Smart Array.Ccntrcller ~ 20217EHl01 1 19,499 1 19,499 

.O GHz 1M processor 226776-821 1 6,199 2 12,398 

jsGs (4li2GB) DOR ECC 200MHz MOmOfY 202173-821 1 25,909 4 103,636 

ist0189"Worl<s Enclosuro l\lodei4314R 190209-001 1 2,955 16 47.260 
istoragoWo<1<s Enclosura l\lodel 4354 190211-{)()1 1 3,523 1 3,523 

isman Array 5304/128 Controllar 158939-821 1 2.099 4 8,396 
Smart Array 5302/64 Controllar 124992-821 1 1;399 1 1.399 
VS70 Cclor Monitor· 15 inch CRT • Opa! 228113-001 1 169 1 169 

!m'Mouse 170299·821 1 23 1 23 
1m' Enhanced Keyboud 122660-006 1 44 1 44 
12fl4-Gigabyte DAT Drive (Internai) 295513·922 1 682 1 682 

~ 
1m- RJdr. Model 9142 (42U • Opol) • Aat Paliei 120663-821 1 1.352 2 2,704 

!HP Ract Sidewall Kit 12067Q-821 1 212 1 212 

~PSR3000XR 192181Ml01 1 1,703 1· 1.703 
18.2-GB Pluggable 1" Urri--.al WldaUitnl3 10K HOO 142673-822 1 319 1 319 

18.2-GB Pluggable 1" Un- ~ 151< HOO 188122·822 1 399 224 89,376 
18.2-GB Pluggable 1" UrriY&rsal WldaUitnl3 151< HD0 (10% aperaa) 188122-822 1 399 23 9,177 

j:ls.4-GB Pluggable 1" U~ WldaUitra3 151< HOO 232916-822 1 619 14 8,666 
~4-GB Pluggable 1" Unl\wsal Wmt.lltra3 151< HOO (2 -es) 232916-822 1 619 2 1.238 
FM-MI724-36 3YR 24X7 4HR 500 SERIES SVR 401782-()()2 1 1,795 1 1.795 

fM-En4-36 3YR 24X7/4HR EMPTY DISK ENCL 171242-()()2 1 157 17 2.669 
~c CII.A-2350 Fl>te-Channol VI Adaptar QI..A235Q-BK 3 2.095 1 2.095 

Sublolal 302.124 14,&79 
ls-rs.m-. 
· jM;crosott SQI.SaMtr 2000 Entelprise Edition(per prooaaoor) 81Q-008.45 Miaolofi 2 16,541 4 66,164 5,850 
~ VIsual C++ 6.0 048-00317 Microloft 2 S49 I S49 lnd Ab<we 
~Windows .NET Enta!prise SeNer 2003 NA MiauooCt 2 2,699 I 2,699 lnd Above 

Sublolal 69,412 5,850 

~a--
jProuant Dl360R01 P1.4GHz 512KB 128MB 233271-{)()1 1 2.679 5 13,395 
iouat lntegrated Gigobit NIC, lm~ Sman /Vray Controllor Si 

1.40GHz Plll ProceoaorOpticn -Kit (Dl360G2) 201099-821 1 1.099 5 5,495 
128 MB133 DIMM 128277·821 1 149 15 2,235 

lvs1o Cclcr Monilo< • 15 inch CRT • Opal 228113-001 1 169 5 845 
im'Moose 170299-821 1 23 5 115 
liJ>EIIIwl<:<dKeyboud 12266Q-006 1 44 5 220 
11l2-GB Pluggable 1" Universal WlllaUitra3 10K HOO 142873-822 1 319 5 1,595 

" 
FM-EL724-36 3YR 24X7 4HR EHTRY 300 SVR 162675-002 1 750 5 3,750 
Qlogic QLA-2350 FlbnH;hannel VI Adapter OL.A235o-BK 3 2,095 7 14,665 

Sublotal 38,565 3,750 

P-rtSot-.. 
Plicrosoft Windows 2000 SeNer Cll-00821 Microsoft 2 738 5 3,690 IDcl. Abovc 

Sub lotai 3,690 o 
u.. Connecllv!ly 

atogic SANBox-1 8-Port Switcll SANBOX2-8P 3 8,750 3 26,250 

Sublotal 26,250 o 

I •~o PYJ!'hase and Cosi! discount 15ee Note 1) 16.0'k I ($48,375) ($2,381 

Total ~1.666 - ~22.o9il 
tprlces used in 1'PC beachmarks reflect the KtUal pric:e.s a CD:SlOID-..r wOQld pay for a one-tirne 

$41i764 un::base of lbe swed c:omponen~ Jndividually oegotiated. discotmts are nol perm.i~ Spccial lhree-Yeor Cosi ot Ownershlp: 
~ based on assumplioos about pw or furure purdwes are DOt pcrmiucd. AD.discounts 

rellcct modan:t priciae policies for lhe lislodçompoaeni.S. Fortomplele dcuils. see lhe pricing tpmC Rating: 77905.18 
S<C1icns o r lhe 1l'C bencllma!k pricing speci6calions. lf you faullhatlhe suted pric<s are not 

vailable according to these lmDS. please inform lhe 1PC 11 pricin8@1pC:.Org. 11wü:: you. $/tome: $5.32 
IPr;a...;: ho!IP DUoc1 2» Móamoft 3=Qlotic 

~te 1 = Disccxnl based on HP Di<ecl g<.idence and large t:osh p!.Jrchase levei. _.._ 
ole:The benchmak re.Uis cnd lesl melhodology wete audited by l.orno l..ivnglree of PerfoiTilOOCe Melrics. Inc. - -

. i . I 1 5 
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Numerical Quantities Summary 
MQTH, Computed Maximum Qualified Throughput 77905.18 tpmC 

Response Times (in seconds) 
New-Order 

Payment 

Order-Status 

Delivery (interactive portion) 

Delivery (deferred portion) 

Stock-Level 

Menu 

Transaction Mix, in percent o f total transaction 
New-Order 

Payment 

Order-Status 

Delivery 

Stock-Level 

Emulation Delay (in seconds) 
New-Order 

Payment 

Order-Status 

Delivery (interactive) 

Stock-Level 

Keyingffhink Times (in seconds) 
New-Order 

Payment 

Order-Status 

Delivery (interactive) 

Stock-Level 

Test Duration 
Ramp-up time 

Measurement interval 

Transactions (ali types) completed during measurement interval 

Ramp down time 

Checknointim! 
Number o f checkpoints 

Checkpoint interval 

Average 
0.38 

0.30 

0.32 

0.10 

0.16 

0.86 

0.10 

Min. 
18.00/0.00 

3.00/0.00 

2.00/0.00 

2.00/0.00 

2.00/0.00 

90o/o 
0.63 

0.54 

0.56 

0.11 

0.22 

1.23 

0.11 

Resp.Time 
0.10 

0.10 

0.10 

0.10 

0.10 

Average 
18.02/12.02 

3.02/12.01 

2.01/10.00 

2.01/5.02 

2.0115.02 

' lO N• 

Maximum 
7.60 

8.08 

5.87 

0.43 

0.63 

9.25 

1.09 

44.96% 

43 .01% 

4.01% 

4.02% 

4.01% 

Menu 
0.10 

0.10 

0.10 

0.10 

0.10 

Max. 
18.05/120.21 

3.05/120.21 

2.041100.21 

2.05/50.21 

2.04/50.21 

30 minutes 

120 minutes 

20,792,598 

5 minutes 

4 

30 minutes 

i I I 1 546 
f• -~ ·~ 
~~ :)L. 
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Tr<:> I"s:~ .~ .. tl.Ol.l· n-.·ocec ~ l· I,cr _ <=! . .t ... ~~':.L· 1. 1 •. u--~ .~0 
Pe:tfonna nce Con nc:il 

0 Home 

r±l Resu lts 

TPC-C ResuU: Highlights 

El Benchmark s 
TPC -C 
- Results 
- Descr iption 
- FAQ 
TPC-H 
TPC -R 
TPC-W 
Obsolete 
- TPC-A 
- TPC- B 
- TPC-D 

G Technica l A rticles 

!l Re late d links 

0 What's New 

(lp]' HP Proliant DL580-G2/2GHz 4P 

Resu l t ID: 102112002 

Result Stat us: In Review 

T PC-C Rev: 5.0 

Repo rt Dat e : 11/19/02 

System Informat ion 
Tot a l Sys t em Cost 413,764 us $ 

TPC- C Throughput 77,905 

Price/ Performance 5.32 us $ 

Avaí la b i l ity Date 12/31/02 

Página Véle -1 

1±1 About t he TPC 

1±1 Who W e Are 

0 Membe r Login 
Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operatin g Syst em Microsoft Windows Server 2003 Enterprise Edition 

Transaction Monitor Microsoft COM+ 

Server Informatio n 
CPU: Intel Xeon MP 2 .0 GHz 

# of CPUs : 4 

Clust er: N 

Client Information 
# of clients: 5 

CPU : Intel Pentium III 1.4GHz 

CPUs p e r c! ient: 2 

.. Executive Summary (79 KB) 
" Fu i! Disclosure Report ( 1038 KB) 

"' tnp 
Home Resu lts Benchmarks Technical Articles Related Links What's New 

Abou t the TPC Who We Are Privacy Policy About Pricing 
, . 

(Ç;2001 - 2002 TPC. Ali rigli ts reserved . 

httr..-/ lu rurw tnc_om/tocc/results/tpcc result detaiLasp?id= 1021 12002 

. ,.i). '·;,-1--5 4 7 
. ~I 
j . . j ' 
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Transaction Processing Performance Council 

0 Home 

til Results 

El Benchmarks 
TPC-C 
- Resu lts 
- Descríptíon 
- FAQ 
TPC-H 
TPC-R 
TPC-W 
Obsolete 
- TPC-A 
- TPC-B 
- TPC-D 

Transaction Processing 
Pedorma ace Cm1ncil 

TPC-C Resuit Highlights 

~eJ' HP ProLiant DL380G3-2P 

Bemchmark Stats 
Resu!t ID: 103053003 

Result Status: In Review 

TPC-C Rev: 5.1 

Report Date: 05/29/03 

System Information 
0 Technical Articles 

, •• .r'· 

Página 1 ,de 1 

' e:_ 1 Related Links 
0 W hat's New 

Total System Cost 

TPC-C Throughput 

Price/Performance 

160,353 us $ 

43,231 

3.71 us $ 
l±l About the TPC 

l±l Who W e Are 

lei Member Login 

Availability Date 05/27/03 

Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operating Syste m Microsoft Windows Server 2003 Enterprise Edition 

Transaction Monito r Microsoft COM+ 

Server Information 
CPU: Intel Xeon 3.06Ghz 

# ofCPUs: 2 

Cluster: N 

Client Information 
# of clients: 1 

CPU: Intel Xeon 2.4 GHz 

CPUs per client: 2 

• Executive Summary (78 KB) 

a Full Disclosure Report (1107 KB) 

~ top 

Home Resu lts Benchma rks Technical Articles Related Links What 's New 

About the TPC Who We Are Privacy Policy About Pricing 

@200 1 - 2002 TPC. Ali rights reservecl. ·_' .: , f") 1 5 4 8 
-!- _ J 3ri;a 4 

http://www. tpc.org/tpcc/results/tpcc _ result_ detail.asp?id= 103053003 
r r 
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HP Proliant DL760-G2 8P TPC-C Rev. 5.0 Hewlett-Packard 

Company C/S with 8 HP Proliant DL360-G2 Report Date: Dec 6, 2002 

Total System Cost TPC-C Throughput Price/Performance Availability Date 

$884,216 115,025.75 $7.69 May 30, 2003* 

Processors 

8 Intel Xeon MP 

2.0 GHz- Server 

16 x Pentium III 
1.4GHz- Client 

Data base 
Manager 

Microsoft SQL 
Server 2000 

Enterprise Edition 
SP3 QFE 

3 HP Rack 9142 containing: 32X 4314R 
StorageWorks Enclosure with 14X 18.2 
GB 15K Drives each and 2X 4314R 
StorageWorks Enclosure with 9X 36.4 
GB 15K Drives each 

Operating System 

Microsoft Windows 
Server 2003, 

Datacenter Edition 

ProLiant DL760 G2 w/ 
80GB RAM **, 9 SMART 
5304 RAID Controllers, 1X 
18GB 1 OK drive internai 
and 1 QLogic QLA-2352 

*Ali Hardware Available Now 

Other Software 

Microsoft Visual C++ 
Microsoft COM+ 

Number of 
Users 

92000 

4 RTEs simulating 92000 users 

8 ProLiant DL360R-G2 each with 2xl.4Ghz, lx18GB 
10Kdrive internai and lxQLogic QLA-2350 

*64 GB memory available to OS and 
IX 16 Port QLogic 

F/C Switch 

System Components 
Processar 

Memory 
Disk Controllers 

Disk Drives 

Total Storage 
Tape Drives 

16GB RAIO memory 

Serve r 
Quantity Description 

8 2GHz Xeon MP w/ 
2MB Cache 

40 2GB 
9 SMART 5304/128 

~ootroll 

1 lntegrated SMART Si 

1 18GB 1 OK SCSI Drive 
448 18GB 15KSCSI Drive 

18 36GB 15K SCSI Drives 

8198.66 GB 
1 12/24 GB DAT 

Quantity 

2 

2 
1 

1 

Each Client 
Description 

1.4GHz Pentium 111 

w/256K cache 

1GB 
lntegrated SMART 5i 

18GB 1 OK SCSI 
Drive 

18GB 

Notes: This result was found to have an lnsignificant Deviation from the TPC-C specification in that it was not considered 
"orderable" at the time of publication. lt is now fully orderable. No changes to the Full Disclosure Re~rt were required. • 

' 

-):r·;;;:~ 
..... ~ 
' 



Hewlett-Packard I HP ProUant DL760G2-8P I TPC- C Rev_ 5.0 

Company ~,s..v- I Report Date: 

Descrlpllon Port Nurnber 
Thlrd 

Unit Prlce Qty Extended 
Party Price 

Server Hardw'are Brand Priclng 
HP PrcUant OL760 X2000 4P X4GB 171206-821 1 59.500 1 59.500 
4P 2 .0 GHz 2M proce.ssor opCion kit 287520-B21 1 30.000 1 30.000 
2GB 133MHz SDRAM option kit 317093-621 1 5.250 40 210.000 
NC7131 Gigabit Server Adaptor PC I. 64J'66 101'100f1000-T 158575-621 1 221 1 221 
StoragoWotks EncJosuro Modei4314R 190209-001 1 2 .955 .· 34 100.470 
Srn311 An"ay 53041128 C ontr'OIIer- 156939-62 1 1 2 .052 9 18.468 
SSSOO 15 ca.rbon I sitvor monitor 261602 -001 1 149 1 149 
HPMouse 231947-621 1 5 1 5 
HP Enhanced Keyboard 265977-001 1 12 1 12 
12124-Gigabyte DAT Drtve (Inte rnai) 295513-622 1 682 1 682 
HP R a ck Mode l 9142 (42U- Opa J)- Aat Pal!et 120663-B21 1 1 .321 3 3.963 
HP Rack. Sidewd Klt 120670-621 1 207 1 207 
Baylng Kit - 9000 Serias rack:s (36U a nd 42U) 1 2 0669-62 1 1 83 2 166 
UPS R1500XR 204404-001 1 866 1 866 

~ 
11 8.2-GB Pluggable t• Univol'sal Widollltr.a3 10K HDD 142673-B22 1 311 1 311 
.SS ... ·GB Pluggable 1'"' Univeraal WideU.r-.3 15K HDD 232916-622 1 605 18 10.890 

Jss.4-GB Pluggabla 1"' Untversal WkJaUIIra3 1SK HDD (2 apa1 232 916-622 1 60S 2 
18.2-GB Pluggable t• Univaraal Widel.Jitra3 15K HOD 188122- 822 1 390 448 174.720 

18.2-GB Pluggable 1'"' Universal WideUitr.a3 15K HOO (10"% ~ 18812 2-822 1 390 45 
FM-HE724-36 3YR 24X7 4HR 700 SERIES SVR 401784-002 1 3 .390 1 

FM-4E724~36 3VR 24X7/4HR EMPTY DISK ENCL 171242-002 1 157 34 
Clogic OLA-2352 2-chennel Abf....Channel VI Adaptar QLA-2352 3 3.595 3 10.785 
SM LC to LC Cablo KJt 221692- 822 1 82 2 164 
2GB Smal Fonn Ptuggable Adapter KJI 221470...821 1 369 2 738 

SUb total 622.317 

Server Softw'_.. 

[)at..aba.se Serva r SuSJIPCM1 Packaga PAO-PAOAS--1etJ-01 MM:t'oeon 2 1.950 3 
Microsoft SOl. Servar 2000 EntOIPriso Edition(per ~ 81G-00846 Micl"080ft 2 16.54"1 8 132.328 
V•ual C++ . NET Standard 254-00170 Microeoll 2 10 9 1 109 
Mlcr"DSOft WJndows .NET Server DataCI!In1ar EdaiOn 317517-621 1 27.899 1 27.899 

SUbtotat 160.336 

Cllent H•n:tware 
HP Prol...lant DL360R01 P1.4GH.Z512KB '1281wtB 233271-001 1 1.925 8 15.400 
Contro.._; - -
1.-40GHZ Plll PI'OCO&&OI" Optton Kit CDl.360 G2) 233273-621 1 717 8 5.736 
2GB 133MHz SDRAM DIMM MeiT'IOIY (2X1GB) 201695-621 1 1.398 8 11.184 
55500 15 carbon I :sil'ver monitor 261602-001 1 149 8 1.192 

HP Mouse 231947-621 1 5 8 40 
HP Enhanced Ke:yboard 265977-oo1 1 12 8 96 
18.2-GB Pluggable 1 .. Untvorsal WideUhra3 10K HDD 142673-822 1 311 B 2.488 
FM-EL 724-36 3VR 24X7 4HR 300 SERIES SVR 162657-()()2 1 1.450 8 
Q!logjc OLA-2350 Fibre-Channel VI Adapter QLA2350-6K 3 2.0 95 10 20.950 

~ 'iM LC to LC Cable Kft 221692-622 1 82 B 656 
~GB sma• Fonn Plugg.a.blo Adaptar Kit 221470-B21 1 369 B 2.952 

SUbtoial 60.694 

CIMn1 Sof'hware 

Microsoft Windows 2CMlO SarvM c 11-()()8:2, Microsof 2 738 8 5.904 

SUb lotai 5.904 

User ConnoctJvtty 
Ologic SANBox-2 16-POI't SWftch SANBOX2J16 3 17.995 3 53.985 

Subtolal 53.985 

~-.a~iscouot..(Saa.N<>I. ' 1\ 16.00/o 1 ($104,204) 

Total $799.032 
Priccs uscd in TPC hcachmark.."" reflcct lhe a ccuaJ pria:s a ~tonx:r 'W'Oald pey ror a one-tiolc 

~ n f lhe stab.~ OOtDponcnts. lndividually ncgotialcd disoounts are not penn.iucd. SpeciaJ Three-Vear Cost of Ownership: 
priccs. bascdl on ussumptions abc:MJt ~t OS" rutun::: purc:.b..ase:s an:= not pcnnitiiL"d. AU disc:ouncs 

n::Rect staMI.a.rd pricing polici es 10.. lbc IJ.!;ted COIIIpOIH.'nts. Foroompkre cktail..s.. :&CC lhe priciog tprnC Ratlng: 
sect.ions oi" lhe TPC benclunarlc. pricina, specUlcadODS.. Ir )'OU fiDd lhallbc :uar.::d prices an: not. 

vaila.b!e acx;OI'ding to lhe:sc 1c:nn5,. pJcase lnf"orm UJe TPC aa pricingfiiltpe..O.X. Tbank )"'U. $ 1' IPrnC: 
Pricin.: : I • HP l>in:oç-~ 2- Micnn •on 3-Qiocic: 

Note 1 - [Xs.Cc;x.-.t bc:lsedl on HP Dlrect guldence onciiCII"ge CXl:!lh psch0$9 l evei. 

Note :lhe benchrnafk f'esults ond test rnethodOiogy -are oudited by torno l.Mngtree of P&rfonnance ~tric:s.. Inc. 

,. . . ·. 
··-'" 

:Z-Dec-02 

3yr. Malnt . 
PrlcG 

1 .210 

17.550 

3,390 

5~338 

27.488 

5.850 

lncl Above 

lnCIAbove 

46.500 
52..350 

11.600 

-
11.600 

lndl. Above 

o 

o 

($6..254) 

$85.184 

$884.216 

11 5025.75 

$7.69 

' 0 1550 

\.\ r 
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Numerical Quantities Summary 
MQTH, Computed Maximum Qualified Throughput 115025.75 tpmC 

Response Times (in seconds) Average 
New-Order 0.35 

Payment 0.30 

Order-Status 0.31 

Delivery (interactive portion) 0.11 

Delivery (deferred portion) 0.16 

Stock-Level 0.66 

Menu 0.11 

'

. rransaction Mix, in percent o f total transaction 
New-Order 

Payment 

Order-Status 

Delivery 

Stock-Level 

Emulation Delay (in seconds) 
New-Order 

Payment 

Order-Status 

Delivery (interactive) 

Stock-Level 

Keying/Think Times (in seconds) 
New-Order 

Payment 

O r der-Status 

Delivery (interactive) 

Stock-Level 

Test Duration 
Ramp-up time 

Measurement interval 

Transactions (ali types) completed during measurement interval 

Ramp down time 

Mio. 
18.00/0.00 

3.0010.00 

2.00/0.00 

2.00/0.00 

2.00/0.00 

90°/o 
0.63 

0.58 

0.59 

0.11 

0.21 

1.06 

0.11 

Resp.Time 
0.10 

0.10 

0.10 

0.10 

0.10 

Average 
18.02112.06 

3.02/ 12.07 

2.02/ 10.06 

2.02/5.07 

2.02/5.06 

Maximum 
325.98 

125.99 

48.97 

27.23 

2.36 

49.95 

55.89 

44.92% 

43.05% 

4.00% 

4.01% 

4.01% 

Menu 
0.10 

0.1 0 

0.10 

0.10 

0.10 

Max. 
18.04/120.62 

3.04/120.62 

2.04/100.62 

2.05/50.61 

2.04/50.61 

36 minutes 

120 minutes 

30,724,787 

30 minutes 

Cit~~kpuhrtmg;------------------------------------------------------~-------
Number o f checkpoints 

Checkpoint interval 

4 

30 minutes 

. 
1 

! ·o 1 55 f _ ... \,.., ·"------
~ f ~-I_ ; 8 4 
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Transaction Proeessing 
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l!J Home 

r±l Results 

El Benchmarlks 
TPC -C 
- Resu it:s 
- Descíiption 
- FAQ 
TPC-H 
TPC-R 
TPC-W 
Obsolete 
- TPC-A 
- TPC- 5 
- TPC-D 

l!J Technical Articles 

21 Related links 

l!l What's Ne w 

!±l About the TPC 

r±l Who We Are 

0 Member Login 

TPC-C Result Highlights 

~p)' HP Proliant DL760-G2 SP 

Result ID: 102120902 

Resul t Status: In Review 

TPC-C Rev: 5.0 

Report Date: 12/06/02 

System Information 
Total System Cost 884,216 us $ 

TPC-C Throughput 115,026 

Price/ Performance 7.69 us $ 

Availability Date 05/30/03 

Database Manager Microsoft SQL Server 2000 Enterprise Ed. SP3 

Operating System Microsoft Windows Server 2003 Datacenter Edition 

Transaction Monitor Microsoft COM+ 

Server Information 
CPU: Intel Xeon MP 2.0 GHz 

# of CPUs: 8 

Clust e r: N 

Client Information 
# of clients: 8 

CPU: Intel Pentium III 1.4GHz 

CPUs per client: 2 

"' Executive Summary (148 KB) 
~~ Full Disclosure Report ( 2030 KB) 

I .. 

· ... ~"·~·,,.._,# ..... · 

H o me ' I i 1 55 2 Results Benchmarks Technical Articles Related Links W.hat' l'{ew 

About the TPC vVho vVe Are Privacy Polícy About Pricinb iS. I ------

Cf7J2001 - 2002 TPC. Ali rigllts reserved . N2 

1-.H-n · llururur tnr. nro)tncc/results/tocc result detail.asp ?id= 1 02120902 19/07/03 



RAGE™XL 

l P~ODVCTS . J. , CJJSTI;lNE.R ~-Ç"RE _ ·. 
~.._ .~.--'-">Jo~.........._; __ ....... ..:......;;:._,.;._.;. ___ •• ......o.o~.~.._-:.;..,, ... ......: .... "'-'t.,.,,.~---......:...-.~;:...;::. ....... ...:..-..:o"".~~~.""""'....;..,_-'== 

H o me Company lnfo 

QUIC .K LJM .KS 

Overview 

Features 

Brochure (PDF) 

Functional block diagram (PDF) 

"artner List 

Product Overview 

Software Support 

On-Line resource center 

Contact ATI · ~ Careers lnvestors Developers Get in the game 

Home >> Products >> Embedded >> Ragexl >> 

Features 

Package Specifications 
• Package, Size: 272 BGA, 27mm x 27mm 

Graphics Processar Specifications 
• Process technology,Core Voltage: 0.25um, 2.5V 
• Graphics Clock: 83MHz 

Memory Specifications 
• Memory Clock, Max Memory Path : 125 MHz, 64-bit width 
• 110 Type, VDDC: 3.3V (LVTTL) 
• Maximum Memory Configuration: 8 MB Externai Memory 

Bus Specifications 
• AGP bus support I PCI bus support: AGP 2X (3.3V) I PCI 2.2 

Output 
• CRT: Triple 8-bit palette DAC, 230 MHz 
• lntegrated TMDS: OVI, OFP and VESA P&O interface 
• Support for 24bit TTL 

Resolution Support 
• Max 20130 resoluiion: 1600x1200 
111 Max colar depth: 16.7M Colors 
"' TMOS: 1024x768 

Driver Support 

Página 1 d~ 1 ...... _,';;~ 
~ ~ "'"'..., 

.;;..~"· .:,. ' ~'\.. ····v " .. 
-...._' } 

·'"'.-.,. ;} .\. :~:-; .... . \"' 

j select a• 

• >.,;' 

~· -.· \., ~-...' 

------------------------------------_,~~4Ráe~ffiSE----------------------------------------------------------

• Windows® ME 
• Windows® NT 
• Windows® XP 
• Linux 

(Piease see your technical contact íor alternate OS support) 

·------- ·---------···---------.-------- --· 
© Copynght 2003 ATI TechnoiogJes inc , I 

http://www.ati.com/products/embedded/ragexl/features.html 19/07/03 
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H o me Company lnío : ContactATI Careers lnvestors "·' Developers ::;. Get in the game 

Overview 

Features 

Brochure (PDF) 

Functional block diagram (PDF) 

Partner List 

Product Overview 

Software Support 

On-Line resource center 

Home >> Products » Embedded >> Ragexl >> 

Features 

Package Specifications 
• Package, Size: 272 BGA, 27mm x 27mm 

Graphics Processar Specifications 
• Process technology,Core Voltage: 0.25um, 2.5V 
• Graphics Clock: 83MHz 

Memory Specifications 
• Memory Clock, Max Memory Path: 125 MHz, 64-bit width 
• 110 Type, VDDC: 3.3V (LVTTL) 
• Maximum Memory Configuration: 8 MB Externai Memory 

Bus Specifications 

Output 

• AGP bus support I PCI bus support: AGP 2X (3.3V) I PCI 2.2 

• CRT: Triple 8-bit palette DAC, 230 MHz 
., lntegrated TMDS: DVI , DFP and VESA P&D interface 
• Support for 24bit TTL 

Resolution Support 
" Max 20130 resolution: 1600x1200 
" Max colo r depth: 16. 7M Colors 
"' TMDS: 1024x768 

l select a' 

Driver Support 
------------------------------------··1\Nmoows·~~~------------------------------------------------------~ 

© Cop;mght 2003 ATI Techno!ogies lnc 

11 Windows® ME 
11 Windows® NT 
" Windows® XP 
a Linux 

(Piease see your technical contact for alterna te OS support) 

http :/ /wvvw .a ti .com/products/ embedded/ragexl/features.html 

• i ...... . 
, 'l - -----

19/07/03 
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RAGE™ XL Product Snapshot 

Oe/ivering strong 20/30/video acceleration, RAG/?M XL is ideal for situations where sma/1 package 
sizes are crucial, ease o f integration is a must and upgrade ability is a necessity 

- "'Jn'!IY~!(tlft@ti~ni: ... : ... ~~~. ,, . , .. ·. ô%-.-il.ó.~~~........:.::......._. .... "".iti!ll.:.~~ ......... ~~llk;._, ........ :__,, • ..._~ 
• Maximum Memory Configuration: 8MB Extemal Memory 
• 110 Type, VOOC: 3.3V (LVTTL) 
• Memo Clock, Max Memo Path: 125 MHz, 64 bit width 

• 
• 
• 
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RAGE™XL 

H o me Company lnfo 

Q.UICK LlKKS 

Overview 

Features 

Brochure (PDF) 

Functional block diagram (PDF) 

c Partner List 

Product Overview 

Software Support 

On-Line resource center 

ContactATI Careers · lnvestors Developers Get in the game 

Home >> Products >> Embedded >> Ragexl >> 

Features 

Package Specifications 
• Package, Size: 272 BGA, 27mm x 27mm 

Graphics Processar Specifications 
• Process technology,Core Voltage: 0.25um, 2.5V 
• Graphics Clock: 83MHz 

Memory Specifications 
• Memory Clock, Max Memory Path: 125 MHz. 64-bit width 
• 110 Type. VDDC: 3.3V (LVTTL) 
• Maximum Memory Configuration : 8 MB Externai Memory 

Bus Specifications 
• AGP bus support I PCI bus support: AGP 2X (3.3V) I PCI 2.2 

Output 
• CRT: Triple 8-bit palette DAC, 230 MHz 
• lntegrated TMDS: DVI . DFP and VESA P&D interface 
• Support for 24bit TTL 

Resoluiion Support 
• Max 20130 resolution : 1600x1200 
,. Max calor depth : 16.7M Colors 
• TMDS: 1024x768 

Driver Support 

Página 1 de 1 

,' '\. ..... 

l select a; 

----------------------------------------~~R06WS~1&SE-------------------------------------------------------------

·-------·----·---·-·--···· 
© Copynght 2003 ATI Techno!ogies lnc 

IE Windows® ME 
• Windows® NT 
• Windows® XP 

" Linux 
(Piease see your technical contact for alternate OS support) 

httn : I lwww. a ti .com/oroducts/ embedded/ragexl/features.html 
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RAGE™ XL Product Snapshot 

Delivering strong 2D/3D/video acceleration, RAGPM XL is ideal for situations where sma/1 package 
sizes are crucial, ease of integration is a must and upgrade ability is a necessity 

~~mr~Pr~~~-sd@ê~~~~~~~-~~-----~-~~~~~~~~.~~~m---~1 
• Process technology, Core Voltage: 0.25um, 2.5V 
• Gra hics Clock: 83 MHz 

Maximum Memory Configuration: 8MB Externai Memory 
• 1/0 Type, VDDC: 3.3V (L VTTL) 
• Memo Clock, Max Memo Path: 125 MHz, 64 bit width 

--~,lõ.~L!!tQ!\l_§yp_pftr1 ... _ .• ~-- -- ........ ---.-~~-~·-
• Max 2D/3D resolution: 1600x1200 
• Max colar depth: 16. 7M Colors 
• TMDS: 1 024x768 

.. 
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• Win 98/ME/NT/2000/XP, Linux (Piease see your technical contact for alternate OS support) 

Copyright 2003, ATI Technologies Inc. Ali rights reserved . A TI, MOBILITY, RADEON, RAGE, POWERPLAY and HYPER Z are 
trademarks and/or registered trademarks of ATI Technologies Inc. Ali other company and/or product names are trademarks and/or 
regi stered trademarks of their respective owners. Features, performance and specifications may vary by operating environment and are 
subject to change without notice. Products may not be exactly as shown. Printed in Canada. 05/03 117-40186-10 

·' 
. i . i 

•o 

'-~ ........ ~· .. ~. , ... 



"HP.çom- ProLiant DL 760 02 - key benefits 

'- ~. 

» contact hp 

» ProLiant home 

» new products 
» retired products 
» special promotions 

» ProLiant DL760 G2 
» product overview 
»q&a 
» quickspecs 
» cabling matrix 
» documentation 
» endorsements 
» benchmarks 

» site map 

search: 1· 
<i Proliant servers í ali of hp US 

Proliant DL760 G2 
key benefits 

The industry's first server with Hot Plug RAIO Memory, the 
Proliant OL760 G2 provides the highest leveis of intelligent fault 
resilience . dynamic scalability and powerful, 8-way SMP 
performance to support your mission-critical enterprise solutions. 

lnnovative Hot Plug RAIO 

~ print(lble ver$ion 

key benefits 
» lnnovative Hot Plug RAIO 
» Groundbreakíng Proliant F8 

chipset 
» Leading performance and 

avaílability 
» Proliant Essentials 

management software and 
rack-optimized form factor 

» Modular-upgrade strategy 

lnnovative Hot Plug RAIO Memory feature (as the signature technology in HP's 
Advanced Memory Protection technology suite) combined with multiple redundant 
components predict, diagnose, and respond immediately to potential fault conditions 
for the highest leveis of server availability 

• Advanced Memory Protection provides higher leveis of memory protection than ECC memory 
and protects up to 64GB of memory from unplanned downtime 

• Hot-Add support with Windows Server 2003, Linux, UnitxWare and OpenUnixB 
• lndustry's first Hot Plug RAIO Memory, using industry standard 133MHz SORAM OIMMs, 

eliminating downtime caused by multi-bit memory errors and scheduled capacíty planníng by 
allowíng you to hot-replace failed OIMMs and hot-add memory without taking down your 
serve r 

• Hot Plug RAIO Memory is the only completely redundant memory protection technology 
avaílable in an industry standard server to do so with only 25% additional memory expense 

• Built-in LED's provide simplified, proactive detection and management of memory failures. 
with an LEO for each of the forty OIMM slots, that alert you to potential memory problems 

htt~ ://h 18000. www 1 .hp.com/products/servers/proli.dl7 60/inside-g2.html 
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HP.com- ProLiant DL 760 02- key benefits 

• 

before they affect your system's availability 
• RBSU (ROM-based Setup Utility) offers flexibility to switch between different leveis of fault 

tolerance or to deploy memory in standard system mode or fault tolerant mode 
• Outstanding component-level fault resilience through redundant, hot-plug hard drives, RAIO 

controllers, optional Gigabit Ethernet adapters, power supplies, fans and PC I-X slots for the 
maximum component protection you've come to expect from Proliant 8 way servers 

• Built in hardware-based RAIO for, Automatic Server Recovery (ASR), pre-failure warranty on 
hard drives, processors, and memory help protect you by responding to potential errors before 
they affect your system 

Groundbrealdng Prol.iant FS chipset 

Groundbreaking Proliant FB chipset delivers the industry's highest, 8-way Enterprise­
class performance to the data center; leveraging industry standards for lower overall 
total cost of ownership than Unix/RISC based systems 

• F8, HP's exclusively designed Xeon processar MP-based chipset dramatically increases 
performance designed around an industry-proven, SMP (Symmetrical multi-processing) 
architecture utilizing ali industry standard processors, memory OIMMs and 1/0 cards 

• F8 chipset providas dramatic improvements in balanced system performance increasing 
throughput up to 4x to the system bus, Sx to memory, and 6x to 1/0 

• Virtually eliminates 1/0 system performance bottlenecks with a 400MHz GTL Bus bus, 
133MHz SDRAM, PCI-X technology, Gigabit Ethernet, and integrated, dual-channel, Wide­
Uitra3 SCSI controllers 

• Hot-Piug PC I-X technology offers up to 1 OOMHz peak performance in 1 O of 11 available PCI 
slots for high bandwidth devices such as Gigabit Ethernet, Fibre Channel, Ultra3 SCSI and 
SAN controllers 

• Supports the latest 8P Intel 2.8GHz Xeon MP Foster processors and hyper-threading 
technology to enhance IA-32 CPU performance on multi-threading applications 

• Ideal performance for your most demanding, mission-critical applications including ERP, 
Exchange, data bases, Lotus, data warehousing and online transaction processing 

• lncreased application throughput for SAP, PeopleSoft, Oracle Applications and JD Edwards 
as a result of performance increases in 1/0, memory and the system bus. 

Leading petiormance and availability 

Leading performance and availability extends the reach of standards-based computing, 
making it the ideal choice for scale-up or server consolidation solutions 

• Maximum internai expansion capabilities in a rack-optimized 7U form factor to scale up to 8 
processors, 587.2 GB (4x146.8GB) internai storage capacity, 64GB of addressable memory 
(80GB total), 11 available PCI/PCI-X expansion slots, and SAN capability 

htt~://h18000.wwwl.hp.com/products/servers/pro~dl760/inside-g2.html -- - ------------.-....-..-.-.. ..... ..-.. .......... .-.~ .......... .-.. ....... _____ ...... _..-.. 
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HP.com- ProLiant DL 760 G2- key benetits 

• Scale out with high performance, clustered solutions that distribute resources across multiple 
systems for the highest leveis of availability 

• Extensive partner support for scale up hot add memory functionality from OIS partners 
Microsoft Windows Server 2003, and Linux; application partners include Oracle, Lotus and 
others. 

• Consolidate multiple servers and applications to simplify the management of complex 
environments and to maximize floor space and compute power 

o Proliant Essentials Workload Management Value Pack is an ideal tool for server 
consolidation that improves overall server utilization and reduces system management 
costs by running multiple applications on a single, Windows 2000/Windows Server 
2!)03 server without the need for continuous monitoring and load balancing 

o Ability to re-allocate memory to a specific application in times of unanticipated need -
without re-booting or bringing down the system 

• Size and configure your specific database, messaging, ERP or CRM solutions using HP's 
web-based tools. Active Answ~rs 

ProLiant Essentials management software and racl<-optimized form factor 

Proliant Essentials management software and rack-optimized form factor provide 
simplified management, service and deployment versatility for every stage of the server 
life cycle 

• Proliant Essentials Foundation Pack provides software every customers needs to install, 
configure and manage Proliant Servers. HP SmartStart gives customers reliable and 
consistent server deployment, while HP lnsight Manager provides simple and powerful web­
based server management 

• Proliant Essentials Workload Management Pack's Resource Partitioning Manager increases 
server utilization by giving administrators contrai over the size and physicallocation of system 
resources available to individual applications, services, and other processes, maximizing 
return-on-investment 

• Ability to combine Exchange 2000 with vírus checking, spam filtering and backup on a single 
serve r 

• Supports Remate lnsight Lights-Out Edition 11 (RILOE 11) enabling powerful, hardware-based 
remate administration and contrai to maximize availability, contrai and security over your 
mission-critical Proliant DL760 for mission-critical database and business applications 

• RBSU (ROM-based Setup Utility)· Tool-less design, snap on rail kits, and advanced cable 
management capabilities in a 7U form factor allow for simplified rack deployment and 
maintenance of hot-plug components 

• Modular upgrade components can be added and removed with a simple, tool-less design; 
including processar drawer, memory and 1/0 modules 

• Built-in LED indicators simplify servicing and accurately diagnose failed components for 
warranty replacement 

htt~:/ /h 18000. www l.hp .com/products/servers/pr~dl760/inside-g2.html 
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HP.com- ProLiant DL 760 G2- key benefits 

privacy statement 

,• 

iViodular-upgrade strategy 

Most complete investment protection solution in the industry maximizes customer 
value by providing a migration path of current server components through a modular­
upgrade strategy 

• Upgrade the modular chassis design of the Proliant 8500/DL760 from its original 
550/700/900MHz base models to full Xeon processar MP-based technology for the latest 
performance and high availability features 

• lnvestment protection includes leveraging existing chassis, media module, and power supplies 
with the additional capability to migrate any legacy 1 OOMHz SDRAM DIMMs and PCI cards to 
the new server 

• In-chassis upgrades of the 1/0, media and processar modular drawers provide ali of the new 
features and functionality in a new Proliant DL760 G2 with the F8 Chipset, Hot Plug RAIO 
Memory, PCI-X, Smart Array 5i , and many other new features. 

• The Proliant DL760 .CS~ server upgrade kit is an option and carries a warranty that covers 
replacement of defective parts, labor costs, and next-business-day onsite repair charges for 
the fi rst year of ownership or the remainder of the warranty on the server it is upgrading, 
whichever is longer. 

Buy online or call HP at 1-800-282-6672 

using this si te means you accept its terms 
© 1994-2002 Hewlett-Packard Company 

_, 

htto: LLh 1..8000. WYVW l .ho.com/oroducts/servers/orolia.lltdl7 60/inside-!!2.html 
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