






























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































46 + Chapter 3 Configuring eHealth Servire Recnnnece

eHealth Service . ..sponse User __ide ‘ .

Measuring Post Office Protocol Service

se (POP)
The following entry instructs eHealth Service Response to
monitor the amount of time required to log in to and test the
status of the POP mail service at host popserver.yourdomain.
The username poptest and password pop123 must be a valid
username-password combination for a POP user on this server.
Any valid account wor'  and the sample query does not affect
the contents of the mailbox.

{
5
"Test POPmail Response"

POP3

"1 osery -.yourdomain poptest popl23"
300

1

10

21600

active

The entry is created as row 5 in the Service Response table. The

agent tests the ser iceer 7 ose ites) : 1
waits up to 10 seconds for a successful response. 1he agent
calculates statistics over the last 21,600 seconds (6 hours). This

entry is active.




































BR e hanter 3 Configuri  3Health Service Response

Sending a Trap when a New Maximum Value
Appears

To send a trap whenever a new maximum value appears,
regardless of the value, enter the following in sysedge.cf:

monitor oid svcRspTableTotalMax.100 10 0x0 60 delta > 0 ’‘New
Maximum Web Server Response’ '’

Using SystemEDGE History Collection

This section outlines the use of SystemEDGE history collection
to track the value of important Service Response metrics over
time. For more information about SystemEDGE history
collection, refer to the eHealth SystemEDGE User Guide.

Collect..._, History c.. Mean Response Time

To collect historical data on the mean service response time,
you must gather history on the sv...;pTableTotalMean MIB
variable. This value records the mean over the sample window

for this service entry.

For example, if you have created a Web server
response-monitoring entry at row index 100 of the Service
Response table, and this entry tests the server every 60 seconds,
you can set up a SystemEDGE History table try to record the
samples for that row. To do so, enter the following command in

sysedge.cf:

emphistory 5002 60 svcRspTableTotalMean.1l00 400 ‘Web Response
History’

Collecting History on Connect Time
~————— - — - -Enter thiscommand-tocollect histery on the connect time:

emphistory 5002 60 svcRspTableConnMean.100 400 ’‘Web Connection
History’

eHealtt  rvice ..ot L ide






Glossary

AR

application A program that performs a specific function ~

one or more users or for another application program.
Types of applications include communication programs,
management programs, word processors, databases, and

drawing programs.

ASCIHl  See American Standard Code for Information

Interchange (ASCII).

ASN.1 See Abstract Natation One (ASN.1).

availability ~The percentage of time that an element is

operational during the report period.

bandwidth The throughput of a communications line

usually measured in megabits per second (Mbps). Also
refers to the difference between the highest and lowest
frequencies in a communications channel, expressed in
units of her  (Hz), or cycles per sect 1.

ine A level of performance that is considered normal,
average, or typical over a period of time such as a day,
week, or month. Compare current performance metrics
against baseline data to identify trends in performance
levels and service delivery.

buffer A temporary storage area for data. Often

implemented as holding areas betw: 1 the backplane and
an interface; data remains in the buffer until it ¢ be
transmitted on the interface or processed by the central
processing unit (CPU).

capacity A measurement of the volume that an element can

eHealth Service Response User Guide

support. For interfaces, this is the bandwidth that can be
carried. For hard disks, this is the disk size or the amount
of information that can be stored on the disks.

central processing unit (CPU) The_compbnérit within a

device that performs the instruction execution for the
applications and programs that run on the device. Also
referred to as a processor or miCroprocessor.
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26 e Chanter 2 Inctafing aHeaalth AIM for Aparha

The first time that you attempt to start the SystemEDGE agent
after installing eHealth AIM for Apache, the agent displays a
message stating that it could not find a valid license for eHealth
AIM for Apache. It then provides you with a public  ; that is
used to generate a permanent license key for your host

machine.

A license key is composed of four space-separated, 8-character
sequences, totaling 32 characters. The sysedge.lic file contains
the eHealth AIM for Apache license, as well as the SystemEDGE
agent license and other eHealth AIM licenses. For an example,
refer to the sample license file in “Sample License File” on page

34.

Obtaining a License
To obtain a license, you can do any of the following:

Complete the online license form  -ough the Interr , as
described in the next section, “Generating the License
through the Web-Based License Form.”

Use AdvantEDGE View to receive an SNMP license trap or
to query and license the plug-in without a trap. For more
information, refer to “Generating a License through
AdvantEDGE View Event Processing” on page 30 or
“Generating a License through AdvantEDGE View Host

Administration” on page 32.
Send an e-mail request to licenses@concord.com, and place

the returned license key in the sysedge.lic file. Always
include your user name in license requests that you send

through e-mail.
Run the Concord-supplied licenseutil.pl script.

Run the licenseme.exe license utility.

For more information about licensing, refer to the eHealth
SystemEDGE User Guide and the Automating the Licensing of the
AdvantEDGE Point Plug-in Modules white paper.

eHealth AIM for Apache User Guide
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for Apache e 3

Sample License File

The following is a sample SystemEDGE agent license file. A
pound character (#) in column 1 indicates that the entire line is

a comment.

# license file for SystemEDGE Agent

# Concord Communications, Inc.

# http://www.concord.com

#

# file /etc/sysedge.lic or %SystemRoot%\system32\sysedge.lic

# A valid license key has four parts of 8 characters per part

# parts are separated by space(s) with one license key j line
). 0 - Patchlevel 1

# sysedge neptune sol2 5.8 80’
e13311d3 0F2a7cbl abC512dc fF8C923a

# ap¢ 1emod neptune sol2 5.8 807cbldal07cblda 1.0 Patchlevel 2

a7943fde 098a87ij ad4kiuf3l9 afafEkj4

eHe: 4yl ,










































































































































6. Change directory to the plugins directory by entering the
following:

cd plugins
7. Enter one of the following commands to launch the
installation, depending on your operating system.

For Solaris systems, enter the following:
tar xvf /tmp/oramod_1.3pl sol.tar

For AIX systems, enter tt  following:

tar xvf /tmp/oramod_1.3pl_aix.tar
For HP-UX systems, enter the following:

tar xvf /tmp/oramod_1.3pl_ hpux.tar

The installation creates files in the plugins/oramod
directory.

8. Edit the sysedge.cf file as described in “Editing the
sysedge.cf File” on page 21. After you install the files, you
must edit the sysedge.cf file to specify the correct shared
library for your version of Oracle.

9. Edit the oramod.cf file to indicate which 1tal , SIDs,
and Oracle home directories to use, as described in “Editing
the oramod.cf File” on page 22.

10. Edit the SystemEDGE startup file to include Oracle
environment variables so that the agent and AIM can find
the Oracle home and lib directories, as described in
“Editing the SystemEDGE Startup File” on page 24.

11. Start the SystemEDGE agent, using one of the following
commands.

For Solaris systems, enter the following:
/etc/rc2.d/899sysedge start
For AIX systems, enter the following:

bin/sysedge -b

eHet







































































































































































































































































































































































































































































































































































































































































































































































































































From the ommand Line
1. To uninitialize the client machine, e - the following on the NIM master:

nim -F -0 reset Cl ‘Nat
2. To deallocate all resources and remove root da” enter the followit  on the NIM master:

nim -o deallocate -a subclass=all ClientName

In alling to an All 'nate Disk on a NIM Client (cloning or mksysb)

NIM allows you to install an AIX 4.3 or later mksysb image (mksysb resource) on a NIM client's alternate
disk or to clone a NIM client’s current disk onto an alternate disk and apply updates. Because the client
system is running during installation, less time is required than for a normal installation.

Note: For information about the different ways NIM can customize an alternate disk installation, see
“alt_disk_install” on page 265.

Prerequisites
1. The NIM master must be configured. To install a mksysb image onto the alternate disk, the mksysb
resource must be defined. See “Configuring the NIM Master and Creating Basic Installation Resources”

on page 174.
2. The NIM client must already exist in the NIM environment and must be running. To add the client to
the NIM environment, see “Adding a Standalone NIM Client to the NIM Environment” on page 177.

3. The bos.alt_disk_install.rte fileset must be installed on the NIM client. To install a new fileset on a
NIM Client, see “Customizing NIM Clients and SPOT Resources” on page 187.

From Web-based System Manager

1. Select the Machines Container.

2. In the contents area, select the standalone machine for the alternate disk installation.

3. From the Selected menu, choose Alternate Disk Installat —> Clone the Rootvg to an Alternate
Disk or Install Mksysb on an Alternate Disk.

4. Use the dialog to finish the installation.

From SMIT

Enter the smit nim_alt_mksysb fast path from the NIM master.

Select the Target Machine or Target Group to Install.

Enter the Target Disk or Disks on the Target machine.

Accept the default installation options, or supply different ones in the displayed dialog fields. Use the
help information and the LIST option for guidance.

5. The alternate disk installation will be initiated on the client, and progress can be seen with the Isnim

command (smit Isnim). If the "Reboot when complete?” option is set to yes and the "Phase to
execute” is all or includes Phase 3, the client will reboot from the mewly ‘installed disk-when the

alt_disk_install command is complete.
To clone a disk onto a NIM client’s alternate disk, enter the smit him_alt_clone fast path from the NIM

W=

master.

From the Command Line

The alt_disk_install command is initiated on the target system, and progress is shown with the Iisnim
command. In addition, a log kept on the target system, /var/adm/ras/alt_disk_inst.log, contains progress
messages and any error or warning messages that might occur. The /var/adm/ras/nim.alt_disk_install

log will contain debug information, if requested.

Chapter 20. Basic NIM Operations and Configuration 195
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AIX 5L Version 5.2: Installation Guide and Reference
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C ¢ Understanding 2- it Serial WAN Interface Card (WIC-2T)
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 Flash memory—This special kind of erasable, programmable memory
contains a copy of the Cisco I0S software. The Flash memory structure can
store multiple copies of the Cisco 108 software. You can load a new level of
the operating system in every router in your network and then, when
convenient, upgrade the whole network to the new level. The Cisco 1751
router ships with 32 MB of Flash memory and is not upgradeable.

mounts ¢ 2 ory

Use the show version command to view the amount of DRAM, NVRAM, and
Flash memory stored in your router. The following example shows the output of
the show version command. The bold text displays the amount of memory stored
in this router.

Router> show version

Cisco Internetwork Operating System Software

IOS (tm) C1700 Software (Cl1700-8VBY7-M), Version 12.2(8)YN, EARLY
DEPLOYMENT RELEASE SOFTWARE (fcl)

Synched to technology version 12.2(11.2u)T

TAC Support:http://www.cisco.com/tac

Copyright (c¢) 1986-2002 by cisco Systems, Inc.

Compiled Wed 30-Oct-02 11:07 by ealyon

Image text-base:0xB80008120, data-base:0x81329648

ROM:System Bootstrap, Version 12.2(1lr)XEl, RELEASE SOFTWARE (fcl)
ROM:C1700 Software (Cl700-SV8Y7-M), Versiomn 12.2(8)YN, EARLY
DEPLOYMENT JE SOFTWA (£cl)

Router uptime is 0 minutes
System returned to ROM by reload
System image file is "flash:c1700-sv8y7-mz.122-8.YN"

cisco 1751 (MPC860P) processor (revision 0x200) with 55706K/9830K

bytes of memory.

Processor board ID JADO60409KG (290786369), with hardware revision
0000

MPC860P processor:part number 5, mask 2

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 ATM network interface (s)

2 Voice FXS interface(s)

32K bytes of non-volatile configuration memory.

32768K bytes of processor board System flash (Read/Write)

Configuration register is 0x0

Cisco 1751 Router Hardware Installation Guide

78-11258-01 |
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Additiona U mﬂ—
7able 7-5 Additional Required Fquipment (continued)
Equipment [ When You Use It
Serial cable Lhis cable connects a serial card to serial services. You must order

this cable from Cisco. For detailed information about serial cable
types, refer to the Cisco WAN Interfa. Cards Hardw:
Installation Guide that comes with every card.

NT1 Some ISDN service providers require a Network Termination 1
device to connect an ISDN S/T port to the ISDN line.
Asynchronous modem To configure the router from a remote location, connect a modem to

the AUX port on the router.

Cisco 1751 Router Hardware Instaliation Guide

[ 78-11258-01
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Is RAS for H.323 gatekeeper registration supported on the Cisco 1751 platform?
A. Yes.
Q. In a VoFR and VoIP environment, there are cases where people using OPX extensions would like to use their
message waiting lights at the remote sites. To provide functionality, the 150 V signal must be sensed on the originating
end and reproduced on the terminating side. Is the message waiting function supported on the Cisco 1751?

A. The FXS port does not have the ability to provide the voltage levels necessary to perform this function.

. What are the key features when implementing voice on the Cisco _. _ .7

A. Please refer to Cisco 1700 Modular Access Voice Feature Overview

http://wwwin.cisco.com/cmc/cc/pd/rt/1700/sales/orwir_st.htm

Cisco I0S Security

Q. What security functions are available for the Cisco 1751 router?

A. Cisco IOS software supports a wide range of security features. Standard features in base feature sets include
access control lists (ACLs); authentication, authorization, accounting (AAA) features such as Password
Authentication Protocol/Challenge Handshake Authentication Protocol (PAP/CHAP), TACACS+, RADIUS, and
Token Ring; and Lock and Key. Optional features include the Cisco  ~ Firex I Security (IPSec)
encryption, and tunneling protocols such as IPSec, generic routing encapsulation (GRE), L2F, and L2TP.

. Can I use the Cisco 1751 router as a firewall?
A. Yes. The Cisco IOS Firewall Feature Set is supported in the Cisco 1751 router. This fez
firewall functionality, including context-based access control (CBAC), which enables securing a network on a
per-application basis. Additional firewall security features include Java applet blocking, denial-of-service detection
and prevention, and more advanced logging capabilities. For more information, see: http://www.cisco.com/warp/

set offers enhanced

partner/synchronicd/cc/cisco/mkt/security/iosfw/index.htm

Q. Can I encrypt data on the Cisco 1751 router? )
A. Yes. Two types of encryption technologies are supported: IPSec Data Encryption Standard (DES) 56 and IPSec

Triple DES.

Processor

Q. What is the processor on the Cisco 1751 router?
A. The Cisco 1751 router uses a Motorola MPC860P PowerQUICC at 48 MHz. The Cisco 2600 series uses an

MPCS60. The 860P processor of the Cisco T 75 T routerhas arr integrated Fast Ethernet comtroller-Thishas

implications on performance, as discussed in the Performance section.

Cisca Systems, Inc.
All contents are Copyright © 1992-2002 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statemer
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@. Will the Cisco 1751 router support Token Ring interfaces?
A. No, there are no plans to support Token Ring on the Cisco 1751 router.

Q. When do I sell a Cisco 1751 router IBM solution?
A. The Cisco 1751 router is best sold for IBM/SNA opportunities that require:

= One Ethernet/1-5 WAN configuration (including the AUX)
Modularity/flexibility—The Cisco 1751 series provides two WAN interface card slots, allowing customers to add

or change WAN services as needed

= Multiservice voice/data integration now or in the future

Q. What IBM/SNA software feature sets are available for Cisco 1751 router?
A. IBM/SNA feature sets available for Cisco 1751 router include:

« JP/IPX/AppleTalk/IBM

« IP/ADSL/IPX/AppleTalk/IBM Plus

» IP/ADSL/IPX/AT/IBM/FW/IDS Plus IPSec 56

¢ IP/ADSL/APX/AT/IBM/FW/IDS Plus IPSec 3DES

« IP/ADSL/IPX/ATABM/FW/IDS/Voicc - _1s IPSec 56

» IP/ADSL/IPX/AT/BM/FW/IDS/Voice Plus IPSec 3DES

Note: Use Plus for L2F, L2TP, BGP, NTP, NLSP, RSVP, IP multicast, Frame Relay SVC, and encryption support.

Memory Architecture
Q. What memory architecture does the Cisco 1751 router use?

Q. The Cisco 1751 router uses the run-from-RAM memory architecture.

Q. What type of DRAM memory does the Cisco 1751 router use?

A. The Cisco 1751 router uses synchronous DRAM (SDRAM). The default DRAM is 32 MB fixed onboard for the
1751 model, and 64 MB for the 1751-V model. There is one DIMM slot for adding additional memory in increments
of 16, 32, and 64 MB. The maximum DRAM for the 1751 model is 96MB (32 MB onboard plus 64 MB DIMM).
The maximum DRAM for the 1751-V model is 128MB (64 MB onboard plus 64 MB DIMM).

Default URANM Qvin) we

Max. DRAW {VIB} 96 128

Cisco Systems, Inc. )
Al contents are Copyright © 1992-2002 Cisco Systems, {nc. Ali rights reserved. important Notices and Privacy Sta;_gment. .
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Q. What type of Flash memory does the Cisco 1751 router use?
A. The Cisco 1751 router uses onboard (soldered on the motherboard) flash. The Cisco1751 has 16 MB of flash.
The Cisco 1751-V have 32 MB of flash. This is a fixed configuration—it is not upgradeable and there is not a flash

card slot on the motherboard to add more flash.

Befauit Fiasn yvioy v

-

Max. Fiash (MB) 16 32

@. What is the flash memory used for?
A. Cisco 10S software and configuration files are stored flash. Also, flash memory allows software upgrades to be
downloaded over the WAN or LAN link to be stored in the Mini-Flash card.

Q. How are software images and configuration files stored in flash?
A. Flash come preprogi  ned with Cisco IOS software. Software upgrades and configuration files must be copied

using al File Transfer Protocol (TFTP) onto a Mini-Flash card in a Cisco 1751 router.

Q. Is dual Flash bank supported on Cisco 1751 routers?
A. Yes. Dual Flash bank is supported. Although both the Cisco 1751 and Cisco 1751-V support dual flash bank, we

recommend that -equiring dual flash bank purchase the Cisco 1751-V model since it comes with 32 MB

flash.

Q. Does the Cisco 1751 use the same DRAM as the Cisco 1720/1750?7
A. Yes. However, the Cisco 1751 does not support the 4 and 8 MB DIMM (MEM1700-4D= and MEM1700-8D=).

In addition there is a new 64MB DIMM available for the Cisco 1751

Q. Does the Cisco 1751 use the same flash as the Cisco 1720/1750?

A. No. The flash in the Cisco 1751 is soldered on the motherboard, and is therefore not upgra  ile.

Q. Can the amount of shared (input/output [I/O]) memory on a Cisco 1751 router be configured?
A. Yes. It can be modified using Cisco I0S command-line interface (CLI) anc  ed as part of the router

configuration.

Power Supply

Hse?
Lo}

Q- What type of power suppliesdoes-the-Cisco+751-router-us
A. The Cisco 1751 router uses one universal power supply that is applicable for all countries. There are no country-
specific power supplies. The AC input voltage of this universal power supply spans from 100 to 240 V; the frequency
from 47 to 64 Hz. (Although this power supply works in all countries, the user still has to specify the power cord

appropriate for a particular country.) The router also has a locking connector on the power socket to ensure that the

power cord remains securely fastened.

Cisco Systems, Inc.
All contents are Copyright © 1992-2002 Cisco Systems, Inc. All rights reserved. Impartant Notices and Privacy Statement.
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Chapter 1 Installing ACL Manager |

n Solaris

Step®  Enter all, then press Return.

If Essentials is running, the install program asks you whether you want to stop the
CiscoWorks2000 Daemon Manager. Type y to continue installing
ACL Manager. If you type n, the installation program exits.

The installation program displays the names of the server files being installed. If
you have upgraded from ACL Manager 1.3 to 1.4, the data is updated.

ACL Manager gets registered in the CiscoWorks2000 data backup framework.
After the installation is complete, the installation program restarts the
CiscoWorks2000 Daemon Manager.

)g 1 AC M: _rDatafroma emote Solaris Machine

If you have installed ACL Manager 1.4 on a Solaris machine, and you have
ACL Manager 1.3 on another Solaris machine, you will have to upgrade the

existing data to ACL Manager 1.4.

Note  You must upgrade Essentials and CMF data before you can upgrade
ACL Manager data.

Upgrading data from a remote machine consists of:

« Exporting ACL Manager data from the server that has ACL Manager 1.3.
« Importing this data into the server that has ACL Manager 1.4.
Toexpp ACLM _ data:

Step1  Access the server that has ACL Manager 1.3.
Step2  To shut down ACL Manager, enter:
SNMSROQOT /bin/pdterm AclmServer

where $NMSROOT is the directory in which CiscoWorks2000 is installed

(/opt/CSCOpx by default).

instatiation Guide for ACL Manager
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| i iliing ACL Manager

Step 3

Step 4

Step 5

Step 6

Step 7

Note

Step 1
Step 2

Step 3

aiting ACL Manager on Solaris

Mount the ACL Manager 1.4 CD-ROM. Enter:

cd cdrom/cdrom0

Enter:

./export_aclm.pl

Enter the backup directory name at the prompt. The ac/mdata.tar file will be
stored at the specified location.

You can also enter the backup directory name as a command line option:

. /export_aclm.pl backup directory

The aclmdata.tar file will be stored at the specified location.

Do an ftp of aclmdata.tar in the binary mode to the machine that has
ACLMan _ 14,

Start ACL Manager. Enter:

SNMSROOT /bin/pdexec AclmServer

You must import Essentials and CMFr aata before you can import
ACL Manager data.

To import ACL Manager data:

Access the server that has ACL Manager 1.4.

Shut down ACL Manager. Enter:
SNMSROOT/vin/pdterm AclmServer

Enter these commands:
cd SNMSROQOT /rigel/scripts

./import_aclm.pl

where SNMSROOT is the directory in which CiscoWorks2000 is installed
(/opt/CSCOpx by default).

Instaliation Guide for ACL Manager
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Modifies PIX Firewall protocol fixups to add, delete, or change services and feature defaults.

(Configuration mode.)

Canfisure with the command...

Remove with the command...

xaup pavews 0l FEp [Strict] [port]

fixup protoceol http [porf[-port]

fixup protocol k323 {h225| ras} port [-port]

fixup protocol ils [port[-port]]
fixup protocol rsh [514]

fixup protocol rtsp [por{]

fixup protocol sip [5060]

fixup protocol skinny [2000]
fixup protocol smtp [port[-port]]
fixup protocol sqlnet [por[-port]]

fixup protocol skinny port [-porr]

no fixup protocol [protocol_name] [port]
clear fixup

no fixup protocol h323 {h225 | ras} port
[-pori]

Show command options
show fixup

show fiXup pruwwees prvivens prveen

>now command output

Displays the current fixup configuration and port
values.

Displays the port values for the individual protocol
specified.

DIUTY LUMI Jestun | uapgs )

show timeout sip

|

Displays the connection state of the designated

L/IDPIAYD Wav Mislv UM e v weam _--.gnated

protocol.

Syntax Description

fixup protocol
protocol [protocol] feature defaults.

[portl-port]]

Modifies P1X Firewall protocol fixups to add, delete, or change services and

fixup protocol ils

Provides support for Microsoft NetMeeting, SiteServer, and Active Directory
products that use LDAP to exchange directory information with an ILS server.

ftp Specifies to change the ftp port number.

h323 ras

Specifies to use RAS with H.323 to enable dissimilar communication devices to
communicate with each other. H.323 defines a common set of CODECs, call

setup and negotiating procedures, and basic data transport methods.

Cisco PIX Firewall

I 78-13849-01






























Chapter 8§ Defining Your Network Topofegy |

K“‘ We S8 suz moskrsey yame vammnmns -,

Step 8

Diefine reachable networks

When you define the remainder of your network topelogy, you should use clouds.
In fact, you should define clouds for as much of your network as possible. Clouds
provide 2 logical grouping of networks and, thereby, hosts residing on those
networks, that are reachable via an internal gateway.

A cloud is a special gateway object that attaches cloud networks to fully defined
networks. To attach the two types of networks, the cloud identifies the IP
addresses, representing default gateways, attached to those interfaces residing on
the fully defined networks (which are either internal or external to the cloud}. The
clond also has a special interface type called Cloud Networks, which organizes
the cloud networks. In terms of the cloud, cloud networks exist within it.
However, in reality, they exist inside the default gateway specified on the external

interface of the cloud.

Clouds organize those settings required to identify and route to networks that
reside inside of the gateway. Clouds are unique gateway objects because they do
not require at least two real interfaces, as do Managed Devices. Instead, the cloud
has at Jeast one real interface (the external interface) and exactly one Cloud
Networks interface (an internal interface). When you specify an IP address
associated with a non-cloud interface, you are specifying the defanlt gateway
through which the cloud networks organized under the Cloud Networks interface
{and therefore, within the cloud) can be reached.

Result: Alt internal networks that are reachable from other network objects within
your network are defined within one or more clouds.

For more information, see the following references:
= Adding a Cloud to Your Topology, page 9-18
« Addih 1 " oud Network to Your Topology, page 5-26

Worksheet for Defining your Network Topology

This worksheet identifies network objects and information that you must identify
and defing in your network topology.

E

!1 {iser Guide for Cisco Secure Policy Manager 3.1
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G?I

ring Netwaork Bhjecis

« When an object is selected in the directory tres, all elements defined at the
same level and above are applied.

= If you select an: object by name and that name is defined at multiple scopes,
the version defined nearest the current scope is sclected. {See the
“Configuring Network Objects” section on page 6-2 for examp™  using
network objects.)

Cc fi  ring Jetwork Objects

The Network Objects feature allows you to group a set of network addresses
represented by an IP network (name, IP address, IP mask). This information
provides thel ¢ i icat infi  ation for that network, Firewall MC uses
the name and IP address—netmask pair to resolve references to the network in the
source and destination conditions of access rules and in translation rules.
Firewall MC uses the interface value to apply access and translation rules that
refer the network to the correct interface. The interface delivn.  network packets
to the netwg =~  thus enforcing the rules that refer to that network.

The following examples will help you to better understand how network objects
can be used. Let’s say you want to create the network object Corp Network at the
Globai scope, but different IP addresses will be used depending on the group
being addressed. As a result, you can use a variable, which allows different values
to be set for a building block for different devices or groups. The values are
substituted info the same rule as applied to those different devices and groups

(Figure 6-1).

Using Management Center for Firewalls 1.1.2 ‘
E‘ 78-15635-01 |
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Understanding v.c «ypes of Reports

= Most Active Users—Lists the users who have made the most service requests
through the selected Firewall within the specified time period. This report
provides statistics for up to N (defaults to 20) users. Filterable by Time/Date,
Firewall Address, and Top N.

= Most Accessed Web Site -ists the HTTP sites that users who request
services through the selected Firewall have accessed the most within the
specified time period. This report provides statistics for up to N (defaults to
20) sites. Filterable by Time/Date, Firewall Address, and Top N.

» Event Summary Report—Summarizes the security, warning, and
informational events that the selected Firewall has experienced within the
specified time period. Filterable by Time/Date and Firewall Address.

» Detailed User Activity—Describes the full activities of all network session
transactions that a specific user has conducted through the selected Firewall
within the specified time period. It presents the full list of network sessions
that have occurred within the time period. Filterable by Time/Date and

Firewall Address.

» Detailed Network Traffic—Provides tran  :tion info a
network service’s sessions that  1spire duringa ve . For
example, you can generate reports about HTTP on por. .., _._ __, rt 443,

or DNS on port 53. To generate a detailed service report, you must configure
the Firewall to enable logging of statistical events for the network service.
Fil able by Time/Date, Firewall Address, and Service.

» Denied Message Activity—Lists all syslog messages for denied connections
sent out by the Firewall within the specified time] iod. You can filter which
types of deny messages appear in the report such as VPN, Attack, and AAA
and ACL. Filterable by Time/Date, Firewall Address, and Denied Events.

s Denied Connection Activit  Lists all TCP, UDP, and ICMP messages for
denied connections sent out by the Firewall for the specified time period.
. .lterable by Time/Date and Firewall Address.

» Security Alarm Source Report—Summarizes alarms received on the syslog
port by the source of the events. For example, if Security Monitor receives
alarms from a PIX Firewall, use this report to view the alarm information.
Filterable by Event Level, Source IP Address, and Time/Date.

s Security Alarm Detailed Report—Provides defailed information for each
security alarm received. Filterable by Event Level, Source IP Address, and

Time/Date.

Using Monitoring Center for Security 1.2
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Table 2 Product Part Numbers Affected by This Announcement

Part Number Description Part Number Description

PIX-4FE Cisco PIX 32-bit/33-MHz PIX-4FE-66 Cisco PIX 64-bit/66-MHz
Four-port Fast Ethernet Interface Four-port Fast Ethernet interface
Card Card

PIX-4FE= Cisco PIX 32-bit/33-ViHz FIA-4rE£-00= GsLU £ in u-DIt/B6-MHZ i
Four-port Fast Ethernet Interface Four-port Fast Ethernet Interface

Customers can use the Cisco Technology Migration Plan (TMP) to trade in products and receive credit toward the

purchase of new Cisco equipment. For more information about Cisco TMP, go to:

http://www.cisco.com/go/tradein/

To use the Cisco TMP application, you must have a Cisco.com user ID.

Addit Information

For morc “ori  ionaboutthe{ o PIX 64-bit/66-MHz Four-port Fast Ethernet Interface card, go to:

http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_data_sheets_list.html

For more information about Cisco products, contact your Cisco account manager and/or Cisco Cha | Partner.

For more information about the Cisco End-of-Life Policy - to:

htip://www.cisco.com/en/US/products/prod_end_of_life.html
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